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SUMMARY 

PURPOSE: (U//f'OUO) To forward to the Intelligence Oversight Board (IOB) of the 
President's Foreign Intelligence Advisory Board, via the Assistant to the Secretary of Defense 
for Intelligence Oversight (ATSD(IO)), NSA's quarterly report on its intelligence activities. 

BACKGROUND: (U//FOUO) Executive Order 12333 and Executive Order 12863 
require Intelligence Community agency heads and Intell!gence Community General Counsels 
and Inspectors General, respectively, to report to the JOB on a quarterly basis concerning 
intelligence activities that they have reason to believe may be unlawful or contrary to Executive 
Order or Presidential Directive. The enclosed memorandum covers all reportable activities 
known to the Inspector General and General Counsel. Per PIOB letter of 6 August 1982, 
Agency heads are responsible for reporting separately any additional reportable activities 
known to them, unless the President has specifically instructed that the Board is not to be 
informed. The Director's signature signifies that no other activities that require reporting are 
known to him. 

RECOMMENDATION: (U) Director sign the enclosed memorandum. 
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NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, MARYLAND 20755-6000 

13 September 2004 

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U//FOUO) Report to the Intelligence Oversight Board on NSA 
Activities - INFORMATION MEMORANDUM 

(U//POUO) Except as previously reported to you or the President, or 
otherwise stated in the enclosure, we have no reason to believe that any intelligence 
activities of the National Security Agency during the quarter ending 30 June 2004 
were unlawful or contrary to Executive Order or Presidential Directive, and thus 
required to be reported pursuant to Section 1.7.(d) of Executive Order 12333. 

(ULLFQUOT The Inspector General and the General Counsel continue to 
exercise oversight of Agency activities by means of inspections, surveys, training, 
review of directives and guidelines, and advice and counsel. These activities and 
other data requested by the Board or members of the staff of the Assistant to the 
~ecretary of Defense (lntell~s~t~ =d in the enclosure. 

Gen 

(U//POUO) I concur in the report of the Inspector General and the General 
Counsel and hereby make it our combined report. 

Encl: 
Quarterly Report 

~kJ.J ~ 
MICHAELV.~ 

Lieutenant General, USAF 
Director, NSA/Cliief, CSS 

This Document May Be Declassified and Marked 
"UNCLASSIFIED/Jfi'6R 6fftetAL tJS~ 6f4Vi"' 
upon removal of enclosure(s). 
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1. (U) INSPECTOR GENERAL ACTIVITIES 

a . (Cii~I) During this quarter, the Office of Inspector General (OIG) reviewed 
various intelligence activities of the National Security Agency/Central Security 
Service (NSNCSS) to determine whether they were conducted in accordance with 
applicable statutes, Executive Orders (E.0.s), Attorney General procedures, and 
DoD and internal directives. With few exceptions, the issues presented were 
routine and indicated that the operating elements understand the restrictions on 
NSNCSS activities. 

b. (Sf/HI) The NSA OIG completed an inquiry (see our report dated 17 March 2004) 
into an instance of SIGINT Collection against a U.S. Person abroad without 
Attorney General authorizationl .····I While conducting our 
inquiry into this mishap, we encountered strong indications of shortcomings in the 
control environment that allowed this incident to o~cti'r and go undetected for 
almost six months. Corrective action has been .. di;ected and will be monitored 
through completion. _/·-=( . .!2 l ( 1 l 

// (bl ... ~ .. 3) - P .L. 86- 36 

c. (SHSf/fliF) Two more individuals assigried to th~ .. 
""-~~~~~~~~~~~~~ 

(see our quarterly reports of 18 Septer.nber 2003 and---~ June 2004) have admitted 
misusing the U.S. SIG INT system b.i conducting unaut~orized electronic 
surveillance of U.S. and non-U.S. _.persons abroad. The un_authorized surveillances 
were conducted for no legitimat_!3 .. foreign intelligence purpos~ . .... ,, .............. ···To'l'.C.1 l 

.·· ··::::: · ·· ·•'"''." .. (b ) (3}"-P. .. L. 86- 36 .... 
(SltS:t/~lF) In response to the.se incideD:.t§.t!>,e :Dfr~Etor NSA and .. 3024 (il 

I . . .. ······· ·········· lis~-Ued a joint message to the arning 
them of the con_§equenc~'s of misconduct of that type. A copy of the RNSA/ 
I lmessa.ge, to&~ther with amplifying remarks from the Director and Deputy 
Director ofl hue attached as Enclosure 1. 

d. (U//POUO) Alon with ins 
........... 

·The joint inspection report notes t at t ~-·site s inte igence 
.... o_v_e-rs_i_g_h_t_p-ro_gr_a_m--is weak in training and documentation prbcedures. The 
inspection team noted that annual refresher training, w.h!Ch is accomplished by 
online posting of required reading material. is incon.sistent and lacks 
documentation. A revisit to I lby the Joint Inspectors General 
will be scheduled for next year. 

1 
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2. (U) GENERAL COUNSEL ACTIVITIES 

(0//Sf) The NSA Office of General Counsel (OGC) reviewed various intelligence 
activities of the NSA/CSS to determine whether they were conducted in accordance 
with applicable statutes, E.O.s, Attorney General procedures, and DoD and internal 
directives. The OGC advised Agency elements on a number of questions, including · 
the collection and dissemination of communications of or concerning U.S. persons; 
the reporting of possible violations of federal criminal law contained in SIGINT 
product; the testing of electronic equipment; and the applicability of the Foreign 
Intelligence Surveillance Act (FISA). With few exceptions, the issues presented 
were routine and indicated that the operating elements understand the restrictions 
on NSA/CSS activities. The OGC did not file any reports with the Intelligence 
Oversight Board during this quarter. 

3. (U) SIGINT ACTIVITIES· 

a. (S!JSI) Collection Against U.S. Persons 

(1) (U) Intentional 

a. i9NSH·During this quarter, the Director of the National Security Agency 
(DIRNSA) granted approval for consensual collection against[Jpersons. 
D IRNSA-a pp roved consensual collection against OJ:,S~ .. p~r..§.<:>.ns ;;vas 
routinely terminated this quarter. .. .. · ..... · .... ::::::>' (b) ( ll 

.......... · (b)(3)-P . L . 86-36 

b. (S//Sl):Th~ Atto~9e~~E.c:i.l..(AG)gf.an~d. authority to collect the · 
commumcations ofLJU:S. persons durmg this quarter. _ 

(2) (U) Unintentional 

a. onununications were 
inadvertently collected from iµ which the called 
number was a U.S. number. Once noticed, ~.ere immediately 
deleted. The system is now undergoing testing to determi~~.:th~u·eason for 

the collection oq l·······································:·::::··:··········.:.···::.·::.:::·:::::::::::;::::;:;.:;; __ .;;;;;;;:;~'.'.~'.:;'f ~~~!:;i-l .. :.~ a L ~ 3~ 6 ; ~ ~ 
b. ('f'S//SI) An NSA integree t<>. (J):...:--5·0 .... usc 3024 (il 

discov.ered durir.i.g ........... 

based 
subscribe 

.. ·which h(}ndles ·business. Research into 
~------........... -----. "e~ealed he is a U.S. Citizen 

2 
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····:::::::·::·: 
··············· 

·········· 
.... ·· ·· (b-}. °(~.) -18 USC 7 98 

'fOP SECRE'f/fCQ.t.+tIN'f1/t.~.0FORN/IXl--' (b )·.( 3\:.:~.;i o u sc 3024 ( i l 
. ···.:-· .. 

....._ ____ · ...... · .. "ft;µ~t 
·········· 

·--------11~.»....:......:..:.:....:.~~~~=:...=..~~~.:..i::.:;~...:.:..::.~=:::.....:.;~~:.:..b..~th~·· e traffic,. 
· As of°tb.'e ... 

·········· c. 
··············· 

........ ... 

....-----------------...,..;;;...,./ i~f};71~;r: ~i:" · · le: 86:'t ( i i 

................................. ··········· ...... · / ,' \ .. ~ .. : ............ 

''t~);,:_(if::::::::::::::::::::::::::::::::::::::::::::: ..... __________ .,........ .. :;;....·" ___ .....;;..___,.f7"'--,.-..,.:....,....-......,."T!T-----......;....;;.,.....,.--__. 

(B.} .. ( 3} .-::: P . L . 8 6-36 ...... -.....--.,....._ ................ ___,,,,.....____,. _______ ........... ~__.., 

'\~~~~'<·. and the U.S. person. 
...................... ........... st e ui .~r:f.ep e commumca ions con ame s1gm ican~foreign intelligence, 

\\ ..... ...._ .......... the0equested~. pursuant to section 5.4·ofUSSID 18, ~destruction waiver 
\\ \..... " .. {~r the communicatlt>n.!'.; used as a basis for the SIGINT product. The request 

...................... w·a.~. approved by DIRNSAI I The[]has deleted all 
\.. \ .. communications not relevant to the destruction waiver re uest and has taken 

\\., ~t.~ps tb 
\ 

\ 
· ..... 

d. This U:arter unintentional retrievals using the 
\.... {'.aw traffic files 

resulted in· incidents against U.S. persons overseas. AlJ incidents were 
r eported to responsible oversight officials and corrective actlO·[lS were taken. 
All unauthorized traffic collected has been destroyed. .. ......... . 

( b ) ( 3) - P . L . 8 6-3 6 

b. (U/ll=OUO} Dissemination of U.S. Identities 

_/ (b)( l) 
· (b) (3 ) -P . L . 86-36 (1) (U) Intentional 

(S/fSI) In accordance/with section 7 ofUSSID 18, U.S. identities were 
disseminated! H:imes during this .quarter. The following table shows the 
justification and the number of instances of dissemination: 
In the "Unmasked by Analyst" column, the U.S. identity was revealed in a 
serialized end product; in the "Unmasked at User Request" column, a U.S. 
identity was released to a user at the user's request. 

3 
TOP SECR:ETJ/COMINT//NOFORNl/Xl 



D..OCI D: 4165384 

TOP SECRETft<COMINT/fPcOFORN//Xl 

.. . . . .. .. .· ... : ,\ .. ~ ... ;. .... ' '· unma~ike.cf by· · '.i:· unmasked ar ··· · · • ; . . . ..•. ;. 

JUSTIFICATION TOTAL · Analyst : · User Request 

7.2.c Necessary (b )\ (1) 
(b ) (··~) - I L. 86- 36 

7.2.c.l Foreign Official \ 7.2.c.3 International Narcotics 

7.2.c.4 Criminal Activity 

7.2.c.7 U.S. Government Official 

TOTAL 

'(B'.ff1:L::::::::························ /·~0:?) (3) - P . L . 86- 36 
<b i-t~. > - P : .. L:···-86::: '.5"6··<···

2
·· ... ) ...... < ... 

0 
.... >····u· .· t 1. 1 ....... \hJ-·P > -18 usc 798 

·.......... ······. . .... mn en 1ona... .......... .......... (p i'"-·.(3»..;:-so usc 3024 (il 

··........... a. (TS!!S°tfThe ........... ·. had 
··..... one incident of unintentional dissemination of a U:S. ideritit · · ... 

·.... the 

... ·· 
... ·· 

.. ····· 

ensure e I en ity 

.......... ·· 
...... ······ 

...... ···· 
...... ······ 

... ·· 
.. ··•·· 

would be taken until the information was disseminated through proper 
channels. A limited distribution, special series report used to disseminate 
counterintelligence information was subsequently issued. 

b. (SIJSI) During this quarter, SID canceled0 SIQINT products because they 
contained the identities of U.S. persons, organizati~ii~·r;···or .. ~ntities; those 
products that contained information derived from communfc·atio.n.i>..ofU.S. 
persons were not reissued. . .................. ······::::::::::::::::>''"" <b l ( 1) 

.............. ·: ..... ·· (b ) (3) - P .L. 86- 36 

c.-C'f8//SBI lreleiis·ea ··a: .. t~tal ofl l·ret>§.i.t~·::~o~taining the identities 
of U.S. Persons or based on the communicat~.ons"of persons later identified as 
U.S. Persons. In all instances,! ~an.celled the reports, which were 
either not reissued or were reissued with the proper minimization. 

(3) (U) Raw Traffic Dissemination Outside the SIGINT 
Production Chain 

a. ~TSHilfl As reported in the first Quarter, raw SIGINT data was removed 
... f~?.J:!l.. thel !classified website, which is available to both 

................... 
.. ··········· 4 
(b)(3)-P. L . 86-36 
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tho~~ .. p~_rsonnel who are part of the SIG INT production chain and those who 
are not. ····T4e electronic and hard copy data has been destroyed. On 15 
January 2004.:J !Intelligence Oversight 
Officer provided follow-up training to all persons involved in this incident. 

b f-f3. - P. L . 86-36 

werEr given aceess to SIGN 
........ ...-~---.~------~--------~~~~--in ormabon e ore t e1r c earances were properly vetted. The pilot program's 
oversight manager and coordinator were informed of the deficiency and policy 
requirements. A database of clearance status was created to lessen the 
likelihood of future access violations. 

c. (S//Sl) 2\s part of various agreements with other government agencies, non­
SIGINT production elements of the NSA/CSS, or government contractors, 
non-SID personnel are granted access to unevaluated, unminimized SIGINT 
data. Many of these individuals are integrated into SID offices, while others 
provide essential enabling work (such ~s research) in their own spaces. The 
SID ensures that the personnel are trained by the OGC on NSA's legal 
restrictions and on proper handling and dissemination of SIGINT data prior 
to receiving access to raw data. Personnel workin in or with SID durin this 
quarter included representatives of the (o\ t3l -P · L . 86-36 

4. (U) OTHER ACTIVITIES 
./li b ) ( 1) 

.. / f (b) (3) - P . L . 86- 36 . 

.. ···<···/ ' · ... (Ul/FOUO) FISA Incidents 

a. (ffil/Sf~ ~t1at:~SAWas n?t~~~~~,:;;~~1~ -c~~)::~: -~~-- IJGA. I (El I lcQgection ma:hag~r f ?ulld the errorl ! \ J / o t e 
files have been purged from NSA ~,:ystems, a.n~ no reportin was don~, hfi,sed on the 
unauthorized collection. As this error·occufrecf'becaus Jailedvfo follow 
standard procedures to . ·.· ·. a~ renµ~ded of the 

importance orrouowing standard or•;ttg procean"'.ls,t~~-~nsu~• tptJ • • I 
I I · ers.on.g~~ .. :w1ll cont1t.i.:~~ ta, perform penod1c 
spot checks of forwarded data to guar against a repea:t°tncident~;::,,j 

(b)(3)-P . L . 86-36 

5 
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a !JP ~~C~T//CO~H:NT/fNOFORNintt 

b 1rnco11ru1~-~.1 ./i ( b ) (1) .--·_,_ ... _-_.v_·.,.,_., ... _, .. ___, .... JI _________________________ ......., i[OGA 

t m n 11nT - --· I 
' ~ -•1-.• .., ... , .... II 

(U) Assistance to Law Enforcement 

inc u e 

(U) Working Aids 

...... 

... · 
...... 

Assistance 

I 

(U//FOUOJ The SID maintains "U.S. Identities in SIG INT" and a matrix of blanket 
reporting waivers on its web page for use by all NSNCSS analysts. The E.O., 
NSA/CSS Policy 1-23, DoD Regulation 5240.1-R, and USSID 18 are also available 
on-line. Several offices in SID maintain files to be used to prevent targeting of U.S. 
persons. 

(U) Intelligence Oversight Training 

(U/fPOUO) During this quarter an intelligence oversight specialist from the SID 
Office of Oversight and Compliance provided on-site training to military, civilian, 

f\ (b ) (3) 
( b ) (7) ( E ) 

and contractor personnel assigned to ..-th) (3)-P. L . 86-36 

6 
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t OP St!CM:1'1iCOiVllN1't"40t'OltN11"1 

=1 The NSNCSS Office of General Counsel provided additional 
training to thel fia video-teleconferencing. The training included Intelligence 
Oversight, E .O. 1233~,\USSID 9 and USSID 18, DOD Regulation 5240.1-R, 
NSA/CSS Policy 1-23~ ........... 1 I !-.... -\ \-------------

', t/ ······· 

(b)(3)-P . L . 86-36 
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--~~~~~_li-~C-JV--.~-=-~-) __ 0_1_1 ____________________________________ __ 

Frorr->= 
Sent : 
To: 
Subj ect: 

I ' l@'IJ~§L ...... 
Tuesday, Augi1st·24•::20.Q.4 3:26 PM 

c::::l@nsa ""·<>·· .. .. 
(u) PLE

. ·A·s·· .. E······R·E··AD· ·· .......... ::::::::::::::··:::: .. 
. ············ .. :::::::···· 

········· ..... :::::·:::::::::··· 
········· ::· 

•••••• ••• ··!::;; ·11., 
........... :::::~:::··· ·· 

.. ::':j·(b ) (3) - P . L . 

c1as sification: SECRB'f''fiCOlVM l//NOFORNflXI 

DR V FM: CJ ass. Guide 356-01 
DA. ..-rED: 3 July 2001 
DEC LON: Xi 

All. please read the note I receiv<_::.d.ffo·~·-~t. Gen. Hayden and ,.../ 

.... • 
.... ··:· 

mor-rting and then read0 and my comments below it. ..... / 

--·- _ - ··--·--·--·--·-- Foiwarded b~ ~~;··::··~8/24/2004 12:59 PM 
- ----------------------

"Hl;.l.yden, Michael V. (.MIL-USAF) D" <mvhayde@nsa> on 08/24/2004 08:33:47 AM 

Please respond to mvhayde@nsa 

To: 
cc: .----'-~~~~~......,,~.....,..__,...,.,.,,.,,.,....---=---.......... ------~~ ........ ~-.-~~--1 

~-'.~ lack, William B (CIV-NSA) D" <wbblack@ns.3>, 
,__~~~~~~ ......... ---~..;._~~~~~~~...;_~~--

Subject: (U) CA sends for DIR: Message..Jrom D t~D-ie- ~i" ..... 

Cla:~~«::::G:=OMHffflNOFORt::- - - - < , \\ 
··········• ........ . 

················· 

.and··Gen·Hayden-: ··trtfiri"y ··understanding that you will clj~seminate ··:::::::::: ............. .. 
on thetr ehalf. Please let me know if you ~.'.l.Y.e .any·questiOri's·:·::"J.hanks! ··· ........ . 

············· 

___ .... I ····· ············· 

I 1 ....... 

Civilian Assistant to the Director 
96}-3 ll l 

................ . .......... . 

··········• ........ . 

86- 36 

86-36 

> 
(Sh'Sf//+ff) In less than one year, three I , ............................................................................. Th) ( 1 l 

....._ _ _, (b) (3) - P. L . 86-36 
1 
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>employees have admitted misusing the United States SIGINT System to 
>conduct unauthorized electronic surveillances of both U.S. and non-U.S. 
> persons abroad. These unauthorized surveillances were conducted for no 
>legitimate foreign intelligence purpose. We are required to report these 
>incidents to the Department of Justice for possible prosecution. Please 
> inform your employees in the strongest terms that we will not tolerate 
> miscm:iduct of this kind. which may be punishable by recall from assignment 
> and removal fromD by separation from employment, and in the case of a 
>criminal conviction, by fine arid/orimptj_sonment. 
> --- --
> 
> 

········ .... 

DRV FM: NSNCSS Manual 123-2 
Dated: 24 Feb 98 

DECLON:Xf 

(b) (3) - P . L . 86- 36 
( b ) (1) 

Classification. S:ECltE'f'ttCOMf!ff//HOffiR'.Hi/Xl 

Three of our coJJeagues have v1o1ated the trust we have placed in them. The 
use of our collection systems or any other government equipment for personal 
purposes is unacceptable under any circumstances. Although not ref erred to in 
this e-mail, failure to report foreign national contacts, failure to provide 
accurate financial accounting, failure to file accurate Time & Attendance 
reports, failure to pay Government credit card balances in a timely manner, etc. 
remain troubling issues among thee:Jworkforce and are also subject to severe ........................... ·7 (bl ( 3 l - P . L . 8 6-3 6 

penalties. In order to successfully execute our mission, all of you are given ··=""'",. (bl < 1 l 

great latitude to meet your responsibilities. With this responsibility comes ... ··.·.·.·.·::::::::::::::::::::·':::·· 
the accountabi lity to remain within the rules, regulations and laws that apply. . .. . 
Failure to do so is a serious matter that will result in dire consequences as ..... ,.... 
noted in the above e-mail. It is our responsibility to fully understand the 
rules, regulations and laws under which we operate. Our failure to understand 
these are not an acceptable defense. Know the rules - fol1ow the rules. If you 
don\ know or are unsure - ask. If you are considering violating the rules -
don't. If you have violated the rules - tell us now. .... 

.. ·· 

Unfortunately, these three individuals' actions .. coupled with other recent 
lapses of good judgement by a few of ourr=Jcolleagues has resulted in 
increased scrutiny of all of us inO ·This increased scrutiny will continue 
until such time as we demonstrate, over a long period of time, that we are all 
fully responsible intelligence community employees who know and follow the rules 
whjJe executing good judgment in all we do. I !sent two e-mails some time 
ago stating that we have come too far to risk losing it due to our poor 
decisions while executing our mission. Likewise, I have spoken to a number of ..... 
you here at Headquarters or in the field on my TDYs about the same thing. It 
remains true today and this e-mail from Lt. Gen. Hayden andl ktocument a 
sad chapter in our proud history. In spite of this, we are still the premiere 
intelligence collection and reporting organization in the Intelligence 
Community. Everyday we make significant and timely contributions to the needs 

2 

,/ 

:::: .... :{f)'i (3) - P . L . 86-36 
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of our country under often very, .i'icult conditions. Everyday we make 
thousands of successful decisions that effect the security and safety of our 
country. Everyday the vast majority of us inc::J:iemonstrate integrity in our 
actions and are conscientious in doing our job within the parameters set for us. 
Everyday you make me proud to be a member of this organization and be given the 
opportunicy to lead you. We cannot and should not tolerate illegal or 
inappropriate actions in our workforce - it detracts from all the good that we 
do and taints us by association. I ask for your increased attention to the 
rules, regulations and laws that we must follow. It is important for each of us 
to always conduct ourselves in a manner that is a model for others and beyond 
reproach. 

If you have questions or comments, please contactc::Jor me. 

Classification: SECRETNCOMHH/R'lOFOR~l// 
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