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PURPOSE: (U//FOU07 To forward to the Intelligence Oversight Board (IOB) of the 
President's Foreign Intelligence Advisory Board, via the Assistant to the Secretary of Defense 
for Intelligence Oversight (ATSD(IO)), NSA's quarterly report on its intelligence activities. 

BACKGROUND: (U//POUO) Executive Order 12333 and Executive Order 12863 
require Intelligence Community agency heads and Intelligence Community General Counsels 
and Inspectors General, respectively, to report to the IOB on a quarterly basis concerning 
intelligence activities that they have reason to believe may be unlawful or contrary to Executive 
Order or Presidential Directive. The enclosed memorandum covers all reportable activities 
known to the Inspector General and General Counsel. Per PIOB letter of 6 August 1982, 
Agency heads are responsible for reporting separately any additional reportable activities 
known to them, unless the President has specifically instructed that the Board is not to be 
informed. The Director's signature signifies that no other activities that require reporting are 
known to him. 
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NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

FORT GEORGE G. MEADE, MARYLAND 2075~000 

18 September 2003 

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD 

THRU: Assistant to the Secretary of Defense (Intelligence Oversight) 

SUBJECT: (U/fPOUO) Report to the· Intelligence Oversight Board on NSA 
Activities - INFORMATION MEMORANDUM 

(U~OUO) Except as previously reported to you or the President, or 
otherwise stated in the enclosure, we have no reason to believe that any intelligence 
activities of the National Security Agency during the quarter ending 30 June 2003, 
were unlawful or contrary to Executive Order or Presidential Directive, and thus 
required to be reported pursuant to Section 1.7.(d) of Executive Order 12333. 

{U//FOUO) The Inspector General and the General Counsel continue to 
exercise oversight of Agency activities by means of inspections, surveys, training, 
review of directives and guidelines, and advice and counsel. These activities and 
other data requested by the Board or members of the staff of the Assistant to the 
Secretary of Defense (lntellig Oversight) a e described in the enclosure. 

Acting General Counsel 

(U//FOUO) I concur in the report of the Inspector General and the General 
Counsel and hereby make it our combined report. 

Encl: 
a/s 

This Memorandum is Unclassified 
Upon Removal of Enclosure 

Lieutenant General, USAF 
Director, NSA/Chief, CSS 

DERIVED FROM: NSA/CSSM 123-2 
DATED: 24 FEB 98 
DECLASSIFY ON: XI 
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1. (U) INSPECTOR GENERAL ACTIVITIES 

a. (G#Sl) During this quarter, the Office of Inspector General (OIG) reviewed 
various intelligence activities of the National Security Agency/Central 
Security Service (NSA/CSS) to determine whether they were conducted in 
accordance with applicable statutes, Executive Orders, Attorney General 
procedures, and DoD and internal directives. With few exceptions, the issues 
presented were routine and indicated that the operating elements 
understand the restrictions on NSA/CSS activities. 

b. (U/lt"OUotThe NSA OIG completed an inspection of the National Security 
Operations Center (NSOC). The NSOC home page on NSA's intranet has a 
new intelligence oversight (I/0) link containing the policy requirements 
related to I/O training and compliance; hyperlinks to the basic I/O 
documents; a reminder of the requirement to review the documents once a 
year; an on-line test, and the capability to register individual compliance in 
an I/O compliance database. The test results are used to indicate compliance 
with the mandatory training. The on-line program has been a success story: 
100-percent participation and a 100- percent pass rate by NSOC assignees. 

c . .fS//O:tt Along with inspectors from the I .... / jb) (3)-P. L . 86-36 
1---""~~_...._~---~~~~~~~ .... ~ .. ---~___._.t 
.... 1...,.....--,....-____,,.._,,..__,,,..,,.....,,..,...-=-.....,...-..,,....,,,,....-----. ..... 1·the·NSX"<'.:na completed an 

inspection of the lVIedina Regional Security Operations Center (J\llRSOC), 
Lackland Air Force Base, San Antonio, TX. The October 2000 joint 
inspection of the MRSOC noted numerous deficiencies in the site's I/O 
program. The March 2003 inspection revealed that the I/O familiarization 
process is still fragmented and individual responsibilities are not well 
defined. This blurs accountability and does not track with the site's 
governing oversight instruction, dated 15 November 2002. The process does 
not validate compliance and has no mechanism to enforce individual 
accountability. Consequently, coordinators and managers display little 
interest in or commitment to I/O compliance. USSID 18 training continues to 
be an issue because the MRSOC has not fully satisfied quarterly and annual 
training requirements for the past several years. The OIG joint report made 
several recommendations for improvement, which are being monitored for 
implementation. 
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... · ... · 
... · 

... · ....... 
....... ... · 

(b ) (3) - P . L . 86- 36 

2. (U) GENERAL COUNSEL ACTIVITIES 
(b ) (3) - 50 USC 3024 (i) 
(b ) (3) - 18 USC 798 

(C1/5I) The NSA Office of General Counsel (OGC) reviewed various 
intelligence activities of the NSA/CSS to determine whether they were 
conducted in accordance with applicable statutes, Executive Orders, Attorney 
General procedures, and DoD and internal directives. The OGC advised 
Agency elements on a number of questions, including the collection and 
dissemination of communications of or concerning U.S. persons; the reporting 
of possible violations of federal criminal law contained in SIGINT product; 
the testing of electronic equipment; and the applicability of the Foreign 
Intelligence Surveillance Act (FISA). With few exceptions, the issues 
presented were routine and indicated that the operating elements 
understand the restrictions on NSA/CSS activities. The OGC did not file any 
reports with the Intelligence Oversight Board during this quarter. 

3. (U) SIGINT ACTIVITIES 

a. (&/91' Collection Against U.S. Persons 

(1) (U) Intentional 

(57751) During this quarter, the DIRNSA granted approval for 
consensual collection against:C:)persons: ····DI~.$A~approv:e:g::::::::"""::::::w· <b l ( 1 > 

co~sensual collection againsou..s~··petsoris .. was r?.:i:i..t.inel:f terminat&d ( 3 l - P · L · 

this quarter. . ... ·················· · 

(SlfSH The Attorney General grarrted··;~~~~-:ty to collect the 
communications oq fu:S:persons during this quarter. 
Additionally, in accordance with the Classified Annex to Department of 
Defense Procedures Under Executive Order 12333, he orall a roved 
the tar etin of communications associated with 

2 
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) ( 1) 

······ ······ 

, .... ··· 

(b ) (3) - P . L . 86- 36 
(b ) (3) - 18 USC 798 
(b ) (3) - 50 USC 3024 (i) 
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(2) (U) Unintentional 
.. ···:::::::> __ ./ f (~) (3) - 50 USC 3024 (i) 

an anal st fou-n(f~::~~~:~/~one num\ r in 
..... ·<··_.... ,.. haq\passed 

(bfo} ·············· r-t_o __________ __,_,...._ .................. · __ __, ... Since the number\\Vas 
(b)(3)-P.L. 86~35 ·..... .t~EH:inalyst used it as a query temh\~ a 

raw traffic database and ... obt<;liried several contacts to personnel: ~~~the 
......... _........- \ \ \The 

results indicated .. tliat.the number mi ht be associated with the ·\ · · 
...•... ·· 

.... ·· ... ·· .. ·· 

·so tµe"analyst reviewed previous voice traffic and • • 
......... e_t_ermI--·n"'""~-~that the telephone number belongs to th~ I \ 
ll·Who is a U.S. person. Except for the search in the databas~, 

T&~:·+1J,,,,,,::····· ~phone number was never tasked for collection. I I 
~~ ~ "~·~}=:i~1~~:i~:~;~~::: .... :::_····...,,···:.-:·.-.·····--. .... .-. ---------------------------' 
( b > < 3, - 5 o<u:S.~ 3 o 2 ·4 .. co·· .... ::::::·:·· · ····· · ······ ··· 

-~>~~~ cS11Saj ·········· 1:~; i:nked to:i'::~ ~nvolved 
organization, was a U.S. person. The Office of Primary Interest 
immediately detasked the trafficker's telephone number, deleted all 
audio intercepts for his telephone number, purged all pertinent 
transcripts from the transcript storage database, and cancelled all 
previously published reports based on his communications. 

Xb l (ll 
./oGA 

,../ ( b ) (7) (C) 
,../ ( b ) (7) (D) 

/ ( b ) (7) ( E ) 
( b ) (7) (F) 

d. (TS//8!) DIRNSA granted a destruction waiver 
incidental collection a 

fcrr ............ "(6)(1) 
(b)(3)-P.L. 86-36 

of telephones ,...------------------------,.---"" 
Continued • . . . 

L..u-se_o..,.....,..t .... e_s_e_c_o_m __ m_u_n"""'i ..... c_a.,...,ti ..... o-n-sr---------...... r'-a-s--.-e.,......termined to q~ 

a communications security/force protection issue. -..... 

e. ) Due to a database error that occqrr.edL..I _______ __. 
ollection authorized 

in a FISA court order, di.dnotO'ccur. I 1 .~°.ll.~ctiQ.n ... ~-~s-.. -te_r:m_i_· n-a-t-ed ______ ___,,... 
:: .. ,;;;;;:........................................ .. ....... '' ......... ' 

(b)(1) .... :· 
' .......... ·-:~··· 

(b)(3)-P.L. 86-36 ( b ) ( 1) 

3 
(b ) (3) - P . L . 86- 36 
(b ) (3) - 18 USC 798 
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TOP ~ECRIST//COM:~lT/~tOFORtf//Xl ........ .. (b) (3) -18 USC 798 
_...../ (b\) (3) - 50 USC 3024 (i) 

Reviews of activity logs revealed that some coll~ctf~~ had pccurre~ 
........................................ ~fter. .. t.he c.ourt o.rder .. expiredl ..-l All produc~ .has been 

(b)(1} ·········. destroyed ./ 
(b)(3)-P.L ·as:ss.. ... · .............. . . 

f. ~if&i'SI)I I thel ......... ' r issued a 
report and later realized part of the information in the' re ort came 
from ifi which the 

· The collection on -----------------------the telephone number was authorized by a FISA court order. The 
report was canceled an.:.c:J: ... !::~.!§.§µe.d .:withoutthel I 

.......................................................... eommunications .. portlOn. . 
t&:j;:Jl. l 

(bl (3}:;;::p-... L. .• 86- 36 £!'.nS''Sx::. :n. · t. t t h d d I t t. 
(bl ( 3 l _5·0 ..... u$c ..... 3 .. Q_~ 4~i:J \T tFIJ uurmg rou me ~rge searc an eve.opm:n .... ~~e.:.c:l: ... 1..~J::l~.'-

·· ................ ::·····_ !removed approximatel ... ,r---i.ell·-phone1dentifiers from a (b l (ll _ 
' .... I t JL_J"' th tth b bbl ( b ) ( 3 ) P . L . ... sys em upon recogmt10n a e num ers pro a y 

belonged to U.S. persons who called targets of interest. 

h. ('fS//81) The 
members of th 

is .. tasked tacone·ct .. the .. c<5riiiiiiinicatfi5ns'.'ol't~ i ( 1 i 
..... Afte:r··a···memb~~ofthe .. · :i- <,bi ( 3 > =P8\s~6;~~ 

86- 36 

(l)}(i;j ~):;:::::::::::::::::::::::::·: .......... __________ ................. __ ___, ______ .....-..---........ -....-....,_---0 USC 302 4 ( i) 

(b)(3)-·P :L; ~?.-3.(:::: ..... ----....---------" eqt10n an 

········· ········· 

i . ~/(rel ·... · ...... ·........ ~he Gordon Regional Security OperJtions 
Center (GRSOC), Fort Go-rdo:r.i, GA, inadvertently collected ~nd 
reported the communications -~ta:· U..S ..... ?.fficial withl fperson. 
The unintentional collection was recogniZedl I and the 
report was cancelled. 

·. (S"Jmfh'MP) This uarter, unintentional retrievals using the 
aw ·tfiiffiC°"ffie~ ) ( 3) - P · L · 8 6-3 6 ....__ ___ .....,.. ____________________ __. 

resulted i Q.~idents against U.S. persons. All incidents were 
reported to resp.ortsihl.e oversight officials and corrective actions were 
taken. All unauthoriz-~d·traffic collected has been destroyed. 

···· ... 
······ ······ ····· 

b. (U//~ Dissemination of U.S. ldentii'i"es "·· ......... . 
····· ····· 

(1) {U) Intentional 
····· ·· ... ·· ... ·· ... ···· ... ····· ····· ····· 

(81}81) In accordance with section 7 ofUSSID 18, U.S. _identiti·e·s .. wer.e 
disseminated I ltimes·duringthis .. ·quarter:··TheT61lowTng .. fahfe ..... <b l ( 1 > 

h th . t"fi t• dth b f" fd" .. ( b )( 3 ) - P . L . s ows e JUS I ca ion an e num er o mstances o issemmation: 
In the "Unmasked" column, the U.S. identity was revealed in a 

4 
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serialized end product; in the "User Requested" column, a U.S. identity 
was released to a user at the user's request. 

-. .. < , , ;·:, ·.·.:: :: ·:··:.· .. . · .. · .... {::: . .. . :· ~J •· .. . ... ~ . ··. ~ . ·' 

JUSTIFICATION .. Unmasked .. . user ~~quest~d. ·~-' ·TOTAL . 
; ... .. .. .. . . ' ·. . · ··· .. ·· . !·· 

7.2.c Necessary 

7.2.c.1 Foreign Official 

7.2.c.3 International narcotics 

7.2.c.4 Criminal activity 

7.2.c.7 U.S. Government Official1 

TOTAL 

.4S1-Each mention of an individual identifier in a single report is counted by the _/ 
software as one dissemination. Thus, if an individual is mentioned five times in o~·e 

. . 

·report, the software tallies five disseminations. ( b ) ( 1) 

·, 
,, 

(b ) (3) - P .L. 

(2) (U) Unintentional 

(SlfSI) During this quarter Q I@INT .. productS"were .. cii'nc.ef~~i"b·~~·~~~ ~ ~ ~ _ P . L. 

they contained the identities of U.S. persons, organizations, or entities. 
Unintentional dissemination a lso occurred in circumstances other than 
reporting as follows: 

a.(€) Although the identities were minimized in SIGINT reports, 
several y.s~I lnames were included in summary report 
highlights posted on NSA's intranet. Upon realizing the mistake, the 

............ .. ........ SID staff removed the highlights from the intranet and reposted a 
················ ............ · minimized version. 

"thtt3) ,,,, .P , .~ : . 86- 36 

··· ...... b,;_···~·~· ~~~~~~....._ ________________ _.~ssued a l I; 

which was la\er found to be \ ·················· 

based on collection involving .. The 

86- 36 

86- 36 

I lwas .. eancelled .. and .. the .. coHection·was"destroyed: m'. ............................. ::::::::_.::: "";:·:\( b) ( 1) 

..... \ ....... ···· ('b)(3)-P. L . 86-36 

c. ('fSh'SI) During routine oversight, S.I.Dovetsigh:t'~ffic1,als identified~. 
total o i~.s.:ued -~y[Jdtf:fe.ren~ I I 

th~ff·eontained the.identities of u;s internet service 
prov1 ers s . Upon i~-~iructiQr: fr~in·D·f!~S, I . . I cancelled 
th andn~.~.s.sued them with thepr.oper.Jni.#inµzatiqn \ ~n 
addition, Hea'dquar.t.~i.:~ :e-ma.i.J.~~J JretW,?<lti.:i.g_ tll:~W thr-at ___ 
U.S. ISPs are considered u.s·: .. ·erititie-s .. arid::must.J:J.,~]P,!?iri.:!~:~~q. i:11-I 
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Furthermore, during the "U.S. Identities in SIGINT" briefing to the 
I ISIGINT Reporting··wo-rkshop~SID" .. ove·f.~!~fiti ( 1 > 

officials will emphasize that certain ISPs are U.S. co,wp~pi~i:; ~~~~~p~~ L~3~6;~~ 
to be minimized in SIGINT reports. · ... ,,,,,,,,,,,,,,,.· ..... ....- .... / (bl \(3)-50 use 3024 (il 

... ·;::'.··· ........ ·· .· . 

d. ('ffi'/SH I ]isii~~d!l.nO~~ntamrg tht 
name of a senior U.S. official. c=Jc·ancell.~.d .. and reissued the n 

J I identifying the official by ~j.tle only. 
: .·· 

..... ·" 

e. (TSJ/Sf) The Kunia Regional ~ectirity Operations Center issuep 
reports contamm mfonnati9n· related to a named U.S~ _ / 
located ·Tue report was cancelled and reissued wfth 
the name mm1nnze . ~ / 

..- . ..::: ::::"''.''."::::::"·h~ ~ ~ ~ ~ - P . L . 

........ (3) (U) Raw Traffic Dissemination Outside the SIGIJ~T .. :........ !\\ \. 
........ Production Chain ...-·:::::::::::: .. ··· .......... · ·' "\ 

(8/fSl).. SID Oversight a~d .. C.olrip:~i~·n.ce .. b.~ce (O&;ch \.\ .. 
. bec·aine a ware tha ~fs~i ed.to the · · · 

86-36 

..._~~~~~~~~~~--~~~~~~~·-· .... _····-· ~~~~~__,h?4 
.... unauthorized access to .numerous raw traffic· databases. Over the hext 

.(:.·:........ :: ......................................... 1 I O&;C. det~rmined that SOI!le"~f these individuals were 
"~tiS :< l.l .... .. authorize.~_J.icce.ss while working in.I........... • I 
( b ) ·.(_~:~· .~.P • L • .. 8..6= 3 .. 6 r--J; ·"ho~ev~r, these account~ .were neither deac~ivated nor 

··............. ~y re-Justified when the .. personnel were reassigned. Other 
·· ...... _......... indivichials .g.ained access Qec~use they identified themselves as 

·· .......... :: .... · ......... assigned tol . .. ......... F"ithout providing amplifying information and 
··......... "it ... ~as erroneously assumed .. that..!.~.ey were assigned to th~ I 

····· ... O&G .. received no response to a request· for.. information about how fhe 
~cc:~m~ts .. ~ere ?eing use~ and, on a pproxi~ate·~~ lhad the 
accou.nts dea~tivated until a request for authonzahon could Se 
processe.d within .. established channels. ,,, .. ::;;;:;;:::f l:p) ( 1 > 

·· ....... ·. "··.. ..... ...··:::::::::::::'."' ::::::;':::~.:;::>>/ ~tr·~·~~ =; 0 L ~ S~ 6 ; ~~ 4 ( i ) 

(8/JSi)I ··....... lthe SIGINTJ}irect9~::di~~eie.d ... that the .. 
accounts be reinstated when. he :.~~~j:vea::::~·~~u.tatfs~.::(f~o.Jiil •• \ · 1 

..................... , .. ::.!liat I ........ ·::::....... . ...... hnigp.t assign fl \ 
L..m--1s-s ... 10-n-to--r------n,..;;;....o_r_a__.0Jitl I the .. ACO spokeiwith\ 
the NSA \V'ho c_onfirmed that I lwas riot ,__--......---r-........ ---' 
assigned an NSA ·mission, wl}.ich subsequ.ent investigations \ 
confirmed. Access for VV:as not can.~elled, however, because ' ........,, __ ..-.:o! 

the leadership of Analysis an Production, . ..SIGINT Directorate; 

.... 

wanted access retained for 

/ Although O&C has received 
....._~~~~~~~~~~~~~ ...... 

6 
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information justifying the current accounts, it has received no 
information covering the unauthorized access prior to May. Although 
the investigation has not been completed, at this time, it appears that 
access to national databases was used to prosecute an unspecified 
I ltarg~.h .. r.ather than any NSA mission . 

............ 

4. (U) OTHER ACTIVITIES 
. ......... . 

..... ::::::>lb.) .. ( 1 ) 

(U) lntegrees in Analysis and Pro.9ucti'c>"n 
····· 

(b) C3·k::.i:. .. :_L . 86-36 

····· ................... . 
....... , 

··· ... 

~-~lo. all cases, these individuals were provided with USSID 18 training. 
Organizations having integrees at NSA included! 

(U) Assistance to Law Enforcement 

a . (EWSJ;~fF) During the quarter, NSA received a request from the 
Department of Justice under Section 105a of the National Security Act of 
1947, which allows NSA to provide support to law enforcement if the target is 
foreign and is located overseas. NSA support included! I 

In accordance with standard practices for such requests, the SID fonf.rarc¥d 
the results directly to the OGG for vetting before dissemination. ' 

/ 
J / 

b:-(Sff0f7The SID approvedl ]requests for technical assistance fro~ law 
enforcement during this ~uarter. · Assistance in~.ludedJ I 

I _I~ ...... · .... ·I 
I ... -· .. .. ... ... ·.: ...... ,,, .::···... ... .. ... ... ... ... . ........... :_,_,_· ... . ........................... ,............. -· 

. ' ..... ········ ( b ) (1) 

(b) ( 1 ) 
(b)(3)-P . L . 8 

(b ) (1) (b ) (3) - P . L . 86- 36 
(b ) (3) - P . L . 86- 36 (b ) (3) - 18 USC 798 

(b ) (3) -50 USC 3024 (i) 
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(U) Working Aids 

a. (U) All SID personnel at NSA Headquarters and in the Extended 
Enterprise have access to the document, "U.S. Identities in SIGINT," and 
other guidance documents either in hard copy or via NSA's intranet. SID 
personnel are cognizant of NSA/CSS Directive 10-30 and review it as 
necessary to ensure compliance with the directive. Several offices in SID 
maintain files to be used to prevent targeting of U.S. persons. 

b. (U/tFOUO)-NSAI l .. redesigne~}.~$]iO:me ::w:eh:pag~""ff>'> < 3 i - P • L • 

to include an Intelligence Oversight li.~ .•... As .part«>ftheir quarterly training, · 
I lpers6'fi'ilerare required to access the site, read its 
contents and complete the form at the end signifying they completed the 
required training. 

c. (U//F'OUO) The SID has also developed a web-based training program that 
currently is in beta testing. This program is designed to provide lists of 
individuals within an office who have completed the training. 

{U) Databases 

L----------------------,..;;;_-._..;;;..__,to avoid / t 
USSID-18 violations. Onl information th.:3.-t-is···esse.ntialto understandinry .the • 
intelli ence is included. 
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