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MEMORANDUM FOR THE ASSISTANT TO THE SECRETARY OF DEFENSE
(INTELLIGENCE OVERSIGHT)

SUBJECT: (U/4=0&67 Required Actions for the CY 2008 Intelligence Oversight Report 1o
Congress — INFORMATION MEMORANDUM

(U/AOYOT In accordance with your memorandum of 4 December 2008, the enclosed
consolidation of the National Security Agency’s Quarterly Reports to the President’s Intelligence
Oversight Board for calendar year 2008 is provided to assist the Secretary of Defense in
preparation of his Annual Report to Congress.
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1. (U/FOU0OYIntelligence, counterintelligence, and intelligence-related activities

that violate law, regulation, or policy substantiated during the quarter, as well as
actions taken as a result of the violations.

(U) Intelligence Activities

5 SHREETOUSATATSTEANTGBRINZEY Unintentional collection against United
States persons. | linstances in which Signals Intelligence
(SIGINT) analysts inadvertently collected communications to, from, or about United States
(U.S.) persons while pursuing foreign intelligence tasking were reported in 2008. Unless

otherwise noted, all intercepts and reports have been deleted or destroyed as required by United
‘States SIGINT Directive (USSID) SP0018.

I Y
TBYtid (U) Unauthorized Targeting e (b)(3)-P.L. 86-36

(b) (3)B L1 86m3 e ' (b)(3)-50 USC 3024(i)
k -(-'ES#S-H-#N-I—} A National Security Agencyz’(lmtral Sccumy Service (NSA/CSS) analy:,t tasked

the tdcﬁhone numbers-associated with a U.S | . |

without verifying that consent for colleetion had been given by the| Iand
approved by the Director of NSA. The selectors, on covcragcl |

were detasked. |:|mterwpts were purged from data repositories on
when the mistake was found during a target review.

TSTREC TOUSATTVETYT A software problem resulted in collection on al |

|begmn1n | The software, | ]
was turned off | | when the violation was reco gnizcd It
e WAS rctur; ed to service| [after the problem was “diagnosed, correx,tcd and tested.
'(b) ( 1) Ail related collection was purged from the database and related dﬂdlySlS took. - (b) g} CP.L. 86-36
(b)(3)PL 86- 36 i (b) (3)-50 USC 3024 (i)
' SATVE L T |were inadvertently
targeted during]| [Unknown to the system tt:%t'."I"Sj thu! |
selectors were owned by a U.S] | The anal ysts removed the

from the query and checked the remaining selectors to avoid future testing mistakes on

:
—FSHSHREFO-HSATSESNS

|

by (1)

(b} (3)-P.L. 86
{b) (3)-18 g
(b) {2)=-50 USC 3024(i

Derived From: NSA/CSSM 1-52
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k) {3)=-P.L. B&-3
P (b)Y (3)-50 USC
H . B USC 798

{ET{1¢.W_”

(b} (3)-P.LI"86-36, ;

— (sSSP |prior to approved consensual collection, an NSA analyst

queried on a U.S. telephone number retroactively

I The analyst

did not understand he could not search for data prior to the consensual collection authorization

date. The query and results were deleted the same day.

56-36

~SHSHAND) |

fan NSAICSS|

Imaly%t targeted a foreign person in

the United ‘S‘tatcs w1th0ul AG duthonmt:on Shc learned that a perstm tied to the

.......................................... \L Yl
() {3j=B.L,
analyst queried an NSA database for mf ormation without seeking duthonzatlon to targset the (k) (3)-18 usc 798

individual. No results were returned. The incident was found by the analyst's auditor, and the
analyst was counseled and received remedial training.

B6-36

SHASHUMNES- An oversight resulted in the continued targeting of a U.S. person after his consent
to monitoring expired. |

| Although the consent cxpxrccﬂ

NSA/CSS analysts did not remove the selector from collection untii|”

Thefg WETE o <6

[ Jresulting intercepts were purged from NSA databases.

{b) (3)-18 U

...-----:betwecnl

(b} (3)-50 USC 3024{i}

<TSHSHAH) An NSA/CSS analyst tasked collection on a U.S. person before receiving AG
authorization onf | The analyst wrongly believed that authorization had been
received. The unauthorized action resulted in the intercept of]
| All collected data was purged when the violation was
fand no reports were issued on the data.

I (b} (1)
l’;\ 3) = P.L 86-36
(b} (3)-18 UD( TaB

; dibcevcra

B6=36 s,

) [ the| fused the US‘C;‘; R o Galae
SIGINT System to i()(,dtc 3| |bdzwcd to be kidnapped The selectorsimere-18 Usc 798
tasked before authorization was obtained from NSA. After the NSA OGC denied the '~/ "7/ 77" 757 2veetd)
authorization request, the[_____]was found. He had not been kidnapped. The rmponmb%e

analysts have received additional intelligence oversight training.

-(-’PS#S%F‘) An NSA analyst incorrectly tasked a U.S. telephone number for collection on

|:| He assumed that the selector was foreign because] |

_foreign intelligence target. This mistake was found during a review of tasked selectors on

| | The selector was detasked the same day. The analyst was paired with a senior
analyst for additional training. No collection resulted from this violation.

~CFSHSEHANT) A selector for an AG-authorized target remained on collection for nine days after
the AG authorization expired on| I-Thc__s_clector was detasked on| |

(b} (1)

(b} (3)-P.L. 86-36

2
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M) (1)
S{bi(3 ? PF.L, B6=36

No collection occurred as a result of the process violation. A review of all targbctcd selectms
related to the target confirmed they had been termmdtcd on or before] |

st [ occasions between | |
analysts incorrectly entered their own information into
an NSA database for SIGINT collection and analysis. Believing that the data field required
information on the analyst who tasked the selectors, the analysts entered their| |
_______ | When the mistake was identified on| |
(b)(1) """"""""""" [the data was removed, and the analysts received additional tasking _tf‘?’?_l&ing.
(b)(3)-P.L. 86-36 (DM
S -~ ]s8s3s
: USC 3024(i)
USC 798
A - ¥ |an NSA analyst mistakenly
targeted | — Ibelonging. to-al [instead of the associated
with a foreign target. The violation was corrected by the analyst on| )1hhe
- associated collection was purged from the NSA database. (b)(3)-P.L. 86-36
(b)(3)-50 USC 3024())

3)-18 USC 798
| selectors were detasked and collection was destr oye 3)( %u:n

_ .' 'NSA Suspected that a forelg:,n target might be a U.S. person._An analyst misunderstood the
- direction to treat the targét as a U.S. person until the target's nd retasked the

‘selectors | The selectors were again detasked and intercept purged from
NSA databases when thc violation was identified]|

WL TOUSA,T VtYJI |an NSA analyst improperly searched for
information on eight NSA analysts to acquire translation metrics for their performance
appraisals. | |the violation was found by a database auditor, who provided
additional training to the analyst. The queries returned results, which were purged from (0®)(1)
the NSA database | (REEFSE. B9-08

(U) U.S. Person Status

Be-36

repoﬂed as authorlzcd by USSID SP0018. The 1cmam1ng co]lecilon was ddctcd from the
database for audio.| |pre-release transcripts. Additionally, on Elo'ccasions, targets
fhe United States. Another legitimate foreign target |
in the United States. In all instances, the Lolle(,tlon was terminated.

__L.].S#-S-!') On[__Joccasions, targeted] T |were used by persons
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{B)(3)-P.L. B6-36
(b (3)-18 USC 798

- . T .- S 13
lindicated use byl I In| - |finstances, the ‘i’ 5 S
numbers were removed from tasking and the intercept was deleted.

—FSHRHHRFFEHSAEY ) |
I

|No reports were issued on the intercept.

(TST7STNT| __INsascss analysts targeted U. S. persom{b)(”

| [the analyst searched for a U.S | lin a raw traffic database because he
did not realize that the] fwas owned by -"

the analyst did not follow research procedures, which required him to check] I
| T ' | occurred when
another analyst failed to review| |
Queries were terminated, and results were not retained. | |m istakes were found
uring the auditing and oversight functions, and the analysts were retrained on search

b)(1)
procedures. Eb)(3) P.L. 86-36

(b)(3)-50 USC 3024())

—FSHSHAT Y Transcription| lrevealed thatal ]
| | was
used by a U.S | [ The transcript noted a conversation
between two U.S| “When NSA/CSS learned of the incidental collmtlon
minimization procedurcs were applied as directed by the USSID SPOOI 8.
S _
=y} B8]
(brl31-P.1

(b} 3)
tb) f3)-5¢

SRR S| I,--a_vaiicl foreign target
the United States. Tasking was terminated, and collection was purged from NSA databascs. No
reports were issued. ftﬁ o S

TTSHSTNTY On| |o<.camor1c; targets initially thought to be legitimate and foreign were found

to hold U.S. citizenship. | } NSA terminated targeting] when the

| |relayed that the target held a U.S. passport. Collection was
purged from databases, and|__Jreports were cancelled. | kelector was
not detasked when U.S. person status was suspected. The detasking failure resulted in[ |
intercepts between| oW Iwhen the selectors were positively
linked to an| ' The selectors were
detasked, collection was purged | |and N’*}AJC SS dndlysts were retr: amcd on the

process for vetting inadvertent collection.

(b)(3)-P.L. 86-36

)
4 (b)(3)-P.L. 86-36
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—FOP-SECRETCOMNTNOFORN— ' (b)(3)-P.L. 86-36
.' (b)(3)-18 USC 798

(b)(3)-50 USC 3024(j)

B | during an

NSA analysts collected Jcommunications from a target in the
United States. The analyst failed to confirm the target's location
prior to the collection. The messages were deleted] [when the error was
identified. '

o)1)

(U) Poorly Constructed Database Qt_xe_rie_s (b)(3)-P.L. 86-36

~SHSHAREEY There were[_instances of unintentional collection caused by poorly constructed

database queries. All results were deleted from thcljstora se system. Addtionally, NSA
analysts improperly queried selectors in NSA databases onﬁoccasions during 2008.

~LLSUSHRELFO-HSA Y rOn[_Jof iheDoccasions, NSA analysts failed to verify that

targets were located outside the United States before conducting database queries. 1 fthe

Eﬁnstances, the oversights resulted in metadata collection. No data was retrieved. All queries
(b)(1) were terminated and when collection occurred, the data was deleted. No reports were issued.
(b)(3)-P.L. 86-36
STSTREEFOHSATTYE During a_nl |audit of database queries, an auditor

found that a junior analyst queried the[ lofa U.S.

person | | the analyst queried th

| |a foreign intelligence target. She had not considered the

possibility that the _|a U.S. person. No collection resulted from the query.

The analyst received additional training on intelligence oversight authorities from her auditor.
—SHSHREEFOHSATFYEA lan NSA database auditor found that.an

analyst queried| | ®M

| [Fhe queries and results were deleted, and the analyst enrolled in EE;%:TSLUg%S%B

refresher training. (b)(3)-50 USC 3024(i)

)X
(b)(3)-P.L. 86-36

On pbecasions during training courses or research, NSA analysts queried the
| Jof other analysts. In both cases, no results were returned. The analysts
were instructed on proper query construction.

-S| | an..NS’A 5
included the e-mail addressof| _ Jin'a query list of targeted addresses. The (g)(;) P.L. 86-36
analyst noticed his mistake the same day, and the query was terminated with no results on Eo%&%so USC 3024()

(U) Detasking Delays

~FSHSHRED)| | an NSA analyst learned that a targeted foreign e-mail
account| |the United States on| | Detasking wasnot — (®)(1)
accomplished until | ] This[ Jday delay was the result of human error. The ~ (®)(®)-P:L.86-36
analyst did not read the status report containing the detasking request. There was no collection
between| |
—LORSECRFEFHEOMNT/NOTORN
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~FOPSECREF/COMNTNOTORN  (0)(3)-P.L. 86-36

(b)(3)-50 USC 3024(i)

—FSHSHREEFOTSAT YR Not all of the selecrors attributed to a target were] I

W, [when NSA analysts I

|_|thc United States. Target activity in the United State |
Selectors were removed f_rom oo]lea,hon systems| fandl ltel enhou_gl :

calls were deleted|

Tt

| an NSA anal yst rcéh.o'\r'é'

selc@tors ()

e ] g il s s e i - .(b)(“l)
Icorru,ted onf r |when the etror was 1dmt1ﬁed There \?\aq no L()“CCUOH imm (b)(3)-P.L. 86-36
~FSHSHREEFOHSATYEY)| —= |thc United States
<m|:| selectors attributed to a target were detasked| } however,
one collection site did not __dctaskl e-mail selectors. The intercept associated with the
[ [visit to the United States was purged from NSA databases on
’ S fa target initially thought to be legitimate and

foreign was found to be a U.S. citizen. Although queries were terminated and selectors were:
detasked, collection was not purged from NSA databases in a timely manner. Purging took..

place 11 days after the selector was detasked, when the analyst retumcd from sick-leave. %Eg-PL 86-36

al f

5 - |an NSA dndlyqt found |sele<,tor§ that
should have been detasked when NSA learned the target was a U.S. person. When the target's

U.S. person status was discovered in early 2008, the telephone selectors were detasked, but the
i:electors had been overlooked. No queries ot the selectors had been made before  (b)(1)

Jwhen the selectors were deleted, and all collection was purged from ti{e)(3)-P.L. 86-36 _
database. (b)(‘1) (b)(3)-50 USC 3024(i)

s (b)(3)-P.L. 86-36
SHAE) | | during routine oversight, an 1 NSA database auditor found
i ileleph{me selectors| fin the Umtcd Stateb from| According
to the analyst responsible for the query,[ il
This process violation resulted in collection. '?ﬂhc selectors were removed from the qucry(-bam
collection was deleted onl ; (b)(3)-P.L. 86-36

(b)(3)-50 USC 3024(i)

|a review of g | found

thal selectors f0r|_| torm gn intelligence targets were not detasked | |

| | The selectors were detasked and collection :

between | fvas purg,cd from NSA databases onl

TFSH7SHRT) A valid foreign target traveled to thc Unitad Statcs an -
| [before the assouated sclcctor was detasked. A détaskine request was sub mitted

; visit to the |

United States. The detasking did not occur untill _fafter the targct_“yqpm@d

overseas. This violation was caused by| for detasking. To lessen the™ "'(b)(1)

risk of future violations of this type, analysts are now required to (b)(3)-P.L. 86-36

6
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10D SECRETHEOMNFANOTORN— O
(b)(3)-P.L. 86-36

Collection associated with this violation was purged from NSA
databases| |

TTSTSTREETOHSATTFYEY) On two occasions, collection occurred while valid foreign targets
were in the United States. In the first instance, detasking was requested | |
| but the selectors were not removed from

_I All related collection was purged from NSA
databases. The second instance occurred nnl | Selectors were deactivated from

| pvhen the target] |the United States, but collection
occurred before] Hetasked the selectors. The intercepts were purged from an
(b)(1) NSA database as they were identified between| | No reporting
(b)(3)-P.L. 86-3@esulted from either violation. e (0)(1)
(b)(3)-50 USC 3024(j) - (b)(3)-P.L. 86-36
FSHSTTRED)| —— ] an NSA analyst learned thatlzli'orei gn targets were
the United States| Itargctcd e-mail selectors were detasked,
| and collection for that day was purged from an
NSA database. When confirming the detasking | |the analyst found
that the selectors had not been removed from | | The
cause of the problem was software-related. The selectors were] |
| No collection resulted Jhad not been
conducted from | by -
(b)(3)-P.L.86-36 . (b)(3)-P.L. 86-36 - (b)(1)
(Uz’?‘F@'U’O‘) Destructlon Delays. In|:|mqtdnu.s NSA analysts were not timely in (b)(3)-P.L. 86-36
removing SIGINT collection from NSA databases. (b)(3)-50 USC 3024(i)

w):inadvcnent intercepts collected onl—_—_lwcrc purged from one
database, but the analyst forgot to purge the data from a second database. The NSA analysis and
production staff found the oversight on:ﬂ which time the collection was deleted.
The analyst reviewed the procedures for purging collection to lessen the possibility of a.
recurrence of a retention violation. “(b)(1)
- ~ (B)3)P.L 86-36
(TS//ST/NF) 0r1|:| occasions, NSA/CSS analysts did not purge unintentional collection from

NSA databases in a timely manner. | lan ¢-mail selector for a legitimate

foreign target was detasked on the United States.
Collection was not removed from|  ldata repositories unti| |
' |the selector for a different target was
detasked on| | but collection was not purged from lhel___hatabascs until
I |
~SHSHREEFO-HSAYEYY Human error caused a delay in deleting one transcript
from an NSA database. an NS A analyst submitted a purge request with
the intent of deleting collection from| | He mistakenly believed th 2
would effect purging| [was deleted from

when the mistake was found.

o)
(b)(3)-P.L. 86-36
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(U/FeB6y Unintentional dissemination of U.S. ldentt’nes e (0 10))
(b)(3)-P.L. 86-36

—(‘WS'H'&EHG-Uﬁﬁ—Fv‘HL) Durmg 2008} ] -SIGI]\T products were cancelled because they
contained the identities of U.S. persons, organizations, or entities. In all instances, the reports
were either not reissued or were reissued with proper minimization. Additionally there were
Dlnstances in which SIGINT analysts disseminated communications to, from, or about U.S.
persons while pursuing foreign intelligence tasking.” All data have been deleted or destroyed as

required by USSID SP0018. o N () [()]
(b)(3)-P.L. 86-36
798

I(S?TSI??‘NGFG-R—N—)I bin NS AICSS field site it from] yorie Pl,gg T
| [ ” fvas instructed to destroy the

files. Destruction was confirmed onl I e B

S (0)()
(S [information about a U.S. person was poqtcd on INTELINK, whictp)(3)-P.L. 86-36

is a classified and highly secure intranet used bv the U.S_ In ommunity. A graphic
containing a U.S. address was posted from ‘when the mistake was

identified and corrected.

. “(b)(1)
— (b)(3)-P.L. 86-36
7 |durmg a review of intercept | o | an (b)(3)-50 USC 3024(i)
'\JSA»‘C‘%S cma!yst discovered that the] [from a legitimate foreign target
| I:"rl thCUnlttdStatCSﬁOml ............................ ITh( was notified and
(b)(T) : _"dcstr‘t)ycd“'thé"f‘ ve intercepts for the timeframe the target was in the United States.
(b)(3) . |_ 86 36 Rl T T I
T o2 [ an N‘%A}’CSS analvst included unminimized
SIGINT in the form of a|_ _fo o | O

customer. When this USSID SP0018 vmlatmn was discovered] (3)-P.L. 86-36

(3)-18 USC 798
the analyst and thc customer destroyed the files. M1n1m17cd data was thcn forwarded to (b)(g) -50 USC 3024

e ' | an NSA/CSS analyst] ]

i | When the error was found the same day, the
[ Iwas‘ destroyed. Allf lin development were reviewed for U.S. person
information, and the analysts received remedial training.
“SHSHREL) khe name of a U.S. or ganization mvolvcd w1th the . .
o [was included in a tip to | o b)(1

: -P.L. 86-36
[without a finding that the U.S. 1dent1ty was necessary to Egg;-TBLUSC 798

understand the foreign intelligence or assess its importance. The tip was recalled and the (b)(3)-50 USC 3024

(b)(1)- recipients destroyed their copies.
(b)(3)-P.L. 86-36
—(-S#S-l#i‘d'ﬁﬂ |an NSA analyst included information from SIGINT abouta B)
| in a facsimile to (b)(3)-P.L. 86-36
I I althoug,h Wlthll’] NSA, the F‘x not (b)(3)-18 USC 79¢
part of the SIGINT production chain. Additionally, the same unminimized and unevaluated
traffic was forwarded to d.I Idsslgned f() (b)(3)-PL 86-36
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NSA. T hel:l“’as not authorized to técéive unminimized and unevaluated SIGINT. ()L 88
in both instances, the disseminated data was destroyed onl
—EGSA AN Before obtaining U.S. identity release gl | an NSA analyst
c-mailed a briefing that included identities of a U.S| fand U.S| . lto 11]1
fater that month. O—| :

when the analyst recognized the mistake, she directed destruction of the briet by the
as she applied for an identity rt,lc,asq had. no record of the
¢-mailed briefing to destroy. B ()1( )
S S (b)(3)-P.L. 86-36
|the name of a U.S. person was included
1n|:|e ma11 tips to clementq inside and outside the SIGINT Production Chain. The violation

was recognized the same day. The e-mails were recalled and a destruction not1ﬁcatmn was
forwarded to all addressees.

B | lan NSA analyst included U SI

person|

[analysts. The NSA analyst forwarded| (b)(1)
o (0)3)-P.L. 86-36

(b)(3)-18 USC 798
[the dnalyst not1ccd that he had not mmlmmed the U.S. identifiers. He (p)(3)-50 USC 3024(i)
directed and confirmed the destruction of the charts by| _ o]

(U) Foreign Intelligence Surveillance Act (FISA). A_q;iy_ities e EE;E;;_P'L. as
=TS7ST/ANTY NSA incurred violations on DPoféiéﬁ Intelligence Surveillance Court

(FISC)-authorized targets in 2008. All collection has been terminated, and all intercepts
have been deleted or destroyed as required by USSID SP0018.

o i R g (1)
—FSHSHA procedural nroblems oc,c,urredl i PIOFPL- T80
——forwarded FISA data to unauthorized NSA|
he recelvmg anaiyﬂ,ts immediately deleted the data and educated| |
ESHSHAND)|
(1

(b)(3}-P.L. 86-36
(b)(3]-18 USC 798
(b)(3]-50 USC 3024(j)

«£5#81) NSA rctained:Idatd longer than the retention period authorized by a FISC Order.
Unaware that the retention period was a condition of the docket and not a technical limitation of
the data management device, dataflow managers kept the data longer than the 30- -day retention
limitation set by the court. The data was sequestered on| and the court was
notified. The FISC revised the order to match the natural retention periods of NSA systems.

d)(1)
(b)(3)-P.L. 8636 o)1)
(b)(3)-50 USC 3024(i) (b)(3)-P.L. 86-36
TOP SECRET/TCOMINTANOTFORN
9




DOCID: 4165173
~“FOP-SEEREFrEOMBNFNORoRN— O
RREERS (b)(3)-P.L. 86-36

TTSHSHANTY Additionally,| | lherc wereIZl incidents in

which the targeting of foreign telephone numbers overseas resulted in collection of calls that
originated from|

| When the
call origination location was identified on those days, the intercept was deleted from the

database. No reports were issued. (b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

—(J-'S#S-I#NF}I |an NSA analyst retained an inadvertently acquired
communication of a U.S. official while targeting a FISC- 4uth0nzed telephone number.
The U.S. person had been called from the targeted number[ N |
The transcript and associated voice intercept were deleted fmm the database and lhe ddtd

management system on| [when th‘t:"'v'lolaﬁﬁn was rewgbm?cd _ (b)(1)
(b)(3)-P.L. 86-36

- lan NSA team leadcr dlswvercd that g tdl get| |
in the United States | T Th)(1)
query and resulting collection was deleted the same day. e (b)(3)-P.L. 86-36
. e I gt (b)(3)-50 USC 3024(i)
et | an NSA/CSS field analyst tipped information on| '

intercepts to other bleNT andh sts-using a communication tool that was not authorized asa -
dissemination tool for[ |dd’ta'bccause it does not have

:’ When the pmb]em was recognized on | |the data was deleted.
Although not a violation of the FISA and related authorities, the practice does not provide

an audit trail of U.S. person information passed to others wuhm the SIGINT production chain.
The process for usinb

.............................. G = ST
was amended| _ — -] (b)(3)-P L. 86-36

—FSHSHANR) |an NSA/CSS anaiyst dlSCOVCI‘Gd a FISC duthormui %c'cctor (b)(1)
lassomated with a foreign| u purgu b)(3)-P.L. 86.36
_ — (3)-50 USC 3024(i)
to the FISC order, detasking | i | How ever, a problem with the
collection systeml brevented the execution of the action. When the s stql_}:j_._
problem was rectified on| preview of target selectors was conducted. -~ (b)(1)

additional selectors affected by the system problem were removed from tasking. B)@)=R:L, 8636

~FSHSHAEY The identity of a U.S. person was not masked on| [when a file on a
FISC-authorized target]| Janalyst recognized the
oversight, deleted the file and notified NSA. The NSA/CSS analysts dssomated w1tn the- b))
violation were retrained on FISA minimization. (b)(3)-P.L. 86-36

e (b)(3)-50 USC 3024())
—TS//ST/NF) ‘an NSA analyst learned thdt a telephone number had not been
because of a typing error. This mistake resulted in the collection of I:l
Ifmm the United States between| | Once identified,
the typing error was corrected, and the[ | 1ntercepts were deleted from the NSA database on

(B)(1)
. e i (b)(3)-P.L. 86-36

10
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TOP SECRET//COMINT//NOFORN (b)(3)-18 USC 798

(b)(3)-50 USC 3024(j)

]

S A | NSA analvsts queried a fofal of telephone selectors thai (b)(;) .
had not been vetted as| Although authorized to query ®)(3)
telephone business records data directly, analvsts | I |
| [The FISA busmeas

records queries require reasonable suspicion determination. This misperception was corrected

through instruction. Search results were not retained by the analysts, and no reports were issued.
This mistake has resulted in increased internal controls]

L. 86-36

- i OTSo0 USC 3024())
—{FSHSHAN-Human error resulted in the targeting o f] |:|t, mail sel cctorsl |
| | Although the selectors were removed[ - [
| | [NSA analysts did not annolatc that the selectors were
terminated| e | Consequently, ﬂxeDselector& remained active
| | All collection related to the targets was dcstmycd ana no reports were 1sxu<_d

TTS'/?‘S‘]?’?‘N‘F)‘ Another human error resulted in the targetmg 0f|:|e mail selectors from
[ L Althouch the selectors were removed from

| | | NSA analysts did not annotate that the
selectors were terminated| Consequently, Ihc|: selectors. ;
remained active All collection related to the targets was Lestmyed zmd j
no reports were 1ssued. e )y
| =PTLI86-36 o -~ (b)3)-P.L. 86-36
 ASHSHRERROUSARE) | |an NSA analyxt e-mailed FISA-authorized

collection data to - Jwho was not authorized to receive the FISA data. U.S. person

information was not mncluded n the e-mail:- The NSA analyst, who misunderstood information
sharing pohc,y, conﬁrmed the destruction of the data by thci on |

by (1)

(U/FE6H67 Business Record FISA (BRFISA) T . '8 :;_ e S
—FFS#S-%EHG—H%A—F*‘E—Y—){ p— | an NSA analyst accessed BRFISA data for
| [without duthorlzatmn The Vlolatlon occurred because the analyst
| | The analyst

updated the navigation software on| [and other anal ysts were reminded to

update their software. No data was retained, and no reports were issued.

. S |passed a mistyped phone number
to an NSA analyst| [Fhe one digit change resulted in the targeting of an
number in BRFISA data from| i e LAl related call

IUP SECRET/7TCOMMRNT/NOFORN
11
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chaining results
| . T S )
(b} {3)-P.L. B6-36
TTSHSTANDY | an NSA analyst improperly accessed BRFISA data for a

U.S. telephone number. Although the number was associated with a foreign target, it had not
been approved for call chaining in the BRFISA data. The analyst did not know that approval
must be sought for BRH?AI:I call Lhdmmg No data was retained, and no reports were

i'l'-'k (1)
l""’ucd e FTlBYr4L) (b} (3)-P.L. Hl’—.:if..;
SNE (o) f"“LL- .B6-36 (b) (3)-50 USC 3024 (i)

Wﬁe Protect Amerlca Act Of 2G07 ( PAA). There were] |PAA incidents in
2008. In f'the incidents, e-mail addrcsses|

|hdongmg to legitimate foreign targets, whose foreignness was confirmed
at tasking, were active in the United Stateﬂ (b) (3)-P.L. 86-36

Onf |oc<,a&,mns NSA analysts tasked e-mail s\,lectors

thdt had been mu)rrcct!y typed. Tasked| | the selectors were invalid -~ ()

and no collection resulted. The selectors were removed when the mistakes were reCU;_,,m;rcd AL, Soes
on| [ an NSA anal yst learned that he had tasked

a target’s old e-mail address on | [ There Was.no collection on that selector,

and it was removed from tasking on|

(TS7SHREETOUSATVED] |an e-mail selector that did not belong to the
intended target was tasked because of a typing error. The location of the tasked e-mail address is
not known. No collection occurred from Iwhm the

mistake was identified. e

—&S#Siﬁﬁf-) Human error led to ti’ e targeting of an mdmdual while he was in the Umted States

_Although the target selectors werel I : i
Kuring the v191t I | ;
intercepts were deleted from the database and data management system when the v;olahc-n was
1dent1f ed on] | No reporting resulted from the collection.

_.J{

'('"F‘%?‘?‘S'H?‘NF-)-C()liecuon contmued during a target’s visit to the United States because of a file . -
e |probiem. Although the selector was | |
fhe United States on] || |
[[ " Tintercepts collected| [were purged from the database when they

were identified onl | System checks have been implemented to prevent the problem
from recurring. _ _ (®)(1)

(b)(3)-P.L. 86-36

— 3)-18 USC 798
—(—’PS#SMREE—’[—G—U-S—A—F—\LEJFH iy | a translation mistake resulted in wllcutlgn)l( 4

on a target while he was in the United States |

The violation was recognized on| | The resulting | intercepts were deleted from
the database and the voice |managci’nen_t_ system on | | The
selector was also removed [the same day. J

(b (1)
{b) (3)-P.L. B6-3¢
{b) (3)-50 USC 3024(i

e O
L 1 2t (b)(3)-P.L. 86-36
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DOCID: 4165173 et T
—FOPSECRET/COMINTANOFORN- -~ (b)(3)-18 USC 798
o s : (b)(3)-50 USC 3024(i)
—FSHEHANEY A targeted e-mail selecto] lthe U_'_nited States| ' |
| | The analyst wron gly assumed the target was located

outside the United States. |

[ The selector was
detaSde Orll I N(} cﬁli{—‘ctlgn ()L("urred ............................ —

(b)(1)
(b)(3)-P.L. 86-36

—ASHSHANT) Or’l:loa,caslons ’*JSA;’CSS dndlysts d]d not purge PAA- re!atcd collcctmn from
NSA databases in a timely manner. | | an ¢-mail selector of a legitimate foreig gn
target was detasked because] i : 2 Although the database
purging began| |colle(,tion from ihe ~ldatabases was not removed until

| another target selector was detasked, but the purging of fom

databases was not completed until| | Lasily, : h target selector was

detasked, but the data was not completely purged from the| |databases untdI:I

—FSHSHATY]

O
(b)(3)-P.L. 86-36
(b)(3)-18 USC 798¢

- (b)( )

— {yt8)-P.L. 86-36
—ﬁ‘S#S'Hﬁd'F')'NSA failed to remove a tdrgct selectar from taskmg whcn| g |
| [ — R S 1)

Research revealed thatf [the Umtcd(b)g TSLUg%S%B
States on “The selector was detasked onf | No collection oc.,urr%fﬁ(:a,) 50 USC 3024())

—ESHSHREETOUSATFYEY) During a tasking record review, NSA learned tha__Jtargeted
selectors had been tasked under the wrong PAA authority. This due diligence measure found

that analysts had mistakenly selected PAA Certification instead of]| | Thel |

errors occurred from | |w1th no resultl ng, oollectlon Thc =
occurred from|

NSA databascs Onl I ......... - s e _f'..! (b)(1)

(b)(3)-P.L. 86-36

~FSHSHREEFOHSAF Y A selector was tasked onf land detasked the same

day when the analyst recognized that the target location research had not been completed

| I D1Q))

3)-P.L. 86-36
| | No "Olle‘t&’é) 50 USC 3024(i)
occurred.

—(TS/SHAND) NSA failed to detask an AG-authorized selector from PAA collection when the
FISA Amendments Act (FAA) was signed on 12 July 2008. An NSA analyst reviewing tasking
files discovered the oversight on| | The telephone number was detasked the
same day. No collection occurred belweenl

[NSA analysts learned that an e-mail address did not belong
to the intended target. ___T.hc| |f0rwardcd a mistyped e-mail address that was tasked under PAA
1)
(b)(3)-P.L. 86-36
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Certification The e-mail selector was detasked, and resulting
collection was purged from NSA databascsl | _

—ERSHSEANE) INSA analysts learned that a target's e-f’nag’i selector

[ The selector
was detasked)| |and collection was purged from NSA ddtabascsl___l

I I ............................................ -
(ESUSHRELTOUSAFVEY During a tasking record review on] | NsA

Co)1)
(b)(3)-P.L. 86-36

analysts learned that a targeted selector had been tasked under the wrong authonw This

due diligence found that the analyst mmtakcniy selected FAA| i T o

Certification instead of the FAA] . |Certification. No collection occurred gg;g;:gol'ug%?’?ﬁ)z 46)
between | [when the selectors were tasked and| [when th

selector was detasked, and no reports were issued.

—S#StNTTUpdate. In the NSA/CSS report ending 31 December 2007, NSA reported one
instance in which a valid target was incorrectly tasked froml
Further analysis of the incident revealed that the target’s location outside the United States was
verified according to approved procedures at tht, time of tasking, and there was no change in the
target’s location | ; |

l.. .......... ( b)(1)
(b)(3)-P.L. 86-36

ATSHSTHREL-FO-HSATFYEY) The FISA Amendments Act ‘There were DI “AA incidents
in 2008.

= | an NSA analyst forwarded FAA data to
recipients who were not cleared for FAA. The analyst intended to send the e-mail to cleared
| lanalysts but selected an e-mail alias with a

broade;| audience. The e-mail was recalled and destroyed onf |
—FSHEHAEY 1
)
)-P.L. 86-36
)-18 USC 798
)-50 USC 3024(j)
— '(;;(;)PL 5635
(FSHSHREEFOHSATFYEY) During a tasking record review on| Insa (b)(3)-P.L. 86-

analysts learned thatlZl targeted selectors had been tasked under the wrong authority. This due
diligence found that the analyst mistakenly selected PAA Certifi Catlonl:hllmtmd of the FAA

(b)(1)
(b)(3)-P.L. 86-36

—TOPSECRET/COMINT/NOFORN" (b)(3)-50 USC 3024(i)
14
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(o)1)
(0)(1) —10OP SECRETHCOMINTNGRORN— T (b)(3)-P.L. 86-36

(b)(3)-P.L. 86-36 (b)(3)-18 USC 798
(b)(3)-50 USC 3024(j) (b)(3)-50 USC 3024(i)

| |Certification. No collection occurred be{w::x_nl |wht,r1 the
selectors were tasked and| |when ihc correct authorization was abmgmd

el N/ IRT

"NSA'.’_analysts leamed thata target's e-mail sclecmr

| [Gut his selector was missed when other selectors were detasked. The
selector was detasked]| ind collection was purged from NSA databases on

| | .................................... 2 ‘E_b)(1)

e (b)(3)-P.L. 86-36
ISHSHNEY A valid foreign FAA tarset traveled o the United "S"r'ateq andl IJ
_| The dnalyst bubmitted a da,taskmfp request
[but the detasking did not take effect| | NSA databases

were purged of collection on| |
—5H#SHANTY A target selector was not detasked during a target's| fvisit

to the United States. | an NSA analyst rcquested detasking of the

target's e-mail selector on] | The sclector

Was remov |
| [ but the analyst rcsponsible for IJ_—nuIdemqkmg prou,ss W

inadvertently omitted the request]

o)1) I;l Rc:;ultmg collection was purged from NSA databases. No rcporim;s occuned
(b)(3)-P. L. 86 =il o

(b)(3)-50 USC,

Ab)(1)
- ()(3)-P.L. 86-36

. —+ A target with U.S. andl Icnmenqhip was mcorrectiy
tasked under the FAA| | Certification] _ : | in

violation of FAA Section 702. A U.S. person may not be tasked under thcl |
:Ccﬂlﬁ(:dtlon The NSA analyst did not notice the target's dual

citizenshi
when the e-mail selector was tdSde Re:;uitmg collection was purged from| |
NSA databases |

by ___l o —
(b)(3) PL 8636 i
'CTS'/?'S‘I#NF)I | an FAA auihouzed tar gct was using an é-mail address

Collection was purged fr0m|:g|\I§A databases on

|but a software processing error prevented the deletion of the data from
| The problem was 190!atcd| and the data was purged from the

| To ensure no other purging requests were affected. the
system administrators re-processed all purging requests dating back to|

B A software processing error prevented the deletion of the datal I

] lan FAA-tasked e-mail account associated withan
|from the United States. The selector was not detasked '
until | [because of a database software problem, which was corrected on
| | The target selector to be detasked was-in the processing backlog. Related
collection was purged from NSA databases| - | No repomng
_occurred. e TN
(b)(1) (b)(1)

(b)(3)-P.L. 86-36
(b)(3)-18 USC 798
(b)(3)-50 USC 3024(i)

(b)(3)-P.L. 86-36
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“TOr SECRETCOMNTNOFORN- tb) (1)
e () (3) =P L. 86

r1--,| r:_j\_:-;'! Usgc : 24 _ ::

ESHSHREEFOUSATFYEY) NSA analysts learned on| |that a target selector
|the United States| |

was notl =
[ fan NSA analyst requested detasking of the targef's

| The analyst submitted the detasking request, but failed to
|
on

'qr £33
() f’;‘—.? L. 86-36

nolity the detasking oflice of] _
| Resulting collection was purged from the NSA datab

| | No reporting occurred: ———

FFESHSHA |an ¢-mail sclector was tasked for u)licctzon under the FAA
| [Certificate, although the target did not meet the FAA tasking standards. The
error was identified on| [and the selector was detasked on | |

The tasking process has been changed to reduce the risk of future mistakes. Apphuab e Seltdﬂl’h
I No collection or reporting occum,d i s S

S
=5

in the

(b}

o are now| J
(B)-t1) |
{b) {3)-P 1-86-36 ;

| = T 2 3 rcsulled in collection ot atar g,a,t while he was

United States frofi

|cma lyst used an

[-The second error occurred when a |

outdated target list| | The list noted the target as outside the United States.
| - | All related collection was
purged from NSA databases on| - i
TSHSHA ] an NSA analyst

[ he United States, but failed tosemoveth Jtasking for the target's -

[when the oversight -

e-mail selector. The process failure was corrected on |
was identified. Collection was purged from NSA databases on|

XTS7SYREC TOUSATTVE YT Human error caused a three-day detasking delay, which resulted
in collection while the target| the United States. The request to terminate
] but was not completed until

the FA A-authorized collection was submitted on|
} The analyst left on Friday and did not return until Monday, at which time

the selector was detasked, and the resulting collection was purged from a NSA database on
} No reporting occurred on the unauthorized collection.
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LSS HRE-FO-USATFVEr Computer Network Exploitation. [
; 5 tn) (1)
e e  aa]| }E)(g)-p'L_ 86-36
s
—(FSHSHREEFOHSATFVED) I
FSHEHRE O TSATTVEY)] (b)(1)
(b)(3)-P.L. 86-36

(b)(1)

(b)(3)-P.L. 86-36
(b)(3)-18 USC 798
(b)(3)-50 USC 3024(i)




DOCID: 4165173
—“TOP-SECRETCOMINTANOFORN—

(U) Counterintelligence Activities

(U) Nothing to report.
") (1
(}:-'; £.3;~E_>.L. 86-36
(V) lntelllgence-related Activities ~ / (b1(34;50 usc s0z4tn)
(ISTTST/RECTO USA; FVEY) F rom[ |
| was inappropriately forwarded t0| [ NSA] |

analysts ]{alled to follow NSA policy and guidance for dissemination of SIGINT
technical information and sent the data to the non-SIGINT analysts. The recipients destroyed the
data on| |

2. (U/AFOU6} NSA OIG Intelligence Oversight inspections, Investigatlons and
Special Studies. T

(U) intelligence Oversight Inspections BEFRL. Bo0

(U//FOT0) During 2008, the Office of Inspector General (OIG) reviewed various intelligence
NSA/CSS activities to determine whether they were conducted in accordance with applicable
statutes, Executive Orders, AG procedures, and Department of Defense and internal directives.
With few exceptions, the problems uncovered were routine and showed that operating elements
understand the restrictions on NSA/CSS activities. The NSA/CSS Inspector General will track
corrective actions through implementation.

(U/OU0) NSA/CSS Hawaii. No questionable intelligence activities were discovered
incident to the inspection. A survey of the workforce within and outside SIGINT operations
revealed a general lack of understanding of SIGINT collection, minimization, and dissemination,
but a good grasp of the restrictions related to data repository searches. The inspection found
non-compliance in the completion of initial and annual refresher intelligence oversight training,
The database to track training for those with access to SIGINT databases and their auditors was
not accurate. Annual refresher training was 69.5 percent complete. A highlight of the inspection

was thel fdatabase and Standard Operating Procedure (SOP) developed by
|section.  The SOP has reduced the detdsmng time
from| Jand has helped prevent collection violations. E

(U//Feo63 NSA/CSS Colorado. No questionable intelligence activities were discovered
incident to the inspection. A survey of the workforce within and outside SIGINT operations
revealed a good understanding of intelligence oversight authorities. Mission Operations
employees displayed a good understanding of the intelligence oversight authorities in relation

to collection, minimization, and dissemination. Although frequent intelligence oversight
training is being accomplished, internal controls for oversight are lacking. The inspection found
non-compliance in the completion of initial and annual refresher intelligence oversight training
within the mandated timeframe, and non-compliance of intelligence oversight training for
reservists and deployed employees. NSA/CSS Colorado lacked a process to track training for
employees with access to NSA databases and had no processes to update the data.
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______________ e (b)(3)P.L 8636
(U/AFOT0) "No questionable mtclhgencc dCtl\"ltlLS

were discovered incident fo the inspection. Despite a 98 percent intelligence over sight training
compliance rate, the results of a workforce survey were mixed. Weakness was shown in key
subjects such as the definition of a U.S. person and the handling of unminimized and
unevaluated SIGINT. The inspection found that intelligence oversight roles and responsibilities

were not clearly defined and intelligence oversight processes and procedures were not developed
and documented.

(U//FOTO] “No questlonable mtellig:cnae __(b)(?’) ety BOrOR

activities were discovered mncident to the mspection. Overall, there is generally a good
understanding of the intelligence oversight authorities. A joint inspection found that the

would benefit from documented and communicated processes. The focus of the

intelligence oversight program has been E.O. 12333 training, but not local incident handling
procedures. Intelligence oversight training for newcomers is at an 86 percent compliance rate,
and over 99 percent for annual E.O. 12333 refresher training. Although collectors, analysts, and
supervisors are aware of the restrictions on the collection, analysis, and dissemination of U.S.
person information, local incident reporting standards and internal controls to track newcomer
training and the use of sensitive NSA databases are needed.

b)) (3)-P.L. 86-36

(U/IFoH0) NSA Office ofl |'Nb' questionable intelligence activities were
discovered incident to the inspection. A survey of the workforce within the office revealed that
the analysts generally know who to contact with intelligence oversight questions. The
organization had an intelligence oversight training compliance rate of over 93 percent. The
inspection found that the intelligence oversight within NSA's Office of |is
appropriately managed and compliant with standing regulations.

o) (1)
{(b) (3)-P.L. 86-36

(U) Intelligence Oversight Special Study g-;-;__f-_q_;.;-,- USC 3024 (1)

e R

| | On 26 September 2008, the NSA/CSS OIG completed a special studx 01‘ tjlc

The objectives of the review were to identify authorities for the handling of data 1n|:| and

to determine whether policies and procedures are in place and followed to ensure compliance

with those authorities. We also reviewed system security practices related to I__r_l information

systems. We found that' lhe|:]15 not in compliance with the NSA Associafe Directorate for

Security and Counterintelligence policies and procedures in three instances. Specifically, the
lacks an oversight board; required quarterly meetings. with the NSA OGC do not oceur;

and executive reviews have not been conducted. The study also found that three duditiE:rl

practices do not follow internal _cqniroi standards; there are no procedures for auditing
kueries; and oversight oi| system seeurity is lacking

NSA/CSS OIG will track corrective action through cql_np_letion."'
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(U) Intelligence Oversight Investigation

ST REETOUSATTVEY) Alleged Unauthorized Disclosure of Classified
Information and Misuse of the United States SIGINT System. The NSA/CSS OIG

reported alleged unauthorized disclosure of classified information and misuse of the United
States SIGINT System last quarter. In May 2008, a Navy Cryptologist met with an uncleared
Navy Family Readiness social worker and disclosed that he had used the SIGINT system to
target his ex-wife and other family members. An OIG inquiry found no evidence to support the
sailor's claim.

3. (U) Substantive Intelligence Oversight Program Changes.

~SHSHANTY Practicing due diligence, NSA has improved internal controls to reduce *he risk. of
unauthorized collection. As a preventative measure.| :

—FSHSHAND)|

[
[N SA/CSS analysts found that] |e-mail selectors| !

b in 2008. In each case, the selectors
were detasked. C-:}!lec_tlon occurred m_l bf th_el Imc;tamcs NSA databases were
purged of the intercept. No reports were issued. -

4. (U) Command level changes to published dlrectwes or policies concemmg
intelligence or mtelhgence-related actwutles .

(U) Nothing to report.

( b) (1)
b) (3)-P.L. 86-36 A
(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)
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