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(U) OFFICE OF THE INSPECTOR GENERAL 

( U) Chartered by the NSA Director and by statute, the Office of the Inspector 
General conducts audits, investigations, inspections, and special studies. Its 
mission is to ensure the integrity, efficiency, and effectiveness of NSA operations, 
provide intelligence oversight, protect against fraud, waste, and mismanagement of 
resources by the Agency and its affiliates, and ensure that NSA activities comply 
with the law. The OIG also serves as an ombudsman, assisting NSA/CSS 
employees, civilian and military. 

(U) AUDITS _ 

(U) The audit function provides independent assessments of programs and 
organizations. Performance audits evaluate the effectiveness and efficiency of 
entities and programs and their internal controls. Financial audits determine the 
accuracy of the Agency's financial statements. All audits are conducted in 
accordance with standards established by the Comptroller General of the United 
States. 

(U) INVESTIGATIONS 

(U) The OIG administers a system for receiving complaints (including anonymous 
tips) about fraud, waste, and mismanagement. Investigations may be undertaken in 
response to those complaints, at the request of management, as the result of 
irregularities that surface during inspections and audits, or at the initiative of the 
Inspector General. 

(U) INTELLIGENCE OVERSIGHT 

(U) Intelligence oversight is designed to insure that Agency intelligence functions 
comply with federal law, executive orders, and DoD and NSA policies. The IO 
mission is grounded in Executive Order 12333, which establishes broad principles 
under which IC components must accomplish their missions. 

(U) FIELD INSPECTIONS 

(U) Inspections are organizational reviews that assess the effectiveness and 
efficiency of Agency components. The Field Inspections Division also partners 
with Inspectors General of the Service Cryptologic Elements and other IC entities 
to jointly inspect consolidated cryptologic facilities. 
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I. (U) SUMMARY 

... 
.. -:-, 

IV-13-0020 

{b) (3) - P . L . 86-36 
{b) { 6) 

(U//l"OUS, On 20 rebruary 2013 the Inspector Gene~al{H;,)~ic~ived a referral from the 
NSA/CSS Information Systems Incident Res nse Tea T) identifying potential 
computer misuse by an NSA contracto:c · · On 27 February 2013 the 1G 
initiated an investigation o ____ .. use o N A/C~S Information Systems (ISs). 

(U/lr'OU8) The preponderance of the evidence collected during the investigation substantiates 
that from October 2012 through June 2013,I !misused her unclassified NSA/CSS IS to 
perform tasks not authorized by the contract and for communication of a commercial nature in 
violation of NSA/CSS Policies 6-4 and 6-6. 

(Uin'<"U~ A summary memorandum will be provided to the Maryland Procurement Office 
(BA3) and the Office of General Counsel (D25) for review and any action deemed appropriate. 
An information copy of the summary memorandum will be provided to the NSA/CSS Senior 
Acquisition Executive; Contractor Clearances, ADS&Cl; and Special Actions, ADS&CI. 

U'\'t"l \ S~JJ II! WFt ;Jt UFJ ,Yv.'U e,Tl'f f Pc'LY 
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II. (U) BACKGROUND I (b ) (3) - P . L . 86-36 1 (b) (3) - P . L . 86-36 
(b) ( 6) . ~ .. . . . . ~,.. 

(U) Introduction 
, . 

(U/ffOUQ.) The NISIRT reviewe~ lunclassified U.S. Government accounts for the 
period from 8 to 14 February 2013. The NISlRT provided their activity report to the Office of 
the Inspector General on 20 February 2013. 

(U) Applicable Authorities 

(U/'J'l''OU9-) NSA/CSS Policy 6-4, "CONTRACTOR USE OF NSA/CSS INFORMATION 
SYSTEMS," revised 7 June 2007. 

(U//Pet;6) NSA/CSS Policy 6-6, " USE OF UNCLASSIFIED INFORMATION SYSTEMS 
SUCH AS THE INTERNET," revised 20 June 2012. 

(U) See Appendix A for a full text of the applicable authorities. 

U \'C! .1 .. .... :n lJ P;/1·, rn ()ti ,Ci .. i/ .. I.di." t.l , CU 
2 



Doc ID: 6620556

Release: 2018-06 
NSA:  03564

~- ~ :\ .; ~- t , • : " • } • 

Ill. (U) FINDINGS 

IV-13-0020 

I (b) (3) - P . L . 86-36 1 .. --- .. ,. - - - , s f 

(U/lfilOUO} Did I I al ,;ont~dc,i~;, misuse her ~SAICSS JS in 
violation of NSAICSS Po/ides 6-4 and 6-6? . · ::· : : 

', ,' ,,' : f 

(Ullfflf:J(JJ CONCLUSION: Substantiated. The prepondera~ce o/the evidence $'upports 
the conclusion thal I .,,istp·ed her unc/a,;sified,NS.f/,i.:ss JS.: I ~ .i'ed 
Government resources to jJe_rform rasks not authorizea by.tlie contra,ct andfor : 
communication of a c:omme~ci.al nature in violatior,'~fN,S,1/CSS Pohcies 6~4 and ~-6. 

(U) Documentary Evidence · .. 

(U) NISIRT Report 
., ,. 

•, 

(U/IP0U0j NISIRT provided the 9]~ wi~ 1,;;'~l:sis orl '. lacti~ities ~n the 
unclassified NSA/CSS IS (Arp~Rclix B). I ... : )was observt:d se,nding cQ'ld r~eiving emails 
regardin~..._ ________ : : .' \ '. · ' · 

.. .. , , , , , , \ \ ' 

(U) Time and Attendan~e;~lld Access Control R~to.rds . . . 
I .. I I \ \ f f I f 

(U//POUOi : himesh~~ts·fo; 1 O~tober 201;'~·28 Jufle 20:1 3 (Ap~endix C) were 
obtained froml limmg~'_the'~¥yland Procur~ent;Offiqe.l : !access 
control records were also obtained. for ·r ,Octob~i: 2012 to 28' J,un!! 201 ;3 (Appendix D). 

I .. - .............. ,. ... ~ t : I ... 
(U) Testlmonlal Evide"ce (b), 3) - P . L : 86- 36 

• (b) ~6) 
. ' 

(U/lflOUQ) On 12 June 20}·3,I 
testimony: 

: lwa~ !~t~r~ie~ .#~rovid~d t~e follo~ing SWO~ 
.. ,: .. ·· - -· · _ .. , .. ,:,, .. ,' : ...... : . 

' • ,_ ,. , , I ., f 

(U1 1 · / . l~n~ ~a~ itted that she ~ses the i~t~rtlet !11UC~ 
more m her present po~1t1on than 1~ 1fue pasJ, ·She·Jogs into her person~! Gmail account dail~ and 
stays connected all qa'.y to COl)UllUnicat~-w'ithf I.She alsp_ c;~e_cks the riews and : · · .. 
performs random sear~l,les ·on the_ iJlteme!. ·She uses the access to the l(nclass.ified;infemeras-a · · ·---~ 
mental break from'.her contrac..t•work. , · Cb) (6) 

_ .... ,' _ ........ ' : : : 
(U ) .. I ----,hes ti fi~d th~t she .do~s not take breaks away from her desk and eat~ lunch at her 
desk. She claimed 'that she used the time on the unclassified NSA/CSS IS as a ' 
mind. For et~fnple, ould print out 

........ ---~---.-------.. c eek her personal ema1 account, and then ------..---...... - i.....-------...-was una e to provide an accurate estimate of time spent on non-contract related · 
._c_o_m_p_u-te_r .. use due to the activity being spread throughout the day in small increments. !._ ___ _. 

3 
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would spend time on non-contract activity to "clear her head." I ~tated she only 
charged the government for time spent working on contract related dt.tties; she did not charge for 
time she spent conducting personal or non-contract related activities. '.She claims she is giving 
the Government good quality work. ' 

(Uj ~enies l 'tt does admit to h,avingl I 
material conta~ed in her personal e111ail. ! dmitted to access~ng thel I 
material in her personal email accounl and responding to emails relating',tol , I 
I ~ usiness. I ~pologized for thel !content co~taine,d' iJl _her emails. 
She is -~illing to make adjustments to her current acti',((ties to ensure compliance' ~ith the policy 
stating, ":rell me what I need lo:~ti~ng~ and I will." : . ·. ,:,/: 

"' "' , I I 

{Uj ·· .!admitted sending on variou · , , ' 
conferences tn~t as interested i and'informat1on 
related to . workshop.' ~he of the emails' contanie 
___ _._.,a_t_d~i~ e-re"'.""h_! ..,e-~e ... n_t_s_ ... _ puri~g the irit~r\iiewl ; l tated1"'_l _a.p_o_J_o_g.,.iz_e_f•_o_r _it-. ___. 

I will tell i....;. _ ____ , .~-~o.~e emaUs-~_e)~t_in~ to th{ , .-~ .~ve~~t~:,, _ ,'~, 
'".,I,. I '"' , ,, ,. 

eir 

new puppy. . . . 
.. : .... "' ' ' 

, --. . ~;· J{ '; : , ........ . . .. ..... ' . "'"'"'f' I ' :;;,: , , , (b) (3 ) - P . L. ........ 

(U) Analysis and Conclusions I 
(b) ( 6) 

(b ) (6) 
, , , . . , 

, , 

(USFOUO) Contractor's use of Agency IS for perso~~r u~e j~ ~~treniel;.:limjted. I I 
use fails to comply with brief, infrequent communicatiqn s- to take .care of unavoidable personal 
matters permitted by NSA/CSS Policy 6-4, anq the in~lusion o~ content in her 
emails created on a government IS de~tiates poor judgm~nt. use of the 
uncJassified NSA/CSS IS was ~lerarly not contract related and'is m v10 at10n o policy . 

.. .,. .. .. .. .. .. 

(U//FOll o, .. , ---.....;,· !own testimony, along rith the docume~tary evidence, confirmed that 
she researched and edited material in support oil lusing a 
government IS in violation of NSA/CSS Policies 6-4 and 6-6. 

4 
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..... _ 

(b) (3) - P . L . 86-36 
(b) ( 6 ) 

I 
t

0

~ I · If ,\jU •h:,:;J H f- I ~ff 1.I N ,}fr j(.. f.1 I . U..i !. ().,,I. } 
, I I I ... 

ti; I I I t 
; ', IV-13-0020 

~ t I It 
,, I I II 

IV. (U) RESP~NSE TO T~~t~TIVE C~NCLUSl~.N 
, I I I I I I 1 

; ; I I I I I t t 1 

I, ,, I I I I I 
, 1 , I I I I 

(UNFOUO~::::::::lwas provided the tentst~ive c,bn~lusions on 27~tine 2013. 11..;..; __ __. 
responded to the tentative conclusion stating':; · ' 

1

1 
I I I t I I . . . 

According to the email dated June:2:7, 2013, 1 am being charge~ with violation of 
regulations for ex ndin 180-25-2.hours between October 201 Z to June 2~ 13 " in 

·during my official working lioui:s. During;a recorded 1.,v .. o ... _1_m.,.a""r!""y __ m....,..e-rv-1"""ew ___ o __ n..,..u-n"""e~ , 7°013, I djd adtnit to using th~ i~met during working 
.. - · · · hours to send emails that wer~· private in :nature. I have not b~en given anY, information ~ regarding the basis for the alle~ations made in:the email dated Ji.tne 27, 2Q13. I state ~ _, _. _. _. _Jl~~_q_ujvoc~l)[ thal ~ .do. uo~h~v1 land I 8!11 s~~mitting:copies of my 

oarilc tlepos1ts as eviden'-~Lo_f~t~!s_ f_act. t am Mt part of. not P,l~m~ to be a part of, nor 
do I receive any compensat~on from ail¥[ ,~esid~sL : 
in which I am an emplo;e~. 1 also stat~ ffiat 1Cwould not be possible~fo_r_m_, e- t-o,-·m_e_e_t __ 
expectations of my emplo.yers if I we~ spend;ng approximately 1~5 hour$ dai1y on 
personal matters during my official wmking qours. This is underlined by :my:most recent 
performance apprais,al <;overing the time period of May 201i to ~ay 2013, 'f;hich found 
that as of May 22, 2013, I was perfoi;ming at a level that exc;eeds ~xpecta;tio,ns in most 
categories in which I am evaluated and that niy rating for "time m~agement" was 
~ntly ab Ve cce ". Actditionallr, both of my government le~dsJ I 
L___Jand : : have stated to;me that they are willing to hi'ake statements 
on my behal ~nc~mmg-my. wor~·f!~ic aIJ~ productivity d4J10g tl\e tim~ periods for, 
which this alltgat;on covers. In mY, peisoriat oj)inroo;. t_h_c: ~~ve ev~luati~n and personal 
statements b~ my government lea<;ts contradicts the allegafioos·made..in..tfle email datea 
June27, 2~i3. / :· ! : : :I ~bl (3) - P . L . 86- 36 1 

I 
I ' f I.. ----------(U//f!'OU~ In~ res~onse to the OIG t~ntative coriclusions,I ldepied;spending 

approximate!~ l.5 heurs daily on non cqntract activities. Durmg the mtervtew ~n 12 June 20 13 
with the OIGf ~tated that she,' does not ~e breaks and eats luncH at 1,1.er desk, and she 
stated she on~ charged the governmenf for time s~nt working on contract ~elated duties; she did 
not charge for time she spent conductiag personal or non-contract related aetivities. Therefore, 
an analysi~of her timesheets and acce~s control records would verifyl : : ~laim that her 
non-contr5ict related activities were nc,t billed to the Government contract. 

(U//POl:'.iS) The OIG obtainedl ltimesh~ets and access control rekxlrds for the period 
1 Octooer 2012 through 28 June 2013. An analysis was conducted to determioe the veracity of 

I I claim. The analysis showed thatl !billed her company: ahd her company 
ult1mately charged the Government for a total of 82.25 hours more than r e Tne shi was 
confirmed to be within access control (Appendix D). On 106 occasions, : was present 
in access control less than the hours claimed and billed to the contract, and Ofl only 6 occasions 
was she present in access control for more than the hours she claimed. r lclaim that 
her personal activity was not billed to the contract is not credible. Evidence showed that on the 

ll.\:CI . \ SS I Fl lD;;,'f'O N tJfJ I CU: l,Hi I O NI )· 
5 
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majority of the days during the review period.I ~as not present in access control for 
the amount of time she billed to her company and ultimately to the Government contract. 

(Uh'FOUO' On 7 November 2013, the OIG contactedl Ito request a follow-up interview 
to address the results of the timesheet analysis. Aftei,,repe~ed attempts to schedule an interview 
were unsuccessful,! !was given a deadline of26 November 2013 to respond to the 
request to schedule an inter~,dew. ! !failed ~within the established deadline. 
This OIG report is issued without a stat~ment from L__Jin mitigation of the discrepant 
hours identified in OIG analyst~: ·.. ', : : 

'' ,, 

•" 
•" 
•" .. 
• ----------(b ) ( 3 ) - P . L . 86 - 36 

(b ) ( 6 ) 

6 
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IV-13-0020 

V. (U) CONCLUSION 

(U//ffi~) The preponderance of the evidence supports the conclusion tha~ I 
misused her unclassified NSA/CSS IS to perform tasks not authorized by the contr{let and 
for communication oq ~ature in violation of NSNCSS Policies 6-4 ~d 6-6. 

(b ) ( 3) - P . L . 86- 36 
(b l ( 6) 

L/;\ 'Cl. /\ SS!fl t'J)//f:J .-( f ,i; I ICLH, a3f U ,•L: 
7 
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VI. (U) DISTRIBUTION OF RESULTS 

(U/IT'C,U6) A summary memorandum will be provided to the Maryland Procurement Office 
(BA3) and the Office of General Counsel (D25) for review and any action deemed appropriate. 
An information copy of the summary memorandum will be provided to the NSA/CSS Senior 
Acquisition Executive; Contractor Clearances, ADS&CJ; and Special Actions, ADS&CI 

Concurred by: 

Semor lnvesttgator · • . 

Deputy Assistant Inspector General 
For Investigations 

I (b) (3) - P . L . 86-36 

I 

U XC.1 : t ':-,S f rJ! U11 HJ1< IJJ-! 1._1-d. tl3t. ,:,,rn 1:i 
8 
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Appendix A 

(U) Applicable Authorities 
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(U/fFOlJO) NSA/CSS Policy 6-4, "CONTRACTOR USE OF NSA/CSS lNFORMATION 
SYSTEMS," revised 7 June 2007: 

I. (U) Contractors shall use NSA/CSS ISs only to perform tasks that are authorized by 
contract, approved by the Contracting Otlicer, or permitted by this policy. 

4. (U) Contractors shall not make personal use ofNSA/CSS lSs except for brief, 
infrequent communications to take care of unavoidable personal matters (e.g., contacting 
a spouse, dependent, or individual responsible for a dependent's care; scheduling a 
physician's appointment or car maintenance; etc.). This limited exception to the personal 
use prohibition applies only when: 

a. (U) The communication could not have reasonably been made at 
another time (e.g., the physician is only available during working hours); 

b. (U) The communication does not adversely affect the Agency mission 
or reflect poorly on the Agency; 

c. (U) The communication does not result in other than minimal expense 
to the Government (e.g., the call is local, toll-free, or charged to a personal 
telephone calling card); 

d. (U) Time spent using the NSA/CSS lS for personal use is not billed to 
the contract; and 

e. (U) The personal communication is of a non-commercial nature. This 
exception does not permit the use ofNSA/CSS ISs in conjunction with a 
contractor employee's personal business activity. 

l 0. (U) Contractor management may request that an exception be made to a provision of 
this policy unless: 

a. (U) The exception requested requires NSA/CSS to establish new contractor 
connectivity with, or access to, NSA/CSS ISs, the installation or modification of 
hardware or software, or support from the NSA/CSS Information Technology 
Support Center (lTSC). 

b. {U) The exception requested would allow contractors to use NSA/CSS ISs for 
general business purposes (e.g., to send and receive corporate newsletters, to 
announce company events such as picnics and retirement ceremonies, to 
announce job opportunities, etc.). 

11. (U) Requests for exception from this policy not ruled out by paragraph 10 above shall 
be submitted in writing to the NSA/CSS Contracting Officer or Contracting Officer's 
Representative, by contractor management. Requests made by individual contractor 
employees directly will not be considered. 

10 
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13. (U) Before determining that an exception is in the best interest of NSA/CSS, 
NSA/CSS personnel responsible for exception decisions will consider whether the 
proposed exception would: 

a. (U) Be legal. 
b. (U) Affect the Agency's mission negatively. 
c. (U) Have a significant impact on Agency IT resources, including network 
bandwidth or data storage. 
d. (U) Reflect poorly on the Agency. 
e. (U) Involve more than minimal cost to the Agency. 
f. (U) Violate operational security (OPSEC) principles. 

(U//POUO) NSA/CSS Policy 6-6, "USE OF UNCLASSIFIED INFORMATION SYSTEMS 
SUCH AS THE INTERNET," revised 20 June 2012: 

25. (U) All Users shall: 

n. (U) Use good judgment and common sense when accessing and/or 
communicating on unclassified ISs; 

11 
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Appendix B 

(U) NISIRT Report 
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Edits were made for readability purposes 

02/12/2013 16:32:48 

The NISJRT report 
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I 
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02/14/2013 12:31:41 

02/14/2013 12:32:00 

1°2/14/2013 12:39:05 
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Appendix C 

(Ul._ ____ .,.!Timesheets 1 October 2012 to 29 June 2013 

(b ) ( 3) - P . L. 86-36 
(b ) ( 6 ) 
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Empov-el ~•o_ 

(b) (3) 
(b) ( 6 ) 

I . . 
ca-:·L, s.-.-11111--Exe-.,_ fFIIII Tlmt) 

Ptlntad: Jul 11, 2013 , ,. 3PM 

lN Pla_i.ct; 
No ~ 

,-....J ----1 --l -4 

, 
. 

e 

7 

' 
8 ' 

' 
9 . . 

10 ' 

11 
' 

12 . . 
13 

14 

15 ' 

R...,lllf . 
o-1irna 

Total 

Slglwu91 I 
DIii: Jul 1, 2013 9'.28AM 

-

I 
I 

' 

I 

P . L . 86-36 

PLC ~ &Ill 
PIIY'lwe o.-.. am 

HOU,DAY 

)11',CATION 

I 

. , 

(b) (3) - P . L . 86-36 
..._ 

(b) ( 4) 
(b) (6) 

.__ 

I 

-.-•---·---

J (b ) (3) - P . L . 86 - 36 
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10/3/2012 8:26:48 AM 
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10/9/2012 8:19:32 AM 
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10/15/2012 4:41:38 PM 
10/16/2012 6:23:03 AM 
10/16/2012 5:41 :37 PM 
10/17/2012 8:52:22 AM 
10/17/2012 8:54:38 AM 
10/17/2012 1:21:54 PM 
10/17/2012 1:24:11 PM 
10/18/2012 8:14:59AM 
10/18/2012 9:04:46 AM 
10/18/2012 9:12 57 AM 
10/18/2012 4:33:16 PM 
10/19/2012 8:26:35 AM 
10/19/2012 4:19:17 PM 
10/22/2012 8:29: 18 AM 
10/22/2012 4:28:17 PM 
10/23/2012 8:11:54 AM 
10/23/2012 4:12:55 PM 
10/26/2012 8:09:11 AM 
10/26/2012 5:35:48 PM 
10/31/2012 8:16:46 AM 
10/31/2012 6:43:51 PM 

11/1/2012 8:24:30 AM 
11/1/2012 5:02:12 PM 
11/2/2012 8:11:29AM 
11/2/2012 5:49:51 PM 
11/5/2012 8:33:36 AM 
11/5/2012 8:35:52 AM 
11/5/2012 4:37:09 PM 
11/5/2012 4:39:23 PM 
11/6/2012 9:13:44 AM 



Doc ID: 6620556

Release: 2018-06 
NSA:  03639

11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 

(b) (3 ) - P . L . 86-36 
(b) ( 6 ) 

11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 

NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 

NSAW I 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 

(b) ( 3 ) - P . L . 86-36 l 

t:: l.ASStl§tEDanted 11/6/2012 9:13:49 AM 
Access Granted 11/6/2012 9:14:06AM 
Access Granted 11/6/2012 9: 16:31 AM 
Access Granted 11/612012 1 :38:04 PM 
Access Granted 11/612012 1:40:21 PM 
Access Granted 11/7/2012 8:16:54 AM 
Access Granted 11/7/2012 6:11 :02 PM 
Access Granted 11/8/2012 8:33:19AM 
Access Granted 11/812012 8:3541 AM 
Access Granted 11/8/2012 4:08:28 PM 
Access Granted 11/8/2012 4:10:46 PM 
Access Granted 11/9/2012 6:31:25AM 

Access Granted 11/9/2012 2:03:01 PM 

Access Granted 11/13/201 2 8:33:23 AM 
Access Granted 11/13/2012 5:20:01 PM 
Access Granted 11/14/2012 8:23:56 AM 
Access Granted 11/14/2012 12:10:39 PM 
Access Granted 11115/2012 8:23:03 AM 
Access Granted 11/15/2012 3:50:02 PM 
Access Granted 11/15/2012 3:58:02PM 
Access Granted 11/15/2012 6:58:02 PM 
Access Granted 11/16/2012 7:06:03 AM 
Access Granted 11/16/2012 11 :16:32 AM 
Access Granted 11/16/2012 1:27:28 PM 
Access Granted 11/16/2012 6:3951 PM 
Access Granted 11/1 9/2012 8:30:40 AM 
Access Granted 11/19/2012 5:37:51 PM 
Access Granted 11120/2012 8:28:07 AM 
Access Granted 11/20/2012 6:26:14 PM 
Access Granted 11/21/2012 8:14:22 AM 
Access Granted 11/21/2012 4:30:06 PM 
Access Granted 11/27/2012 8:11 :59 AM 
Access Granted 11/27/2012 5:37:17 PM 
Access Granted 11/28/2012 8:29:41 AM 
Access Granted 11/28/2012 8:32:02 AM 
Access Granted 11/28/2012 5:34:40 PM 
Access Granted 11/28/2012 5:37:09 PM 
Access Granted 11/29/2012 8:29:27 AM 
Access Granted 11/29/2012 8:31:51 AM 
Access Granted 11/29/2012 5:31 :50 PM 
Access Granted 11/29/2012 5:34:21 PM 
Access Granted 11/30/2012 8:58:34 AM 

Access Granted 11/30/2012 9:00:54 AM 

Access Granted 11/30/2012 5:02:45 PM 

Access Granted 11/30/201 2 5:05:21 PM 
Access Granted 12/4/2012 8:14:46 AM 

CL.t-§~f;fr{anted 12/4/2012 5:50:52 PM 



Doc ID: 6620556

Release: 2018-06 
NSA:  03640

1 
1 
1 
1 
1 
1 
1 
1 
1 
1 
1 
1 
1 
1 
1 · 
1 
1 . 

(b) (3 ) - P . L . 86- 3 6 
(b) ( 6 ) 

11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 

N SAW 
SAW 
SAW 
SAW 
SAW 
SAW 
SAW 
SAW 
SAW 
SAW 
SAW 
SAW 
SAW 
SAW 
SAW 
SAW 
SAW 
SAW 
SAW 
SAW 
SAW 
SAW 
SAW 
SAW 
SAW 
SAW 
SAW 
SAW 
SAW 
SAW 
SAW 
SAW 
SAW 
SAW 
SAW 
SAW 
SAW 

N 
N 
N 
N 
N 
N 
N 
N 
N 
N 
N 
N 
N 
N 
N 
N 
N 
N 
N 
N 
N 
N 
N 
N 
N 
N 
N 
N 
N 
N 
N 
N 
N 
N 
N 
N 

N SAW 
SAW 
SAW 
SAW 
SAW 
SAW 
SAW 
SAW 
SAW 

N 
N 
N 
N 
N 
N 
N 
N 

I (b ) (3 ) - P . L . 86- 3 6 1 

:;LA8Stl,taa-anted 
Access Granted 
Access Granted 
Access Granted 
Access Granted 
Access Granted 
Access Granted 
Access Granted 
Access Granted 
Access Granted 
Access Granted 
Access Granted 
Access Granted 
Access Granted 
Access Granted 
Access Granted 
Access Granted 
Access Granted 
Access Granted 
Access Granted 
Access Granted 
Access Granted 
Access Granted 
Access Granted 
Access Granted 
Access Granted 
Access Granted 
Access Granted 
Access Granted 
Access Granted 
Access Granted 
Access Granted 
Access Granted 
Access Granted 
Access Granted 
Access Granted 
Access Granted 
Access Granted 
Access Granted 
Access Granted 
Access Granted 
Invalid PIN Number 
Access Granted 
Access Granted 
Access Granted 
Access Granted 

~~t@anted 

12/5/2012 8:39:47 AM 
12/5/2012 8:42:08 AM 
12/5/2012 6:08:22 PM 
12/5/2012 6:21:59 PM 
12/6/2012 8:27:04 AM 
12/6/2012 6:29:35 PM 
12/7/2012 8:40:35 AM 
12/7/2012 4:56:36 PM 

12/10/2012 8:32:46 AM 
12/10/2012 4:07:18 PM 
12/11/2012 8:33:23 AM 
12/11/2012 8:35:44 AM 
12/11/2012 4:06:50 PM 
12/11/2012 4:09:06 PM 
12/12/2012 8:36:38 AM 
12/12/2012 8:38:54 AM 
12/12/2012 4:21:37 PM 
12/12/2012 4:23:58 PM 
12/13/2012 8:52:54 AM 
12/13/2012 8:55:13 AM 
12/13/2012 4:01:36 PM 
12/13/2012 4:03:59 PM 
12/14/2012 8:38:45 AM 
12/14/2012 4:05:00 PM 
12/17/2012 8:54:36 AM 
12/1 7/2012 8:56:51 AM 
12/17/2012 4:38:59 PM 
12/17/2012 4:41 :13 PM 
12/1 8/2012 9:02:33 AM 
12/18/2012 9:04:55 AM 
12/18/2012 5:02:38 PM 
12/18/2012 5:04:57 PM 
12/19/2012 8:35:15 AM 
12/19/2012 8:37:34 AM 
12/19/2012 4:43:34 PM 
12/19/2012 4:45:59 PM 
12/20/2012 8:30:44 AM 

12/20/2012 10:49:59 AM 
12/20/2012 4:39:35 PM 
12/21/2012 8:29:03 AM 
12/21/2012 2:48:43 PM 
12/21/2012 2:53:01 PM 
12/21/2012 2:53:06 PM 
12/21/2012 4:16:51 PM 
12/26/2012 8:42:19 AM 
12/26/2012 3 35:35 PM 
12/28/2012 8:17:44 AM 



Doc ID: 6620556

Release: 2018-06 
NSA:  03641

11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 

(b) (3) - P . L . 86-36 
(b) ( 6 ) 

11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 

NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 

NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 

NSAWI 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 

NSAW 
NSAW 
NSAW 

(b) ( 3) - P . L . 86-36 l 

~ .&~lfl9"anted 12/28/2012 3:58:01 PM 
Access Granted 12/31/2012 8:18:35 AM 
Access Granted 12/31/2012 12:10:58 PM 
Access Granted 1/3/2013 7:40:47 AM 
Access Granted 1/3/2013 4:27:42 PM 
Access Granted 1/4/2013 8:34:18 AM 
Access Granted 1/4/2013 4:07:06 PM 
Access Granted 1n/2013 8:25:30 AM 
Access Granted 1/7/2013 6:05:38 PM 
Access Granted 1/8/2013 8:48:08 AM 
Access Granted 1/8/2013 8:50:28 AM 
Access Granted 1/8/2013 5:05:28 PM 
Access Granted 1/8/2013 5:07:52 PM 
Access Granted 1/10/2013 8:38:28 AM 
Access Granted 1/10/2013 5:05:41 PM 
Access Granted 1/11/2013 8:26:29 AM 
Access Granted 1/11/2013 4:09:20 PM 
Access Granted 1/14/2013 829:20 AM 
Access Granted 1/14/2013 4:04:56 PM 
Access Granted 1/15/2013 8:53:11 AM 
Access Granted 1/15/2013 10:57:18 AM 
Access Granted 1/15/2013 11:01:52AM 
Access Granted 1/15/2013 2:12:51 PM 
Access Granted 1/16/2013 8:35 55 AM 
Access Granted 1/16/2013 8:3817 AM 
Access Granted 1/16/2013 12:5612 PM 
Access Granted 1/16/2013 5:19:54 PM 
Access Granted 1/16/2013 5:28:49 PM 
Access Granted 1/17/2013 8:23:02 AM 
Access Granted 1/17/2013 3:57:42 PM 
Access Granted 1/24/2013 8:48:24 AM 
Access Granted 1/24/2013 10:10:51 AM 
Access Granted 1/28/2013 9:28:45 AM 
Access Granted 1/28/2013 5:13:15 PM 
Access Granted 1/29/2013 8:29:33 AM 
Access Granted 1/29/2013 4:06:05 PM 
Access Granted 1/30/2013 8:20:56 AM 
Access Granted 1/30/2013 4:23:48 PM 
Access Granted 1/31/2013 8:38:30 AM 
Access Granted 1/31/2013 8:40:45 AM 
Access Granted 1/31/2013 4:53:19 PM 
Access Granted 1/31/2013 4:55:40 PM 
Access Granted 2/1/2013 8:40:38 AM 
Access Granted 2/1/2013 1: 13:29 PM 
Access Granted 2/1/2013 4:09:00 PM 
Access Granted 2/4/2013 8:40:13 AM 

L~~ftfr!anted 2/4/2013 6:37:23 PM 
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2/5/2013 8:33:24 AM 
2/5/2013 4:05:01 PM 
2/6/2013 8:47:52 AM 
2/6/2013 3:57:12 PM 
2/7/2013 9:08:30 AM 
217/2013 9:10:51 AM 
2/7/2013 9:52:40 AM 

2/7/2013 10:01 :48 AM 
2/7/2013 3:30:04 PM 
2/7/2013 3:32:24 PM 
2/8/2013 8:26:12 AM 
2/8/2013 3:13:57 PM 

2/11/2013 8:42:57 AM 
2/11/2013 8:45:16 AM 
2/11/2013 4:04:24 PM 
2/11/2013 4:06:35 PM 
2/12/2013 8:40:21 AM 
2/12/2013 8:42:32 AM 
2/1 2/2013 4:55:46 PM 
2/12/2013 4:57:59 PM 
2/13/2013 8:29:36 AM 
2/13/2013 8:32:02 AM 
2/13/2013 8:32:09 AM 
2/13/2013 4:52:50 PM 
2/13/2013 4:55:01 PM 
2/14/2013 8:44:28 AM 
2/14/2013 8:46·52 AM 
2/14/2013 4:35:22 PM 
2/14/2013 4:37:49 PM 
2/19/2013 8:26·32 AM 
2/19/2013 8:29:06 AM 
2/19/2013 2:59:29 PM 
2/19/2013 3:01 :51 PM 
2/20/2013 8:44:39 AM 
2/20/2013 8:46:55 AM 
2/20/2013 4:49:14 PM 
2/20/2013 4:51 :24 PM 
2/21/2013 8:36:19 AM 
2/21 /2013 8:38:36 AM 
2/21/2013 1 :35: 11 PM 
2/21/2013 1:37:32 PM 
2/22/2013 8:29:13 AM 
2/22/2013 8:31 :35AM 
2/22/2013 4:47:41 PM 
2/22/2013 4:49:53 PM 
2/25/2013 8 :44:41 AM 
2/25/2013 8:46:55 AM 
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SAW 
SAW 
SAW 
SAW 
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SAW 
SAW 
SAW 
SAW 
SAW 

N 
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ASSM5ti:3a"anted 2/25/2013 5:34:00 PM 
Access Granted 2/25/2013 5:36:22 PM 
Access Granted 2/26/2013 8:44:41 AM 
Access Granted 2/26/2013 8:46:55 AM 
Access Granted 2/26/2013 4:09:14 PM 
Access Granted 2/26/2013 4:11:33 PM 
Invalid PIN Number 2/27/2013 8:32:36 AM 
Access Granted 2/27/2013 8:32:42 AM 
Access Granted 2/27/2013 8:35:01 AM 
Access Granted 2/27/2013 4:33:53 PM 
Access Granted 2/27/2013 4:36:09 PM 
Access Granted 2/28/2013 8:45:48 AM 
Access Granted 2/28/2013 8:48:04 AM 
Access Granted 2/28/2013 4:16:19 PM 

Access Granted 2/28/2013 4:18:41 PM 

Access Granted 3/5/2013 8:14:23 AM 

Access Granted 3/5/2013 5:27:21 PM 

Access Granted 317/2013 8:14:28 AM 
Access Granted 317/2013 5:28:27 PM 
Access Granted 3/8/2013 8:25: 19 AM 

Access Granted 3/8/2013 12:02:38 PM 

Access Granted 3/11 /2013 8:31:38 AM 

Access Granted 3/11/2013 5:47:10 PM 

Access Granted 3/12/2013 8:48:1 1 AM 

Access Granted 3/12/2013 8:51 :59 AM 

Access Granted 3/12/2013 5:25:47 PM 

Access Granted 3/12/2013 5:29:10 PM 

Access Granted 3/13/2013 8:38:36 AM 
Access Granted 3/13/2013 8:42:1 1 AM 
Access Granted 3/13/2013 5:44:46 PM 

Access Granted 3/13/2013 5:48:04 PM 

Access Granted 3/14/2013 8:19:22 AM 

Access Granted 3/14/2013 8:23:09 AM 

Access Granted 3/14/2013 5:19:24 PM 

Access Granted 3/14/2013 5:22:54 PM 

Access Granted 3/15/2013 8:19:43 AM 

Access Granted 3/15/2013 1 :48:42 PM 

Access Granted 3/19/2013 8:26:36 AM 
Access Granted 3/19/2013 4:35:42 PM 

Access Granted 3/21/2013 8:36:05 AM 

Access Granted 3/21/2013 8:39:41 AM 
Access Granted 3/21/2013 12:52:22 PM 

Access Granted 3/21/2013 4:17:29 PM 

Access Granted 3/21/2013 4:20:48 PM 

Access Granted 3/22/2013 8:21 :43 AM 

Access Granted 3/22/2013 8:25:29 AM 

L~~~nted 3/22/2013 5:02:45 PM 



Doc ID: 6620556

Release: 2018-06 
NSA:  03644

I 

l 
l 
i 
1 

1 
1 
1 
1 
1 
1 
1 
1 
1 
1' 
1 
1 
1 
11 
11 
11 
11 

(b) (3) -
(b) ( 6 ) 

11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 

P . L . 86-36 

NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 
NSAW 

(b) ( 3 ) - P . L . 86-36 

ta&anted 3/22/2013 5:06:06 PM 
Access Granted 3/25/2013 8:31 :08 AM 
Access Granted 3/25/2013 5:59:03 PM 
Access Granted 3/26/2013 8:55:10 AM 
Access Granted 3/26/2013 8:58:55 AM 
Access Granted 3/26/2013 4:01:46 PM 
Access Granted 3/26/2013 4:05:21 PM 
Access Granted 3/27/2013 8:27:12 AM 
Access Granted 3/27/2013 8:30:56 AM 
Access Granted 3/27/2013 4:29:33 PM 
Access Granted 3/27/2013 4:32:52 PM 
Access Granted 3/28/2013 8:09:01 AM 
Access Granted 3/28/2013 6:29:32 PM 
Access Granted 3/29/2013 7:42:00 AM 
Access Granted 3/29/2013 5:30:00 PM 
Access Granted 4/1/2013 8:45:16 AM 
Access Granted 4/1/2013 8:49:03 AM 
Access Granted 4/1/2013 4:32:45 PM 
Access Granted 4/1/2013 4:36:06 PM 
Access Granted 4/2/2013 8:06:56 AM 
Access Granted 4/2/2013 4:54:24 PM 
Access Granted 4/3/2013 8:25 11 AM 
Access Granted 4/3/2013 4:47:41 PM 
Access Granted 4/3/2013 4:47:44 PM 
Access Granted 4/4/2013 8:38:33 AM 
Access Granted 4/4/2013 4:05:57 PM 
Access Granted 4/5/2013 8:47:47 AM 
Access Granted 4/5/2013 8:51:37 AM 
Access Granted 4/5/2013 4:08:32 PM 
Access Granted 4/5/2013 4:11 :50 PM 
Access Granted 4/8/2013 8:06:42 AM 
Access Granted 4/8/2013 8:07:00 AM 
Access Granted 4/8/2013 8:10:46 AM 
Access Granted 4/8/2013 3:46:21 PM 
Access Granted 4/8/2013 3:49:52 PM 
Access Granted 4/9/2013 8:34:48 AM 
Access Granted 4/9/2013 8:38:33 AM 

ccess Granted 4/9/2013 4:38:55 PM 
ccess Granted 4/9/2013 4:42:14 PM 
ccess Granted 4/9/2013 4:42:18 PM 
ccess Granted 4/10/2013 8:22:35 AM 

4/10/2013 4:06:15 PM 
ccess Granted 4/1 1/2013 8:47:14 AM 
ccess Granted 4/11/2013 8:50:54 AM 
ccess Granted 4/11/2013 4:04:20 PM 
ccess Granted 4/11/2013 4:07:38 PM 
,~anted 4/12/2013 8:46:12 AM 
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11 NSAW StBQ-anted 4/12/2013 8:50:00 AM 
11 NSAW Access Granted 4/12/2013 2:37:43 PM 
11 NSAW Access Granted 4/12/2013 2:41:02 PM 
11 NSAW Access Granted 4/15/2013 6:37:12 AM 
11 NSAW Access Granted 4/15/2013 5:04:48 PM 
11 NSAW Access Granted 4/16/2013 7:04:18 AM 
11 NSAW Access Granted 4/16/2013 6:05:59 PM 
11 NSAW Access Granted 4/17/2013 7:39:16 AM 
11 NSAW Access Granted 4/17/2013 5:57:57 PM 
11 NSAW Access Granted 4/24/2013 7:58:57 AM 
11 NSAW Access Granted 4/24/2013 1:45:56 PM 
11 NSAW Access Granted 4/24/2013 2:00:37 PM 
11 NSAW Access Granted 4/24/2013 4:49:39 PM 
11 NSAW Access Granted 4/25/2013 8:25:14 AM 
11 NSAW Access Granted 4/25/2013 8:28:54 AM 
11 NSAW Access Granted 4/25/2013 4:08:05 PM 
11 NSAW Access Granted 4/25/2013 4:11:25 PM .. NSAW Access Granted 4/25/2013 4:11 :29PM 

(b) (3 ) - P . L . 86-36 NSAW Access Granted 4/26/2013 82724 AM 
(b) ( 6 ) NSAW Access Granted 4/26/2013 8:31 :03 AM 

NSAW Access Granted 4/26/2013 4 02:24 PM 
11 NSAW Access Granted 4/26/2013 4:05:55 PM 
11 NSAW Access Granted 5/6/2013 8:04:10 AM 
11 NSAW Access Granted 5/6/2013 4:03:01 PM 
11 NSAW Access Granted 5/7/2013 8:22:14 AM 
11 NSAW Access Granted 5/7/2013 4:16:21 PM 
11 NSAW Access Granted 5/8/2013 8 08:32 AM 
11 NSAW Access Granted 5/8/2013 1 :20: 05 PM 
11 NSAW Access Granted 5/8/2013 2:05:33 PM 
11 NSAW Access Granted 5/8/2013 4:03:22 PM 
11 NSAW Access Granted 5/9/2013 9:18:57 AM 
11 NSAW Access Granted 5/9/2013 9:22:20 AM 
11 NSAW Access Granted 5/9/2013 1:30:55 PM 
11 NSAW Access Granted 5/9/2013 4:46:04 PM 
11 NSAW Access Granted 5/9/2013 4:49:17 PM 
11 NSAW (b) ( 3 ) - P . L . 86-36 Access Granted 5/10/2013 7:55:51 AM 
11 NSAW Access Granted 5/10/2013 2:40:37 PM 
11 NSAW Access Granted 5/14/2013 8:17:50 AM 
11 NSAW Access Granted 5/14/2013 4:04 24 PM 
11 NSAW Access Granted 5/16/2013 8:02:06 AM 
11 NSAW Access Granted 5/16/2013 4:04:09 PM 
11 NSAW Access Granted 5/17/2013 8:16:21 AM 
11 NSAW Access Granted 5/17/2013 3:36:39 PM 
11 NSAW Access Granted 5/20/2013 8:33:37 AM 
11 NSAW Access Granted 5/20/2013 5:03:51 PM 
11 NSAW Access Granted 5/21/2013 8:22:56 AM 
11 NSAW ~,nfr}"anted 5/21/2013 8:26:25 AM 



Doc ID: 6620556

Release: 2018-06 
NSA:  03646

11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 
11 

NSAW LA8&5t89-anted 5/21/2013 4:41:16 PM 
NSAW Access Granted 5/21/2013 4:44:48 PM 
NSAW Access Granted 5/22/2013 8:47:39 AM 
NSAW Access Granted 5/22/2013 8:51:12 AM 
NSAW Access Granted 5/22/2013 4:32:22 PM 
NSAW Access Granted 5/22/2013 4:35:48 PM 
NSAW Access Granted 5/23/2013 8:28:59 AM 
NSAW Access Granted 5/23/2013 4:07:12 PM 
NSAW Access Granted 5/24/2013 8:12:50 AM 
NSAW Access Granted 5/24/2013 3:33:28 PM 
NSAW Access Granted 5/29/2013 7:51:08 AM 
NSAW Access Granted 5/29/2013 7:55:03 AM 
NSAW Access Granted 5/29/2013 4:10:02 PM 
NSAW Access Granted 5/29/2013 4:13:37 PM 
NSAW Access Granted 5/30/2013 8:02:02 AM 

(b ) ( 3) - P . L . 86-36 
(b ) ( 6) 

NSAW Access Granted 5/30/2013 8:05:53 AM 
NSAW Access Granted 5/30/2013 4:18:21 PM 
NSAW Access Granted 5/30/2013 4:21:46 PM 

I I 
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11 

NSAW Access Granted 5/31/2013 11:17:37 AM 
NSAW Access Granted 5/31 /2013 11 :21:05AM 

' NSAW Access Granted 5/31/2013 5:03:22 PM t NSAW Access Granted 5/31/2013 5:06:35 PM 

' NSAW Access Granted 6/3/2013 8:36:39 AM 
NSAW Access Granted 6/3/2013 8:40:33 AM I NSAW Access Granted 6/3/2013 4:15:31 PM 
NSAW Access Granted 6/3/2013 4:19:01 PM 
NSAW Access Granted 6/4/2013 8:16:27 AM l NSAW Invalid PIN Number 6/4/2013 8:20:31 AM 
NSAW Access Granted 6/4/2013 8:20:35 AM 
NSAW Access Granted 6/4/2013 5:19: 11 PM 
NSAW Access Granted 6/4/2013 5:19:14 PM 
NSAW Access Granted 6/4/2013 5:22:41 PM 
NSAW Access Granted 6/5/2013 9:11:50 AM 
NSAW Access Granted 6/5/2013 9:15:32 AM 
NSAW 

(b) ( 3) - P . L . 86-36 Access Granted 6/5/2013 4:36:42 PM 
NSAW Access Granted 6/5/2013 4:39:56 PM 
NSAW Access Granted 6/6/2013 8:05:21 AM 
NSAW Access Granted 6/6/2013 4:04:56 PM 
NSAW Access Granted 6/7/2013 8:24:19 AM 
NSAW Access Granted 6/7/2013 8:28:21 AM 
NSAW Access Granted 6/7/2013 3:28:43 PM 
NSAW Access Granted 6/7/2013 3:32:29 PM 
NSAW Access Granted 6/11/2013 7:56:01 AM 
NSAW ccess Granted 6/11/2013 8:00:06 AM 
NSAW 6/11/2013 4:28:27 PM 
NSAW ccess Granted 6/11/2013 4:31 :39 PM 
NSAW ftfr{anted 6/12/2013 7:44 :23 AM 
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AS&Sti:D"anted 6/12/2013 4:38:20 PM 
Access Granted 6/13/2013 8:01:33 AM 
Access Granted 6/13/2013 4:57:24 PM 
Access Granted 6/14/2013 8:30:15 AM 
Access Granted 6/14/2013 4:42:52 PM 

Access Granted 6/17/2013 8:01 :35 AM 
Access Granted 6/17/2013 8:05:32 AM 
Access Granted 6/17/2013 3:17:04 PM 
Access Granted 6/17/2013 3:20:48 PM 
Access Granted 6/19/2013 7:58:48 AM 
Access Granted 6/19/2013 3:23:19 PM 
Access Granted 6/21/2013 7:42:00 AM 
Access Granted 6/21/2013 3:31:46 PM 
Access Granted 6/24/2013 7:57:02 AM 
Access Granted 6/24/2013 2:09:12 PM 
Access Granted 6/25/2013 6:05:38 AM 
Access Granted 6/25/2013 6:08:17 AM 
Access Granted 6/25/2013 4:47: 11 PM 
Access Granted 6/25/2013 4:50:51 PM 
Access Granted 6/26/2013 8:35:47 AM 
Access Granted 6/26/2013 8:39:42 AM 
Access Granted 6/26/2013 3:39:17 PM 
Access Granted 6/26/2013 3:42:49 PM 
Access Granted 6/27/2013 8:26:26 AM 
Access Granted 6/27/2013 8:30:13 AM 
Access Granted 6/27/2013 10:53:48 AM 
Access Granted 6/27/2013 10:57:48 AM 
Access Granted 6/27/2013 11 :40:03 AM 
Access Granted 6/27/2013 11:45:31 AM 
Access Granted 6/28/2013 8:12:56 AM 
Access Granted 6/28/2013 3:30:55 PM 

(b) (3) - P . L . 86-36 

UNCLASSIFIED 
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(U) Time and Attendance Analysis October 2102 to June 2013 
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Date DOW 

10/1/12 Mon 

10/1/12 

10/2/12 Tue 
10/2/12 

10/3/12 Wed 
10/3/12 

10/9/12 Tue 
10/9/12 

10/10/12 Wed 
10/1 0/12 

10/11/12 Thu 
10/11/12 

10/11/12 

10/1 1/12 

10/15/12 Mon 

10/15/12 

10/16/12 Tue 
10/16/12 

10/17/12 Wed 
10/17/12 

10/17/12 

10/17/12 

(b) (3) - P . L . 86-36 
(b) ( 6) 

Time Location 

8:30 

16:39 

8:22 

16:30 

826 

14:34 

8:19 

18:04 

8:21 

1824 

8:11 

19:28 

19:33 

19:38 

8:18 

16:41 

6:23 
17:41 

8:52 

8:54 

13:21 

13:24 

(b) (3) - P . L . 86-36 

UNCLASSIFIEDfjFOR OFFICIAL M l': 014li 

Confirm Total COMPANY DISCREPANT Empl. Disc. 

Total Hours BILLED HOURS HOURS (NET) NOTES 

8:09 8:09 8:24 

8:08 8:08 8:12 

6:07 6:07 7:00 0.75 0.75 

9:44 9:44 10:00 0.25 0.25 

10:02 10:02 10:36 0.50 0.50 

11:27 11:27 11:24 

8:23 8:23 8:00 (0.25) (0.25) 

11:18 11:18 11:36 0.25 0.25 

4:31 4:31 4:24 

UNCLASSIFIEO,'/FOR OFFICIO L 11~, QMI X 
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UNCLASSIFIED/il'OI\ OFFICl1%L 05~ OiUt 

10/18/12 Thu 8:14 
10/18/12 9:04 
10/18/12 9:12 
10/18/12 16:33 8:18 8:18 8:00 (0.25) (0.25) 

10/19/12 Fri 8:26 
10/19/12 16:19 7:52 7:52 8:00 i 

1-

' l 10/22/12 f Mon 8:29 
l 10/22/12 1628 7:58 7:58 8:00 1 
l 
', 

10/23/12 Tue 8:11 ! 
10/23/12 16:12 8:01 8:01 8:00 

i 
10/26/12 Fri 8:09 I 10/26/12 17:35 9:26 9:26 10:00 0.50 0.50 

10/31/12 Wed 8:16 
I 10/31/12 18:43 10:27 10:27 11:00 0.50 0.50 l 

' ' 
11/1/12 Thu 8:24 
11/1/12 17:02 8:37 8:37 9:00 0.25 0.25 l 

t 11/2/12 Fri 8:11 
l 11/2/12 17:49 9:38 9:38 10:00 0.25 0.25 i 

11/5/12 Mon 8:33 
11/5/12 8:35 
11/5/12 16:37 
11/5/12 16:39 8:05 8:05 8:36 0.50 0.50 

11/6/12 Tue 9:13 
11/6/12 9:13 

' 

(b) (3 ) - P . L . 86- 36 
rNCLASSIFIED//FOR 8ff1Clil!L tlSE Of41:111 
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UNCLASSIFIED//~01\ Ol'l'ICl'91L USE smv 

11/6/1 2 9:14 
11/6/12 9:16 
11/6/12 13:38 

11/6/12 13:40 4:26 4:26 4:18 

11/7/1 2 Wed 8:16 
1117/12 18:11 9:54 9:54 10:00 

11/8/12 Thu 8:33 
11/8/12 8:35 
11/8/12 16:08 
11/8/12 16:10 7:37 7:37 8:00 0.25 0.25 

11/9/12 Fri 6:31 

11/9/12 14:03 7:31 7:31 8:00 0.25 0.25 

11/13/12 Tue 8:33 

11/13/12 17:20 8:46 8:46 10:00 1.00 1.00 

11/14/12 Wed 8 :23 
11/14/12 12:10 3:46 3:46 4:00 

11/15/12 Thu 8:23 

11/15/12 15:50 

11/15/12 15:58 

11/15/12 18:58 10:34 10:34 11:00 0.25 0.25 

11/16/12 Fri 7:06 

11/16/12 11: 16 

11/16/12 13:27 

11/16/1 2 18:39 11:33 9:23 10:00 0 .50 0.50 

11/19/12 Mon 8:30 

11/19/12 17:37 9:07 9:07 10:00 0.75 0.75 

' 

(b) (3) - P . L . 86- 36 1 
UNCLASSIFIED,lff8R 8FFIEIAL Y61: QPIL¥ 
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UNCLASSIFIED/ff8R 8fflEIIIIL t:JSE 8P4LV 

11/20/12 Tue 8:28 
11/20/12 18:26 9:58 9:58 11:00 1.00 1.00 

11/21/12 Wed 8:14 
11/21/12 16:30 8:15 8:15 10:00 1.50 1.50 

; 
l 11/27/12 Tue 8:11 

l 11/27/1 2 17:37 9:25 9:25 9:36 l 
) 

11/28/12 Wed 8:29 t 
' 11/28/12 8:32 j 

11/28/12 17:34 

' 11/28/12 17:37 9:07 9:07 10:00 0.75 0.75 i 
I 11129/12 Thu 8:29 

I 11/29/12 8:31 
11/29/1 2 17:31 
11/29/12 17:34 9:04 9:04 9:36 0.50 0.50 

' l 

11/30/12 Fri 8:58 
11/30/12 9:00 
11/30/12 17:02 
11/30/12 17:05 8:06 8:06 9:36 1.25 1.25 

12/4/12 Tue 8:14 
12/4/12 17:50 9:36 9:36 10:00 0.25 0 .25 

12/5/12 Wed 8:39 
12/5/12 8:42 
12/5/12 18:08 
12/5/12 18:21 9:42 9:42 10:00 0.25 0.25 

12/6/12 Thu 8:27 

' 

(b) (3) - P . L . 86- 36 
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12/6/12 18:29 10:02 10:02 11:12 1.00 1_00 

12/7/12 Fri 8:40 
12/7/12 16:56 8:16 8:16 9:00 0.50 0 50 

12/10/12 Mon 8:32 
12/10/12 16:07 7:34 7:34 8:00 0.25 0.25 

12/11/12 Tue 8:33 
12/11/12 8:35 
12/11/12 16:06 
12/11/12 16:09 7:35 7:35 8:00 0.25 0.25 

12/12/12 Wed 8:36 
12/12/12 8:38 
12/12/12 16:21 
12/12/12 16:23 7:47 7:47 8:00 

12/13/12 Thu 8:52 

12/13/12 8:55 
12/13/12 16:01 

12/13/12 16:03 7:11 7:11 7:36 0.25 025 

12/14/12 Fri 8:38 
12/14/12 16:05 7:26 7:26 8:24 0.75 0.75 

12/17/12 Mon 8 :54 
12/17/12 8:56 

12/17/12 16:38 

12/17/12 16:41 7:46 7:46 8:00 

12/18/12 Tue 9:02 
12/18/12 9:04 

12/18/12 1702 
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NSA:  03654
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12/18/12 17:04 8:02 8:02 8 :00 

12/19/12 Wed 8:35 
12/19/12 8:37 
12/19/12 16:43 
12/19/12 16:45 8:10 8:10 8:00 

12/20/12 Thu 8:30 
12/20/12 10:49 

t 12/20/12 
' 16:39 8:08 8:08 8:00 ., 
I 
~ 

~ 12/21/12 Fri 8:29 
12/21/12 14 48 

i 12/21/12 14:53 

r 12/21 /12 14:53 
1 12/21 /12 16:16 7:47 7:47 8:00 i 

I 12/26/12 Wed 8:42 
12/26/12 15:35 6:53 6:53 8:00 1.00 1.00 ' 
12/28/12 Fri 8:17 
12/28/12 15:58 7:40 7:40 8:00 0.25 0.25 

12/31/12 Mon 8:18 I 12/31/12 12:10 3:52 3:52 4:00 
; 

1/3/13 Thu 7:40 ; 

1 /3/13 16:27 8:46 8:46 8:36 

1/4/13 Fri 8:34 
1/4/13 16:07 7:32 7:32 9:00 1.25 1.25 

1/7/13 Mon 8:25 
117/13 18:05 9:40 9:40 10:00 0.25 0.25 
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1/8/13 Tue 8:48 

1/8/13 8:50 

1/8/13 17 05 

1/8/13 17:07 8:19 8:19 9:36 1.25 1.25 

1/10/13 Thu 8:38 

1/10/13 17:05 8:27 8:27 9:00 0.50 0.50 

1/11/13 Fri 8:26 

1/11/13 1609 7:42 7:42 9:42 1.75 1.75 

1/14/13 Mon 8:29 

1/14/13 16:04 7:35 7 :35 8:36 1.00 1.00 

1/15/13 Tue 8:53 

1/15/13 10:57 

1/15/13 11 :01 

1/1 5/13 14:12 5,;,9 5:19 6:36 1.25 1.25 

1 /16/13 Wed 8:35 

1/16/13 838 

1/16/13 12:56 

1/16/13 17:19 

1/16/13 17:28 8:52 8:52 10:00 1 00 1.00 

1/17/13 Thu 8:23 

1/17/13 15:57 7:34 7:34 8:36 1.00 1.00 

1/24/13 Thu 8:48 

1/24/13 10:-10 1:22 1:22 2:00 0.50 0.50 

1/28/13 Mon 9:28 

1/28/13 17:13 7:44 7:44 8:00 0.25 0.25 

86- 36 1 
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1/29/13 Tue 8:29 
1/29/13 16:06 7:36 7:36 8:00 0.25 0.25 

1/30/13 Wed 8:20 
1/30/13 16:23 8:02 8:02 8:00 

1/31/13 Thu 8:38 
1/31/13 8:40 

! 

1/31/13 16:53 i . 
1 /31/13 16:55 8:17 8:17 8:36 0.25 0.25 t 

t 
! 

2/1/13 Fri 8:40 
2/1 /13 13:13 
2/1/13 16:09 7:28 7:28 8:00 0.50 0.50 

2/4/13 Mon 8:40 
2/4/13 18:37 9:57 9:57 11:00 1.00 1.00 

2/5/13 Tue 8:33 
2/5/13 16:05 7:31 7:31 8:12 0 .50 0.50 

2/6/13 Wed 8:47 
2/6/13 15:57 7:09 7:09 8:00 0.75 0.75 

2n113 Thu 9:08 
2n/13 9:10 
2/7/13 9:52 
2/7/13 10:01 
2n/13 15:30 
2/7/13 15:32 6:23 6:23 8:12 1.75 1.75 

2/8/13 Fri 8:26 
2/8/13 15:13 6:47 6:47 8:00 1.00 1.00 

' UNCLASSIFIED/if8R 8fflfl~L t:Jj[ 6NLi 

(b) (3) - P . L . 86- 36 1 
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NSA:  03657
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2/11/13 Mon 8:42 

2/11/13 8:45 

2/11/13 16:04 

2/11/13 16:06 7:23 7:23 8:24 1.00 1.00 

2/12/13 Tue 8:40 

2/12/13 8:42 

2/12/13 1655 

2/12/13 16:57 8:17 8:17 9:12 0.75 0.75 

2/13/13 Wed 8:29 

2/13/13 8:32 

2/13/13 8:32 

2/13/13 16:52 

2/13/13 16:55 8:25 8:25 10:00 1.50 1.50 

2/14/13 Thu 8:44 

2/14/13 8:46 

2/14/13 16 35 

2/14/13 16 37 7:53 7:53 10:00 2.00 200 

2/19/13 Tue 8:26 

2/19/13 8:29 

2/19/13 14:59 

2/19/13 15:01 6:35 6:35 8:00 1.25 1.25 

2/20/13 Wed 8:44 

2/20/13 8:46 

2/20/13 16:49 

2/20/13 16:51 8:06 8:06 8:24 0.25 0.25 

2/21/13 Thu 8:36 

2/21/13 8:38 

(b) (3) - P . L . 86-36 1 
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2/21/13 13:35 
2/21/13 13:37 5:01 5:01 6:00 0.75 0.75 

2/22/13 Fri 8:29 
2/22/1 3 8:31 
2/22/13 16:47 
2/22/13 16:49 8:20 8:20 10:00 1.50 1.50 

! 
1 2/25/13 Mon 8:44 

l 2/25/13 8:46 
' 2/25/13 17:34 j 2/25/13 17:36 8:51 8:51 9:12 0.25 0.25 j 
' ' 

2/26/13 Tue 8:44 
2/26/13 8:46 
2/26/13 16:09 
2/26/1 3 16:11 7:26 7:26 9 :00 1.50 1.50 

2/27/13 Wed 8:32 
2/27/1 3 8:32 
2/27/13 8:35 
2/27/13 16:33 

l 
! 2/27/13 16:36 8:03 8:03 9:24 1.25 1.25 J 
! 
l 2/28/13 Thu 8:45 
' 2/28/13 8:48 
j 2/28/13 16:16 

2/28/13 16:18 7:32 7:32 8:18 0.75 0 75 

3/5/13 Tue 8:14 
3/5/13 17:27 9:12 9 :12 9:36 0.25 0.25 

317/13 Thu 8:14 
3/7/13 17:28 9:13 9:13 10:00 0.75 0.75 

' UNCLASSIFIED//FQR OFFIEIAL USE emv 
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UNCLASSIFIED//POI\ Offlf:tiltt USE OPiLV 

3/8/13 Fri 8:25 

3/8/13 12:02 3:37 3:37 4:00 0.25 025 

3/1 1/13 Mon 8:31 

3/11/13 17:47 9:15 9 :15 10 :24 1.00 1.00 

3/12/13 Tue 8:48 

3/12/13 8:51 

3/12/13 17:25 

3/12/13 17:29 8:40 8:40 10:12 1.50 1.50 

3/13/13 Wed 8:38 

3/1 3/13 8:42 

3/13/13 17:44 

3/13/1 3 17:48 9:09 9:09 10:12 1.00 1.00 

3/14/13 Thu 8:19 

3/14/13 8:23 

3/14/13 17: 19 

3/14/13 1722 9:03 9:03 10:00 0.75 0.75 

3/15/13 Fri 8:19 

3/15/13 13:48 5:28 5:28 7:36 2.00 2.00 

3/19/13 Tue 8:26 

3/19/13 16:35 8:09 8:09 8:24 

3/21/13 Thu 8:36 

3/21/13 8:39 

3/21/13 12:52 

3/21/13 16 :17 

3/21/1 3 16:20 7:44 7:44 8:24 0.50 0 .50 
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3/22/13 Fri 8:21 
3/22/13 8:25 
3/22/13 17:02 
3/22/13 17:06 8:44 8:44 9:00 0.25 0.25 

3/25/13 Mon 8:31 
3/25/13 17:59 9:27 9:27 10:12 0.50 0.50 

3/26/13 Tue 8:55 
3/26/13 8:58 
3/26/13 16:01 
3/26/13 16:05 7:10 7:10 8:12 1.00 1.00 

3/27/13 Wed 8:27 
3/27/13 8:30 
3/27/13 16:29 
3/27/13 16:32 8:05 8:05 8:18 

3/28/13 Thu 8:09 l 
~ 3/28/1 3 18:29 10:20 10:20 11:12 0.75 0.75 i 
i 

3/29/13 Fri 7:42 
3/29/13 17:30 9:48 9:48 11:12 1.25 1.25 

l 

4/1 /13 Mon 8:45 
'i ; 
l 

4/1/13 8:49 ·' 
4/1/13 16:32 
4/1/13 16:36 7:50 7:50 8:12 0.25 0.25 

4/2/13 Tue 8:06 
4/2/13 16 54 8:47 8:47 9:00 

4/3/13 Wed 8:25 
4/3/13 16:47 

(b) (3) - P . L . 86-36 
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4/3/13 16:47 8:22 8:22 9:00 0.50 0.50 

4/4/13 Thu 8:38 

4/4/13 16:05 7:27 7:27 9:00 1.50 1.50 

4/5/13 Fri 8:47 

4/5/13 8:51 

4/5/13 16:08 

4/5/13 16:1 1 7:24 7:24 8:00 0.50 0.50 

4/8/13 Mon 8:06 

4/8/13 8:07 

4/8/1 3 8: 10 

4/8/13 15:46 

4/8/13 15:49 7:43 7:43 7:12 (0.50) (0.50) 

4/9/13 Tue 8:34 

4/9/13 8:38 

4/9/13 16:38 

4/9/13 16:42 

4/9/1 3 16:42 8:07 8:07 8:12 

4/10/13 Wed 8:22 

4/10/13 16:06 7:43 7:43 8:00 0.25 0.25 

4/1 1/13 Thu 8:47 

4/11/13 8:50 

4/11/13 16:04 

4/11/1 3 16:07 7:20 7:20 8:00 0.50 0.50 

4/12/13 Fri 8:46 

4/12/13 8:50 

4/12/13 14:37 

4/12/13 14:41 5:54 5:54 5:24 (0.50) (0.50) 

UNCLASSIFIED//FOR Ol'l'ICli:tt t:J!f t'"4H 
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4/15/13 Mon 6:37 
4/15/13 17:04 10:27 10:27 11:12 0.50 0.50 

4/16/13 Tue 7:04 
4/16/13 18:05 11:01 11:01 11:00 

4/17/13 Wed 7:39 i 
' 4/17/13 17:57 10:18 10:18 10:36 0.25 0.25 i 
j 

t 4/24/13 Wed 7:58 l 
l 
I 4/24/13 13:45 1 
l 4/24/13 14:00 t 

! 4/24/13 16:49 8:50 8:50 9:00 I 
4/25/13 Thu 8:25 
4/25/13 8:28 
4/25/13 16:08 
4/25/13 16:1 1 
4/25/13 16:11 7:46 7:46 8:18 0.50 0.50 . 

l 
l 
l 
I 4/26/13 Fri 8:27 ,1 • 

4/26/13 8:31 l 4/26/13 16:02 t 4/26/13 16:05 7:38 7:38 8:00 0.25 0.25 l 
! 
j 
l 5/6/13 Mon 8:04 

5/6/13 16:03 7:58 7:58 8:00 

5/7/13 Tue 8:22 
517/13 16:16 7:54 7:54 8:00 

5/8/13 Wed 8:08 
5/8/13 13:20 
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5/8/13 14:05 

5/8/13 16:03 7:54 7:54 8:00 

5/9/13 Thu 9:18 

5/9/13 9:22 

5/9/13 13:30 

5/9/13 16:46 

5/9/13 16:49 7:30 7:30 8:00 0.25 0.25 

5/10/13 Fri 7:55 

5/10/13 14:40 6:44 6:44 8:00 1.25 1.25 

5/14/13 Tue 8:17 

5/14/13 16:04 7:46 7:46 9:00 1.00 1.00 

5/16/13 Thu 8:02 

5/16/13 16:04 8:02 8:02 9:00 0.75 0.75 

5/17/13 Fri 8:16 

5/17/13 15:36 7:20 7:20 8:00 0.50 0.50 

5/20/13 Mon 8:33 

5/20/13 17:03 8:30 8:30 10:00 1.25 1.25 

5/21/13 Tue 8:22 

5/21/13 8:26 

5/21/13 16:41 

5/21/13 16:44 8:21 8:21 10:00 1.50 1.50 

5/22/13 Wed 8:47 

5/22/13 8:51 

5/22/13 16:32 

5/22/13 16:35 7:48 7:48 9:12 1.25 1.25 

(b) (3 ) - P . L . 86 - 36 1 . 
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5/23/13 Thu 8:28 
5/23/13 16:07 7:38 7:38 9:00 1.25 1.25 

5/24/13 Fri 8:12 
5/24/13 15:33 7:20 7:20 7:48 0.25 0.25 

5/29/13 Wed 7:51 
5/29/13 7:55 t 

i 5/29/13 16:10 
1 5/29/13 8:22 9:36 1.00 1.00 J 16:13 8:22 f 

l 5/30/13 Thu 8:02 
i 5/30/13 8:05 
' I 

5/30/13 16:18 i 
5/30/13 16:21 8:19 8:19 9:24 1.00 1.00 

5/31/13 Fri 11:17 
5/31 /13 11 :21 
5/31/13 17:03 

l 5/31/13 17:06 5:48 5:48 8:00 2.00 2.00 ! 
l 
i 6/3/13 Mon 8:36 ! 
t 6/3/13 8:40 
~ 

i 6/3/13 16:15 
{ 6/3/13 16:19 7:42 7:42 9:12 1.25 1.25 J 

6/4/13 Tue 8:16 i 
1 

6/4/13 8:20 
6/4/13 8:20 
6/4/13 17:19 
6/4/13 17:19 
6/4/13 17:22 9:06 9:06 9:12 

6/5/13 Wed 9:11 
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6/5/13 9:15 
6/5/13 16:36 
6/5/13 16:39 7:28 7:28 9:00 1.50 1.50 

6/6/13 Thu 8:05 
6/6/13 1604 7:59 7:59 9:12 1.00 1.00 

6/7/13 Fri 8:24 
6/7/13 8:28 

6/7/13 15:28 

617/13 15:32 7:08 7:08 8:24 1.25 1.25 

6/11/13 Tue 7:56 
6/11/13 8:00 
6/11/13 16:28 
6/11/13 16:31 8:35 8:35 8:36 

6/12/13 Wed 7:44 

6/12/13 16:38 8:53 8:53 8:24 (0.25) (0.25) 

6/13/13 Thu 8:01 

6/13/13 16:57 8:55 8:55 9:00 

6/14/13 Fri 8:30 
6/14/13 16:42 8:12 8:12 8:00 

6/17/13 Mon 8:01 

6/17/13 8:05 

6/17/13 15:17 

6/17/13 15:20 7:19 7:19 7 :12 

6/19/13 Wed 7:58 
6/19/13 15:23 7:24 7:24 7:24 

(b) (3 ) - P . L . 86- 36 1 
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6/21 /13 Fri 7:42 
6/21/13 15:31 7:49 7:49 8:00 

6/24/13 Mon 7:57 
6/24/13 14:09 6:12 6:12 11:00 4.75 4.75 

6/25/1 3 Tue 6:05 
6/25/13 6:08 {. 

l 6/25/13 16:47 ,. 
' , 6/25/13 16:50 10:45 10:45 7:00 (3.75) (3.75) f 
} 

6/26/13 Wed 8:35 ! 6/26/13 8:39 ; 

' 6/26/13 15:39 ) 

' 6/26/13 15:42 7:07 7:07 8 :00 0.75 0 .75 I 6/27/13 Thu 8:26 
6/27/13 8:30 

l 6/27/13 10:53 I • ' 6/27/13 10:57 
! 
i 6/27/13 11:40 

6/27/13 11:45 3:19 3:19 4:36 1.25 1.25 l 
i 

6/28/13 Fri 8:12 ! 
l 6/28/13 15:30 7:17 7:17 8:12 0.75 0.75 l 
f 

86- 36 1 
f (b) (3 ) - P . L . 
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Company billing 

conversions to minutes 

.20 of an hour = 12 mins 

.30 of an hour= 18 mins 

.40 of an hour= 24 mins 

.60 of an hour= 36 mins 

.70 of an hour= 42 mins 

.80 of an hour = 48 mins 

Occasions 

was ii') 

access for 

less t i~e 

than billed 

(b ) ( 3 ) - P . L . 86 - 36 
(b ) ( 6 ) 
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OccassionO 

I ~as,m 
a~ess tormore 

106 time than billed 
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,, 
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