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UNCLASSJ Fl ED11'FOR OFRCI,tL liS£ On-LY 

(U) OFFICE OF THE INSPECTOR GENERAL 

(U) Chartered by the NSA Director and by statute, the Office of the Inspector 
General conducts audits, investigations, inspections, and special studies. Its 
mission is to ensure the integrity, efficiency, and effectiveness of NSA operations, 
provide intelligence oversight, protect against fraud, waste, and mismanagement of 
resources by the Agency and its affiliates, and ensure that NSA activities comply 
with the law. The OIG also serves as an ombudsman, assisting NSA/CSS 
employees, civilian and military. 

(U) AUDITS 

(U) The audit function provides independent assessments of programs and 
organizations. Performance audits evaluate the effectiveness and efficiency of 
entities and programs and their internal controls. Financial audits determine the 
accuracy of the Agency's financial statements. All audits are conducted in 
accordance with standards established by the Comptroller General of the United 
States. 

(U) INVESTIGATIONS 

(U) The OIG administers a system for receiving complaints (including anonymous 
tips) about fraud, waste, and mismanagement. Investigations may be undertaken in 
response to those complaints, at the request of management, as the result of 
irregularities that surface during inspections and audits, or at the initiative of the 
Inspector General. 

(U) INTELLIGENCE OVERSIGHT 

(U) Intelligence oversight is designed to insure that Agency intelligence functions 
comply with federal law, executive orders, and DoD and NSA policies. The IO 
mission is grounded in Executive Order 12333, which .establishes broad principles 
under which IC components must accomplish their missions. 

(U) FIELD INSPECTIONS 

(U) Inspections are organizational reviews that assess the effectiveness and 
etliciency of Agency components. The Field Inspections Division also partners 
with Inspectors General of the Service Cryptologic Elements and other IC entities 
to jointly inspect consolidated cryptologic facilities. 

UNCLASSIFIED//Ft,tt BfflCtAL f1S£ 01',1L¥ 
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I. (U) SUMMARY 

, .. ,,, . , . 
.. " .. , 

IV-13-0019 

(b) (3 ) - P . L . 86- 36 
(b) ( 6) 

(U/,TOUO) On 18 September 2012 the NSA/CSS Office'of,tn~ Ipspector General (IG) received a 
referral from the NSA/CSS Information Syste:r:ns-bicident'Res inse Team (NISIRT) identifying 
potential computer misuse by a contractoi: affiliate. On 15 November 
2012 the OIG initiated an investigat-ion.of.._ ___ __.use ofNSA/CSS Information System 
(IS). . 

(U//FOUO 
that 

teponderance of the evidence collected during the investigation substantiates 
isused his unclassified NSA/CSS IS and unclassified Government telephone. 

se the NSA/CSS JS to perform tasks not authorized by the contract and for 
._co_mm __ un_1c_a..,t1ons of a commercial nature in violation of NSA/CSS Policies 6-4 and 6-6. 
Additionally,I lused the unclassified Government telephone system to make and 
receive calls not authorized by the contract and of a commercial nature, in violation of NSA/CSS 
Policy 6-4. 

or an1zat1on. 

I • • 

(U//fOUO~ A11
~ummary memorandum;'will be provid~ to I I I 

contracting offi~er, and the Office of ('.ieneral Counse,I (D25)_ for review AndJUlY action deemed 
appropriate. Ari1 information copy of the summary ll}'emonmdum will ~ provided to Contractor 
Clearances, ADS~CI; and Special Actions, ADS&CI. , , · , , · · · · · .. 

, , , .. 
' ' ' ' ' ' I . , , 

t , , , 

I 

_ (_b _) -( 3_) _ _ ...... P-.-L -. _ 8_6 ___ 3_6""'""f 
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(b) (3) - P . L . 86- 36 
(b) ( 6) 

' ' 
(U) Introduction'. 

II. (U) BACKGROUND 

1,.....,..,.,._,......,...--~~.:;:;..:.~~~::..i...:==~r affiliate witlJ.._ _____ _ 
L--~!""""!"--'!"'f"'"---,.---1 rganization. He is not ,working 

.._ __ _. ontract number._! __ __,, ___ _. 
I 

I 
I 

(U//t'OUG+The·NiSIRT reviewe~ ,~·nc!-~ssified U.S. Government &t;count for the 
period from 15 to 22 August-20!2. The NISIRT detected·possible misuse on the .unclassified 
account on 15, 16, 17, 20, 21, 22 A.ugu.st 2012. The NlSlRT provided their activhy report to the 

.. ... " ' I 

OIGonl8September2012. ·-- ._ _ ·:. : 
~ .. : \ ,' 

I 

(U) Applicable Authorities (b) (3) - P . L . 86-36 

(U//fOUO~ NSA/CSS Policy 6-4, "CONTRACTOR USE OF NSA/CSS INFORMATION 
SYSTEMS," revised 7 June 2007. 

(U/,'FOUO) NSA/CSS Policy 6-6, "USE Of UNCLASSIFIED lNFORMA TION SYST EMS 
SUCH AS THE INTERNET," revised 20 June 2012. 

(U) See Appendix A for the full text of the applicable authorities. 

2 
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Ill. (U) FINDINGS I (b) (3 ) - P . L . 86-36 1 

(U/11'01:fOl Di• la~ . ~ontrqci~mployee, mi>use hi> 
unclassified NSAICSS IS in. violation o NSAICSS Policies 6:-4 and 6-6? . . . . 
(UIIFOVO} CONCLUSION: S1;1bstantiated. The preponqerance of the evidence supports the 
conclusion tha4 !mi.~used his unclassified N_SAICSS IS ! ~sed the 
NSAICSS IS to perform ~asks not authorized by the contract and for communications of a 
commercial nature, in violation of NSAJCSS Policies' 6-4 and 6-6. · 

.. .. ' # 

(Uh'fi'0t10~ Di~ l~use h~ unclqssified Government telepho~e in violatwn of 
NSA/CSS Policy 6-41 · . . . . 

.. .... .... ',.," 1 

(UI/POt:J(:jj CONCLUSION: Subs!an'ti11ie~. The preponderance of the evi~ence su orts the 
conclusion that I lmisusea.h?s' ~nc/assified Government telephone, ____ ..,.used 
the Government telephone sy~1emJ9' receiye•rj//l_d make business related calls,', zn v!o atzon o 
NSAICSS Policy 6-4. . . · . . . : .. ·. . 

.. ...... :',_ ________ .., .. 

(U) Documentary Evidence ... 
• #, ,.' 

(b ) (3) - P . L . 86- 36 
(b ) (6) -

. . 
(U/rfOU~ NISIR,T Report. NISJRT pr~d~d· i~e OIG with an analysis of1 ...... ·,...._ __ _ 
activities on the ~!\classified NSA/C~S,--IS, ! : : : !was observed using the NSA/CSS IS to 
send business r.elated emails from n:rultiple personal accounts (Appendix B). · 

,r ; "', I I I 

# ; ; I I I t 

(U/iPOU6,'i>bone Records..·J-11~ OIG o.biaine'Ct:!he unclassified phone records fot the period 
from 1 January 2013 to 1.9-i~ly 2013 f94 ; !unclassified Government desk phone, 

I J , , ·: ~eceived'and made frequent calls related to his private business, 
I . )Appencl1x C). / ,: \ 

(Ujlf:OUO)_A-c~~unt Search. Tl)e. OIG co~pleted a review of files stored onl,------, 
unclassified NSA/CSS IS. TheOlG found;numerous personal and business related files in 

~ J ~ccount and_,'.'.~Ted on the !SAICSS network (Appendix D). 

. . 
(U) Testimonial E~ictence 

(U/,'fOU~~ On 19 Ju,Iy. 2013,._l ______ lwas interviewed and provided the foJlowing 
sworn testimony: . : 

(Uj . •estified that he is logged in all day to the unclassified network and 
perlorms work "pretty much all day" on both the classified and unclassified networks. 

LINCIAS~JI li.J)/<ff:" O.' J/C'AL HSl Ur.'l.X 
3 
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[=l .. 
L,, .. .. .. ·· ····; " ,· .. ··• " · · '., ·, 1t!•I i. · · •.· , · ,. ·J 2 

! J .. \ol...1 ;·~ .. -:.:., ~ ; t., JJ /1 ,i, I . J > .. (.¢1 • J:.,\,ll(Y. ti . Ji . • ) , Cl , t 
' f' " -\ \, ,. , . • • , , •, ·. IV-13-0019 

I ' 't •1 11 \ ', ' 

/ I z :: 11 \ 'i, ' ._ 

outinel checked nis;g,ove~ent ~pobs~~~i(R~a.gov) unclassified email 
account • ein~il account, )1nd

1
:ccc.½ssed ·v~ndor trainingl I CJ-..... ___ ,.._chcckee.fii~ l?·e~onall: : :: \ ·:. ~~ail accounts but:he 

wa~ una e:to-prp_v1de an es)'imaf~ ef ~ime s; ent •<m t 1-s non~contract related acti vit as 
the activit ' was s react t-hnfo ho,ut toe -d· ' 

dmitted the business 
.....,re~at~e""·"""a"""c":"'t1"."'v1-.ty~ o--n""""o"."'v-et+nm'""."'."e ... nt~, r~e"""s~pw:--c~e-s ~~e-i"'c .,.u-rr~e!"'!r"-o!"v""'_e ... r-::th~e~·:t:'."1ast 4 years ( the peri~d of 
,iimeJ ' I : : : • ', -\{'!€d _i~· ~toring personal ~d 

: bu$iness related hies on the·unclas.sHied niitwo · ut was'J,.mab1e l04 'P'QVide estimates on 
,: t~e number of file~ stoi~~-o_n.,llie-~~-v-ernn1~~t sy~-:tem. ·.. · · >. (b) ( 3 ) _ p . L. 86-36 

I # # "' ., .,_ ,. '"' I I I I I I I 1 ' 

,: .... (U)I ~~pi;ined that when a cu~tom~r ~-vould cali•the r----+i---..------
,': hlisir¢ss phone number. · : · : : : · that the 'call was 

:::,_.....-:forwarded to his NSA unclassifiel:i ;Government p one number, ·. 
------...- · · · 1 ~laimed that the numlkr ofl : ; ~all~ were a out si~ calls in a 

(bl ( 
3

) - ___ ___ _)~~~ mo.nili .period. I · · ~.urther s~ated:"so if there are lJ}ore than just s.ix calls, I 
~b~ (6~

6
-

36 
have no~iaeano\v many.~;1 : = ~es~ifie~ he did not recei'~e the._! ______ _. 
calls daily. , , : , , . 

l't.:------ ' ' ' ' . 
I\ :'• .. : ., .... '" "' : ,. - ., ., '" • ,.. I f I I I I 

·:-/::1:4)-Acc~raiog ts.: l'le;bills 8 h:ours:per day for a 40 hoµr week per his 
·. ', 'ca~~t terms, , estified that i•there is no time not being billed," an 

0

',.'•~d1~ii'~~i~:6}~~t, t e-tu1!~_syent o~[ : fwas billed to the.Government 
. contract. ·. -:·-.. , - - _ : • ; · 

I ", ', ', ', ,:,,,, I .. , ... .,: I \ 

(U//.FO.~S).0~ '2? -A:~g~~;:3~ 2013 ! · : : lwas again interview~d to clarify the 
extent in·,whi~h h~ ~as "r-1.!n~i~gJ : : ~sin~ Government resources. He provided the 
following'sw01:n testimony,!. ·.. - • >•.. · 

I ' t .. ' .. ' "',, I I 

(Ul ·. ~c:stifi~ci-~~ ~a~-~~~\\-are of t~e Agency policy relating i9 outside 
busm\!sses. Smce'the last int$:;rvi~,I - - .' - .. : t eviewed the policy and.realized that, 
as a contractor, he was.not allowed to.use OGy~mment resources for persobal or private 
busines~ reasons/I :: t ead_ily a:drpittell tc,the misuse and offered r~stitution in 
the form•,of his yacat1on t1me:fie has ac_cruea-.l : · -_ lassisted the OIG ·~n 
determini'ng whkh phone numbers were.work ttdated and which hone numb,ers were 
contract rel,ated in the OIG analysis of th~ pl;i.o~e ~ec.ords. ~~_,,"""'"_,...estified that he 
no longer pt;r~ormsl lbusiness:.related·ae:t1v1tles W 1lling a•, 
Government' ·zontract or using Government regpur~es. . · .. 

(U) Analysis and eonclusions 

(U/it-WC) NISI~T De~'ection. NlSIRT reported to t~e OIG that! , ~P1ieared to·,be 
runninJ !business named! I In his testimony, I ·. ! 
stated that he had used the NSA/CSS ISs (computer and telephone) to support his personal ', 
business since 2009,. I testified that much of his business activity related to.,.1------. 
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(b) (3) - P . L . 86-36 
(b) ( 6) 

I) ,\• : · 1 ·\ (_' :~,· J Ji { ')111/) . ~ ; · ; . ; ~ , . l 11 ! f.f . 1 { f)j\' !. )< .. ....... ,:, 
. . :::;:; : IV-13-0019 

.-;:-:-:·lt:.: 
..__ __ lwas completed during the day while he was WO!ki~g I~ 1-is~ -~P~;; 11',,hing a 
Goyemment contract and using the unclassified G_ove-ri;unen! IS: . , · .,/:::/ ::: ' ., - .. ... ... .. .. ., , ., ~,, ,'? , ' ' 

(Ui/t'OUO' Telephone Records.I ·. ~1ai~~d' iha~ .th~I .t >:/' ,: :': kelephone calls consisted of approximately six calls in .a tlfree month period. Thc(.8JG:'Rllalys~s of the telephone 
records showed th· r the perios.Lfrc>m l Ja,mlary to J,9 ·July ip{f lhi~e we;r~ e. total of 
1 P8.___.,...-___ _.comg1etcial callsJor'warded to Governn;ent telephone, 
9.~ more t an an aver~ge·of the tw?,cc!lls each !Rbnt!l,as c ~i-~e~-~ ....., __ ""T"'_...in his initial 
interview with th,e,O1G. The OJG analysis pfthe·tele hone'reeor-ds s owe t at on 18 January 
2.01 3 therc ,weie seven cal_ls ·from the "--"---.-~-,-...,;,~~~ice forw;r~ing system to I Lnclas§ifi~ ~ove~-~~11 _P. 9ne. 13, there ~e~e four calls from I .. . · · Jvo,ce fqiiw~.di.ng s ste uncl~ss1fied Government hone'. Ad<iitienall d ·n · • · · eriod. :: :. ryiade 100 out~oi.hg phone calls to 

usines!i associate.with a high of six:on 31 January 2013 . . ~:::::.:.:.:....,._ s_o_m __ ...,.._-r._ """•ca""'ff"'s~t-o,---.--~-,. ,tfsinj!~s, I I 
t , ,' ,',,,' ,, .. ,', ,ti'~#,,••• I I 

: (U,'/ffil)~.D.btu.;.e~t .Storage~ The Ol_G-r~vitM'-bfili~· files revealed nlmierous personal and 
: ,bll;ines~-reratec;ifolders an_d.files-being~stbred O)l'the:~hclassified Govemnient network. Some of : :, -u;tf.d?'~~s'.reviewed were store~ 'o.n' the q¥e~ent system for ye~s-; The use of a 

•~~em11)eht IS to store personal !ll19' business- rel~ted documents is not au.thorized by ~ I l contract. _: _: .-:: _:.: ,: : 

.~--{-!JNFO_l]O) Although! ·.-. lwas,b~~ b~l1.ih~ to an NSA contract, h~ was billing to a ·.. . Go~enµnent contract. j lv.;qs' wor.kj-ng in NSA spaces and ;ts required to follow 
·, NSA/CSS-pqlicies. By policy, -a.co~ttactor!~,use ofNSA/CSS IS for pei.sonal use is extremely 
, limited. NSAi'CS~ Policy 6-4 allo."1s.ccintracter. u~t: ofNSA/CSS IS'only for brief, infrequent 
· .. personal communication_s in very,·speci~J.C ,shuations. · 1b~-docun:)~I!~ ,and testimonial evidence •. clearly demonstrates that I ~ hlsed his unclassified NSA/QSS 1.S·in-ord~r to conduct 
·.activities not authorized by co~-~<factivities of a commercial,natwe. Thel I related activity is in direct viQlation,of.lhe_prohibition against comtnunfoations in support of 
contractor employee's pers(?lial builness activity. Not only didl luse fail to comply 
~ith NSA/CSS Policy 6-4, f : I also failed ·to_ ~emonstrat~ good judgment and common sense as defined in NSA/CSS Poliiy 6-6. · · . · t , I '" I 

c0//l'OU9, Additionali~, I . lfailcd to comply with Ns,)Jcs~ Policy 6-4 when he used 
th~ unclassified Go"'.ernment telephone for business use. His use of the uncjassified Government telephone was to further his personal business activities and out.side the scope"an<! purpose of the 
co~tract. The NSA/CSS policy allows for brief, infrequent communications to deal"wit,h urgent 
matters. I luse was not brief or infrequent. I lwas running hi~ I I !business using the unclassified Government telephone. 

5 
U:\.'U .A::iSIJ· Jfl),5'! tJ!< l)ff td,H ff.it lJNl. I 
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IV. (U) RESPONSE TO TENTATIVE CONCLUSION 

(U//f 0:011 !was provided the tentative conclusions on 17 January 2014. 
! !respom:i~d to the tentative conclusion stating: 

- -
I ~ck.nowledge 'y.our tentative conclusion and emphasize to my best effort no activity has 
transpifoQ which 'c,ould be construed as inappropriate in 6 months. 

- ' 

(U//fOl?JO) The conclu~iop ~f.!his investigation remains unchanged. 
- ' 

' - ' " '•·---------
(b) (3) - P . L . 86- 36 
(b) ( 6) 

6 
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V. (U) CONCLUSION 

(U/J'P6U9) The preponderance of the evidence sup,orts the conclusion thatl J 
misused his unclassified NSA/CSS IS. ! used the NSA/CSS IS to peqorrn fas s not 
authorized by the contract and for comrnurucattons of a commercial nature, in vi$'.>lation of 
NSA/CSS Policies 6-4 and 6-6. Additionally~ lused the unclassifi~d Government 
telephone system to make and receive person'.busmess related calls not authqrized by the 
contract and for communications of a commercial nature in violation of NSNCSS policy 6-4. . . . . 

(b} (3) - P . L . 86-36 
(b} ( 6) 

UivCI :1SSIJ·JUJ.-(l rt VI! !J r/ JC} 'tL. U:.'.C 0.'JU< 
7 
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VI. (U) DISTRIBUTION OF RESULTS 

~ 
(U//F'elU&1 A summary memorandum will be provided to! I ! 
contracting officer, and the Office of General Counsel (D25) for review and any aqion deemed 
appropriate. An information copy of the summary memorandum will be provided tp Contractor 
Clearances, ADS&CI; and Special Actions, ADS&Cl. 

Concurred by: 

;:)emor mvesugm:~r 

I (b) (3) - P . L . 86-36 1 

~L...----___.11 
Deputy Assistant Inspector General 

For Investigations 

8 
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Appendix A 

(U) Applicable Authorities 

l l :VCLi\ ~SJI IL I );/FOii U{ h'Ci, tL USC O\'l .Y 
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(U//l'OU~NSAJCSS Policy 6-4, "CONTRACTOR USE OF NSAJCSS INFORMATION 
SYSTEMS," revised 7 June 2007: 

I . (U) Contractor!:> shall use NSAJCSS ISs only to perform tasks that are authorized by 
contract, approved by the Contracting Officer, or permitted by this policy. 

4. (U) Contractors shall not make personal use of NSA/CSS ISs except for brief, 
infrequent communications to take care of unavoidable personal matters ( e.g., contacting 
a spouse, dependent, or individual responsible for a dependent' s care; scheduling a 
physician's appointment or car maintenance; etc.). This limited exception to the personal 
use prohibition applies only when: 

a. (U) The communication could not have reasonably been made at 
another time (e.g., the physician is only available during working hours); 

b. (U) The communication does not adversely affect the Agency mission 
or reflect poorly on the Agency; 

c. (U) The communication does not result in other than minimal expense 
to the Government (e.g., the call is local, toll-free, or charged to a personal 
telephone calling card); 

d. (U) Time spent using the NSAJCSS IS for personal use is not billed to 
the contract; and 

e. (U) The personal communication is of a non-commercial nature. This 
exception does not permit the use of NSA/CSS ISs in conjunction with a 
contractor employee' s personal business activity. 

10. (U) Contractor management may request that an exception be made to a provision of 
this policy unless: 

a. (U) The exception requested requires NSA/CSS to establish new contractor 
connectivity with, or access to, NSA/CSS lSs, the installation or modification of 
hardware or software, or support from the NSA/CSS Information Technology 
Support Center (ITSC). 

b. (U) The exception requested would allow contractors to use NSAJCSS JSs for 
general business purposes ( e.g., to send and receive corporate newsletters, to 
announce company events such as picnics and retirement ceremonies, to 
announce job opportunities, etc.). 

11. (U) Requests for exception from this policy not ruled out by paragraph IO above shall 
be submitted in writing to the NSAJCSS Contracting Officer or Contracting Officer's 
Representative, by contractor management. Requests made by individual contractor 
employees directly will not be considered. 

10 
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13. (U) Before determining that an exception is in the best interest of NSA/CSS, 
NSNCSS personnel responsible for exception decisions will consider whether the 
proposed exception would: 

a. (U) Be legal. 
b. (U) Affect the Agency' s mission negatively. 
c. (U) Have a significant impact on Agency IT resources, including network 
bandwidth or data storage. 
d. (U) Reflect poorly on the Agency. 
e. (U) Involve more than minimal cost to the Agency. 
f. (U) Violate operational security (OPSEC) principles. 

(U/l'f'OU0-) NSA/CSS Policy 6-6, "USE OF UNCLASSIFIED INFORMATION SYSTEMS 
SUCH AS THE INTERNET," revised 20 June 2012: 

25. (U) All Users shall: 

n. (U) Use good judgment and common sense when accessing and/or 
communicating on unclassified ISs; 

U,\..Cl -~ '-.~if il }\(<I ' IC ' < · ' f fC.t. H USL U.'t't.Y 
11 
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Appendix B 

(U) NISIRT Report 
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The NJSIRT report 

Edits were made for readability purposes 

~ 08/15/2012 10:16:02 /''• '"I 
I I 

# ', ,' I ... ' . . . , , 
' , . . . , 

, . 
08/15/2012 10:26:39 

I I 
08/15/2012 13:05:55 

I I 
08/15/2012 14:32:12 

I ' 
08/15/2012 15:02:38 

l.J :"VCLA'-.SJJ iU.i1/t <J}( <Jff.'C'. iJ Uf , . OH Y 
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08/15/2012 15:03:15 

oe,,s,r,2 15:09:29 

08/16/2012 09:40:06 

08/16/2012 10:42:20 

08/16/2012 11:06:27 

08/16/2012 11: 12:49 

, . . 

Ui\!CJ.ASS./IH_p/// uh 1. JFI ll. iAl. U5f.· t .l , '01 . l 
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08/16/2012 11:17:12 

08/16/2012 12:47:25 

I I 
·--- ... __ · .. 

-----. -. --..... --.. -. -:::.-.<.-~ 
(b) ( 6 ) 

08/16/2012 12:51:41 
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REPORT OF FINDINGS 
Unclassified account search 

JV-13-0019 

. ' 

lV-13-0019 

A review was completed o4 ' . !private files stored on the unclassified 
network. There were numerous fiks found in the network relating to his 
personal life and his outside business., 

Main folder path: I 
520 MB, 620 files, ~158l!!"B"'lf~o~ld~e~rs=---------------

Subfolder \marketing 
287 files and 79 subfolders 160 MB ar data 
All dealing with! __ _ 

1. Branding · · -~ 
2. Email campaign ~ 
3. Html 
4. Postcard 
5. Reseller 

Subfolder \ marketing\ postcards 
6 files with examples of other bu&iness postcards 

Subfolder \negotiating 
19 files 3 subfolders 657 KB , · 

Subfolder \personal\ tax,,· 
53 files 8 subfolders 40. 9MB 
2008 Federal and state·personal taxes 
Tax letters ' 

Subfolder\person'al\corp 
86 files 19 subfolders 232MB 

I ~onation letter, MD use and sale, writing for 
business 
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