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(U) OFFICE OF THE INSPECTOR GENERAL 

(U) Chartered by the NSA Director and by statute, the Office of the Inspector 

General conducts audits, investigations, inspections, and special studies. Its 

mission is to ensure the integrity, efficiency, and effectiveness of NSA operations, 

provide intelligence oversight, protect against fraud, waste, and mismanagement of 

resources by the Agency and its affiliates, and ensure that NSA activities comply 

with the law. The OIG also serves as an ombudsman, assisting NSA/CSS 

employees, civilian and military. 

(U) AUDITS 

(U) The audit function provides independent assessments of programs and 

organizations. Performance audits evaluate the effectiveness and efficiency of 

entities and programs and their internal controls. Financial audits determine the 

accuracy of the Agency's financial statements. All audits are conducted in 

accordance with standards established by the Comptroller General of the United 

States. 

(U) INVESTIGATIONS 

(U) The OIG administers a system for receiving complaints (including anonymous 

tips) about fraud, waste, and mismanagement. Investigations may be undertaken in 

response to those complaints, at the request of management, as the result of 

irregularities that surface during inspections and audits, or at the initiative of the 

Inspector General. 

(U) INTELLIGENCE OVERSIGHT 

(U) Intelligence oversight is designed to insure that Agency intelligence functions 

comply with federal law, executive orders, and DoD and NSA policies. The IO 

mission is grounded in Executive Order 12333, which establishes broad principles 

under which IC components must accomplish their missions. 

(U) FIELD INSPECTIONS 

(U) Inspections are organizational reviews that assess the effectiveness and 

efficiency of Agency components. The Field Inspections Division also partners 

with Inspectors General of the Service Cryptologic Elements and other IC entities 

to jointly inspect consolidated cryptologic facilities. 

UNCLASSIFIED//fOff 01'/'JCb\L tlSt ONtr 
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I. (U) SUMMARY 
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(b} ( 3 ) - P . L . 86-36 
(b) ( 6 ) 

.. ..... ;-.- ' 
(U//ffiU~ On 10 October 2012, the JG received i}.referral·from ih~ ... ~A/CSS Information 
Systems Incident Response T~~-CNISIRTJ, "ide~tifying potenti,al~mputer misuse by an;NSA 
contractor. On l~J>lovember 2012, the IG opened an inv)'>'ri!'.ation onr ; ! I raii lcontractor working und~rci>n~.act numbe( : : 
alleging the misuse of an NSA Information S~§tet6 (IS),and U.S. Govell]ment re$ources ~n 
September and Octooer 2012. The ~repo.ncteiance _of ihe evidence colle~ted durihg the ; 
investigation substanti~ted thatl . · · lm_isused his IS and U.S. G6vernm~nt resouri::es to 
access adult oriented m-aterial, to-stream ml}si'c and to view non-work related videos in violation 
of NSA/CSS Policies 6-o ~d-6-4. ·. ; ; ' . . # \ # 

I 

(Uli'l'OUO~ .. ---'---1-was also·f~volved in a prior OIG misuse ca~e. In 2q·o6J I 
was detected accessing adult.oriented material on the internet. The 910 wrote a summary report 
of investigation, dated ~ M~y 2006, and provided that report to! ~ land the Associate 
Director for Security ahd ~o~nterintelligence (ADS&CI). Due to the $econ.cl detection, the OIG 
suspendedl t-Jnc1~ssified internet account and acces~: ; .: . . . 
(U//t-eU~ Finally, during the ~ourse of the investigation,I ~ 9nfessed to having 
committed security vio)ations in\<olving computer hardware m April ~013 (See Section III, 
Interview). This matter is referrecl to ADS&CI for action as appropri~te.: . . . 

. ' 
'' .. ,, 
,, 
,, 

' ' · .. ,-(_b _) -( 3- )- -- P-. -L-. _8_6 ___ 3_6-,1 

Personnel Privileged Information 
l/ ,\j(J.1\~SJl- / f;J),1?J (}P ()JTIC:!il t::131.' 0 ,\.1. r 
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II. (U) BACKGROUND 

I (b) ( 3) - P . L . 

• (b) ( 6 ) 
86-36 1 I (b) (3) - P . L . 86- 36 1 

(U) Introduction . , .. 
, 

' 
I 
I 
.J • • 

.. .. ,' 
,• 

(U//~)1 , Ii~ a-coritr~~t~r affiliate wit~...... lworki~g 

under contract ~~mberl I · . 

. , . , . . 

. . ' 

(UiiF'CUffl NSNCSS Information Systems Incident Response Team (Nl~IRT) reviewed 
I lunclassified U.S. Government accounts from 20 September,2012 to 4 October 
2012. NlSIRT detected misuse on the unclassified account 20 - 21 September 2012, 24:_ 28 
September 2012 and 1 - 4 October 2012. The NISIRT assigned tracking nµ~bed~~--:--• --1~0 

this violation. NISIRT provided the activity report to the Office of the Inspector General on 
10 October 2012. 

(U//POU~ This is the second computer misuse offense committed bv I ·. ! He was 
previously found to have violated NSA/CSS 6-4 and 6-6 in 2006. The OIG summary report can 
be found at attachment I. Due to the second detection, the OIG suspended! ! 
Unclassified internet account and access. 

(U) Applicable Authorities 

(U/WOUC,,) NSA/CSS Policy 6-6, "USE OF UNCLASSIFIED INFORMATION SYSTEMS 
SUCH AS THE INTERNET," revised 20 June 2012: 

25. (U) All Users shall: 

[ .... ] 

n. (U) Use good judgment and common sense when accessing and/or 
communicating on unclassified ISs; 

[ ... . ) 

i / .\ ; t" J '1 ; · 11 ·1 ·--1 ) / Ir" . I I I () ' .. 'CI ' , t. , ' () , if ' • . , . ,, ,~., r . l/17 ( ; .. , I J f ; I L- i ~JL 1ti . J 
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(U//ffiU~ NSA/CSS Policy 6-4, "CONTRACTOR USE OF NSA/CSS INFORMATION 
SYSTEMS," revised 7 June 2007: 

I. (U) Contractors shall use NSA/CSS ISs only to perfonn tasks that are authorized by 
contract, approved by the Contracting Officer, or pennitted by this policy. 

4. (U) Contractors shall not make personal use of NSA/CSS ISs except for brief, 
infrequent communications to take care of unavoidable personal matters (e.g., contacting 
a spouse, dependent, or individual responsible for a dependent's care; scheduling a 
physician's appointment or car maintenance; etc.). This limited exception to the personal 
use prohibition applies only when: 

a. (U) The communication could not have reasonably been made at 
another time (e.g., the physician is only available during working hours); 

b. (U) The communication does not adversely affect the Agency mission 
or reflect poorly on the Agency; 

c. (U) The communication does not result in other than minimal expense 
to the Government (e.g., the call is local, toll-free, or charged to a personal 
telephone calling card); 

d. (U) Time spent using the NSA/CSS IS for personal use is not billed to 
the contract; and 

e. (U) The personal communication is of a non-commercial nature. This 
exception does not permit the use of NSA/CSS ISs in conjunction with a 
contractor employee's personal business activity. 

UNCl. ASSl f/ f l)//fDJ{ Of."ICML t:I H d ,QL r 
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Ill. (U) FINDINGS 

(U//Ft)~ Didi Ian! ~ontractorr7 misuse his 
Agency IS and U.S. Governm.ent resources in violation of_the NSAICSS P"or;ats 6-6 and 6-4? 

' . . 
(U//~) CONCLUSION: Substantiated. The preponderance of the evidence 
supports the conclusion tha~ imisused his Agency IS and U.S. 
Government resourcesJ jused the Government.resourc~ to access adult 
orientation material, to•stream media and to view non-work 'related -videos in 
violation of NSA/CSS policiis 6-6 and 6-4. · · ; .. 

______ ______ __.__ __ ..:...... _ _ _______ _.] (b) ( 3 ) - P . L . 8 6 - 36 I 
(U) Evidence: NISIRT A,-alysls ... 

(Uh'fOUQ.) NISIRT provi'ded the OIG with an anal ,' : ' activ,ities on the 
unclassified NSA/CSS lf1formation System (IS) ....... --__ ..,.was observed at:cessing 
adult oriented material, :s,trearning mepia and W!lt.ehing rton-~r~ related videos. The full 
NISIRT report can be found at attachtnent.,2-,·· .. . , ·, : : : 

--------11 :~: :~: -~. L . 86- 36 r••• . . 
(U) Interview · ,:: . ;'- . 

(U/ifOUQ.) On 14 Ma'~ io 13, the 01~\1{~rview~~ .. ,: . :· ,.' !admitted 
to performing non-work:related activi(le!t on the unclissified network for 2'hours per 
wo~k~ay f~r the last,5 y~~s- 1 , · : ·.,ad~itted 1~ conduc~in~ inappropriate i~temet 
acl!v1ty to mclude a~cessmg spoi;t news, music and.personal emails. He also admitted to 
performing searches for ~dult 9'iiented:material. ~ has recei+e~ j 
blocking him from."pomQgn;phy websi~es an'd adl}'litted that h~ would contmue to try 
other sites. I l~dmitted that:he kne~ t,hat his activity is against policy. 

, 1 f I 

(U//~) During q~~t~oningJ fr~itially stated he had no prior security 
incidents but later admitted to havin le incidents the month prior. The security 

involved 

(U,'/l'OU~ Forensic evidence combined withi ~estimony supports the 
allegation that he misused his Agency IS and U.S. Government resources. 

4 
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IV.(U) RESPONSE TO TENTATIVE CONCLUSION 

(U//fflt;,01 lwas provided the tentative conclusions on 4 June 2013. 1 responded to the ten~tive conclusion stating: .,__ ___ _ 

" I agree." 

(U//l'OUO' The conclusion·of this investigation remains unchanged. 

(b) (3 ) - P . L . 86-36 
(b) ( 6 ) 

l1 ,\C/ . .'\ 5Slf Jf-.lJ// /'(11? (II nn,H. f::ISf ONL.)' 
5 
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V. (U) CONCLUSION 

(U/tfOU~ The preponderance of the evidence supports the conclusion that 
! tnisused his unclassified Agency IS and U.S. Government resources for 

approximat_ely two hours each workday from 2007-2012, in violation of NSA/CSS 
Policies 6-6 and 6-4. 

(b) (3 ) - P . L . 86-36 
(b) ( 6 ) 

6 
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VI. (U) DISTRIBUTION OF RESULTS 

(U/iT'l'.5U81 A copy of this report of investigation will be maintained in the case file. 
A summary memorandum will be provided to the Maryland Procurement Office, 
Contractor Clearances, ADS&Cl and Special Actions, ADS&CI for review and any 
action deemed appropriate. 

Deputy Assistant Inspector G~neral 
For Investigations '' ---------, 

(b) (3 ) - P . L . 86- 36 1 

U ·\ 1(··1 '\ ·, I f Jf:·1·,, i1t · ll/ B •·r 1 " f tt , .. . . · ~ - ' · _ / / J. (s11 l ll 6~ Q .. ,,r. (JJ\ 'LY 
7 
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Attachment 1 

OIG report 

8 
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omcE OF THE INSPECTOR GENERAL 
NATIONAL SECURITY AGENCY 
CENTRAL SECURITY SERVICE 

To: Chief, D 14 

Date: 5 May 2006 

From: 
AI1._ _____ 1- ----- -- -----------, I (b) ( 3 ) - P . L . 86- 36 1 Subject: Computer Mis use 

File No: 1---------
L-------

Precedence: Routine 

..... - ....... - - .... . '' 
#I 11 \ 

,, 
,, ' 

Purpose: (U) To provide a summary report of inv.e~tigati~n ana to refer t~is matter to S.'pecial 
Actions in the Associate Directorate ~or Security and tounteri~elligence (AJ.')S & Cl) for 
review and any action deemed apprqpriate. ~ ~OpY of'this men)orandum will be 
forwarded to the Director of Hum~J1 Resour<:Cs~ I 

Details: 

I. (U) Background: 

(b) (3) :'- P . L . 86-36 
(b) ( 6)' 

(U,'ifeuet lis ah.NSA c~ntract~r ahlliat~ ·assi ned t: 
Routine monitoring of the NSA/CSS unc;lassified n~twork;'det~cted·::::::::::"'a_c_c_ou-n~t-a-cc_e_s_s1,..n_g....1 
adult-oriented material on unclassified ,hltemet weq page~. T~e activity was ini~ially detected on I 0 
January 2006. On at least one other occasion 13 J , similar activitY, was detected on his 
account. Computer Logs revealed t~at · was lo ed-in arthe f es the 
inappropriate activity was detecte4: L..--------i----------~--
(U//~) NSA/CSS Computar· SecurityNirus Incide~t Report (CSIR)r !was issued 6 
February 2006. The tracking,n'umber for this yjolatjgp was assie,ed to the NSA/CSS Information 
Security Incident Response ]earn (NISIRT~L.. ________ _ 

II. (U) Issue(s): 

(U/~ Didi !misuse his Agency computer and unclassified Internet account by 
mtent1onally accessing adult-oriented web sites? 

l./1\ 'Cl. ASS}fJf:l)/Jf'ON (){j' ,'CMI.. use OJ'IJL)' 
9 
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Ill. (U) Applicable St.andard(s): 

(U) NSA/CSS Policy 6-6, "USE OF UNCLASSIFIED INFORMATION SYSTEMS SUCH AS THE 

INTERNET," Responsibilities Section: 

25. (U) All Users shall: 

e. (U) Report to the SHO or the Office of Inspector General (OIG), any potential or actual 

abuses ofNSA/CSS-sponsored accounts on unclassified ISs as soon as 

they become aware of any known or suspected problem; 

h. (U) Report all cases of misdirected web page access to inappropriate web sites to the 

SHO immediately, and to the appropriate ISSO or ISSPM for the 

particular Internet host; 

n. ( U) Use good judgment and common sense when accessing and/or communicating on 

unclassified lSs; 

(U) NSA/CSS Policy 6-4, "CONTRACTOR USE OF GOVERNMENT INFORMATION 

SYSTEMS," Policy Section: 

3. (U) Personal use of Government ISs by contractor personnel is prohibited except for brief, 

infrequent communications to take care of unavoidable personal matters ( e.g., contacting a 

spouse, dependent, or individual responsible for their care; scheduling a physician's appointment 

or car maintenance; etc.). This limited exception to the personal use prohibition applies only 

when 

a. the communication could not have reasonably been made at another time 

(e.g., the physician is only available during working hours), 

b. the communication does not adversely affect the Agency mission or 

reflect poorly on the Agency, 

c. the communication does not result in other than minimal expense to the 

Government (e.g., the call is local, toll-free, or charged to a personal 

telephone calling card), 

d. time spent using the Government IS for personal use is not billed to the 

contract, and 

e. the communication is of a non-commercial nature. 

(U) This exception does not permit any personal commercial use of Government ISs (e.g., use in 

conjunction with a contractor employee's personal business activity for financial or other gain). 

10 
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(UjL-____ _.knternet Account User Agreement, dated 05 January 2000 · Version 9: 

(U) .Th~ use ~f IL-_________ I resources constitutes your consent to m9i:1Jlormgs - · 

(bl (3) - P . L . 86-36 

......... -

r 
•• (U/~ This I 

.. I ________________ --JI Conduct business accordingly. 

(U) YOU are accowit.able for the proper use and protection of YOUR account. 

(U) Violation of the tenns of this agreement may result in loss of access and/or other disciplinary action .. .. 

IV. (U) Investigative Activity: 

A. (U) NISIRT Forensic Analysis 

I ( /f8.Ui) A NISIRT Network Analyst provided the 0IG with an analysis of activities onO Internet account. The following is an 0IG summary of that analysis. : 

(Uflffi~~ qn IO January 2006, the usel loerformed a Goog~~ ~~~r~b fort f I I The user then accessed several _a~~lt:Qr~ed websites •incluafng graphic images and : . · ·videos. The user ~cessec4 scveraracfult-oriented bsit whi ' 

B. (U//P81J~ Notification to Subject~ 
L.. --.:.:_-_~.:_-_-___ _ 

(U/tt-{9~Q.) On 14 February 2006, the 0IG sent! ~n email stating that his account ' was detected accessing adult-oriented material, and he.. w~s.P.royided the links to the relevant policies and 0IG Exec message to review. I lw~s:r.e4uired to respond to this email, and affirm his intention to adhere to the applicable po!icie.s tn :d}~.future. Later that day, he 
responded, stating: "Good morning, I have reviewed the poUcy: t~ and will definitely adhere to : them in the present and the future." · ~, ' 

(b) (3) - P . L . 86- 36 V. (U) Analysis and Conclusion: (b ) ( 6 l 
........... --(U/11-E?' ICJ,l.forensic evidence indicates that •. - - - · "rs6selhi~ Agency computer ~d his unclassified Internet account . ..,_ _____ at ed to exercise good judgment in his usage of the NSA 

unclassified system, and therefore violated NSAICSS Policy 6-6. Furthermore~ !violated 

11 U \:Cl l\',~JI-IFI>111·o« ' ' f' 'C' 1f t 1 - F < , • · --. - 'II• _ f ii , t.\ · -4 . 4, l/ i '\I . ) 
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NSA/CSS Policy 6-4 in that his personal re of G:vemment information systems reflects poorly on the 
Agency. Finally, by virtue of his misuse,_ _ lviolated his NSA User Agreement. 

VI. (U) Recommendatioo(s): 

(U//'FOUQ.) In accordance with the above, this case shou ld' b~ closed and this summary memorandum 
provided to Special Actions in ADS & Cl for review, and any iu:tion deemed appropriate. A copy of this 
memorandum will a lso be provided to the Director of Human Re·SQ~rces, Eagle Alliance. 

cc: 1-1------1 
I - ADS &C1-,0234) 
I -OGC(D23~·-. 
I ~ : f A~~n Resources) 

. . 

(b) (3) - P . L . 86-36 
(b) ( 6) 

. . 
* (Ui7110t18) This repor..tJs property of NSA and may not be disseminated further without specific 
approval of NSA Office of 'G(!nel'lll Counsel (OGC). Furthermore, the information in this report 
cannot be used in affidavits, coart _prt>i!!ediogs, subpoenas, or for other legal or judicial pur,oses I 
without the prior approval of the NSA. OGC. You should contact the NSA OGC directly at 
I lfqi: ~~proval to use this informal~. 1{1 any legal proceeding. . . 

· ·------- .... __ ·.·.· .... _. _.·· 
- .. - - ..... 

. . : •1 (b) ( 3) - P . L . 8 6-3 6 

12 
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NISIRT report 
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Excerpts from the NISIRT report 

User was observed going to web sites of a sexual nature and trying to access porn sites. 
He was also streaming music and going to! !video site. A small sample of activity 
and sites accessed is listed below. This user has-~ very low volume of traffic on his 
classified account during this time while his traffic ,was high on the unclassified 
network. · 

URLs accessed or attempted: 

2012/09/2011:42AM 
················~ 

,..
1 

2 __ 0_.,12.,./...,0_.9 /_2_1_07_:4_3_A_M ______ ,.. ___ •.. _· _· _· _-:· :);~ 
... _____________ ___,11 ... • 0 

0 

0 

• • : •:• ~"',,'',I 

r-20_1_2_/0_9_/_24_ 11_:4_4_A_M __ ....,;,. ___ ·_· ~:. ~. • _·_·.·:::: ~/:/./ 

-' -----------..... ___ ._._· ..... ,- .. ---- ... /:·,.:,: :::· 
, , , , ' , f 

~; I I 
, I I I 

, I ; I I I 

, . . 2012/09/2412:37PM 

,'. , , , . 
r--2_01_2_1_09..:../_2s_ o_7_:4_BA_M----:·:....· _· -~--... ,' : 
__________ ..;.... ___ .;.,1,J:' 

, . , . , , 
2012/09/26 07:59AM. • _________ __;_ _ _,JI _: _: 

2012/09/27 02:07PM 
,, , 

,, , 
; ,, , 

2012/09/28 7:28AM /,, : • 
I .-, ,. 

I 

1

2012/09/28 09:26ANi _:; ·: 

2012/10/01 08:18AM' 

2012/10/01 02:lCJPM 

,, , 

. ' 
• I 

U ;\ 't ·1 ., '-S J! 1r n /,,1 Pt ' n, /'.'('.' if Ufil . o>Irx 
14 
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2012/10/01 08:16AM 

a·-___ 1L2_0_12_;_10_;_02_0_7_:0-2A_M ___________ _ 
l .. -.. - ...... __ 

·~.; . .:':<·:.· 2oi2-~ib7021:;S(MM. .. . 1 : · ...... : : : / . . . . ..... 
· .. ··:-.WJ2/10t00.10:15A_M 

\ :, .. .. , '.. t . I . • • . 
t C 

1- ---- -- --, ' ' .. .. .. ' .. .. .. .. 
' ' ' .. .. 

. . 
2012/10/0412:2QPM ·, ·• I . . . . . . 

' ' ', 

2012110104 Hi3~A M I · . . 
2012/10/04 11:35AM 

2012/10/04 11:22AM 

U ·\JCL.4. ~511/l:,l)/<f'OI? OflJCf.1.L ti.St t);Qtr 
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