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Misuse of Government Resources 

IV-12-0115 

Precedence: Routine 

Purpose: 

Details: 

, , . . . 
To provide a summary report of.irivesti~tion and to refer this ,matter to 
the Employee Relations (ER),and Spec;ial Actions in the Associate 
Directorate for Security ~d Counte~mtelligence (ADS&CI) for review 
and any action deemed.appropriate: ; 

l. {U) Background: 

(U/ IP't)UQ; , · is a civilian in the I ! 
,NISIRT detected misu .. se_o_n .. ! ______ ! ... 

L..__,.--_. ...... ac_c_o_un_t~e-:-tw-ee_n_l="'2:-t~li~rou~.' gh 26 July 2012 . . . . . . 
(U//~C,UC,) The NSNCSS Inform'atjoi SeCY{ity Incident Response Te~ (NISIRT) 
assigned tracking numbe~ o this viol_ation. NISIRT proviqed the activity 
report to the Office of the Inspector General on 2TJuly 2012. · 

II. (U) lssue(s): 
(b ) (3) - P . L . 86-36 
(b l ( 6) __ __ ..._ ________ _ 

..... . 
(U//~) Didi fmisuse hi~ Ag·e~cy sponsored unclassified accounts and 
U.S. Government resources? 

(,NCL. \ :-;S!I ILD --rul( Hi j !t"L\L L..il . Ol(f.'j' 
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III. (U) Applicable Staodard(s): 

(U//~ 5 C.F.R. Part 2635-Standards of Ethical Conduct for Employees of the 
Executive Branch 

Subpart A-General Provisions. §2635. JO I Basic obligation of public service 

Public service is a public trust. Each employee has a responsibility to the 
United States Government and its citizens to place loyalty to the Constitution, 
laws and ethical principles above private gain .... 

General principles. The following general principles apply to every employee 
and may form the basis for the standards contained in this part .... 
Public service is a public trust, requiring employees to place loyalty to the 
Constitution, the laws and ethical principles above private gain .... 

... (5) Employees shall put forth honest effort in the performance of their duties . 

.. . (7) Employees shall not use public office for private gain .... 

(U/~) DoD Joint Ethics Regulation (JER) 5500.7-R: Subpart 2-301: Use of Federal 
Government Resources. 

a. Communication Systems.[ .. . ] Federal Government communication systems 
and equipment (including Government owned telephones, facsimile machines, 
electronic mail, internet systems, and commercial systems when use is paid for 
by the Federal Government) shall be for official use and authorized purposes 
only. 

(2) Authorized purposes include brief communications made by DoD 
employees while they are traveling on Government business to notify 
family members of official transportation or schedule changes. They 
also include personal communications from the DoD employee's usual 
work place that are most reasonably made while at the work place 
(such as checking in with spouse or minor children; scheduling doctor 
and auto or home repair appointments; brief internet searches; e
mailing directions to visiting relatives) when the Agency Designee 
pennits categories of communications, determining that such 
communications: 

(d) Do not put Federal Government communications systems 
to uses that would reflect adversely on DoD or the DoD 
Component (such as uses involving pornography; chain 
leners; unofficial advertising, soliciting or selling except on 
authorized bulletin boards established for such use; violations 
of statute or regulation; inappropriately handled classified 
infonnation; and other uses that are incompatible with public 
service) ... . 
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(Uii'ffll::l~ NSA/CSS Policy 6-6, "USE OF UNCLASSIFIED INFORMATION SYSTEMS SUCH AS THE INTERNET," Responsibilities Section: 

25. (U) All Users shall: 

[ .... ) 

n. (U) Use good j udgment and common sense when accessing and/or 
communicating on unclassified ISs; 

[ .... ] 

IV. (U) Investigative Activity: 
•• :i 

(b ) (3 ) - P . L . 86- 36 
(b) ( 6) 

. . . ,,\ 
A. (U//F-Ol!JQ} NISIRT Forensie',i\oalysis 

.- • , I I I 
• I I I ... . . 

,. 
,,. 

'' . . .. 
O 1//[Qt IQ). If. NisIRT Network Ana·ly~i ~rovided the OIQ with an amily.sis.of I lactivities on the un~las~i(tea network using

0

:(}ovemmen(resouices. 
Although time was not provided,.the ~Irst noted that it was excessiv~. I· lis conducting his private business from'Govemment resources. Stored in:his',Government account are photos o There are .48 image 
files, most of w.hich · are names assqciated: wi There are 
alsol 70 ex~'. ~~; r' ~{wbic~-ajlpt:a~_ to be as~"."!'!l~~-¢th.!hl . .I ________ ~~~aAy_;~~r.e_~ !!"-~e_tw.!!~0.5.0. and 10.(iifferent~~~_.tied to ~ .. ---'%fdeYria'mes on t e wo.~kstatio~.: ,: : \ 

B. (U) lnteryi~~ •4 : ; . ; I : 
. ' 

(U/ifO' 1O~ On 23' January 2013, the OIG interviewed He admitted to typing emails a1:1a storing ithages relatiqg to his wife' s business . .._ ____ ill 
transfer the im,ages to his tiome accoun~ and delete them off the Government workstation. It was ex lailied t hat Government resources may not be used for'•private gam. L-....,.. ___ was unaware that this activity was against policy and he will ~ease this activity. 

(U//i'OUO' After the interview.I lwas provided information in an email regarding the current policy and guidance. He was asked to respond to the OIG with 
regard to his intent to follow the policies in the future. On 25 January 2013,I I responded, stating "l have read the attached policies and will adhere to them in future use of the unclassified network." 
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(b ) (3 ) - P . L . 86- 36 

V. (U) Analysis and Conclusion: -----. ,__(_b_> _( 6_> ______ _ 

(U//f6!l0j Forensic evidence indicates! h;~s~& his A~ency sponsored 
Unclassified account and U.S. Government resources. I failed to exercise 
good judgment and used Agency systems in a manner that would reflect negatively on 
the Agency. His actions were in violation of the NSA/CSS Policies 6-6 and 6-4. 

VI. (U) Recommendation(s): 

(U//FOlJO) In accordance with the above, this case should be closed and this summary 
memorandum provided to the ER and Special Actions, ADS&Cl, for review and any 
action deemed appropriate. 

cc: 
JV-12-0115 
OGC 

* (U//FOU0-) This report is property of NSA and may not be disseminated further 
without specific approval of the NSA OIG and the Office of the General Counsel 
(OGC). Furthermore, the information in this report cannot be used in affidavits, 
court proceedings, subpoenas, or for other legal or judicial purposes without prior 
OIG and OGC approval. 
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