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(U) OFFICE OF THE INSPECTOR GENERAL 

(U) Chartered by the NSA Director and by statute, the Office of the lnspector 
General conducts audits, investigations, inspections, and special studies. Its 
mission is to ensure the integrity, efficiency, and effectiveness of NSA operations, 
provide intelJigence oversight, protect against fraud, waste, and mismanagement of 
resources by the Agency and its affiliates, and ensure that NSA activities comply 
with the law. The OIG also serves as an ombudsman, assisting NSA/CSS 
employees, civilian and military. 

(U) AUDITS 

(U) The audit function provides independent assessments of programs and 
organizations. Performance audits evaluate the effectiveness and efficiency of 
entities and programs and their internal controls. Financial audits detennine the 
accuracy of the Agency's financial statements. All audits are conducted in 
accordance with standards established by the Comptroller General of the United 
States. 

(U) INVESTIGATIONS 

(U) The OIG administers a system for receiving complaints (including anonymous 
tips) about fraud, waste, and mismanagement. Investigations may be undertaken in 
response to those complaints, at the request of management, as the result of 
irregularities that surface during inspections and audits, or at the initiative of the 
Inspector General. 

(U) INTELLIGENCE OVERSIGHT 

(U) Intelligence oversight is designed to insure that Agency intelligence functions 
comply with federal law, executive orders, and DoD and NSA policies. The IO 
mission is grounded in Executive Order 12333, which establishes broad principles 
under which IC components must accomplish their missions. 

(U) FIELD INSPECTIONS 

(U) Inspections are organizational reviews that assess the effectiveness and 
efficiency of Agency components. The Field Inspections Divisiol) also partners 
with Inspectors General of the Service Cryptologic Elements and other IC entities 
to jointly inspect consolidated cryptologic facilities. 
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I. (U) SUMMARY 

(b) (3) - P . L . 86-36 1 

..,__ ..... ~equest for Proposal (RF, 

(U/t'f'OUOi :J"he Office of Inspectpr·Ge~eral OIG · obtained documents and swain 
testimony concerning this a\legation,'ft'-l',r---~- oluntarily provided sworn : 
testim9ny to the OIG that' he "forged e-s1gnature of an independent contractor 
wh9,supported! !~d thafhe inc!1c1ded this forged document as part ofl._ __ _, 
~p to the Age;11~¥~ · · 

.... ·_(U/.'fOUO). ~e ~~c)uded,ma' lcreated and submitted a forged 
~.:. ·. ·-·_ doettrrrent as "part ofl JlFP to the government. His actions were in violation of 
~ the Federal Acquisition Regulation, Subsection 3.1002 (a). 

'::: :(U//1-QUO) Copies of the 010 report will be forwarded to the Associate Directorate 
for Security and Cuuntetinte_lligence and the Office of General Counsel, Acquisition, 
Technology·and ~esearch Law: 025.·A-covy_ofthe report will also be provided to 
the Senior AcQuisitioR ExecutiveJ I 

Personnel Privileged Infonnation 
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II. (U) BACKGROUND 

(U ) Introduction 

orked f6r as t 

------~:~~:~~~{~~~~~~~~.,_ ________ .....,._..,......,........i-~ ~b_u....,tdoesnothave 

I _____ ___. r ~on!~olimg i~f!uetice o_~--
(b ) ( 6) ... • -

----·:. / (U,'/fOUo,d \¥~~- ~ward~~-the 1niti~ll ! 
· · : I J~0(1.tract_ ~itli !i1e A':gency thro!,lgh.a sofe-source selection. 

. ,: WheIJ.tJ'iis it1iti-a1 _contract wa~ ~bout to expire, the Agency started a 
· •. : , , 'c9l)'.\{eti.ti'1t bid'sel~timqirocess in approximately February 2012 

·,:_ ,· /-and submitted aRFP in June 2012 for the follow-on 
, , .. '..,,__/, ' ,..-.,. .. -- ... -

, , .,, :--.:--ctm.trnct. 
\ ,,:,;~~:;-:~-.. -.. -.. 

------------1: · · · · · · "(Oill'OUOj In tire• initial· contract; I Ire lied upon independent 
( b ) ( 3 ) - p · L · 8 6 - 3 t\ contraGtors to ensure contract perfonnance. TO show the 

-----------~ ~~--:__:_:::: governmentthatl I had the human capital avai lable to fulfill 
\ ' .. .. .. .. - .. 

•• l :·.;:: yhe per o~e terms of the new contract, as part of their RFP 
·._ : : : ~ ~ •· · subl!}ittecFd~uments_ ~rom independent contractors who 

·:. demonstratea·a ro:i:rim,itment tcil I The documents submitted 
. .-.by . : ·. to the govemm~nt were either copies of contracts 

between.....,.,.....and the ind~ende,;it contractors or Letters of 
Int'eiit. The etters of Intent stated that tb inde ndent contractor 
inten~cl_ "to co~tic.ue (my] contract.with on the 

for the foreseeable ..,_ _______________ """!"'" ... 

·. uture. . . 
' ,. ,. .. 
(U//fOUO' The.OIG received an allegation that a Letter oflntent 
s~j)mitted byl las part of their RFP, which pe'rtained to an 
independent contractor .who was performing as I I ! ~n behalf otl I for the initial contract, was forged. 

{U) Applicable Authority 

(U) The investigation looked at a possible violation of the Federal 
Acquisition Regulation, Subsection 3.1002 (a). See Appendix A 
for the full citation. 

Personnel Privileged Information 
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Ill. (U) FINDINGS 

(~/fi\OU~y Dio1L..---~!create and submit a forged Letter of Intent as part 
o Request for Propos.al to the government? 

. . . 
; (UIIFOU9) CONCLUSION: Substan_ti~·a~l.&....£..u.li:..""4 eponderance of the 
: evidence supports the conclusion that created and submitted a 
: forged Letter of Intent as part o Request·for-_Proposal to the 
: government, in violation of the :e era Acquisition Regulstipn, Subsection 
: 3.1002 (a). · · · . ._.__ 

-(U-)~D-o_c_u_m_e_n_ta_ry_E_v_l_~_n ..... c_e _____________ ·_··_· .. _----------~ 

. , 

____ ....._ ________ , (U/i'FOUOt Letter of Intent pertaining to~---,,...--......_. 
86-36 1 The Agency received a Letter of Intent _p,e11aining to ....,. ______ .., (b) (3) - P . L . 

..._ _________ - - - - - - - an-independent.contractor~ aspart-efthe-RFP-submi-tte · y ~- ...__~ ·:f•:--·-:.:.- . This letter is dated 26 June 2012 .mid contains a signature 
·.' :.-: •. ···-~s~~n&i~ly belonging tol ! 

l l l l "'• ..... • "'"' 

' ' .. .. .. .,. ... 

·.. · · .' · •. ·(lJ/tFOU&,-:r._~i~ 'doc~m~e~~lll,l,l,\iwledges that "this form will be 
· · • ·submitted as affo . ro sal for the continuation of • • ;.:::.;;,;.;;.;;;..;;;;;....;;;;;;.;..;~----.U-.-"-=;;..;;.;;~ 

· .the . " The Letter of 
·.. iqtertt ~ttpu {ltes t at t e m epe~dent contractor intends to continue 

·. his-yontractual relationshjp with~ ... a lin support of the 
·. I ·. I"! • •• fonfra~t for the foreseeable 

·._ future (~ppepdix B). · · • .... 

(U/t':Feue, ~~~land Procurement Office letter t~I .. --
On 22 J um:· 2012 the Maryland Procurement Office sent a letter to 
I I stating Jhad lwas expected to demonstrate a 
commitment,~ inde

1
pendent contractors to be available for the 

new contract. was informed that this documentation usually 
is in the form of a Letter of Intent but that the Agency would 
consider other evidence as long as that evidence showed an explicit 
agreement by independent contractor personnel to be available for 
the new contract (Appendix C). 

Personnel Privileged Informatiott 
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(U) Testimonial Evidence 

(b) (3) - P . L . 86 - 36 

(U/~ouo, ... 1 _____ ____. 

(U/,'POUO,! jwa-s. interviewed on 14 September 2012. 
He agreed to provide'vpluntary; .sworn testimony and was 
represented by private cou~sel dtir~ng the interview_ .. ,-----. 
provided the following swotn. testirrio.ny: 

(U//r'OUOH lrecallel:l recefvir:ig a request from · .. 
Agency contracting officials tha RFP should include. 
documentation showing tha ad the per:sonnel resources to 
fulfill the terms of the contf:c{Ct . ..._ ___ _.thou ht it essential 
fo RFP to ha~.e a'Letter oflnt~nt from 
since for the ·. 

, . ongomg.,... .... ______ ..,.... __ ..,. ontr.ac1, 
tnought ths\t , P would be rate 1ower ·1;y .... --~-_/\-_. g""'_ e __ -nc_.-_._Y-__ ,..._ir't~ 

: , did n?J:e~-~•~ia 'a Letter of Intent from I l I . . . : : . ··.:. ·. 
, ,,"',,.',,,. ----- .. ---- '",. '",.., .. ,...,, ...... I 

,. : ,,{Jj,Yf()UO~I 1•~forged':I ls.ii?)~t~!e.on.~}·:::~ ·. 
,' ,1_:::Letter of Intent and then submitted this document·as'p'anM' '', -:_l~.i, 

.-,:!.·:. -I !Rf P; ~ • tried to )'"' Ito ,i-g,,-lllis letter1Jut-- -- · {b){61 

I(· could not reac b~~or~·th~;~~~~S:~~e to 1~~-=.=.:.•:·:~; L government. ecalled bemg ll!l~~r.~'pressure ~El;.<~-
---------"'-... :"--: .. -: -c-: .s~~~~•: at the time he forged! isignatu~e.-1- · , ~ ~ :,.--;' I 

·:: : · .. _tfioi:tght ~~....r::::Jstood to lose a large co!lfi:act; em_p}efyee;r; and 
·:.. revenue if~ asRGta':Yarded the.new contra~i. · ,::·,: 

....... (U(/1-~UOJ It was I -: y i:d~~-t~-f6r~~ •• : ~ - . ,:•_: . I 
'sjgna~e and he act~d without.the _knoy-.rlidge o{ any ort1er._j _ ....... 
official: Jhis was the first Jim~he forged any _documents 
ass~iated•with an Agency,c6nt;:act. ' · 

.. ' ,"' ,." "~ ,, 

(U//Fo\JO)I . · • - · 'i, , ·lr~~eatedl~ ·e~~essed,t~morse about 
forging[- . . - signature. Ht: toldl . . . . jin early July 
2012 that he had f orge_d his si nature and submitted the document 
as part oa ' IRFP: was fired from! km 
j ~fter....__ •. fficials became aware of his 
actions. 
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(U/i'flOUO,._I --~--

(U,'/FOUO~ I l~s interviewed on 22 August and 
18 September 2012'a~d prov_ided the following sworn testimony: 

is an irtdependent contractor and is not an 
!r--"""'l":-:fi~e has- had a· business relations · · 

.. - . .. .... , 
since 

.. .. . .. .. .. 

(l)/,'fOUO~ I : : ) .. , r idichloi ~i~ ~ let~~[ of IAfent fo,,-----,to 
, -use as part_of fh~ir-R.FF.for the new cnn1i-act.' · did not 

, ·' give peri!)issi6n to! . · :_-. lto'sigil hi_s·~~ to'this document. 
. H¢.sma ·he 4i~.not-plan to sig\i).I_,_etter of fqt__e'nt withl- I 

#, ........................ - .. .. .. .. - - - - - - - - .. '"" ~"'i ... :.. .. .. .. .. .. .. .. .. ~ 

,_;:; ~ ~ ·_ ·_ ·_ -{U/1'fOUO~ recalled that' ~--;1.0 Jul · 2012,. while 
_ (_b _) -(3-)- -- P-. L- .- 8-6-- -36-,-l- .... - - - .vjsiting.the · · · •. · .- . -~d film that 

L----------.~-____ . _ he had create t e orged Letter ofiRteJl_t _an m~l~~d iJ~~''l'art of 

(U) Analysis 

'.. \\: · · . · · 1 IRFP to the government. "-...,._ . :· .. , 
.... ~:.. .. ..... ---- ........... , 
,, .. ~:.. .. .. .. .. .. .... ....... ,..,:.: .. i, 
·-::: .. · :_:_:_.~:_.. _·.......... . . ~~ 
.. -· ·. ·- -~ ........ . . . > : ~ : : . . . . . . . . . . . . . . . . --·-·- ...... ._ .. ------. -, ~ : -: ~: 
\ \ ~U//~'esill . · . --· · · · I~ -~;,;;;·~~ hlsteitimq1<y • ~; he rJged 

·. I, I stgl)ature. to a Letter of Intent d_ocum~nt. He sai~ he 
·. a~ted alone anti witbout'the knowledge_ of 1U1y other! pfficial. 
·. Hts motivation w s to ut · r position to be awarded 
·~e ·11extL--~--..... r--~---...-ontract which would 
~suit.in profits for 

-~~ 

(U~~~ , I actions provide adequate evidince that 
he b~ con~iered tor debarment from government contracting 
activities pursuant to Subsection 9.406-2(c) of the Federal 
Acquisition·Jlegulation. By his own testimony, he ad~ltted to 
forgrg anl submitting a Letter oflntent document in p.11 attempt to 
help ob'tain a contract with the government while he was an 
official with! I .' 
(U/1~ 1 fQ) In view of the above, we find that the preponderance 
of the evidence supports the conclusion that I lcreated 
and submitted a forged document to the government, in violation 
of the Federal Acquisition Regulation. 

Personnel Privileged Information 
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V. (U) RESPONSE TO TENTATIVE CONCLUSION 

(U/fl-OU~ I !through representation, was provided 

an opportunity to respond to the OIG's tentative conclusion. He 

chose not to respoqd to the OIG's tentative conclusion. 

Perso11nel Privileged Infonnati011 
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VI. (U) CONCLUSION 

U/1t10UO The preponderance of the evidence supports the conclusion that 
.__ ___ -..c'""'lreated and submitted a forged Letter of Intent to the government on 

in violation of the Federal Acquisition Regulation, Subsection ----.Jo .. 

(b) (3) - P . L . 86- 36 1 
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VII. (U) DISTRIBUTION OF RESULTS 

(U/ffOUO) A copy of this report of investigation will be provided to: 

A. Associate Directorate for Security and Counterintelligence, Special 
Actions, Q234 

B. Office of General Counsel, Acquisition, Technology and Research Law, 
D25 

C. Senior Acquisition Executive, NSA 

Senior Investigator 

_______________ ] (b) (3) - P . L . 86-36 1 

Personnel Privileged Information 
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APPENDIX A 

(U) Applicable Authorities 
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(U) Federal Acquisition Regulation 

(U) Subpart 3.10 -Contractor Code of Business Ethics 
and Conduct, Subsection 3.1002, Policy (a): 

IV-12-0113 

Government contractors must conduct themselves with the highest 
degree of integrity and honesty. 
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APPENDIX B 

(U) Letter of Intent 
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LETTER OF INTENT 

(b ) (3) - P . L . 86-36 
(b) (4) 

(b ) (6) 
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APPENDIX C 

(U) Maryland Procurement Office Letter 
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~-a·•-,, : __ .~_--.-, i • 1' 
I - - ~ -

. . . . ' 

•·. 

l •, ~c1.AssIr1 U),i roR 01TIcIA1 . u~,1. , .. <1 .v 

In Reply Refer to 

MARYLAND PROCUREMENT OFFICE 
9800 SAVAGE ROAD Suite 6288 

FORT GEORGE G. MEADE, MD 20755-6626 

DATE: 22 June 2012 

_ ____.I 
Attention~ .. I _____ _. 

. · · Re1e;~nce: Request for Proposal (RFPj .. ______ __,, 

) .--- ', ..... ... 

·--~~~ject: 1 __ _.joi,oussions ......................... ·.-.•, {b l f 3J - P . L . 86-36 1 

Dea~I ... ~: 
- ,,,--:. , ,'• 

,,, # I • 

The Government appreciates the time and effort spent ,te··i;(~nd.'~e discussion~ that were 

held on 22 June 2012, as it provides an opportuniY:v-°fo-ensure;.ttiat the Government will 

receive the best possible proposals for this et.fort. As a resuft of these discu;sions, the 

Government concludes that there are no!;knY f1,1i1her quest,io~/clarificationS resulting 

from your submitted proposal, dated Z7:F'ebrustt)' 2012, and your:change pages, dated 19 

March2012. .-::·· ,·· : : : . ' . 
; " # I I • 

Pursuant to FAR 15.307.,-Jhe° Govemhient requests the submission of Fina, Proposal 

Revisions from I . '.- p n wri!ing no later than 12:0Q,pm E$T on Fridai, 29 June 

2012 at the Acquis\t~on Resource-tenter (ARC) located at 7471 Candlewood Road, Suite 

100, Hanover, _MD 21076. , '.f o ensure that a Governmefnt representative is available to 

receive your' revisions, .. please contact I ; ;; I or 

I Ito s9{iedule a delivery time. Afte,r the closing time an~: date, the 

Govemment intends.to review the responses to the distussion items to ensure ~ach issue 

has been adequately addressed. The Government.' intends to make award without 

obtaining furt4d 'revisions. ' 

The Qo~emment would like to provide a clarificati.bn regarding thel • I 
I lrequirement as listed in the RFP. Thel lbas to be available 24 hours a day, 

7 days a week for any possible contract issues that may arise, however, the l lis not 

expected to work those billable hours 365 days a year. 

UNCLASSlflED.'Lf'-JR OFFICIAL lJ~E Ot<Ji , 9 



Doc ID: 6612921

Release: 2018-04 
NSA:  02466
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L,. .JCl.ASSIFll: D:/1 OK 01 rl(: 1)\1. ll~L ,., ,4L't' 

As discussed in the meeting on 22 June 2012, I I is expected to demonstrate 
commitment by independent contractors to be availa-,ble for the new contract. This 
generally is in the form of a Letter of Intent to perfonn under the new contract. However 
other evidence will be considered provided that it'·, shows explicit agreement by 
independent contractor personnel to be available for the n~w contract. 

The Government requests that five (5) hard copies and two (2) disks of Final Proposal 
Revisions be submitted by the closing time and date refe,renced above. I I is 
permitted to submit as many change pages as appropriate'.to respond to the di~cussion 
items provided on 19 June 2012 as well as what was discus~d on 22 June 2012. : 

Should ou have an uestions re arding this request, please submit them in writing to 
or the undersigned hY. 26 June 2012; If the 

...,._o_v_e_rru_n-en_t_r_ec_e-:i-ve_s_ an .. y"'!". -q-ue-s~tj~o-ns- regarding this request, we will respond by 27 June 
2012. All correspondence to this ·office-cQqceming this procure,ment should reference the 
solicitation numbe~ I_ . ~ ~ ~ : · · • ... _ _ ·.. j 

.. ·.·.·.,1 (b) (3) - P . L . 86-36 1 

Contracting Officer 
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