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(U) OFFICE OF THE INSPECTOR GENERAL 

(U) Chartered by the NSA Director and by statute, the Office of the Inspector 

General conducts audits, investigations, inspections, and special studies. Its 

mission is to ensure the integrity, efficiency, and effectiveness of NSA operations, 

provide intelligence oversight, protect against fraud, waste, and mismanagement of 

resources by the Agency and its affiliates, and ensure that NSA activities comply 

with the law. The OIG also serves as an ombudsman, assisting NSA/CSS 

employees, civilian and military. 

(U) AUDITS 

(U) The audit function provides independent assessments of programs and 

organizations. Performance audits evaluate the effectiveness and efficiency of 

entities and programs and their internal controls. Financial audits determine the 

accuracy of the Agency's financial statements. All audits are conducted in 

accordance with standards established by the Comptroller General of the United 

States. 

(U) INVESTIGATIONS 

(U) The OIG administers a system for receiving complaints (including anonymous 

tips) about fraud, waste, and mismanagement. Investigations may be undertaken in 

response to those complaints, at the request of management, as the result of 

irregularities that surface during inspections and audits, or at the initiative of the 

Inspector General. 

(U) INTELLIGENCE OVERSIGHT 

(U) Intelligence oversight is designed to insure that Agency intelligence functions 

comply with federal law, executive orders, and DoD and NSA policies. The 10 

mission is grounded in Executive Order 12333, which establishes broad principles 

under which IC components must accomplish their missions. 

(U) FIELD INSPECTIONS 

(U) Inspections are organizational reviews that assess the effectiveness and 

efficiency of Agency components. The Field Inspections Division also partners 

with Inspectors General of the Service Cryptologic Elements and other IC entities 

to jointly inspect consolidated cryptologic facilities. 
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I (b) (3 ) - P . L . 86- 36 1 
I. (U)SUMMARY (b ) ( 3) - P . L . 86-36 

(b) ( 6) 

.--;~~ ~ ' __ ......... :,,~,:. ,,, 
(U//mt;S) The NSA Office of Ins e torGen~ral.(PiG):op:e'r;ied an inv~~gation ; 

regarding the allegation that ·. a~ . er N ~ . . mploy.~ assigned t6 
the - misuse his ' 
Governmen rave ere 1t car peq1 r~al y, it was·a.t eged:th~ , ·. used the ; 
G'f CC for personal purchases and cash adwnees not relatea to any apprQved Government 
purpose and failed to pay the balanc~ of~is' issued GT<~c' i~· a timelr m~ner. : : 

" # I I I I I I I 

(U//P'OtJ8'-The OIG,inv~~ig~tion included ab int~rview od (:cm\tact wi~ 
his supervisor and represt:Rtath:es from Travel Entitfem~nts (BF2 J 2), analysis of:his ~TCC . 
statements for the period 2~ August 2011 to 23 Aptil 2013, and review of his traiping:profile.: 
Analysis ofl -IGTCC statements rev~aled an unpaid balance of $672~.67 2!,S of : 
February 2d12. j !acknowledged that he u

1
s'ed his GTCC for personal c!xpen~es 

between August 2011 and February 201Zi I He 
also acknowledged that he intentionally ta1!~d to p_ay the balance of his ~TCC i~ a timely : 
manne~ _ I In April 201,2, the a,ccount was canceled andf , lwas : 
placed on an involuntary salaIYojset;:.'n, jhe,rein approximately ~200 was dedu~tedfro~each 
paycheck to pay off the balance. ~signed fr9~ the Agency onl ·, , ·. ~• at 
which time the balance on his ass1gne TCG·was $4710.78-. l -· --. . l~ontinued t<('m~e 
payments on the account balance after his resignation. In February 2013, he entered .into,~ :····•.,. 
reduced payment plan with Citibank wherein he a~eed to make monthly payments of$2§5.:84; =-~ 
As of 11 April 2013, the balance on! jassigned GTCC was $2894.10. I : I ~ 
last made a $285.84 payment on the GTCC on 14 March 2013. : 

(U//fOU~ The preponderance of the evidence supports the conclusion that1.j ----:---:-a 
misused his GTCC by using it to make purchases and obtain cash advances that were not related 
to Government travel. Additiona1ly, he repeatedly failed to pay his GTCC balance in a timely 
manner. His actions were in violation of 5 C.F.R. § 2635.101 (b), Basic Obligation of Public 
Service, Subpart A: General Provisions; 5 C.F.R. § 2635.704, (a), Use of Government Property; 
DoD Financial Management Regulation (FMR) §7004.14-R, Volwne 9, Chapter 3, Subparagraph 
031003, Misuse; and NSA/CSS PMM, Chapter 366, § 1-3, (h), General Principles for On-The
Job Conduct. 

(U/ /FOUO' Copies of the O I G report will be forwarded to the Office of General Counsel 
(Administrative Law) for information. A summary of the investigative findings will be 
forwarded to the Associate Directorate for Security and Counterintelligence (ADS&Cl), Q234 
(Special Actions) for information. 
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(b) (3) - P . L . 86- 36 II 
(b) (6) • 

(U) BACKGROUND 

.,.,::-.-.. . 
1. ' .. .. .. .. .. 
If I "- " "' .., ., " .. 

-: . ':, .. 
0

(U) Introduction 
t~ I I I ., " _. • • ,. 

·• (U/IFO I:! O)I :: ·. -~nt~'re.d -ciri d~;; ~; N°Sp.;. t-~· ..;;:. o~d ... · _. ·--------.&.:' P:..:r~io;;,,;.r..;;to:;..:;,;his 
resignation o~ ; · ; ] he was·employed a..,.d_· _. -....,.., ________ ..... ! 

t .. • .. .. 
I I 1 I I " ., ,. 

·. (U/,'fOUO) On.'1;4 M.arch 2~1_2, th~ '0JG received a compfaint.o_riginating from 
Tntvel Entitlements, BFZ12, alleging't'b_atl lhad misused his GTGC_. Specifically, it 
was alleged thad : l~sed the Q~rcc for personal purchases and cash acl\'an~~s not 
related to any approved ,Goverpment put,p~se. On 13 April 20121 lnotifiectD 
r--lvia e-mail that ris G'I'CC accoun't_ \'{as over 90 days past due and; therefore, the account 
"woiilcI1,'e canceled on lj7 April' ... 2012, when,!>~eached 120 days past due. I (b l ( 3 ) _ P . L . 

(U/tfOJ JG,) Au initial review ofl ·. IGTCC statement:-ior tne:period 
24 August 2011 through y F eli<uaryJ0 12, re~_ealed multiple ~~a<geS Overy mo~th, except 
in September 2011, when did not u'se the ~ard: ·The charges include~ 14 cash 
advance fees and one ,iate payment c arge. 14d}tjorially, the statements show ortly two 
payments were made ,to the account d_uri-ng ihe period in question. The first payment of 
$342.23, made in October 20_1.1-, was returned and a-$29.00 returned check fee was charged. 
The second paym~!lt;of $3"I°.OO was made by split di~ursement. The $31 payment was 
made by BE'.H2 ·after airfare was purchased, then refunded, for a canceledL I 

I i I lsupervisor stated thatl ldid not have any official 
travel during the period in question and was not authorized to use the GTCC for any other 
purpose. 

(U) Applicable Authorities 

(U/frOUO) The investigation looked at possible violations of the following authorities. 
Full citations are contained in Appendix A. 

- (U) 5 C.F.R. § 2635.101 (b ), Basic Obligation of Public Service, Subpart A: 
General Provisions 

- (U) 5 C.f.R. § 2635.704, (a), Use of Government Property 

- (U) DoD Financial Management Regulation (FMR) §7004.14-R, Volume 9, 
Chapter 3, Subparagraph 031003, Misuse 

- (U//l'OUO, NSNCSS PMM, Chapter 366, § 1-3, (h), General Principles for 
On-The-Job Conduct 

UNCLASSIFIED//ffl'R Of'flfetAt ti~~ t::,Ntl' 
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Ill. (U) FINDINGS 

(U//FGUO) Did .. ! ____ !misuse his government travel credit card? 

(U//FSY-0) CONCLUSION:-S_ubstantiated. The preponderance of the evidence supports 
the conclusion that! !misu~ed his issued GTCC, in violation of 5 C.F.R. § 
2635.101 (b), Basic Obhgat1on-Qf Pubfic.Service, Subpart A: General Provisions; 5 C.F.R. § 
2635.704, (a), Use of Government'Pi:qperty~ .DoD Financial Management Regulation (FMR) 
§7004.14-R, Volume 9, Chapter 3, Subp"aragraph.031003, Misuse; and NSA/CSS PMM, 
Chapter 366, § 1-3, (h), General Principles fot On:n\e-Job Conduct. . . 

(U) Evidence ................. ----------, 
(b ) (3) - P . L . 86-36 

(U//FOl-:10• Documentary Evidence (b ) ( 6) 

(U) GTCC Statements 
.; - .. :,; .... ,;., 

"' ,., , ' ., 
"' - ,, .,, 

-"' --- , , " ' ' 

(U//POU&) The OIG obtai~e4 !GTGP, statements ;for the period of 
24 August 2011 through 23 AprH-1013 (Appendix J3)"' Artalysis of these statements 
revealed personal chargc;s;not relatecJ -t<>. any Govetnment:t~avel, totaling $6,725.67 
between April 201.1- and February .2()12. The st~tements sh~wed that during that time 
period,I lmade on!y-one payment, w.hich:was r~t~~d due to:insufficient funds 
in his account. At least 14-cash advances were withdraw11, ~ota,ling ovei $4,500. 
Fourteen cash advanc~fees were also charged, to,taling ov'.er:$90. : 

# ~ • ' ' 

~-.. - . - . - . ·el:JHFQW). After-his resignatfo~•, j li ' l~egan making 
volun . ents to Citibank. Betw~n lat(;·bctober 2m:t:and late November 2012, 

ade two voluntary payments, ~ich totaled:ov~r $1200. tn February 2013, 
nrolled in a voluntary reduced payment eian wi\h Citibank, wherein he 

.. a-gr_e_e ... t_o_p-ay reduced monthly payments of$285.84. { : : llas:t payment of 
$285.84 was received on 14 March 2013. : , , : . ' ' 

(U/i'POUO~ On 25 A~rl; 2013,I · , , : I 
,.., --......,!BF212, notified th~ OIG that he had been teleWoni~ally contacted by an 
employee of Citibank re ardin acco~c.t.' l;he Citibank e~ployee informed 
him( tha ____ had defaulted o_~ h'is red~ced ~ayment plan agreement. 

(U) J)eli,nquency Notices 

: ~U/fFOUO) Representatives ,of ~F212 sen~ jthree d~linquency 
noti~ .Via e-mai I between FebruQry 20 I 2 and March 20I 2, regat: fo GTf C account 
(App;eI?'dix C). The first notic~·dated 13 February 2012, advisee that his 
GTCC;account was over 4~-days delinquent and would be suspende as of 23 February 
201 2: ; The second noti~e; · dated 13 March 2012, inf ormedl lthat his account 
was ~ver 60 days deJinquent and would continue to accrue a monthly $29 late fee until 

(b) (3) - P . L . 86 - 36 r 
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the account was paid in-full. Additionally,! !was advised that if his account 
became 120 days delinquent, the information wou,ld be forwarded to Employee Relations 
for appropriate disciplinary action. The third noti~e, dated 13 April 2012, informed 
I hhat his account was over 90 days delinquent and would be canceled on 17 
April 2012, when it became 120 days delinquent. He was also advised of an alternative 
to paying·the entire balance in-full, which involved, contacting Citibank directly and 
agreeing to~ voluntary monthly payment plan to av;oid participation in an involuntary 
salary offset i>togram. 

(U) Salary Offset Notice 

(U//f"OUO) On 19 Ap!il 2012.1 kBF212) send la notice of initiation 
of the involuntary salary offset -P!an via e-mail (ApJ_)endix DJ. The m<rssage advisedi I 
that the salary offset plan was scht;duled to begin on'l9 April 2012, if.the balance on his G'fCC 
was not paid in full immediately. '•. ' ' ' 

.., ' 

(U//li'81:JO) NSA/CSS Corpo~ate Travel Gram Issue 01-.2008 (Revision to Issue 
01-2008) July 2009, Department·pf Defense Government t.._vel Card Procedures. 

\ t ., I 

(U//FEU IQ.) This guidance is published on the BF212 ~eh page and ii'cktails the ba$ic 
NSNCSS policy and procedures for mandatory use of the GTCC (~ppendix E). ·' ----· ------

1 ( b ) ( 3:) - P . L . 8 6 - 3 6 

(U//P6tJ6,1 . ', rwa~~~S)TTtacted~na·~~~p~nded via~-
mail on 10 October 2012. She provided the followjng ~111formation: · 

., ,. ., " ' I 

(U//t•ouo, I terified that she was I ) jdirect supervisor from 
10 June 2011 until the time of is resignation. I lcl14 n~~ travel on any TOY 
assignments from 24 August 2011 through 23 April 20 I 3: · Ad?'ltirnally, he was not authorized 
to use his GTCC for local travel or for any other purposes. ' ~· ' 

(UI/Pet:te) Testimonial Evidence 
(b l (3) - P . L . 86- 36 
(b) ( 6) 

(UiJ1'40UO)i , · · : ~. 
was interviewed, under oath, by the OIG on 2_4,.0cl_<\ber 2011'and provided the fo11owing 
testimony. . ._ -. -:. "'" ·- "'" · · · , 

(U//J'OUO) L - --- --- r·-·-- . 
I ldue to a change in h!s work sebedule. Prior to that time pe.t"iod, 
j !worke~-,nA: njghts per week' on a schedule that included extra pay for worki_~g 
nights and S~ndays. _ • I I whtch 
includcp-M6nday through Friday regt1h¥_.qay-shift hours. When his sd!eflule changed,0 
I !lost a significant amount of pay and-~_itionally had to drive to w_erk five days per 
week. This loss in pay, in addition to the extra' ga~ h~ _had to purchase, ne~tively affected his 
financial situation I I 

. . 
.. . . . ' .. 

' ' ': 

. •. •. •. •. •. ·, ·.-,.~:.\ 

~ 
UNCLASSIFIEDh'flOft BPl'lCiz\L tfflf ONLY ~ 
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(U/..Qi.Ol·Ho/) In September 2011,1 lwas on leave when he received 
a phone call from an unrecalled individual em_ployed at ei,.th_e_r_th....._ __________ _.. 
office. lbis individual informed that he was .._ ___ rA-...... _......_...., ____________ _. 

I lwhich was a surprise to ~im. • 
I I He explained to tpe individual on the phone th#~e did not have 
enough money to pay foi"g'as·foi:Jl].e trip back:to Maryland and was advised to Uie,his GTCC for 
gas and pay the entire balance on .the ·c~d-b~j~e end of the month. I 1:use(\'the card for 
gas and aid the $342.23 balance on 28: Octot,ei-·2-q-t•l-,•.tt~wever, due to ipsuffic~ent fuqqs in his 
account heck was retu111ed and the;balance·rerrrai-nedJmpaid. Not only di<t 
____ _.hav~ insufficient funds in his checking account to pay the.Sailnree . .o_iJ. his GTCC~!>ut 
the bal~nce on his personal credit card ~xcee~ed th~ limit; therefore, he ~as una~l~tcn:htu:g~-~E-
purchases on that 'credit card. , · , · · 

•• •• : : : : : (b) ( 6 ) 

(U(/FOUOf. After using his GT~C tq purch_ase gas in September ~011,1 : ... - ]: :.~•-
began using the caret regularly for persqnal pluchas~s and cash advances~- lniti"allyl .. : . ~:->-·.:· I 
claimed to h_ave only. used the card fod ..,.. LMowe.~;-,fl~.1!1ter 
acknowledgep that tlie training he received was personally initiated ap.d-~6t fu~~:.o·r sJ'.U!)p$'.lrted . . . . . . . . . .. . ~ 

by the Government; therefore, he was not authorized to use th~GTCC for any-tolated,ctxpenses. 
Additionally, ne explabied that he is a hpme:owner ~r:id-in•th~ fall of 401:1-::!}is'~op~~t~·ceased 
paying rent. I I was then respQnsiol~ fgr p~ying the e0:tire µioJjgage pajjnei;i,t; which he 
could not afford:. A' tha~ time, he bega]i withdrawing cash ~dva~s_.nslng his,GtCC·to pay his 
mortgage. I F,kno~Jeeged ~at i~ doings~ }le"~as i_~:vTolati~n ~f:r,ol!ci.~s governing 
the use of a GTCO~ how.e..ver; he did not,think he had anutlier-(> tion. He assumect·he would be 
able to a the accdUnt balance · · 
____ ""'l""II ____ .,.. ___ ~ .t~ect;·".: .t fi~µred by the time.those adv,an_~e_s_e_v_en ______ _ 

registered, .. . _~4 thi:Y:'~.be.. p~l:l.?ff.?' ....... , ~ '-,·~·: i ... . ::;'. ·J (b l < 3 l - p . 1 . 8 6- 3 6 I 
l,t I I ~- ,: I ,,; I , # I 

1

1 
I • • 

(U/~r0U0) Anoth~i:•.factoi; that cOl1tributed tb , · , · foiancial."difomma involved 
used __________ ...,.,.~--...... ---.....--....,-"""!"------------

his G TCC to a as o-·ge~ t0, and fr~m work and: ratipnwized that pecause he ~ traveling 
to . · be was authQrized to use tl)e' GT.CC for gaif "I think IJustjustified it 
in_m_y_m---:--i;:"'-;..~""'-~-11,J-6 ~~-w.-i..;.-~-,_l,l,l,lo • ..,.· ..,.•.,w.w,,li,l,,l,liir.iw.....:.......i...i.111,1,M,to:111,1·~...,·w.11,1,,.~11.111,1~·lolll.o~K..· ~·~e~'t:.:.:h~c:=-r:.:i:..:t~--

urcha e 
sserted that.he intended to e 

GTCC --------""""'-,---------------------,--- However, in approximately November 201·1; _______________ pue to his financial 

situation, I , lwas unaor:~-~~ ~a~~ any payme~ts ~n his GTC~ a~?o~ht. 

(Ui','FOUO~- · lR_t_he spring'~i.·?·O 12i . lbe~an particip~tiq~ ~h an invol~ntary 
salary offset program maQaged by .&"f.212i Approx1mateJy $200 was ~e.d4Cted from his 
paychecks and applied to the balancc".<>n ffie card. He ei<plained that sinc,e the card was 
suspended in February 2012 anq can~.~~ i~.'April 20(2; he has not m~<;\e any additional 
purchases or cash advances. He diQ nbJ:.~s~ his GTCC, for personal p4tchases other than during 
the period in question, · ·, t~ : · · :,::· 

' ' ' ~ ? 
(b) (3) - P . L . 86- 36 
(b) ( 6 ) 
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--------------------11 (b) ( 3 ) - P . L . 8 6-3 6 ~ 
(U) Analysis and Conclusions - -

IV-12-0110 

(U//rOU~ An analysis ofl !GfCC statements from 24 August 201 l 
through 23 February 2012 revealed un§lutfl~)fized personal purchases and cash advances in the 
amount of $6725.67. During that !i.me pertod,I !did not travel on any TOY 
assignments, nor was he authqi:ized to use a GI CC f ?r any other reason. I I 
acknowledged he should !)otnave used the ~:nee to:pay his mortgage; however, out of what he 
felt was financial desperation, he did not be\ieve he bad any other options. ! !also 
admitted to ratjonaijzjng albec personal pur~hases, including gas and clothing, cy;telling himself ! ~nd thus acce~table t~ charge to his GTCC. : ; 

(Ul,'FOUO' Between 24 August 201 i and 2~ February 2012J · 
1

!made only one 
attempt to make a payment on his GTCC and that p~yment was returned du~ to; insufficient 
funds. Beginning in February 2012J !re~eived delinquency noti~es :v/a e-mail from 
representatives of BF212. Included in the ~eljnquency notices were sugsested:aJtematives to 
repaying the entire balance at one time. Orte notice:advised! ,!that he ):ould contact 
Citibank directly and agree to a voluntary rrlorithly i,ayment plan tp avoid p~rti~lpation in an 
involuntary salary offset program.! I fail~d to make any attempt t~ r~pay his debt until 
he was placed on the involuntary salary offse;t progtam. ; : ; ; 

I I I I I I I I 

___ ,._(U_,_1,1FOUO' The preponderance of~ ~vidence supports:the conclu· i~~ that 
I !misused his issued GTCC. The OIG' s:analysis O ..,__...,..,,..,...~o:rcc 
statements- for the period in question revealoo \:tiat }qe consistent Y: us ts assigned GTCC 
for personal Jiur.c_hases and cash advances, V>1t~ ~ln;ost no attempi to;~ake p~Y,ments on the 
balance. His actions ~ere in violation of 5 CF';):t § 263 5 .10 I (b J, B'asic Obltg~tion of Public 
Service, Subpart A: General Provisions; 5 C.F,?: § 2635.704, (a,, Use of Gove;rnment 
Property; DoD Financial MaQagement Regula~1on:(FMR) §700~. l.4-R, Volu~ 9, Chapter 3, 
Subparagraph 031003, Misuse;'anfl NSA/CSS P.~M, Chapter 366; § 1-3, (h),:General 
Principles for On-The-Job Conduct~· -_ · ·.: ; ' "• 

•.::: I f Ill 

'' 
•·.- : I I ~ 

•' 
.. l' ' -.,. _________ ....,, 

(b) (3) - P . L . 86-36 
(b) ( 6) 

UNCLASSIFIEDh~Oft Ot't'ICbH., f:ISE 01\'-l:Y 



Doc ID: 6608177

Release: 2018-03 
NSA:  02116

UNCLASSlFlED//F'(}ft. '(}fflCML tt,f 6Nt'11 IV-12-0110 

IV. (U) RESPONSE TO TENTATIVE CONCLUSION 

(U/fFOUO, On 11 March 2013, the OIG sent! !a registered letter, via the 
US Postal Service, which informed him of the tentative cont:lusions of the investigation. A 
registered mail receipt documented thai ~eceiv~d and signed for the letter on 26 
March 2013. As of I May 2013, the 01 ha4•not received.a response froml ! 
therefore the OIG conclusions became final.• · · . . . 

(b) ( 3) - P . L . 86-36 
(b l ( 6 l 
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V. (U) CONCLUSION 

d /,'l 'OU01 The preponderance of the evidence supports the conclusion thatD 
isused his issued GTCC, in violation of 5 C.F .R. § 2635.10 1 (b ), Basic qeligation 

~~ervice, Subpart A: General Provisions; 5 C.F.R. § 2635.704, (a), Use ,of 
Government P!operty; DoD Financial Management Regulation (FMR) §700~.-f 4-R, Volume 
9, Chapter 3, Subp~ragraph 031003, Misuse; and NSA/CSS PMM, Chapter_3'66, § 1-3, (h), 
General Principles for.Q_n-The-Job Conduct. · 

(b) (3) - P . L . 86-36 
(b) ( 6) 



Doc ID: 6608177

Release: 2018-03 
NSA:  02118

,I , •• ,,.~.-~'-1'4>~•• .... ~ ....... ,.,, .,.,..,.-.. .....,,_, _ ________ . ...... · ••-.. .,.~-A-~..., ... .,...... .. -----.. .. -•--~-•••• -

UNCLASSIFIED//FOR OCi"fCbU: l:t.9£ ONtl' IV-12-0110 

VI. (U) DISTRIBUTION OF RESULTS 

(Ult'1'tlt-:!Q, A copy of this report of investigation will be provided to the ADS&Cl for 
information. 

Concurred by: 

Investigator 

stant nspector eneral 
for 

Investigations 

·1 (b) (3) - P . L . 86-36 1 
. . 

UNCLASSIFIED//FOM. Ol'FIGl.4l ~Ii Q,Ar,iy 
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(U) 5 C.F.R. § 2635.101 (b), Basic Obligation of Public Service, Subpart A: General 
Provisions 

b. 9. (U) Employees shall protect and conserve Federal property and shall not use it for other 
than authorized activities. 

(U) 5 C.F.R. § 2635.704, (a), Use of Government Property 

a . (U) Standard. An employee has a duty to protect and conserve Government property and shall 
not use such property, or allow its use, for other than authorized purposes. 

(U/7f8UQ) NSA/CSS PMM, Chapter 366, Section 1-3, (h), General Principles for On-The
Job Conduct 

1-3. (U,JFtd~ Generally, every employee is expected to: 

H. (U//~) Conserve, protect, and properly use Federal funds, property, equipment, and 
materials. 

(U) DoD Financial Management Regulation (FMR) §7004.14-R, Volume 9, Chapter 3, 
Subparagraph 031003, Misuse 

Misuse of the GTCC will not be tolerated. Commanders/supervisors will ensure GTCCs are 
issued only for official travel related expenses. Examples of misuse include, but are not limited 
to: 

(a) expenses related to personal, family, or household purposes, 

(b) cash withdrawals from ATMs or banks when not related to official Government 
travel requirements, 

(c) intentional failure to pay undisputed charges in a timely manner, and 

( d) A TM cash withdrawals taken more than three days prior to the official Government 
travel. 

Cardholders who misuse their GTCC may be subject to administrative or disciplinary action, as 
appropriate. 

UNCLASSIFIEDJ/f'OR OlTJ.Cl,41, YfiiE ONl:.Y 
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TRAVEL CARD SERVICES 

(b) (3) - P . L . 86-36 
(b) ( 6) 

.. · · ·cardholder Statemen~ 

Cardholder 
Product Type 
Default MAC 

TRAVEL. Individually BiUed 
Account Number 
Statement Period 

Previous Balance 
Purchases 
Other Debits 

post date tran date 

I:; 09/0712011 09/05/201 t 

bill acct 
ref num 
tran code 

8 0M7/2011 09106/2011 

bill acct 
ref num 
uan code 

f::I 09107/2011 09/0812011 

bill acct 
ref num 
tran code 

B 09/0812 o 11 09/06/2011 

bill acct 
· ref num 

tran code 

B 09/08/2011 09106/2011 

bill acct 
ref num 
tran code 

S 0.00 
S 342 23 

S 0.00 

Total Payments 
Previous Disputes 
Other Credits 

last alloc date time 

S 0.00 
NIA 

S 0.00 

merchant ,------------------

--End ol statemenl-• 

301 251 4096 P.01 

Page I of I 

Statement Status New 

Total Amount Due 
Current Disputes 
Statement Total 
Tax Total 

amount 

s 116.97 

orig amt 
settlement 
conv rate 
conv date 

s 75.00 

$ 37.50 

orig amt 
settlement 
conv rate 
conv date 

$ 37.76 

orig amt 
settlement 
conv rat& 
conv date 

s 75.00 

orin amt 
settlement 
COllV r ate 
COOi/ date 

$ 

s 

$ 342.23 
NIA 

S 342.23 

$ 14.98 

status 

116.97 
116.97 

0 
NIA 

s 75.00 
s 75.00 

0 
NIA 

$ 37.$0 
s 37.50 

0 
NIA 

s 37.76 

s 37.76 
0 

NIA 

s 75.00 
$ 75.00 

0 
NIA 

l! 
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TRAVEL CARD SERVICES ---------, 
(b) (3) - P . L . 86-36 
(b ) ( 6) 

. Cartftiolder StatetA.ent 

301 251 4096 P.02 

Page I of 5 

Cardholder 
Product Type 
Default MAC 

1 1 
fRAVtt • fndlvidually Billed 

Account Number 
Statement Period I 

Previous Balance 
Purchases 
Other Debits 

post date tran date 

~l 10/2412011 10/22/2011 

bill acct 
rer num 
Iran code 

13 10124/20'1 10/22/2011 

bill acct 
ref num 
tran code 

E) 10124/2011 1012•/2011 

bill acct 
ref num 
Iran code 

[::) 10/2412011 10(2•/201 1 

bill acct 
ref num 
tran code 

El 1012112011 1012512011 

bill acct 
rer num 
tran code 

8 1012712011 10/2812011 

bill acct 
ref num 
tran code 

B 1012ano11 10126.12011 

...... "'- ~- ' '·· -· -- · .. .• ·~· ,. 

S 342.23 
S t,792.74 
$ 4,5&4.50 

Total Payments 
Previous Disputes 
Other Credits 

last alloc date time merchant 

'""'• o h • , 

I W2212611 • 1 if2JJ201 1 Statement Status 

$ 342.23 
NIA 

S 1.203.15 

Total Amount Due 
Current Disputes 
Statement Total 
Tax Total 

amount 

s 503.00 

or ig amt s 
i;.cttlcmcnt s 
conv rate 
conv date 

s 10.06 

orig amt 
settlement 
conv rate 
conv date 

s 4.05 

orig amt 
settlement 
conv rate 
conv date 

s 202.50 

orig aint s 
settlement s 
conv rate 
conv date 

s 85.00 

orig amt $ 
sctlleme11t s 
conv rate 
conv dato 

s 33.98 

orig arnt $ 
settlement $ 
conv rate 
conv date 

s 16.83 

$ 5,174.09 
NIA 

S 4.831.86 

S 11.33 

status ~ 

E 
503.00 
503.00 

0 
NIA 

$ 10 06 
s 10.06 

0 
NIA 

s •.05 
s •.05 

0 
NIA 

E 
202.50 
202.50 

0 
NIA 

6!">00 
as.oo 

0 
NIA 

33.98 
33.98 

0 
NIA 

r 
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bill acct orig amt s 16.83 ref nun, settlement s 16.83 Iran code conv rate 0 
conv date NIA 

Ei 10131/20TT 10/27/2011 $ 1,203. 15 I 
bill acct µrig amt s 1.203.15 
ref num 

~ 
iiCtllement s 1.203.15 tran code ·onv rate 0 
onv date NIA 

B 10131/2011 10/27/2011 s 31.00 

bill acct orig amt $ 31.00 
ref num settlement s 31.00 
tran code conv rate 0 

conv date NIA 

El 1110112011 10128/2011 s 342.23 

bill acct orig amt $ 342.23 
ref num settlement s 342.23 
tran code conv rate 0 

conv date NIA 

EJ 1012s12011 10/28/2011 PAYMENT RECEIVED-· THANK s -342.23 

bill acct orig amt $ 342.23 
ref num settlement s .J.42.23 
tran code conv rate 0 

conv date NIA 

E] 1013112011 10/28/2011 $ 401 .25 I 
bill acct orig amt s 401.25 ref num settlement $ 401.25 
tran code conv rate 0 

conv date NIA 

E} 10/31120T 1 10/28/2011 $ 8.03 

bill acct orig amt s II.OJ ref num settlement s 8.03 trail code conv rate 0 
conv date NIA 

8 10/3112011 10/29/201 t s 10.06 

bill acct orig amt s 10.08 
ref num settlement s 10.06 
Iran code conv rate 0 

conv date NIA 

Ei 1013112011 10129/2011 s 50300 E 
bill acct ~rig amt $ 503.00 

"" 
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ref num ~ettlement s 503.00 
tran code ,..onv rate 0 

~onv date NIA 

8 10/3112011 10/30/2011 s 100.00 

bill acct brig amt s 100.00 
ref num settlement s 100.00 
tran code onv rate 0 

om, d3tc NIA 

13 11/0212011 11101/2011 s 502.50 I 
bill acct 

~ 
prig amt s 502.50 

ref num settlement s 502.50 
tran code on11 rate 0 

onv date WA 

El 11io21201 1 11/01/2011 s 10.05 

bill acct orig amt $ 10.05 
ref num settlement s 10.05 
tran code conv rate 0 

conv date NIA 
. .. . '. 

f:] 11/04/2011 11/03/2011 s 2.06 

bill acct orig amt s 2.06 
ref num settlement s 2.06 
tran c:ode conv rate 0 

'COOV date NIA 

B 11/0412011 11/0312011 s e.06 

bill acct o rig amt s 806 
ref num settlement s e.06 
tran code conv rate 0 

conv date NIA 

8 11/0412011 11/03/2011 s 402.95 I 
bill acct mgilmt $ 402.95 
ref num cttlcment s 402.95 
tran code o,w rate 0 

onv date NIA 

B 1110412011 11/0312011 $ 102.95 I 
bill acct ~rig amt $ 102.95 
ref num ctllement s 102.95 
tran code onv rate 0 

onv date NIA 

8 11,1)712011 11f04/2011 $ 100.00 

bill acct rig amt $ 100.00 
ref num ettlernent s 10000 

1... • • _ .. , , , .. ..... . . .. ___ .J _ - ~ .. • J .. 
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tran code 
conv rate 0 
conv date NIA 

B 111011201 1 11/07/2011 El 
s 29.00 

bill acct 
orig amt $ 29.00 ref num 
settlement s 29.00 tran code 
conv rate 0 
conv date NIA 

B 11/1812011 11107/2011 
s -1.203.15 I bill acct 

orig amt s 1.203.15 ref num 
settlement s -1.203.15 t ran code 
co1111 rate 0 
conv date NIA 

Ei 11/14/2011 11/1012011 
s 100.00 

bill acct 
oriy amt s 100.00 ref num 
settlement $ 100.00 tran code 
conv rate 0 
conv date NIA 

8 11/11112011 11/17/201 
s 4.06 

bill acct 
orig amt s 4.06 re1 num 
settlement s 4.06 tran code 
conv rate 0 
corw date NIA 

8 11/18/2011 11/171201 
s 2.06 

bill acct 
orig amt $ 2.08 ref num 
settlement s 2.06 tran code 
con11 rate 0 
conv date NIA 

a 111111120 11 11/17/201 
s 4 .06 

bill acct 
orig amt s 4.06 ref num 
sctuemcnt $ 4.06 tran code 
conv r,ltc- 0 
conv date NIA 

B 11118/2011 11/17/201 
s 203.00 I bill acct 

orig amt s 203.00 ref num 
settlement s 203.00 tran code 
1:0011 rate 0 
conv date NIA 

B 1111ano11 11/17/20 
s 203.00 I bill acct 

orig amt s 203.00 ref num 
settlemen t s 203,00 tran code 
conv rate 0 

L .. - ... ' ' · ·-· -~· .. I •• • , . 
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conv date NIA 

6 11/18/2011 11/1712011 s 103.00 I 
bill acct orig amt $ 103.00 ref num settlement $ 103 00 tran code con11 rate 0 

conv date NIA 

B 1112112011 11117/2011 $ 122.78 

bill acct orig amt $ 122.78 ref num settlement s 122.78 tran code con11 rate 0 
conv date NJA 

(~ 11/21/2011 11119/2011 s 502.00 I 
bill acct orig amt $ 502.00 ref num settlement s 502.00 
tran code conv rate 0 

r.onv date NIA 

Ei 11/21/20 It 11/19/2011 $ 10.04 

bill acct orig amt s 10 .04 
ref num settlement ·s 10.04 
tran code conv rate 0 

conv date NIA 

B 1112112011 11 /20/20 I 1 $ 10.03 

bill acct orig arnt $ 10.03 
ref num settlement $ 10.03 
tran code conv rate 0 

cc,nv date NIA 

8 11121/2011 11/2012011 s 501.50 l 
bill acct orig arnt $ 501.50 
ref num settlement $ 501 50 
tran code conv rate 0 

conv date NIA 

--End of Stalc:ment--
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301 251 4096 P.07 

(b) (3) - P . L. 86-36 
(b ) ( 6) 

Page 1 of I 

Cardholder I . i 
Product Type I MOEL· Mdlviduaffy 9tj'4i 

Cardholder Statemen:t .. 

Account Number 
Statement Period Default MAC ii/2•12011 • 12/23/2011 Statement Status New 

Previous Balance $ 5,174.09 Total Payments s 31.00 Total Amount Due $ 5,860.54 Purchases s 99.63 Previous Disputes NIA Current Disputes NIA Other Debits s 617.82 Other Credits s 0.00 Statement Total $ 888.45 
Tax Total s 000 

postdate tran date last aUoc date time merchant 
amount status I! 

El 1112512011 11123/2011 
SPLIT DISBURSEMENT PAYMEN s ·31.00 E bill acct 

orig amt $ 31.00 ref num 

~ 
settlement s -31.00 tran code 
conv rate 0 
conv date NfA 

8 11'2912011 11/2912011 
$ 502.75 E bill acct 

orig amt $ 502.75 ref num 
settlement s 502.75 tran code 
conv rate 0 
conv date NIA 

B 1112912011 1112912011 
s 10.06 

bill acct 
ref num 
tran code 

orig amt $ 10.06 
settlement s 10.06 
conv rate 0 
conv date NIA 

B 12/05/2011 12/0112011 
$ 99.63 

bill acct 
ref num 
tran code 

orig amt $ 99.83 
settlement $ 9963 
conv rate 0 
conv date NIA 

8 12/06/2011 12/0512011 
s 206 

bill acct 
ref num 
tr3n code 

orig 3mt s 208 
settlement s 2.06 
conv rate 0 
conv date NIA 

8 12'1l6/2011 12/05/2011 

bill acct 
$ 102.95 I 

ref num 
tran code 

orig amt s 102.95 
settlement s 102.115 
conv rate 0 
conv date NIA 

••End or Starement--

..... . ·- - - 4 4 · -- · 



Doc ID: 6608177

Release: 2018-03 
NSA:  02129

APR-23-2013 00:11 
.:)tatemcnt ueta11 
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(b) (3) - P . L . 86-36 
(b) ( 6) 

~ardhold~r StatemenJ 

Page I of2 

Cardholder 
Product Type 
Default MAC 

fAAVEL - lndiv,duaBy s,L Account Number 
Statement Period 

I I 
12.¾/2011 -0112312012 Statement Status 

Previous Balance 
Purchases 
Other Debits 

post date tran date 

El 1212&12011 1212112011 

bill acct 
ref num 
tran code 

El 0110912012 01/06/2012 

bill acct 
ref num 
tran code 

B 01116/2012 01,1312012 

bill acct 
ref num 
tran code 

B 01118/2012 0111112012 

bill acct 
ref num 
tran code 

8 01/19/2012 01117/2012 

bill acct 
ref num 
tran code 

8 01120/2012 01118/2012 

bill acct 
ref num 
tra11 code 

El 0112312012 0111912012 

$ 5.860.54 
$ 429.80 
S 0.00 

Total Payments 
Previous Disputes 
Other Credits 

last alloc date time merchant 

s o.oo Total Amount Due 
NIA Currant Disputes 

$ o.oo Statement Total 
Tax Total 

-----------------
orig amt 
settlement 
conv rato 
conv date 

orig amt 
settlement 
conv rate 
conv date 

orig arnt 
settlement 
conv rate 
conv date 

orig amt 
settlement 
corw rate 
conv date 

orig amt 
sottlement 
conv rate 
conv date 

orig amt 
settlement 
conv rate 
conv date 

$ 

s 

$ 

$ 

$ 

$ 

$ 

S 6 .290.34 
NIA 

$ 429.80 
$ 0.73 

amount status 

95.15 

118.11 

s 
s 

100.00 

s 
$ 

8.77 

10.00 

12 .77 

85.00 

s 
s 

s 
s 

s 
s 

s 
$ 

95.15 
95.15 

0 
NIA 

118.11 
118.11 

0 
NIA 

100.00 
100.00 

0 
NIA 

11.77 
11.77 

0 
NIA 

10.00 
10.00 

0 
NIA 

12 .77 
12.77 

0 
N/A 
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I 
bill acct 

I 
orig amt s 85.00 ref num 
settlement s 85.00 trao code 
conv rate 0 
conv date NIA 

' ••End of Statement--

..... _,..., , ......... f "''"•Ar. .,:.:r1:-~ .... ,......,_ IC'+- • n-=-· -... -t'l: _,,_ , O""lnc: ... ,.,' o .. ; .... --n P .. - ...... : - u-n G. f'rC"_.,n 
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(b) ( 6) 

Page I of I 

. 
. · Cardholder Statement , . , 

I I I Cardholder Account Number 
Product Type fAAVEL - individually 8illed Statement Period 01124/2012 • 02/2312012 Statement Status New 
Default MAC 

Previous Balance $ 6,290.34 Total Payments s 0.00 Total Amount Due $ 6,725.67 
Purchases s 435.33 Previous Disputes NIA Current Disputes NIA 
Other Debits s 0 00 Other Credits s 000 Statement Total s 435.33 

Tax Total s 2.16 

postdate tran date last alloc date time merchant amount status ~ 

B 0112112012 01/25/2012 s 85.00 

bill acct orig aint $ 85.00 
ref num 

~ settlr.mcnt $ 65.00 
tran code conv rate 0 

com, date NIA 

B 0113012012 01/26/2012 s 38.05 

bill acct orig amt s 38.05 
ref num settlement s 38.05 
tran code con11 rate 0 

CO/lV date NIA 

B 0113012012 01127/2012 s 100.00 

bill acct o rig amt s 100.00 
ref num settlement $ 100 00 
tran code conv rate 0 

conv date NIA 

8 02/1312012 02/1012012 s 85.00 

bill acct ori g ,unt s 85.00 
ref num settlement s 85,00 
tran code conv rate 0 

conv date NIA 

El 0212012012 02117/2012 s 100.00 

bill acct orig amt s 100.00 
ref num ~ettlerncnt s 100.00 
t ran code conv rato 0 

com, dc1te NIA 

B 0212012012 02/17/2012 $ 27.28 

bill acct orig amt s 27.28 
ref num settlement s 27 28 
tran code conv rate 0 

conv date NIA 

-·End of Statement-

""··--·'''·-·-·· ---.J- . ~. ~ .J• . • 
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Cardholder Statement 

301 251 40% P.11 

Page I of I 

(b) ( 3 ) - P . L . 86- 36 
(b) ( 6) 

Cardholder 
Product Type 
Default MAC 

- . - - - . - - - . ----· I I · · · · ·Ac~~~; N~~~~; . I 
IRAV€( • Individually Billed Statement Period L..,0""2""r217!it."'2b'"i"'2--~0l/2r;;"J;J~/2012 

Previous Balance 
Purchase• 
Other Debits 

$ 6,725 67 
S O 00 
$ 29.00 

Total Payments 
Previous Disputes 
Other Credits 

Statement Status New 

s o.oo Tot.al Amount Due 
NIA Current Disputes 

s o.oo · Statement Total 
Tax Total 

S 6,754.87 
NIA 

S 29.00 

s 0.00 

poet date tran da• last alloc date time merchant amount status 

a 03/0912012 03/09/2012 

bill acct 
ref num 
Iran code 

1.. ... - ... 11 ...... - •• ___ ..,_ .!.!.J; ..... ·• ... . . ,n • .. ,, . ~ 

-End of Slatement-

o rig amt 
settlement 
conv rate 
conv date 

s 29.00 

s 
s ' 

29.00 
29.00 

0 
NIA 
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TRAVEL CARD SERVICES 

Cardholder Statement 
-·-· :: 

301 251 4096 P.12 

Page 1 of I 

(b) (3) - P . L . 86- 36 
(b) ( 6) 

Cardholder 
Product Type 
Default MAC 

1- -· · · A~c-o~~; N~~~; . i. - : . 1 
L-"I AA"""v~E(l""."'T.ln~d~lv~id~u,:w1y~n!ll!11ec1 Statement Period 03,2412012 -2JJ~<n 2 

Statement Status 

Previous Balance 
Purcha1es 
Other Debits 

poatdate tran date 

B 03/J0/2012 OY.l0/2012 

bill acct 
ref num 
tran code 

B 04109/2012 0410912012 

bill acct 
ref num 
tran code 

S 6,754.67 
S 0.00 
S 29.00 

Total Payments 
Previous Oisputea 
Other Credits 

S <430.00 
NIA 

$ 0.00 

Total Amount Cue 
Current Disputes 
Suitement Total 
Tu Total 

last alloc date time merchant amount 

PAYMENT RECEIVED - THANK s -43000 

orig amt s 
sctllomcnt $ 

conv rate 
conv date 

$ 29.00 

or ig amt $ 
settlement $ 
conv rate 
COllV date 

--End of Statement•• 

L----''---· ·-· ---.J- _:.,: .J : .. .• • •. ... ,.-, ,, . n . . 
.,. . . ,..,.. __ ""-__ """ . 

$ 6,353.67 
NIA 

$ • 01.00 

S 0 .00 

status 

430.00 
• 30.00 

0 
NIA 

29.00 
29.00 

0 
NIA 

~ 
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TRAVEL CARD SERVICES 

(b) (3) - P . L . 86 - 36 
(b ) (6) 

, Cardholder Statement 

301 251 4096 P.13 

Page 1 of I 

Cardholder 
Product Type 
Default MAC 

1 - 1 
I RAVE( · lnchidually BUled 

Account Number ! ! 

Previous Balance 
Purchases 
Other Debits 

post date tran date 

B 05/0212012 05/0212012 

bill acct 
ref num 
tran code 

B 05l0812012 0~012 

bill acct 
ref num 
tran code 

Statement Period OQ.z,i12012 . 0S/2312012 Statement Status New 

S 6,353.67 
S 0.00 
S 114.00 

Total Payments 
Previous Disputes 
Other Credits 

last alloc date time merchant 

--End of Stalement-• 

s 

$ 

0.00 Tota, Amount Due 
NIA Current Disputas 

0.00 Statement Total 

I 

Tu Total 

I 
orig amt 
settlement 
conv rate 
conv date 

orig amt 
settlement 
conv rate 
conv date 

" " 

$ 

s 

s 6,467.67 
NIA 

s 114.00 
s 0.00 

amount status 

85.00 

s 115.00 
s 85.00 

0 
NIA 

29.00 

s 29.00 
$ 29.00 

0 
NIA 

~ 
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(b) ( 6) 

Page I or I 

Cardholder Statement ,_ ... , . 
Cardhofder 
Product Type 
Default MAC 

H~AVEL • Individually BiUed 
A ccount Number 
Statement Period 05124/2012 • 06/22/2012 Statement Status New 

Previous Balance 
Purchases 
Other Debits 

post date tran date 

1::J 06/07/2012 06/07/2012 

bill ac:ct 
ref num 
tran code 

B 08/13120.12 0611tt2012 

bill acc:t 
ref num 
tran code 

B 06/1312012 06/13/2012 

bill acct 
ref n um 
tran code 

El 06/1512012 06/13/2012 

S 6 ,467 67 
S 0.00 
S 109.00 

Total Payments 
Previous Disputes 
Other Credits 

s 

s 

90.75 Total Amount Due 
NIA Current Disputes 

80.00 Statement Total 
Tax Total 

last alloc date time merchant 

. . 

_J 
orig amt 
sa1tlen1cn 
conv rate 
conv date 

PAYMENT • THANK YOU 

. ~ . . . 

orig amt 
ement 

v rate 
settl 
con 
conv date 

I 
orig amt 
s ettlcmen 
conv rate 
COIW date 

L....._ 

7 

$ 

s 

s 

s 

bill acct amt orig 
ref num 
tran c:ode 

, .. ..... - -·''·--·-·· ____ .J .. -~ ... ! .. ~ .... ... . - ·- - ,, ... ., ' .,...,, . ~ 

--End of Statement--

scttl 
con 
con 

ement 
v rate 
v date 

s 6,405.92 
NIA 

s -61.75 

$ 0.00 

amount status 

29.00 

s 29.00 
s 29 00 

0 
NIA 

-90.75 

s 90.75 
s -90.75 

0 
NIA 

80.00 

s 80.00 
s 80.00 

0 
NIA 

-8000 

s 80.00 
$ ·80.00 

0 
NIA 

~ 
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~tacement Ueta1I 

301 251 4096 P. 15 TRAVEL CARD SE~RU~1LI, lrl.t;:7~c:: ------1 
(b) (3 ) - P . L . 86- 36 
(b) ( 6 ) 

Page 1 of I 

. C:irdholder Statement 
I C I Account Number I I Catdholder 

Product Type 
Default MAC 

I RAVEL - lodav,duatfy 9iU8d Statement Period 0812ffi12 - 0112312012 Statement Status New 

Previous Balance 
Purchases 
Other Debits 

post date tran date 

8 06/26/2012 06/25/2012 

bill acct 
ref nurn 
tran code 

8 07I09/l012 07109/2012 

bffl acct 
ref num 
tran code 

8 07/1112012 0710912012 

bill acct 
ref num 
tran code 

I 

$ 15,405.92 
S 0.00 
S 29.00 

Total Payments 
Previous Disputes 
Other Credits 

S 33-4.87 
NIA 

S 0.00 

Total Amount Due 
Current Disputes 
Statement Total 
Tu Total 

last alloc date time merchant amount 

PAYMENT . THANK YOU 

1--_-_:-~ orig amt 
settlement 
conv rate 

, ' co,w date 

I I 
orig amt 
settlt.!ment 
conv rato 
conv date 

PAYMENT • THANK YOU 

-End of Statement-

orig amt 
settlement 
conv rate 
conv date 

s 

s 

$ 

-164.87 

s 
$ 

29.00 

-150.00 

s 
s 

s 
s 

S 6,100.05 
NIA 

S -305.17 
S 0.00 

status 

184.87 
-164.87 

0 
NIA 

29.00 
29.00 

0 
NIA 

150.00 
-150.00 

0 
NIA 

~ 

~ - ~ .... - . 
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APR-23-2013 08=13 
;:,tatemcnt Ueta1t 

TRAVEL CARD SERV~iC::,:E;;,;;S;.... _______ .., 

(b) ( 3) - P . L . 86- 36 
(b) ( 6) 

.Cardholder Statement 

301 251 4096 P.16 

Page l of I 

Cardholder 
Product Type 
Default MAC 

TRAVEL· Individually B~led 
Account Number I I 
Statement Period 07/24/2012 - 0812312012 Statement Status New 

Previous Balance 
Purchases 
other Debits 

S 6,100.0S 

$ 0.00 
$ 29.00 

Total Payments 
Previous Disputes 
Other Credits 

S 602.65 
NIA 

S 0.00 

Total Amount Due 
Current Disputes 
Statement Total 
Tax Total 

post date tran date last alloc date time merchant amount 

13 07125/2012 07/23/2012 PAYMENT - THANK YOU s -221.42 

bill acct orig amt s 
ref num 

~ 
settlement s 

tran code conv rate 
conv date 

8 Oe.'0812012 0a/0612o12 PAYMENT-T~ANKYOU s -207.30 

bill acct orig arnt $ 
ref num settlement s 
tran code conv rate 

com, date 

B 0810112012 Ga/07/2012 I I $ 29.00 

bill acct orig amt $ 
ref nu1n settlement s 
tran code conv rate 

conv date 

8 08/2212012 08120/2012 PAYMENT - THANK YOU s ·173.93 

bill acct orig amt $ 
ref num settlement s 
tran code com, rat!? 

conv date 

-Encl of Slatement-• 

l.u-~.11 •• , •• - •. ---.l- .:.: .J' · • ,,.. . 

S 5,526.40 
NIA 

S -573.65 

$ 0.00 

status ~ 

221 .42 

-221 .•2 
0 

NIA 

207.30 
·207.30 

0 
NIA 

29.00 
29.00 

0 
NIA 

173.9J 
-173.93 

0 
NIA 
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APR-23- 2013 08:13 
.:,1,m:mcm ueta11 TRAVEL CARD SERVI Cp;Slil---------, 

(b ) ( 3) - P . L . 86- 36 
(b ) ( 6) 

301 251 4096 P .17 

Page I of I 

1 r 
I RAvH · lnd1vrdua11v Silted 

Cardtioider Statem&f)t 

I I 
Cardholder 
Product Type 
Default MAC 

Account Number 
Statement Period 08124f2012 - 0912112012 Statement Status New 

Previous Balance 
Purchases 
Other Debits 

post date tran date 

8 09/0•/2012 09/0312012 

bill acct 
ref num 
tran code 

8 09/04/2012 09103/2012 

bill ilCCt 
ref num 
tran code 

8 09/07/2012 09/0712012 

bill acct 
rdnum 
tran code 

B 0911912012 09/1712012 

bill acct 
ref num 
tran code 

S 5.526.40 
$ 0,00 
$ 29.00 

Total Payments 
Previous Disputes 
Other Credits 

s 447.30 Total Amount Due 
NIA Current Disputes 

s o.oo Statement Total 
Tax Total 

last alloc date time merchant amount 

PAYMENT -THANK YOU $ -33.37 

orig amt 

~ 
settlement 
com, rate 
conv date 

If,' 

PAYMENT ; THANK YOU s -196.9• 
orig aint s 
settlement s 
conv rate 
conv date 

I I s 29.00 

orig amt s 
settlement s 
conv rate 
conv date 

PAYMENT · THANK YOU $ ·2115.99 

orig amt s 
settlement $ 
conv rate 
conv date 

•·Encl of S111emenl-• 

....... __ ~,, •• _ ___ , •• . . J_ - ~- ~ -·· .. • ,n, •~ • . 
,,• I ...,, ........ .. , •--- - • 

S 5.103.10 
NIA 

S --418.30 

$ 0.00 

status ~ 

s 33.37 
s ·33.37 

0 
NIA 

196.94 

·196.94 
0 

NIA 

29.00 
29.00 

0 
NIA 

218.99 
-216.99 

0 
NIA 
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APR-23-2013 00:13 
.:>tatcmem 1Jeta11 

TRAVEL CARD SERVI C.,;E;.;S ________ _ 

(b) (3) - P . L . 86-36 
(b) ( 6 ) 

~ardh<>lder Statem~nt 

301 251 4096 P.18 

Page I of 1 

Cardholder 
Product Type 
Default MAC 

TRAVEL • lndividu,lly BIiied 
Account Number I l 
Statement Period o§F.!212012. 10123/ 012 Statement Status New 

Previous Balance 
Purchases 
Other Debits 

post date tran date 

$ 5.108.10 
$ 0.00 
S 0.00 

Tot.al Payments 
Previous Disputes 
Other Credits 

last alloe date time 

r::110J03r2012 10/0112012 -----------

bill acct 
ref num 
tran code 

El 1011112012 10/1512012 

bill acct 
ref num 
tran code 

S 397.32 
NIA 

$ 0.00 

Tot.al Amount Due 
Current Disputes 
Statament Total 
Tax Total 

S •,710.78 
NIA 

S -397.32 

S 000 

merchant amount . status 

PAYMENT· THANK YOU 

orig amt 
scttl<:ment 
conv rate 
conv datn 

PAYMENT - THANK YOU 

orig a111t 
settlement 
conv rate 
conv date 

s 

s 

-198.66 

$ 

s 

-198.66 

s 
s 

198.66 
-198.66 

0 
NIA 

198.66 
-198.66 

0 
NIA 

- Em.I of St;ilemenl-

TOTAL P.18 
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APR- 23- 2013 00:23 
~tatemcnt 1Jcta1 I 

TRAVEL CARD SERVICES 
(b) (3 ) - P . L . 86-36 
(b) ( 6 l 

251 4096 P.04 
Page I 01 I 

Cardholde'r" St~tement .. 

Cardholder 
· Product Type 
Default MAC 

TRAVEL • Individually Billed 
Account Number 
Statement Period 

I 1 
16mizo12 - iihSho12 Sbltement Status New 

Previous Balance 
Purchases 
Other Debits 

post date tran date 

S 4,710.78 
S 0.00 
S 0.00 

Total Payments 
Previous Disputes 
Other Credits 

last alloc date time 

a 10131,2012 
10/2912012 -----------

bill acct 
ref nun, 
tran code 

8 11/14/2012 11113/2012 

btll acct 
ref nvm 
tran code 

s 1.300.00 Total Amount Due 
NIA Current Disputes 

s 0.00 Statement Total 
Tax Tobll 

merchant amount 

PAYMENT· THANK YOU $ · 1,282.76 

orig amt 
scttlcrncnt 
conv rate 
conv date 

PAYMENT - THANK YOU 

or ig amt 
settlement 
conv ro1te 
conv date 

s 
s 

$ -17.24 

--Eno or Statement-

,_ --- - • JI •• .• • - - • - __ .., _ _ :.: .J: ..... _ .. .... .. -· lt::"t .... . .. n .. : ... ..... --- n: .J _ "'\ "\ A..., .Al\.,O o.:_ --" D. _ _ .. : .,.. __ I\ 0 . TC"-"'70 

s 

s 
s 

s 
s 

3,410.78 
NIA 

-1 .300.00 

0.00 

sbltus I! 

1.282.76 
-1,282.76 

0 
NIA 

17.24 
-17.24 

0 
NIA 

AM..,Mf\1-, 
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:statement Ueta11 

TRAVEL CARD SERVICES ------------( b ) (3) - P . L . 86- 36 
(b) ( 6) 

C.ardh'older Statem,nt 

301 251 4096 P. 03, 
t'age I or 1· 

Cardholder 
Product Type 
Default MAC 

TRAVEL - Individually BIUed 
Account Number 
Statement Period i ~ bir.!412bfa . 62/wn 3 Statement Status New 

Previous Balance 
Purchases 
Other Debits 

postdate tran date 

bl 0111512013 02114/2013 

bill acct 
rel num 
Iran code 

B 02115/2013 02115/2013 

bill acct 
ref num 
Iran code 

S 3,410.78 
S 0.00 
S 45.00 

Total Payments 
Previous Disputes 
Other Credits 

S 285.84 
NIA 

S 0.00 

Total Amount Due 
Current Disputes 
Statement Total 
Tax Total 

$ 3,169.9• 
NIA 

S •240.84 

S 0.00 

last alloc: date time merchant amount status 

PAYMENT RECEIVED-· THANK $ -285.8<1 

~ 
orig amt s 285.84 
settl<:mc, 1t s -285.8<1 
conv rate 0 

conv date NIA 

I $ 45.00 

orig amt $ 45.00 
settlernent s 45.00 
COIW rale 0 
COIIV date NIA 

•·End of Statement-• 

~ 

1,.. .. _ ..... ,, .......... ...,.,._,1,,, ~:.:..1: . .... ,,. • ..... ..... .--1~•-•n-=-· ,,...,,_'l:.,..l- '"1.-1(l(',101tne.; .... ,..-ng,",.._,.; __ =ngr T~=,,1 ,1n1nn11 
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NSA:  02142
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~tatement u eta11 

TRAVEL CARD SERVICES 

(b) (3 ) - P . L . 86-36 
(b) ( 6 ) 

. Caranolcter Statement : . . , 

301 251 4096 P.02 
l'age l or t 

Cardholder 
Product Type 
Default MAC 

I I . Account Number j j 
TRAVEL - llldividually BIiied Statement Period 02/23/2013 • 03/22/2013 

Previous Balance 
Purchases 
Other Debits 

post date tran date 

f::l 03/W2013 03/1412013 

bill acct 
ref rHlm 
tran code 

B 03118/2013 03/18/2013 

bill acct 
ref num 
tran code 

• • • t I 

Statement Status New 

S 3,169.94 
S 0.00 
$ 10.00 

Total Payments 
Previous Disputes 
Other Credits 

S 285,8, 
NIA 

$ 0.00 

Total Amount Due 
Current Diaputea 
Statement Total 
Tax Total 

last alloc date time merchant amount 

PAYMENT RECEIVED - THANK $ -285,84 

orig amt $ 

~ 
settlement s 
co11v rate 
GOIW datn 

.. -

I s 10.00 

orig amt s 
settlement s 
conv rate 
corw dat~ 

•·End of Slatemenl-

S 2,8!M.10 
NIA 

$ -275.8' 
$ 0.00 

status 

285.84 
-285.84 

0 
NIA 

10.00 
10.00 

0 
NIA 

A /"\-, /"\I\ I -, 

t? 
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~R-23- 2013 00:23 
Statement Detail 

TRAVEL CARD SERVICES 

(b) (3 ) - P . L . 86- 36 
(b) ( 6 ) 

Cardholder Stateme"1t 

301 251 4096 P.01 
Page I of I 

Cardholder 
Product Type 
Default MAC 

TRAVEL - Individually Billed 
Account Number I ; ~ 
Statement PeriOd 651!1Jho $ • 04/ZJ/ 13 Statement Status Interim 

Tax Total S0.00 Statement Total S 10.DO 

post date tran data last alloc date Ume merchant 

F. 0-4/18/2013 04/18/2013 

bill ar.ct 
ref num 
tran code ______ .... ·--- ~ 

-Encl of Statemenl-

1,..._. ___ 11 ... ..... . . ___ J _ -!...: ..J : ... __ ... --·-•'C°"•-·•" -·~-·• . . · ""'" ·' - ·"r...,,-n A tnn · 

orig amt 
scUlemont 
com, rate 
conv date 

n n 

s 

amount statu5 

10.00 

s 
s 

10 00 
10.00 

0 
NIA 
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From: 
Sent: 
To: 
Subject: 

Classification: 

february 14 

I • 
I 
I 
I 
I 

2013 10:05 AL 

UNCLASSIFIED/fffi
R OFFICIAL USE 

I 
I 
I 
I 
I 
I 

orqt't' 

______ _.I : 
To: 
Cc: 

Supervis~r: 

Time Sent: 
Subject: ' 

Body: 

I 
I 

I 
I 
I 
I 
I 

,__, __ ____.1------------

I 
I 
I 

(b) (3) - P . L. 86- 36 
(b) ( 6) 

02/1)/2012 06:59:01 AM 

**U,R(!ENT** GTCC .. ~5 Oa~s Delinquent **URGENT** 
I 

He¥14 : __________ _. 

UP,t>n' reviewing the Citi government travel charge card (GTCC) 
aac9unts this month, we found that you are currently over 45 days 
phst due in paying your government issued travel char_ge card 

I ' qcc:ount . 
it;midnight on 23rd of february 2012 Citi will have no choice other 
than to automatical l y suspend ATM and charging privileges until your 
'delinquent balance is paid in full. Please contact me ~c:::J I iASAP if you will be in a travel ~t-tus on or around 

,this date. We will then , on your behalf, be 9bl~"to communicate wi th 
f;citi ~~ request that your charging pri~ile~~s remain active until 
:; your,'TDY has been completed. If Y.OU ·liave not filed your TOY expense 
:; rep,6rt/voucher, p l ease do s_o . .ndw. To expedite the processing .of your 
,. expense report/voucher,.-you may scan/e-mail i t directly to Travel 
f; Entitlements at _tjl.e-i'i" ·e-mail alias ?£1 I 

: :; ,Be reminded J;ha1: in accorda.ri.ce- with A enc GTCC policy (Corporate 
I • •• •••• 

: ~• ,' Travel rem 01-200.a,. -da1:ed May 2008,_ . ' , ., . . . . . . . . . . . . _____ ....; ______ --i~'-;.:.;---a·l·l··charges on your GTCC are due upon receipt o your 1ti 

(b) (3 ) 
J 
.... s_t_at_e_m_e_nt. Should any charges on your statement appear to be in 

- P . L . 86-36 - -___________ _. question;"please"n6~rfy 1 I immediately so these 
1. charges can be discussed, investigated, and/or resolved. 
·:·.If you have mailed your payment, please promptly provide us with a 

'-. ch.eek number, amount paid, and date mailed. If you made an on-line 
'payment please provide the payment amount and date of payment. . . 
Tnanks , 

769-7100~ 769-7354s 

1 
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To: 

Cc: 

Supervisor: 
Time Sent: 
Subject: 

Body: 

03/13/2012 08:08:10 AM -

(b ) (3) - P. L . 86-36 
(b ) ( 6) 

**URGENT*'!' GTCC 75 Days Delinquent **URGENT** 
Hello ! ! 

It has been br~ught to our attention that your government issued 
travel charge aard has a balance of $6,754.67 of which $5,860 . 54 is 

',over 60 days past due and $429.80 is over 30 days past due. After 
r~viewing your TDY history, we found that: 
Yo~ do not have any recent trips in the travel database. If you 
traveled for anotner organization, please track your reimbursement 
and promptly advis& this office regarding the status . Failure to 
submit an expense report does not excuse you from paying your bill 
in accordance with Agency travel card policy (Corporate TravelGrarn 
01-2003,'·, dated Januat.y 2003) . 
Your ATM ~nd charging'.privileges have been suspended. Please be 
advised that your acco~nt will continue to accrue a $29 late fee 
each month y~ur outstarr~ing balance remains unpaid. The late fee is 
not reimbursable by the'Agency. At 120 days delinquent, your case 
will also be forwarded tq Employee Relations for appropriate 
disciplinary act.ion, unle~s you can establish that you have timely 
filed your claim'pnd have ~ot yet been reimbursed. Furthermore, if 
your account remains delinqµent, involuntary salary offset will be 
implemented. 
You must pay Citi Ba~k in fu~l immediately. Please contact me bye
mail NLT 22 March 2012 to inf~rm me of the method that was used to 
pay your bill. 
Please refer to Corporat~ Travel Gram 01-2003 dated January 2003 for 
addition~~ ~-~pcy policy ~n the'-~ravel card at: 

I _ i . -, · 
I . ·: , 
Thanks and Have·a Good Day! 

769- 7100s/769-7354s 

'-\J ... 
.. ... 

I . . . . 
. . '\ . 

.. .. .. .. '.\ 
L,
----------- ......... , . . . . . . . . . .. .. 

I:::::::.-_-_-_-_-_-_-_-_-_._-.-_-_._:_:_:_: ~-:•c.,.] _(-b)_ (_3_) - -- P-. L- .- 8-6-- 3-6 ..... 

L---------------~--I 769-7!00s/769·7359s r. --
2 
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From: 
Sent: 
To: 
Cc: 
Subject: 

I (b ) (3 ) - P . L . 8 6- 36 

. ,., ----------""' ..... ,,1 

I ~ 
: ~ . . 

I,.. .,. I 

Classification: UNCLASSIFIED/ /Pef'. eFFICMle ""' OHi y 

··························~·-····~···················••(••··········· 

.. 
(b ) ( 3 ) - P . L . 86-36 
(bl (6) 

THIS IS AN OFFICIALLY. t,i)ROED DUE PROCESS NOTiFICATION s,NT IN ACCORDANCE WITH DOD FINANCIAL 
MANAGEMENT REGULA-Tl()NS. ' ' , 
................ .-....................................................... . 
,~------·-·-~, : : : 

As of 04/ 13/2012, a review of the:citi govery,ment trav~l charge card (GTCC) database 

indicates that you are now over 9~-days del~nquent in ~he paynient of your GTCC. 

Total amount -due is $$6,353 .67. . 
Please be advised that your GTCC account will be canc~lled on 04/17/2012(120-days delinquent) 
and any outstanding balance which:is not for~ally disputed will be submitted to the Finance 
and Account Office for involuntary salary offset . Tire GTCC and Agency travel card policy 
Cor orate TravelGram 01-2008 da ed Ma 20,08, 

~~;;;;~;;~~;;;;;;~;~;;~;;~~;~~~~~~~~~~~~~;~:::~:;:~;;;;;::_i requires all undisputed 
outstanding charges to be paid by the spec~ied due date as stat on the Citi monthly 
statement. 

Citi will automatically cancel any GTCC account that reaches the 120-day delinquency mark, 
with no reinstatement privileges. You are re111inded that if you are required to travel in the 
future you will not receive a cash advance; for the benefit of government transportation 

rates. All costs will be borne by you, th~ traveler, until you are reimbursed by the agency 
for which you traveled . Reimbursenient by ~he Agency will not occur until you have submitted 

an expense report/voucher and the applica~le receipts. 

Non-c011pliance, or failure to adhere to tije guidelines for the GTCC~ can result in 
disciplinary action in accordance with P""rl 30-2, Chapter 366, Section 3.10 Government 
Credit/Charge Cards j ~- To resolve this delinquency, 
you raay conduct a phone pay111ent by calling the 800 number on t e back of your Citi GTCC. 
NOTE: You MUST contact Citi from a hOffle phone, DO NOT use a government phone exchange to 

contact Citi. 

If you are financially unable to make a full payment, and wish to enter into a written 
agreement with Citi to make voluntary monthly payments and avoid involuntary salary offset, 

inmediately contact the 800 number on the back of your GTCC to make the necessary 
arrangements. (DO NOT CONTACT CITI FROM NJ AGENCY PHONE_ EXCHANGE.) 

In accordance with the Travel and Transportation Reform Act of 1998, Public Law 105-264. 19 
October 1998, and 41 C.F.R. Parts 301-54, and 301-76, and the Department of Defense Financial 

Management Regulation, volume 8, paragraph 080602 (civilian employees), your outstanding 
balance will be sent to the Finance and Accounting Office for involuntary salary offset if 

your GTCC account is not paid in full within 30 days fr011 the date of this notification. 
Deductions not to exceed 1si of your disposable net pay (gross pay less deductions for 

federal, state and local taxes, Medicare and/or OASOI, retiren1ent, TSP, health insurance and 
basic life insurance) will be initiated until your balance has been paid in full. If you 
have paid this debt in full, or believe the debt is invalid, please send an e-mail to our e-
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mail alias of: I You have the right to inspect and request copies of records 
related to your debt. • You also have the right to request. in writing, a hearing concerning 
the amount and validiiy of the debt or the amount of involuntary deductions. To request a 
hearing, you must comp1ete the Petition for Hearing Request fonn, which can be found at: 

Thank You I (b ) (3) - P . L . 86-36 

Classification: UNCLASSIFIED,'/ F8R errte:!iart tJ!I! e1•L1 

2 
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APPENDIX D 

(U) Salary Offset Notice 

UNCLASSIFIED//FOll OfflCJAL H5E Of\'f.Y 
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I 

To: 
Subject: 

I . ~ I 
Rt: Oj C1t1bank'Sala~ ~~tLJesponse 

.. ... .. .. .. 
........ 

.. .. .... .... : : .... 
··.,::..:.:.::~~~ ............ .........,· ...... ..... ..... .-. : ·:•:1 
.~--~~~~-~~---·· ········ ··· ·······~;, 

U Otibank Salary t ,, 
, , 

, , 
,, 

Classification: UNCLASSIFIED'IIF!O"' OrF!CIAL USE S.:iLY 
... .. ., , 

, , 
, , 

, , 

(b ) (3) - P . L . 86-36 1 

, , 

As of 19 April 2012·,irlvoluntary salary offset will be,;o'iii~ted If past due payments are not made. According to Citibank 
records you have not mad~ ~fpawnent on your def mquent account since 12/08/11 in the amount of $275.00. Please 
provide proof that payments have .been. 01.ad,e 'or'your ac~oupt will be forwarded to the Finance Office for involuntary 
salary offset for pay period 9-21, pay perlod,begiJlning date of 04/08/12 and ending date of 04/21/12 (pay date of 
04/27/12). Deductions will be inltiated'at 15'6 ofyour-d,isposable pay $223.00 and will continue until the outstanding 
balance has been paid in full. ' ' • • · • 
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(U) DEPARTMENT OF DEFENSE GOVERNMENT TRAVEL CARD PROCEDUR.£$':' : 
, , ' , , , ,, . ,, 

' • ,, I 

(b) ( 3 ) - P . L . 86- 36 

(U) This Corporate TravelGram details the procedures for mandatory u~ofthe G~~mmenttravel charge card (travel card) under the "Travel and Transportation Refonn Act of I 99S" (TTRA),:Public Law l 05-264. , ,. , , . 
, , , 

I. (U) PURPOSE: 

(U/,_ The pwpo,e of this Tra""l Gram is to i:f.s,;,, National Secw:i\)> : 
Agency employees (civilian and militar)J I of the basic NSA/CSS policy and procedures for using a government travel card, while traveling mtemat1on:ly (OCON US) arid'in the continental United States (CONUS). Effective I October 1995, the individual Government travel card p)'Ogram was instituted agcl).cy wide for the 
payment of official travel related expenses. NSA 's employees sb<>,uld use the travel card for ~II official travel expenses unless those expenses are otherwise exempted. (See sic;tion VIII of this Travel Gram) 

, , ' 
(U/~J 

C 

II. (U) PROCEDURES FOR OBTAINING A TRAVEL CARD: 

(U/IFet;e) The Citibank charge card application form may be printed from. go travelcard . the following sections must be completed: (Email address is not needed) ' 
I . Name 
2. Address 
3. Social Security Number 
4. Date of Birth 
5. Cardholder' s signature 
6. Date 
7. Credit Report Authorization 
8. Supervisor's signature 
9. Date 

The remaining sections will be completed for you by the Agency Program Coordinator (APC:). 

(U//~ Military persoMel must complete and submit a direct deposit fonn and a mili~int-of-contact sheet (POC) with their Citibank charge card application. All of the forms can be accessed on tbL...Jmd BF212 websites. 

(U//J-8WQ) Applicants must read, initial, and sign the Statement of Understanding Government Travel Card 
Program form (SOU). A supervisor's approval signature is required on the SOU form for both civilian and military personnel. 

(U//'8t;Q) A listing of all APCs and additional points-of-contact for the Citibank travel card program can be found by typing "Go Travel" or "Go Travelcard" in the intrane~ browser. 

(UI~) Applicants will receive their travel cards usually within 7-10 business days. The travel earth will be mailed lo the applicant 's home addresses. if a travel card is not re,·eived within the 7-10 period the APC shOJlld be contacted. 

(UII~ EXPEDITED CARD PROCF.SSlNG: If an employee is required lo perform a mission critical TDY and does noi have a valid travel card, they must have their Request for Travel Authorization (RTA) processed through 

UNCLASSIFIED//fOR Ol'flCJi\l, Y&E 9A'l.¥ 
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c:::Jcorporate 7'ravel Services, prior to submitling the completed travel charge card application to the APC. 
Upon receipt of the application, the APC will initiate action with Citibank to expedite delivery of a travel card 
There is an additional processingfeefor the expedited card service which is reimbursable by the funding 
organization. Please note that someone must be available to sign/or the card al the mailing or home address, or 
the card may be sent to either of the travel offices for pick-up. 

1/J. (U) PROPER USE OF THE CITIBANK TRAVEL CARD: 

(Ulll-8+HJ; Auihorized use of the travel card is reserved for purchases related to and made during official 
Government travel only and which will be reimbursed using travel funds. Expenses to support travel mission should 
be not charged using this card. The travel card must be used for purchases such as the following: 

air travel 
rail travel 
lodging 
transportation services 
conference fees 
auto rental 
fuel 
ATM access 
service fee/agent fee/transaction fees 

The travel card may be used at food service establishments. Use of the card for meals & incidentals expenses is not 
mandatory. 

(U) Pennanent Change of Station (PCS) 

(U//~ Use of the travel card is required for purchases related to and made during official Government travel 
for a Permanent Change of Station. Examples of these expenses would include lodging rental cars, airfare and taxis. 
The card may also be used for meals. 

(U//~ The travel card should be used for purchases relating to the following entitlements: 
Temporary Quarters Subsistence Expense (TQSE) 
House Hunting Trip (HHT), including Airfare. 
Mileage and Per Diem (MIPD), including Airfare 
Temporary Quarters Subsistence Allowance (TQSA) 
Foreign Transfer Allowance (FT A) 

(U//~ The Travel Voucher Summary, Form DD 1351-2, should be submitted within five days of the 
completion of each entitlement. All necessary receipts should be attached to the signed travel voucher summary. 
Both the employee's signature and the Approving Official's (AO) signature are necessary on this form. 

IV. (U) When the Employee Requires Cash: 

(U/~) Employees in preparation for official travel may need to withdraw cash from an ATM for incidental 
expenses, or in instances when a vendor will not accept the government travel card. Cardholders will be provided 
personal identification numbers {PIN), which will allow access to A TMs. The employee can always "customize" 
their pin number. The use of a travel card for cash withdrawals is limited to $1,000 during a seven-day period. In 
circumstances where the cash limit is insufficient, the employee should contact the Agency Card Program Manager 
(CPM). Employees will be reimbursed for any fees associated with A TM withdrawals made using this card. 
Reimbursement of the A TM charge is only authorized for withdrawals made in conjunction with official travel. 
ATM withdrawals should not be made more than 3 working days prior to the start of the travel. 

V. (U) EMPLOYEE REIMBURSEMENT: 

(U~) DoD has mandated that all civilian employees and Military members must designate the portion of their 
reimbursement for charges made to the official travel card, be sent to Citibank to liqudate their bill. This amount 
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#### # I I I 

should be recorded on the top of the RT A under the Split J)~b~sing area., ff the outsiar~ling balance is unknown, the employee may contact their APC for the correct,l\ntOunt. lfan amount is not indicated on the RTA:(except for sensitive TDYs). the following expenses will a.4tomatically be split ~isbursed to Citiijanki: air/train fare and service fee; lodging and lodging tax, rental car aJJ<j .conference fee. lfthe t9ta1 balance ofthe;biJJ is not paid th(ough split disbursement, the traveler is responjibie for any remaining balance owed to the Bank. · · # # 
, 

• . . . 
cw~1 # s # 

: 

. . 
(U//l'et::16) ~II TOY travel claims must be submitted to BF 212 (NSA Travel entit~mentsj..,_ _____ ~ c::Jwithin five (5) working days after the completion of each trip. Failure to sub,mit a claim does not excuse the employee from paying the Citibank by the due date posted on the billing statement.; · 

(U//~ All PCS travel claims must be submitted to BF2l2 (NSA Travel.I : I within five (5) working days after the completion of the entitlement .. failure to submit a cfa1m does not excuse the employee from paying the Citibank by the due date posted on the billing statemen(. 

(U/~) During long-term TOY s, those in excess of 45 days, the employee is i;equired to submit a claim for each 30-day period. The claim must be submitted within 5 days after the end of each 30-day period. While in an extended TOY status, it is important that employees ensure their travel card bill is paid by the due date specified on the Citibank billing statement. To help facilitate this, employees are required to contact their APC or Field Site POC prior to departing on the extended TOY. · 

(U//~ Employees shall be reimbursed no later than 30 days after submitti(!& to the Travel Entitlements Branch, a properly completed claim for reimbursement. 

(U/JiQLIQ)Each claim must include: RT A with AO's signature and employee•s:signature, as well as paid receipts for lodging, transportation tickets, rental car, conference fees ~d any jt;m $Zl 09 w rnorr Cl•ir must be submitted to BF212 the Travel Entitlements Branch, located ifiL ___________ _._ 

(U/~ If reimbursement takes longer than 30 days, the Government may be required to pay the employee interest. Interest is payable, using the "Prompt Payment Act" interest rate, beginning on the 31st day after the submission of a properly filed travel claim and ending on the date that the payment is disbursed by the Government The only exception to the requirement for this payment is when the payment would be less than $1.00. In addition, the employee sha1l be paid an amount equal to any late payment charge that the travel card contractor would have · been able to charge had the employee not paid the bill. 

VI. (U) LATE PAYMENT/DELINQUENT ACCOUNTS: 

(U//~Payments are due in full by the due date specified on the Citibank billing statement regardless of whether or not the employee has received reimbursement. 

(U/JiQLI.Q.) Employees will incur a $29.00 fee for payments returned due to insufficient funds. This return payment fee is not reimbursable. 

(Um,·g• I~ MILITARY DELINQUENT ACCOUNTS: In accordance with the Memorandum of Agreement (MOA) between the Military Commands and the National Security Agency/Central Security Service, military accounts which are 45 days delinquent will be reported directly to their parent military command. 

(U) CIVILIAN DELINQUENCY CYCLES: 

(U//FQlalO~ 45 days Delinquency - After 45 days of delinquency, the APC will send notification to the employee and their immediate supervisor stating that unless outstanding charges are paid in full, their travel card will be 
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suspended on the 6 I st day of delinquency. On the 61 st day of delinquency, the Citibank will automatically suspend 
A TM and travel card privileges. 

(U//~ 75 days Delinquency- After 75 days of delinquency, the APC will send notification to the employee, 
their immediate supervisor and the organization's Chief of Staff stating that travel card privileges remain suspended 
and the outstanding balance must be paid in full to avoid further action. In addition, a $29.00 late fee, which is not 
reimbursable, will be applied to the employee's account. 

(lJ/~) 90 days Delinquency - After 90 days of delinquency, the Individually Billed Account Manager (IBA) 
will notify the organization's Chief of Staff and the Employee Relations (ER) Office for appropriate disciplinary 
action. The 
IBA will send a Due Process Letter to the employee allowing 30 days to make full payment of the outstanding 
balance (copies will be sent to the organization's Chiefof Staff and ER). 

(U/it'ffl:70) Salary Offset - If the employee's payment is not made in full within 30 days of the date of the Due 
Process Letter, then the Salary Offset process will be initiated in accordance with the DoD and BOA established 
policy. Payments of 15% of the employee's net pay will be deducted from their bi-weekly federal salary to satisfy 
account balances that are not in dispute. 

(U//~ 120 days Delinquency- On the 120th day of delinquency, the Citibank will automatically cancel the 
employee's account. Once the account is cancelled, the Citibank will not reinstate the travel card for any reason. 

VII. (U) MISUSE OF THE TRAVEL CARD: 

(U//~ Travel cards should be used only for reimbursable expenses associated with official travel which will be 
reimbursed on the RTA or DD135l-2. 

(U//~ Military Misuse: In accordance with the Memorandum of Agreement (MOA) between the Military 
Commands and the National Security Agency/Central Security Service, when misuse oftbe travel card is suspected 
Military accounts will be deactivated and a notice of deactivation will be sent to the respective parent command, 

(U//~ Civilian Misuse: If misuse of the travel card is suspected, the !BA will send an email to the employee 
and their immediate supervisor questioning the expenses on the traveler's account. Depending on the response 
provided and the seriousness of the misuse, the travel card may be deactivated to prevent further misuse. In 
addition, a formal case will be forwarded to Employee Relations (ER) for disciplinary action. 

(U//~ Supervisors shall not tolerate misuse of the travel card and cardholders who misuse their travel cards 
shall be subject to appropriate administrative or disciplinary action. Possible actions range from written reprimand 
to removal. 

VIII. (U) EXCEPTIONS/EXEMPTIONS TO TRAVEL CARD USE: 

(U//~ Military or DoD civilian personnel whose use of the travel card, due to operational, security or other 
requirements of a mission, would pose a threat to national security, endanger the life or physical safety of travelers 
or others, or would compromise a law enforcement activity. Refer to Section I (PURPOSE, paragraph 2). 

(U//~) Military or DoD civilian personnel traveling to or in a foreign country where the political, financial, or 
communications infrastructure does not support the use of a travel card. Consult the[:)rravel Office for 
guidance. ·. 

(U/~) Military or DoD civilian personnel that are determined to be infrequent travefers. An infrequent traveler 
is one who travels two or less times per year. While DoD has exempted infrequent traveler's from the mandate to use 
the official charge card, NSA offers the card to all employees and will offer no special accdmmodations to those 
infrequent travelers who elect to not apply for the card. ' 
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(Ui/~ Individuals employed or appointed on a temporary or intermittent basis upon a determination by the individual's supervisor or other appropriate official that the duration of the employment or appointment or other circumstances pertaining to such employment or appointment does not justify issuance ofa travel card to such individual. 

(U//Fetffl1 There are two exceptions when personal charges may appear on the official travel charge card. These arc: 
a. personal lodging or rental car charges incurred in conjunction with official travel charges when 

travelers are extending their official time at the hotel or use of a rental vehicle to include personal (leave) time 
b. when travelers are charging expenses incidental to the hotel bill (exercise room fees, movie rentals, personal phone calls or beverages) 

While these personal charges are not reimbursable, travelers will not be expected to use a personal charge card since these charges are incidental to use of the hotel /rental car. If the traveler elects to change hotels or rental vehicles during the personal time, the official charge card should not be used for these expenses. 

(U//~ FRJENDL Y REMINDER: If an employee has any questions/concerns about their account, they should contact the APC. It is very important that the APC be notified of any address changes, name changes or to report a lost or stolen card If an employee receives any inquiry for data. appearing to be from the Bank, either on the phone or through e-mail, the employee should not respond to it. The Citibank will not attempt to communicate via these modes. When this type of correspondence is received it should be reported to the APC. 

(U//~) EFFECTIVE DA TE: This Corporate TravelGram is effective immediately and rescinds Corporate Travel Gram QJ-2QQ3 !{You need additional information, please contact the Travel Card Program Office, 769-7100 
(s) o~L.-___ __.J 
NOTE: (l!fThe contents of this Corporate Travel Gram have been coordinated with the Office of General Counsel. I (b ) (3 ) - P . L . 86- 36 
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