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(U) OFFICE OF THE INSPECTOR GENERAL 

(U) Chartered by the NSA Director and by statute, the Office of the Inspector 
General conducts audits, investigations, inspections, and special studies. Its 
mission is to ensure the integrity, efficiency, and effectiveness of NSA operations, 
provide intelligence oversight, protect against fraud, waste, and mismanagement of 
resources by the Agency and its affiliates, and ensure that NSA activities comply 
with the law. The OIG also serves as an ombudsman, assisting NSA/CSS 
employees, civilian and military. 

(U)AUDITS 

(U) The audit function provides independent assessments of programs and 
organizations. Performance audits evaluate the effectiveness and efficiency of 
entities and programs and their internal controls. Financial audits detennine the 
accuracy of the Agency's financial statements. All audits are conducted in 
accordance with standards established by the Comptroller General of the United 
States. 

(U) INVESTIGATIONS 

(U) The OIG administers a system for receiving complaints (including anonymous 
tips) about fraud, waste, and mismanagement. Investigations may be undertaken in 
response to those complaints, at the request of management, as the result of 
irregularities that surface during inspections and audits, or at the initiative of the 
Inspector General. 

(U) INTELLIGENCE OVERSIGHT 

(U) Intelligence oversight is designed to insure that Agency intelligence functions 
comply with federal law, executive orders, and DoD and NSA policies. The 10 
mission is grounded in Executive Order 12333, which establishes broad principles 
under which IC components must accomplish their missions. 

(U) fIELD INSPECTIONS 

(U) Inspections are organizational reviews that assess the effectiveness and 
efficiency of Agency components. The Field Inspections Division also partners 
with Inspectors General of the Service Cryptologic Elements and other IC entities 
to jointly inspect consolidated cryptologic facilities. 
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I. (U) SUMMARY (b) (3 ) - P . L . 86-36 
(b) ( 6 ) 

(U//'flOUO•-()n June 19, 2012, the Associate Directorate for Security, tind Counterintelligence 

(AOS&CI) Chief of Adjudications 23, re uested that the,C:iffice of the Ins ector · 

(OIG) look into an a llegc1tion that had ---------------------in a ppr op r i ate I y accessed a secu rity database. 

(U//f'OUQ.) After interviewing witnesses and reviewing available documentary eviden€t', we 
determined that the preponderance of the evidence supports the conclusion thad ! 
inappropriately accessed and shared personnel privileged and Privacy Act information, in 
violation of 5 USC §552a (b), 5 CFR §2635.704, Joint Ethics Regulation DoD 5500.7-R, 
Section 2-301, DoD Directive 5400.11, DoD Privacy Program, Section E3. l.2, DoD Privacy 
Program DoD 5400.11-R, C4.2.1, and the NSA/CSS Personnel Management Manual (1-'MM) 30-2, 
Chapter 366, Section 2-2 (A,E&G) and Section 2-4 (D&E). 

(U//FOUO• Copies of the OIG report will be forwarded to MR, Employee Relations, for 
appropriate action and D23, the Office of General Counsel (Administrative Law) for 
information. A summary of the investigative findings will be forwarded to Q234 (Special 
Actions) for information. 
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II. (U) BACKGROUND 

I (b ) ( 3) - P . L . 86- 36 

.. -~ ------------ --- ---·--- ------- --~ ~·- !, . .a------,- ---•: 
•: (U) Introduction 

.,,,., 
,, , I • ' 

N I f I I 

### I J I I 

••, ,,, . •, 
(U/l'rOUO) Onjuri-e'i4, 2012,1 .:.: : / : :' :: 

I lcontacted I ' · IOffi~e ;/.>f 

It I J I I 

Personnel Security Staff, Q209, ~?'reque~t th~ removal 9f ;: 
I laccess t<;>:a'sccprit)' dat~base that.wa:5 not 
. -needed for his current osi,t~on. I~had;'com~ tol ,: I 

----------,~ ·. ·::. - -attention {ha an e111ploy¢e she:supervises ~ho had 
(b ) ( 3 ) - P . L . 86-36 acc.esstid tht!data.l>si~ .. Qn 

_ (_b _) _(
6_l________ _ ~une 1:, 2~12, Chie~,'-?t3, refe~ied t~; matte~ to the OIGjf:or ~ 

'.-:: - . . 1_nvesttgatton. . · ,· : , . . : . ~ 
.. .. .. .. .. .. .. - .... - .. .. .. .. .. , , , , , , ,' : .. : .. #' ,. .. "'f 

· · .. (1J/!.+J~;f;;;.~"-lii ... .,...-_.' as wor,ked · ce • 
'Nnde Prior,.he worked i.n the 

•ttis tenure wit ...., __________ __, .._ _______ ____. 

,.<U_/.ff/F~O~U~OjHJ~~=:::::::::~j:::::::::::::::~: 
1-1----------"T""-works 1.' --------~-

(U) Applicable Authorities 

(U) The investigation looked at possible violations of the 
following authorities. See Appendix A for the full citations. 

• (U) 5 U.S.C. § 552a (b) 

• (U) 5 C.F.R. § 2635.704 

• (U) DoD Directive 5400.11, DoD Privacy Program, E3.1.2. 

• (U) Joint Ethics Regu lation DoD 5500.7-R, Section 2-301 

• (U) DoD Privacy Program DoD 5400.11-R, C4.2.1 

UNCLASSIFIED/,'ff>R 9{:P}CMI:. ElSe 9A'ls¥ 
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• (U) NSA/CSS PMM, Chapter 366, 5{_·dion 2-2 (A.E&G ) and 
St>dion 2-4 (D and E) 

UNCLASSIFIED,~1ff>R 9,£Yf.Cl iU. lli',. QNf Y 
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Ill. (U) FINDINGS 

(Ull~Qb/0) Didi ~nappropriately access personnel privileged or 
Privacy Act information.contained in a security database? And If so, did he 
share that information in· v(olation of government regulations? 

. 
(U/IFef:JOj CONCLUSION~ Substantiated. The preponderance of the evidence 
supports the conclusion thafl ~nappropriately accessed and shared 
personnel privileged and Privacy ~ct~nformation1

, in violation of 5 USC §552a 
(b), 5 CFR § 2635. 704, Joint Ethic's .Reg_ulation DoD 5500. 7-R, Section 2-301, 
DoD Directive 5400. 11, DoD Privacy' Arogram, Section E3. 1. 2., DoD Privacy 
Program DoD 5400.11-R, C4.2.1. and fhe'fySAICSS Personnel Management 
Manual (PMM), Chapter 366. Section 2-2 'tA',E&G) and Section 2-4 (D&E) . . . 

(U) Documentary Evidence 

. . .. 
(b ) (3 ) - P . L . 86- 36 
(b) ( 6 ) 

(U) Master Index of Security Records2 

(U//fOUo, The OIG requested copies of the files that._l ___ _ 
had the cnpabilihJ of viewing given his security accesses. 
Specifically, we reviewed! !and .. ,------., 
security records as depicted in the! ! 

! ~atalla_s~~ -~h_e_ f_il_es are attac~ed in Appenqices Band C: 

respectively. ···· ·····1 (b) (3 ) - P . L . 86-36 

(U) Testlmonlal Evidence 
.... --,-,',', .. , , .. 

, ,• 

er 6,,,2012 and provided the 

1 (U) Personnel Privileged is any info~Ri'a'tion or records coni;~rning an individual which are maintained 
and used in the personnel management or personnel policy'setting process. P~ivacy Act information is 
records which contain person_!')information about an ind,widual (e.g. home ad~ress, home telephone 
number, birth date, detail~about financial, medical, and.~ducational history) af!d which identifies the 
individual. • · 
2 (U//ffiU~ lis a relational database consisting of numerous smaHer databases such as 
human resourcp,; medical, training, and security. Tl\e st:.•rnrity portion of! ~s called 

! !and contains th~ i 

UNCLASS/FIED/IFOR OFFJ.Cf,fl E,'SE ONJ,J' 
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(U//~) On Junl' 14, 2012, Office Administrator1,! ____ __. 

I ~amL' tol land reported in confidenc~ -that 
j !had beer)' accessing information about hi~ 'co-workers 

in a,1;ecurity databc~;e. I lrc ported thatl !was 
di;cussing this er.sonal information in an opt.:n. t6rum with other 
n i-workl•rs. lated that scy.era f ~)ffice members were 
,t(~m:erned that wou.ld·ac<.:ess ~~l'f~lrmation about the m . 

rt;. - t;rted t.fiat had accessed information 

' abour nd an unnamed 
' acqu.aihtanc-¢. ci . . .:4~'?9t'dii1~ t~~-,_;.,._ ___ .,. ____ 11111"",-..,-a-s_d_i_s~--u- s-·s-·i-n__.g allegations 

· ,;_:.-;-if,vhh:~ng · · · · · · · · · · · -~ 
~ :: ~: ....... - .. ; , , , 

---------- ' ' •• 1 · ,•, (b) (6) 
,: (u'/,1roy'o)i ls~ ~cquently discussed the rumors w ith ... -..; (b) (3 ) - P . L . 86- 36 

(b) ( 6) _ ; J ireportcd as follows: ... - : : : :)/_• 
~~~ ........... · .. .. ,: - ,, .. ,;" ,," 

·::·.~;.:. ... ·.,:::t:-----1·had accessed info~rnatron abou,t .. 
'. • • :~···;" • • ., , I request. I . • · · · lwa / 
· .. : :,, :·.·.t::: l w~i cbnccrnJ:.-O about f)ow :-./. ·->~y~• 'securit;,r::!.~;_:;~1!~::f ::; / ar,0 at 

: :·.,;·.:.~-.:::: ·. · • request: vaRt.¢U t~ review._:.. ____ _. 
I I ,I,#:',. -' # .,. .. "' ,. ,, ., ,. .... 

: ; :';·;:•:. • ... .~c6ra- .i:cau~ had bc0.in-a si'rnilar ___ ... 
;: ;~~~:;, ~ ;: a~a...._ ___ th6ught it might be illustra tive. 
,,"',\,,,', ,~ ,._ __ ...,....._.._ .. ,,, , 

;.'~'1:,'' , $ ~.; :.:.:: • •• ~d"~nied acce~s,(ng any informatiojl about 
!t.. • • •• • •• • ril • I ,. :t/,_'~frfr::::.:-:: · alit?_ge.., , , He stated that,11e did not haw ------------rl[ ·. acce6S to that kind:~,f information. ,' 

(b) (3) - P . L . 86- 36 • Ea '' . • __________ _, •. depicd_ loti}<.ing up any other individuals at 

~~-~-i'.i_;: ." _~,- · · · · · · -- eque.s.t . ."Ht:'.. ~P.~cifically denied attempting to 
·------: ::----------~.:_ · 9ei;~ i11f<frmation rela~d H~ the! !of I I 

.. ~............. ---'11!1111---L....;, . . 
-~,:. When .. ..... . ~~~mpt~d•---...... ----,to disclose any 

·::o't}1·er: records h~•h(!~·a1.w~~ed; tie aainttte.q y~ewing 

! · :', ~roliie .a_tr:::=::irequest. I ~vas 
a C(ifittactor \\·ho supportsl_ _ _jmd -~anted to find out his 

clearanu,.expiration date. . 

• I . ·l<!tso admitted that he had periQdically 

accessed con"tr.actur clearance information at·the request of 
ro-workers and ; lso in the course of his du ties· a-s a 
Contracting Offic~i~zRepresentative (COR) ... ,--· ---. 
though~ imade him more 
dfident in his job as a COR·a!1d a helpful colleague to his 

co-workers who frequently asked fur clearance 

information on contractors. ! ~id not know how 

UNCLASSJFIEDl/'t<J'A. <11/1'iCtAl li8-E BJll't:I' 
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• 

ad done this but 

showed the lt~k: he was able to 
acce~s ~n 

id 
L--:--~~-..... .-~...-:--~~-----n o t k,now if.__ __ ~_,.etait)ed any other·ac--c.e?ses. • .. 

, .. .. .. .. , , .. , .. 
• • 

(U/,'FO~~· ... , ---r·a·lso spok!-' \:.,ithl I .. .-. 
reported a~!0lfo"''s:_: _: ----.. ~ 

• :I ~~initted a~l<}ogl · lo access her own .. ;,~1, 
. : :::-~-€tu rity r~or9 .as-~eil as! f ecord. · : > 1 

-:· ,: 

, : :.~:~·' :i 
O 

!<iehi:~ )mow in ,er discussing 31_lY·I· • • 
1 

• l ; 
,~;-•• /.,! 'ji::1fdrmation·cotrcernin~_,_--.,a_..:_· . . , ' ' , 

;/•:·:::: ;: .. ~ · j .. 0 

: • • !de~d askiJTg O accc~s, tr'.tforma'tiqn ; µI- .. _, ... - ... , .. /..... , -;,:.;.:,:,:_::.:.:,:::.;!.?,a ___ ..,.. , , , , 
4..;.;-~ ·-,:·. ·. · .. ~ :· · ab~tJ t her 

----------...-- ----------, , , , , f ---- , , . . . . ~tJ~ff~Q) imtl}eaiately repotted this infqrmat,ion to ,: 
:1~~::'=-:':~\irhy, _·· ······ ·· ·· and 

··:•½~~.//iul5sequ..e!lfly i~k'.>rmfd L-__.,..__.that ac~esses • ' , .... ~ ....... ").' .... , , ...... , ... 
· •·.-~~~-.,we(~ ter)1ove<t' ef.f~(li ve 
', • ... ,\~ .. 'i~' ... ,, ", .. ., .... , ' , ...... ..... __ _. 

' \", ..... ~.:'"'', ", .. , .. •,t', ·••,·:.,· 'I. • .,.... _____ ....;,..,_ _______ ....,.. __ __, 

.\· • .. ·. (l1ttf9l;IO -. . 

(b) (3) - P . L . 86-36 

:: · .• , • ·• \\>a.s-!l'iterviewed on Septembll'r 27, 2012, and 
_.:: : '. ,f'i:oy~d~a!!',~ _ful.l~y.,·rng !iw"u·m-testimony. :· .: 
,, , /,,',"'~ .............. ,,, "'":.... .. .... ,' , , 

f /. ·::: :(ui;'21:!oi~H:; :.-: , jt,~~oid ~o~f ihe iacid.;;, involving ; 
,:·:,-,·.· I · .-_:: J;n~t\d.ay, fuQf 18,.20t?_fro~, ·•• ; 

:::-::: ·, .., ..,-si.ip'~rvis~,.t,i. . · : · , . ' ~ ~ i11act\iti1.r1iled n the 
f:,:-:· ,,..,.,,..,. eve!1J:og ot:=Q1~tsday,-fut1e 14:201~,Jmt . was out:of the 
"f 4'.,. "' "' "' • ' \ ' ' I ,. \ I 

-----------r'-:-. · · · · · office u~til M~nqay. Wheli !'!e arcived ;~·the office Mond'!y 
morning..! ·. · j contact~d ~ have (b) (3) - P . L . 86-36 

(b) ( 6) · · --· · · ·1 lacc~s'tls,remove ormed._, ___ .,1 

._ _________ .._ ': : : · · · · ·that hettad-.!'f'-'mt:J'l>'e, c~sses on Frid~,' ; 

· · · Ju11e 15, 2012, upoR' iret.tion from In I ' 
abs~nce;I : ' P,ad,ernailed: who had requested 
the removal. 

2 
• • • • • ' ' ... .. .... . .. , 

.. '",\ 

(U//FOlJQ;lt was not intend~d 'io·r· 

------it was an oversight Q art. However 1s 

trying to rectify this problem . ._ ____ 
1 
__ id not know what the 

procedure was for individuals departing the organization, but 

UNCLASSJFIEDI/F9R 9FrJG',1:! E/S~ WJ.! Y 
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thought th;it tht•y were supposed to be outbril'fl•dJ ! 
! !and have their database ilCet'sscs remove<.~.- 'He thot~ 

tha! it was the adminis tratiw offict'r's rt.>sponsibili-t)' to notifyl,.......J 
tha't an individual had left and that their acce,:;~-; needed t<.d5e 

rL•h1<.wcd . Hm-vever,I !was not c~rtain whetl~cr ii1crc was 
a,i, organiz;itional SOP .l,)f" checklist. W~n asked \,\;hether c:J 
l,'ould remove a pcrs~ln's access pc~ .tt{e admi11i.&1rative.0t(iccr's 

;request alone, lw \Vas not ccrta!t.l'.. . . . . . . ...• 

.... ( U//l"OUO)i , ~ ~p1alne~ Jh'a't, r~1mi~ing accesses was a 

; complicate~ 'p-r'ospcc:t. becau.s..e b.f !he ·numero~{Jpersonnd who 
a re dcpl9frd around th_e Ag~ncy. lhos~ jncfividuals may no 
longer, ~,:c>rk i!"W-1i~ct-:forate,_bwt s till requ ire security accesses 
to dp 'the jql( -\Y.hel)-tney a~dve' at their new assignments, tht'y 

m,~ht ~"!°Rt>Ja_iu-i( th_ejF access is restricted, but they generally d o 
, ,fot he~i tr.am !berri if they have more accesses than they need. 

,::I , . . Jknevv of no special accesses given to CORs to support 
,,",;·~·nteir "'r"cJlc. 

, ,/',~,, ~ : --
f ,, --, -

[

' -:..'J· • (U/;'FOUO) After it was discovered thd !had been 

~ - - - - - - ilCt:essing the ~e-("'1-ftt 1 ·databa!te, did a scrup of their databases. 
.._ _________ .....,_ : : · · · ·T-hey reviewcd _________________ _.of 

~.,i.·-. - . ·>Js/.: ~tJl:em, Ji:, _the future, they hope to do a better i!lb managing v:ho 
·. ·::·-~/,kaveo_the orgaRiz_ation, with the help of an H:R representative to , , .. l* , ...... 

\ ,:~ , ............ 

' ' ' ' , .. : ,! t .. ... 

\iJ;1~'t~:t10,I "lhaq access to th~i !which is 
'-. th'e ,pr:int~()/_~l,t:ara,~e database- for all agency: a ffi Ii ates. Some 

·. people.refet.fo)hts but.tt,at i~ a misnomer, 
',beca~. ·. · . ·:.contains more than S"e-ct.i.rJty, like Human 

Resourc~s. ·Jne s one of the database Hies within 
W~thin thel._ __ _. 

L--....1-----:~~had se\ieral''!views" available to him. Among 
the views availabil'. was .. ' which was a s tructured 
display of th .._ ____ _. dafa . .._ ___ _.~ontained clearance 

information, badg~ information,'~nd adjudicative criteria . 
.,_ .,_ .,_ \ I 

'~~~----:,._ had· b.r~ly "q~~ry" capability for all of the 

views except one 'fQr_ wni~h he ~ad "update" 

. ' . ' ' . ' ' ........ ' ..... , . -~------------

UNCLASS/FIEDI/Ft'1t: 8f"f1CNL b"5£ 9NI-.I' 
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perm1ss10ns. Case Cost showed the monetary cost of a clc.uance 
investigation for statistical purposes.' 

(U//FOUO)I ~id not believe thatl I 
··········~1-....L·---....a.•------------------'' 
\: ." · · · · · · · · ?Di/~:r( · · · · · :· i~orifir"n'led ·th~rl -· ~vou ld have 

\: ·. ;been abl1/to vjew, ell the pag~ ~fl • · iand._1 ___ __.i 
: security'profi'l~s; including ihe.aqjudicative criterta pages. , , , ., , , 

\-_ ./· 'tu//r4Jle!';ij ." . . . j-~~ie1;1 . _ . . 
-.. ~. I · = · )tesponde~.to a qyeshon posed by the OIG on 
.~ · .. · J~ I Y, (~,! ~p1 ~.-·1r ~r reSP,QASC, ~be ·provided the fol lowing 

: .. informati.m,.,:, , , , , , , , , 
, ,'\,~::' ,,,,'::: .. ~ .. , 

, l, • ,, , , 

·,(IJ/ ~ 
I I I: ' , , , ,, 

I I I, 

, ,~ .... .. .. 
1<1~r~rll'l1p~1 

, , .. I , , 

-

lspoke with I •' , 

, . .. _,: .. 

ldevelooers to 
I 

I }/it 
-----------r 

(b ) (3) : - P . L . 86-36 

. . . .;_ .. --: .. -........ -.... 
I\~....... .. .. .. .. .. - ....... - ....... 
I\, "' • ., .. .. ., " .. .. .. .. .. " 

•~~,-:~~~-~ 1~{FOVOi .· · -. f )ffi~~ -~ai,_ag~r,c:J was 
~-:\-. ·:~~t~~Y.if:,wed on No\lt!f!l?~r 2, 2012, and provide'ti _the following 

.. \ •, SW6r'n tesHmon}' . . ~--
•• , • •" • "':l' • .• 
,, \ .. ' ,, ' ... ' ' ' \ .. .... .. .. ' ' .. 

\~\~

0

1/P~tif · . '• • • • • !did ~O! P""~~~Ily obs~~vel l,, 
. ·. .c~ss· t~e seclhity data~ase. instead, I ~ eard 

-~bci,ut the inc.fd~t·o,;1 two sep~rate.occasions from two co-workers 
' ' .. .. .. t .. 

\°.\"{1d:were conc:~nted t~t their pa6'-11;lal information might be 
a~~es~rd as well~ . ·: • ~hQ, Witness #14. According 
to ber ~pu rces, ._ __ ___.,...-ad asked . . =~--~~F--, 
infotma

0

f\on pertaining to{heL ..... -...-.,..J~~ ..... -a. ... --:---' 
They'.~Jso:~ccessed the inforltia!ion of co-Worls.~r._ __ _. . 

. id not know wh~1; if anything, they had.s_een in tne 
e,Qrd (she. knew neither of their· · . . . ·. 

___________ .. n_a_m_e_s-·).,_ ::::::::::~he-a-,d lh~il .•. ·-: . fec~;dSCO,iia1iii'd .. : ',·~ 

f@W@) In an email dated 9/ 27 /12,1 tamended his earlier statement'a\ld reported that 
-----. lso had "update" capability for thel liata view. ! 
._ ______ ._twas unrelated to personnel security. .._ __________ _ 

~ (U/ ff9~0~ Witness #1 requested that his/her name be kept confidential. 

UNCLASSIFIEDI/J'9R O.'tfi:J('J.41. ''&Ii Q/2i!L Y 
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something from her 

-------·-------- :lid not :-iee it 

(b) (3) - P . L . 86- 36 1--:--:~-~-------~-~----~-~-~-~ !'_l'!~e1f, 1iul1fe-:ltl1lh-a~l.----... -_-_-_-_-_-_-...., _______ ...,,s·nd 
1ossib1v -olners-d isrn~s~ record in thi,,. aisle prior to 

~\•f~;:~~':":"'-"'-"' -"'-"'-"'--=--:::: :::: -rrival-in-the'~or-ning: iid. not know '-t~; .... :~ ... : .. := .... : .. : : : .. .. .. .. - - " ....... - - _ .. ~ .. .. ______ .. 
-~,,-:-: · .--.-..:.·-_.. _ _- • _: ,-rlclether had accessel nforn;iation. 
't f' .... ... .... .. .... ..--....;~-~19!11111"--,.....I 
:.~.,,,:~~ · · :---:.::·:- --.. id-uot know if ad accessl:d any other ','!,:,,, ... "'::\... ...... ............ .. .... ........ ," .. 

••\,•' .. ... • h-Ws--:. •• .. • , , •• 
'-/{':·.·>-- · :·..... . . . . ··----/::_:::-:·:----.... . . . •.: ... 

' \ ' " .. ..... .. " # ..... --....... --- • ..-------:. \·, ·· .. "'... · :···(U/J,t·9t:,g) ··... --.... cported these ewhts to! 
\'\\',,' .. ~- .... , .. .. .. . ......... .. .. _____ .. 
. ·. \ . · . •· , .. •. ~1:1pt.'r-\.'_tsor. Affho.u h she was not .a fi rst-han'd 
I,\,', '""' "',., -,-;---- ' • 
,, \ ,·,._ ·: •. ·wlthe~~- n'E'-\\;that ·. andWi-tness# J werc ,, \ ,, ~ .. ,,,, , .. _____ _. .... .. .. 

·. ·. \ · .'; <. :~lt t;t~n1_fb.r.table reporting it t'h'ett):ielves . ._ ____ _.tb~ught-, 
· .. · .• ~,.\.:· ~. ~ ma:ybe h,,'Q· ~ays e lapsed between 'ftte.tjme she first heard' tbe · 

;:,::;\:·: •,: r_unfi~~s and' \,:~~1 she reporte d it t~ I · 
~, .... , # "', " ' .. .. ,.... .. ...... 

,t .... ' .. ' .. .. ___ . ...,.._____ ·1---
/~- · .. ·. \'·.(Wl'.l"OUQ~I'-. '·. IBusiness Manager I was -~· 

(b) (3) - P . L . 86- 36 •._ '-. \t11terj_iew~d:-yn Novempef7_, 2012, and provided tht:> following (b) (6) 
(b) ( 6 ) ~i\\'-Orn 'tcstim(i,.1y. _ •• • ::-:: , 

~ ' .. ' ,, .. .. .. .. - ,,,., 
-,:,.,.~ ...... - ..... ''-, ', ~~ .. ':\, ',.. ', ........ - - .. .. ., :•• .. ~;',• 

···-·-.-. ... _..__;~ ... . ··.. heard fr<.>1)1 aco:\-\f(lrker, \.Yitness,111~ trr<it .' 

,·. ive·n- ·:. ih'l! nadle:; ?d· · · , · , :J~n~ 
___ ..... ..., _____ ·: ... __. o look ~P,,~1'1-\\'h.a_tevrr•;ecuri,ty,· · 

',daf<1ba~e • ·. '.· .. 1:01J~ ac~ess: 
·-.·:- ·•· ,When.they 

d'etermin\•d \.\;'hat•~h~y could s~e, - . .._ __ __.th~n 

lo~)keJ,up\o-,"'.orl<e.r • ·. jd' not.hear any.'other 

ind'ividuals1,per\tioned,'.but ~p-c'rnlated thaH Ian~ 
I lhaclltl tte,:npte{t(>'query infdr~a'tion i;dated to ut,her 
peoplcas\velf: · .. ···. ·. ,·•. : : 

' : ( .. .. .. .. , , 
: # .. , 

t' ' , .... , 

(U//~~~ did·p~it bear anytl'l.irtg about wh'at was 

contained in . . . .. - ~it~ or he·rJ I 
I lfile. Howcvei;, she'dia•J,~ar thad lrecord 

contained som~t.hing rclattt~ to c:J 
' ' .. .. 

(U//~OIJO~I isou'r,(e of inf~trnation, W itness #1, hl•ard 

about the events directly from(• ·. ! in turn, 

discussed these events with! I 
(U/JrOU()) Witness rt,I I was interviewed 
on November 9, 2012, and provided the following sworn 

tt?stimonv. 

UNCLASS/FIEDI/FQll Qli'Fl(·14 f USE QI\({ Y 
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(U/iFOUO)I kold Witness #1 that she and! !had 
accessed.,L ___ _.lsecu rity record. Witness #J ..be'lieved that this 

occurred in ~f;t~ Januar /February 2012.hmef;ame. old 

Witness t i ,tnat_._---:-----:-l,..,.....,.-----~-.---.....i---!----. 
,: She also told Witness Rl th,tt..._ _ ___. adL-__ .. 

Wft,en ·asked whether, 
,_ __ o_~,..._j1J_e<i _ _ ·•th•i-s -in_'f_q_r_m_a_t1-·o-n_f_r_o_m_.th~ 4~f~base accessed. by, 

:, it11es!i #1 was·t1ot certain. Witi1~~s:',1 did n9t ktto¼ 
, •• • .. , .. - :

1111
, -. ~ces~ 1.~~~l at'ld:b~lrevea·'1{c~~ld only s,04! a certain· . 

. : : : . : : : i ama;arit: ·1;1,l~·ever, Witness 'o a~umed the in£drmation must', 
-----------.r·•-•.... ha.~e come from the database:b~cause, "wh<!r: else would she: 

~~ ~ ~ ~ ~ - P · L . 
8 6

-
3 6 

~ii-~e go~ it?" I htci:r~0

_to h~i:~el_f:'·a~d would. not have . 

----------'""-E··· , ~hared that tyP,e' of p~~-sonal infor!l'al~~n with! I 
·.~·.:.•::·:·· ......... _;·_. , , , .;:· , > • • ' : • 

· .. "·::: · ~. ,:: ·(y7tr9J-?E>,'Jri the;March/ A 'ril timefr~me>Witness n was vis iting 
·. ·:;::-. :>. (o-wor~-e~s Witness·it 'sawl kal~o 
', : . :,;:. :·.' f;om. th visit· . in .l\is<ubicle. witness #1: 

· ..... / / · .b'eJ.ie~~;\~a1L... ___ .-rid . ·. ~·er~ pulling up ·.. ': 
,'•. 1

1 
, , • ·jnfcirfuatfor(up'the d'atabas~,.as evidenced by I khei.:king: 

iii#'-<'~,_,.,#"'.,,. "' • • ' I 

: /',: .· iri:.<1A,iit}u_tc!f,tti~q.1~idefoseeifan 9newascoming-..T.went~ 

:'/:'· ... ··N~~~!rJ~!~~:1a'te!J ~~turr1ed and ~$a.n ·.. · 
: .i,: , -~;~_--._-:~hi'sp~r!'flg wf~ a-co:,y9rk~r;.__ _______ Witness'.#J ·. . 

:t .. ;;(~~::: :_: ~v~6e~irfQ!!~ ari_Et: pieces ·of~ ~onversation and concluded'tb~~-. :, 
~·- '11 =.:->:-;··._ 1 l and I !had ac.te?sed Witness #l's security filC!i •• •• 
l:t.1.:-.,:;._;.;.-.:• . , . . . • CJ I . ',. ----------r·-=.-:. .......... ~ ... ..u:i,d,. · · · · · · ·~~•nOW·dtS€1:tSSfflg1t-w1. Witness ~ 

.._(_b_l_(_3_) _ -_P_. _L_. _s_6_-_3_6 __ [ _,,_ \ #1 hea,d no de\~'.''.'•-~"' lhe conlenls o f_i~ .• - · - · · · · - - -:.:.:,:.~ 

···<.~:~•".;;;:·.H)l~'Ol:JO~ Witness,~1 d-i~ not know whethed _ . -:ta~:d ·· 
····•.... I·.· · . : · ~ )had il~empfad to-~ccess anyone ~l~~s:i:eairo, .<\S'icte from 

···-Witness #ls .!(l~, ! li~W~\!8f; ~1tnt?ss #1 believed that 
. . ried to Iihd info'tmatre' aoou~ ... ' I 

: : ... ·. Witness #1 d id not know L-----------...;..--............. ~ 
.. \_v.;.h;.;:<:.;.;th.;.;e;.;.r,._ ___ ....;..as;.,.trying to accfs:i information concerning 

but con{itnied thp told her that 

(U//FOt:JO, Witness #1 never spoke withJ !about these 
events. 'Witness #1 commented thatl ~ttempts to access 
security r,elated information on affiliates anytime someone asks. 

When co-workers had an inquiry, the common refrain was, "go 

askl !he can look up anyone's information." Witness 
#1 believes it goes on a ll the time. 
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(U//FOLJO)I iBusi1wss M.111.lgcd !\\'as 
interde\wd on S:-~1tember 28, 2012, and provi_oid the following 

sworn lt:>slimon~:'. 

(U//t"OUO)I lknew thatl , 
and was a bit; 't,\ access people's .. s-ec--u-~ !""'i.t~y-, ... n""t-o-rm-a"!"h_o_n_t,..o-r""!'t""h_e_ ..... 

! ! Sh_c. as:c."lfri)~d lw had this access because 

his progr,ct.~'was h.igh·profile apa also becau~e_l I I .:.· I .. ~.-------··· -
-~~:::::~~~~~----~~--~----------

.,,.~ · Alth.6\rgh she reported the on oin issues. to her SSO, she was 
(b) (3) - P . L . 86-36 • 
(b ) ( 6) very.'concernM abcrut how the 

----------...... --.-... . w6Vid affett her. tecord. In Jun._e_,_s_h_e_\_v_e_n_t _to""t.h-e .. •::::::;a-n_d _ ___. 
~-~-~-:-·:·--:-. :_ :_ :.~ik~di : , · ho check her record for a~y .in~ic·a.tions that the 

\~_.'_,, I,':.· ,: , · !were affecting ~CF tlearance.- A_lthough she 
\ .... >~~·\·vas, i.'tai;iding ~e~~ ~~ ti~rn "in·hiS-f!.IP}cle,I ~tll!ld. not see the 

\ • :<;;: scs{e~ and did not kno~_-t;}<adiy .w.~1 ~d--e~~ed. 
\::~ ;', , . . pulled up-he; rect,rd ;na·told her that "it didr-t' t show 

,::\,: ~n.yt~ing:·: ._ __ _.thought tha·t 'rn-eart th~t-i 1~id 
,,, , .. , .. <"" .. ' .. 

:: . ·, --~ucCess(uHy _rL.>tl'it>ve her record and may 1ta-.:e seen other 
: ,'. ·' i~fo~arii,~ rt'i~1e(:l to her, but did not see any. iliin·Jr--....:..:....-,. -· ..... ~,-----·----------- ~ :,,',, ......... 1....... I ............ .. 

1\ .. .-:.-:... ,, .. ____ (.. .. .. - .... - .... - ...... :~ .. 

- (b- ) -(3_) _ __ p ___ L ___ 8_6 _-3_ 6_.,(~ ... - - -(U//;~kJO}f . kho~gh1.perha s the rea~~~ h~~ ~~~~rd.·.·_._:·~;. 
- showedJwthin 'wa;,,pecauseo · · · · (b ) (6) 

" .. ~"II->_ .............. , 'I,. ~ ':. .. .. .. ' .. 

·::: :·:\\-:J:~ll\.~WLv; · · . . sked to look u P. f<J;Wtlrk~i::r1 
... : . · I . -. . .. ~t~so.r..1-t ·as . . . . . . . new baa io=11e· thrnt( 'tf':? 

... : ..• S()~etfong ;i~~!l!'lr-... _. . .- . triugh't.._ __ ,.was , ;;, , I 

· .. r ·. ·. !a_1\J.t.\~"T1l·tnfo~gtt~if)c~c1mt.:~in:<-tof .:· ,:/ 

·1 I ·, . ·lctL~Cees·s~d e.c~_roal)g_srd.t:5'didl 
n?t se~·<lJ.1yt11o,g _i11~ers eilh~c: - · , , did not tell 
ao~ut anytl~ing dt:.'r.oj~tory,· record. ,: ,:· 

.. .. .. ... .. , .... , ,, 
, , .. ,. , , " I 

(U//~) .. 1-_ -----... ~idl~ot~-k( · ito loo
1
k'~p

1
~yone 

else. Sh~ '1~d not ask j , ; , · · • ,l_to look up he1 •,' ! 
, record.· She does not eh•p know I :, ' 

~«'.ies not know 

\-vhere tt,e·rutuors came from regarding her ,' 
! !but ~..;peculated that it may hav~,t:._o_m_e_fr_o_m_p_r_e .. v ious 

joking when! Isa id that it would.be nice if they could look 

up peoplt,•'s records, lik~ I 
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/'flf..._..,.\ following_t~~~~ rvent.s,l._ ___ t eturned tu her desk 

~---.-.-.-.-.- .W.fu..n.she. telumed,.she.told her ce-workcr;D 
_ (_b _) _(_3 _) - -- P- .-L- ._ 8_6 ___ 3 _6 ""Jr--_ •.. - - - - -...,_ ___ .,... about what had happened. She told him that 

__________ ..,tf,!; i ~; ~:: ~ _:: :,: : ~ ·: · d-looketi-at-her·filc-anctl !file and did not 
':/:-~ ... -.. · · · =s~~~ythJt)g.: stated tha t the only person she told about 

1
/:.: '~ :·:·:·.- .database ·acce~·~,a~ though others may have 
I .' • • • •: • •.:; '.• • 
1
1 '.'. • •• • ;·: ~l~e,rbea,rd them talking. 'aid nothing about the contents 
\ '.:-_ /·. orf:. · · -·. -pe~ord. She does not know where the rumors about 

...... >.A.. . tb~ conf~t_s t;ft . . !record came from. 
I I I .. ., "' 

,,, ... .. .. 

,:· ·::. -.. \µ;11:0b!O)_I _.;.... ___ -. ~vas ~-1ot·cqncemed about the propriety of 

, , , ·::. · · ,as'k,in~d · • Ito acc~ss her ~ecucity records, as the were her 
, ' ·:. . owrf.: Shew~ concerned aboµt ho ould 

I _.,. ' ' 

, , •: __ ... • · · · · ··::. affect™;~ job a~tl .t~at_ is the on~ly·i:~~son s~e as ~d., As for asking 
-----------·-· · · · · · · · · · · ·.·! ': • ho obta111 mformahon corh,~mmg l1,._•..,.. ____ ___.J 

·•:conten,ds tli~t she did.tu:~t see the contents,~ sh~.did nothing (b ) (3) - P . L . 86- 36 
(b ) ( 6) 

, .. 
\ .. 

\ .. 
' . . . 

W,rong.',How"ever, she did•(lcknowled ge that itmjly have been 

i~_approp'i:!ate th !'sk forl Lnformation. ! ·, ~bjected 
· · · - .. _ to 'the charai::tcrization that she had inappropriately.accessed a 

~ec~~ty. ~ata~ase, because she does not have an acc~unt and . ' . ' . ' . . cannot ac~ess·an.y.t!,i~g. . 
.. ,. I I I ,. ., .. 

' .. "''-

''<su11PO\K)~ . ·. ··.~. ·. ! was 

int~rtii~we.d on Sep¼mber 1:3,.2012, and provided the f~llowing 
sworn testimony. 

.. '"''.. 
.. ' , ... 

(U//f0U0)1, ·,: 
1 itt\lS had liitt_ted security access to'·. 

personnel infclr,rtation sine~ he startecl,atl ) His 
access consist~~-~->f.a limited'view of the-security ap~licatio~ in 

I He did not have "full"'. 
access, which he believ.es consists ofJ 

I He could on'ty•. 
- v-ie_w_· -th_e_ in_f_o-rm-a-ti-on_ c_o_n_ta-in_e_d_ in-tl-,e- d-a't_<Q._b_a_se-,-he could not · :. 

modify it. Never in his career had he modifi~ any of the ~ 
information. · _ .. -· 

-: ... --- --- -
.. - ...... t .. 

(U//FOUOz Shortly afted 

I 
UNCLASSIFIED//I OR 011JC't4t tf.J'E<JfvtJE 
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I As lw was doing this, lw checked the security 
.. l_fa_t-ab_a_s-·e-a""h_d_n_o .. tict~d that lw still had acct•ss. He ke pt expecting it 

to disappear, L1~1J _it never did. 

(U//l'OUO)i iassumed that he had the access because of 
what he was co,itinuing fo,do. He was still fulfilling the role he 

had in! ,-' ! H,• remain'e'<(~ COR and was still processing 
clearance certificat_ion requests, l:ta~ge requ,,sts, visitor requests, 

and anything rdatl'~f tu processing ctmtractors and new 
employees. Access to the i.-htt~base co..;lin,ued to be of use to him 

over.the years as he processed'c."011tractors a'll1 new civilians 

CO!T!ing on board. When he proces~ed-<! visit request, for instance, 

~ did not have- to request the individual's•S~N a~'d ,he could 

_.'check to see what accesses they had before filling,C?ut'rh~ request. 
He could see if a contractor's clearance was active arrd J~ thcjr 

polygraph or background investigation was out of scope '(oJc;fet; 
. ·. than 5 years). __ ;\\J pfl lnanagers knew that he coutd'::, 

.: ...... get th.is kl~d of information and would come to him often to ask ' ':.,~ 
(b) ( 3) - P . L . 86-36 him to process the requests because he could so do much more (b) ( 6 ) 

(b) <
6l uickl than throu h the normal channels. Ever one kneW-™:"-.-.·-·.-··;, 

' ....... ... - ... .. L..J"' .,...__ ... , .. , ~ ' 
\ •~ • • • • . • IJK'\\' i}~~ • 
\ " """ .. • , I ' t 

-. •• - .. considered 1h · , · , 
'!, . .... :......... ------------------•',',' , 

' • ..... I I 

' • .... , ........ ----- • I, 

\ (O~l4Q.) It never really occurred t~?l Ito n?,tH~,,,' ,: 
·:. I lb~.t he retained acces~ t0 thel.., _____ .. ~arab~e,. · 

·:, . b'~cause 'ht• _tli~)µght they 1,e.tffim keep ii on purpo.:,e.' t;e\\~Ould 

_';, · have assl!l)1e4~11~•-lfl~_y ~,ot meant for him to h.!1y~• _it,:.fha, 
. . ~·;. wou1~·);!1Y~.la~~n,a..-:i;t-SS~~a)' fi<im hin .. 1,._ __ ,.... ___ .. 

I
~:,.;.:-:_...-·':~ ------· · · · · · · --·, --: gth.~~el4 -tha hov· ht he 

(b ) (3) - P . L . 86-36 ·,: •. shouldhavei ·, ·-, ·-, nd 

..-·.-· .· . · •the fact that he was still a C0R. '·, dmitle d that other 
• • ·, /· ·. \c:p.Ks,·,lS.il f';lle, do not have ~c.u:ss, and have to,tequcst the,: 

. : : --}~~~i-rnatiQ~ ~hey n~ecl .- lo _h_it_1dsight,I : ,,. I stated th~ he 
~iJ"\~_bly shotilti- bi_l~e notified] I : ; 
(0;~-~-~-~)Qtl Mon~~):,·J~~~- ir,,r~;I_2, , , ~· CO·\¥~rker 

a nd f.riend, who worked can1e to visit 

Had been 

She asked 1---------------------____ _. to look at her Sl'Curity ,tecord to see if her account had 

been noted to reflect i In a lapse of 

judgment he did acct>ss her record. As in the past, he could see 

the standard information, like place of birth and date of birth. He 

UNCUSS/f1ED1~JYJ'/f 8FF}€1,tl Ulil::i 011'.'l:d' 
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did not see anything related tl~ I hO\\'t:'Vt:'r, and said, 
I can' t see anything." When asked what he expected to see 

.. i_n _ _, __ file g iven his past experieni::e with the database, 

.._ ___ ___.replied that he was not sure si_nce he had never tried 

t<~ fiJ'I~· personal information before and thought there might be 
s(>ryle ,kind of "notation" with regards tol I 
; ' ' . ' . 

i!<)l!fOU~ When her own record failed to refleG!',mything related 

t~ ,' I lsaid that co-workerl had gone 

,!thr~ugh somNb!1~g similar and asked I_ , ltti_J.ook at her 
;; re<;'ord as well. I,n hi~ second lap~ of judgment, he p~Jled up 

; I !recor.d . As in I . · · !case,. he saw the bo'i'~rplate 
. ' irjfqrmation, !iit not_h.in . rel'ateq tol '' I He saw:nothing 

: : rel_ated t ,_ . · and n·~ de.:ogat~ry jnformatio~, He : ~'d . · · . that he did no.t _se~ anytni11g. When asked wlir he 
' . ,tWought' there would.be a diffe'rent ~.u_tcorn~ 'inl kase., 

----------.. ·~:: : : ;1 , ireplieg•thatl I reco·r,hni~t_l! cont~iii· n:iore ·· ..• 
, · Jnforthation beccJt.isel , , . -twhe'reasl (b) (3) - P . L . 86-36 

(b) ( 6) .: _:I I ---.-·: ---_.._:.: ....... ____ _.:: __ ~ ~ ~ ---_. __ .. _ _. ... :--_.-_. ... _., ... _ _.-_.--: ... -: .. ; \ 
f,~}( M~~j ~: ;~;.;:~~;~ \~_,e;,: ort l ~;e 1 s; 201'2; j ; .··· · · · · · · · j ·. · ... ,.8 

( .. ,'' · :- ' erv is.or, as)<.ic:f! !about the incident. , 
' 1"'' ' ,,;;..;;.~;;..;..;;;;;,;;.;~~--.. ... ----- • 

; :•.;:._- . ·. sirrmised,t-Kit sorn~rme between June 11 and June IS: 
' / ' d tolq sbme ipd"ividuals that he had attempted to ,:·" 

_: ,:: :::·a,~~e:~. . ·: ~.curity records. Someone in earshot must~'ave 
:,.:: .:·: , ~~~t~_~a(,P' an~ ~come concerned that he would access th~~i' 

,:;: .:· ,,-:_t~l~(P.la!int:. I I does not know ~hoj lt?ld, but is 
;;,'_;:·

1
:~~:·~c.y';~i~~he had to have told ~Qmeene_-~n: !hd l_bt;cause he 

:i:1,1:f;::.dia,ndt. ~---• tpldl lwhat had happeJteo and she 
~- ,,., .... - ' .. ! .. , , 

,,f-:::._,_:,:-:C.P.!lloch.'"~ · ADS&CI, to have his access r~moved. ------------.1r· . . . . ~el1,Nt!S~---subsequently re~O'('ed his access 
(b) (3) - P . L . 86- 36 · - - - - - I I 

.._ _________ .., . ·tc,the·secur.i~y-~ala appticat1ons in.~ does not know 
·~.-. for certain, hQwever, since he has not touched ·the database since 

·:<<··J~ne 14, 2012.', • .. 
' .. ' .. .. ', ' 

. ' 
· {U/1.J:Orie)li-__ _,,..was asked about' rumors circulating 

Cll11Cern_ing record and I ! On four 
sepat.ate'occasions, stat~ that he did not see anything 
in rt:cord related to.._ __ _.and did not share the 

contentsof.._ __ _. ecord with anyone. He had no idea where 
the rumors came from. 
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. ~ 
(U,',lfOL.,'(.;.).:.)._ ___ __._·1 ... a_tt ... ·d_tl_1a ... t_,~-.....1~l-~9_a_sl<i..•dJ·11m t1, - - - - -

look up fut hL• refused. Hl' told lwr 

that was l'Jll>ugh. 

(U//ff>UO Wheni ifH-~t st.1rtt>d inl !a (ontraclor 
n.amed ! lasked'him to check when his background 

, , '~einv~~t~gafi~in was due a_a~ i h'l~ovi.,d_e_d_t_h_e ____ _ 
, jt1for1~ation. (_)!,.Jbide·oCthest' three opcasions .,! ______ ...... 

, , :·. • • • _ • _<!nd l I : idoes m!t-recall queryins.anyone else's 
__________ _,•;:: = =; - • .=e·c~)rd ift their reg~~t. Howt.•,:ur, he makes a_distinction in 

! !case. lie acccssedJ ! recvrds for security (b ) (3) - P .L. 86-36 
(b) ( 6) prote'ssing rea~e,ns, not for 'personal is~ue's. The incident with 

•>:--.. __ ! !wa~•fhe first,a~q o~ly ti!1Je'he looked up personal 
--.. id£i:,rmation'. He cqu(d,f'lot fix.a number on how many contractor 

· .. ··•-..tiords he.had a.cc~ss~d oyer,the years, but thought it was " tons." 

· ·. J'· : ·. : · i~a~~~~l)adc that he only did this to facilitate the 
. ~clearance pr\.>\iiss.,, . ', ' , , .... , 

,\" ,. #, , , .... , 

. ,/ ,u1i;J,QGO,_l ____ iadmitted he should not have accessed the 

·. :,' : 'd,<!fab,a~ for personal information, but he thought it was just 
/ , : ,;b,et~een hi,m andi ! In the back of h is mind, he knew it 

/,::/::·~as wr_oJl.g-,'·b).it"he was attempting to help a friend. He asked 

k;~-~~~--.·J inot t<JJell anyone that he accessed the records, but she 
----------""""' ~ ', did . He is completely remorseful, and should have known better . I He cannot believe hl'. did it and feels horrible about it. He wants (b) (3) - P . L . 86-36 

-----------~,-- · to move forward and.rebuild his career. 
,:,~::"'\ ............ .. 

.. .. : 4 .......... .. 
.. .., .. .. ....... 

.. .. :- ..... .. .. ........ . . . 
' . . . . . 

' •' 
. . 

(U) Analysis and Conclusion's,:··. 
I ''\. ' " 

I 1 I lthose 
pages he h~d. the capability of viewing in 'concert with his 

I • 

teshmony. . . 

(U//F0b1Q) Further,nore, direct eye-witness testimony outside of 

I iandl !w,1s lacking. What the OlG did team 
from other witnesses was based upon 211

•
1 and 3rd hand 

information, combined with rumors, innuendo, and supposition. 

UNCLASSlf1ED,1/F8R 8~CJ7~CMb E,'SE 0,1'.1£, }' 
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(U/;l"OUO) Nevertheless, the preponderance of the evidcne<.' 
demonstrated the follovving: 

1.(U/,'l'OUOH ~ccessed the security database 
for other than at;1thorized purposes and official use. By his 
own admis.siqr.il ... _j~~.;-~s.,sedi iand 

····•·•· .... :.:.:.:.:.:.:.:.:I )rrcc}rds ,;to help a friend ." Furthermore, ----------1 j iargument that he had official need for the 
(b) (3) - P . L . 86-36 

databa)je is not credible. He testified that he believed he 
~-~-~'.:..:... re.t'~ifl~d access because of his s tatus as a COR. However, 

·:: · :--<:: · · · · .h'e·admitted that CORs, as rule, do not have access to the 
· · · · ------,.,:~~~·databa1,e. 

t ,' ............ .. __ _ 

" .. ) , - ............ 

>:(·. -~- (U//l,iifO~U:;.O~~.,r.: ... :-... -,--,idi~closed-info_rmation contained 
, ,,'· ·,, in' tb~ .eta.ta base to~ · · •. I knowing thad ldid not 

: ~' _ .. h-,(v·e a n~ed for it in the perlorn:ia~ce of her assigned 
< -· · duties. He·stated that she wanted tlie- information for 

_ (_b_)_(_3_) _ __ p ___ L ___ 8 _6_-3_ 6 °"" perso~·ai_ reas.ons._ Furthermore, he askedi lnot to 

(b) ( 6 l tell anyone.that he had accessed the records, knowing fu II 
well that neith~r of them had an official reason for ........ . . . '. > . · · · · ~!=t?Ssing it. 

" .. .. ..... 

•. · · ·. ~- (Ui/JiC,UOJj '·, lfailed i~ 'hi~ duty to protect the 
sen,sitiw information to ~ich he was granted access, 

, dem<'>n~trating a lack of dis~r'et_ion and tru~l:worthiness. 
· ·He admitted that accessingl iandl I 

r~><;ords refiec:ted a "lapse of judgment" on his part. 
' . 

4. (U',,,,fOUO)! !failed in his duty to protect 
personn~I privileged and Privacy Act information. 

(U//1<0610) The preponderance of the evidence supports the 
conclusion tha~ !inappropriately accessed and shared 
personnel privileged and Privacy Act information, in violation of 
5 USC §552a (b), 5 CFR §2635.704, Joint Ethics Regulation DoD 
5500.7•R, Section 2-301, DoD Directive5400.11, OoD Privacy 
Program Section E3.1.2., DoD Privacy Program DoD 5400.11-R, 
C4.2.1, and the NSA/CSS Personnel Management Manual (PMM), 
Chapter 366, Section 2-2 (A,E&G) and Section 2-4 (D&E). 

UNCLASSIFIEDl/ .. ,;;m, lJ.Fl/'l''J.AI.. 1/S. ONLY 
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IV. (U) RESPONSE TO TENTATIVE CONCLUSION 
(b) (3 ) - P . L . 86- 36 
(b) ( 6) 

(U,';FOUO} On 11 April 2012,! _____ trespc;~d~ti ~i; ~~~ail to th(• OIG tentative 

conclusions with the following: 

(U,','l"OUO' I have read over tlw rnndusion to th~• incident: report that has 
been preparl.'d by the Offict• of lnspl'Ctor General (OIC) and :1 unfortunately, 
agree vvith my wrong doing. ror the past 10 months, this sit(Jation has been 
on my mind and I cannot say enough that I am trnly sorry !or what I did. I 
temporarily had a lapst.> of good judgment and as long as I arn a llowed to ht> 
a (sic! remain a valuable asset to NS/\, I will strive to rebuild :my once, stellar 
reputation that I have had for the pastQ •ears. '. 

(U ,','l'OUOj I have also attached the self-re~or~ that I submitted to I ! I after the incident occurred in-J.~ne 201 1 to:this e-.,m-a-il-. .... - .. 
.. .. .. .. . ' 

(U/ /l'OUOj If there are ~~y· titieslions,.~~l~~se do not h'u~itate t? contact me.· .. 
. . ' 

(U/;'FOUO, The "self re port" tol !-11.c:t~(i ~y] .. _._ ___ la_n_d_ da(~d 
15 June 2012, states the following: , , , .. · · · ·-.. .,_ ~ .. 

1 

_________ _ 
.. (b) (3) - P.L. 86-36 

(U,'fl'OUOj I wmpletl:'ly remorsefully need to share with you a viol'atjon t!f•il; 
security information related database (i.e. Personal Privileged lnfor_rqafi91.if, 
that I committed on Monday, 11 June 2012. • ._-.'· • ,' .' ·: 

., ; ; , , , , .. ;. 

(U,',(l"BUOj Before I begin, I need to tell you that! . , -: . :, 
1 

:' : ' : :· , ,,, 

I tw,d. U)u;ome. c.eason, .l_ha.~.r :r'.rta.i1J1.!d. l11X' ~c.:?~~s ~ ~,; : : : '; 
thl' Sernritv Data Ap lications tab in , • I thought th~( I r,etain~~ ~ 
this access berause o • , • nd al.-;Q ,m~ c;~!f!l!l1..U.~~- •. , , ~ 
role as a Contracting iccr s l'prest•ntat1v~. )l{} . fos' -9eve'ra1 · N~i\;- ·. ·. · :· 
contracts. aijd"~is<). (;l;t~ide of tht> dirl'ctc~ate in 11"1~ · , ·' 
various ot er 1rectorates t 1at 1a've worked in, ( have s, .. ;vl·d a~ cZll~ti1jue ', 
to serve as a COR and I l_.l!;~d the information stored .i!'· ihis ·t;b to gatpe{ 
information on the c~mt;actors that I sponsllr fr)r, h;i~iging a'nd Clea~a11c; 
Certification Keq~ests (CCRs). . . , , , ' ' 

(U,'fl"QWOj ·o~ the date not':d .ab(l~~-- a former ,t;:worker tl,i min;I 

I ! knowin_g_ .th,ii I haw/had limi~c-d i . I access t~; 
personal infor!11ati6n, approarhed nw and asked me if I, could look at her 

on line S!;'rnrity rernrd and see howl ,' : I 
I f vould be documented and if arw/ action had bel'n taken to note her 

record. I work on thd ____________ __..bssured me that she 

would not tell anyone of my action which I full y reali1.e was rnmpletel1.· 
wrong. ){egwtfull~· and .it .i monwnt llf l.ipsed poor jlld~mt•nt while D 

UNCLASS/Fl£DIIF8R 8FF~CJ,U. VS.Ji' f'JA4'.Y 
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~--~-Jwas at my desk, I attemptl'd to access her security record. When 
was ndt· able to see anvthing in her file. she then asked me to access 

someone els~'s·s~curity re~ord in her group,I !who in the 
past, experi1mced a -similar s ituation of her own. 1 did as, she requested and 
again like in I I situation, I was not ab!e to access any 
information. I f~-:.n left my desk. 

.. . ~ ' 
... .. . ' 

(U//~J On Thursday, 14 Jtme_20r1,.I was asked by my nt::w manager, 
I I to meet with her t~ 'dis~~ss -11!1 issue that she be0~me aware 
of. When I met' wHn_ her, she questioned ·mf ·abput my attempt 'to access 

§ i~form~tion -on_'! _former co-w~rker~: _Uu.ring our dis€}1SSion, 
e was -ment!~ned art"d -app~rently at !iOr{ll'.point,I I 
u rn"etl· bar,k JQ ~ her 'tHtic~ on. the-I 1' •apd 

discussed my fail~d ·ah"ehtpt·l1.l-·~;,fi.c:_~ _h_l'~- ~eciJfi~~-~~<?~d ar1~i'ffia.l .. ~fa 

/V-12-0 / 0/ 

I I-A~ Least.ane. pl!r~QrJ !!1 !~e. l_i~t~~i!"'s.a~r~~ ~~~r:1~·what·w_if?:_a~9~.{~a~. 
was attempted and ,;th« he o, she became ronmned ifiitTWOUC<f rool~'l-

1

------------, 
the1rsecuntyrelatedmformatton. . .• J (b ) (3) - P . L . 86- 36 

(U//fflt;t)) The subsequent action that was taken by I -----------n~~;~~~~~; 
meeting was that she asked me how I _!)ad- _11s:c~ss_fo_ the sccurit •rel ted' 
information and after I told her; .fnM.-1 -vo"lunteered 

nt an e-mail, to 
.,_ __ ~r""!!eq"'"u_e_s ... ·t;..in=-g- th_a_t_m_ y_a_c_c_e_ss_ b_e_r_e_m_(_)Y_c_•d_o_n_·1"'"'h_u_r_s~d·a~y, 14 June,to12. To 

date, I do not know if this action has been completed and l' have not 
attempted to access the Security Data Application again. 

(U//~ ) After much anguish owr my poor judgmen,t- ' call and after 
speaking lo you today, I decided to self-report this incident in advance of 
any correspondence being st•nt to you from m>I !management 
chain. I cannot tell you how badly I feel about this situation because in my 

~ .. _ . _ - ;ilmost O years at the agency, I have had a pristine record, free of any 
~ blemishes. I truly hope that this action does not result any disciplinary 

action against me but if it does, then it is truly my fault because I knew better 
than to honor the inappropriate requests of another affiliate who does not 

have a need to know. I look forward to and hope to rebuild my reputation at 
NSA that unfortunately, now I believe is tarnished. 

(U//~)) If you have any questions, please do not hesitate to contact me. 

(U/rrouo,! !response was considered; however, it did not change the 
conclusions in this case. 

(b ) (3 ) - P.L . 86-36 
(b ) ( 6 ) 
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VI. (U) CONCLUSION 

(U/,TOUO) The prepunderam:e of the evidl•nce supports the conclus ion that 
I iinapprnpriatcly access<'d and shared personnel privileged and Privacy 

Act information, in violation of 5 USC §552a (b), 5 CFR §2635.704, Joint Ethics 
Regulatiqn DoD 55007-1( Section 2-301, DoD Directive 5400.11, DoO Privacy 

Program ~ction E3.l.2., DoD Privacy Program DoD 5400.11-R, C4.2. I, and the 
NSA/CSS Po~sonnel Management Manual (PMM), Chapter 366, Section 2-2 
{A,E&G) and Section 2-4 (D&E). 

(b) (3 ) - P . L . 86-36 
(b) ( 6 ) 
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VII. (U) DISTRIBUTION OF RESULTS 

(U//FOUO' A copy of this report or investigation will be forwarded to MR, 
Employee Relations, for appropriate action and D23, the Office of General Counsel 
(Administrative Law) for information. A summary of the investigative findings will 
be forwarded to Q234 (Special Actions) for information. 

Concurred by: 

V Investigator 

Assis nt Inspector General 
for 

Investigations 

J (b ) (3) - P . L . 86- 36 
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(U) APPENDIX A 

(U) Applicable Authorities 
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(U) 5 USC §552a - Records maintained on individuals 

(b) Conditions of Disclosure - No agency shall disclose any record which i.s 
contained in a system of records by any means of communication to any person, 
or to another agency, except pursuant to a written request by, or with the prior 
written consent of, the individual to whom the record pertains, unless the 
disclosure would be - ... 

(U) 5 CFR §2635.704, Code of Ethics for Government Service, - Use of 
Governme11t Property 

(a) Standard. An employee has a duty to protect and conserve Government 
property and shall not use such property, or allow its use, for other than 
authorized purposes. 

(U) Joint Ethics Regulation, DoD 5500.7-R, Section 2-301. Use of Federal Government 
Resources. 

(a) Communication Systems. Federal Government communication systems and 
equipment (including Government owned telephones, facsimile machines, 
electronic mail, internet systems, and commercial systems when use is paid for by 
the Federal Government) shall be for official use and authorized purposes only. 

(U) DoD Privacy Program, DoD 5400.11-R, May 14, 2007. Non-Conse11sual Conditions 
of Disclosures. 

C4.2.1.1. Records pertaining to an individual may be disclosed to a DoD 
official or employee provided: 

C4.2. l. l .1. The requester has a need for the record in the performance 
of his or her assigned duties. 

(U) OoO Directive 5400.11, DoD Privacy Program, Enclosure 3, Rules of Co11duct. 

Section E3.1 DoD personnel shall: 

E3.1.2. Not disclose any personal information contained in any system of 
records, except as authorized by Reference (d), or other applicable laws or 

UNCLASSIFIEDI/FtHl 8FP.'B,ft tlS£ 6NtJ' 
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regulations. Personnd willfully making such disclosun.> when knmving 

that disclosure is prohibited are subjl·Ct to possible criminal penalties 

and/or administrative sanctions. 

(U) NSA/CSS PMM 30-2, Chapter 366 - Perso11al Co11d11ct 

Section 2-2 - Personnel Security Requirements: 

Employees grantl'd acct"ss to classified information and Sensitive 
Compartmented Information must be stable; trustworthy; reliable; of 

excellent d1aracter, judgement, and discretion; and of unque stioned 

loyalty to the United States. Any conduct, including off-duty conduct, 

that brings into question these charactt'r traits may be cause for 
appropriate security action and in some cases administrative action . Tht' 

following illus trations are provide d a s e xamples and are not inclusive: 

A. Behavior, activities, or associations that raist.> doubts about an 

individual's reliability, trustworthiness, or loyalty to the U.S. 

Gun·rnment; 

E. Criminal, dishonest, or other conduct that would re flect adwrsely on 

the individual's reliability o r trustworthiness; 

G. Bl'havior v,:hich reflects a lack of judgement and discrl'lion or which 
o ffers the potential for undue influence, duress, or e xploitation. 

Section 2-4 - Safeguarding Information: 

Employees will protect all classified, Sensitive Compartmented 
Information (SCI). unclassified sensitive. personnel privileged, 
Privacy Act, and non-public information and/or material in 
accordance with all applicable laws, regulations. and procedures. 
All classified material mus t be appropriately secured and 
protected regardless of the manner acquired. NSA employees 
must ensure that the intended recipients of classified information 
possess the appropriate clearance and have a valid need-to-know. 
The following definitions apply: 

D. Personnel Priv ilt•ged-Any information or records co ncerning an 

individual whkh are maintained and used in the personnel management 

or personne l policy setting process. 

E. Privacy Act lnformation-"Records" that are maintained in a "system of 

records", rt.>gardless of physkal form or characteristics, which contain 

personal information about an individual (e.g. home address, home 

U NCLASSI f ·1 ED/If 01' or 17f0"'>1 t l,'§t" 8Nl J' 
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te lephone number, birth date, details about financial, medical, and 
e>ducational history) and which identifies the individual. This information 
may only be accessed, used, or disseminated for official p urposes 
d escribed in Agency regulations. 
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(U) APPENDIX B 

(U)_I _______ _____.I Record 

I (b ) (3) - P . L . 86-36 1 
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