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NATIONAL SECURITY AGENCY
CENTRAL SECURITY SERVICE
OFFICE OF THE INSPECTOR GENERAL

To: fo’Chief, D14 . Date: ' 28 September 2015
From: ".
Subject: : Assign;n'erlt of inherently govél“nmemal functions to a
. contractor .. .
FileNo: - IV-150003 L
Preccden'c.e: Routine R . ""
Purpo§e.: To provide a summary report of an mveStlgatlon and t‘o .recommend that
R this case be closed. . .
Detz_l'i.ls: , - . "‘
I .(.U) Background . .

.
- . . ’

N (U/A=e66) On 9 April 2013, a source informed the Office of Inspector General
OIG) of potential concerns related to |GG14| . .|

>

. o Specific i .that .
N a team leact Ibéated aEl fea , gave Oilg
N .+ of her team mémbers, a government gontractor, a list bf Y
R ' . , -actusations of technical incompetence of|__ "+ « . '|the team lead of e
+%+* " anothe team located at NSA Texas| , and themhers Sfthe,  *.° .“
(b) (3)-P.L. B6-36 team, and askéd {0 Jook for e.vxdﬁncp 1o, 'prove t.hem l'n~ s i

(b) (6)

'bélie'vc
a member of the |

ition. the source

team, about the alleged tasking. (b) (3)-P.L. 86-36

'l..l.'ll::===‘-“!."“a’

(U//FO6) Thd [has’ k.)c.at.lc;n.s ;t Fort Meade] . .I-a;rd't'he gx.tcrfcfed -
enterprise, to include| Lart Iwo,}e.amE menhoned o o
in thls report whose team membgzs are*résponsible for I’yimg and répomng Qi)

s > Kwithin thé Office of *+
and| .o
(within the Office of] L) .
(U//FO'UO-)_Histoﬁéaily, the teams worked simultaneously o with *

each feam’having responsibility for reporting on different aspects of th
Frequently, the teams would overlap on their reporting because the process
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|was inefficient. This

model thgused to]
caused confusion, a lack of communication, and conflicts between the two teams

.
.
.
.

Il. (U) Issue .

U/FOEQ) Didl Ia’ i
tt Conclusion: Unsubstantiated. . .
. "‘ ¢ * "

ssign inherently governmental funcfions tol

.
.
.

Il (U),Apﬁlicaf)re.swndards
Public Law 105- 270 Federal Actlvmes Inventory Reform Act of 1_998

.
,
.

. d * @
(b) (6) Section 5(2)(A)(2) Inhere’n.tly Governmental Function .
(A)  DEFINITION-The term “mherently governmental functign” means
a function that is so-intimately relatéd to the public interest as to-

require performance by F ‘ederal Government employees. *
(B) FUNCTIONS INCLUDEDR-The term mcludes activities that "
require either the exercise of discretion in applymg Federal °, -
Government authority or the mak‘ing of value Judgments in making

decisions for the Federal Government:... "
...(C) FUNCTIONS EXCLUDED- The term does pot normdlly includes -
(i) gathering information for or providing advice, opmlons "
recomimendations, or ideas to Federal Government offcmls

.

Federal Acquisition Regulation, Part 7—Acquisition Planning, Subpart 7.5—

. .
.

Inherently Governmental Functions
o ® *a
* e by

(b) (3)-P.L. 86-36

_7.503 Policy. -
(a) Contracts shall not be used for the performance of inherently governmental

functions...
NSA/CSS Policy 1-39, Inherently Governmental Functions, dated 25 5
September 2014, revised 5 February 2015 L .l

Policy '
...2. Contractors may perform closely associated functrons SO Ipng as Qovernment

employees provide greater attention and an enhan‘ced degree of manfgement *
..Government employees must‘e‘nsure that contractoryao not perform

oversight. .
inherently governmental functlons o .t o .
* o L]
P o Aad .

Procedures
.. Government offC|als must eva{uate the funct«on on the basis of*

. '0
o, L]
L]

.
-
.
®e
.

.
* .
.
®e

sed forf

' (U//F@0) The information regardirtg the model the:u
GG15, deputy chief, | |Addmonal

[_Jwas provided, under oath, byf
testimony fromE s included in this summary report.
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a. The nature of the function: whether the function involves the exercise of
sovereign powers of the United States; and

b. The type and level of discretion exercised. Agencies are to evaluate
whether: '

1) The exercise of discretion commits the Government to a course
of action where two or more alternative courses of action exist
and decision-making is not already limited or guided by
existing policies, procedures, directions, orders, or other
guidance;

2) The function may be performed by a contractor who does not
have the authority to decide the overall course of action;

3) The contractor’s involvement and work product effectively
preempt the Government official’s decision-making process,
discretion, or authority.

...8. ...The goal is to ensure that contractors’ advice does not usurp governmental
decision-making but rather permits Government officials to make informed,
independent judgments.

Responsibilities

...1' . Government officials...at all levels shall:
...c. Ensure that contractors supporting their mission are not performing
functions determined to be inherently governmental.

Definitions
...21. Inherently Governmental Function. — A function that is so intimately
related to the public interest as to require performance by U.S. employees.
...b. The term does not include:
1) Gathering information for or providing advice, opinion,
recommendations, or ideas to U.S. Government officials;...

IV. (V) Investigative Activity

(U) Document Review

(U/Feee Email Evidence. The OIG reviewed :Top Secret email
files (*.pst) between June 2012 and December 2013. The OIG feund no
references tql Jproviding a list of accusations of techn1c34 incompetence

0 team membefsto and tasking him to look for evidence to
prove them. In addition, the OIG folind. no_evidence tha had -
dlscredm,d of was seeking to discrédit, the Work. of the rérq mcmbers

(U//Fe&E0¥rThe OJG requestecl |Top Secret emall flles.(* pst) bul

they were not avallable] ]ls no Ionger assngned at NSA. e

L3 .

.

B. (U) Interviews  *

on

"o

"

(b) (3)-P.L. 86-36
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| GG15, chief was interviewed

1. (Ukeu]
- o SR SHONITAINY 'oh 29 Septeinbér2D 4 and provided the following

(b) (3)-P.L. 86-36 information under oath.
0 .'—ﬂ-ﬂ.-,,.-,,.-,-’ PR
Y 1T 1s_tzel.|e.f th,at |and others from
"t e e, Jto be moved from

s
STy ress)
RS llﬂl:l! wanted the responsibility for |
| Jad heard rumors that the] ]
was too important to operate from the

SR . tod,
Vo -fs team thought that thc| ]
e ﬂeld lerefore Jnstea bf t;ym to justify the move of the project based
]leelleved thatﬁtned to

Lo '::'on‘(he 1mpor1ance ‘of locatibn
. "bwlda case aga-mst the{” Jteam to show that they were doing a poor

.
.
.
at
.
.

g o }ob'on rsQomng .
| (Uf/:'F-GGQﬂ co * . |.a govemment contractor assigned to
Jhad told him thatl lhad

S P fthat [

- asked] %’ ko look t.h‘réugh the work that the| _, - *  Jteam had

produced ‘gn}| . * Jto see if they had néglected to report on
+* | said that although id not actually

", sarhething . 1
* ~éomplete the task, she repor.ted‘tﬁe matter to her supesvisor at tHe time
. | . . 1 She told that] . |
*_ who worked With] Jat may-know about the alleged
ask[ 7, ko.review the”,

? Tt taskm_g or may have overheard
o aesework of thel o o - s crearh” .. < .
IGGl 5, depufy ofﬁce chlef Offcq

* e
.
" P
»

P9 P -“- -- L
2. (U/FeEe .
N ‘|‘was 1nberv1ewed

(b) (3)-P.L. 86-36 N
et QI 25 August 2015 and provided the followmg m.formatlon under oath

(b) (6)
PN e
Jis the Cufrért supemnisor.of m and has .

.
. .

' (U//-r-eyeal
“never received any negative feédback about her. She said Y ..af,'a e
v, [ Ad
IS Q.:—

very knqwledgeable Subject matter expert who servés'in a technical !
|as a team player who always T
(b) (3)-P.L.

director role..She described
focuses on the lﬁission and strives to do the mission, correctly.
'--'-'---------l'-::k».

(’U//FO'H'G} At the time Ihe-c laint'was fifed in (G
Jwas the chief, R Lot )
lwasat'eamleadm .

86-36

.

.

.

and

} a contraetor, was a member oﬂ . fteam. ) A
|described | las s-mart‘and always very - ' .
professional. Occasionally, worked with members of] .
(U//FeH8) The team at had about] [that they' .
analyzed and reported on. Mission responsibility for each Tw is

divided up in what was called the|

oy Y
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(U//POE3 Mission delegation for| Jwas divided up across
the organization, which also included the extended enterprise locations. *,

| Jconsistently created conflicts and mjscommunications
between various team members atl_landl Ibecause the -
model made it difficult to sync‘hmmze work artd- oftentlmes ,tgam "
members would not “stay in their lanes.’ . s y

M .
. .
. . A4
* . L] te [
»

(U//‘FG'U'G) In early 2013,| =|clire,ct.ot‘ at ti{é’., .

time, directed that a response group be assembled for] T ] .
| | He namedjir;as the lead. From the start; du¢ 1o’ :~'_'

the] — . - - Jdelegation of responsibilities, there was confusion

... rand fniscommunication about who was responsible for certain tasks and

(b) (3)-P.L.

86-36

‘l

-.l-.l
PR T P T
-l"'.-l"-_-"- ‘-'o
_-" ‘-¢’

reporting. L

delegdted'thelr piece Q AEWEA

| hich mednt the respon51blllty for repartifig or] AL
. as now based out ofI " Jat] . rhowever did
. not delegate their part of the]" ~ * S
. + to the deam at H@Wever the teaytt reported on
and this ¢auged ‘many problems between the two+teams. After the
. teant was nepéatedly told by varlous:&l)eaders to stop reporting on

. they contmuegi to do so.

-

lead,| "-.

. U//FeO) The
. chalfenged the|.

. .

land the[™ Jlead,
eports on’ jand told
pointed out that they
* . were not c’oordmatmg thtej rreortmg with|___. " Jteam. In addition,
» » some of the analysis thahagi suBmitted had to be redone by the
it wa

P tearn atf S s inaccurate.

.
‘ ‘
»
. ‘. 3 «* .
. ‘

. Uf/‘P@H@@,Around Aprll 2013, organized a meeting
.-""betwe,eﬁ 'thedwo teams that was held over a video-teleconferencing
. 'capabll'ity The-meetmg was an opportunity for members of both teams,

(b) (3)-P.L.

86-36

RN St “ »dnd their management, to discuss the work disiribution between the two
4aFCe L teams. At theFlglcatl_op | I || |
e e Siflefs* ffonfl___— Jatiended the meeting. During the meeting,

..!'-lill

(U//FO'B'G') ‘Fhe meetin'g was tehse becafise animosity already existed
between the two tédrms. befare the mebt-mg started. The] |

dld

not say anyghing] provided a warning to the
equities.

R -_g-roup_regardmg

team

members kept pressing the] : Jand| Jkept telling
- them that they were outside of their lane.| |eventually lost his
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temper and the meeting went downhill and the relationships between the
two teams further deteriorated.

(U/AFeEa)| sent] | thel

Manager and analytic lead for that target, to] _* . |to talk with them

about how they needed to focus their reporting on| *.*. ‘.

(U//FOH6) In May 2013, the[ ~ * + Jwas reorgamzed With.the " * ¢ :, s

reorganization,| Imanagement decidedfo ehange mpdel for mission " .

delegation for| ]

delegation—meaning there were or which thef * * = = 1 i'e'ar'rl"""""

had total responsibility for andt[g)r which the téam” ~ " "] (&) (L. 86736
had responsibility. oottt '_ ..'_ ..--.-.-:i':', "
(U//FOY8) In Jupe 2013 an-agement- pubﬁshed a llSt of all ofthe N

and avhrch feam had résponsibility for the set. ”l:he‘ aprcular N
discusséd on the basis of the OIG complaint Was assignedto -

while other sets were assigned tqf | - did not .
have any influence over where this or othe ere moyed. y
Management made those decisions based on certain criteria that theE
managers all agreed upon. Decisions were not made in a vacuum. -«
3. (U/ka¥0)| |GG14_: was interviewed",
telephomcally on 13 August ZDlSahd provided the following sworn -
testimony.” . . : .

.
.

» .

(U//F'@'Uﬁj'At the time the allegation was f'led w1th the OIG, *
was the team lead for .

. demed ever list of accusa jons of technical 7,
eam| ‘. denied*,

. ""e\/er ask'mg- to réseameh.or” 0ok for evidence to prove® . . M
AR mcpm’petence of the‘l |team She found the al legationtobe *.:, *
o dF 5 Rable andiridiculous.” L
t L A I, TeatR
(b) (3)-P.L. 86-36 (U//'FG'H'G-) Historically, there has always been tension between the EE; 22; B.L. 86-36

SRRy TS AR and'L . Jteams because lines of responsibility were not
T, alway.s clear. in 2013 'tlfeteamvy iven an informal anq . -
e yerbal task'to follow the same targets that thei Itea_m was

fdllbwmg in relation to} [ This Caused a lot of
confusion* a.nd created more tension between the teams. As the work was
on-going, the team poted problems they discovered in the

reporting of the] téam so that the reporting could be corrected.

() was interviewed over the telephone because she is on extended sick leave and did not know
when she would be returning to work.
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U/ Eventually, th

was pulled from the

team’s mission because they were not repdrting on it correctly.
did not make a recommendation to her manageimeat, tha( the

be moved from]

| to]

discovered inaccuracies in the 'repontmg ofthel.

team:, .may have

influenced management s dec_lslon to relocatetitto] .- = =} . . -,

. *

Wi

pieviou§l)'/ assigned to]

| although the fact that her team .

Fa-former contractor whowas= = = = = = s “n

latthe = - -

time the allegation was filed with the OIG, was interviewed telephomcall_y e ;

on 13 August and 24 September 2015 and voluntarily pr0v1ded th.@-"

following information. 3

both the

and

was the_gove‘mment Iead 'for the .
tedm.-She ‘Was the lhephmea-l Subject, matfer expert onJ« %"

* Jthat
-~ ‘yeamshad a resppnsnblhty to reporg‘on.

escribed

| Kescri Jas an exceLlent And-tep-notch ana]yst for
whom he had a lot of respect. | :|s’ald'hls opinion oé

was very high and she never overstepped her bpunds in her ro]¢ as the

government team lead.

wds never uncomfortablg With any task

he performed while assigned to{_ | .

.

(lJ//%):duties included analyzing dala.for accuracy for

the mission and then reporting on the accurate data. ,*

-

(U/F6e6) The Jeam and the] Iteam were both working

on the same tatget and the|

Jteam wrote several inaccurate reports

.
*

] FHie members of the

team were having

L dlfﬁculty doing their job because they were “not techmcal enough” to

.
.

4 .
- . .

(b) (3)-P.L. 86-36

aCCuratelydo the work assigned to them. People across the
L* ’ e they were providing inaccurate information in their reports. .,

knew

.

*
. .
.

(Urene]

y . . « sinaceutdcies of the
* = * "téais about a briefing the
intelligence community that was based on reporting the

ssv11 11 dpne The] Jteam had

keam lead) verbally pointed out tHe.' » .
eam’s reporting. spoke to bot_h_ .

team_h?q Erowded to members of the
C team had

Many in

elt thatf facrificed all of their crediblit f j'yheh‘ :*

- they provided bad information to government decxsl_on-m‘akers
gld a video-teleconference betwegn the two teams, wh

ttended where

.0
..

oh
team’s

iscussed th

inaccurate reporting

told them

i ing.| | that they were an
+ embarrassment to the intelligence communityﬁelayed to

them that their inaccurate reporting would not be tolerated.

.
.
.
Py

 (U//F88) As of May 2014]:|no longer worked at NSA.

UNCLASSIFIED//FOR-8HcHA5E-0d =
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(b) (6)

(b) (3)-P.L.

86-36

(U//FG'U'G')dld tpr0v1dé

(b) (3)-P.L. 86-36

UNCLASSIFIED/!

A . “ .: - i
(U//FO'U'S-) Because[ . « Mas the targ tTeaﬁpshe §8ked
to analyze the] ., - *[hat the team flag‘ mauurately

eported on and ta’provide his feedb@ck to hft oB what was mcluded in the

3
. *e
- L
0 l
b . * : .. o . ‘ - *
. * ** * » l -'.

.00

R ‘e a v

,o' (]

w1th.a erltten hst _of

inaccuracies of the] .. Jteam’s reportxng nerdid she pf0v1de a Ifst of

techmcal.m ompetence of the teai mgenera'l +or of anyone in parm,' lar
from th . team—l X d1d~not provide any type of list: tq
| i . verbally asked| - *Jtd analyzeth % * Jthat

the] ~.." Jteam had 'reportcd on, whlch was'part of his norma uttb&
U/ !I . I’Vorked wlth a member of thel |team
ol . *he perﬁ)rmed his r¢view and analysis oftheﬂ
J L* . as a mce person, but he.did not.have the :
o backg;ound ot expertise tQ analyze the[" 3 pvas
not happy that he had to,wark on the task of re- lookm-g at the

.

because Ihad already ifvested his time on the original

»
» P - - . o,
. *indccurate, reporting.| fold |that any inaccuracies

*, + from the original reporting would need to be corrected. Eventually, a list
of things thei:‘)_[

team_had ingccurately reported on was generated

based on input from across so that the inaccuracies in the reporting
could be corrected.

(U//=e86) The members of the;team did not like the members
of th team and held a grudge against them and the
team eventually lost their mission td* Jwould be

‘suspjcious of anybne from the] .« _|team making allegations against
him,: or the‘ te.am, in general. .'

5. (U{/F'O'b‘e) - . 1 an NSA contractor who was
assigned to » at thetime the- “dllegation was filed with the OIG, was
interviewed telephanically pn 2 Octo-ber 2014 and voluntarlly provided the

followmg.mformatlbn .o r .

(U//FG'U'G') n'lateJ uary 2013

performed a TDY from
While at said that

Jold hlm he-had been assfgned the tas]( ofgomg through the

did

not tell

work of theF: |t.e;am to try and- find errdrs or nristakes they had
made on theifreporting regarding| -, |Alth0ughb
iB‘cIievecT thiat

vho had _%_lssigned fhe;' task to him,
"+ |had as}igned the task because she

was

controversy be,tween the"‘}}vo teams;

| lever complctf@ the task.

the lead of the]l  * - Jteanm»

told himtthatie did nof.

Accordingtof - ]

ant to be.ip.the middle of a

id not know if
notified his team lead,

: ¥ . ’”°
(b) (3)-P.L. 86-36
UNCLASSIFIED//FoR-EH e 0N S
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| | of what] had told him. Eventually, the responsibility

. for thel . * Iwas relocated to] Ibutl Idid not
.+ know Why it vas moved. He did ndt thmk that|* had the power to
L’ _influepe€ the relocation ef'thq |from | ]

. ¥ -‘
- . . . » . * .« ®
. o - * . s

tion"was filed with the OIG, exc¢hanged
Sl .__-,_“-—:'"s_weral_'emar g ith thé OlG dated 1 September and 2 October 2014 .
BT D |s_?|d that] Jan] Jteam lead, and another ¢
P B member of the] Jteam, were very upset because they thought
Dhad tned to discredit their work. However, could not

SN RN LI I )

e remember any other details about the. matte'r .

" e e
. o ! ""--.--.. 23
LR

V (l*) Ana]ysns
(U//FG-G@-) The.O'lG uses a preponderance of the evidence standard in
Administrative* and civil mvestlgatlons This standard is considered to be satisfied ’
if, ‘after welghmg the evndence there is 2 greater than 50% chance thaf the H ‘
proposmon is true. In this case, ’the,re is no-evnde_nce to Show that A
assigned mherently govemmcntal functeon§ to| ] R

GGl4 who Wa.s assigned

.

*
M
.

(U//-FG'U'@) Edemed that she prov1ded| :|w1th‘a‘llst of .

accusations of*technical incompetence of | . Jpnd members of the

team and asked :o look for ev1dence Yo prove them. L. o
~(U/reeen| |said] |d1d not prov1d‘e.any type of listto him
regarding. Jor members of the] -~ _.Jt€am, but that N
verball; «asked him to analyzeﬂ&l_wlhich the| fteam’s ;
reportmg was based because, many across the| . Jirad already determined that
the reporting was maocﬁmf -t Lot D

. management official, said that team leads
. other‘tba.n m had cHallenged some of the reporting completed by

. ‘qrfd'had'de.tevrmi‘ned | Iwasreportingon]. . v -7 that

P - , ‘t’ée._y.s ulch ot have. bewrs feporfing ‘oh. Furthermore, some of the work completed
b) (3) o e e ‘b the team had to be redone by the team a because. it was
-P.L. - lnnlllll TR R R E E S S N EE s s E WS EEEEEEEE

inaccurate. .
* - -

*, T (U/H~0+6) The preponderance of the evidence shows that: Idid not ask
’, to evaluate the performance of government analysts, rather, she asked
*. him to review reporting for accuracy. As stated in NSA/CSS Policy 1-39,

*_ Inherently Governmental Functions, 25 September 2014, revised 5 February
» 2015, the term “inherently governmental function” does not include gathering
mformatlon for or providing advice, opinion, recommendations, or ideas to U.S.

4 (U//FGUG')‘I:was working at an overseas location, which, due to time difference, made it
difficu!t to schedule a time to speak to the OIG investigator on the telephone.

UNCLASSIFIED/AOR-SH U5 E-ONEY9
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(b) (3)-P.L.
6
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(b) (3)-P.L. 86-36

.
.
.
.

Government officials. The task| fasked| Jto perform was not an
inherently governmental function. .

L]

(U/A64+9 Based on the information contained herein, the OIG found there was
insufficient evidence to support the claim and the allegation was unsubstantiated.

UNCLASSIFIEDAOR-OF e ttrSE-Ott==

VI. (U) Conclusion | N

L]

(U/reEey Unsubstantiated. The OIG did not find by a preponderance of
evidence that]:assigned‘ inherently governmental functions to a
contractor. . .

VIIL. (U) Recomméndaglons

L]

(U/ o3 Recommend that this investigation be closed without further
investigative action and that the OIG notiny:0f the investigative
conclusion. . et

L . ®
" .
an .

- .
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