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(U) OFFICE OF THE INSPECTOR GENERAL

(U) Chartered by the NSA Director and by statute. the Office of the Inspector
General conducts audits, investigations, inspections. and special studies. Its
mission is to ensure the integrity, efficiency, and effectiveness of NSA operations.
provide intelligence oversight, protect against fraud, waste. and mismanagement of
resources by the Agency and its affiliates, and ensure that NSA activities comply
with the law. The OIG also serves as an ombudsman, assisting NSA/CSS
employees, civilian and military.

(U) AUDITS

(U) The audit function provides independent assessments of programs and
organizations. Performance audits evaluate the effectiveness and efficiency of
entities and programs and their internal controls. Financial audits determine the
accuracy of the Agency's financial statements. All audits are conducted in
accordance with standards established by the Comptroller General of the United
States.

(U) INVESTIGATIONS

(U) The OIG administers a system for receiving complaints (including anonymous
tips) about fraud, waste, and mismanagement. Investigations may be undertaken in
response to those complaints, at the request of management, as the result of
irregularities that surface during inspections and audits, or at the initiative of the
Inspector General.

(U) INTELLIGENCE OVERSIGHT

(U) Intelligence oversight is designed to insure that Agency intelligence functions
comply with federal law, executive orders, and DoD and NSA policies. The 10
mission is grounded in Executive Order 12333, which establishes broad principles
under which IC components must accomplish their missions.

(U) FIELD INSPECTIONS

(U) Inspections are organizational reviews that assess the effectiveness and
efficiency of Agency components. The Field Inspections Division also partners
with Inspectors General of the Service Cryptologic Llements and other IC entities
to jointly inspect consolidated cryptologic facilities.
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o] 1o (U) SUMMARY

(B (3] —Pwlix
(b) (6)

- l‘“a
= . te
- P

(U//een On'6 November 20 12 fl;c: Office of the Inspector General (OIG) received an
allegation that . * . DR engaged in timesheet
fraud by not accurafely recording Rer work hours. — « . .

L4

(UMF®H8) The OIG investigation included im’ar‘vie'{ms,with: her supervisors,
coworkers, and analysis of her.timesHgets, training records, and Access Control (AC) records
from 12 April 2012-through 12 April 2013. Analysis‘af the data disclosed discrepancies
supporting the conclusion thalt}wnrked fewer hours than she claimed. We found 149
such discrepancies. Yotaling 182 hours. There were also 17 discrepancigs. totaling 5.25 hours,

wherejri:Iwas within NSA spaljes IonEncr than indicated on her timesheets. Of those

discrepancies, 14 of the 17 occurred after as notifiéd that an OIG inquiry was being
condu¢ted. During the nine months prior to her notification of the °OI.G inquiry

timeshteets reflected only three occasions when she was within AC longer than she claimed on
her timesheets. e

-
.

(U/FHOT The preponderance of the evidence supports the conclusion that, (:furjng the period
12 Apiil 2012 through 12 April 2013, she knowingly submitted false and inaccurate timesheets,
for a total shortfall to the Government of 176.75 hours (approximately $4700), in vi(’)la_tion of 5
C.F.R-§ 2635.101(b)(1) and (5); S C.F.R § 2635.705(a); the PMM, Chapter 360, § 1-3(a) and 2-
7(a). Chapter 362, § 2-19(a). and Chapter 366, § 2-1(1 and K) and § 2-2(B). Additionally,
ﬁa]so violated 18 U.S.C. §1001. 18 U.S.C. §287. and 31 U.S.C. §3802.

(U/EL69 Copies of the OIG report will be forwarded to MR, Employee Relations, for action
deemed appropriate and D23, the Office of General Counsel (Administrative Law & Ethics) for
information. A summary of the investigative findings will be forwarded to the Associate
Directorate for Security and Counterintelligence (ADS&CI). Q234 ( Special Actions), for
information.
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1. (U) BACKGROUND

— e EoNSY (b) (3)_P.L. 86_36 R —
(U) Introduction (b) (6)

. . .,
P
- * .

.
" .

. e,

- " - ]

(1 !.’%H(—))I I::nlcrcd.mfdul} at'NSA on She has worked as a

3

(U//Fe=6) On 6.November 2012, the Office of the Inspector General received an allegation
tha :ngaged in timesheet fraud by not-accurately recording her work hours,

(U) Applicable Authorities () (6)

(L)) The investigation looked at possible violations of the following authorities. See Appendix A
for full citations.

— (U) 5 C.F.R. §2635.101
Basic obligation of public service

— (1) S C.F.R. §2635.705
Use of Official Time

—— (U) NSA/CSS PMM., Chapter 360
Time and Attendance

- (L) NSA/CSS PMM, Chapter 362
Hours of Duty

- (U) NSA/CSS PMM. Chapter 366
Personal Conduct :

— (U) 18 US.C. §287
— ()18 US.C. §1001

- (L) 31 U.S.C. §3802
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I1l. (U) FINDINGS

(U/FFeH6) Did:lknowing!y submit false and inaccurate timesheets
during the period of 12 April 2012 through 12 April 2013?

(U/A~e68) CONCLUSION: SUBSTANTIATED. The preponderance of the evidence
supports the conclusion that knowingly submitted false and inaccurate
timesheets during the period 12 April 2012 through 12 April 2013, for a total shortfall to
the Government of 176.75 hours (approximately $4700), in violation of 5 C.F.R.

§ 2635.101 (b)(1) and (5), 5C.F.R § 2635.705(a) and the PMM, Chapter 360, § 1-3(a)
and 2-7(a), Chapter 362, § 2-19(a), and Chapter 866, § 2-1(I)(K) and § 2-2(B).
Additionally, tlaiso violated 18 U.S.C. §1004, 18 U.S.C. §287, and 31 U.S.C.
§3802. .

(b) (3)-P.L. 86-36
(b) (6)

(V) Evihdem::e

(U) Documentary Evidence PR ' %
(U) Timekeeping Records , .- " e

(U//Fe864 The QLG'$ analysis ofl timesheets and AC recofds for .

12 April 201216 12 April 2013 reveale crepancies fotaling 182.00 hours wherein
#{look unaccounted for midday breaKs in excess of 59 minutes.or arrived at.

work later and left earlier than indi¢ated oner timesheets. The initial afjalysis also _:
revealed 17 discrepancies during this timé ‘period, totaling 5,25 hours, wherein |
was within NSA spaces longer than indicated on her timesheet. The majority of these
discrepancies occurred afte . |was informed that an OIG inquity was being
conducted into her time and attendghce reporting. The analysis of| timesheets
and AC records is attached in Apgendix B. Copies of | Jtimesheets are

attached in Appendix C. ¥

-

(U) Training Records |
(U/ 4040, E’I'raining Profile was obtained and reviewed. The training

Profile did not disclose any training to account for the negative discrepancies.

(uy Visitor Sign In Log Book

(U/et0)| : | Visitor Log Book was obtained and reviewed. All
visitors to| "« . Facilities are required to sign the Log Book when arriving and

.
*e

(b) (3)-P.L. 86-36
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departing ) signed the Log Book on five occasions during the period in
question. Please refer to Appendix D Yor additional iriformation: = -

(b) (3)-P.L. 86-36
(U) Email from| to] | (b) (6)

(U/1et=e) This ¢-mail. ddlt.d 18, January '"'UI"% ﬁas.oblamed {rum:('hief,

. and, reviewed! In the email :dotumtuled the ongoing matter of
. faifiig to keep him aware.al her schedule. 'Pleaserefer o Appghdix E for

additional information. Tt

-nu.'...q,

(b) (3)-P.L. 86-36

(U) Patient Protection and Affordable Care Act (PPACA), .
Title IV—Prevention of Chronic Disease and Improving, Public-Health,
Subtitle C—Creating Healthier Communities, Sec,4267 Reascmable Break

Time for Nursing Mothers

- L
.

(U/46H6 Section 4207 of the PPACA wus obtained and reviewed. It states that an
employer shall provide a “reasonable break time for an employee to expreds breast milk
for her nursing child for 1 yeat after the child’s birth cach time such emplayee has need
to express milk...” Pleas¢ refer to Appendix F for additional information. ;

(U) Email ffom| [Manager,

(U//4=4=9 This e-mail. dated 18 October 2013, summarizes the Department of Health
and Human Services information regarding the average amount of time to express breast
milk and the average number of times per day that nursing mothers need to use the
nursing mothers” rooms (NMR). Please refer to Appendix G for additional information.

(U) The U.S. Department of Health and Human Services (DHHS) Office on
Women’s Health Breastfeeding Information

(U//FOH63 The DHHS website offers information regarding breastfeeding in the
workplace. The website states that expressing milk takes approximately 10-15 minutes,
but can take longer. The website also states that in the first few months of the child’s life.
a nursing mother will need approximately two to three nursing breaks per eight hour
work day. Please refer to Appendix H for additional information.

(U) “Nursing Mothers in the Workplace” Brochure

(U/#6H67 The brochure was obtained trom the internal Human Resources (HR)
website. It provides information regarding NSA™s nursing mothers program, including
requirements for participation. [he brochure states. “Participants Must:

...Coordinate time away from work with the supervisor.” The brochure is attached in
Appendix 1.
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(U) E-mail from| lto

(U/A©B6) This e-mail. dated 13 June 2013, was obtained. from and reviewed.
In the e-mail, explained to that nursing.usually takes approximately

45 minutes at a time. Please refer to Appendix J fdr'addil.iqngi[ir]formation.

(U) Testimonial Evidenge  * th) §2)=FaLs BE=30

>

(U/AFOHO) On 5 March 2013, "
interviewed and provided the ﬂ;l_lo_wmg's'\\-‘urn_les.'t?_nmp}:‘ > .

.
re &
2

wds

1L

. * . . o . .

L -

(U//R As a Business Manq'g.cr.:{j'ob duties require travel olitside of
C approximately two to threé.tiqw's per week. She {ravels to the| -
Jand two, éontracfor facilities:[” . located in the

.

NBP complex. and| u® | located in Hanover. Maryland. .

(U/AeE6e) Qbelieves her former sbpervi.s;}r,| . | contacied the
OIG after she applied for reconsideration regdrding lter ACE score that she received from

| | She received a 3.5 rating,"which she described as a very good rating and
with which she was pleased: however, she felt fhat shé.deserved a higher rating’and filed

for reconsideration. After ﬁiingl . |b'¢gan “pinging |her] on everything.” He
required her to leave notes whtn she would be away from her desk; questioned her use of
the nursing mothers’ room: andasked her several times to discard of the waste i her
trash can. . N . .

-
* . &

(U//FoHes :was unable tor provide any explana'.lion for the discrepant*hours.
She stated “CONFIRM isn't accurate”™ and “it’s down.half’the time,” meaning that on
50% of her work days, the*AC turnstiles-are not in’woiking-order. She denied
intentionally falsifying her timesheets at zin.y time. = * .

- -

(U6 I:lcurrcm] y completes Her timesheets orf a daily basis; however,
during the period in questjon, she was unable ta recall how often she completed Her
timesheets. “I'm hoping I did it daily, but possibly not.’ surmised she may
have completed her timesheetsevery other day dutjng the peridd in.question. |

* . - .

(U/AH69 Although ufrently usts JSigmout of 4 régular basis, she -
acknowledged that during the period,in question, she drd not do $o. [nitially, )

did not insist that his team use JSighout; hewever, at some point duting the

.period in question. he required his team t¢ u§e'JSign'0ut to docuipént-their whereabouts.
ﬁa_dcinuwledged that she began to ust.JSignout occasiond]ly after :

taskjng: however, “maybe not as often as [-.s.hc].sﬁgnrl_d'_ have been.” -

«(U//F&HO3 At the conclusion of the interview, I:l\yas‘ p'm.v'fdbd a copy of the
spreadsheet so that she could attempt to mitigate thp_discrepahtﬁ@l}ré;'_ :

(] l...ya:"u- .

(b) (3)-P.L. 86-36

(b) (3)-P.L. 86-36
(b) (6)
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following sworn testimony:
e . , . B
-

(U/ 4= On 12 August 2013, :V\ as e’ lrugnm,\tcd and-'pr;\‘]dcd the
b . ' :.

. ‘oo . »
-

1V-13-0041

contractor facilities o ,’- * -|und N
locations that| |-|\ 15its: one ls..lmdt(.d w;fhm gh . .'- 1
and the other,is logated off of|__. o .

)WLL within the ‘I‘A\JX Lmnﬂk e

-related mwllnp at lh

_program-
the

lhg"(m\ er nm.em pro_g,ram mahagcr rmllso in

ro-g,mm managcr
. '\mrl\ym the same office w }lh

-attendanct at the mhajority of 1hcxe°mccungs
Il‘) Incateg‘m Hanover: Mdr)’ldnd Until 4pprn\unwtch

» *
-
i * hd

. I]]ana.ger“ . . % * Lt .’ ‘& . .
* e + . . -

L -
. »

. nmt_haolu.

fhe,bffice of the, € hief

attended twice mtmlhlvumlratt rogggm-related meetings. at

TR
: t{&ﬁc dttended lhc.se'ms.:.n ing v with :ﬁhc €¢nvernment program

-
*

(b) (6)

= (L MJQIm& (,Iud luDon several ocudsmhs in search of lost
She exphaiped that on one occasion, she found -thé notebook injthe nursing
mothess’ foom Jn lh-e building: "On another occasion, she may have found the notebook in
'When confronted*with AC fetmds that showshe did not

rcnsa.d*hcr Larllcmldlcmunls saying “maybe |

tacility on
xplained that she

" 'em;:' on either day.
Y tqund ]tiﬁ:‘nolebook] jnmy car.” She then :;bdlt,d ‘[ don’t rememb{.r thesetinstances
-U.ﬁhand . . s .
‘ ’ - ‘ - - - . L] -
At et . * s "
_'EE'..!G{s'Fﬁ{'}(')') claimed that she drmc to the .
". “5 October 20]2 to retrieve dnolhu los{ nulcboo]\ Ag,,ufn,. e

(b) (3)-
86-36
(b) (6)

" t,m ployees 1o

outside of thc bmldmg. Sht. dl.llltd cafling any |
Or it herself. She ¢

Jhaye the phone numbers of thel

Jctober 2012, a

* a list of her work contacts in her yehicle.
and, if that was the

. trd'u.lt,d | lfrom
ex pléndlmn for why she did not first call her point of contact at the ¢

mqmru abom the missing notebook.

md the notebook on a bench

ask if anyone found
laimed she did not

the notebook before driving to the fatility to look l;u
cmployees because she drove to the

nd she did not have

e tauhl\ prior 16 drriving at wotk,0R Jhe,morning ol 3
later stated that she may have

case. she had no
ontractor facility to

(U-‘.-"H-H-HJ:relurncd from maternity leave in April 2012 and was a nursing
mothet,during the majority of the period in question. She claimed that many of the
negative discrepancies in the analysis were due to using her breast pump in her vehicle in

the FANX parking lot or in restrooms in contractor facilities.

(L// )

her tenure at NSA. She denied intentionally falsifving her timesheets. She asserted that

all of the almost 200 discrepancies were due to meetings and other
activities. such as work-related conversations held in NSA parking

UNCLASSIFIEDZFOROGHHALLSEQON]Y
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nursing outside of AC. Following the inien’icw._J:was provided with an updated
spreadsheet for additional mitigation. K

fum-‘eue-, On 25 April 2013 and 3 Sepfember 2013, | !Chiej}

was interviewed and provided the following sworn testimony:

-
-

L]
- .

(ljf%ﬁg)mjoinedl Jteam in April 2012 when she returned
from maternity leate and remained on his team until January 2013. | . Jisa

Business. Manager responsible for executing funds that suppeory- * I:

[ N . * . | contracts. - Jdutiés included attending two to
three.ﬁ"lectings per week at other offices Tocated i, and occasiohal
contractor, facilities. cet et o :

.('lJf/Fé‘HQ-)nitially felf Satisfied with work perfrmance. She

." asked guiestions and seemed 1q be.interestedjn learning abqut her position. However,

(b) (3)-P.L.

86-36
(b) (6)

s oWithin the first few weeks of her usrival in the“office, two of her w\;mrkers,
and ] informed] it [

: was'pften dway frdm her desk .
b -f@r-ln% feriods of'tinte; desk.was lodated in a different roomrthan :

therefore, he Wwas unaware of her argival ang departure times and time spent *
-, n*the office | iscussed the fsiiu‘éﬁdnfv;’iﬁ‘l und she ekplained that -
- ke time away from her desk Wwas dug to the fagt that sheayas trsing the NMR: :
L Lx s, - Jrecommended that she update J§ijgnom,.pbstfnp1c‘§‘og her, desks utilize out
« of él:ﬁ'c'e';q-mail meéssages: or verbally inform her cowarkers rc‘gatdir;lg,“ﬁcg She would
- be awqy ffom her dcskb complied-with this requést for bt period of time;
howevet; quickly. reverted to leaving her desk for long periods oftimé mitigit informing -

anyone of'her.wherg¢abouts or anticipated return time.
: - * - % -

-

. (b) (3)-P.L.

86-36

:0 *
(U/FOHe) Afte fack of compliance with

keeping her coworkers and sapervjsbrs aware of her wheréaboutsh * s 2o = | began
- having almost daily*sonversations wihf = - - |regarqing thisaitatter. By the end of

> her time on his team, " stiinated that he spent approxirhately two hours
-every day dealing with time nn‘d.a.néndange-ﬁancl‘.s-zind other performance
.problems. In the fall of 2012, ontacled Employee Relations Apout the
*situation. He did not feel comtgrtable signingme sheets, as he-believed

was not accurately dégumenting-her work | oars

»
0. -

-
" .

(U//Fe03 On 08 August 2013 s : megram‘Ma;mger,D was

interviewed and provided the f(;llowing swdrn testimony:;
- b A

(U/kese 1 began working withEin April 2012 when | |
joined | loffice as a Buysiness Manager, taking over| | former position.
For the first few months of her time in the office. | - Jdesk was located several
rows away from After several months, their desks were moved next to each
other. This arrange

ment remained until approximately June or July 2013 when their desks
were moved again and are no longer located near each other.

UNCLASSIFIED//FOR-OFFHEIAT-HSE-OMLY
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(U/ == Sometime after arrival in the ottice. 1oticed that
vas often anay from her desk for periods of at Jeast one to two hours. By the
end of the summer of 2012, prokqnged abserices from the office became
more apparent.| " Jwas rarely informed od[.°
problematic because|”

whereabouts, which was
S NE Jjob duties xup‘pnﬂ «position; therefore the
wo are rt.qum_d to work clasely Iogt..lht.r o« oF

.. . .
.
- .

: A d - . * - . ‘I
(U7 o] Jdid not quulmﬂabum.her absences: instead. she began
to question ] .t bllpt rvisor. "Sh:. mqu'll;c.d about]| |
whereabauts on a daily to weekby h‘ElS:lS | R ]lpludll\ dsked

| Jo
upddlu “ISignout accordingly brolo let.itim know ‘IF sherwas -L_gnr]g to bc; out n.f the ui!lcc
for a.ptdlonged period ut‘luﬁe At’ona. point.

ked o ledye -
notgs on her desk to, |dml|h. her w hcrcq,houh however. Qrly ‘cnmp]u:d with
thissrequest for a.c,puplc. of days. atemost. In fac

IJ:dld nOt.{'I'unk,L Lo Jtook
the request bt;l'!(il.l‘ih as ‘sht. used the nolcy wrindicate when she was goinge w.t.hc: -. .
-rmlruum TR g

. *

. P .Pw’ “ -
{ll:ﬂ-f@l{-l-(-}]l IJ(:(,;s-l(;n:ﬂ-h'lE*ﬁ notes on her desk ‘indicating that she was =~ by (3) -
,‘." aursing |, . Iquc.slmncd whether the nules were truthful due to the length of time (L) (3)
Rk DV as away from herdesk:[7~+* * hasused the NSA NMR'in the past:* * 1 g6-36
2%% * Therefore she issaware ol Bow' [ong it takes to engage in that activity. She stated that (b) (6)
(b) (3)-P.L | 4as often away-froim her desk for an hour and g halk and clasned. sh.c.u.dg,,.
86-36 ot e rrursing did not Imd:uldims credible, as shc believes dn'huurand
‘Q:f' g?‘p‘f'!{*-lirllgthj?.iger than needed to nurse L Loe e ",:.:. ..
AL LT T
L e nd alterdMhc-sume meatings. '\1;);1 hj 1heir mcump
" 'ar‘é‘hcld i ()ng, a month. they attend meetings at the
- prldlh%d-lhdl ‘altlou

(SR e fouking

as, AC. they do not always usc
. eXiting lht*tpml,uv llcmucf th

wahen t.ntenmD a

facility does use d,vlsnox ‘105 book: therefgfe their

"L Nisits uuuld be ;c.c(u-ded evendf threy did not use A( *ﬁ'lu alSo occasionally attend
*Meetings ae Lomraclt,\r mulltu.s \pl,untd thar the meetings at Ll‘ll‘llMLI(lr
futilities are he,ld on & mypthly haw\, at mu;tt

F . s :" L3 s
i .‘ . . . t . * L]
(L7 4er) On 08'Augusr 2013 SIS [ hlef:\kdb mlu\ iewed and
pro\r_ldt.d the tullm\mg;\& orn I,c%’h.l’jt IR
- - .: : : . t. .: 3 2 -
* 3 . ¥ .

begarr working in[ -, Jorganization in April 2012

-

* Within e martths of joining, tte orgamzalmn

ecame aware of

“Jfrequent absemdées from the office. The matter was first hr{mEhz to her
attention H\' |- ’

' land |
. supervisor.| . %

k()\\{}:kcrs |

.. Jand

Jhad several conversatiend with

| Jregdrding her absences from the office. During some of fhe conversations
| was also present. During their discussions
using the NMR in

said that she was
Jthought that was spending 0o
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(b) (3)-P.L. 86-36

much time in the nursing mothers” rogm7! felt like shf was there shmetimes more
than at her desk.™ ncwrfd]d : that she had togjurse in her car.

Whenever she was questioped alfout b rf away from #cr desk due it_) nursing, she

claimed to be uging the 'NMR,'Iocat.;:’(E:i. 5 ;":_
* ‘O‘. * * ! * :: ':—.. ! *.I
- * L4 - & - A A
(UM fﬂmqg-h c}giiujqd_'m be in the I\’MR on man%@ccasmns,
: ~__lofien’ observed hey watkjnig-but of the ofﬁc} with [ a

employée. Because thegt wds mo joik-related reagon for and
| 0 havc'cnnlac(.asﬁumcd that thgir contact wWas purely social
and lhusFIl .'I_lwus Spendijfig fgo-much time away from her desk=for non-work
related activitjes. = Jaddresseq the mat}er'wilmo explained
that sh¢ and [ Jare friends who offen 10 to Juntft together of::r:pend time

lalkir!.é with each other. . .| e . -

- L I

"

Lt

([Jm:ﬁe_que's'l.cd ﬂia"ll " |lcav£ notes on hE'.l:;lcsk to inform
her cgworkers of her wheteabouts f- |cxplain§=i that she ol Jthe

notes did not have.to :s;ge‘ciﬁ.eal[y' say where she was goi_-_ﬁg; in.the-cadeés of her visits to

(b) (3)-P.L.
86-36
(b) (6)

the NMR; instcad She could.write.™b¢ back in.20 minuitds.” . +{did not
< comply with the Tequést to Jeave atotes dt her desk en 4 hgular basis, also
Sotoldf T that Anbther eption to’keep the office infjrmed of her %hereabouts
::h_!.:’g:aﬁo.tell- het towgrkers thaf she' wab stepping out of the office and wiren she would
return, was gii—erra third eption of informingher supervigos of her

whereabouts by sendinghim an e-mail containing that ifformation. [ * -

stated that the situation becime lik¢ a joke™ to#j as she sent
% ..e;ma.il.r_qgggairfs_s aling thavshe wds ‘woing fo’the restrogm. After some. e,
. 3 - . oo, ;

ik oldl_.__.__lthathe felt very uncomfable sigridg[ ]
#_umesheet bacaysg wds.not able to gecount for her work tilne. .ot
ot " ¢. ':'.:-: .-.- ...a. . :.‘ : :-.
U RO has yuéstiened arri¥al times. She biplained that
- o multiple occasjgns, she was awaré of arstal times; however,
o claimel her arrival time was signifitantly eatlfer than the fime

'_'_wurrgssed Her entering the,office. On those occasions,] *n | clalméd,she went
- dirgetly to the pursing mother's rqom after entering] .} | - e
- . - . = * . "

% . =

(Ui It approximately five tosjx occasions.E has Yuéstioned

abeut herdime and attgndancé. specifica ly beirig away from her desk for
long périods of time and arriving later than she ¢laimed dn-her timesheet. She last
spoke with| * about her time and attendanee a cgu.'ple of morjthsago.
[ »_Jexplained that| . Jhas a new supe'rvisu[g[ * *  Jwho
prefers to.manage his team withput upper-level supervisﬁﬁrinvol\'cmc:nt.H |
has not aphroached:aboul any problems regd rd:ing.I ftime and
atteridance."For the [ast couple of months | Kesk has been locaied in a
cubidle near, and on several occasions, she has htard coworkers askin
about whereabouts. On these occasions. contacted ﬁ
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. ': . - z.- .
* :.:: " : 1“- .‘
and asked .meul Jstatus | Alhas’pot reported any concerns with
Il‘l‘lt._".JJ-:fd attendance. _-_‘_'. -t
.'-. - -&l - " .

(U 'J‘FHHQ-)I . t\p]dll’lld that ‘- d| | like other
individuals on hi's .Ir,am ave a -Iﬂtl'l'ld'shlp thﬂ{_g\l&ﬁdb beyond a supt.r\rlsur dnd
subordinate I'tldil(fﬂ%hlp has ta
because Esuborﬂumtca inchuding _ often* lalk down™ to h1m
which she feelg is.ifappropriate.-Howgver. [ ..+ [hds dssurcdl that his
subordinates are ;nkm;: with hini and that he!Tjttds ghefr-behavior acceptable. Due to

close 'rpl:dl‘lnmhi'p With has questioned whether

would rt,phrl-pmhktm with fer llma: and fdl-lepdanu. as
discussed thi§ m.,;ltu with End he u»u‘\'ed h;r {hat he is monitoring .
trme im.d dlb.nddnd"‘ [hdl- hc \um?d aldre, 11{:-r that if there Was a problem.

L _.g- . -

(U// =6 On ]33 &eprember.IOH | ., f = . 4 |Business Munnger,D was

interviewed and* pm; ided thc. fo[lomng s'\\ mhlestrlnﬁm*'

(U '_ " . L‘mm:dl hih;metd‘ rclumii{g from
| : Wag an intern m‘)‘l‘[c. officeaind heE tour Was schedgled to end

.* in lau.l e r--"_‘ RO & : an.lnre(_['ds repldoetmnl
s e fore. | _' . l“-'orked_c_loscly with wtil the (nd of her tour.

(b} (6) . et .

. - :-' .= _'.
(U//149H67 Saon altc@gm\ 3l an-'lht: ol iu.p ‘I hoticed that she was
often away fragm Her desK for logg periods §f [imt.' Ni)t.onl) “asl . Jitequently
away from her dchk she atso t(msmeml\ .n*rl'm.d late % Work and nreetings btjth inside
and outside of___* - . s dhas,mn.‘\ fiom htr Uesk dchLd her werk

performance s xht, was unghle to collabordtdd 'tnl}‘l {h}.'.]’)l’()j(.(,l manager and others with
whom she !‘I{.Cdtd- tQ. work dmclx to L(J-mp}elt: bcrbjnb.ﬂums Lo -

(lthl-(-}l-‘ﬂjl Idl‘ld mw‘lhur umbrkcni'u}mg.d| : |
supery(sor gt the’ tlmc oYher preddpgedsbsences. Vvhen she was-questloncd

about her absencés from the olflt-t. é&:’:\p]auﬁ:d that sho wis in the NMR.
:]hd\ used the nursing mhlhc_ ¥ frogram 1 i) 'lhe pdst-and:zs aware of tﬁe
procedurcs lor using the room. %}Tuc\pfdmed-ﬂaql thc_:at.hcdu'le is drvided into#
appm\lmdlelx 13 m1nulc inc remcnls Ia usu; _ut-lhc. ,mom takes IODL_LI' than tBe allotted
time. they inconvenience the néxt us, dnd' dltimatehupset the s¢hgdule for tHat day.

I herefore Eldid not find rLd&QI]&llfd.lm'b thal she w a4 often in

the nursing muthers- r'umn for an hour ﬁr gﬁ,_m, " g .. .p
. .t ~ ._ -'l:' b ]
(UK On (13 September 2013, L er] ]
was interviewed dnd' prmldgdlht Iulln\\ufa. n.}.wq lgsumony: "e. P
i . .- ~* -.-'_.-.:- ’
(U] . pegan \mrkmg-'\\ |ﬂ1 e Jin ()le'h(.r 2012 \»ch she
joined] * pftice. [ gpprommatclv lﬁ;:stm er 2012, sk was
moved o] Jquad. A['Ihqu&h desk udsFocated near] 1
| was unable to commént on m time and drtendance. Spt stated
e, - - -"""‘ - 1.
e % S¥e ~ A
.. I - 3
UNCLASSIHH) - s :.
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2 - e
that as a | . L ., IS nqtﬁﬁed-m attend meetings outside of the
office: thereforg| 3 h\&rd her t b?;-awa)‘ from her desk frequently.
had no reason to

| hever gaw | EImLShL"‘ﬂlh'aﬂd stated that she
believe that any oi'l i |l1mcbh£ctq W c.?t_ mau.urd-u.

.
=k'h!qf;

was interviewed

(U/FeH63 On 12 A;{gm: 2013, L - '.
and provided the loII_'atmng sworndestimony: .= 7 s

L
lhas been E:Iqupen i%or 'serCC Februa

ry 2013. He has

known ‘lnte she entered on duty =20 nnd was pruloualy:
supervisor from appwamdtelv 2010 to Juné 20] 1. s assigned all of the “strong

willed™ individuals 1i1'.{(he office due to. hls m‘anq;,emcI;t style of building relatignships.

-
- *s - -

(U/FeEey Althoug a5 been [T 'u[iprvis.o.r since Februagy 2013,

her desk has never bc cated in lhe same

« e land] -

ysical office as his desk. From February

hffices were located

2013 to approximateln September 2013,
on different floors i From Septenibor 2013 te the prescpt, office
has been located i wh:lc| : Hogk'is sulr_locatcd in

(U//F place 01 “’ork was chimged i in Septeraber 2013 becaus¢ she was
assigned a new positio]. Although she is still ¢ o .3 *__|shg now has fewer

duties and her job does not* cequlrc-ds much locq,i- lrcwe]- as 'her Ionnerpgsmon .

was assigned a new pogition ‘becaus‘e she was -nol a'goud fit” for her former pesition,
q&n’mer pobition was “tea much fo}-Ber grade level” 3nd he was =" ,

verwhelmed..To successfully coymplete duties req_wrcd m[, -] onner-poslllén

an employee ncevds to he organized,‘matyre. timc-wnat:wus +and possess the abjlityto " 4
multi-task. Althoug is mlcll:gm[ $hé lacked  the.maturity’to successfully (d)
perform her former Job-dunes Addmondlly sht: was, “unpq_.zf_mzcd an'd wu]dn t keep

u - '
P l- . : . .:‘. -
+ LY * LI * .. [

Wwas re uarcd 10 _aIrtend

different locations, incljiding

6)

eetin S al-several

uﬂdmgs and|’

Ln vas unablt, to estimate.T oo lcn‘l . vas requ1re\'_l to
end meetings outsides nf NSA spdtcs LR e . . .

- * [ AP
o Lut e . -" .
.
* " .- ‘- --‘

(U// ey Althoubhgmumkcrs Haye cém Idi‘m.d.ml " hbmﬁ
| |trcquent absences from-the office, e -, Jhas mt witnessed any problems

not unique to

he,requlrcd all of his .team.meinbfys lo'geep :him aware of their

WIth] . Jtime dnd attendance. ‘Whenf, .*,-°; mned'hm teain, he asked her to
notify him w enever-%e left) i .Ic\ﬁldlfu:d tﬁ.a;..thls arrangement was

whereabouts. In fact, he ma‘mldfned e-mail folders vuth dl'l.of hw &.‘dmmembers‘ -

correspondence with him rt.gardirigth'epr wheredhouls .. =t e

..'.. “ . -‘; -'
- l'., . * - ' l'l

(U/4=046% Not only wa's often uut U'f'-the. bulidm 'due. fﬁ'
she was also a nursing mother and Tell the offige often‘for, U}dt ]wr

h.crjob duties. but

pd'iq She complfed

with notifyingzxm e-mail when she would be away 'szn ﬁﬁ‘desk for long
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periods of time. However, she did m-)l do so énthusiastically. She du.us?d:uf
discriminating against Jer by cq.u-srmg_ her ta keep him aware of instarfees when she was
out of the building.[ gxplained to that he requires all of his team
members to nofify him w hen they leave the Quilding. hm she becam§® frustrated with

otification requircments. she sént him a detai [ed e-mail stating very personal
information regarding hu breast milk. | « Jold__ 7. lthdl he did not require
that level of detail: hc*lusl needed to know when she would be’ uul of the office and when
she expected to rclum [ ISL!]I Iscx eral c-mdll rm.;sage:» stating she was

ILa\mg__l |lu nurse either in hér car or mI e e

.1b) (3)-P.L. 86-36

*{b) (6)
= E— — S — _'_._-_.L.h - :_
.= *" 7
(U) Analysns and COHclusions et ot “*.‘-‘! ..
. * 4 - ok .“ -
aw® *‘I

(U/ A=) A]though:dmmud to have - ‘neyer stulenum ik the-tlnal analysis
[

revealed 149 days in the one year period in quesfion where "Id1mc.d ‘to have worked
more hours than she was within AC. The one”year sample 1 ndud{.d ::lppm)(imdtt:lv three months
of data during a period vsh:.nl_r»\ as aware she.\(ns bung:ln\.esubdlc-d by the OIG for
time card fraud. During the pcrmd when| |!\¢}':. aware Qf th¢ OIG inyeStigation into her
time and attendance, there were six discrepancies, toldhn}: 17 pourg. when sht clalmcd to have
worked more hours than she was within AC. During this peridd. there were alse

14 discrepancies. which totaled 4.5 hours, .whcrem was within NSA: -spaces longer
than indicated on her timesheets. Howgt qr’ durm‘g the nige months prior to the 1n|(1dlmn of the
investigation. there were 143 m.i.dsmm. When ELIdI[DLd 10 have worked longer than she
was inside NSA spaces and unl) Th‘rcc, occasions \&hcn she agfpcared to have wdrked longer than

*

she claimed on her timesheets” . . . * .
. . .,
-

{lla;m:dmm that many of the HLj:d[]\.e dls(.n,pan(,u,s were’ duc to leaving NSA
spaces to use her breast,pump in her vehicle is not credible. NSA has a nursing samothers program
that provides each NbA facility with NMR’s «.cqu:ppx.d-mlh hospital-grade Bredst pumps.
refrigerators. and,microwaves. A schedule is maintainéd for each NMR. lhj NMR
schedule offers Appointments in 20 minute’increment’ and users have the option of booking two
appointme 3?5' back to back if they need more than 26 minutes. During the peridd in question,
b was scheduled for three 20,ininute appointments per day in thchMR.
However. she asserted that she often had to use her breast pump in her vehicle due to her hectic
schedule. which made it difficult tg*be available,during her reserved time in the NMR. The OIG
did not find this assertion reasonable as we did hot consider mid-day breaks less than 59 minutes
in our analysis. }'or:[ddim to be factual. all of the midday nursing breaks that she
included in her mitigation would have been sutside of access control and in excess of 59
minutes. According to 29 USC Chapter 8 §207. (r) (1) An employer shall provide: A) “a
reasonable break time for an employee to expeéss breast milk for her nursing child for | year after the
child’s birth each time such employee has neéd to express the milk...” Because the NSA nursing
mothers program schedules appointments to use the NMR in 20 minutes increments, the OIG
does not find it credible IhaI:[cngagcd in this activity in her vehicle for over 59
minutes on a regular basis. Additionally. the OIG does not find regular nursing breaks in excess
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of 59 minutes reasonable. herselt admitted Mtu_dgés_umm; more than 59 minutes
to nurse in an e-mail (Appendix G) to her supervisor.| . *

(U/A6+69 On many of the days when she clajmed that the negative discrepancies were due to
nursing in her vehigle, either newer left NSA spaces. or left for only a few minutes.
Any midday breakKs less than 59 minutes were not included in the analysis; therefore, the
discrepancies op these days were de to arriving at work later or leaving earlier than she
documented g er limcshegl. On 22 occasions between 8 May 2012 and 6 July 2012,

claimed thatthe negative.discrepancies on her timesheet were due to nursing whert there were no
midday gaps*included‘in the analysis. 'l'herethre,:woqld have had to nurse in her

vehicle Pgfore entering NSA spaces or after-exiting at.the-end of the day for her assertion to be
plausiBjé.| - >xcuse that her hectic travel schedule prevented her from using the
+_+ INMR is not credible, as she did not travel on any of these days. Therefore, there was

nqQiedson fo fo have to nurse in her vehicle. The discrepancies on every one of these
- p y

(b) (3)-P.L
86-36
(b) (6)

Q’éégsjmwit-tre due to arriving at work later or leaving earlier than indicated on her
‘:'ﬁ'ﬁexhektf-]' - Jstated that she completed her timesheet approximately every other day;

therefore it is not reasonable to believe that the almost daily discrepancies in her favor were
‘inatVertent. [ Jwas aware of her work schedule and intentionally entered incorrect
arrival and departure times in her favor.

'(t:[fﬁﬁeﬁé):alsu said that many of the discrepancies in the analysis were due to using
- her breagt pump in contractor facilities where she had meetings. Even if she had used her breast
- pumy,in tfe,contractor facilities, it would not have had any bearing on the number of discrepant
* Hours,’Adl of eetings at contractor facilities were verified and none of her time

- spent at, these metungs was used in the analysis.

- ( U{fﬁ‘eﬁeﬂ_-_ldltrjhuted all of the negative discrepancies to events that she considered
. work-related. For instance, ., *laimed to have “work-related conversations” outside of

“NSA spaces on 16 occasions during the period in question. She stated that on five occasions, she
-left NSA spacés to travel to meetings, only to realize once she arrived that the meetings were
-scheduled for other date and times. She claimed to have traveled 1o her vehicle to retrieve notes
-and move her vehigle on four occasions during’th¢ period in question. She also asserted that she
-left NSA spaces to 19ok tor1pst notebooks on six oCeasions.

.
+

(U/A- 66 Allhuugh]:claimcd to have “work-rélated conversations™ outside of NSA
.spaces that accounted for a portion of the negative discrepanciés gn the analysis, she was unable
"to provide any additional informatioh, including with whom she hdd-the conversations.

first provided her mitigation to the OIG in March 2013. In Her initial mitigation, she
noted 14 instances where she claimed thé.negative discrepancies were due to.“work-related
conversations™ outside of NSA spaces. [hé&.OlG does not find it plausible thaI‘:would
be able tq,recall the exact date of every work-related conversation outside of NSA spaces.
Further. on 10 of the 14 initial instances nolr:d.:did not have any midday breaks that
were included in the analysis. The discrepancies on these occasions were due to arriving later
and leaving earlier than indicated on her timesheet.

(U,-’fl-'-Q-U-Q-}]:klaim that on five occasions the discrepancies on her timesheets were

due to recording incorrect dates and times of meetings. and traveling to those meetings only to
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Ja Frpes .t ot
find out that !hc\,‘l; ore not \thdu-l't.d s also,not convineing. " ar’mamplc uli'l-(kldbnr 2012,
AC 'rcu)rds show’ th,,tl she tmkrtdmdl 1106 hours dnd Teft “the -hmldmg at
1740 hours: vet ’*h._L documented on hur timeshed ihal SHeswarked fronr, # U(.)'hourt,.lo. 1830
hours. She lenmﬁ that the dlb(.l‘(.pd.l!t\ f\ds «due to traveling to |'10r .rm,(.gtlné that did not
oceur. because bﬁﬁ.‘.l’tu}rdtd the'incorneet "daté aud lime. A( -ru,onds indivate that
she did not enten [:(m | ()(.lcbtr 2012. In fact +ather than, k,d\ ing AC for two
minutes. she,did 1 ot leave the huildimc at all that day. The d]SL repancy on lhis date was due to
]t.d\ n g-carlier than documented on her timeshéet: not bgtaute af erroneously
traveling to .Jfor a meeting. This scenario also ou_urn_d on22 g'}(.foher 20:2. a8
| [.Immcd'(hal the 1.75 hour discrepancy \ms duc to mrsmkeqh trav t.luu: to.a meeting
that was scheduled-tor a different date. On this dgrc arrtved at t 0946
hours and left at 1620 hours. Other than h.d\me AC for a tota)]’of 40ur minutes. did
not leave that day. The 1.75 hour fegative dlsucpdnq was due to léaving work at
1620 hours 1nxtcdd ut 1813 hours. which s “the time reflecged an h,u timesheef.

- - -

(U/HE69 On six-occasions in the dne year permd.E‘sald that she traveled to various
locations in search of lost nolcbuakx The O1G does neot t'md this assertion credible. On her

mitigation sheets. sgbmitted pnor to her August 2013 interview. laimed to have

traveled tof Iw retrieveher notebook on 7 and 14 September 2012, During her August

2013 interview. . claimed that on one aécasigh. she fQund the notebook in thé:
hiet

NMR and on the otHer occasion. she may have found the notebook in the office of the
alsd located i:]: AC records sh0\§ *that did not ente Jon either day.
When ¢onfronted with this discrepancy revised her earlier statement. saying that
“maybe | found |the notebook] in my car.™ She then stated. I don’t remember thege injtances
offhand.” It is coricegning lhal:mc!udcd information in her mitigation that she cannot
remember. ey .

-
.
-

(l,‘-x’f-l-'et!'ﬁ'):submlllud several mitigation sheets. two of which have ov t:r-lappmb
dates. I'hn.r{.f‘anl:prmlded ¢xplanations for the 1.75 hour discrepancy on .

7 Septembet 2012 on two separate documents. On onc dm.unu.mﬁulmméd to have
traveled to o retrieve the notebook. as dm,llmt.nlt.d aboye. On the other douum-:.m she
claimed to havedraveted qf Jto reiriey ¢ Jhc notebook. rovided
two completely different reasons 1o explain one dlstsepam v! knadditiop*to prov ldmg tWo
conflicting o\plandtmns neither excuse L\pldlﬂ\.lhe touﬂ 1-75 hnur.dmcrcpdncx because the
midday gap bnly accounted for one hour of the cllbu;ep«im\ Ihc.mhgr 75, hour is dut to
Iccw]ng:.al 1552 hours mxlecul’ of I(ﬂU hours, ag shg d@(;umcmcd' on her

timesheet. « - S T & 4

* *

L]
* -

- ) . " * .' - LI (b} (3)_P.L. 86-36
oL/ e stated that she drgve to the |tac1]|t\« on

25 October 24112 to retrieve another lost notebook. Jdid not-enter the fﬂcfrny and
‘instead claifffed 1o have found the nmchuok nn.:rhe:m.h outside of lhe'b'LIlldm;_, Her last mecting

(1I| - [was on w‘()nlub\.r 2012 therefores fol *laim (o be true. her
notebook had to be left untoughed on ! the ht:l]ch-nma’l'(fe of thie| facility for

two days. Shg denied callipg dnA|11p|0;<.n.‘, fo ask if anyone found the notebook before
drivi ing to the facility lu.lbul\ for i her self. Shé stated that she did not have the phone numbers of

the| - . 'meln_\‘ca:, Because she drove to the facility prior to arriving at work on
. ToarLett
- '4”‘ *
> D//FOR-04-cRALLL
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the morning of S October 2012 and she did not have a list of her work contacts in her vehicle.
This claim is not credible because the negative discrepancy on this occasion is due to a one hour

midday gap. [ Jlater stated that she may have traveled to|

|from

| qu.ift_h?l.wa;s the case, had no_ explanation for why she did not calt ber point of

contact at the contraclor‘:[’acilil)-' first to inquire about the m-issing notebook.

(B) (3) —P D

86-36

(U/ireton only entered NSA spaces on pne. af the sixotcasions whére she claimed

to have traveled 10 retrigve. lost notebodKs” On this occasion, 11 September 2072,

traveled t for a freeting and her meeting time was not including in the analysis.
Therefore, again, the 3.5 kour negative discrepancy was nog die to notebook retrieval. It was due
to a combination of a 1.5 hour unaccounted for midday pap and arriving later ard leaving earlier
than indicated on her timigsheet. In fact, on this actasion[Jclaimed to-have worked

from 0600 hours to 1530+hours, earning nine hours of duty time th " Howgver, AC records
show that:arrivéd atﬂl 0728 hours 4nd lefi at 1457 hours that day.

(U/FOHE) The analysis;;T:timeshccls and AC data shows a pgttern of arriving
later and leaving earlier thah indicated on her timesheets as well as unaccounted for midday
gaps.ljltiméshe‘gzl inaccyracies were not inadvertent. She acknowledged completing

her timesheet at least every other day. Therefore: it is reasonable to conclude that
aware of her work fime-each day and deliberately falsified

was

her timesheet ig her favor on 149

occasions during the petiod:n question. If‘Etimesheet inaccuracies were inadvertent
and due to poor timekeeping habits: the number of discreffancies in her favor and in favor of the
government would bé.appro¥imately equal; howgver, in the first nine mgnths of the analysis,
during the period priof, tothe 4nitiation of the 016 investigation, there were 133 discrepancies
where she claimed to havé warked more hours than she wis within NSA spates and only three
discrepancies where the opposite was true. Durirg the final months of the analysis, after she was
informed of the investightion;;ther¢ were six diserepancies.where she was within NSA spaces
fewer hours than she clarméd Gn her timesheets and 14 disgrepancies wheh she was within NSA
spaces longer than she claimedon ber timesheet3. This disparity supgorts the conclusion that

only after she was informed ofdhe OIG investigation into the mattes. .

. -
= .

[was aware of tigr.timesheet inaccuracies and made an attempt to change her behavior

(U/4=0+6) The preponderdnige.of-the evidencesupports the conchusion that, during the period
12 April 2012 thtough 12 April 2013, knowingly submittéd false and inaccurate
timesheets, for a tétal shortfall 49 the Government of 176.75 hour$ (approximately $4,700), in
violation of 5 C.F.R’§ 2635.10J{bj(1) and (5). §"C.F.R § 2635.705(a) and the PMM, Chapter
360. § 1-3(a) and 2-7(4). (.‘hapte_ﬁ‘_BbZ, § 2-19(a);-and Chapter 366, § 2-1(1) (K) and § 2-2(B).
Additionally, —hlso vietated 18 U.S.C+§1001. 18 1).S:C. §287, and 31 U.S.C. §3802

.

[ -
= .
LI
.

- e
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NSE TO TENTATIVE CONCLUSION

response to the O1G™s tentative conclusions is as follows:

“I have stated befere I did not submit false and inaccurate time sheets. | have

provided vou with
to you. [ am a mot

humerous documents. | do not know what more 1 can provide
her with a child who | was nursing at the time, which | was

given the legal right to do. Please provide me with the appropriate process to file

an appeal.”

(U774 |rcs'.p0nse did not change the O1G’s conclusions.

(b) (3)-P.L. 86-36
(b) (6)
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V. (U) CONCLUSION

(U/F686) The preponderance of the evidence supports the conclusion that during the period
12 April 2012 through 12 April 2013. knowingly submitted false and inaccurate
timesheets. for a total shortfall to the Government of 176.75 hours (approximately $4.700). in
violation of 5 C.F.R. § 2635.101(b)(1) and (5); 5 C.F.R § 2635.705(a); and the PMM, Chapter
360. § 1-3(a) and 2-7(a): Chapter 362. § 2-19(a): and Chapter 366, § 2-1(I and K) and § 2-2(B),

Additionally.

also violated 18 U.S.C. §1001, 18 U.S.C. §287. and 31 U.S.C. §3802.

.

(b) (3)-P.L. B6-36
(b) (6)
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(U) DISTRIBUTION OF RESULTS

(L/4=4=6> A copy of this report of investigation will be provided to:

A: MR, Employee Relations. for action deemed appropriate and

1V-13-0041

B: D23. Oftice of General Counsel (Administrative Law & Lthics). for
information

(U/A69 A summary of the investigative findings will be provided to ADS&CI. Q234
(Special Actions), for information.

Concurred by:

Investigator .

-
-
-

(b) (3)-P.L.

86-36

Al?kislant Inspector General
for
Investigations
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APPENDIX A

(U) Applicable Authorities

Personnel Privileged Information
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(U) 5 C.F.R. § 2635.101, Code of Ethics for Government Service, —
Basic Obligation of Public Service
(b) (1) Public service is a public trust. requiring employees to

place loyalty to the Constitution. the laws and ethical
principles above private gain.

...(5) Employees shall put honest eftort in the

performance of their duties.

(U) 5 C.F.R. § 2635.705, Code of Ethics for Government Service, —
Use of Official Time

(a) Use of an employee's own time. Unless authorized in accordance with law
or regulations to use such time for other purposes. an employee shall use official
time in an honest eftort to perform official duties. An employee not under a
leave system. including a Presidential appointee exempted under 5 U.S.C. 6301
(2). has an obligation to expend an honest effort and a reasonable proportion of
his time in the performance of official duties.

(U) NSA/CSS PMM 30-2, Chapter 360 — Time and
Attendance

Section 1-3 — (U) Policy:
All NSA/CSS civilian personnel receive compensation based on
federal law. The Comptroller General of the United States
determines the procedures that govern the administration of
timesheets for civilian employees. To ensure full compliance with
these procedures, the Agency has established the following
policies:
(a) Timesheets are maintained on a daily basis: ...
...{e) Timesheet fraud is a federal crime and must be reported to
the Inspector General.

Section 2-7 — (U) Responsibilities:

Employees:

(a) Ensure that all information relevant to their time and
attendance is recorded accurately....

UNCLASSIFIE BA-BR-OFHERATHS-ONEY-
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(U) NSA/CSS PMM, Chapter 362—Hours of Duty

Section 2-19 — (U) Meal Periods

(a) T'he regular authorized meal period is 30 minutes. Meal
periods. when the employee is entirely free of duty in connection
with his or her job. may not be considered duty time and must be
scheduled outside the hours established for the daily hours of duty.
Meal periods must be scheduled as close to the middle of the daily
work hours as possible. (A shift 0815-1645 includes 8 hours of
duty and 30 minutes free time for a meal.)

(U) NSA/CSS PMM, Chapter 366—Personal Conduct

Section 2.1 — (U) Work Environment:

Employees will not engage in any conduct that creates a hostile
work environment and/or interferes with an individual's work
performance.

..l Unauthorized Absence - Employees are required to obtain
approval for absence from duty in accordance with Agency
regulations. Absences which are not approved in accordance with
these requirements will be charged as absence without leave
(AWOL). An unauthorized absence includes failure to report to
work; leaving the work station without permission; leaving before
the end of the work day: and unexcused tardiness (e.g. reporting
beyond the scheduled starting time, returning late from lunch or
break periods, or a delay in returning from an authorized absence
from the work station).

-..K. False Statements - Employees will not knowingly make or
present a false or fraudulent or claim: enter into an agreement or
conspiracy to defraud the Government by obtaining or aiding in the
payment or allowance of a false or fraudulent claim; or, knowingly
and willfully falsify or conceal a material fact by a trick, scheme,
or device,

Section 2.2 — (U) Personnel Security Requirements

Employees granted access to classified information and Sensitive
Compartmented Information must be stable: trustworthy: reliable; of
excellent character, judgement, and discretion: and of unquestioned
loyalty to the United States. Any conduct, including off-duty conduct,
that brings into question these character traits may be cause for
appropriate security action and in some cases administrative action.
The following illustrations are provided as examples and are not
inclusive:

-..B. Deliberate misrepresentations, falsifications, or omission of
material facts in any Agency document

UNCLASS!FIED//FQR-W Release: 2019-04
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(U) 18 U.S.C. §1001 — Statements or Entries Generally
(a) Except as provided in this section, whoever. in any matter within the
jurisdiction of the executive ... of the Government of the United States,
knowingly and willfully
(1) falsities. conceals, or covers up by any trick. scheme, or device a
material tact:
(2) makes any materially false. fictitious. or fraudulent statement or
representation; or
(3) makes or uses any false writing or document knowing the same to
contain any materially false. fictitious. or fraudulent statement or entry;

shall be tined under this title, imprisoned not more than 5 years or ...
both.

(U) 18 U.S.C. §287 — False, Fictitious or Fraudulent Claims

Whoever makes or presents to any person or officer in the civil, military, or
naval service of the United States. or to any department or agency thereof, any
claim upon or against the United States. or any department or agency thereof,
knowing such claim to be false. fictitious. or fraudulent, shall be imprisoned not
more than five years and shall be subject to a tine in the amount provided in this
title.

(U) 31 U.S.C. § 3802 - False Claims and Statements; liability

(a)(1) Any person who makes. presents, or submits, or causes to be made,
presented. or submitted, a claim that the person knows or has reason to know
(A) is false, fictitious. or fraudulent:
(B) includes or is supported be any written statement which asserts a
material fact which is false. fictitious. or fraudulent:
(C) includes or is supported by any written statement that
(1) omits a material fact:
(i) is false. fictitious. or fraudulent as a result of such
omission; and
(iii) is a statement in which the person making. presenting. or
submitting such statement has a duty to include such material
fact: or
(1)) is payment for the provision of property or services which the
person has not provided as claimed.
Shall be subject to. in addition to any other remedy that may be prescribed by
law. a civil penalty of not more than $5.000 for each such claim. Except as
provided in paragraph (3) of this subsection. such person shall also be subject to
an assessment, in lieu of damages sustained by the United States because of such
claim, of not more than twice the amount of such claim, or the portion of such
claim, which is determined under this chapter to be in violation of the preceding
sentence.
(2) Any person who makes. presents, or submits, or causes to be made,
presented. or submitted. a written statement that
(A) the person knows or has reason to know
(i) asserts a material fact which is false. fictitious, or
fraudulent; or

UNCLASSIFIED//FOR-O4+HA-HSE-ONL
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(ii) (1) omits a material fact; and
(11) is talse, fictitious. or fraudulent as a result of such
omission;
(B) in the case of a statement described in clause (ii) of subparagraph
(A). is a statement in which the person making, presenting, or
submitting such statement had a duty to include such material fact; and
(C) contains or is accompanied by an express certification or
affirmation of the truthfulness and accuracy of the contents of the
statement,
Shall be subject to, in addition to any other remedy that may be prescribed by
law, a civil penalty of not more than $5.000 for each such statement.

UNCLASSIFIED/AFOR-OFFCIALLSE ONI Y

Release: 2019-04
NSA:07956



Doc ID: 6661811

UN CLASSIFIED//FOR-OF Attt OA 1V-13-0041

APPENDIX B

(U) Analysis
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1 had a meeting today ir:[ and1 used J sign out; however it has been brought to my attention that | did not
verbally notify you of my whereabouts. Thjs:was not done on purpose, from previous conversations we have had we
talked about using sticky notes and Jsignout'when being away from my desk and that was deemed as acceptable. | will in
the future let you know by email or verballywhere lam going. In regards to the email that | sent this morning, It was
definitely not my intention as having my email perceived as “petty”. | only emailed you because you had just saw me,
and | immediately left my desk after a few moments, | know in the past there have been concerns about my
whereabouts, while in the building and | jus} wanted to let you know | hadn’t gone far. Perhaps using the word
“bathroom” was not proper etiquette. Regardiess my email was not intended to make a mockery of you as a supervisor
or anything that you represent nor my curré_'nt situation. | do honestly apologize for this miscommunication on my part.

L/ P
(b) (3)-P.L. 86-36
(b) (6)
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(U) PPACA, Title IV, Subtitle C, Sec. 4207

Reasonable Break Time for Nursing Mothel;s
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1217
| SEC. 4207. REASONABLE BREAK TIME FOR NURSING MOTH-
2 ERS. |
3 SNection ?.q!' the Fair Labor Standands et of 1938
(20 UN.207) is amended by adding at the end the fol-

lowing:

“t.1) u reasonable hreal time for an emplayee to

erpiess breast milk for her nursing child for 1 year

4
5
6 “(ric1) Aa cmployer shall provide—
5
8
9

after the child’s birth cach time such employee has

10 need to express the milk; and
11 “(B) a place, other than o bathroom, that is
12 shielded from view and free from intfrusion from co-
13 workers and the public, which way be used by an em-
14 ployee to corpress breast malk.
1S “2) An employer shall not he required to compensate

16 an employee recciving reasonable breals time wnder pamnt-
17 graph (1) for any work time spent for such purpose.

18 “(3) An emplayer that emplogs less than 50 employees

19 shall not he subject to the vequivements of this subseetion,
20 if sueh requivements would impose an undue havdship by
21 causing the employer significant difficulty or expense when
22 considered in vddation to the size, finaneial yesources, na-
23 ture, or structure of the cmploye r's business.

24 . (1) Nothing in this subscction shall preempt a State
25 law that provides greater protections to employees than the
26 protections provided fin under this subsection,”,

HR 3580 EARPP
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| |

From: | .

Sent: Fr October 18. 2013 10.48 AM
To: A |
Subject: ' . .

-

Ciassitication: UNC LAS&iHF[‘fﬁF-GQ-QFFHHr%F—GW

-

Lipg s }...-.par{ml}.'h? o Healh and Hemar Services .

- . .- 2
Rk s 2Sson on dverade (akes dround 15 nuntes pius tne ko f;:u:f,p:. ana lom the NMR and sel up and clean up
Aftrwards Un average moms wil neeo te pump 2-3 tmes guneg une B-hour work day  Breastfeeding employees

dreety need ne more than an hdus per wo sk day {0 express wnk DL,\' 3t tenends on mom s needs and the infant's

wating needs  The number of tmes repdea tG express milk 3] work shouio be equal to the number of feedings the baby
woil neary white mem s anvay  As the taby @ets oider ans corswras 8o4d foods {around 4-€ months) feedings may
CECiedn . >t

Anorine nfo above 16 RASCC ON an aveiage I'Ieal'm u‘(um The H-F-‘ Uiy doesn t dehine the exact number of minutes
eregloyees are perufted © use the NME each day  The by suppg \"' empicyees up untl the baby turns ane year of age

- “
Beope ot b ps el ma know it you nead anythag else ‘e by
:. (b) (3)-P.L. 86-36
SrNSEEEESEEARAESCERG O0EEEE g
..I'...- ".“‘o

Sent: Thursday, October 17, 2013 12:36 PM, . = +° e
To . .

. .

*
. .
b -

Classific ut oy .UNCLAS&HED %%%USEGNH"

-

Thank you for your previous assistance wtth my questions regarding the nursing mother’s program. | have one more
question for you. .

-

Section 7 of the Fair Labor Standards Act of 1938 (29 USC207) states:
An employer shall pmltlu

"(A) a reasonahle break time for an employee to express breast-milk

How does NSA define a "reisonable" break? | see from the NMR calendar inf[_____khat the appointment times are 20
minutes. Does that mean that NSA believes 20 minutes at a time is reasonable? | would also like to know if you believe

that 59 minutes or more is reasonable to engage in this activity,

| am asking all of these questions because they came up during my investigation into the allegation that

submitted false 'and inaccurate timesheets, _ X
Thﬂal’ (b) (3)-P.L. 86-36
3 (b) (6)
' 1
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(U) DHHS Office on Women'’s Health Breastfeeding Information
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Guing back to work | womenshealth.gov Page 4 of 5

When to express milk

At work, you will need to express and store milk during the times you would normally
feed your baby. (In the first few months of life, babies need to breastfeed 8-12 times
in 24 hours.) This turns out to be about two to three times during a typical 8-hour
work period. Expressing milk can take about 10-15 minutes. Sometimes it may take
longer. (Electric pumps that allow you to express milk from both breasts at the same

" time reduce pumping time.) This will help you make enough milk for your childcare
provider to feed your baby while you are at work. The number of times you need to
express milk at work should be equal to the number of feedings your baby will need
while you are away. As the baby gets older, the number of feeding times may go
down. Many women take their regular breaks and lunch breaks to pump. Some women
come to work early or stay late to make up the time needed to express milk.

Storing your milk

Breast milk is food, so it is safe to keep it in an employee refrigerator or a cooler with
ice packs. Talk to your supervisor about the best place to store your milk. If you work
in a medical department, do not store milk in the same refrigerators where medical
specimens are kept. Be sure to label the milk ¢container with your name and the date
you expressed the milk.

More information on Going back to work |
Explore other publications and websites

« Break Time for Nursing Mothers under the FLSA - This fact sheet provides general
information about the law that allows break time for breastfeeding mothers under
the Patient Protection and Affordable Care Act.

o Breastfeeding (Copyright © Association of Women's Health, Obstetric and Neonatal
Nurses) ¥ - AWHONN supports legislation and initiatives that promote and protect
breastfeeding and lactation in the workplace. This statement describes elements of
breastfeeding support legislation supported by AWHONN and provides background
information.

« Breastfeeding and Returning to Work (Copyright © American Academy of Family
Physicians) # - Going back to work and keeping up with breastfeeding can be a
challenge for many new mothers. This publication answers some commonly asked
questions about how to transition back to work after having a child and still maintain
a breastfeeding schedule.

« Breastfeeding and the Law (Copyright © La Leche League International) # - This site
provides a list of publications that address different legal issues and breastfeeding.

http://www.womenshealth.gov/breastfeeding/going-back-to-work/index.html 117772013
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(U) “Nursing Mothers in the Workplace” Brochure
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More information about breastfeeding
is available at:

U.S. Dept. of Health and Human Services
www.womenshealth.gov/breastfeeding

National Breastfeeding Helpline

1-800-994-9662
Now 30 campus locations with more rooms coming soon! Centers for Disease Control and Prevention
www.cdc.gov/breastfeeding
ne Particip ation American Academy of Pediatrics
Requir nts for www.aap.org/healthtopics/breastfeeding.cfm
Participants Must: Maryland Department of Health
and Mental Hygiene

¥ Meet with a NMP room POC for orientation www,marylandbreastfeeding.org

and scheduling before starting maternity

leave. Orientation includes room walk- La Leche League International

through. pump usage instruction, and www.llli.org

general program guidelines.

¥ Purchase a Medela Symphony attachment
kit for use with Medela Symphony pump.

v Coordinate time away from work with

the supervisor.
Helpful Tips
¥ Visit the Nursing Mothers Program For more information on
website by typing “go nursing” in your NSA's Nursi
apShr rsing Mothers Program
R ) call the:
¥ Read breastfeeding books before the baby Program Manager
is born. Work/Life Services has a library ~263:1697 0r _
of related books and videos for loan, visit
““go worklife library."” e
Croatue imagig 60048CT. Tree,

(b) (3)-P.L. 86-36
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From:
Sent:
To:
Subject:

Cissibcation: UNCLASSIFIED M

Gthe wndy oe ol .. -. *
From| | = .
Sent: Thu June 13, 2013 10:00 AM Te . .
To: M - “ “l
TRET -11 am o,
Classitication: UN(.-LASS‘F‘EUH :.
fNe it daesn’t usually take me an hour dpperus Vi how siow c.r'fdst r‘hq-mmlk is going usually about 30 mins and 15 mins
tar cieanup of pieces etc so 45 mins or so . . ',*
G7i/reey - - o .o '.‘
" s 4 (b) (3)-P.L. 86-36
", -2 (b) (6)
o - " ® ® = = ®E = ® ® = ® - ‘l.. - :. -‘ - i
F} L
(R e R X
’ : + = = = = = = -.:’ = = =
From ___| " * b) (3)-P.L. 86-36
&fmﬂv. June 13, 2013 957 AM _ - ¥ ()
To: | & .
Subject: RE: (U) Nursing between 10-11 am e *

Classification” UNCLASSIFIED/#=

Yhanks for the sctire hour ! % o g
..’: -
- .:‘
LA
o,
oV .
From{ ol
une 13, 2013 9:36 AM .
To: K
H ursing n 10-11 am
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Cloasiheaton. UNCLARSIFHE L ity
| will be leaving my desk to go and nurse sometime between 10-11 am. Please let me know if you need further detail!

-J;‘M

(b) (3)-P.L. 86-36
(b) (6)
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