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DEFENSE INTELLIGENCE AGENCY 
WASHINGTON. D. C. 20301 

13 DEC 1967 

Sl•TS-51/PL-i~ 

MEMORA.NDUM POR THE BECRJ:TARY OP DUDIK 

SUBJECT: Relea.ae of COMIJIT Pertaining to Gulf of Tonkin 
Incidents of ~ and .\J, AtiMuat 196·'+ 

1. I have revi~ed the intelligence pertaln1ng to the 
incidents 1n the Gulf or Tonkin on 2 and 4 Auguat l:J6i~ 
and reattlrm that our intercept of enc1"7Pted Jlorth 
V1etft,,;,mese Raval Commmteat1one did in t~t provide the 
basie for pr:ior we.ming a;lven to the UIS MADDOX on 
:? Auguat and. again on 4 August. As the result or a 
erJPtanalyt1c breakthrouch into the Cl")1>toaptem employe<'I 
by Borth Vietnamese M'1'8 1 a, this intercepted intorma.tion 
was deciphered, tra.ruclated and reported to the US! 
MADDOI twelve hour• in advance o-r the actual attack on 
2 Augut and on~ hour in advance on ~-~ AU(IUat. All of the 
info~tion concerning the attack.a came from manual morso 
intercept and waa eopled on a t)'prewriter by tht'! intercept 
opera.tor a.a heard •. All of th 1nt'ormat1on was enc17Pted 
.md there was no clear text v·oice tr&t1'"1e w:dch could 
be associated with the a.ttaclu. The or1g1na1 intercepted 
trarf1c which i• in storage at ~he Jf&tlonal Security Agency 
Reapoa1tory at Port Helabird, Mal")"land can be provided; · 
however• permanent tranacriptiona of th or1.g1na.l cypher 
meaaace1, together with the decryption ant1 translations 
tht:reor, are immediately available. 

2. The syatem used by the llVI' lfavy to pus the enc1pher0d 
:o.eeaaaes baa changed several times since the Aug 1st and 
September 1')61-J. events 1n the Gulf. .la.eh new enciphenr:1mt 
ha.a been rrom the same syatem "fam117" and because of 
our technical cont1nuJ.ty, it ha.a been poaa1ble to maintain 
our ability to decipher mesaagea paased 1n each new s)"lltern. 
We retain th-t capullity today &nd are still able from 
this SIGIIT sourcl.l: to provide llVR laval intentions 1n the 
use of their torpedo patrol boats. 
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3. Cur;rent 8IGIIT of hi&h value regarding the movement 
of POL• supplies. ammunition and toOdstu.tta fro?I! llV'll into 
LAOS and 8Yll 1a available rrom enciph~red ao.rse uaaagea 
preaently boing paaasd 1n JIVll voicC? <''"'.•mm.unleattona tae111t1~a. 
Th~se me.a•aces are ~cipher•d 1n a19tema •imll&r to tho~~ 
us~d by BVlf Re.val ultmenta a.nd other 1.1nt1t1~• or thf~ JrY1I 
military and pa.ra-m111tarJ" rorce•. D1acloeure or our 
euccea1 1D axplo1tlng eneip-hered 11'11 llaval rneaaages wauld. 
undott:;tedly betra7 our aueeeaa with alldlar 1yatem1 and 
de~:y us ,f&cc.-~sc to this vital 1nt"omat1on. 

-~. The canaequen.c-as ot' tm1' public diacleatau of U.S. 
!IOift cap&b111t,- aptut Borth Y1etnam/ftet COft8 
c01r.manicationa would ser1ouelJ 4~grade n.t. only the 
•&val aspect or tbe problem. but the suecea•h.l pro•ecution 
o~ both th air \f&r over Jlorth Yie'tnam 9Ad operat10ft8 within 
South Vietnam. The application or aJor u.s. technical 
tnielli&enee reaourC$8 enables a• to provide adequate 
1nto.r.mat1on to a.llow o.s. tor'::"• to dlrtitet aoat. if' not 
all, or thatr opera.ticma agaJ.net hoatil& fore••. In the 
•orlh, SIOillT provide• ue a coll.oetlon bua upon which to 
dealgn equipment• to dee@lv~ ent!J'l1' defenses an(• to provide 
self protection to 1ntt1v1t!WJJ. a.ircratt. l'u~ti~r, SIGil'l' 
provide• a 11.e.ana to eival.ua.te th.e ~treetivenua at th••e 
ele-ctronic warf'are devtees. Add1t1onall7, exteu1\-e 
SIGil'l' cov&rqe of Korth Vie~ allow• us the capab111t7 
o.t tollowlng en9'ft7 unite deploying tram th - Worth to the 
South and thereby provide• a ~ont1.nu1111 in;tut to the order 
or battle data b&aoit. IIGift alao pron4e• uc an in•ight 
into the ctimP:and and centrol at.rueture, ell8.ll&t1ng t'l"cn 
Banol, which d1re<!'ts t~~ Commmtet war et'tort 1n the South. 
In da7-to-d&,T tactlcal op~rat1ons within South Y1etnam.1 
SIGIIT praridoa the •e,.e•" for t.h~ tac\lcal unit an" glvea 
forcwa.mtna ot en~1 attack, or Ulbuah.t and ene117 grouptnea 
wtttd.n the var1ou• areaa ot u.s. elements. 

5. The l':M!.jority or U.S. operational •u~ca•ee• on th~ 
ground hllv~ been due 1n larg~ m~aaure to th· 8IOillT proY1ded 
to th~ appropr1.a~e command~r1. t;rltbout t:d.• intelligenc~. 
the isu<·ceaa of our ground et'tort vouJ.d be •eriously 
d~graded and t.ta resultant lo••@• 1n peraoanel and cquip­
Jrient roa• .. urces wul(~ undoubted.ly be quant1tat1v(l!ly increased. 
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6. The collection or u.aef"ul s1r1IJl'1' intonation bJ' airborne 
dir~tion ~lnding (ARDP). readabl~ ccJ111urdcation1, and 
tratt1c aa&1J'81• haa r~•altad in the development o~ a 
ser1e• of SIQift 1.ndle&tor• ot COllll\lft1at intent to 1n1t1att=J 
tactical act1v1t~ and ha• eucee8•full7 gS.ven torewarnl.nc 
of enu~ preparation to launch larce aeale attack•. Du.ring 
the put 7ear anr~ a. halt• every .atteapt b7 a Vletnameae 
COllllUld.st Divialoa aad frtJnt ecb•len b~•dquartera to 
mount a major ott«nat ve ha.a been detected via !JGJl'f 
and reported to the appropr1.ate military CO&!~er•. 

7. A• 70U are aware, th·-' Vn.1t6'd St.atea Int~lltcenee Board 
and the- Jof..llt Cht•f"• et Start have prev10WJ11 •'1"oncl1' urge4 
qai.ft•t the p\lblie releuer ot aa7 1nt!1ca.tlan of our IIODI! 
capab111t1-:··•· Public ~-1•cl.oeure o~ the u.s. eapab111t,. 
to uploit CGliDIUftiat eomsvtl1cat1on.• la lout.r<ct&•t Aa1a 
WO\lld place 1n Jeopa.rd7 t.be af"oremeati-.d d&J'-°to-tl81' 
tact.teal operatiGIU ot our torcea 1a lteth the llOrth and 
Bouth. In adtitton, it could nepte & large 4!xpend1t.ure-
1n \lme. r.ane,. and .re•ourcea. that a:_,. oecurnd ov~r the 
pa•t yeara, .not only ffC&in.at tbe Aaian c...,,Sat ktloaa 
but tn other area& o-t thR fi'Orlct. Public 41•cloeu.re, 
therf':fore, would ••riOWllT 1mpaet at th~ policy male.la& 
level but the bl"Wlt of' the ettecta weuld be k.rae particularly 
b7 th~ eomman·1er• Nld tJrn men of our .,eratlng roreee 
ieflC8«ed in •hti louUseut .Asian hoetllltlea. 

SiGNi:":D 

.JOSEPH F. CAR"'.\OLL 
Lieu·.:. ~'--.~1:1:. G0,_:·::ral, USJ\1<' 
IJi~·ect c.r 
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