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• REF ID:A65372 • 
ank& 1-"te 
UD11a S...i r !L\RCO DMSI(J( 
IJaael"l;acl: 5 Aug lt1f. 
Interroga.ted: Cb.J.,IC, CKF, 26 Oct "4-

csmcC111m VI 1 ". 

CPpY No:• Cf 

§.11-~ 1. ot Revan ., W/l aerriaea and cipher oi' SAN :aARCo Di.vi.aim (tiU beg ·Aug 44): 
Peraanal.i'f;ies 

1111 I~ 

Sourae ia 20 J8&1"8 old and was a na'VBl. clraught-.n in civilian lite. 
He waa ~a&d up by the oc.:ea 1n :Mar ltlf. near LUOCA., and aent to GEBKA.Nr, 'Where he 
ff(l.S enrolled in the SAN JiA.RCO ntviaion. .lfter tng at GRAJ.INWOIHR 1n W/T and cipher 
with otham p11t down tor W/T work, Sou:mc \BB retuming to ITAJZ t'rom GBRlfANI vd th 
1r ...r.ibers at the Dl v when on S Aug 411- the tl'flin waa na.chinagunnecl near CASO 1'0NF.ERRA.m 
by .Allied a.ironitt, Sou.me mJd some ttf'ty ot,hera took advantage ot' the confusion to 
desert. On 1.3 Oct W.. Sauroe •ve himself up to P&rt:iaans in LtJOOA. 

li\mctim 1 W/'l opera.tor - Reliabili!;Y : Jair 

2. ':'RA:CfING IN gp!1A.!1 

W/'l opera.tors ot all ranks in the B,egtl Sip COY'1 5th Regt, BILN llARCO 
Div, wre givon about thrae mmtha training at GRA.IBMYOEHR, near NUREMBEBGt in 
Jii;"a~-Jul 44. Opeatora wre txa.:lned on "b", "dl' and •g11 aeta. 

Xhoy wre also trained on anatphcrJ,ng and c1so1phor1ng. The cipher to be 
o.1k.:rted b;y the Div •a PlAyfa.J.r cipher: tlu.s "tlD.B ~tarred to by Sourao as "ci:f're.r.l.o 
a ch:lave" (key m.pher)I Source undorstood tlnt the Div waa to begln using thia cipher 
on]\y' llf'tu1 bding put iilto the line in r.rALY. 

'· • SERVICE IN SAN MARCO my 
~ 

~ : Source Md no experience of t11ia in act1w aenice con-.itions.' Opera.tora 
vrere tola that t:hs tallowing would be pit into operation in the field~ 

(a) \VG Links 

.All tre.ttic in the Div ,,.J., to '?Jo on a ono-:riequana.r net (•oollegamento 
ste.Ll:l."). D:Lv being the control for tho thl'tle regta linked with Dlv HQ, each Regt for 
Bn ~,\)B etc. 

(b) Sots -
Inf wore to use "d",, engineers "b", and reoce •g• sets. RT traffic to 

be en 1.na t Source callad "Berta fonioP"• 

(a) 'f;rpEI of \ie,f:fic 

::ir- The Div ha.cl instNCtJ.ons to use t'T vlben an dat taaka, and W/'l when 
~ .... attacking coll signs, canaist:lng of two letters and one figuro, were to chang"e dai 11'• 

Coa.entll.EB f'or R/T tre.tru:,alao cha.nged clail.1'. were to be nD.llllB of trees, fish and nd.t. 
For the PlJLJ'f'air cipher to bl used (see para 2). tables vi.th ten dit •arent 

]{.) 
9 s wre isauad dmm tp COJ' HQ. The bys were to 'bo changed evezy tWI> hours, the 

roe~·sage announcing a c-. ot key 'being an a.ll. statiana maaage, begiming with the 
Cf' llsign of control, and thm xeadl.ng 1 

Q grmq> break hour ot change in clear brealr; tipre (i.e. mmiber ot' key 
to be used) bruak ABStt. 
The comploto t;able,1.e. the co:1p0s1t1on of the ten boxes, was o.lso to 

be ahllnged pe:docli.aalJ¥, bu.t Souroe could no~ remember how often,, 
For aoacrlption of cipher see 1'.pp 11.A.•. 
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4. P1iRS9NAHITIES 
(a) 81!& offra in SA?l MABCO Qtv (bog .Aug J,Ji.) 

Div Siga oftr 
Regtl Siga ottr 1n 5th Regt 
S1ga ottr ~ B.ocoe lJQ:L\. 

(b) Asimn inatruatop &t CillAPlfflO..'l;"'jl (en4 ~ JJ..) 

~t PACHLI or PAil.i 

I I • , • L • :::. • c. ' t,.1 .F. 
~ l' ov 44. 

f tormarq Sjt.-,j) 

,.\,.G.B. 

Mote ~ In 1'1ture ~=• ...n 1.he oei• 1eriQa will be known aa 
"CSDic(JIWl)/f .... " aor1ea. SGriAl. Jm11beriDa will 
con·Hnue aa betore. 

:f.~. A~,~-
~ (R,P,F. EDVJ.Rm) 

Lt.col. 
eamat. .cs.t>JXi,. ao. 
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CIPHER TO ¥ USED H SAN W.RCO ~IV IN lN FIELp (@a BF,GINf!HiG AtJG l11t) 

!'he oipher aona11ted ot a tablo ot ten boxes ea.ch in a different key. 
llbli 'box, of 5 x S, cantained 25 letters of the alpba'bet, lette:r "J" being omitted. 
,.. ...... were written ~t in m lines of 21 lettera each, and tbe mtciphering was 
aeu.'bt lllGfina ot_ to.king oouplel!I bt letters, in order, one "letter t'rClll the upper line, 
_. Sri*8J' trcnt the lower 11nS1 and. tlmn reading oft diagonals, 

If a ~ssa.'e 'We.a -aa Up of an wieven number ct letters, any letter 
mi .. 1-*4tM.J:xo:af S (8.nd of course "J" which was not in tho box). 

ao na to Souroo, the lAJ'*dlt ot the boxoa m&a Al llhoMi in the 
~~~. i,e1 m idlmu.aal. 'boxla tor .aoh key, thia being d.ona":t'or eo.sy encipher and 
~:r wcr~:r tha 11ame ze&IOtl• and in order to &void m1stake11, the collmin en 
·ti. ~ lot'b ~t the box _. w:d.tMn out on the mtaido ot the riFti•band. eap, 
anA rioo-verea, to avoi~ h.ilw."11. ~o tmaa~~ OJ'Dl0-171tam of the cipher in oases 
otJaon.-~p1aoe4~-.1··J-t-,'f ·i ~ 

• 
.. 1 (h'bm a 419.~ mde by .Bouroe}. 

UP 
Kqy ".a" 

F 11 11 D (I ' Q w Q 
I H ! 
a 0 ll z I z 

Clear: 

.nos 1; rep at t" 1 l'J.1e~o'-l i·n l"'o"' 
rmanoopedietro1e1inee 

Jrlpiphered: 

~, tt:B" 

G 
w 
H 
0 
x 

"btedp atnlb hDroa el.u.q DD.I.GO rveok khvkv veom'b ob eta. 

' 


