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REF ID:A65508 

DEP AR'l'f.IEtlT OF DEFE~m: 
.ARi.iED FORC'F.S SECURITY AGENCY 

U .. o\SHI!ITGTOM 25, D. C. 

,JFSA REGULATIOlJ 
18 1tarch 1952 -lllIDER 90-1 

EFFECTIVE UNTIL 1 .-\PRIL 1953 illJLESS SOONER RF.sCIIIDED oR SUPERSEDED .. 
COl:'lJNICJ1.TIOl~ SECURITY 

Regulations omrernL1g the Use of Internal Cor.mUill.cat1on 
Facilities 

1. General. '.lhc follmnng regulations governing the use of elec­
trical communication facilities prescribe a mi.lll.l'1um standard or trans­
:ussion security. '.lhey llP:,1ly to all electrical comr.iumcation cucuits 
terunnRting in locations under the responsibility and authority of the 
Director. The supervisor of the area in \lhich th~ tcrcinal equipment 
is locetcd is dJ.ractly rcapo:isible to seo that t.11.e rules prescribed 
hcrr111 arc strictly adhered to" 

.. 

2. Black Telephone System 

a. '!he cori:aon, or black, tclc}i'l.ono S"J~tara is to be used for the 
transLll.ssion of 1JHCIJ.SSIFIED in:t'orm.:'ltion Ol.ttt. Particular care 
should be exorcised in the uso of t."lo bl;:-clc telephone in an 
area 1~1arc class1i'icd in:tor• ia.tion is being discussed. 

b. The use of veiled talk and vnguo rGtfarencos to classified in:t'or­
nntion is prohibited in that it does not ~nsure protection to 
tho subject under discussion and docs encourage outright breaches 
of security by' giving the user n false senso of sccµrity • 

c. Pcragro.ph 2b above is not intended to prohibit the use of un­
classified short ti.tlcs l.f the conversation does not reveal tho 
connection of tho short title with either the long titlo or the 
classified infor.::ution itself. 

3. Red TcleliJ.onc Syst.Jl'l. 

a. 'Ibo secure, or red, teloph.0110 systca, identified by th.J red 
bands on tha handset Bl' by rod dial rings, r.iay be used for tho 
tr.:'ns·Jission of cl~ssii'i...:id infor:u:ition up to and lllcluding 
SECP.ET, subject to the follm.iing rules: 

(1) The red tclaphono ldll not be used when a black tolophono 
·n t111n hea.i•i1ig distance is off tho hook, or Trhon a loud­
speakc.r-tjpo interoffice cocnumcation S"Jsto1.l ui thin 
hearing is 111 uso. 
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(2) If tho pa.rty callc..d on thu black tolc}ilonc is er.gogo.d in 
convc.rsation on thl:I rod tolephonc1 tho calling party will 
not be permitted to hold dio line. 

(3) Should oxtunsions on tho rod tolephono bo roquired1 all 
extensions nust be in tho anr:ie rooi'l and "1l.sibl1J to cl.l users. 

(4) ll!Ii/ trouble or ununucl. noises srulll bo re:. ported nt once in 
the manner proscribod in the Red Phone Ill.rectory. 

CS.) Personnel at:i.tiolh. .. d c.t Arlington Hall station :lnd. fla.val I 

Security Strtiop ldll tU.so abide brJ tho rospectiV<l station 
rules governing t!1c use of the rod telcphonu. 

b. NJ TCP S:a:cRET intom~tion will be "trr.r,srn. ttcd. over tho tclcphono 
at an:r tilJOe e 

4. Interoffice COCl',unicc.tion Systt.tl, 

a. Interoffice cor.iuunic~tion systt.ClS ~'hich h~ve loudspcclc~rs in the 
roccivcrs aro approved for tho transnisaion of RF.STRICTED infoi­
mtion. 

b. Intcroi'fico cor:ir.unicc.tion syst• .. l'JS whic:ti have ency G.."'.I'phonos at 
thO" roe ei "lr"E>rs r:JII::f be ;ipprovod ind.i vidu..'llly tor tr.:msru.S"sion o.t 

.1 clnssiti.:?1 infomntion up to tlild including SECRET. Tha C'.bil::t1 
Oftico or COtll'JU1!1Cnticn SQCurity, is rcsponsiole for dcterco.ning 
the security- cl~ssif"icntion for 'Which C'lch systen is appi:oved. 
A_Dplicl'tinns for approval will bo subr..u.tted to thet Of'fico by· 
disposition re~. 

c. Particullll" care should be exercised in the use cf interoffice • 
con1unica.tion systc'ls in a.n :ll'on 'Whore ini'oJ'l"l<tion is being dis­
cussed ldl.ich has a. scc\.l"ity cl:lssificGticn higher than the.tr for 
\''Jh.Lt>h the circuit is approved. 

S. tion Devices. The highest 
cl'!.ssi£1cation o or.11..,tion • c u..v1 ~ ransr:u. o ovur 1.1 circuit 
equipped Tn.th ~n on-line encryption davioe is the hibiiest classificntion 
for llh.ich the encryption sy.sto1, is 'luthorizcd. 'lhe r.aximw:i classification 
_,f inf'crl""c.tion '1Uthoriz00. for encryption in crch syoto'l is cont:ll.ned in 
appropr1!to opernting inatruct).ona. 

6. 'Zl.cctronic Tr~nscribqr Equip:ient 

~. Tr:mscrib'"'r cquipr".cnt such as thG :Dictaphono r.w:y be used tor ~ 
secorit7 clnssifico.tion. 'lbc. \T.J.1'9 tape, belt1 or disc has the 
SB~ classification QS th~t or the highest classified inf ormc.tion 
contained thereon nnd. uuat be s3fegu.."U"dod ~ccording~. 
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b. Due to the phys1ctl 1l!IpOSSib1l1ty or chccla.ng by tho Security 
~i'=1tch P~trollmn .,nd Guards,, all wiro tc.pos and all engr:i.ved 
ooltt: and discs shall be e;iven handling and stornge as ii' 
cla.ss1£1ed L'!.t le'lSt CO!IF'IDENTIAL. 
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