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MEMC!Wmll! 10R THE CHAIBMAJI• USOIB 

SUBJJ!Xl'f I • Mea.llUl'GS tar the Inareaaed Secur1 t7 ot CQ.IDT 

REFERUIE I USCIB 13/195 

le There 1a 11ttllllitteci heNwith b report CD tbia aub3eot 
trca tho USOIB Seourit,y Ccmdttoe prepared 1n oc:mp.Uanoe with t1'e 
terma ~ rete~ provided by USCIB at ita Special Meatina en 
:3 Auguat 1951 and in ooaaiderat1cn r4 prohl.ema ~ oamr.r d!s­
,...,,_tim and ool.labol"aticn wbioh have arieen reo~tl.7 m+m 
RA.TO and t.be UI. 

2o Copies ~ t.bis report have been fOl"Varded aeparatel.7 to the 
tJSOIB Coordinator tor ocwd.deraticn bJ' tbe US Delegatiai to the 
torthcca1ng BRUSl CCllterGOee 

bl.OllUN 

statt siuq, lO Jan. 052 
with hla 1 &: 2 

Declassified and approved for release by NSA on 05-22-2014 pursuantto E.O. 1352a 
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RIPCRT B1' 'mE SEOUIUTI C~ <JI tJSCIB 

C!I 

MEASURES FCR '!'HE INCRF.ASED Sloc:URITI OP' CCMII! 

l. To ocmaidw vbether arrr ob.Imp• llhoa.1.d ba mde in the llWSA 
CCMilfl N£"Ulat1cu and praatioae :ln ordllr to improve CCMil'l' aeau!1.tr 
and to :lnoreaae t.M etticitiDOT r4 t.be oxpl.o1tat1cc. ot Camft' 11ouraet10 

2o There tol.lowo a briet ohrcnolcu or tba dfilftlopaant ot th1a 
probl.es 1D USOIB1 

ao ID. December 1950 thlt C~tor aumitted a stuaT en 
tbia eubjciot to USOIB (13/134). '1'bia aturly wae referred 
to the S6CUrl.tJ' OaaaittM. 

bo On 7 March 1951 the SeouritT Ommitt.& submitted it. 
first report m th1a aubjeot (13/.152) vhich dealt largelT 
vith matters ~ pb,ysioal aecmriv1 personnel, o«lif'icatice 
or aeouriv regulaticma and the establ:tshmant ot a tull­
time usom· aflCUl"itq o.ttiaer. This report lrl0.8 retumed 
to tJll8 &cunt,. Oamnittee for turther atuq'l! 

Oo On 30 March 1951 the Seourit7 Camnittee submitted ite 
second rep()l~ ca thia aub~eot (13/J.63) wbich present.ea a 
propagal. 1ntcn4ad to aimplltr OCMin' aaouriv practiae 
througb. tbe reduotica ot tbe DUJ11ber ot oategorisa ot 
aomrr matcn .. ial and tb9 diaaeminat1ca ot ceriain prcducte 
without erlsting COOBT ocmtrol&s. It vaa hoped tba't thia 
mv a.pprcaoh might hav• the etreot ot inereaallJi tbe 
aaou!'i t,v ot high grade OCMDl'r product. as well aa 1mproring 
the utilization ot l~d• CQ.II?r.r produota. Thia re~ 
vas returMd to the 880Ul"i v Cammi ttee to doawaant tba 
applioat.1.m or t.hia propoulo . 
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4. On 11 luJ:T 1951 ti. SeouritJ' CClllldttH atmltted ltll 
t.b!r4 report cm this m&b3eot (13/195) vh1ch d111GU8Md 
those m•t!zls prizaa!pleal ot ce11m aaaurt:v whiah aboa.1d 
be chanp4 an4 adcliticmal. pri.no1pl.ea vhleh ebculd. be 
ac1opto4 in arder to app'.q 1D praotioe tb9 genara1 ic1aa 
vh1oh ma bean PN••tH m the p.reaGC111Jg zrepozit. '1'b!a 
report al.ao 1DolU4ed a prapoll84 re.daft or Appendix B 
to the mtJSl AgNEID.Gllt. oertata upaots or tb!JI repOl'' 
wre not aoaepta4 tv' the Board, an4 the npol't waa "­
turned. to tm Seourity CCllllld.ttee tor f'urther a'tnJ1' !n t.118 
light at speo1fto terms ot ref'erenae p1'0Vi4ec1 b,r the 
ChaizmaD oE the Bcarc1. (Sea tbe ca:tiraot trail tbe Mimatu 
Ge the 67tb Spao1a1 Meet.iDg ~ USCD • 3 .lugut 19.51 wldc1l 
&1'9 attached. llareto as lnol.08\'IN 1) • 

'• !be Securl:li1' Oamnittae baa NV1.mmcl its repart ot 11 J~ 
(13/J.95) :la the light ot these tel'ilS ot reference aDll Sn t1D 11.ght ot 
cartatn addi tic;mal problma Ji!.4-!'il t1w UJt an4 Rll'O vh1eh haw 
clewlopai since tbat repon was prepared. :1n Juli', :l.e. (a) the med 
to imrea• the use ot tactical :milltary omioatiana 1n loN&J 
(b) tbll poealbJlJ:tq that it 1IBJ' be moe&IS81"J' to proT1de BRtEIA. CCJOlfl 
praduots to tb!rd parir reo1p1enta :In BA.'l'OJ (o) prGpOal.e that a IA!'O 
Camt'l serviOG be establ:lsbed1 (4) requ.b.-mtsnte tar global oollaboratlm 
Sn timl ~ var1 am <•> relat.1.Gll8hips vith tb!zr4 partie•o !his report 
:le clirected ~~ towa:rd those aapeots ot ca.cm aecrarlv whieh 
atteot the BRiJSl Seam'iV Regulat.tC11111 and vb1oh should be 41aauaeect at 
ta torihoadng IRJM. Ccm.terence. There 1& tO!'Y81'Cl84 herevitb IUI 
Enclosure 2 a N.araf1; ot .lppand1x B ot the :amsA Agl'MD8nt vb1ob 
!Domiporatea thoee ehangea 111 the oCD'binGd aeour!.tjJ' regulat1ai11 vhio1a 
tbct SeouritJ' Oamd.ttee now oons14en cleab"r&ble. 

4e The Ssouriff' Canmittee CCIUl14oN that tba general p&'!noiplell 
cutlinecl in ita re~ ot 11 Juli' (13/J.95) are 'ftl.U am should be 
adopW. by t.hll Seauritq Camdttae but baa Change~ ar 1d.tbdravn oertd.11 
~ the ilpeo1tio proposals ocmta1md :ln that report. These &NI 

a. The pt'OpO&alf! ohanges ill tb;e bae!o eategorlea of c<11m. 
!he deftr.d.tlcraa ot these oateganea haw nov bef!tll ohangat 
vith a viev toward a mo:N appropriate d:latrimticm. ot the 
'VVicus Cat:D! pl'Qlucte aaq t.ma. 

b. The propoaal that tbeae aa.tegoriea be ~ aub-dividal 
into a number' ot alasses ot Caallf. It 1• tol.t now that 
tho1"e raust ba allcw.ancea tor w.riou ola11aea ot mte:r!al 
vlthln csategor1ea1 but tbe.t the pre'liowt proposal vu 
1ll'Jdul1' omplioatecl in that it requi:retl a oonsiderable •'­
ot tbaae olaaaa• a't tbe cutae'\• 
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o. !ha proposal tbat umncipberad taotiaal :mUi tm7 tratt.lo 
be eml.124ed trca caam. It ia now telt that this toe 
ot mterial. shau.14 be handled as caam, ba.t un48I' a 
separate sat ot ocmtrola ~ v1ll al1c.'RI tor maz5mm ue. 

d. b proposal that there be a separate oat.eg017 ot Cami! 
a:olusiwll' fa.r pla!n-tmct material. It 1a DOI :tel t that 
this proposal vould neither enhance aaourity nOJt ettaoti,,._ 
~ inorG&aa tha utilizaticm. ot plM.n-taxt. 

•• !he p.roposa1 tbat CCHD! oadavardll not be olua1tiede 
It ia nov :talt that oodevo.rda should ba clasllified With 
the cm:eptian of an UDOlaasift\JCl designato.r to be used in 
acmieotlcm vi th "low-3.ewl" Caalft producta. 

t. !he propoaa1 that certain CCJID! products might be d!a­
esdm.ted regular31' an an UD4iaguiee4 baaia to m­
m!cotrimte4 reoipiente. It :ls DOW felt that the 
1r1ercaeed utU:lsatim ~ oerta1n CCllift prcduota vhioh 
mipt Nault U t.b1s proposal. were adopW is outwelghecl 
'bJ' tha sacuri v riaka 1Dvo.1."1Gd.. 

s. De bl.Sia oha1lga1 to the SUSI. Saouriil' Regulaticaa whlcb 8.1'9 
nov aOZl&:lcl.81'84 desirable ay 'be 8U111'l'J&rised briafl1' u toll.an 1 . 

a. Material deriftcl f'rca pl'tlDB aD1 propaganda broadcallta 
abaald be i-eovecl :rz..aa ur.tder CCMD'l aontroie. (See 
pa:Np'BJh 3 oft.he re-draft ot Appe!ldh B which !a at-
taehe4 ae lhsloBU'N 2.) . 

be There should be oatabl.Sshed toma oawgoriea of ca.mr.r 
(A, B, O and D) with allowama tor tba possible eub­
M.visicn or each aategar:r into aeparate olaaaes. (See 
paragzapi 4 ot the re.draft ot Append:lz B which ie attaohed 
aa Enclosure 2.) 

(l) At the outset these tour catego.i-1ea would 1nalwte 
tbD :tollowings 

(a) Cat.1at7 A (Special Iutelligence) - that 
mater!al nov banctled as 11Speo1a1 I.ntelligeDM". 

(b) Categor,- B (Tiiettio 1Dtell1geme) - tbat 
material nov bat'd] ad as 1'l'Rttio Inteniganoe•. 

(a) Category C (Vea~ I!ltell:lgence) - that 
weather m.terial DOW handled &8 1 Spec!a1 
Weather Intelligence" or "!letfio htellipnoe"o 

-, _ 
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(d) Category D (low-level intelligence) - tactical 
plaiJl.-toxt voice tt-s!'f'ic, the results ot DF en 
mte csarey1ng this tra.ttic, and suob other om.bat 
plain-1.angm.ge ccummioations as -7 be e.gned 
subsequentl.7 betveen USCIB am LSIB. (See 13/214 
ot 7 ?lOftl'llber 151 which was approved b1' USCIB 
at its Kovember Meetiwr.) 

c. Spec1fio provision that CCMI!CT products '1rA7 be assigned. 
to tibe VBl'iOWI categories an the basia ot either eource . 
or content. (See po.re.graph 4 ot th9 rc-drai't ot J.ppendiz 
B whioh is attachad e.s Enolosura 2.) 

do Specific provision that 1Ddootrin8.t1on for CCMIDT shCIUl.4 
apl'l7 cmq to the pu-ticul.ar oategories or olasBOs of 
c~ to which the ind.ividual will require access on the 
b&Bia ot hia "~to-know". (See paragraph 8]l of tm 
re-draft ot Appmdix B whioh i• attaohecl ae Enoloaure 2.) 

eo Speoi:fic provieian that standards tor security inveeti­
gat.:S.t'lll "/la'I dittel' a.a boween aa.tegoriea A am B ell the CDa 
hand end categories D am/or C en the other. (See para­
gl'Bpha Sf. and Sf. ~ the re-drafi ot Append~ x B whioh :la 
a ttacbed as Enalcaure 2.) 

f o Prsoiee delineaticn of the ccmditicns under wbioh tho 
various categories of cw:m are to be disserl.nated, 
partioulArlT ae regards e!l'lergeo7 aituaticas and 
"disgu1Nd" dial9Glllinaticn. (Sea pare.grapm 17 through 
20 ~the re-dra:rt of ApPendix B whioh ie attacld u 
Eziclosure 2.) 

(1) '!'he pn.oticee to be app.UllMl to oategorieo .a., B, am 
C ere substantial' '1' the same a1J those nov in :f'orae 
tar special intelllgenoe, trstt1o :f.ntelligenco and 
weather intelligence,, 

(2) Tt!G practioaa propoeed ~or catsg01'7 D envisage 

-4-
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a otJM1.d.$rabl.o rmml»r ot :raoip1enta and pr.ovide t~ 
brce4 cliaeem.1.naticn ot We t1P8 ot material to un­
oleend reo1p1enta vbcn au.1 tabJT diagaiso.:1. 

(3) 'lbare la to ba no diaseminatim ot ~ oategoq ot 
CCMnr.r en an unC!iaguised basia to unol98M reoip!ente 
acep\ lmfl•r speo:ltio safn'genoy ocnlitionri vhioh are 
d9ecribo4 within t.be aoourity regulaticoa~ 

g. Speoltio prov111ica tba.t the US mid 1'J1: w.Ul e.xe~ state­
ments oZ tha:lr :lmvatigat!:vo olearanae standards ~ 
Camt?C> (Su pa.rsgraph s ot the ro...d:raft ot Appendix B 
whiob ill attaobed U !fJclOCSUN 2e) 

h. Prwieien tor tise UN ot en UMl.asaif'ied designator in 
ocumeotian with Categcq D (lcn-J.nel) coon. (See 
pe:ragn.ph 15 ot the re-dra.f't ot .A.ppemb: B mdoh ia 
attaohod aa EnolOSUN 2,) Cod.words to ba ~in ocn­
M10t1an vi tb. tbo other categories ot Oaatrl a.re to bl 
olaaaw.d &1')(1 to be knew Cl1l;r l:t7' individuAls 1:ncloctrir.e:te4 
for those oa:tegaries. 

1. Speo:U'io proviaim tar tbe olauinoe.t1on ot materials in 
th<J w.rloua os.tegorio•, i.e t OategoJfJAtcs A, B~ O r.nd D 
to be eluait-led 'rOP SECRET (oodewOZ'd) 1 SECRE~ (codevord.) 1 
Sl!Dllft (oodcward)and COOIDENT:CAL (\lllll'thaaitied deaignator) 
reepoot,1:n11'• (See paragraph 16 ot thll re-draft ~ Appamlix 
B ubioh 1a attachecl as Enoloann-o 2.) . 

• 
6. With Z'e{Plrd to the apeoifio tGrma ot ref'eNM• under vbioh thia 

report has bcson prepared (see Enol.OfJUl'O l) it 1• felt that2 

ao 1'bo number ot perecm3 9ligible to haMle tho htgber oo.te .. 
gorias of Cami'l' am b:a aauvbat reduaed, and that a mB?mS 
vill ex1at to preolme tb• a.amis1d.on to tbe higher 
ca.tegorla ~ the large num.bw r4 per11cnn whn miq becClllte 
bwolwd iJ1 bo.ndli.ng law-lnel. intell.1gonoe. 

b~ The pttJYiaion at a l\4d1 tiellSl oateg017 for la.r-level 
intelligence to be !w.ndl«l OD e. leea rigid baa:le will 
iaoro&M both the produotim end utilization ~ th1• type 
at mater1Alo 

c" '1'b9 need to broaden t.he uoof'ulr.eaa ot ple.1n-text :ta mot 
!naota.r as pos•ibJA without n.o.ritio122g eeourity through 
tho medi'll. ot the a.dditialel category ot low-lavel mtelli­
ger;oa aDd tho speoifio pl"C1Vieiono far d1aguic9en diasemmt!o:no 
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4o In estabJ!lh'.ng rou.r separate oa.tegorieB of OCMD?, it 1• 
not telt that tJ• prcduot:ton mid uee ot CCMil'f·~ w1l.l be 
turt.her cmplicate4, but mther v1ll ba aimpV.ried and 
re.ndeNd mon 88GUZ'Ge 

•• '!'he ass1gaaumt or tbe var1oas tnJa• ot Oaaft prcduatll 
to each ot the tour oategoriee oan be aooonpl.1.shecl thrOllgb 
tho prepa.raticm ot clear-out lists ot thoae ~pbio 
.,,atmu, cClll!mmioo.tima qatans anc1 t7,pe ot Abject matter 
whioh are to be hamle4 Sn t.be "V&riowt oategcxdeao 

t. It is telt that th9 adoption of these new :p!noiplaa an4 
in-ooeduree !e not rJ1iJ.7 teaaibl.e tut neoeallll!7 • Thia baa 
alnadT ba9ll dtm(lllatrated• t01.• e::mmpl.e, in tba ua of 
tactical m11i tu,' tn.tfio 1D. r.area. these prino:lpl.88 ahoul.4 
p:rwide a olear-out balli• tor moating the ocmplex requtn­
monte ttll' tieaadna:t!cm ot CCJ!m. Th9J' aro autfioient.\I' 
tlex:lble to pl'OY14e tor those obrmge• or e,plluia mams 
caae a.oti"fiti• whioh Jaw developed m recent J'OU"'• 
ad _,- b9 tur1ilwr aocentm.tecl :lD the near tutun. 'l'hq 
pror1da !'m"thar tor tbe DMGBO&Z'I' util.iu.titJa ot ca.snrr 
Deter aMrSeDCl.J' conditions. 

~Y!mBl 

7. It ill ocmol.urled that the pr!noipl• del.tneate4 !r.i the Seour11:f' 
Camittoe repmot ot 11 lul.J' (l.3/195), aa eaende4 and dasc.rlbect bl pare­
pe.Jile 3 an4 4 abcmt, &N '¥8lid and sbou14 bl adoptcad. 

80 !aoauM ot tht aloee rs:J..at.tCllUShipa ot tbeae ~:lploa to thli 
apocift8 problf.CIUI to 'be d!MW111e4 at. the f'orthoardng Bmflll Ccmtereneo, 
the propCMl84 :re-dnft ot .lppond:b: B should be ocaaiderGd ca.retu.l.l.T 1:v 
the lJS Delegatim in prepar!ns i tc te1'me at reterome to;.• the Ccnf'erenaeo 

9. The apeo!lio au:lpaant ot 'Wll'ioua 'tJ'pea ot COlIN'.l' pt"oduota to 
emoh ot the !'Of.Rt aategorlea ehou1d bo eatablishlcl bJ the USOIB Coord!nab 
mat OCBQ am agNed beweea USJIB and r.su. 

~~gm 

10. It ie NOCll!Mnded tba.t1 

a. Tm oGDOluaiona above be adopted by USOD 

b. 'l'be 1JS Delegat!m to th• tortbocn1Dg 1llUSA OmterGDOO 
mgotiate thaso oharlgea to thl BR'QSA. Saov1tl' legulatiouo 

[fO.P 8EOR£T 3UEDE 



I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 
I 

... 

lo 

2o 

• 10 

• 1~ v• · ::u:.eRE'T · j J @.i:; 
'19P llBSfS! fiSBS 18 Daoember 19Sl 
~"!!r.~ ... &:I !1!9ilf I 

!?2 tee. •SO 

7 Ma::ch ·~ 

30 March '$1 
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BASlD REFERErvOES .RIIDAHD.INO H SU.RVE!' OF 
I L dT 1 &aB z>:MITlllllllll!lll4 :&Ii I.:! H Ill I mad • 

1.ut\SU~ 10 l!JCRF..ASE TffE SEOURift' at 

OOr.tIHf 

13/134 

l3/l52 

13/163 

13/1~5 

- L 

PART I 

Statt Stuey bJ' the 
Coordinator on 
"Measures for the 
Increased Seouriv 
at COI:UJT"o 

First Sl!XlCOM Report 
to uscm on llf.7easures 
tor the lhcreasecl 
Security of COMINT"o 

Second S&lOOM Report 
to usom on "Measures 
tor the lilcraaaacl 
socurity c£ counvT1 

ntird SJOOCOM Report 
to usc:m on "Measures 
tor the Inoreasecl 
Seouri v of CorJJ:m1"' o 

Raterred to 
SECCOM for 
further stud.Yo 

Retumed to 
SEOOOM tor 
amplUicatioa. 

.Returned. to 
Sl!XICOM tor 
tu.rt.her stmy. 

Terns of reference for Forwarded heN'With 
Sa'.JCOM•s reoons:ldoration as Enclosure 2o 

14/lSJ. 

ot 13/19So 

SRlCOM Report to USCIB 
on "Dissemination ot 
OOHIHT to Foreign 
Nationals :In NAiO 
Commands11 o 

uscm acceptance 
still pend:ln1u 
repc:rt i'ef'erred 
to the delegation 
tor the .torth­
coming conterenoao 

Enclaaun 1 ~J:J• bt::CRt;'"f" j ::a . :s ...:; 
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9. 18 Dec. •SL 

lOo 18 Deco •SL 
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SC B·30/3S l'Iemo from the 
Secretal'iat oonoem­
ing "Procedure tor 
the use ot Codnorda•. 

l3/2J.b. smooM Reao>mBnda.t1on 
to uscm ocnceming 
a "Proposed change to 
the BRUSA Agreement 
at.tecting the seour1v 
of OO!!ItJ i"' • 

AFSS Proposal ot 27 
Jul.1' co11cem:lng an 
"Additional Oons:f.dera­
tion tor Proposed 
Catego17 •c I CO~tINiG 0 

AFSS Proposal ot la. 
December concem:lng 
nusom 13/19$ and 
Related DiscuS'Sionn. 

PART II ....... 
llo (See entr.y Mo. 1 abow). 

120 (See aitr.r No. 2 above). 

130 (See entry 110. ' above). 

Cmta1ned :t.natl'D.0-
tions from USOIB 
that SEOCOH ahoUJ.d 
oons:ldm-, as a part 
ot tb1ll •urv971 the 
lllUltiple uea of 
codewrda. ~ 

Propoaad ohange :In 
paragraph 33a1 
Appanc!L'!t B ot the 
DllJSA As1'9emant 
with regard to 
tactical pla:tn. 
test wioe 
oommunicationao 

Forwarded hel"eWitb 
as BncloaUN 3 • 
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!If !!!!~eemt 3J;.BE • 

JS. h Dae. 'Si. 

16. 18 .Deo. •.$l 

-

so B-30/36 Undated .Report bJ' 
J\FSA-12 to DIRAFSA. 
concem:tns U'SCJB 
Directive No. 7. 

SC B-9/h SECCOM Recommend&. 
tion to usom regU'd­
inB the "Application ot 
the Seouriv Desianator 
ISECURriY J:iFOR-MTIOii'" • 

.AFSS Proposal of 27 
July co11ceming the 
8Necessif¥ tor a 
Star.dard USOIB 
Ident1£ioation Badge.a 

• 

Ref erred to 
SECOOM 'bJ' tbe 
Ooordina tor tor 
c011111derat1on aa 
a part ot thia 
aur987• 

USOIB acceptance 
aWJ. ponding. 

Farwarth:d herewith 
as Enclosure ~. 
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!~JlACT FROM THE nnruirv.s OF THE 67~.J~~.¥,li),MEETlH<!_ 2!'-~CJP, 

3 A;ugust 19Sl 

"'!he CHAillU pointed out to Mr. Packard the f'ollov:lJJg general 
prin<Jiples which he . thought shoULd be usod as guidance in the wr1 ting 
't a rorlsad SecuritY" Committee reports 

"•· -
"b. -

"d. -
"e• -

llf. -

Increase the security o£ COMl?lT b3" reducing the 
number or persona lfho handle material :In the high.­
oat category'. 

El(> lore the pdssibili ty of :increasing the produc­
tion ot cou:nn bJr relaxing• to some extent" the 
clearance standards tor parsonne1 who handle 
material in the l0tmr categories. 

If' possible• without sacrificing securiwt broac:lan 
the usefulness of· plain-text COMINT bJ' allowing 
more latitude in its diaseminat1ono 

Determine the necessity for tm adoption ot more 
than tuo or three categories. 

To insure the proper oategor.tution a: :lndividual. 
messages., and to min:fJnize the loss ot Y4J.uab1e in­
formation_, devise., if' possible,, a standard temp$ te 
to be used by personnel. charged with the resporus:l.­
bility o£ sorting COUIHT material into categories. 

Detemine the reasibili• or adopting newprinciplea 
to increase the security ot COMINT.11 

*(Should be "nacassi tyn) 
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EO 3.3(h)(2) 
lliEMlRANilJM FOR CHJ\Ill'JAN,, uscm Security Cammittee PL.86-36/50 USC 3605 

SUB,Trof1 Additional Consideration fer Proposed Catogoq ncu COMIHf 

le Jh further disauasion ot the neat1ssity and feasibili'lr ot the 
propos!d Categories ot COMm1' APSS hen submitted a dl'att pape:t to 7011 
which ralates to Category 11rP ma.terialQ In ccmneet1on td.th ca.tegOJ.'17 
non ma\.m'"1al it 1s suggested that the following possibilities be 
conaidared. 

3. ~e value of this material to the u.s. would cartainl.3r 
appear to warrant serious consideration b;r uscm. ih1a information 
would bo proti.table in the field of p1•opaganda and psychological warfare. 
It is bslieved that :Lt this matal'ial. uare available to the Voice of 
Amrica tor exumple, programs oould be presented which ~uld unerringl.7 
indicate the breakdoi-m in Soviet econolQ" as 1l9ll as areas ot dissatisf'actim 
and unrest, and e'V8D official polioe restriction. Inclusion of' this materiaJ. 
in tbt. Voiaa ol America prosrama 'HDUld Cluite possible spread oonater.aation 
amcng the Soviet police agencies of ?"1-B/MVD, and at the smne time would 
appeal to the great mass ot Soviet people uho would find the Voice ot 
America making spec1t1c referenco to thl!tir persona1 problems. 

4. It is therefore reco:mmnded tbat SEXJCOM consider the pos3ibilit1es 
ol t.bia use of C~tego17 ncn COM.INT material. and request AFSA to prepare 
a study' of the extent ot the inf'ormation of thi8 type mich is at present 
discarded without process:l.ngo 

Enclosure 3 

/s/ 2ho.mas A. Miller 
m<>t!AS A. t.ULLER 
USAFSS MEI.mER• 
Security COJDIDittee 
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y a 000-S AFSA L.IAISCll J&Ef3ECRt:r WASHiiiGmN 2s, n.o. . ' --
s,SEGURllY INF9RMATIBN 

BDRANDUM. FORr General Iqnn 

Subjects USClB 13Jl9S and Related D1souasim 
' 

1. For al.most a yee the USCIB SEicurity Committee has been 

cons1deri::1g a number of proposals :l.nter1ded to :Increase the securitJ' 
I 

o£ COlDl1lUllications intall:!gence. At pr£isent a special Ad Hoc group 

of the St!Curity Committ.ea is conaideririg proposals to categorise 

COHJllT m1d in e!f'eot liberalise ita dit-smnination by the creation 

of speoiaJ. categories or types of COMIUTo It is felt that any 

approacl". alo11g these l:lnes doos not in itaeli' increase security 

but rat'1er decreases security by increasing the disseminationo 

2, It is recommended that consideration be given to an e.lter11a.te 

propotul along tl'i..e .tollotdn8 llnee 1 

Coda wo:t'ds should be used to desifiZJ.ate and protect three 

dist.inct t)'POs of' materials 

a. Disseminated communications intelllgenoea that is, 

:fnt,.:lligenoe derived frot1l cr;yptann.'J.ysis, tl'attic anelyaiB1 or plain 

te>;:; exploitat:ton. Such materials to ba designated b.r a code wrd end 

cl<ssi.tied top secret or secret accordiog to the specil'io item of 

~b1lal'lilQt10h conta='.ned a11d disseminated in strict accordance vi.th the 

n1.19d to kncn-1 only to s-gi:te:lallJ' cleared and· indoctrinated intellig~ca 

consiune1•s via au·lihorizEJ<i couriers or spacially designated crypto systems a • 

Jn no case would such finished intelligencra contain sutticient 

:identifying details to unqlJestionabl,y raveal tho specific f'ore:lgn 

Enclosure 4 TOP SECRET COPY -· 
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transmission 01' 0191Ptogra.phic srstom .tram which it 18 derived. 'J,'hNe 

chief tapes or matariaia exist, to each ot which the need to k!10w will 

detemine the diaaamination ot the end produces Type A, communicatione 

.i.ntell1£enoa derived from top level cr.yptanalys:f.s and trattia an&cyaia 

to be olass:ltied top secret and design."J.ted b.r the dissemination code 

T4;'0rdJ Type .s, communications :f.ntellige:nca derived from lowr level 

cr,yptanalJ's:ls and tl'af'f'ic analysis to be classitied top secret or 

secret as appro>riate and designated by the dissemination code 1i01"dJ 

and Type o, communications :Lntell1gmce derived from plai.n .. text 

exploitation and cla.ssitied as top secret ar secret as api)ro_lri.ate 

and designated by the d:f.ssemination co1o word. 

b. Processing communications intelligence. such material.a to 

be designated by the p."""Ocess:lng cod.9 ·ti;:,rd and ol.assitied top secret, 

secret as appropriate, Various procossing areas will ar.tst, area A. 

high lewl cryptanalysis and t.rattio a.'18.lysisJ ru"a Blower level. crypt 

and T/A1 area C plain-text exploitation, Area D I.>lain-language voice 

material~J ate. ~ such materials used in the production of COMit~T 

will be closely hal.d. within designated :major l'roausing centers or 

.field processing centers and messages relating to such mtarials w:l.ll 

be tranamitted only' b7 authorized courier or in cryptographic BJStems 

held b;:r auoh processing centers. Within each p1•ocosa:lng center strict 

eampart.mentol.ia.tion will be the rule and dissmtl.na.tion betueen areas 

'Will be stric'tl.1' dotenilined by tho need to knou(t 

a. Planning, poliey and administrative matte1"B dealing td.th 

comJmmications intelligence 11ill be designated b7 a sepai"ate code word 

and classified top secret, socret, or coni":ldent~.al as a.ppropriateo 

-2- l OP SECREl' 5E6YRIR INRIRAUJUJN 
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d. Commurdoations security information• spec:tf'ioal.17 mater.ial 

dealing \11th the communications sacuritq of the .United St.a.tea whioh i=ieveal.s 

cr.yptanaqtic or traffic anal.181s teohuiquoa 'Hhoee revelation to 

t'IJlindootri11ated persons would p~e a potential dangel' to the sacuriiiJ· 

ot tho commun:f.cations involved and correlate evidence o£ foreign 

exploitation af u.s.co:mrmmiaa.Ucns till'ough a foreign aonmm:toatiom 

intell:teence process 1irlll be designated b.r a code 'HOl'd and classified. 

top oecret. secret or co.utidential as appropriatao Such inf'ormation 

triOUld be relaaaed atrictJ.y on a need to know llnd oDl7 to authorized 

and indoctrinated conmm1cationa security recip~ts. lhf'ormation on 

foreign ja.'llming of u.s. military communicatiais .derived from cmnmunicat:lons 

intell:i.gencG and not reading the specific communications intelligence . 
processin(! involved will be considel$ll to .fall within tho categoZ',Y to 

bo disseminated bJ' the communicati~s security code mrd and to be 

classified as top sooret, secret, or confidential. 

,. 

e o Subsic:H.ar;"f des:lgnatiom 1 subsidiar,y d:f.aaeminat:lon or 

pr-ocosaillg code words may- be designated as required to dctlineat~ separate 

and seJ.t contained fiolds ot COMnlT each to be designated by a 

separate code wrd and class:l.i'iad top secret. secret,, ar cont:ldantial 

es appropriateo Among the fields which may require such delineation 

for dissemination purposes are1 
• 

lo Special weather intelliganceo 

2. Communications intelligence derived from ·plain 
text exploitation. 

3.- Special intelligence produced bJ' a communications 
intelligence aotiv1tu o:ver uhich the Bl'\USA- agtmOiea. have 
no control and for whose produce the PHlJSA processing 
agencies can n~t guarantee authenticit,'o 

ho Field COMINT of the t,ype at present das:fgnatod WHEEL. 

I I 
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