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This is & fivet dreft approach to the genersl prodleam of owr
COMINT effort which I mentioned to you A few days agn.

Ve are becoming moxe and more convineed that we are not doing
m sdeqmte R/D Job with respeet to COMINT. This opinfon is based
principally on the fallowing points:

8 OF TR EPEDEE S8

1. ¥ith respect ‘o telephone security, we ave pow vitnessing the
begianing of & revolution in commmications which will make telephany
mach aore ilmpoptant for militaxy, diplosmtic and related activities than
it has ever bdeen in the past. Withia @ few years we will probably see
the advent of a secure telgphone gystem based on the voooder vhich
electrically will be adequate for worldewide telsphonic commmmications.
You heve already seen the begimnings of alxilayly secie gystems baged
on pulse modulation forr shert range tectical cammmication between aire
Planes, betvecn airplanes and zround, and detween zmobile vehicles on
land. Pulse sodulation will also sske possible economical and secure
telephone service for myderute distances overland.

2. We bave not yet zade a start towexd the development of methoda
and tecimiques for "eracking” telephonic security systems. ¥e do not
even know whethay or not this vill ever become a practicsble peroposition.

3. The job of cxacking telephone gecurity systems would de a
formidsble one indeed. If we immediately degan to apply a major effort

bhe In the telegrsph coommications fisld, present day COMINT
efforts have not kept pece with developments in COMSEC. Purthermoye,
this COMSEC fleld, we are stout to witness s revolutionary change
from mechanical enerypting devices to electronic devices. This will
surely mske the cracking Job much moye 4iffidult,.
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At this time I do not consider myself very well inforwed with respect
to the intercspt problem; howsver, I beliswve that the following things are
true,

5. The task of intercepting ordinary long-range telegraphic
comnications should be susceptible t0 considerable improvement, Part
of this improvement should come about as a result of the steps which
you have aglrsady taken to improve personnel and msthods of operation
uning presently avsilable gear, Considerable further improvement should,
I believe, be capable of realization by employing improved gear and
inproved methods which /D should be able to provide. Some indicated
possibilities in this connection ares
PL 86-36/50 USC 3605
a. Diversity reception, EO 3.3(h)(2)

b. Reception devices which will better indicate the beginning
and end of messages. o

c. Automatic gear which will better indicate the mivti‘ona of
received messages witich are garbled because of adverse receivinﬁ eon—-
ditiens, | \

6. The presently available gear and methods for izrbercepting VHF
and aicrowave communications should be gusceptible of consa.derable

improvement.,
—— 7. e should make a start toward intercepting]

3. %We should also make a start toward oreducing practical metfiods

intercepting messages| |
| Ixperiments have aireacy shown
that this is possibls.

GENERAL

9. In due course, the results of the study on how HEA ecould more
affactively mechanize its COMINT, which Dr. Zachus is heading up, w1l
becoze available, We baslieve that it will indicate much opportunlty for
more effective mechanization, particulsrly in the {ields of traffic
analysis and ths winnowing out of promising materdial for further study
from the enormous masses of material which now flow in. At the least
it scems a safe bet that this study will indicate the desirability of
2 larger amount of R/D effort in the COMINT field. We believe also that
the study will indicate possibilities of further mechanization which
PROD ean exploit with very little, if any, R/D effort,
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10, Just as z fiier, I asked Dr. Canpaigne to prepare a brief
memorandum setting forth his ideas as to worthuhile projects for improve
ing the affort on COMINT, As a result he prepared a memorendus dated
Bovenber 22, a copy of which is attached, In this hs specifically
eaxladed, ab my Buggestion, the desirability of undertaking the develope
mant of meathods and devices for cracking secure tslephone systems and
also the desirabllity of transistorising NSA's spalytic zachinas, in view
of the fact that 1 was already convinced of the daesirabllity of these
undertakings. Even so, Dr, Canpaigne's memorandws serves the useful
purpcse of adding ccllaborative evidence in general support of the
argusnent heredn set forth,

11, ESA should take the lead in ultimate tranaistorigation of
substanticlly all of its analytic machines, Transistorization now appears
to be the only rractlcable road toward great increzses in the pulse rate
of HSA's machines, from tlhe present top figure of something like 1 millien
pulses per second to at least 100 million pulses per second, Some of NSA
snalytic machines have alrsady about reached the 14imit of practicadility,
size ard complexity. It would scem to me that the greater reliability
to be expected from transistors, coupled with their =aall size and low
power requirements should make it possible to envision practical machinus
at lcast 10 times asz large and 10 times as compiicated as any iS4 oovw
praditototiiz

SOME _PIGURES £ 910 R/D EFFORT

12, With respect to L/D effort, some figures have been prevared
which are set forth in a mezorandum prepared by 4r. 4. W. Ross, attached
bereto, On Sheet 1, there is set forth for the fiscal years 1347 to 1956
inclusive the total of the B/D effort figursd ia two ways: (1) in accord-
ance with the present Govermsont Accounting metnods, and (2) in accordance
with methods which would b used were this a commereial organization. You
will note that, £ig —ed in this latter way, R/D efforts appeer tc have
increased from 8,0 =million dollars in fiscal year 1347 to an estimated 19,3
nillien dollars fpr fiscal year 1956. I have used the werds "appear to
show" above bocduse we cammot be too certaln of the accursey eof the figures,
particularly for the earlier yoars,

13, On anothsr sheet is given a breakdown of 3/D effort into the
COMAZC and COMINT categories for the fiscal years 1951 through 1956.
This 48 of partieular interest, It ehows that the K/D effort in 1951
amunted to 10,4 million dollars on COMINT and 5.3 million dollars on
COMSEC, The projected figures for fiscal year 1955 show a total of
10,1 million dollars for COMINT and 7.5 million dollars for COMSEC, In
othor wrds, the E/D effert on COMINT has not pace with the corres
ponding effort on COMSEC, What seams to me larly significant
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has been the apparent tendency for the cutside contracts on COMINT to
peter out while those on COMSEC have shown a healthy increase,

(EYIE: The present figures in Mr, Hose's memorandum, with respect to
the division of effort betwesn COMINT and COMSEC differ considsrably
from those in ma earlier edition, The new edition shows relatively more
effort on COMIET than did the earlier edition, ¥e must therefors cheek
these figures further before attaching too mueh significance to them,)

SOME OTHER COMPARISONS

14, The present total of military expenditure according to the
nowspapers 1s something Yike 35 %illions of dollars per year., I
estimate very roughly that MiA's total effort plus lncreased military
communications expenditures resulting frouw the impesition of security
requiresents asounts to something like 350 million dollars per year,
If these figures are correct, it would indicat®  that NSA's activities
amount to about 1% of the present total defense effort.,

15. Again very roughly, the above 350 million dollars divides
into about 250 millions for COMINT and 100 alilions for COMSEC. Come
these fizures with the R/D effort estizated for fiscal year 1955
of 10,1 millions and 7.5 millionas for CUMINT and COMSEC respectively,
we see that if the above assumsd figures are trus the R/D effort on
COMINT amounts to LY of the corresponding total military effort ard the
COMSEC amounts to 7.5%.

(NOTE: I have talked te Colomel Jones, the Comptroller, about obtaining
better figures with respect to the total effect of KSA on ailitary
expenditures in the COMINT and COMSEC £ields and I believe that he

would be very happy to be assigned the job of obtaining better authenti-
cated figures, It secms to me highly desirable that this be done although
high precision is of no importance.)

ICATED COURSES OF ACTION

16, It seems clear that, in the national interest, ESA's effort in
the COMINT field should be expanded; howsver, in the COMSEC field the
present effort seens reasonably adequate.

17, In the B/D ares, the most practicable limediate method whereby
the over all effort can be expanded is by materially increasing the volume
of cuteide contracte,

18, Beeause of R/D's present manpower liuitsations, the increasad
contracts should be, largely, with strongly crganized concerns capable of
“doing the required work swith a minimwm of supsevision.
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19. One such concern is: Bell Telephons Laboratories, which has
had no COMINT contraets since the last war. NSA has presently under
active ecnsideration contracting with Bell Telephone Laboratories for as
much work, looking toward' the transistorisation of lSA's analytic machines,
as Bell Telephone Laboratories can be persuaded to undertake. Xt is hoped
that this can be made at least asz great as 1 million dollars per year,

20, Another strong concern is the Lincoln Laboratories which to
date has dons nothing in the CUYINT field. I% is hoped that Lincoln
can be persuaded to undsrtake a broad contract to study the feasibility
of and ultimately produce machinery for the cracking of telephone security
systems, This work &oﬂdatarbwithinayaarmitobe really effective
should build wp to a rate of expenditure of at least 1 million dollars

par year.

2. The possibility of other large concernc entering inte other
contracts which would require a minimum of supervision should also be
explored., It would appear that several other concerns would fall inte
this category.

22, 1In addition to this increased contract activity, R/D should
imsediately plan and take active steps toward increasing ites enginsering
force by a much more intensive recruiting esmp~ign than has as yet bwen
undertaken. In this connecticn, I hawve had discussions with the Personnel
Department of KSA which haz resulted in the preparation of a memorandum
from Hr., John L. Sullivan, a copy of which is attached herste. This
memorandum puts forth as a pogssibllity the hiring by NSA of sbout L0
scientific personnel for each of the noxt three years, which allowing
for attrition would be a net growth of 75 enginsers and sclsntists over

this three-yevar pericd,

23, Even though I believe that the increased expenditures for R/D
should be principally for increasing the COHINT effort, the lincreased
engineeyring force would be allocated to all seguents on a "nsed for new
blood" baais. Proper balance between jobs would then be affected by
transfers,

24 Security requiransnts and in particular the obtaining of full
sacurity clearance for new employees offers a major obstacle to the hiring
progran, The smelioration of this situation should be actively studied.

25. One posaibility for ameliorating the sscurity situation would
be to set up an auxiliary KSA B/D establishment which would be operated
undsr a security classificastion no higher than CONFIDENTIAL, It wuld
be even better if it could be operated like the National Bureau of
Standards, on an unclassified basis. NSA abould actively study the
practieabinty of setting up such an establislment, As a starter, for
conaidera mmmhtenﬁagemesuhlimmthstompsmm
-of about 50 of which perhaps 25 would be scientific pemmulottrsin:lng
at least a@ﬂ.valem of a eolless a-a.dmt.e. .




26, .gven if an outside establislment such as suggested above
were established, R/D should irmedistely recruit some additional persomnel
who would work under present security regulations, Space provision
ahould therefore be made for increassd personnel of 2550 engineers and
50-200 asgistants within the confinas of present quarters, prior to the
projected move to Fort Meadae, '

A. B. CLARK




