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SECTICN I. 

GENERAL 

Paragraph 

Introductory remarks concerning transposition ciphers ••••• l 
Basic mechanism of transposition ciphers.................. 2 
Monophase nnd polyphaso transposition·········~··········· 3 

1. Introductory ~emarks concerning transposition ciphers. - !: 

As stated in a previous text, transposition ciphers are roughly 

analogous to "Jig-saw puzzles" in that all the pieces of which the 

original is composed are present but are merely diaarran~ed. The 

pieces into which the picture forming the basis of _a Jig-saw puzzle 

may be divided are usually quite irregular in size and shape, the 

greater the amount of irregu.larity, as a rule, the greater the dit-

ficulty in reassembling the pieces in proper order. In this respect, 

too, transposition ciphers are analogous to jig-snv1 puzzles, for 

the greater the fJJnount cf distortion to which the plaln text is 

subjected in the transposition process, the morn difficult becomes 

the solution. 

b. In jig-saw puzzles there is usually no regularity about 

the size of the individual pieces into which the original picture 

has been cut, and this feature, of course, mateI•ially contributes 

to the difficulty in reconstructing tho picture. There arc, to be 

sure, limits (dictated by considerations of practicability) which 

sorve to proven~ ~he pieces being ll'J.~de too small, for then they 

would bocome umnanagcable; on tho other hand, theru are also 

limits which must be observed in·ros~oct to the up~cr ina.gnitude of the 
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.. .,. - -
· pieces, for if they are made too large the puzzle becomes too easy 

to solve. These features of jig-saw puzzles also have their 

analogies in tranaposit1on methods. In the latter, if the textual 

unit~ to be subjected to transposition are made quite large, say 

entire sentences, the difficulties a cryptaDalyst will have in re-
! 

constructing the text are practically nil; on the other hand, if 

these textual units are made quite small, even smaller than single 

lctters1 , then the reconst;ruction of the trans~osit1on text by a 

cryptanalyst often becomes a very difficult matter. In between 
. 

these two extremes there may bo va::.·1ous degrees of frasmentation, 

limited only by considerations of ?racticability. 

c. It is fortunate, however, thnt the cryptanalyst does not, 

as a rulo, have to contend w1 tl1 problems in which the size of the 

textual units varies within tho same message, as is the case in Jig-

saw puzzles. It ia pr.rhaps possiblo to devise a transposition 

system in which the text is divided up in such a manner that entire ' . 
sentences, whole words, syllables. individual letters, and fractions 

ot letters form the units for transposition; but lt is not difficult 

to imagine how impractical such a scheme would be tor regular com-

munication 1 and it may be takon tor granted that such irregul.a:t"ity 

in sizo ot textual units will not be encountered in such communication. 
'• 

d. The days when the si.111.i,.le ~ethods of' word or l~tter trans­

position were sufficient-tor military purpo3es have long since 

'"· 

1Roference is her~made to so-called fractionating systoms. See 

Special Text No. 166, Advanced Military Cryptogra;phy, Sect. XI. 
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passed by, and it is hardly to be e:xpeci;ed that cryptograms of such 

ineffectual nai;ure wiJ.J be encountered in the ntili tary communications 

of' even the SJll.a.ller armies of today. HoweYer, in time of' emergency, 

when a counter-espionage censorship is exercised over internal com­

munications, it is possible that isolated instances of simple 

transposition may be encountered. The solution of such caaes ~hould 

present no difficulties, unless numerous code names and nulls are 

also usad in the cryptograms. Me.re oxperimentation with the crnto­

gl'ams, trying various sizes of' Toctangles, will usually disclose the 

secret text. If code names are usod and the context gives no clue 

to the identity of' the persons or places applicable, it may be 

necesso.ry to wait until additional messases become available, or, 

lacking such a possibility, there is usually sufficient justification, 

under the exigencies of war, to com;iol the corracpondents to reveal 

tho meaning of' those code names. 

e. Although transposition ciphers, as a general rulu, are 

much less complex in thair mechanics than arc substitution ciphers, 

the cryptanalyst usually cxpariances a reeling of distnste and dismay 

) when con1'ronted with unknown ci:phora of this category. There ara 

several reasons tor his aisliko for them. In the first ~lace, 

although transposition ciphers are admittedly lose intricate than 

substitution cipl1ors, as a general rule there are not 21ea1·ly so many 

cryptanalytic tools and "tricks" to be used in the solution of tho 

former as there are in the lnttor, and therefore the montal st1nulus 

and satisfaction which the cryptanc.lyst usuol~y derives and regards 

as part of the reward for his h~rd labor in solving a cipher is often 

- 3 -
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missing in the case ~t transposition ciphers. In the second place, 

despite their lack'of complexity, ~he solution of tran.~position 

ciphers often involves a tremendous amount of time and labor most of 

which commonly turns out -to be fruitless experimentation. Thirdly, in 

modern military communication transposition methods are usually not 

employed alone but in conjunction with substitution methods -- and 

then the problems may become difficult indeed, tor usually before the 

substitution can be solved it is necessary to uncover the substitutive 

text by first removing the tra.nsposi tion. Finally 1 in working vii th 
' I 

-tranoposi tion ciphers a n1uch higher degree of accuracy in mere 

mechanical operations is re~uired th!ln in working with substitution 

ciphers, becouso the accidental omission or addition of a single 

letter vrill usually necessitate rewrittng entire messages and start-

ing afresh. Thus, this sort of work calls for a constant state of 

concentrated attentioL., with its resultin::; ot.::.1.o of mento.l. tension, 

which takes its toll in mental wear and toar. 

2. Basic mecha~ism or trensposition ciphers. - a. B~sically 

all transposition ciphers iilvol ve a~ le!l.st two processes: ( l} ·writing 

the plain-text units (usually single letters) within a ep~cific 

regular or irregular two-dimenstonal dcsisn, 1 in such a prearn:inged 
I I 

~annor that the said units ~re distributed regulnrly or irregularly 

throughout the varioua Jolls or 'subsoctions of th~t design; (2) re-

moving the plain-text units from the design ln such a prearranged 

manner as to cliange the original sequence in \vhich they followed one 

another in the plain text, thus p.1."0ducing cipher t'oxt. Since the 

first process consis~s of inscribing tho text within tile design, it is 
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technically refarred to as the process of inscripr.ion; and since the 

second process consists of transcr~bing the text from the design, it 

is technically referred to a~. that of transcription. Either or both 

processes may be repetitive, by prearrangement of course, in which 

case the intermediate steps may be referred ~o as processes of 

rescription, or rescript1ve processes • 

b. It is hardly necessary at this point to give the student any 

indications as to how to differentiate a transposition from a sub­

stitution ciph~r. It a review is nocessary, however, he is referred 

to Section IV of Military Cryptanalysis, Part I. 

3. Monophnse and polyp~ase transposition. - a. As may be 

inferred from the forogo1ng dofinitions, when a tI'B.nsposition system 

involvds but a single process of inscription, followed by a single 

process of transcription, the systmn. may be referred to as monophase 

transposition, c01mnonly called sing].o transposition. When one or more 

rescri~tive processes intervene between tho original inscription and 

the final transcription the system may be referred to as polyphaae 

transuosition. As a general rule, the solution of the latter typo 

is much more difficult than the former, especially whon tho trans­

positions are theoretically correct in principle. 

b. July system which is suited tor monophasa transposition 1s 

also uoually suited for polyphase transposition, the processes of 

inscription, roscrjption and transcription being accomplished with 

the samo or with different koys. 

- 5 -
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fil~CTIO~~ II 

SOtUl'ION OF S:r..!L.>J:.E TRAJ.'!SJ:>OSITIQ?j CIPHEI<S 
Paragraph 

Sl.D!.ple types of transposition•••••••••••••••••••••••••••••••••• 4 
The principles of solution of uniliteral route trwis~osition 

cjphers ••• 5 
Keyed colur.nar transposition with conpletely-1'illed rectangles • 6 
E:x1J111ple of solution ........................... \ ••••••••••••••••• 7 
The probable-word method of solution•••••••••••••••••••••••••~• 8 
General rem.arks on solution •••••••••••••••••••••••••••••••••••• 9 
R3construction of literal key •••••••••••••••••••••••••••••••••• 10 
Col1lll1D. and roi.v transposit1on ••••••••••••••••••••••••••••••••••• ll 

4. SL~pla types of transposition. - !.• Tho Sim~lo cases of 

reversed writing, vertical writing, OJ' ra.i.J. fonce writing hardly 
\ 

require serious attentio~, since thay may bo solved almost by inopoc-

tion. Theac mot.11.ods c.ro included h.J!'e only because they :may be en-

countered in censorship opdrations. 

b. Tho lo'V', dc,~ee of cr:!tPtCfrar:hic s.:curity afforded by those 

mothads may be incraao~d to a ~libht dogrec by addir.g nulls or by dis-

guising the original yrord 1 ong~b.s, and regr'.>uping into fnlse \"lOrds or 

into groups of rebular longth. 

c. Some CXclDlplos of theao simplest types of ~ranspoaition 

follow. Lot the mcssago bo: BRIDGE DFBTROYED Al' :&.EVEN PM. 

lengths: 

lengths: 

(1) Revdraing only the uorda and rutaining original word 

Cipher • • E 0. D I R B D E Y 0 R T S E D T A N E V E L E M P 

( 2) Revorsi11..g only tha wordQ and. regrouping into fe..Lso word 

Ciphor • •\E G D ! R B D E Y 0 R T S E D T A N E V E L E M P 

(3) R~vorsing tho whole tu:x:t nnd regroupir.g into fives: 

Cipher •• M P N ji~ V E L Ji. T A D E Y 0 R ':' S E D E G D I R B 

- 6 -
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r 

(4) Reversing the whole text,l.'egl"Ouping into fives, and 

inserting a null in every fifth position: 

Cipher • • T R I M M P N E V P E L E T A A D E Y R 0 R T S L 

EDEGU DIRBM 

(5) Writing the text vertically in 

two columns and taking the res~ting digraphs 

for the cipher text, as shown at tho side. 

The cipher message becomes: 

BSRTI RDOGY EEDDE .~ 

BIGDS RYDRD EETOE 

BS 
RT 
IR 
DO 
GY 
EE 
DD 
E 

These simple types can be solved merely by inspection. 

BR 
I D 
GE 
DE 
s 'I' 
RO 
YE 
1) 

5. The principles of solution or uniliteral route transposition 

The so-called uniliteral route transposition methods1 ciphers. - a. -
are next to be e:xemined. The solution or cryptograms anciphered by 

these methods is a matter of experimenting Vlith rectangles ot various 

dimensions suggested by the total number of letters in the messago, 

then inspect~ng these rectangles, searching for whole words or the 

fragments of words by reading horizontally, diagonally, vertically, 

spirally, and so on. 

b. The amount ot experimentation that must bo parformcd in the 

solution ot ciphers of this type may be materially shortened by means 

of formulae eJ.ld tablas constructed for the purpose. But because 

ciphers of this type are or in1'requont occurrence today, these 

1 
See Special Text No. 165 1 Elementar-1 Military CrYEtograuhy, 1935, Pars. 
20, 21. 
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formulae and tables are only occasionally useful and hence they 

have been placed in an appendix to ~his volmne.2 

6. Keyed columnar transposition with completely-filled 

rectangles. - !.• In practical cryptography, the dimensions or the 
I 

transposition rectangle, as a general rule, cannot vary between large 

limits; that is, it can be assumed in_ practice that rectangles based 
I 

upon lines of writing oontaining less than 5 letters or more than 25 

letters will not commonly be encountered. If the width, that is, the 

number of columns, is determined by a key, ~hen the number of rows 

becomes a fUn.ction of the length ot the message to ba enciphered. If the 
~ I 

latter is very long, longer than can be conveniontly handled without 

too many errors, it is a common practtco to break up a message into 

two or more parts and treat each part as though i~ wer& a separate 

communication. 

b. When the last row ot a transposition rectangle is completely 

tilled, the solution of the resulting cryptogrFJDl is considerably more 

simple than when this is not tha caso.3 Consequently, this will be 

the first case to be studied. 

c. In solving a cryptogr&""'l of this type the first step taken by 

the cryptBllal.yst is to ascertain the_dimensions of the rectangle. 

for this are usually afforded by finding the factors of the total 

2 See Appendix 1. 

3see Special Text No. 165, Elementary Milita!l Cryptography, 1935, 
Sec. v. 
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number of letters in the cryptogra.'D.. Suppose the cryptogram contains 

152 letters. The dimensions of the transposition rectangle may be 

4 :x: ,38, 8 x 19, by wl;dch is meant that four hypotheses may be made 

with respect to its dimensions. The rectangle may consist of: 

(1) 4 columns with ,38 rows, or 

(2) 38 col"lmms with 4 rows, or 

( 3) 

(4) 

8 columns with 19 rows, or 

19 colmnns with 8 rows. 

In practical work it is rather unlikely to encounter a rectangle that 

con:t"o:rms to hypothesis (1) or (2), and for the present these may be 

discarded. As to choosing between hypotheses (3) and (4) 1 a rather 

simple test will disclose which ia the more likely to be true. 

d. It is obvious that if the cryptogi-em is transcribed within a 

rectangle of the correct dimensions, tha letters in oach row will be 

the ones which actually were in those rows in the original transposition 

rectangle and formed good plain te:xt therein. In tact, the rows of 

letters in the correctly-dimensioned rectangle would read plain text 

were itrnot for tho transposition which they have undergone within the 

!:2!!!,• Therefore, the rows of a correctly-dimensioned rectangle are 

more likely to manifest the expected vowel-consonant proportions of 

normal plain text than are the rows of an incorrectly-d1mens1oned 

rectangle, because in the latter case thero aro brought into some of 

the rows lettera which belong to other rows and which are likely to 

disturb tho normal vowel-consonant proportions of plain text. That is, 

in an incorrectly-dimensioned rectangle some or the rows will have too 

many consonants and not enough vowels, in othor rows this relationship 

- 9 -
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1, 

vrill be reversed; whereas in a correctly-dimensioned rectangle each 

row will have the proper number of vowels and consonants. Hence in 

solving an unknown cryptogram of this type, if' a. count is made of' the 
~/ 

vowels and consonants in the rows of rectaDgl.es of various probable 
• 

dimensions, that rectangle in which the rows show the best distribution 

of' vowels and consonants is most likely to be the correctly-dimensioned • 

one, and the one that should be tried first. 

!.· Having ascertained the correct dimensions of' the rectangle by 

the foregoing procedure, the next step is to experiment with the - ~ ~ 

columns or the rectangle, trying to bring toge~her several which will 

show good digraphs, trigrap~s, or polygraphs in the rows thereof. 

This process of' combining or matching colunms in order to build- up 

these fragments of' plain text will heroin be referred to as anagramm.ing.4 

4..riie Standard Dictionary- defines the word anagram as follows: "(noun) 
1. The letters of a word or phrase so transposed as to make a dif­
ferent word or phrase; as, •time' and •mite' are anagrams of •emit•. 
2. A transposition; intorchan8e. 11 As a verb, it is defined as "to 
anagramma.tize; to make an anagram of; mako anagrams." (The construc­
tion ~f anagrmo.s was a very widespread pastime in previous centuries. 
See Wheatley• s _Of .Anagrams, London, 1862.) A strict i-nterpretation of 
the word would therefore confine it to cases wherein the letters to be 
rearranged already form bona.fide words or intelligible ~hrases. How­
ever, this would hardly be broad eD.Ollgb_ for cryptanalytic purposes. 
As used in cryptanalysis the word is commonly employed as a verb to 

t J 

refer to the process of rearranging the disordered letters of cipher 
text so as to roconstruct the original plain tart. 
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The procedure is to select a column which has a good assortment of 

high-frequency letters and find another column which may be added 

before or after the selected col1unn to build up high-frequency 

digraphs; when such a pair of columns has been found, attempt is made 

to add another colmnn before or after this pair to build up high.­

frequency trigraphs, and so on, gradually building up longer and longer 

polygraphs until entire words begin to appear in the various rows of 

the rectangle. In this process of anagramming advantage may be taken 

of such simple mathematical considerations as adding the normal plain­

tart frequency values of the digraphs in the columns to assist in dis­

carding combinations which are on the borderline of choice. Once a set 

ot tour or five columns has been correctly assembled it is usually the 

case that the process may be completed very quickly, for with the 

placement of each column the number of remaining columns possible for 

selection diminishes; tO'V'ra.rd the close of the process, when only two 

or three columns remain, their placement is almost automatic. 

f. It is deairnble as a final step to try to reconstruct, if 

possible, the liternl key from which the numerical transposition key 

was derived. 

7. Example of solution. - a. Given the following cryptogram, 

the steps in solution will be set forth in detail: 

CR!Pl'OGRAM (126 letters) 

ILHHD TIEOE UDHTS ONSOO EEEEI OEFTR 

RHNEA TNNVU 

R I V N L R N R \'l E 

UPOLR SOMTN 

RTGET A 

TLBFA EDFOY CAPDT RRIIA 

TUTCU VRAUO OOFDA ONAJI 

FRANF MNDMA SAFAT YECFX 

- 11 -
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b. The cryptogram contains 126 letters and the factors or 126 

are 21 3, 7, 9, 21, auggesting rectangles 7 ::r: 18 or 9 x 14. I:t' 1the 

former dimensions are taken, the rectangle may have 7 colmnns and 18 

rows or 18 columns and 7 ro-n; it the latter dimensions 6.l'e taken, it 

may have 9 columns and 14 rows or 14 columns and 9 rows. In making the 

vowel-consonant test described in Par. 5,!1 it is advisable to make the 
' . 

count on the columns as well as tho rows of a'rectaIJgle, since it is 

possible that the cryptogram We.a pregared by inscribing the plain text 

in rows and transcribing the text from the collDllJlS, or vice versa • 
. 

Arter examining a rectangle both hori.zontally and vertically, it is 
' o:t'ten possible to discard various nrraD.gements without further tests. 

For example, Fig. la shows a rectangle of 7 columns und 18 rows. Now in 

- 12 -
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7 x 18 

1 2 6 • 
i 1 ONT TU 3 18 x 7 

2 ONRCP 2 ~ 3 EV RU OS 3 
4 EUIVL 4 
5 ET IRR 2 l 
6 .E L A A S 4 2 
7 IIBRUOT 4 3 
8 0 FI 0 M 5 '· 9 EAVOT 5 5 

10 FEN ONO 3 6 
11 TDLFFF 1 
12 RFRDR 0 No. Of 
13 -RONAAR 3 vowels 
14 HYRONT 2 
15 NCWNF 0 
16 EAEAM 6 
17 APTJNT 1 
18 TDUID 3 

7 ll. D47 

a -
9 x 14 

1 2 
lISTBRTAT 2 
2 ORFIUON 5 
3 N R A I 'I N F T 2 
4 SHEACAR 4 
5DONDRUJA 4 
6 OEFIVINC4 
7IEAOVRUFF5 
8 ETYNAPM 4 
90ENCLUON L. 

10 E E N A R 0 L D T 4 
11 I V P N 0 R M 3 
12 D 0 U D R 0 S A 5 
13 E T T W F 0 S T 2 
14 F L R E D 1'4 A 3 

D3557735 

c 

.!?. 

14 x 9 

1 FOFMETNTOUNt.i 
2 UOTNDRLCFPFA 
3 D ]. R V F R R U D 0 R 'S 
4 HERUOINVALAA 
5 TEHTYIRRORNF 
6 SE?-TLCAViANSFA 
7IOIEBAREU.AOMT 
8 NOAFPITOJivINY 
90SETADVU01TDE 

No. 4 3 9 2 2 4 4 2 5 5 3 1 5 2 
of 
vowels d 

FIGURE 1. - 13 -
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4 
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a row or 7 letters there should be (7 x f/) ~ = 2.8) either 2 or 3 
. 

vowels; but 'l"Owa 12 and 15 contain no vowels at all and rows 8 and 9 

contain 5 vowels, row 16, 6 vowels. It is concluded at once that this 

arrangement is highly improbable. If tho plain text·had been inscribed 

vertically in this same 'rectangle, and then the rows had been trans-

posed in forming the cipher text, thon in each column (18 letters) 

there should be (18 x 40 ,& : 7.2) abou"t 7 vowels; but column 2 contains 

ll'vowels o.nd column 6 only 4. This likew.i.se indicates that it is 
' 

highly llD.probable that the massage was inscribed vertically and the 
• I 

cryptogram formed by transposing the rows. But lvhen the arrangement 

in Fig. l]?. is studied, it is not so easy to say at once that it is 

improbablo. For in 18 letters there should be about 7 vowels'and none 

ot the rows or this arr~ngemant shows too great n departure from this 

expected nmnber. This possibility lvi.l:-1 1'10.ve to be explored further and 

it is tor the moment put aside. Ir it bo aesUl'led that the message' was 

inscribed vert~cally in the rectangle 18 x 7 and the rows -subjected to 

transposition, there should be (7 i 40 % : 2.8) 2 or 3 vowels in each . . ' 

column. But sinco .several or the columns show r~ther conside:eable 

departures from this expected number, it may be concluded that a 

vertical inscription and horizontal trnnsposition is not probable and 

this assl.Dl'lption :mo.y bo eliminated. 
I 

Then the arrangements in Fig. 1.£. 

and dare studied fn"tho same manner, with the result tha.t at the end 

of the study the situnt1on as regards the various assumptions is sum-

marized as follows: 

- 14 -
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RectBJlgl.e 7 x 18 

7 columns and 18 rows: 
(1) Horizontal inscription, colUJllilar transcription •••• Very Improbable 
(2) Vertical inscription, horizontal transcription •••• Very Improbable 

18 columns and 7 rows: 
(3) Horizontal inscription, columnar transcription ••••• Possible 
(4) Ver~ical inscription, horizontal transcription ••••• Improbable 

Rectangle 9 x 14 

9 columns and 14 rows: 
(5) Horizontal inscription, columnar transcription ••••• Possible 
(6} Vertical inscription, horizontal transcription ••••• Ilnprobable 

14 columns and 9 rows: 
(7) Horizontal inscription, columnar transcription ••••• Improbable 
(8) Vertical inscription, hori~ontal transcription •••• Very Improbable 

.5!_· Discarding all assumptions except (3) and (5), the latter are 

subjected to turther scrutiny. suppose the o.verogo amount of deviation 

from the expected nmnber of vowels in each row is cmlcula.ted by finding 

the difference botwoan the actual and expected numbers in each row, 

adding these differences (neglecting signs), and dividing by the total 

number of rows. For assumptions (3) and (5) the results ~e as 1'ollov1s: 
r-1 

J • 
~ .\i 

13 x 7 ..... ~ Cl)'i 
0 

'" ~4ll • p 0 

l 2 l lt ~ 6 7 8 9 10 11 12 13 14 15 16 17 18 :i ,! IH& 
1 I E s E T T B y R 

., 't A A 1' T . F x 6 1.2 .i.li !•1 

L 0 0 E R N F c I T u 'O 0 0 N M a\ R 'J 1.8 .... 
3 H E N E R N A A I P. T 0 N L I'' D 'i' 1· 6 1.2 
4 H u s I ll v E p A ?-1 c 0 A R R !i y G 7 .2 
5 D D 0 0 N ll' D D R R u 0 j s A A E E 9 1.8 
6 'l' lI 0 E E "' ]!" 'l I w v F I 0 N s c T 6 l.2 ~ 

7 I T ], F A L 0 R v E R D u M F A F ..a\ 8 .8 
Total deviation = 8.2 

Average deviation = 1.2 

FIGURE lb. 
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m ~i r-t 

~ 
~ s:I 'tS 

0 CD 

2 x l~ 4-c i1 g 0 

• gi 1 2 ~ ~ s 6 7 8 9 i 
1 I s T B R T A T F 2 1.6 
2 L 0 R F I u 0 .N A 5 1.4 
3 H N R A I T N F T 2 1.6 
4 H s H E A 0 A R y 4 .4 
s D 0 N D R u J A E 4 .4 
6 T 0 E .F I v I N c 4 .4 
7 I E A 0 v R u F F 5 1.4 
8 E E T y N A p M x 4 .4 
9 0 E N c L u 0 N R 4 .4 

10 E E N A R 0 -L D T 4 .4 
11 u I v p M 0 R M G 3 .6 
12 D 0 u D R 0 s A E 5 1.4 
13 H E T T w F 0 s T 2 1.6 
14 T F L R E D M A A 3 .6 

Total deviation = 12.6 
Average deviation = .9 

FIGURE le. 

The average amount of' deviation for assumption (5) is only .9 as 

againat 1.2 for asaum.ption (3); therefore the former ass~ption is 

considered to be SQJD.ewhat better than the latter and it will be tried 

first. 

d. The columns ot the rectangle shown in Fig. 1.£ are now to 

be cut apart and the proceduro of' ana.graming applied. (For this it is 

best to have the cryptogram written on cross-section paper preferably 

with 1/2-inch squares tor ease in handling.) Consider co1umn'7, with 
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the letter J in row 5; thi3 letter, if it is a part of a word, must 

be followed by a vowel, which eliminates columns 1 1 3~ 4, and 5 as 

possibilities for placement on the right of column 7. Here are the 

digraphs formed by combining column 7 with 2, 61 8 and 91 and the 

totals obtained by adding the frequency values of the digraphs:5 
t' g.. l>t g. 0 

(l)R ~ (2)R ~ (3)~ ~ (4) ~ ~ 
!~ !~ &~ &'at 

~ !:> 7-6 t :> 7-8 ~:> 1::.2 ~ t> 
Ei:c 

A S - 41 AT - 47 A T - 47 AF- 4 
0 0 - 6 0 u - 37 0 N - 77 0 A - 7 
NN- 8 N T - 82 NF - 9 N T - S2 
AS - 41 A C - 14 AR-M. A Y - 12 
J 0 - 2 JU- 2 JA- 1 J E - 2 
I 0 - 41 IV - 25 IN - 75 I C - 22 
U E - 11 UR - 31 U F - 1 U F - l 
P E - 23 PA - 14 PM- 4 p x - 0 
0 E - 3 0 u - 37 0 N - 77 0 R - 64 
LE - 37 L 0 - 13 L D - 9 LT - 8 
R I - 30 R 0 - 28 RM- 9 RG- 7 
s 0 - 15 s 0 - 15 SA - 24 S E - 49 
0 E - 3 0 F - 25 0 s - 14 0 T - 19 
MF- 1 MD - 1 1.t A -_12. M A --22, 

Totals 262 371 427 313 

FIGURE 2. 

Combination (3) gives the hiGlJ.est freQ.Uency value for the di~o.phs 

and an attempt is made to ~dd a column to it. Here arc some of the 

combinations tried: 

5The frequencies shovm are as given in Table 6, Appendix to Militarz 
Cryptanalysis, Part I. The totals obtained by addition of the fre-
quency values of the digraphs should be cousidered only- as rough 
approximations or guides in welghing probabilities in tavor of -0ne 
hypothesis against another, fer theoretically the probability of the 
simultaneous occurrences of two o~ more independent events is the product, 
and 11ot the awn, ot their respective :p.robabili ties. Howover1 in this case 
the calculntion of tho produoto would involve an amount oi' lnbor entirely 
unwo.rranted by the results to be expectod, so that a simpla addtion of 
the probabilities is considered sui'i'ioient. 
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7-8-1 7-8-2 7-8-3 7-S-9 

ATI ATS ATT ATF 
ONL C N•O ONR ONA 
NFH ~l F N NFR N l!' T 
ARB ARS -- AR H ARY 
J A D .J A 0 JAN JAE 
I N !.I' INO I N-E INC 
UFI UFE UFA UFF 
PME PME PMT PMX 
ONO ONE ONN ONR 
LDE LDE LDN L D •r 
R M U R 1l I RMV RUG 
SAD SAO SAU SAE 
osn OSE 0 ST LST 
MAT MAF MAL MAA 

FIGURE 3 

e. Each of these combinations shows at lenst one "impossible" 

trigraph ,and several 11poor11 ones. 6 Arter r.iore or less work alone; 

these lines, the cryptanalyst begins to get the feeling that "something 

is wrong," tor, as a rule, once a correct st~rt has been made in cases 

of this kind, solution comes rather quickly. Hence, the cryptanalyat 
' decides here that possibly his first ~cice of combination (3) was a 

bad one, even though it gave the greatest total when frequency values 

for the digraphs were summed. The secend greatest total vra.s for 

combination (2), in which columns 7 and 6 were put together.' The in-

f'requent digraph JU suggests a vrord such as JUST or jCJNCTION. If it 
' 

were the former there should be a column containing an S in the 5th row, 

and there is no such column. If the word is JUNCTION, there should be 

a column containing an N in the 5th row, and there is only one such 

~allowing the steps taken in subparngraJ.)h ,!, frequency weights may 
be .given the various trigraphs in Fig ... 3 and the sums obtained taken 
as indications ot the relative probability ot each of the tour t~ials. 
These steps are here omitted, for they are obvious. 
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column, the 3d. Placing column 3 after column 7-6 gives the trigraphs 

shown in Fig. 4. All or these trigraphs are excellent except the 

last, and that one may be either an abbreviation of a signature,, or 

possiblJ nulls added to complete the rectangle. If the word JUNCTION is 

correct then there should-be a column with a C in the 5th row; but nono 

is found. However, column 9 has a C in the 6th row, and it it happened 

that the last column on the right is number 3, then column 9 would be 

the lat column. Thus, .as shown in Fig. 5, the arrangement of columns 

becomes quite definite: 

7-6-J 2-?-?-?-?-?-1-6-J 2-1-~-2-s-~-1-6-J 
J 

ATT F • . . . .ATT FIRSTBATT 
OUR A • . .OUR ALIONFOUR 
NTR T • . . . .NTR THINFANTR 
ACR y • • . •• AC H YHASREACH 
:r U N E • • • •• Ju~ EDROADJ"UN 
IVE 0 • • .IVE CTIONFIVE 
URA F • • . . .URA FIVEFOURA 
PAT x . . • . .PAT XEN'EMYPAT 
OUN R • • • . .OUN ROLENCOUN 
LON T • . .LON TEREDALON 
ROV G • • . . . ROV GUNIMPROV 
sou E • . . . .sou EDROADSOU 
0 FT T • . • . .OFT T li W E S T O F T 
MDL A • • . •• MDL ATEFARMDL 

FIGURE 4. FIGURE 5. FIGURE 6. 

1.· It is believed that the procedure has been set forth with 

auf'f'icient detail so as to moke i'urther demonstration unnecessary. The 

rectangle can be completed very quickly and is found to be as shown 

in Fig. 6. ' 
) 

8. The pJiObabla-word method of solution. - a. Tlle probable-word 

method of attack is as important in the solution of transposition 

ciphers as it is in-the solution of substitution ciphers, and if the 
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cryptanalyst is able to assume the presence or such probable words as 

are usually encountered in military communications, the solution, as a 

rule, comes very quickly. 

J!.• As an illustration, looking at the first row of letters in 

the rectangle ahOl'VD. in Fig. le, the letters I S T B R T A T F almost 

at once suggest FIRST BATT.AI.ION as the initial words of the massage. A 

rearrangement ot' the columns of the cryptogram to bring the necessary 

letters into Jurtaposition at once discloses the key. Thus: 
-

9-1-5-2-8-4-7-6-3 

FIRSTBATT 

ALI ON 

It will be noted that this assmnption requires that there be a column 

headed by FA, another headed by IL, another headed by RI, and so on. 

• 

Had such columns not been found, than the word BA'rl.1.ALION would not be , ... 

possible. In that case the word FIRST would still remain as a point 

of departure for further experimentation. 

o. In the foregoing illustration, the probable word was assmned 

to appear in the first line of te:xt in the rectangle. It the probable 
• 

word being sought is in tho interior of tha message, the steps must be 

modified somewhD.t but the basic principle remains unchanged. The 

modifications are of course obvious. 

9. General remarks on solution. - a. In solving transposition 

ciphers advantage should bd taken ot' all the characteristics and 

idiosyncrasies which are peculiar to the language of the enemy, because 

they often afford clues of,considerable assistance to the cryptanalyst. 

In all lElllgUB.ges there are certain letters, usually of medimn or low 
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frequency, which combine with other letters to form digraphs or high 

frequency. For instance, in English the letter H is of medium 

frequency, but it combines ilrith •r to form tho digraph T".d, which is o:r 

high.est frequency in literary text; it also combines with C, n letter 

of medium frequency, to form the i'airl7 frequent digraph CR. 't'he 

lotter V is almost in the low-frequency category yet it combines with 

E to fonn the digraph VE, which in military text is the 14th in 

frequency. The low-frequency lettar K often combines with C to form 

the digraph CK. Consequently, in working ,rd.th transposition ciphers 

in English, when there is an H, .attempts should be made to combine it 

first withia T, or with a C; a V should be combined first ~1th an E; 

a K should be combined first with a C; and so on. 

~· There is usually in evory,language at least one letter 

which can be followed by only a cei•tain other lettar, for.ming Ylhat may 

be termed an obligatory sequence, or an invariable digraRh· In all 

languages having the letter Q, the cClllb1na.tion QU ccnstitutes such an 

invariable digraph. 7 In genuine words 01· the Ga1"l!lall la.nguage the 

letter C is nevor used by' it.self, when present the lotter C is 

invariably tollowod by an H, except on rare occasions vmon the digraph 

CK is employed. In English, the letter J can be frJJ.J.owod only by a 

vowel; tho lotter X can only bD pracoded by a vowel and, except at the 

and of a word, can only ba succeeded by a vm•el, an.a. so on. Letters 

7 
The letter ~ may, of course, be part of an abbrevia~1on, such as SQ, 

for "square", or 1 t may be used as .. ,., null, or a.a a sign of punctuation • 
However, unless there are good reusons for believing that this lotter is 
used for these PU...""POses, Q.U may be considered to be an 1nvari•1ble 
digraph. 

- 21 -

. ~ . 



REF ID:A56913 

which behave in this mmmer, that isJ letters which have what :r.i.a.y be 

called a limited affinity in combining with ot~er letters to fo:cm 

digraphs, constitute good points of departure for solution and are 

therefore of sutficient importance to warrant their being designated 

by the more or less descriptive name of pilot letters • 

.!:.• Tho presence of pilot letters in a transposition cipher 

often fo:rms the basis for the assumption of probable words. Obviously, 

a special lookout should be kept tor words of' rather high frequency 

(inmilit&.ry' correspondence) which contain letters of low or medium 

frequency. The frequent word CAVALRY, fa:- example, would suggest it-

self if' the cryptogram has the lotters C, V, L, and Y, vmich are all 

of medium frequency. The important ·ROrd A'rl'ACK suggests itself if the 

cryptogram. has a K, a letter of low frequenC"'J and a C, one of medium 

frequency; and so on • 

.!• The mechanics of simple columnar transposition make possible 

the production of rather long sequepces of vowels and long sequences of 

consonants in the text of the cryptogram. Note, for example, in the 
I 

cryptogram on p. 11, the sequence or vowel$ O O E E E E I O E, and the 

sequence of consonant-a V N L R N R W. If tho enciphering or plain-

text rectangle is consulted, it will ba seen ~hat these two sequences 
-, 

belong together, that is, thay are in adjacent columns in that rectangle. 

It is a characteristic of plain tart that consonant-vowel or vowel-

consonant digraphs are much more frequent than consonant-conaono.nt or 

vowel-vowel digraphs,8 and ~herefore when long soquences of consonants 

8.rb.e CV and VC digraphs constitute about 62 per cent at all digraphs. 

- 22 -
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and of vowels are found in transposition ciphers, a good start toward 

solution may result from assumiDg that such sequences come from 

adjacent columns. 

e. It should, however,-be noted in connection with tell-tale 

letters such as Q (entering into the composition of Q.U) and C (entering 
I 

into the composition of CH),that astute cryptographers who realize the 

clues which such letters afford often replace the invariable sequences 

they form by a single character, usually one that is rarely used in the 

language in question. For example, CH in Ger.man may be replaced by 

Q., QU in French, by K, and so on. When this is done, solution is made 

more difficult; but only in those cases whore it is dependent upon 

finding letters forming obligator; sequdnces in plain text does this 

sort of subterfuge become a factor of l.Ill.portence. 

f. The presence vf many Q•s, or K•s, or X's in a transposition 

cipher should not, however, be taken as prima facle evidence ot the 

type ot replacement noted in the preceding subparagraph. It is possible 

that such letters may be used as sentence separators or other punctua-

tion, or possibly they may be nulls, although the alert cryptographer 

would either use nulls not at all or, if he had to, would use letters of 

medilllll or high frequency tor this purpose. 

S.• Because it is important that the cryptanalyat take advantage 

Of every peculiarity specifically applicable to a cryptogram to be . 
sol~ed, especially as regards the ~resence of low-troquency 11tters1 it 

is advisable that a lllllliteral i'requancy distribution be prepared, 

just as though he were going to decl. with a substitution ciphor. Thie 

is probably the ~uickost W9:1 ot cringing to light the peculiarities 

which may be helpful. in solution. 
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10. Reconstruction of' literal key. - a. The reconstruction or 

recovery of the literal key trom whioh tho numerical transpbsition key 

was derived is naturally the last step in the solution of cryp:tograms 

ot this type. It is often of more than merely academic interest, 

because if' it is found that the e~ID1Y·is employiJ18 tor this purpose 

words or phrases of a simple nature associated with the locale of 

operations this tact may be of 1m~ortance in subsequent work. 

b. In this process there are only a f'ew guidill8 principles to be 

noted and much must be left to the ingenuity and imaginative powers of 

the cryptanalyst. Taking ..a.s an example the numerical key uncovered in 

the solution of tho cryptogram. in Par. _7, the procedure will be set 

forth below. 

c. The numerical key ref'el!red to was found to be 9-1-5-2-8-4-7-6-3. 
) 

Assuming that this sequence was derived in the usual manner, by assigning 

numbers to the letters of' a keyword in accordo.nce with their relative 

positions in the normal alphabet~ the~ it is likely that the digit 1 in 

the foregoing numerical key represents a letter at or at least close to 

the beginning of' the alphabet. Since the digits 2 and 3 are to the 

right of',l in the key, it is likely (i) that the letter represented by 

l occurs two more times in the k~10rd, or ( 2) that they represent an­

other letter, also near the begiDning ot the alphabet, and repeated, or 

(3) that they represent two different letters both near the beginning 

ot the alphabet. The digit 4 must represent a letter beyond the letter 

represented by the digit 3;_the digit 5 must represent one beyond the 

letter represented by the digit 4, and so ... on. Assuming that the letters 

com.posing the keyword ar~ fairly wall distributed over the entire 
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alphabet the digit 7 must represent a letter near or slightly beyond 

the middle of the alphabet, the digit 8 must represent one further 

toward the end of the alphabet than does the digit 7, and so on. As­

signing several values to the digits, in accordance with the foregoing 

principle, the results are as follows: 

1-2-3-4-5-6--7-8-9 

9-1-5-2-8-4-7-6-3 

RAKAMFLKA 
SBLBMGMLB 
TCMCOHNMC 
UDNDPIOND 
VEOERJPOE 
w 
x 
y 
z 

FIGUP.E 7. 

!• Mow comes tho trying procoss of finding a "good" word in this 

assemblage of letters. The beginning and end of the word are the 

easiest points of attack, and it is use:f'ul to keep in mind the relative 

frequency order of letters as initial o.nd final letters of the lBDgUa.ge 

in question. 

For English, the data are as follows:9 

As Initial Letters • : • T S A F C O R D. N P E M I W B H L U G Y V J Q. K Z X 

As Final Letters • • • • • E T D S N Y R 0 H L A F G P M X C K \'i U B I Z Q, J V 

Stud1"1ng the lie~ of letters at the end of the key, it is seen that E 
l 

is one of the possibilities. It thnt is correct, then n good ending 
, 

would be one or tho ty-~o V-C-V, with E as the final letter. There is 

9Taken trcmi Tables 2-D (2) and 2-E (2), p. 111, Military Cmtmialysis, 
Part I. 
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but one vowel in the column under the digit 7, the letter o. Tl~is 

gives OKE, OLE, CME, ONE as possible ending trigraphs, the best of 

whic~ from a frequency standpoint is ONE. Seeing the letters P and 

H in columns 5 and 6, the ending PHONE and then the word TELEPHONE 

suggests itself. Checking to see if there are any inconsistencies, 

none is found &Ad the solution is: 

Column number ••••• l-2~3-4-5-6-7-8-9 
Numerical key ••••• 9-1-5-2-8-4-7-6-3 
Literal key •••••••TELEP H 0 NE 

!.• In fUture studies cases will be encountered wherein the re-

construction of the numerical key is an essential or at least use:rul. 

element after the solution of one or more cryptogrmns has been 

achieved by cryptanalysis; this is done in order that subsequent crypto-

grams in the same key can be read directly without crypt8llLllysis. The 

reconstruction of the numerical key is, however, a different process 

than tho one illustrated in this parogrnph, wherein the p~oblam is 

solely one of building up a literal key from its numerical equivalent. 

11. Column and row transposition. - It should be obvious that 

when the rows as well as the columns of a completely-filled rectangle 

undergo transposition the 1ncrdase in security is hardly ~'Orth mention, 

since the underlying procedure in solution aims simply at assembling a 

few columns on the basis of "good" di~aphs and trigraphs brought to 

light by JuxtaposiDG columns. After three or four columns have been 

properly juxtaposed, the placement of additional col'Ull"&IlS becomes easier 

and easier, merely by continuing to build upon the fraE91J.ents 9t words 

in the rows. Hence, the cryptanalyst is, during a large part or the 

proceJS• not ~e.rticularly interested in the intelligibility of the text 
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he is building up; only at i;he ond of the procoss doos tr.is become a 

ta.ctor. Jlli.an c.ll of the columns mve been asse:lblet!. in proper order, 

then the text v1ill rcQd continuously UL the nomul wmner. (left to' 
. 

right, i;op to bottom) • If' :I. t does not, t.11on it is W!ue.lly c. very 

simple matter to rearrange the row<J of the rectangle to bring this 

about, since the letters at the ends and beginnings of the rows give 

the necessary clues for continuity • 
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SECTION III. 

INCOMPLErELY-FILLED RECTAHGLF.S 

General principle~ underlying solution••••••••••••••••••••• 
Construction of diagram •••••••••···~··••••••••••••••••••••• 
Solution of example •••••••••••••••••••••••••••••••••••••••• 
Alternative method of' solution ••••••••••••••••••••••••••••• 
Example -of' solution by alternative method •••••••••••••••• , •• 

Paragraph 

12 
13 
14 
15 
16 

12. General principles underlying solution. - .!.· In the system 

designated keyed columnar transposition the feature which diff'eren-

tiates an incompletely-filled rectangle trom one that is completely 

filled is a ver,r simple one from the cryptographic point of view: the 
,. 

bottom row of the rectangle in the f~rmer case merely lacks one or more 

letters, a feature which only very slightly complicates the system in 

practical operation. But the consequences of' this simple difference 

between the two types are, from the crr1ptanalytic point of vio\o;, quite 

profound, and the cryptanalytic uffoct of this small change in crypto-

graphic proc~dur~ is s~am.ingl.y all out of proportion with the simpli-

city of the difference. 

b. Cryptograms involving completaly-fillod rectangles arc 

rnthor dasy to solve because of two circumstances. In the first placo, 

since tho rectangle is compldtely fillod, tho various possible dL~en-

sions of the rectangle can bo ascertained by noting the factors of the 

total nun.bar of letters. Usunlly only a f~w yoss1bil1ties are indicated 

and therefore this materially reduces the amount of e:xpc~imentation 

that would bo required in the absence of this situation, since it is 

obvious that when working with incompletely-tilled rectanslea a good 

ma.Dy rectangles of various dimensions become poss1b1lit~es tor trial. 
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In the second place, the columns in a completely-filled rectangle 

all contain the srune numba1· cf' letters, and therefore the anagramming 

process (matchil'.g and assembling of columns) can be perfomed without 

any mental reserv~tions such ns must be me.de in working with incompletely­

:f'iLled rectangles because of' uncert11inty as to whether the letters which 

are juxtaposed to :f'o:rm digraphs and trigraphs really came :f'rom the same 

row in the Illa.in-text rectangle. The latter statcm~nt calls :f'or a bit 

more explsr~~tion. 

c. The columns of an incompletoly-:f'illod rectangle are of' two 

sorts which may convenitlntly ba design.<J.ted. as 12!!& and short. The long 

columns are nt tbe lof~ of' the rectangle and each ono contains just one 

more letter than the short col'IE'.ns, \'r~lich are at tho right. This 

follows, of' course, from. the fact that it is only the le.st row in such 

a rectangle which lacks one or more letters to complete the rectllllgl.e. 

The term width, .as ·1pplied to a tr::mspcaition rectangle, -r1ill be con­

venient to desigl'.ate ti1~ numbo:r of colur~.ns, which is, of' course, 

detemined by tllo lengtl: o:r tho nur.ieric~ll key or the number of' letters 

in the litera.1 key. Given the width of the rectangle and the total 

number of' letters in the cryptogrtun, the length and numbor of tho long 

a.nd the short columns mny bo found by a. slmple calcultttion: Multiply 

the width or tho rectcngl.e by the E1IO.O.llast number wl4ich will yiold a 

product greate!' than the tot°:'ll number of' lettors in the cryptogram. The 

multiplier gives tho langt?! of' tho loni~ eolu."'llls; this multiplier minus 

1 gives the length of the short columns; the oxcess over the total 

number or letters gives tho number of short columns, the latter 

dPducted from the width gives the number of long columns. Thus, with a 
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cryptogram. 01' 287 letters ~ a rectangle. 15 columns in width: 

[15 x 20) - 13 = 281) i the long columns will have 20 letters, the 

short ones, 19 letters; th~re,\{111be13 short columns and 2 long ones. 

d. Now if the cryptanalyst were able to cut up the text of a 

cryptogram produced from an incompletely-filled rectangle into sec-

tions corresponding in length ?'1.th the actual long and short columns, 

he could handle those columns in exactly the same ma:iµier that he 

handles the equal-length columns in the solution of a cryptogram pro-

duced from a completely-filled rectangle. In fact, tho solution would 

be easier because he knO\YS that all the short columns fall at the right, - ) 

all the long col\JlllD.s at the left of tho transposit~on rectangle, and 
..... 

therefore the amount of oxparimentation he must undertake in his 
' attempts to juxtapose columns in the anagramming process is considerably 

reduced. But, 11Ilfortunatoly, there is usually no way in which, at tho 

initial stage of solution, the cryptanal.yst can find out, from a 

single cryptogram, whi,ch are tha long columns and which the i:ihort. This 

is obvioualy a matter directly coDJlocted with tho specific transposition 

key, and the latter io the solo unknown factor in the \vb.Ole problem. 

e. If it were practicable to trc.nscribe a Cl"'JPtogram of thia 

type according to .!!!, the possible transposition keys for a given width 

or. rectangle, solution would obviously merely consist in scanning the 

various rectSDgles to find the one which is co1'":'ect - for there will be 

only one such :-actangle-. A roctar..glo 15 columns in vddth may have b~en 

enciphered by any ono ot factorial 15 ~ransposition k~ys. 1 11Jh1te it is 

17actorial 15, or 15 x 14 x 13 x ••• x 1, equals 1,369,944,576,000 
different transposition koys. 
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conceivable that machinery might be devised tor this purpose, so that 

the production of' the millions of' possible rectangles could be effected 

in a relatively short time, in the present state of' the art no such 

machinery has yet been devised. Furthermore, it is problematical 

whether a solution by such means could be achieved in a reasonable 

length of' time even if the machinery were available, because of' the 

immensity of' the task it would have to perform.. 

!· However, this question may be asked: Given a cryptogram of' 

T letters and a rectangle or A columns in width, is it possible to tran­

scribe the text within a single rectangle so that the latter will show 

what letters will constitute the respective columns for all possible 

transposition keys of' A elements? If so, then such a rectangle would 

be useful in trying to solve the cryptogram, because the rect8llgle 

would then limit the amount o:f' expe:rllllentation that would have to be 

performed by the anagramming process, since it vrould show whether or 

not two letters which are brought together in that process to fo:nn a 

digraph could possibly have been in the same row in the plain-text 

rectangle. If not, then of course there would be no use in forming 

such digraphs, and thus the number of trials bec':>Dles much reduced. An­

other way of indicating what is meant is to say that such a rectangle 

would show the maximum amount that one column may be shifted up or down 

in trying to match it with another colmnn in the anagramming process. 

This will be made clearer in G subsequent paragraph. At this point it 

will merely be stated that it is easy to prepare a rectangle of tho 

nature indicated above, for any keyed columnar transposition cryptogram. 

1). Construction of' diagram. - .!!.· Given the following cryptogram 

or 224 letters and an assumed width of 12 colmnns in the enciphering 

rectangle: 
- 3l -
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~ # r ; I 
} T r f# 1~T 
1 __ .. :_ ,I #~II ..lz; 
;:t~L/:11-=11#I--11J::_:J 
ABCDEFGHIJKLMNO~QRSTUVWXYZ 

!!.• A cryptogram of 224 letters and a rectangle of 12 columns 

[(12 x 19) - 4 : 221J indicates 4 ~hort columns of 18 letters and 8 long 
' columns of 19 letters. The outlines of a rectangle of this specification 

are drawn on a sheet of cross-section paper and the text is transcribed 

within it, tor the moment assuning merely that the transposition key 

consists merely of the straight sequence of numbers l to 12. Thus: 
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123456789l>ll.l2 
O N M C :M: H Y T 0 A F A 
DIATIBONOIIT 
NENRAVIOTITS 
NTLMITKTHEAO 
PGNSTBNREANA 
TNOCEEKAATLL 
IWELASTACENO 
RTBCIRNVNEND 
NTOSJSDRSAt"I 
TMUONYAIHLAR 
DEHESLHREAC,O· 
TDEFOXISEELR 
USNCIRRTVNRY 
B.TLFVOHGTEEN 
0 EE FF R Q, SR E N.N 
E 0 S T 1l U I E E M: R R 
XIEEBMEFSYTG 
ATAEIETERTRY 
LDAEETEA 

FIGURE 8. 

..£• The rectangle shown in 

Fig. 8 is the same as though it had 

been assumed that the key numbers 9, 

10, 11, and 12 happened to fall at 

the extreme right in the numerical 
. 

transposition key. Column~ 1 to 8, 

inclusive, would then be long columns, 

and columns 9, 10, 11, and 12 would 

be short columns. But suppose that 

the key nmnbers on the extreme right 

happened to be 1, 2, 3, and 4, instead 

of 9, 10, 11, and 12. Then columns 1, 

2, 3, and 4 would be the short columns, 5 lio 12 the loDg ones. In this 

case, making reference to Fig. 8, the final lettllr of colmr.n 1 would 

pass to the top of column 2; the final two letters of column 2 would 

pass to the top ot column 3; the final 3 letters of column 3 would 

pass to the top of column 4; the final 4 lettors of columns 4, 5, 6, 7, 

and 8 vrould pass to the top of columns 5, 6, 7, 8, and 9; the final 3 

letters of column 9 would pass to the top of col'UI'ln 10; the final 2 

letters of column 10 would pass to the top of column 11; und the final 

letter of column 11 i.vould pass to the top of column l?. 'rhe results ot 

the foregoing reasoning are indicated in Fig. 9. 

.!· Now the capital letters in Fig. 9 represent the letters which 

are in the columns in case the first :tw"pothesis (key numbers 9 1 10, 11, 

,12 at the extreme right) is true. ,Tho capital letters above the heavy 
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1 
12J~~6zs2Dnl? 

t mu i e - - - - ... 

2 e e b m e f e 

' t a e 1 e t e s y 
4 1 d a e e t e a r t r 
5 ONMCl!RYTOAFA • 6 D!ATIBONOIIT 
7 NENRAVIOTITS 
8 NTLMITKTHEAO 
9 PGNSTBNREANA ::: 

10 TNOCEEKAATLL 
11 IWELASTJ\CENO 
12 RTBCIRNVNEND 
13 NTOSJSDRSAUI- ,-

14 TUUONYAIHLAR 
15 DEHESLRREAC,O 
16 TDE'FOXISEELR 
17 USNCIRRTVNRY 
18 RTLFVOHGTEEN 
19 OEEFFR BRENN 
20 EO.STMUIEEMRR 
21 XIEEBMEFSY 1rG 
22 ATAEIETERTRY 
23 LDAEET.EA 

t 

FIGURE 9. 

• 

1 
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black line together with the small letters at the top of ~he diagram 

(the latter forming what may be termed the crown) represent the letters 

which are in the columns in case the second hypothesis (key numbers 1 1 

2, 3, 4 at the extreme right~ is true. Therefore, Fig. 9, since it 

covers the two possible extremes with reference to the positions 

occupied by the short columns, embraces all possible intermediate con­

ditions and shows what letters ma;r be in the respective columns under 

!!!l_ possible arrangement of long and short columns 1 and hence this 

diagram is applicable to any possible nllillerical key tor the cr;yptosr8m 

in question and tor the assumed width of recta.ngle. Therefore, in the 

anagramming process such a diagrmn shows the maximum possible amount 

th.at any colmrm may be shifted up or down in juxtaposing two columns to 

f'om digraphs of' letters assumed to come from the same row in the plain­

text rectangle. This is because all the letters of the let row of the 

aatual enciphering rectangle will be found in rows 1 to 5, inclusive, 

of Fig. 9; al...1. the lcttors of the 2d row of the rectangle will be found 

in rows 2 to 6, inclusive, and so on, as indicated by the braces at the 

right in Fig. 9. 

e. Thus there arises the following important principle: Desig­

nating the number of short columns in a specific diagram by E.• only such 

letters as fall within (a_ i"" 1) consecutive rows, will be letters that 

may have appeared in the same row in the actual transposition rectangle. 

Or, another way of stating the principle is this: both members of any 

pair of letters actually in the same rov1 in the transposition rectaDgle 

will be found only among the letters appearing in (E. + 1) consecutive 

rows in tho reconstruction diagram. In the case under discussion, if 
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the first letter of' such a pair.is located ~n row 8, tor example, the 

other letter cannot be in rows 1 1 21 .31 or l.3 to 23 ot fig. 9. 

!• The uset'Ulnesa of this principle will soon become apparent. 

For example, again referring to Fig. 9 1 take the letter Q in row 19, 

column 7; it must be followed by a U 1n the plain text. There are 4 U•s 
~ -

in the message; they are in row 1.3 column 11, row 14 eolumn .31 row 17 

column 1, and raw 20 '1Jolumn 6. Now the question is, can any of these 4 

U•s follow the Q, or may one or more of, them be eliminated f'rom con-

' sideration at once? Since tho U•s in rm?s 1.3 and 14 fall outside the 4 . . 

consecutive rows_above that in !11ich the Q is located! it follows that 

neither one ot these u•s can be the one that succeeds the Q. 'l'hus two 

candidates are automatically eliminated f'rom oonsiderat.1on. The U in 

row 17 and' the U in row· 20 are both possible candidates. 

14. Solution of example. - a. With the foregoing preliminaries 
' - , 

out or the way, the solution of the cryptogram can now be carrie,d tor-

ward with rapid progress. It has been indicated that the Q, ~~ r_ow 19, 

column 7, (Fig. 9) , may be combined w1. th ai ther the U in row 17 column 

1, or the U in row 20 column 6. Suppose the columns of Fig. 9 are now 

cut apart for ease in anagramming. Juxtaposing the indicated columns 

yield,s what is shown in Fig. 10. Since the combination Sh.o\m at . ' 

Fig. 10!, involves column 1 1 it obviously begins with the letter O and 

ends with the letter A or L; no other letters can be added to this 

column. Since column 7 is already the maximum. length this column can 

be under any circumstances, no letters can be added to it at the bottom. 

Theretore, all the digraphs possible to foim by juxtaposing these two 

columns are indicated in Fig. lOa. There are only 17 digraphs i~ all, 

- .36 -

• 

!f 

' 

i 



• 

• 

u 
m 
e 
t 
y 
0 
iO 
KD 
NN 
KN 
TP 
NT 
DI 
AR 
HN 
IT 
RD 
HT 
QU 
IR 
E 0 
TE 
EX 

A 
T 

a 

ub 
mi 
e e 
t H 
YB 
ov 
IT 
KB 
NE 
KS 
TR 
NS 
DY 
AL 
HX 
IR 
RO 
HR 
QU 

"TM 
EE 
TT 
E 

b 

FIGURE 10. 
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whereas there should be at least 18. 

Hence, combination 7-1 is impossible, and 

combination 7-6 is the only one that needs 

to be considered further. There are many 

excellent digraphs in it, and only one 

which adn1ittedly looks rather bad, the BX. 

Seeing the digraphs KB and KS in these 

columns, a good assumption to make is that 

the K•s are preceded by the letter c. Is 

there a column with 2 c•s in approJCima.tely 

the correct region? Column 4 meets this 

requ1re."Uent. Note the excellent trigraphs 

it yields, as shoYm in Fig. 10_£.. It now 

becomes fairly easy to add columns to this 

nucleus. For instance, the tr1graph R Y B 

suggests a word ending in R Y, such as INFANTRY, ARTILLERY, CAVALRY; 

the trigraph M O V suggests MOVING; the trigraph C K B suggests the 

word ATTACK; followed by a word beginning with B, and so on. 'l'rial of 

only a f'ew colmnns soon yields l'lhat is shown in Fig. lOd, from which it 

soon becomes probable that _the long columns end ~~th column 12~ since 

the letters attor LY yield an impossible sequence (.EE E Y). Since it 

was originally assum.ed that there are only 4 short columns in the trans-

position reotangle, and since 4 columns have already been placed at the 

right (4-7-6-10) 1 the rectangle, wii..h the colu:nns thus far placed, must 

be as shown in Fig. lOe. This then at once tells what the limits of 
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e 
a u 'h 
ami 
c e e 
TtR 
RYB 
ld 0 v 
SIT 
CKB 
LNE 
CKS 
STR 
ONS 
EDY 
FAL 
CHX 
FIR 
FRO 

"YH R 
E.Q..U 
EIM 
EEE 

TT 
E 

FIGURE lOc 

1 
2 
3 
4 
5· 
6 
7 
8 
9 

10 
11 
12 
13 
14 
1.5 
16 
17 
18 
19 

l 

FIGURE lOe -
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l:-12-4-7-6-D 

aub 
am i e 

o r c e e s 
D !,.. T t H r 
NT RYBA 
NSMOVI 
POSITI 
TACKBE 
ILLNEA 
ROCKST 
NDSTRE 
TIONSE 
DREDYA 
TO FALL 
URCHXA 
RYFIRE 
ONFRON 
ENTHRE 
x RE QUE 
AGE IMM 
LYE E EY 

TTT 
E 

FIGURE lOd -
1121.. 7 6 D 
on CE ES 
DA T TH R 
l'l T R y .l:l A 
NS l{ ov I 
PO s IT I 
TA CK J:j E 

L L .N .I! A 
0 CK ST 
D s TR E 

TI 0 N SE 
I R ED l A 
TO F AL L 
t H G HX A 
l1 I 1.1r .I .t1 JC 
ON 1..1!" R ll N 
.I! N T H 11 E 
JI R E Q lJ E 
JI G E IM M 
L YI 

columns 2, 3, 5, 8, 9, and 11 must be, 

and the rectangle can now be f'illed 

in without f'urther delay. The com-

plated rectangle is shown in Fig. 11. 
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14 
15 
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8 2 5 3119 1121..? 
:E N E 14 y F 0 R CE 
'l IM A TE D A T T 
J! E I N FA N T R y 
'l 'J.' A L I 0 N s 'M 0 
.N G I N TO p 0 S I 
ON T 0 A T T A CK 
TW E E N H IL L N 
li T A B L ER 0 CK 

"' '.L' l. 0 .L'I .A .L'I 1J B '.L' 
11 I.I J u N 0 T I ON 
VE N H u N DR ED 
R 1J s E AS TO FA 
I B 0 tl c 11 u R c H 
E TI L LE R y FI 
8 li: v E RE ON FR 
TO F s EV EN TH 
GI M E N TX R EQ 
ST B A RR A G E I 
E1D I A TE L"XJ 

FIGURE 11 
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b. The last step, recovering the literal key, is then taken. The 

key is to be found among the letters of the diagram in Fig. 12. 

8-2-5-3-ll-9-l:-J2-4-?-6-D 
NEMERNARHNMP 
OFNFSOBSIONR 
PGOGTPCTJPOl3 
RHPH RD KRP-'r 

FIGURE 12 

The termination ATIONS seams a likely possipility. If this is correct, 

assignment of letters becomes modjfied as shown in Fig. 13: 

8-2-5-)11-9-1-12-4-7-6-D 
OENETPATIONS 
p R 
R S 

!i'IGORE 1,3. 

The word PmmTRATIONS will tit and it is taken to be presumably correct. 

There is no absolute certainty about the :matter, tor it is conceivable 

and possible that there are other words which can be made to fit the 

sequence of key nunbers given, but inasmuch as the recovery of the 
I 

literal k97 is not an essential part of the solution and is often 

merely a subject for c~iosity or speculation, no f'Urther tJ.Me will be 

spent on the matter. 

15. .Alternative method of solution. - .!.• Tho foregoing solution 

will no doubt appeal to the student as being straightforward and simple -

if' the original assumption as to the width of the transposition 

roctaDgl.e is correct. But 1 unfortunately, there is no way of' knowing 

whether such an original asstmption is correct until solution is well 

undar way. In practice, of course, t11ha.t might be done withln a well-

organized cryptanalytic unit would bo to divide up the work among the 
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I 

individuals constituting the unit, each being assigned one or more 

specific hypotheses to _try out with respect to width of rectangle. 

Then one of these individuals would find the cor~ect width and he 

would be joined by the others as soon as an entering wedge had been 

found in this \'Jay. Or, if the cryptanalyst is working alone, he must 

try out successive hypotheses as to width of rectangle until he hits 

upon the correct one. In making these hypotheses he must be gui.ded by 

previous experience with enemy correspondence, which ms.1 at'tord clues 

as to minimum. and maximum''Widths-ot rectangles • 

.!!.• However, thor.o is anothor motbod of attack w'hich docs not 

necessitate making ~ definite ~nitial aesunptions with respect to 

the width ot the tra.nsposi ti on roctangl.o. This metl!od is a modifica-

tion ot the method sc>t tort~ in the preceding paragra.pl1. The text ot 

tho cryptogram is wr.i.tten out colur.umisa on cross-soction paper, evory 

5th latter b~ing nunbered tor purposes Of roteronce. Plenty or space 

is left between the colUDUls, and- about 10 or 15 letters at the bottom 

or each column are repeated at tho top ot the next oolumn so that atJ 

any point in the transcription there will bo in a single unbroken 

striDg at laast one complete oolumn of letters from the transposition 

racte.Dgle. Then a section or consocutivo letters of text is written on 

a separata strip ot cross-soction papor, coll.mll:wiso of course, and by 

juxtaposing this strip against thG wl.1ole t~xt, sliding it to-various 

points of coincida~ce against the text, an attempt is made to find that 

ppsition in which the best digraphs are folllled of the lotters on tho 

movable strt-p and tho fixed sequence. Of course, if there is a Q in 
r 

tho cryptogram, tho sliding strip section is made to contain this lettJr1 
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and the strip is then placed agai~st the text where a U is found, so 

as to f'orm the digraph Q.U. The digra-phs .rormed above and belo·..v tho Q.U 

are then studied; possibly a written record is made of' the digraphs 

round. Then the same thing is done with the Q and all other U•s in tho 

text, to insure that a correct start is made. It ia this initial step 

which is likely to give tho most dif'f'iculty (if' ther9 is anything 

dif'f'icult at all in the procedure) and it is important that it be cor-

rect. It this first step is easy, t1en solution follows quite rapidly; 

if' the cryptanalyst is unlucky and ~.akes several false starts, ~he 

process is likely to be a sloli one. In choosing from among several 

possible juxtapositions it J11ay ba advisable to calculate the probability 

value of' each possib1lii;y by adding the frequency values of' tho di-

graphs, as explained in Par. 7d. In tho abaunce of any Q's in ~he 

text, recourse muat be had to thJ formation of' other probable digraphs, 

based upon the prooonce of' certain other tell-talc low-frequency 

letters, such as C, H, J, K, V, anl X. The cryptanalyst is fortunate 

if there are two or three of those l0\'1-frequency letters cloa~ to one 

another in a series of' letters, for 1n this cnsc he ca1'. search for a 
.J 

place where there are high-frequency lot~ers (in a corresponding 

sequence) that might be combined with th3?1J.. For e:mir.ple, suppose that 

a toxt shows a sequence • • • V E !I I! IC ••• ; a aoquenco suC'.h an ••• 

ART CC ••• would be excellent to try, for it will yield th~ digraphs 

AV, RE, TH, CH, CK:. Or if there is a. long sequence of consonatt.ts, the 

c:ryptanalyst should look for a correspondingly long sequence of V0\'10ls, 

since thesa ma.ke the boat ~omb:inutions e.nd ~1r,: therefore most prob£1.1>lo. 

For theso reasons it pays to study the text quite ca..re:t'ully before 
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. ._ 

Q_hoosing a starting point, to find all such peculiar s~quences as 

might be useful in affording a good point of departure. It should 

also be noted that there are at least two correct positions at ~'hich - .:. 

the sl1d1Dg strip can be juxtapooed against the text, since in the 

enciphering rectangle the letters in one column tom digraphs with the 

letters in the column not only on the right but,also on the left. In, 

the absence of aD1'·Q•s, or other lOW:"frequency-letters suitable tor a 

point of departure, the very- first 20 or 25 letters of the ~ryptogrem 

may be used as the starting point, since these letters came tram col~ 

1 of the transposition rectangle and therefore there is no uncertainty 

at least as to the letter which is at ~he top of that column; ~r~.the 

last 20 or 25 letters of tho cryptogram· may be used as the starting 

point, since these letters came from the last-numbered ,column of the . 

roctangle and therefore there is no_uncertainty at least as to the 

letter \'lhich is at the bottom of that column. 

c. Suppose that a good initial juxtaposition has been found for - ~ 

the portion~f tho text that has been written on the sliding strip, and 

that a series of oxcellent digraphs has been brought to light. The ., . 

next step is, of course, to add to those digraphs on either side by_ 

:f'inding sections of' text that will yield "good" trigraphs and tetra­

graphs. For example, suppose that_ the initial juxtaposition has 

yielded what is shown in Fig. 14. Tho d1gJ;"S.ph PR suggests tho.t_ it must 

be followed by a vowel, preferably E, A, or O; tho d1gre.p4 AV might be 

part of' the word CAVALRY, in which case !t will be followed by A; the 
' . . 

digraph CR suggests that 1 t might bo t-ollowed by the vowel A or E. A 

place is therefore sought, in tho rest of the text, where there is a 

. 
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sequence of the lette~s here desired, and, of course, at the proper 

intervals. 

in Fig. 15. 

• • 
• • 
• • 
RR 
NA 
PR 
TO 
AV 
RE 
TH 
CH 
ex 
IL 
TI 
CR 
BE 
ZE 
EA 
• • 
• • 
• • 

FIGURE 14. 

Suppose such a sequence is found and yields what is shown 

The skeletons of' words are now beginning to appear. 

• • • 
• • • 
• • • 
RRS 
NAT 
PRE 
TOR 
AVA 
RED 
THR 
CHU 

'CKA 
ILL 
TIN 
CRA 
BES 
ZER 
EAO 
• • • 
• • • 
• • • 

Ji'IGIJRE 15. 

Assuming that A V A is ~ndeod part 

ot the word CAVALRY, there should be 

an L to follow it; the trigraph T IN 

suggest~ the termination G; the tri-
_, 

grnph Z ER suggests the word ZERO. A 

section of text is the~et'ore sought, 

which will have the letters L, G, 

and O in the order 

L !. 2 .l !J:. .2. .2, G !. _g_ O. Enough has 

boon shown to demonstrate the procedure. 

In the course of the work it soon be-

0011'.es evident where the ends of 

columns are, because the digraphs 

above and bolow the nuclear or "good" portion become "bad" quite sud-

denly, just as soon as letters belonging to non-adjacent columns in 

the original rectangle are brought togothor. For exmnplo, in Fig. 

15 it is observod that the topmost tria?"B-Ph R R S is highly :lmprobablo, 

and likewise the bottom-most trigraph E A o. This suggests that these 

letters have been brought togother erroneously, that is, that they do 

not bolong in adjacent columns in the enciphoring rectangle. If this 

is true then the "good" portion is composed of tho 13 l;ettars between 

these two extremities and therefore the columns are about 13 letters 

long.. Additional work will soon show exactly how long each column really 
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is, and Vlbe:o. this :tias been ascertained the problem has been practically 

completed, since at the same time that this becomes evident the 

sequence of columns has also become evident, 

16. Example ot solution by alternative method. - !.• Using the 

cryptogram at Par. 14 as an example, Fig. 16 shows how the text might 

be transcribed on a sheet of cross-section paper. Noting that the 

message centains a Q as the 129th letter, a section of text to include 

the Q is transcribed on a strip ot cross-section paper and this strip 

is then juxtaposgd against the whole text so as to bring the Q in front 

of a U. How many lattors should be included in this strip? The 

message contains 224 letters; if a width of say 10.to 20 columns is 

assumed, the columns of the recty.ngle will bo nbout 12 to 22 letters 

in length. It will be safer to assum.e a convenient length closer to 

the ma:dmum than to the -minimum; consequently a length of 20 letters 

will be tentatively assumed. Now the Q may be at the top of a column, 

at the middle, or at the bottom.--there is no wai ot telling at this 

point. Hence, to make sure that nothing is overlooked, suppose a sec­

tion of 41 letters is taken, with tho Q at tha center. There arc 4 

U•s in the message, and four tr!als a.re to be made. The results are 

as indicated in Fig. 17. Examining combina.tion 1 in Fig. 17, the 

digraphs formed both above and below the QU aro not at all bad. In 

fact, not one of those above the QU 1a impossible and tho same is true 

of those below the QU until the digraph V N is reached. Hence, combina­

tion 1 is possible. As for combination 2, this at once appears to ~e 

bad. Trigrarhs such as I I, and I H are highly improbable, and this 

combination J!1B¥ be discarded with safety... Combination 3 is possible from 
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0 31 D 61 M 91 F 121 T 151 E 181 A 211 A 
D s s M N A E L 
N T c B D 0 N 0 
N E L I A 0 E D 

l p 3.5 0 65 c 9~ E 125 H 155 T 185 E 215 I 
T I s H I R M R 
I T 0 B R E y 0 
R D E v H A T R 

... N )I F T Q • c F y 
10 T 40 A 70 c 100 B 130 I 160 }I 190 I 220 N 

D ?i F E E s T N 
T L F s T H A R 
u N T R E E N G 
R 0 E s T E L y 

15 0 45 E 75 E 105 y 135 N 165 v 195 N 
E B E L 0 T N 
x 0 K x T R u 
A u I R R E A 
L H A O· A s c 

20 N 50 E 80 I 110 R 140 A 170 R 200 L 
I N T u v A R 
E L E M R I E 
T E A E I I N 
G s I T R E R 

.! 25 N 55 E 85 J 115 y 145 s 175 A 205 T 
w A N 0 T T R 
T A s I G E A 
T c 0 K s E T 
M T I N E A s 

30 E 60 R 90 v 120 K 150 F 180 L 210 0 
D y: F T E A A 
s s )( N A E L 
T 0 B D_ 0 N 0 
E L I A 0 E D 

35 0 65 c 95 E 125 H 155 T 185 E 215 I 
I s H I H M R 
T 0 B R E y 0 
D E v H A T R 
M F T Q. c ]' y 

40 A 7J c 100 B 130 I 160 N 190 I 220 N 

FIGOBE 16. 

-

- 45 -



0 
R 
u 
M 
E 
T 
y 

1 

0 
IO 
KD 
NN 

TP-5 
NT 
DI 
.AR 
HN 
IT-10 
RD 
HI' 

~ QU 
IR 
E0-15 
TE 
EX 
TA 
NL 
ON-20 
TI 

" RE 
AT 
AG 
VN-25 
R\'I 
IT 
RT 
SM 
TE-30 
GD 
SS 
m' 

1 

- ---~~~~----------------........... 
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2 
OT-28 
RM 
UE-30 
MD 
F.S 
TT 
YE 
00-3~ 
II 
KT 
ND 
KM 
TA-40 
NN 
DL 
AN 
HO 
IE-45 
RB 
HO 
QU 
I!I 
E.'E-50 
Tli 
EL 
TE 
NS 
OE-55 
TA 
RA 
AC 
AT 
VR-60 
RM 
IS 
RC 
SL 
TC-65 
GS 
so 
EE 

2 

3 
OF-91 
RM 
UB 
MI 
EE-95 
TH 
Y.B 
ov 
IT 
KB-100 
ME 
KS 
TR 
NS 
nr-.105 
.AL 
EX 
IR 
RO 
HR-110 
QU 
IM 
EE 
'l'l' 
EY-115 
TO 
:NI 
OIC 
TN 
RK-120 
_I\!!' 
AN 
VD 
RA 
IIi-125 
RI 
SR 
TH 
GQ. 
SI-130 
:cir 

3 

FIGURE 17. 

4 
or:-177 
RE 
UA 
W:.=1.SO 
EA 
TE 
YN 
OE 
IE-185 
:KM 
m-
KT 
TF 
NI-190 
IY.i1 
AA 
HN 
II:.­
P.N-195 
HN 
QU 
IA 
EC 
TL-200 
ER 
TE 
NN 
OR 
TT-205 
RR 
AA 
AT 
vs 
R0-210 
IA 
RL 
so 
TD 
GI-215 
SR 
EO 

4 

the top digraph, O F, to 

the 12th digraph belov1 the 

Q. U, although the digraph 

H X iooks very bad. How-

eve1·, the X might be a 

sentence separator, so that 

this combination cannot be 

discarded. Comb111a.tion 4 

looks very improbable, with 

the digraph E N occurring 

twice, and other equally 

bad digrn~ha showing. or the 

four possibilities then, cam-

bina.tions 2 and 4 are dis-

carded, leaving 1 and 3 for 

further study. It is very 

difficult to choose between 

these tPo possibilities. All 

the digraphs in combirJS.tion 

1 dm~n to digraph V N are 

possible; many of tha:m ar& 

excellent. As for combination 

31 ail the digraphs dovm. to 

V D are also possible and l"lany of them arc excellent. Thorc does not 

ae~ to be much use to Qdd the froquoncy values of tho digraphs in each 
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combination because it is hard to know with what digraphs to begin or 

end. However, perhaps it is not essential that a choice be made at 
I 

once; possibly turther work along the lines now to be demonstrated will 

show which combination is correct. Noting the two X:•s (in the di­

graphs K B and K S) among the combinations before the Q, assume that 

these K's are parts of the digraph CIC. Is there a sequence c-c in the 

text? There is but one such. place, at the 63rd lettor. Suppose the 

corre~ponding section is placed in front or the combinations l and 3 ot 

Fig. 17, as shown in Fig. 18. It immediately becomes evident that 

SOF SOFV combination 3 is the correct one, tor 
ERM ERMT 
AlJB AUBR note the excellent trigra.phs it gives, 
.A1II .AMIE 
CEE CEFB aa compared l'li th those in combination l. 
TTH '1'l'HR 
RYB R!BA Also note that the second trigraph below 
MOV MOVI 

SIO SIT SITI the E Q U in combination 3 consists of 
CKD CKB CKBE 
LNN rm: I.N'.EA three E•s, indicating that the end of 
CKN OKS CKST 
STP STR STRE the columns has been reached just before 
ONT ONS ONSE 
EDI EDY EDYA this trigraph. As tor the top trigraphs 
FAR FAL FALL 
CHNr CHX: CHXA of Fig. 18, they are good al~ the way up. 
FIT F'IR FIRE 
F.RD FRO FRON But now the skeletons of words are be-
T""dT THR THRE 
EQU EQU ~UE ginning to appear. The T H R imrnodiately 
EIR Elli ED04 
Em EEE EEEY' above the E Q U suggests either THREE 
:MTE J4'l'l' 
IEI IE'l FIGURE 19. or THROUGH; tho F R 0 above the T H R 
ATA ATO 
INL INI suggests :::maM or FRONT. Suppose the 
TON TOK 
ETI ErN word ~T is assumed tor the E Q U1 
.ARE ARK 
I.AT IAT and the word THREE is assumed for the 
J"AG J"AN 
1 T T H R above it. This requires a sec-

FIGURE 18. tion w1 th two E's in succession. 
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There are several such places in the text, and further ll.Illitation is 

advisable. The 8th trigraph :from the top i~ certainly suggestive of 

the word MOVING, which requires an I to :follow the V. Is there a 

place in the te:x:t where an I occurs 12 letters before a double E? 

There is one such place, and the corresponding section is juxtaposed at 

the proper place, yielding what is shown in Fig~ 19. The upper and 

lower limits of the columns are now fairly definite and arc marked by 

the horizontal bars; tetragraphs E E E Y at the bottom and A M I E at the 

top are very improbable. The tetragraph C E E S below the top bar is 

possible 1 because it mav represent the end of' a \VOrd J ike FORC'E followed 

by the beginning of the word ESTnlATED; the tetragraph below the bottom 

bar suggests a word ending in E followod by the word JmmDIATE. It 
I 

seems hardly necessary to continue with the demonstration; in a few 

moments the entire diagram is reconstructed and yields the solution. 

During this process, as soon as a section of text in Fig. 16 has been 

used it is crossed o:f:f 1 so a3 to prevent its lettors :from being con-

sidered as further possibilities for addition to the reconstruction 

diagram. Thus, as the work progresses the number of availablo sections 

becomes progressively less, and the choice for succosaive sections for 

addition to the diagram becomes a quite easy matter • 

.!!.• When two or three operators are assigr1cd to work upon a 

cryptogram by this mothod, solution can be roached in a very ohort space 

ot time, espocially if each one ofw-tb.e operators takec a different point 

of attack. A:ttet" a few minutes the :fra~onts of texts obtained moy 

be assimtlated into one massago which is then completed very speedily. 
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SECTION IV. 

OPPORTDNITIES AFFORDED BY S'IUDYING ERRORS AND m~UND~S MADE BY INl!?JY 
CRYPl'OGRAPHERS. 

Paragraph 

Importance of the study of errors and blunders in early work 
upon an un.kD.own system. • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • 1 7 

Significance of terms special solution and general solution •• 18 
Examples to be studied ••••••••••••••••••••••••••••••••••••••• 19 

17. Importance of the study of errors and blunders in early 

work upon an unknown system. - !.· Blunders and D'listakes made by 

cryptographic clerks in the execution of cryptographic instructions 

should be rare in a well-trained and well-disciplined cryptographic 

service. Nevertheless, blunders and mistakes aro committed despite all 

that can be done to prevent their occurrence. Especially in the excite-

ment prior to or during an important action or movement do such 

instances take place and these affo~d golden opportunities for the 

enemy cryptanalytic service. This ~ituaticn exists in respect to 

all typas of crypto~raphic systems and no cryptanalytic instruction 

would be complete if cognizance wer~ not taken of the advantages which 

may bo reaped fron the blunders, the mistakes, and, occasionally, the 

downright ineptitude of the adversary's cryptographors. 

b. Practically evory cryptographic system affords opportunities 

for the commission of errors in its application, and each system mol'le 

or less presents a separate case. That is, the errors \Vh1ch mo.y be 

mo.de in one type of cryptographic system may 'be peculiar to ,;hat typo 

alone and to no other typai h~nco, the astute crypt3JW.l.yst is constant-

ly on the lookout for inctances of cry~togrrun.s containing the specific 

type of error by which that system is handicapped. ]'urtharmore, the 
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general types ot blunders or errors that may be committed are nearly 

as numerous as are the general types of criJPtographic systems, s~ 

that no complete list of such as may be encountered in practice can be 

drawn up •. 

c ... After the cryptanalyst has by painstaking and more or less 
' 

arduous labors solved a system and has became thoroughly familiar with 

itR mechanics, he should caretully_review the details of the mechanics 

to learn what things can go wrong, what sorts of mistakes the enemy, 

cryptographic personnel are likely ~o make, and then study the external 

manifestations of these aberrations so that he may be able to recognize 
I 

ins~ances of their occurrence in subsequent cryptograms. This sort ot 

study has no value in itself particularly; its importance lies in the 

tact that the effects of erroneous treatment may lead to very rapid 

solution or to quick recovery of ~ys or subsequent messages. 

!· When an unlmown system is under investigation and the crypt­

e.Dalyst is striving to ascer~ain just hOlv it operates (which is of.ten 

the most difficult step in solution), a study of the cryptograms rep-

rosenting~corrections to previous messages containing errors is a most 

fruitful source o~ data. Indeed, at times this sort or intensive 

study will yield clues tor solving a system which might otherwise 

resist all efforts to break it down for a very long time. 

18. Significanbo ot terms·spocia.1 solution and general solution. -

a. Now the importance of the carmn.ents made in the foregoing paragraph 

will be clear if it is.noted that a study ot the blunders and errors 

often leads to the elaboration of methods for- the rapi~.- breaking down 

of cryptographic systems. BU.t it JllUSt alao be realized that in some 
J 
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cases no b~unders or errors are essential to a rapid solution ot the 

type alluded to above: sometimes the mecllanics of the system are such 

that Ullavoidable or unpredictable circumstances arise, so that 

special solutions became possible. The latter torm calla for a bit of 

explaJlation. 

b. When the circumstances surrounding a specific cryptogram or -
•Set of cryptograms are such as to present peculiar or unusual conditions 

that mruce a solution possible when in the absence of these conditions 

solution is either impossible or improbable, the methods employed in 

reaching a solution in such cases constitute vlhat is commonly termed a 

special solution. Some exam.plea will be demonstrated very soon. 

Systems of which this may be true are, ot course, cryptographically 

weak but it may be observed that it is perhaps impossible to devise a 

system which may bo considerod to be absolutely tree from this source 

of weakness • 

.!!.• The advn!ltagos of a special solution for a:ny type ot. crypto-

graphic system aro, as n rule, two in number. First, ~t often makes a 

solution possible when otherwise this might not be the case. Secondly, 

it otten affords a method ot achievi11g a very rapid solution in the 

case of a problem which otherwise might req,uire a long time. But a 

special solution presents one basic disadvantage: it is by its very 

nnture dependen.t upon the existence ot unusual circumstances, in other 

words, upon cha.nee or good tortune bringing t\bout a. set of circumstances 

favorable tor n solution. When these unusual conditions or circumstances 

do not obtain, then solution may be impossible. Thoretore, it is 

desirable to have, it possible, for every type ot system a more or less 
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general soiution which may be applied in the absence of the unusual 

conditions necessary for the applicati-0n of a special solution. In 

other words, a general solution in cryptaDa.lysie implies a method or 

procedure which if applied in ordinary caseB and under normal -0onclitions 

will yield the solu~ion. However, ~he term general soluticn in crypt­

amlysis must not be taken too literally. The situation in crypt­

analysis is not exa.ctly analogous to that ~ilich obtains in the field of 

pure mathematics, for the circumstances are often quite different in 

the two sciences. A general solution in l:la.thema.tics ia expected to 

and will solve every case that falls within its province; a genoral 

solution in cryptanalysis is intended to solve every case that falls 

within its province but this is more of ~ hopo than an expectation. 

Much depends upon the amount of traffic av~ilable for study, the length 

of individuc.l cryptograms, and the induf1nable olemont called "luck", 

that is, a set ot fortuitous circumst~nces which happen to make a 

solution easy or difficult, such as the presence ot ma:cy or excep­

tionally long repetitions, etc. Furthermore, whereas in mathematics a 

general solution prescribes the exact steps to be followed in arriving 

at the solution; the lattor can bo applied in all instances W1thout 

vari~tion or deviation·from a fixed proceduro, in cryptanalysis a 

general solution merely outlines a broad path thB.t may be follow~d in 

order to arrive ~t a solution; application of tho latter in specific 

instances may involve 11inor detours to circumvent ur.expected obstacles, 

or it may invorve quite large cbangas or nodificntions in the general 

procedure. 
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19. Examples to be studied. - .!.· As stated above in Paragraph 

l?, a complete list of the specific blunders that cryptographic clerks 

are prone to perpetrate cannot be drawn up. Certain of them may be 

described in general terms and examples given cf some which have al­

ready been encountered in this and in preceding texts. Commonly it is 

the case that these blunders do not become evident until two or more 

cryptograms are available for comparison. One of the most frequent 

sources of circumstances leading to the transmission of cryptograms 

affording rich material for cryptanalytic comparison ia the following: 

A cryptographic clerk prepares a cryptOgL"!-lill., in the course of which he 

makes a mistake of such a nature as to render tho cryptogram difficult 

or impossible to decipher by the cryptographic clerk serving the ad­

dressee. A request for repetition onsuea, wheroupon the enciphering 

clerk reexamines his original work and finds that ne hns made a mis­

take. He then commits the grave blunder of reenciphering tho identical 

message (without paraphrasing) and transmitting what to tho enemy 

cryptanalysts is obviously a second version of the original m~ssage. 

The consequences ara often fatc.l to cryptograpl1ic security. The loast 

that can happen is tha.t the key for this particular message may be 

disclosed very quickly; more aorloua, the basic or ~rima:ry elements for 

the entire day•s traffic may be wrested tram. the blunder; but inost 

serious are the consequences if it happens that the blunder hos been 

committed iJr.m.edintely or soon after a new crJPtographic system has been 

instituted and the enemy cryptanalysts are exerting strenuous efforts to 

learn its mechanics, for then is when the information to bo gained is 

most valuable. 
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~· In the next few paragraphs same specific oxamplas ot the 

consequences of cryptographic blunders and ineptitude in the case ot 

transposition systems will be studied. These are intended to give the 

student some idea ot the tar-reaching effects such studies may have. It 

is important that he grasp the :t'undsmental principles tor they will 

enable him to develop tor himself the methods that he may find necessary 

in practical work. Incidentally, it may be added that the s"Gudent 

should not get the idea that these instances are purely theoretical. 

It is sometimes almost unbelievable that cryptographic clerks with any 

common sense would perpetrate ~he stupid blunders that they do occasion­

ally commit. 
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SECTION V 

' SPECIAL SOLUTIONS FOR TRANSPOSITION CIPHERS 
Paragraph 

Solution when the beginning or end of the plain text is known • • • • 20 
The case of an 01nitted column•••••••••••••••••••••••••••••••••••• 21 
The case of an interchanged pair of columns •••••••••••••••••••••• 22 
Messages with similar beginnings ••••••••••••••••••••••••••••••••• 23 
Messages with similar endings •••••••••••••••••••••••••••••••••••• 24 
The solution or a single message containing a long repetition •••• 25 
Solution when several cryptograms of identical length and in 
the same ke~ are available •••••••••••••••••••••••••••••••••••••• 26 

Recovery of the transposition key •• ~••••••••••••••••••••••••••••• 27 
Special cases of solution of double transposition ciphers •••••••• 28 
Concluding rem.arks on transposition methods •••••••••••••••••••••• 29 

20. Solution when the beginning or end of the plain text is 

known. - !.· It often happens, when correspondents have i'u.llen into 

the bad habit of sending stereotyped communications, that the begin-

nings or the ends ot messages become so fixed in their f'o:rm and content 

that the enemy can with a fair degree of certainty guess what these will 

be in specific cases. If so, a quick solution can be reached and the 

key reconstructed for one message, and this will of' course enable hiln 

to read all other messages in the same key. This is particularly true 
. 

or SlDlple keyed columnar transposition ciphers. It is only necessary 

that~·the cryptanalyst cut the text up in such a manner as to bring 

the letters composing the assmpd text all within the same row or rows 
..... - " -

of the transposition rectangle. 

!!..• Suppose that. the;,.enem.y is addicted to the 1ntroductol"1 ex­

pression REFERRmG TO YOUR NtDmER. ' Here is a cryptogrom ass uned to 
. . 

begin with this phrase: 
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ERNIN 
OIEGE 
PAUOO 
HTEPB 

TUSFS 
DirOPN 
S S S C I 
NBTNE 

DRYEP 
CHLFU 
ONRRE 
AEETA 

BRCFT 
E S E P Q. 
OVOEY 

.£.• .A:seuming that previous experience has indicated that the enemy 
, 

uses keys varying ~rom 10 to 20 letters in length, the arrangement of 

the letters in the tops of colunns under a key length. of 10 would be 

e.s shown in Fig. 20. 

123456789:1): 
REFERRINGT 
OYOURNUMBE 
R 

FIGURE 20. 

The 1st group of the cryptogram begins with I M. The arrangement shown 

above gives I U as the top of a column: hence a key length of 10 is not 

correct. A key length of 11 is -then tried. 

123456789Dll 
REFERRINGTO 
Y 0 U R .N U-M B E R 

FIGURE 21. 

Bare a column is headed by I M, so that this is a possible arrangement. 

If the width of the rectangle is 11, its outlines are as shown in Fig. 

22. There are 5 col\DllllS of 11 letters and 6 columns of 10 letters. The 

R E F E R'R ING 1r 0 
y 0 u R N l.l M B E R 

:; 
I 

FIGURE 22. 
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text can now be marked off into sections of' proper lengths and, more-

over,- guided by the letters which must be at the heads ot columns, 

the text can be inscribed in the rectangle in key order. For example, 

column l must end with the 2d group, R M G R N; column 2 therefore 

begins with E R. There is only one possibility, viz, the 4th column. 

This is a long column, and must therefore have 11 letters, making 

column 3 begin with R Y. This definitely fixes the position of the 

number 3 in the key, and so on. The solution is reached after only a 

very 1"ew moments and is as shown in Fig. 23. 

3962471Jl5D8 
REFERRINGTO 
YOURNUMBERS 
E V E :H W II A T D I S 
POSITIONHAS 
BEENMADEOFC 
RYPTOGRAPHI 
CEQ.UIPMENTO 
FMESSAGECEN 
TERFOURTHPR 
OVISIONALBR 
I GADE 

FIGURE 23. 

in the C?"JPtogram. 

d. The same general p1•1nc1ples, 

modif'iod to suit tho circumstances, 

may be followed in the case involving 

known or suspected endings of messages. 

The probable words are written out 

according to various assumed key lengths 

and the superimposed letters falling 

at the bottoms of columns are sought 

21. The cuse of' an omitted col\Dl'm. - !.• Sometimes a very care­

less clerk am.its a column in trBllScribi:ng tho text from the enciphering 

rectangle and fails to chock the nmnbar of letters in the final crypto-

gram. Obviously such a cryptogram will be difficult it not impossible 

to decipher at the other ond, and a repetition is requested and sent. 

If' now the identical plain text is enciphered correctly, two crypto­

grams are at hand'. tor comparison. This will disclose the length of 

one column, which can be asSlDl'l.ed to be either a long one or a short one. 
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The position, in the correot cryptogram, ot the column omitted from 

the incorrect one will often a:rtord direct clues as to the exact 

dimensions of the enciphering rectangle. For example, suppose the 

cryptogram in Par. 20b had first been transmitted as follows: 

IMAOD 
IE GED 
AUOOS 
TEPBN 

RMGRN 
HOPNC 
SSC IO 
BTNEA 

RYEPB 
HLFUE 
N RR E O_ 
EETA 

RCFTO 
SEPQE 
V 0 E'Y E 

I RN WT 
RIARU 
MEVGT 

:M 0 I S O 
HIAGP 
RIAFH 

E_. The column which waa om.1 tted is E R N I N T U S F S D, and 

falls between columns l and 3. Since the omitted column contains 11 

letters and column l contains 10, the dimensions of the rectangle 

immediately become known. Thus, uncertainties as to the dimensions ot 

the rectangle are dissolved and a large step in the solution taken. 

Also, the general positioISof columns 1 and 2 are now known, since the 

former is n short one, the lattei"a long one. 

22. The case of' an interchanged pair o:r columns. - .!.· The_ keying 

element in the case of' columnar transposition is simply a practical 

means of' controlling the order in which the columns oi' the enciphering 

rectangle aro transcribed in forming the cipher text. Commonly this 

numerical key is derived from a literal key. Suppose that a crypto-

graphic clerk makes a mistake in the latter step. For example~ suppose 

that the literal key is AIXIRATION and that as a result or a slight 

relaxation in attention he assigns the number 5 to the letter N and 

tho nur.iber 6 to the letter M. A pair of columns will become interchanged 

as regards their order of selection in the transcription process, and 

likely as not a repetition will be requested by the addressee. If' a 
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second version is sent, enciphered by the correct key, a comparison ot 

the two versions will disclose the width of the enciphering rectangle 

and possibly the general position (left or right) of the columns that 

were interchanged • 

.!?.• An example will serve to make the matter clear. Assmne the two 

cryptograms to bo as follows: 

ODNIL 
IN ENE 
0 0 c 0 0 

ODNIL 
UEHRW 
0 0 c 0 0 

NTTHD 
NFUEH 
R 0 GI 0 

FIRST VERSION 

GSOHA 
RWRRI 
s 

0 O Q S G 
RAT PE 

SECOh'D VERSION 

:tlTTHD 
RPS IN 
R 0 GI 0 

GSOHA OOQSG 
ENERI RATPE 
s 

TERPS 
DE TAN 

TERNF 
DE TAN 

.£.• The two cryptograms are superJJD.posed as shown in Fig. 24 and 

their points of similarity and difference noted. 

1st version • • 0 D N I L N T T H D G S 0 H A O 0 Q S G 'l' E R if S I N E N i) 
2l1d vl:Jrsion • • 0 D N I L N T T H D G S 0 H A 0 0 Q S G T E R (Ii F U E li R W, 

1st· version •• {j F U E H R W ID R I R A T P E D E T A N O 0 C O O R O G t O f 
2nd version •• !j P S I N E N ~ R I R A T P E D E T A N O 0 C 0 O R 0 G I 0 f. 

.!• The t,10 versions are alike except for a pair of lnterchanged 

sequences; the bracketed sequence P S I N E N E in the lst version is 

matched by tho same sequence in the 2d version, but at a different 

position in tho 1nessage; likewise the brackoted sequence N F U E H R W R 

in the 1st version is matched by a similar sequence in the 2d version, 

but at a different posi~ion in the m~ssage. The various deductions 

which can be made from tho situation wtll now bo set forth. 
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!.• One ot these sequences contains 7 letters, the othe~ contains 
I s. It follows that the columns of the enci:phering rectangl.o are 

probabl7 7 and 8 letters in length; hence, with 61 letters, the width 

ot rectangle is 8. Since there are 23 letters from the beginning ot 

the messages to the first point·~f their dittorence, it follow3 that 

there are 2 columns of 8 letters and 1 column of 7 letters involved 

in this soc ti on [( 2 x 8) ~- ( 1 x.~ 7) : 2JI 1 and that tho error mado in 

encipherment doos not involve columns ll 2, or 3, which are therefore 

properly placed in the lat varsion. Since the sequonces which are 

intorchanged aro consecutive in tho text it moans that the numbers 4 

and S were interchanged in the key tor the lat version. Since one of 

these soquencas is ot 7 lettors 1 the other of 8 letters, one of the 

numbers, 4 or 51 applies to a long column, the other, to a short column. 

Since the 2d vars1on is presumably the correat version, and sinco in 

the 2d -version the a-letter sequence comos first,. the key number 4 
' applies to a long column, tho ke~ n\D'llbor 51 to a short column in the 

correct version. With the toregoi:ng deductions in mind. the solution 

and the reconst1"Uction ot the numeric.al. koy bocomes a simple matter. 

!.• The text of the correct version is writtep ou~ as saon in 

Fig. 25!.· Seeing a Q in column 3 and a U in column 4, these two columns 

are made adjacent by sliding column 3 one intorval downward, as ehown 

in Fig. 25b. In the latter, column 7 has also been placod to the right 

ot column 5, because it yields good trigraphs with columns 3-4. Seeing 

the trigraph T R O near tho bottom of columns 3-4-5 and the letters 

O and P in the samo row, suggests the 't'VOrd TROOP. The columns are to 

be roarranged to mako this word TROOP. Thora aro two columns which have 
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1231+5678 
a c 

t 0 d 0 
OHONPREO 
DDQFSITR 
NGSUIRAO 
ISGENANG 
LOTHETOI 
:ti H E R N P 0 0 
TAR,YEECS 
TO R DO 

a -

REF ID:A56913 

12345678 
c 

d 0 
OTANERPO 
DHOFTISR 
NDQUARIO 
IGSENANG 
LSGHOTEI 
NOTROPNO 
THEWCEES 
T RROD 

b -

3 4 5 2 6 
ONETR 
OFTHI 
QUADR 
SE NGA 
GHOS'l' 
TROOP 
EWCHE 
RRO D 

c 

FIGURE 25. 

34726815 
ONETROOP 
OFTHIRDS 
Q.UADRONI 
SENGAGIN 
GHOST ILE 
TROOPONN 
EYICHESTE 
RROAD 

d 

an O in the proper row, coll.DllJl.B 2 and 8. The trial of combination 

3-4-5-8-6, while producing TROOP in the proper row, gives bad penta­

graphs in the other rQws; but the combination 3-4-S-2-6 shows excellent 

pentagrnphs, as will be seen in Fig. 25c. The words SQ.UADRON and . -
HOSTILE are clearly evident; the completion of the rectangle is now a 

very simple matter, The result is sho'\m in Fig. 2,5d. The recovery ot 

the numerical key now tdll enable other cryptograms to be read directly • . 
23. :t4essagos \'fith similar beginnings. - !.• In military corre­

spondence it is often the case that somowhat similar ins~ructions or 

information must be conveyed by a superior commander to several sub-

ordinato cmnmand.ers simultaneously. Such· a situation frequently ro-

sults in the circumstance that two or more cryptograms addressed to 
' 

different stations will begin with a:xactly the same words. When simple 

columnar transposition is the system used tor encipherment, then it 

will result, in such cases as the ?orJgoing, that tho first two or more 

rovm of the transposition rectangle will bo identical in tho messages 

which begin alike. Therefore, the cryptograms will show identical 

sequences of two or more letters, distributed throughout the texts and 
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by studying these identities the cryptnnelyst is able at once not o.nly 

to ascertain the width of the rectangle but also to divide up the cipher 

text into sections corresponding.with the exact columns of the rectangle, 

-thus eliminating the onl7 real difficulty in solution, viz, the deter-

mination C't \'lhich are the long columns 1 which the short. _ An example 

will demonstrate the short cut to solution which ouch a situation 

provides. 

b. Here are two cryptograms which are assumed to have been int~r­

cepted within a fe~; minutes of each other, the messages being addressed 

to two battalion commander~ by the regimental cOJ11mander. 

CRYPl'OGRAM l 

BNTSE ARK CL CETT1': BI'!' ER ROTAE LTNNO NNENO 
O T 0 K !4 SZTGN YI'IDK LANAE FTFSN PGMPA RWOlA 
OFGTF CTOTD 1'1 I N 0 E WXERF .A S L 0 S TIDRR R M. M A 0 
AR PAT 0 0 TI 0 BIEOA G A A i' N EIK 

Ci\iPTOGRAM 2 

BNTSE I N D 0 T LCETS Al!'PJ .. E RR O J,f O IS 0 EN NONST 
I I UT 0 KM FEY KPCYI TDVSI NTAEF TFS TO I.;Tl;rAR 
WO ARO EEK'l'F CTTLT AEA.L'i0 EWXPV T I T I 0 STTTF 
OCMMA 0 0 SC A NROUT I E :E f, S OAGAA ABITR T 

c. The cryptanalyst noy, caref'ullj compares the two texts, Looking 

f'or identical sequences of letters between the cryptograms. For example, 

No. l begins with B N T S E and so does No. 2; after an interval of 4 · 

letters in No. l and 5 letters in No. 2 he notes the identical sequences 

L C E T; aftor an intorval of 5 lettars in No. 1 and 5 letters in No. 2 

he notes the identical sequep.ces E R R O, and ao on. '!'he identities 

are und~rl1n0d or marked in sO.!llc distinctive ma.Illlor through.out tho 

texts, as shown in Fig. 26. 
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Cir.iPl'OGRAM 1 

~NTS! ARKC(!; CE !]TN BIT~ R RQ}'i1AE LT~ N 0 ~NENO 

of! OK¥.} SZTGN frI~1 gK LAN/j.E FT F ijN P G N Pfe. RWQJIA 

0 F Gi! F C t)o TD N Iffi 0 E \&l !)ER F A sfi O S ifIDRR Re{ MA oj 

ARP.A.'T ff> UT :f)o B I E of}_ GA A P)N EIK 

CRYPrOGRAM 2 

(BNTS:ij IN'DOT fi. C E 't)s AF? L(E RR ~M 0 IS 0 E@ NO ~ST 

I I U(l' 0 K 14}F E Y KPCf!I T filv 5 I :-;rTfjlEF T F ~T 0 NTN~ R 

W QjA R 0 EE K{T F C i)T !. T A E AU1 0 E \\ :ijP V T I Tfi 0 S T]T T F 

0 c(!I MA ~OSCA :trRlf>UT ijE ELS oljl GA ij ABITR T 

l!'IGURE 26. 

d. Now it is obvious that these identities exist because the two 

messages begin alike, and by taking advantage of the identical portions 

in the cryptograms iT. will be possible to transcribe the texts of the 

latter into transposition rectangles wnich shall not only have the 

identical portions in homologous posit1ons, but also shall show which 

are long colunulB, which are short. All that JS necessary is to begin 

transcribing the texts on cross-section paper, in columns, arranging 

matters so that the identical sequences will fall at the tops of the 

columns. Thus, the lat column of No. l will contain the letters 

B N T S E A R K C and the 1st column of No. 2 will contain the letters 

B N T S E I N D O T; the 2d column of No. 1 will contain ~he lotters 

L C E T T N B I T and the 2d column of No. 2 will contain the letters 

L C E T S A F P L1 and so on. It appears that the identical portion 

embraces the first four rows of the rectangle and runs over a number of\ 
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letters an the 5th row. This is because vhe identical sequences con-

sist or 4 and 5 letters. Fig. 27!.rehows the identities between the 1st 

5 columns o:t the two transposition rectangles. Only once in the case 

1 
BL ENT 
?~CRNO 
TEROK 
S T 0 N M 
ETTNS 
ANAEZ 
RBENT 
KI LOG 
C'I.1 TON 

2 
BLENT 
NCRNO 
TEROK 
S T O N 14 
ESMSF 
I AO-TE 
NFIIY 
DPSIK 
OLOUP 
T E ·C 

FIGURE 27!.• 

ot this particular example does B.Jl1' 

uncert~inty arise as to exactly where 

an identical sequence begins or ends, 

and that is in connection with the 7th 

pair of identi~ies, involving the 

Sj'ries of letters A E -F T F S N P G N P 

in No. 1, and A E F T F S T O N T N in 

No. 2. These sequences contain 6 identical letters, but oven here the 

uncortaintr is ot only a moment's duration: the injtial letter A does 

not belong to the identical portions at the top or the transposition 

rectangle because tho A's are needed to complote columns 6 in both 

rectangles. (If the A were placed at the head of column 7 in No. 1, 

then column-6 would lack a letter at the bottom.) Cases of. "accidental 

identities" or courso complicate the process of cutting up the text 
. 

into the respective columns, but they only serve to add a s.'D.811 degree 

of interest to·what would otherwise be a purely cut and dried process. 

The final results of the transcription into columns ar~ sholm. in Fig. 

!.• It is clear from a comparison of these two transposit;on 

rectangles, and a consideration of the tac~ that the long columns must - - . 

of necessity go to the left side, that vhe numbers 7 and 10 occupy the 

first two positions in the key~ and that the numbers 2, 4, 11, and 13 

occupy the last tour positions in the key. ,By segregating and anagramming 
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l 

1 2 3 4 5 6 7 8 9 D ll J213 l4 
BLENTYEATMIMOA 
NCRNOIFRFOOMUG 
TEROKTTWCESATA 
STONMDFOTWTOIA 
ETTNSKSIOXIAOP 
ANAEZLNATEDRBN 
RBENTAPODRRPIE 
KILOGNGFNFRAEI 
CTTONANGIARTOK 

p s 

2 

12 3 4 5 6 7 s 9 JOlll2l3J4 
BLENTYEATNI:MOA 
NCRNOJFRFOO?t1UG 
TEROK'l'T\fCESATA 
STONMDFOT\'iTOIA 
ESMSF-VSATXTOEA 
IAOTESTRLPTSEB 
NFIIYIOOTVFCLI 
DPSIKNNEATOAST 
0 L O U P T T E E I C 1'1 0 R 
T E CANKAT R T 

FIGURE 27,E.. 

l. 2. 

'f'lO •••••••• 23.1-lJ-~ . ~o • ••••••• 211-~~ 
EN •••••••• LION EN • ••••••• LION 
FO ........ COUN FO • ••••••• COUN 
TE •••••••• ESTO TE • ••••••• ESTO 
FW •••••••• TTIN F \'I • ••••••• TTIN 
sx ........ TION sx • ••••••• STES 
NE •••••••• NDBE TP . ....... ATET 
PR •••••••• BRIH ov . ....... F.Ji'LI 
GF •••••••• IRE 0 NT . ....... PO SI 
NA ........ TROO TI • ••••••• LCOU 
PS ........ NT 

I 

FIGURE 27£.• 

columns 7 and 10 as one group, and columns 2, 4, 11, and 13 as another 
I 

group, the exact positions occupied by these 6 columns are easily as-

certained, as shown in Fig. 27£,• 

!• The rmaining columns 1, 3, 5, 6, 8, 9, 10, 12, and 14 tom a 

third group ot columns to be anagrammed, but this is rather easy now 

that the columns on either side are fixed. The completed rectangles ' 

are shown in Fig. 27!• 

24. Messages with s1m118.l' endings. - .!· What ha.s oeen said at 

the begimiing a.t the p1•eceding paragraph with respect to the nature of 

military correspondence and the prGsence of identical phraseology in 
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1. 

J-lC>-;tl2-6il-4-9··5-fl-2-ll-:e-4 
ENE:MYBATTALIOM 
FORMINGFOR.COUN 
TE.RAT T A·C KW E fl T 0 
F W 0 0 D s-A T M 0 T T I N 
SX'l'AKEPOSITION 
NEARLAMTZANDBE 
PREPAREDTOBRIN 
GFLANKINGFIREO 
NATTACKINGTROO 
PS 

2. 

?-D-;ti.2-6ll-4-9-5-B-23l-J3-4 
ENEMYDATTALION 
FOrtMINGFORCOUN 
TERA'rTACKl'l;.;:STO 
FWQODSATMOTTIN 
SXMOVEATFASTES 
TPOSSIBLERATET 
OVICINITYOllFLI 
NTSANDTAKEl~OSI 

TIONTOREPELCOU 
?iTERATTACK 

FIGURE 27d. - -
the messages sent by a au,parior commander to his subord1nntes also 

operates to produce messages in whioh the ondings are ide11tical. It 

has been noted that ,,men two messages w1 th similar beginm.ngs are 

available for com~ariaon, the reconstruction cf the transposition 

rectangles and the recovel"'J of the transposition key is an aasy matter. 

It v.rill now be shown that solution is l:1ll even easi~r n1atter when two 

meusagas having identical end!r.gs are availablo for study. 

b. Given the following two CI""JPtograms: 

No. 1. 

ETRTE EESOA AEUNI VAFLN IAI.!ND IlYHRV MENRI 
EETRO UDCCC OHTCY MRREA RHITN DEYEN RN ERV 
SRBEN lGSKA ILNR~ NFNAD ALO LT XOMAH RRREI 

No. 2. 

TLVSX OPNR:E J!EFDS KYENR UEERB TSREli TIA?lT 
IVYMR VESIR EEUEI N-OLTM. NNEDE TROOP UNARA 
CIAAI NSCWN A 

The Cl";ptanalyst now caratully compares the tl'ITO texts, searching f~r 

identical sequences of letters, but in this case instead of trying to 

locate identities in w:bat may bo termed a parallel progriJSsion (as in the 

preceding caso) he searches for identical sequences of t\ro or more letters 
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appearing in both messages. P'or example, in the present case, he 

notes the sequence T R 0 forming the final trigraph of the 8th group or 

No. 1 and finds a similar sequence forming the initial trigraph of 

the 13th group of No. 2. Going through both cryptograms in this way, 
' all the identities are marked off in same fashion, by colored crayon or 

by brackets, as shown below. In this search for identities the crypt-
I 

analyst bears in mind that whon all have been found they should be 

dist1·ibuted at quite regular intervals throughout the text. For exempla, 

noto in the following that the identities in No. 1 tall at intervals 

ot 6 letters, with one exception; in No. 2 they fall at intervals of 4 

letters, with one exception. The intorve.ls between identitios serve as 

a guide in f'tnding them~ .Afte1· thoy have all been located, the 

identities in the cryptograms are numbered serially • 

No. 1 

. 1 2 3 4 
E 1' R T E E ~ f!}o A A EU NjJ f)A F I. N I Ai! :tDn R Y H R V @ E}N R I 

5 ·6 7 - 8 !) E ECT R ~ UDCCC o\iirijcy MRRE(! i!}HITN D EJ! EN RN ERV 

9 10 ll 12 13 
s@filEN I~SK~ ijLNRA N Flli jJ D ALO LT ~§}MAH RRR~!j 

No. 2 

1 2 3 4 5 
T L v s lj: q]P N R E [!I E]F D s K ri E lf]R u E E fu ~ T s R E ~ tjr A N T 

6 7 8 9 D ll f! ilY M R V (!: S)I R E E Ni l] N 0 L T ~ N) E D E Jj:i R ~ 0 P U N l! i!)A 

J2 13 
CIA(A:{l NSCW~ 1f} 
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c. The numbers above the identities may now be used to draw up a 

table of equivalencies of identities. For insi;ance, identity 1 in 

cryptogram 1 matches identity 7 in cryptogram 2; identity 2 in crypto-

gram 1 matches identity 6 in cryptogra~ 2, and so on. Thus: 

Cryptogram 1 
Cryptogram 2 

... 
••• 

1-2-3-4--5-6--7-8-9-10-11-12-13 
7-6-9-2-10-5-11-3-4-12-13--1--s 

d. Now cryptogram 1 has 105 letter~, since the key con~ists of 

13 numbers (indicated b'-/ the 13 identities) 1 the r~ctangle for crypto-

gram 1 contains 12 co+µmns cf 8 letters and 1 colwnn or 9 letters. 

Crypto6Trun 2 has Sl l~ttcrs, and its ractangl~ contains 10 columns of 6 

letters and 3 ~Ollllims of 7 lcttors. The roctanglu of cryptogram 1 has 

but 1 long colurin, whereas that of cryptogrmn 2 .!.las .3 long columns. 

Relative to the position tho last lotter in each rectangle occupies in 

the last row of tho rc.::tanglc, it _i,s obvious thai; tha last. letter of tho 

ructanglo for cryptogram 2 is 2 letears in odvancc of the last lotter of 

tho roctanglo for cr.r.ptogrein 1. Using tl':.ia d:!..fi'cronce, viz, 2, a 

cyclic scqu.:mco is gonorutcd from the s.Jri..:ir.; of aquivaloncies €;iven 

above. Tr.us, thu equivalent of ~tdentity 1 of cr1ptogram 1 is identity 

7 of cryptogram 2, and the number 7 is placed two intervals to tho 

ri6llt of thl.) number 1; tho cqui valont of idonti ty 7 of cr-.fptograr.1 1 is 

identity il of CryJitogram 21 and tho nu.~bor ll is placed two intervals 

to the right of nur.lbor 71 .ind so on until the following sequence is 

obtained: 

1-2-3-4-5-6-7-8-9-10-11-12-13 
1- 7- 11- 13- 8- .3- 9 

£• ~ho oquivnlont of identity 9 of cryptogrrun 1 ia identity 4 of 

cryptogram 2, -:nd tho number 4 is pb.cud between i;ha mmbors 1 and 7 in 

- 68 -

• 

'I 



REF ID:A56913 

this sequence, f'or the sequence may be regaried as pn.rtaking of the 

nature of o. cycle or a contn1uous series. F1•0J11. this point en, the 

process is the sc.'lle as before, :ind finally the f'ollovung is obt&ined: 

1--2--3--4---5--6---7--s---9--10--11--12--13 
1--4--7--2--11--6--13--5--8--10---3--12---9 

f. After little oxporiment it becomes obvious that column S 

belongs on the extreme loft and that tha key is 

8-10-3-12-9-1-4-7-2-11-6-13-5. The completely deciphored messages are 

shown in Fig. 28. 

. 

s-10-3-12-9-1-4-7-2-n-6-13-5 
HEADREDCOLUMN 
INFA1lTRYANDAR 
TILLERYMARCHI 
NGNORTIIREACHE 
DSILVERRU:t-TCRE 

,E K A T S E V E N F 0 R T 
YAMXREMAINHER 
EINOBSERVATIO 
N 

FIGUP..E 28 • 

B-30-3~9-1-J~ -?-2-ll- 6-i)- 5 
INFANTRYPOINT 
REDCOLUM:UPASS 
EDSILVERRUNCR 
EEKATSEVENTWE 
NTYAMXREMAINH 
EREINOBS!i~RVAT 

I 0 N 

!.• The possibility of the rapid solution of columnar transposition 

ciphers by moans of ~he method of' similar bJginnings and endings, 

constitutes one of tho moat sarious dr~wb~cks to the uec of' trnnsposition 
( 

ciphers in military cryptogra.phy, because it is aJ.most impossible to 

avoid such ca.sos whare many messages must bo sont in the same key each 

day. 
. 

25. Solution or a single rnoasc~e containing a long repetition. -

a. Sometimes a. lengthy I•l-:.raso or o Ehlr.Los of' n.Ulllbors ( apelled out in 

letters) is ropo~ted within a message and if tho mesaage is enciphered 

by a transposition rect!!llglo o! such IlC.rrow width (in comparison with 

the length or the repoti ti.on) that the ropeated portion forms 1de11tical 
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sequences within the text of' the cryptogram, a solution somewhat 

s:L'llilar in principle ~o that explained in Par. 24 may be achieved 

within a f'eViminutes. 

b. Note the following cryptogram, in which identical portions 

have been underlined. 

CR!Pl'OGRAM (169 letters) 

OEAEL TRSED HNUFF RNRYF NTAED ILSMY 
la lb 2a 

NCETS LS T 0 C AW I AO TSLSS LEDHN 0 RIIS 
2b 3a .3b 

FEBNN UUPWE SSMYE RCNNO RVTTA OGNUG GT I FE 
4a 4b 5a 5b 

RSEOM S w'E RN RAS TB 0-SAAA 0 SN 0 0 IBO SD 
68 6b ?a, 

CAYHL HONEM SET FY HLAtfX TA OGG PRSVL 
7b Sa. 8b 

YEEGG TISSO UUPV 
9a 9b 

.£.• There are 18 segments ot underlined letters, which means in 

this case that the rectangle is 9 columns wide, because the re~eated 

port~on in the text will give rise to two repeated sequences in each 

colmnn. This means that the rectangle has 7 columns of' 19 lotters and 

2 columns of' 18 letters. The first two segments may therefore be as-

signed the numbers la and lb, since they come from column l; the ne:xt 

two segments may bo assigned the numbers 2a and 2J?., since they come 

from column 2, and so on, as shown above. A table of' equivalencies 

lll8.J' now be drawn up, showing the segments Vt'hich are identical. Thus: 

la-2a-3a-4a-5a-6a-7a-8a-9a 
3b-4b-2b-9b-8b-ib-6b-7b-Sb 
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This gives rise to the cycle 1-3-2-4-9-5-8-7-6, which is a cyclic 

permutation of the actual transposition key. 

~· By transcribing the tart into a rectangle of proper width, 

"cutting" the columns so as to bring the identical portions 1'ithin the 

same rows, the result shown in Fig. 29 is obtained. 

.. 1 2 J ~ 2 6 2 8 2 ~ 6 2 1 ~ ~ 8 2 7 e, Study of Fig. 29 
OFTRREAOP REPORTOFA 
ENOICRANR IRRECONNA shows that columns 2 and 7 
ATCINSOES ISSANCETO 
EAASNES:MV SEVENAMAS are the short columns and 
LEWFOO~SL FOLLOWSEN 
TDIERMOEY EMYTRIEDO belong on the right, either 
RIABVSOTE BSERVATIO 

~Hi~HH· 
NWESTOFLI in the sequence 2-7 or 7-2. 
NEGETTYSB 
URGDASHMO The cyclic permutation of 
'O' N T H 0 L L Y S 
PRINGSAND the transposition key ob-

UCSWNACUS WASUNSUCC 
FELEUSAXS ESSFULXEA tained in subparagraph .£ is 

!Un~~~~ 
STOFGETTY 
SB UR G'D ASH 1-3-2-4-9-5-8-7-6 
MOUNTHOLL 
YSPRINGSH In order to bring the 2 and 

Y OEFA GV EAVYFOG 

• 

• 
7 adJacent in a sequence 

FIGURE 29, FIGURE jo. 
2-7 or 7-2 one must take 

. 
intervals of 5 and 4, respectively, and "decimate" the cycle, giving the 

following: 

l-5-3-s-2-7-4-6-9 or 1-9-6-4-7-2-8-3-5 

Since columns 2 and 7 belong on the right, the key must be: 

4-6-9-1-5-3-s-2-7 or 8-3-5-1-9-6-4-?-2 

• 
Only a few moments are necessary to establish the correctness of the 

former alternative and the solution is at hand. It is as shown in 

• Fig. 30, 

26. Solution when several cryptograms of identi'cal length and in 

the same key are available. - .!.· Although the method to be described in 

- 71 -



REF ID:A56913 

this paragraph is included l'lithin th}' category of special solutions, it 

is of such general applicability that it might well be treated as a _.._ 

general solution for all transposition BY.Stems. It is based upon the 

very mecha~ics of transposition as a cryptographic scheme, viz, that 

the essential feature of the transposition method consists merely in 

the alterations in the positions of the elements (letters, groups of 

letters~ or words) composing the plain text according to a specific key. 

It follows, therofore, that the rospec~ive elmnenta ot t\'10 or more 

massages of identical lengths, l'lhen transposed according to the same key, . -
will undergo identical alterations in position in tho course of encipher-

ment 1 and therefore all plain-text elements occupying homologQus posi-
i. 

tions in the original messages will' emerge in homologous positions in . . . 
the cryptograms. Tho situation is VEJry much like that which may be 

observed in the ~ovements executod by t~'O symmetrical groups or dancers 

in a c..lJ.orus. Suppose each group consists of 8 dancers starting originally 

.in definite positions ~elative to one another. When a movement is 

executed each dancer.in each group perfol!D.s certain evolutions; at the 

conclusion of the movement the 8 dancors in each group may be in quite .... 

different positions relative to one another than they wore at the be-

giIJD.ing of the movemont 1 but the correspondingly numbered dancers in 

both groups find themselves in identical positions relative to their 

neighbors. or courso 1 the tact that in this analogy the groups are 

based upon Sta is of no significance; if the groups consistod of many 

more tho principle would still apply. Another way of looking at the 

matter is to call attention to the fact that in any type of transposition 

the position which a specified letter er element of the plain text will 
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occupy in the final cryptogram is quite definitely a function of the 

number of letters or elements in the plain text itself. For example, 

suppose that a plain-text message contains exactly 100 letters, and 

suppose that the transposition systODi and specific key is such that the 

let pldin-text letter appears as the 17th cipher-text letter, the 2d 

plain-text lt;Jtter, as the 68th1 and so on; in another niessage or 

exactly 100 lettors, enciphered by the same genoral system end specific 

key, it is obvious that tho 1st plain-text lettor must also appear as 

the 17th cipher-text letter, the 2d plain-text letter, as the 6Bth, 

and so on. In short, all correspondingly nmnbered plain-toxt letters 

in both messages will appear in identical positions in tho cryptograms. 

E.• Granting the obvious truth of the foregoing, to what use can 

it be put in the solution of transposition ciphers? Simply this: ,!l 
\ 

enables the cryptanalyst to reconstruct the plain texts of cryptograms., 

of identical length llithout oven knowing what the transposition key or 

system was that produced them. The process is not at all complicated 

and if there are several messagos the process is very easy. It con-

sists in superimposing the several cryptograms and anagramming the 

columns formed by the superimposition, tor it is obvious thtlt any cir-

cumstances which can bo used aa a guide tor roarranging the letters in 

one of the lines of superimposed text in order to form plain text will 

require and can be checked by tho rosults ot an identical rearrangement 
' 

of the corrosponding letters ot the other lines of suporllll.posod text • 

..£.• An ox:lillple of tho method involving tho opplication of the 

principles of solution will now be given, using as a basis tiye massages 

assumed to have been enciphered by an unknown but complex type of 
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I 

transposition. It will now be shown how the security of such a system 

is demolished when it is used by a large nmr.ber of 1nterc0llllllunicating 

commands. 

d. Let the following be rive cryptograms isolated from among 

~ messages intercepted on the same day and therefore suspected of 

being in the same key. These five cryptograms have been isolated 

because tpey all contain exactly th@ same number of letters. They are 
' 

hore sho~ superimposed (Fig. .31) and therefore all the letters in one 

column have undergone exactly the same evolutions or changes in position 

in tho course of encipherment. 

• a 

123456789wn~n&~~YEi~a~~a~ 
IAALNEOFSGTOGVERANOLNDUOD 
TDNMRGREONARIEUETNYITC~FE 
A~ELNEXEHGILAOEMEENLFXTEE 
EENETSLNNFTCOIDOSEAILFIGD 
RAMETMIONODIUMALL~NXOATGT 

~~z~~l~J~p$~~i~Aa~M~¢Dmm~~ 
EIHISATFTDNRLVORODSWEERORQ 
AIEUTTARDTEDNSOEIPECMFEARN 
EISIGAORWLLDLVVORDELOOHOTH 

·w I A A R N 0 I H N L L N R F V W L R E M R A I E A 
NNAIBTNHITNIASDRMSECUIOVSA 

.!• Noting a Qin Message l colmnn 51, the obligatory sequence 

Q U ts assumed to be present in that message. There is in Message l but 

one U, which is fortunate. Combining columns 51 and 23, the results are 

found to be fair. (Fig. 32a). Tho II T in the )d row suggests a, word 

ending in? HT, such as FIGm', JfiGHI', EIGHT, etc. Searching in Message 

3 for a G, two candidates are found: colUlllil.S 10 and 30. The trigraphs 

yielded by each combination are shown in Fig. 32b. The second of the 

two possibilities looks much the better. Tho trigraph in the first row 
•, 
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51-23 10-21-22 20-~l-2,1 
Q. u G Q. u s Q. u 
NO N N 0 T N 0 
HT G H T G H T 
AI F A I R A I 
AT 0 A T B A T 

FIGURE 32a. FIGURE 32b. 
~ 

suggests the word SQUARE or SQUADRONi that in the last row suggests 

BA'I'l'LE or BATTALION. This means that a column w1 th an A at the top and 

a T at the bottom should be sought. There is only one euc:p column, 

31 •. Adding it to the 30-51-23 combination gives what is shown in Fig. 

,32E,_. Looking for a column with a D at ~he top (for SQUAD) and either an 

A (for BATT.ALIOM) or an L (f'or BATTLE), there is only one candidate, 

column 22 1 yielding the sequences shown in Fig. 32!· Enough has been 

shown of' the procedure to make further demonstration unnecessary. 

~-~l-2J-Jl JO-~l-2J-J!-22 Once:t a good start has been 
s Q u A s Q u A D 
T N 0 T T N 0 T c made, progress is quite rapid 1 
G H T A G H T A x 
n A I N R A I N F unless the cryptanalyst is 
B A T T· B A T T A 

untortune.to and arrives at a 
FIGURE 32.2,. FIGURE 32!• 

point where all tho messages 

simultaneously terminate in complete \vords, without a clue as to what 

follows or precedes in any one of the 1nessages. In such a contingency 

the only thing he pan do is to try all sorts 01' possible continuations, 

either "fore" or "a.ft", that is, in front of the original starting 

point or after 1t 1 until he picks up another word which will enable him 

to continue. Or he :may have to search for a new point of entry and 

build upon that, later joining this structure vlith the other. In the 

case under examination no particular difficultias are experienced and 
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...... , .. 

the entire five messages are reconstructed. In the course of this re­

construction the numbers applicable to the colu.'lDlS become assembled in 

proper order. This sequence or numbers is shown in Fig. 33, as the 

second row of numbers. In the first row are shown the numbers l, 2, 

-
3 • •••• corresponding to the order ot the letters in the plain text. 

. 

1 2 4 
l l 

HA V E 0 R E R E D R T I 0 N w A G 0 N 0 
ENE 14 y D E F E A T E D I R E c T I 0 N F 
SE C 0°N D E c H E L 0 w I L L L E A v E E 
AN I M A L D R A \Y N v H I c L E s 0 F E G 
A JIM u N I T I b N T R I N I N c L u D I G 

F 
R 
R 
I 
H 

26 2:z 28 g,2 JO ;!l J2 lJ J!t J2 J6 JZ J§ J2 !z.O £ ft.2 !t.J !tit. !t.~ ft.6 !.:2 ~8 tt'i. 20 21 
S l 20 !Jt. 11 JO 21 2J ll 22 lg Z &'!: J2 1 ~ 10 ft.2 !f: ~ 12 2 J2 22 20 J§ l) 
F 
E 
E 
N 
0 

I R s T s Q u A D R 0 N T 0 G 0 L D E N v I L L 
T R E A T N 0 T c E R T A I N A M p u R ~ u I N 
A T E I G H T A x M x F 0 R G 0 L D E N v I L L 
E E R T R A I N F 0 L L 0 w F I E L D T R A I N 
R s E D B A T T A L I 0 N M 0 v E s A T s I x A 

FIGURE 33. 

27. Recovery of the transposition key. - a. Having reconstructed 

the plain text of the messages in tho foregoing case, can the trans-

position key be found? First, it is necessary to ascertain whether a 

sir.gle columnar transposition had been used and it not, then the as­

sum.ptlon will be that a double transpositionl had been used. 

!?.• It a single transposition were the oase, then there would be 

a rather simple relationship between the letters which are in adjacent 

columns in the rectangle. Note what happens in a simple transposition 

1 
See Special Text No.· 166, Advanced b:ll.litary Cmtograph7, Sect. IV. 
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rectangle such as that shown in Fig. 3,~, where the succes~ive cells are 

numbered and these numbers, taken out of columns just as though letters 

were present in the cells, then are set down as though they constituted 

the cryptogram. The numbers then give the order in which the plain-text 

letters, if present, would appear in the cryptogram. Order in which the 

plain-text letters would appear in cryptogram: 04-12-20-28-36-44-02-

10-18-26-34-42-0~-14-22-etc. Note the constant difference between 

6 2 7 l 5 3 8 4 
01 02 0.3 04 05 Ob 07 08 
09 10 11 12 13 14 15 16 
17 18 19 20 21 22 23 24 
25 26 27 28 29 .30 31. 32 
33 34 35 36 37 38 39 40 
41 42. 4.3 44 

FIGURE 34. 

sequent numbers: 04-12 = 8; 20 - 12 

= 8; 28 - 20 = 8; etc. Tho only exceptions 

to this constant difference ot 8 occur 

whon there ls a break occasioned by 

passing from the bottom of one column to 

the top of the next one, as, tor example, the skip from 44 to 02. This 

constant difference (with occasional cxc~ptions) is an obvious con-

sequence of the fact ~hat tho width of the transposition rectangle is 

S and simple columnar transposition has boon am.ployed. 

!:.• In order to ascertain, in tho case of the 5 messages, solved 

in Par. 26, \'lhethar single columnar transposition was employed, it is 

nocossary first to obtain the series of numbers which give the order in 

which the plain-text letters appaar in the cryptogram. This is now easy 

in the case of the 5 messages solved in Par. 26, for the disarranged 

numerical sequence at the top or Fig. 33 gives the inverse of the sequence 

dosired. Thero the numbers in mixed sequence marely give the order of 

the cipher letters in tho cryptogram. !Ienco, by developing the inverse 

of this sequence, the order in which the plain-tex~ letters appear in the 

cryptogram may be obtained. Tho disarrEmgod numerical sequence in Fig. 33 

is as follows: 
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FIGURE 35. 

The inverse derived from this sequence is as follows: 

FICURE 36. 

Buch a sequence will hereinafter be t~:nned the b!3'sic transposition 

sequence, or simply the basic sequence. It merely i& a sequence of 
' 

numbers giving the order in whjch the piu1n-toxt letters appear in the 

final.cryptogram. 

!• Since there is seen to, be no constant difference between 

successive numbers in the basic sequence in Fig. 361 singl? columnar 

transposition is ruled out. Double transposition is now assumed to have 

been used. 

e. Referring back to Fig. 34 1 suppose true double transposition - ' 

has .been effected. Now note the order in which the plain-text letters 

wou1=_d appear in the cryptogram. 
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6 2 7 1 5 3 8 4 
01 02 03 04 05 06 07 08 
09 10 11 12 13 14 15 16 
17 18 19 20 21 22 23 24 
25 26 27 28 29 30 31 32 
33 34 35 36 37 38 39 40 
41 42 43 44 

Rectangle D-1 

A -

REF ID:A56913 

6 2 7 1 5 3 8 4 
"o4 12 20 28 36 44 02 10 
18 26 34 42 06 14 22 30 
J8 OB 16 24 32 40 05 13 
21 29 37 01 09 1 7 25 33 
41 03 11 19 27 35 43 07 
15 23 Jl 39 

RectaDgle D-2 

B 

Basic sequence: 28-42-24-01-19-39-12-26-08-29-03-23-44-1i~-40-17-35-10-

30-13-33-07-36-06-32-09-27-04-18-38-21-41-15-20-34-16-37-11-31-02-22-05-

FIGURE 37. 

Nothing in the nature of a series of constant differences between 

successive numbe~~ is now discernible in the basic sequence. But there 

is, as can readily be seen, a fairly constant relationship between 

sections of this sequence. For exai~pla, take the series of numbers 

04-18-JS-21-41-15 appea:::-ing in tho latter half of the sequence and set 

them under the series of numbers 12-26-08-29-03-23 appearing in the 

first half of the soquance and find the di:f'f erenco bet;rreen superllD.posed 

numbers only when the number in the upper lino is greater than tho.t in 

the lower line. Thus: 

12-26-08-29-03-23 
04-18-38-21-41-15 

Differences: 8 8 8 8 

There is a constant difference between superimposed numbers. The 

reason :f'or the constant di:f'foronce is net l1ard to see if one studios 

the rectangle at B in Fig. 37. It is caused by the mechanics of' the 

method. The 04 and the 12 come i'rom the same column in A of Fig. 37; 

the 18 and the 26 also come from one column, the 21 end the 29, the 15 

and the 23. But the 08 and the 38 aro in dii'i'erent columns in A ot 
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Fig. 37, and so are the 03 and.the 41· These two casos therefore 

represent instances whera there is a passage f~om one column to another 
' 

in the transposition process. Now the constant difference is in\this 

case 8 because the superimposed numbers happen to be sequent in the , 

columns in which they occur in A, Pig. 37. It t~ other sections of' 

numbers are compared the constant difference may not be 8 but will be 

a multiple of that number. For eJCBJ11ple: 

Differences: 

28-42-24-01-19-39 
04-18-38-21-41-15 
24 24 24 

Hore the difference is a multiple of 24 because the superimposed numbers 
L 

are at 3 intervals from each other in the respective columns of A; Fig. 

, 

!• The foregoing affords a method of ascertaining the width of 

the transposition rectangle, which is the first step~in recovering the 

key. For if' a study is made of' the numbers appearing in the basic 

' ( sequence shown in Fig. 36, based upon finding sections .which show a 

constant difference, the latter will correspond to either tho width of 

the rectangle or a multiple of the width. An easy way of making this 

study is to take a section of the ~xod sequence in Fig. 36 and add 

5, 6, 7, ••• to the numbers of the sequence tor the totals thus 

obtained from the various additions. A begi:cning will be made w1 th 

an assumption of a rectangle of 5 columns. Sinco the cryptogram.a 

contain only 51 letters, all totals beyond 51 will bo of' no significance; 

Hence it is best to take a section which has a long series of low 

numbers so that when the additive is applied the majority of the totals 

will not exceed 51. Buch a series is tho f'ollo'Wing (only one number in 
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it is close to the maximum): 

Section of ) 
basic sequence) ••• 38-35-33-24--7-10-15-1··48-31-34-39-25-14-11-1 ?--6 

Totals after) 
adding 5 ) . .. 43-40-38-29-12-15-20-6----36-39-44-30-19-16-22-11 

Searching through the basic sequence for a section which l1as a part of 

the sequence or numbers in the totals alter the additive or 5 lia.s been 

applied, the results are negative. Trial is then made of additives of 

6 to 11, inclusive, with similar negative results. When an additive of 

12 is applied the results are as follows: 

Section of ) 
basic sequence) 

Totals after) 
·adding 12 ) 

••• 3s-25-33-24--7-10-15--1-4a-31-34-39-25-1~-11-17--6 

••• 50-47-45-36-19-22-27-13----43-46-51-37-26-23-29-18 

It will be seen, on referring to Fig. 361 that the :follovnng sections 

are duplicated in the basic sequence: 

50-47; 45-36-19-22; 27-13-2-43-46-51-37-26-23; 29-18 

The width of the transposition rectangle is certD.1.nly 12 columns. There 

are therefore 3 long columns of 5 letters and 9 short columns of 4 

letters in the transposition rectangles D1 and D2• 

A• Having ascertained the width, th~ next step is to ascertain 

the transposition key. Let the additive 12 be applied to the entire 

basic sequence, as shown in Fig. 38a: 
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A. Be.sic 27 13 02 43 46 51 37 26 23 41 .30 16 20 
sequence , 
B. Plus 39 25 14 55 58 63 49 38 35 53 42 28 32 
additive 

A. Basic 03 45 36 19 22 05 49 38 35 33 24 07 10 
sequence 
B. Plus 15 57 48 31 34 17 61 50 47 45 36 19 22 
additive 

A. Be.sic 1.5 01 48 31 34 39 25 14 11 17 06 50 4 7 
sequence 
B. Plus 27 13 60 43 46 51 37 26 23 29 18 62 59 
additiYe 

A. Basic 21 12 40 44 29 18 04 08 09 42 28 32 
sequence 
B. Plus 33 24 52 56 41 .30 16 20 21 54 40 44 
additive 

FIGURE 38.!.. 

A study is now made to isolate and identify duplicate sections in 

lines A and B. For example, in line A the sequence 27-13-02-43-46-51-

37-26-23 is, except for one number, identical with a sequence in line 
- -

B. The number 02 in line A is replaced by the Il'Wllber 60 in lino B. 
-

Since the number l:JJ in line B is greater than 51 1 the total number of 
' 

letters in the cryptogr~, it is clear that it represents the 02 in 

line A. Now these duplicate sections consist of 9 numbers, and it is 

clear that two columns of tho transposition rectangle are involved, one 
I 
I 

I 

long column of 5 and one short column of 4 numbers. The dividing 
' 

point may be between the numbers 43 and 46, or between 46 and 51. No 

decision will be made at the moment-as to which of these possibilities 

will be selected. But the vmole section will be marked off by brackets 
be 

and the small numbers 1 and 2 \Yill/written along the brackets. as 

shown in Fig. 38.!?,: 
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l 2 
A. Basic !27 1.3 02 43 46 51 37 26 231 41 30 16 20 
sequence 
B. Plus 39 25 14 55 58 63 49 38 35 53 42 28 32 
additive 

A. Basic 03 45 36 19 22 05 49 38 35 33 24 07 10 
sequence 
B. Plus 15 57 48 31 34 17 61 50 47 45 36 19 22 
additive 

A. Basic 15 01 l+a 31 34 39 25 14 11 17 06 50 47 
sequence 
B. Plus f?.7 13 fJJ 43 46 51 37 26 23,29 18 62 59 
additive 

A. Basic 21 12 l+O 44 29 18 04 08 09 42 28 32 
sequence 
B. Plus 33 24 52 56 41 30 16 20 21 54 40 44 
additive 

The next section in line A which has n duplicate in line B is 

41-30-16-20. The two duplicate sections are bracketed and the process 

is continued in this manner and the successive sections are numbered 

successively in both lines until what is shown in Fig. 38c is obtained: 
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l 2 3-
A. Basic 127 1.3 02 4.3 411 151 37 26 231441 30 16 20' 
sequence 
B. Plus 
additive 

,39 25 14 55 58, ,63 49 38 35. ,53 42 28 32i 
1 2 3 

4 5 6 
A. Basic '03 45 .36 19 2~ 65 49 38 .351133 24 07 16' 
sequence 
B. Plus 
additive 

l5 57 48 31 34.l'z 6i 50 47.,45 36 19 22, 
4 ~ 6 
7 8 9 

A. Baaic '15 01 JJ3 31 34l '39 25 14 111117 0650 47' 
sequence 
B. Plus 2-7 13 60 43 46, .51 ;n 26 23, ,29 ·18 62 59. 
additive 7 8 9 

10 11 12 
A. Basic 121 12 40 441 '29 18 04 08' 69 42 28 JZ 
sequence 
B. Plus .33 24 52 56,'41 30 16 20, ,21 54 40 441 
additive 10 ll 12 

Now a table of equivalencies between the duplicate sections in lines A 

and B -i~ drawn up, as follows: 

A•••• 1 2 3 4 5 6 7 8 9 10 11 12 
B •••• 8 5 12 7 9 4 1 2 11 6 3 10 

Deriving a chain of' equivalents (as in Par. 24) 1 the following is 

obtained: 

1-8-2-5-9-11-3-12-10-6-4-7 

',This is a cyclic permutation of' the transposition key. Since Sections 

1, 4, and. 7 of' line A have 5 numbers, tho other sections only 4, it 

f'ollo\'ts that thes~ correspond to long columns, which, 01· course, go to / 

• 

.. 

• 

the lett of the rectanglo. Hence the transposition key is • 

4-7-1-s-2-5-9-11-3-12-10-6. "Thie koy may be proved by applying it to 
• 

one of the cryptograms and deciphering it. 
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28. Special case~ of solution of double transposition ciphers. -

a. When the double transposition system is employed in the field and 

is used for a vol'mninous traffic it is allllost inevitable that certain 

situations will arise which make possible a rai.her easy nolution. Aside 

:from the case in which several crypt.ograms of identical length and in 

the same key are intercepted, other cases of a special nature may ariso • 

Somo of these will be discussed in this paragraph. 

b. First, there is the caso in which an inexperienced crypto­

graphic clerk fails to execute the double tronspoaition properly and 

causes the tranmrdssion of a Cl'}-ptogral'l ~nich is only a sfnglo trans­

position. The solution of thia massage will be a simplo matter and 

will, of course, yield tho key which will permit the reading of all 

other messages even though the latter have been correctly cryptographed. 

The only difficult part of the J11:J.tter is to find run.ong a large nlDllber 

of intercepted cryptograms one which involves u blunder of this sort. 

When the crypta.nul.yst has, as a result or considerable experience, 

become adept in the solution of trnnopoaition ciphers the work of 

testing cryptograms to nscerto.in whether or not they involve single 

colUl'llI131' transposition is not difficult and goes qulta rapidly. For 

only a. few minutes are sufficient to give him tho "f'eeling" that the 

cryptogram is or is not solvable by sjnglo transposition. He might not 

be able to point out :my spocific indications wluch givc-:i him this 

feeling if asked to de so; ncve~holess it must be rt.1cognized that his 

intuition is alone sUfficient to toll him vmen there is hopa of solution 

along this lino and'when further work upon the hypothesis of single­

transposition is useless. 
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.!• O·l Next comes the qfl.B& in which the enciphering rectangle of' 

a 4ouple t~position cryp,pgram.happens to be a perfect square. (that 

is._ both Di and n2 rectBDSit@ are perfect squares). In this case, not 

onl1.. is such: a cryptogram d9tectable at once, since the total mimber of' 

letters is the square of' the. number of elements in the key, but also tho 
' . 

, 
crypt~~- can be solved in ' very simple manner-. For the cryptogram. 

now represents a case in wh~qh a completely tilled rectangle has been 
' I 

employed, and moreover the11 is no need even to assume various widths • 
. ' 

(2) Given the follOWing crn>togrem of 49 letters (7 JC 7) as .... 
.... 

an e:xample, "the text is trBll@cribed as shown in Fig. 39.!. and retran­

scribe~ as in Fig. 39.!?.· 

~GRAM 

UOTRN OESHI ETOLR GASOE DUWDD 
NO EOE RDNDI RFENC OEEEM NNVE 

1234567 
USRUORE 
CHGWEFE 
TIADREM 
RESDDNN 
NTONNCN 
OOEODOV 
ELDE-~EE 

FIGORE .39a, 
" -

1234567 
liT -0 T R N!"Q E 
SHIET&L 
RGASO~D 
UWDDNQE 
O E R D N lJ I 
R F E N 0 9 :p: 
EEMNNVE 

2615374 
COUNTER 
HOSTILE 
GERO ADS 

-w 0 0 ND ED 
EDONRID 
FOROEEN 
EVENMEN 

FIGURE 39.£,• 

2615374 
HOSTILE 
FORCEEN 
COUNTER 
EDONRID 
GERO ADS 
EVENMEN 
WOUNDED 

~~) !Die columns of' {i~· .39,!?. are now anagrammod, as in Fig. 

39,g,, and the rows rea~ange~ 1 as in Fig. 39!• 
' ~ 

· ' !,, When the encipheri" rectangle is not a perfect square but 
, ' 

' 
neve~heless a camplete rect~e, ~olution of a single cryptogram. 

becomes somewhat more dif'fi~t. Here the columns are all equal in 

length, since the last row ~t the rectangle is completely filled. Two 
• 

cases will b~ consid~re~i f'!~s~~ when tho width of' the rectangle is a 
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multiple of' the depth, or number of letters in the columns, and second, 

when the depth is a multiple of the wj dth. 

!.~17I'aking up the first case, note the encipherm.ent in Fig. 40. 

D-1 D-2 

Basic 
sequence .J'#J9 'IOJSJ7 1'1 •'4 l.O 1l·11 H.J&JI J8JJ :i ' 1 a 3 'f& 'tb'tr 'f8 '1.3 
Cryptogram I 0 N L E S R 0 Q. A l~ L E T V H I W L E G D I I H 

~ ~ ID $' 7 'l't 'ff.$'D'IS''#7 J.1. 24 .I.I 28 1.3 11 I& I I 18 IJ/ 2.'1 :t1JO H 2..7 
NFlWL 'l'SEAV RHNOE SURDT ALDCG 

FIGUR"E 40. 

If the numbers above the letters in the cryptogram are examined it will 

be found tha~ the cipher groups fall into tvro categories, as follows: .... 
4 9 10 5 7 

14 19 20 15 17 
A 24 29 ~ 25 27 

34 39 40 35 37 
44 49 50 45 47 

B i
/2 6 1 8 3 
12 16 11 18 13 
22 26 21 28 23 
32 36 31 38 33 
42 46 41 48 43 

' 
(2) There is obviously a definite regularity in the composition of the cjpher 

groups whereby if' tho letters in any one group can be assembled properly, 

all the letters in the other groups belonging to the same category 

(A or B) will be asaambled correctly too. For example, in category B 

the 3d, 1st, and 5th letters in each group are sequent; in the plain-text 

rectangle in category A the 1st and 4th letterr. in each group are sequent. 

f 
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Moreover, all the letters in each group come tram the same row in the 

D1 rectangle. Consequently, it two groups COJlling tran the same row can 

be identified, there will be 10 letters which may be rearranged by 

experiment to tonn plain text, and the key for this rearrangement will 
. . -

apply to all other pa.ire ot groups. For example, __ the messo.go in this 

cas~ has a Q. a'1d only -~ne' U. "The Q. is in th~ 2d gro~p 1 the U: is in 
.. - ' : 

the 9th grotll). 1

' Thes~ two __ gI"OlilpS came f'I'Olll the same ~W 8llCl._1;he letters 

may be anagrammed: . r "'r • 

i,2. 3 4 ,. and 
- SRO QA and 

6 7 g. 9 10 
SU R D ':!'. _ 

2 i 6 8 
86101475923 
RSTSQUADRO 

Experiment may now be made with two other groups, applying tho same trans-

position. Thus: .. 

1 2 3 4 5 and 
IONLE and 

6 7 8 9 10 
NLETV 

2 1 6 S-
8610l475. 923 
01 N. u E 
ENVILLETON 

Obviously the proper key for rearrangement is 8-6-10-1-4-7-5-9-2-3. By 
' 

continuing this procedure the following additional. rows or the n1 

rectangle are reconstructed. 
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1 2 3 4 5 
NFIWL and 

8-6-D-l-4 
WHENW 

8-6-10-3.-4 
NREAC 

and 

and 

6 7 8 9 10 
HIWI~E 

7-5-9-2-3 
ILLFI 

6 7 a 9 io 
GDIIH 

7-5-9-2-3 
DVISE 

6 7 8 9 10 
RHNOE 

7-5-9-2-3 
HGOLD . . 

The various rows are nov-1 assembled 1.n aeque41.ce, giving the 'toliovdng: 

WHEN\VILLFI 
RSTSQ.UADRO 
N R E A C !I G 0 L D 
ENVILLETC1~ 
IGHTADVISJi! 

The key can n<>".v be reconst1"llcted m th ease. 

. ' 

(3) The Qrypta:rmlyst in this case must, of course, make an 

aaswnption as to the width of the encivherinB rectangle before he can 

apply the method. With a nl.D11ber such as 50, the dimensions 10 x 5 or 

5 x 10 suggest "themselves. The process of f'lnding ciphor groups \'lhich 

form pairs on the same ro:v is ono of neut and try. 11 If thera is a 

single Q and a single U in th~ rn.easage, the initial pair of groups is 

obvious. 

f. When the depth of the recto.nglo is o. niul tip.le or ~he \'l1dth, 

solution follows the lines of tho ~recoding cnsB. Tc.king the same 

message as beforo 1 note what h~ppeDs in cncipherm.ant with a rectangle 

of 5 columns containill{!: 10 letters e~ch: 
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... 

f 

c; 

-
11J811J'lrr flO•'fJfl•J• :A.ii J a6.f JO ¥.11 >a7 .J.l'fBJ'"'"' """"''"'">"' 
T~RLQ NSOSE EOWBW DNLHG EINDC EASRV 

,. VJI• , .... ,, "'.r ,,,,. ,., ,.> 8 ,3 ' 11 10 .JI' 9 31? .u. 
DHUIO ARTAG LVIEI LFILN 

FIGURE 41. 

Taking the nmnbers above the letters and arra.Dging them in sections of 

10, the results !ll"e as follows: 
-

1 2 3 ~ 5 6 7 8 9 10 
3 28 1 2 5 30 4 29 2 27 
8 33 6 .3l 10 35 9 34 7 32 

13 38 11 Jb 15 40 14 39 12 37 
18 43 16 41 20 45 19 44 17 42 
23 //3 21 46 25 50 24 49 22 47 

It is obvious that if the 341 9th, lat, ?th, and _5th columns are made 

sequent, good ~ext will be produced w1 thin the 5 rows. Thus: 

i-2-3-4-5-6-7-s-9-10 
TTRLQNSOSE 
EOWHWDNLHG 
EINDCEASRV 
DHUIOARTAG 
LVIEILFILN 

FIGURE 42. 
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The subsequent steps ars obvious. Here again in solving an unknown 
I 

example it would be necessary to test out various assumption.~ Yd.th 

respect to the dimensions of the rectangle before attempting to apply 

the method outlined. 

!.• '"h.enever this simple relatlonship.between the width and depth 

of the rectangle obtains, that is, when one dimension is a multiple 

of the other, solution of a single cryptogram is relatively easy. , The 

reason for this is not hard to see. When tho enciphering rectangle is a 

perfect square, every column of the n
2 

rectangle is composed of letters 

which all come from the same row oi' the Di rectangle. Hence solution 

is in this case tho same as though a falae double transposition v;ere in 

effect, with merely the columns and the rows of a single rectangle 

shifted about. Whan the width of the transposition rectangle is twice 

the depth, a colmnn of the n2 rectangle contains half the letters 

appearing on ono row of the D1 rectDllglui two columns therefore contain 

all the letters belonging in the sa..~e row of the n
1 

rectangle. If the 

width were three times the depth, then three columns of' the I>
2 

rectangle 

would contain all the letters belonging in the same row of the D1 

rectangle, and so on. When the width !a half' th~ deptb. 1 a column of 

the n2 rectangle contains nll the letters appearing in two rows of tho 

D1 rectangle; when the width is one-third the depth, a colunm of the 

D2 rectangle contains all the letters appearing in three rows of the Di 

rectangle, and so on. But when this multiplo relationship no longer 
\ 

obtains, solution becoiaes more difficult because each column of the D2 

rectangle is composed of letters coming from several columns of the D1 

rect~ngle, in an irregular diotribution. Solution is, of course, most 

- 91 -



REF ID: A56913. 

difficUlt when incompletelY-tilled rectangles are used. However, 
• 

although solvable, even in the case of a single message, the solution 

will not be dealt with in ~his text. 

29. Concluding remarks on transposition systems. - !.· Pure trans­

position, that is, transposition by itself, without an accompapying 

substitution or other J11eans or disguise for the letters ot the plain 

text. hardly affords sufficient guarantees for cryptographic security 

in.the case of a voluminous correspondence which must be kept really 

secret for any length ot ti111e. For no matter how complex the method, 

or how me.JJy transpositions may be applied to the letters of a siDgl.e 

message, sight must nevor be Jost or the fact that when there are 

many messages in the same key there are bound to be two or more of 

identical length; and when this is the case the· type of solution de­

scribed ~n Par. 26 may be applied to these cryptogrmna, the trans­

position keys recovered, and then all other messages in the same key 

translated •. 

b. Tranaposition methods are, tram. the cryptographic point ot view, 
l 

rather highly regarded because they are, as "hand methods" go, rather 

rapid in operation and usually quite simple. However, from their very 

nature they entail the disadvantage that a single-letter omission or 

addition may render their decryptographing difficult if~not impossible 

tor the average cryptographic clerk. But from tho standpoint of modern 
' 

cryptography the principal disadvantage of transposition methods is 
I 

thnt thoy can be me~anized only with great difficulty--cartninly with 

graater difficulty than is the case of substitution methods. Only ono 

or two attempts have been me.de to produce machinery tor eff acting trans-, 

position, and these have not been successful. 
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SECTION VI , 

MISCELLANEOUS TRANSPOSITION CIPHERS 
Paragraph 

Special designs or geometric figllres •••••••••••••••••••·•• 30 
Revolving grilles ••••••••••••••••••••••••••••••••••••••••• 31 
Solution ot example ••••••••••••••••••••••••••••••••••••••· 32 
Concluding remarks an the solution ot revolving grilles •••. 33 
Indefinite or continuous grilles •••••••••••••••••••••••••• 34 

30. Special designs or geometric figures. - It is impossible 

here to 'elucidate and demonstrate by example all the methods which may 

be used for the solution of cryptograms produced by the many various 

types of transposition designs or geometric f'igures other than the 

rectangular ones thus far treatod. Retercnco may be made to such 
. 

designs as triangles, trapezoids, and polygons of various symm.otrical 

shapes. Most of these dosigna, howover, are impractical for military 

correspondence in any case, so that no attention need be given them in 

this text. If such designs wer0 used, although it might be difficult to 

solve a single or oven a few messages in the same key, the general 

solution later to bo described is applicable whenever two vr more 
. 

messages of identical lengths but in the sBl'llo key ara available for 

atudy. Since most of thcso designs are or a fixed or inflexible 

character with regard to the number of letters that can be accommodated 

with ono application of the design to tho plain text to be enciphered, 

the production of several cryptogrmns of identical longth in the smno 

key is by no moans an unusual circumstance. Thore are, howeve:r, one or 

two methods which do warrant discussion in this text, tho 1nost llD.portant 

being thoao which use grilles of the revolv1n.g, 1 or continuous typas • 

1see Special Text No. 166, Ai:!.vanced Military Cryptography, Sec. V. 
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.31· Revolving grilJes. - a. In this type or grille apertures are 

distributed among the cells of' a s~uare sheet of cross-section paper 

in such a manner that when tho grille is placed upon a grid (a sheet of' 

cross-section paper o:f' the same size as the grille) and turned three 

times successively through angles of' 90° from an initial position upon 

the grid, .fil the grid cells (or all but the central grid cell) a.re 

disclosed in turn. Correspondents must, o:f' course, possess identical 

grilles and they mu~t havo an understanding as to its initial position 

and direction of rotation, cloclcvlisc or counterclockwise. There are 

two procedures possible in using such a grille. (1) The letters of the 

plain text may be inscribed successively in the grid cells through the 

aportures disclosed by the grille; wh~n tho grid has been completely 

filled the gl"ille is removed and the letters transcribed from tha grid 

according to a prearranged route. l2) All the letters of ~ho plain 

text may first be inscribed in the grid cells according to a prearra11god • 

i·outo and then the grille applied to the completely-:f'illod grid to 

give the sequence of letters forming the cryptogram.. The two methods 

ot usi:ng the grille are reciprocal; if' the first described niethod is 

used to encipher a message, tha second method is used to dociphor the 

cryptogram, and vice versa. The first of' the two above-described 

methods, the ono in which the plain taxt is inscribed through the 

apertures, will hero be refarred to as tho alpha. method; the second 

method will be referred to as the~ mothod. 

b. The number o:f' lettaI's in a cryptogram enciphered by such a 

device is either a perfect square, when the grillo has an even number ot 

cells per side, or isl less than a perfect squaro, when the ~ille has 
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an odd number of cells per side,' in which case the central cell of 

the grid is not disclos~d and hence remains uni'illed.2 

.£• The manner of construction and the method of use of a grillo 

entails certain consequences which can be employed to solve the 

cryptograms and to reconstruct the grille itself'. The student who 

' wishes to get a thorough grasp of th~ underlying principles to be ex-

plained will do well to prepare a grille3 and study the properties which 

characterize cryptograms produced by its use. Three principles will be 

brought to bear in the solution of' grille ciphers of' this type and they 

will be demonstrated by reference to the grille and message shown in 

Fig. 43. 
\ 

s_. The :fi,rst principle may be termed that of' symm.otry. When e. 

revolving .grille is in position 1 a cortain nuraQer of cells of' the under-

l~ing grid are disclosed (uncovered). For each such disclosed cell ot 

the grid there is a a~otrically corresponding cell·on tho same grid 

which is disclosed V1hen the grille is turned to positions 21 31 and 41 

because the aportures of' the grille remain f'ixed--only their positions 

change as ttie grille is turned in tho procoss of cnciphel'J1J.Ont. Now two 

successive apertures ln position 1 will of' course be occupied by a 
' 

2 or course, the cryptogram may consist or the letters produced by 
several e.~~lications of the same gr)lle. __ F~:_example, if a mes~i;se of' 
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plain-text digraph (alpha method of enciphe:r.ment). When the g~ille 

reaches position 3, after a turn or 180°, the two apertures concerned 

will disclose two cells which w1.ll also be occupied by a plain-text 

digraph, but the letters compgai:as the digraph will be in reverse order 

in the plain text. This property is true also of t\'lo succesaive 

apertures in position 2 when thuy turn up in position 4. Let the student 

vurify this by 1noan& of' the grille l"hich he has conatructod. Thus, 

reforring to Fig. 43, at A is shown the grille in posltion ~. In the 

first row ara aho\Vn 2 aperturgs, a~ coordinates 1-4 and l-8. At B arc 

shown the results of the first application of the grille to the grid. 

Noto the letters yO (first 2 letters of message) in cells 4 and 8. Now 

noto that tho symmetrically corro3ponding cells disclosod when the 

grille is in llOSi tion 3 are cells 57 ~uld 61 '1nd those corrc~pond to 

cells 4 and S in the rovorso order. The letter T in cell 57 therefore 

symmetrically correaponds with letter 0 in cell 8; the lotter Y in call 

61 corres~onds with letter Y in cell 4. ThD same is truo of all othor 

lottors in positions 1 and 3. As a consequence ot this propcrt7 of 

grilles, a single cryptogram can be hundled as though it were really two 

cryptograJ11s of identical length, having certain charactcristico by means 

of which an assumption made in one text !!ID.Y be varifiod by what it yields 

in th-a other t3:xt. That is, when the cryptogram is transcribed as a 

series of liltters in one line c.nd the smne text is va·itten 1n Qnother 

line under thesu letters but in ravorsed order, then the supo~imposed 

letters v1ill bear the symmetric~! relrJtionalup pointed out in this 

pa.rC1graph. If two letters in the upror line of such a transcription :ire 

taken to form. a digraph, tho two corrccpondtng letters in the lower line 
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must torm a digraph but in reversed order in the plain text. For 

example, it the cryptogram of-Fig. 43 is written out as explained above, 
') 

the result is as shown at Fig. 44. Now the presence or the Q in po~ition 

i234567s9wn~~~~~~E~za~~~~~~~~~~~ 
OOMYUCHOMUELARNLFHAIRLNERIDNPGEO 
SETYYBCTUSSIOERHTTUOTUC~~QE!HT~T 

-
"~~~~,~~~~~~~~~~~~~~~~~~~~~~&~~~ 
TSTHEEQESCUTOUTTHREOISSUTCBYYTES 
0 E GP ND IRE NL R.I A.JI FL NRA LEU M·O H CU Y M·O 0 

39 suggests t:ti.at it be combined with a U. If' the U in position 43 is 

taken then the symmetrical digraph corresponding to QU would be LI; it 

the U in position 56 is taken, the synmi.etrically corresponding digraph 

would be MI. Furthermore, two -apertures which are in the san1e colmnn 

and which do not have an intervening aperture between them, will yield a 

good digraph in all 4 positjons of the grille. For e:xemplo, note 
- -

apertures 2-6 and 3-6 in F:tg. 4.3-A. When. the grille is turned to posi­

tions 2, 3, and 4 they \rl.ll disclose two sequont letters in each case. 

An analysis of the s~tries produced by an 8 x 8 grille yields tho 

following table,.which shows what cells are.. disclosed in the other 3 

positions whon an aporture is cut in any one cell in one of the four 

positions of the grille. For example, an aperture cut in cell 11 

(position 1) will-disclose grid cell 23 wben the grille takes position 

2, grid cell 54 when tho grille takes position 3, and grid coll 42 when 

tho srille takos position 4. 
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Positions: 1 J 2~ 1 3 2 tt 1 J 2 l:t 1 J 2 Ii 
1 8 5 25 11 23 19 22 
64 57 {;jJ 40 54 42 46 43 

2 16 6 17 12 31 20 30 
63 49 59 48 53 34 45 35 

3 24 7 9 13 26 21 27 
62 4l 58 56 52 39 44 JS 

4 32 10 15 14 18 28 29 
61 33 55 50 51 47 37 36 

FIGORE 45. 

!.• The second principle may be termed that of exclusion. On 

account of the system upon which the construction of a revolving grille 

is based, a knowledge of the location of an aperture in one of the bands 

brings with it a knowledge of 3 other locations in which there can be no 

apertures. For exe:rn.ple, referring to Fig. 43-A, the presence of the 

aperture at coordiDatee 1-4 precludes the presence of apertures at 

coordinates 4-8, 8-5 1 and 5-1. By virtue of this principle of' exclu-

sion, the number of possibilities tor choice oi' letters in solving a 

cryptogram prepared by means of a revolving grille becomes much re-

duced and the problem is correspondingly simplified; as will be seen 

presently. 

!• The third principle may be tcrmod that ot sequence. When try­

ing to build up text, the letters which follow a given sequence of 

plain-text letters will usually be found to the right an.cl below, that is, 

if' the normal method of writing was used (left to i•igb.t and from the top 

downward). For exempl&, referring to Fig. 44 1 if the trigraph QUE 

is to be built up, neither the U in position 5 nor that in position 10 

~s very likely to bo the one that follows the Q; the U in position 43 is 
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the most likely candidate because it is the first one beyond the Q. 

SUppose the U in position 43 is selected. Then the E tor Q U E cannot 

be the one in position 40, or in any position in front of 40, since the 

E must be beyond the U in the dio,g:.-am • 
.... 

.&· In solving a grille, it will be found advisable to prepare a 

piece of cross-section paper or proper size for the grille and to cut 

each aperture as soon as its position becomes quite definite. In this 

way not only will the problem bo simplified but Qlso when completed the 
' 

proper grille is e.t hand. 

32. Solution of example. - a. Suppose the cryptogr3lll at Fig. 

43-G is to be solved. It baa 64 letters, suggesting Q grille 8 x 8. 

The cryptogram is· first transcribed into a square 8 x a, yialding what 
I 

has already been obtained as Fig. 4J-F. The Q in position 39 suggests 

thnt it is part of a word inscTibed \'lbon the grille wns in position 3, 

since there will be 16 plain-text lottars inscribod at each position of 

the grille. Then a piece of cross-section papor is prep~red tor making 

tho grille as shown in Fig. 45-A, and nn aperture is cut 1 1n the proper 

position to disclose, in position 3, cell 39. It will be found that 
.,, 

this is the aperture locntod at coordinatos 4-2 ot the grille shown in 

Flg. 45-A. At the aema timo tha other 3 cells numbered 4 in the 2d 

band of the grille arc mrkod so tp.ut they cailllot bocom.P apertures. The 

result is s~own in Fig. 45-B. Conforming to the principle of sequence, 

the 0 to be combined with the Q is sought to the right of tho Q in 

l!'ig. 43-l!'. Thora are throo ca.ndidatoa, in positions 43, 46 o.nd 56. 

They yield: 
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1 
2 
3 
4 
5 6 I 

7 ~~ ....... ~~~~ 

8 

FIGURE 45-A. 

1 2 3 k, 5 6 7 8 
"'( c; ( .., ~ 9 /., 't 

l "'( c: ( x ~ t c; 

9 ~ 1 c: ( 1 c; ( 

~x ( "'( t c; ( .., 
.., ( c: t t (JI:_ 
( c: T £: c; t ' 9 

\ c; "'( ~ x ( c; "'( /., 

t l 9 ~ .., £: c: t 

FIGURE 45-B. 

{Grille in posit~on >) 
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39 43 
Q u 
I L 

~~ 
Q u 
I A 

'5J 56 
Q u 
I M 

(: L Ip) (:A Ip)(: M Ip) 

All of the symmetrical correspondents ot these 3 QU•s are good digraphs 

end it is impossible to eliminate any of the three alternatives. The 

U in position 43 would place an aperture 3t coordinates 6-3 in Fig. 

45-B; the U in position 46 would place an aperture at coordinates 6-6;, 

and the U in position 56 would place an aperture at coordinates ?-8. 

All of these are possible, none bPing excluded by principle 2. Suppose 

the Q U is followed by E. There are only tvro possibilities: an E in 

cell'51 aJld an E in cell 63. The following possibilities are presented: 

39 43 51 
Q U E 
I L R 

39 43 63 
Q U E 
I L 0 

~-~ ~ 
Q U E 
I A R 

39 46 63 
Q U E 
I A 0 

39 56 63 
Q U E 
I M 0 

(: R L I) (: 0 L I) (: R A I) (: 0 A t) (: O M I) 

None of the symmetrical correspondents of the ~ U E's are impossible 

sequences in plain text 1 although O A I is not as probnblo as the others. 

(Tho O could be the end of a word, th~ AI.the beginning or the word AID, 

AtM, AIR, etc.) Each of these possibilities would bo testod by princi-

ple 2 to see if any con:f'licts would arise us to the poBitions of aper-

tu.res. As in all cases of transposition ciphers, the most difficult 

pnrt ot the solution is that of rorcing an entering wedge into the struc-

ture and gctti11g a good start; whon this has been done tho rest is easy. 

Note what the results are when the proper apertures arc assumed for 

Q.UF.sT in this case, as shown in Fig. 45-c. In position 1 this yields 

OUR LI ••• ; in position 2 it yields two digraphs .AN and UT; in position 

4 it yields two digraphs HA and RO. -The student should note that the 
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indicated digraphs AN and RO in 

positions 2 and 41 respectivel~, are 

certain despite tho fact that there is 

a space between the t\vo apertures dis-

closing these letters, for the principle 

ot exclusion has permitted the crossiDg 

off or this coll as a possibility for an 

aperture. 

E.• Enough has been shown of the 

procedure to w.ake f\lrthcr demonstration 

unnecessary. Given tho sequence OU'ft IJ: one bogina to build on that, as-

smniDg a word auch as LINE. This yields possibilities tor tho placo-

ment of additional apertures in the grille; thesa are tested in positions 

2, 3, 4, and so on. When any 16 consecutive letters of plain toxt have 

,'been established all apertures have been ascertained and tho problom 

has boon complotod. Subsequent cryptogr0111s propa.i•cd by the same grille 

can be read at once. 

c. If attompts ot aolution on the basis of the alpha method of 

using a grille hava fDilod 1 the obvious modifications in procedure on 

the basis or tho botn method aan roadily be made. 

33. Concluding rcmnrks on the solution of r~volving grilles. -

a. There is nothing about the mechanics of revolving grillos which pro-

v~nts thoir om.ploymcnt in enciphoring complete words instead of individual . . 
letters. liowover1 tho ass01'1bli:ng of whole words in intolligible sequences 

nnd thus the reconstruction of the original plain text is a much easier 
' 

matter than assembling single letters to form the words of the origl!nn.l 

plain text. 
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B.• In case the same grille._ ha.a been em.ployed several times with 

separate grids to encipher a message that is considerably longer than a 

single grid will accommodate (see footnote 2, Par. 3lb), the several 

sections eech representing the set ot letters enciphered on one grid 

may be superimposed and the general solution described in Paragraph 28 

may then be applied. 

~· In case the capacity of a grille is in excess of the number 

required by the length of the text to be onciphered, either or two pro-
• I 

cedures may be agreed upon. The grid cells which would otherwise be 

unoccupied may be filled by nulls, or the grid ma.y be left incomplete. 

As regards the former procedure, little more need be said thnn th3t the 

presence or a few nulls will only delay solution a bit until the tact 

tha.t nulls are being employed for this purpose becomes established. But 
' 

the second type of procedure calls for more cODD11.ant. It the grid is to 

be left incomplete it is necessary, before applying tho grille, to count 

the number of plain-text lettero and to cancel from tho grid n number of 

cells equal to tho number of cells in-excess over the total number re-

quired. The position ot thu cells to bo cancelled must be agreed upon; 

commonly they are thoso at the end of the grid. Such cells ~re marked 

so that when they become exposed during the rotations of the grille they 

will not be used. Thus, for example, tho grille shown in Fig. 43-A is 

intended tor a grid of 64 letters; if the message to be enciphered con-

tains only 53 letters, 12 cells or tho grid must bo co.ncellcd, and by 

agreement they may be cells 53 to 64, 1nclusivo. The solution of a 

single cryptogram of this sort, or oven of severnl of them of difteront 

lengths, Jll81' become a rather difficult matter. First of all, cluos as to 
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the dim~nsions of the grille ar~-no longer afforded by the total number . 
' ·-

ot letter~_in the cryptogram, so that this information can-be obtained 

only by more or less laborious experimentation. Grilles of various 
~ .. _ ... 

~ .. 
dimensions;must be assmn.ed, one after the other., until the ,correct 

~- ,.. .... ' \ 

I 

dimensions have been founa. In the second place, the symmetrical relation-... _ 

ships poi"Ilted out in Paragraph 31 no longeP ·obtain, so that a single 

cryptogram cannot be handled n~ though it we~e constituted of two mes-. -
sages of 1denti col length. . 'Of' courso, il'l trying out ~iQY assumed 

dimensions, tho 64 letters of' the cryptogram mn.y be writton out in two 

superimposed lines, blanks being left f'or those positions which are 

unfilled. The proc13dure thon follows tt.e normal l;l.nos. About the most 

hope:f'Ul clues woul.d be obtuinod from a knowledge of th~ circumstances 

surrounding the tranamission und aff'ordtng a basis for t11e assumption 

ot probable words. However, were such a system employed for regular 

communication thero would undoubtedly be casc•a of' cryptograms of idontical 

lengths, so that tho type of' aolution givun in Parugra.ph 28 will be 

applicable. Once a solution of this sort hns been obt~incd, tho 
I 

dimensions of' tho grille mny be o.scortainod. Subsequent cryptogr::mi.s may 

then be attacked on the basis of the normal proceduro, with such modifica-

tions as nro indicQted by the nbsonco of the number of lattors needed to 

make a completely-filled gt"id. 

34. Indefinite or continuous grilles. - !.· In his manual ot 

cryptography, Sa.cco illustratos a typo of' grille which he has devised and 

' which has elements ot practical importc.L.ce. An ox:mple ot such a. grille 

is shown in Fig. 46. This grille cont.1ins 20 columns of cells and ench 

column contains 5 apertures distributGd at r=m.dom in the column. 
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FIGURE 46. 

There are therefore 100 apertures in all and this is the maximum · 

number of letters which may"be enciphered in one position of the grille. 

The plain text ~s inscribed vorticDlly, from left to right, using only 

as many columns as may be necescary- to inscribe the complete message. 

A 25-lctter mussa.ge would require but 5 colu!l'.ns. To rorm the crypto-

gram the letters aro transcribed from th~ rows, taking the letters from 

loft to right as they appJo.r in tho apdrturcs. If tho total number of 

letters ia not a multiple of 51 sufficient nulls are added to m...."lko it so. 

In decryptogrnphing, the tot'll number of letters in divided by 51 this 

giving the numbdr of co1Ul1ms cm.ployed. Tho cipher tuxt is inscribed 

from left to right and top downwnrds in the nporturo~ in the rows of 
I 

the indicated number of columns and the plain text then reappears in 

the apertures in tho colu.'11IlS 1 reading downward and from loft to'right. 

E.• Such a grille can assume 4 positions, two obverse and two 
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reverse. .Arrangements must be made in advance as to which positions 

will be employed • 

.£• The solution of a single cryptogram enciphered by one end 

only one position ot such a grille presents a hopeless problem, tor the 

apertures being distributed at random throughout the grille there is 

nothing which may be seized upon as a guide to the reconstruction o~ 

either the grille or the pl.Bin text. It is conceivable, of course, 

that a person with an infinite amount of patience could produce an 

:intelligible text and n grille conformable to that text, the 'grille 

having a definite number of col\DDD.s and a fixed number of apertures 

distributed at random throughout the columns. But thore would be no way 

of proving that the plain text so obtained is the actual plain text 

that was encipbered;.tor it \llOuld be possible to produce several "solutions" 

ot the some chara'.cter, any one or which might be correct .. ~ 

d. However, suppose a grille or this sort were employed to en--
cipher a long message, requiring ~wo~or more applications of the grille. 

For example, in the case of the grille shown in Fig. 46 1 having a 

capacity of 100 letters per applicntion, suppose a message of 400 letters 

were to be enciphered, requirillg two obverse and two reverse applications 

of the grille. It is obvious that symmetrical relationships of the 

nature of' those pointed out in Paragraph 31 can be established. Of 

course, if the grille is used several times in the same po~ition to its 

full capacity, producing cryptogrflD'ls of multiples of 100 letters, then the 

4 
In this connection, see~Milit&ry Cryptanalysis, Part III, 

Sec. XI, footnote B. 
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sections of 100 letters may be superimposed and the solution in Paragraph 

28 applied. 

e. If the grille shown in Fig. 46 were used to encipher two mes--
sages, one of 80 letters,, the other of 85, it would be possible to 

solve these messages. For by elimillating 5 letters tram the longer 

message, the two cryptograms can be superimposed and handled ns in Para-

graph 28. The difficulty would be in finding the 5 extra letters. or 

course, if it should happen that one of the messages required 3 or 4 

nulls and letters such as J, X or Z vrere employed for this purpose, the 

nulls would be likely characters for elimination. But regardless of 

this, even if letters of1 medilDl1 or high frequency were used as nulls, 

patient experimentation would ultimately load to solution. Tho latter, 

it must be conceded, would be difficult but not impossible. 
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SECTION VII 

COMBINED SUBSTITU"l.'ION-TRANSPOSITION SYSTllMS 
Paragraph 

Monoalphabetic substitution combined with transposition..... .3S 
Other types of combined substitution-transposition systems •• .36 

35. Monoalphabetic substitution combined with transposition. -

a. A message may undergo monoalphabetic substitution and the resulting 

tert passed through a simple transposition. Ylhen this is the case a 

uniliteral frequency distribution will, of course, exhibit all the 

characteristics of monoalphabeticity, yet the cryptogram will resist 

all attempts at solution according to straightforward simple substitution 

principles. It is usually not d~tficult to detect that a transposition 

is involved because there will not only be long strings of law-frequency 

letters or high-frequency letters but what LS more important, there will 

be very few or no repetitions of digraphs, trigraphs, and tetragraphs, 

since these will be broken up by the transposition. When a unilitoral 

distribution presents all the external evidences of monoalphabeticity 

and yet there are no ropetitions, it is almost a positive indication 

of the presence of transposition superimposed upon the substitution, or 

vice versa. (The former is usually the case). 

b. When conf'rontod with such a situation the cryptanalyst usually 

~roceeds by stages, first eliminating the transposition and then 

solving the mono3.lphabet. It is of course obvious that the general 

solution for transposition ciphers (cryptobrrams or identical length in 

the same key) will not be applicable hora, for the reason that such a 

solution is based upon anagramming, which in turn is guided by the 
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development of good digraphs,-trigraphs, and polygraphs. Since the 
I 

letters ot a combi~d substi~tion-transposition cipher are no longer 

the same as the original plain-text letters, anagramming of colimms 

' formed by superimposing identical-1.ength cryptogr~ can yield no 

results, because there is nothing to guide the cryptanaylst in his 

juxtaposition or columns. 

c. or course, if it should happen that the substitution process 

involves known alphabets, the cryptanalyst can remove the effects ot the 

substitutive process before proceeding to eliminate the transposition, 

even it in the enciphermant the substitution came first. For example, 
. 

if a standard cipher alphabet were_employed for the substitution the 

uniliteral trequoncy distribution would give indications thereof and 

the c1pher letters could 1D1D1odiately be convertod to the no:rma.l plain-

text equivalents. The latter may then be studied as though merely 
r 

transposi tlon-· had been appl:ted.' But it unknown mixed cipher r alphabets 

were employed, this initial comparison-can not be accomplished and a 

solution must wait upon the .removal ot the transposition before the 

substitution can be attacked. 

d. Ot course, it nothing is known about the system of transposition 

that has been employed, there is hardly °anything to do but experiment 

with various types -0t transposition in an attompt to bring about such 

an arrangement ot the toxt as will show repetitions. If this can-be 

done, then the problem can be solved. For example, suppose that a 

message has boon enciphered by a single mixed cipher alphabet and the 

substitution text has then been inscribed within a rectangle et certain 

dimensions according to one of the usual routes mentioned in Paragraph 5. 
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Repetitions in the plain text will ot course be preserved in the 

substitution text but will be destroyed after the transposition has 

been applied. The cryptanalyst, however, in his attempts to elimiDa.te 

the transposition may experiment with route transpositions of the 

various types, employing rectangles of various dimensions as suggested 

by the total number of letters in the cryptogram. If he perseveres, 

ho will find one route which he will know is correct as soon as he 

tries it because it will disclose the repetitions in the plain text, 

although the latter are still covered by a substitution. 

e. Practically all the methods ot transposition which may be 

applied to plain taxt may also be applied to a text resulting from an 

initial transformation by substitution. As already mentioned, route 

transposition may be used; reversed and rail-fence writing, columnar 

transposition with or without keying and with complete or incomplete 

rectangles are also possible. From n practical standpoint, koyed 

columnar transposition applied to a monoalphabctic substitution is not 

only a popular but also a fairly secure combination because in this cnae 

the elimination of the transposition is a rather difficult matter. If 

the rectangle is completely tilled the problem is not insUimountable 

in the caao ot a long message transposed by means of transposition with 

a rectangle of fairly small dimensions. For by assuming rectangles of 

various dimonsiono suggested by the total number of letters, cutting 

the columns apart, and then combining columns on the basis or the 

number of repetitions ~roduced within juxto.posed col\Dlllls and between 

different sets of juxtaposed colUlilils, it is possible to reconstruct the 

roctnngl.e qnd thus reraove the transposition phase. Thia, however, is 
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acbnittedly a slow and difficult process even under the-most favorable 
. . 

condit~ons; and if the rect~e is incompletely filled the process 

is practipally futile. For in the latter case the lack ot absolutely 

clear-cut ~owledge as to the lengt~s of the columns, the juxtaposition 

of columnar material becomes r~plete with uncertainties and engenders . 
feelings of confusion, ho_pelessness 1 and inadequacy in the mind of the 

cryptanalyst. However, he need not be wholly in despair if he is 
-

confronted with a problem of this nature in war time, when many crypto-

grams became available for study. For there are speci&l methods of 

solution suitable to the occasion, created by special circumstances 

attendant upon the interception of a voluminous traffic. In subsequent 

paragraphs the student Ylill come to understand what is here meant by 

the spe~ial circumstances and will learn of these special solutions. 
' 

Other typas of combined substitution-transposition systems. -- . 
a. There is no technical obstacle to the application of a transposition 

. 
to the text resulting from any type of substitution, e~en if the latter 

is polyalphabetic or polygraphic in nature. i'ho obstacles or rather 

objections to such combinations are practical in their charactor--they . . 
are too complex for ordinary use and the prevalence of errors makes 

them too difficult to handle, as a general rule. However, they have 

been and are sometimes used even as fiold ciphers. For instance, ~n 

the southeastern front during the World War the Central Powers made 

uso of a somewhat irregular polyalphabetic substitution involving 4 

standard alphabets nnd a keyed columnar transposition with incompletely ,,. 

filled rectangles of a relatively large mmlber of columns. Nevertheless, 

messages in this system were solved by taking advantage of the possibility 

of devising special solutions. 
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b. Digraphic substitution, such as the Playfair cip!~er, may be 

combined with transposition to yield cryptograms of fair sc•curity. But 

here again the·eiim.ination of the transposition phase by taking advantage 

of special airc'lmlstances or by rearranging tho text so as to uncover 

the repetiti'Ons whieh are inevitable in the Playfair,cipher, will result 

in solution. ·· 

£.· A particularly fruitful source of combined substitution­

transposition is to be :ound in those methods generally designated as 

fractionating systams, wherein tho substitution phasd replaces each 

plain-text letter by an equivalent com.posed of two or mor~ components or 

"fractions" and then those components are subjected to transposition in 

a second phase. This latter may be followad by a third phase, recom-

bination of distributed compononts, and a fourth phusa, tho replacement 
I 

of the recombined compona~ts by letters. Tbus such a system com~rises a 

first substitution, a transpoaitlon, a recombino.tion, and a sucond 

substitution.1 In the subsequent paragraphs certain syetama of this 

sort will be dealt with in detail. ,They are interesting c"JC.."'llnples of 

practical systems of cryptography which have boon used in the field or 

,military operations in the past and may agein be usad in the future. 

The first one to be discussed is particularly interesting for this 

reason alone; but it is nlso of interest because it will aarv0 as a 

modal for the student to follow in his study or methods tor thd solution 

of combined substitution-~ranspos1tion ciphers in gener'll. 

1 ' . 
Sae Special Text No. 166, Advanced Military Cryptography, Sec. XI. 
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SECTION VIII 

SOLUTION OF THE ADFGVX SYSTEM 
Paragraph 

Introductory remarks ••••••••••••••••••r••~!••••••••••·~···, 
Special solution by means of identical endings ••••••••••• 
Special solution by means of identi~al beginnings ~······~~ 
Special solution~ the exact factor method •••••••••••••• 
General solutjon tor the ADFGYX system ••••••••••••••••••• 
Basic principles of the general solution ••••••••••••••••• 
Illustration of solution••••••••••••••••••••••••••••••••• 

,.3:z 
, 3t1"· 

39 
40 
41. 
42 
43 

37. Introductory remarks. -- a. One ot the most interesting and -
practical or the many methods in which substitution and transposition are 

combined w1 thin a single system is t~at known in tho literature as the 

ADFGVX cipher.1 In this ~stem a 36-character bipartit~ sub~-titution 

checkerboard is employed, in the cells of which the 26 letters ot the 

alphabet and the 10 digits are distributed in mixed order, often ac­

cording to some keyword. Tho row and column indicators (coordinates) 

are the letters ADFGVX, and taken in pairs the latter are used as 

substitutes tor the letters or the plain text. These subs_titutive 
. . 

pairs are then inscribed within a rectangle and a columnar transposition 

takes place, according to a mmierical key. The cipher text consists 
- ' 

then merely Of the 6 letters A, D, F, G, V, and X • .. -
b. The .ADFGVX cipher system was inaugurated on the· Western Front - ' ' 

' -
by the German Army on March 1, 19181 tor communication between higher 

headquarters, principally between headquarters ot divisions and corps. 

When first instituted on March l, 19181 the checkerboard consisted of 

25 cells, tor a 25-letter German alphabet (J was omitted), and the 5 

1special Text No. 1661 Advanced Military Cmtogra.Phy1 ·sec. n. 
.. 
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letters A, D, F, G, and X used as coordinates. On June 1 the letter V 

was added, the checkerboard having been enlarged to 36 cells, to take 

care ot a 26-letter alphabet plus the 10 digits. Transposition keys . 
rallged :f'rom 15 to 22 numbers (inclusive) and both the checkerboard and 

the transposition key were chtalged daily. The Jllllllber ot messages in 

this system varied from 25 a day upon the inception ot the system. to as 

many as 150 per day, during the last days ot May, 1918. The first 

solution was made on April 6 by the French. The cipher continued in 

use rather extensively until late in June but from that time until the 

Armistice the volume of messages dllllin1shed ve-ry considerably. Although 

only 10 keys, covering a period of as many days were ever solved, the 

proportion of solved messages in the whole intercepted traffic was 

about 50%· This was true because of the fact that tho keys solved were 

those tor days on which the greatdst number of messages was intercepted • 

Tho same system Yr"ns am.ployed on the southeastern front from July, 1918, 

to the end ot tho vro.r. Keys were in o:f'toct at first for a period of 2 

days and beginning on Soptember 1, for a period of 3 days. In all 17 

keys, covering a total of 44 days, were solved • 

..£,• At the time that the Allied cryptanalytic offices were working 

with c-ryptograms in this system only three methods were kn.own for their 

solution and all throe of them are classifiable under the heading of 

special solutions, because certain conditions lla.d to obtain before they 

could be applied. No general solution had been developed until after 

hostilities had ceased. Because they are interesting and useful sane 

attention will be dovoted to both the general and the special solutions • 

Since tho special solutions are easy to understand and serve as a good 
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' introduction to the general solution. they will be taken up first. 
, -

,38.. Special solution by means of' identical endings. - !.• In Par. 
' r 

24 it was demonstrated how the solution of' keyed columnar transposition 
- ' 

ciphers can be facilitated and simplified by the comparison of' two crypto-

grams which nre in the same key and the plain-text endings of' which are 

identical. It was noted in that case that a &tw\r of' tho irregularly 

distributed cipher-text identities between the two cryptograms permits 
' ot not only cutting up the text into sections that correspond with the 

long and the short columns ot the transposition rectangle but also of 

establishing the transposition key in a direct manner almost ~ntirely 

mathematical in nature. When this has been accomplished the plain 

texts ot these two messages aro at once disclosed, and all other mes-, 

sages in the same key may be read bj means of' tho key so reconstructod. 

b. The same method of solution is applicable to the similar -
situation, if' it can be found, in tho case ot the ADFGVX system, except 

t:tla.t one more step intervenes between the reconstruction of' the trans-

position rectangle and tho appearance of the plain text in the rectangle: - / 

a monoalphabetic substitution must be solved, since the text in the 

rows ot the rectangle does not consist of' plain-text letters but of' 

pairs of components represonting th~se letters as enciphered by means 
I 

of a bipartite substitution alphabet. Moreover, this latter step is . 
comparatively simple when there is a sutficient amount of text in the 

two rectangles; it not, additional mD.terial. tor use in solving the 

monoalphabet can be obtained trom other cryptograms in the same key, it 
- • l 

they are availeble, since the transposition key, ho.ving already beon 

reconstructed tram. tho two cryptograms with identical endings, will 
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permit of inscribinS all other Cl"l'ptograms in the same key within their 

proper rectangles. 

c. A demonstration of the application of the principles in-

valved inE.Udl a solution will be uaetul • The following cryptograms 

have been intercepted: 

No. 1 

X V A A :X: VD DAG DADVF ADADA FXGFV X F A :X: A 
:X: V A V F AVXAD GFFXF FGAGF DGDGD DGAFD 
AADDD XDAVG GA A DX ADli'VF FDFXF GFGAV 
AFAFX FFXFX FVDGX AFFGX AA AVA VA FAG 
DD FAG VFADV FAVVX GVAAA FD FAX XFAAG 
DX 

No. 2. 

FDFFF FVFAD DVFVD GAFDF·DAGAD li'DFAF 
GAXGD VXGFX VXDXV AAAAD GXFFD VFAAG 
VGVFF FDAFF l!'XDAF XGAFD VFGXV DDFAD 
DAAAX A AF F ..\. I!' V I!' ·X F FAXXd XDGXA VDAVF 
DFAVX VADXF AXF'F.X XAAVX XADXA A AV VG 
A G D :X: X FD FAX FD GDF FXDGX FA GDF FD DVD 
DXDAF AGXXA FGAV 

!• 'The delimitation and marking of identities between these two 

cryptograms is a procedure similar to thCJ.t explained in Par. 24.£.1 

except that a little more study may be necessary in this case because 

occasionally there may be considernble uncertainty as to exactly where 

an identity begins or' ends. The reason for this is not difficult to 

understand. Whereas in Pa.r. 24.2, the process involves "uni'ractionated" 

letters and there nr~ about 18 or 20 different letters to deal with, 

so that an "occidentnl identity" is a rather rare occurrence, in the 

preeont problam tho process involves tractions of letters (the com­

ponents of the bipartite cipher equivalents), 3lld there are only 6 

different characters to doal l'li th, so that such "accidental idonti ties" 
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are quite frequent. Now the cryptanalyst is not able ut first to 

distinguish between these accidental identities and actual identities 

and this is what makes the process somewhat difficult. What is meant 

will become perfectly clear presently • 

.!.• Taking the two illustrative cryptograms, the first step is to 

ascertain what identities can be found botweon them, and then mark off 

these identities. For oxample, it is obvious that if the 1ncssages end . 
alike the last several letters in No. 1 should be found somewhere in 

No. 21 and likewise ~he last several letters in No. 2 should be found 

somewhere in No. 1. The number of letters in identical sequences will 

depend upon the length of' the identical text and tha width of' the trans-

position recte.ngle. Searching through No. 2 for a sequence such as 

AGDX, or GDX, or at least DX, the tetragraph AGDX is found as latters 

151-54. The last colmnn of No. 2 ends with FGAV; searching through 

No. l f'or a sequence FGAV, or GAV, or at least AV, the tetragraph 

FGAV is found as letters 87-90. These identities arc underlined or 

marked off in some fashion, and search is made for other identities. 

It would be a groat help if'the width of the transposition rectnngle 

were known, for then it would be possible to cut up the text into 

lengths appro:ximntely corresponding to column lengths, and this would 

then restrict thQ search for identical sequences to tlloso sections 

which correspond to tho bottoms of the columns. Suppose the key to 

contain 20 numbers. Than the roctangl.o for No. 1, containing 152 

!otters, would consist of 12 long columns ot 8 lette~s and 8 short ones 

ot 7 letters; that f'or No. 2, ·containing 194 letters, \'10Uld consist of' 

14 long columns of 10 lottors and 6 short ones of 9 letters. If that 
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were correct then in No •. 1 the end of the first column would be either 

XVDD, or XVD. Searching throllgb No. 2 tor either of these a sequence 

XVDD is found as letters 84-7. Column 1 is probably a long column in 

No. 1. The word probably is used because the identity ::nay extend only 

over the letters XVD, and the next D may be an accidental similarity, 

since the chances that D will appear by pure accident are 1 in 6, which 

is not at all improbable. It must also be pointed out that n certain 

number of telegraphic err~rs may be expected, and since there are only 

6 different letters the chancea that an F, for oxamplo, will be re-

ceived or recorded BB a D are fairly good. Column 1 of No. 2 ends 

either w1 th VFAD or VFA. Searching through No. 1, a sequence VFAD is 

found as letters 14-17; n sequence VFA is found as letters 34-6; a 

sequenco Vl!"FD is found as letters 79-82; a sequence VFAD is also found 

as letters 126-1,30; a sequence VFA is found as letters 131-3. Here are 

savoral possibilitios; which is the one to choose? Two of these 

possibilities coincide exactly with the fUll se~uence being sought, 
I 

VFAD. One of them is at 14-17, but this is rather unlikely to be the 
' . 

' -
correct one. For if an hypoth~sis of a key of 20 columns is assumed, 

as has here been done, then column 2 must contain either 8 or 7 letters 

and to assume VF_IU) in positions 14-17 would make column 2 n column of 

9 letters, which is inconsistent with that hypothesis. The other VF~ 

sequence, at 126-30, remains a candidate, since at this stage it_is 

not possib1e to tell just where the ends of the columns are, and there 

is therefore'nothing to indicate thnt this possibility may be ruled out. 

Another section of the text of one or the other cryptogram is aelected, 

with a view to establishing additional. identities. To go through the 
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1'hole process here would consume too much ~pace and time. Moreover, 

it ia not necessary, for- the only P-~pose in carrying the demonstration 

this far ,is to indicate to ilhe st_udent the general procedure and to _ 

show him some of the ditficulties he will encoUllter in the 1dentif1ca-
• I I - I r • \. • ' . ~ 

tion of th~ qimilar porti,cns when the text is composed of only a very 
- ..... 

limited number of diffefe.nt letters. In thia case, attar more or leas 
... I - I I 

tedious expe~imentation, .. tJ';le hypothesis of e. ~e7 of 20 columns is es­

tablish~d as correct w~en two sets of 20 identities are uncovered and 

the identities are found to be as shown in Fig. 47. 
' - -

!· A taple ot equiva.len<:ies. is then drawn up: 

No. 1. •••••- l 2 3 4 5 ~6 7 8 9,10 1112 13 14 15 16 17 18 19 20 
No. 2 ••••• .'9·6 8 10 13 1117 2 19 15 7 20 14 12 5 18 1 4 3 16 

Since the redt&Dgle tor No. 2 has 2 more letters in the last row than 
. -

the rectangle tor No. 1, two chains or· equivalents e.t 2 intervals are 
~ 

' ' 
constructea.. Thus: 

These chains must now be united into a single chain by proper inter-
' < .. • , .. 

locking. Since cryptogram No. 1 has 12 long columns, 8nd since the 
... ' .. . 

identities of' these 12 coiumns are now known (1, 3, s, 7, 9, 12, ~3, . 
14, 16,~17 1 19, 20) 1 the interlockjng or the two chains and hence the 

transposition key must- be· this: " . 

·1-2--3--4-5--6-7--s--9-10-11-12-13-14-15-16-17-is-19~20 
7-5-17-13-1-14-9-12-19-20--3-16--8-18--2--4--6-10-1~-15 

A• The two cryptograms may now be tranacrib!!>d into the1:r p~pcr 

transposition rectangles, as shown in Fig. 48. 
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No. 1. 

5 10 15 20 25 30 
XVAA.X VDHAG DA,DVPJ ADA1DA FxGfrv XFtAXAI 

1 2 3 4 

35 40 45 50 55 6o 
XVAV1F AVxfAD GF.li'_Xrj FGAG,F DGDJGD ,DGAFpt 

5 ~ 7 8 

65 70 75 80 85 90 
AAD,DD XD.AIVG GAiADXI ADFVJ' FDIFXF G,!'GAVI 

9 10 11 12 

95 100 105 110 115 120 
AFAF.X FF:xlFX FVtpGX AIFFGX IAAMVA VA~ 

13 14 15 ~ 

125 lJO 135 140 145 150 g D F A G 1V F A DI V F A V 1V X aj V A A A 1F D F Al X X F A l!,_G 

D Xf 
20 

17 18 19 

No. 2. 

5 10 15 20 25 30 
F D F F F E' ,V F A DI D V F V 1D G A F DI F D A G A D 1F D F Al F 

1 2 .3 

.35 40 45 50 55 6o 
G .ll X G D ,V X Gl F X V X D X V 1A A .Al A D G X F :E' ,f)' V Fl A A G 

4 5 ~ 

65 70 75 so a, 90 
V G V l!' 1F F nj A F F F X tD A F X Gj,,.\ F D V F G .X V D Df F A D 

7 8 9 

95 100 105 110 115 120 
DAA1AX AJA FF.A FV!FXFI FAXXA X1DGXAf VDAVF 

10 11 12 

125 130 135 140 145 150 
D 1F A V Xf V A D X F A ,X F F Xf X A A "f X X tf .. D XI A A A V V G 

13 14 15 

155 160 165 170 175 180 
IA GD XfX F D FA x ,F D G DI F F x D G x ,FA G DI F F D D v IE 

16 17 18 

185 190 
D X D Al F A G X X A tF G A vf 

19 20 

FIGURE 47• 
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? S?]l3 1]4 91lJ92> 3l6 8J8 2 4 6D:D.15 7 5Jl]3 ll4 9-1ll]2> 31' 8:S 2 4 6D:D.l5 
FXDAXFAFVXA~GVAFAVAF AFXVFVAFFFFAAFDFAFAX 
GVFFVXAXAXDADFGVDGDF AXFDDAFAFADAFFVGDAFA 
AAAAAFDFAFAVDADXGGFG GVDAFDDXDGAAFXFAGDFA 
GVGFAVDGAADAGVAFFAVX ·vxFVFXVXDXGVFDVXXDAV 
f FVXXDDFFAAFAVDAFAFA GDAFFFFAvXAVXGDGFAFX 
D~FiVGXGDGFAFXVXXDFA VXXDFAGXDADGDXGDFAVX 
GVAFDXDAFDXGDGFAFXDA FVFFVXXDDFFAAFAVDAFA 
DXDXDAAVAXGD - FADA~FVGXGDGFAFXVXXD 

No. l. 

... 

FAGVAFDXDAFDXGDGFAFX 
DADXDXDAAVAXGD 

~ 

No. 2. 
FIGURE 48. .. 

7 5 1713 l J4 9 l2 ll 2l 3 l6 8 :B 2 4 6 ll D. 15 7 5 lZ:13 l l4 9 l2 l} 2> 3 l6 8 JS 2 4 6 D ll. 15 
H A V E O_ R D E R E E X P E C T E N E M 

FXDAXFAFVXAVGVAFAVAF AFXVFVAFFFFAAFDFAFAX 

D C 0 M M A N D I N .M Y A T T A C K A T 
GVFFVXAXAXDADFGVDGDF AXFDDAFAFADAFFVGDAFA 

G GENER AL 2 3 DAY LI GB TS T 
AAA~AFDFAFAVDADXGqFG GVDAFDDXDGAAFXFAGDFA 

D B R 1 G A D E T O 0 P H 0 L D Y 0 U R. 
GVGFAVDGAADAGVAFFAVX VXFVFXVXDXGVFDVXXDAV 

C 0 U N T E R A T T · S E C T O R W I T H 
FFVXXDDFFAAFAVDAFAFA GDAFFFFAVXAVXGDGFAFX 

A C K W I T H 0 U T O U T F /1 I L S T 0 
DAFFVGXGDGFAFXVXXDFA V~iDFAGXDADGDXGDFAVX 

DEL A Y WIT BA P_C 0 UN TERA T 
GVAFDXDAFDXGDGFAFXDA FVFFVXXDDFFAAFAVDAF~ 

L L A B M S T A C K W I T H 0 U 
DX DX DA A V•A X GD FAD AF F VG X GD G FA F XV XX D 

-. 

No. 1. 

. 
I 

T D E L A Y W I T H 
FAGVAFDXDAFDXGDGFAFX 

A L L A R M S 
D A D X' D X D A .A V A X G D 

No. 2. 
-' 
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!!.• A frequency distribution is now :made of all Lhe bipartite 

pairs. so as to solve the enciphering checkerboard. There i~ no neces-

sity for going through this part of the solution, for it falls along 

quite normal lines of monodlphabetic substitution. The checkerboard is 

i'ound. to be as 1'ollows: 2 

A 
D 
F 
G 
v 
x 

A 1D F G 
G E 
A N I 
T y c 3 

SB 2 
K 

u v w 

V'X i. The tv..ro plain-text rectall6los are 
R M 

L shown in Fig. ~9. 
p H 
DF l.• Spocula~ing upon the disposition of 

0 
x the letters within the enC'iphori:og checker-

board, it soon becomes evident that tho lcoy-phra.so upon which it is based 

is GERMAN M!LIT.Att'l CIPHERS. The digits ar~ inser-tod immeuiately after 

tho letters A, B, C, ••• , as they occur in the 1r.ixod soquenco, ~o that 

the completo chockorboard io a~ sho\\lll in Fig. 50: 

A 
D 
F 
G 
v 
x 

FIGURE 50. 

Tho transposi '\..lOJ:l key 1ras evidently derived 

from tho first '20 lottcrs of tht• mixed soqucnce: 

GE:1. MAN IL T YCPHSBDFJ K 0 
7-5-17-13-1-14-9-12-19-20-3-16-S-18-2-4-6-10-11-15 

~ho data (20th) in1ic~tus that the transposition 

key v:ill have 20 nUiilbers Jn it. 

39. Special aolution by mcnns of itlonticnl b.h~J.l".llillGS• - a. -
Par. 23 was dam.onstratecl the ~"lCthod of solution based upo11 1'1nd1llg tv.-o 

cryptogrEll'ls whl ch f\ro in tho su.110 key alld the plair1 tuxts of which begin 

2sinco tho 1st crJptogra."'11 i.s acld..:-os.Jed to til.o CG 23'1 Bl.'i.ga.de .rnd tho 2d 
cryptogram :::ientiC'ns that the coM".rindox- 01' Lhm; brir~·tdo h~s been ordered 
to do so and 30, the oolution of the groups GG {= 21 and FG {: 3) is 
mado b-r ini'erenca. This gi vcs tl::.u pb.cOiilcnt of tlu.i. .. 1.:i t\vo digits in the 
ciphGr square. 
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with the same ~"Ords. The application of this method to the correspond-

-ing situation in the case of the .Am"GVX system should by this time be 
= 

obvious. The finding of' identical sequences is somewhat easier in this 

case than in the case of identical endings because the identities can 

be :found in parallel progression :from the beginning to the end of the 

two cryptogrmns being compared. Moreover, the discovery of two crypto-

grams with similar begim:tings is easier than that of two with similar 

endiDgs because in the :former .case the very first groups in the two 

cryptograms contain identitios, whereas in the la.tter case the identi-

ties nre hidden and sca.ttered throughout the tarts of the two cryptograna 

On the other h!lnd, the complete solution of a. ca.se of identical endings 

is very much more simple than tha.t involving identic:!l. beginnings be-

cause in the :former ca.so th~ establishment of' the identities carries with 

it almost nutomaticolly the complete reconstruction of the transposition 

key, wherea.s in the latter this is f'nr from true nnd c.dditiono.l crypto-

grams may be essential in order to accor.iplish this sine qua non tor the 

solution. 

1!.• The following represent 8 cryptograms of the same date, assumed 

to have been enciphered by the soma key. The cryptograms_hnve been 

No. h 

VDDFA XFAAX DXGGF FVl!,XF GXDXG DGAGF 
AGDAD VGGDA AADXX DXAFF AADAF DFFDA 

No. 2. 

GXDDA DD GDF VGXAX XXGXG AAAAD FAD DX 
AVDXF XAD 

·-

• 

.. 
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No. ) •. 

XDAAA GXDDX VFFVD GAD FD XAAAG DFADG 
AF DAD GVGDV FDFXA GFXAF AFAXD DDDFD 
XAXVA DXFXl!, DGAGF GGADD AGDGX AVGDG 
AD AF A XFAAG VAAGA FDVDV DX FDA XFDFF 
GDXDV DAD AV DAD DD GA DAG A A"''\. F G GDXAX 
FGVXD DGDDF AFAGV AFGXG VD DAX XDVFF • FFDXG VGDFG AVA DA XDAFA AFDGF VFXXX 
AA GAG AFDGX AFAFX XGGAG AAFFA AFDGA 
G A F V x· D G G F G DAAAF D .1'.\. DAD XV VAX FVADD 
GAF FF GXAXD FDDFX A.Az\AA 

No. 4. 

AFGFX AGX! .. G XDDAF AAXAV GDDDD FAFGV 
DGDXA FDXAX GFGDD VADXA XGFAX FDADD 
GD 

No. 5. 

XAAAD DGAAG DDDXF FAVGil. XDGGD FF AVA 
D.AAXA GDXDX XXXDG VFADA DFFFF VVGFD 
XFDGG DAXDG ADFD 

No. 6. 

XDAA.V DXDGF X.VGDD AVGX.d. DXAAD XGGAA 
GDF DA AAG1\.X DVFDF DFFDD FDDFX l!'XXFD 
FDXAX GllXFF vnv1~F GVDVD DDAGD GGDAA 
GGFDD DVFFV VAGVA XAAGG XGXDD DADXF 
A D F J!! G DGFDA AFGAX FF DVD DDAGA FAD AV 
DD DAV G ..\ V A D FGDDF FDGDV DGGX"'\ X11.XD..l 
DXDVF FXVAX GFDAG XFFFF AAXDA FVDXG 
Xl!'DAG A G .A V D VA GAF DGDAV VDDDD DFXGV 
A F F A Ji FFFDV DFFAF DAGDG FA.A AF DX AXA 
VAX DA GADXD VFl.1.FF F G D D il D D D F i\. GD FAX 
DG 

No. 7. 

AGFGV DDDDF DD'.i!,XF DDGDF AXFDD VDVXA 
DDAXX AADDF AGGFF .A X D D G XDF..,\.D DFDGD 
DVAXA XFXDA FXDDG FXGDV GFFGX D A D F .A 
DDAFF VDGXA ADXFX GVADA X G X "''\. G AGDGV 
XDDV 
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No. 8. 

DFGFX DF
0

AFF XDXAG ADGGG DDFGA XGVDF 
VVi'DA AAXGD AVDVA DDGVD AFAG 

e:xamined for identical beginnings, _!nd n\Dllbers ) and b apparently begin 
r alike, identical portions beiDg underlined as shown. Now the number 

of' identical s~ctions in the two cryptograms is 15; this indicates that
1 

the width of' ~he transposition rectangle is 15. Therefore, No. 3 (290 

letters) has 5 long columns of' 20 letters and 10 short columns of 19 

letters: [15 x 20) - 10 : 2CJQ) No. 6 ( .302 letters has 2 loDg columns 

of 21 letters end 13 short columns of 20 letters. [:15 x 21) - 13 : .30ID. 
,J ' 

The identical sections in No. 3 and No. 6 having been marked off' as 

shown in Fig. 51, the nert step ,is to trtµlScribe the texts into their 

correct column length3 as given by the atu~ of' identical sections, 

writing them merely in thoir serial order, as shown in Fig. 52. In this 

transcription no serious difficulty is usually encountered in the divi-

sion into correct column lengths, this process being guided by the 

identical sequences, the number of letters between tho identical 

sequences, and the maximum and minimlDl'l lengths of the columns as cal-

culatod from the dimensions of the rocta.Dgl.o. Whonever dif'f'iculties are 

encountered in this process, they are brought about by accidental iden-

titios ot letters before and a:ttor the true or actual identical sequences. 

In the present case no such dif'f'iculties ariso except in going from 

column 12 to column 13. Tho identico.l aections tor column 13 here con-

sist of' the sequence A F F A A F; if these sections a.re placed at the 

head of' column 13, it lenvGs column 12 one letter short at the bottom 
I 

in each diagrmn. This moans that the initial A's in these identical 

- 126 -

• 

.. 

• 

• 



REF ID:A56913 

No. 3. 

XDAAA GXDDX VFFVD•GADFp XAAAG DFADG 
1 2 

AFDAD G V G
1
D V FDFXA GFXAl!, AFAXD DDD.!..J! 

3 4 
XAX,VA DXFXF DGAGF G G A,D D AG D G1X AVGDG 

• 5 
ADA FA X F A,A G V A,A GA FDVDV DXFDA X F ,D F F 

6 7 
G n,x n v DA DAV DAD DD GA;QA'G AAAFG GDXAX 

8 
FGVXD D1G DD F AFAGV AE'GXG VD DAX .! D VF F1 

9 10 
FFDXG ·v GDF. G .1:-'\. VA D1A X DA Fa A AFDGF VFXXX 

11 
A A G1.A. G AF D ~X AFAFX XGGAG Ar!_FFA AF, D GA 

12 13 
GAFVX DGGFG D1A A AF D1 .a. DAD XVVA:X FV.ADD 

14 
G,A FF F G,X AX D F"DDFX AAAAA 

15 

No. 6. 
-~ 

;t:DAA,V DXDGF XVGDD AVGXA ,DXAAD XGGA.t\ 
l 2 

GDF DA AAGAX: 1D VF D F D~,FDD FDDFX FXXFD 
3 

,F DX .AX, GAXFF VDVAF GVDVD 1DDAGD G,G DA A 
4 5 

GGFDD DVFFV V,A G V A1 X .i::\ AG G XGXDD DADXF 
6 

A,D FF G D,G FD A AFGAX FF DVD D1DAGA FAD AV 
7 8 

DD DAV GAV AD F 1G DD F FDGDV DGGX .. \ XAXDA 
9 

D,X D VF F,X VAX GFDAG XFFFF At! X DA F1 VD X G 
10 11 

XFD.a.G AGAVD V
1
AGAF D G,D AV VDDDD DFXGV 

12 
1-A F F A A F,F FD V DFFAF DAGDG G1A A AF D,X AX A 

13 14 
V.1.\XDA G/ ... DXD VF ,A Ji' F F G,D D ..\ DDDFA GDFAX 

15 
DG 

FIGURE 51. 
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No. 3 Ng!.. 6 

l 2 3 4 5 6 7 8 9Dlll2l3ll..l5 12 34 5 6 7S9Dlll2:til415 
:X D D F D A D D G x AA F'A A. XD DF D A D'D1G'X A.AF A A 
DX v D D G F A D D XG FA B' - D x v D DG F A DD x G FA F 
.A A F x A v F· G D v DA AA F , AA F x AV F G DV D A A A F 
~ A D A G" A G A ! F AF AF r - AA D A GA G A FF A FA F F 
J! A .I!' A JJ IA Q A jl J!' J! JJ I.I! .u li v D I.I!" x D A i.Jl 1.I!' J!" ir .I!" ,JJ l!' !J li 

U G x v ~ li x A J!" !' ,_a 2 .LI "A A. .LI A .u G G A G !A lJ A v IG l!" JI_ u 
..l! lJ A A .I. IA lJ I.If A .I!" IA .A. \j .u a. .1 li 11'' A G A .I!' lJ \j v lJ JJ !' A D 
I F G D .. t F v G G D FA I.A ,£\ x DG F x DG D A DA x A DX J\ 
I A F x v D D G v x DF GDD G A D F AG .A v vx G v VA D 
J D x F G v A D A G GA I.A XF FA D F A :X. &i. D DG x v DV D 
1i G A x D D D x FV FF FVD XG l!' v GG F D GF F D FA D 
:E A F F G v A .ri. GG vx vv D VD D D GX G D 0 .D D D FX F 
:E F A DA DV x x D FX ::x .. \ F GF D v FD A A XA A DA D A 
1i D F GD x D F GF ]I GD x x DD F J\. DD x v AG G D FA G 
I A A A J\ F A G v G :x G 0 F A D .. \ x F DD F G IJ! x A·D DG D 
c; D x GF D D v D A :x A ( v A - .A A F G D /'. F A 1l F G1F J\ A F 
J G D F A A D x D v .A G ll A A VA x v VI D v JI F A!X GD A 
l v D GX x D D A A A A ( D A G GX D I J v A DF VIG DX x 
l G D GF F G D x D G ~ I D A ..... ]I A F v l!" F D D A·F DV G D D 

D A A A G Ii :x D D 1i ,, D F DA VA G v G 
1i ]' 

FIGURE 52. 

sequences represent an accidental identityi these A's belong at the 

bottom of'_ column 12 in each diagran1, and the true identical sequences 

are F F A A F, and not A F F A A F. In some cases there may be 1D.all7 

more instances of' such accidental identities before and after the true 

identical sequences. Another thing to be noted is that the identicB;l 

beginnings in this case run along for at least 4 complotc rows and part 
I 

of the 5th row in the transpos~tion roctangle. Therefor~, the identical 
' 

sequences should consist of' not less than 4, ar.d not more than 5 le,ttcrs; 

any letters in excess of 5 in any identical soquen~e are accidental 

identities. Thero are several such accidental identities in the case 

under study, viz, in columns 5 and 12; 

.£• Now comes the attompt to place the colu~ns in proper sequence 

in tho respective transposition rectanglos. Sinco No. 6 has only 2 long 

columns, viz, 5 a:cd 12, it ia obvious that thooo two columns belong at 
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the extreme left of' the rectangle. Their order may be 5-12 or 12-5; 

there is no way of' telling which is correct just yet. Since ?~o. 3 has 

5 long columns, viz, 31 4,51 7,12, and since f'rom No. 6 it has been as­

certained that S and 12 go to the extreme lef't, it is obvious that 

columns 31 4, and 7 occupy the 3d1 4th, and 5th positions in the 

rectangles. Their order may be aDy" permutation of the three numbers 

31 4, and 7; their exact order must be ascertained by f'urther study. 

d. In this study to fix the exact order of the columns and thus to -
~econstruct tbe transposition key, advantage can be taken ot the diverse 

lengths of other cr-,fPtogra'lls that may be available in the same key. In 

this case there are 6 additional cryptograms, Nos. 1, 2, 4, 5, 7, and 

8, suitable tor the purpose. The tollovri.ng calculations are made: 

Cl'Jptogram Total No. Lengths of' No. of columns 
No. of letters columns LoIW Short 

1 60 4 All same length 
2 38 3 and 2 8 7 
4 62 5 and 4 2 13 
5 74 5 and 4 14 1 
7 124 9 and 8 4 11 
8 54 4 and .3 9 6 

Now No. 7 has 4 long columns, and these must consist ot four columns 

from among the five already ascertainad as falling at the extreme left, 

viz, 3, 4, 51 7, and 14. Columns 5 and 14 have furthemore been placed 

in positions 1 1 2, leaving columns 3, 4, and 7 for positions 3, 41 and 

5. Which of these three possibilities is to be omitted as a long column 

in No. 7l A means of answering this question involves certain considera-

tions of' general impo1·ta.nce in the cryptanalysis of this typo of system • 

.!• Conaider a transposition rectangle in which the number of' 

- 129 -



REF ID:A56913 

columns is even, and consider specifically the 1st pair of columns in 

such a rectangle. The combinations of bipartite components termed by 
I ' 

the juxtaposition of these 2 columns correspond to plain-text letters, 

and therefore the distribution of the bipartite digraphs in these 

columns 1will be monoalphabetic in character. The same lS true with 
'• 

respect to the bipartite components in the 3d and 4th columns, the 5th 

and 6th columns, and so on. Hence, it a long cryptogram. ... or this nature 

i'S at hand 1 an_?. if the two columns which belong at the extreme left 

can bewascertained, then a distribution ot the bipartite digraphs formed 
.' 

by juxtaposing these columns should not only bo monoalphabetic, but 

also this distribution, if it is at all normal, 'Will afford a basis tor 

matching other columns which will produce similar distributions, tor the 

text as a whole ls monoalphabetic. In this way, by proper matching of 
. ' 

columns, those which really go togt!ther to tom the pairs containing the 
J 

bipartite equivalents of .the plain-text letters can be ascertained. 

From that point on, the solution of the problem is practieally the s811le 

as that of solving a columnar transposition cipher with non-fractionated 

letters. 

!• But now consider a plain-text rectangle in the".ADFGVX system, 

in which the number of columns is odd1 and consider specifically the 

1st pair ot columns in the rectangle. N0w only the alternate combina­

tions ot bipartite cQlllponents in these columns fo?D the units ot plain­

text lettera. The same is true of the biparti t_e components of the 3d 

and 4th, tho 5th and 6th columns, a.nd so on. In all other respects, 

however, the remarks contained in subpnragraph !. apply equally to this 

case where the width of the rectangle is odd. 
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!.• Returning to the problem under study, it has been ascertained 

that col'wrms 5 and 14 tall at the extreme left. Whether their correct 

order is 5-14 or 14-5 cannot at the moment be ascertained, nor ia it 

essential. The thing to do is to make a distribution ot the bipartite 

pairs and see what it ·is like. Since the width of the rectangle here 

is odd, only the ist, 3d, 5th, ••• pairs down the colmnns can be dis-

tributed in a frequency square. The results are sho\m. in Fig. 53. 

No. ~ No. 6 
Col. Col. Col. Col. 
2 l[t 2 l{t 

l D A 1 D A 
D A D A 

3 A A 3 A A 2d 
G F G F 

5 D D 5 D D A D F G V X 
G A G x 

A 7 x D 7 G A l'IH I 
. 

A A D x 
9 v D 9 A A D II " I ' 

G x A v 
11 D v 11 G A 1st F Ill 

G v G x 
13 A A 13 F D G It 

D x D A 
15 A F 15 D G v II I 

F v D A 
17 A A 17 v D x ' 

x D F x 
19 F D 19 F D 

A G v v 
21 v F 

FIGURE 53. 

h. The distribution is fairly good. Five occurrences of AA are 

noted, 3 of FD. These must represent high-frequency letters. The 

~ test for monoalpbe.beticity may be applied • 

E (.p) : .0667 x 21 x 20 : 28.01 

E (G ) : .0385 x 21 x 20 : 16.17 
r 

' = (s x 4) -r (2 x 1) -~ c2 x 1) -t <3 x 2) -+- (2 x 1> -+- (2 x 1) = 34 

- 1.31 -
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, u ·-

The observ,d value rot + is con~iderabl~ greate~ than the e:xpe~ted value 

tor plain text and more than t~ce as much as the expected value tor 

random text. Using the distribution in Fig. 53 as a basis, an attempt 

is made to add to the 5-14 cambina.tion a column selected fram among · 

columns ,3, 4, o.nd .7. so that the 2d, 4th, 6th ••• pairs down 'l!he 2d and • 

3d columns in the rectangle will give bipartite pairs that will conform 

to the distribution noted in Fi~. 53. Since the results sought will be 

very materially affected it tb.8 combination 5-14 should really be 14-5, 

all possible combinations of 5~14 and 14-5 with 31 41 and 7 must be 

tried. The various combinations tested nro shown in Fig. 54. 

i• Frequency distributions are now made. If combination 5-14-3 is 

correct tor No. 3, i~ is also correct for No. 6; hence, a single dis-

tribution is made of the bipartite-pairs in lines 1, 3, 5, ••• ot columns 

5-14,-and of the pairs in lines 2, 4, 6, ••• ot columns 14-3. Similar 
. . 

distributions are ma.de of the pairs givon under eacn of the other com-

bine.tions. These distributions are shown in Fig. 55. 

l.• These distributions are now tested tor monoalphabeticity, by 

applying the + test. The number of ocC"Urences,in each distribution is 

41. Then 41 x 40 x .0667 : 109.4 is the expected value of f for plain 

text; 41 JC 40 x .0385 : 63.1 is the expected value of + tor ralldom text. 

Here are the calculations for the first distribution (combination 5-14-3) 

fielding tho observed value of f as 76: 

(.5 x 4) + (1 x 0) + (1 x 0) + (1 :x: 0) + (2 x 1) + (2 x 1) + 
(2 x 1) ;- (3 x 2) + (1 x 0) + (1 x 0) + (5 :x: 4) + (2 x 1) + 

I 

(1 x 0) -t- (3 JC 2) ..... (3 x 2) .... (1 x 0) -+- (2 x 1) + (3 x 2) -f- p 

(2 x 1) : 76. 

The observed values tor all 6 frequency distributions ore shown herewith: ~ 

(1) 76 (3) ,88 (5) '70 (2) 76 (4) 108 (6) 110 

- 1,32 -
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No. .3· 
. 

(1) (2) ( .3) (4) ( 5) ( 6) 

' 

~-l4-3 2-J4-4 ~-~:z - l~-2-J g-2-tt l~-2-2 
1 DAD DAF DAD- ADD ADF ADD 
2 DAV .:d ~ D DAF ADV ADD ADF 
.3 AAF AAX AAF AAF AAX AAF 

+· 4 - GFD ,G FA GFG FGD FGA FGG 
5 DDF DDX DDD DDF DDX DDD 
6_ GAX GAV GAX AGX AGV AGX 
7 XDA XDA XDD ' DXA DXA DXD 

~ 8 AAG AAD AAV AAG AAD AAV 
9 VDF VDX VDD DVF DVX DVD 

10 GXX GXF GXA XGX XGF XGA 
11 DVA DVX DVD VDA VDX VDD 
12 GVF GVF GVA VGF VGF VGA 
13 AAA AAD AAV A"\ A AAD AAV 
14 DXF D l. G DXD XDF XDG XDD 
15 AFA AFA AFA FAA FAA FAA 
16 FVX FVG FVD VFX VFG VFD 
17 AAD A Al!' AAD AAD AAF AAD 
18 XDD XDG XDD DXD DXG DXD 
19 FDD FDG FDG DFD DFG DFG 
20 AGD AGA AGA GAD GAA GAA 

No. 6. 
; 

(1) (2) (3) ( 4) ( 5) ( 6) 

2-~-3 2-l4-4 2-ll...J? l{t-2-J ltt-2-tt l~-2-2 
1 DAD DAF DAD ADD ADF ADD 
2 DAV DAD DAF ADV ADD ADF 
.3 AAF .A AX AAF AAF AAX AAF 
4 GFD GFA GFG FGD FGA FGG 
5 DDF DDX DDD DDF DDX DDD 
6 GXD GXG GXG XGD XGG XGG 
7 GAF GAA GAF AFG AGA AGF 
8 DXF DXX DXD XDF XDX XDD 
9 AAF .A AF AAA AAF AAF AAA 

10 AVD AVF AVA VAD VAF VAA 
11 GAD GAV GAF AGD AGV AGF 
12 GXF GXD GXG XGF XGD XGG 
13 FDD FDV FDA DFD DFV DFA 
14 DAD DAA DAX ADD ADA ADX 
15 DGF DGF DGF GDF GDF GDF 

• 16 DAX DAG DAF ADX ADG ADF 
17 VDV VDV VDD DVF DVV DVD 
18 FXX FXD FXV XFV XFD XFV 
19 FDX FDV FDD DFX DFV DFD 

'It. 20 VVF VVD VVD VVF VVD VVD 
21 VFD VF VF FV FV FV 

FIGURE 54. 
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(1) ~-14-fil (2)~"'14-il (3) ~-14-i) 

A D F G V X A D F G V X A D F G V X 

A ·A A HM I I I II II ~ UI ' I I ~ ,.,, 
' " II ,., I I ,, ,, 

" I -D D D If ,,, l I 

·HAJ . ... "' F F F "' II 
. 

u I . ,,, G G G 111 
,. 

,,, 111 I llf Ill I v v v II ,,,, 
' 

. 

" Ill " 
,,, I ,, I x x x ' ,,, ,, 

' 
( 4) li4-5-~ ( 5) (!.4-5-4) ( 6) (!4-5-?J ' 

A D F G V X A D F G V X A D ? G V X 

A A A mt. 
I 

~ Ill I ~ •II -- ,, lKI ,, ' .. 
I~ 

! 
I 1111' I I I ,,,, tf t II u II D D D '"' 1'I " I 

I 

' I II I ' I I F F F ' I " ,,., II II II ,, ,, I I G G G " I W1 

v ' I v 
,, v I I . 

x ' x I x I 

FIGURE 55. 

Only two of these distributions gii"e close approximations to 109, the 

expected value of t, end they may be retained for further experiment • . 

,, 

I 

They are the ones for combinations (4) and (6), with values of' 108 and 

110, respectively. 

!.• Selecting combinations ( 4) and ( 6} .!!.!• 14-5-3, and 14-5-7, 

since columns 14, .3p 4, 5 and 7 form the.. group of 5 columns at the lef't 

of the transposition rectangle, the following combinations are possible-: ~ 

1) 14-5-3-4-7 
2) 14-5-.3-7-4 

.. 

( .3) 14-5-7-3-4 
(4)" 14-5-7-4-3 '-

!.• The f'ollow1ng sets of' columns correspond to these 4 combinations 
I 

in the 2 cryptograms (Fig. 56). 
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No. 3. 

(1) (2) (3) (4) 

l~-2-J-{l-Z l~-~-J-Z-{t l#;i:-2-7:J-lt llt-~-7-~-.J 
l ADDFD ADDDF ADDDF ADD FD 
2 A D V D F ADV FD ADFVD ADFDV 
3 AAFXF AAFFX AAFFX AAFXF 

~ 4 FGDAG FGDGA FGGDA FGGAD 
5 DDFXD DDFDX DDDFX DDDXF 
6 AGXVX AGXXV AGXXV AGXVX 
7 DXAAD DX ADA DXDAA DXDAA 
8 AAGDV AAGVD A AV GD AAVDG 
9 DVFXD DVFDX DVDFX DVDXF 

10 XGXFA XGXAF XGAXF XGAFX 
11 VDAXD VDADX ·VD DAX VDDXA 
12 VGFFA VGFAF VGA FF VGAFF 
13 AAADV AAAVD A AV AD A AV DA 
14 XDFGD XDFDG XDDFG XDDGF 
15 FAAAA FA AAA FAAAA FAAAA 
16 VFXGD VFXDG VFDXG VFDGX 
17 AADFD AADDF AADDF AADFD 
18 DXDGD DXDDG DXDDG DXDGD 
19 DFDGG DFDGG DFGDG DFGGD 
20 GAD AA GAD AA GAADA GAAAD 

No • 6. .... 

(1) (2) (3) (4) 

:. l!f:-~-J-~-2 l!t:-~-J-1-tt 14-~-:z-J-tt l!-~-:z-tt-J 
1 ADD FD ADDDF ADDDF ADD FD 
2 ADVDF ADV FD ADFVD ADFDV 
3 AAFXF AAFFX A A F Ji' X AAFXF 
4 FGDAG FGDGA FGGDA FGGAD 
5 DDFXD DDFDX DDDFX DDDXF 
6 XGDGG XGDGG XGGDG XGGGD 
7 AGFAF AGFFA AGFFA AGFAF 
8 XDFXD XDFDX XDDFX X D D :X: F 
9 AAFFA AAFAF AAA FF AAA FF 

10 VADFA VADAF VAADF VAAFD 
11 AGDVF AGDFV AGFDV AGFVD 
12 XGFDG XGFGD XGGFD XGGDF 
13 DFDVA DFDAV DFADV DFAVD 
14 ADDAX ADDXA ADXDA ADXAD 
15 GDF FF GDFFF GDFFF GDFFF ... 16 ADXGF ADXFG ADFXG ADFGX 
17 DVFVD DVFDV DVDFV DVDVF 
18 XFXDV XFXVD XFVXD XFVDX 
19 DFXVD DFXDV DFDXV DFDVX 
20 VVFDD VVFDD VVDFD VVDDF 
21 FV FV FV FV 

FIGURE 56. 
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!.• The additional bipartite ~airs given by addiJJg columns 4-7 to 

the basic combination 14-5-3'are,d1stributed in the 4th :trequency dis­

tribution square Of Fig. 55~ yielding the distribution shown in square 
' ... .. . 

(1) of Fig. 57. The other squares in Fig. 57 are con~tructed in the same 

wayt for the other combinations ot Fig. 56 • 

A 

D 

F 

G 

v 
x 

A 

D 

F 

G 

v 

x 

. 
,(1) {!4-5-3-4-iJ . (2) \!4-5-3-7-!) 

A D F G V X ,...... ,...... ,, 

I II 

I ' II I 

( 3) (!4-5-7-3~!} 

'J.DFGVX 
NA! ,,, 

' I -,., II 

"4.! !'Iii.I 'hw. 
ti ti 

I , , 'hu. m 

- .,,._. 
I 1111 I JI I 

" Ill "'' I 

I "'' 
II ' II I 

FIGURE 57--

A 

D 

F 

G 

v 

x 

A 

D 

F 

G 

v 

x 

A D F G V X 
~ "" '" Ill I 

I rNl 'NU 1111 ,,,, lft ' 
I I ~ . ,,, I I u J 

II 
l'tij 

" I II 

,,, 
' 

. 

I t I I 

( 4) 1!4-5-7-4-fil 

A D F G V X 
IHJ 1.,...,, 

I ,, II ,,. I 

1tM. ,,... 
rttc.a I 1111 

~· ' I " 
•• ll II UI HI 

" 
,,, 

' ~ ,, ' 
,,, I 

' I 

,. 

n. Again~applying the ~-test, the expected value oft is 81 x 80 

x .0667~: 432. The observed values for the tour combinations of Figs. 56 

am 57 are as follows: 
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(1) For combination 14-5-3-4-7, ~ : 390 

(2) For combination 14-5-3-7-4, + = 270 

(3) For combination 14-5-7-3-41 ~ : 326 

(4) For combination 14-5-7-4-3, ~ : 342 

The combination 14-5-3-4-7, giving the greatest value tor ~. is very 

probably the correct one • 

.!!,• Examining the other cryptograms that are available, it is seen 

that No. 7 is the third longest one ot the entire set, with 124 letters; 

moreover, the dimensions of the rectangle IT 15 x 9) - 11 : l~ are such 

as to bring about 4 long columns ot 9 letters and 11 columns of 8 letters. 

The first 5 columns are definitely fixed in" position, since it is known 

that the first 5 key numbers are 14-5-3-4-7. The resulting diagram is 

shown in Fig. 58. There is now a section consisting of 10 columns which 

ll.. 5 3 4. ? 1 2 6 8 9 D n l2 ~ 15 
A x D v DA D F D x F G D A G 
D A GD FG F F D D x x A A D 
A A D v AF D A v A G D F D G 
x D F x DG D x A F D A F x v 
G D A A DV F DX x v D v F x 
x F x D FD x D A DG F D x D 
A A v D DD F GX DF A G G D 
GG DA GD DX F GF D x v v 
A G DX 

FIGURE 58. 

are to be anagrammed t6 ascertain 

their correct sequence. The column 

to follow column 7 1s ascertained 

on the basis of the repetitions 

which are brought about when the 

selected column is placed on the 

right. These repetitions should 

fall into those cells ot frequency distribution (1), Fig. 571 which are 

of high frequency. In other words, the process is one of selecting from 

among columns 1, 21 61 8, 91 10, 11 1 12, 13 1 and 15 that column which 

Will yield the most repetitions of bipartite digraphs with the digraphs 

given by the juxtaposition of columns 14-5-3-4-71 as distributed in 

frequency square (1) of Fig. 57. The column thus selected turns out to 
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be nmn.ber 10. Then other columns are added by proceeding along the same 
' . ' ( 

lines, the work becoming progressively more easy as the number ot avail-

able candidates decreases. Sometimes the discovery ot what appears to 

be a long repetition within one of the cryptogrems or between two crypto- • 

grams facilitates the process. In this case the results obtained rrom 
" 

the 3 cryptograms under study are shown in Fig. 59. 
' 

.. 
No, 3. 

' 
11-.r i-~ 2:iQ •.t:ia:: iJ.·• ~-a 6-! a 
AD D.-F. DX AA FX DD AG A 
AD VD FD FG FD XA GD x 
AA FX FV :FA AA AG VD D 
FG DA GF FF AA AA AF A 
DD FX DF GD FA AA AA F I . 
AG xv x·F ·x G 'D G GA GF A 
DX AA DF AX GX DF AA A 
AA GD VD XA AD FG FG F 

.Dv FX DX .D F GD AG DV D 
XG XF AG FA AX DD VA G 
v~ AX D V. DF FV GX DF F· 
VG FF AG DX VF AA VG v .. ':... -

., 
, 

AA AD VD .F X XF F X. D.X', F -. - .... 
XD FG DF XG DV D F-; X G-~ ;x: - . '·· ~- . -. . 
FA AA AG AG GD AG.:: F V · X . . -, . 
v :F x a· if A AA GG D·V ·-i> ·n- ·X '' 

- .. ., .. --.1 

AA DF DV AG FA G X '.A::-l>· A . ' 
DX DG DA AA GD V D . :k~.i A 
,D F DG GD AA DF GD··· F.-:X . " ··G 
GA DA A 

. FI~ 59 • 

. 
' 

. . I 

. . . 
"' 
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Figure 59 - Continued. 

No. 6. 

JM·i .J-'I z-io is:.-~a IJ· f a-a 6·2 " AD DF DX AA FX DD AG A 
AD VD FD FG FD XA GD x 
AA FX FV FA AA AG VD D 
FG DA G l!' FF AA AA AF A 
DD FX DF GD FV DF XF F 
XG DG GX DG p• D XA AD v 
AG FA FV DD FX GD AG D 
XD FX DA AA DD GA GD x 
AA DF AX DV VG AV GV G 
VA DF AG DV DF AD XD x 
AG FV FF DD FX GD GG F 
XG DD GD FD FV DD XG D 
DF DV AA AD AG FA DX A 
AD FA XG GD FD DV DA G 
GD XF FX DD DD AG DX A 
AD FG FF FF AA AA AA G 
DV xv DF AX GV AV DX A 
XF XD VF XG DG G A XD v 
DF FV DF DV GX AD FA D 
vv DD DA GA G .A XF AD v 
FV 

... No. 7. 

l~hi ~·~ clO ll:l~ lJ-1 ~-B 6-2 II 
AX DV DF GD AA DD FX G 
DA GD FX DA AG FD FD x 
AA DV AG GF DF DV AA D 
XD FX DD VF XG DA XF A 
GD AA DV xv FV FX DX D 
XF XD FG DD -X D X .A DD F 

~ AA VD DF DG GD FX GD A 
GG DA GF vx VD DF XG D 
AG DX 

E.· What the cryptBDS.lyst now has before him is a monoalphabetic 

substitution cipher, the solution ot which presents no ditficulties. The 

cipher square is reconstructed as completely as possible, blanks being 

left where there are no occurrences to give clues as to the character 

involved, usually some of the digits and the vecy infrequent letters. 

In this case the only letters which do not occur in the plain text are 
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-
Q, X, and z. The digits 5 and, 7 are rec~vered from the contert, in 

message number 6, where the caliber of a gun is mentioned and the 

digits are con:tirmed at other places ib the message. The square that 

is obtained is seen in Fig. 60. EXamination ot the mixed sequence dis­

closes that it is based upon the phrase THE FLOWERS THAT BLOOM IN THE 

SPRING. This permits ot the establisl:Jment of the transposition key and 

ot the position of the digits in the checkerboard (as in Par • .38.J)• 

The results are shown in Fig. 61. The canplotely solved messages are 

shown in Fig. 62. 

, :\. J " r 6 7 g ~ 10 11 1i 13 "I 1~ 
T H E F L O W 'R S A B M I-N P G C D J K Q U V X Y Z 

JLJ S' .J t.f 7 10 I.Sil. 13 f 2.. 8 ~ fl II 

A 
D 
F 
G 
v 
x 

ADFGVX 
TH E 5 F 

L 0 WR s 
A B M I 

N p G 7 c 
D :r K 
u v y 

FIGURE 60. 

A 
D 
F 
G 
v 
x 

ADFGVX 
'l H SE 5 F 
t L ow R s 
j 1 B 2 M I 
c N p G 7 c 
~ D L. :r 0 K 

' u v x y z 

FIGURE 61. 
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No. l. 

fl(- S" ~-!f l:lO l.&:111=·-a-l · 2-1. 6-~ l.t I 

R E G I 114 E N T 
DV AG GG FX FV AG, GD A 

·I N p 0 s l T 
AF XG DG FD FD XF XA A 

I 0 N s H A L L 
rx DF GD DX AD FA DD D 

I A T T A c . K 
DF XF AA AA AF AG xv x 

. No. 2 • 

Jlt·.f ~-~ Z·Ul ·i.t-l-1: l.J-l i.-f ,_2 Ll 
R E Q. u E s T I 

DV AG XA -X D AG DX AA F 

... N s T- R u c T 
XG DD XA AD vx DG XA A 

I 0 N s 
FX DF GD DX 
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Fisure 62 - Continued. 

No. 3. 

111•$ 3-"f 7-lo 11· t.a IJ·I ~· B b· 7 II 
H 0 S T I L E T 

An DF DX AA FX DD AG A 
- - -R- - -0- - -0- - -p- - -8- - -E- - -S- - -

AD VD FD FG FD XA GD X -¥--r--u--x--,--1--n--o-
A A FX FV FA AA AG VD D 

- - -N- - -E- - -B- - -A- - -T- - -T- - -A- - -

FG DA GF FF AA AA AF A -r--r--o--N--A--T--T--A-
DD FX DF GD FA AA AA F 

- - -C- - -IC- - -I- - --- : -G- - -E- - -c - -
AG XV XF XG DG GA GF A -5--¥--0--1--0--0--T--T-
D x AA DF AX GX DF AA A 

- - -I::- - -R- - -s- - .-T- -- -0- - .... P_ - -P- - -

AA GD VD XA AD FG FG F -R--y--5--0--i--E--R--5-
DV FX DX DF GD AG DV D 

- - .-C- - -A- - -p- - -'l- - -u- - -R- - -E- - -

XG XF AG FA AX DD VA G -n--1--i--o--rr--c--o--H-
v D AX DV DF FV GX DF F 

- - -p- - -A- - -N- - -y- - -A- - -,- - -7- - -
FG FF AG DX VF AA VG V -T--H--n--r--v--y--5--y-
A A AD VD FX XE FX DX F - -0- - -B- - -I- - -H- - -D- - -I- - -C- - -

XD FG DF XG DV DF XG X -x--T--E--i--N--i--M--Y-
F A AA AG AG GD AG FV X ---I---.-- -T- - -E- - -.- - -D- - -S- - -
VF XG DA AA GG DV DD X -T--0--R--E--x--c--H--H-
A A DF DV AG FA GX AD A 

- - -u--.- - -T- - -E- - -R- - -S- - -T- - -
DX DG DA AA GD VD XA A -o--w--i--,--o--N--y--G-
D F DG GD AA DF GD FX G --li--T------------------
GA DA A 
-----~------------------
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Figure 62 - Continued. 

No. 4. 

l'l·.S- .3- !t Z-lO. lS·P- tJ· I l-~ 6-9 ll 
T H I R T y s I 

AA AD FX DV AA xv DX F 

x T H F A L E 
xx GA AA DA XF AD DA G 

A v I .N G G 0 L 
FA XF FX GD GG GG DF D 

D E N v I L L 
DV DA GG DX FF XD DD D 

E 
AG 

No. 5. 

11.f-S ~-~ 2 ·IQ lS'· j 2 lJ.- ' .2.· a 6-~ ll c 0 R p s w I L 
GX DF DV GF DX DG FX D .. 

L T A. K E 0 v 
DD DA AF AV XA GD FX F 

a 
E R T R A F F I 

AG DV AA DV FA AX AX F 

c c 0 N T :a 0 
XG XG XD FG DA AD VD F 

L A T 0 N c E 
DD FA AA DF GD GX AG 
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FiGUre 62 - Continued. 
I 

No. 6. 

l&f·S .3-'f z..10·· 1.r·n· IJ•I .,.g ,,., tr 
H 0 S T I L E T 

AD DF DX AA FX DD AG A 
- - -R- - -0- - -0- - -p- ... -S- -:-· -E--: -S- - -

A D V D F D F G . F D .X A G D X -¥--r--rr--r--,--i--n--o-
A A FX FV FA A~ AG VD D 

- - -N- - -E- - -B- - -A- - -T- - -T- - -A- - -

FG DA GF FF AA AA AF A 
-r--1--0~-N--u--o--v--r-

DD FX DF GD FV DF. XF F 
- - -N- - -G- - -u- - P- - -S- - -T- - -R- - -

XG DG GX DG FD XA AD V -i--x--M--r--y--w--E--s-
A G ~A FV DD FX GD AG D 

- - -0- - -u- - ... T_ - -B- - \,-- - -E- - -S- - -
XD FX DA AA DD GA GD X 
-,--o-~1--w--1--5--7--7-

A A DF AX DV VG AV GV,G 
... - -H- - _A ____ N_ - -D- -,;- -11!'9"s- - -~- - -

VA DF AG DV DF AD XD X -E--i--B--r--r-----G--y-
A G FV FF DD FX GD GG F 

- - -N- - l'J - -0--: -0- - -D- - -S- - -N- - -
XG DD OD FD FV DD XG D 
-0--R--,--H--E--x--s-~T-

D F DV AA AD AG FA DX A --o--F--G--o--L--D--E---
A D FA XG GD FD DV DA G 
-N--,--y--r--r--i--w~-¥-

G D XF FX DD DD AG DX A 
- - -0- - -p- - -B- - _A ... - -T- - _T_. - -E- - -

AD FG FF FF AA AA AA G 
-~--~--o--~--7--J--s--~-

DV XV DF AX GY AV DX A --1--R--I--N--G--F--R---
x F X D VF X G 'D G GA X D V 
-o--u--o~-n--c--1--I--n-
n F FV DF DV GX AD FA D 

- - -D- - -L- - -E- - -E- - -F- - -A- - -R- - -

VV DD DA GA GA XF AD V 
-M--~-------------------

F v --------------------------
- 144 -
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Figure 62 - Continued. 

No. 7-

i~ -:r ~-~ Z· lO l£·p. lJ· I ~- s 6·2 ll 
F R 0 N T L I N 

AX DV DF GD AA DD FX G 

E 0 u T p 0 s 
DA GD FX DA AG FD FD x 

T R E p 0 R T s 
AA DV AG GF DF DV AA D 

0 u R I N F A 
XD FX DD VF XG DA Ix F A 

N T R y fl( I s s 
GD AA DV xv FV FX DX D 

I 0 N s s H 0 
XF XD FG DD XD XA DD F 

T D 0 w N I N E 
AA VD DF DG GD FX GD A 

N E II y L I N 
GG DA GF vx VD D ]' XG D 

" E s 
AG DX 

No. 8 

t!i-S- ~- !:i z-ta 1.£.- l l. LJ.· l 2- a ,_ 2 ll. 
w I R E L I N E 

DG FX DV AG DD FX GD A 

T 0 B R I G A 
GA AD FF FD VF XG GF A 

D I N T E R R u 
VD FX GD AA AG DV DV x 

p T E D 
DG FA AA GV D 

40. Special solution by the exact factor method. - !.• The student 

who has comprehended the successive steps in the solution ot the example 

discussed in the preceding paragraph is in a position to grasp at once 
' 
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1 

the mechanics Of the special solution by the exact factor method. The 

latter is based upon the interception. o~ a number of cryptograms, pref-

-erably lengthy ones, which have been enciphered by rectaDgl.es in which 

the last row is completely filled !1th letters. The total number oi' 

bipartite components in the case of such a cryptogram \fill yield clues 

as to the dimensions of the transposition rectangle. Then the text is 

transcribed into columns of appropriate length, all being equal in this 

respect, and tho process of combining columns, as explained in Par. 39e, 

is applied in order to produce the best monoalphabetic distribution of 

bipartite digraphs down the juxtaposed columns. There is nothing to 

prevent the simultaneous use of all cryptograms that have been enciphered 

by completely-filled rectangles, for it is clear that if, tor example, 

columns 15 and 4 are to be paired in ono cryptogram, the same columns 

will be paired in a.11 the other cryptograms. Honea, even if the 
• 

rectangles nro small in depth they can be used in this process; it is 

necessary only that all columns of any rectangle be of the same length. 

Now if only two or three such pairs of columns can be set up correctly, 

solution follows almost as a matter of course. No additionnl or new 

principles need pe brought into play, beyond those already possessed by' 

the student. 

]?_. In this special solution, the important step is, of course, the 

initial one of experimenting with rectangles of various dimensions until 

the correct size has bean hit upon. In same pases, excessive expe~i-, 

mentntion may not be necessa:ry if the total number of characters is such 

as to yield only one or two possibilities with regard to the length of 

the columns. For example, suppose that previous work has established 
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the fact that the enemy uses transposition rectangles not less than 15 

and not more than 22 columns in width. A message totaling ?03 letters 

'WOuld indicate a rectangle of 19 columns or 37 letters, since these two 

numbers are the only factors or ?03· If this then were corroborated by 

other cryptograms of 76 (19 x 4), 152 (19 x 8), 190 (19 x 10) letters, 

the probability that 19 is the width of the transposition rectangle 

becomes quite persuasive. Ot course, there will be and there should be 

other cryptosrmrw of lengths that do not factor exa.ctlyi these represent 

the ones in which the rectangles are not completely tilled in their 

last row. They do not enter into the solution at first, but just as 

soon as the positions ot two or throe key IIUDlbera become fixed, the 

data afforded by these messages become available for use in the later 

stages in the solution • 

.2.• The e:ract-ractor method is a useful one to know. For despite 

all instructions that may be drawn up insisting upon tho advisability 

of not completing the last row of a transposition rectangle, the 

tendency to violate such a rule is quite marked, eepecially where a 

large cryptographic personnel must bo employed. It is not astonishing 

to find that the temptation to till the roctn:ngle COJJlpletely is particular­

ly hard for lazy or ignorant clerks to resist when it happens thElt a 

mossage talla just one, two, or three letters short ot fozming a completely­

tilled ~ectangle: it is so much easier for such clerks to handle a rec­

tangle with equal-length columns thQn ona in which this is not the case. 

Moreover, the number of errors and therefore the number of times a 

shiftless or careless clerk must go over his work to correct errors is 

reduced to a minimum. Hence, it often happens that in such cases en 
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enciphering clerk adds one, two, or three ietters to complete the last 

row, thus leading to the transmission of not a few _cryptograms enciphered . ... 

by completely-filled rectaDgle& • 

. .!• Space forbids giving an example. ot such a solution. For 

students who desire to exercise their skill. in axe-outing the procedure, 

there is given in Appendix: 2 a sot of 44 cryptograms which were actually 

solved by this method. The text is in Ge:rman, but a knowledge of the 

language is not essential to the reconstruction_ot tho transpositio~ 
I 

key and of the various transposition rectangles involved. 

41. General solution for the ADFGVX system. - .!!.· All three of tls 

foregoing methods of solving cryptograms in the ADFGVX syst!,!Dll tall in 
. 

the category of special solutions and therefore are dependent upon the 

fortuitous existence of tho special conditions required under each case. 

.. 

What is really d~sired in the practical situation is a method of solution • 

whl.ch is not so dependent upon chance or good fortune tor success. A 

search tor a,g~neral solution was, ot course, made during the time that 

the SY"Stem was under minute study by. the cryptanalytic agoncios of the 

Allies, but·.no genoral solution we.s dovisod. All the solutions made 

dUring actual hostilities and tor a number of weeks thereafter were of 

the special types described in the.preceding paragra.phs. The first , 

published description ot a general solution is. to be found in Givicrge's 

Cours de CryptogrnPhie, 1925, but only in broad dutlines~ A complete 

'general solution was indepondontly conceived by a group of crypt~ysts 

in the· office o.f-· the Chief Signal. Off'icor3_.o.nd will bo described in 

Paragraphs 42 and ~3· 

3 See footnote 5 below. 

- 148 -

• 



REF ID:A56913 

J?.· The attention or the student is directed to the comments made 

in Paragraph 18, with regard to the significance of the te:rm general 

solution in cryptanalysis. He must be cautioned not to expect that in 

practical work a general solution will, in the cryptanalytic as in the 

mathematical field, invariably lead to a solution. If there is n suf­

ficient amount of text and it the text contains no abnormalities, the 

attempt to apply the general solution will usually be successfUl. But 

the cryptanalyst must rem.amber that the .ADFGVX system is by no means a 

simple one to solve even under the best of conditions and if there is 

only a small amount of ,text, if it happens that the transposition key 

is unusually long, or ii' the text is abnormal, he may not succeed in 

solving the messages by the atraigh.ttorvro.rd method to be set forth below, 

nm he may have to introduce special modificn.-tions. For the latter he 

can only rely upon his own ingenuity and intuition. 

42. Basic principles of the general solution. - .!.• Every trans­

position rectangle in the ADFGVX systom must conform to one or the 

other of two a.nd only two fUndamental types: the number of columns must 

be either odd or evon. A number of important consequences follow from 

this simple fact, seine of' which have nlroo.dy been pointed out in Po.ra­

graph 39,!· They will be elaborated upon in tho next subparagraphs. 

!!.• Consider a rectangle with on even number of' columns. Each 

of its rows contains an even number of bip!lrtite components, half' of 

which are initial components, half, final campononts, alternating. in a 

rogular order from left to right in the rows. When the transposition is 

applied, all the components within a given column aro of the same class, 

either initial or finnl. No inte:rmixture or alternation of the two 
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' . 
classes is-possiijle. -On the other hnnd;consideJf a r.a.ctangle with an 

. . 
odd nlDD.ber of coluinns. Each of its rows co'ntQins an odd number ~t 

bipartite :components, the 1st row containing. one mor.e: initial c~_ppnent. 

than final components, the 2d row contai~lig one.more f'inal·compenent 

than initial components, rmd~so on, 'this·erro.ngoment alterttating 

regularly in the successive rows of t~e rectangle •. When one· studies 

the various columns of the·rectD.Dgle, it is seen tl:p!t in each column 

there is a'pertectly regular alternation of initial and final components, 

the odd columns (ist, )d, 5th, ••• ) beginning wit:ti an initinl component, 

the even co1unms (2d, 4th, 6th, ••• ) beginning with a final component. 

This alternation in 'components remains true even after the transposition 

is applied. Theso ram.arks become very -clear if' one studies Fig. 63.• 

Two transposition rectangles 'are shown,· one with an even number ot -

columns, the other with an'odd number. Instead of the a"Ctual components 

(ADFGVX) I the symbols 91 and 82 are used to indicate the two classes of 
' 

components,' initiBl and final, 'because tn tnis analysis interest centers 

not upon the actUal identity of a compoJiollt but upon.the class to which 

it belongs, initi"o.l or final. At the tbp e:tr each.column is. pl~c~d a 
. 

"plus" to denote a column occupying·an odd-numbered position 1~ the 

rectmigle, or a "minus" to denoto' a column-· occupying o.n even-numbered 

position. 

Even no. ot columns Odd no. ot. columns -

-~ - -t- - + ± ::t: - • + - + - -1- -
91 82 81 92 01 92 91 92 91 92 81 92 91 92 _, 91 92 
81 02 81 02 01 02 01 92 92 81 9:2' &1 e2 • .... 8"1 &2 01 
91 82 91. 92. 81 82 91 92 91 92 91 92 91 92 81 92 

.! b -
l!'IGURE 63. 
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.£• In what follows, the te:rm "odd column" vd.11 mean merely that the 

column in question occupies an odd position (lst 1 .3<1 1 5th, ••• ) in the 

transposition rectangle; the term "even column", that it occupies an even 
• 

position (2d1 4th1 6th1 ••• ) in the rectangle. The odd or even desig-

nation hns no reference whatever to the no.ture ot the transposition key 

number applicable to that column, whether it is odd o~ even. Now when the 

transposition is applied to the even-width rectangle !.• Fig. 63, the 

cryptographic text will consist of a number of sections of letters, each 

section corresponding to a column of the rectangle, and therefore the 

number of sections in this case will be even. Moreover, all the com-

ponents in a section corresponding to an odd column in rectangle .!. will 

be initial components, all those in a section corresponding to an even 

colmrm, final components. Tho sections or columns are completely 

homogeneous with respoct to the class to which their constituent com-

ponents belong. On the other hand, \'llh.en the transposition is applied 

to odd-width recta:cgle ]2.1 the cr.yptographic text will consist of an odd 

number of sections, oncb. corrosponding to n column of the rectangle. 

The components in the sections consist of members ot both classes of 

components in a regular alternation; in a section corresponding to an 

odd c~l\UUJl the order is 91 ' 92~ 91 ••• ; in a section corresponding to an 

even column the order is 02~ 01-? 82 . . . . The sections or columns 

are not homogeneous in this case as they aro in tho fo:rmer • 

.!• Now if there were some way of distinguishing bctweon initial 

components na a clasa and finnl components as a class it is clear that it 

may be possible first of all to ascertain whothor the transposition rec-

to.ngle contains an oven or an. odd number ot columns. Secondly it may be 
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, . .-
possible to identity those columns which a.re even and those wh~~ are 

odd. Finally, i~1J1a.Y be possible to ascertain.which are the long columns 

and which are short,. thus yielding the e::ra.ct outlines-or tho rectangle 
-

in case tho last row is ~ncampletely filled. Fram that point on~ solu-

tion follows along the same lines as explained in paragraph 40, with the 
' , 

modification that in the pairing of columns the number of poasibilitios 
' 

is greatly reduced, since it is useless to pair two columns. both con-

taining initial com~oncnts or final components. 

· e. The foregoing ·depends ~hen up9n the possibility ot being able 

to distinguish. as n class betweon initial and fin::U. components o~ the 

bip:irtito cipher oquiv:llents in this systom, or at least betwoon lottc,rs 

belonging to ono or tho other of those two generr.l cl~ssos of components. 

NO\v if the substitution chockel'board has not been consciously manipulated 

~r.1.th a viov1 to destroying certain proporties norma.lly chara~torizing its 

POWS and columns, the ~ort of ditferentietio~ indicated.above is quite 

possible. For o:xmr&].Jltl, if' in the checke1•board sl1own in Fig. 61 tho 

no:rmal. frequencies of tho latt~rs~as they appear in English teleBI"O-phic 

plain te:x.t4 nre inserted in tho cells end tot~ls ~re obtained vertically 

and hori7..cnto.lly, t?leao to.tl'lls vrl 11 '(iormi t of' nssigniDG frequency lloit;hts 

' to the ietters ADFGVX as initi'.11 and.aa final letters of tho bipartite 
• 

cipher equi valont.s of the plain-text letters. This is shmm. belov; in 

Fig. 64. The bipartito letter A has a fr~quoncy r...lue of 284 as nn 

initial component of tho bip~rtita ctph~r equiv~lents of plain-text 

lett.ora, n11d 1J. frequency value of only 169 a.a n fir.nl component. 

4 
As given in Fig. 3, pnsa 13, llilit~ry Cryptnna.lysis, P3rt I. 
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Similarly, the letters V and X have frequency values of 47 and 69, 
) 

respectively, as initial coniponents and 120 and 198 as final components. 

It is obvibus 1 then, that in this checkerboard the weighted frequency 

values of tlle lettors A, V, and X as initial components differ consider-

• ably from the values of' these SaJllO l\ltters as final components, the value 

f'or G as an initial is only a little less than its value as a final, the 
~ 

values of D and F as initials are only a little more than their values as 

finals. But it is the wide variations in the weighted f'requancy values 

of' certain of the letters as initial components and as final components, 

examplif'iod in the case of' A, V, and X, which form the basis ot tho 

general solution, because t~ese vr.lde variations afford a means for me.kine; 

the various diff drentiations noted in subpQragraph d. . -
t. Ot course, in working with an unknown example, the composition 

of the checkerboard is unkno~'II. and ther~f'ore no accurate frequency 

weights may be assigned to tho ADFGVX components in the cryptogrmn.s. How-

ever, it is still possible to arrive at some approx!ma.tions for these 

weights in case there nre several cryptogrcm.s availablo for study, as would 
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e- _ ..... 

nomally be true in actual practice.· -How this .. can be done will be shov."D. 

ve-ry soon, by studying an example.- For the purposes at this study the 

set of 12 cryptograms given ~elow will be used. 

I_ 

VDDGG GVFDF VDVVF VD GAD DAFFF 
VDXFD DXDVX ADVDV FXG'DF Vl\.DDG 
DGDGV GDDDF XFADA VDVGD GADXV 
DADAD FXAVF VDDAA VDFFD FVGDF 
VDDGV DDDDA VADAF ADDXA DD GAD 
FVGFV DGADV.FXVXD GDDAG GDDXF 
FDDXA DFCJ.DA GXD.J)A VFDAF GVFVF 
AFFVF AFXGF XDGVA DFVDG GAVGG 
D D G D V X A X F D D X ( 212 letters) 

, II 

VDAAV DDFXF XDDAX GXFXD DFXAD 
VAGDD FAXDV AVDVD DFVFV FFGDG 
FVAXV XAVGD VDXFD XDGAX GFGGF 
VFGDF VDXAV XDDVG DDVGV AGFXF 
A A AX D DX G (108 letters) 

III 

DAGAA FGAGV DAF_GG XFDXD FVVXG 
FXFDX DDAGA DDGVA DDVDD GAF GA 
VGDGX DDDAV FVDDF DAAAA DXAGD 
XAGGD DAVGV FGDVF VDG~GX GGAFF 
VF DAX GDDDG DAFDA DGGAD DGDXA 
FVDFD XFVGD DVAVF DDDVF AGDFF 
E-XAAD FADGG- VFDAV DGXFV DAAVG 
D X F G G D D X G D A ( 186 letters) 

IV 

A D rv F x v G G v F D D'V A l!' G A 
0

.A v F D G v D 
DDGDG FDVVA FGXFX FDDDD VGDAX 
D AX D D DA G V F F A J\ D V G D F X G. X G V G D 
DD DAD VXVFA VDAXX DFAAF AVDVG 
V D V D D AX D A A (110' letters) ' 
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v 

DFXFD DVVVD XFXFX FFFVA GFDXA 
VDAGF DVDGF ADAAD FDVFG DADFV 
FVFXG XDDAG DVGVF DGXXD FFGDG 
XGVDD VDDFG l!'VGDD VFVAG XXDFV 
DXAVF GA GAG AX DVD FXGVG DAD DX 
AGXDA DFDGX FDGGF VGXVV GDDDA 
GXVDG VDVGX DDFDD VAGAA DGDDF 
DGAGD FDDDD XGVGV GGGDG XDFGF 
AD (202 letters) 

VI 

GDGFX AGVFV DDXGX DVD DA X!)AAX 
FAG VG D X :I!' F V XFADG FFDXA AFVXF 
DFXFV GDGFX FDVVX VGDFV DDVFD 
FVVDV DGGVF XFGVX FFVGV DDGDD 

·nnGDD AVOVX GAFFX F v·n DD (120 letters) 

VII 

GAFGF l!"XFVF G F X 1\. V AGGXD XXDDF 
AGVDD VDVFF AD AVA V.FVGG ADAAF 
VFDFV DXFXX GDXDn .F V D F F XDVFX 
VADXV AXDVX AFFVD FDGXF DGFDD 

• FVDVV AAFVF !"VXDG FDDVA DDFDD 
DXFFA GE'XFX Ai-LG VD GGVDF GGGXD 
FDFV..\ FFGFX GDAXD GDGGD DAV DX 

.. 1\. D F A F Vl!'XDD XVAGD VVDDF XDGXX 
DVli'VF DDDDA AFDFX DXGDA AFVDF 
DVDDV AD DVD V A V D G A li V F X FJ' .. AVD 
DFVD (254 letters) 

VIII 

DGVVG FXGGG ADl!"'AF VVVAX AVGGV 
VDVGV VD .. \VG DGDOA VFDDA DDDXX 
DXFVF XGVGG DGDFG GDADF DDXAV 
FDDVF ADXGD ADGVA FFXAD FADXD 
GFADF DDGVD VX~V..\ DDXFF .AGDXF 
FVFGF G F :;) F D VDXXD DGGD (144 letters) . 

IX 

• GDDDD XVGVD VD.AVG FGDFV DVAVD ) 

GFAGX AVFli'G V ..\ D D D A XX-AX D G do. D G 
XAV V :::> G X .X: A A AVAD.A DGXDV GD.DD D 
GVFXA AVGGV F X D ,\ F DGVGA FGDDF 
AVVGD D V __ D F X DVDGF VAAGD XFDVA 
ADAGD AXFVG D D D ..\ G VAVFG XXF'DD 
GXP'VD GGDAV DAGGF DAX DX FFVGF 
AXXAD DF (182 letters) 

' 
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" 
x 

DGDDF VFAvn' VFDAD GFVGV GGDFV 
DVVXD DFDDV GXGYD XGVGD XDGDX 
FXFDX VDAAD DFXDD AFl!'AA FVFAG 
DAAGG FAXGV XXFXA DGDFD GXGDA 
DAXGV VVDAA GGVFG VAVFV AAGAX 
GXDGA (130 letters) 

XI 

VFDDV AXGDA DFGGG Gl!'GDD FXXDA 
FDDXG GAV GA GDVDF DFDDD GAF AF 
DAAAG VAVFG GVADD GDDFG FVDDA 
DFGAF DFVDD F V V VA DAG DX FXXXF 
FDXGD FDGFD DFGDA GFAAG GADXD 
GVDGA V G V D i' DDFXG AGXFG VFVVD 
GVDXD FFFXG XGXAG AGVGD VVXGF 
VDXDD XFVDD x (186 letters) 

llI 

XFDFX VVDVD AV DAD VF~\GD GVADD 
FDAAD XA.DFV G V D-0. F XFGDV FVDDD 
DGDVV AVVVF ADDAX AVFVA DAXDV 
G D D .Ii' A XDDGX G V F X .A VXVFD GDXDF 
DVXAD VAVAV GVDDD AJi'DFA DVFFV 
VGDAG FXDDF ADV XV DFXFF VVGFX 
XGFVA VFAGG DAV VD XDXGD DVVAD 
DD A GA AGXFG DDDGV FGFVG VXGVF 
DFFDA ADV DD XGDFD DVDDG AFGD 
( 224 letters) 

43. Illustration of solution.5 - .!.• Since the tnitial letters of 

all 12 cryptograms are in the same class, that is, either initial or 

final components, they may all be c-ombined into a single distribution. 
1 . 

Furthermore,, since it is certain that regardless of whather the trans-

position recta.Dgle has an odd or an even number of columns the 3d, 5th, 

••• letters of the cryptograms are in the same class as tho first lotter, 

;This illustration uses tho same cryptograms and follows quite closely 
along the lines employed in a technical paper of the Signal Intelligence 
Service entitled General Solution for the ADFG"r.A. Cipher, prepared by 
Messrs. RO\'llett, Kullback, and Sinkov, in 1934· 
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the 3d, 5th, ••• letters may be added to lihe dlstribut1on, so long as 

these odd letters come from the s'!Ille section (column 1). It is, how-

ever, nece.::isarJ to limit the number of letters taken from the begiruune or 

any one cryptogram to a reasonable length 9f column, depending on the 

size or the cryptocram. Ass"Um.ing it is known that tho aneI'ly is us.Lng 

transposition keys of not less than 15 nor more than 22 nun,bers, the 

latter could be taken as the maximum poss1bl.;:> size. But to be 011 the 

safe aid~ it will be here assumod that a transposition rectangle of not 

mere than 25 colu.'?llls is boing usod. Hence, so far as concerns c:cypto-

gram 1 1 which has 212 lottors, on the basis of a key or 25 numbers 

8 25 x 9) - 13 = 21~1 there will bo 12 columns of 9 lelitcrs and 13 columns 

of 8 luttors. Since tho~~ is no way of tollizig which aro long and which 

are short columns, it \'IJ.lJ bo sat'oz· to work on the basis of colUl"llls of 

8 lettors. Therefore, tho fir~t S lett~rs of cryptogram I are to be 

talc on. In the co.so of cryIJ'l.ogrem II, v•i th lOS lut ters, its first 4 

letters WJ.11 be takon, and so on, through the 12 cryptograms, liho number 

of letters to bd tukan in each caso being governed by tha length of 

the cryptogram. Tl1e sections t~k.::in in tho case of the 12 cryptograms 

arc shown in Fig. 65. 

CrYl'.>top:rmn Lon,-;i:th Letto1·s taken Cry1Jtot'!r!ll11 LonP.th Lottt:lrs liakcn 

I 212 VDDGGGVF VII 254 GAFGFFXFVF 
II 108 VDAA VIII 144 DOVVG 

III 186 D.AG:AAFG IX 1B2 GDDDDX.V 
IV 110 ADX.V x 130 DGDDF 
v 202 DFXFDDVV XI 186 VFDDVAX 

VI 120 GOOF XII 224 XFDFXVVDV 

FICIDRE 65._ 
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b. The odd and the even letters of these 12 sections are then -
distributed separately, the results being, shown in Figs. 66 and 67. A 

consideration of the mechanics of 'this system leads to the expectation 

that if the tPansposition rectangle has an even number of columns the 

two distributions will be similar; if it has an odd number, they will be 

different. The similarit:y; or differ1:»nce between the two distributions 

is usually discernible, with as few as 20 or 25 letters. 

Odd (1st, )d, ••• ) letters Even (2d1 4th, ••• ) letters 

A ---
FIGURE 66. 

v x 
1. i 
1. 

A -- -
G V 

' ! 

x 

c. Letters V and X are of high frequency in tha odd positions - - . 
(Fig. 66) but of low frequency in the .!!.2E:. positions, (Fig. 67) whereas . 
the letter F·is of low frequency in the odd positions and of high 

frequency in the even positions. There can be no question that the two 

distributions are di3eimilar, and the indications are clear that the 

transposition rectaIJgle involves an odd number of col'UlllDS. 

!• Now tho letters in Fig. 66 may be initial components, those in 

Fig. 67, final components, or the reverse may be tho case. At the present 

_ stage of the study it is impossible to ascertain which of these alter-

native hypotheses is correct. However1 this information i"s really_im-
' 

material at'this stage. Suppose the letters in Fig. 66 are arbitrarily 

designated as class l components, those in Fig. 67 are cl~ss 2 components. 

Class 1 components (Fig. 66) ,are characterized by a predominance of v•s· 

and X•s (over their frequencies in Fig. 67); class 2 components (Fig. 67) 

are characterized by a prodominance of F's (over its frequency in Fig. 66.) 
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e. The two distributions in Figs. 66 and 67 apply to the letters -
which come from Column l of the transposition rectangles for the 12 

cryptograms under study. In this column, the V's elld. X•s fall pre-, 

dominantly in the odd positions, the F's fall predami~tly in the even 

.· positions. Therefore, beginning with poffi ti on 1, the components in tnis 

column show an alternation of' the type e1..-.. e2___,.. e1 . By referring to 
. 

- Fig. 63. it will become clear that if. cla~ 1 components are initial 

components, then it must follow that column 1 occupies an odd position 

in the transposition rectaDgle ;_ but if class l components are final.. com-

ponents, then it n1ust :follow that column 1 occupies an even position 

~ in the transposit~on rectangle. Wh,;i.ch of' these alternatives is true 

cannot be ascertained at the-moment. But the important point to be noted 

is that a definite reversal in the trpo of alternation of class l and 

class 2 components indicates the progress, in the transposition, from tbe 
. 

end of' one .column to the beginning or the next column. That is, if' it is 

found that from the beginning of tha cryptogram the alternation of com-

ponenta is 01~ 02~ 01 and. after a mD!lber of letters this alternation 

chaDges to 92~ 91~ 021 the point where this change occurs marks the . 
and' of' column land the beginning.of the column 2. For the sake ot 

brevity in reference, in the subsequent paragraphs the type of alter-

nation 81-+ e2~ 01 will be designated aa the 11+ type", ~nd this type 

of alternation characterizes colmnns which fall in odd-numbered pos~tions 

in the transposition rectangle. The other type, 02~ e1.....,. e2 will bo 

designated as tho 11- type", and this type of alternatio~ characterizes . 
colmnns which fall in even-numbered positions in th& transposition 

rectangle. 
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!• With these principles in mind, let cryptograms III and XI, each 

containing 186 letters, be studied. "They may be superimposed, since they 

have identical nl.DD.bers of letters and therefore the columns end at exactly 

the same points in both cryptograms. 

I 2 ,3 ¥ .C 6 7 8 q /0 II I 2. 13 U IS If, 17 IS I! +Q .2 I 41 ~J 
III. D A G A A F G A G V D A F G G X F D X D F V V 
XI. V F D D V A X G D A D F G G G G F G D D F X X 

.2.Y 2£ 2iz 12 .zS 2.2 Jo JL 3.l .U-l'f J£ "1 JZ JB, 19 'a jl !f2. lf3 'Cf 'ff ¥b 
III. X G F X F D X D D A G A D D G V A D D V D D G 
XI. D A F D D X G G A V G A G D V D F D F D D D G 

"'~a ", .ro .r, sa. .r3 .r., .r.r .r1a '.I z s-4 .ff 60 61 6 2 61 , 't ,.r ,f, & 1 , s 'I 
III. A F G A V G D G X D D D A V F V D D F D A A 
XI. A F A F D A A A G V A V F G G V A D D G D D F 

1q 7J Zl. JJ ]'# 7£ 76 71 za 79 OQ !I al 13 Slf B.f R'e 87 BB '' 99 " 9J. 
III. A D X A G D X A G G D D A V G V F G D V F V D 
XI. G F VD DAD F GAF D F V D,D F V V VA DA 

qJ 'a qs- ,,, '' tS '' 100 101 101101t9f1o.r1a' 101 101102·11o m "* 1u ,,., 11r 
III. G X G G A F F V F D A X G D D D G D A F D A 
XI. G D X F X X X F F D-X G D F D G F D D F G D A 

U'rl!Z 118 119110 !l.\ !l.l.111ll~12s Illa 127 tlS llC\ IJO 111131 Ql /J, IJS f3L \17111 
llI. D G G A D D G D X A F V"D F D X F V G D D V A 
XI. G F A A G G A D X D G V D G A V G V D F D D F 

1..14 f¥QI,, 112 ,,) ,,.., llfS 111e1At711S ,,, IS'olfl ISl lf.3IS'j1.g1s4Lf"]l{81.S9140/'I 
III. V F D D D V F A G D F F F X A A D F A D G G V 
XI. X G A G X F G V F V V D G V D X D F F F X G X 

162 t,3 U,, 16..fl"' 1"7 1418 149 I 70171 17.J Ill 1zq1J.f 114Ill1781l! /BO 181 /Sl ll:J ll't 
III. F D A V D G X F V D A A V G D X F G G D D X G 
XI. G X A G A G V G D V V X G F •V D X D D X F V D 

19[ l8C. 
III. D A 
XI. D X. 

FIGURE 68 • 

.S.• It has already been noted that beginning with the first letter 

of aJl¥ one of the cryptogram.a, the typo of alternation for column 1 is f-. 

It is therefore not astonishing to find, within the first 10 lette~s, an 

.. - 16o -



.. 

.. 

• 

REF ID:A56913 

alternation of the + type. Note how the V's- and X•s i'all in the odd 

positions, the FJs in the even. Th~s: 

1 2 3 4 5 6 7 8 9l0 
III. D A G A A F G A G V 
XI. -V· F D D v Ix G DA -- - -

It is seen that there ~e 2 V's which fall in odd positions (1 a~;), 

but one V falls in an even position (10). There is_ an~· which falls in 

an odd position(?); there are 2 F•s, which fall in eve~ positions (2 and 

6). Unquestionably, t.hen, the;tyrpe of alternation, at least for the 

first 10 letters in each of these cryptograms, is +• 
,a_. Take the next section of 10 letters in-these t""° cryptograms. 

Tho letters are as follows: 

11 12 13 14 15 16 17 18 19 20 
III. D A F G G X F D X D 
XI. D F G G G G F ;G D D - -

Here there are 4 .F•e; 3 of them fal.l in odd positio~ (1.3, 17, 17), and 

one falls in an oven position (12). There are 2 X'-s; one fal~s in an odd 

position (19), one in an·even position. There are no V's among those 

letters. So far as the evidence afforded by tha F's is concerned, it 

would appear that this section.of text shows the type 2 or "- type" of 

alternation of components, since in type 1 or 11-i- typo" the F•s occupy 

evon"positions and hero the majority of them occupy odd positions. But so 

far as the X's are concerned, the ?Vidonco is equally balanced: one X 

falls in nn odd position, one in an even position. There being no v•s, 

no conclusions cnn be drawn from this letter. To be guided solely by 

the ovidonco afforded by the 3 F's may be unwarranted. Ia it not possible 

to weight the trequenc~es of tho letters so that it will be unnecessary to 

rely merely upon a few of tham. and the evidence afforded by nll the 
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letters can be taken into account?1 Why not assign frequency weights 

according to the two distributions in Figs. 66 and 6rp. ·The figures then 

become as follows: 

Odd (lat, 3d, ••• ) letters Even (2d, 4th, ... ) letters 

A D F G v x A D F G v x - 1 . 
\ 1 \ 'So ! \ \ -- : - --l - "' -i \ -

3 ll 3 8 11 6 4 10 11 5 4 l 

Total - 42 letters Total - 35 letters 

FIGURE 69. 

Since the odd letters have a total frequency of 42, the even, a total 

frequency ot 35, for purposes of equalizing the distributions in apply­

ing the weights it seems advisa~le t.o deduct 1/6 from the total when 

applying the weights to odd letters • 

.!.•'Now in applying these weigllts to the letters, it must be borne 

in mind that since a trans~osition rectangle w1~h an odd number of 

columns is involved, halt ot the letters are class 1 components, the 

other half are class 2 components. Hence, in finding the frequency value 

ot the letters it is necessary to apply the weighted fre"quencies to 

alternate letters in tho' sections, ·as shown in Fig. 70. 

11 12 13 14 15 16 17 18 19 20 
III. D A F G G X F D X D 
XI.· D F G G G G F G D D 

Distribution ot odd letters 

ADFGVX - . -- - -- - ... 
0-3-3-3-0-1 
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Distribution ot even letters 

ADFGVX ... - - - ~ - -- --
1-3-1-4-0-1 
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These distributions, when evaluated in accordance with Fig. 69 1 yield a 

total frequency value ot 126; when evaluated in accordance with Fig. 69 

reversed, yield a total frequency value ot 143· The detailed calcula-

tions are as follows: . 
Fig. 69 normal l (3) + 3 (ll) + 3 (3) + 3 (S) + O (ll) 

+ l (6) = 72 

(Odd letters as e1•s, l (4) ~ 3 (10) -1- l (11) -t 4 (5) + 0 (4) 
even letters as e2•s) + l (1) : 66. 72 - ¥: 60; 60 + 66 : 126. 

Fig. 69 reversed t (3) -+- 3 (11) ~ 1 (3) -~ 4 (8) 't- O (11) 
+ 1 (6) : 77 

(Even letters as e1•s, O (4) -f- 3 (10) -1- 3 (11) -1- 3 (5) -I- O (4) 
odd lettors as e2•s) + 1 (1) : 79. 77 - ll- = 64; 641:" 79 = 143. 

J.• Now the frequency sums here obtained (!48 .!! 156) indicate that 

an alternation of the type 02 ~ 01 ~ e2 is in effect, that is, if a 

beginning is made with position 11, the type ot alternation is •-•. 

Since the type of alternation for the first 10 letters is "-1-" and tor the 
' second 10 letters "-", the reversal in alternation would indicate that 

column 1 of the transposition rectangle ends somewhere near the 10th 

l~tter. This same sort of reversal 'takes place after the 20th letter, 

as sho'WJl by the calculation in Fig. 71· 

• 
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;a 22 23 24 2s 26 21 28 22 30 
III. F V V X G F X F D X 
ll. F X X D A F D D X G 

Distribution of' odd letters 

ADFGVX -·-----... - = 
1-2-2-1-1-3 

F:Jg. 69 normal 

Distribution of even letters 

ADFGVX - - - - ... - - -- -
0-2-3-1-1-3 

1 (3) 4- 2 (11) -t- 2 (3) _,.. 1 (8) -f- 1 (11) 
+ 3 ( 6) : 68; deduct 1/6 : 57 

(Odd letters 81•s, 
even letters as e2•e) 

Fig. 69 reversed 

(Even letters as e,•s, 
odd letters as e2Ts) 

I 

(4) -f- 2 (10) ~ 3 (11) ..... 1 
(5) -t- 1 (4) -r 3 (li =..!2. 

, 122 

~
ro (3) -+- 2 (11) -t: 3 (3) -+- 1 (8) -+ i (11) 

+ 3 ( 6) : 68; deduct 1/6 : 57 

1 (4) -~ 2 (10) +- 2 (11) ..... 1 
(5) -+ 1 (4) -t- 3 (1) =-2!! 

115 
FIGURE 71. 

Beginning with 21st position, the alternation is of type e1~ e2 .._,,,. 91; 

hence it is of the "+" type. Again the reversal in type of alternation 
' 

occurs in passing f'rom the 2d set of 10 letters to the 3d set, and this 

indicates that column 2 of the transposition rectangle ends som.m'lh.ere 

near the 20th letter. .But, fortunately, this time the exact location 

of the break is dofinitely indicatod: the simultaneous appearance of V 

and X in the sequent positions 22 ~nd 23 leads to the idea that ietter 22 

marks the end of column 2 and letter 2.3 marks the begiDning of' column 3. 

There is nothing of an absolute naturo in this point: it is merely an 

indication based upon probabilities and does not constitute a conclusive 

proof' by any means. Now if' there is this defi~ite break at the end of 22 

letters it means that colmnns 1 and 2 must each contain 11 letters. The 

calculations have heretofore been baaed upon sections of 10 letters and 
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the results are therefore modi:fied as shown in the following calculation: 

FIRST SECTION (Letters 1-11) 

1 2 3 4 5 6 7 8 9 ~ ll 
III. D A G A A F G A G V D 
XI. V F D D V A X G D A D · 

Distribution of odd letters Distribution of even letters 

ADFGVX 
-~ ::.:.-

1-5-0-3-2-1 

Weighted values of distributions: 

ADFGVX 
!-:.--
5-1-2-1-1-0 

I 

On.basis of Fig. 69 nol'21181 (odd letters as e1•s, even letters as 

e2• s): 

1 (3) -~ 5 (11) -t- O (3) -1- 3 (8) f- 2 {ll} -~ 1.(6) =·110; deduct 1/6: 92 

5 (4) -+- 1 {10) -t- 2 (11) -~ I (5) -f- 1 (4) -t 0 (1) : 62 •••••••••.••• 62 
Total •••••• 154 

~ ~ On basis of Fig. 69 reversed (even letters as e1•s, odd letters as 92•s): 

5 (3) -~ 1 (11) -t- 2 (3) -t- l (8) -+- 1 (11) -f- O (6) = Sl; deduct 1/6 : 4'2 

l (4) -~ 5 (10) -t: _o (11) + 3 { 5) + 2 (J.,) -1- l (1) : 78 ••••• , •••••••• ...:m, 
Total •••••• 120 

The type of' alternation is e1 ....::;. e2 ~el' or 11+11 • 

SECOND SECTION (Letters 12-22) 

12 13 14 15 16 17 18 19 20 21 22 
III. A F G G X F D X D F V 
ll. F G G G G F G D D F X 

Distribution ot odd letters Distribution of even letters 

ADFGVX A·D F G V X 
- '§r -- ~ -

0-1-5-3-0-1 1-3-1-4-1-2 

- 165 -



REF ID:A56913 

Weighted.values of distributions: 

On basis of Fig. 69 no:rraal (odd letter& as e1•s, even let~ers as 921s): 

0 (3) ;- 1 (11) 1- 5 (3) -1- 3 (S) -t- O (11) -t-.1 (6) : 56; deduct 1/6 = 47 

1 (4) ~- 3 (10)'-+- 1 (11) -t- 4 (5)_-t- 1 (4) -t- 2 (1) = 71 •••••••••••• __n 
Total ••••• 118 

On basis of Fig. &9 reversed (even letters as e11s, odd l?tters as e29s): 

1 (3) -t-·3 (11) -1- l (3) + 4 (8) -1- 1 (11) -t- 2 (6): 94; deduc~ 1/6: 78 

0 (4) ~ 1 (10) -t- 5 (11) -~ 3 (5) -~ 0 (4) -t- l (1) : Sl •••••••••••• 81 
Total ••••• 159 

S!nce the best values are obtained on the basis of Fig. 69 reversed, the 

type of alternation for the 2d sect~on of 11 letters is therefore 

again e1~ e2 ---=;t el' or "+"· 

III. 
XI. 

. 
'!HIRD SECTION (Letters 23-33) 

23 24 25 26 27 28 29 30 31 32 l3 
V X G F X F D X D D A 
X D A F D D X G G A V 

Distributio~ of odd !otters Distribution of evon letters 

ADFGVX ADFG·VX - - - - -- - - - - -==- ':. 

2-3-0-2-2-3 1-3-3-1-0-2 

Weighted values of distributions: -

On basis of Fig. 69 no:rma.l (odd letters as 01's, even letters as 82's): 

2 (3) -f- 3 (11) -f- 0 (3} -t- 2 (8) -i- 2 (11) -+- 3 (6) : 95; deduct 1/6 = 79 

1 (4) -t- 3 (10) ...... 3 (11) -~ 1 (5) -1- 0 (4) ;- 2 (1) = 74 ············....1! 
Total ••••• 153 

On basis of Fig. 69 reversod (ev~n letters as e1•s, odd letters as e2•s): 

1 (3) -+ 3 (11) -~ 3 (3) -~ 1 (8) -t- O (11) -+ 2 (6) = 65; deduct 1/6 : 54 

" 

2 (4) ;- 3 t10) -i- o (11) -~ 2 (5) -r 2 (4) -1- 3 (1) = 59 •••••••••••• ~ r 
Total ••••• 113 
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. , 
Since the bast values are obtained on the basis or Fig. 69 normal, the 

type of alternation for the 3d section of 11 letters is e1~ e2~ e1, 

or "+"• 
k. Now it columns 1 and 2 contain 11 letters, and the total number 

of letters is 186, the transposition rectangle obviously has 17 columns, 

there being 16 long columns of 11 letters and one short column of 10 

letters [!17 x 11) - l: 18~. 

1. There is another cryptogram. which also contains but one short 

column, ,!!!,1 VII, of 254 letters, IT.17 x 15) - 1 : 25~ • The columns ot 

this cryptogram contain 4 more letters than the corresponding columns of 

III and XI. Assun1ing, momontarl.ly, the last column to be the short one, 

cryptogram. \'II may be added to tho suporposit1on of III and XI, ~rovided 

these sets of 4 additional letters are accounted for. This has been 

done in Fig. 72. In that figure the 4 extra letters pertaining to crypto-

gram VII are· shown aa falling undt-r tho last letters of the columns of 

cryptograms III and XI, but this is only an arbitrary placement. It is 

sufficient to place those extra letters in such positions as will make 

the first one of the series begin in an even position. 

!!• Since tho transposition rectangle is now known to ba 17 columns 

wide, tho data in Fig. 69 may be enlarged to correspond to this information 

For example, l'lhereas in originally constructing Fig. 69 tho first column 

of cryptogram I was assumed to have only 8 letters {to correspond to a 

key of 25 numbers), it may now be extended to a column of 12 letters, and 

so on. Th& additionnl. portions used to m:ik:o the distributions in Fig. 

74 are shown underlined in Fig. 73. 
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[ 2.. J .,. .r ' 2 a ! LO. U. '::l LJ. l~ ££ ll• •Z fl l! lO&i .2.l. 
D A G A A F G A G "V D A F G G x F D x D F v 
v F D D v A x G D A-D F G G G G F G D D F x 
G A F G F F x F v F G A G G x D x x D D F A 

I F x A v G v D D 

,l,l.i't ,1,.r 2C. 27 +I if .Jo J/ .n . .U .Jf 3.f.J6 .11 18 .l9 'tc:J fl *a 't3 ff 
V X G F X F D X D D A G A D D G V A D D V D 
X DA FD DX G GAV Q,A GD VD~ D FD D 
V D V F F A D A V A V A D A A F V F D V F D 

F V G G X F X X 

1J,£ yt 'I. 1 ¥1 f?J"'O .r1 G J".i A- .r.s SI £7 ,-.a.rt 4o 61 62.. 'l 6t 6.r ' ' 
D G A F G A V G D G X D D D A V F V D D F D 
D GAF~ F DA A·A G VA V F G G VA DD G 
G D X D D F V D F F X V A D X V A X D V X A 

D V F- X 1', F V D 

67 68 +1 zq ZI z2 2J Zf 2f 2' 77 21 Zf Bo Bl ti. SJ 8t &r 86 lZ IB 
III. A A A A D X A G D X A G G D D A V G V F G D 
XI. D D F G F V D D A D F G A F D F V D D F V V 

VII. F D G X F D G F D D F A A F V l F V X D G F 
V D V V D D V A 

' 
89 'fO ti !.:t. TJ f ¥ ff 44 9 7 fl ff 190 tol 191103 IH IQ.f I0,,107/IJI J'ot llD 

III. V F V D G G X G G A ] F V F D A X G D D D G 
XI. V A D A G D X F X X X F F D X G D F D G F D 

VII. D D F D D D X F F A G A A G V D G G V D F G 

III. 
XI. 

VII. 

F X F X G G X D 

'" II& HJ "' «JS ,,. 117 ,,, ,,, 12.0 1;.1 '>?: #.U /.&! /lf/ ,,, 12712' 127 uo Ill 1.1 l. 
D A F D A D G G A D D G D X A F V D F D ·X F 
D F G D A G· F A A G GA D X D G.V D GAV G 
F D F V A F F G F X G G D G G D D A V D X A 

D A X D D F A F 

u.J l.J)f IJS"tJ' l.ll 131 IJtlrg lfl If~ If.I l'11/IVJ1t6 I! Z I fl /H~e IS"J J.G J,f.J/.Jf 
llI. V G D D V A V F D D D V F A G D F F F X A A 
XI. V D F D D F X G k G X F G V F V V D G V D X 

VII. V F X D D X V A G D V X D G X X D V F V F D 
V D D F' ' D D D A 

I 

tf.f IS"61Q I.fl /[9169"l 1•216J 16Y 1611''-16111.81'121)0 Ill IZJ. IJJ/l'f IZS" 176 
III. D F A D G G V F D A V D G X l' V D 1.\ A V G D 
XI. D F F F X G X G X A G A G V. G D V V X G F V 

VII. AF D F x D x·a, DA AD v DD v ADD v D v 
F,VDV .e-\VDG 

az 1ZQ1111101a111a llJllY 1a.r 114 
llI. X F G G D D X G D A 
ll. D X D D X F V D D X 

Vll. A F V F X F A A V D 
D F V D 

FIGURE 72. 
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Letters taken Letters take 

I 212 VDDGGGVFmVD VII 254 ~ 
II 108 VDAAVD - VIII 144 DGVVGFm 

III 186 DAG.Mi"GAGv IX 182 GDDDiiXVGVD - -IV 110 .ADXVF.I x 130 DGDDFVF 
v 202 DFXFDDV~ XI 186 Vl!'DDVii'GDA 

VI 120 GDGF.XAG llI 224 XFDFXVVDVDA.VD -
FIGURE 73· 

The new frequency weights are therefore as follows: 

Odd (1st, Jd, ••• ) letters Even (2d, 4th, ••• ) letters 

A D F G V x A D F G V X 
-:: ! ! \ ' \ -

~ l 3i i - \ 
i\\~~: 
- l ~ 

4 14 5 ll 15 10 9 15 14 8 7 2 

Total : 59. Total : 55· 

FIGURE 74. 

Since the two totals are quite close together, ~o correction need be 

made of the nature of that ma.de in preceding calculations, 1vhere 1/6 was 

deducted from the total values of odd letters • 

.!!.• Beginning with position 23, in the caso ot cryptograms III and 

XI the next 11 letters, and in the case of cryptogram V!I the next 15 

letters are clearly of tho "+" type of alternation. The data are as 

follows: 

III. 
ll. 

VII. 

23 ¥ 2tf 26 ~ 28 26 ' 31 32 33 V F F D D A 
X D A F D D X G G A V 
V D V F F A D A V A V 

F V G G 
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Distribution ot odd letters 

ADFGVX 
.----1-.. ... - -

::.. - - --2-4-1-3-7-3 

' 

Weighted values ot distributions: 
. . 

Distribution of even letters 

ADFGVX 
- - \--- -- -- -

--
4-4-5-2-0-2 

On basis of Fig.- 74 normal (odd ,letters as e1•s, even letters as e2•s): 

2 (4) i- 4 (14) 1- 1 (5) ...... 3 (11) -t- 7 (15) t- .3 (10) = 237 
' 

4 (9) + 4 (15) + 5 (14) + 2 (8)-+ 0 (7) + 2 (2) '=!§.§. 
' ~ Total •••• 423 

On basis of Fig. 74 reversed (even letters as e1vs, ~dd letters as e2•s): 

4 (4) ..... 4 (14) ..... 5 (5) -+ 2 (11) ~ 0 (15) -1- 2 (10) = 139 

2 (9) + 4 (15) + 1 (14) + 3 (B) + 7 ( 7) + 3 (2) : !7! 
Total •••• 310 

Since the greatest total is obtained on tho basis of Fig. 74 normal, the 
' 

type of alternation for the 3d section of letter& is e1~ e2......,.e1 , or 

"1-" • ' 
... 

o. Continuing the foregoing process with the letters beyond position 

33, th6 data are as follows: 

34 35 36 37 3S 39 40 41 42 43 44 
III. G A D D G V A D D V D 
ll.' GA G D V D F D F D D 

VII. A D A A F V F D V F D 
X F :X: :X: , 

Distribution of odd lettors Distribution or even letters 

ADFGVX ADFGVX 
-=:1- --- -a.· - - \ \- - -- - -- ---3-8-1-0-3:-2 

Weighted values of distributions: 

On basis ot Fig. 74 normal (odd letters as e1•s, even letters as e2•s): 
l -

3 (4) ~- a (14) -t 1 (5) ...... o (11) +- 3 (15) + 2 (10) - 194 

3 (9) ,_ 5 (15) -t- 5 (14) ~ 4 (8) i- 2 (7) 4- 1 (2) : ~ 
Total •••• u4 
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On basis of Fig. 74 reversed (even letters as e1ts, odd letters as e2ts): 

. 3 (4) + 5 (14) -t- 5 (5) -t- 4 (11) + 2 (15) + l (10) = 191 

3 (9) + 8 (15) + 1 (14) + O (S) +- 3 (7) + 2 (2) : 189 
Total ••• 380 

~ Since the distribution begins here with an even-n\Dllbered positiGn (34), 

• 
and the greatest total is obtained on the basis of Fig. 74 normal, hence 

the alternation for the 4th section or column is of the type 92~ e1 ~ 92• 

or 11- 11 • 

.E.• (1) The data for letters beyond position 44: 

45 46 47 48 49 50 51 52 53 54 55 
III. D G A F G A V G D G X 
ll. D G A F A F D A A A G 

VII. G D X D D F V D F F X 
D V F X 

Distribution of odd lettors Distribution of even letters 

ADFGVX ADFGVX 
:c-::.:. 
- 'S - - -- - -=-=•= --::.-:. -
4-5-1-3-3-4 3-4-6-4-0-0 

Weighted values of distributions: 

On basis of Fig. 74 normal (odd letters as e1•s, even letters as e2•s): 

4 (4) t- 5 (14) 4- 1 (5) ;- 3 (11) + 3 (15)4- 4 (10) : 209 

3, (9) + 4 (15) + 6 (14) + 4 {B) + O (7) + O (2) : 203 
Total ••• 412 

On basis of Fig. 74 reversed (even letters as e1ts, odd letters,as e2•s): 

3 (4) -1- 4 (14) i"" 6 (5) i- 4 (11) ~- 0 (15) -f- 0 (10) = 142 

4 (9) ;- 5 (15) ..... 1 (14) -t 3 (8) ~- 3 (7) ~- 4 (2) = 17!!. 
Total •••• 320 

Since the distribution starts with an odd position (45) and the greatest 

total is obtainad on the basis of Fig. 74 normal, the type of alternation 

for the 5th section or column is e1 --7' 02 ~ 01 , or 11+11 • 
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... -... .,;, 

.9.· The types of alternation for the first S columns, which ar~ all· 

long columns, is therefore + + + - +. Since cryptograms III and n 
• 

contain but one short colU111J1, it is advisable to be· on the lookout for 

it as the work progresses. It is possible to continue \'Ii.th the process 

detailed above. For example, the calculations for the next or 6th section 
. 

of 11 letters are shown below: 

III. 
XI. 

VII. 

56 57 58 59 60 61 62 63 64 65 66 
D D D A V F V D D F D 
V A V F G G V A D D G 
V,A D X V A X D V X A 

' F F V D 

Distribution of odd letters Distributlon of even letters 

ADFGVX 

! ----­.. - -- -- -
;-4-4-1-1-2 

Weighted values of distributions: 

ADFGVX 
- 1 - : 1 -

-:.. =! 
1-7-1-2-s-1 

On basis Of Fig. 74 normal (odd letters as e1rs, even letters as 82's): 

.5 (4) ~- 4 (14) -t- 4 (5) -1- 1 (11) ~- 1 (1.5) ~- 2 (10) = 142 

i (9) ~- 7 (15) -+- i (14) -1- ·2 (8) 1- a (7) +- l (2) = 202 
Total. •••• 341+ 

On basis of Fig. 74 reversed (even letters as •1•s, odd lettera as 92's): 

1 (4) -t- 7 (14) -+- 1 (5) -I- 2 (11) + 8 (lS) -I- l (10) : 259 

s (9) + 4 (15) + 4 (14) + l (8) + l (7) + 2 (2) = 180 
Total •· ••• 739 

Since th~ distribution starts with an even position (56) and the greatest 

total is obtained on the basis of Fig. 74 reversed, the type of altez:IXation 

for the 6th section or column is 91 ~ 92~ 91, or "+". 
!.•" But perhaps advantage should be taken of the availab1li ty ot 

additional cryptograms. For example, cryptogram V, of 202 letters, has 2 
"" I I' • 

shqrt columns [17 x 12) - 2 : 202J-, whereas the cryptograms thus far dealt 
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w1 th each have but one. That is 1 Cl"YlJtogram V has one short column in 

common with cryptograms III, XI, and VII, and one additipnal short column 

not possessed by the latter. Can this additional short column of crypto-

gram V be located? 

.!• SUppose column l of cryptogram V 1s the additional short column. 

Then the letters of' this column a...-e F X F X F F F V A G F D. These 

letters when evaluated on the basis of Fig. 74 norm.al yield a total or 

77; when weighted on the basis of' Fig. 74 reversed, a total of' 144. The 

calculation is as follows: 

Distribution of' odd letters 

ADFGVX 
I 

1-0-5-0-0-0 

On basis of Fig. 74 normal: 

DistPibution ot even letters 

AD F G~V X ___ ,_":. 

0-1-1-1-1-2 

1 (4) 1- 5 (5) -1- l (15) ~- l (14) ~ l (8) -r 1 (7) ,_ 2 (2) : 77 
. 

On basis ot Fig. 74 reversed: 

1 (9) +- 5 (14) +- l (14) ;- 1 (5) -r l (11) ;- 1 (15) ..... 2 (10) : 144 

According to this calculation column 2 of cryptogram V seems to correspond 

to the type of' alternation 92_,,. 8i~ 92, that is "-"· But from previous 

work it is fairly certain that column 2 is of' the 11+11 type. Hence, 

< column 1 of cryptogram V is not the additional short column of' that 

message. Assuming column 2 to be the extra short column, no such contra-
1 

diction is obtained, for the calculation is as follows: 
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Assuming column 2 to be short, the letters of column 3 are 
' 

X A V D A G F D V D F G. The weighted frequency value for a 

e1-4e2 ~81 sequence (letters XV AF V G and AD GD D F) = 136. 

The weighted :frequency value tor a 92 _., 91 ~ 92 sequence (letters 

AD G D D F and XV A F V G) : 109. Hence column 3 .is a "+" column, 
I ~ 

which is consistent with the formula + + + - + tor columns 1 

to 5, as previously ascertained. 

If all the foregoing reason is correct, and colwr.m 2 is the additional 

short column for cryptogram V, it must be the next to the last column of 

the transposition rectangle. Since it is a "1-" column, the last column 

must be a 11 - 11 one; therefore, there are 9 "-" columns and 8 "+" columns. 

This definitely determ.inos that the 11 - 11 columns are the odd ones, the 

"i-" columns the even ones, since in an odd-width rectangle there is one 

more odd column than even columns. 

t. The single short column which is common to cryptograms III, XI; 

and VII is one of the columns beyond column 5. Assum.ing each possibility 

in turn, there is obtained for the type of alternation in each colum.n 

the distributions ot "+" .and "-" shoWn ·in Fig. 75. 

~· The correct assumption must satisfy the following conditions: 

(a) There must be 9 "-" and 8 "+" columns. 

(b) The short column must be "-" 

Only assum.ptions (3) and (5), in which column 8 and column 10 are short 

columns, satisfy these conditions. Thareforo, column 2 is followed by 

either column 8 or 10. Testing the combination 2-8 tor monoalphabaticity 

of bipartite pairs, the distribution -shown in Fig. 76 is obtained. When 

combination 2-10 is tested, the distribution shown in Fig. 77 is obtained. 

Obviously, the 2-a combination is the better. 
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. 
Column . Summation of 

Assumption 1 2 3 IL., 5 6 17 8 9 10 11 12 13 lL..115'16 l~ -t-•s and -•s 

(1) 
(2) 
(3) 
(-4) 
( 5) 
(6) 
( 7) 
(8) 
(9) 

(10) 
(11) 
~12) 

6th short .. ' + + 
7th short e e I -1- + 
8th short .. ' -1- + 
9th short e e I -t- + 

10th shcrt e e I ..... + 
11th short e e I -1- + 
12th short •• -1- -t-
13th short .. ' _,_ 

-1-
14th short ••• -4- '1-

15th short • e I -4- 4-
16th short e e I -f- -t-
17th short e e I -i- -t-

ADFGVX 
A 
D 
F 
G 
v 
x 

-= : - -
--· 

+ - -1- + + + -
+ - + ..... - -t- -
+ - + + - - -
1- - + + - -+ 
4 ... - ..... + - - ..... 
-i- - + -1- - -+ 
-4- - + + - - + 
-t- - ..... + - - -t-
-t- - + ..,_ - -+ 
~- - ..... ..... - - -1-
+- - -1- +- - - -4-
+ - + + - -+ 

FiacmE 75. 
, I 

! 
+ -4- + - ... -
+ + ..... - ... ... 
+ + + - ... -
4- + ....... - ... -
-+ .... - - -
-
-----
-

A 
D 
F 
G 
v 
x 

- ;- - - -
- - - - -
- - _,_ - -- - -i- + -
- - 1- 1- + - - -f- + + 
- - -f- + + 

ADFGVX 

- -- -- - - -
--

- - io+, 7-
- - 9-t- • 8-- - a .... , 9-
- - 91'"• a-
- - 8-t-, 9-
- - 1+.10-- - 6-1-,11-
- - 7+,10-
- - 8-4-, 9-- - 9-1-, a-

+ - JO-I-, 7-
+ + 11-f-, 6-

E (~) : .0667 x 17 x 16 : 18.14 
q>, - 22 ~ 

E (~) : .0667 x 17 x 16 : 18.14 
~ - 4 

FIGURE 76. FIGURE 77• 

!.• It is possible by introducing cryptograms with additional short 

columns to determine more of the key. Thus, it was found by using crypto-

grams XII and VI that the first 3 numbers ot the transposition key are 

16-5-7. But the process of anagramming will yield the solution at least 

as rapidly. In this process, of course, advantage may be taken of the 

fact that the columns have been classified into the "-1-" and "-" types 

and no combinations ot two "+" or two "-" colwnns need be tested, since 

only combinations of the type "+ -" or "- +11 are permissible • 

.!!.• The final transposition key and the substitution checkerboard are 

shown in Fig. 78. 
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16 5 7 6 9 ; 14 l 13 11 17 10 4 12""15 2 8 
V I K I N G s· C R 0 W N H 0 T E L 

A D lf G v x 
A v I 9 IC N G 
D 7 s c 3 R 0 
'F , w H a T E 5 
G L ,A 1 B 2 D 
v 4 F 6 J ¢ M 
x p q u x y z 

FIGURE 78. 
l • 

All the foregoing details concern a case in which the trans-. 
I 

position rectangle has an odd number ot columns. Now if the rectangle . , 

contains an even number of columns, this ~Jpe ot solution is, of course, 
letters ot the 

still applicable, and in tact is ensier, since the/text of the respective 

sections do not have to be distributed into odd and even letters. It is 

only necessary to identify" a section as being composed of initial oom-

ponents or of final cOJl'l.ponents. This analys10 then produces a slf)ries of 

• 

.. 

' . sections corresponding in number with the number of columns in the trans-

position rectangl.~. This number will, of course, be evcm. By a caretul 

study of where alternations in composi~ion of components (e1 or e2) 

occur, the division of the text into sections corresponding to long and 

short columns can be accomplished. The remaining steps are obvious and 

follow the lines elucidated in Par. 39.!,-.J.• 

l.• The entire structure upon which this general solution rests 

is destroyed if the substitution checkerboard has been consciously 

manipulated 1D impart a homogenci ty to the sums of the weigh ta~ .frequencies 

of the letters in its rows and columns. For example, note the following. 

checkerboard, which is not "perfect" but gives fairly homogeneous fre-

quencies in its rows and columns. 
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• 

A D F G v x 
s Q L I 

A 58 3 6 6 173 
T w 

D 90 1 164 
G A 

F 18 2 166 
J E B 

G 2 126 11 155 
R F 

v 8 0 159 
x z 

x 1 '183 
141 

.. 
FIGUR..~ 79 • 

• 
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SECTIO?g_IX 

SOLUTION OF THE BIFID FRACTIONATING SYSTI!M 

Review of principles underlying the cryptographic method ••••••• 
General principles underlying tho solution ••••••••••••••••••••• 
Ascertaining the pertod •••••••••••••••••••••••••••••••••••••••• 
Illustration of solution •••••••a••••••••••••••••••••••••••••••• 
Special solutions for bifid systems •••••••••••••••••••••••••••• 
Solution of trifid systems ••••••••••••••••••••••••••••••••••••• 
Concluding remarks on fractionating systems •••••••••••••••••••• 
Concluding remarks on transposition systems •••••••••••••••••••• 

Paragraph 

44 
45 
46 
47 
JJ3 
49 
50 
51 

44. Review ot"principles"iirid.~rlying the cryptographic mothod. - a. 

' 
Several bifid fractionati:Dg systems have been explained in previous texts . 
of this aeries.1 In-certain of these systems four basic steps aro in­

volved, two of substitution and "two of transposition. Those steps may 

be briefly described as follows: (1) a process of decomposition 

(substitution}, in which each plaln-toxt ietter is roplaced by two . ' 

components, e~ and e~. of a bi±id or bi~artito alphabet; (2) a process 

of separation (transposition}, in;~'hich tho e1e: components originally 

pairad together arc sep:iratcd; (J) a procoso of recombination (trans-

position), iD which tho sep~ratcd components are ·Combined to to:mi now 

pairs; (4) a process of recompositjon (substitution), in which oach new 

pair of components is given a lettor value according to the origina.l or a 

different bifid alphabet. 

E.,: Ono pf the Sl.lD.plest nnd most efficient of the fraction.~~1ng 

syatoms of the foregoing nature is that in which tho proceasos involved 

aro applied to groupings or periods of fixed lc:ngth, as exemplified below. 

Let the bip~rtita alphabet be bnsod upon the 25-cell substitution 

checkcrboord shown in Fig. 80. Let the mossage to be enciphered be 

O?m PLANE REPORTED LOST AT SEA. Let it also be c.ssmncd that, by 

1 Sec Spo.::ial Text No. 166, Advanced Mil1ta.17 Cryptogro.pb.Y, Sec. ll and 
Military Crzptano.lysis, P~rt I, Sec. IX. 
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(2) 
l 2 ~ .4 5 preagreement between correspondents, periods of 
K A N'U F 
c T R I G 
B D E H K 
L 0 p Q. s 
v w x y z 

FIGmm 80. 

5 letters will constitute the units Of encipher­

ment. ';['he blparti te equivalents of the plain­

text letters are set down vertically below the 
' 

letters. Thus: 

ONEPL ANERE PORTE DLOST ATSEA 
4 l 3 4 4 l 1 3 2 3 4 4 2 2 3 3 4 4 4 2 1 2 4~3 1 
2 3 3 3 1 2 3 3 3 3 3 2 3 2 3 2 1 2 5 2 2 2 5 3'2 

Reabmbinations are effected horizontally within the periods, b)' joining 

components in pairs, the first period yielding the pairs 41 1 34, 42, 33, 

31. These pairs are then replaced by letters trom the original checker-

board, yielding the following: 

ON EP L AN ER E PO RT E DL 0 s T AT SE A 
41 34 4 11 3 2 3 44 22 3 3 4 4 4 2 1 2 4 .3 1 
2 3 3 3 1 2 .3 3 3 3 .3 2 .3 2 .3 2 1 2 s 2 2 2 5 3 2 
LH 0 E B MD DE E QT ER R HQ TA w AP AG D 

45. GeDeral principles underlying the solution. - .!.· It i.v!ll be 

noted that the periods in the foregoing example contain an odd number of 

letters. The result of adopting odd-length periods is to impart a much 

·greater degree at cryptographic -security to the system than is the case 

when even-length periods are involved. This point is worth while 

elaborating upon to make its cryptanalytic significance perfectly clear. 

Note what happens when an oven period is employed: 

ONEPLA 
413441 
233312 
LHLREA 

NEREPO 
1 3 2 3 4 4 
.3 3 .3 3 3 2 
NRQEED 

RTEDLO 
2 2 3 .3 4 4 
.3 2 3 2 1 2 
TEQDDA 

••• 
••• 
••• 

. 
Now if each 6-letter cipher group is split in the middle into two sections 

and the letters are taken alternately tram each section 

(Ex. L H L R E A-~L R H E L A) the result is emctly the samo as is 
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obtained in case a simple digraphic encipherment were in effect with the 

2-square checkerboard shown in Fig. 81. 

M A N u F 
CT R I G 
BD E H [{ 

L OP Q s 
v w x y z ON EP LA- NE RE PO ••• 
M CB L v LR HE. LA NE RE QD ••• 
A T D 0 w 
N R E p x 
JI H Q rY 
F GK s z 
FIGURE 81. 

For example, ONP : LR
0

; EPP : HEcl and so on. Enciphezment ot this sort 

brings about a fixed relationship between the plain-text digraphs and 

their cipher equivalents, so that the solution of a message ot this type 
-

falls under the category of' the cryptanalysis ot a case of simple di-
2 graphic substitution, once the length or the period has been established. 

The latter step can readily be accomplished, as will be seen presently. 

In brief, then, it may bo said that in this system \men encipherment is 

based upon oven periods the cipher text is purely and simply digraphic 

in character, each plain-text digraph having one and only one cipher-

text digraph as its equivalent. 

!.• But the latter statement is no longer true in the case of odd 

periods. Note, in the example under Par. 44b, that the cipher 

equivalent 01' the 1st pln.in-ta:rt digraph, of the lay group, ON, is L-
posed of the initial and final components of the letter L

0
, the final 

component of the lotter 0
0

, and the initial component of the letter Ec• 

That is, three different cipher letters, L1 o, and E, are involved in the 

2 
An example of tho solution of a cryptogram of this type was given in 

M.ilital'l Cmtanalysis 1 Part I, Sec. IX. 
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composition or the cipher equivalent of one plain-text digraph, ON. 

Observe now, in the f"ollowing examples, that variants may be produced tor 

the digraph ONp• 

ON EP L ON THE ON CR U PR ONG CO NT I PO NG I AT 10 N 
41 34 4 il' 23 3 41 22 1 42 il' 2 24 12 2 44 12 2 12 24 l 
23 33 1 23 24 3 23 13 4 33 23 5 12 32 4 32 35 4 22 42 3 
LH OE B LR DD P LT AB H OL RD K IA CR I ~y AI AI R 
~ '-""O '-""° ~ 'Cl\.,;1 Q\...,;1 

c. The foregoing examples fall into two classes. In the first, -
where the 0 of ONP falls in an odd position in the period, the first 

letter of the trigraphic cipher equivalent must be on Lc, the second must 

be one of the 5 letters in tho 2d column of the substitution checker-

board, the third must bo one of the 5 letters in the 3d row of the 

checkerboard. Therefore, L
0 

may combine \rl th 5 JC 5 or 25 pairs of letters 

to fo:rm the 2d and 3d letters of the 3-letter equivalent of ON • In 
. p 

the other class, where the O 01' ONP falls in an even position in the 

period, the 1st lettar of tha equivalent must be one of the 5 letters in 

the 4th col"IDDD. of tho checkerboard, the second must be one of the 5 

letters in tho 1st column, and the 3d letter must be Rc• Therefore, R0 

may combine with 5 x 5 or 25 pairs of l~ttars to to:rm the 1st and 2d 

letters 01' the 3-letter equivalent of ONp in this position in the period. 

Hence, ONp may be represented by 50 trigraphic combinations; the same is 

true of all other plain-text digraphs. Now if the system based~pon even 

periods is considered as a simple digraphic substitution, the toregoing , .. 
remarks lead to characterizing the system based upon odd periods as a 

special type of digraphic substitution with variants, ln 'Vlh.ich J letters 

represent 2 plain-text letters. 

!• However, turther study of the odd-period system may show that 

there is no necessity for trying to handle it as a digraphic system with 
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variants, which uou!d be a rather complex affair. Perhaps the matter 

can be simplified. Referring again to the e:xemple of enc1pherment in 

Par. 44:e_: 

ON EP L A'N ER E p 0 RT E DL 0 s T AT SE A 
4 l 3 4 4 l l 3 2 3 4 4 2 2 3 3 4 44 2 l 2 4 3 1 
2 3 3 3 1 2 3 3 3 3 3 2 3 2 3 2 l 2·,5 2 22 5 3 2 
L H 0 E B MD DE E QT ER R HQ TA w AP AG D 

Now suppose that onl'y the cipher letters are at h~, and that the period 
.... 

' is known. The lat cipher letter is L, and it is composed of two numerical 
( 

components that come from the 1st and 2d positions in the upper row of 

' components in the period. These components are not known, but whatever 
\ 

' L 

they are the first of them is the-1st component of L, the second of them 
-

is tho.2d component of 1. Therefore, for cryptanalytic purposes, the 

actual but unknown numerical components, may ba representf!d by the. 

symbols 11 and 121 the former referring to the row coordinate of the 

subatitution checkerboard,. the latter to the column coord~nate. ~e 

same thing may ~e done with the components of the 2d cipher letter, the . 
' )d, 4th, and 5th, the respective components being placed into their 

proper positions in the.period. '!!hue: 

Components 

Cipher ••••• 

(L1 L2 H1 !12 01 

·1.02 E1 E2 B1 B2 

1 H O E B 

No'! let the actual plain-text letters be sat into position, as s~own at 

the right in the two diagrams b~low. 

Plain text ••• D N -E P L 
Components •• ·[,...4'"""1---~3-4--4 

~3 33 l -
Cipher ....... l. H O E B 

. 

0 N E P L 
L1 L2 H1 H2 01 
02 E1 E2 B1 B2 
L H 0 E B 

_, 

By comparing the two diagrams it becomes obvious that L1 , ~ and o1 all 
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represent the coordinate 4; H1, E11 E21 and B1 all represent the co­

ordinate 31 and so on. If' this equivalency were known ror-e.11 the ,50 

combinations of the 25 letters with subscript 1 or 2 there would be no 

problem, tor the text ot a cryptogram could be reduced to 25 pairs of 

digits representing monoalphabetic oncipheiment. But this equivalenct 

is not known in the case of a cryptogram that is to be solved; basically 

the problan is to establish tho equivalency. 
L1 

!.• It is obvious that the vertical pair of components 02 represents 
L2 . 

Op• the vertical pair Ei represents Np• and so on. The complete e::mmple 

therefore becomes: 

0 N E P L A N E R E P 0 R T E D L 0 S T A T S E A 
~~~~~~~~~~~~~~~~~~~~~~~~~ 
~~~~~~~~~~~~~~~~~~~~~~~~~ 

Cipher • L H 0 E B K D D E E Q T E R R H Q T A W A P A G D 

!• Note that a plain-text letter in an odd position in the period 

has its components in the order 9192 ; in an even position in the period 

the components of a plain-text letter are in the order 9291• For example, 

note the Op in the lat period(= L1) and in the 3d period(= Q2). This 
( Q2) ( R1) 

distinction must be retained since the component indicators tor rows and 

columns are not interchangeable in this systam. From this it follows 

that the vertical pairs of' components reprosenting a given plain-text 

letter are of two classes: 91&2 and 92811 and the two must be kept 

separate in cryptanalysis. 

A• Now consider the equivalent of' Op in the let period. It is com­
L1 

posed of o2• This is only one of a number of equivalents tor OP in an odd 

position in the period. The row of the substitution checkerboard indicated 

by L1 ID8J' be represented by 4 other components, since that row contains 5 
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91 
letters. Therefore the upper component of the 82 equivalent or Op Jl181' 

be 8D.J' one or 5 letters. The same is true of the lovrer caniponent. 

Hence 1 Op in an odd position in the period may be represented by any one 

of 5 x 5 = 25 combinations of vertical components ia the sequence 

91~92· Op in an even position in the period may be represented by any 

one ot a similar -number of combinations of vertical components in the 

reverse sequence 9~ 91" Thus 1 disregarding the position in the period, 

this systan. may be described as a monoalphabetic substitution with . 
variants, in which every plain-text letter may be represented by aZJy 

one of 50 different component-pairs. But in studying an actual crypto­

gram in this system, since the position (odd or oven) occupiod by a 

cipher letter in the period is obvious after the length of the period 

ha.a been established, a proper segregation of the cipher letters will 

-permit of handling tho cipher letters in the two classes referrod to 

above. in w~ich case one has to deal with only 25 variants for each 

plain-text lettor. Obviously, the 25 variants are related to one another 

by virtue of their having been produced from a single checkerboard of 

but 25 letters. This relationship can be used to good advantage in re-

constructing the checkerboard in the course or the solution and will be 

discussed in its proper place • 

.a_. Now it the foregoing encipherment is studied intently several 

important phenomena :ma.y be observed. Note, tor instance, hov1 MB.IJY' times 

either the &1 or the 02 component coincides with the plain-text letter of 

which it is a part. In the very first period the Op has an o2 unde~ it; 

in the same period the ~ has an E2 under it. The same phenomenon is 

observed in colmnns 3 and 5 of the 2d period, in column 3 of the )d period, 
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and in colmnn 1 of the 5th period. In column 5 of the Jd, 4th, and 5th 

periods the e1 components coincide with the respective plain-text letters 

involved. There are, in this short example, 9 cases ot this sort, giving 

rise to instances of what seems to be a sort of self-encipherm.ent of 

plain-text letters. How does this come about? And ia it an accident 

that all these cases involve plain-text letters in odd positions in the 

periods? 

i. It the periods in the foregoing example in subparagraph .!!. are 

studied closely the following observations may be made. Because ot the 

mechanics of encipherment in this system the 1st cipher letter and the 

1st plain-text letter must come tram the same row in the substitution 

checkerboard. Since there are only 5 letters in a row in the checker­

-board the probability that the two letters referred to will be identical 

is 1/5. (The identity will occur every time that the coordinate of the 

row in which the 2d plain-text letter stands in the checkerboard is the 

same as the coordinate of the column in which the let plain-text letter 

stands.) The same general remark applies to the 2d cipher letter and 

the Jd plain-text letter; as well a~ to the Jd cipher letter and the 5th 

plain-text letter: in these cases the tvro letters must come from the same 

row in the checkerboard and the probability that they will be identical 

is likewise l/S. (The identity in the former case will occur ever$ time 

that tho coordinato of the row in which the 4th plain-text letter stands 

in the checkerboard is the same as that of the column in which the 3d 

plain-text letter stands; in the latter case the identity will occur 

every time that the coordinate of the column in which the 1st plain-text 

lotter stands is the same as that of the column in which the 5th plain-text 

letter stands.) The last or the foregoing sources of identity is 
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exemplified in only 4 of t}le 9 cases mentioned in subparagraph a, above • . 
These involve the 5th plai:q.-te:xt letter in t~ 3d1 4th and 5th periods, 

' ' . 
and the let letter in the 5th period, wherein it will be noted that the 

el component standing directly under the pl~in-teXt letter is identical 

with the latter in each case. 

J.• But how are the other 5 cases of identity brought about? 

.Analysis along the same lines ·as :1:-ndi cated above will _be am1 tted. It will 

be sufficient to observe that in each of those cases it is the &2 com­

ponent which is identical with the plain-text letter involved, and again 

t~e probability of the occurrence o:t the phenomenon in question is 1/5. 

!.• Since the probability of the occurrence ot the ~vent in question 

is 1/5 tor 01 components and 1/5 tor 02 components, the total probability, 

tram either source ot identity is 2/5. TJ1is probability applies only to 

the letters occul')'·ing odd positioiis in the period, and it may be said that 

in 4'11> of all cases of letters in odd posi~ions in the periods the one or 

the other of the tv10 cipher components will be identicD:l. with the plain­

text letter. 

!.· As regards the plain~te:xt letters in even positions, analysis 

will show why only in a very few cases will either of the cipher 1 com-

ponents coincide with the plain-text lotter to which they apply. Now the 

method of finding equivalents in ~he substitution checkerboard is to take 

the ls~ component a~ the row coordinate indicator and the 2d component as 

the col'Umn indicator; a reversal of this order will give wholly different 

letters, except in those 5 cases in which both components are identical. 

(The letters involved are those which occupy the S cells along the diagonal 

from the upper left-hand corner to the lower right-hand corner of the 

checkerboard.) Now in every case ot a letter in an odd position in a perioc 

.> 
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-the two vertical components are in the e1e2 order, corresponding to the 

order in which tJlelr are no:rmally taken in finding letter equivalents in 

the checkerboard. But in every case of a letter in an even position in a 

period, the two vertical components are in the order e2e1 , which is a 

reversal of the normal order. It has been seen that in the case of 

letters in odd p~sitions in the periods the probability that one of the 

components will coincide with the plain-text letter is ~. The reason 

which led to this dete:miination in the case of the odd letters is e:xactly 

the same as that in the case of letters in even positions, except that in 

the final recombination-substitution process, since the components in 

the even positions are in the e2e1 order, which is the reverse of the 

nol'lllB.l or,der, identity between one of the components and the plain-text 

letter can occur in only 1/5 ot the 4f1I, or ~ of the cases. It IIJ81' be 

said then that in this system IJ!JI, of all the letters of the plain text 

will be "self-enciphered" and represented by one or tho other of the two 

components; in the case of the lotters in odd positions, the amount is 

JJYI,, in the case of letters in oven positions, it is ~. 

!.• Finally, what of the peculiar phenomenon to be observed in the 

case of the let column of the Sth_period of the example in subparagraph 

!_? Here is a case wherein tho plain-text valuo of a pair of superimposed 

components is umnistekably indicated directly by the cipher components 

themselves. Studying t.he cipher group concerned it is noted that it 

contains 2 Ac's separated by one.letter, that is, the A's are 2 intervals 

apart. This situation is as though the plain-text letter lvore entirely 

self-enciphered in this case. Now it is obvious that this phenomenon 

will occur in the case of periods of 5 letters every time that within a 

period a cipher letter is ropeated at an interval of 2, for this will 
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bring about the superimposition of a 01 and 02 with the same principal 

letter and therefore the plain-text letter is indic~ted directly. This 

question may be pertinent: how lDBllY times may this be expected to happen? 

Analysis along the lines already indicated will soon bring the answer 

that the phenomenon in question may be expected to happen 4 times out of 
I 

100 in the case of letters in odd positions and only 8 times out of 1000 

in the case of letters in even positions. In the latter cases the 

letters involved are those falling in the diagonal sloping trom left to 

right in the substitution checkerboard. 

_a. .All ot the foregoing phenomena will be usetul when the solution 

ot an example is undertaken.. But before coming to such an example it is 

necessary to e:x:plain how to ascertain tho period of a cryptogram to be 
) ... 

solved. 

46. Ascertaining the period. - !.• There are several methods avail- ~ 

able for ascertaining the length of the period. The simplest, ot cmu-se, 

is to look for repetitions of the ordinary sort. It the period is a 

short one, say 31 51 7 letters, and if the message is fairly long, the 

chances are good that a polygraph which occurs ae~eral times within the 

message will fall in homologous positions within two different periods 
f 

and therefore \rlll be identically enciphered both times. There will not 

be many such repetitions, it is true, but factoring the intervals between 

such as do occur \..-ill at least give same clue, if it will not actually 

disclose tho length ot the period. For example, suppose that a 7-letter 

repetition is found, the t'WO occurrences being separated by an interval 

of 119. The factors ot 119 are 7 and 17; the latter is unlikely to be the 

length of the period, the former,_quite likely. 
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.!.• If a pol.J'graph is repeated but its two occurrences do not te.11 

in homologous positions in two periods, there will still be manifestations 

of the presence of repetition but the repeated letters will be separated 

by one or more intervals in the periods involved. The number of repeated 

letters will be a f'unction of the length of the polygraph and the length 

of the period; the interval between the letters constituting the repetition 

will be a function of the length of the period and the position of the 

repeated polygraph in two periods in which the two polygraphs occur. Mote 

what happens in the following example: 

SENDTHR 
4313232 
5 3 3 2 2 4 3 
PNRGETP 

"'t.__-.:7 

EEMENDO 
3 3 1 3 1 3 4 
3 3 1 3 3 2 2 
ENNPBET 

' "7 

W N~T 0 END 
5 1 2 4 3 1 3 
2 3 2 2 3 3 2 
VIBDDRD 

'---7 

OFENDIC 
4131322 
2 5 3 3 2 4 1 
LBDTXDL 

'----.:7 

OTTROAD 
4222413 
2223222 
OTLDTDT 

PNR(}E TPENN PBETV IBDDR DLBDT XDLOT LDTDT 

Here the plain text oontains the trigraph END 4 times. Tho END in the 
1 2 3 4 5 6 7 p 

1st period gives rise to the cipher letters • N •• E • •i in the 2d 
1 2 3 4 5 6 7 

period this trigraph also produces • • N • • E • The interval between 

the Nc and the E
0 

is 3 in both cases. Two times this interval plus one 

gives the length of the period. In this case the initial letter of the 

repeated trigraph falls in an evon position in the period in both occur-

ranees. The :END in the 3d period gives rise to the cipher letters 
1 2 3 4 5 6 7 p 1 2 3 4 5 6 7 
•• B ••• D; in the 4th period it also produces • B ••• D • The 

interval between the B
0 

and the D0 is 4 in both cases. Two times this 

intervaLminus one gives the leDgth of the period. In this case the 

initial, letter of the repeated trigraph falls in an.odd position in the 

period in both occurrences • 

.!!.• Tho tor(tgoing properties of repetitions in this system afford a 

means o:t ascartaining the length of the poriod in an unknown example. 
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First, it is evident that a repeated trigraph in the plain text produces 

two different pairs of cipher equivalents according to whether the 

initial letter or the trigraph ocC'urs in an odd or an even position in 
' 

the period. The two letters constituting the repetition in the crypto-

gram will not be sequent but will be separated by an interval of 1, 2, 

3, ••• letter3 depending upon the length of the period. This interval, 

however, is half of the period plus or minus ono.3 Conversely, it in a 

cryptogram there are repetitions of pairs of letters separated b7 an 

interval !.• it is probable that these repetitions represent repetitions 

of plain-text trigraphs which occupy homologous positions in the period. 

The interval x (between the letters constituting the repetition in the 

cipher text) then gives a good clue to the length of tho period: 

p_(length of period) = 2x:tl· 

.!• ·A special kind of ind.ox is prepared to facilitate the search for 

repetitions of the nature indicated. If tabulating machinery is avail-

able, an alphabetically-arranged index showing say 10 succeeding letters 

aftor each Ac• B0 , C0 , ••• Z0 is prepared for the cryptogram. Thon this 

index iE studied to see how man;-r coincidences occur at various intervals 

under each letter. For eX3ID.ple, under Ac ono looks to see if there are 2 

or more casaa in which the same letter appears 2, 3, 4, ••• intervals tor 

the right of A, a record being kept of the number ot such cases under 

eQ.ch interval. The same thing is done with reference to B , 0 , nnd so c c 
on. The tallies representing coincidences may be amalgamated for all the 

letters A, B, C, ••• Z, only the intervals being kept segregated, When 

lrhe student must remember that the text is here concerned only with cases 
in which the period is odd. In the case of even periods the interval 
separating the 2 lettors is always exactly half or tho length ot the period. 
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tabulating machinery is not available, tho search for repetitions may be 

.me.de by transcribing the cryptogram on two long strips of cross-section 

paper, juxtaposing the strips at A, B, O, ••• z, and noting the coin­

cidences occurring 1 1 21 31 ••• up to say 10 letters beyond the juxta­

posed letters. For example, beginning with Ac• the two strips are juxta­

posed w11h the 1st A on one against the 1st A on the other. Note is 

made of any coincidences found within 10 letters beyond the A•s, and a 

record is kept of such coincidences according to intervals. Keeping one 

strip in position the other is slid along to the 2d A, and again coin­

cidences are sought. All the A•e are treated in this.way, then the 

B•s, O•s, ••• z•s. The record made of tho coincidences may consist 

merely of a tally stroke written under the intervals 1 1 21 3, ••• 10. 

That interval which occurs more frdquently.than all the others is 

probably the correct one. This interval times 2 plus or minus 1 is the 

length ot the period. There are, therefore, only two alternatives. A 

choice between the two alternatives may then be made bY. transcribing the 

te:xt or a portion ot it according to each hypothesis. That transcription 

which will most often throw the two members constituting a repetition 

into one Elil.d the same period is most likely to be correct • 

.!.• Finally, for ascertaining the period there is one method which 

is perhaps the most laborious but aurest. It has been pointed out that 

this system reduces to one that may be describod aG monoalphabetic 

substitution with V"lriants. If the cipher text is transcribed into e1 and 

e2 components according to various ~Gsumad periods, and then a frequency 

distribution is ma.de of the pairs of vertical components for each 

hypothesis, thot period which gives the best approximation to the sort of 
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' distribution.to be e:xpected for a system of monealphabetic substitution 

. 
with 25 variants for ea.eh· letter may be taken to be correct. For in the 

case of an incorrect period the resultant vertical bipartite components 

are not the equivalents of the actual plain-text letters; hence such 

repetitions as occur are purely accidental and the nlDllber of such cases 

would be rather small. But in'the case of the correct period the 
' • Cl 

resultant vortical pairs of components are tho oquivaients of the actual . 
plain-text letters; hence repetitions are causal and fairly frequent. 

Were it not tor variants, of course, thQ distribution would bo pur-
-

fcctly monoalphabotic. 
. 

Illustration 01· solution. 47. - a. - With tho foregoing principles 

in mind, the following cryptogram. will be studied. 

' 
KZFBE ILYYM OCBRB LZnOT GBLPK YWCUC CEPQL 

A M E Y L Z Q. X W lI L R W Q. y' A R W B M T I Z E B E L A Y E S 0 B R Y 

QVBBL NXNAB QB DOY MQDLW LNACO XCRRG ASWQB 

F D D T E B A M F D E T E N A K-0. D F 0 Q D U B N D C L Y D V W B A X 

CAUGG XO ART XXTSD AYXHK OLSXA BRKRP UZWHO 

MTDHT SGMLS LQPOU NHCIC KKAQB DOFLE KAPRG 

SXUPO WALMA VQHLM LAXKP WSTMC XKQ.VH SIXSL 

LWXLX RSGZD FKLNY BXMRB NADKT TBAEO BHWVL 
' 

YSXMB OWPGX KORZI UCEAD YID'BL ZMITA ·NHCAI. 

DNCID DOYIB CNOLY UUMCE POTDM GBFUN AHLBD 

W X N X K K C S C T 0 X T S D A-Y X 1i K C N L D K R R F A Y A P M H C 

ANMBV GREZQ ATCYI MNDLR LGMTW ETRCV VKTED 

U FD EL X HE Q V C BLY U DUG YA F H N Q, L K FR u-c N ·v D L H 

LZDRE LKXKU PSEMC TNKTX: EBOEE I>GVQT GWER!!, 

LZDRE LKFAX IYDAK ZLXXO RRPER RRRN"C.IE 

' -' l92 -
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b. The long repetitions noted in the text indicate a period of either 

5 or 7. By transcribing several lines of text ;~to their e1 and e2 com­

ponents accordi:ng to both of these alternatives and distributing the 

vertically superimposed pairs, it is soon found that a period of 7 produces 

many more repetitions than does a poriod of 5. The entire text is then 

transcribed into its e1 and e2 components according to a poriod of 7 (sco 

Fig. 82) and complete distributions of e1e2 and e2e1 vertical pairs arc 

made, tho distributions being, of course, kept soparato. They are shown in 

Figs. 83 and 84. Tho individual distributions show many repetitions and 

the distributions as a whole aro very favorable for a period of 7. 

c. Tho text is accordingly entirely transcribed into periods of 7, 

with ~he e1 and e2 components indicated by the cipher letters in each period. 

Then the vertical pairs of components arc oxmn.ined to locate cases in which 

the basic lotter of the e1 and e2 supor:imposod compononts nre identical, 

whereupon the plain-text letters indicated a.re at once inserted into posi­

tion. In this oxamplo 10 such casos ar~ rel.ind, one oach in periods 141 221 

26, 35, 36, 52, 59, 68, and two in poriod 74. All of these, of course, 

involve letters in odd positions in the periods. The plain-text letters 

thus inserted :mc.y serve as clues for cssumi:cg probable words. 

!• Now if only n few equivalencios can bo ostnblishod between a 

few of the e1 components, or betwc~n a few of tho e2 components, or be­

tween a few e1 ~ e2 components a long step torwnrd may be taken in the 

solution. Perhaps somo information can be found by studying Figs. 83 and 

84. A consideration of Fig. 83 will soon lend to tho idea th.~t each row 

ot frequencies can indicoto only 5 different plain-toxt lettors, ono of 

which coincides with tho indicnting letter at the loft of the row. Moro­

over, in this same figure, while there arc 25 rows in all, there are 

roally only 5 different categories of rows, each category corresponding 

- 193 -



REF IJ:Ji:A56913 

~ 1 2 3 4 5 . 
KZFBEIL YYMOCBR BLZDOTG B L P K Y W C U C C E P Q. L 
K1K2Z1Z2F1F~1 Y1Y2Y1Y2'i1M201 B1B~1L2Z1Z~1 B1B~1L#1P~1 U1U2C1C~1C~1 
B2E1E2I1I2L1L2 02C1C2B1B~1R2 D~1ozr1T2G1G2 K2Y1Y2W1W2C1C2 E;2P1P2Q.1Q.2L1L2 ----------------------------------------

6 7 8 9 10 
AMEYLZQ. XWRLRWQ YARWBMT IZEBELA YESOBRY 
AiA~1M2E1E2Y1 X1X2W1W:#{1H~1 Y1Y2'L1A~1R2W1 I1I2Z1Z2E1E:2131 Y1Y2E1E,251S201 
Y~1L2Z1Z~1Q2 L~1R2W1W~1Q.2 W~1B~1M2T1T2 B2E1E~1L;2A1A2 0~1B~1R2Y1Y2 ----------------------------------------

11 12 13 14 15 
QVBBLNX N A B Q. B D 0 YMQDLWL NACOXCR RGASWQB 
Q.l Q2V1V2B1B2B1 N1N~1A2B1B2Q1 y 1 Y~1M2Q.1 Q,iJl N1N~1A2C1C201 R1R2G1G~1A~1 
B~1L~1N:2X1X2 Q2B1B2D1D20102 D2L1L2W1W2L1L2 02X1X2C1C2R1R2 S2W1W.2QJ.Q2B1B2 ----------------------------------------

16 17 18 19 20 
FDDTEBA Ml'DETEN AKGDFOQ DUBNDCL YDVWBAX 
F1FiJ1Di>1D2T1 M1M2F1F~1D~1 A1AiC1K2G1G~l D1D2U1U2B1B:i11 Y1Y2D1D2V1V2W1 
T2E1E2B1B~1A2 E2'1'1T~1Elf1 2 D#1F20102Q.1Q2 N~1D2C1CZ:,1L2 W2B1B~1Azt:1X2 ----------------------------------------I 

21 22 23 24 25 
CAUGGXO ARTXXTS DAYXHKO LSXABRK RPUZWHO 
C1C2A1A2U1U2G1 A1A2R1Rzr1T2X1 D1D~1A2Y1Y2X1 Li L2Sl S;:>X 1X2A1 R1R2P1P@1U2Z1 
G2GiG2X1X20102 X2X1X2T1T2S1S2 X~1HiC1K~102 A2B1B~1R2!1K2 Z2W1Vlii1H20102 ----------------------------------------

26 27 28 29 30 
MTDHTSG M L S L Q. P 0 UNHC:E-CK KA~1BDOF L'EKAPRG 
MiM2T1T2D1D,21!1 M1M~1L2S1S~1 U1U~"iN#-1H2C1 K1K21\1A2'hQ~1 LiL:2E1E~1K21\1 ' H:tr1T2S1S2G1G2 L2QJ.Q2P1P20102 C2I1I2C1C2K1K2 B2D1D.20102FJ.F2 A2PlP2RJ.R2GlG2 ----------------------------------------

31 32 33 .34 35 
SXUPOWA LMAVqHL .MLAXK?W STillCXKQ VHSIXSL • 
S1S;2X1X2U1U#1 L1L2Vf1M2'\-1A2V1 M1M2L1L2'\-1.ti.;2X1 S1S2T1Ti-{1M2C1 V1V~1H~1S2I1 
P20102Vl1WiL1A2 V 2Ql Q.i!l H~l L2 X-}{-1K-;f!1P2W1W2 Czt:1XiC1K2Q1 Q.2 I zt:1X~1 S2f..1 L2 ----------------------------------------

36 37 .38 .39 40 
LWXLXRS GZDFKLN YBXURBN ADKTTBA EOBHWVL 
L1 L2\'ll W~l X2L1 G1G2Z1Z2D1D2F1 Y1Y~1B;?)C1X~1 A1A2D1D~1K2T1 E1E~10:2131B2H1 
L2X1X2R1R2S1S2 F21C1K2L1L~1N2 M2R1R2B1B2N1N2 T2T1T2B1B:aA1A2 H2W1W2V1V2L1L2 ----------------------------------------

41 42 43 - 44 45 
YSXMBOW PGXKORZ IUCEADY IDBLZMI TANHCAI 
Y1Y2S1S~1X~1 P1P2<Ji G~1XiC1 I1I2U1U2C1C~1 I1I_21)1D2B1B~1 T1T~1Ai11N~1 
M2B1B20102W1W2 K2010~1R2Z1Z2 E:2A1A2D1D2Y1Y 2 L2Z1Z~.l1M2I1I2 H2C1C2A1A2I1I2 ----------------------------------------

46 47 48 49 50 
DNCIDDO YIBCNOL YUULICEP OTDMGBF U N A II L B D " D1D~1N2C1C2I1 Y1Y2I1I~1B2C1 Y1Y2U1U2U1Ui41 0102T1T2D1D2\!1 U1U~1N~1AiJ1 
I~1D2D1D20102 C~1N2010~1L2 M2C1C~1E~1P2 M2G1G2B1B;#1F2 H~l L,2-81 B2D1 D2 ' 
----------------------------------------

FIGURE 82. 
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Figure 82 - Continued. 

51 52 53 54 55 
W X N X K K C S C T 0 X T S- D A Y X H K C N L D K R R F A Y Ji P M H C 
W1W2X1~1N2X1 S1S2C1C2T1T201 D1Di\-1A2Y1Y~1 NtN.21i1L:zD1D2fC1 A1A2Y1Y2!--1AiP1 
XiCiK~1~P1C2 0~1X2T1TiJ1S2 X2fi1H;#C1K2C1C2 K~1R~R~1F2 . P~1M:2111H2C1C2 
---------~-.._---------------------.--------

56 '57 58 59 - 60 
ANMBVGR EZQA~CY IMNDLRL GMTWETR CVVKTED 
A1~,N~~~l E1E2Z1Z2Q1Q~l ·r~.,M~~~2D1 GiG~1M2T~2W1 C1C2V1V2V1V~1 
B2'f!V2GJ.G2i<i°R2 A2T1T2C102Y1Y2 D2i-iL2K~2LlL2 Yl2E1E2T1T2H1R2 K2'Ii'i'2E1E2D1D2 
-------------~-----------~------~--~---­. 

61 . 62 . 6.3 .. 64 65 
U FD EL X H E Q.,V C- BLY U·D U G YA F H N Q. L K·F R UC NV D L H 
U1U~1F2D1D~l .E1E2Q1Q.2V1V2C1 U1U~iD2U1U2Gi .H1H:ll1N2~1Q2L1 U1U2C1C~1N2V1 
E2L1L~1X~1H2 C2B1B2J..1L2Y1Y2 G2~1Y~1A2'1F2 . L:21C1K,2F1F~1R2 V2D1D2L1L~1H2 
-----------~----------------------------66 ' 67 . . 68 . 69 70 
L Z D R E L X ' X ·K U P S E M: C T N K T K E B 0 E E- P G V· . Q. T G W E R H 
L1L2Z1ZZJ1D~1 X1X~1K2U1U~l C102T1T~1N2£<1 B1B2010~1E~1 Q1Q2T1T2GiG2W1 
R2E1E2L112KiK'.2 l?2S1S~1E~1M2 .K2T1T,iClK~1E2' E~1P2<JiG2V°jy2 W~1Eit1Rzr1H2 __________________ ..., _______ ..... ____________ _ 

n ~ TI n ~ 
L Z D R E L K F A X·I Y D A K Z L ~ X 0 R R P E R R R R N C I E 
L1L2Z1Z~1D~1 F1F~1:A2X1X2I1 K1K2Z1~1L:iX1 R1R2P1P~1E~1 N1N2C1C2 
R2E1E;iL1LiC1K~ I2Y1Y2D1D~1~ X2X1X20102R1R2 R~1R~1R~1R2 I1I~1E2 
-----------------------~----------~-----

, 
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T 
u 
v 
w 

·x 
y 
z 

I 
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e2 Components 

ABCD.EJ'GBIICLK NOPQRSTUVWXYZ 
I I ltH~ I •I " .... I A II • , , "' - .. -- -i 

I I I B H ' I • ' • I ' •• ' ' 
' '"' I lfll ' c I ti I I I 

'" 
,, I I "" D I I I I I 111 I I 

I I I I II " E• I I ' I I 

II ' F• II 

•• G ... I I - -I I I I n H I I -I I I l ' II I I I 

IM I I I II K I I r I 
It • ' ' L '" II nu 1 I I 

I II I ' • • ••• M I I ' I I 

A B c D E Ji' G H I K L M N 0 p IQ R ST u v w x y z 
I I I •••I Ill N I I I I 

I 0 I U I I ' 
I ' I I p I I\ 

II • I Q ,, II 

II I R 11 I I I 
Ill I s ' II I I 

t I I I ' T "9J I 

" II I 1111 I H u ' ' ' 
I I' ' I ••• v I 

I w II ' "' I I I ' x IU I •ti I I I ,,, I H ,,,, y " I Ill 
ltll I z I II I 

ABCDEFGHIKLM NOPQRSTUVWXYZ 
n 141,-1 .. " 'I q ll- 1 '' H• a , 11 • .. iJ 11) as n 11 (I • 

FIGURE 83. 

A 2.3 
B 15 
c 17 
D 22 
E 14 
F 6 
G 7 
H s 
I 8 
K 12 
L 17 
M 16 

N 14 
0 7 
p 7 
Q 8 
R 8 
s 9 
T 11 
u 1 15 
v 8 
w 7 
x 14 
y 15 
z 9 

to a row in tho substitution checkerboard. It the rows belonging to the 

same category can be ascertained a""large step forward in solution can 

be taken. Why not try to match the distributions in the rows? For 

example, rows D and M appear to be similar: 
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e1 Components 

ABCDEFGHIICLM N 0 P Q. R S T U V \II X Y Z 
A .. I ti ... I .. ,, 

" A 
I I I I II A 20 

B I I ... B " I I I B 10 
c I II c I I I 

,., 
I c 10 

D U I 
,, II II I Ill ,, •D II D 18 

E ' I E I HI I I I E 9 
F II ' F I I F 5 
G I I I G II I G 6 
H II H I I H 4 
I ' I I I ' ' I s 
IC 

m 
L ~ 

~ 1l 
0 

I I ti ' IC I ' 
I ,. L HI I 11 ' I I 

I ' II II IU II' I I 

A B c D E F I .15.. p u v w x z 

K 7 
L 12 
M 12 

rt N 
8 

G H LM N 0 10 . R s T y ,. ., I t ' ' • I I N ' I N 13 
0 II 0 I 0 3 

L\l p ' ' p I ' p 4 
Cl> Q, 

R 
s 
T 
u 
v 
w 
x 
y 
z 

D1 

' 

M1 

I ' Ill Q I I 

R ' II II 

' s IU I ' ' I I " T II "' , I II I I I ,, IU u ti ' I I V I II I 

' w ' I 

I II X1 I II II I ..,. m I I y I I I 
I I , 1H1 z I 

ABCDEFGHIKLM NOPQRSTUVWXYZ 
'f ILt ti 10 ll. 6, 7 f 't 13 l\ 't .$ 11 ' 8 .ao C. II G J Cf 10 1 .) 

A B c D' FG H I ;r K L M N 0 p g~ §! u v w x y z - - i -
= 
----

- :. - - • .. : .. .. - .. -
. ::. 

FIGURE 85. 

Q 
R 
s 
T 
u 
v 
w 
x 
y 
z 

7 
s 
7 
9 

15 
6 
3 

10 
13 
8 

N: 
22 

Applytiig the X-test, the 'Observed vu.lue of X = 341 the expected value is 

23. An excellent match is obtained, and the hypoth-esis that D'and :Mare in 

the same row in the checkerbo~d seems promising. Can any confimation be 

found in the cryptogram itsclt? 
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. -' 

!.• It has already been pointed out that this system reduces to 

monoalphabetic substitution with variants. This being ~he case it should 

be possible to find manifestations 'of equivalency between some of the 
81 :' ; 
02 vertical pairs in the cryptogram. Note the following instances of 

apparent oquivalency between Di and M1 : 
- ' 

It may be assumed tho Di : M1 lllld the two distributions in Fig. 85 may bo 

amalgamated. 

A B C -D E F G H I J K L M N 0 P Q. R. S T U V W X Y Z 
~ = .... = ... - -1 = - =-- ... - ... :. .. _. 

---The only othor row in Fig. 83 which gives indications of boing similar to 

this distribution is th~ A row, A search is made through the text to see 
' -

if any equivalence betv1ean A1 ,, D1 £'.nd bf1 appears. 
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Note the following cases: 

Period 8 Y2B1 A1B2 A:l41 
12 N;2B1 A1B2 .A@l so N~1 A1B2 A:zll1 
16 D2Bl D1B2 D2Al 
20 Y;2B1 DiB2 Dall 
49 T~l J>i B2 D:iF1 

2 y~l ll1B2 11~1 

21 C~ AiG2 A21'.1 
30 ~Gi A1 G2 S1P2 
3 ZM_ DJ.G2 B1~ 

56 N~ M1G2 M2R1 

24 X~l A1K2 R1 Z2 
34 T~l ll1K2 M2'l1 

33 L2Pl A1P2 A2Wl 
48 ll:aPl. M1P2 01M2 

15 ~l A1Q.2 A~l 
18 ~i D1Q2 D1N2 
32 L~1 M1 Q2 1l2°f11 

14 N~1 A1X2 A:2Gl 
61 F2X1 DiX2 D2'11 

57 ~~ ~*2 I1D2 -72 F2 1 A1 2 .A2Di 
63 U2Y1 D1Y2 A2Al 

It certainly seems as though Ai : D1 : u1 , and this will be ass\Dlled to be 

' correct. .AmoDg the most frequent combinations is the pair Y~1 , appearing 

in the follOWing sequences: 

Period 2 Y2C1 Y1C2 Y~1 M1B2 M~1 
8 L1Q2 Y1W2 Y2B1 A1B2 A#l 

10 B1A2 Y102 Y2B1 E1B2 E:2Rl 
20 N1L2 Y1W2 Y2B1 D1B2 D2A.1 
41 H1L2 Y1142 Y~1 S1B2 8~1 

Note how M1, Ai. 'E]_, Di• and 81 all appear to be interchangeable. Are 

these the S letters which belong in th.e same rovfi The probable equivalence 

lmlong A1 1 D1 1 and N1 has been established by noting cases of equivalency 

in tho text. A turther search will be made to sea if E1 and 81 also show 

equivalencies with A1, D1, and M1. 
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Note the following: 

Period 21 c~1 A1G2 
30 K2G1 A1G2 
3 z~ D1G2 

69 O;?Gi E1G2 
56 N2'Ji M1G2 

2.3 D1X~~l A1H2 
32 M1Q,;ii~ A1~ 
61 D1X2D l E1H2 

-Here are indications that E1 belongs to the same seriaB, but not enough 
J 

cases where 61 is interchangeable with A, D, E, or M can be found to be 

convincing. But perhaps it is best not to go too fast in these early 

stages. Let it be assumed for the present that A, D, E, and J4 are in the 

same row of the substitution checkerboard. In period 16 there is the pair 

of vertical components n1 E2• Since n1 : E1 this pair may be written 

E1E21 whereupon the plain-text letter E ia immediately indicated. All 

cases of this sort are sought in the text and the plain-text letters are 

inserted in their proper places, there being 7 such instances in all, but 

these yield the important letters, A, D, and E. 

£.• In a similar :manner, by an intensive search for cases in which 

components appear to bo equivalent because they occur in ropotitions 

which are identical save for one or two components, it is established that 

C, O, M, a~ W are in the same column in the checkerboard. Note the 

bracketing of these letters occurring as 92 compononta in the next to the 

last list of sequences in subparagraph!.• Likewise, B, H; and N are 

established as being in the same row. Again the text is examined tor 

cases in \'fh.ich plain-tart letters C, o, M, W, B, H, and N may be inserted. 

By carrying out this process to its :t'ull extent poso1blo 1 the skeletons 

of words will soon begin to appear. 
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('} 
A• Enough has been'-demonstrated to show this line of' attack. Of' 

course, it there is a large volume of' text at hand, the simplest p.ro-

cedure would be to construct frequency distributions of' the types shown 

in Figs. 83 and 84, and use the statistical method to match the individual 

distributions. For this metho4 to be reliable it would be necessary to 

have several hundred letters of text, but this in actual practice \rould 

not be too much to expect. 

!!• Thero is, however, anotho~ line of attack, based ~pon tho 

probable-word method. It has been pointed out that in the case of' letters 

in odd positions in the periods 4~ of' the time the plain-text letter 

involved is indicated by either its 81 or 82 component. Thia pro-party 

affords a fair basis for ass\Dlling a probable ~ord. For example, the 

cryptogram. here studied shows tho following two periods:, 

s . L 
Periods 35 

and 36 
V1V~1G2>918~1 
I:iX1X~1S~1L2 

,,,,...,,-~~---L 1L2W1W2°11 X~1 
L2X1X~1R2S1S2 

VHSIXSL LWXLXRS 

Two letters are quite definite, Sp and Lp• Suppose the possible plain-text 

letters b~ indicated. 

Possible plain- t'v . R • s . I 
text letters I X L 

{
V1 V2 H1 112 s1 s2 I1 

Components !2 Xi X2 81 82 L1 L2 

Ciphor text V H S I X S L 

I.. • W • X • L 
X R S 

L1 L2 Wl W2 Xl X2 Ll 
L2 X1 X2 R1 R2 S1 S2 

L W X L X R S 
. 

The word HOSTILE is suggested by the letters lI • S ·• I L • • This word 

will be assumed to be correct and it will be written out with its components 

under the cipher components. Thus: 
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.35 

H 0 S T I L E 

This word, it correct, yields the :tollowing equivalencies: H2 : ~ 
• 

'. 
: o1 ; s1 : o2; T1 : s2 ; L1 : T2; I 2 : t 2 : E1 ; x1 : E2• Again the tert is ~ 

examined tor cases in which the plain-text letters lDB1' now be directly 

inserted; but only one case is :found, in period 441 where I1L2 : I1I2 

: Ip• Th.is is unfortunate, so that additional words will have to be 

assumed. The 14th period shows a CP and the components after it sugges~ 

that the word CROSSROADS may be present. Tt.us: 

Periods 
14 and 15 

C R O 
N1 N2 A1 A2 C1 C2 01 
02 X1 X2 C1 C2 R1 R2 

N A C O X C R 

S S R 0 A D S 
R1 R2 G1 G2 Al A2 S1 
S2 W1 W2 QJ. Q2 Bl B2 

R G A S W Q B 

Take the first latter~· rapresented_by Cill• 

Since Rp : c~1 , 

Therotore, R1 R2 : C~l 

Hence R1 : c2 and R2. : R1 

Thorefore, R1 = R2 :' C2 

Again, in the case of the lat OP' 

Op : 01R2 

But Op : o1o2 : 01R2 

02: R2 

Therefore, R1 : R2 : 02 = C2 

The various equivalencies yielded are as follows: 
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.) 

C2 = R1 : 02 : 81 : R2 : 01 = W2 
S2 : W1 : B2 
01 • G2 
02 =Qi 
Q.2 = A2 = D1 
B1=D2 ' 

J 

1. Let all the equivalencies found thus far be collected in two 

tables, as shovm in Fig. 86. 

ABC DEF GiH I KL MN 0 P QR 8 TU V W X Y Z l 1 1 1 1 1 ] l 1 l 1 1 1 1 l l 1 1 1 1 ,, 
·l , ,, 

D1 H1 A1 Al 02 Bl T2 Al Bl H2 G:i 07 $7 E., 

E1 N1 E1 D1 C2 N1 D1 H1 X2 C2 C2 
M1 M1 M1 1"1 E1 o~ M!:.l 

I2 I2 I2 W2 r, M2 w., 
L2 L2 L2 R1 L, . w., R, 

R2 R'.J R7 

81 s, G1 

L 

A2 B2 02 D2 E2 F2 G2 E2 I2 K2 L2 142 Nri 07 p~ Q.!: R-:: s~ T., u, Vo::: w., Xo:> y., Z7 

M2 X1 X2 La 12 C2 C2 c~ T1 Li C2 H2 
02 01 Ai A1 o., M., M? M!:l o, 
W2 D1 Di W2 w., o~ o~ 

R1 E1 E1 R1 
. , s, W::: s, 

S1 M1 M1 s, R, s, R1 
R2 R2 R2 R1 ' R., 

G1 G1 G1 Gi G1 

. 

. ' . 

, 

FIGURE 86. 
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A study of the equivalencies indicated that 

( 1) A1 n1 E1 M belong in the ,same row 

belong in the same row 

belong in the same row 

(4) c1 o1 M1 W belong in the same column 
. 

belong in the same column 

belong in the same column 

(7) The coordinates of R are identical and hence this letter 

occupies a cell along a diagonal sloping trom. left to right. 
I -1.• Since a row or a column can contain only 5 letters, it is 

obvious-that ADE M, B H N, and GR S tall in 3 different rows; C OM W 
- -

and IL fall in'di:f'terent columns. A start may be mado by an arbitrar.r 

placement'" of R in the position 1-l, and since R1 =·02 : c2 : M2 : w2, 

this m&Blla thB:.t R, o, c, M, and W form ono column in the substitution 

, checkerboard, as shown in Fig. 87. The dnta also indicate that R, G 

12'3.l..~ 

1 R 
2 c 
3 0 
4 ),( 

5 w 
H J; 
XL 

GS 

x 
ADE 

and S must be in row l, A, D, and E must be 

in row· 4, H and X must be in column 3. This 

means that 91 tor A, D, and E must be 4, 

and that e2 f'or H and X must be ~· And since 

M1 : I2 : L2• 92 tor I and L must be 4. 

Substituting in the text the coordinates f'or 

the known values, soon additional plain-text words become evident. For 

, exomple, taking the period-a w1 th the word HOSTILE, 1 t becomes 

Pariods 
35 and 36 

H O S T "I 
V1 V2 R1 H2 81 82 I1 
I2 Xl ~ Sl S2 Ll L2 

V H S I X S L 
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possible to insert the letters ~ and OP as the 2d and 4th lett.ers attar 

~· suggesting that the word attar HOSTILE is TROOP. This gives 

W1 ~ ·: Tp,·which permits ot placing T in position 5-3. Since T in 
./ 

m>Sl'ILE : 8~1 • therefore 82 : S and L1 : 3. Since S is in row 1 1 and 

s2 : 5, S must go in position 1-5. Since L2 : 4 and Li = 3, L must go 

in position 3-4. Since Op (the let 0 in TROOP) : X1R2 and it ie known 

that op = 3-1, therefore :x must be in position 3~3. The checkerboard 

is now as shown in Fig. 88. From Fig. 86, Xi : E2. Now Xi : 31 and 

l 2 3 4 5 l 2 3 4 5 
l R s G 1 R s G 
2 c 2 c 
3 0 x L 
4 JI ADE 

3 0 x L 
4 :M E AD 

5 w T 
HI I 5 w T 

' HI 

FIGURE 88. 

since the E must be in row 4, it is evident that E must occuPJ' cell 4-3, 

as soen in Fig. 89. There are now only 2 possible rows tor H, either 1 

or 2. It is deomed UillleCBBBary to give rurther details Of the process. 

suttice it to s~ that in a few minutes t:ne entire checkerboard is found 

to ~e as shown in Fig. 90. It wi~l docipher the entire cxyptogram. as 

it stands, but speculating upon the prosonce of WU TV Zin the last 

row, and assuming a key-word mixed sequence has brought this about, a 

rearrangement of tho columns ot the chockerboard is made to give 

TU V W Z, as shown in Fig. 91. The arrangement of the rows now becomes 

qui~e evident and the original checkerbo12rd is found to be ae shown in 

Fi~. 92. It seams to be based upon the key phrase XYLOPHDNIC BEDLAJI. 
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1 
2 
3 
4 
~ 

'='2/..15 
·G IC Q R s 
H N I C B 
x y L 0 p 
E DA M F 
T u vw z 

FIGURE 91. 

1 
2 
3 

' 4 
5 

~ 2 4 l 5 
x y L 0 p 
H N I c B 
ED A :M F 
GK Q R s 
TU v w z 

FIGqRE 92. 

k. The completely deciphered cryptogram is as follows: 

1 2 3 4 

SITUATI ON o NF R-0 NTOFTWE N T Y .F O U R 
4 2 5 5 3 5 2 1212.341 2 5 1 3 5 5 3 2 5 l 3 1 5 4 
5 3 1 2 3 1 3 4 2 4 2 5 4 4 2145141 2 1 2 5 4 2 4 
KZFBEIL YYN.OCBR BLZDOTG BLPKYWC 

5 6· 7 B 

THBRIGA D E A S F O ll L0\1JSCOL O'N FIRST 
5 2 2 4 2 4 3 3 3 3 4 3 1 1 l l 5 4 2 1 1 12.324L.5 
1 1 5 4 3 l 3 2 1 3 5 5 4 3 34454,43 4 2 5 .3 4 5 l 
UCCEPQL AMEYLZQ. X W li L R W Q, YDRWBMT 

9 10 11 12 

BATTALI ONFORT-Y S E V E N T li INFANTR 
2 3 5 5 3 l 2 l 2 3 l 4 5 1 4 3 5 3 2 5 2 2233254 
5 3 1 1 3 3 3 4254412 5131211 3253214 
IZEBELA YESOBRY QVBBLNX NABQ,BDO 

13 14 15 16 

YHASREA CHEDCRO SSROADS EVEN-FI V 
1 2 3 4 4 3 3 2233241 444J.334 3 5 3 2 3 2 5 
2 1 3 5 4 l 3 4112444 5 5 4 4 3 2 5 l 3 l 2 5 3 3 
YMQDLl'lL NACOXCR RGASWQB FDDTEBA 

17 18 19 20 

ESEVEND DASHROA DJUNCTI ONFIVET 
3 4 3 5 3 2 3 3 3 4 2 4 1 3 3 2 5 2 2 5 2 l 2 3 2 5 3 5 
l 5 l 3 l 2 2 2 3 5 l 4 4 3 2 3 2 2 4 l 3 4 2 5 3 3 l l 
MFDETEN AK GD F-0 Q DUBNDCL YDVWBAX 

21 22 23 . 24 

HREETHR EEGSTOP El:J"EMYHO LDSWOOD 
2 4 3 3 5 2 4 .3.'.344511 3 2 3 3 l 2 l l'.3°45113 
1411114 l l J 5 l 4 5 l 2 l 4 2 l 4 3 2 5 4 4 4 2 
CAUGGXO ARTXXTS DAYXHKO LSXABRK 
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25 26 27 28 

SSOUTHW ESTOFCH ARLESTO VININCON 
4 4 1 5 5 2 5 3 4 5 1 3 2 2 3 4 l 3 4 5 l 5 2 2 2 2 1 2 
5 5 4 2 l l 4 1514541 3 4 3 1 5 l 4 4232442 
RPUZ\~HO MTDHTSG YLSLQ.PO• UNHCICK 

'! 29 .30 31 32 

SIDERAB LEFORCE STOPWIL LMAKEEV 
!! 4 2 3 3 L, 3 2 1 3 3 1 4 2 3 4511521 1 3 3 4 3 3 5 

5 3 2 1 4 3 5 3154441 514543.'.3 3432113 
K A Q. B D 0 F LEKAPRG SXUPOWA LMAVQ.HL 

33 .34 35 36 

ERYEF:l!,O R T T 0 D .R I V E II 0 S T I LETROOP 
.3413331 4551342 5 3 2 1 4 5 2 1354111 
1 4 2 1 5 5 4 4 1 1 4 2 4 3 3 1 1 4 5 l 3 3111+445 
MLAXKPW STl!CXKQ. VHSIXSL L 'II X L X R S 

37 38 39 40 

SOUTAND OCCUPYD EFENSIV EPOSITI 
4155323 l 2 2 5 l 1 3 3 3 3 2 4 2 5 3114252 
5J.21322 4 4 4 2 5 2 2 1 5 1 2 5 3 3 1 5 4 5 .3 1 .3 .. GZDFKLN YBXMRBN ADKTTBA EOBHWVL 

41 42 43 44 

• 0 N S T 0 P :M YTROOPS HAVINGD IFFICUL 
l 2 4 5 1 1 3 1 5 4 1 1 1 4 2 3 5 2 2 4 .3 23322'51 
4 2 5 1 4 5 4 2144455 1 3 .3 .3 2 1 2 3 5 5 .3 4 2 3 
Y S X Ni B 0 W PGXKORZ IUCEADY IDBLZMI 

45 46 47 48 

T Y :M A I N T AININGC ONNECTI ONWITHF 
5 1 3 3 2 2 2 3222242 1 2 2 .3 2 5 2 1 2 5 2 5 2 3 
l 2 4 3 3 2 3 3 3 2 3 2 1 4 4 2 2 1 4 1 3 4 2 4 3 1 1 5 
TANHCAI DNCIDDO. YIBCNOL YUUMCEP 

49 50 51 52 

ORTYFIF THINFAN TRYONNO RTHSTOP 
1 4 5 1 3 2 3 5 2 2 2 3 3 2 5411221 4524511 
4412535 1 1 3 2 5 3 2 1 4 2 4 2 2 4 4115145 
OTD!lGBF UNAHLBD WXNXKKC SCTOXTS 

. 
53 54 55 56 

ENEMYNO N C O :M M I S SIONEDO FFICERC 
3233121 2 2 l 3 3 2 4 4212331 3 3 2 2 3 4 2 
1 2 1 4 2 2 4 2 4 4 4 4 3 5 5 3 4 2 1 2 4 5 5 3 4 1 4 4 
DAYXHKO NLDKRRF KYAPMHC ANMBVGR 
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I 

57 58 59 60 

APTURED NEAR CHA R L E S T O W NSTATES 
.3 1 5 5 4 .3 .3 2 .3 .3 4 2 2 3 4134515 2 4 5 3 5 .3 4 
.3 5 1 2 4 1 2 2134413 4315144 2513115 
E Z Q. A T C Y IMNDLRL GMTWETR CVVKTEP 

61 62 6.3 64 ' 
THAT ENE MYS EVEN THDIVIS IONISMO 
5 2 .3 5 .3 2 .3 .314.35.32 5'2 .3 2 5 2 4 2122431 ~ 

11.31121 4 2 5 1 .3 1 2 1 1 2 .3 .3 .3 5 3 4 2 .3 5 4 4 
UFDELXH E Q, V C B L Y UDUGYAF HNQLKFR 

65 66 67 68 

VINGINT OAT TACK POSITIO· NSTONIG 
5 2 2 4 2 2 5 1 .3'5 5 3 2 4 J. 1 4 2 5 2 1 2451224 
.3.321.321 4 3 l l 3 4 2 5 4 5 3 1 3 4 2511.231 
UCNVDLH LZDRELK XKUPSEM CTNKTKE 

69 70 71 72 

HTPREPA RATORYT OATTACK ATDAYLI 
2514313 4351415 1 3 5 5 3 2 4 3 5 3 .3 1 1 2 
1 1 5 4 1 5 3 4314421 4311342 3 1 2 .3 2 3 3 
BOEEPGV Q. T G \II E R H LZDRELK FAXIYDA 

73 74 75 
• 

GHTTOMO RRO~~l\fIOR NING 
4 2 5 5 1 3 1 4 4 1 5 3 1 4 2 2 2 4 
1 1 1 1 4 4 4 4444444 2 3 .3 1 
KZLXXOR RPERRRR NCIE 

1. The steps takon in recovering tho original substitutiou checker--
board demonstrate that cyclic pcrmut~tions of ~ corroct chockcrboard will 

serve to decipher such a cryptogram just as well as the original checker-

board. In other words, n cryptogram prep~red according to this method is 
. 

decipherable by factorial 5 (5 x 4 x 3 x 2 x 1 = 120} checkerboards, nll 
I • 

of which are cyclically eciuivulent. Even though the identitios of the 

components will be different if the same message is enciphered by two 

different cycl1cnlly-cquivalcnt checkerboa.rds, when these components nro 
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recombined, they will yield identical cipher texts, and therefore so far 

'as external appearances are concerned different checkerboards yield 

identical cryptograms. The reason that there are only factorial 5 

cyclically-equivalent checkerboards and not factorial 10, is that what­

ever permutation is applied to the row coordinatas must be the same as 

that applied to the column coordinates in order that the aforesaid re­

lationship hold true. If two checkerboards have iduntical row coordinates 

but different colunu1 coordi:catcs certain portions or the cryptographic 

text will decipher corroctly, others incorrectly. For this reason, in 

working with cryptograms of this typo the c~tanalyst may successi'ully 

use a checkerboard which is incorrect in part and corroct it as he pro­

gresses with the solution. It may also be added that the actual permuta-

, tion or digits applied to tho side Ellld top o~ tho chockorboard is of no 

.. consequence, so long as the permutations a.re identical. In other words, 

the permutation 5-2-1-3-4 will work JUBt as well as 3-2-4-1-5, or 

1-2-3-4-51 etc., so long as tho scme permutation is used for both row und 

col-unm coordinates. It is the order or the rows and columns in the 

checkerbonrd which is the determining element in this system. Any 

arrangement {of the letters within the checkerboard) which retains tho 

original order as regards the letters vathin rows and columns will work 

just ns well as tho origiruil checkerboard. 

!.• A final remark may be worth adding. Af'tor nll, the security of 

cryptograms enciphered by the bifid frnctionating method rests upon the 

secrecy inherent in n single mixed alphabet. In ordinary substitution, 

a single mixed alphabet hardJ.y provides any security at all. Why does 

the bifid system, which also uses enly a single mixed alphabet, yield so 
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1nucb. higher a degree of security? Is it because of the transpositional 

features involved? Thinking about-this point gives a"negative answer, 

for after all, finding the length of the periods and replacing the 

cryptographic text by components based upon the ciphor letters is a 
I I 

relatively ~asy matter. The transpositional features arc really in-

significant. No, the answer tp the question lies in a different dirdction 

and may be summod up about as follows. In solving a simple mixed-alphabot 

substitution ciphor one can attack a few cipher letters (the ones of 

greatest frequency) and find their-equivalents, yielding fragments of 

good plain text here and there in the ciph~r text. Once a fe~1 values have 

been ostablishod in this manner, say 6 values, the rOllUlining 20 values 
} 

can be found almost from-the context alono. And in ostablishing those 6 

valUQS 1 the letters involved are not so interrolotod that all 6 hav3 to be 

' ascertained simultaneously. The cryptanc.lyst may ostablish the values one ~ 

at a time. But in tho case or the,bifid system the equivalents of the 

plain-text letters are so intarrelrted that the crypta.nnlyst is forced to ~ 

establish the positions of sover~l letters in tho checkerboard simultane-

ously, not one by one. In other words, to use on analogy which may be 

only partially justif~cd, the solution of a simple monoalphabetic substi-

tution cipher is somewhat like forcing o~o's way into an inner chmnbcr 

which has a number or doors each having o sine-,.lc lock; the solution of a 

bifid fractionated cipher is somewh~t like getting into a vault--thore 

is only one door which is provided ynth a cOJll.plcx 5-combino.tion lock and 
' 

all the tumblers of the lock must be positioned correctly simultaneously 

before the releasing lever can drop into the slot and the door opcnod. 

Fundmnontnlly, this principle is responsible for the very much greater 

- 210 -



.. 

REF ID:A56913 

security of the bifid systsn as compared with that afforded by the simple 
-- -

monoalphabetic system.. It is a principle well worth remembering and 

speculating upon. 

48. Special solutions for bifid systems. - !.• The security Of the 

bifi~ sistem. is very considerably reduced if the situation in whioh_~t is 

employed happens to be such that t\'IO or moro mesaagas with, identical 

beginnings, endings, or intcrru:Q p~~tio~s ~an often be eiPe~tod td·o~~tir. 
I •: 

For in this case it is possible to estaqlish equivaluncios bctweon com-

poncnts and quickly reconstruct tho substitutton checkerboard. An example 
. 

will bo giv~n to illustrate tho stops in a spocific caso, 

_k. Here arc two cryptograms transmitted by two coordinate units to 

a superior ~adquartcrs at about the same t:i..~o. They show certain 
- . 

ident1tios, which havo boun undorl1nod. 

1. ~ YXNM Q.BDOY !!Q.NDW VtJX!E! M!!S.ZD ___qTJ,1£! E\A_!h¥K S§.LIP QDWC 

2. ~XDABG J22.I~ Et~ ID°WH ~V ~11 ~ ABCAN XGX 
- . . 

.2.• Apparently those two cryptograms contain almost idontical texts • 

In order to bring tho identities into the form of superimposed compononts, 

it is necessary to transcribo tho texts into por1ods of 7 and to supor-

impose the two measagcs as oh.own in Fig.. 93. 

d. Tha shifting of tho 2d cryptogram 2 intervals to tho right brings 

about the superimposition of the majority of e1 and e2 components and it may 

lie assumed that tor the most pa.rt the texts ~re identical. Allowing for 

slight differences at the beginnings and ends of the two messages, suppose 

a table of oquivnlenciea is drawn up, bog1nning with the 8th auporimposed 
Ni N2 N2 H1 

pairs. Thus, Q2 : D1; hence Q2 : n1 • B1 : ~2 ; hence N2 : H1 and B1 = D2• 

Going through the toxt in this manner and torm.ino.tir.g with the 42d super-

imposed pairs, the results arc tabulated as shown in Fig. 94. 
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l 2 4 6 8 9 10 11 12 l l l 16 l 18 1 20 21 22 2 2 2 26 2 28 
Q1 Q2 V1 V2 B1 B2 B1 N1 W2 Ai A2 Bi B2 Q.1 Yi Y2 lii H2 01 02 N1 Ui U2 Yi Y2 T1 T2 E1 
B2 L1 L2 Yi Y2 X1 X2 Q.2 Bi B2 D1 D2 01 02 N2 Di D2 W1 W2 V1 V2 E2 M1 M2 H1 H2 Q.1 Q.2 
Q, !..J! BLY X NAB Q, B D 0 Y !L.Q.N D !._!U "L_! E.M !L.S, 

Vi V2 B1 B2 Ni N2 H1 A1 A2 B1 B2 G1 G2 B1 H1 H2 01 02 B1 B2 N1 Y1 Y2 T1 T2 F1 
H2 Yi Y2 X1 X2 D1 D B2 D1 D2 01 02 !1 I2 M2 W1 W2 V1 V2 L1 L2 W2 H1 H2 Q.1 Q2 
V B N H Y ~ D A B G B D Q I H 0 B N W V L Y T F W H ~ - -- -- ----- -

F2 W1 D1 D2 Q1 Q2 V1 V2 L1 W1 W2 A1 A2 X1 X2 D1 B1 B2 C1 02 A1 A2 N1 
~~~~~~~~~~~~~~~~~~~~~~~ 
S,X~VLKEW~XD~ABCANXGX 

FIGURE 93. 

9192 •• : A B c D E F G H I K L M N 0 p 9c R s T u v 'W x y z 
D2 Q.2 F1 E1 N2 N2 W2 E2 "L2 N2 X1 V1 B2 T1 Z2 T2 G2 F2 
Y2 I2 V2 X2 B1 P1 
Nl U2 

9:291 •• : A B c D E F G H I K. L 'M N 0 p 9c R s T u v w x y z 
U1 B1 Li Zi. Y1 D1 D2 M1 W'2 N1 D1 X1 N1 E1 M2 L1 B1 W1 

M2 H1 K1 
K2 I1 

D,2 

e. From these equivalencies :rt is possible to reconstruct, if not 

the entirely, then at least a portion of the substitution checkerboard. 

For example, the data show that N, H, and I belong in the same row, E and 

F belong in the same row, N and K belong in the same column, and so on. 

Experimentation to make all the data fit one checkerboard would sooner or 

later result in reconstructing the checkerboard shown in Fig. 92 1 and the 

two messages read as follows: 

1. SEVENTH INFANTJr'f IN POSITION TO ATTACK AT FOUR AM PLAN FOUR. 

2. TENTH INFANTRY IN POSITION TO ATTACK AT FOUR .AM PLAN 'l'HREEX. 
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f. The foregoing gives a clue to what would happen in the case of an 

extensive traffic in which long phrases or entire sentences may be ex-

pected to occur repeatedly. By a proper indexing of all the material, 

identical sequences would bo uncovered and these, attacked along the lines 

indicated, would sopn result in reconstructing the checkerboard, ~"1lere-

upon all the messages may be read with ease. 

49. Solution of trifid systoms. - !.• In the trifid fractionating 

systEID. the cipher alphabet is tripartite in nature, that is, the plain-

text letters arc represented by per.mutations of 3 compQn9nts taken in 

groups of 3's, thus forming a set of 27 equivalents, such as that shown 

below: 

A : 111 J = 211 s = 311 
B : 112 K: 212 T: 312 
c = 113 L = 213 u = 313 
D: 121 M: 221 v = 321 
E = 122 N = 222 w = 322 
F : 123 0 = 223 x = 323 
G : 131 p = 231 y = 331 

I 

H : 132 Q = 232 z = 332 
I = 133 R : 233 ? - 333 . -

b. The equivalents may, or course, be arranged in a mixed ordor, 

and it is possible to use one tripartite alphabet for decomposition and a 

wholly different one for recomposition. One disadvant~ge of such an 

alphabet is that it is a 27-elcment ~lphabot o.nd therefore some subtcr-

fuge must bo adopted as regards the 27th element, such as tha.t illustrated 

in the footnote to Fur. 57 of Special Text No. 166, Advnnced Military 

Cryptography, wherein ZA stands for Z ~nd ZB for the 27th ch~racter • 

c. The v~rious typos of fr~ction::-tio1: possible i11 b1f1d systems a.re 

also a.dapta.ble in trifid systems. For example, using the alphabet shown 
' 

above tor recomposition ~s woll as docompooition tho enciphcrment of a 

message in periods or 5 is os follows: 
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FYOURRE 
1 3 2.J 2 2.1 
2 3.2 1 3.3 2 
3.1 3 3.3 3 2 
HWFLXIZ 

G l 1.4 E J.~ T T 
l l 2.1 2 3.3 
3 3.2 2 2.1 1 
1.3 1 2.2 2 2 
B F '? N A T N 

0 li1 0 R R 0 W 
2 2 2.2 2 2.3 
2 2.2 3 3.2 2 
3.1 3 3.3 3 2 
NN\1ROIZ 

Cryptogram • • • K A Q. H 0 R R H W F L X I Z A B F Z B M A T N N N W R 0 I Z 
' ; 

d. The solution 01' a single cryptogram 01' this nature would be a 

~uite ditticult matter, especially it there were nothillG upon which to make 

assumptions for probable words. But a whole series of cryptograms could 

be solved, following in general the procedure outlined in the case of the 
' 

bii'id system, although the solution is 1 admittedly, much more complicated. 
'"\ 

The first step is to ascertain the length of the period, and when this 

has been dono, transcribe the ciphor text into components, which in their 
~ 

vertical corabinations then represent monoalphabetic equivalents, with ot 

course many variants for each letter of'.xhe plain text. Then a study is 

made to establi'sh component equivalonts, JUSt as in tho b11'id system.- Ii' !" 

the toxt is repleto with repetitioLs, or it a long word or a short' phrase 

may be assumed to be present, a start may bo mado and once this sort 01' 

entering wedge has been forced intq the structure, its f'urthor disintc-

' gration and ultimate comploto demolition is only a mo.t~or of time and 

patience. 

50. Concluding remarks on fractionating systoms. - .!• It goes with-, 
out saying that the basic principles of fractionation in tho bifiq and 

-trifid syst.om.s are susceptible to a great deal of variation and com.plica-

tion. For e::.cample, instead of havi"ilg poriods ot fixod length through the 

message, it is possible to vary the length of th&.pcriods according to 

some simple or complex koy suitable for this purpose. Or, the bifid and 

trifid systems may be combined into a single scheme, enciphering a text by 

the bifid met~od und then recnciphcr1ng the cipher text by the trifid method. 
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and so on. Systems of this sort may become so complex as to defy 

analysis, especially if the keys are constantly and fI'eC!_uently varied so 

that no great mnount or traffic accUJ11.ulates in any single key. Fortunately 

for the cryptanalyst, however, such complex systems as these, if intro-

duced into actual usage, are attended by so many difficulties in practice 

that the enemy cryptographic service would certainly break down and it 

would not be long before requests for repetition, the transmission of 

the same cryJ;>togrsm. in difforont keys, and so on \'IOUld afford cluos to 

solution. Could such systems be em.ployed successfUlly in field service 

there is no doubt that from tho stnndpoint of security, the cryptograms 

would be theoretically secure. But the danger of error ond the slowness 

with which they could be operated by the usual cryptographic clerks aro 
r 

such that systems of this complexity can hardly bo arnployod in the field, 

and thJreforc the c~tunalyst rnny not oxpcct to encounter them • 

.!?.• However, tho sin1plc bifid system, the ADFGVX:. system and the like 

• are indeed practicable for field use 1 have boen used v~th succcso in tho 

past, and may bo expected to bo in use in tho tuture. It is therefore 

advisable that the student become thoroughly fami~iar with tho basic 

principles of their solution and practice the application of these prin- \ 

ciples as frequently ~s possible. In this com1cction, the attention of 

the student is directed to the f~ct that tharu is theoretically no r~aaon 

why the bipa.rt1 te components of the ADF<rlTX syEJter1 cnnnot be recombined by 

means of the s'lffie or ~ different checkerbo~rd 1 thus reducing the crypto-

graphic text to ~ fonn. wherein it consists of 25 different letters, and 

at the S'llll.e tllnc cutting the longth of the mcst3a5es ln hnlf. Tho matter 

is purely ono of practicability: it adds one more step to the process. 
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But it must not be overlooked that this additional step would add a good 

deal of strength to the system, £or i-t would shorten, mask, distort, or 

entirely eliminate similar beginnings- and similar endings--the two most 

fruitful sources or attack on this system. 

51. Concluding remarks, on transposition systems. - a. Simple trans­

position systems hardly afford ani security at all, complex ones may in 

' the case of individual or single messages afford a high degree of security. 

But just as soon as many cryptograms in the same key are transmitted the 

chances of finding two or more cryptograms of identical length become 

quite good and the general solution may be oppljed. 

b. Contrary to the situation in tho caoe of substitution, in that 
I 

of transposition wherein the lottors of the plain-toA-t itself are 

transposed (not code).tho shorter-tho cr,rptogrmn the gr~ator the possi~ 

bility or solution. For, in the case or a message of say only 25 or 30 w 

letters, ono might shift the lettors about and actually reconstruct the 

plain text as one docs in the case or tho gal"!o called "anagrams." 01' 

course, several dif:f'oront "solutions" :rrey tllus be obtained, but having 

such "solutions" it may bo possible to reconstruct the system upon which 

tho transposition ~s based o.nd thus ""Prove" one of tho solutions. 

c. The t.ext has confined itself almost entirely to caaes of uni-

literal transposition, in order to demonstrate basic principlos. But 

there is inhorently no reason why transposition may not be applied to 

digraphs, trigraphs, or totragraphs. If longer sequences are used as the 

units ot transposition thu security decreases very sharply, as in the 

case of the ordiDB.ry route ciphers of tho Civil War poriod. 

d~ Transposition designs, diagrams, or patterns aro susceptible of 
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yielding cryptograms ot good security, it they are at all irregular or 

provide for nulls and blank apacea. Such devices\~e particularly 

difficult to solve if frequently changed. 

e. Transpositions effected upon fixed-length sequences of plain 
( 

text yield a low degree of sec~rity but when a transposition is applied 
• ~·. I .. 

to the cipher text resulting from a scod substitution system or to the 

code text of cryptograms first encoded by means of an extensive codebook 

the increase in the cryptographic security ot such cryptograms is quite 

notable. In tact, transposition methoti.s and designs are frequently us.:)d 

to 11 suporencipho1'" substitution tort or code and play a very importu.nt 

role ~n this fiold. Thalr groat disadvant~g~ is that inherent in all 

trBllSposition r~uthods: tho addition or deletion of a single lcttor or two 

otton makes the ontiro cryptogram unreaaablc ovon with tho correct key. 

· !• The clues a.1'ford.cd by mo.;;sa~eo with similar beginnings, ondings 1 

or internal portions, a!ld by repetition& of incorrectly enciphered mes­

sages without paraphrasing tho ori';"nal ~oxt. lll'C ~~n sufficient. to 

make a solution pocs1ble or to fac~lit3te a solution. For this reason 
i . 

tho cryptanalyst should note ~l cases whorcin clu~s of this sort may ba 
\ 

applicnble nnd be proparo4 to tako full ~dva.ntag~ or thUJn. . t) 
!.· Following out the achome lnitiatod in the 'f'irst text, :m 

aimlytical key npplicnble to tho subjoct-mattor in this text will bo 

found on page 218. 
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Pilot letters ••••••••••••••••••••••••••••••••••••••••••••••••• 
Polyphase transposition ••••••••••••••••••••••••••••••••••••••• 
Processes, rescriptive •••••••••••••••••••••••••••••••••••••••• 
Rail-fence v:r1ti1ig •••••••••••••••••••••••••••••••••••••••••••• 
Rcscription, process of ••••••••••••••••••••••••••••••••••••••• 
Reversed writ1r.g •••••••••••••••••••••••••••••••••••••••••••••• 
Single transposition•••••••••••••••••••••••••••••••••••••••••• 
Transcription ••••••••••••••••••••••••••••••••••••••••••••••••• 

Transpositlon: 
Columnar •••••••••••••••••••••••••••••••••••••••••••••••••••• 
Double •••••••••••••••••••••••••••••••••••••••••••••••••••••• 
Monophaao ••••••••••••••••••••••••••••••••••••••••••••••••••• 
Polyphase ••••••••••••••••••••••••••••••••••••••••••••••••••• 
SL~ple types of ••••••••~•••••••••••••••••••••••••••••••••••• 
Single •••••••••••••••••••••••••••••••••••••••••••••••••••••• 
Un1litoral route •••••••••••••••••••••••••••••••••••••••••••• 
Vertical ~Titing •••••••••••••••••••••••••••••••••••••••••••• 

Trifid fractionating cystcm, aolut1on of •••••••••••••••••••••• 
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Uniliteral transp~sition •••••••••••••••••••••••••••••••••••••• 7 

Vertical writing •••••••••••••••••••••••••••••••••••••••••••••• 6 
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