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1. Illtrocluctioll. Blectrical. tabulatinc mchiDea are wic1el7 ue4 1D 
CGlllm'C8 iii 1Dl1itii to :re4uce tbe l.a'bor 1DYolft4 in vroce••1nc or aml.Js· 
1Dg a l&r• volum of c1ata, 01" 1D pezi'Ol"llillg a l&r• maiber of manipulatiou 
or teata OD a 11111ted ammat ot c1ata, or both. !lie :tmu1amntal 1Ua 1Dberent 
1D tabul.at1DC eq,uipmnt auoh u tbat &nelopecl 'bJ' tbe InteraatiOll&l Buaimaa 
llach1.m• Corporation 1• the Nccm11DS of aata in the tom of bole• pmcbecl 
in a CU'd.; tm holea are mecl to ••ta'bluh t:lm4 electrical circuit• 'lhich 
cODtrol the tmactiou of the nriom acid.ma through 11hich tbe c&l"b &N tec1.. 
!be C&l'48 an •tackecl in a boner of an IBl -.chine aa4 -48 to paaa 'be'liweD 
a •t of vil'e 'bzwlbe• &D4 a 'bnaa ro1lez'; the vreaa.ce of a bole in a col.um 
of the eazia. permit. the bruh perta1D1Dg to tbat columi to mu contact with 
the roller, tb.ua cCllPletiag a circuit aa4 operating u el.ectrcmgaet. !'11:1.a 
cl.a,inc of an el.eotricaJ. circu1t at a c1af11d.te tim during tile JUllBP ot • 
carcl tbrcNgb a machine &114 tr. a t1xe4 -pa111t10D OD the -.i'd. ia the b•ia 
upon vhich the ftZ'iaua electrical tabulating mcbi•• fllDctioD. 'l'ba great 
tla1b1ll tJ' of treatment atto:rd84 'b7 tlut llll a19tea lie• 1D the abili tJ to 
U'l"Ulp aD4 rearruage the 1Ja1C data iD & fona CODftllieD1; lfr 8tu4J' I OI' to 
uaociate the 'buic c1ata with otbm' aitll of 1Dforlat10D OD the - or c11t
terent 'cana tozi the purpoae ot pr1nt111g the c1ata, cmp&riDg item, aocum
l&t:l.ag 'f;otaJ.a I etc• 

2. b IBll earl. !be cad.a mec1. 1D the Illl •Jatea _.. 3 l/'I+• z T 3/a• 
&D4 an md8 ot apac:Sal.17 prep&'N4 p&'pel' stock, atrong :l.D ••iD& .-,lS.t1 
&1111 :me trm fON1p particle• wld.ch ldgbt act u collllucton of el.eetr1c:lt7; 
manr, tbe eclpa ban been :lllpregaatecl with a bmdeld.ag eawpoa1t10D Wbich 
Ntu"48 f'N.11118 of the elpa 1JIM18r me, aD4 thm alm8 far lollpr life of the 
earl. Bach cazr4 'baa 8o n•'9bere4 col.uma 1D eaob ot 'lhich ~ be punch.a. a 
single item ot alpllabetical. 01" llUlmZ'ical iDtol'mt:Lall 1D eS.tba- -pla1D ca- aoa.ci1 
tora. !1.!18 col..-. C011ta1D l2 ~DC 1eftla or })091tiaaa; of theae, 10 _.. 
:l.Dticatecl bJ the printed. 41gita - to 9 1D. the llorlSODtal lJm9 OD the cad. 

1 By "codhJ&" in thll connection 11 meam a conventional repesentadon of data that may reacl1ly be a4aptecl 
to IBM techniques. For e:umple, 'die numbers 01 to 48 ID a speclfted pair of columm could be used ID repre
sent: the 48 Slaw: or the lelten "M", "P". '"C", or "T" in a pudcular column mJsht and for "monoalpba
bedc", "polyalpbabedc", "code", and "lrampolldon", respecd.vely. 
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!I.be 11th llDCl 12th puncb.iug poeitiom, camml1' reterrecl. to u tbe "z• ara4 
97• -puncb.ea, rea-pect1ftl.7, aN at the top of tlla car4 aD4 an not 1D41catec1. 
bJ' printed. numral.8. A hole in one ot tbe lev81ll :D:Oll - to 9 reaulta 1D the 
recol'diug of tbat tm"ticular mmm"ical 4atm, 1lhereu a bole 1D au "z", ...,. , 
OI" - punch (calle4 "zone puncbea 11) in C0113maction ¥1th a numrical punch 1D 
tU aw col.11Wt results in tba cotiug of om of the 26 letten ot tb8 al-p'ba
bet. !he "z" au4 "7• pmcbea 'b7 tlmaeln1 haTe control tmactiom :l.n certa:l.n 
-.chine open.t1mla; fUrtbermre, tile• punebea are &180 uaecl tor tbe cocliDg 
ot apec1al. chaz'acten on the 1'a'bulator aucb u a c~, llD uteri.Ilk., or oth8r 
•111bo18· ID :ric· 1, bel.olr, :la :Ul.Ultrated an IJll C&l'd.,2 811.ghtJ.7 recluce4, 
¥1th alpbabet1cal. u4 .-ric&l 4ata 'PQDCb84 in avecitie groupa of columa 

111111111 I I I I I I I I I I 

:r1guN 1. 

"881.gaatea U •t1eJ.4a.•3 Often it ia CODftnieDt to UM carts B'P8C1all.7 
printecl nth nrtical 11•• to 11141cate the tield8; 1D addition, the c1a•1g
-uon of tb8 t1elA m'.f be printecl on tbe cazrc1. :.ch Uel.4 &lfima a MCtion 
ot the card in 'llbicb. om plri1cular tne of 1.Dtol'mtion v1ll &l1'aJ8 appear, 
aD4 1t ia uaigDecl a 11Uft1c1ent m..-.p of col.mu to 111Clua. the lJlrpat 111111-
ber o'f alphabetical or numr:Lcal UD:Lta 'vbicb it w1ll be ca'' w1 upon to accca
ID1ate. 

• 3. :ractiou of the pmch!4 car'1.. !l!m Illl a711tm, llllP1071DS a mm'ber 
ot 41tterent -.cbi•• taken callectinq to coutitute a vortiug unit, ..a. 
poaai'bl.e ml.t:Lpl.e uaea ot a recort. 1D tbe tonL of a pmchecl hole or a Mt of 
b.ol.ea :lD th9 Illl cart.. A a;pl>ol. pmcm4 iD a card can be proceaaecl tbrougb. 
aD.J' open.tiom aueceaainl.J', aince tba f'mlctlou of tba ftZ'1owl -.cb.1D811 
are 1'-.i'rupc1. tor thoee opel'&tiou tbrou&h proper v1r1ng of their control. 
pmela. 8pecit1call.1', a a:l.Dgl.e vmacW bole in a car4 97 aaue om or m 
ot •ucb !!P!!!'1GD8 .. tM ~= 

2 The prim:lag at the top of die columns wu perfonnecl slmultaneously with the puncbfng by a putlcular type 
of a card punch equipped with this capability; ID normal practice, punched cards do not contain suc:b. pdDtlng. 
The sbldent may find it lmlrucdve to cover the prlndns above cols. 'l-'11 illMI read die lnformadan wld& die 
help of tlle IBM coding shown In cols. l·,O. 

3 Note ill dds cue the fte1cl comprllecl by coll. 1·40, and tbat comprlled by cols. '1·'15: also note die •:ir• 
punch ID col. '16, and the -y• puacb ID col. 80. 

• 



• 

.. 

REF ID:A64556 
COIJJDlll!:r:tdi 

!.• 

b. -
c. -
!· 

!.· 

t. -

It -.y ac14 the 4ata Nlift&mted b7 it to acme otber c1ata; 

It my subtract tbe 4ata revnaented. b1 it trm aom other clata; 

It my mlt1'P11' the c1ata repreaente4 'b7 it bJ aam otbar c1ata; 

It my d1T1.cle tbe data repnamtecl bJ' it into amm otber cJata; 

It my came tbe data represented to be JJ.atecl (i.e. , printed); 

It 97 came tbe data represented to be auppzreaaecl; 

I.· It -.y npro4uce the clata repreaentecl into a 41:tterent tiel.4 ot 
tm - card, or OD a d:lftarent card; 

!!.• It -.y C&Ulle the 4ata :represented to be cluaitiecl, or to be aartecl; 

!• It -.y cauae the clata repreaente4 to be ae1ectecl; 

.1.· It mJ cauae the data repreaentecl to be printecl OD the DK card.; 

k. It 87 cause the clata Npreaentecl to produce an automtic b&lance 
tarvarcJ.; 

1. It 81' ewe tbe c1at.a Npreaentecl to be t1lecl l'l'OPl1'1J' amag other 
data;-

!!• It -.y cause a palJ81" fora to fee4 to a pre4etend.m4 'PQllition or 
to be e3ectecl am.c-tic&ll1', or to apace trc:a one position to uotbar; or 

n. It ay cause a total to be printed at the em of a SZ'CJU'P or claaa 
of aaia. 

"'· 1'be wbinea in the Ill« antm. -'"!,· '!be principal Wbinea vh1.ch 
conatitute tbe Di a711tem &N the ~awillg: 

(1) 1'be Card Punch, Vith vhicb tbe clll'da are pmcbecl With the 1nfor
•t10D to be recardacl; 

(2) !be Y•if1er, which verif1ea the aeCU1"BC7 of the preri.011817 
puncbecl car4a 1m'ough an operation a1m1er to DJ'.punch:IDS; 

(3) '1'be Sorter, vhicb aorta the aarc1a in any group~• or cluaea 
c1ea:l.recl (reterncl to aa "-Jorn, •iDter-4:1.ate•, and. "111.D019n aorta); 

(Je.) ~ ~, vb:l.ch reproduces extra copies ot a clack ot carts, 
Vith a rearrangemnt or ael.ectiOD of tbe pmcbacl data aa a.aired.; 

(5) '1'be Collator, vb:l.ch verto:rm vviau operationa of mrg:l.DS, 
tiling, ._tcbing, aDl1. selection of c&l'Cla, an4 vta1ch 97 alao be mec1 to 
check tbe aequnce ot a aortec1 clack of a&Na; 



REF ID:A64556 

(6) b Calculating Punch, which pertorma operatiOllll of mltiplica
tion and. 41ria:Lon, and. pmcbe• the reault 4:Lrectl7 on tb8 card trma vh:Lch 
:Lt aeuea the data, or on a 4-igaatecl follow1118 card; 

(7) Tbe Interpreter, vhich pr:Lnta recorc184 c1ata d:lrect.11' OD tb8 card 
~ vhicb :Lt "reada" the 1ntormtion, u an &14 in certain mnml. tU:Lng 
oper&tiOllll; aD4 

(8) 'l'be 'l'abulatar (alao cal.le4 the Printer), wbich -perform accomt:Lng 
operationa of ftr:Loua clu•e• of totala, &114 l1ata tbe data OD contiDUOWI 
form kDovll u •IBM ruu• or •IBM l1atinp. • 

b. In ad41tion to the foregoing •tarv'•rd machine• tbere are •PIC1al. mchim• tor apecitic purpo ... , e.g., a card-operated electric t;rpevriter, 
mchines tor converting the pmcbecl holes of IBll cards into telet>r:Lnter tape 
pmcbecl v:L th the coting of th8 Baudot coae or rice '98Z'8& (tor use :Ln certain 
aem:L .. utamat:Lc vr.ocecJ,urea) , etc. llareavar, each of the standard IBCb:Lnea 
bas ava1lab1e a number of extra dn:Lce• Vh1ch 97 be incorporated. tar •Pl
c:Lal:Lzecl opsrat:Lons, accorting to the meas of the probl- at baD4. 

5. General wptologic applications of tbe IBM antem. -"'!,· Since 
el.ectrie&l. tabulating equipmnt ls pr1mri11' Laigned as Lta proceaa:Lpg 
-.ch111e7, we my- uae IBM machines in cr;nrtanal.7818 to tac1l1 tate aD4 ex
P1di te the U&ld.nat:Lon of a large UIOUDt ot trattic, in order to isolate 
halllogeuows CZ'1Pto&;ratema, or to prepare a group of bmogeneoua •••as•• 
in ~ ft1B au1tab1e tor at~ns the i-tent or latent ph.enol8na in the 
tratf1c anc1 thus us:Lat ua in arririns at aom ccmclua:Lona regar41ns it• 
crntograph.ic a&ptcta, etc. All the •m•l vork :Lnc:Ldantal to the solu-
tion of a crntoa;Y8tem coal.4 be pertormcl 'b1 mcbine •thocl8, but it 111111t 
be empbaa:LHd that 'b7 no •ana can w uaum that the era ot cleric&l work 
1• a thins of the put. l'ma1b111 ty, pract:Lcab1l1 t71 an4 effic:Lenq are 
tbe -point• 1'hich vUl c1eterm.• vbat part of the vo:rk, or vbeth.er all of 
it, or none of it, ahoW.cl be c1one b1' mchim tec:lm:Lquea, &114 it :La the IBM 
crnto-techn:Lcian (:L.e., an IBM expert v:Lth a broa4 'backgrouDd. in crntol.oa) 
vllO :La beat q1&1.1t1e4 to aclriae in th:La reapect. Although mD1' pbuea of 
~:La are 1108•1b1e v:Lth mch:Lma, aamtS..a a Judicious proportion of 
mcld.ne work plus -.nual cler:LC&l. labor v1ll pmdt the aolut:Lon ot a par
ticular problem in the ~t 110•aibl.e tim--certa1Dl.1' an illportant cona1c1er
atiou 1D practical operat:LOll&l crn>tana.l.p18. 

!!. • 'l'be prel.:l.m:l.D1lZ7 grounclvork tbat waa neceaaa17 :Ln the crypta-1791• 
ot tb8 'fR:Loua type• ot CZ'J'Ptoa79tw cOftre4 :Ln llil:Ltuz CmtanaJrt:Lca, 
Parts I and. _!!, 181' be 4one 'b1 whim •tho48. l'or nnple, we can t:Lal 
all repetitions within a •••11&8 or amng a aet of ••aapa and. indicate 'b7 
an uter:Lak tholl• polnra})h:Lc repet:Lt:Lona vh:Lcb. exceed a preacr:Lbecl length; 
• can prepare ••sap print• or work •heeta &rl"llrllp4 1D PZ'01'81" groupinsa 
ot cb&nctera (e.g., bJ -periocl-lengthll :lD the cue of repeat1ng-Jte7 
ciphers, 'b1 41gra-pba 1D the cue of cl:Lgraphic a111tems, etc.); we can ob
tain trequa11C7 counta for •ingl.e letter•, cl:Lgra-pba, etc., of the onr-all 
tert, or columar tNquenc;r counts ot the text cona:lc181"1ns :Lt to be written 

Ga&lWWWlUL 
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out OD Ylll"1oua t1.'1al wicltb8; w can •-.rah for apecit1ecl i41amrpha aD4 
print ~ thoee aequencea correapcm41ng to the apecif1e4 patterna together 
with their location in the trattic, or w can aearch tar iamaorphic aequencea 
&D4 liat their location; n can complete the pl.ain-cmponent ••queuce, both 
in •••l:phabetic aD4 110l1alpbabet1c cipher•, a.114 print tb9 acorea oaq of 
thoae gellltl'&tricea vhich eq-.J. or ezceecl a certain prec1etend.D84 tbreabol4 
on the buia of tvo-categorJ", aritbmtic, or J.opritbmlc night•; w can 
perfOZ'll the t teat on 41atr1butiona aD4 print~ thoee reaulta vhich •et 
with pre-eatabl1ahecl mlniJmm atandarcla; ve can •tch 41atr1but1ona OD the 
bUia of the z or other teatll; n can, once an additin baa been recanred., 
remva the e441t1ve troa auperencipb.ere4 text and. connrt a •••age into 
a:moalpbabetic term; and :tiD&U.7, bav1ng recoverecl all the keJ'8 to one w
._ or at• ••llllP• in a particular cryptoa19te11, n can d.ecrnt b7 •
chine •thocla the reat of the tnttic in tbat aam crntoa79ta. 

c. In tb9 crntwl1&i• ot the m cmpl.u crnto878tw, there mat 
J8D7 dftDCe4 ach1ne •tbocla an4 tecbniquaa, sma of vhich iDYOln the ap
pllcatiaa.a ot apec1alJ.Becl equipmnta. A 41acuaion of theae •tho4a will be 
reaerncl tar aubaequent 'l'Oluma in tbi• aeri•. 

cl. Illl. techniqm• are adllirabl.J' auitecl to uaiat in traffic Ua.171118 
atu41ia. 'l'.raff1c aml;yaia 111 ao cl.oaely att.Lliatecl Vith operational (u 
41at1nguillhe4 traa acadald.c) Cl'JPtanalJllia tbat it ia aomt:lma 41tt1cul.t 
to a.tine Where the one leana off and the other begina--in preaent-da7 
practice, theae two tielcla of ca-m1 cation intelligence are compl.mmntarJ'. 
In t:lm of var vben there 1a a'l'&ilabl• tor ·~ a lc'ge YO.lum of trattic 
emD8.ting tram arJ1' stations allocated into a t>luralit7 of radio nets, tbe 
4ata trca intercept logs aD4 otbe'r trattic &11&1.J'Si& recortl.B 97 be rearranpc1 
in n.rioua mJor, in'tiermdiate, a.114 minor aorta on elemnta auch u the 
tranallitting and rece1'11.ng call a1gna, the tile 4ate &D4 tilm, the group 
count the external ••sap numbers, ill41cator grCJU'P& (if these be in the ci.r1, priorit7 or secrec7 claaaiticationa, etc. DJe uae ot DK Z'UD8 
tor auch atudiea greatl.J" tac111tates the grouping of stations V'hicb. belong 
to the aam net 1 selecting trattic that ia ernrtogr:oal>hi~ hollopmoua, 
i&tntitying and locating duplicate ••aaae• or iaolop, timling comwii
cat1on "service" •aaagea4 which are ao illportant to the CZ'J'PtanalJBt, 
i"8ntif)'1.ng proform •aaapa or •aaagea containing atereotJ'P84 reports, 
etc. 

•· In the caap1lat1on ot codes allll ciphers, IBM •tho4a fm'Diah i11-
ftluab:l.e uaiatance. 'l'brough the •e of mchine tecbniquea, cocl8 'boot8 are 
euilJ' ccnp1.J.e4 several e41 tiona ill aclftllCe ot current wc1a; randaa al}tba
betll for atri'P &J&tem 'IAJ' 'be generated; and. r"DClcml keJ11 tor various cipher 
•J'lltema ~be proclucecl with tacilit7 all4. ill 'l'Ol,... !be use of IBM equip
•nt elilll.natea the large expenditure ot tim 11114 labor that is conccmtant 
v1 th the pr'Oduction of cryptoa)'lltem 'bJ' Mm•l •tWa. 

4 A service message is a meaage between communications penonnel perta:lnfng to any phase of traffic 
handling, cryptographic operations, communication facilities, or circuit condidons. 

CCi&IWWWllAb "-75 
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6. AVDlication in a t:Joical exumle in cryptana],yaia.--1.. I.et Ull 

uaum we have avail.abl.e tor atuai" tba tol.10lr1ng tin •••ase•, 5 1nterceptecl 
on tm ...- 4aJ' on a low-echelon groua4 net: 

Meaaage lo. 1 

DZ DI LU' 598<ES l.8o730Z 
• 

IR1VB :nmru mamo XBIM.J VGJllll WBZLV UDOllf PJPCllC DLAllf JlllllZB 
DU1P BQVWB RSlllQ BKJlfB UQUll ZBBBD IVBll B8Z1ll WRlllZ T'lV.S 

lleaaage Bo. 2 

tJZIC DB BIZ 5980XCS 18o855Z 

onvu ZRDQI ABlllB RR8JG IGBD LCll'L '!B!&J' l'.JBZ!r VUZ8I' ONVB 
~ SDT ICQADr <'.ZBl.L L1MQJt &1lllC BftRJ GDYIS IRUCQ lURU 
BZBPB 1VCJC DllAJ: llIZQL KDRAS VTBGIC 811UZ iJXCJQ WIBGQ BZPlZ 
I~ DBJlt QMV BDQD JZWP llLQ1)'! Y.lVRI ZAPQI' 10.TJQ IVCMIC 
BUBB DRVR f 

lleaaage lo. 3 
D 

ZVB DB UZIC 5980KCS 18o92QZ :. 

MBBZH LA8Wll IUPBB AB.181 .1KMLP ICIRB lllPJI RUlfY DEC SAC.TA e ~ l'QZ1JJ Dlll.JX cmnc IEBAP BnAB QWJB WBAIQ UQVD u.B"1 
VJKD KBOA8 Jum.L 1IClfl'G QDRA 

....... llo .... 

BIZ DI YGll 5980ml J.8J..OOOZ 

KCmB U1'DB8 .lZDr El'UJ BQBI llC.1VG KD'.l!UI QVllYQ PQIMQ IMD 
LLtD! lllZD YQttJJ QYDDI l'lUll JDIJCS UPGIC ZZlllJ .IKDB 8AL'l\J 
ZDIPL RLMIJC WLJZW mna JJNQ JGCCB :IBRIQ ZAlUH :unm .lL1UT 
ZRC8R BJQIM DUG UGnQ BJIGll DI.UC e: 

lleaaap llo. 5 

BIZ DI LU 5980KCS J.811Jl.5Z 

DQDr 1JKBlll NOBI llllQ8J CBIBR mBQV SPBIA ADf¥)C Jm.Q1 ~u 
UJD'O BLDl XPBPB ZBlllX BAllBB yqu.s XMQIZ Ul8PQ JllllP ZBBBD 
BDJIBX BICID JMLt.L :nrom. JCQ .. 

5 In actual practice, lt would hardly be wonh while to pioc:eu five short meuages by mac:bf.ne methods. :! 

It will be uodentood mat this expollo.on applies to a larger volume of traffic. 
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!be tint thing to be aatend.D84 ia whether or not the ••aegea are crnto
graphically hc:llopaeoua, 1.e. , 1n the aw general •111tea and. apecit1c 
keJB• In the abaence of 1DC11catora from vld.cb coDCluaiona coulc1 be 4Z'aw, 
• .. , amrch tor repet;itiona between •••ase•, u vell u tar rep1titiona 
within ill41Tidml ••..-; this 1a aoccmpli .W by prepar1Dg an Iml 1Ddmc. 
to be clacr1be4 be1alr. 

b. Ve vill begin b;J pmcbing each ••aase OD car4a. The interce-pt 
Gata \ancl preubJ.e intorat:l.on, if~), toptmr vitb a sequential. IWllber 
(otten callef tbe "wm-kabeet llUllber•) uaisi_aa4 to each ••811P,_ are pmched. 
OD a a1Dgl.e carcl kllOft as a "hea41ng carcl. "6 b -AP text 1 ia tnmehecl 
OD •lim carda • containing a prec1etend.mcl wxt•m D11llbe1' of text characters 
per card; in this cue, tbe Um cazrc18 v1ll contain 25 letten, except tor 
poaaibl.J tbe lut line card.. (In 11441tiOD to tbe •••aae text, line carda 
v11l cODtaiD a retereDce line-letter or number, u wll u the •••llS8 ma
ber to vbich the line carta pertain. 8) !hull, 1D recording tbe c1ata trca the 
ftn •aaagea, w v:1ll have a total of 5 hea4111g carda am 31 line ca.rcla; 
tbeA carc1a are tben checkec1 tor accuracy ot punching OD the Verifier. 

c. But, by __. of a proceaa lmon u "ottaet gaagpmlCbtag• iDYOlri.ag 
the uie ~ tbe Collator &114 tbe Beproaucer, the 31 lim cud.a an spalM1ecl 
into a &lck ot 736 cerc1a, rtrpNaenting one cai-cl tor each letter ot the tin -use•· J'or iutanee, co.18. 21-'l.5 of the first line carcl ot Jleasage Ro. 1 
contain tbe tint 25 1ettera of tbe cipher text, !!:!, • , 

vta1le in tbe tollon.Dg •&at&U card.• generated f'raa tbe f01'9go1ng line c&'l."d. 
(inal.u41DS p1ck111g up the 26th letter of tbe cipher text fl'aa tbe aecona. 
li• C&l'dJ ' - ab&ll. b&ft 9 

1D cola. 21.lt.5. !'be mxt &lt&U cazr4 an. tbat, picking up two cipher 
letter• fl'C8 the MCOD4 l1ne aal"4, v1ll contain tbe tollolr1Dg letter• 1D 
cola. 21-'5: 

6 Tbele heaclllJI cards are med for traffic analysis studies. ll is cu110mary 10 muk beading cards wldl 
an "x" p1D1Ch In a specified column, In order m cludugulsh them fiom line cuds In various macbiDe plO
cesdng operadom. 

'l JncH.caton, if any, mJght be p1D1cbed on the head!Dg card; In any case, lndlcamr gioups would be de
leted In die subsequem indexing procedme. 

8 lnformadon common to several line cards u punched au10mat1.cally In the line cards fiom a preplDlched 
muter card fmerted In the "duplicating rack" of 1he Card Punch. 

9 Note bow each letter is offset one poddon to the left. 

COIH''WBUa 
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!'bwl for the 100 ei~ l.ettera of lfeuep Jfo. l n shall ban generated. 
100 cards, each latte of tbe ••sap a-ppearing in col. 2l of a pu."ticul.R 
can\. In a&litioa to the lette:ra ot the ci-phe:r tezt, each card v1lJ. contain 
:turtbe:r data u to the - .... DUllber, am. alao tbe pitiolL ill tbe •••age 
ocaup1e4 b7 tbe letter appHIZ'ing 1IL coi. 2l. of tbe cara..10 !bere are tm-tber 
proceaaing a,mbala incorporated into the carcla, u an aid to aubaequu.t •
cbine tzreatmnt. 

4. Uaillg tbe Sorte:r, tbe 736 ottaet c&l'd.a troll the tin •aaagea are 
now pit into alpbabetie&l. cm1er acccmling to tetragrapha. !hi.a operation 
takes 'tour alpbabetic ao:rta11 on four conaecutin col.uma going troll :right 
to left, aa tor exnpJ.e cola. M-23-e2~. In other varda, a "mluo:r" aort 
18 c1olLe on col. 2lf., 1111Ltenetiate" aorta on cola. 23 11114 22, and a .._.1or" 
aort OD co1. 2l. When this is t11L1abad, the ao:rtecl deck ia put into the 
hoppa:r of tbe !'abulator, the control pmel. of 11h:1ch baa been prope:rq wired 
tor thill -part1.cul.ar proceaaing operation. '!he listing vbich :results is Imam 
aa an "IBK aillgl.e-poeition ii.Ida:", or, m:re sUVJ.7, an "Dll 111118z"; the tint 
pap of tbis 1maz is illuatratecl in ftg. 2. Bt'el'J' letter of the tift •s
sagea a-ppean aa the tint letter (ca11ea the •control letter•) of the t:r1-
g:raph8 in the colum labalecl •4 •; tbe waage DUlllber 11114 tbe poait1m ot the 
control letter in thll •sup are faan4 in the columa label.e4 •a• 8114 "b", 
respectivelJ'. b 7 lettera 11hlch precec1e tbe control letter are listed in 
tbe column labeled •c•, vblle the 1' letters 11hich :toll.ow the control. t:ri
g:rsph are liatecl in the colum labelecl "•". In Ol'C1a:r to tacU1tate ezal.m
tiolL of tbe Illl run, ti. control. letter Ul4 tbe tvo foll.aw1Dg letten are 11.-e 
Hpa:r&te4 aa an 1m!eptnaa.t tri.grapb tzrom the line of 2' letters; thia, bolr
eve:r, 1a an ar'bi1il'm7 conftlltion ill this partiaal.a:r cue, since 8Z1Y' spacing 
coul4 be ue4 aa ba:l.recl in the llat1ug, the apac1ug not being in U1' 'R7 
a.pemant upon tbe &1'r8Dgelmlt of the pmcbe4 4ata on tbe cari..12 '1'be c11-
grapb1c and t:rig:rapbic freqmnciea ( •intezmdiate . totala n lllLcl "m.uo:r total.an, 
respectiveq) are here printed at the r:l.ght on the liatillg, in columaa "t" 
an4 •g•, :reapectift17, Whereas the un1J.1ter&l. trequenciea ("a.1or total.a") 
an recorded at the eD4 of each grouping ~ A'a, B's, etc., of tlle control 
latte:r.13 1or ezample, it 1l'ill be seen in the run tbat there are 2' A'• in 
the tift •aaagea; tl:l82:e are fin C8ll89 of 41graph1c repetition in the "A" 
block 1'1 th two occurrences each, u wll u OM cue in wbich a c1:1grapb 
jl'a> occurs tour t:lma; and there are tbNe occu:rrences of t'be vigraph 

0 • An aaterillk (*) in tb8 co1um labele4 "h" i• are emp1.0J94 to 1D41-
cate a tetragrapbic or longer :repetition, aa 97 be aeen in the cue of the 
aequence .ASlmc· 

10 The message number fmm rbe line cards Is gaugpuncbed in all rbe detail c.udl; die posldon Dlllllber Is 
punched in die c.udl by an auromadc numbering device in die Repzoducer. 

ll Jn sordog alpbabedcal infonnadon, it Is nece•ary to IOrt each column twice, once for the numerical 
punch and once for the zone punch; in numerical IOl'ting a single son per column auffices. Thus a tetragrapbic 
sort on llceral text requile1 8 mccellive sorting operadom. 

12 It will be l.'eCalled lhat tbe cipher letters are punched in a 11>lid block of 25 COlUllllll; the spacing dedled 
ii accomplilbed through pzoper wiring of the TabulalDr control panel. It is of come also poldble ID rearrange 
rhe data punched on dle c81d1 in various ways in the lilting; ddl again is dependent upon rhe wirf.ns of the con
trol panel. 

13 1be klnd1 of 10tal1, a1 well as tbe particular locadon in the printed lildDi of rbele IDtall, are goveraecl 
by die wiring of die TabulalDr control panel • 

• 
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(a) (b) (c) (d) (e) (f') (g) (h) 

11 i~! aM¥~~~x ~A9 ~isiR~~Mt~~~~~~ 
03 047 YWBESCS AC~ ATLFXYFGZUJYMNJ 
02 063 TGNHJKQ AO GZBLLLXMQX~JHOK 
05 036 QVSPBIA AOQ OCJLKQPTNW ULGI 2 
03 109 JKKNKBG AEJ UOLLWCMTGQORA 
03 074 JYWKMCH AFB PZAHQNWJEWRAIQX 
04 137 BEBRIQZ AFU HLWFGTALJUTZRCS 2 
04 164 JQXMWRI AGU ~FYQBJIGNDLLFCH 
02 011 WUZNDQI AHi WBRRSJGIGHXNLCN 
03 079 CHAFBPZ AHQ NWJEWRAIQXJQVDL 2 03 088 QNWJEWR AIQ XJQVDLLRQUWJKKN 
04 146 UHLWFGT ALJ UTZRCSREJQXMWRI 
04 097 JIKEEES ALT JZOIPLRLMUCWIJZ 2 
05 072 EZEHWXB AMR HYQZLSXMQXZULSP 
02 187 TYAVREZ APQ FFOJJQKWCMKHZHB 
02 054 JWVHTQB APT GNHJKQADFGZBLLL 2 04 047 QPQIMQI ASJ BLLLOTNWZKBYQRJ 
01 043 FJPGKDL ASW HHHZNINUFPEQVWB 
03 007 MSHZHL ASW HFGPEBABJSXJKML * 02 124 IZQLKDR ASW TNGKEWNUZJXCJQW 4 3 03 050 ESCSACJ ATL FXYFGZUJYMNJXGJ 
0~ 18t PHLQ~TY AVR EZAPQFFOJJQKWCM 
0 11 VCMC NH AXM IZQLKDRASWTNGKE 
03 015 SWHFGPE Bi~ JSXJKMLPMCIRENW 
05 071 PEZEHWX BAM RHYQZLSXMQXZULS 
02 053 OJWVHTQ BAP TGNHJKQADFGZBLL 3 
05 099 MGKPZHS BDR DHHXRIQZNJMLLLI 
04 024 SFLCBNH BEB KJWGKOTRHQVNVQP 

e 04 130 PWQJGCC BEB RIQZAFUHLWFGTAL 
05 022 WMNQSJC BEB RDTBQV~PBIAADQO 3 * 03 042 IRLMWYW BES CSACJA LFXYFGZU 4 
05 008 OQEEWUK BFM JWGHWMNQSJCBEBR 
01 0~7 URMBNOK BFM JWGHWMWEZTVUDOI 2 2 * 03 1 7 UWJKKNK BGA EJUDLLWCM GQORA 
02 143 JXCJQWI BGQ EZPDZIQMPEHNHJK 2 
01 078 UQXKHZH BHD NVREEESZBWWRHEZ 
02 204 WCMKHZH BHD NVR 2 2 * 05 033 DTBQVSP BIA ADQOCJLKQPTNWZU 
02 105 RRURZEP BIV CMCENHAXMIZQLKD 2 
04 171 AGUGFYQ BJI GNDLLFCH 
03 017 HFGPEBA BJS XJKMLPMCIRENWPJ 2 
04 026 LCBNHBE BKJ WGKDTRHQVNVQPQI 
04 050 IMQIASJ BLL LOTNWZKBYQRJJQV 
02 068 KQAOFGZ BLL LXMQXEJHOKBPTRJ 2 2 * 01 063 EQVWBRS BMQ HKEWNUQXKHZHBHD 
04 021 HFNSFbC BNH BEBKJWGKDTRHQVN 
01 013 FNDWU M BNO KBFMJWGHWMWEZLV 2 
05 063 NLXHXXP BPE ZEHWXBAMRHYQZLS 
02 081 QXEJHOK BPT RJGDYISNRLKQRLR 
03 076 WKMCHAF BPZ AHQNWJEWRAIQXJQ 3 
02 168 QRTKFEN BQD XZFVPHLQOTYAVRE 
05 028 CBEBRDT BQV SPBIAAOQOCJLKQP 2 
05 0~4 NQ~JCBE BR~ TBQVOPBl~AyaocJ 04 1 2 QJ CCBE BR QZAF HLW G ALJU 
02 015 DQIAHIW BRR SJGIGHXNLCNFLTH 
II 060 UFPEQVW 9Rs ~MQHK~WNUQXKHZH 4 

089 VRE ESZ WW HEZT DTX 
J 04 060 LOTNWZK BVQ RJJQVDDIYTLRMEC 

35 

~ 

Figure 2. 
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e. At thi8 atap the IBll •iDgl.e-poeitiOD ilM1B wal4 'be ._, to tbe 
~t, 1lllo voul4 •tilJq it to see wbat lie coul.4 -· 14 Be voul4 note 
t'bat tbm'e are IBD1' -po:qgrapbic repatitiou 'between _ _.., 9117 mre tban 
voal4 'be ezpectecl 'b7 ..-. chace; W.• i• Pl'OOf that tbe tntfic 18 bomge
D8CNll, auppcrting the probabilitJ ot 'bomgelleit)' that,... 1apue4 trca traf
fic &D&lpi• intonation. Be vould al8o note that the1'9 i• a JMID'lap'alfbic 
repatition in lleaaqe Bo. 2, at• intenal of 99 (o'btaimcl fft9 the rm 'b7 
subtracting the numrie&l pition of tbe tint occurrence tzroa that of 1ibe 
aecoml OCCUl"NDCe) , augeating facton ot 3, 9' Ol" 11. On ..., n1 ng ti. in
ten&'IJI of tbe np1titioD8 'betWeD ••&qe•, be voul4 t1n4 that 9 1a a factor ca_,, to all the repet1tioll8 1 ~ that the ....... &l"9 iD tlmb c1eptb 16 
aa4 11141cat1ag that tbe czntoe19tea 18 probabl.7 a ~Jba'betic clpber ot 
9 alpbabeu. 

t. Vi th the 119rioclic1t7 eatab1i•he4 u 9, work 8beeta ot tbe ••...-
are ~ accor41ag to thia perio4; this atQ _, be ptrtozml 'b7 IIK it 
the nUlllMlz' of ••118&8• nrranta, Vi thout tba neceaai ty tor rartbm' wn1aJ 
cud. punchiag. i'he ftrat onr-all Illl 1Dt1a 11aa aern4 ita 'P\11"P098, that of 
aicliag tbe ~t in J.ocatiag reP1titioD8 an4 Magnoa1DS the cznta1119-
tem; •o DOii' a DB 1Ddmc i• ptep1n4, to u•i•t in aolutiaa. ot tb.e pla1n tat. 
!bi• •econ4 run (the tint page of 'llbich ia ill.uatratecl 1D ftg. 3) i• u in
c1B 'bY alp!eb!t prepurecl 'b7 ftrat sorting the c&1'C1a back into their origiml ••ca•nce in each ••aage, collatiDS these car48 CJC11.call7 into 9 b1oclal (each 
ccmtain1.ag &ll tba aarta belongiag to om '(lllr'ticvl.llr al'Pbabet) , amt vertond.Dg 
a tetragrapld.c aort on tbe bloclal; 16 tbe c18ck 1• then liatecl on the Tabulator, 
71el41ng vllat amunta to an elaborate tr111teral fnqU8DC7 cl18tri'but1on abolring 
mD1' prefix an4 autftx J.ettera of the control trigra}lh, 1D addition to tbe rn
qamaeiea 'b7 al-phabet of the •iagl.e letten, 41graplul, an4 trigra'(lba. Dai• 

14 I! may be pointed out that die cryptanalyst at dlla dme ls really not sure of what he expeca ID aee fa 
d1is flnt fnclex. 1be index was ordered as a meam of examhdng die over-all lmmeclfat.e phenomena auocl
ated with the unlllteral, dlgraphic, and trlgraphlc fiequencfes. as well as finding all polJBrapblc repetltlom 
pre1ent ID the cipher t.ext; l. e. , tbe cryptanalyst hopes by tbls first fnclex ID find evlcleDce of nonrandom cbarac
tedltlcs ID die cipher i:en or ID its over-all frequencies. ID addition ID tbue obvious elements (wblch comtl
tut.ed the main reason for which the Index was ordelecl). any orher charact.erlltlcs which appear ID be nonrandom 
would be searched for by the cryptanalyst. Por example, fa a particular ca1e he might not.e that polygrapblc 
iepedtlom occur lo die main only between meaaps orlglnatms from the same transmitting station, or bea.=n 
messages transmitted wilbln certaln. periods of time, or between messages haYIDg lclelltlcal or nearly Identical 
elemena fa the preamble such as serial aumben or orher poups. etc. 

All of Ibis emphasizes the flnt two of the tine baalc piocedmes ln cryptanalysis as 1et fOlth fa footnote 2 
on p. 18 of Military Cryptanalydcs, Pan I. '!!!.·: (l) ananpment and reananpment of data m dlscloae D01l• 

random charact.erlltlcs or manifestations (l. e., fa frequency comu. iepedtlons. patterns. symmetrical phe
nomena, etc.): (2) recognition of die nonrandom charact.edsllca or manifestations when cllsc1osecl; and (3) 
explanation of rhe nonrandom characterfltics when recoplzecl. 

16 If die messages had been off1et on a keylos cycle of 9, the lnllelVals of iepetltlom between meuages 
could haft been factored to 9 lf a constant equal to the offset were first subtracted tiom the fat.enal; d1fl 
could have been noted fiom multiple apetltlons betwen. tw messages. 

16 'lbe appn>prlate alphabet number ls gqpunched fa each block; this alphabet DUIDber ls listed fa tbe 
column labeled •1 • of the nm. 
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(a) (b) (c) (d) (e) (f) (g) (h) (1) 

03 109 JKKNKBG AEJ UDLLWCMTGQDRA 1 
05 028 CBEBRDT BQ9 SPBIAADQOCJLKQP 1 

02 064 GNHJKQA DFA ZBLLLXMQXEJHOKB 1 
05 001 OQE EWUKBFMJWGHWMNQ 1 
05 037 VSPBIAA DQO CJLKQPTNWZULGIF 2 1 
05 100 GKPZHSB ORD HHXRJQZNJMLLLIW 1 

02 190 VREZAPQ FFa JJQKWCMKHZHBHDN 1 

04 127 HJJPWQJ GC~ BEBRJQZAFUHLWFG 1 
04 181 GNDLLFC H 1 1 
03 073 GJYWKMC HAF BPZAHQNWJEWRAIQ 1 
03 010 HZHLASW HFG PEBABJSXJKMLPMC 1 01 046 GKDLASW HHH ZNINUFPEQVWBRSB 1 
04 163 EJQXMWR IA~ UGFYQBJIGNDLLFC 1 
02 010 YWUZNDQ IAH IWBRRSJGIGHXNLC 1 
04 046 VQPQIMQ IAS JBLLLOTNWZKBYQR 3 1 
04 091 GKZZRWJ IKE EESALTJZDIPLRLM 1 
03 028 JKMLPMC IRE NWPJIRLMWYWBESC 1 

02 1119 HIWBRRS JGi GHXNLCNFLTHTNJF 1 
04 172 GUGFYQB JIG NDLLFCH 1 
04 064 WZKBYQR JJQ VDOIYTLRMECWKSX 1 
04 08, MECWKSX JPG KZZRWJIKEEESALT 1 e 01 03 VUDOINF JPG KOLASWHHHZNINUF 2 2 * 1 
rt>2 0~7 LTHTNJF JRZ TWUZSFOJWVHTQBA l f04 0 8 BNHBEBK JWG KOTRHQVNVQPQIMQ 
03 064 GZUJYMN JXC JYWKMCHAFBPZAHQ 1 
02 136 GKEWNUZ JXC JQWIBGQEZPDZIQM 2 2 * 1 
04 100 EEESALT JZD IPLRLMUCWIJZWOT 1 

10 
04 001 KCE WNUNDRSJZYHFNSF 1 

1 
04 019 ZYHFNSF LCB NHBEBKJWGKDTRHQ 2 1 
03 0~7 ENWPJIR LMW YWBESCSACJATLFX 1 
04 0 3 QVDDIYT LRM ECWKSXJPGKZZRWJ 1 

ii 109 ZEPBIVC MC~ NHAXMIZQLKDRASW l 010 EEWUKBF MJW GHWMNQSJCBEBROT 
01 0 9 MBNOKBF MJW GHWMWEZLVUDOINF 2 2 * 1 
02 1 9 OJJQKWC MKH ZHBHDNVR 1 
01 064 QVWBRSB MQH KEWNUQXKHZHBHDN 1 
02 073 GZBLLLX MQX EJHOKBPTRJGDVIS 1 
05 082 HVQZLSX MQX ZULSPQXMGKPZHSB 3 2 1 
05 073 ZEHWXBA MRH VQZLSXMQXZULSPQ 1 
03 001 MSH ZHLASWHFGPEBABJ l 03 118 JUDLLWC MTG QDRA 

10 

Figure 3. 
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:1114a Aon, ~ eznpl•, tbat 1;btrn U'9 10 J'• :1D the tint alpilabet, md 
:1Dlli•te• two •tm of~ that beg:1D vitb the letter J iD Al.pba'bet 1. 
V:1tb tb:1• Mccml run. tb8 Cl)'PU-neJpt cu 'Pl'OC984 to locate all tb8 camal 
repet1t1om 1D t!le fin --..•--1Dton&t1cm ftieb, nm aoup1e4 vitb tbe 
•tat:1atical 1Dtormt:1cm g:1ftll ill tlle 1D&tz, v111 cou~ •lmpl.1fJ llOlu
tioD ot tm crnto•P'-· 

1. l'm'tlm' WU·--!.· ID cue tha crntua"pt 1a illtezeatecl ~ 
ill tota1a of TU':lou cl.awa (UD11:1tenl, d.i&npbic, etc.), COll4ewc111at:1Dp 
allolr:1111 ~ aueb clata 97 'be pnpa'NCl 'b7 a pzroeea• blalrD u •ta'bulat1111• a1; 
ws.ae tm qeecl of or4111a17 11at:1Dg. It, on the otbez' b&D4, tbe C01148mecl 
clata _.. to 'be arnugec1 :1n, 181; • R7, c19acea41Dg orc1er of ~, a pro• 
cecblre Iman u ·~ pmch1ng• 1• 811pl.oJe4. ID tb:1a cue a Repro4uaer 
:1• eormeetecl eleetr1call7 to t'be !'alNl.&tor; tot&la aecumla1'e4 (aD4 perblip• 
pr1Dte4) 'b7 tb9 !'abul.ator are pmcbe4 b7 tb9 Beprolucer on ··~ cazrc111 •, 
1;op1;lm' vitb t1:ae 111fomatiaD UllOC:l&W. vitli tlle total.8. !Id.a tealud.p :la 
often ~ 1lbma oerta1D 1Dtozmt:l.cm 1• c19a1Nd. vitbout the YOlm8 of clata 
tllat ~ ..,.. a10Dg frltb tll8 •ml IBll :1JMIB. 

!!.• If tilMlzre are a lmp llUllllber ot •••ap• 1'o 'be 1Dila84, &114 :l.t all 
the ~1; c1M:1na 1a to f1ll4 all Npet1t1om of a •pec:1f1e4 l.eng1;b or 
10Dg91", :1t 1a 'P09•:1'ble to obtain a eoll4alule4 run g:1T1ng on:q tlle moe•Al'I' 
:1Dtona1'1on, auppz••:1118 the large YOl.1lm of 1Dlftllte4 clata. :ror eznp1e, let 
- U7 tbat :1D tbe tint 1:1•ting enc. 2) all - via to fta4 &'N tev-.rapld.c 
ziepet1t:1om or l.oDpl'; •Wlb a 11ating 1a :1ll•trate4 ill ftg. ,., 'lllMIN1n are 
•laon all NP81;:1tiom of ti. spec:1t1e4 leagtba tar the Mt of ftft ---·· 
Bote tlat tour of the uterlaU4 ziepet1t1om •ban :1n ftc· 2 ban 'been •UJ-
PN••ecl ill ftg .... ; OD.11' tb9 1QD8 repet:1t1om ftiah ~ill tba colum ot the 
coatrol letter an 1DC11M184 in tm 1:1•tiDC of :rsa. ~1 • of cour• cuta 
c1on. OD ftil!ft4,,t 111farmt10ll, u4 aillpllftM nWD m t'be en"•t1oD of 
1;be Z'UD .1 '1 

!.• !119 enwple• allon of IBll 11111ma b&ft bea a1y1•-po!:1t10ll :1111a19. 
'lbeN the m:ntop&Jb:1c md.t comlata ot Wo or m cblmleten, il"lnea an 
mcUfte4 ac~. :ror enwp1e, :1f a czintom791;ea 1DYol:ncl a tour-letter 
coa., tll8D • fo111'10!:1t:10D 1114B 1ftN14 'be mdlt of tbl tratn.c, •bolriDS a 
eo11Vol colum of tom-:Jii1m' ..S. ll'01IP9 vitb om or mn PNcecU.118 uc1. 
toJ.l.olr:1nC tour-J.etim' araq9. 

!• ID - .... , it mpt 'be aclTS.Ab1e to ~ :1'Mlma vitb the 
m_1or .on cm ...... IDlllbel'J ill otlm" caaea, a :l.Dd8Z m:l.gbt 'be prepare4 of 
a m.._. of ....... groapecl toptber 'bJ 11141•tor :rel.a1;:1om'ld.PI, or proupecl 

17 The way ill wblch dW run was prepared may be of lntmest. The 1e1ragrapbically IOrted deck 11 palled at 

: 

tabulating speed In tlle Tabulator, widlout prlntillg. Whene.ver a telragraphic coincidence ii noted by tlle com- t. 
parlson bl'Ulbel in die Tabu1ator, die machine senses the letter Immediately ID the left of the control letter of 
die hlO telragrapbl; if diele letren aie Identical, it shows 1hat the iepedtlon exteud1 in dlat direction. and will 
theiefoie be plclced up again at an offset; but If l:bese letters are dlfferent, it shows 1hat the iepedtloa begiDI In .... 
die coauol column, and the Tabulator will print die lines belonging ID this teuagraphic repetition. Another way 
In which dds could be accompllahecl ii by DlfDg die Collator ID remove cards with the proper colncicleoces &om 
the mrtecl deck, and dlea llldng only diele cards on the Tabulatm; this latrer procedure might be used in llma-
d.om lnvolY:lng a lalp YOlmne of cards, ID take advantage of die high speed of operation of the Collator. 

CCMIWWWflAL 
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(a) (b) (c) (cl) (e) 

04 050 IMQIASJ BLL LOTNWZKBYQRJJQV 
02 068 KQADFGZ BLL LXMQXEJHOKBPTRJ 

04 129 JPWQJGC CBE BRIQZAFUHLWFGTA 
05 021 HWMNQSJ CBE BRDTBQVSPBIAAOQ 

01 084 HBHDNVR EEE SZBWWRHEZTTDTX 
04 093 ZZRWJIK EEE SALTJZDIPLRLMUC 

04 082 MECWKSX JPG KZZRWJIKEEESALT 
01 037 VUDOINF JPG KDLASWHHHZNINUF 

04 065 ZKBVQRJ JQV DDIYTLRMECWKSXJ 
03 092 EWRAIQX JQV DLLRQUWJKKNKBGA 

03 064 GZUJYMN JXC JYWKMCHAFBPZAHQ 
02 136 GKEWNUZ JXC JQWIBGQEZPDZIQM 

05 007 OQEEWU KBF MJWGHWMNQSJCBEB 
rn 016 WURMBNO KBF MJWGHWMWEZLVUD~ 

~ 

01 067 BRSBMQH KEW NUQXKHZHBHONVRE 

e 02 130 RASWTNG KEW NUZJXCJQWIBGQEZ 

01 074 KEWNUQX KHZ HBHDNVREEESZBWW 
02 200 JJQKWCM KHZ HBHONVR 

03 006 MSHZH LAS WHFGPEBABJSXJKM 
01 042 NFJPGKD LAS WHHHZNINUFPEQVW 

02 058 TQBAPTG NHJ KQADFGZBLLLXMQX 
02 157 ZIQMPEH NHJ KQRTKFENBQDXZFV 

05 106 BDRDHHX RIQ ZNJMLLLIWOOLKQ 
04 133 JGCCBEB RIQ ZAFUHLWFGTALJUT 

05 046 OCJLKQP TNW ZULGIFONLXHXXPB 
04 055 SJBLLLO TNW ZKBVQRJJQVDDIYT 

02 072 FGZBLLL XMQ XEJHOKBPTRJGOYI 
05 081 RHVQZLS XMQ XZULSPGXMGKPZHS 

.J l'1pn ... 

COliimtm 
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'b7 elate ar per1o4 of trana:l.aaion, etc. Wben a campariaon ia m4a 'betwen 
&ll •• ._. 1D a large YOlum of trattic to c18termlne paibl.e hompneit7 
ar relat10D8hipa, the 1Ddex :resulting troa this operation 1a kDalm colloqui
&117 aa a "brute tone.• Such an 1Ddu IBkea ezorbitant clmanda 011 nail•bla 
wbiDe tim with atan'vd :mcb1nee; 'but OD tt. otbar balld.1 in extremis it 
ld.ght 'be the ~ guR&D.tee ot ao1ution in a complez CZ7P't0819tem. 

e. Bzemplea of IBK liat:l.nga trr tratt1c anal.1S1a atu41ea aze iDClud.ecl 
1D tbi ZamliaD Pro'bl.aa 1D Appeldlz 8. 

t. In concl.uaion, it 1• bope4 tbat tbe student hall p:l.necl u apprecia
tioll of the natun of tba a14 tbat can be giftD 'bJ' IJI( tecmwima 1D C17Pta
nalpia; 'but at tbe aw t:l.DB he abaul.4 alao real 1 u tbat there '97 'be a 
aaJ.icate pd.Dt ot traa1t1cm vben amwl •tboc!a leave ott an4 lJll •tboda 
'beg1n, ar rice ftl'll&· !!d.a 1• espec1a11J' true VbeD the YOlum ot •••ase• 
ar other aata to 'be ezem nee\ 1• -.u.. 

WDWWWflAL 
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Paragraph 

Generalnnnarkl. ••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 1 
Solution of rneuaps enciphered with completely filled rectangles............. • • • • • • • • • • • • • • • • • • • • 2 
Solution of meaage1 enc.ipbered with incomplelBly fWed rectangles.. • • • • • • • • • • • • • • • • • • • • • • • • • • • • • 3 
Soludon of meaages wldJ. similar beginnings. • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • 4 
Solution of meaages wilb. similar endings. • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • 5 
Reco1111ructlon of limral keys fmm 11111Derlcal keys. • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • 6 

Solution of meaages of 1clentlcal le1J8th and In the same key ••• •••••••••••• •• ••••••••••••••••••.. 'I 
Concluding remarks on transpodtlOD ciphers..••••••• •• •••••••••••••• •• •••• •••• ••••••••••••••••. 8 

1. General remrk&.--!,• TranaP09it1on ciphers are like Jigaav pusl.es 
in that all the pieces ot Which the 'Whole original. is composed are preaent 
but are~ cl1aarranp4. The pieces ot the picture forming a Jipav puz
sle are irregal.ar in sise ancl sbape, but the pieces of the plain text forming 
a tranQoaition cipher muat be au.ch more regular, tor the sake ot prac:tica
bili t7. 'l'be7 muat be e1 ther single letters or pairs of letters, or sets ot 
lettel"• in replar groupiaga, or, in an exceptional. cue, vbole vorcla. Moat 
tZ'w"POSition •thocla, bollever, c!eal. with in41Y14U&l. pl.a111text letters and 
are therefore termd monoqaphic •thoU; when the •thocla invol.ve the trw
'PQSition ot '(>laintext 1U11ta greater than single letters, the7 a:re called 
R01Ypaph1c •thocla. 

A b. Practicall¥ all monographic or pol.J'graphic transposition ciphers 
W invol.V:. the use ot a clesign or ot a geometric figure (such u a square, rec

tangle, triangle, or trapes.oi4) in which the letters ot the pl.ain text are 
tint inacribed or written accorcl:lng to a prerioualJ" agreed-upon direction 
ot writing and then tl"&Dllcribed or rnritten according to another &Del dif
ferent,- previouaq agreecl-upon clirection to fOl"JIL the text ot the crntograa. 
In nearq all cues the specific ka7 controls (1) tbe uae o:r clasigna o:r a 
specific nature and 41mnaiona, aa4 (2) variation in the clirection or -.n
ner ot in11cr1ption or transcription, or both. When a transposition cipher 
invol.ves onl1' a single process of inacription, tolJ.on4 bl' a single process 
ot transcription, the a711tem ~be referred to aa mnOPha&• tranapoaition, 
COIBOnl1' call.e4 aiDSle tranaROS:ltion. When, honYer, one or more ot these 
vroceaaea intemne between. the original inscription and tbe f1Da1. tran
scription, the •:ratm 11&7 be reterrecl to u RQ].yphaae tran&pO!ition. 

c. .Among the moat elemntaey form ot trwpoai tion ciphers are thoae 
tnon - u route transpositions, vbich in.volve the inscription of the plain 
tut into a square or rectangle by one prearrangecl route, and the transcrip
tion of the cipher text by tolloving any other prearranged route. The prin
cipal. routes are shown in the diagram bel.av, vherein1 tor the sake of ease 
in toll.awing the route, the pla.1n text is assumed to be 1Breq the sequence 
ot letters ABC ••• x, inacribecl into a 6x4 rectangle • 
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(l.) Simpl.e bm'isontal: (2) S1mple vertical: e 
.ABCDBr nDCBA SiVWX 1WVUTS .AIIMCIJ UCllIEA DllLP.el :nPLBD 
GBIJJCL LKJJm MNOPQR RQPOBM BJ'JIRV' VRBJFB CGICOSll vsomc 
llNOPQR RQPONM GllIJKL LKJIJD CGKOSil WSCICOC BFJIRV' VDJPB 
S'l'UVWX XWVUTS ABCDEF FIDCBA ~ X'fPLBD ABIMCIJ Ucam.A 

(3) .Al.ternate bm'izontal: (4) Alternate ftrt;ical: J;. 

ABCDIP FBDCBA :xwvmB mJWX ABIPQI XQPIBA DIUmJ tmlL1ID 
LKJIJD GBIJKL MNOPQR RQi(Bl BGJOlll WROiJGB C1KISV VSlUC1C 
HIOPQR RQfOIM UCJIBG GBIJKL C1DSV vsmcrc BCJJCllf VROJGB 
DYtr.IB smwx ABCDll' 1BDCBA D&M'lV um.m .ABIPQX XQPDIA 

(S) Simple diagonal: (6) Alternate diagonal: 

ABDGKO omDBA GKOBVX XVSOKG AVGRO OIGPBA. GIOOVX XVUOIG 
CBBLPS SPLBBr: DllLPlW Wm.BJ> CEBMPU UPMBIC :rBllP'J.W W!!'MBP 
PDIClN ~ BBIMQU UCllIBB DILQ'.N ftQLID Bm.QS SQT·TICB 
JBRUWX XWURIJ ACl'JIIR RBJ1CA JK1BIX DBRKJ ACD.TKR RKJDCA 

ACFJNR .RIJ1'CA JIGUlX.JWDJ ACDJKR RK'JDCA JICRSWX DSBICJ 
BBIM<iJ ucamm PllllN V'NID' BBII.QS SQ1,IKB DII4N = Dm.P.1V ftPLBD Cm.PS SPLBIC l'BMP'lW ftPMlll' CBBMPlJ 
OKOSVX xvsam AB1XBCO OKGDBA GlfOUYX XVUOKO .ABPGBO QRGJ'BA. 

(7) Spiral, cl.oclariae: (8) St>iral, counterclockv1ae: e 
A'BCI9 IMROPA DBFGBI IJKLMN APQBMI. nDCBA BMUCJI IBmZD 
PQRS'M K.WXQI CBSiVJ BUWXO BQlWVIC G'l'SRq.l' ODMJB JU'JBRC 
ODVUB .nr.mRC BQ1lfVK 00,BRQP CBSTUJ BUWXO PQRSm XWXQB 
IMI&TI IBGFBD APOIML P.IDCBA DIPGBI IJKUll A!J!f1Br LllROPA 

IWINOP XLJlCIK smvwx PQBSTU POIMUC MU(JlX IWVU'l'S umRQP 
JABCDQ WBABClf RBPGBI QDBFOV QDCBAJ 1'fCBAJll IllGdR YGnDO 
IIDPBR VGPBDO Q1>CBAJ KCBAlll RBl'GBI ODBFGV J.ABCDQ VHA!CI 
XIMJ'l'8 U'l'SRQP POIMUC MLKJIX S'l'UWX PQftS1U ICUINOP XLmJl 

a. One ot the very commm tne• of tranapmi tion c1pbera is tbat 
known - as m.umric•JJ :r-keyed columnar tramn:>oai tion, or, as it 1• mre often 
call.e4, kmd col.'WID&l" traupoaition. In thia type, the letters are usual-
l.y written in a pomatric cleaign, 111>8t often a rectangle, 'b7 1necr1b1ng thea 
in the or41aa17 mnner, 1.e., in horizontal lines troa left to right an4 
from tba top dovmrar48,; the letters are then transcribed b7 taking oft the 
co1UlllD8 in the sequence utermlnecl by the numrical ke7· If the crntoaJB-
tem. atit>Ul&tes a compl.etel.y tilled rectangle, enough dma,y letter• or null8 
are a4aed at the end of the ••aase to till. the lut line of the rectangle. 
Por enmple, giftD the prearranged key vor4 WASBIIIP.rol trma vtaich is 4er1'N4 
a numrical lte)', the text of the ••aage is written in regular l.1ma 'benm.th 

., 

the DUll81"1cal keJ J thus: 
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VASHIIGTOR 
10183452 9'16 

SIXPRISORB 
RSCAPTURBD 
THISMOBBIR 
GBBARBBWTO 
I B Y 0 If B 0 I' 0 U 
BPATBOLSBO 

!be crntosraa procluced by taking oft the co1WID8 in key orcl8r voul4 be u 
tollon: 

ISBD PSURB OLP.AS Jtl1!BP MRDI 
:NWFSS Rmtm 

In decipbermnt 1 a rectangle V1 th the -proper nud>er of cells 1 determined 
bf the length ot the message and the length ot the ke7, must first be pre
pared. In the foregoing example, since the cipher text couiata ot60 let
ters and tbe key length is 101 an approiriate diagra is mc1e and the cipher 
text is inscribed Tel"ticall;y 4avn the colUlllDB according to the order of the 
elemnts of the llUllBl"ical. key. ihUB the first two cipher groups vbeD in
serted into the rectangle would look aa tollowa: 

10 1 8 3 4 5 2 9 '1 6 
I s 
s u 
H B 
I' B 
B 
p 

When all of the columns have been iucribed. the entire pla1D text ot the 
mntogram V11l reappear. 

!.• It is not nece&s&l'J' tbat the transposition rectangle be completely 
tlll.ed, aa in the foregoing case; in tact, the security of the system is 
augmanted if the rectangle is not completely tilled. Tbe same general pro
cedure tor encipherment an4 da'Ciihermnt applies in this cue, v1 th -perhap1 
a stipulation that it the em ot the pl.aintext •asap till.a the last line 
of the rectangle,, nulls a.re to be a44ed to mke the last line incomplete. 

t. In this Appendix ve aball treat onl;y manographic,, monopbaae trana
-posi tfon of -pl.ain text (excluding coda text or other intermecliate textL and 
we aball lim1t our exposition of solution in the min to those systems in
YOlving rectangles (both compl.etel.J' and incompl.etely filled) for the trana
-position ma.trices. 

2. Solution of •sa5es enciphered ¥1th cntely filled rectans].es • 
--a. In solving a cryptogra known or aasumd to n been enciphered by 
keYed columnar transposition vith a completel.J' tilled rectangle,, the cryptana
lyst first factors the n\mber of letters in the msaage aa a •a.ns of deter-

99111l!ID&f!l& 
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' 
mining probable climns1ona of the rectangJ e. Be establishes the correct 
rectangJ e b7 cODBiclering tbe vanl. percentages of the rows ot the ciphel" 
text vhich baa been inscribed into the various trial rectangles; in tbe 
correct case the ron should contain ~vowels, without excessive varia
tion. Be then cuts &'PBl"t the ci"Phertext colUlllDll &Del anagram th-. so as 
to fora combinations of "good" digi'apha and trigraphe, vhich are expancled 
into longer polygraphs until all the columa are correctly anagramacl to 
)Pield the original plain text in the ran of the cmapl.eted rectangle. AD 
example vill make these steps clear. 

!!.• The tollOlling intercept is a'VILilable for at~: 

Nl'm' Li'DSR TSS'B' MDCm DRBXS 
CJ'IJll BDSBA Rit:PJ AOmB WRL110 
BllUL :erLAU RABDI O'l'O'l'S SOSYS 
m 

WHOllO B1ADJ OUUFI RRRBS RBRO'.r 
BPlllA WBRUV AAlNA TSDDS OIOAC 
TDCG DtB'l"l YDDR DOOi BIB'S 

1'hia ha.a all the earmarks of a transposition cipher.1 The nWlber of letters 
1n the msaage, 153, baa the factors 3, 9, 17, &Del 53; if keyed co1umoar 
transposition with a compl.etel.y t1l.lecl rect&Dgl.e is invoJ.Yed, the moat proba
ble dimensions are 9Xl 7 or l 7X9. The cryptogram. is inscribed accordingly 
1nto the co1UJllD8 of the tvo trial rectangles, as ahon in Figs. l and 2, 
below; the number of vowels in each ra.r ha.a been recorded in tbe co1umn 
label.eel "a" to the right of the rectangle. 

123456'189 (a) (b) 
BCUFGANSD 2 1.6 
BBOIBATSY l 3.le. 
TTUEWILOR .4 
BDUMKKBSR 2 1.6 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 (a) (b) 
FRPBLAFYB 3 .6 HRBOUNMPLBTCAORYB 8 1.2 
LBIDBTLSB 2 1.6 ETTBUBBJBRSBUTHDR 6 .8 
T :X: R S 0 S A T 0 3 .6 TSDOFRDAOUDBRSCYB 6 .8 
DSRBBDUHO 3 .6 BSRBIOSOBVDHASGRS 7 .2 
SWRAPDRNE 2 1.6 FTBERTBBPASTBOBRT 6 .8 
RBRRMSACR 1 2.6 LFXARCAGMAOLBSMBB 5 l.B 
TOSTWOBGB 4 .4 TMSDRFRBWIEBBYEBI 7 .2 
SBlfCABBBS 4 .4 DDWURITWAHOFOSTOB 6 .8 
SOEPWONMT 3 .6 SCBOSBCHWAALTTTOR 5 1.8 
T.BRJEAOEB 1.4 -5 8.4 
FEOARCTTI ... .4 
MATOUEOTH 5 1.4 Figure 2. 
DDCEVBTYR 2 1.6 -20.8 

Figure J.. 

1 The medJOds of differentiating transposition fl'Olll subni.tution have already been treated In par. 25 of 
MWtary C!'yptanalytlcs, Part L 

e 
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In 11.g. 1, since there are 9 letters 1D each rov, the expected number ot 
vovela is 9 x .4o • 3 .6; in J'1g. 2, Vi th 17 letters in each raw, the ex
pected number of vowels is 17 x .4o • 6.8. Fig. 1 IBlliteata striking va;r1-
ation 1n the range of 1-7 vovela trom the man. of 3.6 VOll'ela 1n the 9-let
ter rows, vhile ll'ig. 2 ezbibi ta a consistency ot aml.ler variation in the 
range of 5-8 vowels tram the mean ot 6.8 vcnrela 1D the 17-letter rowa; 
therefore the rowa of Fig. 2 are DK>l'8 like what ve woulcl expect in a rec
tangle of the correct climlnsiona. .As fUrtbar clemnstration, ve might ex
amine the co1um labeled "b" at the right of each diagram; this colum 
containa the deriations of the number of Tovela in each rov from. the ex
pectecl. number, Vith the sum of these cleviations at the bottClllL of the columa.. 
1or Fig. 1, the &'98rage of the deviations is ~78 • 1.22, while for Fig. 2 

t'be average is 894 • .93; this c1emonstrates more clea:rl.J' that the rectangle 

of Fig. 2 baa a greater probability of being of the correct c11:mensions.2 

c. In solving transposition ciphers, advantage is ta.ken of all the 
cbaraC'teriatics and idiosyncrasies which are applicable to the language of 
the •DellllY, because they often afford clues of considerable assistance to 
the cryptanalyst. Firstly, in all languages there are certain letters, 
uauall7 of medium or lov trequenc7, which combine vi th other letters to 
torm digraphs ot high trequeney. For instance, in Bngliah the letter JI 
is of :mdium frequency, but it also combines with ~ to form the digraph m, 
vbich is of highest frequency in literaey text; it also combines with C, a 
letter of •dium trequeney, to form the tairq frequent digraph CR. The 
letter V ia al.mat in the J.av-trequency categozy, 19t it combines with B 
to form the digraph VB, vh1ch in mil1 taey text is the 14th 1n trequency. 
Consequently, in working with transposition ciphers in Eagliah, when there 
is an H, attempts shoulcl be -.cSa to combine it first with a T or vith a C; 
a V should be combined first v1 th an B; a K should be combined first v1 th 
a C; and so on. Secondly, there is usual.17 in 8"r':f language at least one 
1etter vhich can be fol.laved onl.7 by certain other letters, tor.ming what 
my be termed an obliptory seg,uence, or an invariable digraJ>h. In all 
Buropean languages having the letter Q, the combination QU constitutes such 
an invariable digraph. In bona fide worc1s of Germn, the letter C is mmtl" 
used by itself; when present, the 1etter C is invariabl.J' f'ollovad by an B, 
except on ra:re occasions vhen the digraph CK is eJllPJ.o1ed. In English, the 
letter J can be followed OD17 by a vowel; the letter X can be "PNCeded 
onl.J' by a VOHl and, except at the end of' a word, can be succeeded only' by 
a vonl, or by one of' a 11.Dd.ted number of' conaODBDta (C H P T), and so on. 
Letters which behave in this manner, that is, letters which have what my 
be called a lim:l.ted affinity in combi'lling vith other letters to form digra-pha, 

2 A more precise method of cllicrimlnatlng among various trial rectangles 11 to square die averase of die 
devlanons, and obtain a ratio of dlis square to the expected number of vowels in the rows; the higher the rauo, 
the more likely it ls indicative of the correct case. Thus for FJ.s. 1, we get --!.L. = 2. 4, whereas for 

6. 8 (l.22f 
Fla. 2 we get (. 93)2 = 'l. 9. 
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constitute good points of' 4eparture tor aolution and llZ'8 therefore of' 
autticiant 1mportance to varrant their being uaigmted b;y the more or 
leaa daacriptin nam of' pilot 1ettera. !ha presence of' pilot letter• 
in a traapoaition cipher often form the baaia for the aasWDption of' 
probable vord8. Obrioualy, a spec1&l lookout should be kept tor voraa 
ot rather high trequenc7 in 11111 t&17 correapondance Vhich contain letter• 
ot lair or mclium frequenc;y. For example, the 1mportaut vm"Cl AftACK sug
geata i tae1t if' tbe cryptogram baa a IC, a letter of' low trequencr, and a 
C, one of' mdium fnqueDC)'. 

d. We now look tor a a tart 1D the amgrumlng process. We note tbe 
J in col. 8; this ahoul.4 be f'ollawecl b;y a vovel, pretera'bl.7 a U. Columa 
5 and 13 ban • u in the correapon41ng poaition, 80 w ~uxta1>0&• coi. a 
against each of tba tvo colUlllD8 in turn, nighting the disrapha thus pro
duced in orclar to be ab1e to select the -pair that baa the highest proba
bil11i7 of being correct. 3 Thia ia sbcnm bel.olr: 

8 5 8 13 
PU 33 PA 6J. 
JU 25 JU 25 
AF 38 AR 82 
OI "2 OA lt8 
BR 911- BB 81. 
GR Ja2 OB 6J. 
BR 911- Bl' 99 
WB 25 WO 67 
I'S df ·~ ...2J. 

617 

The high aaore of 617 aa compared v1th lt64 atteata to the cor.rectneaa of 
the choice of' cola. 8 and 13 to be paired together. 1'he digraph JU ahoul.4 
be f'oll.mecl by a consonant, pretarabl;y B or S; these letterll are contained 
in cols. 15 and ll. Ve now 3uxtapoae cola. 15 and ll in turn apinat our 
8-13 pair, &Del, in the absence of' aftilable trigraphic nights, ve night 
the digraphs tormed b;y the combination of' col. 13 with the mv trial colUlllDll, 
.. tallalfll: 

,..--. 
8 laii' 8 13 15 

PAR 89 PA~ 83 
JUI 68 JUS 58 
ARC 53 ARD 6Jt. 
OAG 45 OAD 73 
BBB 81. BBS B6 
0 B II 6J. GBO 58 
BBB 87 BBB 87 
VO~ 67 voo 45 
-~~ ..§1. BTA ...I! 

6J.8 628 

3 The wfsbta used hem ue die cendban wefghta given ID Table 16 of Appendix 2, Mlll!llY 
Cryptanalydca, Part L 

... 
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The combination of' cols. 13-U )'iel.cla a higher score tban 4oea tbe combi· 
nation 13 ·15; :mreonr, the tr1grapbs torma4 by cola. 8-13-ll look JIOl'e 
like plaintu:t trigrapba tban do those f'ormcl by col.a. 8-13-15. Pram here 
on the &nagralllld.ng progreasea very rap14J.y, v1 thout the uae of' weights, b7 
expan41ng the triP"•Phs into the words vhich have begun to -.nif'eat them
aelvea, such aa PAmOL, JUS'l, llOAD, etc. Tba cQllPl.et1on of' the ao1ution 1• 
aholm belolr, together with the recovered trana'PQ8it1on key: 

36H1~8~ll2U9Wln45U 

BBBNYPATROLBBCOUB 
TBRBDJUSTTBRBBBUI 
DRBDYARDSSOUTBOFC 
ROSSROADSSBVBIBIG 
BTTBRBBSTOPAPTBRB 
XCBANGBOFSNALLARN 
SFIRBBBBNYVITBDRB 
VIBTOWOODSABDPURT 
BBRCOBTACTWASLOST 

3. Solution of' measapa enciphered with incampl.!teb ftllecl rect!Dll••. ·"'!.· The next caae to be considered is that ot k9184 co1umnar trana
'P081 tion With an incomplete~ t1llecl rect.angle. Thia caae is not •'PPl"eci
ably lll02'8 clitticul.t than that of' a compl.eteq f1lJ.ed recta.ngl a; solution _.,. 
be achieved by one of' several metho4a, e.g. , asauming a probabl.e vor4, as
suming the length of the transpoai tion ke7, and b7 a general mthod of au.
gramaing without regard to the k8J' length, among others. Par this particu
lar demonstration 1 t v1ll be assumed tbat the •'DeJIW has been uaing tranapoa1-
t1on k8J'8 tram 10-15 elements in length, with 13 being the DIOC1e or mat tre
quent length. The follOll'ing ceyptogram is available tar stuq: 

.AFOOR QYSll> SDBRN XCBDA VAOlll 
ESi'IH VIFSB UFIGU RXPLS ELAIO 

Since the message is 100 letters long, thia means that frr a rectangle of 
a width of 13 there v1ll be 9 long columns of 8 letters etch and 1" short 
col'UJllDS of' 7 letters each. If' the long col.UlllDB compr1ae the first 9 columns 
ot the transposition rectangle, we v:lll baft the diagram as illuatrated in 
Fig. 3!_, below; and since the co1um 1'brea1a1• (i.e., the points vhare one 
column em.a and the next begins) are in this case known, the col'UD'UI coulcl 
be anagr11111DBd from this diagram without any trouble. It, bonver, the first 
9 columns are not all long columns, an a43uat•nt :must be -.ae to account 
tor the poasibWty that some ot the tlrat 9 col:uma are short co1ums; 
this _.,.be compensated tor b7 coutructing vb&t is knolrD. as a hat cli!IL"am 
(&l.ao called a crown d1as;ram) , tµuatrated in Pig. ~· In this latter c11a
gram1 it J1B7 be seen that it tba ti.rat co1um 1• a short column, tbe second 
column vill begin with an s, DOt an B; if both cola. l and 2 are abort, co1. 
3 v1ll begin vith the letter R; and if oraq om ot cola. l aDll 2 ia a abort 
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column, col. 3 Y.l.11 begin vith the letter :x:. It llWlt turthenon be ob
aerncl that a 1etter in arq &teaigaated row_,. be •tcbecl cml7 vith those 

1 2 3 4 5 & ., 8 9 10 ll 12 13 
AKCKYARIUAMMR 
I' 0 R B R J' C J' R I C lf P 
OSDOWOBS:X:OTSR 
ODARSOSBPLRSB 
RBVl'BITULIBTB 
QRASBTIJ'SBPTR 
l'BORIBBIBUIBO 
SXRITOVOL 

J'igure 3!,. 

1 2 3 4 5 8 ., 8 9 10 11 12 13 

1 teitul 
2 asetitai 
3 n o r i e h i e h p 
4 a :z: n i t o v s 1 u 1 e 
5 AHCMYANIUAMMlf 
6 J' 0 R B R I' C J' R I C H P 
7 OSDOWOBSXOTSR 
8 ODARSOSBPLRSB 
9 RIVl'BITULIBTB 

10 QRASITIJ'SBPTR 
11 YRORIBBIIUIBO 
12 SXIITOVGL 

1ettera vbich a.re a mx'•• ot (n + 1) rova remoncl, where !!. 18 the nUlllber 
ot ahart co11DllD8 ot the rectangle. ibus the hat diagram caapenaatea tor 
the poaaibili t7 tbat &ll1' baignatecl nUDl>ez'ecl col\1Dlll vill either be abort 
or long, and ao tacWtatea the subsequent anagraming ot tbe columna. 

b. We note the Qin col. l; this ahoul4 be toU01184 b7 one ot the 
tbreeU'a in the cipher text, in cola. 8, 91 and 10. We will take the U 
in col. 8 aa a s~t, and w vill bave the •tchecl -pair ot colUlllD8 as shown 
in ftg. "'-1 bel.av. Ifov the QU should be tolloncl b7 a YOV8l., preterabl.7 
B. Ot tbe 11 B's in tbe cipher text, ODl1' the 6 B's in rovs 7-10 ot col.a. 
2, 5, 7, 11, and 13 com in.to consideration. (Wb.7 tbia ia so v1ll be ex-
tUainecl in aubpar. S.• ) We now nake trial mtchinga ot these columaa vi th 

1 8 1 8 2 1 8 5 1 8 6 1 8 ., 1 8 ll 1 8 13 
Ay Aye AvT Avi Ayt A.vu Ave 
:r f J' f I J' IR FI' f Fr e F r 1r Fr 1 
0 :r OFO 0 OFW 0 I' R 0 I' 0 0 :r c 0 I' p 
OS oss oss OSW osi OST OSR 
RB RBD RBI RBS BBC RBR BBB 
QU QUB QUB QUB QUB QUB QUB 
r :r YI' R y F I 1' I' B 1' I' s 1' F p 1' F R 
SI SIN SIT SII SIT SII SIO 

-(a) (b) (c) (cl) (e) (t) (1) 

Figure 4. 

4 
Nor.e 1hat we clo not zecol'd 1be letren above V 1D col. 8; dnce 1be Ont letter of col. 1 ll A, we know 

that this A m1111 be 1D 1be flnt row of die uamposltlon rectangle, dlens:fom it woulcl be lmpoaslble to form 
digraphs w1dl aDJ' of the letteD above V in col. 8. 

.. 

e 

. .. 
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tbe &11'eac1¥ eatabllahecl p&1r 1-8, aa aholm 1n l'ip. 4b~. It can be aeeu 
tbat time &'N 

111llpoaaibl.e11 trigra-pba in PS.ga. 42' ~ -,!_, and '1 lee.ring onl7 
Pip. ~ an4 I. to be comiaered; of theae tvo, Pig. "£ )'ielda better looking 
trigrapba. 918 anagram:Lng proceaa contimaea, until tbe tall.aw1Dg final. 
41asna 1• reached (.ahowD here v1 th au the el.emnta ot the bat d1agraa, tor 
purposes ot comparison vi th Fig. ~ : 

c. 

11 13 1 8 5 4 6 3 2 12 '1 10 9 
t • 1 

taae t u 
iroin elt 

1 h i n t X 8 'P 0 8 1 
heAvYMACBileg 
u B P I R B P R 0 ll C l U 
.MPOJ'VOODSBBAR 
CROSSROADSSIX 
!rBRBBFIVBSTOP 
RBQUBSTARTILL 
BRYPIRBOBTKIS 
P 0 S I T I 0 B XI B V B B 
I G UL 

In the preceding aubpa.ragra'Ph w took the U in col. 8 to be matchecl. 
vith tbe Q in col. 1. Rote in Figs. 5!. and~ 'belolr, tbat the other tvo u•a 
in the cipher text could not t>OB•ibl.7 go vi th tbe Q. The U in col. 9 18 
J11DN than (4 + 1) ran remnd from the Q, ao tbat if it 1a juxtaposed againat 

1 9 1 10 1 8 ' 1 8 6 1 8 8 1 8 9 1 8 12 

A AI A 'f' A 'f' r AT h AT R AvB 
Pu I' 0 PI a PIO pfy ., rx :r rs 
Ot OL oro 0 ., 0 OFI OFP 0 :r s 
0 i 0 I OSn 0 SI OSF OBL 0 8 'l 
R I. RB RB il RBT RBS RBS RBT 
QU QU QUB QUI QUI QUB QUB 
1' R 1' 1' , 0 YPO YPU YPL yp 
sx s SIR SI SIP SI 8 I 
(a) (b) (c) (d) (e) (t) (g) 

'1gure 5. 

the Q it v1ll le&Ye the tint digr&'Ph, A-, 1uccmpl.ete; and the U in col. 
10 1• at the end of the col.um, ao that only 6 digraphs are tormd 'b7 the 
combination vheD. we expect either 1 or 8 digr&'Ph• in each pair ot columa, 
depen41ng on whether they are abort or long. It n.a alao noted tbat only 
6 ot the 11 B's in the cipher text coul4 poaaib1)" go Vith Ile eatabl1ahe4 
QU in the pair of col'UllDB 1 and 8. In Pig. 5!,, col. 8 for the B baa al
reacly been used tor the U, 80 this figure is ilapoa8ible. ID Pig. 5g,, col. 
4 1a short 'b7 one letter at the tov, vher- in l'ig. 5S.. col. l2 ia short 
b7 at least one letter at the bottm, ao these figures are also rejected. 
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ftg. 5f 1• re.1ecte4 becauae tbe B 1• 10 letten ~troll the U (u -r be 
s•D tram rtg. 3!,) , and :rig. ~ 1• re.1eetecl becaue the Q 1D col. 1 1• '1. 
ava.J' from tbe B, a1nce neitber-10 DOZ' 41 caD be mc1e up b7 &11¥ comb1zlat10D 
of integral ml.ti-plea of 8 aad. 11 the length& of the col'lml8 in this e:aa
,ie. 

4. 1'be siapl.eat aolut10D of k8J9Cl columnar tranapoai t:l.oD vi th an in
cQllPl.i'telJ tilled rectangle baa .1•t been dlmlmatratecl, Tis. , b7 the •tbad 
ot uauming tba length of the tr&1111'P081t10D lteJ' and Ul&gr'fiiidng u 'bu been 
treated 1D the faregoing aubparagrapbll. It vu iad.1cate4 at the beginning 
of sub}IU". a tbat there vu alllo a general •tho4 of anagraming without 
rep.rd to the ke7 length. 1'hi• ..:nmt• to nothing mre tbaD aearching in 
the ci}»her text tor a pilot letter such u Q, vri ting aeveral of the pre
ceding letters of the cipher text in a col.um OYel' th:I.• letter, an4 aeftl'al 
of the tollav1ng letters below thia letter; then a letter vhich i• ua~ 
uaociate4 with the partieular pilot letter is located and placed next to 
the pilot letter, again recording the prececling &Del follaving cipher letter• 
in a column u before. !!be resultant digravba are then exaa:l.uecl tor 'POS•i
ble clel.1neat10D Of the U'PP8I' and lORr limits of the ColUIDll, baaed OD find
ing "illpoasible" digraph& vbich would in41cate these limits, and. the digraphs 
an upa.naad into trigrapha and longer }K>l.Jgrapba until the aolution 1• coa
plete. In the absence of pilot letter&, ve 111.ght uae the tirat tev letter• 
of the c1J>ber text (vhich mut baTe cme traa colum l of the traupoaition 
rectugle), or the J.ut tev cipher letter• (which mut ban com troa the 
end of the lut colum), cmaparing these segmnta both u prece41ng and fol
loring letters of other aepanta taken progr•aivel.7 throughout the cipher 
text, and weighting the digrapha thus formcl u a muure of the Y&l.idi t7 
of tba •tch:l.ng; vbere tabulating mchil1el7 is aTailable, thia mthocl con
stitutes an important an4 ettectin anal.J'1;1cal awroach. 

4. Solution of maaaaea with similar beginni.ya.--!,• It ia not un
uauaJ. in m1.lit&rJ COllllUl11cat1ona that two meaaagea will begin with e:xactl.J" 
the 8&11111 vorda, ao tbat the first two, three, tr ao lines of the enciphering 
rectangle ot a transposition cipher are uactq the aam in the two •aaagea. 
When a aingle columnar tranapoaition mthod using incmpletely tilled rectan
gle• :I.a being empl()Jed, the f'inding of' two aucb •aaagea v1ll YC7 greatly 
huten the solution becauae the ic1ent1cal portiona in the tvo maaagea enable 
the crntanaJpt to div1c1a up the cipher text into the exact colmma ot the 
enciphering rectangle, thus el.1111.nating the c!oubt• concerning the long and. 
abort colU111D8 tbat would otberwiae biader b1JI in ettecting a aolut1on. 

b. Bote the following two •••ase•, vi th the UD4erl1ne4 cOlllllOD 'POlJ'
graphic aegmnta; the tact tbat there are 12 aucb aegmnta lnclicatea that 
the tra.napoai tion rectangl • baa 12 columna. 

Message "A" 

NOSMO BOOOI TBABS 
BUUBS ILA'T-T---ATODO 
TTRS~B--BMBAA YENCO 

1 CCl'AD TUGSI 

PBDEO 
LY I BR 
PBPIO 

BPOOL GDTIF 
ARLIN Cl'IMC 
If Y I I C If D S R Y • ---

... 



:. 

• 
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COl1f fBllifI& 

........ "B" 

BOSBA CLI'l'C 
SDGB'l' ILALB 
BSGOA BLCT'l' 
A A I 0 -A-s--u 0 1' B 

OI'l'FD ILBAI BDBOI LLVBC 
lklSI TB'l'Sf 1rl!o DOMLS 
BRTOR MCTPI BTPR--B-~J~K~BAB 
PMIUB BOBIC IVYBI Dlicr 

_!BBOA RPRI ---
Theae msaagea are DOV rewritten ao u to bring 1c1ent1cal. '(IOl'tiou all on 
the &8119 linea, u ia ahalm in l'ig. 6, belall: 

Message "A" 

1 2 3 4 5 6 'l 8 9 10 11 12 
IODGJITAMMOIC 
OIBIBORCif cr 
STOTIDLTABBA 
M B lil I L 0 I T A P D D 
OAPlALMRYIST 
BROBTYCSBORU 
0 8 0 U '1' I T B II B Y G 
OPLUABIBCYCS 

R R I B 

ftgure 6. 

....... "B" 

1 2 3 4 5 6 'l 8 9 10 ]] 12 
IODGJITAKMOIC 
01ilsoicltct 
STOTIDL!Aiil 
B I' I I '1' 0 C r B P V I 
ADLLBM'l'IAilYB 
CBLATLTBABBO 
LLVLBSB'l'IUIA 
IBBllTBRPOBDR 
TACBBSTRABAP 
CISJCPGOBSOIR 

BD BORJUR I 

It ia clear frm a com:pa.rison of these 41.agram, a.ml cou14eration of tba 
tact tbat the long columa Jllll8t of neceasit;y go on the 1ett·ban4 aic1a of 
the rectangle, that the numbers 2, 6, 10, aD4 12 occuw the first four 
poei tiou ot the ke;y, and that the nUlllbera 1, .._, and U occuw the lut 
three poai tiona of the keJ'. BJ anagraming col.1m111 2, 6, 10, ancl 12 and 
columna l, 4, and U ve euil.;y c1atend.ne the ezact orc1ar of these numbers, 
.. ahalm in ns. 7' below: 

6 1012 2 
TOCO 
OPJ'I 
J>BA'l' 
0 P D I: 
LITA 
YOUR 
IBGS 
BYSP 
RIBB 

• • • • • 11 1 4 
1 i d 
COi 
RST 
J> M I 
sor 
RIB 
YOU 
cou 

...... "B" 

6 1012 2 
to co 
0 P F I 
DBAT 
OPBP 
MMBD 
LBOI 
BUAL 
BBBB 
SBPA 
GORI 
ORIB 

• • • • • 11 1 4 
!id 
COi 
I 8 '1' 
VII 
YAL 
BCA 
ILL 
DII 
A '1' I 
ICK 



REF ID:A64556 

'Die reet of the •o1utiona foll.on quicltl.7, &D4 tbe trau}IOll1t1on ke7 1• 
4atermina4 to be 6-10-12-2-8-9-7-5-3-ll·l~. 'l'b.e fiml tramvo•ition 
rectangl •• are ehovn 'be1ow: 5 

610122897531114 
TOCOMMAIDIBG 
OPFICBRSiCOlf 
DBATTALIONST 
OPDBTAILBDKI 
L I '.r A R Y K A P S 0 'f 
YOURSICTORBS 
IIGSllTTOYOU 
BYSPSCIALCOU 
RIBR 

6101228 97 5 31114 
TOCOMMAIDIIO 
off ICBRSBCOI 
DBATTALIO!ISf 
OPlrricTIYII 
llMBDIATBLYAL 
LBO!IBATTLBCA 
SUALTIISVILL 
BIRBPORTBDI.B 
SIPARATBCATB 
GORIBSOPSICJC 
ORIBJURBD 

5. Solution of ••!ff!• vi th sillilar en41w. -"'!,· In tbe preceding 
paragraph it vu •bavn that the eolution of two ke19C1 columar trwpoeition •••aae• bartng s1m.1lar beginninp 1a an w7 •tter. 'l'b.e caa• ot a i-tr of 
•••ages hartng sim1lar emU.nga ia even simpler; the 14antie&l plain text 
contained in the bottom lines of the rectangle v1U afford clma to a clirect 
recoutruct1on ot tbe tranaposi tion tq, v1 thout the naceasi ty tor arrr aa
graming vbateoeftr. 

b. Let ua umline the follaring two ••saps. Ve t1ml betwen th••• 
msaaiea lit. ••ts ot c11graph1c or lonpr repeti tiona; theae repetitiona clo 

lleaaap •An 

CYMRS TU BIT OOABB BOD BB DYTSD B '.r B 0 V 
1 2 3 4 5 

SBIRB IAVUB JI 0 I B D DDCRB I A L S B S 1l L 0 0 - 6 7 8 . 9 
MSRPB RBBAS U R A P 11 BA.GIB srBBB RICIC 

10 11 12 13 14 

Ml•llllP "Bn 

MT I US RLROM IBIAB IPJSU RYS BS RBIBB 
1 2 3 4 

OIAGR BTTOI I B ll D B llPBKB BOC BC SCVI!.,.. 
5 8 ., 8 

Barro 8 T S D JI ROTOV S I' B U 8 00.A.II POD.Ill 
9 10 11 12 13 
IORB'.r 

14 

6 Note that the la1t letter of the common polygrapbic segment GNTI in col. 4 ii a chance colDcicleDce, 
and doe1 not belong to the Identical begiDD1Dgt of the two meuages. Such colDcideaces are frequent ln dlil 
medlad of aaalyst1 and must 10metlme1 be taken inro comlcleratJoa when allocating the INt IDID die columDI. 

881JIWllAL 

• 

\ 

~ 



REF ID:A64556 

not occuw c0ft'espom1111g ••CIU8nt:1&1 'P091t1ona u vu the cue in tbe ••
aagea in tbe 'Pl"eri.OU 'PU'811"•pb. ID orc1er to facilitate our atuq, w 
mnnber tbe comma aegmnta aerial.q in each waage, u ia aholm abaft. 

!.· Ve note that aepmat Ro. 1 (RS1') in Jleaaage "A• correa-poa4s to 
•e-nt Ko. l.lt. in Message "B"; liknise, aegmnt lo. 2 (OOA) in Message 
"A" cmTeapon4a to aegmnt lo. l2 in lleaaap "B". It w aet forth the 
poait1ozaal equ1ftl.ene1•• between the aegmnta in lleaaa91 "A" aptut tbe1r 
iuntitiea in lleaaage "B", w v:l.11 ban tbe following: 

12 3 ... 5 6 7 8 91011121314 
~l21310ll 2 6 4 1 1 3 5 9 8 

Message "A" containa 90 letters, which •ua that tor a tranapoait1oa. rec
tangle of 14 co1Wlll8 there will be 6 loll& colUBlll of 7 letter• each, am 8 
ahort columa of 6 letter• each; Mltaaege "B" eonta1na 95 letter•, vhich 
•8D8 that there v:l.11 be 11 long columa of T letters am1. 3 abort columu 
ot 6 letten. Relatin to the position the laat letter in each rectangle 
OCC'U'P1•• 1n the bottoa rtN ot the rectangle, 1 t i• o'bYioua tbat tbe final 
letter of Jleaaap "B" 1a tin columa to the right of tb.e final letter of 
lfeaaap "A"• Ua1ag tbia clitterence, n!_. , 5, w caa. buU4 up a key seqU8DCe 
troll the aeries of eq,u1valenc1ea given abon. !b.ua, tbe equinlent of ••s:
•nt Bo. 1 of Message "A" :la aegmnt Bo. lit. of Maaaage "B", ao ve place 1,.. 
tin apacea to the right of the number 1 vhicb vu arb1trarll¥ pl&ce4 at the 
left; tbe equivalent ot Bo. lla. in Message "A• ia Bo. 8 in Meaaage "B", ao ve 
-pl.ace 8 tin a-paces to tbe Z'ight of the 14 Just enterecl a mmnt before, u 
i• •hovn beltN: 

1 2 3 ... 5 6 7 8 9 10 11 12 13 14 
1 llt- 8 

1'he equivalent of ••s-nt lo. 8 of Message 11.A.11 1s lo. 4 of Massage "B", ao 
a ... is tllaced five a-paces to the rigbt of the 8 in tbe diagraa above, tr•t
iag the sequence CJ'Clicall7. Tbia proceaa ia continued, until ve have con
structed t'be tolloviug complete aepnce: 

\ 

l 2 3 4 5 6 7 8 9 10111213 J.11. 
1 4 6 5 13 14 lD 2 11 9 8 7 12 3 

1'bia sequence, 1-4-6-5 ... , is e1 ther the trwpoai tion k!y i taelf, or a 
c;yplic permtation of the trwpoa1tion key• 

d. The underlina4 aepenta of the •••aae• in aubpa:r. b indicate the 
end ol the col'UllDll ot tbe trana"PO•ition rectaugJ.e., since the-ic1ant1c&l pl.ain· 
teit 'POl'tiona are located in the final ran of the rectangle; for example, 
the first col.um of Jleaaage "B" :must contain 7 letters, eD41ng in SRL. Since 
a kDov that Meaaage "B" has three short co1Ulll8 ot 6 letters each, ve can 
look tor these columns delineated in the cipller text 'b7 the eDCli.111 aegmnta; 
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ve t1D4 these to be col. 5 (BIDUG), col.. 13 (IIPODB), 8lld col. 14 (D'o.RST).6 
Since theae abort columa mat be at the ript of the trwpoa1t1on •tr1x, 
the actual tr11111poaition ke7 mat then be 10-2-ll-9-8-7-12-3-1-4-6-5-13-14. 
1be cit>her texta ot the two •saagea are DOif inserted into the appropriate 
rect:uagl •, an4 the plain texts wrge u is ahown in the mutration 
'below: 

1021198'112314651314 
OURADVAHCBBBIB 
GHBLDUPBYDBTBR 
MilllDBIBMYRllSI 
S T A .N C B B 0 R T K 0 J' C 
ROSSROADSSBVBN 
f oullIGiTDASBC 
HAR LIB 

....... "B" 

10 2 11 9 8 ., 12 3 1 4 6 5 13 14 
FBISHBIBKYRBIB 
PORCBMBBTSBBII 
GMOVllDUPIIITOPO 
S I T I 0 If S .T U S T B 0 R 
TBOJ'CROSSROADS 
slvi1toull1dl'l 
DASHCBARLII. 

6. Reconstruction ot literal km trcm numrie&l. ke:P·--!,• It the 
enmv i• miug numrical ke1'8 vllich hoe been derind troll literal kep, 
it goes vithout aaying tbat tbe cryptaul1'8t should tey &114 reconstruct 
tbeae literal ke19 u the lut step in the solution. 'l'hia reconstruction 
97 be of mre than acaclem:S.c interest, since the original literal. kttJ8 _., 
furnish clues aa to the em1a7•a thinking and its possible influence on h1a 
c17Ptograpbic habit• ar idioa)'DCZ'&Ciea. :ror example, it the cryptanal)'llt 
detend.necl tllat the •IMIJIV usecl the nams of fl.avers tor the cleriY&tiou ot 
ke)'a for tin aucceaain cla7a, on tbe sixth cJq the cryptanal19t voulcl prob
abq coD11ul.t a botanical. anthol.og and perbapa sue•• tbe probable b7 far 
the kJ'; this •tho4 of crntanaJ.111ia is yery reva:rting vbeD it vorb--and 
it cloea. 

b. When numrical. ke19 a.re deriftcl f'rc-. literal. keJ11 in the uaual -.n
mr I r .• • I bf &881gnillg D\1Jlber8 tO tbe letters in &CCorc1allc8 vi th their rel.a• 
tin poai tiona in the nor-.1. alphabet, 7 the aequence of k9J" numbers forms the 
'bui• tor a Jmzvprd reconstruction 41aqaa. The diagra for the k9J" cleri't'ecl 
:ln eu'bpar. 2£ i• •hon in Pig. B!f, in vb.ich the in41v1dual key numbers are 
written rrc. left to :right 011 c11tterent le't'el8 so that each l.nel contaiDll 
oDl1' numbera DOl'a1l7 in sequence. 

6 Nore that die thild column of Mesuge "B'" must end lo TSD, and not TSIE; dle extra "E" at die end of 
dlll sesmeat iD die two me1181a was a fortuitous colocideoce, as polDted out iD die pzecedlD& footnote. 

'1 See ID 11111 connecdoo par. 38 of MlllwY Cryptanalyd.ca, Part L 

soo 
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u ~ i a 5 4 6 3 2 a 7 ~ 9 
l 2 

3 

4 

5 6 'l 

8 9 

10 

11 12 

13 

Pipre a.. -
On tbe first level, tbe nud>er 1 repreMnta a letter near tbe ney begin
ning ot tbe alphabet, ancl ia moat likel.7 an A; the nullber 2 &lao represents 
a letter De&l" the very beg1DD1ng of tbe alphabet, an4 this too is quite pro'b
abJ.7 an A, alt'bough 1 t mlght be a B or C. On the second J.nel, the equin
lent ot 3 aaat be at least one letter to tbe right in the nar-.1. sequence 
attar 'Whatever letter the 2 represents; likeviae, on tbe third lenl., tbe 
equivalent of 4 mat be at 1-t one letter after tbe eCJ.UiY&l.ent of the digit 
3. It ia alao clear tbat the number ll 1111111t represent a letter in the lut 
half of the alphabet, BD4 that l2 might be tbia aam letter, or one turther 
to the right in the alphabet; the number 13 lal8t of course represent a let· 
ter after that represented b1' 12. The probable ranges of tbe '981"1oua na
bers or tbe kflJ' are thus recordad in tbe ke}¥orcl reconstruction c11.agram, as 
shown in Pig. ~ below. If desired, the ranges of the letters comprising 

1 

2 

3 

4 

5 

6 

1 

8 

GWl1•'1'IMa 

u ~ i a 5 4 6 3 2 a 1 w 9 
1 2 

A·C A-C 
a 

B·E 
4 

C-G 
5 6 'l 

D-I D-I H·M 
8 9 

H-M L·S 
10 

N-T 
11 12 

P-T IR-U 

13 
R·W 

Figure 8b. -
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the equivalents of the key numbers might be 11ate4 u •ban in 11g. 8!,, 
'beJ.ow, which aom atudanta vill tincl to be a more comenient cl1agraa tar 
selecting combinatiou ot "good• letter• forming trapanta of the 11 teral 
1r.e7: 

111318 54 63 2121108 
PRAHDCDBARHRL 
Q S B I J: D .I C B S I 0 II 
R!'CJPBFDC!'JPlf 
SU KGPGB UKRO 
!'W LHGB LSP 

MI I K!R 
s 

11gure 8c. -
c. The next atep ia to t1114 a gooc1 V01'4 (or vorc1 f'npnta, it the 

JIUllBl'iCal k9J' baa been c1.er1:nd troa two or lm'e voraa) troa amng the 1B1Q' 
poaaibWtiea; in tbia •tat> ve _,be &i&tcl 'bJ' the relatin treci\18DCJ' of 
initial and final letter• ot V'01"'8 in the languap.B If va atuq the ending, 
we can aee that IOlf 1• a poaaibilit1', vhich 1a then ezpancled progN••iftl.1' 
into '.rIOif, A'l'IOB, and CA'l'IOif. At th1• point w migllt consult a 11at ot vorcl8 
arranged in rhyll1ng order accorc11ng to vord length, 8 or w m:Lght IBke tr1&l8 
tor varioua poaaible beg1md.ng digraphs (which mat be tollancl lt1' A, aince 
the titth letter tram the end baa been eatablisbed u an A); vben QUA la 
tried, the ward "7.ALIFICATIOlf emrges, vitbout U7 inconaistenciea. It mut 
be pointed out that it the numrical kfr1' ia rather abort, there ._,. be mlti
ple poaaibilitiea tor tbe choice of literal ke78· With uumrical ke711 of 10 
or mre Dllllbera, it ia uaml.l.y poaaibl.e to reconatruct the original literal 
k8J' uaecl; furthermore, the longer the nU181"ical ke7, the easier it ia gener
ally to recover tbe literal key. All au exercise tor" the stment, it is left 
to him to reconstruct the literal. keJa frml the rest of the numrical ke)'ll 
in thia A}rpeucl1x. 

7. Solution ot ••!!I!• ot identical length and in the aame keJ.--!,. 
In the mecbanica of tranapoaition ciphers, the eaaential feature liea in the 
cbanpa in poa1t1ona of the letter• constituting the pl.&1ntext message, the 
cbauges being determined b7 a k97. It tollovafuJhretore, tbat the letters 
ot two or mre •••••• of exactlr the ... le _ 1 &n enciphered by the 
aw k97, vUl underlP exactly the same changes in :epaitions. It ve bave 
several such ••sages, aoJ.ution E1' be ach18ftd ~ vr1 tins them uncler one 
anotber and anagramd.ng tbe col.umna thus tarmdfO this •thocl holds true 
regardless of the size or shape of the transposition •tr1x, or whether the 
transposition 1rwol:na monopbaae or ~hue transposition. 

B Cf. Tablea 2•D 1111 2•E of Appendls 2, Ml1ltuy Cgptanalydc1, Part L 
9 Cf. Section B of Appencllz 3, MUltary Cryptanaly!lca. Part L 

lO Tbfs pioce• ii known as muldple anagramming. 



; 

e 

.. 

REF ID:A64556 

!.• Let us aasum tbat ve haYe intercepted tour 50-letter •s-ea on 
the •- claJ', and that there is reason to beli8T8 that the sam transposition 
SJ'Sta and s"p&citic k8)'8 mlght ban b,en used tor all tour ••sages. bae 
tour •••ages are auperimpoae4 u f'ollon, together vi th a notation of' the 
poeitiona the cipher letters occUW" in the ••sages: 

123,66189Wll12~U16~"g"~mn~M~~HHH~ 

Mag Bo. l: B U R I L 0 R R B M B T D T B B 0 T G A R U U D B I D I I 0 
Mag lfo. 2: I P S L T 0 L L B 0 X T R B I U R If B L I S T B I A 0 T ! A 
Mag Bo. 3: TI T P 0 I IRR I BBB RUB 8 PI R 0 I BB A IR G 0 A 
Mas lo. 4: r TI 0 I TB B s IBM s R v A I I BT A I I A I c I IMF 

m~33M~OO~UU~GG~"~~~-d~ 

Mag No. l: BI VD MB Z I I BA C AB TAT 8 BR 
Mag No. 2: BR U C S C I I QB BBB 0 I LR I I T 
Mag No. 3: E TS W GB RS LE BK P 0 B TA A 0 T 
Mag lo. la.: P I I I I R A S R T R P 0 B B W 0 K T 0 

In Message Ifo. 2 ve B.l"e fortunate in haring a Q; this shoulc1. be paired. vi th 
one of' the tvo u• s in the •ssage, as shown in Figs. 9@ and ~ below. Since 
Fig. ~ procluces better cligrapba, va conclude that thePatr of columns (39,33) 

39~ 3933 3933~ 39 3316 3933 ,9 
II IV IVA IVE IVB 
QU QU QUI QUI QUI 
LN LS LSP LSU LSO 
RA RI RBO RIV RBT 

(a) (b) (c) (d) (e) 

Figure 9. 

is mre likely to be correct tban is the pair (39,16). 'l'b.e QU ahoulcl be 
f'olloved by a vowel; if' the vonl ia B, the o'Dl.7 colum vhich 4oea not pro
duce an impossible trigraph with the combination (39,33) is col. lt.3, as 
ab.ovn in Fig. 9£; if' the vanl is I, the only poasible combinations are 
ahovn in Figs. 9cJ, and e. Ot the foregoing three poaaibili ties for trigrapha, 
the beat looking-set 1i that in Fig. 9!.· On t171ng ftl'ioua continuations of' 
QUI, ve £rive at the f'ollovi.ng tragmnt: 

39 3349~12 
Mag Bo. l: ••• I V B A T ••• 
Mag Bo. 2: ••• QUI BT ••• 
Mag Bo. 3: ••• LS 0 PB ••• 
Mag Bo. It.: ••• RB T 0 M ••• 
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Attar a little further expermntation, all tour m1aagea are completel.y 
&llap'-..cl, 71el.d1ng the tollov1ng: 

GW~U1414H"H~1~~~~fill~M25ffi~R~"Bm~ 

lllg Bo. 1: A. N N U B I T I 0 lf T R A I lf S C B I l> U L I ]) T 0 A R R I 
Mag Bo. 2: B 0 S T I L B A R T I L L B R Y B X C B P T I 0 I A L L Y Q 
Mag Bo. 3: K I G B T P R I S 0 B ' R S T A JC B B B Y 0 U R P A T R 0 L 
llag Bo. 4: R I I • r 0 R c I ll B I T 8 I ll p B R A T I v B I ., w B A B 

~d~~M~s&~uamfis~~M~"u 

Mag Bo. l: V B A T Z I R 0 B I 0 B T B U B ]) B B D 
M9g Bo. 2: U I B T I I S 0 U T I B B B S I C T 0 B 
Mag lo. 3: S 0 PB R A T I B 0 I B AB B B W T 0 B 
Mag Bo. 4: B T 0 ll A I I' T A I B P 0 S I T I 0 B S 

c. The k97 recoYerecl in the 41agraa above, ""1.-10-35-23 ... , represents 
the order in which n mat read the el.emnts of 50-letter •ssages ao aa to 
)'ield the origiD&l. plain text; in other vor48, this i• the cipher-to-plain 
(abbr. C-+P) aequence tar •••8P• of thi• leifth• If n examine thia se
quence, n vill note a -pattern re-pea.tel at an iiterni. of 16. Let WI copy 
thia aequence in lines of 16 UD4ar -.ch other, aa sbolm in rs.g. l~ below. 

""1 10 35 23 l 4 lit. 26 17 29 45 7 20 38 32 ..a 
Ji2 ll 36 2l,. 2 5 15 27 J.8 30 Jt6 8 21 39 33 49 
Jt.3 l2 37 25 3 6 16 28 19 3l 47 9 22 1fo 31f. 50 
4413 

figure 10!,. 

It ve n.av uaign numbers to tbe colUlllDll of l'ig. 10& in the order of the 
ucending aeries of elemnts in tbe columu, u ahO'vn in l'ig. 10~ we Yill 

14 4 12 8 

41 10 35 23 
Ji2 11 36 24 
43 l2 37 25 
4413 

1 2 5 9 6 10 15 

1 4 14 26 17 29 45 
2 5 15 27 18 30 "6 
3 6 16 28 19 3l 47 

8113ll16 

7 20 38 32 li8 
8 21 39 33 49 
9 22 II<> 34 50 

haTe the act-.J. tranapoaition ke;r. The tranapoaition rectangle tor Message 
Bo. 1 is therefore u tollon: 

14 4 12 8 1 2 5 9 6 10 15 8 1 18 ll 16 
AHKUlfITIOITBAIBS 
CBBDULBDTOABBIVB 
ATZBROBIGBTBUBDR 
BD 

With the transposition ke;r recOV"ered, n v1ll be abl.e to read &117 f'urther 
maaages in the •- key, without regard to the length of tbe maaages. 

CQD'm1!!Pf.l!T AT. 
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~· 1be fOl'egoing •tbod of multit>J,e anagramtng coutitutea a pDeZ'al 
solution tor all transposition c1phen, and ia one ot the reuona that trana
po11t1011 ot plain text 1a not often encounterecl in actual op1rationa. Mora
CJre, after the c-..P aequence bu been recOYered, it ia poeaibl.e to recon
atruct the traaapoait1on •trix, reg&l'dl.esa ot •'batlMI or 4ea1ga., as veJ.l u 
the tranapoaition k8J' or k8)'ll :l.D'fOl.vecl; theae topic• v1ll be reaerncl tor 
extenain tnatmnt in MU:l.tarz CmtaDal.ytica, Part J.V.ll 

8. Concl.udips remark& on traupoaiticm ciph!F•··-!.· We 'baTe aeen how 
eaa7 it ia to aolve k9J8i colUlllJllZ' traupoaition ciphers uaing rectangular 
mtricea. It 1111.ght be •ntioaed tbat the aecul"it7 of such ciphers 18 en
h&Dcecl it nalla are :l.Dcorporate4 into tbe mtrix; theae DUl.la are arbitr&Z'J' 
letters (usually high- or 18CU.wa-trequenCJ' letters) insertecl in certain cell.a 
designated tor this purpose, vi th the intent to contue the crntanaJ.78t in 
the anagramad.q proceaa, cauaina him to cliscard caab1nationa ot columa 11h1ch 
mlsht actuall.7 be correctl.1' •tche4. An 8'l'8D mre eftectin •aaure tor •111· 
•ntina the crntosecurit;y ot trwpoa1t1on ciphers is tbe incorporation ot 
blanka in tbe mtrix, i.e., certa:ln designated cells vhich are left unoccu
pied.; this usage greatl.1' impedes the crntanal-1Bt in ascerta1D111g the lengthe 
of the co1'1m28 8Ad. cona~ complicates the anagram1.ng proceaa. 

!.• We h&Ye shown the Yal.ue of special solutions in dealing Vi th trana
posi tion ciphers, taking 14'1'antap of special c1rcnmmtancea such as cases of 
masages vith s1lll1lar beg1nn1np or en41np. In trans"POS1tion ciphers, IC'· 
bapa even more so than in aubstitution ciphers, special solutiona a:re ot ez
ceptional impcrtance; aamtima the only poas1b111t;y ot solution of a diffi
cult •J'St• ilea in t1n41ng a •saage or a pa1.r ot iao1oga mniteating an 
untavard situation, correctJ.7 interpreting the phenomena, and cap1taliz1Dg 
on the CZ'JPtosraphic id1o&1DCZ'&Ci•s exhibited. Ala>at aD'f k1D4 of an iao1og 
aituation, and especial.11' one in vhich &Cllllt kind ot Cl'TPtosrapbic error 'baa 
been c0Jmld.tte4 vhich is then follavecl b;y the corrected 'f'el'&ion, •'1 be of 
inestjwble Yal.ue to the ~tin leading b1JI to a quick solution. 

c. Die aolution ot route tr&Dapoaition ciphera such as those illustrated 
in subliar. le is mrel;y a •tter of experimnting with rectangJea ot various 
dimDaions sU°ggeated b;r the total number of lettera in the 11111asap, ancl then 
iDS'()eCtiq these rect:angl ea, searching for "POZ"tiODll ot words bf reading hori
zontal.1'1, diagonall;y, ftZ'ticall;y, apirall;y, and ao on. In mn;y of tbe routes 
no experimllt is nen neceaaar;r to determl.ne the dimnaiona of the rectangle 
in order to pt a starting point. For example, conaider the tollav1.ng message: 

FISIT VEARA. DCDKP RJW.'T SUNI 
!B1BL UBTBI BSRCR BWl'O BSAOr 

DISI 80001' WEIPH NPION YABOA 
LP~ DAAO EOL!l.W T.II.00 B 

11 ll lbould be noted that lhe simple c:haracrerkdcs pie1ent in lbe diagram in Pig. 10,! are typical only of 
monopbase keyed columnar transposition bm>lring iectangular matrices. Odler types of tramposition cipben 
ylelcl c-.p sequences of much gieat.er complexll)', and may po• condderable difftculdes in lhe way of 
IOlUtioD. 
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It n atart ott b)' assuming an alternate diagonal route tor the traDapoai
tion, the f1rat two groupi1 Jield good ~ta, u ia •hon in Pig. lla. 
We continue the •thocl until there U"e contlicta, u in 11.g. ll!J thia 1n-

FIVB 
STA 
BR 
A 

:nsure ua. -

J'IVBPRISB 
STAICBIIO 
BRDAYSI 
AC!IOP 
D!WOI 
STOB 
UIP 
WI 
B 

1IVBPRISOBBR 
S!AICBBIIYBST 
BRDAYSPATROL 
AC!IOIBSCAP.I 
DTWOBOURSAOO 
S!OPALBB!ALL 
U.IITSLOCA!ID 
VB8!011BW!OI 

l'igm'e llc. -
41catea that the mthocl, vbicb vorked tor colmu ot 8 letters, does not work 
tor 9. We tberetozoe aaaum columa ot 8 letters &114 go back to the point 
where the senae broke; from fts. llc it can be seen that the alternate 4:1.aso
nal roa.te vu the Oll8 tolloR4 in the transcription., a.114 tbat a 12 x 8 rec
tangle vaa uaed. Ot course the ~t might not hit upon the correct 
•thocl until after be bad tried aenral. other routes, but aucb trial.a take 
o~ a ft11:7 tw Jld:rmtea. It i8 to be noted that large rectangle• of this 
type ban not often been used because in m.111' ot the routes vhole pla.1ntext 
vor4a shov U'P in the cipher text. 

!• A tne of tranaposi tion that has occasional 17 been encountered. is 
that iDYOlring the uae ot a aqua.re abeet of "p&t*' or cardboard, called a 
grUle. in vbicb ..U square cell.a baT8 been cut out in definite but ir
regular 'POSition.a; the letters ot the plain text an inscribed on a sheet 
unclerneatb the -perforated design. Uauall.7, the grille is ret"oln4 900 in 
tour 9ucceaaive operations 80 that the renlting square ot letters inacribecl 
beneath the grille is compl.etel.y filled, &114 then the letters are taken out 
in groups of ft:n, read1.ng hoZ'izontal.17 or otherwise according to &gl9eemnt. 
b pertorationa in the gioille au1t, ot courae, be correctl.7 41apoee4 on the 
gioille so as to produce the result tl:lat fl'Nr1 space on the sheet aver vbich 
it ia pl.aced in inscribing the letters sball be f1ll.e4 after the tour turns 
of the gioille have been compl.eted. Techn1quea aiat tar solring enn. single 
masagea in aucb cipher•; vhere aenral maaagea ot 14entical length have 
been intercepted, the general ao1ution given in par. T mJ' be a'PPlied. ihe 
gioille _,. then be recon.atructed 'bJ' aa. aa.alysia and comparison ot the cipher 
text W1 th i ta correaponcling '(llain text. 

!.• Monopbue tranapoai tion is characterized b7 a relative aillpl.icitJ 
ot the •thods ot anal.1'1c&l. attack, as bu been clel'lloD8trate4 in the "PN
ceding pangrapha. Pol.7Pbaae tranapoaition, on the other haDcl, produces 
ci1>hera of formiclable complexity, vhich under certain circumtances 1Sf aa-
'tr ao1ution. The :mat :trequentl.1' encowitered fOl'lll of polJ'Phaae transposi
tion is the clouble transmition cipher empl.oying rectangles tor the matrices; 
after the plain text baa been inscribed in the first rectangle, the letters 
ot the columaa (taken in the order ot the znmmo1ca1 ke7) are inacribed hori.
zontall.7 into a second rectangle (baaed upon the aam or a different ke7), 
trm left to right and tram the top c1alrmnlrds J the cipher text ia then taken 

... 
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'116328594 
l'IRSTRBCI 
MBNTCOMMA 
BDPOSTBAS 
MOYBDTOIB 
WLOCATIOI 
SOUTBOl'IB 
WTOI 

'116328594 
IBDOLOTTC 
SDABSTOBC 
TIIAS.&BBB 
KBOIPRBPV 
0 U 0 :r II I II V S 
VROTTTOGM 
AIOI 

ft&m'e 12b. -
ott tram the columa ot the aecoml rectangle ln the or4er ot the aecond 
DJ'• In the illuatratlon a'boft, 11g. 12!, 1• the firat tl"&Da'()Olltlon, Pig. 
l2b the aeconcl. The final cipher tut vou14 read u follava: -

IDBBU RILSS PMTOB Ail'TI CCBVS MTOIB 
KODAI OOOOI STMOV AOTBR BTTBB PWG 

Although auch a double traupoaition ci})her i• theol"eticall.7 eztramel.7 dif
ficult to aolft, Deftl"theleaa there are C91"t&in disll4Y&Dtapa to the a;yateDL 
when used in 11111 tary cryptogratib1'. The greateat claDger ia the failure on 
the part of careleaa clerka to execute both t:ranapoaitiona. 'l'he intercep
tion and aolution ot a single ••sap which bu unclergone but one tranapoai
tion ¥1.ll 1-.u.atel.J' provide the kq tor the aolution ot &ll the other •s
sagea even though tbe;y' ban been correctl;y enciphered. Again, the intercep
tion of tvo or mre ••HP• of exactl;y the sam length v1ll prOYide •terial. 
tor an ettectin solution. .Again, the interception of a •saage vhich i• 

· baaed upon a p91"fect square, even though both trampositiona baft been ef
fected. 'Pl"oP81'l11 w1ll enable aolution; au4 the aolution of completel.J' filled 
-.trices, though the)r 97 not be perfect squares, is al.so poaaible. Other 
aptcial solutions ban been cl8Yised, to take ad.YBDtage of certain circua-
a tancea. 

f. In cues of tl"Ullpoaition ciphers vbich emplo;y a mre or leas ir
regulUo geomtric deaign accomodating exactq n letters, a long meaaage -.y 
be split up into aections of n letter• and thei theae identical-length sec
tions IB7 be attacked aimultaDeoual;y b1' the multiple anagruming mthod.. 
'l'hia poaaib111t;y ahoulcl not be forgotten in dea.llng with a tranapoa1tion 
171tea that ia kDawD or uaumd to incorporate a •tr:lx ot t1xecl dimnaiona. 
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Parasraph 

JmzoductoryreDJ.arks........................................................................ 1 
CoDJblnadonsysteD11........................................................................ 2 
fractlonatlns 1y1mm1......... • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • 8 
Clpber ckvlces and elementary cryptoDJeCbanlsms.. • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • 4r 
'lhe 'Wbea DtOne cipher device. • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • & 
Cylindrical cipher devices; strip systems. • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • 8 
'lheKryba1nachfne......................................................................... , 
Codesyste1111. •••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 8 
Enclphereclcodel)'ltelns..................................................................... 9 
tdachlneclpbersysauns. ••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 10 
1'1le Hagelln macblne, type c-aa..... •••• ••• • • ••••••• ••••• •• •••• •• •• ••••• ••• •• ••• •••• •••••••• n 
Wired rotor macbines. • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • 12 
1'11eB-211 cipher 111&ch1De, •••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 13 
Cipher teleprinter systems. •••••••••••••••••••••• • ••• • • • ••••••••••• • •••••••• • • • • • • • • • • • • • • • • • • 14 
Ciphony, clfaz. and clvldon synems. ••••••••• •••• ••••• •• •••••• •••••• •••• •••••••••••••• ••• •••• 15 

i. Iatracluca!fhr..ru. Ia tile tmml portiom ot ll:llltarz CmtaDa
lltic•, Perta I ~ tbe ezpoe1t1oa ot the c1atalla ot aol.ution ot nriou 
mDO&LJ)labetic an4 verio41c PQ11alpbabetie •umtitutiOD •J8tem vu p:ecec18cl 
'b7 a cl1•CU9•ioD of tbe crntograpbic upecta of the• •J8tem, lll1Cb in tbe 
aw ft7 t'bat anatmv an4 pbpioloa preceaa ll01'8 tOl"lal. .as.cal an4 «U.agnm
t1c atudi• • hrtbel' crnfiolraphio treatment "IU 1DC1\11184 in tbJ.a pNMDt 
text: in i-r. 99 a 'brief introcluctiOD to ti. 'bU1c p:incipl.e• of aperiocUc 
aubatitution •111tem vu pre11e11te41 an4 1D AvPeD41X 5 the •ch&Dic• of tram
poa:ltiOD •Jlltem n:re ouWll84. llal8ftr, tbe atu&tnt bu not ;vat been intro
duced to tb9 nature of coc1a •Jlltw or -.chjm •19tw 1 nor hu be encountend. 
1n h1• a\a41ea tbu tar certain other •Jlltem which are revze•ntatift of :la
portant tne• ot orntograplQ'. In tll8 paragzapba 'ldl:l.ch ~ tbeae &441 UOll&l 
upecta ot crntosra"Plv' vUl be treatea, ao tbat the a'11118Dt 97 :roun4 out h1a 
perapect1N anc1 eclucatioD 1D pD81'&1. crntograp)Q', 1n cmler to proricla a atep
pillptoae to fUrtbR a4T&ll084 CZ'JPtologie 8tud1M • 

2. Cam'b1mt1on •ntw·-""!.· &mm CZ'JP1;08;ptw iDYoln •unrenc1ph!!P!t, 
1.e. , the pla:ln tat ot a ••aage 1DM1ergoe• a ftnt or PZ'1ml7 encipbermnt anc1 
tbe re•ult1ng c1pmr tat tlutn umtergoe• a •ecozd or aecOIU1a:ey enciptummnt, 
tor ti. purpoae ot aupenting tba c1agree of' C17PtoaeeuritJ'. It tb8 tvo pro
c••••• aN wl1 ael.ectecl, tbe ob.1ect1n 1• actually :reache4,1 u4 the relllllt1ag 
crntos:ram pnaent a relatiftl.7 gnat c1agree ot czinto9•cur1t7; but •amU.. 
thia 1a raot wmpU.abld an4 tm augmated 88CUl":l.t7 1• ot a pmrelJ' UlUOl'J' 
cbaracter.2 b f1m.l. mo1pbaMnt _,, ill tan, be DO p-eater :l.n a.sree tbaD 

1 Cf. acldltive eacJpberment of 1mderlylng dlnome and moaome-dlllome tut uealeCl in Chap1e11 XI and XII. 
which endphermem nsp1B1111t1 a considerable IOphlaticadon over the basic system of the flnt subatitudon. 

2 Cf. the dlleulllon bn repetltlve enclpbermem in lllbpar. 84j of Mlllta!Y Cryptanalytic!. Part l. 
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if a single enciphenent bad been effected, and in unusual caaea it •1 eftn 
be leas than before. It ia impossible to cleacribe all the combinations of 
&)"Bte• that might be e:mploYedJ only a yery tev tnical cases can here be 
considered, and these Vill be selected vith a viav to illustrating general 
principles. A cryptoa)"Btea incorporating superenc1phermnt •1 iDTOl.ve 2, 
3, ••• successive proceaaea ot substitution; or it my 1D'IOlve 2, 3, ••• suc
cessive processes ot transpoaition; or substitution 91' be toll.owed by trans
position, or vice veraa.3 'l'heae cues vill be taken up in the subparagraph& 
belaw. 

b. Monoalphabetic aubatitution foll.oved by another llDnoalpbabetic sub
stitution obviously does not mke &f1Y contribution to ceyptoaecurit7.; the 
transtormation 8C1-+ sC2 at111 remi.1111 monoalphabetic in character. Mono
alpbabetic aubatitution followed by polJ&lpbabetlc substitution, or vice 
versa, likeViae does not add IUJ1th1DB more to c1"7Ptosecurity than is already 
inherent in the pol;yal.pbabetic a19te11. It periodic pol.J&lpbabetic substitu
tion is folloved by pol.Jalpbabet1c substitution ot the &8M period, no in
crease ia m4e to crn>toaecurit7; if, hovever, the key :ror the aec0lldar7 en
cipherEnt is ot a ditterent length from that tor the prim:ey enciphermnt, 
tbe results are quite different, in tbat the period of the resultant crn>to
gram becoms the J.eut caamn mult1pl.e of the tvo keJ lengths. Por example, 
if the length of the keJ tor the priarJ enciphermnt 1a 4, and tbat for the 
secoDdaey' is 6, the result ia the same aa thoush a ke7 of l2 e1emnts had 
been emplayed in a single enciphermnt. It the key lengths sel.ectecl are 
relatively' prim to each other, the •thod my give rise to crntogru. ot 
conaiaer&ble securit7; this ia the principle of the two-tape cipher tele
printer 41.acuaaed in 'P8Z'• CJI. 

c. COlllbinationa of aubat1 tut1on and tranaposi tion •thoda can take 
~ form. It ia poaaible, of course, to a'Pply aubstitution tirat, then 
transposition; or transposition first, then substitution. 'l'be moat conmioaly 
encountered •J'l'tem, havever, are of the farmr type, i.e. , 8C1 --.. 8c2• 
Purthermore, it can be atated that u a rule practicable ayat- 1nvllich 
both proceasea are combined use •thou t'bat are relatively aimple in them
ael.ves, but are ao selected as to produce cryptograms of sr•t aecurit1 u a 
result of the combination. To give a veey rough &D&l.OQ, in certain combina
tiona the ettect ia J1111Ch more than equinJ.ent to the aimple a441.tion of COll
plezitiea of the order x and 7, giving x + 11 it is .:re equivalent of the or
der xy, or even (xy)2. Som of the moat effective combined aubatitution-trana
poaition s)'8tenm make u• of mltiliteral aubat1tution tor the first encipher
•nt, followed bf a tram-position of the :multiliteral elemnts ao as to !!J!!.• 
~these elemnta and distribute them throughout the cipher text; that ia, the 
fractional. parts of the cipher equivalents are thorougbly disarranged ancl dis
tributed eftnl.1 or irregularl1 tbrougbout tbe text. Such ayateal are known u 

3 It will be conYeldent to adopt die sym.,;,l C U, ~ d;. clpber rat plOd~d by ;..., umpeclfled proce11 

of enctpbemmr. The symbols C1, 11· C3, • • • will then iepnueat die auc:ceadye cem plOduced by lllCCesdYe 

plOCe8el fn aupeiencfpherment. Tbe aublc:rlpt letter.!. or l may be prefbed to 1be C to fDdlcate dlat a given 
proce• II one of substitution or 1rampo1idon. Thul, 1be 11ep1 In a IJlfem where a first aubatltutlon Is followed 
by a second aubstltudoa can be ieplelellted symbolically by M -A· ID a dmilar manaer. A - M 
&ep18sentl a double 1ranspodtlon. The aotadon ~l - A meam dlat die text flVln a flat pl.OCell of aub

atlmdon undergoes lrampoaltlon as a 1ecoad proce-. 

;; 
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3. 1ract1onat1M •ptmll. ·-!,· All t.ract1onat1ug a:ptem lla'N 1Dherent 
111 their crntograpb¥ a aubatitutioD plulae :l.n ftlall eacb ,ia:lntezt letter 1• 
replacecl b7 a cipller eq\d.YBleDt COllPCJ8•4 of two or :mre el.emnu or •:r.rac
tiou •, an4 tbeD tbMe elemnta llN •ub.1ecte4 to a turtber enc1p!lmmnt, mu
all1' traaapoa1t1on, in a •coarl V'baM· tb.18 latter~ 'be fallORd 'bJ' a 
th1rcl phue, Ncmbination of traupoae4 elemnt8, Ul4 a fourth 'PJ:laae, tbe 
repl.acemnt of tb8 nCOllbill84 el.emDta b7 •ingle cipb8Z'tezt letters; thm 
8UCb a 11J8'tea m.J" embrace a fir•t •Ub•t1tut10D, a tramp1t1on, a recOllb1aa
t1on, 81111 a MCOll4 aubatitutioll. 

l!.• Let m cou1&tr the tollow1ug ...-.ple of a tactioD&tillg a;ptea. 
ID ng. l!, ~ 18 1Umtrate4 a 'bipartite squmoe 11bicb. 18 .- to encipber 
a ...... u •ban iD l'ig. l~ 1ille 'b1JU1;1te cip!aer el.emnu ban been re
a01'd84 u nnical. ctlnam• undarmath tbeir t11a1nuxt 8f1Ulftlenta. !be tvo 

12 .. o•• PLARB B•POB~BD LOS2 
1 llYDRA ,. .. 3 .. 2 l .. 3 1 3 .. .. l. s 3 l 2.ft.ll-5 
2 U L I C B 211 32511 .. 1 3 2 .. 1 l 3 2251 

f Bl'GKM 
BOPQS P1pre l'b. 

5!'YVXZ -
l'ipre la. ..... ,.. 21 ..3 13 ..... 15 31 all. .. , - Q I: u p D Q A • c 8 

21 13 25 u "'1 32 a..i 13 22 51 
u D B JI • I' • D L !' 

ftgun ic. -
ran of ~ aD4 el 9\eNDU &N llOIF :reeallb:l.1184 bor1soatall.7 1D pa1ra 1 ant 
tbe pain an reccmnrtecl into •1Jll].e-J.etter e1pbR •plftl..nt• ming the 
... bil'U"f;1te aqu:re; thi• 18 •ban 1D Pig. ls_ • 
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a.. Allotlm' •tllol fol' Nemlbild.Da tale biJR"ti te elemDU 18 bJ' • a,...._, nlaticmld:p, u abon 'b7 tbl a.non 1D ria• 1!i belolrJ fl'Nr7 el 
OBSPLABSBSPOB~SDLOS~ 

...... 3 ... 2 1 ... 3 1 3 ... II. 1 5 3 1 2 "' ... ,(Je.) 
l/ll/l!/ll//ll/l/I I 
21132511Je.132Je.1132251 

CDB1UXDBPBEUSDB1CCZR 

J'1pre 1!· 
ia :reCCllibim4 WS.tb tba ti of tbl tal.l.old.ll8 pla1.Diieq lett91' 1 'WltU 1;be a4 
of b •• ...,. 18 ~, at *1cb. Um b lut 91 s.. Neallb1Dec1. nth tb8 
yeq tint et· Die tint MftZ'&l reeam1D84 pain ce 2Je. 13 V. 32 21 ••• , 
11b:leh 'becama mlllU ••• vben eonftl'Md 1$ •iD&le 1etten 111' - of the 
btpari;ite •cimre 1D n.g. 1!.· ~ J.ut e:;, i, u ecmim4 nth the nnt e!, 
4, to )'iel.cl u B tor 'Ule lut letter of tm ftml. cipber. Amtber ft7 of 
aeccmplillh:l.llg tld.a •tb.ccl 18 to Mt clalln the 'b1Jmt1te equi'ftl.enta Jlor1SOD• 
t&ll7 &1111. NClll'bim tbaa u •balm below: 

0 B S P L ••• 

•v,,,.1V1v,,,.V22 

C D B 1 ••• 

!.• !be Qll'bma a'ban 1ll au'bpllra. 'b a4 ! an aper1o41c 1ll m.'lm'e, 
a1Dce tbe fl'Mtiallat1:ag t;reatmm; 18 aPilJ,ea. to tbe ...... u a Role. 
It 1a a.'1.ao JOU1ble to •'PP17 bM p.rooeaaa to group1Dp of tize4 l.eqtb, 
:renltiDs 1D a per1o41c fnctianatiag a:ptea.4 l'or ezempl.e, let the •• ._ 
&Id tbe 'bi'llllZ'tite •..-re be tbe - u 'before, Ul4 let tlle unit of •ci:pber· 
mnt 'be fin J.etten. DMt l.e1;ten ot tba pl.ala tut an ¥1'1.tten 1D sro1119 
of ftve, aa4 tb9 b1pU'ti1te o1Jber eJ.emDt;a an vr!.tteD u ftZ'tS.oal 41.._. 
below their plaiDtezt equi'ftl.entllJ t111a 1a a'ban 1D ftg. l!,, 'bel.Olr. ID the 

OBBPL ABSRK POB~B DLOS~ 
Je.J,.3J,.2 ii..313 1+1+153 121+1+5 
21132 5111+1 3211-11 32251 
QKLBP BBMBB QAGCB TQVL2 

ftgure 1!.· 

nCOllb1natioD proae9•, tba bipattite el.wnu in th1a ... ce tabD bari·
sontall.7 1'1.tbia 'bbl tm'iotic mui>iDPJ thm tm ei-nu ot tu nnt t1w 
-plaintut iiftiioa an 1'984 u IMo 34 22 11 32, J1el4:.l:ag flCED u tbe tlm.l 

4 The invention of periodic fracd.onating systems ts commonly attributed to the Fmnch cryptologilt 
F. Delastelle, who described diem In his excellent aeadle, TralfAt ~mentafle de cryp!Waplde. Parll, 1902. 
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cipller. !be aw treatmat :I.a applied to eaeb nee11"na group ot tin 
plaiD'tat letters, matil 1iJle fttire - .... 19 euerntecl• 

!• In the tozeaoing ...,,., tm t.raet1caa'1Da .._. 11lYOl.ft4 
'bipmtite al.pbalMtt•• Jl1a)m' cnen ot mlt1lltenl alpba'beU 97 &1.8o 
'be ..a., u 18 8JlolrD 1D fiJle verioclie fftct1cmat1cm •JStlm 'belolrs 

B 1ll B 211 p 311 OISPL AISBB POB~K DLOB'! 
'1112 • 212 Q 312 2 2 2)3 1 1 2 2)1 2 3 2 1)3 2 11 2)3 3 
D ll3 :r 213 8 313 3)3 1 1)3 2)3 1 2)1 1)3 2 2)1 1)3 3 1)2 
ll 121 G 221 '! 321 3 2)2 1 1) 2 2)2 1 2) 1 3)1 l 2) 3 1)3 3 1) 
A 122 J 222 y 312 JBPZB AAQAB '!~YD? IXXllX 
u l23 J[ 223 v 323 
L 131 • 231 x 331 
I 132 • 232 z 332 
c 133 0 233 • 333 

!!le mltilitenl. c1-p118r el IPU .. written .. nrt1-1 tr1DmU 1111118r· 
matb the pl.a1atezt 1-tter•, aa4 thtm tbaM ei-aau _.. nCClllbiDlt u bari
saatal 'fir1DmU Witb.in the -parioclic poupilag, U Uon bJ' tbe JllNDfille-
ia tll8 ill.mtrat:l.oa a'bon; t.1mll tbe el.emrlu ot the :ftr•t :n.n pla:l.nten 
lettmw are l"8ll4 U 222 313 311 332 2U, Ji,eW.ag .JB11m U t1le ftD&l Ci__.. 
I:t ill tba rec:alib:l.Daticm Jl"C>C898 a 333 1• vrolhlcecl, tld.a mf' either 'be ftl'IN• 
•entel. 'bJ' a 27tb eipber ~,which :I.a DpracUcal., or we a eouea
tioD wt 'be agreea. UllOll nab u tllat 332 w11l al:n.111 'be npi:-ntel 'b7 II 
u4 333 w1ll. al.np 'be npreaentecl bJ' II'; '1Mt a.e:l.pwr:l.Dg al.Rk w11l tJleD 
tab the ll8Xt letttlr :l.uto aeccnmt upon eacoater:l.llg a z, before i. claeoa
VoR• W. oipber lettezi. 

1.• PftctiOD&UOD mQ be cm*lmcl witb keJ94 eo].,..- 1il"Uqo91tiODJ 
au.ch a ayatea vu U8ed Vitb COD11:1.a8nbl.e aucceaa 'b7 the a.... -., in 
1917-1918 U :I.ta higb-cic nd c:l.plmt. tbia •JStm na Jmon to tlae AU.1• 
u tbe ADJUVX a111tem, 'became oal1' t!Mt88 lettezia appa&Nd. :l.n till c:l.pber Wzt 
ot tba -....-. &aeDt1&1.:q, :l.t :l.mal:ncl a 6z6 b:l.part:l.te •tr:lz, tbe co
m.rcliDatea ot wbiell wre tbe let'bel'a ADJUVX (cbo8ell 'became tbeir llm:1e 
•taS-ftleDt• are-~ 4:1.a~ trm om aotbez'), tbl :I.uteri.OZ' of 

ADPGVX 0 I S P L A B S B S 
AG7•5•• u •aw w ~~a a a 
=~~:{;~ P 0 B T B D L 0 S ~ 
GB8I9J- VG VP AV D AP n YD Yr 1X D 
VKLOPQS 
x~uv xz P1gure 2b. -

DKU!l!SCBLABD 
3 5 lllO 9 2 6 1 1 8 4 
V 1 D 1 A :r V G V D D 
A D :r A 1' A V A F V 0 
V:rAVX.AAPPFV 
D V P V X X Al 

ftgUN 2c. -
515 



REF ID:A64556 
CCiii111AilAL 

ti. •Viz aont&iD1ug a 'keofnrcl--'zeA ...,.w CGllPl"ia:l.ng tbe 26 letten 
aD4 10 tigita. 918 'bUiteral cipher ep1Y&lent• fltcll the 'Pl'imrJ enc:l.Jlm'· 
mnt WN 1•ezo1be4 into a :rectanpl.ar tn.mpoeitim •viz, aD4 tm col
nre Uken ott aeeortiug to tbe mmm-1a&l tnupoa1t1cm DJJ thi• accoa
pl.:1.111181 llD ettect:l.n tn.ctiomtion of the P'imr7 e11e1(illrlmnt. In ftg. 21,, 
a'bon, 1a allol'D a •npJ• b1pll't1te •viz; inns. ~ th8 'b111teral acip!mo
wt of a w .... J aa4 in :rtg. 2!,J tile tnmpm1t1on rectangle. b f1D&l. 
c:Lpller tat, tn.Daittecl 1D groupa of tin l.etten, i• Vl'nA Al.VAY ••• 

Ja.. Cipher 48rioe• an4 el.WntFy arnt;cmcb!Di-· Sillple cla'ri.w 
llaYe lMleD uecl 1D crntolog:Lc practice wldch pracluae prriolic pol1al:plla'bet1c 
W1~tJ W baft a1relld1' -D tJPical mapl88 of tbe•, nab U tb8 
pr1111.t1Te ti•c cipher c1n:Lce c1e•ezoi'be4 1n par. 10, aa4 the "41mntez'7 •trip 
a.nae 4-CZ':l."becl in par. 76. 'l.'ben &'N certa:l.D cipller c1ni-, hollnv, 
"llhicb operate in nch a -.uner tlaat per1ocl1c1tJ' 1• &Y01c184 or •11PPN••e4• 
AmoDg tma tb8 .. t intce•t1ag of tb.e are tb.e Wbeatatom cipher ctn:l.ce, 
ql1*'1cal ci-pber &m.ce•, an4 the 11711& :.chine; tbeae v1ll be 418--4 
ill pre&ter c1etaU iD tbe 8V.COB841Dg ~ • All & rule, boilete:t 1 Cipber 
c1nice., 'b7 tbeiz' 'NZ'1' nature, can hu'4l7 &YO:l.4 being qclic 1n operat:l.oD, 
1iba ••iDS •am ld.1148 of an:Lte•tat:l.om of perioticitJ' to be ahibitecl in 
.. crnt..-· 

5. 'Die 1ftleautom e:Lph!r c1eri•·-"'!.• ti• c1aYiee, imente4 b7 Sir 
Cbarlea Vb8atatom5 in 1867, :La a little mn tbaD tour :I.Dabe• :l.n U-m, 
&114 COD&iata ot a clial nth ao baa4a, u •ban 1D ft&· 3, 'belalr: 

• 

nsu:re 3. 
5 Czedlt for die fDvendon of die devtce and sy1rem described In lhil paragraph belongs not to Sir Charles 

Wheatstone, as ii commonly thought, but m an American, Decius Wadswon:h, who ID 181'1 coamucred a de
Ylce Identical In principle with mat described on pp. 842-848 of die Scfentlftc Papen of Sir Charles Wheatstone, 
publllhed by the Physical Society of London In 18'19. The Wheatstone device used a 2'1-element outer alphabet 
and a 26-elemeot Inner alphabet: 1he Wadswordl deYice used a SS-element outer alphabet (26 letren and the 
clfgitl 2-8, inclusive) and a 26-element inner alphabet. Purtbermoie, wben:as In die Wheatstone device only 
the cipher component could be varied, In tbe Wadsworth device both components could be varied acccmliag to 
tclent:lcal or DODidentlcal m1xecl sequences. Wadsworth lalel' became Chief of Oldnance of the u. s. Anny: 
Wheatstone, It w1ll be recalled flOln footnote 11 on p. 138 of Mili!UY Cgrptanalyd.cs, Part I. was the man 
wbo did llOt lDYeDt rbe Wheatstone bridge. 
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'Dae 41al. i• cmpoeecl of t.1ro iD4epeDdant circle• ot letten. In the outezi 
c1rcle, vlaich conatitutea the plain component, the letters 'PZ'OIN•• el.oak· 
vise in nonal &1.:pbabetic Hfl\18nee, but tbere 1• an atn cba'rac'ta' 'betwen 
the Z and the A vhich i• ue4 u a vorcl Mparator, mUing a total ot 27 
cbanctera; tarthenore, tile digit• 14 an iucriW toptlm' witb the 
letten A-J an4 alao 11..W, tor enciphering DUll'ben. In tbe inner circle, 
'Which conatitutea tbe cipber C011POmnt, the letten are arranp4. 1n a 
a1xe4 .....-. amt an iueribed. either on a •urtace Vbicb. ,...S.ta of 
erasure, or on • aatac'bUJ.e card.board. circle vllich can be IWN4 &D4 
rep1.acecl 'b7 another circle 'belll'ing a clittennt aequeace. 

!• i'ba two bancla are piYOtecl concentrt.caJ 17, after tba tuhion of 
the hour aD4 llinute haD4a of a clock. In a clock, vbeD the llinute baa4 
mtea a cmplete rnolution, tlae bour band. mite• oDl7 l/12 ot a cmplete 
rnolution; tbe action in the cue ot th1• clnice, banftr, is aamwbat 
different. The abort laan4 1• t.ree to be set in4epell48ntl.7 of tbe loDg om, 
al.tbougb. tbe mtiOD ot tbe latter attect• tbe f'oz'mR. Since the outer cil'
cle bu 27 apac• aD4 the inner one onl7 26, 'bJ' a a1rlpl• par ••ellbl.7 each 
complete reTOl.utioD of the long bancl cauaea tbe short baD4 to .u 1 l/~ 
l'ft'Olutiona, thu cauaing the ahort ban4 to point one pl.ace in a4nnce of 
vhere it pointed at tbe ea4 of tbe preae41ng rnol.ution of tbe long llanll. 
Por ezeaphe in Pig. 3, 1lb.eD the long balMl 1• anr B ot the outer cirole aD4 
the abort um "POiDta to R of the izmer circle, it t'be long baD4 ia pubed 
clock.vise arow:l4 the 4:l&l., -.king a complete N1'Dlut1on, the abort band.¥111 
al.so au a complete rnolution clockv1•• plu one apace, tlma pointing to D. 

c. 1'o encipher a -•age, the loDg ban4 and. tbe ahort b&lld. are t1rat 
set tO pN8ZT&Dp4 initi&l PQ9it1om, or set acCOZ'Cliug to u. 11141cat01" vro
ceclure; ~' °b7 preYiOllll agNe•Dt, the long blm4 18 inftll'1abJ.7 to 
be mncl 1n tbe .._ 41rect1on, umll.J clockViae. BuppoH t.b8 •••-to 
be enciphered i• BDD AIKJllITIOII. Dae long llaDC1 ia mon4 clockViae until 
it 1• cl1rectl.7 OYW s on tbe outer Hquence; tbe 1etter to vbich t'ba abart 
han4 points i• the cipher equinlat ot S u4 1• written c1alm. !'bell the 
long han4 ia mon4 clockri• to a po111t1on onr B, &D4 the letter to 11'hicb 
the abort band points 1a uotecl an4 written clan; the next two letten an 
enciphered in the .._ mum.er. After tbe enc1phermnt of eacb wm-4, the 
J.ong band. 18 m'l84 cl.ockwiae to tbe uteriak, u4. tba cipber equiftlnt of 
thia 1fG1"d aeparatar ia recozr484; vben a 4auble4 1etter occur• in t'be pla1n 
text, aa in the cue ot the cloubl.ecl JI of AlllJIIUOI, •mm intrequn.tl.7 ue4 
letter aucb. aa Qp mat be •ub•titutecl tar the aecozul occurrence ot tlul let
ter, an4 enoipb.eZ'Jmnt pziocee4a u before. ~ c18c1Jbm" a -aap, tlle baDb 
are tirat ••t to their 11N8ZT&DPI initial }IOllition, aD4 then tlul 1oDg baD4 
1• .,,.a. alockViae until t.b8 •hon bu4 points to 'UHi firat cipber 1etter; 
the long band i• then 41rectl.7 onr the plaintext equivalent. !'be proce.a 
1• cont:l.D\18Cl UDtil tbe •••aae 1• cmpl.etel.7 c11tc1pbm'ee1. 

a. !'be ... reault• u are obtaine4 b;r 1111ing the Wbeatatone a.nee 
C&D bi' o'btl.11184 'b7 ming ali41ng alJbabet atr1-p•, Pl'OT141ag tbat tile opera
tor Vill bW' ill .S.Dd. that fl'lflr7 tim a Ip on tM plain component 1• •itu
ate4 to the left ot tba pnce41Dg ep, 'b.e mat 4:1.apl.ace tbe cipber COllPOMDt 
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one poe1t1on to tbe left., if the ~- 'ban agreet. upon a al.ock· 
via• mT8mllt of tbe loDg 'ball4., ar 'Ule rigbt, if tm7 ban ...-cl upon a 
coua'8rcloakviH mcnWAt of the 1o11g baDI. llllat; .ua tb8 Vbeautone c18-
rioe ,.n1e111&rl.J' :LDtere•tillg 18 tllat tiM mtioD of tibe c1Jbez' cmponat 
1• higb:q 1rreplar aDtl upreclletabl.e, 4epeD!iag u it cloe• upon the pla:lD 
text being mc1phare4 anc1. upon tlle a.rrua-t of the J.e1;Wn 1a th8 pla1a 
ccmponnt; at tm tU. of it• 1Bftlltion, the WllM.ta._ dnic• wu con.
aia.rea 'b7 tm Cl"JPtologlc 'll'OZ'l4 u •a'baolute:1.7 :l.Dl18c1pbera'.bl.e. • !Bia •tu-
48Dt 1• used to •ucb appra:l.Al.8 'bJ' llOl'•-tm crntam1781• of 'tb1• clnioe 
v1l1 be tzieatecl 1D. 1;he DG1; text. 

6. CJUD4ric:al e1llher c1n1oe•; strip apt-. --a. ID 1891 _. DOtecl 
heDCh crntolog1•t C.pta1D. lt1ew Bueriea 1D.Ynte41r' a 1npmom (tar 
1te 4q) cipher clnlce 11hlcb Ile C&lle4 the •ql1D4r1e&l. crntograpb. • 
Bue:r1• prapose4 tb1• •111t• to the l'rellCh a...:rai Stan' I vbicb t1ll'D84 
1 t c1allD alODS 1'1th 'Pl'ft'10W1 propoaala ot h18J lue:r1• ,,.. cou14erabl.1' 
piqued, 11114 in. l.901, nar a ~ar, he &aft TeD.t to hi• teel1np 1D. bi• 
'book, "Le• Ch1ttrea Secftte• D8YoilAa,•'l in.Vb.1.cb be cleac:r1'becl fUl.11' bi• 
"chittn 1na8cb1ttrabJ.e. 11B Bee&US• tile pr1acipl.e upon Vb.1.ch the cipher 
a79ta. 1• 'baaecl vu ti:r•t a.ac:ribed in. print 'bJ' Bueriea, it 1a uaull.J 
:reterrecl to in t'be literature • the Ba91'1e• vrincivJ,e; tar the sake of 
historical. acC11Z"&C7, hanNI", 1 t •boul.4 prope:rl7 'be cal 1 eel the Jetf8Z"aoman 
pr11Lci'PJ,e. Dae an1ce vu im18pe1148•tl.7 iDTeD.tecl tar tm tb1:rcl tim iD 
1914 b7 Captain Parker Bitt, U. s. Am,; ad. aiuce t'b.ell., it baa been. 111.
veutecl aneral m:re ti.ma. 

l· S.amt1al.17, the Bue:ri•• dn1ce, 1Uuatrate4 111. J'ig. 4, below, 
CODS1•tecl ot 20 41•c• mun.tecl 011. a •p1114le, eacll. of the 41•c:• bea:ring a 
41tterent al:pbabet engraved. OD its pt1"ipl'lez'J'; tm c118c• wn 1D4antitiabl.e 

6 Czedll for die original lnven1ion of rhiJ cipher device and crypmsysmm belongs m Thomas Jefferson 
afler there was discovered, In lln2, a descrtpnon of die device among Jefferson's papen iD tbe IJbrary 
of Cougre11 (vol. 232, Item 415'15, Jeffenon's Papers). For a photographic reproducdon of d:lis bistorlcally 
interest1ug item, see pp. 189-191 of Articles on Cryptography and Cryptanalys11 Reprinted from The S!gnal 
Corps Bulletin, OCSlgO, Wubfngton, 1942. 

'1 Librairle Charpentier et fasquelle, Paris, 1901, 
8 Bazeries apparently was not aoubled by dJe fact that a general aoludon had been arrived at by die 

Marquis de Vlar1s and published in the laaer's book, L 'art de chlffrer et ~cblffrer les d6elches sec~res, 
in 1893. The l:heory of solution fonnulated by de Vlarl1 ls one of the most bnlllant pieces of cryptanaly
sis in bismry, considering the stale of die art al lbe tlDle. 
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b;r a 11D1cpae mmber tram 1 to 20 u11pt14 to eaeb ti1c. ID ua1ag tm 4e
rtee, the tilCI Wft firlt arrup4 OD tll8 lp1114le aeeortiDg to a pnda
te:ra:l.1284 ord8r, 11114 the ftnt 20 let;Url of tbe pla1atat - .... RN Mt 
'1f 1D a raw ..... tm c18Yice. !be tiRa ot tba c18Yiee ,.... tbea locka4 
1ato 'POBit:l.on, aD4 the cipber tat,,.. obta1M4 b;r reacU.aa ott, 1D proupa 
of ftn letter•, w ODe ot tbe zw-1.sy ran or l!D!Z'!trice1. b •
tzreatmnt; wu appliecl to tbe aeccmd, tldzicl, • • • Mt• of 20 plaintezt l•t· 
ten, until tl:le wup wu COllPletel.7 eac1Jlm'ec1,. Ia c18c1~, tm 
20 cliaaa wre f1nt; arrup4 OD the 1p1D41e aaam:Uag to tM 1pec1ftc tq, 
all4 tben tile ftrat; 20 cipllert;at; let'Hrl nze aet up la oae l'flfl oa the 48· 
rieeJ tbm, b;r 1D11M1Ctioa, tbe c1ac1fllm'1ag cl.erk 1IQ1ll4 ftD4 tba om all4 ~ 
OM zrow ot letten that NB4. plaia ten all the 97 llCl'091, 'ldd.eb proe
voal.4 'be Npeatecl untU the atizre - .... ,,.. aae1pMna. 

!.• Jueriel I dni.ee illeol-Vol"&te4 20 8JS--t1c 25-J.af;f;R alvbabetl 1 

1Del.llll1111 1J,. keJtnm1.clze4 ••...-., 1.- ot vbioll. an caleulated to ap
peal to a patrnotia ~J9 Jettenoa•a c1n1ee WI OOlllJl"1184 ot 36 
411oa, cm tlle peripbezT ot each tbRe ,,.. to be Vilt •au. of the let'fm'1 of 
tbe &lJb,abet, not ill tbeir ••'fia'blilW ozder, 1nlt 31mlacl • WS.tmat; Ol'4lar 
10 'lib&t no two allall 'be a:wr.• J B1 tt '• clniae ba4 25 tiae1 cOD&1at1ac ot 
1111temt1c ~- ot \!Ml YGINla u4 COUCllllUIU. C&ptaia Bitt bzrouPt 
1111 4niee to the attention ot lllJor J. o. Mau11crpe, 1a the Ottloe ot tile 
C1d.et 81pal ott1C411" J 11a3or lfaubcao- an.ea. 25 YWq tbazro1llbl7 41ll&1T&llP4 
al.Jbabe'U wb:l.eb aupaatd comia.rab17 tile •ecarit7 of the a.nu, a4 be 
1IM 1i1ae Oll8 N8poll81bl.e for the mmafactuN aD4 proluctlOD of tihe U. 8. 
cipher 4nice ot 25 al.11111.mm 411c1, Iman u the C1-plaer Deriee, ~ •-~J 
tld.11 wu w1c1e17 empl.oJ9ll in tba u. a. ll111tal'J' 1errice• u4 to a more ua-
1 tel. anent ill otl:m' u. s. Ml'Yicea troa 19123 mtil 19'12, *- it ._. 111-
,....a.i b;r 'bett;er 48rice1. 

4. A mcU.ficatioD of tile JettenoaiaD 'Pl"iacittle wbicb. baa to1ID4 mrit 
:1D pNet1cal crntosrat>bl' 1• tbe •trip cipher 1111taa. !bi• 11 mUd.llg _.. 
1iJlu a •eri• ot pr1Dtecl, ruula1-al.plaabet 1triP11 to take tbe p1w of tlut 
cli1c1 ot a c;rlJ.Daz'ical c1plulr c1ericeJ thMe 1tr1P11, '-ring laat1ffing mm
'bera, 1111c18 freel;r iD a 81i1'1'P 'boad wbicb. 8"f 'be m4e of mtaJ., ftOCl.1 OZ' 
plutic. 'l'be 1triP1 are •illpler to pro4uce aa4 m eaanameal to nplaee 
1;han •tal 41•ca1 'but, .,., 111portat ot au, n1ih the•• of •trip 1111tem 
it 11 po11aibl.e to incorporate cena1D 1illple mcUft•tiom ot tJae Jetter-
10D1aD principle 1dlieb rea'Dlt 111 a ftZ'J' OOD114erable -.-...taticm of tJae 
eecur:l.t;r of tm •JStm.. :nnt of all, ill q11Dc1rioal e1Jber a.rtcu the 
mmlMtr ot 41•ca .. t be l.1111te4, tor tme Mb ot practieab'llii;Jl aD4 tar
tbermre all D 41aea (20 in tbe :Bueri• clnice, 25 :Lil tbe •·9'1 an al
n.ya uae4 togitber, 10 that tbe latent veriocl 1• alnp !.• But Witb. a •trll 
a79tea, :l.t :I.a poa11ble to mpl.GJ, ~' 100 or_.. •tl'ips ia tb8 'bu1c •11-
t-., am tb.eD olloole, for nnple, 30 ot tlaele •tr1Pll tor a~ DJJ tar• 
tbermre, it :I.• pmaibl.e to mploJ' a nriable ke71118 elemllt tor eaob •1-
!!I!,. IO t'bat •8ftl'&l of tlle 30 atr1VI an e11111aatecl befaN enezont;ioa be• 
gim, aT0141Dg tbe po11si'bilit7 of tbl mcrntioa of t1IO ••••• in meU¥ 

e Two of the• 1equeace1 were bued on "Allom enfaatl cle la patrle, le jour de globe €1t arrl•• and 
"Dleu ~ge la France"; a little harder to rationalize weie the sequence• ba•d OD "EYlra lei comant1 
d'afr" and "J'aime l'o:lgaon frit ~ l 'huile." 
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tbe •- kq, u4 ill pmra1. re1ul.t1Dg 1D a tlm.ble latat ptl'iolleitJ" 
ot 'P81'ba'P8 'betwma 20 &114 30. ftn•' '7, 'becaue ot 1ille we of vro4uct1• 
ot ll&P8r atripe, it 1• pm1aibl.e to ban 41.ttwt; •et. ot •triPI fer 41t
tereat groups ot llol4en, or tor ftZ'ioua tn-• of traffic, th1la N41lc:l.ag 
the TOlum of tfttt1c in _,. one Cl'J'PtoQ81iell. 

1. !be K£na acld.ne. -'"!,· !bi• -.cbine, 1DT8Dt;e4 b7 A1ezenc1er TOD 
xz.,m 1D ~in l§A, i• a •pr1ag-optrate4 J011alpbabetic cipher•
ahim 11bich bu - ita vnnci-pl.• tlut 1rrepla1:' 41apl....-ut ot two CODCeD• 
tric cl18C8 fticll ccmpri•• tbe pla1n Ul4 cipher ooapoMllta. (Actm.1.q 1 tbe 
c1p11er eaapowmt 18 a 52-elenent 4111c Wb:l.l.e tlle vJ,&1D CCllPO•llt 1• 1D tbe 
•bape ot a •a.1-c:t.rcular :mm .1mt&poae4 apiut the rwol'fillg c:l.Jber cm
pment.) !be letWZ'• of t:be two C011POD9Dta are printed. • ...U mt&l taba 
vbich are imer1ie4 1D llot• OD tlul two 41•c• ao tbat the .....-. ot tbe 
lettmoa in tbe campcmenta _, 'be TU':l.84 accOZ'ting to pNllrZ'&llP4 k818. !be 
41•-pl.acment ot tbe al:pbabet• oecurriDg after -.ell. aci,._.._t 1• wm
pl18becl tbroagb a aelector vlleel. 'barillg on it• J81':1.Pm7 17 toot11e4 aector• 
eomiatiDg of boa aae to •1z teeth eacll, tbe Meton 'being ct.aipatecl b7 
the 11Uldber• 1-l.T. ftelle teetll Hrn to 41•pl.ace tbe ~t• a 41ataw 
equi'ftl.ellt to the mmiber ot teetll 111 tb.e ••ctor; .,._,_., Oll'iDS \o tile mn-
1181" or lllM'C1118 betftell the tootbecl portiou ot tbe Vbeel, u ac!41 tional 
cU.apl.acemn.t of tour po•itiou 1• IM1da4. at each operat1• ot tbl mclaine. 
!'he Hlector vbeel U. the tollald.ng ettectin 41aplac1Mnt• betvaeza it• 
lT ll\lllberecl. po•itiou: 

1oa. : 1 2 3 4 5 6 'l 8 9 10 ll 12 13 14 16 16 l'l l 
T 6 7 5 6 7 6 8 6 10 S 6 5 T 6 5 9 

Since tbe .,. of tbeH 41•1'lac:emuta ia lll ( • T, m4 26) , it toll.on tbat 
afteZ' a aamplete rnolutton of tile Hleator vbee1 tbe tn OOJIPODllDta 1'111 
be c11aplacecl T poaitiou to the rigbt (wurecl on tbe clpber component) 
fl-CD tlleiZ' o:r1g:lnal. .1111Ctal'Oll1 tioD; all4 since tbia INliber, 11 1a pnm to 
26, there will 'be 26 •er1ea of 17 c11•"Pl"C919Ut• eacll, •t1ng the period ot 
tba achim 17 x 26 • 4"2. 

~· Aa u 1Uuatrat1on of eaeipllermnt, 1et WI ••11m that t;lle eompo
mmt• of tbe -.cbilll9 haft 'been arranged aa tauc.a: 

P: A B C D B P 0 B I J K L 11 B 0 P Q R S '! U V V X Y Z 
C: B Y D R A U L 1 C B :I r 0 J JC II B 0 P Q 8 '! Y V X Z 

It the 1Dit1al 3mctapoa1t10D of the camponenta 1• that •ban aban (1.e., 
in the DJ' of B) , tlle tint pla1ntat letter 1• enc1pbel'e4 1D tbl B al:pba
bet, and a •teniDs button 18 v:re••ecl to 'bri111 the mn al}Jbabet into po
al t1011. If tbe Htting of tile selector wbeel. vu at poeitiaD 16 a"t tile 
beginning of tbe enc1p1lwnt, tile next al:pba'bet to be brollght into Jl&7 
vU.l 'be 5 to tbe right of tbe B alphabet (1.e., the U &l"Pb&be1;)" aD4 tbe 
oae an.- that will. be 9 vlacetl to the :right ot the u &1.J)labet (1.e., tile 
JC alphabet) , aa4 ao on. 
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!.• A nbaequent m4el ot the JCr1ba mellim 1ncorporate4 a Hlectozi 
w.eJ. with 52 a4J•ta'bl.• 8CZ'ft8 or •atope," eaeh aarev baTiag tbe fu1Lct1cm 
ot br1D81118 into Pla7 a pa;rtieular diepl.acaat ot the alpllabeta. A-q eca
b1D&ticm ot these 52 ._._. -r- 'be uecl to ge1181"ate a aepnce ot auccea
a1n diepl acwDta. !be ccmpl.ete qcJ.e ot tbia acbim 1a depm&ta.t on t.be 
D\lllber ot atopa tlllpl.0194, 8114 1a •-.l.17 equal to 26 ti.ma tbe _... of 
•tova •elected.; tbe CJCl• tlm'etore liea betwea. 13 or 26 (vb.m ODJ.7 om 
atop 1• med) aD4 1352 (vbn &U S2 •tova U"e med) .10 

!• Die uua1. cla1• ot ial18a1pbez'&b1llt7 ere ot coune .a. 1'7 tbl 
:l.nntm" tor this mcb1ne--w voulcl be ftZ'J' mach nrpriaed 1f tbeJ wrm.•t. 
1'b8 izmm.tor AMQUtratea ~~ticall.711 that fibe mmbp O'f JC)88iltle 'keJll 
v1 th hi• -.cM ne 1• 1.4 z lob'; this Dud>er CQ11p&N8L ftZ'7 f&YOZ'&'bl.7 Vi th 
tbe llUllber ot atom ia the UD1Yer11e, ••q, 3 z io7•. With tbi• bll'PP:r 
note n v1ll so on to tile next aub~ect. 

8. coa. mtem.•-!,• A coc18 a19tea11 1a a .... or le•• b1sb17 a-pec1a
l1sed. fora of substitution. The 'buic principle Ullder1J1ng co4e •111te• 1• 
tile nplaC9NDt ot ea.tire wol'U, long pbraaea, or caapl.ete Hntencea con
atituti11g the -pla1n tut ot a •••age 'bJ' U"bitrariJ.7 ael.ectea. equi'l'&l.enta 
baring little or DO nlation to the el.emu.ta the;y replace; thee• ecpiY&lelltll 
97 'be otlMtzt 1'0l"b, groupe of letter•, groupa of figures, or caabinat:lau 
thereof. It 1• Olll7 aceptior•J17 tbllt tbe replacemnt or aubatitutioa. pro
cess 1a appliecl to elemnta ,,_, 1 er tbaD vbole vorda, aa4 vbeD this 1a claDe 
the el.mmlta are single letters, groups of letters, o:r 97llabl.e9. It it 
,,_.. poaaibl.e to mmrize a long list of vorcla, pbruea, Ul4 aea.teaces, to
ptber ¥1th the U"b1traz7 equiftJ.enta calle4 code poupa us1pec1 to repre
sent tha., there voul.c1 be DO need of baring vr1 tteD or priute4 cocle 'boakll. 
In a coda book, the vorda, -plaraaea, and sentences an listed in a 8711~
tic -=- &114 acccmpan' e4 'bJ' their co&I equiftlenta; correapomlmta mat 
poaaeaa i&latical copies of tlle 4ocuma.t in or4eZ' to be able to eo-amtcate 
with Oll8 another. .An ordimlZ'J' clictiOD&!'J' '87 1 &IMl otteD cloea, aene t1:1e 
pgrpoae of coa. ca-m1 cation, so far aa a1Dgl.e vo:r4a are ccmcermd, 'but 
u a raJ.e a apec1al.l.7 prepazrecl c1oc1ment coa.ta1D1ag the voraa, phrases, BD4 
sentences, auitecl to particular tne• of cornapomlmce, 1• 'llMd. Such 
aacumanta ... calle4, 1D the Un1te4 States &D4 in ON&t Britain, code book• 
or •illpl..y coclea. In other countriu the7 ban been cal' e4 !!§'tol'ie•, 
vorc1 books, cipher 41.cticmariea, etc. , al though tb.e tenl "coc1a 18 becom1ag 
vzreyaleD.t througbout tile warl4. 

b. Dien are ftl'ioaa tne• ot caan each suited to part:Lcular tne• 
ot coft.eapona.nce. Sam are large boob used tor pnaral. 'buaine•• or social 
cOft"9apm48DceJ others are inten4ed tor particular 1D4wltr1ea--for example, 
rubber, augar, ateel, and. automobile--aaA contain higbl.J' aptc1&1.ize4 tecbn.1-
C&l YOC&lnll.U"iea. Kost large cwre1&l f1ma baft their an printe codes, 
coutru.cte4 eaptc1all.J' tor their ue. While the reaMbl.aBc• between the 

10 If aeveral stops are UIBd and die sum of the dilplacements is 13(mod 26), the length of tbe cycle will 
be only twice tbe number of stops used; ff die sum of the stops ii 26 or a multiple thereof, the cycle will be 
equal to the number of stops used. 

ll Cf. lllbpar. 11;!!. Military Cryptanalytlcs, Part I. 
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Ol'tim:r7 co rc:lal coc1e1 u4 tbe u'lal 11111 tarJ ao48a are marked, their 
primz'7 parpo1ea a:re 41tterat. CO&te 1a ue4 1D ocw rc:lal eowm•1 •t1om 
princi"P&U-7 to effect •CODOIPI' 1D C08t of ea-m1 eating,, MOftCJ' 'being of 
1eea&17 '1.llport&Dce. ID. ma.rn llll1W7 11ga&l. cc-·1•t1ou, eo49 1a 
ue4 to etteot 1emreq, bzreri.t7, an4 1,..a.,, ••vee1&1.l.7 1D fl'mt-11• coa
:mnioat1cma ......... m ~ eAwtn11t:ratift •118pl, the eocmmv at
tolU4. 'b7 a 11l'O'Pft'l.7 coutructe4 coc1e 1a :l.llportat. 

!.• •1aap1 en.crnte4 'b7 •11111 of a coc1e 'book a:re aeeun onl7 vii.a 
the oo4a book 11 kept aeozret. 'J.'llmre an, ban'NZ', coa. 179tw 1n 'Wld.cb 
HCNCJ' 11 DOt • f'actar. Suell IJBtw an iDteDclacl tor 'bNri.'7 or, iD 
Uua1u1on 'bJ' ~ rc:lal telegraph, ts econov. caa. booka &ttord. a 
..... far u'bftYiat1118 ar eoadalla1Dg tbe w1t111g DeceU&l7 to cmmt7 1n
tonat1m. A 11Dgle,, COJIPN'&ti~ lllm1i group ot coc1e clmractea 97 
NPN••t a vbole wm:4 of u mav u l.5 ar mn J.etten, a lmg pllrue 1 • 

a cmplete -tence. !tam, u a rule,, tM tat of a coc1e ••18&8 ii mueb 
lhorter t.baD tbe J].a1D tat, 8114 tbcetozre cmta l.eu to aeD4. lat111'&lq 1 

tbe condmuliy pc!!!!!' of a coc1a 'book YRi•• Yitb tlae axteu1TW•• ot it• 
!ocabul!z7, ii.Dee iD a 1-.U book tbere ca 'be liatea. onl.7 tlul wt comor& 
word.I &114 OD17 a tw -pbruea an4 1eatem:e1, wbezeaa in a large book practi
aall.7 all tbl worc1a UkeJ7 to 'be 11184 iD teJ.egrap!d.c ca--m1oatim, topt!aer 
W1 tb 1mQ' CO"ID1l Pbru•• &114 aatencel, 97 be 1DCJ.'1&18cl. VIia a coc18 book 
i1 uaecl to eonaaae tut ODl.7 'far 'PUl'P09•• of 8COllCIQ', it 11 call ecl a ~
aecret coc1e. hapl.• of 1uch coa.1 an tlle Ol'tim:r7 commrcial. coc181 •ol.4 
in 'book atoNI. A co4e 'book a:, cOll'bim tbe :teaturea of 8COIU.Wl' 8114 aecreq, 
ln vllich cue the book itaelt .. t be 1ateguarc1ed. tma the •1111111' u a 1ecret 
coc1e. ID a441 tion to lllDD8J' aa'ri.ng, coc18 179tem 1an tim 8Dll labar in 
'iftiiaataaion and. reception, u tbe m..,. of cbaracten ball4le4 in cocle IJll• 
tem 11 ...:Uer tlum in cipher 119tem. !!.'be Aring ot tim 1• an 111portant 
factor 1D tront-.11118 ean-m1 catlom Vbere 1pee4 11 ••atial ar.Ml 1cmtiml 
outwigha aecurit7 com14eratiOD11. 

cl. ID .UitarJ crntograpbJ', the peateat &agree of colM18nlat1on i1 
attozriecl 'b7 "prearraupcl--aaap coc1aa, • "bNn. t7 coc18a, • a1ll1 tm l.1D. A 
pre!!'!'!D1!4--••ae coa. ia a tactical coa. a4aptec1 to tbe uae of unit• 
requirlllg aptcillJ. or teclm:lcal. vocabulariea; it 18 compoaed. alllaat aclu
ai'ftl.7 of &l"OUP9 repre1eDtlllg campl.ete or nearlJ' complete •••8P• aD4 1a 
111.ten&tcl tor •bortem.D& ••HP• aD4 coneealing their content. A bl'nit1 
code baa tor it• aole purpoae the aborten:lag of •••aae•• A f1elcl coda 11 
ii1Dar117 a a-.:U tactical. code vbich contaim a large mDiber of coela groupa 
repreaeDtlng words and a ta ccn-:m abort pbruea, fl"oa vllich ••teacea can 
be campoae4; a 11llabary.. vhlch 11 a 11at of cote ll'GUPI repr•ent:l.ng 111.-
cli vidual letten, COlllbinat1ona of l.ettezoa, or 11llabl.e1, 1• uauall.J' 'Pl'O
'ri.ud for aptl.1.1ng out vora. or proper mma, not preaent in the YOC&bula17; 
numrical tabl.81, ar liata ot cocla sroupa repreaentins nmlbera, a.tea, u4 

· U10unt1, an al.10 1Dcl.WS84. A jaraon coa. ia anot'ber uw tar a aillple, 
very ahart cocle in vbich bona t1c18 4ictiODU'J' ft1"41, bapti-.1. mums of par
aou, the --• ot river•, lat.ea, etc.,, are uaec1 u coct. Sl'C"1P9. A wice 
code 11 uae4 tor tl'aDlnli••ion 'b7 tb8 -11 ra41o-tel.epbone •ta uaecl in caa
;-arma aaa. _.,be a ~--•18P cocla, a brerit7 co4e, or a .1ar
goa. cocle. other-• uaecl to uaipate ..u mllitlaT eoaea are ccmbat 
ao4e, and operatioDI coc18. 

... 
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e. In encoc11ng a ...... , a coc1e clerk mre1J zrql.ace• tbe ftl'1ou 
wort.; Jhna•• 1 Mntew•, 1.114 DUlllben ot plain tat 'bJ' 1ibeir cola equin
lnt•. !!le coc18 tat i• 'built 1IP :rr. .,. 1Ulit• each npre••tiDI the 
lollpa' poa•ible tilaiDtat 1Ulit the ca&18 book attarda. J'ozi exaapl.e, it 
the .. tmce 1111« m E!DIAS A'l OD BA!'!ALIOB B1DmBDD Oii llIL'I 
SOU!lllAft OP ammm:LLB i• to be e11ea&lcl, amt tbe coc18 book li•ta the 
pbzue mlllr m E!IllM'ID NI, the coc18 8l'01IP :repNMDtillg ''b18 -pbrue 
vaul4 be ae4 ntlm' than •epante coc1e groupe :repreamtiDg the 11141Y1.4u&l 
1IOZ'C1a am, m, E!r.IJWl'ID, u11 a, au of which Id.gilt ai.o be Pl'tl••t 
1D the ea&18. !be vozrcl ORmYILLI 1IOU1.4 be eDCOC184 b7 ming the eq,111nlellt 
ot tlle ward GRm, ta1lon4 bJ the group tar the •11J ul.e VILLI, ar, it 
tlli• latter ia DOt 1D the co4a book, 'bJ' •Plll1_118 oat TILLS u y .p.r...s ar 
V-IL.Y 'bJ' - ot the •J'l,l.a'barJ' of tbe eoc1e .12 Die proce•• of &tco41ng 
1• the nnr• of that of enco41ng. :.ch coc1e group 1• loo1r.e4 up :l.D the 
coc1e book, ita Wld.DS fOUll4 u4. wri.tten clolm. Where tbe en'OZ'• :l.D trau
a:l.••ion &'N fft 1 the proce88 18 l'&pi4; but aYeD 8 Dall --.r of 8Z'l'Ol'8 
in a --- 81' ob•cun the ..m:ag ar l'9ll4az' a _._ 'llD1D1aelllg1bl.e. 

f. 919 .i..nt• of 11h1cb eoc1a P'01IP9 an aompoae4 _,. be of om or 
m Ot the follolr1ng t;nea: 

(1) Bona n.aa vordl--rml 'lfOl'4a taken fl'Oll the 41etiolm'1• of om 
ar m l.aDgaage•• 5 un&l lallguap• ~ u •OUl'C• tor co48 wm:U 
of tb18 't7Pe &'N Datcl:I., :laglillh, Prench, aer.n, Ital.1.aD, l&tin, PartllpeH, 
and Spml•h· 

(2) .Artificial worc18--groupa of letter& baftng no r-.J. •'"'"'' eon
•tructecl mre or le•• •111teat1call.7 b7 ~t• of YOll9la aDC1 eouo-
11&11t• •o u to gin these groupillgll the appearauce Ul4 ~1l1t7 of 
bona t1d8 v01"4a. 

(3) Oro1lp8 of letters preaenting no appearance ot baa& ficJa ar arti
ficial vorc18 8114 nHmbling cipbar groups. 

(4) Qrou'(l8 of &l'llbic fiSUN•· 

J'or apec1al pm'IM)llea, cocJa groups campoaecl of intermlxture• of letten u4 
figurea rithin groupa 91' be uae4. Call sips ffll! :radio atatiou, such u 
W2ICA and WSAZZ, an ezamplea of such 1Dtermlxture• otten ued in ndio caU
aip cocJas. In certain hishJ.7 apec1al.1sec1. naYBl 01! .Ui tarJ' eocJa•, the in
termlxture of letten and t!.gurea i• llDIBtim• necell•BZ7. Bach iDtend.z
ture•, holren:r, an either not accepted. or, if accepted, a:re abarp4 tor at 
a sreatl.7 111CZ'8ued nte nan the)' appear in---· tZ'WJlitte4 'bJ' coa
mrci&l. COW''"' catiom apncie•. 

I.• A coc1a _,. contain tvo or m parallel aet• ot coa. groups of 41f
te:ren.t tne•· J'or enmple, in m.111' cowrci&l coc1a• aD4 in acm1 11111.t&ey 
&114 naval cocJa•, tbe:re ia one aerie• ot coae poups of tbe 'boll& ficle o:r 

12 Many codes contain a small block of code groups desJgnated as "supplement groups", the meanlngs of 
which are defined in special lists which are effective for speciflc datea or for 1peclfic geographical areas. 
These supplement groups may contain equlvalenta for speciftc name.1, places, 011anfzatloDI, and die like. 
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artif'idal vur4 tne anc1. anotbttr •er:l.e• ot the ftgme-group tne, both 
appl.Jing to tbe .._ aerie• of vol"Cla, •-•, an4 •entence• of the coda. 
!bezre are Hnl"8l NUOIUI tor this. IIL :mat perts ot the varld 1lhe1'e 
1tal.1c or romn letter• en UH4 fm" writing, letten p ... a greater 
a4ft1Ltapa in &CC1R"&C1 of reading llDCl haD411Dg bJ" teiegraph peraODDel. 
!fta1a 1a nece88BZ7 tor correct trnprl aeion an4 receptiOIL of ••aagea. Baw
ner, in aam part. of the voria--tor nnple, Ruaaia &D4 CbiDa--telegral!h 
penonnel., except in l.u'p citi•, are UDfml1l1ar with the Bngliah al:pba
bet and helLce mDJ' errors 1IL tnnald.aaim a:riae. But arabic 41&1t• are 
&1.mat univer•all)' :recopisecl and uaecl, •o that tor c011111m1catiollll betweelL 
obscure ports aa4 ...U cities 1Jl taN1p countriea, figure groupa are 
pzretezn4 Oftl" letter sroupa. 1'b8re are certain •thocJa ot aolld8Da1Dg coc1a 
groups ccmpoae4 ot figures into atill -Uer groupe cmpaae4 of letter• 'b7 
wm ot condemers, 80 tbat ~ firm uae figure groups for auch vurpaae• 
in expeu1Ye trana:laaiODS. ftaa111, in certa111. •thocJa of mci;b.ering 
cocle •••8P• tar the sake of greater MCNCJ", t1gul'e P'OU'P9 often fora the 
basil tor the encipbal'lmlt more reaclil¥ tbau c1o letter groups. Prior to l 
January 1934, in practicall.J' all mclern codes COIUltructed. 'b1' uperta, let
ter coc18 groups nre of the art1t1c1al-vcml type. On that date mnr rule• 
in 1nternat10D&l cowmm1cati01L becw ettactin,13 pera:l.ttillg the w ot 
letter cocle groups without restriction in their tm:matim, u cl.us (3) in 
aubpar • .[, abcmt. 'Dae 183orit7 of the coaea publ1•he4 aubaequatl.7 to the 
tareaoing c1ate ecmtain letter co&t groups of the unrestricted tJpe.14 

11. 'l'lae greateat adnntage po11aea1e4 bJ" letter groupa ave figure 
groapi lie• 111. the nailab111ty of a tar greater mmber ot -permtatiODS, 
or i11.tercbupe, ot letter groups, becaue tM:re are 26 letters 'llhich -.,. 
be 'pel'mUted to form letter code groupa, vb8reaa there an OILl.7 10 41gi ts 
wbich 81' be penmted to form t1gu:re groups. It coa. groupa ot tin ele
mnta are uea, then there are anilable 265, or ll,881,376 sroupa of tin 
letters, 8114 OILl7 io5, or 100,000 groups of five tigurea. Rav sillce the 
ILUlllber of perm11tati01U1 of 26 letters taken in groups of tin 1• ao great, 
on:cy permtations contOl"ld.Dg to special tne• mr be aelecte4 tor uae, an4 
there vill atill reJBin a autticie11.t 1m11IH1r of co&t groups tor nen the 
larpat coc1es.15 Certain types of coCle groups are selecte4 ao tbat possi
bl.e error in telegraphic tranalliasion can be re4uce4 to a ain.1.Dmm. It the 
coc18 groups have bee11. comtructed scie11.tit1call.7 it ie poasi'ble to correct 
such errors quickl.7 w1 thout haying tbe •••ase :repeated. 

i. 'l'be length of code groupe med, vb.ether the groupa coaaist of wa, 
t11:ree-;f0Ul', or five elemnta, c18pm48 upon the aiu of the coa.. !bi.a 
applies al.mat excl.uaivel.1 to field. m:UitllZ"J' or naval coclea, vbere tra'lla
m:l.aaion i8 through a goyerwtal llPDC7i 1IL ~ical •••ases or in 
goTeZ'Dlmltal ccmmm.1cationa traD&ld.ttecl OY9I" printeJ.7-aperate4 liaes, fin
letter or tift-tigure groupe are uaec1 almllt ezcluaiftl7 became ot the 

13 See Telegraph Regulations, lntemational Telecommunication Convemton. Maclrld, 1932. 

14 For a treadle on the development of codes me "'l'he l:Ustmy of Code1 and Code Language, the Inter
national Telegraph Regulations pertaiDlng tbeieto, and the bearing of tbll history on the Cortina Report. " 
by Ma,JOr William F. Friedman, Sig. Re1., Government Prlndng Office, 1~8. 

15 A real whopper in codes is the Wesrem Unfo.o Code, comprisfDS nearly 380, 000 &n>ups. 
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:replatiom adopted 'b;y the Intenational !'el.epraph CODfa:rtmcea mt 'bJ' em
:mrc1al telegr&Jh an4 cable c:oapm1• • All a pmral Z'UJ.e :l.n tbe trwJd.•
•iOD. ot coc1e am ci-pher ••...-, -.ch P'O\lP ot :fin letters 1• coate4 u 
one vOl'd regardle•• of the D1llllber &D4 mTMpwnt ot TOlfela; -.ch group ot 
tin f1gurea :I.a counted u one word. • 

.t• Coda groupa of :m&trn. coclas are coutructe4 'b7 me ot table• 11111.cJl 
J8Z'll1 t mn Or le•• automatic and •JBt-t:l.c comtruct1cm. :l.n the fora a.
s:l.:re4. bse are called JJ!l'J!lt&tion tables. Becaw1e the1' 97 be •eel to 
conrect mat errors -.de in tranam:l.aaiOD. or vritiDg, llUCh tablas an 1111-.1.l.7 
:l.nclud84 in the cocle book aD4 an calle4 mtilat:l.011 tables 1 p:rble tabl.ea 1 
error-aetector cbaZ"t•, etc. Betare the 1nY8Dt1on ot permtation tabl8a, 
cocla u a s71tem of CQW!m1 cation vu not 1lllo1l.7 reliable. Sc:l.ent:l.ticall.7 
CODatructed table•, boV9'lel", :l.ILCl\lda a feature vb.:1.ch bu remc1:S.e4 W.. fault 
to a great extent; this vill be c11acaaaecl :l.n the nut paragraph. 

k. !l.'o mke an error ill a group ot five letters la not UDU8ual OD tlle 
part of the anrap telepraph OZ' n41o OlMR"ILtor. It a tittennce ot onq 
one letter c111t:l.ngu:l.ahe4 one cocla group troa anotbel" :l.n the .- coc1a, u 
ABABA aid ABAD, then ser:l.oua errors a:r be intieoauce4 in. the •Ming of • 
••sap, ar the •••age -..,. be 1848 UIWl.teW,gible b;y OILl;y a tw trama1•
s10D errors. It, bovenr, rterJ coa. group 1D t!le cocte 'book :I.a 41at:l.Dga1sbec1. 
troa all other coc1e groupa 1D tb8 .._ coc1e 'b;y a clitterem:e of at lwt !!!, 
letters, then there voul4 have to be two errors 1D a s:l.Dgl.e group All4 tbee• 
t1ro errors YOUl4 ban to procluce a coc1s srouv actuallJ' vresent in the cocla 
before a wrong man:l.ng 'VOUl4 be conftJWd. !bis pr:l.ncipl.e ot -.ting cocla 
groups v1 thin the 118118 coc1e c11tter trma -.ch oth8r b7 a 111.Dillml of two let· 
ten is called tbe two-letter c11tterent1&1.. It :I.a wt wilJ' 111eorporatecl 
in coc!e sroutt11 b;y coutructing the -permtation tab1e to this em. !'be 41t
terent1&1 ~ be the absolute 41ttereD.Ce 111 the iclaa.t:l.t:l.es of two letters 
or the relative }1081 tiona occupied. 'b7 thml. r~ exnpJ.e, BACOP, an4 BAaJG 
titter tram each other :l.n the ic1ntitiea ot the t1D&l pair of letters; con
s:14erecl u a camb:l.nation ot letters, the t1ro grroupa present a two-letter 
clitterence. the two groupa BACOI' &114 :aoca, ~ 1 titter in tile relatift 
poa1t1ou occupiea. b;y tn of their letters, but comi&rrecl as a ptZWZtat:l.on 
ot letters, these two P'CNPI u well • the tWD groupa BACOI' aa4 UCUG, pre
sent a two-letter titterence. In •b.ort, vheD. at leut tVD correapoad.ing 
lettere 1D a pm.- of oocla groups titter in their 14ent:l.t1•, the tVD coda 
graupa 8Z'8 Riel to present a 2-letter 4:1.tterence. BlTara a;r1a111g t1'ml the 
exchange ot poe1 t:l.OD of two letters, v1 thout a change in tlle:l.r :Lc1ent1 ti•, 
are reterre4 to u el'l'01"a ot 'tnDaPO!:l.t:l.on. by an not unusual but tar
tW.teq, u a rule, the7 inYoln cml.;y lettel'a vh:l.ch _. either 114.1acent ar 
alternate. Fm: ezespl.11, 1n th8 pdr of groups BACOI' an4 BOCA!' tbel'e 1s a 
tranapoa1t1on of tbe alternate-letter "Qpe. In recent codes, atteapta 'baT8 
been mda to c18Y:l.se permtat:l.on ta'bl.ea '11111cb v1ll el"" nate one of the tvo 
--... ot f1Yf1r1 pdr ot gl'OU1'9 wbicb. 4:1.tter f'l'olll each otber 'b7 the mare 
tranapoat tion of two ac1Jacent or &1.termte letters. Coda• •1111 srouv• 
buec1. upon a permtat:l.on tabJ.e vill abalr the tabl.e and explaiD hall' to,.. 
1 t 1n cornct:l.ng tlle 111111&1. mtilat:l.om of groups. !l'be me ot the two-let· 
ter clitterent:l&l ~- tlle poas1b1l.1t1•• fm: coutructilag letter-coc18 
gL"OUp8 froa 265 to 2(,'+ ( • 456 I 976) I but COll81Mzo1Dg 1;be a4ftll.1iage8 I tJ1e 
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•aal"ifice 1• 110Z'tlmb1l.e. Permtat1m tabl.ea tor the coutruC'tion ot f1gm:e
coc1e groupa a:re a1a1 l N' 1D nature aD4 purpose to tab1e• tor the coutructim 
of letter-coc1a sroava- Bannr, became of tbe m 1111:1.tecl D.Uliber of cbu-
aaten 8Y&ilable ~ \)eZ'mtatiou, the .r-- number ot 2-tipre 41tterence 
group11 poaaible in a 5-f1.gare code ill , or 10,000. 

l.. In their comtruct1m or ~t, co&la me pneral.].J' of two 
tne•'i' 

(1) One-tm't, ar alpbabat1cal coc1a•. 'l'lle pla1a.tezt sr01lll9 are &1'l'SIJ884 
1D &1.pbabet1e&l. orc1er accampan1 eel b7 tbair coc18 groupe in al]tlla'bet1cal or , 
mDm"1cal order. Sucb. a coae aervea tor dacod:Lng u wll u tor enoocltng. 

(2) 'l'vo-prt, or nncJon'sed co&I•· !'be pl.aintmct grroupe a:re arranged 
1D alpba'betical orcl8Z' accompe.n1e4 by t!leir coae P'01IP8 in a DOll&l.phabetical 
orc1er. The coaa groups a:re aaaiped to the pla1ntext groupa at nzvlom by 
dra1ng the coc18 groups out of a 'bmc 1D vhicb. tbey ban been tborougbl.y 
whrM, ar by aom otber marmer iD vbich the el.wnt of cbauee operates. Such 
a liat mm aern only tar mcocling. l'or dacod.ing, uotb.er l.iat llmBt be pro
T1c1ac1. in vld.cb. tbl coa. groupa a:re ar.ranpd in al-phabet1c&l. or numric&l or
cJar aD4 are acccmpm:tecl by tbeir wn:Snga u gift1l in the encocling section. 
l'or this reason a two-part coc1e baa often been e&lle4 a erosa-reterenee code. 
'l'ba toll.oving brief extziacta froa tn>1c&l om-part &D4 two-part caaea illus
trate the ditteNnce betwaen them.: 

A 
Abaft 
Aban4oD 
•••• it 
Aban4onec1 
•••• by 
Aben4oning 
Aban4omaent 

••••••••••••••••••• 
••••••••••••••••••• 

l\ro-part cocle 

.lncating Sectioa. Dec:o41ng Section 

OAJVt A .ABABD Obatmctecl 
TOOU .Ab&tt; ABN:I !'era 
J'BllIL Abandon A1WDC Zero 
~ •••• it .ABAJL It it bu not 
ZlZB Abu111oned ABAlll 'lo be aent by 
mmz . ···'b7 .ABAMP .Acceding 
DWUZ Abanclon1ng ABAW'Z Bu:ll41ng 
RUlllO .Aban4ommnt .ABBAD Do not attempt 
••••••••••••••••••• • ••••••••••••••••••••• 
• •••••••••••••••••• • ••••••••••••••••••••• 
ABABK Zero ZlZlZ .Aban4oned 

Betnen the two extrema are coclea vbich ha.Ye reature• ot both; tbat is, 
camplete aect1CDB-.., be arranged 1D random sequence, but Yithin each aec
tion the contents azre azorangecl in aama ayatemtic or logical order. Thia is 

.. 

.. 

true 1 banver, only ot eom ot the oJ.c1er co4es. In J1DC1erD tne•, the two- .. 
put coutruction 1• mre ccmmm. 

m. Wben a strict alphabetic ~t 1• Wied 1D tlle aequence ot the ; 
pbraaea, the code 1a 11&14 to be a atrictll alphab!tic&l. coda; nen tbe phrases 
are listed un4er &QIL'l'ata heac\1DgB baaed upon the principal vorc1 or ic18& in 
tbe vbol.e expreaaion, the code ia aa14 to be a caption coc1a. !l.'be :tollaw1ag 
extracts v111 serve to Uluatrate tb.e tvo tnea: 



.. 
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Caption coc18 

Aaaiatance 
Gin uaiatance 
Require uai•tance 
lo aa•iatance required. 
Aaaiatance bu been aent 
Aaaiatance tor 
Aaai•tance troll 
Laiatance to 

Aaaiatant 
Aa•i•te4 

etc. 

8trict1J &l.ph!betical. 

.Aaaiatance 
Aaai•tance tor 
Aaaiatance tram 
.Aa•:l•tance baa been aent 
Aaaiatance to 

Aaaiat&Dt 
Aaa1ate4 

••••• 
Gin 

lo 

Gin uaiatance 
••••• 

Bo uaiatance required 
••••• 

More precise an4 ecoDOllical encocling ia poaaible 'With a caption cocle than 
vith an alphabetical cocle. With the caption co4e it is -ier to uaembl.e 
an extenUd ftl"iet7 of ezpreaaiona and. abaclea ot meaning under apacit:lc 
headings than 'With the &l.pbabetical. co4e. On the other hand, the UH of a 
caption co4e involn• m tim an4 labor in anco41ng, eapac1all.7 'b7 'UD
trained or unakW..d personnel, tban the ue ot an alpmbetical cocle. Where 
the pbraaeoloa of cm-m1 cation i• ataadarcl1H4 or atereot;rpic, the wt 
COllllDll expreaaiona Jml' be listed. in an &l.pbabetical code u rea41l7 u 1D 
a caption. coda. In both 't7Pa• ot coclea there my be tabul.ate4 •teri&l., 
•uch u tablea ot llUllben, date•, equipmnt, geop-aphical or peraonal cleaig
natiou, either forming isolated aectiona in the cocle or inaertecl. in the 
'IOcabul.az7 un4er appropriate heaclinga. 

n. Two-part cod.ea are Wied by mDJ' goY9rD1mnta tor their aecret diplo
•tic-; 11:1.li tarJ, am aaftl c~m1 cationa becaue the adYBDtagea they otter 
over one-part coclea are greater than their diaadY&Dtapa. Tba diaaclY&Dtagea 
are: a two-part code ia bar4er to handle than a one-part cocle becaue it ia 
at least twice u large in content, aince each code group and each plaintext 
elemnt muat appear twice; the coat ot pri11ting ia apprmd.mtel.J' double; and. 
the amant of labor in compiling a two-part code 1• mar]¥ tour tima greater 
because ot the neceaait7 for preparing the accurate croaa-reterence arranp
mnt vbich ia it• buic principle. On the other haDCl, the adY&Dtagea ot tvo
part codea are greater •ecreq, 8114 greater accuraq. 

o. In a one-pa.rt code the plaintazt group• progreaa troll A to Z in a 
resul.ir &l.pabetical. •equence, aceompan1ecl 'b7 their code groupa, &l.ao in a 
regular &l.pha'betical or numric&l. aeqwmce. It the vor4 ABAPl' ia repreaente4 
by a code group vboae initi&l. letter ia A, or whose initial D1Ulber ia 1, then 
the var4 ABAllDOB will be repreaente4 b)' a group vboae initi&l. letter ia &l.ao 
A, or whose initial n1ml:Ha.- ia &l.ao 1. In other vorcla, the •ll8Jll' crntanal18ta 
ha.ye clefinite cluea to tollov in breaking 4ovn the code becaue ot the paral
lelia• ot the two aequencea; the cletermination of the Y&l.ue ot one code group 
attoru cletinite clues to the nlm ot JBD¥ other code group1. In a two-part 
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coc1e I honftZ' I the 'Varel ABAft Jl1gllt be repreHDtecl 'b7 a group 'VboM initial 
letter is 1', or vbc8e 11li tial llUllbei' i• 8, aD4 the wor4 .AlWIDOI might 'be 
repn•entea. 'b)" a coc!e group vboae 1n1 t1&1. letter is P, or Vboae 1D1t1&1. 
l1Ullber 1• 3. In otber woria, the two secpmces an mt alJi.e in Pl'OIN•· 
s1ma; hence tbe cletend.Dat1ma ot the nlue ot one cocle group Y1ll. g1n DO 

clues to tba nlue ot &IQ' other group. 

E.• In COIUliclering the greater accunq of a two-}MIZ't coc!e OY8I' a one
pa"t coc!e, the tol.l.ov1Dg pair of phru• (1D a Jltpothetical. one-'(IU1; coc!e) 
are giftll u an --.ple: 

WOYMl VUl be r~ to attack 
VOYD Will not 'be reaq to attack 

Such an a:rraapmnt 1• aubJect to two sources of error. A cocle clerk 
working 1m4er great cl1tt1cult1es, in a hmTJ, my acciclat&ll.7 write clan 
VOYAll iuteaA of VOVBR u a result of tbe cmatigu1.t7 of the two aets of 
letter• vllich are a1w11v 111 appearaw aa4 are so cloee togetmr on the 
pap that 111• 8J9 9.1 take the srouv trm the vrong line. .Again, on ac
count of the sillilari t7 in sOUD4, his ear mJ" 4eceive hill into writing 
VOVD vben he should ban written WOY.AM. low the malling of the one group 
1• the met oppoaite of the muaing of tbe other am, •ince either -ntng 
97 tit in correctl.7 Yith the con.text of the •s•ap, tbe error _,. rem.in 
UD41.scovere4 tor same tim, thus cauaing aerioua incmanllience or, 1n the 
cue ot combat, actual loss ot life. Purtbermre, &lthougli the mald.ng ot 
two errors in a single group i• rather unuaml in transmission or reception, 
nevertheless it does 'banen am, in such a case u the abon, voulcl not be 
detected. 1'b.i• is e•pecial.11' true in conmction vith tabular -terial. such 
u lists of numbers, dates, IUld mms, in which the context often fail• to 
)'iel.cl clues to the correction of garbles or errors, or to gin concluaift 
eridence of tbe presence of an error. But in a tvo-pa"t code such errors 
are 1Jlprobable. In the tirst source of error mn.tione4 abQYe, the clerk 
would be verJ much leas likeJ.7 to contwle tvo en.tirel.7 clitterent group• ot 
lettera; in the secOILcl source, it two ltl'l'Oll"S are -48 in the transm1ssion. 
or reception, and if these errors iD.Yolve tvo letters proclucing a group 
which actual.17 ball a •ailing in the coc!e, this malling is so UD11kel7 to 
t1 t in correctl7 vi th the context tbat its probabili t7 of occurrence ~ 
be negligible. Tb.us, it th1• sort of error 4oa• bappen, the maning ot the 
group taiJ.11 to tit in with the context 11114 at once indicates an error. 
ICmnrleC!ge of such an error, eTeD if it is 1mposa1bl.e to correct it, is mre 
preferable than ignorance of i ta m.stence, vi th a 'P08S1ble action buea 
upon incorrect clecoclemDt. 

g,. 'l'b.e folla"1.ng are •mm clo•ing ob•ern.tiou on the aub3ect of cod.ea 
&nil co4a system: 

(1) In commrci&l code •••ases there 1• aomt1Jllaa encountered the 
practice of mixing plain text and cocle text; in governmntal cocle •saaps, 
milita.1'7 or 4.iplaatic, such intermlxtures are todaJ' so rare tbat their 
presence in telegraa 1ncllcates abJ'88]. ignorance of 8CDI ot the fUDdameD .. 
tal rules ot crntographic secu:rit7. Becauae the plainte:zt war4a give 

c 
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dat1D1te cluea to tbe •&Ding of the a4Jacent code sroupa, nm though the 
tormr J81' apparentl.J' CODYllJ' no illtellig1bWt7 in themelna (such wozrda 
aa and, but, &,, .-, tor, !!,, period, atop, !!!!!,, the, etc.) their 
presence coutitutea a fatal danger, and no ceyptogra}lher who ia aware of 
thia danger w1ll countenance auch interlli.xturea. 

(2) It often happens tbat correspondents apl07 a coda vbich -.tea 
no proriaion for encoding proper nama or UDUual vord.a not inc1114ecl in the 
YOC&b111.aey of tbe coc1e book. Rather than lean tbe unencoc!able tezt in 
pla1n language in the ••aase, since it• appean.nce 1l'ill aurel.1' lead to 
clues to unauthorized reacling of the •••age, the cor.reapanA•:ta encipher 
auch vor4a &Dd proper m.-a 'b1 •ana of U¥ prearranged cipher •:vat•. 
Al.so, in some cuea, when the cocle is lilli ted. in its YOC&bulaz7 and the 
VU'1.0WI inflectiou of words are not represented, the correspondents ma;y 
suttiz the proper inflections ("ed.," "ing,• "tion," etc.) 1D cipher. 1'bis 
proceclure, honftr, is not to be reccmaell4ed, beca'U&e it conaiclerabl.y :re-
4ucea the crntosra"Phic securitJ' of the whol.e 8J8'tea. ' 

(3) Sometima correapcm4enta mite use of two or more coc!es Vith1n 
the .- •••ase· This ia occaaio~ the cue Vb.en they are mld.ng use 
ot a general or commrcial coc!e vbich c!oea not ban all the apecial uprea
aiona neceasar7 tor their b'U&ineaa, the latter upr•aiona being contained 
in a a-.U private code. Somtimea, banter, the interaixture of code tat 
tram aeveral coclea i• aone :for the purposes of aecrec7, though it 18, u a 
rule, a rather poor n.btertup. 

9. Bncipher!cl code aptw. --!,· Sometime• the coc1e groupa of a coc1e •••llP unclerso a turther proceaa of enciphermant; the resulting cl")'ptograa 
com ti tutea an encipbered code •••ye. Both of tbe tvo gell8Z'al cl.uses of 
cipher •thoda, tra.na"PO&ition and aubstitution, -.:J' be used in en.ci-pb.ering 
cocle. Bncipb.ered code ia used UD4er tbe following cil'cumtancea: 

(1) When the buic cocle bu bad Viele d.iatribution am the co4e might 
tall into unauthorized ban4s. COlllllU'eial coclaa sold in bookstores, an4 nan 
special codes d.istributed vid8J.y throughout goYeZ'mBntal otticea, illustrate 
the tJ'pea ot codes to vhich this a4de4. satet7 factor ahoul4 be applied. 

(2) When 1Dcreued aecuri tJ' ia nec•••8Z'1 tor h1sbl7 c1Ma1tie4 caa
mmicationa. Althoug)l the basic code book _,. ~ be secret, turtber 
encipherment would greatly c1ela7 tbe solution of the coc1a it it tell into 
tbe bancla of ._., crn>t&nal18ta. 

b. '!ruapoai tion mtho4a wtlarein whole code group• or aerie• of tbea 
are shifted about according to aom k.e7 are not trequentq encountered; 
tranapoa1t1on •thoda app1ie4 atr1ct11 v1th1n the code groups, 'b1 rearra.nging 
or shifting about the letters or :figures cmpoaing them, baYe occaaionall.1' 
been used. One of the llD&t co_,a17 uaecl transposition •thoc!a tor the en
c1-phermnt of code ia Up4 col.UBl&'l" tranapoaition, either with special 
•trices, c1ea1gna, or f01'118 baring nuJ.111 or blallta, or vi thout these tea
turea. !'.ranapoa1t1on enciphermnta of code, boVn'er, are 'YflrT aubJect to 
error &Del require high-grlll)e personnel tor tblil' pnctical. operation. Tbey 
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are, of c0\IZ'8e, vbolly unaui tecl for practical mili t&rJ map, though the1 
can be upl.oJlld for other purposes. Solution of 1uch &J'ltem can be a Yf1r1 
41ft1cult •tter iDc18ecl, eapeciall.7 if the basic co4e book ia DOt kDan. 

c. All of the •thocls of substitution applicable in tbe case ot ciphar 
e71t- ._, be uaecl tor the enciphermut of coaa, l'ansilll troa 1illple mono
alphabetic •thou to the wt complex pol.yalpbabetic •thocla, inclwling 
-.chine enci-pb.ermnt. Di.graphic •tho4a m;r &1.ao be 1111ec1.; cmbinatiou of 
Ugraphic and mcmographic •thocla are trequentl.J encountered. .A fU'orite 
method in one-part co4ea havins both letter-code am\ tipre-coc1e groups 1a 
that in vbich the letter-coae group atan4111g at a prearranged internl. be
fore or after the lettel'-co4e group repreaenti11g tbe act\1&1. vord or pbzue 
intenclecl to be cozrre,.a. ia aubatitutecl. Die inte:rnl my nain tize4 vith
in a aiDgl.e •••ase, or it 97 ft1"7 &CCOl"41ng to aam prec1ateraine4 k.e7; 
numerical coae groups IBke the ue ot large intern.la practicable. Dais 
•thocl., With mcl:lticationa, ball alao been wse4 tor the enc1phermnt ot two-, 
PG"t coaea. 

4. Subatitution table• of Y8Z'1owl aorta are often empl.oJed. ror ezaa
pJ.e, ming a table appl.1cab1e to coae groups ot 5 figures, a table CS.Ying 
pz'ODOUD.Ceable ccllb1nat10D& of letters tor the COllbiD&tionll of d.igite 97 
:result in convwrting a group auch u 75152 into the letter group KOBAL. 
!ables tor aubatitutillg combinat1ou ot letters into other eollb1Dat1ou ot 
letters are eflU&ll7 teuible. The aubatitut1on 97 be atr1ctl7 d.igraphic, 
comb11ling two 5-J.etter or 5-tigure groupa into a aeries of 10 41grattba; or 
it m-r be a combination ot trigrapbic and cU.graphic substitution, each 5-
chara.cter group being split up into a 3-charactar an4 a 2-c'bara.cter coa
b1nation. other combinations are, ot course, &1.ao possible. In all ot the 
foregoing •tb.ocls the cbief obJection 1• tbat tbe adftlltap ot the 2-letter 
41tterenti&l. feature ia mre or l.eaa cl1aa1-pated 'bJ' the enc1pbermnt, but 
thia ia true ot &lllloet enry- subatitut1Ye •tbod tbat 1a auperimpoae4 on 
code; this 41aa4Y&Dtage ia absent in those cuea in vb1ch the enc1:phenent 
opera.tea lm'el7 to aubatitute other coa. groups ot the •- book tar tbe 
••aase coc1a grmpe. !he mat c01111D11 •tbocla ot thia tne IBke 'Ulle of the 
tigure-coc!e groups, the latter being -.ntpulatecl in various R.111 to change 
the• and the resulting groups then being g:Lnn their letter-cac!a equiY&l.enta. 

!.· 'lbe 1110&t important of tbe ftriou •thoc!a of encipberiDg coaa &l"8 
aritbmt1cal •thoda, vbich v1ll DOif' be di•cua1ecl.. It the code groupa are 
mmaric&l., the a4d1tion (1111uall.7 lllDcl 10) of an arbitraril.J' •elected umber 
to each code group in the code •••aae conatitutea a a:Lmple farm. ot enci
phermut. It Ja1' be nried bJ' prearranse-nt between co:rreapomlenta, aia
'PlJ' 'b7 changing the 1'iDd. number u trequentl.J' u ~ be 4eem4 nece••&Z'J', 
or b7 aom euil7 arranged a19tea of change. 1'bl srCNP of 41gita cmpoaing 
the DUllber vhich ia a44a4 to the pla1n coae value& ii ccanonl7 termcl an 
ac14it1ve FOUR' or, Dm"e often, an a4cl1t1n, or aametima aiJlpl.J' an a44er. 
In clecipbe:rmnt, the additin ia mrel.7 :remve4 tziom. the nce1vecl enciphered 
code grou})a 'bJ aubtraetion, leaving the plain co4e sroap1, vbich can then 
be cleca4ecl 'bJ' reference to the cede book. Often the elate or aom nUlllber 
c1arin.bl.e tram the date ia empl.OJ9Cl u the ad41tiye but ua'111Lll7 the DWllber 
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ia ·~ an arbitrarily compoeecl ll"OllP of cligita. Becauae tbe •- nua
ber ia amploJe4 tl'lrollghout t'ba encipbermmt of the entire co4e ••AP, 
aucb an ad41t1n ia caUec1 a :t1Dd a4d1 tin. 

l• Methoda such as the foregoing are particularl.7 nak: c17Ptograph
icall.7 it the buic cocle book and. the coc18 &routt8 emb~ lilll1tationa in 
conatruction. Por enmpl•, 8hould it be amploJe4 1D cmmection 'Vith a 
coda hariDg onl7 3000 ll"OllP8 DUllberecl couec:utivel.7 froa 0000 to 2999, 
then the im:tial 41&1 ta of the groups ere limi tecl to the three c11g1 ta o, 
l, and 2; the application ot a f1xecl ad41tin can therefore procluce onl.7 
tbree clittezrent cligita as the init:l&l digita ot the enciphered coc1e text. 
tia 'pheriomDOD voulcl, of course, qu:lckJ.7 lead to the determination of the 
initial 41g1 ta ot t'ba plain code groups. One rather a1mple achem iDYOl.'l'ing 
the uae ot t1zecl aad.itina in tbe cue of codes ha'l'ing &lphabetical u nil 
u numric&l code ll"OUPS is to appl.J' t'ba t:l.zed ad41tive to the numric&l 
cocSe ll"CJU'P8 representing the 'Pla1Dtext 1f01"4B or pbraaea ancl then take the 
&lpba'betical code ll"OU'Pll correapon•H ng to tb8 aw u the final encipherecl 
code groups. In codas ot this tne, tba a441tina ~be rather l.arp nm
bera all4 the proceaii ot t1n41ug tb8 al:pbabetic&l code groups correaponcling 
to tbe sum ia yeey eu7. But in coc!aa wherein ODl.7 &lpbabetical code 
groupe are 11ate4, that ia, no figure-coc1a or numric&l groups are alao 
given, the 11441.tives emploJ84 mat natur&ll.7 be ratbsr ...U numbers. It 
vould be extNMl.7 laborioua to 001mt 573 ll"OUPB torvarcl, tor mmple. In 
cues such u these, &4dit1ns limited to n\lllbers f'l:tom 1 to 20 or 30 are 
comlDne 

I.• Instead ot adding a t1D4 number in enciphermnt, the latter Ja7 
be subtractecl, in vhich caae, in decip'ban•n:t, the t1zecl number DU&t be 
84484 to the encipherecl co4a groups aa received. Such a group my be termcl 
a subtractive FOUR• or subtractor, because subtraction 1a the Pl'OCess uaed 
in encipberment; in deciphermnt the gL"OUp becmms, of course, an additive. 
A third •tho4 involves the subtraction of the plain co&I group from tbe key 
to 71eld the enciphered code group in enciphermnt, and tbe subtraction of 
the encipherecl cocle group troa the keJ to pelcl the pla1n coc1e grau.p in ae
ciphenmat; this •thacl, lmaVD u the Jlinuend •thocl, ia quite prenlent in 
crntograplaic practice. Adcl1 tion all4 subtraction ot a fixed. mDm'ical group 
._.,be &lternatecl V'ithia. the aama •aaap, according to BOE aillple Bub• 
s141&r7 ke7; tor mnuapl•, a •eri• ot atlcl1tin ll"CNP8 correspm:d1ng to the 
keJWOrd BAD a:l.gbt, b7 pre8Z'l'&llg8mnt, couiat ot the n'Ullberll 200, 100, 4oo. 
'Dleae 11:1.ght be uaed in repetitive mamaer, or the correa'POIM1mta might agree 
to uae these ke7 nmibera &lternatinl.7 1D IM141tift &Del aubtractive mimer, 
such .. .t20() I -100 I ..Jaoo I -200 I +100, .laoo' 400 I -100 I +lloo I etc. 

h. Instead of a t1Xed 11441t1n, it ia possible to empl.OJ a aequence 
ot c11i1ta uaed in the -.nner of a repeating key tor ad41t1on or subtraction, 
the sequence being agreed upou. in advance or clerivable from a literal key, 
etc. It a 9-cligi t ke7 were employed 1D con.1unct1on 'Vi th a.-cl1g1 t code groups, 
tbe ke71DS cycle would repeat after the encrn>tion ot 9 code gl'Oup8. It, 
halMftr, the ke7 nre compoaed ot 10 cligi ta, then the keying qcle 1IOUlcl re
-peat after ODl.7 five code groups, aince the comai factor 2 cuta the 'PQten
ti&l keJing length in balt; &114 it a 12-digit ke7 were amploJ94, the keJing 
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qcle voulc1. repeat after tbree code groupa 1 'becauae of the cOJm)D factor 
If. 'betveen the n'Wllbera 12 &IMl Ji. 

i. When apec1&1 ta.blea are eaploJ'8d u the aource of the a&U.tina 
or subtractora for enciphering cocle 1 a lllCh mre aecure a;yatem is prOY14ec1.. 
b tables 97 be conta.inecl ill a book or 4Dcumnt call.ed a kg boolt1 an 
a441.tin book, or a aubtractor book. On each pap of auch a book, groupa 
of DUllbere are zregularl.7 cliaposecl ill ran and colums on the pap. B7 ap
talJ'ing iclent1tJing a;ymbola callecl imlicators to the pages, u vell aa to 
the ran aD4 tbe colUlllDa on each pap of the k.eJ' book, it is poaaible to 
prOYida tor the aate enciphermnt ot a large vol.um of traftic. AU cor
reapondenta 111111t, of course, be prov14e4 vitb the aam basic co4e book aD4. 
the ... kq book. In employing the k8J' book, the 1n41cators tell the re
cipient of a •ssap vhat k.eJ' groups were used; that is, where to begin ill 
the deciphermnt of the enciphered cocle. A pap tram a typical k.eJ' book 
of this aort ia ahon in fig. 5; tbis figure contains tvo aeta of 100 If.
digit kq groupe, diapoae4 in mmbered blocks each containillg 10 ran aD4 
10 coll.llm8 of groupa. To 48sigaate a group as the init1al one to be em.
ployed 1D enciplutz'mnt or decipbermnt, it is mrelJ' nece&•llZ'J' to give the 
block number, the raw number a.nd the column number ot tbe group. :ror UlllL• 

ple, 0116 ia the in41cator for the group 8790.16 It 1a uaual to take the 
auccessin groupa in the norml order of reading, tbat is, trm left to 
right and troll the top dawmrarcla, al.thougb. &D1' other orcler of reacling ._., 
be agreed upon betveen correapoa4enta. Die book from vhich thia aample 
vu ta.ten consisted o'f 50 pages each containing 200 groups, mk:lng 10,000 
in all. Tbe groups thmaelves, of course, consist mrel.7 of' 41gita selected 
at random vhen the ke7 book ia in preparation • 

.t• If a keJ' book tor an ac141tive or a aubtractor •J'Btem ia used 2!!S!, 
and ODJ.y once, security of an absolute order is illlpeZ'ted to the •aaagea 
even it the basic code book ia Iman to and poaaeaaed by the •!!!!¥· It ia 
not even neceas&17 to use indicators except vhere a quaatiaa ._., ar1ae u 
to the aerial order of one of two or Jll)l'e •ssagea arriving at about the 
sw tim. In such a cue the &J'lltem is referred to u a one-tim ayatea 
and the ke7 book is cal.led a one-tim p4 becauae the pages are uaual.17 
taatenecl aecurelJ' in the form. of a tablet or pad and are deatl"O)'ed aa soon 
as it is certain tbat the recipient of a •••age baa properlJ' deciphered 
and decoded it. ihe disadvantages of such a ayatem are tvo in n'Ullber, botb 
ver:1 serious. In the first place the production and distribution of the 
pads present very dit:f'icult problems in composition, printing, aaaembl7 ot 
aheeta, etc. For TOluminoua corres"Pondence llBD1' pads are nece&&BrJ' and the 
mere question of' the production, timal.7 distribution, and proper safekeeping 
of the pe.da is a serious one. In the second place, a a;yatem such as this is 
suitable tor only tvo corresp0ndenta and even in thia cue there usuall7 
must be tvo pacla, one for incoming, the other tor outgoing meaaagea, other
wise it will occasionally- or trequentlJ' bappen that both corres"PODdenta Will 
use tbe sam series of additives or aubtractors. 

l6 In actual practice, indicators aie often disguised or encrypted by a special key or set of keys; d1is 
procedure adds considerably to lhe security of the system. 

532 

.. 



" 
.1 

2 

3 

4 

5 

6 

7 

8 

9 

0 

l 

2 

3 

4 

5 

6 

7 

8 

9 

0 

1 

0378 

7185 

5037 

8004 

~ 

1259 

2878 

J.62o 

3868 

Ji.319 

l 

9328 

2297 

36'lo 

1456 

1751 

3611-3 

5875 

J,.555 

0183 

5012 

2 3 

9197 3260 

0135 6091 

3365 12911-

5199 3859 

6893 11229 

9399 0769 

9963 7911-3 

5879 0218 

1905 2500 

3298 7819 

2 3 
ll.35 3871 

9550 5033 

3961f. 3299 

9614 5520 

~54 8479 

oJM5 11673 

0710 7652 

9772 0128 

2959 3757 

411<>5 4128 

REF ID:A64556 

BLOCK 00 

... 5 6 1 8 9 0 

3607 2699 9053 9733 1644 6622 la2J.3 

2387 4957 3113 7284 0750 3501 1911-5 

8261 2llt.9 0718 3678 2.510 7238 5268 

1293 5311 3550 9915 0512 1.518 3776 

9736 0927 1418 1930 986Ja. 0090 8974 

31JM. 9801 1378 4732 5134 1435 5282 

4519 311<>4 9610 0190 ~7 7069 531a8 

1064 9560 5732 6661 0883 1883 2619 

66~ 0824 3710 3875 6332 1503 '1259 

8721 1549 6630 6301 5701 3586 1907 

BLOCX 01 
4 5 6 1 8 9 0 

151f.9 0839 8790 1771 8251 3274 ll73 

0102 6817 5597 o847 lto38 1200 29'1-9 

ll8J. 3811 88114 2500 4557 4133 oJi87 

8312 19'1a. 2417 1098 Jw39 3~3 8282 

8647 26811. 55ll 868o la66o 3858 lt266 

6178 5250 J,.310 9580 °"81 1005 4J.oo 

sins 6851 6001 9668 2109 811.71 3276 

2171 6835 ]lite 9514 1478 9746 7625 

7481 4396 4586 8143 8049 7478 8417 

9068 5023 4374 Tr!u 6373 94~ Tf 33 

l'igun 5. 
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k.. !bll foregoing 41tt1cul.'1•• mke it 4ea1r&'ble to mlifJ the •1•- · 
tea ao tbat wb1le it• aecurit," _,not be abaolute it can 'ba mp1oJed. b7 
a laz"pr l11llllNr ot correaponmmta, cutting c1aVD on t!le number of pad.a re
quire4 &114 pmdttiag of 1.Dtercalmmication &11011g all correapon&mta. Por 
llUCh ue, 1n41catora azre abaolutel.J' ••••tiaJ. in o.rclar to facilitate the 
prmpt cleciphermDt of ••HP• :receinc\ fl'ca atmn'ILL titterent COZTeapoD4-
enta. Die aecurit1 of a •chem such u the foregoing i• cJepenaent upon the 
mamaer in wb.ich the 1n41catora _.. treated in the enciphering procea•••. 
It tb.e iD41catora are given in cle11r, tbat ia, vi.thout cl1aguiaa of OM aort 
or another, it 'becom• poaai'bl.e to •tu41' a aeriea of enciphered coc18 - -
upa aid perhaps to aolve t'b.ea, ft'eD without poaaeaaion of the cod.e. OD 
the other band, if the iD41catora are themelTea 41.aguiaecl 'bJ' enciphering 
tbml according to a vell-Ua1pecl •thocl, the a;yatem u a Vbole becama 
Yf1r7 aeeun aid_,, 11U1eecl, 'be .a. illlpregna'ble against attack. tor a Yflr1 
l.oDg ts... 

l. It can 'be perceift4 'b7 thi• tim tbat tbe foregoing &l"itbmtical 
•tboia are, in Z'Ml.it7, aubatitution •thod.8. Where a f1ze4 group ia 
adda4 or aubtziacte4 traa the pl.a1D cocl8 group thia 18 eu7 to aee. For 
-nple, if the t1D4 a4diti'l'e 18 3089 ancl the plain coaa group 18 8752, 
the enci-pbared. code sroutt 1• 1731. 2h1a 1• the .... aa aaying tbat a 4-
alphabet a79tea 18 1DYolvecl, an4. tbe alphabet• are u tollon: 

Plain cocle •••••••••••• 1 

i~ ~ 
Alphabet lo. 3 9 

.... 0 

2 
5 
2 
0 
l 

3 
1 
2 

7 ... 
2 
3 

5 
3 
.... 

6 
9 
6 
Ja. 
5 

7 
0 
7 
5 
6 

8 
l 
8 
6 
1 

9 
2 
9 
1 
8 

0 

11ote that •rel.1' a aillple C)'Cl.1c 41apl.acemnt of ftluea 1• 1DYOln4 1D the 
proceaa, the UIND.t ot tiaplacemat being goYerD8Cl b7 tile particular cl1glt 
in each poa1t10D of the a44itive SJ"OUP• Wbat thia UINDt to, in CZ')'Pto
grapb.ic t...., ia a tour-&Lpbabet enc:i:pher•Dt uaing tirect atmuJvcl alpha
bets, vhere the "DOl'Dal alphabet" 1a 1 2 3 It. 5 6 7 8 9 o. '.l!le proceaa coul.4 
'be .U m ditticult bJ' -.pl.OJiD& "11'1zecJ alpbUeta• ot course, but tben 
the feature of apsed., which 1• DOW poaai'bl.e (in Ti• of eerl.J traiDing in 
IM141tion, VberebJ the mntal aritbmatic ilft'Ol.Te4. becom• aecOD4 natUZ'e), 
voul4 be lost, alnce coutant reference vow.a. haft to be IB4e to encipherlus 
aD4 a.ciphering tablea. 

m.. It becoma clear tbat "lben a aerie• ot 41t:tereu:t; ad4itin• or •ub· 
tractO'ra ia uaecl, u when a 1£87 book 1• empl.OJ-1., then the number of alpha· 
beta involved correapoa48 to tll8 nllllber ot cl1g1ta emplo,vecl. !hua,, c1eap1te 
the tact tbat the encipbermnt vroce•• la here one tbat 1nvoln• mrel7 the 
n.umrical equiftlenta of tirect ataDd"Z'd. &l.pba'beta, the a19tem. can bave 
Sl'•t Cl'1Ptosr•phic aecurit7, aapen41.ng upon {l) hol' long the keying ae
quence ia, tbat 1• the n\Diber ot groups comprising the ad41t1ve ar aub
tractor aeriea; c2i the composition ot tbia ke;r1ng sequence,, that la, vbether 
it couiata ot ran4m 41g1ta or 1• s111tem.tic in ita conatrw:tion; am (3) 
wllether tbia aequence or parta ot it are uaec1 ODl.7 once or several times. 
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!he J.ut-:mnt10D8Cl factor i• the mat important of the three, for it the 
keying aequance or part• ot it are uaecl but once or a ftl'J 11111.tecl number 
ot ti.ma, S&J' 2 or 31 its reccmtl'J bf crn>taDal.Jtic proceaaea ia 41tf1cult 
or impo8sibl.e aa4 therefore nen it the sequence 1a •JB~tic in it• con
struction, this fact might not becmm lmolm. Bonver, u a rule the ac141-
t1na or aubtractora are mrely 41g1 ta selected 'b7 a pureq razadoa mw, 
such u 4raing tbea out of a box, or equivalent .-au. The length of the 
aequence ia guided 0D11 'bJ' the amunt of traffic to be enciphered; tor a 
volum:l.Doua tratfic, k87 boob containing thowl&D4a of sa-c>UPll are necesll&l'J, 
even vi th a good iD41cator s111tea, and eYeD. then the ke7 booka mat be 
cbaDgecl at frequent intena.18. 

n. Aritbmtical •thocla are favored above mat other •thocla ot en
ciphei='mnt of code because of their silllpl1c1ty and relatively better speed 
of operation tban. in the cue of al.phabetie&l. •tbo48· The speed factor 
1a, of course, attributable to the tact that practically nerJboev can add 
(or subtract) rapidly and accuratel.J' vhen aingl.e digits are iD'l'Ol.'Y8d, Uld. 
although Yf1r1 a1m11 ar processes could be avgl.iad in cryptographic proceaaea 
in'l'Olving letters of the alphabet, the operations of addition or subtraction 
vould proceed very mch :more alOll'l.7 because earl.J tra1ning does not devote 
8111' time to ari tbmtical processes invol.ring letter&. l'or example, every 
child learns that "8 plus 5 eqmls 13 • but none l9U'DB tbat "H plus B equals 
M.• Bonver, these ar1thmtical •thocls lune two aer1oua 4isadvantagea. 
Pirat, there is the 41aadvantage that the final encipberecl code text ia 
composed of numbers. i'he latter are not on17 :mre aubJect to errors in 
telegraphic bandl.1ng than are letters, but also it ia JllDl"e ditticult to 
correct garbled sroupa vheD figures are involved. than when letters are in
volved. 1beae cliaadvantagea are, it 111mt be admitted, :mre serious in 
Amrican practice, vben aphasia in training ia laid upon the telegraphic 
transmission of letters and not figures, than theJ" are in other 'Pl"&eticea; 
the7 97 not hold in regard to countries Vbere the empbuia in training ia 
in the other direction, figures being preferred to letters. Secon41 the 
physical. procedures invol.ved in the preparation, reproduction, cliatribution, 
8114 accounting of tm 118C8saary key books ot ad41tifta and aubtractora are 
tedious, costly, and time consuming. Wbere proriaion JIWlt be mc1e for 
voluminous 1narcQl!llmicat1on among mlJ1' unit• and tor relatively long per-
1ocla of tilm, these •ttera conatitute a ditf'icul.t it not 1.mpoaaible prob
lem for the C011Piling agency. 

10. Machine c1pb!r •J!'tem·--!.· C:rntogral'bic principle• or •thocla 
which are too com:pl.icatecl for hand operation _,. nonetb.eleaa be readily 
mechalli.secl and became higblJ' pract1e&l.. lb.ectrical an4 electrcmchan1cal 
cipber mchinea ban been clnel.oped vtd.ch are capable of pro4uc1ug crnto
gram of great cmpl.exif;J'; tmae cipher -.chines are to be clitterentiated 
troa cipher c1nicea 1 vb1ch latter are relatinlJ aillple •chanie&l. con
trivances tor encipl:lermnt an4 c18ciphermnt, 1111uall7 ban4-operatecl or •Dipu
lated b7 the tiugera, auch u alicling atripa or rotating 41aca. 

b. llachim cipher ayatma 97 be cl.Used into tvo broad categories of 
a111t•: (1) literal autw, 1D vhich the plaintext am ciphartext aya
bola produced or accepted are the aorml &1.•betical cbaracter• aD4 digits; 
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and (2) noDl.iteral axatema, cleaigned tor the trwmisaion of data in which 
the •JJlbola or signals proclucecl or accepted are other than the norml alpha
bet ancl 41gits (e.g., teleprinter, cipho111", citax, ci'9'1sion, etc.). 
Purthermore, literal cipher mchines 97 be diricled into tm general. claases 
ot ~ pnerators and alpha.bet pnerators, or a combination of the tvo; non
literal machines are al.mat alva19 ot the DJ' generator cl.aas. 

c. Tr111111poaition cipher machines are rarel7 encountered; the tiles ot 
United States patents diacloae but two examples &Del. so tar u is kllOVD DO 
actual machines baYe been conatructed conforming to the speciticationa 
COftlred tberein. SiDce aubsti tution •thoda len4 tbaaelYea so mch :more 
reaclil.7 to autamtic encipbe:rment than do tranapoaition •tbocla, the possi
bilities tor the conatruction ot cipber machines tor ettectiag tranepoaitione 
are al.mat compl.etel1 onrlookecl. Buical.17 it voulcl aeea that a -.chine tor 
ettecting transposition would baYe to inclu48 aom •ana tor atori:ag up the 
letters until all the plain text bas been ted into the mchine, 1'hereupon the 
transposing proceaa is begun am the letters are tinallJ brought out in vbat 
externally appears to be a ruclomisecl order. It ia conceinble that a •
chine might be clev1aed in vb.ich the disarra:agemnt ot the letters ia a tunc
tion •relJ' of the number of letters comprising tbe •••age ;1'1 clailJ' cha.ages 
in the raDdomizing -.chineey coulcl be proyidecl tor bJ resetting the elements 
controlling the process. 

d. The substitution principle len48 itaelt i4aaJJ;r to •cbanization b7 
cipher' -.chines; these cipher -.chines range :from tbe ll08t primitive t;ypes 
which afford onl1 a maoal.phabetic aubatitution to Y8rJ complex tJPe• in 
"Hbich the mmber of alphabets and the length ot the keJing eycJ.e run into the 
millions. Little need be aaid of thoae achinea in which the ordinazy te7a 
ot the k~oard are mrel;r covered Vith remvable caps bearing other letters 
or cbaractera (such "mchinea n baYe act-111 been patented!) • Jinn Vben the 
•cbani• ia auch that a vbo1e aeries ot alphabets can be brought into pl&J, 
if the encipbermant is mnoal.pbabetic tor a succession of 20 or mre letters 
before the alphabet cbaagea, the degree of CrJPtoaecuritJ 1a relatinl1 lav, 
eapeci&ll;r it the Tarious alphabet& are interrelated aa a result of their 
derivation trcm a 11111 te4 mmber of pr1-rJ' component•. In aom cipher •
chin• on the cowrcial mrket the number of aecond.ar7 alphabets ia quite 
limited, but the •thod of their emploJmnt, or rather the -..mer in which 
the •cbaniaa operate& to bring the cipher alphabet• into play ia ao ingen
ious that the solution of cr,yptogr- produced bJ' •&DS of the •chine is 
ezcee41D&11' difficult. Tb.is point ahould be clearlJ' recognized and uncler
atood: other things being ea,ual, the manner of ah1ftiD1 about or Yaryiy 
the cipher alp!Jabeta contribute& more to crzptoaeCU1"it1 than cloea the num
ber of al.~beta iDTOlved, or their type. For example, it ia quite possible 
to erapJ.o:/ direct ata.Dilard alphabets in auch an irregul.lg seqmnce aa to 
Jie1d greater aecurit7 than is afforded bJ' the use of 1,000 or mre differ
ent ramm-miud alphabets in a ngular or an wily ascertained •thod. 
1'be importance of thia point ia aot alvaya recognized bJ innntora. 

l'l A furdler variable would have to be intlOduced in cues such as lhese, to avoid or eliminate the polli
bility of producing two or moie messages of exactly the lallle length in exactly the same key • 
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e. In the tolloring paragrapba • will. d.i•cua• tbe laplin C-38 cipher mchim as a typical keJ generator, Wired-rotor machine• u typical alpbabet 
generators, the B-2ll cipher macbim u a tnic&'L fractionating achine, 
three -.chines which are repreaentatift ot t;rpical cipber teleprinter•, an4 
w v1ll discus• the principal. notiom inYOlncl in the •ncrntion ot apeecb, 
taca1mile, and. teleriaion aigual.lt. 

11. Tbe !yelln machine, type C-38. -"'!,. Thi• whine, one of an GTaJ' 
ot ingenious mchima 1nnnte4 aD4 anutactured b1 a Snc:U.ah engimer With 
the :reaoull41ng 1111m ot Boria Caeaar Wilhelm llage11n, 1• a 8-.ll, campact, 
ban4-oparated, tal>!-pr1nt1ng, •cbanical cipher -.china, weighing 6 poUD.C.la, 
vi th dimnaions 7t" x 5l" x 3f 11. !be m"JPtosraphic principl.e embodiea pol.J'
alphabetic aubati tutiOD, emplo)'iug a complex •ch&nical a.rruse-nt to gen
erate a long runu1ng key vbich is uaed 1D con.Junction Vith reftl"&ecl ataDClard. 
alphabet• tor the primey component•. ID enciphermnt, the :mchine etfectiw-
17 subtracts (mod 26) each &p from the ke7 to )'iel4 tbe 8c, and subtracts each 
80 f'rml tbe u1 to 7iel4 the 9p;l8 becaue ot thia, the C-38 aD4 -.chines ot 
a1w11v pmoe ban aomtima been called "letter aubtiractor wbinea. 11 

b. Tbe C-38 has six vheela or rotors ot identical 41amtera; these 
vheeli are ao constructed as to ban iD41Yiclual periods ot 26, 25, 23, 21, 
19, Ul4 17. Bquidiatant aroUDl tba peripheries ot the vmela an eagra'Nd 
the i'ol.l.ov1ng aequences ot letters: 

Rotor I or "26 wheel 11
: ABCDBFGBIJKLllNOPQRSTUWXXZ 

Rotor II or "25 wheel": ABCDIFGBIJICIMOPQRS'BJVDZ 
Rotor III or "23 vheel 11

: ABCDll'GBIJKIMNOPQRSTUVX 
Rotor IV or "21 vheel n: ABCDBl'GBLJKLMNOPQBS'lV 
Rotor V or 1119 1rbeel. 11

: ABCDBPGBIJICIDOPQRS 
Rotor VI or 1117 vheel •: ABCDBIUBLJKLllllOPQ 

At each lettered position there ia associated a mall pin naar the edge ot 
the vheel, vhich pin 'E7 be pushed to the left (or "inactive" position) or 
to the right (or "active" position). Tb.e aiz vheelal9 ot the C-38 move one 
step Vi.th each encipherMnt or cleciphermnt; it tbeJ' are initia.ll.1' aligned 
at AAAAAA., the second &ligmmnt v1ll be BBBBBB, the 18th will be RRRRRA, aD4 
the 27th w1ll be ABm'BJ. Since the wheels are rel.ativeq prim to each other, 
the eycl.e ot the machine v1ll be the prod.uct (2m25X231f21z19Zl7) or 101,lto5, 
850; in other YOl'da, the wheels v1ll not return to their initial position 
until atter thia number of letters baa been enciphered. 

c. Just behind the siz wheels ia a revol.Ying drum aamthing like a 
aq,uiri='el-cage, compoaecl of two circular retaining -plates holcl1ng 27 hori
zontal bars ,20 on each ot vhicb are tvo lugs ,21 one or both ot vhich 97 be 

18 The machine actually ,.!!!!!! the key to the complemenb of the plain or of the cipher. 
19 The formal name of lheae wheels is "variable pin rotors," to distinguish them from "fixed pin i:oton" used 

in some types of cipher machines, and from "'w.hed rotors"' used in elecatcal cipher machines. 
20 The retalntng plates actually have 29 slots, and some models of the C-38 have been equipped with 29 bars. 
21 Some models of these machines were equipped with only one movable lug on each bar, other models have 

been made wluch had one lug, pennanendy fixed, on each bar. 
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aet at aiz effective poaitiona (corresponding to tbe six vbeela) on the bar, 
or to neutral poaitiona. IJ.'ba piu, Vhen in the "actin" poaition on a ape
citic wheel, serve to engage those luga vtlich have been aet oppoaite that 
vbeel,22 causing tba particular bars to be cliapl.aced •lightl.J to the left; 
theae cliapl.acecl bara act u teeth of a gear 11heel, clia"PJ,acing the rneraecl 
sta.D4ard al:pba'beta23a correapoDding llUllber of poaitiona. ~ number of luge 
in tbe path of a particular vbeel is kDoVn aa the "kick" of t'bat 'Vbeel; the 
total kick or k8J' is the aum of all the kicks contributed at a given position 
of the a1x te7 wheels, aa governed bJ those keJ-vbeel levers vbich are in a 
poai tion to contact the lugs on the clrum. When ~ luga on a bar ban been 
aet to ettective poa1t1ona, the actint1 o~ either one or both of the vheela 
involved will still contribute onl1' on.e kick for that bar, aince the bar 
acts aa one tooth of a gear. 1'bia situation ia kDOllll aa the •double lug 
ettect, n and the amaunt of the •anrlap• (1.e., the number of displaced b&ra 
having two effective lugs) mat be subtracted. .t.roa the total number of lup 
actuated at a given setting to ascertain the actual total ke7; tor exuaple, 
if wheels With kicks of 1, It., and 7 are the ODl7 oms at a given poaition 
vith ettectin kicks, and if ~ tbe bars cl1spl.ace4 there is an overlap 
ot 2, the total key is (l + 4 + 7) - 2 • 10. 

d. The encipbermnt (or deciphermnt) of a letter ia accomplished b7 
obtaiii'iug the aua (mod 26) of the ke7 and the comple•nt of the letter. 
For example, aaauming the juxtaposition of the reversed standard alphabets 
to be fixed .. 

(P) : ZDWVUTSRQPODLKJIBGFBDCBA 
(C): ABCDBFGBIJKLMN0~1VVWUZ 

it Rp is enciphered at a setting of the machine vb.ere the total k97 is 5, 
the cipher equivalent is Ne, measured 5 intervals to the right of the com
plement, I; if' the key were 6, Ep would be enciphered as Be; etc.24 The 
relative juxtaposition of the reversed standard alphabets may be varied by 
what is known as the slide, which has the effect of adding a constant to 
all the elements of key being generated by the machine.25 In the example 
above, the slide was really A • Z i• -' mod 26). It instead of' K - P • c 
ve express the Hagelin formula as P + (K + S) • c, where P is the complement26 
of' the plain and S is the slide, and it ve use the mod 26 acal.e 

22 In actuality, the activity of the pins (at a leDSing or "reading" position) 11 transmitted to key-wheel 
,!!!!!! beblnc:l each wheel. A lever wluch is pushed back engages the lugs in that wheel position and causes 
the bars to move to the left: a lever in the forward polition does not come into contact wuh the lugs. (Jf 
Roton I-VI are aligned at the apparent or "window" setting of AAAAAA on the bench mark, lhe effecdve 
positions of the six wheels will be at PONMLK. ) 

23 n-: alphabers comprise die indicating chslc (for setting die plain or die cipher) and the type wheel, 
which pnnts die enciphered or deciphered letten. 

24 
It will be noted rbat in the operation of the C-38, the Icicle imparted to the type wheel ia 1n the order 

of the ascending alphabet, whereas the sequence on the 1nd1cating disk moves in the reverse direction. 
25 

The slide ls brought about mechanically by adjusting the relative chsplacement of the type wheel and 
the indicating duk. 

26 
The complement of a nwnber !.• mod!!!-• ls m-a. 
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ABCDEFGHIJKLMNOPQRSTUVVXYZ 
1 2 3 4 5 6 'l 8 9 10 11 12 13 14 15 16 l'l 18 19 20 21 22 23 24 25 • 

it can be aeen that it Rp ia enciphered with a kick ot 7 and a slide ot 
22, then o 

ip + (7 + 22) • (26 - 18) • (7 + 22) • 37 (1 11, mod 26) • Kc; 

likeviae, it Bp ia enciphered vi th a kick ot 9 and a slide ot 22, then 

Bp + (9 + 22) • (26 - 5) + (9 + 22) • 52 (; -' mod 26) • Zc• 

Since the C-38 employs reciprocal alphabets, the operations of encipher
mnt and deci}>herJEDt are complemntary; therefore the cleciphermnt formula 
is C + (K + SJ • P, aa is shoVD by the exampl.e 

Kc + (7 • 22) • (26 - 11) + (7 + 22) • 44 (5 18, mod 26) • Rp• 

!· As an illutration ot the generation ot t.e7 in the C-38, let WI 
uaum tbat the six vbeela haft the tolloviDg pattern ot active (x) pins 
&Dd inactin ( ·) pins: 

Rotor I: ABC DB PG B I J KL MI 0 P QR S TU V V X Y Z 
• • x x x • x • x • x • • • x x • x x x x • • x • x 

Rotor II: A B C D B P G B I J K L M 11 0 P Q R S T U V X Y Z 
• x • x • x • • x • x • • • • x x x x • x x x x • 

Rotor III: AB c DB r G BI J JC L MI 0 p QR s Tu v x 
• x • x x • x • • x • • x x x x • x • x • x x 

Rotor IV: A B C D B P G B I J K L M l'I 0 P Q R S T U 
x x • x • x • x • x x x • • • • x • • • x 

Rotor V: A B c D B r G B I J K L M B 0 p Q R 8 
• •XXXX•X•X• •X• • •XXX 

Rotor VI: AB C D B PG B I J JC L 11 lf 0 P Q 
X• •XXXX• • •X• • •X•X 

Let u al.80 uaume that the luge have been set up agaimt their respectift 
vb.eels aa aholl'D. 'belav (with tbe overlap diatributecl aa is indicatecl bJ" the 
bract.eta): 

I II III lV V VI 

r2-,--1 

8 9 .... 1 6 2 

539 
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The am of the kicta of the indiriclual vheela ia 30; thia DUllber 111.nua the 
three overlapa •ban that ~ bar• haft been uecl. (Vi th thia particular 
overlap pattern, vb8ll wheel& I and II are eftectin, tbeir cCllbinecl kick 
ia 15; vllen II and V an effective, their combillecl kick 1a lie.; an4 when 
'Vheela I, II, and V are etfectin, tbair combinecl.::kicJt 18 20.} It tbe 
rotors are aligned ao that the ettectin setting ia at BllDIKI' ,2'1 an4 if 
the alide 18 - (1.e. , the in41cat1ng an4 print wbeela are aet at A • z) ,2s 
the generation ot the tint 30 ke;J' eie.nta ia ahon in tbe follav1Dg 
cliagram:29 

2' I 
L II 

I III 
IL 1! 

VI 
Total. ke7: 

1 2 3 4 5 6 7 8 9 10 11 12 1314 15 18 17 1819 20 21 22 232425 2627 2829 30 

• 8. 8 ••• 8 8. 8 8 8 8 •• 8 0 8 •• 8 8 8. 8]· 8. 8 
• 9 • 9 • • • • 9 9 9 9 • 9 9 9 9 • • 9 • 9 • 9 ·] • 9 • 9 • 
4 • • 4 • . 4 ... 4 4 ......... 4 a. ..... 4 4 ·]4 • • ..... 4 
• • • l • • • 1 1 l • 1 • 1 • 1 • 1 1 1 ·] • • • 1 • • • 1 1 
•• 6 ••• 6 6 6 •• 6 6 6 6. 6. 6]· • 6 ••• 6 6 6 • • 
2 2 • • • 2 • • • 2 • 2 2 • • 2 2] 2 2 • • • 2 • • • 2 • 2 2 
8 17 6 20 0 2 10 19 25 16 15 27 16 25 14 16 26 3 21 10 4 24 10 19 1 14 20 14 12 15 

It the f':l.rat vord ot a •••age vaa ADVAWCB, it 1'0Ul.d be enciphered as 
lllJBLD With the keJll 6 17 6 20 o 2 10. Bote, in the 418&J!"&IR aboft, that 
the k87 ot 26 in col. 17 ia equi'l'Bl.ent to -' aD4 that the key of 27 in 
col. l2 18 equival.81Lt to 1. Alao note that tbere are aeveral 'RJll to ob
tain certain keJll, auch as a ay of 10 111 colm. 7, 20, and 23.30 .Aa an exer
cise in deciphermnt, let the student rec099r the pla1D tut from the fol
l.ow1ng cipher vhich vu •DCrJPtecl vith the keJ11 above, and continuing tor a 
total of 50 ke7 el .. nta: 

BMJSL YBSBA OKBXU KZQLV YXCAV IFBKA 
GJLYU GZNKB VSPKU OKSAB 

t. Die tollov:lng &'l'8 the cletailed atepe perfonecl in the eDC1pher
ant of a -·-- vith the c-38. 

(1) Pi.rat of all~ ot courae, the pina aD4 lup an aet up accorcling 
to tba key tor the particulaZ' c1ate. A elide ia aelectecl (either at random 
or according to a prearranpd ke7) and ia set on the machine. An 1111 tial 

2'1 The apparent setting m dw case woulcl be SSQBSM (cf. foolDOte 22). 
28 If the slicle weie any value but I, die total key would be lncieasecl by a constant equal to dJe amomt 

of the sllcle. 

29 The brackets In the IDdiviclual key llleams mark die cycles of the iespective key wheels In terms of 
the mitial alignment. 

30 There are 64 possible comblnationa of six lblngs taken from O to 6 at a time, ancl since theie are only 
26 clifferent displacements possible of the primary components, lheie is of necessity a consl.clerable duplica
tion of key elements. With this particular lug arrangement, there are 7 key values (2, 3, 4, 5, 23, 24, 25) 
that can occur in only one way (c:onsiclerlJJg that 26 = O and 2'1 = 1). 6 key values that can occur in two ways, 
8 key values lhat can OCCID' in three ways, 4 key values lhat can occur In four ways, and 1 key value (15) di.at 
can occur in ff.ve ways. Wuh some lug urangemenu, certain key values might be impossible to produce. 

• 
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•ssage rotor alipmnt is selected, uauall.J' at random, and recorded tor 
future reference; this initial aligment, togetber with the slida uaecl tor 
the message 1 'Will be incorporated. 1D tbe 1D41cator groups vhich are uauall1 
placed at tbe beginning of the final crn>togram.s1 'l'be letter counter 1s 
reset to uro, and a ..U. encipber-d&lcipber knob is aet to the •c11 posi
tion. The acbine is llOV' reacQ" tor enciph.erMD.t ot the •aaage. 

(2) 1'be first letter of the ••sage plain. text 1s nav aet on the 
iD41.cating 41ak against a bench mark, aD4 the drift knob is given a clock
wiae turn. Thi• cauea the c1rull. to -.ke a complete revolution, .imparting 
a kick to the print-wheel usellbJ.1' eqml to the IWlllber of bars which haft 
been displaced by the action ot the pim agaimt the keJ-vbeel leftrs, and 
the enciphered letter is printed on the tave at the end ot the operating 
cycle. 32 ibe six keJ vtleela ban llOftd one step each during the process, 
and mv p1u bave com into contact vith tbe key-vbeel levers to set up the 
kq tor tbe en.ciphermnt of the next letter. 

(3) The succeeding -plain.text letters are treated in the .._ taahion, 
with the proviso tbat at the end ot every word a t1zecl letter (usually z or 
K, dapeDding upon tbe conatrw::tion ot the machine) is enciphered as a word 
separator. Attar the enciphermant of eTerJ titth letter (it the counter 
bad originall.J been set back to zero, or tor that •tter to any mult:l.ple of 
5), the -.chine v1ll cause the tape to a4va.uce au extra apace, so that the 
t1D&l. cipher text v1ll be printed in 5-letter groups, rmlod¥ tor transmission. 

(4) In clecipbermnt, the pin.a aid lugs of the machine are first set 
up according to the keJ', and the slide and the •••age rotor &ligmaent f'or 
the pa.rticular.••aase are established rroa the indicators. 'Dle encipher
decil'her knob is set to the "D" position, and the first letter ot the cipher 
m11aage is set on the illc11cating disk against the bench ark; when the clrive 
knob is operated, the &tciphermnt v1ll be printed on the tape. When the 
en.cipher-decipher knob is set to "D", it engages a contrivance vhich sup
presses in decipbel'Ent the printing of Zo (or, in otber Jm>dala of the •
chine, ICp); since the letter Zp vaa enciv&.ered at tbe end ot every word in 
the original. plaintext •asap, the suppression ot printing of tbia Zp re
sul.ta in the &tciphered plain text being printed on the ta-pe in vorc1 
lengths.as 

&• Haw tbat the atuaent baa gained a lmovleclge ot the crn>tosraphic 
principles and ot the •cbanical as-pee-ts of the C-38, be is in a position 
to peruse the iJJ.uatration of the mchine in Pig. 6 with mre Ullderstanding. 

31 These Indicator groups are usually not sent in 1he clear, but instead are encrypted either by means of 
special indicator enciphering tables, or by means of the maclune itself. 

32 Jn case the tape Is exhausted, the enciphered result may be read on the reproducing dillc which moves 
together with the type wheel. 

33 Words wb.ich contain a Z, such as ZERO and ORGANIZATION, are IOllletunes spelled with an X in 
place of the Z (such as in XERO and ORGANIXA TION) before enc1pherment, for the sake of ease in reading 
the text when it is deciphered. 
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'l'b.e mchin.e i• •balm here in the open position, with the inner conr ra1ae4 
to expose the wbaDi.m. 'DJe pr1nc1pal. oompomuts of interest to 1111 are 

Figure 6. 

mrked 111 tbe illustration am are enumarated aa tollon: (1) the outer 
cover; (2) the inner cover; (3) tbe paper tape; (4) a l.ug; (5) tbe encipher
decipher knob; (6) the l.etter counter; (7) the setting knob, W'h1ch J110Yes the 
indicating disk (8), the re-producing disk (9), and the type wheel (10) •ilml
taneously; (ll) one ot the key Ybeels; (12) a pin eet to the "inactive" posi
tion; (13) a pin set to the "active" pasition; (14) tbe rfR ot letters vbich 
'Will be at the bench mrk Yb.en the inner cover is closed; (15) the drive knob; 
(16) a key-vbee1 lever, in the rear position where it Y1ll contact tbli luge 
set opposite its corresponding Yhael.; (l.T) the drum; (J.8) one ot the c1rua 
bars; and (19) the key-wheel Y1ndon, through Yhich the aJ 1 gmwnt ot the ke7 
vbeels at the bench mark 'llJaY' be seen vben the inner cover ia cloaed. 

.. 
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b.. the C-38 vu uaed cluring Vorlc1. War II b;y United State• 111litazy 
forcei aa a lav-ecbelon cipher -.chim, undar tbe DOIBDClature of K-209 in 
the Artq am\ CSP lSOO iD tbe BaYJ'j the U.S. mcb.im•, b.anYer, nre DOt 
equipped. vitb. a lll.ic1.e, lllld tbe reYeraecl ataDdarcl al.pbabeta were ••t at 
A • Z. 'l'he Bapl1D macb1m, type C-36, vu •'•llar to the C-36 ezce1>t for 
tb.e tact tbat it vu a fin-vbeel :mcb.ine having single tixec1. lugs. The 
oria1nal mcl81 ot tbe C-36 bad. 25 bara vith a lug arrangement of 1, 2, 4, 
8, 10; the feature of the lll.id.e, aa nll aa tbe 1Dtroduction ot 27 bar• 
(&Del •ometima 29) , vu incorporated. in later ll>Clal8. Tbt Baplin t1ra 
akea DBDJ" different tnea of cipher acbim• vb.ich are ava1labl.e OD the 
COlll8rc1al. IBrket; wbaD tba 4ea1gnat1on •J1ap11n machine• 1• uaecl vithout 
further elaboration, it uaual.17 •ua the c-3(,/C-38 tne. 

12. V1recl-rotor achima. --a. 11.ectrical cipher -.chine• ot tbe 
al.-pl:l&bet generator cl.ua unal.l.J' impJ.oy Cl"JPtogr&ph1c c011pOD9nta called 
vired rotor• u a •ana ot generating a multiplic1t;r of al.pbabeta. A 
typical rotor might be Yi•uali&ed u a cli•k approximtely 3" in d1amter 
and perbapa i" thick, mc1a ot ml.4ec1. pl.utic or other iuulat1ng mterial. 
On each of tba two face• of the rotor there are 26 amll •tal atuda or 
contact•, arranpcl 1n a circle mar the edge of tbe rotor. !'be atuda on 
one face are cODmcted in a raa4oll. ammar b7 virea to tbe atu48 ot the 
oppo•1 te face; thus va ban a representation of a llized alphabet b7 mana 
of electrical ¥iring. !!le rotors ban eagrand on tbeir peripberiea the 
DOral. A-Z aeqwmce, aa a mana ot aligning tba rotors at specific po•i
t1ou aga:Lut a bencb mrk. SeYeral of these rotora are uaed aicle b;r 
aide 1D a cipher mch1ae, ao tbat tbe atuda of each rotor cam into con
tact vith the •tuda of aclJacent rotor•; tbe entire aet of rotors in the 
machine i• contaimcl betveea t;wo ell4platea litniae ccmatructed ¥1th a 
circle of 26 contact• vhicb. touch the atuda of the rotora placed next to 
tb.ea. In enciphermnt, vb.en a letter ot a typnri ter keyboard i• preaaed, 
it ••D48 a current to one ot the point• on ti. input elld.plate, going through 
the mse of rotor• (each of Vhich contribute• tbe effect of om moDOalpba
betic aub•titution) to a point on tbe output end.plate vhich ia connected 
either to om of 26 J.ampa OI' to a printing •cb&Diaa, giving in thi• va,. 
the cipher equ1nlent of the pl&intu:t letter. !hia ia illuatratecl 1n 
ami-tic fora frr a tbree-rotor machine in Fig. 7, below: 

,. . . 
I 

: 
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In 4ecipberma11t, the current 1• mrel.J uut t'bzrougb. the rotor _.. ill the 
oppoaite clirection, an4 the plainta:t equinleat 111 •itb.er 1Dcl1catecl by the 
11ghti:ag ot one ot 26 lallpa or b;y printing OD a tape. 

b. It the roton nre t1Dcl aD4 414 not move, tba enci'Pbnmllt voulcl 
be nothing mre tb&IL aiapl.e llODO&lpbabetio aubatitution 1'1.th a ran4om-111.Dcl 
alphabet; hotreYer, after the encipherMDt ot each letter, one or Jll01'9 ot 
the rotor• Y1ll .,,,. om step, turning OD the principal axia. Thia Y1l.l 
reault in the generation ot a succeaa10D of different &lpbabeta, the um
ber being equal to 26 raisecl to the !,th panr, vhere !. 1• the number ot 
rotors in the _... '1'hwl tor a tbree-rotor mchine ve V1ll bave 263 or 
17,576 cl1tterent alphabets, an4 tor a five-rotor :achine n vlll :ban 265 
or 11,881,376 different alphabeta. It the mtion ot the rotors ia •tric 
(1.e., •ter-11.ke u in an ordinary counter or an od.omter) 134 these m.ua
bera vill alao revreaent the per1o4a ot the achinea.a5 In '1g. ~' below, 
a baft a diagram of a three-rotor achtne, in which the Viring of each 

(DI.nation or mtiOD) (Dinetion or mt1ma) 

1 1 l 1 1 1 
-A 21 21 26 20 
-B 25 ~ 3 8 3 l 1 
-c 26, 15 26 15 2 6 

D l I 1 17 l 3 .. 1216 
II: 2 I : 19 ,....20 ·- 19 .. 15 17 ·-.,. 3 I 10 ( 22 r 10 5 3 5 20 .,. 
G .. \ ' 14 I 10 G ' 1"' 6 14 6 22 G 
I 5 .... 26 I 3 I '1-26 T- 12 T 10 I 
I 6 20 I 13 I- 20 8 .... , 23 8 3 I 
J T 8 9 l ll J 8 9 I 5 9 13 J 
K B 16 10 .. K 16 10 I 16 10 ll It 
L 9 T ll 23 L T 11 I 2 ll .. L 
II 10 22 12 5 II 22 12 t 22 12 .• 23 II 
I ll ... 13 24 II .. ~. 19 13 5 • 
0 12 11 14 9 0 11 1 I 11 " 0 
p 
~ 5 l2 p 5 15 I 18 15 9 p 

lT 25 Cl 17 

~f~ 
16 12 Cl-

R 15 9 16 R 9 lT 25 R 
8 16 12 19 8 12 1.8 13 18 16 8 
T 17 23 6 T 23 19 '-1 19- --19 ii-
u 18 18 15 u 1.8 20 10 20 6 u 
y 19 2 y 2 2ll 8 21 15 y 

w 20 25 2 w '25 22' 21 22 21 
x 21 6 x 6 2 26 

23 2 
y 22 l y 24 211. T 
z 2 z l 2 1 l 

81.oir lleti'la 'l'ut 81.oir 11141- l'ut 
rotor rotor rotor rotor l'OtCllr rotor 

1'1sure ea. - figure~· 

94 It is usual to refer to the rotor wlu.ch always moves one step after each operation of enclphennent or 
decipherment as l:he "fast rotor": the rotor which steps at a certain position (or positions) of tbe fast rotor 
ls called the "medium rotor": dJe rotor which steps at a certain position of the medium rotor Is callecl the 
"slow rotor. " 

35 R>tors have one or more tumover poiou which cause other rotors to step when the poll.don of a turnover 

point is reached. In a set of zoton with single turnover poinu, ff lbe iorors are set initially at lhese posf.tiom, 
the medium rotor will step once when the fast rotor has made a complete rewlutloa. and 1be slow rotor will 
step once when the mechum rotor bas made a complete revolutlon. 

e~ 5'IJI. 

-Q 

e 

• 
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rotor 1• repzre•ente4 bJ nUllben4 contact• OD tb.e left- llDC1. right-band 
face• of tbe rotor; virea are un4eratoo4 to CODll8Ct 11ke-mmbere4 contacts 
'traa one aide ot tba rotor to tbe other. It can be -n ttat Ao entering 
tbe input end.plate com• out u Ac on t'bll output en4.plate; at tiii• .
poaition of the rotors Bp becmma Ic, am Cp becoma Be· (In c1ecipber-
mnt the current ia aent in the oppoaite 41rection, 10 tbat .Ac • .Ap, Be • Cp, 
and le • Bp.) After tbe encipmrmnt of one letter the tut rotor bu moY9Cl 
OD8 poaitiOD, .. i• •hon in Pig. a:e; at thi• setting of tile rotora, it can 
be aeen tbat .A'P • Be, Bp • Qc, aD4 C'P • !re. 

£· !be foregoing 11lutrat1ona wre of •tra1Pt-tbrough roior wbinea. 
It 1a al.ao poaaible to ban rotor whine• Vhich incorporate vbat i• caUe4 
a •reflector or a :renrailll rotor aa the laat el.emnt of the w. !'bi.a 
reflector baa •tu4a on one face 0Dl7, 8114 tmae atuda are cmmectecl tvo
bJ-tvo bJ thirteen paira ot wires; a current vhicb nten 1ibe single em
plate (kDown u a a ta tor) goes through the we to 1ibe reflector, vhich 
aenaa the current back through tbe EM in the oppoaite direction along a 
different path, aiting at a point OD the •tator different troa the origi
nal ent17 point. Such a -.cbim, knCRnl u tba 1n1P'38 tne, :La aboVD in 
achemtic fora in Pig. 9, belolr: 

---

lote tbat 1lbeD the k87 aaaociate4 With tba. letter .A OD the keJboarcl i• 
clepreaaed, the current 1• amt through the three rot..,ioa to the reflector, 
a.114 back tbrough the •• to the ]Amp uaoc1ate4 vith tbe l.etter c. It 
can be aeen that Bnipa encipblrmnt ia reciprocal in uature;3'7 in the 

36 The flnt patent appllcadon for a wired-rotor machine was filed In Germany In 191.8, a modlficatlon 
of di1s machine was parented In i923 and manufactured commercially under the trade name of "Enigma. • 
The macldne of die original parent was a straight-through. rotor maclune, and was die Invention of either 
Hugo A. Koch or Arthur Scberb1us, it ii not known which; the Enigma maclune wirh the reversing iotor 

was Invented by Koch. 

3'1 Nore, however, dlat Enigma enciphennent ls noncralhlog. that ls, it is impossible for a letter to be 
enciphered by itaelf. In Hagelin encipherment, which ii also reciprocal, 1he noncrasbing feature is not 

preaent. 

8811PSW'GAL 
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foregoing 1lluatration, A (either plain or cipher) goea to C (cipber or 
plain). It the "C" kq vere depreaaed, the current 1'0Ul4 go tbrougb the 
rotor ase llDC1 cam out at the 8 A" lap, aince tbe •A• lm7 voul4 aow be 
ill tbe •up• poa1t1oD. !he circuitrJ of an lnipa -.chine i• •balm more 
clearl1 ill 'ftg. 10, ~low: 

R 
21. 20 l 

2, 3 1 2 8 2 

~l~ 
6 3 216 3 

l l ... .. 17 .. 
2 19 l' ' 20 ' l : ' 3 6 22 6 

6 " 1 10 1 

' 26 1, l2 8 3 2 
6 20 8 23 

·~~ 
ts 

1 8 9 ' 10 ll 1 
8 J.6 10 J.6 ll ... 9 
9 1 ll 2 l2 23 10 
10 22 l2 22 

~ ' ll 
ll .. 13 19 

~Jj 
1 

12 ll " ll ' 13 ' 15 l.B 12 
lJI. 17 J.6 25 17 25 3 
15 9 17 ft l.B J.6 12 
l.6 12 l.B 13 19 19 10 
17 23 19 1 20 6 13 
18 18 20 10 21 l' 9 

v 19 2 21. 8 22 21 .. 
v 20 2, 22 21 23 2 ts 
x 21 6 23 9 ei. 1 13 
1' 22 ft ft 26 25 l ll 
z 23 13 25 17 216 lJI. 6 

Figure 10. 

In this illustration the encipberment (or dacipbarmnt) C • I is in4icated 
bJ' lines representing the wirea vld.ch conatitute the path ot the current 
through the mse. (Tbe retl.ector "R" 1a bare abovD aa 13 pairs ot numbers 
Wich repreaent the pairing bJ' tvo•a of the 26 point• ot the reflector.) 

!.• In Pig. 11, belc:nr, w ban an illuatration of one ot the madela 
ot the .lnigm mchine. Thia particular achine ball three rotors and a 
reversing rotor; tbe rotors are 1ntercbangeab1e but the reversing rotor 
(in this achina tbe firat one at the left) alwya occupiea the aam 
poai tion. AU tour rotors •'1 be 'aet to a particular ini t1al aJ.igamnt, 
but onl.¥ three ot the rotors step during tha operation ot tha machine-
the reversing rotor ia usually a •a.ad" rotor V'ith no 11Dtion. In the 
illustration below ot an lni.gaa mch1ne with the.outer COftr NllDftd, the 
salient features ban been inticated as foll.on: (1) 1Dll8r cover; (2) 
aperture for read:l.ng the •aaage rotor aligmmnt; (3) slot through which 
rotors IB7 be set at initial alignmnti (4) rotor; (5) reflector; (6) il
luminated lap boa.rd; (7) keJboard; ca, plugboard, bJ l8&D8 of Wicb the 
connections tram the keybOU'd to the atator (to the right of the fourth 
rotor) my be varied in orcler further to eubance tbe cryptoaecurity of the 
machine; (9) battel'J box; (10) battel'J cmmection .1ack tor outside power 

.. 

.. 
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1'1.gure 11. 

source; and (11) rotor rim Vhich proJecta through slot in innar cover. In 
the operation of the machine, tbe rotors are tirat arranged in tbe order 
specified tor the particular elate, &Del. the plugging is alao aet up ac
cording to a k.ey- list. An initial maaage rotor alignment is aelecta4, aD4 
the key- associated With the tirat letter ot the plain text ia c1apreaaed; 
the la.mp vhich lights up ia the cipher equiY&lent of thia letter. i!1e 
depreaaion of &D7 keJ also cauaea a rotor or rotors to step, 80 tbat a nev 
alphabet coma into play' vi th each letter encipbered or a.ciphered. The 
message rotor &l.ignmnt, in clear or disguised form, ia included u an in
dicator, uauall.J' at the beginning of the •8aap. Since the BDigm 18 a 
reciprocal mchiae, c1ac1pbermnt follows along the •- steps u ouU11184 
tor enciphel"lmnt. 
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13· !be B-211 cipr -.ch1m.-~. !b1a electrmmclla1cal. cipber •
claine vu 1Dnnte4 'bJ' bi• Baplin an4. put OD tbe pu'blio :ml"Dt 1D tbe 
late 1920'•· !he crntographic pr1Dciple ot tbe B-211 _,.be apreaae4 u 
a tracticmatiOD of tbe p1aiD tat b7 ...- ot a 5z5 aquan, tollan4 b7 
aeparate mc1pller•nt ot the rt111- u4 colm 11M1.1caton ot the aquan, &114 
tinall.7 a recmbinatiOD to Ulliliteral tens tbrough tb8 ... aqm.n. !he 
tract1onatiOD ii acocmpl1aW 'bJ' a c1enr wcMn1 cal. llZ'l'allpmDt, wberellJ' 
the de'Pl'e8•10D ~ a a,. OD a ~ aeta up a 11111p pair ot roc1a equiw.
lent to a specific pair ot MW- aD4 col.um 1D41caton ot tbe fNctionatioD 
1quan. !be enciphering elemnta Ccm8i1t; ot tour ftl'iable-pin rotan ot ai•• 17, 19, 21, &114 23 (a1m1ar to tibme 1D tbe C-38) Ul4 two electrical 
nttclaing dencea. !be ftitchiug c1n1cet1 com11t ot two 10-point "b.alt
roton, • in 'Wb1cb OD1J' tll8 Git ccmtact• ot the roton oppoae an end.pl.ate, 
the ntrJ po1Dt;a of tbe roton being mda tbrough lllip riDP, 1D coatra
clilltinctiOD to tbe usual v1:re4 rotor wbicb 1D effect mnta 'betwaaD tvo 
en4platea; t!ulae Ritcbing de't'icea, tlle SITW!lt ot -.ch of which 1a COD• 
trolle4 'bJ' iu aaaociate4 pdr ot nr1able-pin roton, lel'ft to select 
'llllat llllDUDt• to om ot ten l'Gll9 ot a tabl.e tr. tm encipbenmnt ot tbe row 
eoortinatea of tm fractiaaation aqaare, Ul4 om ot tbe ten ran of another 
tabl.e tor tlle col.um coort:l.Datea. 

b. fte fractionation aquan ot one of the mdel• of tld.• whi• i• 
th8 tO'llanns:38 

e2 
LBBS~ 

A LllYPX 

r B OJBRS 
I PUOCV 
0 Jt ll T D Q 
u IHVBA 

It tbere nre no further encipberlmnt, the vorcl YOUB would be encrypted 
biliterally aa AR & D BS. lfaw let u aaaum tbat both of tbe tollovi~ 
tvo aeta of alphabet• are ue4 aucceasivel.J' to auperenc1pher th8 9i au4 "P 
cmpcmenta of tba fractionated plain text: 

a; 
AB IOU 
OIUBA 

_1 BIOAU we: U O A I B 
IOUBA 

~ 
LlVBST 
BSHLT 

-~ ST BL H w:c: H BLT S 
B S lf T L 

It can be aeen tbat the bUiteral pair• AR BL DBS are enciphered as 
OB IS AR OT; these new cipher digraph& are then tr&DBf01"D8Cl into singl.e
letter cipher.cfQCvalents b7 mana of the original fractionation square, 
resulting in as tba encZ'JPtion of !min. Die two set• of 10 en-
ciphering alphabets (labeled A through K, emitting J) produced by the 

38 Jn this squaie dJe letter z fl missing; wold.a which contain a Z ue spelled with an,X in place of die 
z befoie encipherment. 
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rotation of tbe nitching c1nicea in the B-211 are actually tbe tollow111g:39 

~ ~ 
AB IOU LBBS! 

A ABIUO A B 8 I L 'f 
B OIUBA B S'fRL.1 
c B I 0 .A U c IRL'fS 
D UOAIB D RSB!L 

~: IOUB.A 
~ el: LB'fSB 

~ .A U B 0 I I B L S 'f 
G OUAIB a TLSBB 
B B .A I U 0 B LITRS 
I U.ABOI I S'fBIL 
K IBO AU K !LSIR 

' .. ) ligme 12. 
<io-,.,... • ' 

'l'he n1tch111g dnice~~•tep each tu. an active pin 1• lllmM4 (at the et
tect1Ye poa1tion40 of tbe rotor•) on either or both of the variable-pin 
rotora uaociated vith the Ditch; thia •tapping take• place Juat prior 
to tsbe enc1phermnt or dec1pbermant of each letter. Bach ot the four 
YU'iable-pin. rotors aove• one atep at eYez7 en.ciphermnt or c1ac1p'bermnt, 
u in tbe C-38. 

c. .An uemple of the •cbaDi.c• of enc1phermnt on the B411 vill 
aern-to clar1f7 the foregoing diacusaion. Let ua uaume tbat the tour 
nr1able-pin rotors ha.Ye been. aet up at the apparent Htting of AAAA at 
the bench mark, and tbat at the ettectiYe setting the patter1111 of the 
actin (z) and iaactiYe ( ·) pina tor the first 30 poeitiou are u •hcnrn • in tbe top four lines ot Pis· 13, bel.oll, Juat 1lllder tbe poeit1on reference 
numbers. (!be tvo n1tcbi11g c!nice• are alao uaumecl to have been aet at 
AA.) The plugs are in the norm.l position, .A • .A, B • B, etc. 

39 'l11e B-211 has two 1et1 of plugs which BYe to change die composition of the el and 92 enciphering 
tables; one set of five plugs COllS1StS of plugs marked with lhe letters A, E, I. o, and U, whl1e the olher 
set ii marked with L, N, R,, S, and T. Any one of the 51 (= 120) permutations may be used for lhe 
vowel plugs, and similarly for the C01110nant plugs, so rbat die total number of combinations of plugging• 
is (51 f- or 14, 400; czoss-plugfDs between vowel and consonant plugs is Inadmissible. The tables In 
Fig. 12 result when s1raJght-duough plugging ia made (1. e. , where A = A, E = E, etc. ). If die 
plugging were such that, for Instance, A = O, the effect of the plugging would be lhat all the A's 
within die malriz woulcl be changed into O's. 

40 The "23" rotor has the letten A-Y (omitting J ancl W) in normal sequence on lu periphery, as a 
means of dedgnatlng the setting of die rotor against a bench mark, the last letters of the "21 ", "19", and 
"1'1" roton are V, T, and R, respectively. When the 23, 21, 19, and 1'1 romrs are all set at "A" against 
the bench mark (I.e., when the apparent setting is AAAA), the effective setting will be GFHG. 



23: 
21: 

19: 
17: 
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1 2 3 4 5 6 'l 8 9 10 11 12 1314 15 16 l'l 18 19 20 2122 232425 262'1 282930 
• x • x • z • z • z • • • z z • • • z • x • .] • z • z • z • 
x • x • x .• xx z • z • • ·xx • · z ~x • x • x • • z z 
• x. x ••• x. x. xx •• x •• lij. x. x ••• x. z. 
• x z . • x • • z • x • x • x • ·] • x x • • x • • x • z • z 

BCDBlGGBIKKAABCDKBPGBIIKABCCDB 
ABCDDBBFOBIKAABCCCDBPfOOGBIKAB 

P: Y 0 U R B A T T A L I 0 11 V I L L S U P P 0 R T 1 0 U R T B 
~{ ABIBBUOOUAUBOIUAABIIIBBOABIBOU 
~~ RLBSRTRRTLLLITLLLTILLLSRSLISRB 

{ 
OIAOUBIUIIUBUUUUIOBAIAAAAIOIIA 

~ BSBTIRTLILSTSTSBBSSLllBSBLTBIT 
C: R c r Q B B v I u p I s B AB Bu D B Lu ll r ' t p Q u u x 

Figure J.3. 

The 23 and 21 rotors actuate the BV1 tch tor the el ccmponmta, 1lb1le tbe 
19 and 17 rotors actuate the llVitch tor the e2- caaponenta. Since, u w 
ban ~ aa14, the stepping of the llWitcbe• take• place ~uat t>rior to 
encipbermnt, the 'P1"9H'DC8 at poaitiOD l of an actin pin on the 23 rotor 
v1ll cause the BVitch for el to aclftllC8 one step; tbe 92 llV1tch "°88 not 
step, because the pins OD the 19 aa4 17 rotors in position. 1 of fiJle 4iagraa 
a:re both inactive. 'l'beretore the keJ8 tor enciphering the ~ u4 el coa
panenta of the firat pl.a1ntmct letter me BA. Tbe 07 atrea tor enci~ 
tbe tint 30 pl.&1Dtext letters is •ldm in the tvo lines labelecl ef and el. 
~ the line label.eel np• w baTe the plain text, which i• •balm in tract1oaate4 
tom in the U.nea labelecl ~; the engipbermnt of tbe fractionated plain 
text is &balm in the lines labeled rcec, aD4 tbe :reCOllbill&tioD into the 

\ 
t1D&l. cipher text is shown in tbe lut 11na, labeled "C.• In dac1phenmnt, 
the cipher text is tractionatecl into its el:e1 cmponents, dac1phered into 
its ~ij equivalents, &ad. COD'f'el"ted into the origiD&l. pl.ain text. All an 
anrclae 1n clacipbermnt, the student DA7 t17 hi• band OD the tollOlring 
CJ:7P'tograa which 11118 encipherecl with the keya above, conta:l.n1ng an add.1-
tional 20 lettera beJOD4 the lut eJ.-nts ot kq given. 

BCYQB BVIUP BSBAB BUDRL UKYPY PQUUX 
AVKBll RIQCT TJLIV OYLKB 

a.. In tbe operation o'f the B-211, tbe pina o'f tbe tour rotors we 
n.rat-aet 11.p accorcliag to a prearr&11pcl 1te7, u are tbe plugs. Bext, tm 
fOllr rotors and. the two BV1tch1:ng c1n'icea are set up at soaB a:rb1trll:r7 
&lipmn.t aga.inat tbe bellCb. ark; the aix letter• aeaipating thi• &lip-
18Dt coutitute the ••aap 1D4icator, 'Vbich is aent 1n either 'Pl&1D or 
encrntecl fOl'llL. 1'be letter counter is set to uro, tb.e encipher-decipher 
avitch is set to the •c• poa1t1on, &Dll the -.chine i• read.y tor enc1p11er111g. 
In c1ec1phermnt, after the pins aD4 the plugs bave been a:rrange4 accorcling 
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to the ke7 tor the crntoperio4, the rotor• aDC1 llVitche• are aligned ac
corcling to the 1n41cator, aD4 the enc1pber-c18c1'(>her nitch 1• turnecl to the 
"D" poaition. 41 

!.• The •z'•• period of the l-2l.l 1a 102 (23•21.•19·17) or 15,600,900, 
Vb1le the •harte•t perioc1 i• (23·21.·19•17) or 156,009; the other period.a 
po•aible are 156,009 multiplied bJ' om ot the tacton 2, 5, 10, 20, 25, or 
50. !be B-211 bu a 1181.f-containecl tape-printiug UD1.t; 1D tvo earlier 
mdal•, the om designated u tbe 1-21 bad. lamp iD41catiou •'m11v to the 
Bn.iglla, vhlle the B-22 vu to be uaecl With a apeciall.J' equipped electric 
t;ypevriter. 

14. CiRher teleprinter syatema. -"'!,· Machines tor the automatic and 
aimltamoua encrntion and. decryption or the Baud.ot code uaed in teleprinter 
caaamicatioDB are uauall.J' conatructed along the lille• ot UJ' generator•, and 
the DJ' which is produced ia applied to the pl.aintext Baudot cbaractera ac
cor41ng to the rules of lawlot ac141tion.42 Generall;y, the•e machines employ 
eitber notched vheela (vhich in effect are tized-pin rotors) or variable-pin 
rotor• u a •ana of actuating :rela7& 11'bich determine the aubatitution lmJ' 
tor the plaintext Baudot cbaracter at each poaition ot the •••ap. Bxaaplea 
of aom tJ'pical machine• are aeacribed in the aubparagrapba belov. 

!!.• A cipher teleprinter invented by Col. Parker Hitt, U.S.A., retired, 
and built in 1931 by a aubaid.1&17 of the International Telephone and Tele
graph Corporation, bad in its cryptographic unit an uaembl.7 of ten notched 
vheela imunted on a cmmn aha.ft in auch a anner that each wheel stepped one 
position ¥1th eTerf operation of the keJboarcl of the machine. The tirat 
vheel bad 96 poaitiona, and each vheel thereafter bad one mare position tban 
the prececling one, ao tbat the tenthvheel had 105 position•. The cJapression 
of &IJ1' key on the teleprint.er key'board actuated the •cbani• which moved the 
1lh8el.8 one •tep each.4 Behind each wbeel ._ a caa av1tch which vaa acted 
upon by an irregular arrangement of notching& (i.e., elevations and cJaprea
aiona) on the peripbaey ot the particular vheel. At 26 of the positions of 
each Wheel, a-paced more or leas regularly on the circumference, were the let
ters ot the alphabet in aorml order, perllitting the vhee1a to be set up at 
cJaaignated in1 tial alignmBnta againat a bench Jm"k. 

c. •ch pair of vheela, 1-2, 3..a.., 5~, 7-8, aD4 9-10, vu used in coa
bination to produce a key stream tor baud levels l to 5, respectively, for 
the enciphe1"18nt of a Baudot character. ror ennpl.e, it tbe notches at the 
read.1.ng position of vheela 1 and 2 were alike (either two elevations or tvo 
48preaaiona) , the DJ' produced VO'Uld be a mark ( +) ; i:t the notches were un
like (i.e., one elevation and one depression), the key produced would be a 
apace (-). Tb.a key produced by the fin paira o:t wheels vu applied by 
Baudot a441t1on to the plaintext character to yield the enciphered resultant • 

41 The effect of the encipher-decipher switch in the "D" position is to send the current through the machine 
in the opposite direction fiom that winch it follows when the switch is in the "C" position. 

42 Cf. subpar. 9'1b of the text, on p. 345. 

43 The period of dus machine is lherefore the least common multiple of the wheel sizes; in tins case it is 

25 3 2 52 '12 11-13 1'1- 9'1 101-103, or appro:mnately 8. 65 x 1o14• 
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At each aperation of the keyboard, ten nev aotchiDP wou.1.4 arrive at the 
read1:ag poai tion to be combined into a nn Bau4ot ke7 cbaracter. All an 
llluatration ot the key gemration am application, let us uaum that tbe 
ten vheels bave been &1.:Lped at tbe bench IBl"k 80 u to vrocJ.uce tbe inc11.
Y14ual vb.eel str.ma ahavn in Jig. l~, below. ~ cmbine4 ke7 atreamae 

1 2 3 4 5 6 'l 8 
1 2 3 4 5 6 'l 8 Al>VAICB2 

Wheel. l: + - + -. - + - P1 + + - + - - .. -
Wbael. 2: + • - - + + + + IC1 + - - + + - • -

.Ki: • -- + . -. - C1 • -. . - + + + 
'lbeel 3: -. - + - • -. P2 • -+ • -+ - -
Wheel a.: - - -. ---+ K2 + -+ + + - • • 

IC2: + -. . . -+ + C2 • + • .. - - --
Wheel. s: + - + - • -• - Pa: --+ - + + -+ 
Wheel 6: ---. • + -- Ks: - • - -. -- .. 

Ka: -+ - - + --. Ca: .. -- • + - + • 
Wheel 1: + - - + - + - + P4: - • + -. + - -
Vbeel. 8: .. ---. + • - IC4: • • + - -. --

"4: + + • -- + C4: -. • • -. + • 
Wheel 9: -• - • - • -. P5: -- + -----
Wheel lO: • • . - -• -- IC5: - + - - • + . -

K5: -+ --• + + - C5: .. - - + -- -+ 
QRJ89DPX 

figure~- l'1gure ~-
are ahovn in the line• labeled ICJ., ~, •• ·Ks. Bow if the tirat word of the 
message nre .ADVARCB, tollon4 bJ' a apace {Baudot "911

), the five k8J' stre8118 
shovn in Pig. 11'!. vould be app1ie4 to the pl.a1ntext baWla u aboVD. in P1g. 
14b, to J'iel4 the t1D&l. cipher resultant of Q&T89Dft. ~t ia, the tirat 
pli'intezt charac'91" (A) , ++---, when enciphered by tba tirat key character, 
••-•-, J'ielcla +++•+ (• Q) u the cipher, &114 ao on tor tbe reat of tba en
ciphe:rment. 

a.. The next cipher teleprinter VII ahall take up ia the IBChiae patented. 
in 19i°l b7 the Olintti firm in Italy. !bis 1mehim hu for ita ceyptograpl'lic 
elemnta a set of seven wheel.a bav1.ng near their circuaterencea 26 hole• into 
Vb.ich 187 be screncl a-.U. •tal. at'Uda at rmv'oa 10 aa to produce 'Vbat amounta 
to tixe4-pin rotora, ot a variable sort at tbat; these wheel.a ban the letters 
ot the alphabet marked near tba positiona of the boles, so that the vbeela •Y 
be set at specific initial alipmnta. l'i:n ot tbe vbeel.a are cipber vlleela, 
each om of vbich 1a used to produce the ke;y atrea for enciphering one of ti. 
five baud. level& of tbe plaintu.t Baud.at cbaractera;44 the remaining tvo 
vheels are uaed aa motor vheel.s for atepping the cipber vheela 1D an irregular 
taahion. 'Die ti.rat mtor Wheel (at the u:tr._ right 1n the uaembq ot seYan 
vheela) mves one atep vith·en"ey operation ot the keJ"boll,rd; tba second motor 
vbeel (imadiately to the left of the first mtor wheel) mns one step every 
tim there ia no pin ettective at a aenaing poaition on the firat mtor wheel. 

44 The leftmost wheel II med for the ftnt baud level, the one Immediately to its right for die second baud 
level, etc. 
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'l'b.e ftrat cipher vbeal ia moved in a1m1ar fashion, atepp1ng flYfl1:T tim 
there 1• no pin ettectiTe on tb8 aeCOD4 :motor vtaeel; each aucceed1ag wbeel 
at•'P• in the •- ft7 vben there ia an abaence ot a pin at a aem1iag 'P081-
t1on OD tbe Vbeel S.-41atel.7 prece41ag, ao that, tor enmple, the fifth 
cwmr vbeeJ. (at the eztziem left Of the UH11bJ.7 Of Hftn wheels) 18 atep• 
p14 'b7 the abaence of a pin at a 1eaaing position on tbe fourth ci'()ber wheel. 
In this machine a &tpemlent ( •3UD1or•) vheel keepe on mrtug u lOlll u DO 
ettectin pin i• beiD& 1eDlecl on i ta controlling ( •aentor•) wbeel • 

e. 'l'b.e Olivetti mchina ia equipped with a 1et of ten vheel•, &DJ' 
aeven-of vhich _,.be iuerted interchangeably in the machine; thia pend.ta 
greater latitude 1D the number of teya an.:Uable, without the neceaaity for 
frequent cballgiag of the acrewable pina. Tm internal. key, goftrll8d by the 
crnta4ate, couiata of the particular selection uul arrangemnt :Ln the •
cb1oe of aeven of the ten aY&ilable Vbeela; the external k81' or ••aaae in
dicator 1• the 7-letter aequence which apecif1ea the aligmmnt of tb8 aenn 
vmela agaiDSt tm bench mark. 

! . 'l'b.e tbird cipher teleprinter w •ball d.1acuaa ia the SiemDS cipher 
teleprinter patented. in 1931 &Del IBDUfactured in. GermDy by the ftra ot 
Si .. na-Balake. Thi• mch:l.ne poaaeaaea the interesting f•ture, among othara, 
of accmapliehillg in the enc:Lphermnt not ODl7 bawl aubatitutiOIL, but aJ.ao bawl 
trwp:Ltion. 'l'b.e •chine contains ten notched vheel8 vith the mmber of 
poaitiou OIL each Wheel relatinJ.7 pr:Lm to each otbar; these vbeel •i•• are 
73, 71, 69, 67, 65, 9., 6J., 59, 53, and ~7· Pin ot the Vbllela are used tor 
the aubatitution key applied to the pla1ntext Bawlot cbaracten, aa4 the fin 
reaiD:Lag Vbeela are WMtd to obtain tlul tranapoai tion Imp Vbich tranapoae 
tbe bawls of tbe first substitution to yield the fiDal ciph8r;45 the ael.ection 
ot which vbeel.9' v1ll be uaecl for the bawl aubatitution aa4 wbicb. for the bawl 
traapoait:Lon is con.trolled by the plugging of a ..:U. ten-position plugboard.. 
In later JllO!lel • of the -.chine, the key tor the tin ei-nta of the substi
tution and for the fin el.eMnta of tba tranapoaition i• obtained trcm ten 
4:1.fterent caminat:Lona ot tour vlleel.a each, the particular ccmbination tor 
each •1-ut being c18term1D14 by a pl:ug'boari.. 

I.• In the or:l.ginal. SieMDB nachine, all ten of tbe vbeels moved one 
atep vith each encipherment or decipherment; in later moc181B, tvo tnea of 
campla: motion w:re :l.Dtrocluced. In om type, the mt:Lon of a particular 
vbeel 1• controlled by a mtor aeuiag poaition on two other wbeela, an4 in 
the other tne of motion, different troa the t:Lrst, there i• :Lntrocluce4 an 
a4cl:Lt1onal factor of irreplarit7 'bJ' a kiD4 of autokey t•tuzie, wherein tbe 
presence of a mrk in tb.e third level of tbe eceding plaintext character 
cause• a mYemnt of tvo of the vtaael.8, While tm pnaence of a apace in the 
third leYel of the preceding plaintext cbaracter causes a :movwnt of tvo 
other wheels. These tvo types of motion, called "olmen and ''mlt" Nspectin-
17, take their mms t.ram the legeDd OIL a tvo-poaition avitcb. vhosa tvo 
states are marlmd "Obna Klartexttunktion" and "Mit IO.artexttunktion." It the 
ten vheela in descending order of aize are designated by the letters A through 
K (omitting I), the tvo tnea of motion are u follall'a: 

45 The 5! (= 120) permutadom lbeoretically polllble yield only 32 distinct Baudot characten after the uans
polldon, however, owfn& to the particular switching arransement In the Siemens machine, only 30 uamposltiom 
aze actually possible. 
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•Olme• Motion "111 t" Motion 

A,B,C,D atep 1f B 18 - or p 18 - A atepa 1f B 18 c 18 3 .. , .... or 8p 1• "' 
B atepa • p. • .. 0 • B n " c " D" ., • a • -, • F n n G • + • B • • c n n D • - or B • • 
0 • " B n • Jn D n n B • • p n 
B II • J II + 

n IC II B • II .., II Q II ~; ia -+, -, 
J II II IC • + • A• , .. • G • ., B • n ., 
IC n • D II " B n + G .. .. B • - or J • 

B n .. J • .. . IC • -
J II .. IC • • • A• 
IC • • A" + .. B • 

Ifote that 1n the •011ne• .,tion tb.e tirat tour vheela atep togetb.er u a block; 
tb.ia baa the ettect of guarariteeiag a qcJ.e of at least 73·71·69·67, or 
23,961,009. The "mt" motion, being aperiodic, baa no determinate cycle. 

15. Ciphopy, citax, and civision systems.--!_. Methocla for the en
cryption of speech, tacs1m1le, and television signals employ the same general 
ideas of substitution and transposition as are toUDd in literal cryptoaya
tems. Bovever, Whereas in 11 teral cryptosyate• the unit of encryption is 
usually a single character, the corresponding unit in a. cipholl1', citax, or 
civision system is a timd portion of the continuousl.J' varying ai.ldio or 1nBge 
scanning signal. Ciphony, cifax, and civision s7atema tall into two broad 
categories of systems, !!!..• , privacy systems and security syste•. The 
cryptosecurity afforded by a privacy system is m1n111Bl, offering protection 
only against direct listening or viewing; on the other hand, security systems 
otter maximum, which in some cases might be absolute, protection again& t 
cryptanalysis. 

!!.• Speech privacy systems embrace those syate• which operate directly 
on the speech itself', in either the frequency dimnaion or the time d111111tnaion, 
or both. The earliest basic idea of' a speech privacy system is the principle 
of trequensy inversion such aa ia emboclied in comaercial transatlantic tele
phone systems. Thia principl.e involves the modulation of the audio signal 
vith a fixed b-equency, so tbat the resultant signal ia the ditterence46 in 
frequency between the two component signal.a; th1a has the effect of cha.Dging 
high trequenc1 sounds into lover frequency sounds, and vice versa. From this 
simple idea ve can progress into systems in which a~veral frequencies are used 
in a changing pattern for the modulation, or in which the modulating signal is 
continuously changing Vi tbin a 1"requency band. Another idea wiclely used in 
commercial ciphony equipments is that known as band spJ_ittiy, involving 
splitting the entire speech band into several smaller bands and then ahif'ting 
these smaller bands in the frequency spectrum. 

I 

S,• The foregoing system a.re substitutive in character; the next sys
tem to be mntioned, transpoaitive in nature, is that known as tilll& division 
scrambling. Speech in this system is recorded on a mgnet1c tape, and the 

46 The.!!!!!? of lhe two ngnals is also prodt•ced at the same nme, out tins sum is elimmated by a filter circuir. 
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transcription tra11 the tape is •read" in an irregular manner. In one tJPical 
system, units of speech of 3/4 second'& duration were divided into 20 segments, 
and these segments were transposed t.o constitute the enciphered speech trans
mission. 

!· Speech security systems embrace those systeJllS in which the continuous 
speech wave ia first converted into a aeries of binary 1mpulse1 (similar to 
the impulaes of' the Baudot code), and then this intermediate plain te:xt of 
"binary digits• is enciphered by adding a binary key stream (derived tra11 a 
suitable key generator) to the binary plain text. The three principal •thods 
by which speech is converted into binary form involve (1) RU].se code modulation, 
(2) delta modulation, or (3) a vocoder. Bach of' these •thods converts the 
continuous speech wave into a digital approxination of the original wave, aa 
described be1aw: 

(l) In pulse code modulation, the amplitude of the speech wave is sam
pled at a rate at leaat twice the highest frequency component in the wave; 
each sampled amplitude is then approxi.ated bJ categorizing it as one of' n 
discrete levels (represented by binary coding} spaced along the amplitude
dimansion. In a typical system, the speech is sampled 6000 times per second, 
and each sample is identified with one of 16 possible amplitude J.evels repre
aented by a four-elemnt binary pattern; the output of this pul.ae coae mclula
tion system is a stream of' binary signal.a at the rate of 24,ooo ~its• (i.e., 
binary cligita) per second. 

(2) In dal.ta modulation, an approxiDBting wave is generated by compar1Dg 
the ampl.itudes of the speech wave and the wave beiDS generated. It the ampli
tude of the generated wave at the instant of sampling is leas tban tbat of 
the speech wave, the nex:t tragmnt of' a synthetic wave is generated tor a 
t1xed interval (until the next sampling instant) and with a fixed constant 
positive al.ope; if the amplitude of the generated wave is :more than that of 
the speech wave, the next fragment of the synthetic wave ia generated Vith 
a tixed constant negative sl.ope--thus the generated wave being synthesized 
is constantl.y correcting itself, in zigzag taahion, so as to produce an ap
proxim.tion to the original speech wave. The positive and negative slope in
f'ormtion is represented by biDar1 digits; good quality speech can be obtained 
by the delta modulation process using approxillately 25,000 comparisons per 
second.. 

(3) The vocoder is a speech anaJ.yzer and S)"llthesizer developed by the 
Bell Tel.ephone Laboratories; in a vocoder system the spectrum ot tbe speech 
wave is separated into a number of uonoverlapping treque11C7 bancls, and the 
amplitu4e in each band is sampled and coded 'b7 the pulse code modulation pro
cess. At the receiving end, a synthesizer creates artificial voice sounds 
f'r01I the incoming digital information. 

!.• The earl.ieat idea for a facsimile priftey •YBt• vas patented in 
1928 b7 Edouard Be.lin, and involved variations in the velocit7 of the 
a)"llchronized sending and receiving arums of the facsimile equipnent. Other 
tacsim1le privacy systems incl.ude pretransmission scrambling, in which the 
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plaintext cow is optically disarranged before tran8Jlliaaion, and tim di
vision scrambling similar to that e:mpl.oyed tor ciphoJl1' purpoaea. In tacaim:Ue 
aecuritr syatema, the pl.aintext cow is optically scanned and converted into 
a stream ot binaey digital signal.a; each square inch ot the 1mge is con-
verted into approxiDBtely 10,000 binary digits ot bl.ack-vhite intornation. • 
A biDBZ7 key, generated by a suitable key generator, is aclded to the binary 
intermediate plain text; at the receiving encl, the aam key is added to the 
incoming cipher sigDals to produce the origiD&l. plaintext COPJ• 

!• Television wivacr syatema nay use adaptations ot Ul1' ot the methods 
of speech privacy systems. Television security ayatem voul.4 likewise employ 
the sam general techniques as are found in secure speech and tacsim:Ue sys
tem; however, Oiiing to the broadDess of the trequenq spectrum necessary to 
transmit the secure digitalized television signal.a an4 the 'rfl'r1 high speeds 
necessary in tbe key generation for encrypting them, •jor difficulties a:re 
encountered in the development ot these systima. 
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INTRODUCTION TO TRAFFIC ANALYSIS 

Paragraph 
General•••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• l 
RadlocoJDDlunlcanons..................................................................... 2 
Operaungdata............................................................................ 3 
Radio procedures. ••••••••••••••••••••••••••••••••••••• , •••••••••••••••••••••••••••••••••••• 
Radio messages. •••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 
Preliminary net reconsauction • ••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 

4 
5 
6 

Analy11.s of radio operations................................................................. 'I 
Traffic 1ntell11ence....................................................................... 8 
Conclud.1ng remarks....................................................................... 9 

l. General.--a. In Appendix 7 (11C011111unication intelligence operations") 
of Military Cryptan&'l.ytics, Part I, the general nature of trattic anal.)'llis 
was broached briefly, together vith tbe related tields of interception, radio 
direction finding ancl. radio position finding, and Morse operator analysis and 
radio fingerprinting. Trattic analysis is detined as that branch of cryp
tology which deals with the study of the external. characteristics of signal 
communications and related materials tor the purpose of obtaining information 
concerning the organization and operation of a cODlllUDication system. By mans 
of tratnc analysis valuable information can be derived concerning the enem;y 
and his intentions, even vithout actually reading the texts of the intercepted 
messages; the solution ancl. translation of messages are the functions of cryp
tanal)'llis and not trattic anal)'llis. 

b. Trattic anal)'lliB can yield a detailed knovledge and thorough under
stancling of a communications network; traffic analysis techniques involve, 
among others, the reconstruction of the nets and the determination of the 
methods of their operation, the solution of' callaign and routing or address 
systems, the solution of frequency rotation systems, the identification and 
an&l.)'llis of' components of the message external.a, the interpretation of' radio 
procedure, the study of the distribution of' cryptosystems, and the analysis 
of' authentication systems. The results obtained trom. tratf'ic anal)'llis •
terially contribute to the following: 

(1) Intercept operations. Traffic anal.)'llis proviaes inf'ormt1on such 
as call signs, frequencies, locations, and schedules pertaining to target 
enemy stations, thus assisting intercept stations in the accomplishment of' 
their missions; and, in coordination vi.th cryptanalytic and intelligence 
interests, traf'fic analysis assists in establishing tbe priorities for the 
interception of' individual circuits. 

(2) Cmtanalpis. Traf'fic analysis furnishes assistance to crypta
nal)'llis in 81Q' waya, d.epencling upon the particular communications situation; 
this assistance includes information as to the identity and location of radio 
stations, information of cryptanalytic interest gleaned from enem;y operators• 
11chatter 1 " identiticat1on of possible stereotype or proforma messages f'rom. 
external. characteristics of the traffic, and i4entitication of isologs. 
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(3) Intellipnce. The organization of a radio network ana. tba -.nner 
in which messages are passed over this network reflect troop d1apoeit1on, 
can-nd relationships, and impending movemnta and prepa.rationa tor mllitazy 
activit7; therefore an analysis of' net atructure, traffic contact• and pat
terns, traffic volumes, and alld.lar C011111m:I cations features, is of conaicler
able assistance in building up a complete intelligence pict'Ul"e. 

( 4) Security. The techniques developed bJ trattic analysis in the 
attack on intercepted eneJQ" communications my also be appJ.iecl to our own 
monitored signal communications in order to uncover possible weaknesses &Dd 
to DBintain high standard& ot communication security by preyenting these 
weaknesses tram cJaveloping in our comum1 cations. 

c. There are three kinda of basic clata uaed in traffic &D&l.yais, as 
tolloia: 

(1) Intercept data, comprising all intorm.tion suppJ.ied b7 the inter
cept operator, and. con111st1ng ot tbe frequencies on vhich tranamiasiona are 
heard, the time the tranam:lssiona a;re heard, intercept operator c0111111111nts 
such as signal strength and audibility, "fiat" characteristics of' tbe target 
rad1o operator, and any peculiarities in the transmission or handling ot the 
traf'f'ic tbat strike the intercept operator as being aipiticant or out ot the 
ordinary. 

(2) The transmission, comprising eveeything transmitted by the target 
radio operator, and including tbe initial call-up, the exchange of' call signs, 
the traffic passed, the aenicing incidental to the traffic being passed, the 
radio operators' chatter, and. tbe signing ott. Traffic consists ot the mes
sage externals (i.e., the preamble and. postamble, it any) and the message 
text proper. The external.a comprise various item that facilitate the han
dling ot the mssage, among which are the raclio station number B.Dd perhaps a 
message center number or otber reference numbers, the group count, routing 
ancl a.c14resa information, precedence indicators, the file data and. time, etc.; 
all this information is ot considerable potential value in trattic anal.yais. 
The ••sage text, it it disp1aya patent cryptographic characteristics, can 
also be of use. 

(3) Collateral intonaation, comprising any information, other than 
that derived from. a study' of intercepted cOD11LUDications, which 1l1AY be of 
value in traffic analysis; e.g., captured documents, intelligence reports, 
etc. In addition, traffic analysis is aided by communication intelligence 
collateral such as direction-finding bearings, Morse operator analysis, 
plain language mssages, a.nd decrypted traffic. 

d. In tratfic analysis the details of each :feature of the communica
tiona -operations or structure are studied, followed bJ analysis of the inter
relationships among these features, culminating in the reconstruction of an 
entire net together with all the details of its operation. At the start of' 
a traf'f'S.c analysis problem., little- may be knovn concerning the target com
munications; it would /1rst be necessary to segregate initially intercepted 
traffic into several major types or nets by means of cryptographic features, 
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CODlllOD operating cbaracteriatica, or other •au. At this Point the in
tercept stationa are ginn general search lliasiOIUI over the entire range of 
radio frequencies to intercept clesired. types of traulliasiona. Aa traffic 
accumulates, f'.ragmntar;y nets are cliagr.._4 an4 anal.1918 is begun on the 
tranamisaion characteristic• aDd on the ••AP ezternala, 'Vi.th particular 
emphasi• on the preamble camponent• and on routing •thoc18; reaearch ia per
torme4 on call signa, frequencies, acbad.ulea, procedure aignala, enernal. •••age nUllbers, routing indicators, &D4 CZ'J'Ptogr&phic featurea, resulting 
in tba ulti•te reC01U1truction of the complete net vith all its pertinent 
detalla. 

2. Ra41o conmm1cat1ona.--a. Btticient radio co•rnn1catiom are a.
pendent upon (1) tba physical 1aft tor tba tranamission, and (2) tba re
quire•nts impoae4 b7 the neceasitiea tor the eatab1iahmnt and •iDtenance 
of comunicatiom. The first comiuration iDVOlvea the f'.requenciea and 
paver uaed, and tbe secoD4 comideration embraces the utaila necessary tor 
tba cOlllllUDicatiou themelfta, such u the C&1.l aigna, routing, ••aage num
bering conventiOIUI, and receiptiDg &D4 servicing of the trattic. bse lat
ter item my be varied or cbanged. by direction of the ccmnm1cationa author
itJ' either for convenience in baD41.ing traffic, or for purposes of aecrec7, 
or both. 

b. Froll the atall4po1Dt of trattic 811&J.18is at~ there are tbree min 
upects of radio operationa, u toll.on: 

(l) !he operating 4ata. These comiat of the buic operatiDg aD4 
tunctioniDg 4ata of the net; e.g., the structure or fora of the net, tbe 
frequencies, the call signa, and the acbed.ulea. 

(2) The raclio trana:lsaion. Thia include• the particular Morae code 
UM4, the procedure sipal.s em.pl019d, the order of el.emnts of the trau
msaion, and radio operatora' chatter. 

(3) The ••sees. These include the ••RP texts proper, together 
With the •asage preambl.ea and postamhl.ea. 1'be cryptographic feature• of 
the ••llaP texts, such u cl1acrild.nanta and •saaae i:adicatora, the type 
of ceyptographic text (vhetber in letters or cl1g1ta), and the l.ength of the 
coc!e groups, are all of comiclerable usiatance in trattic aaal.)'8ia; plaiD
l.anguage •saaps are alao exploited. 

3. Opratiy data.--!,. Radio atationa are linked. together and organ
ised into nets tor tha purpose of' intercol'lln°1cation; this org&D111&tion. 
toll.on definite patterna, ref'J.ectiDg the cO"'&"d structures since the l.ine• 
of' cQW!mication mmt coincide 'Vi.th echelona of cQ!!DM.Dd in order to met 
mllitarJ" ca-m1cation requiremnts. In a particular grouping of stat1ona 
the one aerring the senior echel.on. 1a the station uauall7 in charge of the 
subordinate stationa; this station 1a call.eel tbe net control. station 
(abbr. ICS), and the other• are called outstationa. 'l'be control station 
ia reapouibl.e tor tbe superv1a1on of tranam:laaiona, procedure&, and 
circuit discipline. A typical net 1tructure is sholm in Fig. l, below. 
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Station l 1a tbe superior b.eadquartera, vi.th Statiooa 2, 3, and "' u the 
i..U...tel.1' auborc11.:aate outatatiou; Station 2 in turn. bu two outatatiou, 

(DD) 

®© ©®® 
Pigure l. 

and Station 3 baa three outatatiom1. Station l 1• also in c~ication 
Vith Station 10, the llC8 of another ut. 

b. Stations are iuntifiecl b7 ou or mre call a1gns vbich cOIUliat 
ot a pup of letters, cligita, or both. In the diagrall above, Stationa 
l.Jt. ban two call aigoa each, wh1la the re-.in.1.ng atatiou bave but one 
call aign. Multiple call aigu are uaed tor conven.1.ence of operationa, 
or for aecurit1; they are either in the tonl ot variaDt call aipa (the 
ael.ection tram 'Vhich 'being left up to the radio operator) or of •:pl.it 
call sip (tba selection of the proper call sign beiug governed bJ the 
tila of day, tbe ra41o trequeDCJ used, etc.). 

(l) The usual type of call-up ia the double-station call procedure, 
wherein tbe call aigml of the call.eel atation and of the trannittiug atation 
are aent, separated bJ the procedure aignal DB (..mag "troa•); for eumple, 
if M is cal.ling UXA, he vou14 t:ranait the tollalr1ng: 

UXA UXA UXA DI WI 'NI WI 

'1'be repl.y trm UXA would then be: 

T'II M WI DB UXA UXA UXA 

(2) In the aiagle-atation call procedure, onl1' one call aign, ua\Bl.ly 
that of the cal.led station, ia used. Por UUlple, it ZYB ia calling APM, 
be voul.4 send .Allr AHif .ABlf; when AHif auvera, he 1fOul.4 repl7 in tbe •
•DD81'' .A1lf ARI AlfJI • 

(3) Somtima one particular call sip ia uaiped to a 11nk, 1.e., 
for 1ntercQW!an1 cation between two 1pecitic atationa. l'or maple, refer
ring to Pig. l, vhan Station l Viahea to -.ke contact Vith Station 10, be 
voulc1. HnC1 tbe link call sign mm repeated several. tima, and. Station 10 
vwl4 ret>J.7 vith tbe call sip mm. 
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(4) In ad41tion to the foregoing tne• of calla, there 97 also be 
uae4 a collective call aip tor c&Uing aeveral specific atatiou in a net; 
vheD auch a call aip ia uae4 tor alerting all ot the atatiou in the net, 
it ia called a net call aigD. Par enmple, Station l uaea tha mt call aip 
BZIC tor reacbing b.ia three outatatiou, anA Station 3 uaea V.111 u bia mt 
call aign. 

(5) In all of the toregoiug proce4urea, split-call working might be 
emplo19d. .As an G'Mlph, w note in Pig. l tbat Station 3 uaea tbe call 
aign 'l'VI vben co-m'cating vith ita superior, Station l, or vith Statioaa 
2 aD4 4; bovner, vb.en Station 3 1a ~1n1cat1Dg with ita an outatationa, 
it uaea the call aip zm. 

!. • Statioaa in a mt are uaigned one or mre trequenciea tor rac11o 
c~m1cation; the allocation of :trequenciea la pre41catecl upon trWllitter 
cbaracter1at1ca, distance requiremnta, tbe tim of traumlaaion, u4 other 
tacton. In atmplex working, stations operate on a camon trequeney; in 
complex working, mre than one trequncy ia uaed. In ccaplex amuling, 
atatioaa are uaiped traullittiy trequenciea, and each station uaea 1ta 
uaignad trequenciea to mke contact With other atatiOD&; in aomplex re
ceirtng, atations are uaigned receiyiy frequencies, aa4. atatiou aencliDS 
to a pa;rticular station uae the frequency ua1gnecl to it. 

d. Tbe time of cmnnn1 cation ia an illportant factor 1D racl1o oper
ationi'. Schedule• tor cmnnm1cation are eatabl.1ahe4 tor tboae atationa 
vbich pasa cmparatively little traffic, or which baYe an 1Dauttic1ent 
nUll'ber of operatora tor tree cm-an1 cation vi th all necea11&r1 atationa; 
in such cuea, acbeclul.ea are arranged ao tbat each operator 97 take care 
ot aever&l circuit• at clitf'erent ti.ma. Such achedulea alao perll1.t 
-x1•m uae of one trequenc:r, without interference or contuaion. When 
no acbedul.ea are in force, atatiOD& are tree to contact each other at any 
tim, either b;r setting the tim tor tbe next contact at the la.at t:rana
miaaion, or b7 mintaining a vatch OD aaaigned trequenciea. 

Ja.. Badio procedure•.-~· In radiotelegrap~ the trwmiaaion of 
into:rmation i• accaapl.iahecl b;r mana of Morse coaea. In the cue of 
countries vhoae alphabet• differ tram tbe Bagliah al.pbabet, mditicatiOD& 
ot the international. Morse a)'llbol.11 are introduced to take care of accented 
&Del other unique letters ot tbe lallguap. 

~· Baclio operators uae certain signal.a and a1pa to facilitate 
operating and puaiag ot t:rattic. !l.'b.e wt co-on aeta ot operating aig-
11&18, uaed in international practice, are "Q" and ''Z" signal.a vhich are 
three-letter combiaatioaa beginning V1th tbeH letters. Por example, QlW 
•aoa "I b&ve nothing tor ;vou," and~ toll0118d b7 a quaation -.rk 
(Morse ?III') •ana "Do JOU have 1Ul7th1ng tor •t" Besic1ea theae operating 
signal.a, Y&rioua procedure aigDa are uae4 'b1 tbe operatora, auch aa the 
tolloving: 

COBtm&ii'M 



11 Bud of t:ra.nam1s•1on 
AS Wait 
ff Break 
c Correct 
DB From. 
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GR Group count 
m Repeat or question 
K lDYitation to tl"&D8111t 
VA Vorel after 
VA BDd or schedule 

In 844.ition to tbe foregoing, ra4:lo operator• :mJ' be provided vith a special
ized Cl")'ptos711tea,, usually in the tom ot a BMll chart (vi th row- and column 
coorclina.tes) containing letters, digits, vorda,, and useful short operators• 
•ssagea. 

c. In orcler to prevent enem;y atat1ona trma entering a net an.cl con
fusiq its operatiou, authentication system are used. In station authen
tication, cballengea and replies are excbanged 11Utually by stations upon 
establishing initial contact; in •••aga authentication, certain ele•nta 
from the beading an.cl from the message text are clesipatecl by prearrangemnt 
aa te•t elements, &Del these teat el.eDBnta an validated b;y an authenticator 
sJDlbol. or •Jllbols in the pre&llbl.e. 

d. In 111.li tary C()ll!!PJD1 cations,, a single tlm designation i• used to 
aYOid-the contuaion that would result if each station used local tille as 
reference. Borm1J¥, Greemr1ch Mean Tim is used for all conmm1 cationa, 
although in som instances tbe tim zone of the capital of a couutr;y ia 
empl.o;yed; in &DJ' cue, it is usual practice to include the auttiX letter 
ot the tim zone, as for example 231600Z maning 1600 Greemrich Mu.a. 
Tim on the 23d of the month. 

e. There are certain ele•nta of the tranamission v'hich are atan.clazd 
for mat radio operation&. Tbaae are: (1) the call-up, or the proceclural 
rules b;y which stations mke contact vith one uother to prepare tor tbe 
transmiaaion of trattic; (2) the orclar of traffic, goyerned b7 rules which 
cletermine vb.ich station is to transmit ita trattic first, &Del in Vbat order; 
(3) the transm1aaion of tratnc, in a prescribed anner; (Jt.) the receipting 
for traffic, in which the recei"ring station aclmavledgea receipt of ••sages; 
(5) corrections and aerYicea, to insure that tbe trattic transml.tted and 
received. is as garble-tree as possible; &Del. (6) the signing ott, or the 
procedures prescribing the manner ot terminating tranam:LsaiODS. Variations 
in the number &Del. detail ot the foregoing ele•nts exist not onl;y among 
various nations, but al.so aa>ng tbe 1111.lit&l'J' services of a particular coun
try &Del among the ditterent echelOD8 of theae serYicea. 

5. Radio DBaayes. --!,· Ra41o •saagea :muat carry pertinent inform.
tion to insure proper bancn 1 ng in both the maaage center and the radio 
atation. 'l'hia information, almost inva:riabl.1' incorporated in tbe •&sage 
externals, usually includes aerial nUllbera of 'YBl"ioua kimla, a&te-tim 
groups, preceaence s}'lllbols, routing instructions, aadreasea and signatures, 
the group count, and other special. inatru.ctiona. 

b. The number vhich ia put on the maaaage b;y the tranamitting radio 
operator tor reference purpoaea ia known aa the atation aerial number 
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(abbr. IR); a number aeries my be usigned to all •••age• trumd.tted 
by a particular station, or separate number aeries uaipecl to •••ase• 
paaaecl on each c0111111UDication link. Meaaage center numbers (abbr. MIR) are 
nUllbers uaigmd aerially b;y a •asap center to all outgoing traffic, 
regardless of destination; these numbers are mecl tor reference purpoaea 
between originatins: and receivins: •saap centers. Vben •aaagea are re
layed, the station aerial numbers cb&Dge on each liDk of tbe commmicationa 
path, Yhereu the ••sage center number uauall;y rem.ins cODStant. Other 
kinda of numbers are somtima fowid in •saage eztermla, eapec1all;y at 
the higher echelons, auch aa cipher ottice nmlbera, raclio atation in-clesk 
numbers, etc. 

c. Precedence indicator• or •Jllbol• tor ezpeditiDg trattic are either 
in thi' form of abbreviated p1ain text (such u -U" tor Urgent) or in en
crypted form u a group of' letters or digits. Somtima YllZ'iaDta are pro
Yiclad tor these indicator• aa a aecuritJ' 1BUure, or thaae iDd.icatora .-, 
be subjected to encipberment. 

d. When direct cOllllunication between tvo stations is not possible, 
routiii'g instructions are uauall;y incorporated in the external.a of •saagea. 
Designations of' locations or units in pl.ain text 1111.1' be utilized tor this 
purpose, or call aigns -.y be used tor the routins:, but, more usually, 
routing codes are employed which contain coc!e groupa for principal locations 
or units, aa well aa a;yllab&r'J' groups for encoc11ns: designationa not in the 
body of tbe code. Sillil.arl;y, when addreaaea and sigaaturea are distinct 
frODl routins: instructiona,· a separate ache• 97 be devised for the trana
mittal of' this information, usuall;y bJ' mana of codes. 

6. Preliminary net reconatruction.--!_. In the initial approach to a 
trattic anal;yaia problem., traffic iclantitied by the language of pl.aintu.t 
chatter or by national characteriatica of the tranamiaaion u belons:ins: to 
the target country ia segregated into -.jor bomgeneoua type• on the baaia 
of' coamn operatins: characteriatica, ••sage formats, diacrimi:mm.ta, cbatter, 
or an;y collateral information. Thus traffic from 8.l"IQ', 'IJ&Y7 1 air force, and 
other nets -.;y be isolated into distinct groups. 

b. A preliminazy grouping of atationa ia diagr...a. from observed con
tacts between atationa. Simultaneously, aaal.7&i• is begun on tbe cbaracter
istica of the radio operations. As an emmple, J.et us aaa\.118 tbat the 
groupings of' atationa in Piga. 2!, and ~ below, have been reconstructed from 
observed contacts on tbe tranam:l.ttins: frequencies in kiloc;yclea as indicated, 
and tbat we have made a mntal note tbat, on the baa1a of procedural cbarac
teristics, UXA and ZYH are probab1y net control atat1ona. We note tbat TVI 
and ZYB baV'e the aue frequency; if' frequencies are assigned uniqual;y to 
target stations, then TVI and ZYB represent the sa. station. Tentative 
confirmation m;y be obtained if it is found tbat the aerial numbera used 
by TVI interl.ock Yith those of' ZYB, or if routing in:f'ormtion on •aaagea 
:trom TVI and ZYB aban ic1entical originatora; further confirmation m;y be 
obtained trom cbatter (wherein, f'or example, the operators at TVI and ZYB 
refer to the aw peraon aa their COD"Mdiug officer), from direction 
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t1nd1Dg bearinp, Morse operator aaal.1918, d1scr1m1DBDt ancl 1Dllicator 
studies, etc. B1 continuing this •thocl of anal:yaia, w shall arrive at 

Figure 2a. - figure 2b. -
a portion of the d1agraa in ns. l, wherein TVI and ZYB are ahown u split 
call sips belonging to one station. ~s enmple of approach is perhaps 
an oversimplification, but it is illustrative of the general mtboda 
tolloved. 

7. Analysis of rad.io oprations. -"'!.· 1'bia phaae of trattic anal.yaia 
involving the stud1' of the operating data m:ul the elemnts of tba transmis
sion 1a, u previously stated, carried on concurrently with initial net re
construction. Wben fragmentary" nets ban been put together, continuit7 over 
c1ate breaks is lade possible by the anal)'ais of radio operations. 

b. Callaign analysis embraces tba c18termi.nation of the •tho&I of gen
erat10'n, allocation, ancl rotation of call s:lpa, together with the syatem of 
use. Call aipa my •rely consist of d1tterent ftnclom. JI-character groups, 
in vhich case m s19tem of generation is recOftl'able, or the1 my be gener
ated by a permutation table or s1m1v acbw. The aY&ilable call sisna my 
be &'l"ranged in the form of a chart or in a book of tables, and atations 91' 
be allotted speci:tied positiODll 1D tba chart or book on, let us say, the 
first of tbe mnth; subsequent cballps of call sisna my be governed b1 fol
loving • prearranged route in the cbart or book, or by the application of 
som •tbe-.tical formula. C&llaign s79tem my a.lac involve Hftral sliding 
strips aa a •ans of generation, with a convention prescribed tor the wnnar 
of selection and rotation of the call sisna derived troll tba strips. 
Regardless of the syatem of generation and rotation, when sutticient callaign 
continuit7 bas been establ.isbed, interpretation of the patterns m:ul phenomna 
d1scloaacl Vill pel'lllit recovery- ot the syatem. 

S.• J'requeney analysis hall the • ._ general. obJectives as caJ.l.aigu anal.7· 
sis, ~., the determination of the •thocta of selection, allocation, and 
rotation of trequenciea, together with the system. of use. Vb.en more tban one 
frequenc:r is assigned to each station, lower frequencies are genera.ll.7 wsed 
at night and higher frequencies during c.1aJ"ligbt, for technical reuons; cer
tain of the frequenciea my also be designated aa stancU>7 trequenciea. 
Frequenc7 aasigmmnta m.J' be published in chart form, with an initial allo
cation and rotation ayatea ailli.lar to that uaecl in c&llaign SJBtema. Here 
again, continuity of frequencies v1ll permit recovery- of the &JBtem. Both 
in callsign and in :trequenc7 &D&J.yais, continuity 9.7 easily be obtained if 
some of the operating a.ta or el.emnts of the transmission cb&Dge and aom 
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clo not. Bnn it c&ll aigu and trequanciea cbuge da1l7, continui t7 97 be 
••tabl.i•becl b1 taking into con1114eration ~ ot the tollo"1.ng: pattwm ot 
atation aeri&l number• or ••118P centw mmbera; routing intaration; 11•
criminaa:ta (eapeci&ll7 one-tim-pacl cl1acr1mimmta vhich are uauall.1 walcpa 
tor each link); procedural peculiarities (e.g., the wae 'b7 a particular 
atation of cl18tinctin aeparator aigD&, tuning aign&la, etc.); chatter; 
acbedulea; aerrice ••aaae• Oftr a c1ate-break; aD4. 41rection 1'1.IMliDg am 
Mone operator anal.7Bi• reprta. 

d. Procedure ••aaae• and chatter betvaen operator• are of p&'L"ticular 
lnteri'at in trattic aual.Jaia. Vben 'UDlmolm procedure aipala·are uaed, or 
vban procedure aignala are encrypted, their wan1nga my be determlmcl 
through observation &D4 interpretation. As an elemntar7 ex.ample, let ua 
auppoae that at 0915 an intercept operator heara WI •encl to UXA on 38oo 
kUocycJ.aa the proceclural tranamiaaion "XLC 1200•, after vhich contact V'ith 
!YI is lost, and that WI ia beard c&l.ling UXI again at u58. 1b.e inference 
-.:, be made that ILC means •1 aball contact )'OU again at hour••, 
tollond b7 the tiDB. Or again, let ua auppoae that attertii"at aam trans
mission, contact with WI was lost, and that the intercept operator in 
searching tor target station& on his receiver picks up WI a tw IDll8nta 
later on lt8oo kiloqclea. In this case, it m.J' be ~d tbat XLC mans 
•I • changing s:f trequeney to tea•, followed b7 a frequanc7 deaig-
m.tor Which is to be :multiplied~ to inclicate the actual trequenc7. 

e. !be i"8ntiticat1on of preamble component• la a relatinly simple 
•tter. It massages tram Station A to Station B are sorted 'b7 intercept 
tiDB, the atation aerial number• ahoulcl be in an aacencling aeries (barring, 
ot courae, missed trattic), ao that va look tor such mniteatationa in 
element• of the preamble. It all the traffic sent trom one call sign, 
regardless of cl1rection, is sorted b7 file tiDB (where thia intormtion i• 
incl.uded in tbe preamble), the m.easage center numbers should be in an 
aacend.ing sequence, V'ith gaps caused either b7 miaaed trattic, or because 
the station concerned used more tban one call sign, or because S0118 massages 
•1 bave been tra.nud.tted b7 means other than radio. i'b.e position of 
originator groupa in the massage preamble m.J be discovered b7 sorting 
traffic bJ transmitting station and noting the conai&teD.CJ of certain groups 
in a particular position; 1ikevise, addressee groups my be ic!enti:r.lecl by 
sorting tratn.c b)' receiving station and looking tor a higb rate of occurrence 
of soma group or groups in a particular position in the preamble. The identi
fication and interpretation of precedence iDdicatora mJ be &cCQlllPlished by 
at~ng a aall YOl.UIB of traffic emnating f'l'om one station and comparing 
the tile ti.ma Yi th the intercept tiDBa; vben a aeries of •aaaps are trans
mitted b7 a station one attar tbe other, the massages with higher precedence 
are invariably transmitted first, and atud.1' of the trattic V'1ll give clues aa 
to the meanings of these indicators. Somtims preambles also contain groups 
iDdicating the aecurit7 claaaitication of the message; these groups are 
often d1tt1cult to idea.tit, and interpret, but D8'98rthelesa a study of 
chatter and of the dlacrimimmta used on the various ceyptoneta v1ll permit 
a solution. 
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f. Aa my be obaerved troa the foregoing d1acua1ion, identification 
and p&°rtial aolution of the elements of the preamble proceed aimultan.eoual.y; 
turther atudy and analysis will make poeaibl.e a complete sol.ution ~f these 
el.emnta. .Additional. information on rad.10 operations can be derived through 
•twV of schedule•, textual feature• of encrypted traffic, cryptoneta, and 
d1acr1111.nanta and iDdicator usage. Collateral inforation vUl be of usia
tance in these atudies, aa vUl inform.tion derived troll cr;yptanal.yaia and 
other comrun1 cation intelligence sources. 

a. 'l'ratfic intellipnce.--!_. The lut phase of traffic analysis i• the 
reconstruction of-the complete enem,y network in tbe form of an intergrated dia
graa ahaving call aigna, trequencies, and other technical data auch aa aerial
number allocations, diacrimi.nanta, etc. Identifications of un1t organizationa 
and their geographical locations are sb.oVD, which, when coupled With intel
ligence from all sources, v1ll portray the eDeJQ" Order of Battl.e. 

b. When change• in net structure take place, these nay be brought 
about-by the appearance of new units in a command. or the deactivation or 
redeploymnt of old un1ts. Cbangea in contact relationship •Y be indicative 
of impeDding moves; aignificant cbangea in traffic vol.um• or in cryptographic 
ayate• my be iudicative of preparations for m:Uitary activit;y. 

... 

9. Concluding remarks·--!,• Trattic anal;yais turniahea mch information 
on cOlllllUllicationa features of uaiatance in crypt&D&l.yaia, auch u informtion 
concerning the originators and addressee• of the msaagea, iaol.oga and reaenda 
vhj,.ch reault from cr;yptographic error, •••age• with potential crib value, and e 
cbatter pertaining to cryptographic •ttera. 

b. SOll8 tratfic anal.yaia items of particular intereat to the cr;ypt
&Dal)'it are the fol.loving: 

(1) When the group count is constantly checked by the enem,y-operators, 
this is usually indicative that the cr;yptoayatem includes tranapoaition u one 
of its steps. 

(2) When the date or file time ia invariably che~ked, it 1a indicative 
tbat theae elemnta are tactora in key selection. 

(3) When a group in a particular position of the text or of the preambl.e 
is checked trequentl.y, thia may indicate that it is iDYolved in key selection. 

(4) Rapid aending, with no requests for aervicea by the rece1Ying opera
tor, is an earmrk of practice or 4U1111111' traffic. 

!:.• The general principles of tratfic a.nal.yais bave been presented brietl.y 
in the preceding paragraphs; however, actual application ot these principle& 
and techniques in soma typical proble• is necessary in order to insure that an 
aclaquate comprehension ot the subJect baa been obtained. In the next appeDdix, 
"The Zendian Problem: an exercise in commm1cation intelligence operations," 
opportUDity is ottered tor the student to appl7 the general method.a ~r traffic 
analyai• he baa learned. and modify them to suit the contingencies of the par
ticular situation, learning thereby additional facets of the art. 
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TBB ZDDIA!f PROBLIK: Alf JIDRCISI IB 
C<llllJBlCATIOI' IIBLLIGDCB OPDATIOE 

A. Introduction 

1. b Zendian Probl•, presenting an operatioaal OQW11an1cation 
intelligence aituation in m1D1.&ture, affords opportunity to appl.J' the 
technique• of traffic &naqaia 8114 cryptana:cya1a, to derive intelli
gence, &Del to prepare reporta. Tbia problem deal.a ¥1th tbe ellelQ" 
conwm1catiou during an amphibioua operation aga:lut Zendia, an ialand 
in the Pacific located approximatel.7 2000 miles vest of Peru, with an 
ar• of 990,000 square miles and a population of 17,320,000. ZeDClia is 
a totalitarian atate umler the abaolute dictatorship of Marshal Salvo 
8&1.aaio, the Prima M1111.ster, vbo embarked upon a series of high-banded 
actiona which led to an ultiatum by the UD1.te4 Bationa Security Council; 
this ulti-.tua vu re..jected b1 Salaaio. The UDited States, acting under 
tbe authorit;y of the United lfationa, ass8Jllbl.ed Task Force Pearl &Del em
barke4 upon Operation Seahorse which bad aa its obJectives the eatabliah
•nt of an occupation force to liberate tbe Zendian. people f'rma the Bal&
sio regim, with a restoration ot the true Zendian. Republic. 

2. In Pbaae I of Operation Seahorse, initial uaault elmmnta of 
the U.S. Bighteenth Anq (conaisting of XXV and DX Corps) laD4e4 at 0500 
on 16 December, under support of naftl gunfire and air attack, on beaches 
near Aleksamlrio on the uorthveat cout of ZeD41a. Tb8 outnumbered 
Zell4ian shock troops near the invasion area fought a dala71ng action, 
retreating aouthnrd and croaaing the Pontine River at Grisurbeto. The 
reai.IM18r of the U.S. expeditiC>DaZ"T force vu l.an4ecl auccesatul.1;y, and 
by the night of 22 December ba4 advanced to the north bank of the Pontirle 
River; in the •amrhile, strong ZeDd:Lan reinf'orcemnts were brought up OD 
the opposite bank, preventing further ad.ftDce OD the pa.rt of the United 
States forces. 

3. Intelligence efforts during the period of the U.S. &dftnce )'ield
ecl but little iDformtion; the :rev Zenclian prisoners taken would give oDl;y 
nam, rant, and aerial number; and the interception of enem;y cmmpnnications 
revealed little of value, tbe enelQ' el.emnt• in the vic1Di.ty coDfiDi.ng 
tbeir radio activit;y almost entirelJ' to sporadic lov-pove~ voice trana
mlsaiona between rap1cil1' moving units. B;y tbe morning o'f 23 December, 
however, radio intelligence units uaigned to the U.S. Arlq headquarters 
ancl to the tvo u.s. Corps were tull.7 operative and began an all-out ettort 
to intercept ancl solve the greatl.7 increased ancl now entirely encrypted 
Zelldian COlllllUD1cat1ona, in order to secure Yitall;y needed intelligence. 

4. The traffic intercepted OD 23 Deceaber totalled 375 111Basagea; 
these are shoVD. in Section B, with a cligeat of the cl&J''• chatter in 
Section C. 1'he top line of the •asap beading ia the intercept line, 
conaisting of the receiving ancl tranamitting call sigma, the trequanc;y, 
the intercept date/tu., ancl the intercept station c1ea1gaatiODJ alao 
1nclu4ecl is a te1epr1.nter aerial INlll:>er (which can aene u a worksheet 
number in subsequent ac:hine processing) used in forwarding the trattic 

571 



REF ID:A64556 

to the United States by r&dioprinter. The second line of the heading is 
a message preamble which consists of eight 4-digit groups; this is followed 
by the message text, invariably transmitted in groups of' five characters. 
(In all messages, the first two groups are repeated at the end--these from 
their appearance are the discriminant and message indicator.) Initial 
analysis of' the preamble components revealed that the first three digits 
of the preamble constitute the station serial number, the next three a 
message center number, the next six the file date/time, followed by four 
groups whose meaning has not yet been determined; in the last group or the 
preamble, the first two digits constitute the group count, and the last two 
digits are still unidentified. 

5. Data from the traffic for 23 December were recorded by hand on 
traffic analysis logs for initial study; as machine time became available, 
these data were punched on IBM cards from the original traffic and listings 
were made for trattic analysis purposes. In the listing shown in Section 
D, the m&Jor sort is on the transmitting call sign and the minor sort on 
the receiving call sign; in Section E, the DBJor sort is on the frequency 
and the minor sort on the transmitting call sign; the listing in Section F 
(useful for cryptanalytic purposes as veil) has the major sort on the 
discriminant, with intermediate and minor sorts on the A2 and A3 groups. 
Data from the traffic of 24-26 December are included in Section G, which is 
a listing Wl.th major sort on date, intermediate sort on transmitting call 
sign, and minor sort on receiving call sign. In all the listings except 
that in Section F, the data are in the following order: (1) work.sheet 
number; (2) transmitting call sign; (3) receiving call sign; (4) frequency; 
(5) intercept date/time; (6) station serial number; (7) message center 
number; (8) file date/time; (9) to (12) the four unidentified tetranomea 
in the message preamble; (13} group count; (14) unidentified dinome in the 
message preamble; and (l.5) discriminant. In Section F, certain elements 
of the heading have been omitted in order to make room in a concise listing 
to include the first five groups of' the message. 
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PPllQQ 'l'lllRIC CUIDA PnlPU &TBAB UABllO PBmR BJll'IM MAVRT JSPBS 
25'16 5523 o825 i.775 ~ 1161 5726 3122 KllCVO llBXSB PllPSO VGOIS USQAP UIVPZ I1GKX lllllJBll RSLIT PBKB'l' 

'mJllB OQltGG ~ llEYJV BPIUR CLLBB KZ'ml BilPBQ '5RllG KZDLO 
BDBBD A'NBP JGBAC PSYKJ ZIDBS ftlYLR KFXQD UCJW PBAXA OBDllll XIMIG YYIX'l' O'lUQ QPKUY JaSTD MDTBT VXl'Gll '1'0KXB FQPIF VUOIE 
JCIBL RICGll KMMYB 9J'KKB ~ YBlllG JQAKD VXQ8D UIAOIC &JDCB B88D.B OACMV FllllDI llGllLI BCLRS SXLLX RAJZP ZSKLF Bn'LY B'l'IUIT 
PYR.JM llYDRZ AVIllJ BXRUI' JUl'Q ~VBJ KICITA IJ'llJD' IAllAY RDBBD CRllVY SVVQF B.JRVI GAKJIZ BOORB BPIW: PRQIM) JIJBll ZSZUB OCVBL 
AY'4F ll.JBllll UPTIR .AllRlll' Kll&Kll Dlx:OB IGQllP VIZSY ILEAJ ISlllB ~m 

ccxn: PRFllS VJOLll SYUPI mKZ llBBJI VSCYI l[JUDll llVKGV PKllQQ 
VZPJC mar llQZUC IDSllI VICXXX FFllQQ 'l'lllRK 

SPY DB llKP 7320KCS 230953T USM-99/00123 

0545 9823 0900 9942 266i. 6625 5320 6o]4 

DJDJD GYK1'¥ OBVZY LfYOB Vlmlf JISCV IllD'O VCGAZ DB'l'lC BAVB'l' 
llCBPl BDAA Rml lllUDJ DIMPI ZGDUX QICAQD CIJSOC BUlll¥' Clf.JllJ' 
OJIBM PAnO UIPCIJ some BllIUD l'UllllQ IJSQCB UIKOZ IC.JUJ'O JIBllll 
YClfQU lPGl8 G'DIKB ZUllSQ IPPCIJ llGCBL RJIBM CY'l'VJ ISCJI ZK:S 
JIZUV8 QIPPQ U8GCB LRJUJ' OJllll BYClfJ ISCPA VllDllf UIYGA JU1'()J 

Dll:l mus CPAVB llllllJL Bl"l'.JU PO.JIB ll:IYD JISCX DJDJD GllCPV 
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Riii D8 HV'1' 631ioKc8 230914'1' USK-99/001.28 CW DB IZ11 6260lCCs 230903'1' USll-99/00132 

l.oli6 l.923 0600 2750 2664 7525 l.081. 61.32 2'Jl8 2"23 06llo 6350 3456 9749 2396 81.24 

llDllAA Gf.C!P CllDIF llLl.llZ lfPZ10 YQCYO IMIDB l'UILlR UmY lllJQJ llDllAA AYS'l'X PPll80 SYPUC DJPSlC llZBVO LXJBC VMQW "1.Al'P JGGPV 
KBAIB BXDII WID' CZDLIC PQYQQ DKB08 JMm?f MVllXB lllll'QI 'mOOB !KSSI ~ YBSAM JllmDB LULU D.J'DIM DBlBD OLLRB 8lllDQ mKDB 
PllPIJ BOLXP LJPBM UDBIC Kll'lWS :W'l'CC LPDLP vamo LD'llll RU~'l' BIV~ SllDP JDLVS UDLPI llllUOF IQLllB llCllS Yem. CTZllC PVDI 
XXJVU PJIBP ~ SGBllB FUUB WKPllW PllliOZ IDGJX .Al'SCQ DVR'l'O llP1AA llllllltV lfJJIIK VllK1IB IC»ll'U m.zr UOJGll LllBLlC mm cusm 
IVZllU BJSYQ '1'BllN SGBD'l' BYIMC YJRAS ICIM> BIS'l'J Y1UOOI KWllFV' XI.ALB 'l'AUn VQll'l'L RDDOB '1'mlJ JIWKOQ Gd'GP P'l'PD' XCQlll QDXUJ 
IWGY "flllJSR ZlrDAP ZL1IJV BRRQli JUCLP UPllBY llBYDO LR'roll RRIIJD IDlllllK PM!'l.V BCRZP 'IRllllW ZSllVV KYAL'l' Zll'l.llJ OIMR ZWPB lt'l"lZJ 
IJJ'Mll'l' VDQIO QIXRJ SIQXV JQKQD PZMGF Dl'CDG PlVllll GRY.JB 'l'IJIR'l' c11m APIUJ' cam. QOUB'1' llVlllL IIJ.Allll IllVLV M.JJQC 'l'llllRll lllAAl[ 

YOGVL YlDIOB VX.JGG AYIOJ MIKWY llllISV IVF.JIC Pl'm: LBX!JI HBCJ RRK.Jll DlllllB DQIDF .JllOLL lllDllfL DllrlB VIII.JN ULOAB .AJDX ll>llAA. 
llOJDD BUXXX llDllAA GZCIP .Al'S'l'X 

Riii DB HV'1' 6)1wxcs 230949'1' USM-99/001.29 DR DB m 7l.30XC8 230923'1' UllM-99/001.33 

l.056 1923 o600 2750 2664 7525 l.o8l. 8332 lOJ8 0523 o8l.5 21.lO 9054 0586 8444 5lt26 

DJIHAA ozcyp CBYllB llLl.llZ VPZl'O yq:yo St¥)PP YQLPR oor.ac: QllllKB 681186 90057 581.82 l.2029 4o286 21859 23282 l2J].8 29'122 l22li2 
BBOSU 'l'JSGB P!Klll' ZUtVG lUlllVA .JBUOt OBDJM ~ Z1llMI WCR'l' 231Ji.1. 62852 "6760 55288 221.47 00300 14125 291.94 80222 58059 
:n:sm. llll1'llF Allll)C Ql¥IRB IPJAR BPOm' llYCXP YQVQr CWN <llMI 91.182 72728 21.206 44922 "°295 52500 5701.4 99502 11;3986 7Ji.1.99 
BZGUV IFIWL Bm1V 'mll'O VZNUA llPD'O SBAAB 1¥>11XK vnm LY.JZll 28475 l.8o95 57795 "'1.oo8 99715 8o784 47561 75189 86539 72029 
QFllfI YOGKK Ol'IQIL 'Ycitll LllZAB llPAKC XltUBB PIVVR Q1)Lill APNJI l.0705 58369 91.189 05241. 93829 95526 97585 05051 76752 l.281.0 
UQr'l'IJ KBV'OO RIIAI' 'l'llOHD AXLRI MllOIX uxcsw BDOill KKllRQ rum ~ll o)lllio 661.86 90057 
.AllOSB FPllZR GPHXF VU.VY KE'l.VC UC'l'IJL B'mLY ZlfllZZ VC10Y lllLBB 
ACQlC VIYDL GPLDll LBllYY XDZllX PUIMB lOIVl'IC ARQl!B LllOBB 'DI.JU( 

NXXX DJIHAA GZCIP LLZ DB ZZ.Z. 63)0KCS 231034'1' USll-99/001.34 

~ 
1061 81.23 l.000 8l.2l. 2645 "'1.o4 4754 6633 

llCM DB IZll 5385KCB 230908'1' USll-99/00130 
llAIRA CBO.AC VGIDIG XBDfB QllPX() RYKRY ~ ICBQK: llGRllM MAZUt 

0058 2823 o8oo 99'12 5445 5815 3917 8609 cuwc BAKllO llCRZP BPJCC CVVQX PWM'l' IZllCL IUZLL HUQJll PllllH'l' 
ClCGZD DllCRZ UCll'PIJ l"lUllQ Z'l'IUJ' 1COCGll 'l!lllllll RPBS'l' Hl'llllG YCl'QR 

DJIHAA l'PCRA DSUllP BVllBll UllOZZ ml'~ fMlRll urovv Oll.JZll IQXVI TllBPX TXlffC li'YYllI IRDrA SV'l'P'l' ICU llllPllA CUBB 11.J.JBP JJUUA 
QVBR'l' IU'l'AO DDDDX WAPSC GBVBL OGllllA .AURCB ZYCXP llD'JK'l' ll.11Mif YMBBD UBBAA nOBP lXBMR 'l'KllBB u.ruc B'DllA IUDf.I BrlCD K&J'QP 
WIOYP JmtJ ll'DIOO ?lXQLJ OlllOC llllMUI VLF'l'X OFBBI RQJIDI llllCOC VIRLP KAPIJG FJEAY l'KJJA llllllA'l' ID'llPl' BOY.AP BllllI DIAW UV'.IBA 

cmrro illCVF llGUllZ ll'An JIBDB llU8PD XAKIJI IWJKll QVBI¥) llllLDll VBCVD SBGOS MYC~ MnfYJ llAIRA CBGAC 

RSllRV JICllQP OQI.z.G KLZY'l' IllllOt BBYQX PllGIX UUYIC llXGVP larQ 
DW'l'O llGlllM VVGJll DlllJXB Q'l'QllX l'l'CBL Wci>U' XIYFV lXllYD YAH.JB 

6260KCS 231156'1' llllM-99/00135 RllQCY BIUCZ GX'l'ZK UYlBB MlllAZ ODBICV VVOZA D'ZZK 11.JJllQ JIBDBll 'CCI. DB uro 
'l'D'1'.JB l!llCOV U'CllD K'l'LOR WJJMV YKV01' KCMDG NCVC CIJICllK C<JGCI 

5o48 "°23 ll05 4775 8820 9749 661K 5322 BBRl'R OCllKZ llPSllV RGOO llDllAA l'l'CRA 

Illll'l' DJ'Ll!C LO'IIZ SCICHA WUl'OB QVllJ'A D'Z01C Di'CPB MKUJU Lt.JJIA 

llCM DB lZlf 5385KCB 230939'1' U511-99/00l3J. llBIQB QACBR lXCBL mvs V.AGllR D!'llOZ l'ZC'DI BLVVL DJ.JP XPKMll 
VQJBB VUIPL ISC'l'r SIXPU OAKCK JftlNJ :xzmP ZlLKB IcaMI PK?Zll 

0068 2823 0800 ;1942 5445 5815 391.7 84o9 XALKO J'l!AllS BBMllA DllBBV llKJYB PXKPV' ZXCllQ VOOQ'l' llMIZV MVKllC 
PJUlll ULlKK Jn.JO XIllCIJ mvz Q!BPD ll'DUIJ KVBllB LllllD llKSSll 

DJIHAA FPCRA D6UllP BVMllH UllOZZ 'l'DIQQ ISIRM IJIGQl[ CCQliA, .JDllD'l' PXllXX IIllFP DFLBC 
BVQRI' DABXB R'l'SCH BPLSR ~ltVJ KM7.0J' ZBSBR ICBJUA BL'l'i'I mm: 
zoniv BllRVI' CllIZW QBQZO YRQll'l' AZBJP 11.J'l'D' Q1llll.1 QBZVll ZXKllG 

5265KCS 231156'1' UBM-99/001.36 ll'Nllll CJICVP K.J.JXZ XSMAK VDID' ZISCQ PZKllO l'LB'l'A QZCVR PKP'DI &TJ DE ZIC 
PBLQV UDIQL llRllLA TLAOll WllZIJW ~ LllIXC CBZOY ZPIO'l' QO'DIA 

0027 8723 l.ll5 81lio 7487 l.91.8 5726 llKVLY RIKJ'P lVGQll 81IOC DDIDO VJ.JlfF JZILI' KBBUll KIVOY GZXBB 3952 
QllKKB BIJ'l'llL QP'lUI UllBBll lllUIG DYOV DYJ'llO BXSOP WRQPI MYXQ'l' 

JFPJP llUllBJ BllDOH llMIP lllll'iYX 
OUllE PllOFL ICXRll J'OIGZ llX'11CZ BUVllF KARllV YllD'Q DIPK ICOllS DllllB BCBVL BPKllB CLUW ZMPPZ 

YBBllB Vl'XXX llDllAA J'PCBA I'n>llP B.lMUI BRKlB llll1lQQ KBYZQ GllOQV RllZGI OC211B 'l'llA1l8 IOISO 
ALFSZ B'l'OBB ocruA RKMGS XRILD SUILG KOQVR lll'l'AJ QBAUS ocru. 
KllJllA XORQI .rsNll .JICPllS nm UBSPP PllllV'l' JFPJP llUKBJ 
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zz.z. DB Ml.II '>34.:>M.S 23100dT USM-911/00137 MLH DB ZZl. 6350KCS 23U36T USM-9::1/0olli.l 

7056 2723 0830 89"'3 "257 i.339 8uo 7024 3091 7723 0945 8140 8820 4258 "259 92l.9 

UllFF Cllltl!C l..JBli'l' PAllCU URUIY BIIOPY MXNRO CIZAW IKMFI AJTBJ um Dl.MBC JJBVL l~T llCYJF 'lVCRL OJOAW UKNKR PlLRE SFBllll 
XIXZF ~ KVQOA WAFaA TJKJY XRLPJ QBLEL UKRP'l' "roNZC OBCOU '<TBCP EZCFK TDPJW DDAIM YZPUJ AGDYQ CAIQZ QLIXG KRXllf QllXSW 
RZYVS QIUHJ G'l'QVB LIC<JU llUUt XYQCU EBAXU DllOP llAllllQ MRABB YJOXD ICWXX COACL YJYOF WKMQX GFSL.Y DL'.l.'EM WFHHI F2JCPll EI.SOP 
KS TIS JJVTH GQITL YGXRK CJYRS OQVVO OOLVA LZJJT CMPEL UOYAQ XMKDB LllSLO llllQSC OXllLT llWIK LPOPF CGVSL lZSRQ LKOAX V'IXSY 
LFRAJ KXB~ l.FQlll KZPAll MlBRC llRQ;l!. 'ruBXG KXllXU SCMCF XVUJO YRIZP SlBEQ UUUFB WKISL. FRPQK FSFZC AYQVX WTllRK SDFLR QlriPQ 
Pl!llMX ICORV AFVJS FFHTQ KIMl'C :l.AGllQ Ylie'm X'roKO D'l'P'lJI lfOll:B PLQAP IXGPQ ORPMV BLBQE VOQPY JQOZC W'l.'lfa RVWJZ KUPGZ XGMllK 
LEIYB OLlill RZ~ VllB'l.'T MTLNS ABOCZ ZllllRQ CYlCX llllFF CllhllC BXXRX QPJZP PRlllll' lSJlI RM'rAO n4GMH ETBNK BXVRQ SEDBJ XQAXH 

l'DXP'L UTAVG SRXXB KQQPT GFFIJP OVPNS PAllYR MIACR BKGIM ADllBJ 
EMFKV ICKKEF RSIU EX?ICG WNKQV DJltAG J~ IUCQC ATllU AJXXX 

zzz DB MLH 6340KCS 2.31023T USM-99/00J.38 lillFF DIMBC 

7o66 2723 0830 89"'3 "257 i.339 8uo 5624 
Rllll DB lfVT 6340KCS 23l.°"6T USM-99/001"2 

IIID'F AFLBC CLQRU BOUCI OXYUB UUL1M ISCSF MITPV KU4BL XPAFC 
JBMGJ P'RPBP IBS'ro IllPlll ZRNJX VOCJll FllESL J~V SBrBJ ALTID 1096 3223 1010 95l.8 5237 7525 J.08l. 3521 
DBPllK ClfUUU QZICllC PPSPX ZUESP BFJLO SOSBO WBJYV ISOYI LJURl 
ZFYCA FXKJQ DIMMJ TVllKll BXRLT mm:z Y'l'IWK 1WlML. QAQZF SlllDW AJAAJ Y'IMCC PPllXO lllRJ'CG TY.ACE llCLllB IFJMJ llMllDt VQIRY POXBV 
BMCV8 FQXTK llSAPX IBIIGJ llGQ,JV SYQZH CCillG IPCAll PlllLJD VZllZR UAUAll XOBAV KltJllL DLBKD SZOKE QIVAQ KlKZR Bl!MQA VQjlMA Sll'KM 
OXFVQ RPALX 1MIBJ JlRNBlC IIllFF AFLBC GRZZA DNlllfQ UP.ASG JlllliW RBM'lW DVl'MD VFJBF llAZKB llTVKll XCYYJ 

JBSWC TOTFll BCKDI AJAAJ Y'J.ICC 

MLll DB UZ 6350KCS 231051T UllM-99/00139 
AAA DB AAA 582oKCS 231018T USM-99/00143 

3071 7723 09"'5 8l.40 8820 "258 "259 9126 
0032 5123 0940 0120 oli2o 9a52 7319 4919 

V1 IIllFF BKPBC DGl!CE 'l'QllDJ J'"l.llIC PllZLll ZOllES SllCGD Y'l'lZS NBEllG 

~ OXDVP GVBO'l' ZQllU VOOBX OUNYY QUBOZ VJYJII IJ'"l.llJI VAW'ro RJFUZ um BllQllC PJMJV TillOK UllKOJ NW~ ZIYUB VGl"l.Jl FGPU SKJWS 
AWZPN PQGOA XllJYC DIMllA HBVYL AZllOll llRYQT POVAP UGllVK :ri'PllK XliF"dQ UYONA LCQYT llMllCW JGllOZ Cll'l'OM MYIHO ZJAYK lQllAR AOOllU 
XZQBM NOLXP VlllQX WAND lllJMXJ TJHDV HSVUY VXBAB UDIWY AVPllZ E'l.i"l!X NBQllt lM'Xll XKZSll LKVIJX UUDRT KOQAX XCRJH FFKRZ KlfKVC 
AKVVB WNUPZ lllJC'lV JYPCZ FTJIGG lMlliQ uvroo. LPlllA YBJBM CVDHl' VImlT PUAZB JRTPX Z110li'l' YAFQR GZVNP IIRPliF IWNT GUIAD YI'roK 
QXZSY IPKllI oucoc QZB'lB Ql!RJIC llKNOB YAai'A OZIFV YGKJU LGNGB BOZGD NRllCN QHKBB NVPLI FZBGO KSTAll JJNRI llllFF EHQBC 
VZOPS FRGBH OZSUt llPJZA DPJ'l'O OlfOSR EPVBD CSRPM .ARKAO i?l'Slf 
GJKBX CQJUU QKSUL WERHlf lfPICU( IlllQQ BVXBJ B'l'SQV KUQC BGROI 
PRGDP X'roBT 'lJWGP NJNllP PllGLB RGUVF UHOTX AJJOCV VFXXX IIllPP MKP Db: SFV 7630KCS 23J.124T USM-99/00144 
BKPBC 

4o81. )123 0730 8943 3456 5086 5762 8733 

MLB DB ZZZ 6350KCS 23lll8T llSM-99/0014o DJDJ1) BK'IT{ OBV'.i;Y LFVOB Bl!Yc;af JISCQ UOCNY 'lZFOZ FBOBH QOBRT 
IBSJ'l lOO'OZ FFmR zn.rv BDZCA SZKYF 06l:U llBOYC ACKDU MQlCER 

3081 7723 09"'5 &140 8820 4258 4259 9032 PllUBV JISC?I OLlllO llRDAK SKUMV VUSLG AL.VPI CSCIG MPIEU IOO'SF 
UBKGI L™II XMUBlf GAZKll OZllJI BMllOT G'1BGB KIVGR UIYQE WOTYB 

IIHFF AJOJIC BC'IBR FQIOO lllVKX CM'ICY OXBCP KOm.T ElllCU UQ,JlU SG!BG RlllLR BIBJB YKQIT KJIBM FOZFN UXKNI B'l'GYB GGYYD Gn!GM 
CAIBA VXPOL ZBQQIJ DDTT.L. xroJB NllVMH UJHCR UACAA RYVOM NOllQB UllltGA ZKFOZ FXOBX DU~ Ort.JI SCQAN FJUBr. JUAIH A'lBIO YTVKB 
IJVNG &LAlll llQYLL PSPXJ lWJII ORVXB LHPSll SOPZL l'KTLD RP'XJM XRBIB IDJAllR AYSCA SZKIV GQI'l.1C DUMQD YDGJI BMDEh USORl HY~G 
JIZPLI. LQVJR GUDC HNXDC .ERJ1W QUKPT JBVFD VGTJF GYJPS TDNIK ALVHB OYGAZ KQiilC RlllLX OllZQI XO?IBC SVUSL TEGBK IVGVK AWGAL 
BU!fSS RllVM. RRllZJ RFYIF TUDOX DJHT llL1"0D OCDlll JRBQ,J XAYBR VQEBT HY~G AZKQl i'KJIS cxxxx llJDJD JIBTYI, 
KBillB BIMBX BPCllB PNQQX XBRQY l'BTTF SCMBB MMNllR CKSIR RQ'l'GD 
.ACQlCll IPBRJ MUVllJ GIF!M llllDPJ GUO.JR GAnll BOPVA JUllll JDAlfW 
ALPBS P/lllYJ KllBC¥I RllC:BL BCYYS SDGZH ZYBUB xvzzz KTVBU BKVSP FSD DB ZIC 6620KCS 23l.052T USM-~~/00145 
GVUDL llXZllZ WUVL UBlfZP BQJ.QQ Y'IKQf MJPIJU J'XXXX lillPP AJOBC 

7037 8223 1005 3749 2239 1918 7238 3530 

HDBBD l!CRill lll!ICl.T SLJIK JKSCI OVBW GFDBll RlfSNA LSDIM TXEDL 
BTLDK SWlMl YFCVU CCVCK BMRWX BllllRE CCLXII HBXGG BKLFC ICWOL 
llBDBM RPAMD lAlllCJ' All',/;AA GGDXS K'l'QVT BROGF IBYBB UZllRT VWPK 
AAllln' USAOJ lRFLL IDIBllD D:llBG 
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ctr• DK xru 4..N51\CS 231031'1' USM-• •9/0Vl"6 lllOl DE MRS 69QOKCS 23l032T llSll-99/00151 

"(526 '•323 o.A> vl2l 3456 3565 0172 4li26 9028 3323 0)145 99'12 l47o B6o9 8lio8 3330 

Ff'BUG XIBEO llZSl::T h"ltlGtt UlMOR IMD'J NMDDI TIJOY FOGlll !Pl.VG 119Jl1H BYIKP ENDZU DZJIJX rzyzu GOOVC YTVJY D'QAL DllABV JYYFJ 
VSiTA OVJo'PD .:dl'PX T11CMC Cd!IFB Llnl'l'C QllBllR SCSSA llSRKJ' C'?EDO rmru EUGUF MRO'lK lllJllIR CllCTl DIPIJK XQDID III~ YICM SCPIJK 
llJR'IB BGYYA Vll'lliO PSCMV CPYZY LllMLG lfQZYC GBOYQ GZPJS UKQTV DUlfK CAlllJT BlllQI NDJYY l'QALD GYKBV tlUlQA VORCll CGUft( QYS1H 
PG!IKL VVZQD 1.oHDK lJCTh1l YQGlll1 UBYUJ CYXFS LKSRD PPERll 2.lfVBG OTPXlt llllJBH BYIKP 
XllQl!M BR!XX FFBGG XIBEO 

SFV DB MKP 7320KCS 23ll]6T lllM-99/00152 
VXI DE nx 772oxcs 23llo6T USM-99/00147 

o6o6 0723 l04o 6530 1476 6625 5320 4532 
6012 1423 1020 9329 223'.>I 7741 3070 liOl.8 

D.J1lJD BYRSS YDml llQXBR PFOlfT ZYI.Fll BT!KO ZKGYK PFONS QYPCB 
l!BJllB MAB YXVXT QAVl"B ERZ!IX KODDIJ PZXXP OKllllJ ZPJBS YVTBI OZCJI BMDIG BWCli BYllSV OOllFO llS8BY SBal.C JISCP OOCllJ: LDBKT 
XlfAZO C»4ROP 01.J.AR WllRIC! RKJLD 117.GCD RJllQV .r.acRS JPiiV J:ISCU YGAZK KADRB D!SKIJ lfWJIJB If~ VBAllP n'llJ'l scroz FlfBRI PIPBM 
VPTHM .&IJVGA Whim: lJDBR PGfiEli SYDOL AAJ'DI KJBIT 'l'CSRC IMSKT BRi'TB XSrAC YOOMQ XIRPF OliTZY LF!Di:H lCRAYS BYRST N:'!Jl llllGBB 
UJYBF GVJPC '.MOY?I UGDTl KFPllD EllSPH ADP'IT FCAllO llllJllB FVPAB lllAW llJOCD IllOCX DJDJD BlllSS 

YWP DE UBT 689QKCS 231056T USM-9~/001"8 PHI DE MKP 7320KC8 2Jl.Ol2T USM-:1~/00153 

6545 0123 lll25 ll20 3456 6832 4718 4632 4516 0023 0925 3731 06ll 0625 8327 4320 

AEFEA MO'l'PS llLBGU VBMUC OilOlD HPIJG OM'l'CA MTFID um.v WBllRD DJDJ1) caii.zv YFXSE DXDUQ U'l'OVO XYOHB OZCSI CVHYQ VCY'l'V JYrFJ 
AIRLI CPllIR MIELH DOGMB AEI.llO ll~"Y lllBIJR CERXX OCYDI TZMES IlFFI XDllR PGAZK XJalPll IJBVGA LVTIG AJDll' VBIJl.C ASZlfO l!IAJUO 
GTlQK TAGCX YEXKY LDIOT FCAMi' FIDLM YLVliE ZPKOll WP01'\I XEFDL ll'rACY moot A/NJI sczox UlCERP WOY'l"l' UI.Abl QlXAO 'ICJIG!I TOKCH 

VI UYUU BRMOP SD!o1l0 CAM'JJ' lDLTA WSllAC ACUOR KObCP YCPPU UZFIV YCllGY KPJYY FJYYF JISCR UMBPl CSl'IX KDARZ :mBK Ki>QVK DZCAS CX> DMOllU 'n'.<¥1Q UDllGU r1:rxxx AEFEA MOOTS ZSXBR D.J1lJD llJLZV \0 

lWP DE IJBT 6890KCS 23ll06T llBM-99/00149 lfIO DB TPr 74ooKCS 23lV24T USM-Q9/00154 

6555 0223 1030 2750 7263 6t132 4718 4837 1518 2223 U!;ll) )""'2 (263 2V25 2125 5132 

CCFII lf!IUSJ ZA1Kll JI.MU MFRW' ZllllBX CYllKT YAUGB WIRO ~ CPIFC QOllXS AlillZY GBQYP CJ.AIJA WB'IST URl'WU BVllKI lQlXO GOIQQ 
m.oFH QBlllCJ llEFLK W'TY?I PVLJ"F VPKWE IYXDA DllEQI KIJORL WROKF YXLGI ALJAO AMUKV llBSXR lMllllY BXVUI BJYOV IXID'V UXCXK RPQllt 
CBKJT CFZMV UROLH ZBBllA ZllBGK IWlYL Alllll!lQ IKll1M TPGRP YPXOF OJIClf JI-OAK UBOPO OCXOl lllUDX DRPS IZPCA llBGUli LQXXL QAOGV 
AJUOO ZA'l'Kll JLl'tGL MZBIY lllVNO Ba4IIJ JQICCO LBFER OQl'l4li GAl&B OHBDO rDJm OFTrX CAIJBR IY!;llA EUSAlf llFAYH nJllllK IJBOCI llllZl'G 
GCZ~ BHPFu nVMI UWAEL KSRZB AllXXX CCFII NNllSJ BllUBV ZlWS IJNlMA B'J<UX O!IYRC LD4VG UQlllA. Bllllllf BXXXX CFIJ'C 

QOllXS 

.:CA Dl: MRS 69QOKCS 23ll58T IJSM-99/00150 
MKP DB MRS 6900KCS 23lti37T lllM-99/00155 

7e,88 3823 1100 3731 3456 tl669 1081 3736 
502l:I 3223 09'!0 55o4 3456 8669 ~762 6216 

HBJBH PUGMll UM'lWY IBVEB XPEGX LAQBQ IXDJY YPGYK PXOCY ZOllEK 
IQlll'IJ KXJEO ZHOMIJ 111/PBP AGYRI CUCIK PSEQK l.AQEP UKXKU MVauM CCFII GGRil1 SDBYJ IC PAX CPX.JZ CTPNM LJtllfL ll'l!IJ',j\ AVBZT ADBi\I 
MIB VEBXP liX)XLA QBllYQ WOT.a> XOCYX OCYZO llEPEB STAMH QBDVP PIWKT WPHIR UIUVY CBAZF lWGCB PZVRZ DBYCJI llloACll Jf;IAPY UPQXM 
UKX!ll lfBBEZ t:PUKX VEIEP EZQXX llBJBil FUGMH IAMV1' TJJllI WIFZX BPQJF BlfQZU KIMlU liDJGI OPI'n'. 'l'QBllB ruFQI 

l!IKOBA ZQV"FP Clllal 'l'RillC oxzn. SMRAO V'l'CBA QUPKG WU.IX BMPh'X 
DYQPO ADXl.IC CHQJII LPllFS UIXBD JRHJB liDQ(IC lllRBll BrOJD ILKVB 
JOO.J MIUYZ XBl•>:O .:OPHl R'lWV IGJQDH KMllKO liCMLT 'l'QIJQG WNXXX 
CCFII OORIU 
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REF ID:A64556 

9LB DB UR 607<£8 23114'1'! USll-99/001';6 VXI DB 1ZX 7720KCS 23U38T tll!M-99/0016l. 

6016 ~3 UlO 3~9 11()!}4 8611.l 7157 4343 6052 1223 1000 89'1-3 78o3 7741 3070 6624 

68W!6 "°721 81198 81i853 75524 15921 86393 33960 61313 90981 liGBOJ: cnw UBDIY IUllllB DB'l'I MUIUC UDlllI ZIBB'1' YMB8G J)DllJ 

59218 "4125 855112 82958 59131 "'1852 43575 85012 29287 38290 UQY'l'I !SDIB lmJZR CUXAT DlllQO 'l'lVIG CCAZG QI~ QIBRU raFAF 
76555 20829 58591 31215 28592 67653 67528 39122 li8665 958116 PDDM BIZIJ) DIGA PZDD' Kl'ILB XAQPll BllJl)I IMPOP VMILY lllNMX 
11238 65432 32- 28520 58226 35412 90894 02528 59269 52"28 BU8KU VJVllB DIUIU C.Af.GQ IIPIO WKOZ Kl>Int llI'l'ZD llMl.Y 'roMYY 
20000 68W!6 li072l IWB'l'Q qmG. .AllUlll IUlllA BCAZG QI1¥111 anao PVRIJll lllUAG '1'0QIR 

YUDllJ nmm :mlZll mmx AWl>I 1MCAZ GQI~ RamJ' APP<¥J VUllCY 
ICDCM JIMllll' Ol"IRIJ VlllU llGBGB cr.LW 

ZIC DB Piii) 668oml 231037'? 1&-99/00157 

2566 6223 1000 4369 5218 U6l 5726 3527 N1' DB 1ZX 'fl20KC8 231052'1' 111111-99/00162 

DABA1> CDOlll lllU>I lllBOll llQIAll (JBqr.G BPPI QftfOV' ICULO BmAB 5022 1023 0945 2750 7263 77.lu 262o 6li27 
1111.TO CIDlll 1WUlf TMIU IllCMI IIPIQ PlllllS llOVIJ :mlllll IWlill 
SmP Rlllllol' Wl/A i'QWC mm: PIQl'I> OBIDfO UOTOI IQI'Dt KAAOll ccnI CCJ"m mIV AllOKV GLQICA CHDIL 1'llKOC Ml>BI.V UBNJH CJUBi' 
01IZllA llPll!Z afmA DABAD CllOID IClll'CZ IYCD OOillS KllBIIC UDKLQ KmVG lllUXll Zll>Pll llOYV XBPIA 

VDLC UPIOD Rlll1DB RZQBL SICllB CSVHA BUlllV JYAZB ClCOLT llOVMU 
l'PllCI BJ'LIC VlllAB cnBP UZOOB PJLJll YIGIB PGKGll BAND' AQlAl. 

IDr DB xm 7990KC8 2]1104T USll-99/00158 JClllJV llRZTP llllLQA. OOlllO Q1'YlllJ OPBDO llOllBA KDIAX l>KKPll B'l.WBD 
.JJllYll ZUJCIC PIClllllI VQVXO DDClll. CllP!R XBllC8 BABUI l'IJIZT VMQllL 

6566 ~3 0900 8943 1476 o9li6 09';6 8732 SPZJI 'l'n'llI CCPII CCPM 

llDllAA OVJ'JIC lllllBI sm:x UllZVB zcza '1ftDl' llLRllA NmllQ UROQQ 

UAl'llll RllQ,JJI :ucw QJlllUll 88JOB DJUPll PlVQA 'IUlHP QDllDP llOOPI Sri DB 11KP 7320XCS 23loo4T UBll-99/00163 
uauI ClllllfP ID8P ILl'lll OIUCL MQX.10 llOZIJY OBMllT CZllfG VBlllfV 

DKQI l'V8llll CllfDX: XllRBV lrJJjG P8llUJ' QO.JLZ QZRllO BOC1IJf UIJKJ'.r 0555 9823 0900 99112 2664 6625 5320 7334 
Vl BlllBY llVV'l'B DPCl'C llBPI V'DILD DnUll Vl'QIIC J'1'CWI ZUlllll mzuc 

'8 THlllV UIAQ BJBIP llJQXA RVLOB VPm llf1VJ CJIKRll QJmO OGICQQ D.1Dill> GDCP9' OBVZY LPVOB VOY1CP JISCR AIC'm KIDIYA MJIBM vroGG 
:aocn CPl'lV llD'll.1I' llUto JPmI KXlllI BllQ1IC V'l'llllB Pl8BD IllBKI OOV'llI canYP millM llBPr.G UI~ SGS m«NP 'l'IGAI AAIUCO VFJIS 
IBllZI llQUJ) KRllIV Glll'ICI' llZllllQ IDII S'IJft VPllCJ JlllZZ Q,JJUZ CJIZK DDll llCBlll' Zl'!iUB UZBlfV MllllllT USl(J'l ~ GCBLR cmo 
LllrAll CDl'IC BalJll Vll!KI UKDlt l>llllAA OV'PJK Ul~ SGmc D'OVB KOBllN OY'BllJ llllRAV PRAia Vll8LJ lllMQU SGCEL 

R.JDH XOCYG U1PCJJ 8G'DIK BllYAM JIJllJ ~IJI lllllOB llllOliQ llOXIS 
ICYllB AJ'.1DI llDICP VlM'M ABIGU IP'l'ID ll:vBllX JJ.SCF AVBDB BIJXYG 

llD H CUI Tl20KCB 231018': 11111-99/00159 AJUl'O 'mKlll IlDGU I~ G'lZKB PAWD BmJLB PmUP OJilll CimJ 
ISCXX DJDJD GrKPV' 

25'12 0723 0900 6350 3456 4366 3395 54112 

n'JIGCI ~BA llTD'J) 8ZBVB ll'l!lQQ J'VlllZ BGIJQ ROGl'J) YPllOP BDlll' ZBlt DB POB 7611()KCS 23Ul2'f IJSM-99/00164 
llllVlll QBQllO RllLICI BlllXIC l'IJl'8R GLftl VllBP.r Q'l.GK8 UU'ZG .A.1JlCA 
VllBJK mllR AmlO S'l'VBI DlllOlll PBlm' LPDLB IXlGAR Zillll8 VRllBB 9526 3223 0935 6530 8820 6210 9074 0020 
c:vacP 1fVDZ llUClllll llQ.JYU JNJ!IA DQXn O'l.VllG llllIAS 1llKJJ' SAQJ[ 

VQVOY BVUJT ZllUllC 8BBllI DIB!B LYOllM DnRIJ !llTrll IPQllB QQ)'B'l' l>llllAA mvIA lMBlC cnuB LIUB 1ICJIIB GVRYY CJBDX DVZXO KllllST 
IUf.8IC emu :moo JC¥,':BA VXllllB XBDJS SI.JBR QXJCX BGm'B YVACB IYUJX JU.JJV U/PP'l cma: 

ALJ?IC OBZDD CJVIA XlmOJ BNBVS llZMFB COllAP UJRUU UARBB VIUPZ 
IV8UI <llSBS MKJIPI) KAROO UUVCP IIKZC MPUllV iWLL OGIMI KDZJN 

'In H IZI: Tl20KCB 23lll9'l U111-99/0016o JBRVll O'JBUI XJ~ QXC'l'IJ LIJV8R BIBMB OXQVB GBBSR LIGGH HPZDI 
UULG llSAVJ TIMJQ W'lftH XIDQ mBD8 UBRRll BZUXP Yll'l'IZ EDSBll 

60li2 1223 1000 8943 78o3 77i.1 3070 4124 KZllllC YPAIJJ VYOKK mazs CICUVlt VCPUU LB&JR PKZTP HAIBK GJ'UAD 
AD'Dll llXP.LlC KCMDI l'DllZJ: VUZllll PNtlFJ KMlllll VYYKT lllJ1'm; HLAln' 

IClllOI C!'lW' UBrBY IUllUB IC!'l'¥ llJIUX BIJllKIJ W1llldl Dll!m PBllllQ BQALY LBXKM lllUMI llABCY Gl"HKL ROOD: BPllPJ) XZBBV PD'CP KnllR 
O'l'I'l'IJ D'XAV tll1GC CAWQ IIP\O wcrr VllAWll ll!YIIC OZKKl Qlll.Mf YYWQ QIASG BZVJI TllJOL GUBP EllSUP llLFl>l MllXXX m>BAA 'l'BVIA 
utUllP lllrlT1' OOZl4ll IUCAll rmcu U'l!ID IDKBI ncrr VCAZG QI~ 
Cllll'ro QICIJllJ 1111111' lll!CCll DQUI RBZBA ZEUCJ! BllllMX ULl'IX llUBGll 
CJ'l.'VW 
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BCM DI UM )jO:)KC8 23loo4T UBM-99/00165 l'OH DI RIO 613QKC8 23l.i.37T 118K0 9')/00l69 

0078 2823 0800 99"2 5445 5815 39J.7 8009 1061 0623 1350 6350 3456 2124 59'12 7~9 

DDHAA FPCBA DSUllP 1MlllH UBOZZ TDYQQ GllfOJ CRVKX BXAll8 KO'l'GQ DDllAA RD'BI 8llRPB !Bi!IG KC¥:Pll PCJYC UARLG OFAID DCtVR lTlrl.K 
~ YB'DllQ llDUD'l' IAOAll DIMlS IZJllQ VCZBl ZZLLO ZDRXM D1'Y'1'G MmUB 'lftQT OOIUM CWJM SlllRY laGOI llXWKJ LllWGL l!SXKD DOWJ OZ'l'OJ MVIJ<U llllll'J.V YIBDJ' lMPIL QV'AZR UGn'll OZLPl QMIP BOIGll QOICM IMlllU GUllrQ .APBQI fUl'm XPTPT JUPJ'O LllGYB llKFJB GAIXU AV'J!IC UTJBU RillPIC CllVJB .JllllllJ CJl'liZ IRIOl1 PltUD llUll'1'L llSHPB IOlllll IJABT IQICB mp:c Jml'll ARXll\ llYllRT llDllal CSRGB liJGZU 
CRKP'I BllXL'l' XOIIO Oll'l.'VX UllDVP lllllQJf JBDS DlJQLY X'rISC llRPllY IPCKT PMllRU UCLGi' YDBUL IOVDA ZBlll'G YAVVM PVllCI XlllOD DIBllC 
QLQYJ KUBSll JCllJB CDCllC lCCCllV YJYllll KJ'llSI Ol'IGll lClllD VIXD> llMJQL GDGXS JBIU Ll4l'l' llMVZB MDJDR :acme llllllFI WPPPE IAmX 
llMllOJ "1D'B BUllQY LIJ'lZ RIPQ.1 llVIUV SJ'lllll: BGOll: ZRIVQ ABCBL SJZKL lml'll XUD4R XOCVY RllBTI llD'DIS FXQLD KPQlI ATlQY TE'GTK 
DnlLA 'mXOJ' MDRQ DOlllD llllCOT BVRRO IBXBlr LZmF DllllAA l'l'CHA UIVCK KAilll. llRCLB JlllUI( PBDSH SllllVQ LMrlX DDBAA R'l'l'BB 

VIII DI Ulr 6260ICC8 231008T lllll-99/00166 POB DB FBG 6830KCS 23l.458T USM-99/00170 

3088 2923 o820 2750 7263 96.lio 5230 83U 201i. 9023 l'U5 6350 0611 7435 59'12 7528 

DllllAA ZKJIS Jr.IHl'J UGOOB PDOBS Pllil8 "'"' YClllA JBl8P OCllH DDJIAA ODBPL KUKJB ZMZTV KIYGU Ol>BZK JAVBJ 8AQ,JK DBIUI 'l'IBQF 
DL1: llCQJIO OASII Xll8lll SBMfG CBBllU azm llll!ll Q01'LL 'l!llOQI KTPBT SBJl:O lfJIWl .AllllBl. KIRlilP PGIMl lllRGR lAROZ ~v ?l1IOOI 
BZDVI BllllA CRl'1V l'OPPC lOllllI llXKllV ISCn CIOZ'I Gm1I CUATA XBIUtR MrGU> TAAVK LOOYB MKBDB CKJUP lW1IU LlWXP PZWZll llZ.Jli'l' 
m.im KllS8J ll8llPB YBOJ'J llIIOOI IPllJR llUJQ PBllllI VSClllV n~v PICBEJ &JCDB BUOL wxrc OLllJVV MVZTC UlWM ZJWAR ZQJIDP llRYZS 
mD' JBnP m.mc llQllGP 'l'llXAll .JC1MZ Q'Jl,Jllll C8llP'l VADA llPQll ~ GDl'AZ JKUU llmlZ IWllR BDl'WQ RZIZll VLft4X u.mz JQBor 
ICl'OZR TJICLL HPllU ll'1'QIB DCJZJ JDIJT !'J.'.U.U awm VXQlll .IUICIJU SllWJC AMP IA01'l' ADQD GBVBI QBGZX lllI&JP FAYDV .1UBPll Ill~ 
ABllll VUlllU DAMP 11111111 DmrC WPIDJI OICDI Klalt'l' J'llBllD lllllVI KCl3RQ DJ'ODK llllZKl" GJ'ZCC ZllBQL 'l"JM'A DPDCK QJICcat LJSFQ I.ZILY 
DB8UD ruum LKWO BJr.111 AIOOO llZAQK KlfQLY 'l'1W'll mJl'X GDDI NPAK GCYIV cnn DDllAA ODBPL 
mm: DDBAA ZKJI8 

VI POK DI PBG 6830KC8 23l536T llSM-99/00171 
)9 cm DI PVK 6005KCS 231109'1' U8K-99/00167 

208i. 9323 1'145 1120 782o 74 35 59'12 9718 
2026 9823 1035 9518 7820 6373 n1t2 "°21 

DDllAA BYQllZ ll'l'APK 'l"1'SAQ '1!mWU OB<l4J OKBUP YllDl'l GllBBL BRIUV 
IIllPI' CILBC ISQXIC BIOICR UPUKQ .mllGt WOBllB KDCIOll MQICR LKBCW YJl'.JO VYL1lr zzm MBRCA PlMIJ IJKU( YJ'.1!11' QBXllV MIJPi' Y.Alml 
nm TflJCll YalRG SOOJI( VBUIL GIJllV Hlfl'llX QVKZP JZJ1IR LlllN V1TAJ PADQIC OKJPG QPKLJ PDllGX GZOBI K001D BLllll'l Qil'PR EKI.r! 
LD'JJ UllJl'Q N1DIC QllllLll ZVZI'l' :mm: BllBllG llDllCS WD.JJB llRPPA DIKill PJJVV P(¥:.IO Ullin 1111.T.AO YQnT llllD'Q WllD'B BPPliP ~ 
mum LVWQI' ZPIOY JmlA. C1VPK CIBDU' BDZGll IPLQY IIBPI' CILBC P.VOI vmm L'l'BOH DADD.I BJllMA QZYKR am. WlllA lllClllftf "1CXG 

DQnG BPJWJ KZPRA. ZRBCl'I YlliX:O BLTDD llCmD RISQJI llD'1'JZ mn.rr 
GADD' VBBDL QHQD RICCO UIIGDU R8SDA RPICYI VRQDY JZllUB JKJ'PG 

POI DB BIO 613QKC8 231152'1' 181-99/00168 BBJDJ' YODCU WOllX'l' ZRPm BQZYR PBBOJ MJMBB ClOPPlf QSC¥:C llBllJV 
QIPPT ZYWll curu IJ7l¥1 BRrn ZL1CR 'lVIllK OCUllB GillAll CJYUC 

1<>41 6923 1<>45 9969 81123 ~ 59112 8'iol. wm VllK1XJ JBIJn WXRDl BXXXX DDBAA BYQllZ 

llDBAA VDLIU ltISUI YQllJX lllllllX llKBJJ' r&JDI' '1'(lfDD CADA llAllJaJ 
um urROP DlllSI 8lllllZ JY01'L IUOC.lf B'mOZ DIODI KDXIK RDIPQ POK DB ZBK 666oxcs 231103'1' 'lllM-99/00172 
ZBQYK Qllr1G Lm:lll ~ RRAMQ PVllm JIJUBQ llRQD,J lllRIC llXPQ,J' 
WICtUll APll80 QUiil[ llOllK'1' CVKYR llllJJlV Bll:Jll IllOGM QACllL OPPCQ 3050 l.623 1015 9912 7263 ln4 4754 4122 
D'JllQ APBOZ O'l'BQJ' ll'mDO Jf/l.VJ BIBlllt ~ IL11CIQ YDIBI mBBK 
DmJII .Mll.J lroTCllO lllKPD ClllQA BDBll PQJD QJ'BllZ JNKUB RllUO moo IDOOD AMS QllJAll 'ICAFA UBVZX QXllDR IQPP.B :e.JJUIV OPBJP 
OLllBI ZVLBIC muP SKZJI AMrCP ciaK>B MOLT czmr UJ'QDL TTVAF QPVRA llSBDX VRAZV D'l'BSS YGBPR PllGHV LllN'BI FAMIX KMfCU MGllDF 
mm VOJOS ZDlll"f J1'1'PV llJROD JQftlli vcuvv YOIGX QlllDl.I' UUOPB llUCDJ' JLUBL PIJBVC mlQIJ WKBPJ Af.OFO mHZZ ICJIQL J1lQDC UIQllD 
XUCUl ltQm DDlfAA VDLIU APllllI wm umx llllDCA ll8LllD WBSJJ m&VR ZllllGll MLYCB> FFBGG 
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PBO DI POK 761iola:S 23l356T 11111-99/00182 ALL DB ZCA "4o5KCS 231326T UBM-99/00186 

8526 3~3 1210 Bl.Ito 26Ji.5 1639 25"'9 83~ 0010 3523 1210 37i.y 1663 2610 1081 i.302 

DDllAA DJ'Pl' BKAPD 8CVWQ JICEllC I1RJ'll .BfO'DI CIOQD QSIMZ ZAGLT JIL1I BIDl:H CVAFB. NFlfllC iCNICJ MDDUI I'll'.!LL MBFRR JEZLK AKFKD 
BBJAQ llCWI YCKCM BGLXO SBRXS VGLfK ROARK IMOPO Mllll.JF IHQ4P PPllUI ISOXA MICVM 'lVUV ZXMLQ OEKXll 'lINCP J;'UW[ ~Tr BABIC 
q,m:c ICQlllJZ D'1BlG ualDT onm: DBXC l'LPGB YASQI( LlllCOD WRLPV lllMIJ'l' lllllRQ .JSADB IQBEU XBLO'l' Lll'l'YY SlYSS UIJSX KAIJWJ LVKFE 
NZBll BBPXO U.AOD' llllJtQV W'l'AUG QllR!V LlCLPR DLml BllmQ VIII.AL XJ'IVIC AFA'rP OMIV BDIXZ MJI(J'l' EllEYR MEMMK IlillSil DWJT Bl.JWUG 
lllQ.JO .JVYllO ILOPA DJORP VPllllG KllBJL ICMFUY llGBllll GV'l'IG llSGYU DXONO JIL1I BUMCll 
D'Df8 GWl"r DPLOll DCalBY llUIAD RQRCT OXl'CY BCBII' XlCJJ RllMQJ 
lllRCP llD'l'PO CDIB SMZSQ MYDSJ BY.ILD l'PllllS DGDI VBRn IIJlllO 
CJ'O,JJ' UBLZZ n.mr I'OOll JDllKM DM.JXR IMS.AL VXGJlil UDftlt VLKOI BDI DE VLX 5960KCS 231312T USM-99/00187 
llSu.Jl) DDllAA Ylll'Pr 

0027 0523 1225 1561 3i.56 6373 3061 7229 

llY'l' DB RBU 662oXCB 231328T 11111-99/00183 FFBGG ZGPPL CVZFA KVKBI BVKQZ Ill'.JJU ABUWA OHQllO WXQC RCKllT 
PUJJW GCBPS lCLllM'l. L'l'QBR Bil.GB Pl.TSX PGHDZ DKUDP JXTPX LVQSX 

6567 9023 l2Ji.5 7753 5218 8858 3i.85 6636 YUAGP VLIY.J PKllBH vzuw WIALA lllGIOL PABllV ITBRO BYXJL QQllEY 
CPDBZ mws LLllTQ ZMDllJ RXBMI YGKl>L zrmc BllOBZ MG I IM XllCiC 

DCGllC PLVA:I l!S1lllR BIOVI lWYllll XAVGL RllBGJ BllRKY SSRVX UOIRI VATPQ llRBRL PLOUG XYUllS 1WSRA QZODD MYAZ llllCPR FWi'R ~ 
VPlJlf RRPAJ ZDU« QIDIZIC QZJAX lllll'llQ VJQOX VOURA AIJl'PC Zl.III CQJIX XllllAL WAIOZ OSXVJ KZJiX:V WQJIRR llFPllN KIYBI VADDZ OllGLL 
RUGfP MZAMC UQllBF CJlllZT BID'lV XKZRR ZllDI DGQPX MXZBL B0'1'IX GllLSB BOZCC llXBXR PXACll znvo AKCUIG lllGYS FXllQZ K'1'1'QZ BRICS 
BDGDll ITKOT IMJAT YVGm LUBVM JaJVQZ QSNWll 111.l'OX OTPllA ZR!lfr FFBQG ZGFPL 
LLYIZ 'JlJJSV RIBBS OBOllll YKMNY UIKCK YOJCA L'IBAJ' LBllCB llZYYG 
8ltQQ.J IlllfC8 JRml YCBfC ZU4MS JIAXGV YJJlllll V'r.JCIB: IQJUJ VCVVA 
lMlllR RXllllA J'QJGB mlLD DCGllC PLVA:I POH DB l'llG 6830KC8 2317..aT IJSM-99/00188 

6260lCCS 231318T llBll-99/0018"' 
2095 0323 1705 6530 5"5 5121 2666 79'28 

CUR DB lZll 
VI DDllAA QIJ4BV BR'JLY ~ XllQPQ llBKIM YPCK'l' MCPPX KXXU1C XICJl1V 
\0 2078 ~3 lllio 2110 905"' 96lio 1360 7031 BYllXG VllPVP ZKl'Xll KRLVU LJl!QX llGllPI WCYMK VCSQll LVIUlG Cql'GF w J8C3tT RrlLBD llSOMP LlCAIJM IPISU WQFHP JJllW' Mla'ro Z'l'PPf ZYYVV 

DDllAA PDRA BDGYT 1llZliV .PVJllN LYAKU BDft JILQXI lllVJIC RBilYK MllQllZ QA:IBD lD'BX'l' 1'CWICll LXQllK MBKPZ mmir PDWI C'lWSO VlllVC 
ocm. llLAUJ LIOZS llPI1'G ltVRTA FDXKU AALl'l DGMBQ XJJ'IM LCY'rE PlllJJIY COVYL ~ QJ.BSR SCGfU l'llPlll CW¥>L KQD'Z &JJIKll l'tlBOF 
Rna'R 'M'QQ tum J'llO.: llBLCM JIIMn lllAllK llI'l'IL ~ ZPPJU. lllWVM BJlUQl VMQ'll.J QABBL SllMCll lM!CIC QKllVM VIQYL GQYLP rcxcz 
cu.me 11.BZi'I lllIQO YllGZT lff.JIU JICSSI YPAAQ GrCIX UJBRI( G!VNG OOl¥IC llUlCCJI' !DW'Q XllDGO BllZQO .LLQIQ LVWVO PDNJ I?BCI HIWJf 
PESJI ZPJPB QJQILB ClllU1IB RCIYA QllUOZ rt.JIU ""1llQ LUP'lZ B'l'QKV OXBLI BZ'J.'llU came .JPPOZ ZGMCB OGBVA J!llZZX DDBAA cpmv 
KKVGZ BPBIDI WP'.IBS ZllPDll .JJWIY 'l'ICl'V XllfSI JDKB mzn ADP.AL 
BZBVU VUGB nzal YCTAS llIIGIC PlCtBZ TID"LB BJ.JlCC DDBAA PllBJIA 

ZllK DE l'BG 6830KCS 231728T llBK-99/00189 

ZllK DB MIO 6130KCS 231214T 11111-99/00185 9oJi.i. 9123 1635 2750 7263 7Ji.35 3151 9301 

2521 7023 llOO 8~3 882o 212 .. 3151 7901 DDllAA BCBOI ABllGV OZAGI JXSOY UIOKll Y.J.JU lMUIC l'DID'Q llWP'l.Z 
DllCCl8 llGIOOI WC.JV .ADAJf BAIAT JCllftl ALlCQR YRQJU QAEAV Gl'JIVC 

DDllAA JIVllJR H.JZBP 'lUllI PVXJp CVllXJI BllGU' QUBPM RllXBU 8CllCCC LABGP llaiBP PJOJIT WLJ'llJ AVUIS YJIJUT CWOB CYlllB IYEllJI PllMDll 
PVl7l.G UBJVC FDW1' VllBHX 1QISZ XBBUW XZAFB OllllRO CllVBQ SllUllW QOACJI LCG0' KCVQQ DJDBK BRA1IO WOOSF DMQK Bll'JD"Q D'l'BLO osm 
YillTI DJILBP LORllB All1IWX RTIYG GQJ'JQ VLCXI LQRVG xoorr WLHlt TPKCIC MlllCn BllIBC XCHIO BllSOD lilAOLQ RYBOO OTARR XOlllW YllIDS 
ciJEOll XKLIZ llI1IKG RSDTL. OZELC AHllSU 'Dt'l!IK QVllllC lilOYOIC IWBQ KJZ(¥I D'liDL D'D'll .AQllCG YllDOB FCGPP IlWPT MHLOI TZG6A 'l'VBVZ 
UAYm SOLOX IV.Alli DZTJDJ K1FV'l' Ugm' GOUJT llLWJI Gl'OGD m'Qlll VLD1W JJllOS DOPJIX DPVm GMllZC J'DnD QLJUJ XFVUM DllBA:t Xqool 
llPBBI DVUUI ZGAIJIC .J8llQll XP.JDIC &JG'1" IGtM llWJIG lllD1ll Clll'llll tlXZllM lWJIOB LVLCG GLVVR SJIQFX IVKSV llCSPT Pr.JOB PCllDY AJBJQ 
PFBIQ l'llQfB GllBGV WBPVX CQl'UX MPliMJ OllIAll VPllXR VZl!UB Q.JUBB BIBJH Y.JUUJ OAmY LQll8Q ZYEAil CllMLQ UIGITI C8FQIJ WDIBV PLFPM 
M'llIS IWJ'lll CKNMX BllIJB XOllPL CQllCH YWSVX DDllAA JIVM.Jif YMKXX DDllAA BCBOI 
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MRS DE ZCA 7J,20KCS 2312l7T \JSM-99/00190 VPX DE !WT 5gi.5KCB 23l35lT 111111-99/00lgi. 

lol+o 2923 1020 6350 9054 2610 0091 9125 0036 41123 1310 9969 46o6 7525 4259 3536 

HllJBll III~ OQKNY UFVOQ KllYcal G!lntS YTIMI lVGUM SXODZ DOllVG JBBJB CTVIA OSOMO LDJll8 VOAYB BRQBV IP'lY.O LVBLB MrlYGU ZMZlD 
AALXY X1ISAll C'IEAV GYFLL lVIPO AiWAK H~ HOllQ'l. WVY Ml1XYM 'l'KTC¥J B'l'YAM IJRUlCl[ ZMZAX VXCllK XllrlPP lllMIO '1'PTNX XllYIU IUPXU 
FGlTB PEllCl! ICUPU KnOL YGUMS VILGX YM1VU VQDIU ACANU CIVYV ZBWM CFQIN wnv l"J'BVL LQ1CXI llJ.JDZ lVART XTllOV ZPIGV GPMVV 
UZTPU KXKllM VLAUI CAUIS EQJ<NY ZLFBF OXIMF JIGRR UQYLB llGROS VUICLB PMBZD VCPZY JBBJB CTVIA 
IGUnl SYTDI BCSDU TX.TAR DKBOA KUMVJ ARDSY NC KBC PXU'ro ZAFFC 
BYEW RVZUD ZDUTX WEUJU. 1111.iZA FFPUK XKUMV 'WCUS B'l'NVA KHSYT 
IllEQA VAC'l.T UBIGII LGllOU fMEGV 'l.EA2.X UNHW CNGUF MSYOV SOFX?l VPX DE h"VT 5gi.51CCS 23l208T USM-99/00195 
IOCXU MVJ.IUN YDAllB 'WSIC'l. BVUJY TASYT IGUFM PIPBK lllCPBA 1MRIJL 
AWOUP RUQFB ADIXI C'l.KEQ CRllQi LYWB IBFlll SG'l\IS IQ!Oll'l. HBJllH 0016 3523 ll30 5161 7487 7525 4259 5137 
HY~ 

JBBJB ORPFll PMEIDE ICFKO VMllKY llTZIGI Mm. VIIOF UACJP QS.JSO 
LYQLR BRDRY ACVlCP Qlft'BV ll:COR llY'mA ICCDGX JNLB VJKXV VTADl 

MXU DE 'I.CA 7120KCS 23l352T USM-99/00191 ~I 'DlllllV 81Q(JJ utl¥&I BBBYll VCIN'J. VIllIZ llJ'\JYA PPBLH l'ZOIB 
CGFXF VICVB XIWIR PllRBB NOEKT MPLCQ BWBB YRW.S JIZVl'llC TBTLX 

3050 2923 1020 6530 B82o 2610 2558 8525 MSYEB NGSFr UIXDll llCJllB lllJVD OXXTlC FYLOR MEll:K QllJYI JBBJB 
ORPJ'H 

llBJBH llX'fllV OQKNY UFVOQ KJYYI' GUFMT UCUSE TNVAK llSYTI llEQAM 
ULll'l.Y 'l.U'l.UA V'l.BA'l. PADND tmmI TBPl!M CKalO 'l.llD'J.D UTXPA PGBIY 
CXUNH WCNC MQU MABllX EXIYV RICUN Yl!'mA IRHAP VJEPA wtr.l.TP EDH DE 'I.IC 662oKCS 231219'1' lllM-99/00196 
UKXKU MV'lUC UJEGS RIDVV AKllJY TATAM BNYQB roSlOf UZ11QJ MVPON 
llJUB!i lfYll'lM OCPSY TillEQ AWAVT DUTXZ UDZGU MSGOP WLillU 'l.YPKC <l037 7823 094\l 2750 4257 1918 5267 8542 
AllDDU 'l'lCFO'l' 'l.QEDV GU1MZ 17AJBI ICMIX LPUUil KOIUIR ICUIQJ MVVYY 
Q[tYHT DU'l'XX BSQKU ISSUD UXlCZ PllYN Yl!'mA lRNBC SIW"l' SYTIZ DAEAD GYICPM UAMKI OZllUA MBYcal PUMRx: IDAWA lllCIXJT XZY'l.1.1 TIBVC 
u~ MFFEB ~ PAPGP APGBY BlPUK XK1JVE SYTDI msY TUBV lVBQI 'DCllOU P'roIB TOKAR lllLVI QI.Tm XBEMR llOVIR YVLFE VIRYP 
UC.AWi> NillBG uncxx llB.JllH BYOIV DCJ!SY lllJKVB OUCYE YllXID ADOYD NIZ.OR OliDCB RXQUB 'mYI.Z SIIJllD 

\JI 1MSZI QOXID A'l.YNll LIJLVD UTDA DUBAP APYYC RIMDB IllllZI QOVYR 

'j. ILlKV ROllDH IDNZY 'l.UTIB VQIOE llYVLll OVIZU BlCDlll 'DUMD SAAV'l. 
NVT DE RllV 7120KCS 231219'1' llllll-99/00192 lllCBRr llLXOY UXUVQ P\JMRQ Im! PDFBA IDDIT KYllQll I.ZO'l.I QOROJC 

AROm> RlVLS IBXXl EBQYH .ARlLC DOlDll Ol1"DCB RXDOB KQOAQ ZIZUN 
5550 3023 1105 275\. l .. 76 2610 4259 9330 OVILO RC'!Blt. WBOL J'lllBP lllBGI LTDIM 8XAVU zyzuy BUZY 'l.UQYB 

SZBCll QIULF UMRXX DAEAD OY1CPM 
Dl>HAA VXSQP UVY'l.K XQRN JKSMR KOVXD GllXNH EOTPP Ur.MXB LFBRO 
llTCGF AZPSA QBYLQ lBDUM lQJm' CZGPU lXZRO PXN'Dt D8LPL W'CQ 
OJDllIL ~ A.JWXM VVNVU LAWUP BIC¥JH QPZW ZXKllll DPJDD VFPKL Riii DE RBU 662oKCS 23l22lT USM-99/00197 
SIBLB lUXKR llPPUll LCY'lZ BPl(FA KSIPI llllllRI DIY'l"I KllAUJ ZLZPB 
YUUOR OLHID CJllSQ DDGPL VVRYI RIJGYl[ BNJAP llRCON RQAGD CBB'l.T 4527 8623 llOO 6530 2664 8858 olio6 7633 
ZllZNJ GIW>F OJXPP PVJCJ PLY.JB llllOOV JO'l.YG Dl'CJQ KlDllV BOLPZ 
UllTDD QOJQC ro.TRB lV.AMQ PYRVR l!Ml'CS DOYGV YDPHC TUILS YlllQP DDBAA FNLS ZllRPB CUUQY NLYRY YCDSC XMB'l'4 XlQKJ IY'l.OX OXPYK 
KARAB UFL'lM El.IAT llJVLX VPLDJ MICBQ YJMll> VK/JiZ YllQBV QUSQ YPJDR CJIXRU UURYL lllSPD UIJMKK CXYKP CJCYJ FXKOl ASXVN ftlVXT 
IJFV'l'G YLLllP SCQKO RBLXI BBPVR VSERQ FRQXT UIVIM VCSGD BYQOR JVSZM Mt.'IILC AMDBl. llPllllll NQYTI KQRLC EKBGM EllVKll YQlVC ScaiKB 
BXXXX DDHAA VXSQP GGV'lQ CXIJZL GLGBR llJUG!I llQS'l.V LVUXO ZSFVQ RVXQC NVINB MXLm 

NBPDQ JMllCF QrLYT BLllYP TXUVK SKVXO SPOSH JOASJC 'l.KLOD TD'l.VT 
PVJ'l'P 'l.B'l.XQ BBLLB RJPllN VG'l.IU 'l.iWOP DDlVT lVSJY zz.rm IKXlM 

llVT DK Rill' 7l2<XCCS 23l237T USM-99/00193 EQFllA liMKUZ BIYDV' R'SBV' OPYNX YFPUH LllSSP N'l.PVB JllBTQ ftlXPl' 
YDLLG KCPl!V mna: CPXXX Dl>HAA FNLS 

5560 3023 1105 2750 1476 2610 4259 7330 

DDHAA VXSQP UVY'l.K XQllPV JKSllR KODIR GllXllB BSYYT BYBKl' UOCOD XIR DE VLR 6750KCS 23l202T USM-99/00198 
D'l'QXlV SJBIS SQOXE ralAN E'l.IJIV C'l.AXll 'l.XLIO llVPlV THRVK GBRllA 
RJCAIF l'IMJ'l'F CUllDJ K1VKI RSDQL XllBIC GJIJGIC CFGJI NYA'l'lC caisZA 2047 2523 1125 9518 2645 1260 8444 3723 
OOQGZ JSIVG llGMOI Plllll?I XSllDJ 're1llH BD'IJI JPJm. ZBUAJ BBYVV 
llMIJPR JTIJP QCPEP BMSP'l' ANJLR uunc llXKlll QQllBF KSAllL PXPXP 50505 7gi.70 98895 99600 69633 69891 37603 30"85 78964 97603 
CCBXC llL'DtT SXPTJ YJBLO BNMZP YORVY YPBDG PPJlV SSNBB BnlPD 35939 35970 98705 17161 91904 69895 90038 85789 64976 03399 
RllCPP YVGCF ID/RS D'ILB'l. VGtm MXQNV LOYTI DADYP MGl.CA TABBY 67357 958o4 93275 98859 19Ql.7 57356 01517 l<Jr74 98Bo1 11391 
OPRGG DDllAA VXSQP 67390 lll51 17749 8Bon 19000 50505 79470 

II ;., .Al 

~----....... __ .................................................... ______ ._. ____________________ .... ______ , ___________ .... __ ..., __ ~~-----------~""------~~--~~~~ 



"' \0 
VI 

' t 'I 

llZY DB MICP 7]l!OXCS 23090~ USll-99/00199 

5025 9123 o62o 89'+3 lJi.76 6625 6Ji.73 6324 

95Ji.59 30697 Ji.9'+39 61925 7"202 788Ji.7 29232 
l907Ji. 9'+991 66790 "2923 9825Ji. 99292 61000 
67Ji.19 90761 26Ji.J8 28133 90412 29128l 35'1-13 
3068Ji. 667Ji.9 Ji.3613 lJi.506 oaJi.19 ol66Ji. 68Ji.83 
28l4o 22"23 "2321 907Ji.9 Ji.8318 4J.6li6 4oJi.1Ji. 
63399 8ll28 39264 6Ji.660 9121i-3 61oJi.5 89Ji.51 
97Ji.oo 95459 30697 

ZIC DB llCO 6030KCB 2312l9T UBIA.-99/WCOO 

l577 3023 uJi.5 2750 lJi.76 871tO 5726 27o8 

DABAD BmTX llUVA AYO!IC PKOZK JAFSR EA'llJU 
AQLBO VD'D lmJMR FUUZJ nBTI BWOD JMIVI 
rl'OIB VODIL lllZllll GlXIB QlCIXX DABAD B!D'rJ[ 

BllQ DB 1!110 7990KCB 231350!1' UBM-99/00201 

10li6 5823 1035 2750 9054 3565 6707 9UO 

CPUC C!TVll IRfYU mm PCY'1.'V CAllBX BRPltO 
IBOl'II OCBAl IXUB1'f QYlllR BLDllll MmlZ FJONll 
VBOPB ZYUW UBVQP MBBU'l' VFOOU llJKVY YllZliB 
UBWY DXClf Blm>P ZYilll IKXDI XlllJK VKOBM 
BXIRP llAlKK UBDJI QMJJB WIBX JIQAX J!lllJKB 
IOUU WJIKUB ~ DY'1VS OGlW BW!B mn 
uxom llUCOF OOUllO VRZlll YMABll DIDK .ADICA 
DXW I'rSIB UllUCO GAVJ'B BYDXB RPCAU BJADQ 
RQI!ll' XIRal. UVlllCO ALQIB YlfOZN ~ OWBU 
CY'l'VH 

TPI DB .1!110 7990KCS 23l21B'l' UBM-99/00202 

2056 5823 1035 0121 5445 3565 9713 6510 

CFU'C CY'M IRmJ FYNIR FBBTr CAllllB BYIZl 
UllGBA llmJB XMAml KA'Bl!C. 1JIOBO PBDOB SG.AlUI 
YDI!B KB!lll Y'lMVA KGllBY ICOPT llUDIJ AOAUC 
UllWY BXllBY IKI'l'B 1'0IXCF OU'BB YDSU% OQOil'r 
f'rol'B J.AIJAT .AXTJCB 1IPXIV UBllSZ JQJJOF UllBBU 
OPGKIJ B01tlR GQYllL CAlJIS AlllllCB llZllDB m:AJOS 
BJ.ADA KUBOM OIVZO URN IC RZUVR COP'm' .AOAUI 
llllBllll KVPllP CRllll llllYICM lllKZA mruB VRUXN 
J'BOl'G ll&IQC A1JlllCC CFIFC Cl'MI 

'1281Ji. 022"2 3"232 
aJi.134 2l.Ji.82 23o89 
oJi.127 o8250 86621. 
2169'+ 25172 92327 
9'+796 2109'+ oJi.128 
99122 262" 57306 

MllFUM RR!B'l' XYKllS 
BADPll ~A YBNOI. 

DZ1IUT VllA'lS FmI. 
VIIJPM ABUPO R1MUK 
IDW: Sllrnl llAZCll 
QillYG BOUIJ ZUCAIJ 
PllMQl[ ICSOGY TYllCll 
ZICA'I ozm RPLlW 
UllJYI QllOIR JUClM 
KBPBX IROBI lllllQI -- mca: CFil"C 

CAFOZ PXBRP ZDIU1I 
ltllflllC UllClllJ naam 
CQVIQ LXOZV llAZCll 
MllCOll A'/41'! mamr 
TVVOA UIJY'lV SOKBB 
BDCll UDllWY BIQAI 
CQJIAY m.u XBRPP 
DRPR IYQJCI Rl'GAV 

.. 

QFH DB ml: 'f120KCS 231254T USll-99/00203 

3052 2123 1115 0121 511Ji.5 77Ji.1 6743 8524 

mBall Ktull UBYNY IIJllUB YCY'rV MUIUM liGV'5 lllllWB ~B MODcit 
UBQPB BSllal' RXm BYl>ICV Ir.rLY llRQIJC RPDU KIJWPY In'JA HIJMYA 
LQA'Dt ~ l!IQTJ)() QVMm 1l7.BA7. 1IQlllF U1"LC!ll VTXOB XllAHT DIOUD 
I1'MMY YIMIG VDOPU MAYOK UBOPO 'l'llKAO Bl'IIDS GBLIJ]) IOUMY nwn 
UGAFQ .PUFU YAlllA BBMOD QtlUMZ YinK UWFZO QNllAR WEW SOY?iR 
YBQVI YTI.AZ OKI.QB MIJIUP EBSMY ALQ.lS l'IIARZ DlCllR Qr,INMY YIGIQ 
mm. vxrro IUPPA SBVBL GBETD ZEAZF UFLQU W'DIOC fVYPll SAllllK 
lJllPKB rsxus Nani JAHUJ AllUQI OFDIF MXAED SAtlHT OQISA llllQIY 
PRYBQ VODXM unm BGBGB Koz.Kll 

UBT DB lWP 7290KCB 23l319T USll-99/0020Ji. 

1025 3123 uJi.5 89'+3 266Ji. 5833 9803 8710 

.AD'BA FAFPL Il'SllA R1'LIF SCYTV' KYLTQ OVLJO .AKDAG PKDUB WBMll 
UICGA SCDAG PBADP VARPC AM'l'PI DLBBA FllOXL GUVBQ AOGWI RllDAI 
Rl"!Sll KYL'nl OMllllI FPRUA ~ OAllGD lllODY llPKAY MZUCI( QAllAll 
OLPlll 'l'llCU' llClJYB RBDIB IJLllZA NllllOF SPANB llllXDI liilJRlll1 UJ'KOU 
BXYAU RUBUV IYmI TLPIJA FPBB8 llOPSD .AGPCI '!IMIH llCUYB VlVIU' 
UBQJIA 1MBUL BDAGP LIBRll BQllVU VOXYL TZUFB 'roPRG AllGZU PBJAP 
llBAOI RI'l'LQ UBBA CXPID UIBUR l'BBSW IRNBB C7BllF UIPC RIJLAM 
1.1.YDB GOOUV BBULB PBBBV IYTllA 'IZTIO IWKG lllllllll WlUlB I.Alim 
OBIWA MILY& ULBPB llSKYL 'l'XXXX Ail'&\ FAFPL 

11110 DB M 7liooKcs 23l256T USM-99/00205 

7108 2723 1205 Ji.775 5218 2025 8156 36Ji.5 

ADBAD JR'rol R'l\JOH SCIMC l'WIBB Ul>FLA. VRQIZ 'l'DVJS CllJAB VAFVO 
~I 1IUJML llllcpl LnlBJ DI.VII OCBIL GSl'lfC UVWWB BL'l'QR KSGKP 
IOCIKQ CllUllM IJ'l!IVJ WUOAC ZFOGB JlW!f llZlllJ IJZFB QlllRR 8AKllL 
BCQXQ LLVVlt CMql.Q mmu ADBAD JBD 

BlfO DB BllG 7080KCB 2313l2'1' IB4.-99/00206 

8573 3223 1230 1561 507Ji. 91Ji.5 8156 5322 

DllBDB LOllGB J>AAFl. llFUlO JIOXU DBNQI 1'BRIH AINlJ( UAKKU CZ'l'JD 
DOPP Fr.VLB QQQBC PA.JJIG 1'GKOA PllAYB BZVBY SJQJIS lroBC'l' BllJVC 
YFllBL ZYZIL llG'roB UIYllY P.roBG VLDVU ZRZRH .AX'l'BIJ IIKFP ZNIJZ 
ltt:DP UBllCR UJ'FIQ LPIJVZ CllOJD Fm.TH cnXD OXVZT JEVXC llZllGll 
CllBAF ZIRBZ OOOQJ. LPK'm TAULI VCDLJ .AGZPJ) DSlWB BY.AJD D~ 
V'l'AJL DllBllH LOllGH 

MRS DB llXl/ 6J8oKCB 231257T UBM-99/00207 

1516 3923 l2l.O 2110 7263 6616 0091 2832 

CCFII AAVLZ BllFKZ FQXVB SLOZB BYBGJ P'.M.Z IPTUB ramJB CMBRK 
IARUK llYZAD OYBAR SK.AZT L.lVVB YCQXV 01lllS IllGJlf AllKJG QNXSO liXJIKC 'lUPYO LOOMX ZFBY8 DllU'Q llIXXX CCJ'lI AAVLZ 
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ZlC DI ml 61 'fOXC8 231323T USll-99/00208 8FV DB PHI 751.0KCB 23l.332T 1Bt-99/0C212 

15~ 9223 1145 6530 1476 6m 5726 7935 751i6 1523 1220 2750 1476 7642 6536 6022 

DAIAD llYqlM UAllKI OZMllA MJYYF PUMRB YS1ZO KGBAD PPl/lW FaiCZ DCGCD J.roMH BDml QXBAll V!MZQ SC?iRF um.p QI.Cm GAXllZ BOilB 
01'CSO llBQIA RllOBK VBDD YADCA PWBBT YKOZK C!TVX llZUlll UJXAC VOIW !ISi.HF ?lHl'Q UDQJll' &JPJ'll JllDl!M MMl'lV OAllllA DXCKB ZB'l'CL 
'BVUSL JIITR YPllFB AIYlll VJYD' BYCllB YQIDI llSKOZ IOtllW mmw S1JIOIR IGMD'r mm llYQIA l>ll'GD AIKGP GGBUM mrm: K1'm> PPTPS 
ULB'l\J UMJ'AL IJGUPV' BAZFD DISJY D'1¥1t lllULE DIJISL AIJill\J BOHOL nsm. AGGCT VDQ.QI S'!BCA CWHYV KIZSV POIUL XQJIZ'l' DllZIW VAKRZ 
YGAlll XAlUIZ YGBJY lIPPNJ FPl!llB RIMDB YfllXO CYBBT Yl>IHS ~Q QPllIB lll>ll'1'V O'DIV'J Q%VLll CZDIV Jal<Yl UIXllY XIKR'l' llJM BJ'Ull 
OMlllU UIDIM 8LA1II N\JllOll OLYGA lllXAH llZYGB JnlPP .AOPl'll WIRIM HUim IMIJC YIQJIJ' YilfST TATrV QNVIP UllLRZ BPXIX llCGCll JJCMB 
DXYqJC DIM8J YYFQO MBllUL Bl.AIJI NUBOlt OLYClU OCXOD INOLY XICZll 
UICPA OJ'ZUG CNOLl' KOZICJ' nPQI HD.DIM 8XXXX DAIAD llYCllK 

PZX DB NI' 73lwJccs 231.208'1' USM-99/00213 

ZIC DB D>B 6170KC8 2313"8T llBM-99/00209 7553 9923 1130 3731 9054 6850 01'12 3917 

l.6~ 9223 1145 6530 lli-76 6m 5726 7li-35 llDllGB 8YD'l'V UBAJU QnIY 8DIBB VlOCV ~ 'DlllIG CCAZG QIG 
OZICX1' mMl QjrullL llQl¥llil IIXl>l JMCAZ CIQIC¥1 cma: Y'l!mA VQllB'l' 

DABAD RYcaiM UAMKI 01.MUA MBYl1l N4RB YClml DIPUU lllCIOA DilfSG 1WB'l'Q ~ l'l'rRI A1'Dll' l«:AW QIC¥JV ~ 1'llRM {llOBll ~ 
AlllXA NMZYG llJYllP ODGlil ~ UlilJYY 1J'l'IP DDISJ YD'!II JIBZYP OGIHJ IUJ'al CSAlilll Cl'l"l.B IBIPA AIOIUl uxxxx llGl!GB S!D'.1'11 
K'l'l8lil RIMDC lWBJ'B llBFAP PmP DDISJ YYFRI DZYP KW.AllJ' llOL1C 
lWB1E WRAF PllYCll DIMSC Y'M>I wm GlilIZO BIUlilO DOllI ZOSIU 
mcocr DDIBB YfllLA RP'JBA VCJBY Pl8Zll IZOVY A&T!H WAlll V.AllJ'J lmJ DB OAL 7830XCS 231.309'1' USM-99/00214 
nrxo CDB'l' mIMB JYYPQ DIDXll 2'AJMill ZKllOA VU8LJ II'mY BOBIZ 
OSIUM CMCPD IMSZI ~ KllDVD MODQI' AIJDBI YCRBI BVBBX JmJ 6o3li- J.623 l200 Ol2l 7263 5086 6156 5510 
YY1qI lilDDX DABAD llYq!M 

FnOG CllBKB YUDllD HIKGL llSVAG J'UYS VCIIQI' lVVVY ZBAFL ZOSZ'l' 
KCPPX lll'OU'l' :mwm RSlilKC 1¥1IAIC ZOKCR IYKAl. MNDJ BQllSJ BIRPll 

VI HV'l' DB OAL 7830KCS 231353T llSM-99/00210 DlilYXK VRllLO WZlllR YISKG WIXA DRW'1'S ftLRp CUTSL RSBYI JllDCO 

~ 
IMIXR Qlciw NOGAI UDOZ OlKBA ODBBIC Jl'G.11 'l'Fl/JID BIDU!ll KMJVW 

0564 1823 1230 m9 5218 5086 4259 6529 VPSJL lf!M'B llllC¥:Y SCllLL AJGPB ZBLAJ FQYVN KOADJ 'DlJlCX OIQQQI. 
JVSXO 'l'CINV BRIZX PPBGG CNBKll 

CJCCJ CZZID IJ!XPJ QANBV IKllUI YCV'l'll llQAG'l' OlllLZ YZltUI llD'SB 
ILlCIJC NRGXIC nKP1' OBRrA WNro MrIAr XBB'DI IUAI RlllQ8 '1flSQV 
VMICR UCLDD ZIBZI KCllMU Bl'lSG MLJ'A IJUGH 'N.PJM lllQAO SBCllll NICP DB 8F'I 1j.795KC11 23l.207T llSM-99/00215 
lVIKN RKJTP RWlC YXPBI. KIXJKB RZO'DI XBROO JIFABV rsnM llXJOP 
'l!QIOY YaJI¥: B81'llK KlOllY llZCD4 PPQW QYUllO JCCYO JC'DI: SJC¥lZ 4104 0123 0730 89163 3456 5086 5762 9233 
J>l<BRll DGLI XlllllO OCP!I nSlDI UTrCZ KQQXR XJa'QV 'n.llllP am 
Z'l'SPK UZVPS PWVCJ CJCCJ CZZID DJD.Jl) BB'l'rV asvzy L1VOB VBB'l'l' JISCQ I'l!CDI GBllOI RnP'l' OOBUJ 

Olilll'l'I GADAR ZPlll'C JlI'l'V DIBA immr LTmll MUllB IQ.IllO ACLUC 
NXOBX KIOZJ IllMDr MUB ZPDIJ WCl!IL OVGPI C8QAR P80DV "1GVJ 

HV'l' DB OAL 78301CCS 23l.3l8'1' USll.-99/00211 D!MGA LVWYD WllD'B WAa!S BIDllO Y'l'UJC IWAIJR SAVQW OftAGY BG.TIS 
CQI'l'IC .1YKRP OZPVIJ ZSRIM DGALV YIJZ8Z .AUl'A cum: KGILT MIUXM 

055" 1823 1230 9969 5218 5086 4259 8023 llllllW MQfOZ PRXKY QIYC¥J IL'l'JI lllGAL VllBIB 80RIR 'lllLQI 'l'IC'IBD 
ZPAlll qJBllZ OLllZU BXWBA lDIIPV 8BlCJ> Jll(JI SCXOD ZQDT QAKCG 

CJCCJ CZZAll RPVlllJ BLllJZ OHIJIM DVYKK llSOl!8 VDCCG WYlllC MROLY ALVQJ& WOJUO V"'8ll J(IMC IVGQI 'D{JIS Cllll'DI DAarB OHQllA m:xu 
GJJ'l'J' 'l'ICQ1£ UQ.JQlt BHLRA DPlilD' ZIJRFO ARSJY OllJJB wm QVPBA llRILC ZIJBX8 AVQD lCllllill Rlll'lS SAVQI OQUII Olt'l9G 111.ARF CIMSlt 
PPLro LLUIR WKBH CCllOF KllSGQ llllDU ll'l'HAV lllNCO DIWl llVVJIA llJD.J]) BE'.m' 
ll:GlllJ CJM!Y <:DEG LGXPr MSLDI Olt'KAD AU'/£ YRPUC PAR AZVXll 
XZI8Q LQAPll VZIKH FAlllD: BUXRll KP800 CJXSM XDFBP LIEVY OU'BU 
YllLBS OUUCll SllRVC RYRIV Alil'GI) xmPB 'DIGllC PGLRI llVRKV BlfOVV 
AQJ'QR BllCGR .l'BIZB ZSGL'l' 8SZQZ CAVIIZ LllZllD lilADllV UUIZ SMf¥IB 
Q'roZD PAXDC NMKJ'I BPlllX RPl'l'H G'lDZ llA1.CX AIOZB CJCCJ CZZAll 

,, .. 
~ _________________ ..._ ...... IL...l ................ .Mi ..... .-.............. L.1 ..... m.i ................................................. ----....... ---------------------~~~-



----- -~---------Bai~ ... ..i:;i".....,1~:c..,.,·..Jl....,.~i.1M.41ihii115c..35!.riiP-.------- - ·-~--
,, 

Fiil DE SFV 7..i30Keo 230Jl+2T USM-~~/~0216 ZZZ D& MLH 634ol«:S 23lJ37T UBM.-99/00220 

b5'14 Ol23 0730 3731 4257 5J66 8327 8433 7076 3il23 1215 ll20 5445 7895 9llY 3437 

DJDJD BE'lTI OBV'.l.Y LFVOB VGY"iCP JISCR EIBSO llIRYll LQI:JK VEDZS IIHFF DJMBC LlMIF (JIDl IClllJA ZSFllM EllZLZ JCZFB VFBAH qmpx 
BKllD 1l1'llUM SSIQI GTIDF OZFXO RXl>UQ \JVOY.l. OOMQF 01J'DA QIZAQ Ml1JIA l'CQBG XGV1IU GllESJ KOllQJ GJ"l.DI QQX~ llVl!CG CXCMV CMAbK 
QQOZl' iCBFS8 ODVGI SAllEI B'mXS KEllQl AZKBO /.dGIT BSIQI NIZOJ ZDICQ XINZU BNMn' llKJBI FXllBX KXCJT C'.DINY MFLOB WXGBU II COG 
IBllGA loVJIBI BWIA ROEVR nlW VGZYP KDY'lV PllllVN Il.OGA LVKIM MrCFK SITBD &JSVJ IllCUO AUCBS YKllGT llJGLR MQIBA MUVY BLIRQ 
YMBllll GA1.K.1 OSBQI '1KVBD ZQAZS FOZFD l.JlqlO WRSAH Cl;JUll llAllllX FZlDfQ B'DCIC SY'OOt IHAUS ImlQ UYTJG LFPUI FSOllQ llBPKD lllJCF 
BKllFO ZFGtll PTIMF JISCX BRPZA Q.QPUll VSAllC QUVKG ALVllE OYGAZ CASUQ QBJOQ APLYX P'QLIJP BBVAX YSFOI RUMllQ PKUCY Cz.cMU ND!l.I 
lCFOZF DA'IBI IoGBA BHHlB R'mS GAZ!al O'lJIJY KRVAQ NQI:JK ~ lllTllK ZMBXV AMFNQ VOYMK BI.OPF llllMEZ PPCPM UBZMP RNPllP DRNNIJ 
UCllFI ZOlfIA WDAOr IWNS OGYJI l!Mm DQITK MAHXQ I'IUO MVDK fC&JC WOQIM QOUXY VDC8R 1'llMIGI UCWUD BMYBP PALBli RPOWI UAVFK 
llGY'fi JISCX DJ1IJI) BBTtV CKVPI KZIQP IIllFF D1MBC 

POd D& NIO 6l30KCS 231527'1' USM-99/00217 Gllll DB lllO lio951CCS 23l4118T USM-9J/Clll22l 

1081 9123 1450 0943 4257 6427 4493 8oli2 0016 6823 l4oo 4775 3058 3565 8J.56 3917 

DDHAA OAVDQ DI'roV LVXUR ODYDN PnPB UODDB BXl¥=J IBGQV ~OOY JCCJC BPDC DVRBG llJKRD liSRMY D'XRJ LLYIK LUlllQ ITICL SDBBS 
SMYBP CJGGJ AKIIJ HBllYL cwxzu lBSRB SNHBQ ODDBA KXCZC llLIWG J'l'Qll'l' 'l'QFllD BJl!Ulf GCFQlf ~ CllSA1' PFRUT NGJLL MMAAC YACPO 
om.TA YKYGO NDTAF '!WIF DQZWQ DOVXB XOll'l'X DCWYI BZGKR D.BSQI QYZllJ UGB'LX TABJS IXWIY IZSDP KRPllG DPYQD YBVKll JBRSM XZTOC 
SPlll'IB ZOJC¥1 JODAD :t.OllMA Pl.KRG J.AQl(.l SRDVA llQJ'PC DCBSB l"/.YCK YCDi'Q ACSVD WLllBlo UQBXG XSOIZ RDTAR ll'24A JCCJC r.PUC 
IBMXO llAUVP "rol'C¥1 VSTIP WIBLl[ Z!lTDQ SGZTK OllLWB TAQW PLllIL 

OPOYW FillllX KC¥:EG U.OOP ""1VC ZDNAD QBliMV MlMXP WKQJIK RJUFS 

'IHDIZ XVGZX RPODC UUPILJ CllBPA WIYLO CQRVV DJLOQ PARKY VB:YD Yl"l' D& S1'V 47951CCS 2314li8T U&/A-~~/00222. 
QMUU. JOFRU P.rJQD SLKGll lXQPG BVUVD liGBVB ~ DDBAA OAVDQ 

0014 2523 l4oo 51.6.l 2239 5086 5320 3433 
V1 

~ MI.II D& llYO 6260KCS 23l35BT USM-9~/00218 JDDJI) FLCIG UQCSll RPZOC GllJm CYi;aJF AWOCW JRYU> 'lUICL QI.AG& 
YDJIQL CAZJT WBQQQ YOl'ITO NDINR LPIBX MKZ.HI TIGCH lllO'YI D'CBT 

4528 5~3 1315 0732 5218 5815 4259 742y DQllQY MQCZG ICJIG PRICI ZYVU<: PKRllS qDlRK MIPIV' 1'Jlllm Q1.BDI 
.AFBOB SGHIF JDDJD FLCIG 

IIllFF CGMBC UUllBZ YDRJY RllBW lZLGT BJDl!ll Pl'l!lll DllWQ YYSLll 

ZClWI G.A11Jl'I VTP.AM SOGJV QJ<JPQ l'MJ'lM KJYXR ~ WMKNll llFVSS 

ISPAB QDURD LOGZQ ~ QCDW WWHZ ~ PDGOS UAZPC VOKPA NVT D& Riil 7l20KCS 23l543T 111111-99/00223 
NcaLT ANBSX FVYTF QLJM:Z. PVll:J IVCllB MUClW zmn: UAm JYBKC 

FBIVO GSUA BUDIJ ZOKQ1t GFIBZ llllCG KJDIC RllllPll IJ'l1IOU ~ 5580 5223 1500 1561 2645 &371 3485 "838 
NC?l'l'Q Of.8Mll VMllKH GWBII ASKGS 'lWBOB llDJS.[ VlllBU DfQJCB Cl'GU 

Flll'SP VKQAP DOBTA BOAGlt PKSCG STBIC ~YTP OCUII z.DJDT l'Yl'Cll AJAAJ QMIGF JKlllJl OJIGl>B D.JUJ1I. QIPQL CAIKV ZIZTB VUAV GBXDS 
Jl)JZP KAPPX IIHFF CGMllC Jll'mY JQ'lftQ XBCYG DJNTl' M!llJllU BPLBW AQ,t'll JllMBIC llMllXN LAOVR 

IIZYV KCZllA SllTllB LIMlllQ BJDm 'mQBll PllMllT 'lWJLD DINPC GBKBIC 
ORVNY Cll'l'AC WJBVW OTOllH QLBZK VIQPG SllKXC 'lWRN 7.MNUX BJillf 

u.z D& MLB 634oKCS 23l354T UllM-99/00219 IKIWJ IUZll ANIMJ OHYYN KW'AI LL80F .AJAAJ QANOP 

7096 "°23 1230 5504 3456 7525 7094 5320 
MRS DB ZCA 7l20KCS 23l45lT IJBM-99/00224 

IIHFF CBOBC UAG8R JlllS.B Zllllllll Trl!GF KJJKl'W GVBOH Q!COO GDPGQ 
PAZD AKRPK VDCAF PKJZR WDBJY FDllVY BGlllC UZISQ IJDLBL llllPSR 1050 4123 1415 9329 3644 2610 0091 3618 
WVlDI: ZFARQ Ylll'QI KSPQZ Cl.llZO DFNFC SZQllM PllMllO YIVQQ PKYRL 
nmp DOOLY UllVQY ROOGM JGMl"I GGDIZ lllOCV llJllll'l. PiDLB RYl.IKZ BDlED IOKllF ~ GN'l'QI!: z.NCYR ZVllVK GllllllX XAn'V SllllBV VVXDH 
UIPXR PTANS U1MVB l!MFAB IIQJIA LQ.JLY :R:VDY IJWOQ CSBXI SZ'l!IB UZCPQ cafPIP ADIWB MllRQD ZJGYF ZAFXC QIOQA IClllR MKVSU ZPNDIC 
QlCXXX IIllFF CllDBC LWIJYB MGBlW XZJl'l'I UDQL IB'l'OC TNDLO IHPXM rroxs SVOYM KIMlX 

DVOUC NTO'l.S BPlRL KX'DlG IXKQB llWRJ BDIBD IOKllF 
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Jl:O Jll ZIC 6620ICll 2314]8T IBl-99/00225 ZlllC m: l'Oll 761iaKcs 231528': UBM.-99/oc&9 

8067 ~3 1350 llOl. 3696 15163 3791 3!i27 95'16 5023 1430 3749 6010 2197 8435 81.01 

J'BllPB mmm .Al¥Ulll UGLBll JlllPL UD1'XA l&Dl8 JWTA CZl'IBI' STAil' l>DBAA JQm. llS.TilO "1KC1' .JBl1JO naI Jm8ll mm QPim JJGPIO ... Avr;/N 'D>BYL lll'JllU llTAPR LllI'1!' 1'DlllU PVllCiT .JllDfY ILL1IC BfllZll OBVC¥i CLYllP PllllXQ IUMI 'l'IU1Z C»IK80 WGPK cuzw IZIKP 
Vlllln BVlllV J:D.a'1' vnPB UVQU an.J IMDllr 11111111 '1QJ'J!) BAlllJ llM:II lllKLP VVDII CllLQL ICRD'8 llR"'8 GlCl'Glf llXlllll KSJrlK llOK'l'P 
qlUlr ADIB mJVll BP'17.C IBZBI l'ZYCP WllV.T PBlllB ClllDll llllVC l'llBZP CIUAX PILTAIC VZllXIC VPl"IB Ul'8llll' GllllRO <llVBQ 8BUXC 

ZBDG IXrAll RlllllB llBPllL VDllUR ORLZlll 8CllRJ' llAllPr DrQ.1 DBDPr 
K?BllB Kl'L1IO llllZLll MJBI KDDPD PUJlVJ YVZCG ZABOZ 'Dll'XL llP'QCK 

IZV m: CUJI Tl20lCC8 231449T la-99/ocaf, OZDIZ UDVl' BRllDI JM[Bll; llDlfO llCDIV GftlRC IJBOVR ILVBS f4J8D 
lLJVI KRIKll QD.JY VILVll llJJllB IVllRI FPABI' ClllllS YD'XX DDllAA 

9562 2523 1415 1561 3696 7741 3917 3523 Jqm. 

AGUG smo OCRft KBllBM VP.Al'D BAZBB PLPCll llJDLJ OBn4ll DCOPD 
Ill.Pm 'SIAI Ili1IQ ACmr JQUJM JIBQJll BOOIA llllllQ UVBTJ VllJ'l8 ZllK: DB l'Oll ~ 231556T UBIA-99/00230 
mes CllQW &lOll' UDOO Hm8 maB ~Yll CJUC8 OXPICZ J8XIV 
BUOIP VRZClZ A.Am AGllAO S'JSIO 9556 5023 1430 3749 6010 2197 8435 660J. 

DDBAA JQm. llSiOO CllKCT JBIUO PYCXI VRBBK AalIB mas UMl.l'N 
LLZ DB ZZZ 6350KCS 231451T 18-99/0C87 lfKDBZ lDZKD WLOQL CllllllZ IJJlONQ JN:BP PilZYJ llMY'l1C XIZUA ~ 

1BPlV ODl'llQ rr&1ll llDPl' RBnD JJllGTJ' BllCC¥: AllV'Q nciu: lAKRO 
1082 0823 1415 0732 3644 "258 59'12 6717 XUIOJ UllBLI Q1'QXC MVYl'J PBPSX ZXCl'Z llllUBV PPJlV JBllTB BYYAY 

IWCY llD'BI PGOm AllZ.1IC ZllVMM VLM OCDR'l' Blllll' Rl4\1ll ZBDIJ 

IIllPI' BIRllC Biii.JI :DIDCJ IMlllL llRPO Y'mLI QVBBQ llVP&T LftllB ll8XBY Pl'VRT 8XBXX llBllOR llllOOJC JIGBT QPlVX G8l'BX ACKKY Zl"l.llB 

'IC1IJC m4'C HQPK VW1L l'JIOB 'lllQ'lW UOQAK c~ llPMJ P'l'C¥:A ZltDIZ XlllWL LQllQO X'1'LD DDBAA JQYFl. 

lllCUP BBB SD.LZ IWlllr UPllZ llfGl'B ODllD IJXQ1Jr LVIl'D CZl!IJD 
JDllR IRliJll CVJZY OCIOI' llDOZB l'lllQl BLl'ltT KB9BO Jl'IJVL GKLQll 

V1 -l410ll BQKDJI PJIVI VICllC Zl'RllQ 1llILXll Wf.lCQ YJCllQ QJtCAlf PBG DJ l'Oll 764oxcs 231522T USM-99/00231 

'& 8LZW IW!B PPnlR UAllll' OllKLI' JK'l'IP C¥:IZI Qlll8J' lll8A.J BAft'L 
11.TDQ BGGVll JVlllI Ml'LUI GLZRO IIBPJ' BDllC 85/16 4323 1315 3731 5445 81"6 3313 9301 

l>DBAA DPBOX VFXVP QLJSM PVllllY BZ80J' MVDZY IIGZX PXCOJ PZlUIV 
mo 111 zzz 635QICS 2314lft 18-99/ocaB IJIOYV CllllBll l:'VCllX 11.JGllQ IWQIZ LGMCC llPlllL llOGl'A YSMm XYlVB 

D.JSBY II.An ImJRQ KQllllL BIBLC Vl'YQP YYBGP QllQII QIDYF JYKBV 
i.ose 0223 1320 5161 9054 6445 7300 9029 V'.rXIJB DRY JP Bl'BQY UPP.J'l' lGRll lllCJIJ BBB8P .JJalGC CIBXYR ZOJ"l'V 

XICTI DClfD' PZMC¥I .BGIZL BCzm GAIVC YRLXY VLITI QPOCR XDIOZ 
IIBrl' llJUIC l'llllYT ~qm rma ZD'QO CKllllB ~PVB XIlfCll' CllllllZ TTll8X VDr.DC IIQDO MQBDP YYDVB P1'JlllD ZaJYV 801DA. AK'JllP IU4IRZ. 
c:va - JCllllV IJWIX JlllllJZ 1IB\fGB DDCCY ml>VK maa: Mal ACJRB YVDllll LIKlll llBBGR BABOX ACSJY &JCVX QCUD CBLQJ JllLOJ 
l'B1DA IBYII GUQ,JD DIVUL X'1'llllU ZIGW l'l!IJT G1Zlll VllLDI DllCQP IllJllM KAL.lll ZXIPB BDGl'A l'RYZR QllJCV YGTllP CCLQY IXVllK Bl"l'VQ 

mes llllUOD llllmJ RKLQ1' 8UIJll) ZQJYO YBDZI Q1'EO HllGJP ICJUVP UllBKZ OCIJUI DqlZ IIAQO YCllU.J ZB'l'OP RllBAR 'l'CQKL YLqlW 'lHBRll 
acpm YIQIZ 'IJ'llJY BRl'lllC llVOJQ ~ l'Pllm t.nQO Cllllll ~PVB VDllI DDllAA Dl'JIOlt 
JDllD 1'111.JV lllfCYP PUIOll UE1IP ECIK ICIR'1'U lllVJS Jr.rm ll'l'QU 
mn ..,.. RB'l'Ull TDAOT Zlllll'I BQIPA QllAlllr ILm'8 YDl1!'l G1ZPX 
mD\' EZAB IZlrOP I.DUI RYJSIC llO'IKP lllll'8Jl CXY1IJ' KrmJ UOllQIC J'BG DB l'Oll 76liOKm 231738T 111111-99/00232 
Aimt lt'DICll mar DllUl llVllB 111111111 BOlllM llUID IIIDT BGLBC 

8586 5723 1620 6350 1476 8lli6 3313 7201 

nBCIG MLRDC IUlllKD TDGY m.n llIDIV XXSLI IGl'XL VDCB VXBXU 
VJlllllll 08CBlll Bl3.MV PBICII PGUIB MUI BOSOll amrx: QI.mt. IllllXB 
BX'l'TJ CPTBJ VlllGX MlllllZ AYRllO muuJ BRIBP CllClCll U>OZY GOIV.J 
nnw ~ ZAl!QZ JOOllO J'nl'D CXlfll,J RBllQll ZllBXll ftlQZZ MD'OC 
llU8llK BlllUI DQYIO SXY'l'll OllBQI< V'Dltx BQllYV BAll'l'O Mill'AIC TQ,JQ,J 
VJZSQ Bll80B JOOJllO DAVI CC'l'QI( llGliOI' B'lWD IAZZll AMFJ. B'lWU 
JUJPI l'KCDY UIZLI' mllAIC V8Qll'Y GDUXU BD'AIC PNIDJ XAVDL S'l.TIX 
FFllGG .llLRDC 

• 
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Ziii: Ill BIO 61JOICCB 231~T llBM-99/00233 11CO DB ZIC 662oKC8 231426T llBM-99/00237 

2561 9623 l.625 0121 2664 21.24 3151 7lio1 8o37 7823 09"° 99'12 2664 1918 8219 9042 

DDBAA LYPPl' D.J'lWR JJflJD l"UVlll CPIUQ lll'ZSQ AQPIP MD'II LIIOlt DABAD GYKFM llAllKI QDlllA IGYKP PUllRZ lZU8Y GWZUJI JJ!lQ BlmT 
BOIMZ VllQPV AAQJlll UlllT KBBZB uma JGIGB JllllPR KllDl'V llKWQ BOll80 MmJO SPDG DBQXB .M!CVI IJPDU'l' X'l'IVP MIAO'!' OIBSU BSLQR 
KMUltl ll'l'ClBl. K.UOBll JCJIZD DCr.rr BQXVK um BBCllll :N.TJI IUCB C'lllia mm> DllQJ!: YQZllB mJGC LORCH AIIPJI C'.l!IIC UJ)IMS ZI~ 

VZABlf 1WB8 LlVQ'l' PllZYI BllRlll ZAQ!'Q ADJ? .ASBL.I XD1'llB llXBK'l' IBOPA llllBJR lllMIO RUCSL OllCJ'A wvm VXI'1'Q .JYBPJ' UMRZY 1.uDOB 
lAllKJI BXLRll KZIUJI mn: cmJJ' NJlln CABJG D'lllAG ZP1llJ JmlllJ' KR!VL TllC'l' U8KZI C¥>TII CXIJllB KAB81' YOSBI BlWI Cl"ITA BOVIR 
!VBQV DllCG mncc ORrlV RRVllll tnL1. PUSIIC IUIFT VDU CIOUU mm 'fCliOL YBllll DDISZ IQDXI DAWAB CDmt m.uT IBVLO l'llBIM 
1111111 lmJLP PllllRll llCMIJJ lllPllG A&TJA m.zx PNJllll lllUBC cxmro l1QIGC OUMBR I'lUIY LZXID AMIJXV 1UJIRD IGNRI PWllO BZIQO OIJ'OZ 
J'llllll am DDBAA LYPPP UIBRI MllllIZ OQDS llAllUZ lZUJ'U MlllIS Ol<AllS GDIJ[ Icr.otl llSVID 

VGDIC RILCa OPl"IY DV'J.'l[I' W'1TDC llUXBR INDPI BBXXX DABAD GIKPM 

1'()11 Ill ZBK 6660ml 231519T 181-99/002~ 
PSD DB ZIC 662ol«:8 231558T 11811-99/00238 

3070 2323 1430 8943 7803 "212 59'12 5937 
1067 9'123 151.0 4Tr5 1871 1963 8741 3'128 

mm JPQllO VCICV lllKQll RACllll lllmlll MR.JZL ~ YBXQI VBJTX 
GABft qrBVB ·~ OC¥lJB KVWO Amil Clllll1I CPCP1' D&JOZ UXClCB DABAD 8!D'l'Q I!l!CllO TPllAD PPillR K!BKP llMRCY KPllIR llllABR ucwv 
8S'l'Cl' lllPllD YCBOQ TQllrP qmo. l'D'lVQ ALPPI mcJll KXQlCZ ZODllll l!ZR'ro IBQI'l KQIAll 1UMRJ lM'DI ll8Jil FCrrv CY'l.'VB IJIJ'CA Nm 
Jll'mA .JJ'llRL VBI8L AQAV wmLD Bl>llDD BBl"8U IAD08 JllllllJ llZ1IYI rDDIB JYD'Q IllDCY TVBm l'CAN ZIQOJ YYPDI MBnlJ YJIIBP llOD'F 
lllCl'V BARllR OIPfB GICIO PllDllJ COl1IK BTlllll onrr fSlll'.I[ M'OCC Ullllll'I SOICAB SBrCJ) RIWM wax DABAD BYD'l'Q 
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REF ID:A64556 

c. Digest of Zendian operator chatter, 23 December 

0317T TTt/TTt Ttt/3990KCS (BROKE IN) 

DE t T'l -FTBR LAST NIGHTS TRBL TBB CAFE Fll4INA HR IN LlVOBNO IS 
OFF LIMITS - BINRIKO WAS PULLED IN BY MILPOIS AR 

• ***** 

0332T OAL/ZCA ttT/316oKCS 

DE ZCA. C ON MY CALL SIGN - SHD BB RHW RPT Rlll Q,'.00 l 

***** 

0427T GFH/FZX ttt/3760KCS 

DE FZX I JUST LOOKED IT UP - 333 RJET BASB 'lBINOMB IS 467 
- SO HIS i!UNOMB 'roDAY IS 824 

0429'1' DB FZX DONT MENTION IT - .ANYTIME lif 

(OP. NOT.I - CALL SIGNS HRD ONLY ON INITIAL CONTACT) 

***** 

0532T nrt/vx:r ttt/2860KCS 

DB VXI HELLO - WHERE RV U BEEN LAST 2 DAIBt 

0534T DB VXI IES - THATS QUim A Fiii - SAY - I THINK LUNAR CAUSTIC WILL 
DO THE JOB FOR U - IT WORKED REAL WELL WITH l I HAD 

0535T DE VXI THATS OK - HOPE IT WORKS AR 

0618T OAL/NVT ttt/5945KCS 

DE NVT QTC 1561 

0706T "DIO/ZZZ ttt/6350KCS 

***** 

***** 

DB ZZZ C GR 6-7 WT.8DV YPnF - PIS NOT.I THIS MSG 'roPSEC 

***** 

615 
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0738T XTG/rIM Ttt/6260KCS 

DE IZW HEY PLS ASK BARIDLC»GEO KARADINO IN 312TB WHIN BES GOING ro 
CC>m ACROSS WITH THE 10 SPBSMIWJ BB OWBS ME - DANKON AR 

(OP. BOTI - CALL SIGNS BlID ONLY ON INITIAL CONTACT) 

***** 

0811T 'I!P'!./"f1110 ttt/7990KCS 

DE llfO UR LAST MSG - C GR 58t 

DE BWO R - BEY BAR'roLOMEO - KLABENCO IS WORRIED ABOUT BIS 10 
SPBSMILOJ - OPS AT 3 CORPS BAD BIG CHBMIN DE FER GAME 
LAST NIGHT AND KLARFC&JO LOST HIS SHIRT 

08l3T DE lllO OK ILL TELL HIM AR 

***** 

0~4T 'l/LZ/DYO tU/6260KCS 

DB DYO QTC 1 URG 

***** 

0932T POH/'IJJK Ttt/6660KCS 

DE ZHK UR NR 951 - C ORIG 234ot 

***** 

0948T ttt/YRG ttt/7595KCS 

0949'1' 

DE YRG DS - GR ON MY LAST MST SHD Bl 72 

DB IRG OH BES NO LONGER HR - WAS TRFD TO 4 CORPS STN Am> 
RODRIGO ASGD YBST TO 62 DIV AR 

***** 

0952T ttT/'FBP ttt/7')4oKCS 

DE 'FBP OUR CALL SIGN YS'l'DY WAS SAME N3 MY BROTHBRS INITIAIB, W.NT 

0954T DE 'FBP YES 1 AND DID U NOTICE LTBS IN TOP STRIP THAT SORT OF LOOKBD 
LIKE NAME OF A DU'roH PORTT 

0957'1' DE F.BP OK OK. SORRY. NO HARM DONE 

***** 
616 
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l005T FXX/VXI ??7/6860KCS 

DE VXI C GR 59? 

1007T 

l008T 

DE VXI R - WHAT U NO ABOUT FIRST ARMY POLICY RB CBRIS'D!AS FURLO 
FOR US JOKERS'l NIL mm Ym' FROM DIV HQ BY US IN 321ST 

DE VXI OK OK - DIDNT SAY ANITHIIiG 

DE VXI SORRY - OK NO MORE CLEAR TALK - QTC? 

DE VXl R AR 

***** 

1005T I1VK/AAA !??/64o,5KCS 

DE MA OUR LEADER JUST CAME THRU ON TOUR WITH GEN CAMPAGIANO -
MARSHAL SALASIO COMPLIMENTED HIM ON GEN APPEARANCE AND 
HIGH MORALE OF EM AT SECOND ARMY HQ 

l008T DE AAA YF.S - AND TO THINK THAT THE AMERICANS WOULD INVADE 
OUR BELOVED SHORF.S ON VERY ANNIVERSARY OF SALVO SALASIOS 
BIRTHDAY - HR CMS WATCH CHIEF - LE'lB GET OFF AIR AR 

***** 

l0l3T EDH/HCO t??/6030KCS 

DE HCO IF OUR REGT MOVED ANY FURTHER WEST WE'D BE IN THE PACIFIC 

***** 

1029'1' INJ/GFH 'ltt/61.60KCS 

DE GFH N0 1 HolT IS ON MY RIGHT 

***** 

1042T 'f11.0/ZZ:Z. ttt/6350KCS 

DE ZZ:Z. THINGS SURE ARE HUMMING BR SINCE GEN KIRCHENFALL 'roOK 
OVER - OFF AND EM ALIKE AT FIRST ARMY HQ BV TO STAY 
ON BALL WITH GORGEOUS GOT'.l'lRIED AROUND AR 

***** 

1132T XTG/OAL !??/7830KCS 

DE OAL WE IN 23 DIV GE'.r!'ING DAILY REPLAC&Onl'IS - HCMS YR OUTFIT? 

***** 
617 
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l235T SFV/~ ttt/7320KCS 

DE MKP An'ER COL FULGURITO PUT OUT REGTL ORDER ON PASSES IT 
LOOKS LIKE I WONT GET IN TO KALEDONIO TO C U AR 
(OP. NOTE - OPR AT MKP USES VVV FOR TUNING INS'.l!:AD OF 
STAND.ARD ZZZ .AS USED BY OTHER OPS) 

***** 

1239T ttt/M!JJ. Ttt/634oKCS 

DE MLH ISNT YR CORPS SCHEDULED TO BE COMMI1'J!ID BOON? 

DE MLH OH,, ONLY 13 DIV. WHEN'l 

***** 

l327T NVT/R.BU Ttt/6620KCS 

DE RBU t GR 1-2 UR 623 OF 23l24o 

***** 

l348T HCO/EDH 'lU /6170KCS 

l350T 

DE EDH SUPPLY JUST GOT SHPMT NDl TYPE OVERCOA'lB - HOPE WB 
GET THEM BEFORE CBRIS'JMAS - lDI ABOUT U BOIS? 

DE EDH WELL KEEP HOPING - TELL FERDINANDO I GOT ANOTHER LTR 
FM HIS SISiZR - SHE LIKES HER NJiW JOB IN BONAREO AR 

***** 

l429T t?t/UNK TU/6220KCS (OP. NOTE: BROKE IN) 

DE UNK U BOIS IN REGT HQ OUGHT TO GET OUT OF UR EASY CHAmS AND 
SEE WHAT GOES ON WITH US COMBAT TROOPS AR 

***** 

l519T FBIJ/POH t'lt/764oKCS 

DE POH OUR CG JUST GOT A BUMP - THOSE 3 STARS SURE LOOK GOOD 
ON GEN VESPASIANO AND THEY GO BE'l'rER WITH HIS JOB 

l521T DE POH NO I DIDNT NO THAT 

l522T DB POH SURE I WILL - SOON AS I GET CHANCE AR 
***** 

618 
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eelfl'mllr.n::aL 

1529T INT/B111 Ttt /7J20KCS 

DB Blll RDALDO GOT GIGGBD YSTDY 10R USING WRONG PAD 

• 1530T DB lUli JUST C.ARBIJilBS 1 I GUES 

***** 
·-

1537T "''"' ttt/6070KCS 

DB ttt SURI, TPI IS JUST BAST OF Ml BUT IM BOT ALLal&D ro CALL 
HIM DIRICTLY 

***** 

1548'.r DIO/MUJ. Ttt/634oKcS 

DI MLH WDOVIKO JUST LBFT FOR ARM? HQ TO BBLP Otr.r 01 
IW>IOPBIImm LINK ,, 

***** 

l6o&.r mu/usT tn/68~~s 

e DB UBT I BR OUR RIGT WILL mAM UP WITH U :BOlS Ill THI 33JST FOR 
BtJM8 m THI 33 DIV CBBSS '.OOURRBI - llV u mm .ARYmNG RB 
THISt 

J.6J.OT DB UBT SAY BILLO m NIKOLO FOR MB - WOlmlRED WHY I DmN'l' BR HIM 
LAST 2 DAIS - SORRI TO BR BBS Ilf HOSP Ai 

* * .. • * 
l.805T ZBK/NIO U!/6130KC8 

mno ~ 48951 
-

***** 
l814T VHB/'1£A 1Tt/3160KCS 

DE ZCA WlllN U CMG BACK TO ISTAMIBOt SURI. MISS U SIBCB U mFD 
m 2l2TH 

.!' l.82oT DB ZCA 'roUGH - WELL THATS THI ARMY Ai' 

***** ... 

1848T WA/CUB tn /'4265KCS 

e DB CUN C CLASS 7837t 

***** 
CO!CliD&NflAL 619 
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1922T nt/VXI. Ttt/286oxcS 

DBVll MI BUDDY LIOlWUlO 01 MTB P.M'ROL SAIS TBB ?Ulf PIMMICAN 
ISIT BAD AT ALL - GUBSS 'l'HAT JOBS GB'l'.rllG l?OOR LBODCBJO • 

1923T DE VII NO I BAVBNT BAD ANY IN A LOBG VBILB 

l925T DE VXI GUESS SO - THINGS TOUGH ALL OUR lR 

***** 
2024T TPY/BDG ttt/3~K/JS 

DB BDG CASUAIB .ARVD TODAY .PM MI llO-- --VN - VISB I VERB 
BACK -N VALONO 

2026T DB BDG NO I D--T THINK SO - 'l'BBY CADT GBT AB--BBR OPB BB 

2027T DE HDG WBLL TBBRB GO SIBDB AG-IN - TB08B AM--ICADS KBBP US 
BUSY RUDil'lG IN AND --T OF SBJ!!I.'JDS BVlm IF TBIY DOBT :.\ 

DROP MUCH XCPT LIAP'LMB -

***** 

2107T 'FBG/NIO tn /22.50KCS e DB RIO BB -1 AlJTBS GOI?O OUT FOR PRAC Tl'C 

***** 

2219T NVU/rJ.J tT't/325.5KC8 

DB XZJ BR THAT 53 DIV IS MOVING UP 911 - VB ARB ALL I1CBING 
TO GBT CRACK AT THI AMBRICilS Ai 

***** 
2248T TOJ/nI. tU/3670KC8 

DB nI. STARTING 'Bil MORN PILE TIMES ARI TO BB GIVEI Ill BXACT 
TIMBS, NOT NEARBST 5. 

***** 

2312T XIR/YUI tT't/2~KCS ... 

DB VLB AHA - TBE FAUCBEER! WBLL - BBBES MY AlBfBR - 2 RQ ii 
PBQ4 3KPXP 

***** 

e 
eeNPBBftl& 62o 
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eelPBBP.l'!Ala 

D. Call.sip 11•t1y1 23 Decnber 

00143 AAA AAA 5820 231018 003 251 230940 0120 0420 9262 7319 49 19 IIHFF 
00087 cuo AAA 6405 230806 753 243 230745 3749 1663 9262 7742 37 06 BEGBE 
00016 PVK AAA 2685 230317 602 215 230235 9969 7046 9262 3061 48 08 ll'iFF • 3 

00221 GXW BWO 4095 231448 001 668 231400 4775 3058 3565 8156 39 17 JCCJC 
00201 HOG BWO 7990 231350 104 658 231035 2750 9054 3565 6707 91 10 CFIFC 
00308 HOG BWO 7990 231642 108 677 231600 1101 8423 3565 6707 44 28 CFIFC 
00038 NIO BWO 4095 230536 301 640 230455 1561 6442 3565 2125 67 12 CEHCE 
00120 NIO BWO 7990 230913 302 647 230825 9518 6010 3565 2125 49 28 CFIFC 
00254 NIO BWO 7990 231427 306 658 23UJ35 1120 7803 3565 2125 87 10 CFIFC 
00351 NIO ewo 3990 232249 310 680 232130 3731 3456 3565 2125 50 19 DCGCD 
00024 TPY BWa 3990 230337 203 632 230210 5504 1476 3565 9713 59 30 CFIFC 
00202 TPV BWa 7990 231218 205 658 231035 0121 5445 3565 9713 85 10 CFIFC 
00318 TPV BWO 3990 231922 208 679 231830 9942 7263 3565 9713 59 22 CFIFC 

10 

00036 IZW CUN 4265 230557 952 195 230515 1101 5074 2241 9083 58 38 AGHAG 
00121 IZW CUN 7720 230913 955 202 230740 6530 9054 2601 0956 89 27 DDHAA 
00226 IZW CUN 7720 231449 956 225 231415 1561 3698 7741 3917 35 23 AGHAG 
00159 WNN CUN 7720 231018 254 29J7 230900 6350 3456 4366 3395 54 42 FFBGG 
00286 XTG CUN 4265 231754 452 228 231650 8140 2664 7741 8156 71 41 FFBGG 

5 

lll0239 AAA CUO 7735 231521 255 452 231445 8140 5237 4618 7319 61 24 I IHFF 
00242 MKR CUO 7735 231546 453 454 231505 3749 0665 1549 3278 53 26 I IHFF 

2 

e 11Jlll266 LLZ ova 62611l 231541 653 855 231450 8140 2645 9749 4493 91 41 I IHFF 
00218 MLH DVO 6260 231358 452 850 231315 0732 5218 5815 4259 74 29 I IHFF 
00302 MLH OYO 6260 231612 453 854 231430 2750 3456 9749 2198 64 35 IIHFF 
00326 ML.H ova 2100 231936 454 858 231700 6530 5445 5815 4259 55 34 I IHFF 
00125 zzz DVO 6260 230929 503 832 230900 9192 4803 9541 3755 45 46 ABC AB 
00135 zzz OVO 6260 231156 504 840 231105 4775 8820 9749 6644 53 22 IIHFF 
00267 zzz ova 6260 231511 508 849 231300 9942 7263 9640 8110 86 32 I IHFF 
00268 zzz ova 6260 231404 507 847 231235 0121 1476 9541 3755 76 27 I IHFF 
00303 zzz ovo 6260 231602 510 853 231420 6530 2664 5815 7094 74 29 I IHFF 
llJ0327 zzz ovo 2100 231910 511 857 231625 3731 4257 9749 6644 76 40 I IHFF 

10 

00113 FSD EDH 6170 230939 452 487 230900 0121 3456 6977 7238 28 41 DAEAD 
00299 MXU EOH 6170 231603 552 503 231515 5504 7803 6977 2558 44 20 DCGCD 
00015 ZIC EOH 2210 230212 153 480 230125 4775 1663 6977 5726 44 37 BGIBG 
00126 ZIC EOH 6170 230809 155 485 230730 1561 3698 6977 5726 34 43 BGIBG 
00208 ZIC EDH 6170 231323 159 492 231145 6530 1476 6977 5726 79 35 DAEAD 
00209 ZIC EOH 6170 231348 160 492 231145 6530 1476 6977 5726 74 35 DAEAD 

6 

00373 NIO EOU 2220 232010 452 243 231935 6350 3456 7101 2125 53 24 DCGCD 
00344 NIO EOU 2220 232148 453 245 232105 2750 2664 7101 2125 37 28 CCFJI 
00093 UBT EOU 4565 230609 952 225 230435 2ll0 8820 7101 9803 31 23 CCFI I 

# 00012 YWP EOU 2220 230313 552 221 230240 3749 0420 7101 4718 3l 28 CBECB 
00057 YWP Eau 2220 230528 554 224 230435 1101 7046 '1101 4718 58 39 AEFEA 
00177 YWP EOU 6140 231146 555 236 231100 6530 9054 7101 4718 44 29 CCFI I 
00241 YWP EOU 6140 231437 556 239 231350 3731 5445 7101 4718 32 26 OCGCD 

7 
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00279 NIO FBG 6830 231618 054 494 231505 2110 1476 7435 8912 43 01 FFBGG 
00353 NIO FBG 2910 232352 055 511 232300 5504 7803 7435 8912 35 25 FFBGG 
00364 POH FBG 6830 231305 206 483 231130 9942 3456 7435 5942 57 22 FFBGG 
00052 POH FBG 2910 230408 204 468 230320 3749 4257 7165 4493 56 20 FFBGG • 
00170 POH FBG 6830 231458 207 490 231415 6350 0611 7435 5942 75 28 DDHAA 
00171 POH FBG 6830 231536 208 493 231445 1120 7820 7435 5942 97 18 DDHAA 
0fU88 POH FBG 6830 231748 209 503 231705 6530 5445 5121 2666 79 28 DOHAA 
00320 POH FBG 2910 231956 211 508 231840 3731 2664 7165 4493 47 26 FFBGG ..:: 

00189 ZHK FBG 6830 231728 904 497 231635 2'150 7263 7435 3151 93 01 DDHAA 
00280 ZHK FBG 6830 231702 903 495 231610 8943 8820 7435 3151 48 35 FFBGG 

10 

00359 FHI FBP 4105 231820 506 840 231735 6530 4257 4122 8327 83 20 80808 
00366 FHI FBP 7940 231558 503 837 231525 3749 1871 4122 8327 59 30 80808 
00178 FHI FBP 7940 231041 501 834 231010 4775 8423 4122 8327 25 34 80808 
00282 FHI FBP 7940 231745 504 838 231650 8943 3456 4122 8327 54 34 80808 

4 

00105 FBP FHI 7510 230836 852 612 230600 0121 7803 6869 5447 96 22 28082 
00106 FBP FHI 7510 230851 853 612 230600 6530 5445 6869 5447 82 22 28082 
00212 SFV FHI 7510 231332 754 615 231220 2750 1476 7642 6536 60 22 DCGCD 
00252 SFV FHI 7510 231451 757 619 231345 0121 7263 6869 5320 77 44 DJOJO 'i" 
00262 SFV FHI 7510 231518 758 619 231345 0121 7263 6869 5320 80 44 OJOJD 
00300 SFV FHI 7510 231704 759 626 231610 8943 7803 6869 5320 57 44 DJDJO 
00069 TOJ FHI 5335 230712 651 612 230600 2110 0611 6869 5609 83 23 80808 
00070 To.J FHI 7510 230723 652 612 230600 2110 0611 6869 5609 59 46 GIFIG 
00025 UNK FHI 3670 230208 451 608 230115 9942 3456 6869 7904 60 29 80808 " 
00107 UNK FHJ 7510 230804 452 612 230600 3731 4257 6869 7904 71 36 GIFIG 
00108 UNK FHI 7510 230816 453 612 230600 5504 8820 6869 7904 63 42 80808 e 11 

00109 FZX FMT 7340 230823 753 394 230745 0121 2664 8678 1360 65 29 EGBGE 
00213 FZX FMT 7340 231208 755 399 231130 3731 9054 6850 0172 39 17 EGBGE 

2 

00046 HCO FSD 5805 230549 351 650 2305flJ0 2110 7803 1161 8219 34 05 DAEAD 
001U3 ZIC FSO 2400 230354 251 647 230310 8140 7487 1161 5726 46 25 HDBHD 
00122 ZIC FSD 6680 230930 254 655 230825 4775 0420 1161 5726 31 22 HDBHD 
00157 ZIC FSD 6680 231037 256 662 231000 4369 5218 1161 5726 35 27 DAEAD 
00253 ZIC FSO 6680 231550 259 668 231435 6530 2664 1161 5726 45 05 DAEAD 

5 

00035 FMT FZX 3760 230513 501 191 230420 9518 7487 7741 2620 44 18 GHEGH 
00162 FMT FZX 7720 231052 502 210 230945 2750 7263 7741 2620 64 27 CCFII 
00255 FMT FZX 7720 231406 503 221 231115 3731 0611 7741 2620 84 24 EGBGE 
00334 FMT FZX 3760 232114 507 230 232000 5504 4257 7741 2620 63 32 EGBGE 
00203 GFH FZX 7720 231254 305 221 231115 0121 5445 7741 6743 85 24 EGBGE 
00288 GFH FZX 7720 231723 306 227 231610 6350 3456 7741 6743 56 28 DCGCD 
00361 L VD FZX 4265 230751 001 199 230700 3749 0420 7741 0172 48 12 JAAJA 
00147 VXI FZX 7720 231106 601 214 231020 9329 2239 7741 3070 40 18 HBJHB 
00160 VXI FZX 7720 231119 604 212 231000 8943 7803 7741 3070 41 24 EGBGE 
00161 VXI FZX 7720 231138 605 212 231000 8943 7803 7741 3070 66 24 EGBGE 
00287 vxI FZX 772;/J 231658 606 221 231115 9942 3456 7741 3070 91 24 EGBGE 

11 

08269 DYP FZY 7735 231452 663 449 231410 0120 3644' 4618 3494 69 38 FFBGG .,;. 
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SeKtW:YL 

e 
00325 FMT GFH 5285 231829 652 191 231750 3731 ~45 4997 2620 46 16 DCGCD 
00003 FZX GFH 2620 230103 551 167 2J0025 1101 4606 4997 0172 44 ll CIBCI 
00055 FZX GFH 2620 230406 554 169 230310 5504 4257 4997 1172 50 25 EGBGE .. 00056 FZX GFH 2620 230•24 555 169 230310 5504 4257 4997 0172 56 25 EGBGE 
00240 FZX GFH 6460 231552 557 188 231520 6350 3456 4997 0172 70 15 CCFII 
80176 INJ GFH 6460 231157 402 180 231015 6530 0611 4997 1397 50 18 CCFII 
10094 VXI GFH 5285 230612 051 172 230535 8943 7803 4997 3070 65 20 CCFII 

7 

00179 MKP GKW 6UJ0 231142 351 824 231110 4775 7046 9893 5762 33 32 ECHCE 
80243 MKP GKW 6100 2314-20 353 826 231245 3731 2664 9893 5762 76 24 50505 

2 

00119 EDH HCO 6030 230822 402 723 230730 9518 8423 8740 5267 51 05 OAEAD 
00004 ZIC HCO 2350 230104 053 718 230020 1561 2239 8740 5726 45 07 FBHFB 
00045 ZIC HCO 5895 230553 054 720 230435 0121 3456 8740 5726 61 03 DAEAD 
00200 ZIC HCO 6030 231219 057 730 231145 2750 1476 8740 5726 27 08 OAEAD 

4 

00073 BWO HOG 5045 230618 853 321 230520 5504 1476 9145 8156 40 21 CFIFC 
00206 BWO HOG 7080 231312 857 332 231230 1561 5074 9145 8156 53 22 DHBOH 

, .. 10311 BWO HOG 5045 231802 858 340 231645 2750 3456 9145 8156 61 43 CFIFC 
00312 BWO HOG 3200 231930 850 342 231805 2110 2664 9145 8156 79 33 DCGCD 
00118 NIO HOG 7080 230917 701 328 230825 8943 7263 9145 2125 45 32 CCFII 

5 

00370 NVU HVW 2515 232347 417 282 232250 4775 6010 7994 3278 70 45 DDHAA 

e 10033 MKP HZY 2750 230248 701 765 230135 9942 8820 8623 5762 61 12 95459 

0011Hl EOU INJ 7450 230918 452 818 230825 6530 7803 1864 1793 47 24 AEFEA 
00027 YWP IN.I 3330 230249 751 811 230215 9329 2645 1864 4718 64 09 AEFEA 
00028 YWP INJ 3330 230331 752 812 230240 1120 7263 1864 4718 40 04 AEFEA 
00110 YWP INJ 7450 230812 754 816 230705 8943 2664 1864 4718 52 21 CCFII 

4 

00058 XYR IXI 3170 230449 101 802 230420 5161 2645 0586 8444 37 30 68486 
00133 XYR IXI 7130 230923 103 805 230815 2110 9054 0586 8444 54 26 68486 

2 

00363 CUN IZW 6260 231124 204 837 231010 3731 1476 5815 0172 59 24 DDHAA 
00132 CUN IZW 6260 230903 201 824 230640 6350 3456 9749 2396 Bl 24 DDHAA 
00184 CUN IZW 6260 231318 207 844 231140 2110 9054 9640 1360 70 31 DDHAA 
00001 NCM IZW 5385 230136 001 809 230100 1101 3644 5815 3917 80 12 JGGJG 
00002 NCM IZW 5385 230157 002 809 230100 1101 3644 5815 3917 80 24 JGGJG 
00021 NCM IZW 5385 230212 003 809 230100 1101 3644 5815 3917 34 22 JGGJG 
00130 NCM IZW 5385 230908 005 828 230800 9942 5445 5815 3917 86 09 ODHAA 
00131 NCM IZW 5385 230939 006 828 230800 9942 5445 5815 3917 84 09 OOHAA 
0tZl165 NCM IZW 5385 231004 007 828 230800 9942 5445 5815 3917 80 09 DDHAA 
00032 WNN IZW 2100 230252 302 810 230130 0121 8820 5815 4718 94 22 DDHAA 
00088 WNN IZW 5385 230623 305 816 230515 8943 7803 5815 4718 69 16 DDHAA 

- ~ 00166 WNN IZW 6260 231008 308 829 230820 2750 7263 9640 5230 83 11 DDHAA 
00247 XTG IZW 6260 231433 101 852 231400 3749 3698 5815 8156 21 29 GBIGB 

13 

... 00347 GFI LAN 3095 232256 606 527 232210 1101 1871 5644 1324 37 25 DDHAA 

e 
COlU'IDDf at 623 
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COiilDUiil\li 

80329 DYO LLZ 4965 231814 551 659 231715 5161 3644 8146 3917 72 31 IIHFF 
80305 MLH LL.Z 7640 231613 152 654 231500 8140 7803 1639 3485 70 41 1 IHFF 
00017 ZZZ LLZ 3520 230236 601 612 230140 9329 5074 8146 7094 80 17 HAIHA 
00018 ZZZ LLZ 3520 230259 602 612 230140 9329 5074 8146 7094 60 28 HAIHA .... 
00060 ZZZ LLZ 3520 230542 606 617 230355 3731 9054 8146 7094 00 39 I IHFF 
00272 ZZZ LLZ 7640 231419 608 645 231330 7753 0889 8146 7094 80 32 IIHFF 

6 
·~· 

00153 FHI MKP 7320 231012 451 600 230925 3731 0611 6625 8327 43 26 DJDJO 
01HI 71 GKW MKP 4925 230634 201 588 230515 8943 7263 6625 9399 75 28 95459 
00250 GKW MKP 7320 230925 203 591 230620 5504 3456 6625 9399 48 11 ECHCE 
00314 GKW MKP 3440 231947 206 626 231830 2750 9054 6625 9399 96 32 50505 
00116 HZY MKP 7320 230815 501 596 230750 9329 1871 6625 6473 26 20 50505 
00180 HZY MKP 7320 231124 503 604 231000 2110 8820 6625 6473 90 28 95459 
00199 HZY MKP 7320 230905 502 591 230620 8943 1476 6625 6473 63 24 95459 
00335 HZY MKP 3440 232057 506 626 231830 1120 7263 6625 6473 70 14 ECHCE 
00245 MRS MKP 7320 231509 652 615 231435 8943 5445 6625 0091 51 28 CCFII 
00117 PSD MKP 7320 230849 301 591 230620 3731 3456 6625 1243 70 24 28082 
00313 PSD MKP 4925 231916 302 626 231830 9942 0611 6625 1243 86 24 9S459 
00072 SFV MKP 7320 230725 052 593 230645 0120 3698 6625 5320 69 26 BCEBC 
00123 SFV MKP 7320 230953 054 598 230900 9942 2664 6625 5320 60 34 OJOJO 
00152 SFV MKP 7320 231136 060 607 231040 6530 1476 6625 5320 45 32 OJDJO 
00163 SFV MKP 7320 231004 055 598 230900 9942 2664 6625 5320 73 34 DJDJD 'A' 

00246 XYR MKP 7320 231553 902 620 231500 2110 4257 6625 8444 29 24 CCFII 
15 

00301 CUO MKR 6355 231733 604 562 231655 3731 0611 3222 7742 44 44 J IHFF .. 

00372 OYO MLH 2020 231921 352 652 231705 6530 0611 7525 3917 76 16 J JHFF e 00346 DYO MLH 2020 232037 355 655 231830 3731 9054 9109 7300 56 22 JJHFF 
00063 l.LZ MLH 6340 230718 251 616 230545 2110 7263 7525 5942 58 24 I IHFF 
00367 zzz MLH 6340 231441 711 646 231330 9942 1476 9109 6644 92 27 I IHFF 
00020 zzz MLH 2020 230347 702 590 230315 3973 7487 7525 7094 90 28 FEAFE 
00059 zzz MLH 2020 230551 703 594 230430 4775 2239 7525 7094 63 30 IIHFF 
OJ0064 zzz MLH 6340 230659 704 611 230525 8140 3644 4447 0127 96 31 I IHFF 
00137 zzz MLH 6340 231008 705 627 230830 8943 4257 4339 8110 70 24 J IHFF 
00138 zzz MLH 6340 231023 706 627 230830 8943 4257 4339 8110 56 24 I IHFF 
00219 zzz MLH 6340 231354 709 640 231230 5504 31t56 7525 7094 53 20 IIHFF 
00220 zzz MLH 6340 231337 707 638 231215 1120 5445 7895 9119 84 37 I JHFF 
00270 zzz MLH 6340 231539 720 646 231330 9942 1476 9109 6644 95 40 IIHFF 
00271 zzz MLH 6340 231426 710 643 231305 2750 4257 9UJ9 6644 80 33 I IHFF 
00304 zzz MLH 6340 231612 721 646 231330 9942 1476 9109 6644 99 20 I IHFF 

14 

00155 MKP MRS 6900 231037 502 832 230940 5504 3456 8669 5762 62 16 CCFII 
801.51 WNN MRS 6900 231032 902 833 230945 9942 1476 8669 8408 33 30 HB.JBH ~ 

00078 ZCA MRS 4845 230623 753 825 230540 4775 3644 8669 UJ81 43 38 HBJBH 
00111 ZCA MRS 6900 230927 755 829 230810 1120 2664 8669 1081 43 18 HBJBH 
00150 ZCA MRS 6900 231158 758 838 231100 3731 3456 8669 1081 37 36 HB.JBH 

5 

00374 EDH MXU 2700 232312 052 660 232200 5504 5445 6616 5267 SS 18 CCFII ... 
00207 MRS MXU 6380 231257 151 639 231210 2110 7263 6616 0091 28 32 CCFII 
00331 WNN MXU 2700 232026 352 658 231935 6350 3456 6616 8408 58 21 OCGCD 
00360 ZCA MXU 2700 230310 653 629 230215 1561 1663 6616 1081 43 13 GEBGE 
00259 ZCA MXU 6380 231506 657 642 231420 9969 8423 6616 1081 59 36 HBJBH 
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00260 ZCA MXU 6380 231528 658 642 231420 9969 8423 6616 1081 42 36 HBJBH 
6 

09075 BWO NIO 4885 230630 953 465 230525 9942 2664 4140 8156 46 48 CFJFC 
80315 BWO NIO 2240 231845 956 481 231730 2750 4257 4140 8156 31 33 CFIFC 
00251 EOU NIO 6120 231'525 852 474 231410 6350 7263 4140 1793 72 46 DCGCD 
00369 FBG NIO 4895 231913 804 201 231825 2750 9054 2124 3313 98 01 DOHAA 
00338 FBG NIO 2250 232106 805 203 231910 1561 8423 2124 3313 60 49 FFBGG 
00352 FBG NIO 2250 232209 807 205 232035 9942 7803 2124 3313 80 01 FFBGG 
00168 POH NIO 6130 231152 104 169 23UJ45 9969 8423 2124 5942 84 01 DDHAA 
00169 POH NIO 6130 231437 106 186 231350 6350 3456 2124 5942 79 49 DOHAA 
00217 POH NIO 6130 231527 108 191 231450 8943 4257 6427 4493 80 42 DDHAA 
00337 POH NIO 2250 232013 109 202 231840 0121 2664 2124 5942 65 01 FFBGG 
09185 ZHK NIO 6130 231214 252 170 231100 8943 8820 2124 3151 79 01 DDHAA 
00233 ZHK NIO 6130 231704 256 196 231625 0121 2664 2124 3151 74 01 DDHAA 
00277 ZHK NIO 4895 231808 258 200 231725 6530 0611 2124 3151 73 01 DDHAA 

13 

900 83 OAL NVT 5945 230623 604 602 230500 1561 6010 2962 7896 55 43 CJCCJ 
00084 OAL NVT 6340 230648 605 619 230600 1120 4257 7525 5320 87 36 FFBGG 
00085 OAL NVT 6340 230709 608 624 230640 6960 3058 7525 5320 80 37 CJCCJ 
00086 OAL NVT 6340 230714 609 624 230640 6960 3058 7525 5320 36 34 CJCCJ 
00127 RBU NVT 6340 230822 504 619 230600 3731 9054 7525 5726 87 28 FFBGG 
00290 RBU NVT 6340 231602 507 650 231520 9329 4094 7525 5726 43 29 DCGDC 
00019 RHW NVT 2020 230242 102 587 230205 4775 2645 7525 1081 36 38 AJAAJ 
00128 RHW NVT 6340 230914 104 619 230600 2750 2664 7525 1081 84 32 DDHAA 
00129 RHW NVT 6340 230949 105 619 230600 2750 2664 7525 1081 83 32 DDHAA 

e 00142 RHW NVT 6340 231046 109 632 231010 9518 5237 7525 1081 35 21 AJAAJ 
00194 WPX NVT 5945 231351 003 644 231310 9969 4606 7525 4259 35 36 JBBJB 
00195 WPX NVT 5945 231208 001 635 231130 5161 7487 7525 4259 51 37 JBBJB 
00330 WPX NVT 5945 231902 004 654 231815 3749 5218 7525 4259 58 20 JBBJB 

13 

00319 RTJ NVU 5950 231802 809 564 231705 5161 6010 3222 1603 87 25 FFBGG 

00039 NVT OAL 3910 230456 052 390 230410 5161 7487 4556 3485 37 23 CJCCJ 
00210 NVT OAL 7830 231353 056 418 231230 9969 5218 5086 4259 65 21 CJCCJ 
00211 NVT OAL 7830 231318 055 418 231230 9969 5218 5086 4259 80 23 CJCCJ 
00309 RBU OAl. 3910 231916 153 442 231825 9329 4257 5158 6824 50 14 FFBGG 
00068 RHW OAl. 7830 230751 302 399 230700 1561 6010 5086 1081 69 21 DDHAA 
00214 XTG OAL 7830 231309 603 416 231200 0121 7263 5086 8156 55 10 FFBGG 
00264 XTG OAL. 7830 231422 605 420 231250 8943 3456 5086 8156 63 09 DDHAA 
00310 XTG OAL 4795 231834 608 439 231745 8140 2664 5158 3557 56 08 FFBGG 

8 

00091 XYR OWN 4235 230620 951 681 230605 7932 8423 5095 8444 68 31 JAAAJ 
00244 XYR OWN 6850 231418 953 684 231345 8140 1871 5095 8444 42 24 JAAAJ 
00283 XYR OWN 6850 231613 956 687 231540 3749 6010 5095 8444 39 15 JAAAJ 

3 

00031 FBG POH 3520 230305 851 614 230215 1101 7820 8146 3313 63 26 FFBGG 
00182 FBG POH 7640 231356 852 639 231210 8140 2645 1639 2549 83 42 OOHAA 
00231 FBG POH 7640 231522 854 643 231315 3731 5445 8146 3313 93 01 DDHAA 
00232 FBG POH 7640 231738 858 657 231620 6350 1476 8146 3313 72 01 FFBGG 
00276 FBG POH 7640 231524 855 648 231355 9942 3456 8146 3313 70 01 DDHAA 
00358 NIO POH 3520 232021 759 664 231900 6530 0611 8146 8912 53 31 FFBGG 

625 
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00030 NIO POH 3520 230321 751 608 230105 2750 7263 8146 8912 77 01 FFBGG 
00082 NIO POH 4965 230628 754 619 230440 8943 5445 8146 8912 63 31 FFBGG 
00079 VPO POH 4965 230613 002 621 230530 5504 4257 8146 5942 86 33 DDHAA ~ 

00080 VPO POH 4965 230644 003 621 230530 5504 4257 8146 5942 84 33 DDHAA 
00081 VPO POH 4965 230715 004 621 230530 5504 4257 8146 5942 82 33 DDHAA 
00124 ZHK POH 7640 23(21917 951 627 23(21800 2750 7263 2340 3151 77 38 DDHAA 
00164 ZHK POH 7640 231112 Q52 632 230935 653(21 8820 6210 9074 00 20 DDHAA "" 00229 ZHK POH 7640 231528 954 650 231430 3749 6010 2197 8435 81 01 DDHAA 
00230 ZHK POH 7640 231556 955 650 231430 3749 6010 2197 8435 66 01 OOHAA 

15 

00010 MKP PSD 2960 230053 551 848 230010 5504 1476 6607 5762 61 07 ECHCE 
00011 MKP Pso 2960 230114 552 848 230010 5504 1476 6607 5762 75 16 ECHCE 
00089 MKP PSD 6760 230708 555 851 230600 0121 4257 6607 5762 54 29 ECHCE 

3 

00167 cue PVK 6005 231109 202 698 231035 9518 7820 6373 7742 40 21 llHFF 

00054 NVT RBU 2460 230437 654 767 230320 0121 7263 1080 2198 71 38 DOH AA 
00183 NVT RBU 6620 231328 656 790 231245 7753 5218 8858 3485 66 36 DCGDC 
00297 NVT RBU 6620 231623 659 800 231550 1523 4606 1080 2198 50 28 DCGDC 
00175 OAL RBU 6620 231004 852 775 230835 3731 7803 8858 7896 66 29 FFBGG -. 
00197 RHW RBU 6620 231221 452 786 231100 6530 2664 8858 0406 76 33 DOHAA 

5 

00192 NVT RHW 7120 231219 555 030 231105 2750 1476 2610 4259 93 30 DDHAA 
001Q3 NVT RHW 7120 231237 556 030 231105 2750 1476 2610 4259 73 30 DOHAA 
00223 NVT RHW 712(21 231543 558 052 231500 1561 2645 8371 3485 48 38 AJAAJ 
00053 OAL RHW 3160 230407 202 024 230335 4152 5218 2610 5320 61 21 DDHAA e 00174 RBU RHW 7120 231112 752 028 231000 8943 7263 2610 5726 82 37 ODHAA 

5 

00065 FHI SFV 7830 230725 652 397 230640 4775 4606 5086 8327 56 18 AIJAI 
001"'3 FHI SFV 7830 230913 653 401 230730 1120 8820 5086 8327 71 27 DCGCD 
00216 FHI SFV 7830 230942 654 401 230l30 3731 4257 5086 8327 84 33 OJOJD 
00349 FHI SFV 3910 231007 656 401 2301-30 5504 9054 5086 8327 69 14 OCGCD 
00029 MKP SFV 3910 230356 403 388 230300 0120 1871 5086 5762 48 16 DJOJO 
00144 MKP SFV 7830 231124 408 41lll 230730 8943 3456 5086 5762 87 33 OJOJD 
00215 MKP SFV 4795 2U207 410 401 230730 8943 3456 5086 5762 92 33 DJOJD 
00067 XYR SFV 4795 230613 801 394 230525 3749 2645 5086 8444 49 31 DCGCD 
00114 XYR SFV 7830 230929 804 405 230845 9518 5074 4726 1801 28 15 EGBEG 
00278 XYR SFV 7830 231611 808 432 231520 llfbl 1663 5086 844.lf. 51 20 EGBEG 
00333 XVR SFV 3910 232023 810 445 231910 9942 3456 5086 8444 55 34 OCGCD 
00348 XVR SFV 3910 230936 805 401 230730 6530 7803 5086 8444 69 17 OCGCD 
00222 VFT SFV 4795 231448 001 425 231400 5161 2239 5086 5320 34 33 JOOJD 

13 

00066 FHI TOJ 6430 2307'0 751 91(21 230705 5161 3456 0162 8327 53 21 80808 
00102 FHI TOJ 6430 230915 752 912 230840 3731 9054 0162 8327 39 35 GIFIG 

2 

00008 BWO TPY 3360 230157 701 811 230120 8943 0611 2025 8156 32 27 CFIFC ii 

00074 BWO TPY 7400 230722 705 815 230635 1120 31tS6 2025 8156 54 47 CFIFC 
00205 BWO TPY 7400 231256 710 827 231205 4775 5218 2025 8156 36 45 ADEAD 
00043 HOG TPV 4505 230553 402 813 230450 3731 1476 2025 6707 70 40 CCFII .. 00154 NIO TPY 7400 231024 151 822 230915 9942 7263 2025 2125 51 32 CFIFC 

5 

e . 

C08IDDIHAL 626 
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COltll£6tlAL 

00051 IN.J UBT 4535 230553 152 494 230500 5504 1476 6832 1397 46 23 AEFEA 
t/J0026 YWP UBT 2850 230347 652 493 230310 1561 6010 6832 4718 39 23 AEFEA .. 00148 VWP UBT 6890 23111158 654 501 231025 1120 3456 6832 4718 46 38 AEFEA 
00149 YWP UBT 6890 231106 655 502 231030 2750 7263 6832 4718 48 37 CCFII 

4 

.. 00362 FHI UNK 6220 231006 903 760 230920 1120 5445 1972 8327 32 20 GIFIG 
00101 FHI UNK 6220 230922 901 758 230900 3749 7263 1972 8327 45 16 50505 

2 

00034 XYR Vl.H 2990 230338 201 722 230315 9742 5237 1260 8444 55 24 50505 
00092 XYR VLH 5635 230631 202 724 230610 3973 7820 1260 8444 44 17 28082 
00198 XYR VLH 6750 231202 204 725 231125 9518 2645 1260 8444 37 23 50505 
00284 XYR VLH 6750 231705 206 728 231550 6350 3456 1260 8444 51 37 68486 

4 

00187 EDI VLX 5960 231312 002 705 231225 1561 3456 6373 3061 72 29 FFBGG 

00306 FMT VXI 4165 231712 701 753 231600 3731 2664 6940 2620 75 14 CCFII 
00049 FZX VXI 2860 230408 952 735 230325 2110 7263 6940 0172 51 28 EGBGE 
00050 FZX VXI 2860 230431 953 735 230325 2110 7263 6940 0172 36 28 EGBGE 
00263 FZX VXI 6860 231454 957 748 231420 8140 5237 691t0 0172 50 38 DCGCD 

4 

~ 
00291 CUN WNN 7290 231704 351 551 231600 2750 5445 5680 2396 64 10 FFBGG 
00006 IZW WNN 3490 230154 851 518 230110 2172 4803 5743 0334 52 26 EIOEI 
00077 IZW WNN 7290 230721 854 526 230540 8943 7263 5833 3917 99 20 DDHAA 

e 00256 IZW WNN 7290 231419 857 537 231335 9942 llt76 5833 3917 69 25 FFBGG 
00257 XTG WNN 7290 231537 552 540 231400 3731 7803 5833 8156 83 24 DOHAA 
00289 XTG WNN 5455 231742 554 553 231630 2110 3456 5833 8156 80 18 FFBGG 
00037 ZCA WNN 3480 230508 951 273 230420 9329 2239 4717 1081 39 09 BFHBF 
00112 ZCA WNN 7280 230856 954 279 230800 1101 8423 4717 1081 40 09 HB.JBH 
00258 ZCA WNN 7280 231427 957 291 231345 5161 1871 4717 1081 43 26 HBJBH 
00298 ZCA WNN 7280 231719 959 297 231605 9942 7263 4717 1081 78 18 HB.JBH 

UJ 

00146 CUN XTG 4095 231031 752 653 230940 0121 3456 3565 0172 44 26 FFBGG 
00009 IZW XTG 3990 230058 651 628 230005 9518 8423 7543 9083 71 35 DOHA A 
00047 IZW XTG 3990 230503 653 638 230415 9329 5445 5653 7300 64 48 DOHAA 
00158 IZW XTG 7990 231104 656 649 230900 8943 1476 0946 0956 87 32 DDHAA 
00076 OAL XTG 7990 230714 504 643 230600 2110 9054 3565 5320 61 27 DOHAA 
00307 OAL XTG 7990 231626 509 673 231510 8943 4257 5653 9038 62 33 FFBGG 
00265 WNN XTG 799111 231506 402 665 231325 6530 2664 5653 3395 61 29 FFBGG 

7 
' 

001a4 FHI XYR 6070 230903 551 646 230815 6350 ,664 8641 8327 42 23 D.JO.JD 
00316 FHI XYR 2310 231856 553 660 231810 8943 8820 8641 8327 46 25 OJO.JO 
00044 IXI XYR 5615 230508 251 638 230425 9329 2645 8641 2611 47 24 68486 
00285 IXl XVR 6070 231612 253 656 231535 0120 1871 8641 2611 55 23 28082 
00350 IX I XYR 2310 232331 255 663 232240 5504 8820 8641 2611 51 43 68486 
00261 MKP XYR 6070 231456 802 653 231410 3731 7263 8641 5762 46 25 D.JDJO 
00317 OWN XVR 5615 231813 102 658 231700 9942 5445 8641 3872 66 43 JAAAJ 
00005 SFV XYR 2310 230054 351 631 230005 8140 7487 8641 5320 66 30 EGBEG 
00014 SFV XVR 2310 230243 354 636 230200 9518 2239 8641 5320 49 44 EGBEG .. 00115 SFV XYR 6070 230812 359 644 230725 2110 4257 8641 5320 43 28 O.JOJO 
00156 VLH XYR 6070 231147 601 649 231110 3749 4094 8641 7157 43 43 68486 
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OOD.llllmP.B 'I 

00336 VLH XYR 2310 232106 604 662 232020 6530 1476 8641 7157 33 23 JAAAJ 
12 

" 
00332 YRG xvs l.315 232024 505 420 231945 2110 5445 4357 1180 59 09 DDHAA 

00356 NVU XZJ 3255 232306 113 410 232220 9329 2645 2683 1676 63 27 DDHAA 
• 

00321 VLX VEC 3875 231925 210 151 231815 9518 8423 0027 3061 91 25 DDHAA 
00328 VRG VEC 3875 231938 303 153 231850 4775 4094 2511 9939 52 35 FFBGG 

2 

000'+8 EOU VWP 3490 230507 802 522 230425 8140 0665 5833 1793 51 22 AEFEA 
00296 EOU YWP 7290 231516 804 531 231145 6350 9054 5833 1793 85 10 AEFEA 
00273 FSD YWP 5455 231631 002 55"1 231540 5161 5218 5833 4718 36 27 JHHJH 
00181 INJ VWP 7290 231303 901 534 231220 9518 6442 5833 1397 38 20 DFJDF 
002Q2 INJ YWP 5455 231754 907 531 231145 5504 8820 5833 1397 90 10 AEFEA 
00295 INJ YWP 7290 231719 903 552 231610 0121 7263 5833 1397 73 10 AEFEA 
00090 UBT YWP 5455 230618 101 525 230530 3749 4606 5833 9803 57 19 GDAGD 
00204 UBT YWP 7290 231319 102 531 231145 8943 2664 5833 9803 87 10 AEFEA 
00294 UBT VWP 7290 231604 103 547 231520 0120 3698 5833 9803 44 13 AEFEA 

9 

00186 ALL ZCA 4405 231326 001 035 231210 3749 1663 2610 1081 43 02 JIIJI 
"10190 MRS ZCA 7120 231217 104 029 231020 6350 9054 2610 0091 91 25 HBJBH 
00224 MRS ZCA 7120 231451 105 041 231415 9329 3644 2610 0091 38 18 EOIED 
00293 MRS ZCA 4405 231744 107 064 231700 5161 4094 9523 2594 44 21 EDIED 't 

00340 MRS ZCA 3160 232006 110 070 231915 8140 4257 2610 0091 55 17 HBJBH 
00191 MXU ZCA 7120 231352 305 029 231020 6530 8820 2610 2558 85 25 HBJBH e 00323 MXU ZCA 3160 231904 306 061 231635 2110 7803 2610 2558 63 03 HBJBH 
00341 MXU ZCA 3160 232019 308 069 231905 3731 0611 2610 2558 62 25 HBJBH 
0"342 MXU ZCA 3160 232158 311 073 232110 9942 5445 2610 2558 35 08 HBJBH 
00236 WNN ZCA 7120 231448 204 029 23UJ20 6350 2664 2610 8408 87 25 HBJBH 
00281 WNN ZCA 7120 231622 205 055 231540 9518 1871 2610 8408 63 03 HBJBH 
00322 WNN ZCA 3160 231910 207 067 231830 2750 5445 2610 8408 42 23 HBJBH 

12 

00355 FBG ZHK 2420 232224 153 035 232040 1120 1476 4212 3313 36 ru FFBGG 
00371 FBG ZHK 2420 231902 152 028 231745 2750 4257 4212 3313 57 rn FFBGG 
00375 FBG ZHK 2420 232309 154 038 232225 3731 7263 1774 2549 36 22 FFBGG 
00354 NIO ZHI< 2420 232247 356 036 232135 2110 9054 9208 4637 45 24 FFBGG 
00275 NJO ZHK 2420 231712 355 025 231605 6350 5445 4212 8912 48 24 FFBGG 
00172 POH ZHK 6660 231103 305 016 231015 9942 7263 1774 4754 41 22 FFBGG 
00173 POH ZHK 6660 231158 306 019 231100 0121 2645 4212 5942 68 23 DDHAA 
00234 POH ZHK 6660 231519 307 023 231430 8943 780-3 4212 5942 59 37 FFBGG 
00235 POH ZHK 6660 231536 308 023 231430 89.tf.3 7803 4212 5942 53 26 FFBGG 
00339 POH ZHK 2420 232113 310 032 231950 5504 2664 4212 5942 70 33 DDHAA 

10 

00196 EOH ZIC 6620 231219 903 778 230940 2750 ~257 1918 5267 85 42 DAEAD 
00343 EDH ZIC 2460 232106 905 808 231920 0121 9054 1918 5267 67 50 DAEAD 
00136 EJJ ZIC 5265 231156 002 787 23'1115 8140 7487 1918 5726 39 52 JFFJF 
00365 FSD ZIC 6620 231537 704 778 230940 1120 5445 1918 7238 85 42 DAEAD 
00145 FSQ ':IC 6620 231052 703 782 231005 37.tf.9 2239 1918 7238 35 30 HDBHO 
00238 FSD ZIC 6620 231558 706 797 231510 4775 1871 1963 8741 37 28 DAEAO 
903;7 HCO ZIC 2460 232348' 810 811 232235 5504 1476 1918 8219 43 30 DAEAD .. 
80225 HCO ZIC 6620 231438 806 794 231350 1101 3698 1963 3791 39 27 FBHFB 

caa11s•t1 
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011l237 HCO zrc 6620 231426 803 778 230940 9942 2664 1918 8219 90 42 DAEAD 

" 
00324 HCO ZIC 5265 231822 807 804 231715 9329 8423 1918 8219 68 28 DAEAO 

10 

00042 DYO zzz 2030 230409 401 130 230315 4775 8423 4258 3917 •• 16 IIHFF 
00061 DYO zzz 6350 230704 406 151 230640 6320 5433 3637 1577 77 21 ABC AB 
00228 DYO zzz 6350 231412 409 202 231320 5161 9054 6445 7300 90 29 llHFF 
00274 ovo zzz 6350 231629 413 219 231535 9942 8820 6445 7300 58 16 I IHFF 
00368 LLZ zzz 6350 231746 111 233 231710 9518 0665 9000 4178 77 15 HAIHA 
00007 LLZ zzz 2030 230116 101 121 230040 3973 4094 4258 5942 63 23 IIHFF 
00062 LLZ zzz 5955 230619 104 143 230545 2172 6010 6445 4493 65 24 llHFF 
00134 LLZ zzz 6350 231034 106 181 231000 8121 2645 4104 4754 66 33 HAIHA 
00227 L.LZ zzz 6350 231451 108 208 231415 0732 3644 4258 5942 67 17 I IHFF 
00345 LLZ zzz 2030 232118 113 49 232030 0120 8423 4258 5942 85 15 llHFF 
00040 MLH zzz 5955 230557 301 138 230500 1101 7487 3637 1117 76 20 FEAFE 
00099 MLH zzz 6350 230822 304 154 230710 9942 7803 4258 4259 97 32 llHFF 
00139 MLH zzz 6350 231051 307 177 230945 8140 8820 4258 4259 91 26 JIHFF 
00140 MLH zzz 6350 231118 308 177 230945 8140 8820 4258 4259 90 32 J IHFF 
00141 MLH zzz 6350 231136 309 177 230945 8140 8820 4258 4259 92 19 JJHFF 
00248 MLH zzz 6350 2315Z8 313 211 231450 3973 1871 8236 4033 80 32 FEAFE 
00249 MLH zzz 6350 231541 314 211 231450 3973 1871 8236 4033 52 11 FEAFE 
00022 zzz zzz 5955 230326 001 126 230200 2750 2664 4258 7094 87 18 IJHFF 
00023 zzz zzz 5955 230358 002 126 230200 2750 2664 4258 7094 85 10 IJHFF 
00041 zzz zzz 5955 230431 003 126 230200 2750 2664 4258 7094 83 21 llHFF 
00095 zzz zzz 5955 230903 005 165 230830 9742 7837 4258 7094 80 14 JEEJE 
00096 zzz zzz 5955 230917 006 165 230830 9742 7837 4258 7094 70 13 JEEJE 

e 00097 zzz zzz 5955 230931 007 165 230830 9742 7837 4258 7094 80 30 JEEJE 
00098 zzz zzz 5955 230941 008 165 230830 9742 7837 4258 7094 42 20 JEEJE 

24 
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REF ID:A64556 

e~ 

E. FreQ.!!!LR 11st1y, 23 Deceaber 

00372 DVO MLH 2020 231921 352 652 231705 6530 0611 7525 3917 76 16 I IHFF 
08346 DYO ~LH 2020 232037 355 655 231830 3731 9054 9109 7300 56 22 J JHFF 
00120 ZZZ MLH 2020 230347 702 590 230315 3973 7487 7525 7094 90 28 FEAFE " 00059 ZZZ ML.H 2020 230551 703 594 230430 4775 2239 7525 7094 63 30 IIHFF 
00019 RHW NVT 2020 230242 102 587 230205 4775 2645 7525 1081 36 38 AJAAJ 

s 

00042 DYO zzz 2030 230409 401 130 230Jl5 4775 8423 4258 3917 00 16 IIHFF 
00007 LLZ Zl.Z 2030 230116 101 121 230040 3973 4094 4258 59'i2 63 23 JIHFF 
00345 LLZ zzz 2030 232118 113 249 232030 0120 8423 4258 5942 85 15 IIHFF 

3 

llJ0326 MLH DYO 211/J0 231936 454 858 231700 6530 5445 5815 4259 55 34 I IHFF 
00327 zzz OYO 2UJS 2319UJ 511 857 231625 3731 4257 9749 6644 76 40 IIHFF 
011J032 WNN l ZW 2UJ0 230252 302 BUI 230130 0121 8820 581!5 4718 94 22 DDHAA 

3 

18815 ZIC EDH 2218 230212 153 480 230125 4775 1663 6977 5726 44 37 BGIBG 

00373 NIO EOU 2220 232010 452 243 231935 6350 3456 7UJ1 2125 53 24 DCGCD 
80344 NIO EOU 2220 232148 453 245 232105 2750 2664 7UJ1 2125 37 28 CCFII 
00012 YWP EOU 2220 230313 552 221 230240 3749 0'920 7101 4718 37 28 CBECB 
00057 VWP EOU 2220 230528 554 224 230435 1101 7046 7101 4718 58 39 AEFEA 

4 

00315 BWO NIO 2240 231845 956 481 231730 2750 4257 4140 8156 31 33 CFIFC '• 

00338 FBG NIO 2250 232106 805 203 231910 1561 8423 2124 3313 60 49 FFBGG e 00352 FBG NIO 2250 232209 807 205 232035 9942 7803 2124 3313 80 01 FFBGG 
00337 POH NIO 2250 232013 109 202 231840 0121 2664 2124 5942 65 01 FFBGG 

3 

00316 FHI XYR 2310 231856 553 660 231810 8943 8820 8641 8327 46 25 OJO.JD 
00350 IXI XYR 2310 232331 255 663 232240 5504 8820 8641 2611 51 43 68486 
00005 SFV XYR 2310 230054 351 631 230005 8140 7487 8641 5320 66 30 EGBEG 
00014 SFV XYR 2310 230243 354 636 230200 9518 2239 8641 5320 49 44 EGBEG 
00336 VLH XYR 2310 232106 604 662 232020 6530 1476 8641 7157 33 23 JAAAJ 

5 

00332 Y~G XYS 23l5 232024 505 420 231945 2110 5445 4357 1180 59 09 ODHAA 

00004 ZIC HCO 2350 230104 053 718 230020 1561 2239 8740 5726 45 07 FBHFB 

00013 ZIC FSD 2400 230354 251 647 230310 8140 7487 1161 5726 46 25 HOB HD 

00355 FBG ZHK 2420 232224 153 035 232040 1120 1476 4212 3313 36 01 FFBGG 
00371 FBG ZHK 2420 231902 152 028 231745 2750 4257 4212 3313 57 01 FFBGG 
00375 FBG ZHK 2420 232309 154 038 232225 3731 7263 1774 2549 36 22 FFBGG 
00354 NIO ZHK 2420 232247 356 036 232135 2110 9054 9208 4637 45 24 FFBGG 
00275 NIO ZHK 2420 231712 355 025 231605 6350 5445 4212 8912 48 24 FFBGG 
00339 POH ZHK 2420 232113 310 032 231950 5504 2664 4212 5942 70 33 DDHAA 

6 :: 

00054 NVT RBU 2460 230437 6S4 767 230320 0121 7263 1080 2198 71 38 ODHAA 
00343 EDH ZIC 2460 232106 905 808 231920 0121 9054 1918 5267 67 Siil DAEAD .. 
0Wl357 HCO ZIC 2460 232348 810 811 232235 5504 1476 1918 8219 43 30 OAEAD 

3 



; 

.. 

• 

REF ID:A64556 

00370 NVU HVW 2515 232347 417 282 232250 4775 6010 7994 3278 70 45 ODHAA 

00003 FZX GFH 2620 230103 551 167 230025 1101 4606 4997 0172 44 11 CJBCI 
0~055 FZX GFH 2620 230406 554 169 230310 5504 4257 4997 0172 50 25 EGBGE 
00056 FZX GFH 2620 230424 555 169 230310 5504 4257 4997 0172 56 25 EGBGE 

3 

00016 PVK AAA 2685 230317 602 215 230235 9969 7046 9262 3061 48 08 IlHFF 

00374 EDH MXU 2700 232312 052 660 232200 5504 5445 6616 5267 55 18 CCFII 
00331 WNN MXU 2700 232026 352 658 231935 6350 3456 6616 8408 58 21 DCGCD 
00360 ZCA MXU 2700 230310 653 629 230215 1561 1663 6616 1081 43 13 GEBGE 

3 

00033 MKP HZY 2750 230248 701 765 230135 9942 8820 8623 5762 61 12 95459 

00026 YWP UBT 2850 230347 652 493 230310 1561 6010 6832 4718 39 23 AEFEA 

00049 FZX VXI 2860 230408 952 735 230325 2110 7263 6940 0172 51 28 EGBGE 
00050 FZX VXI 2860 230431 953 735 230325 2110 7263 6940 0172 36 28 EGBGE 

2 

00353 NIO FBG 2910 232352 055 511 232300 5504 7803 7435 8912 35 25 FFBGG 
00052 POH FBG 2910 230408 204 468 230320 3749 4257 7165 4493 56 20 FFBGG 
00320 POH FBG 2910 231956 211 508 231840 3731 2664 7165 4493 47 26 FFBGG 

3 

00010 MKP PSD 2960 230053 551 848 230010 5504 1476 6607 5762 61 07 ECHCE 
00011 MKP PSD 2960 230114 552 848 230010 5504 1476 6607 5762 75 16 ECHCE 

2 

00034 XYR VLH 2990 230338 ?.01 722 230315 9742 5237 1260 8444 55 24 50505 

00347 GFI LAN 3095 232256 606 527 232210 1101 1871 5644 1324 37 25 DOHAA 

00053 OAL RHW 3160 230407 202 024 230335 4152 5218 2610 5320 61 21 DDHAA 
00340 MRS ZCA 3160 232006 110 070 231915 8140 4257 2610 0091 55 17 HBJBH 
00323 MXU ZCA 3160 231904 306 061 231635 2110 7803 2610 2558 63 03 HBJBH 
00341 MXU ZCA 3160 232019 308 069 231905 3731 0611 2610 2558 62 25 HBJBH 
00342 MXU ZCA 3160 232158 311 073 232110 9942 5445 2610 2558 35 08 HBJBH 
00322 WNN ZCA 3160 231910 207 067 231830 2750 5445 2610 8408 42 23 HBJBH 

6 

00058 XYR IXI 3170 230449 101 802 230420 5161 2645 0586 8444 37 30 68486 

00312 BWO HOG 3200 231930 850 342 231805 2110 2664 9145 8156 79 33 DCGCD 

00356 NVU XZJ 3255 232306 113 410 232220 9329 2645 2683 1676 63 27 DDHAA 

00027 YWP JNJ 3330 230249 751 811 230215 9329 2645 1864 4718 64 09 AEFEA 
00028 YWP JNJ 3330 230331 752 812 230240 1120 7263 1864 4718 40 04 AEFEA 

2 

00008 BWO TPY 3360 230157 701 811 230120 8943 0611 2025 8156 32 27 CFIFC 

00314 GKW MKP 3440 231947 206 626 231830 2750 9054 6625 9399 96 32 50505 



REF ID:A64556 

00335 HZY MKP 3440 232057 506 626 231830 1120 7263 6625 6473 70 14 ECHCE 
2 

llJllJllJ37 ZCA WNN 3480 230508 951 273 230420 9329 2239 4717 1081 39 09 BFHBF 
" 

00006 IZW WNN 3490 230154 851 518 230111& 2172 4803 5743 0334 52 26 EIDE I 
00048 EOU YWP 3490 230507 802 522 230425 8140 0665 5833 1793 51 22 AEFEA 

2 • 
00017 zzz LLZ 3520 230236 601 612 230140 9329 !U.174 8146 7094 80 17 HAIHA 
80018 zzz LLZ 3520 230259 602 612 230140 9329 5074 8146 7094 60 28 HAIHA 
000is0 zzz LLZ 3520 230542 606 617 230355 3731 9054 8146 7094 00 39 I IHFF 
00fJ 31 FBG POH 3520 230305 851 614 230215 1101 7820 8146 3313 63 26 FFBGG 
00358 NIO POH 3520 232021 759 664 231900 6530 0611 8146 8912 53 31 FFBGG 
00tlll30 NIO POH 3520 230321 751 608 230105 2750 7263 8146 8912 77 01 FFBGG 

6 

00025 UNK FHI 3670 230208 451 6eJ8 230115 9942 3456 6869 7904 60 29 80808 

00035 FMT FZX 3760 230513 501 191 230420 9518 7487 7741 262(/J 44 18 GHEGH 
00334 FMT FZX 3760 232114 507 230 232000 5504 4257 7741 2620 63 32 EGBGE 

2 

00321 VLX YEC 3875 231925 21'0 151 231815 9518 8423 0027 3061 91 25 DDHAA 
00328 YRG YEC 3875 231938 303 153 231850 4775 4194 2511 9939 52 35 FFBGG 

2 .. 
00039 NVT OAL 3910 230456 052 390 230410 5161 7487 4555 3485 37 23 CJCCJ 
1110309 RBU OAL 3910 231916 153 442 231825 9329 4257 5158 6824 50 14 FFBGG 
00349 FHI SFV 3910 231007 656 401 230730 5501t 9054 5086 8327 69 14 DCGCD e 000 29 MKP SFV 3910 230356 403 388 230300 0120 1871 5086 5762 lt8 16 DJDJD 
00333 XYR SFV 3910 232023 810 445 231910 9942 3456 5086 8444 55 34 DCGCO 
00348 XYR SFV 39Ul 230936 805 401 230730 6530 7803 5086 8444 69 17 DCGCD 

6 

00351 NJO BWO 3990 232249 310 680 232130 3731 3456 3565 2125 511 19 DCGCO 
00024 TPY BWO 3990 230337 203 632 230210 5504 1476 3565 9713 59 30 CFIFC 
00318 TPY BWO 3990 231922 208 679 231830 9942 7263 3565 9713 59 22 CFIFC 
00009 IZW XTG 3990 230058 651 628 230005 9518 8423 7543 9083 71 35 DDHAA 
00eJ47 IZW XTG 3990 230503 653 638 230415 9329 5445 5653 7300 64 48 DDHAA 

5 

00221 GXW BWO 4095 231448 001 668 231400 4775 3058 3565 8156 39 17 JCCJC 
00038 NIO BWO 4095 230536 301 640 239455 1561 6442 3565 2125 67 12 CEHCE 
00146 CUN XTG 4095 231031 752 653 230940 0121 3456 3565 8172 44 26 FFBGG 

3 

00359 FHI FBP 41185 2318211.1 506 8411.1 231735 6530 4257 4122 8327 83 20 80808 

00306 FMT VXI 4165 231712 701 753 23161110 3731 2664 69411.1 2620 75 14 CCFII . 
011.111.191 XYR OWN 4235 230620 951 681 230605 7932 8423 5095 8444 68 31 JAAAJ 

;: 

00036 IZW CUN 4265 230557 952 195 230515 1101 5074 2241 9083 58 38 AGHAG 
00286 XTG CUN 4265 231754 452 228 231650 8140 2664 7741 8156 71 41 FF8GG 
01'3·61 LYD FZX 4265 230751 001 199 230700 3749 0420 7741 0172 48 12 JAA.JA • 3 



REF ID:A64556 

00186 ALL ZCA 4405 231326 001 035 231210 3749 1663 2610 1081 43 02 J IIJI 
00293 MRS ZCA 4405 231744 107 064 231700 5161 4094 9523 2594 44 21 EDIED 

2 

000lt3 HOG TPY 4505 230553 402 813 230450 3731 1476 2025 6707 70 40 CCFII 

00051 INJ UBT 4535 230553 152 494 230500 5504 1476 6832 1397 46 23 AEFEA 

00093 UBT EOU 4565 230609 952 225 230435 2110 8820 7101 9803 31 23 CCFII 

00310 XTG OAL 4795 231834 608 439 231745 8140 2664 5158 3557 56 08 FFBGG 
00215 MKP SFV 4795 231207 410 401 230730 8943 3456 5086 5762 92 33 DJOJO 
!ll0067 XVR SFV 4795 230613 801 394 230525 3749 2645 5086 8444 49 31 OCGCO 
00222 VFT SFV 4795 231448 001 425 231400 5161 2239 5086 5320 34 33 ..100Jo 

4 

00078 ZCA MRS 4845 230623 753 825 230540 4775 3644 8669 1081 43 38 HBJBH 

00075 BWO NIO 4885 230630 953 465 230525 9942 2664 4140 8156 46 48 CFIFC 

00369 FBG NIO 4895 231913 804 201 231825 2750 9054 2124 3313 98 01 OOHAA 
00277 ZHK NIO 4895 231808 258 200 231725 6530 0611 2124 3151 73 01 DDHAA 

2 

00071 GKW MKP 4925 230634 201 588 230515 8943 7263 6625 9399 75 28 95459 
00313 PSD MKP 4925 231916 302 626 231830 9942 0611 6625 1243 86 24 95459 

2 

e 00329 OYO LLZ 4965 231814 551 659 231715 5161 3644 81•6 3917 72 31 I JHFF 
00082 NIO POH 4965 230628 754 619 230440 8943 5445 8146 8912 63 31 FFBGG 
00079 VPO POH 4965 230613 01'/J2 621 230531'/J 5504 4257 8146 5942 86 33 DOHA A 
000 80 V PO POH 4965 230644 003 621 230530 5504 4257 8146 5942 84 33 OOHAA 
00081 VPO POH 4965 2311J715 011J4 621 230530 5504 4257 8146 5942 82 33 DOHAA 

5 

00073 BWO HOG 5045 230618 853 321 230520 5504 1476 9145 8156 40 21 CFIFC 
00311 ewe HOG 5045 231802 858 340 231645 2750 3456 9145 8156 61 43 CFIFC 

2 

00136 EJJ ZIC 5265 231156 002 787 231115 8140 7487 1918 5726 39 52 JFFJF 
00324 HCO ZIC 5265 23l822 807 804 231715 9329 8423 1918 8219 68 28 DAEAD 

2 

00325 FMT GFH 5285 231829 652 191 231750 3731 5445 4997 2620 46 16 OCGCD 
00094 VXI GFH 5285 230612 051 172 230535 8943 7803 4997 3070 65 20 CCFII 

2 

00069 TOJ FHI 5335 230712 651 612 230600 2110 0611 6869 5609 83 23 80808 

0(1J001 NCM IZW 5385 230136 001 809 230100 1101 3644 5815 3917 80 12 JGGJG 
00002 NCM IZW 5385 230157 002 809 230100 1101 3644 5815 3917 80 24 JGGJG 
00021 NCM IZW 5385 230212 003 809 230100 1101 3644 5815 3917 34 22 JGGJG 
00130 NCM IZW 5385 230908 005 828 230800 9942 5445 5815 3917 86 09 ODHAA 
00131 NCM IZW 5385 230939 006 828 230800 9942 5445 5815 3917 84 09 DDHAA 
80165 NCM IZW 5385 231004 007 828 230800 9942 5445 5815 3917 80 09 DDHAA 

.. 00088 WNN IZW 5385 230623 305 816 230515 8943 7803 5815 4718 69 16 DDHAA 
7 

633 
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00289 XTG WNN 5455 231742 554 553 231630 2110 3456 5833 8156 80 18 FFBGG 
00273 FSO VWP 5455 231631 002 550 231540 5161 5218 5833 4718 36 27 JHHJH 
00292 INJ VWP 5455 231754 907 531 231145 5504 8820 5833 1397 90 10 AEFEA 
0009~ UBT VWP 5455 230618 101 525 230530 3749 4606 5833 9803 57 19 GDAGO 

4 

00044 IXI XVR 5615 230508 251 638 230425 9329 2645 8641 2611 47 24 68486 
00317 OWN X"f'R 5615 231813 102 658 231700 9942 5445 8641 3872 66 43 J~AAJ 

2 

00092 XYR VLH 5635 230631 202 724 230610 3973 7820 1260 8444 44 17 28082 

00046 HCO FSD 5805 230549 351 650 230500 2110 7803 1161 8219 34 05 OAEAD 

00143 AAA AAA 5820 231018 003 251 230940 0120 0420 9262 73J.9 49 19 IIHFF 

00045 ZIC HCO 5895 230553 054 720 230435 0121 3456 8740 5726 61 03 DAEAD 

00083 OAL NVT 5945 230623 604 602 230500 1561 6010 2962 7896 55 43 CJCCJ 
00194 WPX NVT 5945 231351 003 644 231310 9969 4606 7525 4259 35 36 JBB.JB 
00195 WPX NVT 5945 231208 001 635 231130 5161 7487 7525 4259 51 37 JBBJB 
00330 WPX NVT 5945 231902 004 654 231815 3749 5218 7525 4259 58 20 JBBJB 

4 
;. 

00319 RTJ NVU 595121 231802 809 564 231705 5161 6010 3222 1603 87 25 FFBGG 

00062 LLZ zzz 5955 230619 104 143 230545 2172 6010 6445 4493 65 24 I IHFF 
00040 MLH zzz 5955 230557 301 138 230500 111211 7487 3637 1117 76 20 FEAFE ~ 

00022 zzz zzz 5955 230326 001 126 230200 2750 2664 4258 7094 87 18 I lHFF 
00023 zzz zzz 5955 230358 002 126 230200 2750 2664 4258 7094 85 10 I IHFF e 00041 zzz zzz 5955 230431 003 126 230UJ0 2750 2664 4258 7094 83 21 IIHFF 
000Q5 zzz zzz 5955 230903 005 165 230830 9742 7837 4258 7094 80 14 JEEJE 
000% zzz zzz 5955 230917 006 165 230830 9742 7837 4258 7094 70 13 .JEEJE 
00097 zzz zzz 5955 230931 007 165 230830 9742 7837 4258 7094 80 30 JEEJE 
00098 zzz zzz 5955 230941 008 165 23~830 9742 7837 4258 7094 42 20 JEEJE 

9 

00107 EDI VLX 5960 231312 002 705 231225 1561 3456 6373 '3061 72 29 FFBGG 

00167 cuo PVK 6005 231109 202 698 231035 9518 7820 6373 7742 40 21 I IHFF 

00119 EDH HCO 6030 230822 402 723 230730 9518 8423 8740 5267 51 05 DAEAD 
00200 ZIC HCO 6030 231219 057 730 231145 2750 1476 874iD 5726 27 08 DAEAD 

2 

00104 FHI XYR 62170 230903 551 646 230815 6350 2664 8641 8327 42 23 DJDJD 
00285 IXI XVR 62170 231612 253 656 231535 0120 1871 8641 2611 55 23 28082 
00261 MKP XYR 6070 231456 802 653 23141'6 3731 7263 8641 5762 46 25 DJOJD 
00115 SFV XYR 6070 230812 359 644 230725 2110 4257 8641 5320 43 28 OJOJD 
00156 VLH XVR 6070 231147 601 649 231110 3749 4094 8641 7157 43 43 68486 

5 

00179 MKP GKW 6100 231142 351 824 231110 4775 7046 9893 5762 33 32 ECHCE • 00243 MKP GKW 6100 231420 353 826 231245 3731 2664 9893 5762 76 24 50505 
2 

00251 EOU NIO 6120 231525 852 474 231410 6350 7263 4140 1793 72 46 DCGCO ;. 

'-

e 
88lll'DBllHAI. 634 



REF ID:A64556 

00168 POH NIO 6130 231152 104 169 231045 9969 8423 2124 5942 84 01 OOHAA 
00169 POH NIO 6130 231437 106 186 231350 6350 3456 2124 5942 79 49 OOHAA 
00217 POH NIO 6130 231527 108 191 231450 8943 4257 6427 4493 80 42 OOHAA 
00185 ZHK NIO 6130 231214 252 170 231100 8943 8820 2124 3151 79 01 DDHAA 
00233 ZHK NIO 6130 231704 256 196 231625 0121 2664 2124 3151 74 01 OOHAA 

5 

00177 YWP EOU 6140 231146 555 236 231100 6530 9054 7101 4718 44 29 CCFII 
00241 YWP EOU 6140 231437 556 239 231350 3731 5445 7101 4718 32 26 OCGCD 

2 

00113 FSD EDH 6170 230939 452 487 230900 0121 3456 6977 7238 28 41 OAEAO 
002~9 MXU EDH 6170 231603 552 503 231515 5504 7803 6977 2558 44 20 DCGCD 
00126 ZIC EOH 6170 230809 155 485 230730 1561 3698 6977 5726 34 43 BGIBG 
00208 ZIC EDH 6170 231323 159 492 231145 6530 1476 6977 5726 79 35 OAEAO 
00209 ZIC EDH 6170 231348 160 492 231145 6530 1476 6977 5726 74 35 DAEAD 

5 

00362 FHI UNK 6220 231006 903 760 230920 1120 5445 1972 8327 32 20 GIFIG 
00101 FHI UNK 6220 230922 901 758 230900 3749 7263 1972 8327 45 16 50505 

2 

00266 LLZ DYO 6260 231541 653 855 231450 8140 2645 9749 4493 91 41 IIHFF 
00218 MLH DYO 6260 231358 452 850 231315 0732 5218 5815 4259 74 29 I IHFF 
00302 MLH DYO 6260 231612 453 854 231430 2750 3456 9749 2198 64 35 IIHFF 
00125 zzz OYO 6260 230929 503 832 23~900 9192 4803 9541 3755 45 46 ABCAB 
00135 zzz DYO 6260 231156 504 840 231105 4775 8820 9749 6644 53 22 IIHFF 
00267 zzz OYO 6260 231511 508 849 231300 9942 7263 9640 8110 86 32 I IHFF e 00268 zzz OYO 6260 231404 507 847 231235 0121 1476 9541 3755 76 27 IJHFF 
00303 zzz ~VO 6260 231602 510 853 231420 6530 2664 5815 7094 74 29 IIHFF 
00363 CUN IZW 6260 231124 7.04 837 2310 1 0 3731 1476 5815 0172 59 24 DDHAA 
00132 CUN IZW 6260 230903 201 824 230640 6350 3456 9749 2396 81 24 OOHAA 
00184 CUN IZW 6260 231318 207 844 231140 2110 9054 9640 1360 70 31 DDHAA 
00166 WNN IZW 6260 231008 308 829 230820 2750 7263 9640 5230 83 11 DDHAA 
00247 XTG IZW 6260 231433 101 852 231400 3749 3698 5815 8156 27 29 G8IGB 

13 

00063 LLZ MLH 6340 230718 251 616 230545 2110 7263 7525 5942 58 24 IIHFF 
00367 zzz MLH 6340 231441 711 646 231330 9942 1476 9109 6644 92 27 IIHFF 
00064 zzz MLH 6340 230659 704 611 230525 8140 3644 4447 0127 96 31 I IHFF 
00137 zzz MLH 6340 231008 705 627 230830 8943 4257 4339 8110 70 24 I IHFF 
00138 zzz MLH 6340 231023 706 627 230830 8943 lt257 4339 8110 56 24 IIHFF 
00219 zzz ML.H 6340 231354 709 640 231230 5504 3456 7525 7094 53 20 I IHFF 
00220 zzz MLH 6340 231337 707 638 231215 1120 5445 7895 9119 84 37 I IHFF 
00270 zzz MLH 6340 231539 720 646 23U30 9942 1476 9109 6644 95 40 IIHFF 
00271 zzz MLH 6340 231426 710 643 231305 2750 4257 9109 6644 80 33 IIHFF 
00304 ZZZ MLH 6340 231612 721 6 ... 6 231J30 9942 1476 9109 6644 99 20 JJHFF 
00084 OAL NVT 6340 230648 605 619 230600 1120 4257 7525 5320 87 36 FFBGG 
000 85 OAL NVT 6340 230709 608 624 230640 6960 3058 7525 5320 80 37 CJCCJ 
00086 OAL NVT 6340 230714 609 624 230640 6960 3058 7525 5320 36 34 CJCCJ 
00127 RBU NVT 6340 230822 504 619 230600 3731 9054 7525 5726 87 28 FFBGG 
00290 RBU NVT 6340 231602 507 650 231520 9329 4094 7525 5726 43 29 DCGDC 
00128 RHW NVT 6340 230914 104 619 230600 2750 2664 7525 1081 84 32 OOHAA 
00129 RHW NVT 6340 230949 105 619 230600 2750 2664 7525 1081 83 32 DOHAA 
00142 RHW NVT 6340 231046 109 632 231010 9518 5237 7525 1081 35 21 AJAAJ 

• 18 

635 



REF ID:A64556 

00061 OYO zzz 6350 230704 406 151 230640 6320 5433 3637 1577 77 21 ABCAB 
00228 ovo zzz 6350 231412 409 202 231320 5161 9054 6445 7300 90 29 JJHFF 
00274 ovo zzz 6350 231629 413 219 231'35 9942 8820 6445 7300 58 16 llHFF 
00368 LLZ zzz 6350 231746 111 233 231710 9518 0665 9000 4178 77 15 HAIHA • 
00134 LLZ zzz 6350 231034 106 181 231000 8121 2645 4104 4754 66 33 HAJHA 
00227 LLZ zzz 6350 231451 108 208 231415 0732 3644 4258 5942 67 17 I IHFF 
00099 MLH zzz 6350 230822 304 154 230710 9942 7803 4258 4259 97 32 llHFF 
00139 MLH zzz 6350 231051 307 177 230945 8140 8820 4258 4259 91 26 llHFF 
00140 MLH zzz 6350 231118 308 177 230945 8140 8820 4258 4259 90 32 I IHFF 
00141 MLH zzz 6350 231136 309 177 230945 8140 8820 4258 4259 92 19 J IHFF 
00248 MLH zzz 6350 231528 313 211 231450 3973 1871 8236 4033 80 32 FEAFE 
00249 MLH zzz 6350 231541 314 211 231450 3973 1871 8236 4033 52 11 FEAFE 

12 

00301 CUO MKR 6355 231733 604 562 231655 3731 0611 3222 7742 44 44 I IHFF 

00207 MRS MXU 6380 231257 151 639 231210 2110 7263 6616 0091 28 32 CCFll 
00259 ZCA MXU 6380 231506 657 642 231420 9969 8423 6616 1081 59 36 HSJBH 
00260 ZCA MXU 6380 231528 658 642 231420 9969 8423 6616 1081 42 36 HBJBH 

3 

00f/J37 CUO AAA 6405 230806 753 243 230745 3749 1663 9262 7742 37 06 BEGBE 
~ 

00066 FHI TOJ 6430 230730 751 910 230705 5161 3456 0162 8327 53 21 80808 
00102 FHI TOJ 6430 230915 752 912 230840 3731 91'654 0162 8327 39 35 GIFIG 

2 

00240 FZX GFH 6460 231552 557 188 231520 6350 3456 4997 0172 70 15 CCFJJ 
00176 lNJ GFH 6460 231157 402 180 231015 6530 0611 4997 1397 50 18 CCFll e 2 

00183 NVT RBU 6620 231328 656 790 231245 7753 5218 8858 3485 66 36 DCGDC 
00297 NVT RBU 6620 231623 659 800 231550 1523 4606 1080 2198 50 28 DCGDC 
00175 OAL RBU 6620 231004 852 775 230835 3731 7803 8858 7896 66 29 FFBGG 
00197 RHW RBU 6620 231221 452 786 231100 6530 2664 8858 0406 76 33 DDHAA 
00196 EDH ZIC 6620 231219 903 778 230940 2750 4257 1918 5267 85 42 DAEAO 
00365 FSD ZIC 6620 231537 704 778 230940 1120 51p45 1918 7238 es 42 DAEAO 
00145 FSD ZIC 6620 231052 703 782 231005 37"'9 2239 1918 7238 35 30 HOBHD 
00238 FSO ZIC 6620 231558 706 797 231510 4775 1871 1963 8741 37 28 DAEAD 
00225 HCO ZIC 6620 231438 806 794 231350 1101 3698 1963 3791 39 27 FBHFB 
00237 HCO ZIC 662QJ 231426 803 778 230940 9942 2664 1918 8219 90 42 DAEAD 

10 

00172 POH ZHK 6660 231103 305 016 231015 9942 7263 1774 4754 41 22 FFBGG 
00173 POH ZHK 6660 231158 306 019 231100 0121 2645 4212 5942 68 23 DOH AA 
00234 POH ZHK 6660 231519 307 023 231430 8943 7803 4212 5942 59 37 FFBGG 
00235 POH ZHK 6660 231536 308 023 231430 89.lf.3 7803 4212 5942 53 26 FFBGG 

4 

00122 ZIC FSD 6680 230930 254 655 230825 4775 0420 1161 5726 31 22 HOB HD 
00157 ZIC FSD 6680 231037 256 662 231000 4369 5218 1161 5726 35 27 DAEAD 
00253 ZIC FSO 6680 231550 259 668 231435 6530 2664 1161 5726 45 0S DAEAD • 3 

00198 XVR VLH 6750 231202 204 725 231125 9518 2645 1260 8444 37 23 50505 
00284 XYR VLH 6750 231705 206 728 231550 6350 3456 1260 8444 51 37 68486 

2 

e ' 
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REF ID:A64556 

00089 MKP PSD 6760 230708 555 851 230600 0121 4257 6607 5762 54 29 ECHCE 

00279 NIO FBG 6830 231618 054 494 231505 2110 1476 7435 8912 43 01 FFBGG . 00364 POH FBG 6830 231305 206 483 231130 9942 3456 7435 5942 57 22 FFBGG - 00170 POH FBG 6830 231458 207 490 231415 6350 0611 7435 5942 75 28 DDHAA 
00171 POH FBG 6830 231536 208 493 231445 1120 7820 7435 5942 97 18 DDHAA 
00188 POH FBG 6830 231748 209 503 231705 6530 5445 5121 2666 79 28 DDHAA 
00189 ZHK FBG 6830 231728 904 497 231635 2750 7263 7435 3151 93 01 DDHAA 
00280 ZHK FBG 6830 231702 903 495 231610 8943 8820 7435 3151 48 35 FFBGG 

7 

00244 XVR OWN 6850 231418 953 684 231345 8140 1871 5095 8444 42 24 JAAAJ 
00283 XYR OWN 6850 231613 956 687 231540 3749 6010 5095 8444 39 15 JAAAJ 

2 

00263 FZX VXI 6860 231454 957 748 231420 8140 5237 6940 0172 50 38 OCGCO 

00148 YWP UBT 6890 231058 654 501 231025 1120 3456 6832 4718 46 38 AEFEA 
00149 YWP UBT 6890 231106 655 502 231030 2750 7263 6832 4718 48 37 CCFJJ 

2 

00155 MKP MQS 6900 231037 502 832 230940 5504 3456 8669 5762 62 16 CCFII 
'; 00151 WNN MRS 6900 231032 902 833 230945 9942 1476 8669 8408 33 30 HBJBH 

00111 ZCA MRS 6900 230927 755 829 230810 1120 2664 8669 1081 43 18 HBJBH 
00150 ZCA MRS 6900 231158 758 838 231100 3731 3456 8669 1081 37 36 HB.JBH 

4 

00206 BWO HOG 7080 231312 857 332 231230 1561 5074 9145 8156 53 22 OHBDH 
00118 NIO HOG 7080 230917 701 328 230825 8943 7263 9145 2125 45 32 CCFII e 2 

00192 NVT RHW 7120 231219 555 030 231105 2750 1476 2610 4259 93 30 DOHAA 
00193 NVT RHW 7120 231237 556 030 231105 2750 1476 2610 4259 73 30 OOHAA 
00223 NVT RHW 7120 231543 558 052 231500 1561 2645 8371 3485 48 38 AJAAJ 
00174 RBU RHW 7120 231112 752 028 231000 8943 7263 2610 5726 82 37 DDHAA 
00190 MRS ZCA 7120 231217 104 029 231020 6350 9054 2610 0091 91 25 HBJBH 
00224 MRS ZCA 7120 231451 105 041 231415 9329 3644 2610 0091 38 18 EDIED 
00191 MXU ZCA 7120 231352 305 029 231020 6530 8820 2610 2558 85 25 HBJBH 
00236 WNN ZCA 7120 231448 204 029 231020 6350 2664 2610 8408 87 25 HBJBH 
00281 WNN ZCA 7120 231622 205 055 231540 9518 1871 2610 8408 63 03 HBJBH 

9 

00133 XVR JXI 7130 230923 103 805 230815 2110 9054 0586 8444 54 26 68486 

00112 ZCA WNN 7280 230856 954 279 230800 1101 8423 4717 1081 40 09 HB.JBH 
00258 ZCA WNN 7280 231427 957 291 231345 5161 1871 4717 1081 43 26 HBJBH 
00298 ZCA WNN 7280 231719 959 297 231605 9942 7263 4717 1081 78 18 HBJBH 

3 

00291 CUN WNN 7290 231704 351 551 231600 2750 5445 5680 2396 64 10 FFBGG 
00077 IZW WNN 7290 230721 854 526 230540 8943 7263 5833 3917 99 20 ODHAA 
00256 IZW WNN 7290 231419 857 537 231335 9942 1476 5833 3917 69 25 FFBGG 

• 00257 XTG WNN 7290 231537 552 540 231400 3731 7803 5833 8156 83 24 DOHAA 
00296 EOU VWP 7290 231516 804 531 231145 6350 9054 5833 1793 85 10 AEFEA 
00181 INJ VWP 7290 231303 901 534 231220 9518 6442 5833 1397 38 20 OFJDF 
00295 I NJ YWP 7290 231719 903 552 231610 0121 7263 5833 1397 73 10 AEFEA 

637 
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00204 UBT YWP 7290 231319 102 531 231145 8943 2664 5833 9803 87 10 AEFEA 
00294 UBT YWP 7290 231604 103 547 231520 0120 3698 5833 9803 44 13 AEFEA 

9 . 
"' 00153 FHI MKP 7320 231012 451 600 230925 3731 0611 6625 8327 43 26 DJDJD 

00250 GKW MKP 7320 230925 203 591 230620 5504 3456 6625 9399 48 11 ECHCE 
00116 HZY MKP 7320 230815 501 596 230750 9329 1871 6625 6473 26 20 50505 
00180 HZY MKP 7320 231124 503 604 231000 2110 8820 6625 6473 90 28 95459 
00199 HZY MKP 7320 230905 502 591 230620 8943 1476 6625 6473 63 24 95459 
00 245 MRS MKP 7320 231509 652 615 231435 8943 5445 6625 0091 51 28 CCFII 
00117 PSD MKP 7320 230849 301 S91 230620 3731 3456 6625 1243 70 24 28082 
000 72 SFV MKP 7320 230725 052 593 230645 0120 3698 6625 5320 69 26 BCEBC 
00123 SFV MKP 7320 230953 054 598 230900 9942 2664 6625 5320 60 34 DJDJD 
00152 SFV MKP 7320 231136 060 607 231040 6530 1476 6625 5320 45 32 DJDJD 
00163 sFv MKP 7320 231004 055 598 230900 9942 2664 6625 5320 73 34 DJDJD 
00246 XYR MKP 7320 231553 902 620 231500 2110 4257 6625 8444 29 24 CCFI I 

12 

00109 FZX FMT 7340 230823 753 394 230745 0121 2664 8678 1360 65 29 EGBGE 
00213 FZX FMT 7340 231208 755 399 231130 3731 9054 6850 0172 39 17 EGBGE 

2 . 
00074 BWO TPV 7400 230722 705 81S 230635 1120 3456 2025 8156 54 47 CFIFC 

.. 
00205 BWO TPY 7400 231256 710 827 231205 4775 5218 2025 8156 36 45 A DEAD 
00154 NIO TPY 7400 231024 151 822 230915 9942 7263 2025 2125 51 32 CFIFC 

3 '• 

00100 EOU INJ 7450 230918 452 818 230825 6530 7803 1864 1793 47 24 AEFEA 
00110 VWP I N.J 7450 230812 7S4 816 230705 8943 2664 1864 4718 52 21 CCFll e 2 

00105 FBP FHI 7510 230836 852 612 230600 0121 7803 6869 5447 96 22 28082 
00106 FBP FHI 7510 230851 853 612 230600 6530 5445 6869 5447 82 22 28082 
00212 SFV FHI 7510 231332 754 615 231220 2750 1476 7642 6536 60 22 DCGCD 
00252 SFV FHI 7510 231451 757 619 231345 0121 7263 6869 5320 77 44 DJOJO 
00262 SFV FHI 75UJ 231518 758 619 231345 0121 7263 6869 5320 80 44 DJOJD 
00300 SFV FHI 7510 231704 759 626 231610 8943 7803 6869 5320 57 44 DJDJD 
00070 TOJ FHI 7Sl0 230723 652 612 230600 2110 0611 6869 5609 59 46 GIFIG 
0011;,7 UNK FHI 75UJ 230804 452 612 230600 3731 4257 6869 7904 71 36 GIFIG 
00108 UNK FHI 7510 230816 453 612 230600 5504 8820 6869 7904 63 42 80808 

9 

00305 MLH LLZ 7640 231613 152 654 231500 8140 7803 1639 348;; 70 41 IIHFF 
00272 zzz LLZ 7640 231419 608 645 231330 7753 0889 8146 7094 80 32 I IHFF 
00182 FBG POH 7640 231356 852 639 231210 8140 2645 1639 2549 83 42 DOHAA 
00231 FBG POH 7640 231522 854 643 231315 3731 5445 8146 3313 93 01 DOHAA 
00232 FBG POH 7640 231738 858 657 231620 63S0 1476 8146 3313 72 01 FFBGG 
00276 FBG POH 7640 231524 855 648 231355 9942 3456 8146 3313 70 01 DOHAA 
00124 ZHK POH 7640 230917 951 627 230800 27S0 7263 2340 3151 77 38 DDHAA 
00164 ZHK POH 7640 231112 952 632 230935 6530 8820 6210 9074 00 20 ODHAA 
00229 ZHK POH 7640 231528 954 650 231430 3749 6010 2197 8435 Bl 01 DDHAA 
00230 ZHK POH 7640 2315S6 955 650 231430 3749 6010 2197 8435 66 01 DDHAA 

10 

00121 I ZW CUN 7720 230913 955 202 230740 6530 9054 2601 0956 89 27 DDHAA 
00226 IZW CUN 7720 231449 956 225 231415 1561 3698 7741 3917 35 23 

.. 
AGHAG 



REF ID:A64556 

t"OltftiBtffAL 

00159 WNN CUN 7120 231018 254 207 230900 6350 3456 4366 3395 54 42 FFBGG 
02162 FMT FZX 7720 231052 502 210 230945 2750 7263 7741 2620 64 27 CCFI I 
0i/?255 FMT FZX 7720 231406 503 221 23111r; 3731 0611 7741 2620 84 24 EGBGE 

• 00203 GFH FZX 7720 231254 305 221 23lll5 0121 5445 7741 6743 85 24 EGBGE 
00288 GFH FZX 77U 231723 306 227 231610 6350 3456 7741 6743 56 28 DCGCD 
00147 vxr FZX 7720 231106 601 214 231020 9329 2239 7741 3070 40 18 HBJHB 
00160 VXI FZX 7720 231119 604 212 231000 8943 7803 7741 3070 41 24 EGBGE 

• 00161 VXI FZX 7720 231138 605 212 231000 8943 7803 7741 3070 66 24 EGBGE 
eie 287 VXI FZX 7720 231658 606 221 231115 9942 3456 7741 3070 91 24 EGBGE 

11 

00239 AAA cuo 7735 231521 255 452 231445 8140 5237 4618 7319 61 24 IIHFF 
00242 MKR cuo 7735 231546 453 454 231505 3749 0665 1549 3278 53 26 IIHFF 
00269 DVP FZV 7735 231452 663 449 231400 0120 3644 4618 3494 69 38 FFBGG 

3 

00210 NVT OAL 7830 231353 056 418 231230 99&9 5218 5086 4259 65 21 CJCCJ 
00211 NVT OAL 7830 231318 055 418 231230 9969 5218 5086 4259 80 23 CJCCJ 
00068 RHW OAL 7830 230751 302 399 230700 1561 6010 5086 1081 69 21 DOH AA 
00214 XTG OAL 7830 231309 603 416 231200 0121 7263 5086 8156 55 10 FFBGG 
00264 XTG OAL 7830 231422 605 420 231250 8943 3456 5086 8156 63 09 ODHAA 
0•l'l065 FHI SFV 7830 230725 652 397 230640 4775 4606 5086 8327 56 18 AIJAI .. .... 001~3 FHI SFV 7830 230913 653 401 230730 1120 8820 5086 8327 71 27 DCGCO 
00216 FHI SFV 7830 230942 654 401 230730 3731 4257 5086 8327 84 33 DJOJO 
00144 MKP SFV 7830 231124 408 401 230730 8943 3456 5086 5762 87 33 DJDJD 
00114 XVR SFV 7830 230929 804 4<65 230845 9518 5074 4726 1801 2S 15 EGBEG .. 
00278 XVR SFV 7830 231611 808 432 231520 1101 1663 5086 8444 51 20 EGBEG 

11 e 00366 FHI FBP 7940 231558 503 837 231525 3749 1871 4122 8327 59 30 80808 
00178 FHI FBP 7940 231041 501 834 231010 4775 8423 4122 8327 25 34 80808 
1110282 FHI FBP 7940 231745 504 838 231650 8943 3456 4122 8327 54 34 80808 

3 

00201 HOG BWO 7990 231350 104 658 231035 2750 9054 3565 6707 91 10 CFIFC 
00308 HOG BWO 7990 231642 108 677 231600 1101 8423 3565 6707 44 28 CFIFC 
0.tll20 NIO BWO 7990 230913 302 647 230825 9518 6010 3565 2125 49 28 CFIFC 
00254 NIO BWO 7990 231427 306 658 231035 1120 7803 3565 2125 87 10 CFIFC 
0022'2 TPV BWO 7990 231218 205 658 231035 0121 5445 3565 9713 85 10 CFIFC 
00158 IZW XTG 7990 231104 656 649 230900 8943 1476 0946 0956 87 32 OOHAA 
00076 OAL XTG 7990 230714 504 643 230600 2110 9054 3565 5320 61 27 DDHAA 
00307 OAL XTG 7990 231626 509 673 231510 8943 4257 5653 9038 62 33 FFBGG 
00265 WNN XTG 7990 231506 402 665 231325 6530 2664 5653 3395 61 29 FFBGG 

g . 

.. 
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C01U&mlliAla 

P. D1•ar1111.mmt 11•t1M, 23 Deceliler 

00061 DYO zzz 406 151 23061t0 6320 77 21 ABC AB HOSHB QNNLN VJHLL FSHIY 
00125 zzz DVD 503 832 230900 9192 45 46 ABC AB TNVEJ GPMPP ZTZWI ZBQWT ;; 

2 
. 

00205 BWO TPY 710 827 231205 4775 36 45 ADE AD JRTGE RT JOH SCEVX FWIEB 

00048 EOU YWP 802 522 230425 8140 51 22 AEFEA BIEIC AMTFI DLTUU MBOIM 
00028 YWP INJ 752 812 230240 1120 40 04 AEFEA CAIQF YTXQA OGQAK CFYSW 
00292 INJ YWP 907 531 231145 5504 90 10 AEFEA FAFPL IFSWA RPLIF SFAFP 
00296 EOU YWP 804 531 231145 6350 85 10 AEFEA FAFPL IFSWA RPLIF SKOZK 
00204 UBT YWP 102 5:n 231145 8943 87 10 AEFEA FAFPL IFSWA RPLIF SCYTV 
00294 UBT YWP 103 547 2 31520 0120 44 13 AEFEA GUVBS IPHRE BUVYK BHION 
00057 YWP EOU 554 224 230435 1101 SB 39 AEFEA HADPX AMLMU COVEN IWIRN 
00295 INJ YWP 903 552 231610 0121 73 10 AEFEA KOZKL IFSWA RPLIF SCYTV 
00148 YWP UBT 654 501 231025 1120 46 38 AEFEA MOTFS ULBGU VBMUC OWOIO 
00100 EOU JNJ 452 818 230025 es30 47 24 AEFEA NOXLD AZHVO BVBEO TVOBV 
00051 INJ UBT 152 494 230500 5504 46 23 AEFEA PASKK AVMWA RPVVO vxocv 
00027 YWP INJ 751 811 230215 9329 64 09 AEFEA WIRNP OZOZO EBXYV PVYDV 
00026 VWP UBT 652 493 230310 1561 39 23 AEFEA XYSMB ECHDA IRXVU OKEER . 

13 I ~ 

00226 IZW CUN 956 225 231415 1561 35 23 AGHAG STEFG OCRNT KRNHM WP APO 
00036 IZW CUN 952 195 230515 1101 SB 38 AGHAG TPOCG EZNQQ WWUUE MKQHC 

2 
• 

00065 FHI SFV 652 397 230640 4775 56 18 AZJAI FZTGH ROUNV JSOCP YFHOD 

00019 RHW NVT 102 587 230205 4775 36 38 AJAAJ LMPDG GZXFI PMDVH XYPSB e 00223 NVT RHW 558 052 231500 1561 48 38 AJAAJ QANGF JKHUI ON GOH DJLUR 
00142 RHW NVT 109 632 231010 9518 35 21 AJAAJ YZMCC FPHXO NRFGC TY ACE 

3 

00072 SFV MKP 052 593 230645 0120 69 26 BCEBC MVYBE GMPKQ WMKUV VVLON 

00087 cuo AAA 753 243 230745 3749 37 06 BEGBE PJBGA UOQKX CNXJZ XWOQG 

00037 ZCA WNN 951 273 230420 9329 39 09 BFHBF NFIED NSDJD SPYYY JKATT 

00015 ZIC EDH 153 480 230125 4775 44 37 BGIBG HTQHI HEFEJ XSYDJ NYUHH 
00126 ZIC EDH 155 485 230730 1561 34 43 BG I BG NXUEF MGUHX ISPOY WAS LG 

2 

00012 YWP EOU 552 221 230240 3749 37 28 CBECB LJEBA CZMSK BRERC UAYJK 

00207 MRS MXU 151 639 231210 2110 28 32 CCFII AAVLZ SWFKZ FQXVH SLOZS 
00162 FMT FZX 502 210 230945 2750 64 27 CCFI I CCFDT JKNIV AEOKV GLQKA 
00240 FZX GFH 557 188 231520 6350 70 15 CCFI I CCU KL QFRGE CGZXT BORJO 
00118 NIO HOG 701 328 230825 8943 45 32 CCFJI DDQHW OKLXF VHXLZ QHXSB 
00110 YWP INJ 754 816 230705 8943 52 21 CCFI I GGOZS EPIJR TUQKX AWDUN 
00155 MKP MRS 502 832 230940 5504 62 16 CCFII GGRIU SOBVJ ICPAX CPXJZ 
00245 MRS MKP 652 615 231435 8943 51 28 CCFII MMXAR KQWHM ZEMOE WIXJA 
00149 YWP UBT 655 502 231030 2750 48 37 CCFI I NNUSJ ZATKH JLMZB MFRHJ 
00246 XVR MKP 902 620 231500 2110 29 24 CCFI I 001.FC XWRUZ YTWBP MQOEA 
00093 UBT EOU 952 225 230435 2110 31 23 CCFII PPAHC JLJSN LJNXW HBGWQ ,. 
00094 vxr GFH 051 172 230535 8943 65 20 CCFI I QQPMN Al.FSQ JZORF POHl<.U 
00177 YWP EOU 555 236 231100 6530 44 29 CCFI I QQPMN ALF SQ JZMTQ WBWDH 

eetd IBBllL\ii 
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00344 NIO EOU 453 245 232Ul5 2750 37 28 CCFII RRZYD HLEJS XZORF POHKU 
00176 INJ GFH 402 180 231015 6530 50 18 CCFII SSMLZ JUMZR YGVCZ VYPGO 

\& 00043 HOG TPY 402 813 230450 3731 70 40 CCFII UUVDF DBNJM EDOPR UYHTW 
00306 FMT VXI 701 753 231600 3731 75 14 CCFIJ WWGRV AXBAD YEGAY PEXIS 
00374 EDH MXU 052 660 232200 5504 55 18 CCFI I ZZYTP NHDGQ TAIXB AIBQy 

17 

•::'\- 00038 NIO BWO 301 640 230455 1561 67 12 CEHCE JLXDF UWFKE GHRXR FQEUJ 

00308 HOG BWO 108 677 231600 1101 44 28 CFIFC BEYOL VHRCU QTZEZ VPIEU 
00201 HOG BWO 104 658 231035 2750 91 10 CFIFC CYTVN IRFvu FYNIR FCVTV 
00254 NIO BWO 306 658 231035 1120 87 10 CFIFC CVTVN IRFVU FYNIR FGVKP 
00202 TPY BWO 205 658 231035 0121 85 10 CFIFC CVTVN IRFVU FYNIR FBETY 
00315 BWO NIO 956 481 231730 2750 31 33 CFIFC OUCGM OXKSO GYTVM CWEOL 
00075 BWO NIO 953 465 230525 9942 46 48 CFIFC GIKSB UDFJA OAKEK WZOSP 
00311 BWO HOG 858 340 231645 2750 61 43 CFIFC GIKSQ ENEZU VRCOP TJAOA 
00008 BWO TPV 701 811 230120 8943 32 27 CFIFC GIKSX ANMFO MSOAL TNAZQ 
00073 BWO HOG 853 321 230520 5504 40 21 CFIFC LYDNX AVUJY GOCAU BLUKU 
00154 NIO TPY 151 822 230915 9942 51 32 CFIFC QOHXS ANHZY GBQYP CJAOA 
00024 TPY BWO 203 632 230210 5504 59 30 CFIFC SYDTR EVONU IVMOH uQyPc 
00120 NIO BWO 302 647 230825 9518 49 28 CFIFC VEEAQ UZOXO WSLEZ NHAWH ... 00318 TPV BWO 208 679 231830 9942 59 22 CFIFC ZAIIZ UVRSA AVMUK VDUOS 
00074 BWO TPY 705 815 2306n 1120 Sit 47 CFIFC ZISQT AYOVA KGFEV OXOCY 

14 

·- 00003 FZX GFH 551 167 230025 1101 44 11 CI BC I WUHIJ HAVAM TYBAG PBKLK 

00211 NVT OAL 055 418 2312:50 9969 80 23 CJCC.J CZZAH RFVHU BLEUZ OHUEM e 00210 NVT OAL 056 418 231230 9969 6.5 21 CJCCJ CZZID APXPJ QANBV IKNLW 
00083 OAL NVT 604 602 230500 1561 55 43 C.JCCJ DRKJA HAZIL LLDWH VWMPK 
00039 NVT CAL 052 390 230410 5161 37 23 CJCCJ GLNJJ MMHTM PDSUJ DXGMH 
00086 OAL NVT 609 624 230640 6960 36 34 CJCCJ NZBEC GNTUY IWEUC LBYXC 
00085 OAL NVT 608 624 230640 6960 80 37 CJCCJ VLVGG XAGPE IWHKI OUKWE 

6 

00157 ZIC FSO 256 662 231000 4369 35 27 OAEAO CYKMO YHLDI MSSON EQIAR 
00046 HCO FSD 351 650 230500 2110 34 05 DAEAD DOEKZ YZUJI EPNAD UOITK 
00357 HCO ZIC 810 811 232235 5504 43 30 DAEAD OYCFK IAMXA FECIL QSEIC 
00343 EDH ZIC 905 808 231920 0121 67 50 DAEAD GUZFZ IQOFI QXNOL YRYPD 
00324 HCO ZIC 807 804 231715 9329 68 28 DAEAD GUZFZ IQOXI PMZAZ ZXICZ 
00196 EOH ZIC 903 778 230940 2750 85 42 DAEAD GVKPM UAMKI OZMUA MHYQW 
00365 FSD ZIC 704 778 230940 1120 85 42 DAEAD GYKPM UAMKI OZMUA M~YYF 
00237 HCO ZIC 803 778 230940 9942 90 42 DAEAD GVKPM UAMKI OZMUA MGYKP 
00208 ZIC EDH 159 492 231145 6530 79 35 DAEAD HYQWM UAMKJ OZMUA MJVYF 
00209 ZIC EDH 160 492 231145 6530 74 35 DAEAO HYQWM UAMKI OZMUA MHYQW 
00119 EDH HCO 402 723 230730 9518 51 05 DAEAD LYKTL ORCFA FPQJN DBETY 
00113 FSD EDH 452 487 230900 0121 28 41 DAEAD MOWIH UDLCJ WBFEW EPAOF 
00045 ZIC HCO 054 720 230435 0121 61 03 DAEAD NUDQN ATKJE WHLAU INOLV 
00253 ZIC FSD 259 668 231435 6530 45 05 DAEAO SONEK AAOTI VPQAN FHIVE 
00238 FSD ZIC 706 797 231510 4775 37 28 DAEAD ~YDTQ ITKMO TFHAD PPIBR 
00200 ZIC HCO 057 730 231145 2750 27 08 DAEAO SYDTX ERPWA AyGyK PKOZK ,,... 16 

00333 XYR SFV 810 445 231910 9942 55 34 DCGCD AQZSQ BJGXT GAQWL XUETZ 
00288 GFH FZX 306 227 231610 6350 56 28 DCGCD AVGLE JOFRX ZKQVR VMWGR 

_).,. 00312 ewo HOG 850 342 231805 2110 79 33 DCGCD CMBKA GCZGP IEMBA NIDXM 

e 
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00351 NIO BWO 310 680 232130 3731 50 19 DCGCD CZWAS KKPIS DFTLZ GMYRS 
00373 NIO EOU 452 243 231935 6350 53 24 DCGCO GMSNW QOUPS AMUYZ RDDYO 
00263 FZX VXI 957 748 231420 8140 50 38 OCGCO ITMBX PJCQU RMHMD YVCXP 
00241 YWP EOU 556 239 231350 3731 32 26 DCGCO ITMBX PJEGU PBICD WASSH 
00212 sFV FHI 754 615 231220 2750 60 22 OCGCO JJCMH EOYOW QXSAW VYMZQ 
00251 EOU NIO 852 474 231410 6350 72 46 OCGCO KVENR ELOCW NWUVS TGRJH 
00348 XYR SFV 805 401 230730 6530 69 17 DCGCO MJCDC VUKQI OBNJT RQCDS 
00331 WNN MXU 352 658 231935 6350 58 21 DCGCD NJMTQ UTOHV QNMCB LYCRR 
002Q9 MXU EOH 552 503 231515 5504 44 20 DCGCD NTIQX BVPAT TVLHB SJBPG 
00349 FHl SFV 656 401 230730 5504 69 14 DCGCD OUARG SRJVG GPISH KYNLQ 
00325 FMT GFH 652 191 231750 3731 46 16 OCGCD TOVCT OLEVN RUTYN JCNMK 
00067 XYR SFV 801 394 230525 3749 49 31 DCGCD TQJDQ JEGVA IPVEE KUUCE 
001~3 FHI SFV 653 401 230730 1120 71 27 DCGCO WSGFI NTVPQ QKUOA OWKWZ 

16 

00290 RBU NVT 507 650 231520 9329 43 29 DCGDC DEOFB LMUAN PRVRS JAMWZ 
00297 NVT RBU 659 800 231550 1523 50 28 DCGDC ITXCG IZDSQ BDJTW USYLU 
00183 NVT RBU 656 790 231245 7753 66 36 OCGDC PLVAF ESBSR BEOVI XOYON 

3 

00339 POH ZHK 310 032 231950 5504 70 33 DOHAA AOEXU VXMAT XMTLO BQXXQ 
00132 CUN JZW 201 824 2J0640 6350 81 24 DDHAA AYSTX FPOSG SYFUC DJPSX 
00189 ZHK FBG 904 497 231635 2750 93 01 DOHAA BCBOI ABGGV OZAGI JXSOY 
00068 RHW OAL 302 399 230700 1561 69 21 DDHAA BQBOF GLWAT WIXBY YXOOI 
00121 IZW CUN 955 202 230740 6530 89 27 DDHAA CGPLL KJPFK FOHSU VPWRS 
00277 ZHK NIO 258 200 231725 6530 73 01 DOHAA CXIAM EXVMY BUPJG SGVYP 
00231 FBG POH 854 643 231315 3731 93 01 DDHAA OFBOX VFXVP QLJSM PVRNY 
00197 RHW RBU 452 786 231100 6530 76 33 DOHAA FFWLS ZHRPB CUUQY NLYRY 
00079 VPO POH 002 621 230530 5504 86 33 DDHAA FGRYG TGGWA ZBNUV FAOTZ 
00080 VPO POH 003 621 230530 5504 84 33 DOHAA FGRVG TGGWA ZBNUV FAOTZ 
00081 VPO POH 004 621 230530 5504 82 33 DDHAA FGRYG TGGWA ZBNUV FAOTZ 
00130 NCM IZW 005 828 230800 9942 86 09 DDHAA FPCHA DSUNP HVMHH UNOZZ 
00131 NCM IZW 006 828 230800 9942 84 09 DDHAA FPCHA DSUNP HVMHH UNOZZ 
00165 NCM IZW 007 828 230800 9942 80 09 DOHAA FPCHA DSUNP HVMHH UNOZZ 
00173 POH ZHK 306 019 231100 0121 68 23 DDHAA GLSKO XSYRN VFCGE PKZWT 
00009 IZW XTG 651 628 230005 9518 71 35 DDHAA GNZME LWSRZ FBMTQ ZFQZA 
00369 F8G NIO 804 201 231825 2750 98 01 DDHAA GQNKW NXOLR KSPlX JZJZU 
00128 RHW NVT 104 619 230600 2750 84 32 DOHAA GZCYP CHYNE NLLBZ WPZFO 
00129 RHW NVT 105 619 2306~0 2750 83 32 DDHAA GZCYP CHVNE NLLBZ WPZFO 
00077 IZW WNN 854 526 230540 8943 99 20 DDHAA GZPEQ MCLAJ CYQDZ TGSOC 
00174 RBU RHW 752 028 231000 8943 82 37 DDHAA HNAVE ZJQQU WXSQO GVEZG 
00076 OAL XTG 504 643 230600 2110 61 27 DDHAA IFJDI GVJAA EMOID UGXWB 
00264 XTG CAL 605 420 231250 8943 63 09 DDHAA JBZNT PORTS WYEAU FNAEF 
00229 ZHK POH 954 650 231430 3749 81 01 DDHAA JQYPL ESJOO QUKCT JEXUO 
00230 ZHK POH 955 650 231430 3749 66 01 DOHAA JQYPL ESJOO QUKCT JEXUO 
00276 FBG POH 855 048 231355 9942 70 01 DDHAA KVLCC OVIWL FXMJV BZWXW 
00088 WNN IZW 305 816 230515 8943 69 16 DDHAA LFAQE DWTVJ DAGJQ QMJKP 
00047 IZW XTG 653 638 230415 9329 64 48 DDHAA LFVCO LZUXL HPEWW XXEKE 
00012 WNN IZW 302 810 230130 0121 94 22 DDHAA LJTYE PSJMU GLZBH CPRUM 
00363 CUN IZW 204 837 231010 3731 59 24 DDHAA LUSNJ VLZMR TTRUT HNRST 
00233 ZHK NIO 256 196 231625 0121 74 01 DOHAA LYPPP DJTWR JJQUO FUVEN 
00185 ZHK NIO 252 170 231100 8943 79 01 DDHAA NVMJN HJZEP TLVRI FVXJP 
00171 POH FBG 208 493 231445 1120 97 18 DDHAA NVQEZ WTAPK TTSAQ TNNWU 
0~217 POH NIO 108 191 231450 8943 80 42 DDHAA OAVOQ DITOV LVXUR OOVON 
00170 POH FBG 207 490 231415 6350 75 28 DDHAA CJEPL KUKJE ZMZTV KIYGU 
00158 IZW XTG 656 649 230900 8943 87 32 DDHAA OVFJK NMCNI SIVCX UBZVS 

642 
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00356 NVU XZJ 113 410 232220 9329 63 27 DDHAA OYUQM YWODH LPCWL FFAJC 
00184 CUN IZW 207 844 231140 2110 70 31 ODHAA PHENA HOG YT FMZNV PVBWW 
00347 GFI LAN 606 527 232210 1101 37 25 DDHAA QNRRV NVOJE VIE WM VBHSH 
00188 POH FBG 209 503 231705 6530 79 28 DDHAA OOMBV HRTLV XOFTZ XNQPQ 
00053 OAL RHW 202 024 230335 4152 61 21 DDHAA RHETB XSHLG PNVHJ XEENE 
00169 POH NIO 106 186 231350 6350 79 49 DDHAA RTPEE SHRPB YSTNG KQCPU 
00124 ZHK POH 951 627 230800 2750 77 38 DDHAA RZGBD JABQM I IBZH CUA IC ,.._, 00332 YRG XYS 505 420 231945 2110 59 09 DDHAA SVUBE XKVMD HSTNM JYAGH 
00164 ZHK POH 952 632 230935 6530 00 20 DDHAA THVIA XVIBX CYYGN LXBRB 
00321 VLX YEC 210 151 231815 9518 91 25 DDHAA UGZLZ BCNSB OCYSA VTXUT 
00168 POH NIO 104 169 231045 9969 84 01 DDHAA VDLIU KISLW yQRJX DMHUX 
00370 NVU HVW 417 282 232250 4775 70 45 DDHAA WGZQK GSPHY OANPO UTUNX 
00054 NVT RBU 654 767 230320 0121 71 38 ODHAA WRDZJ EJIRF IHFES OFT DD 
00192 NVT RHW 555 030 231105 2750 93 30 DDHAA wxsQP UVYZK xQRFW JK5MR 
00193 NVT RHW 556 030 231105 275© 73 30 DDHAA WXSQP UVYZK XQRFW JKSMR 
00182 FBG POH 852 639 231210 8140 83 42 DDHAA YNFPT BKAPD scvwQ RC EEK 
00166 WNN IZW 308 829 230820 2750 83 11 DDHAA ZKJVS HTMTJ UGOGB FDON5 
002':17 XTG WNN 552 540 231400 3731 83 24 DDHAA ZWSHW XUWSY LEAEK SCIHZ 

54 

00191 INJ VWP 901 534 231220 9518 38 20 DFJOF AOJGB SO ITH BKOBG WWVLB 

1210206 BWO HOG 857 332 231230 1561 53 22 OHBDH LONGH DAAFL NFLGO JIOXU 

00-215 MKP SFV 410 401 230730 8943 92 33 DJDJD BETVV OBVZV LFVOB VBETY 
.. 00216 FHI SFV 654 401 230730 3731 84 33 OJDJO BETYV OBVZY LFVOB VGYKP - 00144 MKP SFV 408 401 230730 8943 87 33 OJD.JD BETYV OBVZY LFVOB BHYQW 

00152 SFV MKP 060 607 231040 6530 45 32 OJDJO BVRSS YDTDU MQXER PFONT 

e 00104 FHI XYR 551 646 230815 6350 42 23 OJDJD DUMQP I MB SI QI SAN HKOZK 
00123 SFV MKP 054 598 230900 9942 60 34 DJDJD GVKPV OBVZY LFVOB VHYQW 
00163 SFV MKP 055 598 230900 9942 73 34 DJDJD GVKPV OBVZY LFVOB VGVKP 
00252 SFV FHI 757 619 231345 0121 77 44 DJDJD GVKPV OBVZV LFVOB VHYQW 
00262 SFV FHI 758 619 231345 0121 80 44 DJDJD GVKPV oevzv LFvos VGYKP 
00115 SFV XVR 359 644 230725 2110 43 28 DJDJD LUDOS IQIHE TDXYI CPVXK 
00153 FHI MKP 451 600 230925 3731 43 26 DJDJD QULZV VFXSE DXDUQ UTOVO 
00300 SFV FHI 759 626 231610 8943 57 44 DJDJD SALFZ IAVHU HPFOM SQVPC 
00316 FHI XYR 553 660 231810 8943 46 25 DJDJD TIGAJ l~WJY TASIQ IMAGW 
00261 MKP XYR 802 653 231410 3731 46 2S DJDJD TIGAJ IMWJY TASIQ IMAGW 
00029 MKP SFV 403 388 230300 0120 48 16 DJDJD VUKCH IBLKO ZKCYT VHYOW 

15 

011}335 HZY MKP S06 626 231830 1120 70 14 ECHCE FOAOS MB EON CNHII XRSRO 
00250 GKW MKP 203 591 230620 5504 48 11 ECHCE OIQHR LUA TR RHAHM EPPDV 
00179 MKP GKW 351 824 231110 4775 33 32 ECHCE RAF NO EAIOI MMTEL OLFFY 
00089 MKP PSD SSS 8Sl 230600 0121 54 29 ECHCE RNNNS RESPE EETMO VE EC A 
00010 MKP PSD 551 848 230010 5504 61 07 ECHCE TNUOS ROI RT APDiu XRDOA 
00011 MKP PSD 552 848 230010 5504 7S 16 ECHCE TWMUO NOMZT APVLL NERO A 

6 

J 00224 MRS ZCA 105 041 231415 9329 38 18 EDI ED I OK HF OOOQS GNTQE ZNCVR 
00293 MRS ZCA 107 064 231700 5161 44 21 EDIED JLPHE XRXBV DWAVD RZACE 

.. 2 -
00014 SFV XYR 354 636 230200 9518 49 44 EGBEG DZXFD EENWX 8.JJNE BVQVK 
00114 XVR SFV 804 405 230845 9518 28 15 EGBEG HQDCF LFVWY UUZXN EJZXL ..... 00278 XYR SFV 808 432 231S20 1101 51 20 EGBEG JMBDE AI JAB QTSRV VXGYM 
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00005 SFV XYR 351 631 230005 8140 66 30 EGBEG PLIGH FHOTZ YQKCM KOKHB 

4 

00055 FZX GFH 554 169 230310 5504 50 25 EGBGE CYTVW UEYNV IUWUE VBETY 
.. 

00056 FZX GFH 555 169 230310 5504 56 25 EGBGE CYTVW UEYNV IUWUE VCYTV 
00049 FZX VXI 952 735 230325 2110 51 28 EGBGE CVTVW UEYNY IUWUE VBETY 
00050 FZX VXI 953 735 230325 2110 36 28 EGBGE CYTVW UEYNY IUWUE YCYTV 
00160 VXI FZX 604 212 231000 8943 41 24 EGBGE CVTVW UEYNY IUWUE YCYTV ..... 
00161 VXI FZX 605 212 231000 8943 66 24 EGBGE CYTVW UEVNY IUWUE YBETY 
00255 FMT FZX 503 221 231115 3731 84 24 EGBGE KOZKW UEYNY IUWUE YBETY 
00203 GFH FZX 305 221 231115 0121 85 24 EGBGE KOZKW UEYNY IUWUE VCYTV 
00287 VXI FZX 606 221 231115 9942 91 24 EGBGE KOZKW UEYNY IUWUE YKOZK 
00109 FZX FMT 753 394 230745 0121 65 29 EGBGE NECSM EAPSI XQLUU EFAIS 
00334 FMT FZX 507 230 232000 5504 63 32 EGBGE NUWIW YKCOO QVKOZ KHIZI 
00213 FZX FMT 755 399 231130 3731 39 17 EGBGE SYDTV UHAJU QYTIY SDIBH 

12 

00006 IZW WNN 851 518 230110 2172 52 26 EIDE I RLXHB GUHHI XVUOL WOVJE 

00225 HCO ZIC 806 794 231350 1101 39 27 FBHFB GM YEH AQBRB UGLHH JHSPL 
00004 ZIC HCO 053 718 230020 1561 45 07 FBHFB KZVEJ KHIGO QDBXN ZUQIA 

2 •• 
00248 MLH zzz 313 211 231450 3973 80 32 FEAFE LLLHI FODZH OWYOV WLYXD 
00249 MLH zzz 314 211 231450 3973 52 11 FEAFE PTDFE DSHHT MXKGX GTSJH 
00040 MLH zzz 301 138 230500 1101 76 20 FEAFE SOJFH SCYZR LLZTU XHVPL _., 
00020 zzz MLH 702 590 230315 3973 90 28 FEAFE TZSIG QPXUZ PCYLK TI IXR 

4 

00291 CUN WNN 351 551 231600 2750 64 10 FFBGG BHCSF zrcvx BWLJF GLFMG e 
00309 RBU OAL 153 442 231825 9329 50 14 FFBGG BSA EE GPXBR YDYYQ YYINR 
00354 NIO ZHK 356 036 232135 2110 45 24 FFBGG BVRJD YRSEA OFLIK QVCXV 
00214 XTG OAL 603 416 231200 0121 55 10 FFBGG CNEKH VUONO NEKGL HSVAG 
00082 NIO POH 754 619 230440 8943 63 31 FFBGG DAO SM BLBRH PSABO AYTBS 
00355 FBG ZHK 153 035 232040 1120 36 01 FFBGG DQFHO ASSEV FNTNG DINUC 
00031 FBG POH 851 614 230215 1101 63 26 FFBGG FKTNA CUGNE VRFCR HMQTO 
00375 FBG ZHK 154 038 232225 3731 36 22 FFBGG FLIQI HOKMC FNGAM AVBIS 
00235 POH ZHK 308 023 231430 8943 53 26 FFBGG GAFLH EYEYR BIRXC BYJVP 
00289 XTG WNN 554 553 231630 2110 80 18 FFBGG HJKDJ MWFXK CNKUK JHYYJ I 
00280 ZHK FBG 903 495 231610 8943 48 35 FFBGG ~THB QKHND PBFKR JKSEC 
00172 POH ZHI< 305 016 231015 9942 41 22 FFBGG IDOOD ANWWS GHJAU FCAFA 
00358 NIO POH 759 664 231900 6530 53 31 FFBGG IFUDQ ETNKQ VVPBH JZMIJ 
00353 NIO FBG 055 511 232300 5504 35 25 FFBGG IQTKD GIXGP ATDCC ITTHB 
00286 XTG CUN 452 228 231650 8140 71 41 FFBGG JLQHL QLWPU UOUKC HIMIR 
00234 POH ZHK 307 023 231430 8943 59 37 FFBGG JPOBO VOMCV RGKQU NACHU 
00159 WNN CUN 254 207 230900 6350 54 42 FFBGG JQCHA ETIFD SZHVS WTHQQ 
00307 OAL XTG 509 673 231510 8943 62 33 FFBGG KAKSN MWHGU DRCFS ZBDYL 
00371 FBG ZHK 152 028 231745 2750 57 01 FFBGG KJDHB ZVQFP RVONA XXEHP 
00320 POH FBG 211 508 231840 3731 47 26 FFBGG LPHSO YPEHD JALFU QSBDZ L 
00352 FBG NIO 807 205 232035 9942 80 01 FFBGG MDCDH SYHNV LSQOP NYFGM 
00232 FBG POH 858 657 231620 6350 72 01 FFBGG MLRDC RHNKD TYBGV KBLFI 
00338 FBG NIO 805 203 231910 1561 60 49 FFBGG MSJQC TYGNK LPTNE NOWMD ..... 
00275 NIO ZHK 355 025 231605 6350 48 24 FFBGG MSKRA IAPJM SKQIP GYPGZ 
00328 YRG YEC 303 153 231850 4775 52 35 FFBGG MUPBA XAOTV MIGMK DJCBO 
00269 DYP FZY 663 449 231400 0120 69 38 FFBGG NNCBB GPVPF RDBOV KNHZX 
00175 OAL RBU 852 775 230835 3731 66 29 FFBGG OJCHL NHMON KBZLK BLIKQ 

CCi&L&iWUO 
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00256 IZW WNN 857 537 231335 9942 69 25 FFBGG RADEF JNWHI ACONH SMIXB 
00030 NIO POH 751 608 230105 2750 77 01 FFBGG SHRIH MSVCG VMDUK QWGSW 
00265 WNN XTG 402 665 231325 6530 61 29 FFBGG SPMQO POXBM AETXX MLTFC 
00084 OAL NVT 605 619 230600 1120 87 36 FFBGG TOMRK CLUDA PU ADO RRTAT 
00127 RBU NVT 504 619 230600 3731 81 28 FFBGG TDMRK CLUDA FF RFU EJHAB 
00337 POH NIO 109 202 231840 0121 65 01 FFBGG TGHLN ZEHDO IRMRW FZULL 
00279 NIO FBG 054 494 231505 2110 43 01 FFBGG UDKRQ BHTEV IHNEE HBVEO 

·~ 00364 POH FBG 206 483 231130 9942 57 22 FFBGG VPHJN FGVYA UKSXX ZXHOC . 
00146 CUN XTG 752 653 230940 0121 44 26 FFBGG XlBEO NZSZT NXIGK LSMOR 
00052 POH FBG 204 468 230320 3749 56 20 FFBGG XPRJD IFRAN WDGIF JOPYB 
00310 XTG CAL 608 439 231745 8140 56 08 FFBGG YSKPB EFZWB fIRHN CTVSS 
00187 EDI VLX 002 705 231225 1561 72 29 FFBGG ZGFPL CVZFA KWKBI BVKOZ 
00319 RTJ NVU 809 564 231705 5161 87 25 FFBGG ZNTFM HVZPR RBKEV vrsPv 

40 

00247 XTG IZW 101 852 231400 3749 27 29 GBIGB WSDAI WZBZJ PLDZV XHXXQ 

00090 UBT VWP 101 525 230530 3749 57 19 GDAGD BI PEA OOTSV FELLL VLIDM 

00360 ZCA MXU 653 629 230215 1561 43 13 GEBGE BHMFE EPMOW ZBJHV XBMDG 

.... 00035 FMT FZX 501 191 230420 9518 41t 18 GHEGH CWIHE VHWIS UROFR RDEEU 

00362 FHI UNK 903 760 230920 1120 32 20 GJFJG EOUEE MMVLN SF EDS ACJER 
00102 FHI TOJ 752 912 230840 3731 39 35 GIFIG ERBEW MGEUC GVTOS NADEE 

... _ 00107 UNK FHI 452 612 230600 3731 71 36 GIFIG WGOAR SSRGM OUAUA LLVPP 
00070 TOJ FHI 652 612 230600 2110 59 46 GIFIG WGOID EEC GM TMNMV MTMPP 

4 

e 00134 LLZ zzz 106 181 231000 8121 66 33 HAI HA CEGAC VGHMG XSOWE GHPXO 
00368 LLZ zzz 111 233 231710 9518 77 15 HAI HA FDHDE GDBMX SQCVH KDKVY 
00017 zzz LLZ 601 612 230140 9329 80 17 HAI HA FLVBI UYGKK RRHAA BOCKY 
00018 zzz LLZ 602 612 230140 9329 60 28 HAI HA FLVJE CLFSP KXELU UWFAK 

4 

00340 MRS ZCA 110 070 231915 8140 55 11 HBJBH BVIKP ENDZU DZJUX FSVGW 
00151 WNN MRS 902 833 230945 9942 33 30 HBJBH BYIKP ENDZU DZJUX FZYZU 
00342 MXU ZCA 311 073 232110 9942 35 08 HBJBH DEWDG UGNZE AZXYX RBYEF 
00112 ZCA WNN 954 279 230800 1101 40 09 HBJBH DUEil ICPPO APBVM NZOCZ 
00322 WNN ZCA 207 067 231830 2750 42 23 HBJBH FOWCW AWUHE QASEW QQEZR 
00150 ZCA MRS 758 838 231100 3731 37 36 HBJBH FUGMH UMTWV IBVEB XPEGX 
00258 ZCA WNN 957 291 231345 5161 43 26 HBJBH GEBLQ INDHY QWXOC YFAFP 
00323 MXU ZCA 306 061 231635 2110 63 03 HBJBH HUXEQ ETLQA GZWAK HDllP 
00281 WNN ZCA 205 055 231540 9518 63 03 HBJBH HUXEQ ETLQA GZWAK HOIJP 
00190 MRS ZCA 104 029 231020 6350 91 25 HBJBH Hvawv OQKNV uFvOQ KHVQW 
001~1 MXU ZCA 305 029 231020 6530 85 25 HBJBH HVQWV OQKNV UFVOQ KJVVF 
00236 WNN ZCA 204 029 231020 6350 87 25 HBJBH HYQWV OQKNY UFVOQ KQIND 
00259 ZCA MXU 657 642 231420 9969 59 36 HBJBH JVVFV OQKNV uFvOQ KQIND 
00260 ZCA MXU 658 642 231420 9969 lt2 36 HBJBH JVYFV OQKNY UFVOQ KJYVF 
00111 ZCA MRS 755 829 230810 1120 43 18 HBJBH MIQOS VGWFA FPQIN DXOCV 
00341 MXU ZCA 308 069 231905 3731 62 25 HBJBH QEMDZ YZUFO WCGOO VMESG 

_.,. 00078 ZCA MRS 753 825 230540 4775 43 38 HBJBH SALFZ YZUXO CYXOC VGYKP 
00298 ZCA WNN 959 297 231605 9942 78 18 HBJBH TAYUQ YTGFE TBHUX EVACZ 

18 

~·~ 00147 VXI FZX 601 214 231020 9329 40 18 HBJHB FVFAB YXVXT QAVFB ERZNX 
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-~ 00122 ZIC FSD 254 655 230825 4775 31 22 HDBHD AYWEF JGBAC PSVKJ ZLGBS 
00145 FSD ZIC 703 782 231005 3749 35 30 HDBHD ECREG AMCZT SLJIK JKSCI 
001l113 ZIC FSD 251 647 230310 8140 46 25 HOBHD PESDI AMCQV VB HEX JCCBU 

3 

00138 zzz MLH 706 627 23'6830 8943 56 24 llHFF AFLBC CLORU EOUCI OXYUB 
00242 MKR cuo 453 454 231505 3749 53 26 IIHFF AFMBC ROE GO AV.JKP EBBJA 
00062 LLZ zzz 104 143 230545 2172 65 24 I IHFF AFPBC GFYFG R.JBUZ SXKSV 
00329 ova LLZ 551 659 231715 5161 72 31 I IHFF AGL BC NZOOZ MOOUU CSMPU 
00023 zzz zzz 002 126 230200 2750 85 10 llHFF AGO BC VRROS MCSAK PCXGQ 
00060 zzz LLZ 606 617 230355 3731 00 39 llHFF AGPBC YAASM SCUOJ FRZKD 
00099 MLH zzz 304 154 230710 9942 97 32 IIHFF AGQBC CUP MM KDQOF EKJQZ 
00042 ovo zzz 401 130 230315 4775 00 16 I IHFF AGQBC HVSMW EOEJL RHZJR 
00267 zzz DYO 508 849 231300 9942 86 32 I JHFF AHMBC BQYOT XIURX CLKXL 
00346 ovo MLH 355 655 231830 3731 56 22 I IHFF AHR BC JNUEL LPKyQ F)(GME 
00140 MLH ZZZ 308 177 230945 8140 90 32 I IHFF AJOBC BCTSR FOIOO MWVKX 
00022 zzz zzz 001 126 230200 2750 87 18 IIHFF A KL BC TOLCL NVMFJ VNDHI 
00271 ZZZ ML.H 710 643 231305 2750 80 33 I IHFF A KM BC YRDOV CLUDH QDMCI 
003 ~4 ZZZ MLH 721 646 231330 9942 99 20 IIHFF BFOBC CISCG KGWSA WDQOO 
00372 OYO MLH 352 652 231705 6530 76 16 IIHFF BHLBC MPPuX KVJHB ZJUBI 
00327 zzz ovo 511 857 231625 3731 76 40 IIHFF BHOBC YJXAF OHGKR QHCZU 
00227 LLZ ZZZ 108 208 231415 0732 67 17 IIHFF BI NBC HOEJI EMOCJ KVSML 
00041 zzz zzz 003 126 230200 2750 83 21 tlHFF BIRBC TCMPE LNXLJ vauzv 
00064 ZZZ MLH 704 611 230525 8140 96 31 I IHFF BJMBC MPQEK VTAUJ SFLKF 
00016 PVK AAA 602 215 230235 9969 48 08 I IHFF BJOBC JCMUK LDXWV NLOQF 
00266 LLZ DYO 653 855 231450 8140 91 41 I IHFF BKLBC SBWJH KAM VA BXTNLI 
00139 MLH ZZZ 307 177 230945 8140 91 26 IIHFF BKPBC DGECE TOH DJ JZUIC : 

00239 AAA CUC 255 452 231445 8140 61 24 I IHFF BKQBC XGYWM UKAZZ URDVN 
00272 ZZZ LLZ 608 645 231330 7753 80 32 I IHFF CFOBC GET JN MAC QM OARIF 
00218 MLH DYO 452 850 231315 0732 74 29 IIHFF CGMBC LJUUBZ YDRJV RHEZU e 00137 zzz MLH 705 627 230830 8943 70 24 IIHFF CHNBC NJBFT PAN CU URLMY 
00219 zzz MLH 709 640 231230 551i}4 53 20 IIHFF CHOBC UAGSR JHOSH ZUWBB 
00167 cuo PVK 202 698 231035 9518 40 21 IIHFF CILBC ISOXK BKWCR UPUKQ 
00326 ML.H OYO 454 858 231700 6530 55 34 IIHFF CJNBC IVMSO KMOLI LGJLB 
00007 L.LZ zzz 101 121 230040 3973 63 23 IIHFF CJRBC MJUKM LNVPW JQIFG 
00135 zzz DVO 504 840 231105 4775 53 22 IIHFF DFLBC LOVIZ SOM HA WLWOE 
00220 zzz MLH 707 638 231215 1120 84 37 JIHFF DFMBC LYWHF OMXEG ICMUA 
00274 ovo zzz 413 219 231535 9942 58 16 IIHFF OFPBC YNZCV JCFJM ULFVX 
00305 MLH LLZ 152 654 231500 8140 70 41 IIHFF DHNBC DSSQL HBBMT WOGPA 
00141 MLH zzz 309 177 230945 81417.l 92 19 IIHFF DIMBC JJHVL IFZRT HCYJF 
00367 zzz ML.H 711 646 231330 9942 92 27 IIHFF DJNBC TIMBX VKDTX WNUZZ 
00059 zzz MLH 703 594 230430 4775 63 30 IIHFF DJOBC RMHUK OWXPN XGBHL 
00303 zzz ovo 510 853 231420 6530 74 29 IJHFF DKPBC XVRPJ CKGJG ERR XV 
00268 zzz DYO 507 847 231235 0121 76 27 IIHFF EFQBC ZRFIQ GOZXR HPSJF 
00228 ovo zzz 409 202 231320 5161 90 29 llHFF EGLBC FBSYT QUQZD FPEXG 
00302 MLH DYO 453 854 231430 2750 64 35 IIHFF EHOBC CTQJF UTLBL WIUUR 
00143 AAA AAA 003 251 230940 0120 49 19 IIHFF EHOBC PJMJV TIDOE UHKOJ 
00270 zzz MLH 720 646 231330 9942 95 40 IIHFF EILBC ISCEO OCRwJ PMVQJ 
00063 LLZ MLH 251 616 230545 2110 58 24 IIHFF EJPBC ETESX FMMCQ AVKBC 
00345 LLZ zzz 113 249 232030 0120 85 15 IIHFF EJNBC JTCQQ JOivw HZMVW 
00301 cuo MKR 604 562 231655 3731 44 44 IIHFF EKNBC USYYL KTEPE YXIEG 

46 

00244 XYR OWN 953 684 231345 8140 42 24 JAAAJ CTPIE NOE FR ERR DO AIVIO 
00317 OWN XYR 102 658 231700 9942 66 43 .JAAA.J EHBED DASLT COIEO IERUR 
00283 XYR OWN 956 687 231540 3749 39 15 JAAA.J EST LG BREEI OALCP SNTET 
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l e 00091 XVR OWN 951 681 230605 7932 68 31 JAAAJ EUEBD OETDN GX~WR SUTEU 
00336 VLH XVR 604 66? 232020 6530 33 23 JAAAJ TROHO LEAHN INHAI PMUMQ 

5 

• 00361 LVD FZX 001 199 230700 !749 48 12 JAAJA OZXGF IGFHD RXSIY NBMJH 
I 

00194 WPX NVT 003 644 231310 9969 35 36 JBBJB CTVIA OSGMO LDHDS VOA YB 
00330 WPX NVT 004 654 231815 3749 SB 20 JBBJB GQJCE QZATN KOBAC L.VVFP 

,- 00195 WPX NVT 001 635 231130 5161 51 37 JBBJB ORPFH FMSDE ICFKO VMNKV 
3 

00221 GXW BWO 001 668 231400 4775 39 17 JCCJC BPZFC DVRHG IUKRD HSRMy 

00222 YFT SFV 001 425 231400 5161 34 33 JDDJO FLCIG UQCSN RPZOC GWJID 

00098 zzz zzz 008 165 230830 9742 42 20 JEEJE AOSEJ XOMRH IGXTV MSIHN 
00095 zzz zzz 005 165 230830 9742 80 14 JEEJE JRGCB FIORN HCJXP OASIC 
00096 zzz zzz 006 165 230830 9742 70 13 JEEJE JRGJH LNEMW TSGST SBVKR 
00097 zzz zzz 007 165 230830 9742 80 30 JEEJE LTTHD JMJZR UBIED RVCTN 

4 

00136 E.JJ ZIC 002 787 231115 8140 39 52 JFFJF NUNBJ BHOOH EWVMP YMBXB 
~J 

00002 NCM IZW 002 809 230100 1101 80 24 JGGJG BRDAJ TWSPR ZFYUZ JWADS 
0'1J021 NCM IZW 003 809 230100 urn 34 22 JGGJG BRDIF VJHFQ ZFKBE ENGKI 
00001 NCM IZW 001 809 230100 1101 80 12 JGGJG DZBDD XJXUF TWLIM xOPAF 

3 ... _ 

00273 FSD YWP 002 550 231540 5161 36 27 JHHJH IORGO STCWH FOZZW WKRIU 

e 00186 ALL ZCA 001 035 231210 3749 43 02 JIIJI EUMCH CVAFH NFNHC TCNKJ 

00092 XYR VLH 202 724 230610 3973 44 17 28082 21848 52164 96410 22149 
00117 PSD MKP 301 591 230620 3731 70 24 28082 22132 65415 26226 12240 
00285 IXI XYR 253 656 231535 0120 55 23 28082 43730 82251 14513 59827 
00105 FBP FHI 852 612 230600 0121 96 22 28082 50021 00464 81416 57350 
00106 FBP FHI 853 612 230600 6530 82 22 28082 50021 00464 81416 57350 

5 

00314 GKW MKP 206 626 231830 2750 96 32 50505 17376 89111 89159 79059 
00101 FHI UNK 901 758 230900 3749 45 16 50505 77602 49639 77420 73974 
00034 XYR VLH 201 722 230315 9742 55 24 50505 77620 98696 91537 27597 
00198 XYR Vl.H 204 725 231125 9518 37 23 50505 79470 98895 99600 69633 
00243 MKP GKW 353 826 231245 3731 76 24 50505 97483 76807 37527 05989 
00116 HZY Mfi:.P 501 596 230750 9329 26 20 50505 98870 57309 89560 56891 

6 

00156 VLH XYR 601 649 231110 3749 43 43 68486 40721 81198 84853 75524 
00058 XYR IXI 101 802 230420 5161 37 30 68486 40721 86550 38848 53779 
00044 IXI XYR 251 638 230425 9329 47 24 68486 40752 20265 14472 54875 
00284 XYR VLH 206 728 231550 6350 51 37 68486 47525 52198 56057 58212 
00350 IXI XVR 255 663 232240 5504 51 43 68486 51651 42852 51959 58514 
00133 XYR IXI 103 805 230815 2110 54 26 68486 90057 58182 12029 40286 ,:;-

6 

00108 UNK FHI 453 612 230600 5504 63 42 80808 09147 98937 09852 96743 
-:<-

647 



REF ID:A64556 
eeRPma11u. 

e 
00069 TOJ FHI 651 612 230600 2110 83 23 80808 10893 70985 29674- 37389 
00025 UNK FHI 451 608 230115 9942 60 29 80808 42831 71157 33931 99675 • 
000 66 FH I TOJ 751 910 230705 5161 53 21 80808 4-2831 71157 74793 46985 
00282 FHI FBP 504 838 231650 8943 54 34 80808 42831 76992 07747 90885 
00359 FHI FBP 506 840 231735 6530 83 20 80808 74793 46985 29293 34311 
11"/Jl 78 FHI FBP 501 834 231010 4775 25 34 80808 76885 03090 13340 95374 
00366 FHI FBP 503 837 231525 3749 59 30 80808 91595 97914 92424 93475 

8 

00180 HZY MKP 503 604 231000 2110 90 28 95459 06843 02842 23840 27884 
00199 HZY MKP 502 591 23062fl.I 8943 63 24 95459 30697 49439 61925 74202 
00071 GKW MKP 201 588 230515 8943 75 28 95459 39028 18861 13145 04423 
00313 PSD MKP 302 626 231830 9942 86 24 95459 65982 84285 42128 24064 
00033 MKP HZY 701 765 230135 9942 61 12 95459 68942 32654 13390 43054 

5 

., 



REF ID:A64556 
eeilftJBP.PlAL 

e o. Call.81p li8tiy. 2~-26 Deceaber 

llJ0597 AAA AAA 5700 241635 002 31116 241530 1300 1420 9389 5681 79 08 IIHFF 
00455 EEA AAA 7025 241040 609 294 241018 7302 6036 9389 1559 86 21 IIHFF 

2 

00629 NVT AYP 3580 241826 304 097 241746 3702 6631 2728 0938 73 34 HBJBH 
00656 NVT AYP 3580 242035 306 098 241955 2939 0215 4186 7391 81 28 HBJBH 
00672 UBT AYP 3580 242319 105 108 242209 2958 3618 2728 0208 73 20 EDIED 

<!- 00505 UST AYP 7580 241235 102 083 241020 5360 4833 2728 0208 46 21 HBJBH 
00409 YKD AYP 4045 240741 202 080 240621 8349 5661 2728 6789 86 29 HBJBH 
00410 YKD AYP 4045 240747 203 080 240621 8349 5661 27}8 6789 82 15 HBJBH 
00575 YKD AYP 7580 241539 205 091 241444 4154 4022 2728 6789 59 19 HBJBH 

7 

00457 PJX BEA 7590 241041 102 808 240950 5360 4022 8984 0983 48 24 68486 
00614 PJX BEA 7590 241717 104 810 241613 9707 7236 8984 0983 29 29 JAAAJ 

2 

00624 MXV BJL 3575 241807 308 295 241728 8546 1629 9460 8778 84 29 FFBGG 

00640 MRS CHJ 3970 241851 658 718 241716 4154 9865 19361 2387 62 19 DDHAA 
00415 MRS CHJ 7930 240817 653 694 240728 9915 5895 1936 2387 60 47 DOHAA 

.._.J 004 77 MRS CHJ 7930 241127 655 704 241032 '!5343 9865 4032 5672 53 23 FFBGG 
01448 MRS CHJ 7930 241028 654 699 240943 8546 4022 9343 9353 49 28 DOHAA 
00474 SSZ CHJ 7930 241120 506 701 241015 0770 7236 1936 5753 65 23 FFBGG 
00377 SSZ CHJ 397(i} 24(l}l47 5(i}l 686 240117 7395 1629 5914 6248 37 31 FFBGG 

... _ 00665 YKD CHJ 3970 242120 402 731 242030 8383 2258 5914 6608 72 30 DDHAA 
7 

e 00621 HOT DYO 6640 241738 707 851 241619 1300 3618 3277 1036 53 28 HDBHD 
00674 HOT DYO 2440 242350 710 861 242240 0770 6407 0289 4484 79 24 DAEAD 
00544 HOT DYO 6640 241415 706 845 241335 9121 3212 0289 4484 65 26 OAEAD 
00482 IZW DYO 5485 241135 004 829 240910 4154 4022 0289 4097 43 27 JFFJF 
00650 NJG DYO 2440 242006 905 854 241926 8725 5858 0289 3638 37 35 DAEAO 
00668 NJG OYO 2440 242144 906 858 242009 1715 7236 0289 3638 45 21 DAEAL> 
00535 ZNM DYO 6640 241348 807 842 241223 2958 1629 8731 2260 45 33 DAEAD 
00439 ZNM DYO 5485 241011 804 831 240956 4154 4833 0289 6680 80 30 FBHFB 
00568 ZNM DYO 6640 241524 809 841 241219 1715 9865 0289 6680 55 17 DAEAD 

9 

00522 HOG EDH 6160 241311 802 752 241230 9707 4022 5310 8994 54 16 EGBGE 
00444 MKP EDH 6160 241023 953 750 240948 4181 3212 5310 5870 69 26 EGBGE 
llJ(l}612 MKP EDH 6160 241714 955 755 241612 9915 7236 5310 5870 82 32 DCGCD 

3 ;;;;;;;;;;;;;-

00539 PJX EUZ 6050 241406 201 731 241250 9915 4634 9668 0983 63 37 68486 
00596 PJX EUZ 6050 241630 202 732 241525 8349 7236 9668 0983 42 15 JAAAJ 

2 

0061+7 WDU FIB 3675 241959 106 417 241918 2958 4634 613Y 3647 73 32 FFBGG 

00431 MRS FMT 7340 240928 952 239 240847 2958 1629 2458 5672 42 35 AGHAG ., 
00333 MRS FMT 3420 240402 951 235 240328 1976 9865 0612 7454 45 41 AGHAG 

2 

80664 AAA FNL 3435 242116 255 469 242035 2958 4022 4177 7067 73 14 IIHFF 
00401 CHG FNL 7355 240632 452 461 248617 3702 1266 9947 1658 82 26 llHFF 

2 

- e 
OeE'IDIBP.HAL 6lt.9 
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REF ID:A64556 
COl'fl'mDT'.Ott 

00623 NIO FSD 6680 241758 156 059 241723 2939 9234 2593 4529 34 51 FFBGG 
e 

00438 NIO FSD 6680 241009 152 048 240844 5360 5661 1882 8499 80 27 DDHAA 
00503 wee FSD 6680 241232 303 052 241142 8546 7236 0847 2224 59 48 FFBGG 
00408 wee Fso 6680 240741 301 045 240615 1715 4022 2593 4538 81 33 FFeGG 
00515 wee Fso 6680 241300 305 054 241220 8383 1042 2593 4538 95 13 DDHAA 
00519 wee Fso 6680 241305 306 054 241220 8383 1042 2593 4538 90 16 DDHAA 
00622 wee FSD 6680 241744 309 062 241740 4154 3436 2593 4538 Sit 21 FFBGG 
00376 XNW FSD 241210 240138 352 043 240049 4181 3212 1882 2936 86 31 DDHAA 
00574 XNW FSD 5805 241530 354 057 241440 9194 1420 2593 6167 lt6 26 DDHAA ~ 

00435 XNW FSD 6680 240958 353 047 240823 9915 9234 2593 6167 82 50 DDHAA 
10 

00652 NCM GEP 2990 242024 906 594 241935 0770 6407 4302 9795 62 43 DCGCO 
00580 NCM GEP 5635 241552 903 584 241507 2939 9234 430i 9795 55 27 AEFEA 
006216 NCM GEP 6750 241703 904 586 241623 5576 0215 4302 ~795 43 13 AEFEA 
00559 VXI GEP 5635 241506 105 583 241450 8349 9865 4302 8174 48 26 AEFEA 
00412 VXI GEP 6750 240753 102 564 240722 8339 9865 4302 8174 65 30 CCFII 
00490 vxI GEP 6750 241204 104 572 24111135 1300 5661 4302 8174 59 39 AEFEA 
00549 xes GEP 6750 241437 802 579 241312 2958 3266 4302 0163 32 24 AEFEA 
00605 XBS GEP 6750 241657 803 585 241617 9194 4833 4302 0163 46 19 CBECB 
00405 xes GEP 6750 240706 801 562 240620 4181 1629 4113 2765 62 29 DCGCD 

9 

00384 OLY GKS 3970 240408 101 689 240322 8349 3212 1936 7436 28 41 CFIFC 
00479 OLY GKS 7930 241131 104 702 241016 2958 5661 1936 7436 56 22 CFIFC 
00554 OLY GKS 7930 241452 107 711 241327 9987 7236 1936 7436 45 l7 DCGCD 
00553 OLY GKS 7930 241449 106 713 241349 2532 4833 8830 7436 38 24 DHBDH :: 
00422 WID GKS 7930 240906 203 695 240831 9121 3618 8830 0280 81 33 CFIFC 
00470 WID GKS 4295 241107 l06 698 240942 5360 3212 1936 8084 48 15 CFIFC 
00400 WID GKS 7930 240630 202 692 240536 1715 4022 1936 8084 Sl 37 AOEAD e 00586 WID GKS 7930 241608 208 715 241502 4181 1042 1936 8084 26 35 CFIFC 
00654 XNW GKS 4295 242031 305 721 241936 1300 9234 1936 0497 37 38 CEHCE 
00472 XNW GKS 7930 241109 302 697 240940 4154 4022 1936 0497 28 32 CFJFC 
00590 XNW GKS 7930 241618 304 716 241513 9915 0215 1936 0497 43 30 CEHCE 

11 

00508 MKP HOG 7080 241241 554 195 241205 9987 5661 3466 5870 54 28 DCGCD 
00512 MKP HOG 7080 241253 555 193 241143 5360 2258 3466 5870 38 04 EGBGE 
00639 NCM HOG 3200 241848 406 199 241750 4154 1042 3466 9795 46 45 EGBGE 

3 

00627 OYO HOT 2380 241822 259 679 241702 9915 0476 9569 4097 73 38 HDeHD 
00487 DYO HOT 6700 241157 255 670 24lf?J43 1300 1629 9569 4097 53 40 OAEAD 
00502 ova HOT 6700 241230 256 673 241120 1976 9865 9569 4007 69 03 HDBHD 

3 

00556 MOR IBF 7810 241504 853 657 241345 4154 3266 4393 2305 33 44 80808 
00513 OFW IBF 7810 241258 606 655 241213 9707 9234 4393 8570 25 37 DCGCD 
00382 PJX IBF 3690 240359 401 643 240324 8349 5661 4393 0983 SB 16 DJDJD 
00661 WPB IBF 3690 242103 455 669 242005 9915 9234 4393 6275 29 15 GIFIG 
006~>1 WPB IBF 7810 241649 453 661 241540 2958 0215 4393 6275 59 24 GIFIG 
00423 XTG IBF 7810 240911 752 647 240836 2939 4833 4393 5753 60 19 AIJAI 
00520 XTG IBF 7810 2413"8 755 656 241217 7395 3212 4393 5753 84 35 OJOJD 
00523 XTG IBF 7810 241314 756 656 241217 7395 3212 4393 5753 83 26 OJOJD 
00485 XTG IeF 7810 241142 754 652 241026 1715 1420 4690 6437 51 12 OJOJD 
00633 YTG IBF 3690 241837 656 664 241732 5360 9865 4393 3971 46 25 80808 

10 

e ,-
650 



REF ID:A64556 

00399 OFW JIF 6060 240609 552 853 240519 9987 3618 9974 8570 54 26 95459 

00576 OGN JKR 6240 241540 453 899 241450 8546 3212 8038 1865 46 35 I IHFF 

• 00385 ZZZ JKR 2120 240413 501 866 240314 8349 3618 8038 2134 48 15 I IHFF 
00644 ZZZ JKR 2120 241935 511 908 241745 9915 4022 4285 3890 69 34 I IHFF 
00451 ZZZ JKR 6240 241031 503 879 240951 5576 1050 4285 3890 66 03 I IHFF 
00491 ZZZ JKR 6240 241209 504 885 241136 9987 9637 4285 3890 40 46 I IHFF 

... 00543 ZZZ JKR 6240 241415 507 897 241340 1399 3436 4285 3890 41 27 I IHFF 
00593 ZZZ JKR 6240 241621 509 903 241521 2939 8810 4285 3890 91 25 ABC AB 
00660 ZZZ JKR 2120 242052 512 913 242002 1976 7236 5824 6581 27 14 IIHFF 
00560 ZZZ JKR 6240 241507 508 895 241328 4154 5858 5824 6581 56 36 IIHFF 

9 

00570 MJZ JLJ 6245 241526 304 294 241401 7395 2455 3051 6239 90 03 FFBGG 

00416 IBF MOR 7720 240820 503 843 240735 2939 0215 0775 5979 56 38 80808 
00516 IBF MOR 7720 241302 504 845 241220 0770 9865 0775 5979 42 25 GIFIG 

2 

00540 JLJ MJZ 7355 241408 657 465 241243 5360 7236 3088 8183 95 09 ODHAA 
00592 OSB MJZ 4610 241619 003 467 241529 9707 8810 3088 6239 52 21 FFBGG 

2 
~.J 

00645 EOH MKP 3420 241945 602 264 241825 4181 9234 6238 1540 33 45 DCGCD 
00588 EDH MKP 4605 241612 601 259 241515 1715 5661 6238 1540 36 14 EGBGE 
00636 HOG MKP 3420 241839 308 263 241743 4154 4022 6238 8994 80 24 EGBGE 

-.~ 00446 HOG MKP 7340 241024 302 245 240934 8546 3618 6238 8994 72 28 OCGCD 
00565 HOG MKP 7340 241517 306 253 241348 7395 7236 6238 8994 74 22 CCFII 

e 00484 MWC MKP 7340 241140 505 248 241040 5782 8810 6238 0992 ea 25 EGBGE 
00486 MWC MKP 7340 241145 506 248 241040 5782 8810 6238 0992 81 29 EGBGE 
00550 MWC MKP 7340 241445 507 254 24ll50 1976 4833 4744 5889 65 33 GHEGH 

8 

00402 CHJ MRS 6240 240643 101 869 240528 2958 6631 8092 2026 70 30 OOHAA 
00537 CHJ MRS 5145 241353 105 886 241154 5360 4237 8038 4376 46 21 GB I GB 
00579 CHJ MRS 6240 2-41544 106 901 241501 3343 0286 4285 6527 58 23 OOHAA 
00616 FMT MRS 6240 241723 207 906 241622 3343 0286 4285 5870 72 20 FFBGG 
00488 FMT MRS 6240 241158 206 882 241033 1715 9234 8092 6112 50 26 AGHAG 
00421 TPY MRS 5145 240905 002 872 240840 9987 1690 4285 2387 26 25 JGGJG 
00673 YKD MRS 5145 242346 308 919 242300 9194 5661 4285 3098 44 42 EIDEI 
00585 YKD MRS 6240 241608 307 902 241513 3343 0286 4285 3098 63 28 FFBGG 
00442 YKD MRS 6240 241018 305 873 240848 7395 7082 8038 6608 70 09 OOHAA 

9 

00499 EDH MWC 6800 241225 903 412 241146 n9s 3266 1495 1540 38 30 EGBGE 
00517 HOG MWC 6800 241302 152 413 241217 9194 4833 1495 8039 53 25 EGBGE 
0!U380 MKP MWC 2920 240328 751 407 240253 5576 9234 1495 5870 73 28 EGBGE 
00632 MKP MWC 2920 241831 755 418 241729 1715 0215 1495 5870 59 18 CCFII 
00456 MKP MWC 6800 241040 754 411 240934 8349 1420 1495 5870 42 21 EGBGE 

5 

00417 PKP MXV 6375 240821 605 716 240711 9915 9865 4753 8354 56 34 OOHAA 
,,_.,. 

00445 GEP NCM 7430 241024 752 833 240915 9915 3212 0351 3098 62 20 AEFEA 
00567 GEP NCM 7430 241522 755 841 241406 2958 5895 0351 3098 64 26 CCFII 

"! 
00649 HOG NCM 3350 242003 204 842 241938 8339 4833 0351 8994 75 13 DCGCD 

3 

e 
(lQ!&!~ 651. 
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REF ID:A64556 

00628 FSD NIO 2250 241823 909 514 241732 9707 2258 5806 1531 40 24 FFeGG 
00454 FSD NIO 6130 241037 904 502 240957 9987 9865 5806 1531 37 27 DDHAA 
00495 FSD NIO 4895 241214 905 503 241030 0770 0215 9433 9777 64 32 FFeGG 
00547 wee NIO 6130 241431 205 505 241242 1300 9234 5536 2963 47 30 FFeGG • 
00391 wee NIO 2250 240446 201 497 240406 0770 4833 5806 4538 45 18 DDHAA 
00418 wee NIO 6130 240840 202 500 240810 5576 5661 5806 4538 53 36 DDHAA 
00620 wee NIO 6130 241733 206 512 241507 4181 7027 5806 4538 79 18 FFeGG 

7 ~ 

004?8 OYO NJG 6410 240922 152 504 240832 9707 0215 5356 4097 58 51 eGJeG 
00545 HOT NJG 6410 241422 451 511 241327 2939 4833 4096 0019 47 26 DAEAO 
00657 NVT NJG 2690 242036 553 514 241948 4154 4634 5356 0938 40 32 OeGCD 
00507 ZNM NJG 6410 241240 603 508 241150 8546 9234 0298 0244 71 23 DAEAO 

4 

00534 AYP NVT 5845 241343 655 661 241253 0770 4022 1765 9489 54 18 HBJBH 
00447 AYP NVT 7000 241025 652 656 240945 3343 5661 1765 9489 93 29 HBJeH 
00450 AYP NVT 7000 241030 653 656 240945 3343 5661 1765 9489 88 22 HBJeH 
00481 UBT NVT 7000 '241132 154 657 241026 8349 3618 1765 0208 46 19 HBJBH 
00625 YKO NVT 2720 241809 352 665 241749 9345 0286 1873 5203 61 25 HBJBH 

5 

00425 IBF OFW 6780 240914 452 641 240834 8546 9865 5635 5979 83 36 DJOJD 
00655 JIF OFW 2940 242034 309 664 241949 4154 7236 5635 9641 73 25 50505 
00480 JIF OFW 5185 241131 304 648 241045 8339 4833 5635 9641 57 39 EeHeE 

~ 00546 JIF OFW 6780 241429 307 653 241317 9915 4022 5635 9641 54 26 28082 
00589 RME OFW 5185 241612 502 658 241523 8339 4833 5635 4844 57 40 EeHCE .. 
00388 XTG OFW 2940 240421 051 631 240346 9194 4022 5635 5753 37 13 eeeee 
00528 XTG OFW 6780 241330 054 652 241215 9915 5895 5635 5753 96 28 eeEBC 
00531 XTG OFW 6780 241336 055 652 241215 9915 5895 5635 5753 79 21 eeEBC e 00468 ZVV OFW 5185 241102 205 644 241020 8339 4833 5635 7779 57 25 95459 
00413 ZVV OFW 6780 240808 202 639 240719 0770 0215 5635 7779 42 23 OCGCO 

10 

00564 JKR OGN 6320 241514 351 703 241425 1300 4237 S897 2387 60 33 I IHFF 
00378 ZZZ OGN 2040 240200 700 658 240025 2958 1042 5897 3890 27 38 FEAFE 
00631 ZZZ OGN 2040 241831 713 710 241710 9915 3436 S897 3890 46 09 IIHFF 
00634 ZZZ OGN 2040 241838 714 708 241639 0770 1050 5897 3890 63 18 IIHFF 
00532 ZZZ OGN 6320 241337 711 692 241217 1976 5802 5897 3890 35 04 IIHFF 
00506 ZZZ OGN 6320 241237 709 682 241142 8339 5661 7471 4295 59 06 IIHFF 
00630 ZZZ OGN 2040 241828 712 712 241748 8546 5858 6247 7481 48 21 I IHFF 
00669 ZZZ OGN 2040 242158 71S 718 242102 4181 6631 6247 7481 62 23 IIHFF 
00467 ZZZ OGN 6320 241102 707 669 240843 9915 3212 6247 7481 44 29 I IHFF 
00S04 ZZZ OGN 6320 241234 708 678 241026 0770 4833 2827 852S 84 13 IIHFF 

10 

00449 FNL OHG 6335 241030 603 S82 240913 8349 3212 3619 6031 67 42 I IHFF 

00404 GKS OLV 7540 24070S 8Sl 343 240630 S360 8810 8425 6527 38 23 eFIFC 
00478 GKS OLV 7S40 241127 8S3 348 241042 8339 7236 842S 6S27 49 22 DCGeO 
00584 WID OLY 7540 241SS9 S03 3Sl 241513 3343 4022 8425 8084 61 34 CFIFC 

3 
;,. 

00607 JKR POV 7660 241704 SSS 724 241624 8339 6631 6Sl7 2387 25 23 I IHFF 
00397 OGN PDV 3500 2405S8 lSl 682 240Sl6 9194 7027 4564 2S03 34 27 I IHFF 
00459 zzz POV 7660 241043 608 698 240943 8339 1050 6Sl7 3890 98 34 IIHFF 



REF ID:A64556 

00460 zzz POV 7660 241047 609 698 240943 8339 1050 6517 3890 89 39 I IHFF 
00462 zzz POV 7660 241052 610 698 240943 8339 1050 6517 3890 86 10 IIHFF 
00387 zzz POV 3500 240417 601 675 240347 1976 5858 6698 7481 56 43 HAI HA 

-~ 00646 zzz POV 3500 241953 615 727 241853 5576 9234 6698 7481 47 29 HAI HA 
7 

00635 BEA PJX 2590 241839 255 695 241754 1976 3618 8137 2729 41 17 50505 
00473 BEA PJX 65UJ 241119 252 675 241013 9915 1629 8137 2729 75 41 68486 
00572 BEA PJX 6510 241527 254 687 241438 4181 9865 8137 2729 68 46 68486 
00489 EUZ PJX 6510 241202 603 681 241310 2939 4022 8137 5627 52 25 68486 
00461 XFL PJX 6510 241052 103 671 240957 7395 0215 8137 2251 73 41 JAAAJ 
00437 XTG PJX 6510 241008 354 670 240923 5576 9234 0180 0749 52 22 CCFII 
00394 XTG P.JX 2590 240.515 351 667 240440 1715 5661 8137 5753 46 25 oJo.Jo 
00527 XTG PJX 6510 241328 355 676 241238 7302 1042 8137 5753 39 20 O.JOJD 

8 

00577 HOH PPA 723.5 241541 603 534 241437 4181 9234 4023 9722 57 23 DOHAA 
00548 MJZ PPA 7235 241437 404 532 241335 4154 3212 4023 6239 65 18 DOHAA 

2 

00456 OFW RME 6970 241101 702 773 241026 8349 1629 6995 8570 39 23 ECHCE 
00SU OFW RME 6970 241.553 703 774 241.508 4181 8810 6995 8570 68 20 95459 

2 

00619 CHJ ssz 7970 241732 607 492 241512 1300 0215 1224 6.527 32 24 FFBGG 
00582 VPO ssz 4475 241.554 154 489 241434 4181 7236 1224 4097 71 31 FFBGG 

a. 00511 WOT ssz 7970 241250 057 481 24115!/J 8339 0476 2926 1865 62 38 CJCCJ 
00398 WOT ssz 7970 240601 0.52 465 240521 0770 9865 2052 3250 49 32 CJCCJ 

e 00452 WOT ssz 7970 241031 056 472 240946 8725 9637 1224 8390 53 30 DDHAA 
00555 WOT ssz 7970 241452 058 484 241247 9915 3212 1224 8390 62 16 DDHAA 

6 

00411 AYP UBT 6880 240753 752 849 2407U 9987 1629 3899 7913 68 27 HBJBH 
00599 AYP UBT 6880 241643 753 854 241532 1300 9865 7011 9489 45 36 EOIED 
00509 OFW UBT 6880 241243 502 851 241148 7762 0215 7011 8570 36 34 DCGCD 
00578 YKD UBT 6880 241541 902 853 241426 4181 9234 7011 6789 51 42 HBJBH 

4 

00562 WOT VPO 6640 241511 655 844 241320 7395 5661 7200 1865 76 25 DCGDC 
00406 WOT VPO 6640 240723 653 825 240643 3702 1050 0289 8390 34 20 DCGDC 
00609 WOT VPO 6640 241707 656 849 241538 8349 3266 0289 8390 82 17 DDHAA 

3 

00381 GEP VXI 2870 240333 651 507 240302 4181 3618 5202 3098 5"' 22 CCFll 
00525 GEP VXI 6870 241316 653 511 241240 1976 4022 5282 3098 69 31 AEFEA 
00558 NCM VXI 6870 241.504 153 513 241425 8546 7236 5202 9795 57 27 AEFEA 
00658 XBS VXI 2870 242037 054 515 241937 0770 4634 5202 0163 28 35 AEFEA 

4 

00663 Fso wee 7660 242112 960 729 242042 2939 2455 0108 0532 83 32 FFBGG 
00643 Fso wee 5225 241923 958 726 241810 8383 9098 6517 1531 71 31 DDHAA 
00494 Fso wee 7660 241213 954 708 241137 1722 0286 6517 1531 55 12 DOHAA . ... 00573 FSO wee 7660 241529 957 719 241439 3343 2258 6517 1531 38 22 DOHAA 

~ 

00529 Fso wee 3500 241333 955 717 241228 4154 3618 7697 9777 59 52 DDHAA 
00471 NIO wee 7660 241108 852 704 241838 1 722 0286 6517 4529 55 28 FFBGG 

• 00675 NIO WCB 7661/J 242353 855 730 242308 9707 1690 6517 4529 78 31 FFBGG 

653 
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00598 NIO wee 7660 241638 854 721 241517 1715 9865 0577 7733 59 40 OOHAA 
00396 NIO wee 3500 240555 850 683 240522 0371 4022 0108 8499 60 49 DDHAA 
00496 xNw wee 7660 241216 756 703 241036 4154 8810 9334 1423 83 05 FFBGG 
00498 XNW WCB 7660 241222 758 712 241152 8725 4237 6517 6167 84 26 DDHAA 
0i501 XNW WCB 7660 241227 759 712 241152 8725 4237 6517 6167 79 02 OOHAA 
00424 ZHK WCB 5225 240912 002 694 240817 8546 5895 6517 4538 74 47 FFBGG 

13 
;. 

0~653 ssz WOT 2040 242025 605 714 241950 9707 9098 5897 5753 56 31 CJCCJ 
00569 ssz WOT 6320 241525 603 702 241320 5576 2210 1332 6248 47 24 DDHAA 
00677 ssz WOT 2040 242358 606 720 242319 4181 61t07 7471 7418 84 40 FFBGG 
00533 VPO WOT 5865 241338 504 697 241308 !)303 1420 9028 3232 73 44 DDHAA 
00587 VPO WOT 6320 2416HJ 507 704 241520 5576 2210 9028 3232 47 16 DOHAA 
00536 VPO WOT 6320 241350 505 684 241151 7395 1690 5897 lt097 39 42 OCGOC 
00615 VPO WOT 6320 241717 508 706 241630 9194 9234 5897 4097 42 22 FFeGG 
00500 YLV WOT 5865 241226 002 672 240958 1715 9865 5897 8390 79 18 JBBJB 
00552 YLV WOT 5865 241448 003 69!) 241232 0770 1629 5897 8390 85 25 JBBJB 
00395 YRF WOT 5865 240546 101 663 240440 7395 0215 1332 8804 64 29 AJAAJ 
00464 YRF WOT 6320 241057 103 677 241022 7302 2455 5897 9489 43 12 DDHAA 
00613 YRF WOT 6320 241714 105 705 241622 5576 2210 5897 9489 47 27 FFBGG 

12 

00440 GKS WIO 7380 241013 702 834 240923 0770 6407 0397 6527 47 24 A DEAD 
-:;, 

00551 GKS WIO 7380 241448 703 835 241347 i•00 5661 0397 6527 35 14 ADEAD 
00583 OLY WIO 7380 241555 401 839 241520 9987 4833 0397 5078 56 08 CFIFC 
00666 XNW WID 3380 242126 153 841 242018 4181 3212 0397 0497 75 24 OCGCO 

~ 

4 

00419 IBF WPB 6200 240856 901 765 240815 2958 0476 0441 5979 63 43 GI FIG e 005';7 IBF WPB 6200 241504 903 767 241414 3343 1629 0441 5979 55 16 80808 
2 

00602 GEP XBS 6420 241654 555 253 241608 1300 0476 5176 0965 39 09 DCGCD 
00476 GEP XBS 6420 241124 551 245 241019 1715 9865 5455 3098 41 33 AEFEA 
00571 GEP XBS 6420 241526 554 249 241426 9121 0215 5455 3098 80 45 CCFII 
00475 NCM XBS 6420 241120 252 246 241045 5576 1629 5455 9795 53 21 AEFEA 

4 

00483 P.JX XFL 6150 241139 952 688 241038 1715 3618 5211 0983 37 22 68486 

00611 FSO XNW 6450 241713 255 213 241632 9733 0476 0496 1531 29 20 DDHAA 
00469 FSD XNW 6450 241103 252 201 240925 9915 9098 3538 6257 27 34 FFeGG 
00429 GKS XNW 6440 240922 952 482 240839 1715 5895 2638 6527 73 32 CFIFC 
00463 GKS XNW 6440 241055 953 484 241027 9733 7082 2638 6527 59 20 CFIFC 
00518 GKS XNW 6440 241304 955 486 241150 2958 3618 2638 6527 42 23 CCFI I 
00538 NIO XNW 6450 241405 805 204 241250 8339 7236 0856 2512 61 39 DDHAA 
00600 NIO XNW 6450 241647 806 21QJ 241610 9733 0476 0496 4529 29 36 DDHAA 
00648 OLY XNW 2640 241959 604 493 241914 4181' 1629 2638 5078 36 16 CFIFC 
00591 WCB XNW 5515 241619 105 208 241549 4773 3618 4915 2963 51 25 DOHAA 
00667 WCB XNW 2650 242141 107 216 242116 5576 6407 0496 4538 33 29 FFBGG 
00403 wee XNW 6450 240703 102 197 240518 4154 1629 0496 4538 65 29 DOHAA 
00420 WCB XNW 6451£1 240903 103 198 240833 1976 2455 0496 4538 76 07 FFBGG -<:; 
00604 WCB XNW 64!)0 241655 106 211 241620 9733 0476 0496 4538 29 15 DDHAA ~ 

13 

00436 BWO XTG 4475 241005 003 471 240920 5576 1629 1224 5753 32 40 .JDOJD • 
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C011i IDBlf.FfA:& 

00526 BWO XTG 4475 241326 005 483 241236 7302 1690 1224 5753 48 11 J0[)..10 
00637 IBF XTG 3930 241842 658 495 241738 0770 3212 1224 5979 99 49 DJDJD 
00638 IBF XTG 3930 241848 65() 495 241738 0770 3212 1224 5979 94 02 DJOJD 
00641 IBF XTG 3930 241853 660 495 241738 0770 3212 1224 5979 86 08 DJDJD • 00493 IBF XTG 7970 241212 654 475 2410 32 5360 3618 1224 5979 83 43 AIJAI 
00603 IBF XTG 7970 241654 656 493 241540 9915 4022 1224 5979 27 11 CCFII 
00651 OFW XTG 3930 242012 410 504 241902 1715 3618 0144 4475 47 27 DJOJD 
00389 OFW XTG 3930 240422 404 462 240328 8349 5661 1224 8570 29 06 CCFII .. 
00433 OFW XTG 7970 240946 405 468 240841 4181 0215 1224 8570 56 11 DCGCD 
00521 OFW XTG 7970 241310 411 482 241200 9987 9234 5031 8813 72 22 DJDJD 
00670 PJX XTG 3930 242215 803 508 242150 5790 '•237 0144 0181 47 46 CCFI I 
00642 PJX XTG 3930 241854 801 501 241809 1976 4833 9929 8543 65 35 DJDJO 

13 

00610 FIB VEC 7865 241710 302 375 241612 8339 1629 4636 7995 81 26 ODHAA 
00392 KOT VEC 3865 240458 401 371 240420 5360 6631 4636 5014 56 19 FFBGG 

2 

00453 AVP YKD 6740 241033 951 294 240943 3343 1629 3097 9489 72 26 BFHBF 
00530 FMT VKD 6750 241335 353 576 241240 9707 3212 5987 9137 58 37 DOHA A 
00492 MRS VKD 6750 241211 856 573 241121 8339 1420 4302 2387 94 25 FFBGG 
00497 MRS VKD 6750 241216 859 573 241121 8339 1420 4302 2387 92 21 FFBGG 
00434 MRS VKO 6750 240949 852 568 240843 1715 3618 5987 7454 43 28 DOHA A 

5 

00541 ssz VRF 7580 241408 203 087 241143 7395 9234 6724 6248 65 42 DOHA A 
... 00458 VPO VRF 7580 241042 752 082 240931 1300 3212 6724 4862 59 10 ODHAA 

00386 WOT VRF 3580 240415 551 078 240320 1722 8810 2728 8390 37 37 FFBGG 
00432 WOT VRF 7580 240942 553 081 240832 1722 8810 2728 8390 43 28 DOHA A e 00595 WOT VRF 7580 241627 555 094 241517 0770 5661 2728 8390 28 19 AJAAJ 

5 

00465 IBF VTG 5535 241059 752 919 241007 9121 7082 8560 5979 52 18 50505 
00594 IBF YTG 7050 241623 753 921 241522 4154 9865 8560 5979 47 36 80808 
00608 IBF YTG 7050 241705 754 922 241632 5360 9234 8560 5979 63 16 50505 

3 

00542 OYO ZNM 6550 241413 053 741 241248 8349 7082 7110 4097 47 44 DAEAD 
00566 DYO ZNM 6550 241518 054 746 241529 2958 4022 7110 4097 69 27 DAEAD 
00414 HOT ZNM 6550 240813 851 738 240738 5576 3618 7110 4484 42 10 DAEAD 

3 

00659 OFW ZYV 2620 242041 351 832 241942 2958 6407 8362 8570 75 19 28082 

00561 JKR zzz 6330 241510 410 334 241340 1715 3436 6841 2387 44 24 I IHFF 
00390 JKR zzz 2050 240427 401 273 240356 0371 3868 8399 2387 46 30 llHFF ~ 

00671 JKR zzz 2050 242303 415 385 242108 8349 7236 3330 2819 34 23 I IHFF 
0el626 JKR zzz 2050 241812 412 377 241742 9194 321'2 8155 7454 53 17 ABC AB 
00676 OGN zzz 5875 242355 321 390 242250 5360 8810 4816 0578 44 26 I IHFF 
00379 OGN zzz 6330 240249 303 266 240214 2939 9865 4816 0578 55 28 I IHFF 
00662 OGN zzz 2050 242109 320 382 241920 9915 6407 8155 1865 43 19 FEAFE 
00563 OGN zzz 6330 241513 314 345 241453 1399 6270 8155 1865 76 27 I IHFF 

d' 00514 OGN zzz 5875 241259 308 302 241134 2958 1629 6841 8390 28 '26 FEAFE 
00407 OGN zzz 6330 240733 304 277 240658 0371 3868 8399 8390 46 45 I IHFF 
00617 OGN zzz 6330 241725 316 361 241648 5782 2455 8399 8390 57 32 9IHFF 

.. 00510 OGN zzz 2050 241249 307 326 241229 9987 3618 6148 9515 91 31 I IHFF 

655 
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00524 OGN zzz 2050 241314 309 326 241229 9987 3618 6148 9515 90 22 I IHFF 
00393 POV zzz 2050 240513 101 275 240458 0371 3868 8399 4538 46 20 HAIHA 
00426 POV zzz 6330 240917 103 279 240711 1300 1690 8399 4538 92 11 I IHFF 
00427 POV zzz 6330 240920 104 279 240711 1300 1690 8399 4538 87 25 IIHFF " 00430 POV zzz 6330 240926 105 279 240711 1300 1690 8399 4538 64 37 I IHFF 
00441 zzz zzz 5875 241015 003 285 240925 9121 7082 8399 3890 87 08 JEEJE 
00443 zzz zzz 5875 241020 004 285 240925 9121 7082 8399 3890 79 41 JEEJE 
00618 zzz zzz 5875 241727 007 358 241615 4154 4022 8399 3890 33 14 JEEJE ... 

20 

00843 MWD AAA ~285 251825 752 322 251711 4785 2690 2304 9380 70 51 I IHFF 

00744 JKR ALL 6570 251053 054 754 251027 6331 7416 5491 9173 86 33 DAEAD 

00861 XGC BJK 3560 252150 205 138 252009 8745 8604 1099 4123 86 26 DOHAA 
00678 VXH BJK 3560 250244 551 111 250216 6331 6246 8326 3548 43 28 FFBGG 
01b732 VXH BJK 7600 251027 556 118 250943 8745 7416 1099 6761 91 18 AJAAJ 
021748 VXH BJK 7600 251103 558 121 25117.120 7330 2248 1099 6761 67 24 FFBGG 
00784 VXH BJK 7600 251258 560 129 251157 3399 3635 5103 0352 66 32 FFBGG 

5 

00722 GKS CHJ 4115 251003 002 532 250927 9356 3850 1017 4123 43 29 JODJO 
007CU NOR CHJ 7950 250852 651 529 250815 2560 5282 1017 4321 47 25 AIJAI 
00795 NOR CHJ 7950 251349 653 544 251240 5315 6246 1017 4321 72 40 CCFll 
00831 NOR CHJ 7950 251709 654 548 251535 3191 2042 1017 4321 88 12 OJOJO 
Q.10844 RHW CHJ 3950 251828 806 550 251743 8311 2826 1017 2710 73 31 OJDJD 
00858 RHW CHJ 3950 252lel3 807 552 251917 2561 7416 1017 2710 56 40 OCGCO 
00692 RHW CHJ 7950 250755 802 528 250720 1372 5461 1017 2710 42 10 DJDJO 
00775 XME CHJ 7950 251242 406 538 251110 5351 8055 1017 7049 57 49 OJOJO 
00789 XME CHJ 7950 251303 408 539 251122 5531 1070 1017 7049 62 22 DJOJD e 9 

00715 RHW COG 7610 250947 102 813 250916 553] 7416 7354 2710 82 41 JAAAJ 

00740 LVD DSM 6840 251047 704 848 251028 7330 6246 8795 5546 84 24 ADEAD 

00710 XME OWL 6500 250939 552 858 250918 8311 4662 8353 7049 84 34 95459 

00742 HCO EOH 6170 251051 653 525 251030 9356 6246 6715 1108 73 26 AEFEA 

00741 NOR FOW 6180 25112150 903 770 251036 1372 6246 8849 4321 59 08 GI FIG 

00728 I.VO FTV 7060 251017 953 496 250936 5315 4662 1008 5546 84 20 CFIFC 
00816 LVD FTV 7060 251559 955 504 251452 3399 0846 1008 5546 59 25 DCGCD 
00724 YWP FTV 7070 251013 104 223 250950 8311 6813 8894 2882 56 27 OOHAA 

3 

00702 UBT FZX 7710 250858 652 740 250824 1723 8604 0315 0758 27 19 GBIGB 

00834 NVU GKT 7915 251721 204 173 251602 5351 9800 2755 7157 92 19 OOHAA 

00718 HIR GRU 6040 250953 952 303 250820 1723 2042 1107 8976 87 36 BFHBF 
00757 HIR GRU 6040 251138 954 305 251017 5315 0854 0702 9812 32 30 HBJBH ., 
00690 UBT GRU 6050 250650 851 602 250632 2560 9800 2674 0758 83 15 FFBGG 
00776 UBT GRU 6050 251244 855 612 251115 3399 1070 2674 0758 64 27 EIOEI 
00798 VXI GRU 6040 251400 405 308 251250 1562 0846 1107 8606 46 24 CCFII 

5 
.. 
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e~ 

00755 NOR GYM 7340 251132 504 848 251038 3399 8055 0126 4321 67 11 28082 

00695 EOH HCO 6050 250824 102 604 250850 7330 7874 2674 6554 49 23 AEFEA 
00800 EOH HCO 6050 251406 105 615 251352 2561 0846 2674 6554 67 33 CCFII .. 
00803 TPY HCO 6050 251415 907 614 251226 3399 8639 9640 2837 76 30 CCFI I 
00853 TPY HCO 2330 252038 909 619 251956 7330 4662 2674 8264 53 30 AEFEA 
00725 TPY HCO 6050 251014 904 608 250913 1562 8055 2674 8264 84 28 DCGCO 
00768 XZI HCO 6050 251212 805 610 251058 5351 0846 1152 7355 36 16 AEFE.6 ... 
00822 XZI HCO 6050 251632 808 617 251523 3191 2826 2674 8561 57 39 CBECB 

7 

00750 GRU HIR 7600 251109 205 122 251022 7782 2826 1099 5375 74 27 HBJBH 
00769 GRU HIR 7600 251213 208 126 251115 3399 6813 1099 5375 68 23 BFHBF 
00711 VXI HIR 7600 250940 104 114 250847 5531 6813 0009 4899 59 22 HBJBH 
00805 VXI HIR 7600 251422 107 132 251243 7782 3850 0009 4899 81 03 HBJBH 
00686 VXI HIR 7600 250606 102 112 250538 7123 0846 1099 8606 55 43 HBJBH 
00813 VXI HIR 7600 251534 109 135 251450 1309 8604 1099 8606 43 12 HBJBH 
00847 WOT HIR 3560 251901 307 137 251726 3191 1070 1099 1045 46 21 CCFI I 
00719 WOT HIR 7600 250954 303 116 250920 1309 2042 1099 1045 74 33 HBJBH 
00859 WOT HIR 3560 252130 309 134 251424 5351 2042 2557 5861 53 34 HBJBH 

9 

00856 YWP HOT 2380 252050 309 075 251952 1562 4662 0252 1595 65 34 DDHAA 
00717 VWP HOT 6700 250952 304 069 250925 7330 8604 1062 2882 38 05 FFBGG 
00777 YWP HOT 6700 251245 307 072 251143 2560 0846 1062 2882 48 22 DDHAA 

3 
• 

00632 BWP IBG 3695 250516 201 421 250438 2560 6246 4519 7652 66 11 DDHAA 

e 00681 ALL JKR 2420 250454 801 867 250426 5944 8055 5257 5050 62 30 DAEAD 
007lt7 PVJ JKR 6660 251102 705 878 251011 4785 6246 5257 3296 84 14 DAEAD 
00835 PVJ JKR 6600 251721 707 886 251547 1562 Ul70 2322 8237 45 07 DAEAD 
00731 WPX JKR 6660 251025 904 872 250936 3399 7416 5257 6149 56 23 DAEAD 

4 

00817 XME KZE 7080 251621 355 836 251540 3191 6813 6733 7049 56 29 ECHCE 

00713 NOR LNB 7510 250943 752 925 250847 8745 2826 2278 4321 83 46 80808 
00785 NOR LNB 7510 251258 755 927 251202 3191 1826 2278 4321 76 26 GIFIG 

2 

00862 DSM LVD 3790 252206 206 755 251546 4785 2042 0315 5096 54 37 ADE AD 
00791 DSM LYO 7710 251308 204 750 251127 5351 2248 0315 5096 82 27 CFIFC 
00849 FTV LYD 3790 251928 307 760 251843 2561 6246 7309 4682 56 25 CEHCE 
li.h'iJ807 FTV LYO 7710 251425 305 752 251314 7782 7416 031!1 8895 39 32 CFIFC 
00759 POV LYD 4635 251144 003 748 251041 1562 6813 0315 5546 48 38 JCCJC 
00683 SFV LVD 3790 250525 101 737 250457 8311 6813 0315 3458 48 21 CCFI I 
00734 SFV LYO 7710 251032 103 743 250938 8745 8604 0315 3458 63 28 DCGCD 
00839 SFV LYD 7710 251743 106 758 251619 5531 1826 5932 3458 75 27 CFIFC 

8 

00779 zzz MEN 6220 251248 504 932 251214 8914 1070 2656 2369 95 28 lIHFF 
00782 zzz MEN 6220 251252 505 932 251214 8914 1070 2656 2369 91 14 IIHFF 
00706 zzz MEN 6220 250931 502 925 250832 3191 6246 6409 0488 34 36 I IHFF 

3 

00810 wee MEO 6225 251450 405 303 251241 3191 3635 1521 0406 73 12 DOHA A 

657 
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00696 MWD MKR 6355 250826 202 738 250732 2561 0079 3222 4600 39 10 I IHFF 

00726 UBT MWC 6800 251016 954 271 250942 6331 0079 4609 0758 86 23 AGHAG 
00730 UBT MWC 6800 251021 955 271 250942 6331 0079 4609 0758 88 42 AGHAG • 

2 

00826 AAA MWD 6815 251643 254 475 251535 3191 0846 6805 1955 68 40 IIHFF 
00707 MKR MWD 6815 250932 352 472 250912 9309 5073 1459 5276 75 36 I IHFF -ii 

2 

00771 OFW NJG 6400 251232 954 764 251138 3399 0846 7822 4240 84 25 HBJHB 

00772 CHJ NOR 7790 251235 754 682 251139 7782 2042 2863 4123 72 27 DJDJD 
00836 CHJ NOR 7790 251727 756 685 251623 4785 2042 3079 4907 85 29 CCFII 
00736 FDW NOR 7790 251040 453 674 250939 3191 7416 2863 4655 48 22 28082 
00746 FDW NOR 7790 251101 455 678 251017 3399 8604 2863 4655 82 25 GI FIG 
00705 GYM NOR 7790 250907 852 672 250828 8914 6830 2863 0118 58 32 80808 
00851 LNB NOR 3710 251947 654 688 251842 1562 1070 2863 2350 76 26 80808 

6 

00703 OFW NUB 6100 250858 752 423 250817 1723 8604 9893 4240 69 13 GHEGH 

00780 WOG NVU 5950 251248 002 741 251219 0101 1070 3222 5276 83 22 FFBGG 

00766 RHW NXA 6530 251210 204 736 251130 2560 9800 2511 2710 75 06 68486 

00697 NJG OFW 6800 250837 602 268 250810 1723 6813 4609 9948 35 25 EGBGE .3. 

00840 NJG OFW 6800 251746 608 284 251638 5531 8055 4609 9948 74 31 EGBGE 
00781 NUB OFW 6800 251248 505 276 251142 3191 7668 4609 9399 48 21 DCGCD e 00818 OLY OFW 6800 251621 307 282 251527 5315 4662 4609 7364 57 32 EGBGE 
00790 OLY OFW 6800 251303 305 280 251217 4785 2826 4195 8228 65 24 EGBGE 

5 

00827 OFW OLY 7540 251644 557 211 251528 2561 2042 1837 4240 47 48 DCGCD 
00763 OFW OLY 7540 251151 553 205 251047 7782 5282 1837 4240 38 06 EGBGE 

2 

00809 OGO OMR 7545 251439 503 436 251356 5315 4877 2089 4600 75 30 DDHAA 

00811 JKR PVJ 6000 251504 255 689 251438 1309 2690 6382 9173 62 31 OAEAD 

00855 ALZ RHW 3170 252042 106 718 251943 3191 4662 6481 9524 73 12 68486 
00788 ALZ RHW 7130 251259 103 711 251152 7782 3635 6481 9524 59 22 JAAAJ 
00756 CHJ RHW 7130 251135 353 707 251026 2561 8055 5329 7094 76 37 EGBEG 
00685 COG RHW 3170 250559 251 698 250525 1372 0846 6481 1090 64 20 28082 
00793 COG RHW 7130 251331 254 713 251217 3191 6813 6481 1090 85 15 68486 
00716 NXA RHW 7130 250951 602 704 250910 7782 8604 6481 3999 44 37 50505 

6 

00828 GKT RHX 7135 251648 603 437 251525 8745 8604 1080 2909 56 26 FFBGG 
00727 GXX RHX 7135 251016 504 434 250935 1309 1070 1080 7959 48 45 DOH AA 

2 
~ 

00814 FTV SFV 7840 251545 704 360 251438 4785 6813 7552 8895 76 18 DCGCD 
00758 LYO SFV 7840 251142 853 356 251150 5351 4418 7552 5546 92 31 CFIFC 
00761 LYO SFV 7840 251146 854 356 251150 5351 4418 7552 5546 89 28 CFIFC .. 

3 
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00842 XME SSF 2790 251804 705 779 251728 1562 1"'70 9505 7049 73 30 95459 

00804 HCO TPY 7410 251422 754 849 251346 8745 2826 8759 1108 59 41 AEFEA 

00829 FZX UBT 6220 251652 106 936 251516 5315 2860 2656 5546 56 25 ODHAA 
00770 FZX UBT 6220 251220 104 928 251049 7782 7874 6562 039'8 82 18 DDHAA 
00738 GRU UBT 6220 251045 304 927 251016 1560 2826 2656 1108 43 24 FFBGG ... 
00688 GRU UBT 6220 250636 301 923 250536 5351 0854 6409 9975 39 38 FFBGG 
00838 MWC UBT 6220 251739 205 937 251640 1562 8055 2656 4240 28 28 FFBGG 
00841 WID UBT 4865 251803 004 939 251720 9356 4047 2656 0758 39 19 JGGJG 

6 

00792 WNN VRG 6300 251328 254 745 251237 1372 8604 9730 1595 42 06 IIHFF 
00689 zzz VRG 6300 250642 701 730 250615 9356 2826 4276 2369 53 40 FEAFE 
00820 zzz VRG 6300 251630 705 751 251540 3191 2042 4276 2369 89 29 IIHFF 
00823 zzz VRG 6300 251634 706 751 251.540 3191 2042 4276 2369 8.5 20 I IHFF 

4 

00694 HIR vxt 6860 250804 7.52 863 250738 6331 6813 5482 8976 34 38 HBJBH 
0082.5 HIR VXI 6860 251640 756 870 251614 7123 7271 5482 8976 38 35 OCuCD 

2 

00852 MEO wee 3055 252026 506 540 252006 0552 2826 8371 6536 82 27 FFBGG 

00845 GRU WOT 2740 251836 356 6'80 251732 8745 6246 0135 5375 49 26 HBJBH 
00721 HIR WOT 6980 251001 654 672 250920 7123 4877 3394 6284 58 14 DCGCD 
00773 HIR WOT 6980 251240 656 676 251145 5531 8604 0135 8976 74 26 CCFII 

e 3 

00680 VRG WNN 3480 250447 151 733 250427 0380 624-6 8506 0352 75 41 I IHFF 
00708 zzz WNN 7280 250933 602 735 250846 2561 5282 4898 2369 98 39 I IHFF 
00709 zzz WNN 7280 250938 603 735 250846 2561 5282 4898 2369 87 46 I IHFF 
00801 zzz WNN 7280 251409 605 748 251311 4785 6813 7868 2431 94 19 IIHFF 
00802 zzz WNN 7280 251412 606 748 251311 4785 8055 7868 2431 93 02 I IHFF 

5 

00723 JKR WPX 7030 251003 153 519 250932 7592 1070 3826 9173 83 18 DAEAD 

00749 BJK XGC 7950 251108 305 535 251017 2561 4418 3989 4989 89 32 DOHAA 
00796 YXH XGC 7950 251356 059 542 251211 5315 8055 4258 6626 47 04 ODHAA 
00765 YXH XGC 7950 251154 057 536 251038 3399 4662 1017 6761 91 48 CJCCJ 
00737 YXH XGC 7950 251041 055 534 250955 4785 0846 1017 6761 87 17 FFBGG 
00684 YXH XGC 3950 250551 051 526 250515 7592 4662 3989 0352 65 26 DDHAA 
00830 YXH XGC 7950 251653 062 547 251527 2561 3256 3989 0352 35 51 FFBGG 

6 "' 
00774 CHJ XME 6080 251242 055 679 251141 4785 7416 5437 3377 78 45 OJOJD 
00729 CHJ XME 6080 251020 053 675 250926 8745 2826 0270 3953 62 19 CCFI I 
00837 OWL XME 6080 251736 304 689 251632 5315 6246 4005 5825 72 29 95459 
00797 KZE XME 6080 251358 203 683 251312 5351 2826 4005 6121 55 17 ECHCE 
00691 RHW XME 6080 250725 901 670 250648 8311 7271 400.5 2710 43 27 DJDJO 
00704 SSF XME 6080 250900 502 672 250819 1309 1070 4005 0505 64 28 50505 

6 

80751 YWP XNW 6450 251110 206 523 251042 1723 2042 3385 2882 47 09 FFBGG 
1110806 YWP XNW 6450 251425 208 526 251326 7782 6830 3385 2882 63 21 DOHAA 

2 
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eeJ:WfD.ll'iibdl 

00778 HCO XZJ 7040 251248 553 262 251206 7592 1070 3925 1108 67 27 AEFEA 
00821 HCO XZI 7040 251631 SSS 265 251525 5351 8055 6931 4349 52 23 CCFJ l 

2 :;. 

00754 FSO YWP 5445 251130 003 741 251010 3191 0079 4898 2882 34 13 FFBGG 
00787 FTV YWP 7280 251259 753 745 251134 8745 9800 4898 6590 47 20 DDHAA 
00794 FTV YWP 7280 251340 754 747 251239 1562 6244 4898 6590 83 52 DDHAA :! 
00712 HOT YWP 728111 250942 951 737 250913 7123 6813 7840 6923 69 21 FFBGG 
00824 HOT YWP 7280 251636 956 751 251520 3399 1826 8506 8930 43 37 FFBGG 
00762 HOT VWP 7280 251149 953 743 251103 5351 8604 4898 9939 92 33 DDHAA 
00764 HOT YWP 7280 251153 954 743 251103 5351 8604 4898 9939 90 17 DDHAA 
00848 XNW YWP 3480 251907 854 7S3 251842 0101 7416 4898 2891 28 30 FFBGG 
00714 XNW YWP 7280 250946 852 738 250917 2560 2826 4898 2891 62 15 DDHAA 

9 

00783 BJK YXH 6300 251255 107 743 251204 9356 4877 9730 4989 78 16 FFBGG 
00854 BJK YXH 2060 252042 112 755 251940 2561 1070 4276 8976 52 29 FFBGG 
00698 BJK YXH 6300 250839 102 733 250723 5315 7668 4276 8976 82 11 AJAAJ 
llJl'IJ760 B.JK YXH 6300 251145 1!215 739 251019 8745 0846 4276 8976 43 45 FFBGG 
80815 BJK YXH 6300 251550 109 750 251532 8391 4662 5644 9209 65 35 DDHAA 
00699 EVW YXH 5745 250842 002 735 250810 1372 7271 4276 6761 63 42 JBBJB 
00846 XGC YXH 2060 251854 608 753 251728 4785 2690 4276 4123 47 32 FFBGG 
00863 XGC YXH 2060 252233 609 756 252108 5351 7416 7606 3953 56 27 DDHAA 
00767 XGC YXH 6300 251212 606 741 25111& 7123 8055 7606 3953 45 24 DD HA A 
00743 XGC YXH 6300 251052 603 738 250954 8745 6813 4276 4123 84 25 OOH AA 
00745 XGC YXH 6300 251055 604 738 250954 8745 6813 4276 'tl23 87 22 DDHAA 
007'35 ZHK YXH 6300 251035 503 737 250946 5531 3020 4276 9173 59 24 DD HA A 
00808 ZHK VXH 6300 251430 507 748 251406 0552 0846 4276 9173 61 35 DDHAA e 13 

00857 YXH ZHK 2420 252058 656 890 251937 5531 2826 5257 6761 38 26 OCGDC 
00700 YXH ZHK 6660 250850 652 870 250821 7592 8639 5257 6761 77 36 FFBGG 

2 

00860 MEN zzz 2070 252140 416 471 252122 4323 3635 5220 0758 86 10 ABC AB 
00799 MEN zzz 6310 251402 413 447 251237 3399 0846 5220 0758 47 31 IIHFF 
00850 MEN zzz 2071'/J 251939 415 468 251850 7782 5461 6760 0758 56 17 I IHFF 
00720 MEN zzz 6310 251001 409 411 250841 2561 1070 6760 0758 83 23 IJHFF 
00687 VRG zzz 6310 250610 302 403 250520 5315 1070 5220 6761 29 43 I IHFF 
00733 VRG zzz 6310 251030 306 415 250926 8745 7416 6760 6761 46 26 I IHFF 
00833 VRG zzz 6310 251718 316 466 251702 9309 4418 6760 6761 58 44 I IHFF 
00786 VRG zzz 6310 251258 309 438 251140 3191 4662 4465 9326 45 47 IIHFF 
00812 VRG zzz 6310 251509 314 458 251413 5351 2042 6526 0352 77 08 I JHFF 
00679 WNN zzz 2070 250418 104 399 250349 6331 2826 0324 1333 82 50 HAIHA 
00819 WNN zzz 6310 251&28 114 461 251533 5531 3256 6526 1595 34 29 IIHFF 
00752 WNN zzz 6310 251121 109 425 251023 5315 6830 6760 2882 94 16 I IHFF 
00753 WNN zzz 6310 251125 110 425 251023 5315 6830 6760 2882 93 20 I IHFF 
00693 zzz zzz 5755 250802 002 408 250730 1309 5073 6760 2369 52 34 JEEJE 
00739 zzz zzz 5755 251045 004 418 250942 4785 6246 6760 2369 46 13 JEEJE 
00832 zzz zzz 5755 251717 006 463 251613 1562 8604 6760 2369 64 26 JEEJE 

16 

00936 AAA AAA 5340 261017 001 352 260926 7376 2457 9280 3412 75 47 I IHFF 
01185 NUC AAA 3305 261841 758 358 261735 6152 6246 0117 0884 63 27 I IHFF 
01078 Z.JV AAA 7465 261355 907 354 261218 3579 4283 4500 0280 49 28 I IHFF 

3 
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01041 EJJ CUN 7730 261257 056 579 261206 5369 1889 8399 5636 46 28 FFBGG 
01000 EJJ CUN 7730 261201 052 571 261038 0752 8667 7750 5906 93 40 CJCCJ 
01004 EJJ CUN 7730 261204 053 571 261038 9988 8667 7750 5906 86 28 CJCCJ 
01205 EJJ CUN 3770 262013 058 605 261917 3579 5265 7507 875e 71 44 DDHAA 
00976 GXW CUN 7730 261120 301 565 260917 0149 4473 7750 7328 57 21 DDHAA 
01139 GXW CUN 7730 261607 302 588 261533 2182 1232 7750 7328 66 20 DDHAA 
00988 MKP CUN 7730 261143 603 570 261024 0752 9403 7750 1702 43 34 FFBGG 
01024 MKP CUN 7730 261230 604 576 261140 4360 6246 8399 9010 38 25 FFBGG 

8 

00964 GSL EDH 6160 261101 502 892 261017 0193 5265 3853 5410 74 20 DCGCD 
00908 LAM EDH 6160 260910 752 879 260811 9988 0610 3853 7328 42 35 DCGCD 
01168 LAM EDH 6160 261738 756 897 261649 6945 5652 3853 7328 68 40 HBJBH 
01099 LAM EDH 6160 261422 754 894 261320 8366 2600 8722 7571 92 48 HBJBH 
01152 LAM EDH 6160 261649 755 896 261548 4712 0459 0621 8165 77 15 HBJBH 

5 

00934 MEN EEZ 6370 261010 253 695 260908 4712 0459 4735 7643 56 24 DCGCD 
00951 MEN EEZ 6370 261038 254 696 260934 0752 2600 4735 7643 82 13 DAEAD 

2 

00984 CUN EJJ 6280 261133 604 783 261008 0149 6488 2746 0776 45 28 FFBGG 
01086 CUN EJJ 6280 261406 606 802 261321 2182 1232 2746 0776 84 24 CJCCJ 
01222 CUN EJJ 2080 262257 609 815 262202 4712 4473 2250 2530 80 49 CJCCJ 
01200 CUN EJJ 2080 261939 608 814 261824 0752 2832 1422 3890 71 17 CJCCJ 
00881 FSD EJJ 2080 260545 502 767 260526 7103 6001 7976 1928 59 52 DDHAA 
01115 FSD EJJ 6280 261458 505 803 261354 3579 5652 1422 4916 95 34 DDHAA 
01187 FSD EJJ 2080 261849 509 812 261719 6152 7450 2746 7643 54 23 DCGDC 
01040 FSD EJJ 6280 261256 504 796 261215 3766 2457 2746 7643 83 26 OCGDC e 01061 GXW EJJ 6280 261325 106 798 261239 3171 7443 8119 3476 87 15 FFBGG 
01174 GXW EJJ 6280 261758 109 811 261652 6152 7443 1422 4826 36 50 DDHAA 
01043 GXW EJJ 6280 261259 104 791 261138 2182 3230 2746 7328 83 25 FFBGG 
01045 GXW EJJ 6280 261302 105 791 261138 2182 3230 2746 7328 96 38 FFBGG 
01138 GXW EJJ 6280 261602 108 806 261427 2336 5632 1738 8165 78 22 AJAAJ 
00891 INJ EJJ 5585 260724 001 770 260648 5773 2600 2746 5906 50 26 JBBJB 
009Q9 INJ EJJ 5585 261201 003 785 261032 9988 0459 2746 5906 55 19 JBBJB 
01070 INJ EJJ 5585 261:!43 004 795 261207 3145 0250 2746 5906 63 35 FFBGG 
01163 INJ EJJ 5585 261720 005 808 261526 6945 4283 2746 5906 68 34 DOHAA 

17 

01058 INK EKC 5590 261324 003 614 261148 6945 6246 2098 7887 72 23 FFBGG 
01131 NOS EKC 6295 261537 704 616 261423 4712 5265 rlJ469 8147 85 25 FFBGG 
01214 VRH EKC 2095 262101 906 618 262002 9988 1889 4546 1234 93 02 DOHAA 

3 

01012 ORI EOU 6140 261219 704 858 261143 2182 5652 7174 1702 50 20 CCFI I 
01105 ORI EOU 6140 261437 705 860 261258 0193 3814 7174 1702 63 11 CFIFC 
01166 ORI EOU 6140 261730 706 863 261628 9988 2600 7174 1702 44 39 CFIFC 
00923 XTG EOU 6140 260956 402 855 260902 6945 7443 7174 3566 82 43 CFIFC 

4 

00915 HPK FHI 7500 260933 451 278 260904 0319 6246 2296 7274 71 25 AEFEA 
01149 ZNM FHI 7500 261638 555 282 261549 0149 2457 2296 0767 49 18 CBECB 
00887 ZNM FHI 7500 2607 04 553 272 260621 0752 6894 5284 6059 60 16 AEFEA 

3 

01018 EJJ FSD 6680 261225 655 910 261140 8366 6246 3772 5636 48 29 FFBGG 

661 
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COltftD&UlkL 

00880 EJJ FSD 2400 260537 651 893 260452 0752 4473 3600 5906 46 18 DCGDC 
01198 EJJ FSD 2400 261933 658 932 261907 4712 0457 3961 6806 39 25 DCGDC 

3 

01079 GEP FTV 7070 26.1357 205 538 261233 0319 7443 1800 1261 69 29 FFBGG 
01147 GEP FTV 7070 261637 206 540 261542 3579 3230 1800 1261 SS 22 FFBGG 
00900 GEP FTV 7070 260841 202 531 260715 0149 5652 6418 4439 34 36 ODHAA 
00986 HPK FTV 7070 261139 052 535 261029 3560 8251 1800 4961 53 24 FFBGG !f 
01104 HPK FTV 7070 261436 053 539 261358 3145 2600 5301 9803 39 27 ODHAA 
00916 PV.J FTV 7070 260937 902 533 260910 6321 2230 1800 8282 76 48 FFBGG 

6 

01084 GSL FZX 7730 261403 407 584 261310 5369 2457 7750 5410 88 33 D.JDJO 
01089 GSL FZX 7730 261407 408 584 261310 5369 2457 7750 5410 79 30 DJOJD 
01204 GSL FZX 3770 262005 411 601 261846 4712 0610 5428 5654 44 22 OJDJD 
00963 GSL. FZX 7730 261100 405 564 260912 9988 1232 7255 7058 91 29 CCFII 
00938 LYD FZX 4275 261018 001 566 260919 7376 5652 7750 0776 59 23 JODJD 
01178 LYD FZX 4275 261820 003 593 261632 3579 7443 7750 0776 53 35 OJOJD 
00993 TDU FZX 7730 261155 654 574 261103 2182 5426 7750 2701 35 24 OJOJD 
01217 TDU FZX 3770 262120 660 608 262022 3560 0457 7255 3089 87 26 AIJAI 
01190 TOU FZX 3770 261852 658 596 261740 9375 2600 8399 8732 62 50 AIJAI 
01030 YRF FZX 7730 261238 807 572 261054 6945 5265 7750 1180 55 27 EGBEG 
01220 YRF FZX 3770 262239 811 610 262125 2336 0459 5428 2314 63 22 OJDJO 
01066 YRF FZX 7730 261336 808 580 261225 0319 4283 8399 7076 85 41 DCGCD 

12 

01026 FTV GEP 6740 261232 855 787 261058 3579 6246 0379 3980 76 33 DDHAA 
00902 FTV GEP 6740 260850 852 769 260739 0149 2457 6878 5221 69 21 DDHAA 
01046 FTV GEP 6740 261302 856 803 261212 5962 8296 0801 7346 86 46 FFBGG e 01206 FTV GEP 2980 262013 858 829 261942 6375 4473 3240 9740 45 10 DDHAA 
01226 FTV GEP 2960 262329 859 831 262204 6152 1232 3240 9740 53 18 FFBGG 
00918 HOT GEP 5625 260942 002 775 260811 3579 5652 3240 1261 37 16 FFBGG 
01054 HOT GEP 5625 261315 003 806 261235 3145 7244 3240 1261 74 27 OOH AA 
01211 HOT GEP 5625 262053 004 827 261838 0752 5265 3240 1261 53 36 DOHAA 
00968 HPK GEP 6740 261108 754 780 260923 2336 5265 3240 4961 74 37 FFBGG 
01073 HPK GEP 6740 261345 757 813 261304 2182 6894 3240 4961 91 24 DDHAA 
01160 HPK GEP 6740 261712 758 822 261508 9375 3814 6878 9803 64 32 DOHAA 
00890 HPK GEP 6740 260721 752 764 260527 3560 7443 8272 9876 55 31 DDHAA 
01036 PVJ GEP 6740 261247 956 801 261208 6321 0457 6067 1522 79 28 DDHAA 
01095 PVJ GEP 6742' 261412 957 817 261335 2182 2600 8272 5294 44 04 FFBGG 
01019 PVJ GEP 6740 261225 955 796 261144 0193 3230 0801 6617 28 03 FFBGG 
00905 PVJ GEP 6740 260856 952 776 260820 7924 3076 3240 8282 48 41 DDHAA 
00995 PVJ GEP 6740 261155 953 784 261017 5369 0459 3240 8282 98 30 DDHAA 
00997 PVJ GEP 6740 261158 954 784 261017 5369 0459 3240 8282 89 26 FFBGG 

18 

00965 SFV GFH 6460 261102 155 437 261011 9375 0459 8362 0055 73 23 CCFI I 
00906 SFV GFH 6460 260907 152 434 260813 2336 7244 6166 1397 67 l7 DCGCD 
010 n SFV GFH 6460 261408 156 443 261334 3579 2600 0685 3098 63 08 DCGCD 
01032 WPX GFH 6460 261240 903 441 261145 6945 5652 8362 8318 59 26 CCFI I 
0ll 79 XME GFH 2620 261822 758 446 261728 9988 1232 8362 1612 86 27 EGBGE 
00940 XME GFH 6460 261026 754 435 260952 7376 8667 8362 1612 73 22 DCGCD 
00872 XME GFH 2620 260408 751 431 260329 3560 5265 6184 6671 75 26 EGBGE 
01110 XME GFH 6460 261450 757 445 261419 8366 6488 0685 9029 86 34 EGBGE 

8 

00975 EDH GSL 6480 261120 652 700 261011 2336 1232 8678 3241 80 08 DCGCO 

662 
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00899 EDH GSL 6480 260836 651 695 260728 937.5 3814 4681 .5537 72 30 DCGCD 
01094 FZX GSL 6480 261412 057 716 261321 2182 4473 8678 2323 24 44 DJDJD 
01142 FZX GSL 6480 261613 0.58 719 261512 3560 6246 9794 3278 83 17 DJDJD 
01025 FZX GSL 6480 261232 055 705 261143 5369 2457 9983 0776 69 32 BCEBC 
01203 HMX GSL 2600 262004 206 725 261902 9988 2600 9983 5618 96 22 9.5459 
01062 HMX GSL 6480 261326 203 709 261218 0319 5265 9983 5618 73 40 50505 
01167 HMX GSL 6480 261734 205 720 261620 6945 2230 9983 5618 61 02 28082 
00907 OFU GSL 6480 260909 301 697 260813 4712 5652 9983 4312 75 27 28082 
01126 OFU GSL 6480 261524 304 718 261445 0752 7443 9983 4312 84 26 50505 
00959 PIC GSL 6480 261053 502 699 260932 0149 7244 9983 7580 47 37 ECHCE 

11 

01049 CUN GXW 7620 261310 202 156 261132 5369 5265 9497 0776 83 23 FFBGG 
01158 CUN GXW 7620 261658 203 178 261538 0149 8667 8452 3890 30 26 FFBGG 
00928 EJJ GXW 7620 260959 553 145 260819 3579 2600 8452 5636 64 12 DOHA A 
01181 EJJ GXW 3540 261826 558 179 261732 0149 3814 9497 5906 69 23 AJAAJ 
01034 EJJ GXW 7620 261242 556 157 261151 0319 5652 9497 5906 52 19 AJAAJ 
00956 EJJ GXW 7620 261048 554 147 260907 0752 7443 8407 6806 83 37 DOHAA 
01201 FSD GXW 3540 261941 753 181 261825 6152 0655 3691 7562 69 27 DDHAA 
01108 FSD GXW 7620 261449 752 170 261333 0193 0459 9497 7643 52 25 FFBGG 

8 
~ 

01057 GSL HMX 7540 261324 353 838 261243 3145 3473 5112 5410 78 47 ECHCE 
01111 GSL HMX 7540 261452 354 840 261402 4712 2457 5112 5410 59 04 95459 

2 

01068 FTV HPK 7530 261340 803 239 261305 3145 6246 9136 4574 28 28 DDHAA 

e fJlll5 FTV HPK 7530 261548 804 240 261413 9988 4473 7273 9740 48 22 DDHAA 
00947 GEP HPK 7530 261035 103 235 260954 8366 6001 7273 1261 94 26 DOHAA 
00974 GEP HPK 7530 261118 104 235 260954 2336 6001 7273 1261 95 14 OOHAA 
01157 GEP HPK 7530 261656 107 241 261641 4700 0459 0522 9308 84 23 FFBGG 
00879 GEP HPK 3650 260532 101 231 260428 6945 1889 6832 9993 56 31 FFBGG 
0Ul08 ORI HPK 7520 261212 953 516 261140 7709 6246 9406 1702 98 36 CFIFC 
01010 ORI HPK 7520 261217 954 516 261140 7709 6246 9406 1702 76 27 CFIFC 
00914 PVJ HPK 7530 260932 251 233 260817 0752 2600 2412 6617 49 30 ODHAA 
00991 PVJ HPK 7530 261147 253 237 261032 4712 1232 7273 8282 51 13 FFBGG 

10 

01083 EEZ HVV 6590 261403 853 768 261255 3145 5265 3844 3287 43 51 DAEAD 
00913 MEN HVV 6590 260931 053 763 260823 9988 7450 3844 7643 85 42 CCFI I 
01027 MEN HVV 6590 261232 056 766 261038 6945 1232 3844 7643 87 10 DAEAD 
01125 MEN HVV 6590 261520 057 769 261416 2336 4473 3844 7643 78 43 DAEAD 

4 

00896 VRF IEO 7150 260830 202 739 260742 6945 7244 8948 1180 52 34 68486 

01225 EOH LAM 3540 262305 108 184 262146 6152 0459 8407 3241 42 04 HBJBH 
01097 EDH LAM 7620 261418 106 169 261312 7709 3473 8452 5537 51 25 DCGCO 
01831 EDH LAM 7620 261240 103 155 261109 0319 5652 9497 6978 61 25 EDIED 
01056 EDH LAM 7620 261321 105 166 261242 1317 8251 9497 6978 62 21 CCFII 
00920 EDH LAM 7620 260947 101 144 260806 3560 2600 5978 7832 46 45 EDIEO 
00998 PWB LAM 7620 261201 204 152 261016 2336 7443 8407 2198 64 37 HBJBH 
01148 PWB LAM 7620 261637 207 177 261528 9375 7244 0937 2972 87 33 HBJBH 
01212 PWB LAM 3540 262053 208 183 262003 6945 0250 9497 3728 43 17 HBJBH 
11'1067 PWB LAM 7620 261340 20.5 163 261215 7709 3230 9497 3728 71 38 BFHBF 
00985 RBU LAM 4665 261136 002 154 261048 7376 2230 9497 7328 .55 35 HBJBH 

663 
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01129 YXH LAM 7620 261536 308 175 261455 7709 2't57 8452 3737 39 2A GEBGE 
e 

00957 YXH LAM 7620 261048 303 148 260924 0752 1232 9497 9443 94 31 HBJBH 
00958 YXH LAM 7620 261052 304 148 260924 4712 1232 9497 9443 89 36 HBJBH 
00960 YXH LAM 7620 261056 305 148 260924 9988 1232 9497 9443 57 16 HBJBH 

14 

00932 LYE LLA 7655 261008 509 342 260843 9375 6246 5941 2693 58 49 DOHA A 
01182 YRG LLA 3535 261831 704 347 261728 0752 6001 5941 5195 73 25 FFBGG 

2 "' 
01064 VRG LYE 7695 261333 403 180 261316 0713 2457 4384 5195 65 33 FFBGG 

01128 EEZ MEN 6680 261534 708 919 261420 2336 5632 3600 3287 84 15 OAEAD 
01133 EEZ MEN 6680 261541 709 919 261420 9375 5632 3600 3287 92 21 DAEAD 
01074 EEZ MEN 6680 261348 706 913 261219 4360 5265 3961 6798 51 26 CCFII 
00937 EEZ MEN 6680 261017 704 901 260943 5962 5652 3772 7904 72 29 DAEAD 
00927 HVV MEN 6680 260958 802 898 260823 6945 5426 3600 3430 32 24 OAEAD 
01155 HVV MEN 6680 261651 806 920 261532 9988 1232 3600 3430 45 2<ll FBHFB 
01189 HVV MEN 2400 261851 808 928 261810 7376 0459 2188 8138 55 32 DAEAD 
00982 UBT MEN 5805 261126 001 902 261016 6152 3230 3600 7643 99 28 JFFJF 
01013 YLV MEN 6680 261220 905 908 261135 7376 7244 3600 4493 52 22 OAEAD 
01037 YLV MEN 6680 261247 906 903 261048 3560 2600 3600 4493 50 11 BGIBG 
01107 YLV MEN 6680 261446 908 916 261328 3579 5652 3600 4493 64 30 DAEAD :: 

01151 YLV MEN 6680 261648 909 923 261614 4360 7443 3772 7652 36 26 DAEAD 
12 

01183 CUN MKP 3450 261835 503 803 261730 9988 7450 8713 0776 75 24 FFBGG 
01005 CUN MKP 7330 261208 502 789 261117 3145 4473 5671 2323 86 31 DDHAA 
01180 NUB MKP 3450 261826 752 802 261711 2336 5265 8713 1612 46 17 FFBGG 
01060 PWB MKP 7330 261325 402 791 261214 7709 1232 8713 0767 91 29 DDHAA e 00970 VXI MKP 7330 261112 653 787 261027 0193 6246 4401 0974 59 32 FFBGG 
00892 VXI MKP 7330 260734 651 773 250628 6152 3230 8713 9155 48 29 GB I GB 
01069 VXI MKP 7330 261342 655 792 261238 6746 6894 8713 9155 67 27 DDHAA 
01153 VXI MKP 7330 261650 659 797 261532 0752 2457 8713 9155 43 25 DDHAA 

13 

01116 TOU MKV 6380 261459 903 775 261428 0149 2600 7219 2701 49 35 80808 

00969 WID NJG 6410 261109 152 538 261015 3579 5265 7318 6635 49 16 AEFEA 
00874 ZNM NJb 2690 260421 651 531 260330 2336 5426 7318 0767 52 29 AEFEA 
01035 ZNM NJG 6410 261244 655 539 261143 6945 4473 7318 0767 48 28 DCGCD 
01141 ZNM NJG 6410 261613 656 541 261528 3560 1232 5086 2585 85 07 AEFEA 

4 

01159 GKT NOS 7795 261702 205 435 261637 6746 0459 2980 6:7)04 84 15 FFBGG 

01100 MKP NUB 6100 261425 452 313 261310 3145 't473 4131 1702 62 24 DDHAA 
01208 VXI NUB 2260 262038 957 328 261950 6152 3076 4780 7968 37 23 DOHA A 
00962 VXI NUB 6100 261057 953 304 260948 6945 ~457 4131 9155 75 09 AGHA(, 
01150 VXI NUB 6100 261638 955 317 261502 2336 6246 6959 9687 64 19 AGHAG 

4 

00904 GSL OFU 7120 260855 551 861 260826 4360 6246 6823 5410 43 12 ECHCE 
01106 GSL OFU 7120 261442 553 863 261348 0752 4473 6823 5410 62 15 28082 

2 

01137 Z.JV OHG 6335 261558 305 753 261445 0149 8296 1594 7887 82 13 I IHFF 
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01224 EOU ORI 3450 262303 209 811 262201 3560 7244 8713 5212 54 35 A DEAD 
00911 EOU ORI 7330 260920 202 779 260835 6152 0459 8713 5212 82 30 CFIFC 
00935 EOU ORI 7330 261012 206 785 260906 0149 0250 8713 5212 46 29 CFIFC 
00871 HPK ORI 3450 260353 301 766 260317 9988 5632 8713 7274 72 37 CFIFC 
00992 HPK ORI 7330 261148 305 788 261029 3560 3473 8713 7274 56 15 CFIFC 
01102 HPK ORI 7330 261428 307 794 261329 2182 3230 8713 7274 86 20 CFIFC 
01161 HPK ORI 7330 261714 308 800 261608 9375 6246 8713 7274 43 28 CFIFC 
01044 XTG ORI 7330 261302 106 790 261150 8366 2600 8713 3566 75 26 DCGCD 
01196 XTG ORI 3450 261916 109 807 261822 4712 5652 8713 3566 83 25 DHBDH 
01143 XTG ORI 7330 261613 108 796 261451 2336 7443 8713 3566 91 39 CFIFC 

10 

00952 GSL PIC 6930 261041 703 781 260956 0149 4283 7859 5410 93 39 ECHCE 
00955 GSL PIC 6930 261046 704 781 260956 6152 4283 7859 5410 79 32 95459 

2 

01080 FTV PVJ 6000 261357 153 086 261243 3145 2457 8650 5221 51 28 FFBGG 
00954 FTV PVJ 6000 261045 151 081 260916 0149 4283 9460 9740 70 33 FFBGG 
01113 GEP PVJ 6000 261457 305 087 261323 536Q 1232 9659 0037 92 40 FFBGG 
01114 GEP PVJ 6000 261457 305 087 261323 5369 1232 9659 0037 92 40 FFBGG 
01219 GEP PVJ 2360 262218 308 089 262109 6152 0610 9460 1261 71 27 DDHAA 
01140 GEP PVJ 6000 261608 307 088 261534 7709 0459 9460 1261 82 26 DDHAA 
01088 GEP PVJ 6000 261406 304 084 261151 3579 9403 8650 9993 36 27 FFBGG 
01039 HPK PVJ 6000 261254 353 085 261203 8366 4473 9460 4961 32 16 DDHAA 
01028 HPK PVJ 6000 261233 352 082 261028 6152 6246 7336 8192 54 39 FFBGG 

9 

01207 EDH PWB 2560 262016 403 321 261910 2336 7443 0766 6978 63 03 DCGCD 
00875 LAM PWB 2560 260422 951 312 260345 4360 3230 0766 7328 96 31 BFHBF e 00876 LAM PWB 2560 260425 952 312 260345 4360 3230 0766 7328 84 34 BFHBF 
00983 LAM PWB 6520 261131 954 317 261017 9375 6246 0766 7328 37 39 CCFI I 
01009 MKP PWB 6530 261213 551 641 261127 6746 5884 1053 1702 96 31 DOH AA 
00884 NUB PWB 6530 260617 352 627 260528 0752 0459 1053 1612 68 38 FFBGG 
01144 NUB PWB 6530 261619 354 652 261507 0149 5652 2737 5988 85 17 FFBGG 
01169 VXI PWB 6530 261740 858 656 261634 6152 5265 9550 0677 43 34 FFBGG 
01121 VXI PWB 6530 261505 857 645 261341 3579 3076 8957 7968 54 26 DDHAA 
01001 VXI PWB 6530 261201 855 640 261115 8366 1232 1053 9155 35 23 DDHAA 
01101 VXH PWB 6520 261427 803 319 261328 7376 8251 0766 9443 65 11 HBJBH 

11 

00878 GFH SFV 3880 260509 651 215 260426 3579 6246 1864 0262 67 37 DCGCD 
00977 GFH SFV 7840 261120 654 223 261035 6152 0250 0216 7779 48 13 EGBGE 
00994 GFH SFV 7840 261155 655 225 261120 4360 2457 0216 7779 52 46 EGBGE 
01112 WPX SFV 7840 261453 053 229 261354 0149 4473 0216 8318 59 35 CCFII 
01218 XME SFV 3880 262145 556 235 262109 0193 3230 0216 1612 86 29 EGBGE 
00888 XME SFV 7840 260710 552 217 260631 2336 7443 0216 1612 55 25 EGBGE 
00926 XME SFV 7840 260958 553 219 260914 9375 5652 0216 1612 48 33 CIBCI 
01170 XME SFV 7840 261743 555 233 261702 4712 0457 0748 6671 63 41 EGBGE 

8 

00950 VWR SFW 7845 261037 702 443 260922 6152 7450 1468 8804 67 28 DDHAA 

01033 FZX TDU 7770 261241 756 708 261142 0149 2457 1233 0776 56 09 DJOJD 
00980 FZX TDU 7770 261124 755 706 261035 0752 6246 1549 3278 64 19 DJDJD 
00886 FZX TDU 7770 260650 752 696 260516 6945 4473 8803 3890 58 38 OJDJD 
01210 GSL TDU 3730 262051 603 724 262005 2336 1232 1233 5410 86 34 DCGCD 

665 
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00939 MKV TDU 7770 261019 453 703 260925 4712 0459 1233 3007 75 24 80808 
0UJ81 MKV TDU 7770 261400 455 712 261250 0149 5652 1233 3007 68 31 GI FIG 
01186 UPP TDU 3730 261846 656 719 261748 6152 2600 1233 0820 75 26 80808 
01098 UPP TDU 7770 261420 653 715 261326 3579 0459 1233 0820 46 44 28082 
00917 ZHY TDU 7770 260937 852 701 260833 3560 0655 1233 8516 35 12 GI FIG 
00990 ZHY TDU 7770 261146 854 707 261112 9375 5265 1233 8516 43 15 50505 

10 

00946 YRF TTT 7630 261034 102 817 261013 2182 9403 5734 1180 38 04 68486 
01093 YRF TTT 7630 261410 104 819 261314 9988 7443 5734 1180 46 22 JAAAJ 

2 

01227 ZIC UMF 2160 262330 452 993 262241 0149 0459 7345 5906 63 32 I IHFF 
00865 zzz UMF 2160 260240 502 945 260220 5773 5265 7345 0730 42 24 IIHFF 
00921 zzz UMF 6200 260952 505 957 260817 2336 7443 7345 0730 39 18 IIHFF 
01090 zzz UMF 6200 261408 509 979 261328 9375 0655 7345 0730 83 41 I IHFF 
00897 zzz UMF 6200 260833 504 954 260743 3560 3230 9767 5014 93 27 I IHFF 
01122 zzz UMF 6200 261511 512 981 261402 6746 2230 5185 8886 70 39 ItHFF 

6 

01007 TDU UPP 7810 261210 753 931 261109 3560 0459 0649 279>1 49 19 80808 

00942 YRF vus 7050 261030 952 694 260946 6152 5652 0388 1180 53 48 JAAAJ 

01021 DSM VXI 4545 261225 001 971 261139 6746 3230 7345 9155 93 31 JGGJG 
01052 MKP VXI 6200 261313 108 976 261239 3766 6246 7345 1702 72 07 GB I GB 
01014 MKP VXI 6200 261220 107 972 261140 6746 5265 5185 4673 53 37 FFBGG 
00981 MKP VXI 6200 261126 106 967 261024 0752 3473 4825 6077 77 26 DDHAA 
01193 MKP VXI 2160 261902 112 986 261658 3579 5652 9767 9407 86 47 DDHAA 
01103 NUB VXI 6200 261432 204 980 261351 5369 4473 7345 1612 61 12 AGHAG e 01215 NUB VXI 2160 262103 208 990 261934 3560 1232 4933 5393 75 21 AuHAG 
01156 NUB VXI 6200 261656 207 983 261516 7376 6894 9767 9029 48 43 FFBGG 
00925 PWB VXI 6200 260958 303 963 260926 0319 2457 7345 0767 96 42 FFBGG 
00931 PWB VXI 6200 261003 306 963 260926 0319 2457 7345 0767 92 25 FFBGG 
01154 PWB VXI 6200 261651 309 984 261542 7709 7450 6364 2585 84 10 EIDE I 
01202 PWB VXI 2160 261943 310 988 261737 9375 2600 5185 8354 66 30 DDHAA 

12 

00885 YLW WDU 5870 260644 001 751 260620 5773 4473 1594 3647 76 24 FFBGG 

01042 FHI WID 7390 261258 453 863 261217 5369 2600 7129 2279 38 42 CCFI I 
00912 SFV WID 7390 260931 202 857 260846 0752 6001 7129 0055 39 23 DCGCD 
01120 ZNM WID 7390 261505 755 866 261421 9988 0610 7129 0767 73 39 DCGCD 
01177 ZNM WID 3390 261817 757 869 261729 4712 0459 9686 7742 50 30 AEFEA 

4 

00903 XME WPX 7020 260854 953 772 260825 6746 7443 6175 1612 61 37 HBJHB 
01015 XME WPX 7020 261222 954 778 261016 9988 3230 6175 1612 60 32 CCFI I 

2 

00961 UNY XLN 6115 261057 653 479 261011 0193 7244 9857 5005 59 35 FFBGG 

01195 GFH XME 2260 261913 508 326 261812 9375 5652 4780 0262 42 32 EGBGE ;:) 

00882 GFH XME 6100 260601 502 296 260516 6945 323:l) 6959 2855 46 22 EGBGE 
01221 GFH XME 2260 262254 510 330 262208 2182 7443 2566 6086 94 29 EGBGE 
01136 GFH XME 6100 261550 506 315 261455 0319 3076 4131 7779 58 15 DCGCD 

::,, 
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01055 SFV XME 6100 261320 307 309 261210 7376 2600 4780 1397 47 08 EGBGE 
00866 SFV XME 2260 260256 301 291 260222 3560 1232 4131 0055 85 27 EGBGE 
00867 SFV XME 2260 260303 302 291 260222 0149 1232 4131 0055 97 25 EGBGE 
00971 SFV XME 6100 261113 305 307 261019 5369 0459 6959 3098 45 34 CIBCI 
01199 SFV XME 2260 261937 310 320 261738 3579 6001 2566 4745 63 19 CCFI I 
01192 WPX XME 2260 261856 606 318 261642 3560 0250 4780 0992 75 46 CCFI I 
00898 WPX XME 6100 260833 602 299 260735 0149 6246 4131 8318 57 35 DCGCD .. 01065 WPX XME 6100 261335 604 310 261231 8366 2457 4131 8318 53 42 HBJHB 

12 

00989 HPK XTG 7980 261143 701 370 261045 6152 2457 5923 7274 75 25 CFIFC 
00919 ORI XTG 7980 260943 852 367 260902 9375 3230 5923 1702 68 33 DCGCD 
00972 ORI XTG 7980 261116 854 369 261022 3560 6001 5923 1702 83 21 CFIFC 

3 

01134 ZIC YKD 6740 261544 155 820 26llt38 6945 2600 3420 0442 53 12 llHFF 
01053 ZIC YKD 6740 261314 154 795 261142 0193 5265 3240 5906 61 24 lIHFF 
01173 ZIC YKD 6740 261755 156 824 261634 9988 9403 3240 5906 71 36 I IHFF 
01048 zzz YKD 6740 261307 624 804 261216 8770 4473 7282 2!686 89 22 I IHFF 
00929 zzz YKD 6740 261026 612 779 260915 3560 1232 3240 0730 67 21 I IHFF 
00869 zzz YKD 2980 260341 603 759 260319 8366 6246 3240 0730 50 11 I IHFF 
00870 zzz YKD 2980 260345 604 759 260319 8366 6246 3240 0730 85 35 I IHFF 
00948 zzz YKD 6740 261036 612 779 260915 3560 1232 3240 0730 67 21 I IHFF 
01016 zzz YKD 6740 261223 620 794 261136 6746 0663 3240 0730 87 25 I IHFF 
01123 zzz YKD 6740 261515 629 819 261410 4360 8251 3240 0730 49 47 IIHFF 
01082 zzz YKD 6740 261402 627 816 261327 2702 1889 6355 0811 59 40 IIHFF 
01145 zzz YKD 6740 261625 632 823 261526 3579 0459 6355 0811 91 19 IIHFF 
01171 zzz YKD 6740 261748 634 825 261653 0752 5652 0379 4105 35 45 I IHFF 

e 00987 zzz YKD 6740 261141 616 782 260942 4712 3230 6067 5014 54 18 I IHFF 
00924 zzz YKD 6740 260957 609 777 260846 6152 2457 6878 8886 85 29 IIHFF 
01003 zzz YKD 6740 261203 618 792 261119 0149 3473 6878 8886 58 27 IIHFF 
01209 zzz YKD 2980 262038 633 826 262017 5141 4641 8335 9722 94 20 IAJIA 
00944 zzz YKD 6740 261032 611 784 261003 5141 4641 8335 9722 84 41 IAJIA 
01085 zzz YKD 6740 261405 628 817 261334 5141 4641 8335 9722 98 44 IAJIA 
01132 zzz YKD 6740 261540 630 821 261512 5141 4641 8335 9722 73 30 IAJIA 

20 

01194 EEZ YLV 3290 261905 452 546 261741 2336 5652 2197 3287 84 41 DAEAD 
00889 MEN VLV 7490 260714 152 531 260638 6746 1889 2197 7643 36 17 DAEAD 
00910 MEN VLV 7490 260915 154 534 260810 3560 7443 2197 7643 35 30 DCGCD 
01146 MEN VLV 7490 261633 157 544 261527 9375 3230 2197 7643 87 33 BG I BG 
01051 VXH VLV 7490 261311 552 542 261153 9988 4473 2197 9443 51 18 DCGCD 

5 

01071 FZX VRF 7590 261345 356 739 261249 7709 2457 4861 0776 63 28 DJDJD 
00864 FZX VRF 3590 260233 351 722 260200 9375 6488 7075 2323 87 45 OJDJD 
01216 FZX YRF 3590 262115 359 750 262014 3579 4473 7075 2323 69 18 0.JOJD 
00949 FZX VRF 7590 261036 354 732 260937 6152 6246 0810 3278 58 45 DJDJD 
01184 IEO VRF 3590 261840 605 747 261742 0149 5652 4861 2378 65 32 JAAAJ 
01029 IEO YRF 7590 261236 603 735 261116 3579 7443 4861 2378 43 19 68486 
01076 TDU VRF 7590 261350 552 740 261315 3145 1232 4861 2701 92 21 DCGCD 
00883 TTT YRF 7590 260614 252 725 260533 9988 2600 4861 9498 94 06 68486 
01047 TTT YRF 7590 261304 254 738 261205 0193 0459 4861 9498 86 09 50505 
01165 TTT VRF 7590 261725 255 746 261621 4712 0250 4861 9498 77 42 68486 
0Ul02 VUS YRF 7590 261201 103 733 261043 6945 8667 4861 9957 65 36 JAAAJ 
01124 VUS YRF 7590 261517 104 744 261428 3560 5265 4861 9957 78 25 2808~ 

12 
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01109 SFW VWR 7275 261450 603 547 261413 3766 5265 6724 2260 81 38 OOHAA 

01175 LAM YXH 2760 261812 658 699 261708 6152 2'459 8533 7328 56 49 GEBGE 
009_.5 LAM YXH 6960 261033 653 691 260924 0752 2600 8533 7328 85 30 GEBGE 
01020 LAM YXH 6960 261225 655 694 261116 3579 1232 8533 7328 65 14 HBJBH :;. 

01075 LAM YXH 6960 261349 656 695 261240 6746 5265 8533 7328 36 38 DCGCD 
01176 PWB YXH 2760 261814 352 700 261735 7709 4473 8533 3728 48 14 HBJBH 
00894 VLV YXH 6960 260746 051 688 260648 3560 4283 1774 7652 82 24 CCFI I 

6 ; 

00901 TDU ZHY 6800 260842 502 852 260816 0193 5265 8524 2701 57 45 GIFIG 
01164 TDU ZHV 6800 261722 504 854 261640 3579 6894 8524 2701 60 12 80808 

2 

01130 UMF ZIC 6280 261537 353 805 261416 3560 6246 7976 2404 25 32 IIHFF 
00978 UMF ZIC 6280 261121 352 786 261042 0193 4473 2746 9155 48 51 I IHFF 
00996 YKD ZIC 6280 261158 254 787 261048 2336 2600 2746 1261 58 05 I IHFF 
00933 VKD ZIC 6280 261009 253 775 260814 9375 8667 7976 9731 93 20 I IHFF 
00973 zzz ZIC 6280 261118 708 781 260953 4712 2457 2746 0730 37 07 IIHFF 
01023 zzz ZIC 6280 261230 712 790 261131 3145 0459 2746 0730 46 33 IIHFF 
01059 zzz ZIC 6280 261325 714 799 261243 6961 2230 2746 0730 88 42 I IHFF 
0HJ63 zzz ZIC 6280 261329 715 799 261243 6961 2230 2746 0730 93 25 I IHFF 
00873 zzz ZIC 2080 260416 702 762 260317 9988 6246 1738 5014 43 09 l IHFF 
01191 zzz ZIC 2080 261853 717 813 261738 6945 4641 5842 7102 35 13 I IHFF "' 
01006 zzz ZIC 6280 261208 710 789 261124 7376 1232 &119 8886 75 28 I IHFF 

11 

01188 FHI ZNM 2570 261851 806 657 261757 9375 9403 4618 0604 43 13 CCFI I 
01072 FHI ZNM 6530 261345 804 643 261255 4360 2230 1053 2279 47 27 AEFEA 
01213 FHI ZNM 2570 262057 807 659 262006 6945 6246 9550 5735 65 48 DCGCD e 00941 NJG ZNM 6530 261027 103 634 260943 0319 2457 1053 5023 93 18 AEFEA 
00943 NJG ZNM 6530 261031 104 634 260943 0319 2457 1053 5023 82 28 AEFEA 
01050 NJG ZNM 6530 261311 UJ6 642 261220 7376 2600 8957 5320 49 16 CCFI I 
00979 WID ZNM 6530 261123 904 636 261002 9988 3230 4618 2017 68 32 AEFEA 
01011 WID ZNM 6530 261217 905 638 261058 4712 5652 1053 6635 82 33 DFJDF 
01127 WID ZNM 6530 261528 908 648 261417 6152 6894 1053 6635 53 36 AEFEA 

9 

00909 UMF zzz 6290 260911 405 495 260731 6945 0655 5545 0974 49 39 I IHFF 
01077 UMF zzz 6290 261351 410 564 261216 6746 5652 2962 3494 37 43 ABCAB 
01087 UMF zzz 6290 261406 413 572 261325 7709 5426 5905 9155 97 14 IIHFF 
010Q2 UMF ilZ 6290 261409 414 572 261325 7709 5426 5905 9155 89 02 I IHFF 
01096 UMF zzz 6290 261413 415 572 261325 7709 5426 5905 9155 93 06 I IHFF 
01162 UMF zzz 6290 261716 417 592 261649 4566 3814 0063 9687 48 19 I IHFF 
00868 YKD zzz 2090 260308 102 482 260237 0713 4473 5905 1261 45 08 I IHFF 
00966 YKD zzz 6290 261103 110 535 261016 7376 0610 5905 1261 95 17 I IHFF 
00967 VKD zzz 6290 261108 111 535 261016 7376 0610 5905 1261 87 30 I IHFF 
00895 VKD zzz 6290 260817 104 496 260742 7103 6441 3718 6031 91 27 IAJIA 
01118 VKD zzz 6290 261503 116 580 261428 2702 8296 3718 6031 86 06 IAJIA 
01197 YKD zzz 2090 261932 117 595 261746 6152 3230 3457 7607 86 23 I IHFF 
01038 VKD zzz 6290 261253 114 559 261205 8366 5631 0063 9308 36 14 HAI HA 
00953 YKD zzz 6290 261042 107 523 260953 3579 5265 5545 9993 93 26 I IHFF 
00930 ZIC zzz 6290 261002 308 515 260910 9988 2600 2962 0442 83 16 I IHFF 
00877 ZIC zzz 2090 260503 302 485 260418 0149 7443 5905 5906 Z.4 44 I IHFF 
01117 ZIC zzz 6290 261500 316 582 261433 4350 6488 5905 5906 94 34 I IHFF 
01119 ZIC zzz 6290 261504 317 582 261433 4330 6488 5905 5906 96 23 I IHFF 
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01022 ZIC ZZZ 629!ll 261229 312 552 261153 1317 0459 3141 7698 68 26 I IHFF 
00893 ZIC ZZZ 6290 260739 304 489 260643 0752 6246 3196 8273 55 15 IIHFF 
01223 ZIC ZZZ 2090 262301 321 600 262220 4712 4283 3457 9272 39 31 FEAFE 
00922 zzz zzz 5595 260955 001 502 260826 2336 1232 5905 0730 39 38 I IHFF 
01017 zzz zzz 5595 261223 003 548 261138 4360 2230 5905 0730 44 29 JEEJE 
01172 zzz zzz 5595 261752 004 588 261555 9375 7443 5905 0730 91 20 JEEJE 

24 
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APPENDIX 9 

PROBLEMS--MILITARY CRYPTANALr.l'ICS I PART II 

ibe problems in this appendix are grouped into ten sections, paral
le1ing the sequence ot the text, with scopes as f'ollovs: 

Section A--Repeating-key systems with stancla.rd alphabets,; Porta and 
Gronsfeld systems 

Section B--Repeating-key systems with mixed alphabets, I,; direct sym
metry 

Section C--Tbeory and principles of indirect symmetry of position 
Section D--Repeating-key systems with mixed alphabets, II; indirect 

symmetry 
Section E--Special. solutions for periodic ciphers 
Section F--Progressive al:phabet systems 
Section G--Repeating-key systems with unrelated alphabets 
Section H--Polyalpbabetic bipartite systems 
Section I--Monome-dinome systems with cyclic additives 
Section J--Periodic digraphic systems; :miscellaneous polyal:phabetic 

systems 

The portion of the text which should be read by the student prior to solving 
the problems in each section is indicated in the section heading. 

This set of problems is al.so available as a separate publication in a 
loose-leaf book of ten lessons. Thia book, entitled "Problem Book--Course, 
Military Cryptanalytics, Part II", contains the cryptograms which for the 
most part have been arranged. in proper worksheet form, obV'iating the neces
sity of recopying; and frequency distributions are al.so appended to reduce 
the amount of' time spent on the purely cl.erical. labor incidental. to solution. 

***** 0 
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PROBUMS--MILITARY CRYPTANALYTICS 1 PART II 
.,' 

A. ReJi!!ati!!fi!i·kel sistems with standard. 
al.Ehabets ,i Porta and Gronsteld s;y:atems 

.... .! (embracing Chapters I-'IV, inclusive) 

1. Solve the following cryptogram. and recover all keys: 

BYKSJ HBKFS IRDCW JUSGS Jl.fGLN ~ FRBLM lllLST TEKLX IL'WMH 
FICPG KDDiI KI.A.VY SKACK ID'LYF BTn'i' GVMHG LSTAQ F.AEI..F JARGE 
AZHIQ RZM -SGAVM- SLPZc .HIWQ 'l.WKFI WTDAV ZELJCA SXIRD XXRHP 
BKilil LXJOK QriMOE YSGAV MSLPZ COSFP AFKZr LVUGI SEFVX GJSOK 
U"SGsP ZFVSE KDHIF VMCMO WCWM F!JiX:A SVJllM OEYSG AVMSB BGKNI 
IR1WO IQHBN IPAVF SKBPJ VK'OO.. BTBRH GEKT'l YGSKX AEICM IPEGD 
TPUYF IXNIO RRKSY 1WLAF ZXASI VDTAR MiX:AG FRXAI ll'lBJE iZEL.P 

I ZCNII AHZSU ARMOP SZJGF HRS PB RFINN XAIJJF SIFTS ZVfMV OAPBW _,, 

2. Solve the following cryptogram. and recover all keys: 

QDIQR ZIJQD VKSJR WPTN JTVZS COP.AK GDPPD PUAQ'l. XZWHC PPPJA 
OHFUU EAOAP BZYME QJ'JBD EVIKJ E.ILHQ Cmtl YOSKP U.AJQU PM.OZ 

e XSXNU UDPXP YP.EIK EJAFV TJKW' Q.GEOC DZBZU MEI>m UUQKK EtVKO 
AZUOA PBZPr RKBNC PPPJL LDEQT JRWEL VDNPO OZGUD QllGGR GERAW 
YEDPX VCQFK AnU W>JW UBOYY EIKMA OPQMA BZsPEV IKJUA QKZYM 
BQJYO SDVXZ JORDG PIJPEG ZNAOB AVDCQ RVTNC WQKZ 'UKDPU ADDRP 

3. Solve the following cryptogram. and recover all keys: 

4o313 71236 3~44 Jt.3o45 21m_ 61128 39'l84 3354o 45391 03413 
29381 3124o 25112l 13034 25 24443 29372 91210 21444 01342 
34314 3l211 29353 34542 39321 238Jt2 341124 24445 4o313 33010 
lt-0383 lt.3645 25284 21536 32353 327ll 28273 71536 39321,. 34311&. 
29354 03132 39'144 445112 38433 33329 45124 31Jt.45 4o414 34443 
39421 24443 45381 31145 25303 74232 34431 53839 32243 21528 
31'263 31342 34281 54136 34281 1244<> 29353 31232 21421 24433 
38382 93337 41373 11336 35372 62526 242lt.J. 13729 213lt.3 3lll0 
4o384 44332 43lt2J. 34543 32123 23443 35432 91330 38381 ll.245 
35243 21226 20211 11342 36152 52418 29423 31743 25261 231,.31 
28381 31142 26241 01136 42244 o4433 26321 Ol2ll 4o4l2 93841 

~ -
~ 
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4. Solve the following cryptogram and recover all keys: 

ILBKM TXND' BDBVG OHHDO UGIKH DFBAB BGMID XZQBR FVWGB VQPJE 
Tl'UBT QIRCZ B4DYM YBGXZ OTEZC LBOHQ IWFOK XVAIT VXHQY FRAAI 
IHCOC AGQBD SOKBG AUCUU VS'mS RAWFY SKFPl. BDKIZ AOOKR PVZRC 
ESHBK MBBDA XQUID DRASP FKITT AGsm KZLRT GMAII RXAGG QYOID 
EFClfL lHJMIJ GHQYH HIAIE FMGHQ vvnm UTNRT GGFPZ GEQBP WIUVQ 
GPSBR KITFT ZSBQB PHr.SB CAUOX XMSZR BRRVM RAAIF USBHS KVEBE 
TIGER '¥JQNB GAUBH KPDm MUKNQ YBRWA z~ lWVRD KIZAO RYHRW 
.AGBYI TQYXN IIOl1G ~ WATAB T.PRBU DIUGE BXXMP CHOQR UVlllP 
VSAUG QBMIJY "Pf/l.YV SUILX QIEXG CPBML YACFN OXMHQ UOGIY VPRBZ 
PFABP 

5. Solve the tollov1ng cryptogram a.ncl recover all keys: 

SJ!llC IBlUB XFllCZ KCRIIC GWCJE WCSCI OBISB JOG!tf LJSBY VTKOA 
PJCWJ ZBIMO WKKSN BSJYI TVBlll JOXXC AIXKI BMJAU EFJCP USCEJ 
UOEKX XMIPA BIEUS JYBCF EitIBL ZVIllP MOHVU QXJJZ WMMKX CPJLG 
BPPUJ WHWJ UCBZV CBRDX 1.SRKE ALABF FKAMD KOLIW SLFLL GRQEP 
mxu PCSCO XAYKC FQAlJR WICU P.mJl 2JlRKS JAISN HQPIX EQVGW 
OCIFP QNKEA YAUJ BM.TAJ SGBXU RZVKK ClUKG WCJRR llftm' AYADN 
RUIAX IOCBB XZBDK KCFIR NSLZX LSSLJ ICBKR iWLSW ENllVI JCKPK 
~ 

6. a. The following cryptogam vas enciphered with direct standard 
al.pbabets; so1ve it and recover all keys. 

PLCAK lWKEU ~ Il4LTR ESGJlf HVW.AM EDLYG KGOLN FLXUI CCVZG 
YIMAD TIBGL mDS KORWF mRBR RNPD1 AD IEE BMIVX 

b. The following cryptogram vas enciphered with reversed standard al
phabets; so1ve it and recover all keys. 

ZIVDB CDFXM NJJBH XV'l'm I.KOU IZPVZ OQNTE DJiq,t J:BAOI MIPDN 
BDtm WAXBU XXOOF RFDQP IZmU RTlllT RPLQD PYNVO OECFF RYKDA 
WLXBU XXBBC LKOZH MKJMJ 

7. The cryptogram below was enciphered by periodic palyal.phabetic 
subst1 tution emp1oying direct standard alphabets, Vi th the number of al
phabets between 45 and 50. C&l.cul.ate the observed and expected plaintext 
and random values of the +•s or I.e. 'a tor each hypothesis and show these 
data in a diagram; determine the correct -period, solve the text, and re
cover all keys. 

IfBBRK D::DIT BPQBO XRLXI FJ'TNO HOBFlJ MOS IA AVlllU lOCCOE WJWCM 
SLJST SSIIA JlllZH VLX!rZ KCUAA UEISM V'mHQ ICPKK VWMGM VUEFD 
BZUOO KIRVD IllVVR IZAZI> ABZSZ NULL EKSMC SWHLE TBJNW CAWSK 
:unm.r xocuw GZRGN VA'l'LI ISCZL DBMY EAUGF YVBKJ &mZB BRGQZ 
DNPVB IFFGR CMASI DBI.OT ~ Pillf J LPRZF lBUTF UBUOG JIBZL 
UGKSP BRKNK VRQGO KJ.H}X CLIJN 

~L 67Jt. 
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8. !.• The following cryptogram, enciphered with direct standard al
phabets, is suspected of containing the probable word GREENVILLE. Solve it 
and recover all keys. 

ODPHN VVMCE WEAVP MGVAC EPVIR 
RRITJ XHXUR PKWC 

b. 'lb.e following cryptogram, enciphered Vith reversed standard &lpha
bets,-ia suspected of' containing the probable word Nllr.l'OB. Solve it and 
recover all keys. 

XDOAA QUYAQ TQDRU PKVFR 1ZXHE 

9. !. . The folloWi.ng naval message is in the Porta system, and contains 
the probable word COLLISION. Solve it and recover all keys. 

MPBSI XBLAM IZXJK GXKJD WNRCJI llJSIR GAKFH MXGVR ETIEX NQXDB 
AXMDR KGRXU Amx cam-o EXIMQ SElWR FGWJR XKDPl' EELPA GCWOJ 

~· So1ve the following Porta cryptogr"am and recover all keys: 

VAMNA EEllHM VBBFX RRBTA ZFKWI RNCKZ QVJWK ANQAU APNFX CNWZL 
GRIRV AWSOU TRD'R AUUCY QFKFK AWSW mzNU RWBVX YBJKS &ruRD 

10. The following naval message, known to be a Gronsteld cipher is 
suspected of containing the probabJ.e word DimBL. Solve 1 t and recover all 
keys. 

XSKFS CUZTS lNBOX UVVCT SMCPK MKKXH QRDLU RKOAX RQEDI RQTNP 
UMABC LXBXX 

B. ReI>eati!!fi-kez &J!tems with mi.xed 
al.J?babets 1 Ii direct s~try 

(embracing Chapter V 

1. Solve the following cryptogram and recover all keys: 

JJXMF NXWQQ YOGHN JVTJF DOIR .ABMXE BJI£N XNTEI GIWMT ABL'l'G 
SSE'r.1' YMCKT AXETli ZBJPH SIGOF PRHRK WECEP YBMJY CPAZM TBLXK 
SIKLF mmw NVBEB HWGZF YNGOF PRBRK WEMCN TSHXG NHVCZ NXHVE 
TmPV WCNQE JDDlW KVLJG GEYLF KJMFC SUKD:N VOdJK GNWKL NBFPl' 
IMVRL ABL1W TVGOJ NBCNN TUYTN IALCU WTI'l'L VCLAD NlC!mC VNKGO 
WRZMT JMG'G BU~K FMrlKF RSZLP AULNA BY.AUL JHBMI NECKL POEAI 
GHBMP KWXFK NOLOD PKCIT XJZLX KJBXA QOOCR SVLJG NXBJK VXZQE 
JSZLP AtJLNA BECKL P.HBMI HQAKN ABLTK WJNNV NCEXU AXGNX vuwwx 
OJHfX WXL2M SIMHG PEBKI TIGOL JHBKG SPA'r.r NNGK ARMV'R SXWKF 
ITALF MHZNG VEHLF PCLXQ RUBJN IDFDG IJLBR SAMAG SlWMF 
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2. SoJ.ve the foll.ow1ng cryptogram and recover all ke;ys: 

DIXHP IVSEI lCHRCO SIOXB D'l'BCO :N.AqlZ XAllfP LEJMI VKACF DVB II "' BGC¥JG WiX:AU CMQPO llrlBGL ISUW IVBlW T&TJK VKOYB DT.BCO TEJitT 
I.AOYR MVQAN DP'RBI KJJJK alQPO llrlmY VZJTE FPJllO lMHII AKSAF 
IBJJK LAQBZ BWGIY OZB1'Y SMBRU MZJZU IVQPS IEJVP AMBBG JWOFG -
Y.ASSP SWLPS DX:FP ICBFG T&mK IYTXM V.AOBI BSBPW SGBCU MZPm -
IVSGZ INOAQ AKSJB VWQJB CMOBG WZRBO PDDGO MXC'lM GGFLR MSACU 

3. Solve the fol.lawing cryptogram and recover all keys: 

!lUIXR OKSAX XJ!U *XRF DJlWI TNKYD JAF//£ AQOGQ LBXMIJ ABJSZ 
SXURC AZPWI PWGSR UETJX D'OTQ BJmQ{ K(,JJDC RTl.'QO ZJWY RBXGT 
JSRUE AFCUM CZKST TVFZG ELKXU KPRLG LLZTA YTSPA DRYM. BDCNP 
amm LLZEJ lEKLG AXXDR LYTXU JLEGT NKYRX YFa{T KLJRT PG:mE 
DJALZ FXTPP PRCEA PXGll1 FOX QB RIBZF KXAXX VJCST PPQJS FBCGE 
VSZRW N:1I.'GY TXU CU UTC¥>"Z MOJKS NGLlW CLCZR CYODJ SJPr! FXSFL 
DTJYP ROGFX 

4. It is suspected that this cryptogram contains the same signature 
present in Problem 2. Solve it and recover all keys. 

1' ~ 

18200 32215 lOOll 41510 20041 208o2 07221 12513 l.6172 504o6 
2220]. 7l.5l.0 20011 02106 20121 oo413 182oO 71423 07210 30318 e 12191 70508 10261 21607 20082 42o13 25091 21626 25ll0 52203 
l.9151 l.0906 22172 20525 20032 20605 22192 21607 04251 10511 
21f.101 00305 J.8J.41 l2l2l. 19'200 61423 25231 2l.6ll l.2211 02218 
12200 52101 25151 72ll8 25011 00321 14o2J. 12313 13122 506<>4 
25221 62021 14191 31525 07172 l.201.4 09201 71510 2oo41 022l.8 
230ll 42625 17191 70411 26261 62013 1719'2 50614 26172 2l6o2 

5. Solve the following cryptogram and recover all keys: 

GMP.FM VClWH OKPM VQVFif lSWDO JQBZW ADHVF WAI.PS tuml wvvm. 
IHOO.. BYGMI NJr1EU UJlllT NFSHL IGVQlt WHO IO JUZFE NVYGM :NXXAU 
MTONB OYD1B QDQRO JBWDl BJ'JBG xxzzo QRalT IKIGB KDQJR OOUMR 
maze Jl4XOX NRGVZ IJRYO mJJJ FPJISR FZJOF LLNKE MNZBJ BT'reM 
JBKDH BBYUV NRSSY SGBKD QJRQL BKRCV ZQ.ITP NPSKR lMJSV XDVOS 
TRCKH BOOXK :NVQQX LJVQY FNYSK IAFLJ UEOKY BBLZN onruo BGUUS 
AMJUB VNYIJI VVcnl .AWITF GBDTG XLGKJ RBBSJ VBXLG FErlG GEQQV 
GZFCF 

6. a. The enemy is still using the components of Problem l., with the 
periods V'a.rying between lO and 20. Solve the toll.owing cryptogram and re-
cover all keys: 

BPLOT C~ J'l'GNB 'l'VRKF MEMMN RMSFG IVRBR KPZOV QNRHI BMEHH 
MFFXG l&lBJ BDKGR MMMVW NOFXS JCSPN LRUCP CLWOA 
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~· The enemy is still using the components of Problem 2, with the 
periods varying between 10 and 20. Solve the following cryptogram and re
cover all keys: 

VCZUU PSGZV GDJBT QBXAO .NZDHX 
WKJIG PSDGP FBSZZ QDHDS BEX'GD 

TBXCC rm.rm AJJPS BZHTS BOYRJ 
GJMJB 

7. a. Tile cryptogram below, enciphered with the components of Problem 
1, contains the probable word FLIGHT. So1ve it and recover all. keys. 

LFCET LQT&J JlWIA BI.RIB JWFV lWRVG TNNFS UIJRT AQOBM TOEXZ 
TPEZU RFAFG ~ DVBBT EPWMA YODAV 

b. The cryptogram below, enciphered vi th the components of Problem 2, 
contains tbe probable vord NAVAL. Solve it and recover all keys. 

SORTH L'BSST OVFGN VSIVX R'l'HBA RYEIK MCJYLL JVLlE VJZBM VABOH 
DNKB QVCEV RWlllN EPOQP OP'l'OX 

8. So1ve the f'olloving cryptogram and recover all keys: 

RCCQN XGSRO VB TIM ERC,¥A YKWBl BBSGL ESWZK CQD'B SYYTD JKJSZ 
UAOYH LAOSD QPZZT FGYC'l' OZ'IRT VTITS SMYRS LMZLA mom Df CYX 
M'IKOZ BP.l'FI TJLFN CSODE WZYLC JKLP'Z YERIP ZTOLB XOGWD RU»lZ 
EZGBS HXIEV YOLl!M PEIAJ YEFKY ZSRKQ CMGlll CYPKL DSSHF IT?ml 
IRRQD LS&JC TAO YR CJNIM P.BI2M CGQHP NSFCY WS!MV PABEM ETBRE 
YTQYE SBOCB CLNFJ CANJY HSBZY HFPYZ TFr.FY INVIK Z1MIU 'lWFVL 
CJMZE FVAFT 'l'rFSS RCBFS ROVTI KJYXF UBNKY UTDCB CX'lW RYV'lM 
DEQ.FY ZTJ1M TrroB KNWRD DA 

9. So1ve the following cryptogram and recover all keys: 

YWIUP WAI.RO ZMZXN SUWDO GQJNC GHNBU FFYltV FDNVP QRUTF BO(;JJT 
xmww KGDAQ YFDLA PG?IDY DIOFL IYXVH FFCFQ FIJD'lB QXSUF ?WQNW 
OOVKR EYQJF DJHFN OBSAD KWVOP LH'rl'D .HGBSJ HFHHE TTF'lB OCALO 
PHDKP OSUFZ WFFBH ZINLH HZPCU SLBBA VBRFD SOORN BOXBI LNFKZ 
JDJQH XJLAM ZLJFJ DBFAR FCAOY YDSVW LILTI WZFJB NJQRV yzun 
LEFCJJ MVF're 

10. The f'o1lowing cryptogram 1s assumed to begin with the words ENEMY 
BF.cONN.AISSANCE. Solve 1 t and recover all keys. 

ZJOKJ mKYS XSIAO MFVQF CiWMA VNCDY FCWLL KZZUR CUVIS KKWCB 
DOYBL SVNYN TBKIS XSIAO MFVQY ACMXX EFEZM YSM 
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c. Theory and principles ot indirect synnetry ot position 
(embracing Chapter VI) 

l. Assumptions made in a 1>0lyal.phabetic cipher of a period of five 
have yielded the fol.loving pairs of plain-cipher relationships. Recon
struct the primry components and recover all keys. 

Pairs from Pairs from Pairs from Pairs from Pairs trom 
Alphabet 1 Alphabet 2 Alphabet 3 Alphabet 4 Alphabet 5 

AZ AR ER EI CP 
DO ET CM J.V IX 
Bl IF PO NX NY 
IA NH RC OB RG 
NK ()( ru RN TH 
'l'Q PL SC UJ 

SI VL 
TN 

2. The following assumptions have been made in a periodic ~al-
phabetic cryptogram. Reconstruct the priary components and recover all. 
keys. 

12J42212l 2J4~12J4 42§12J42 12J4261 ~ 
YLKLDltPLX ZEFUROIZG LVHYKKJK WHFQDAA HGLP 
ARTILLERY BATTALION INFANTRY CAVALRY STOP 

3. Analysis of' messages containing enem;y morning reports has shown 
pronounced stereotypic beginnings, such as "MORNil~G REPORT FOR TUF.sDAY 
DJOOJ!MBER ELEVENTH PERIOD OUR ORGANIZATION ••• " The following is the begin
ning or a message believed to contain the morning report tor Wednesday, 
December twenty-sixth. Reconstruct the primary components and recover 
all keys. 

JLVKI HHQPU CCEAW QYABK XQIUS 
CWRA DLF.GE YVPIH ••• 

GUWXJ TLNOO .NWVQV DCXJQ PAFRG 

4. The sequence reconstruction matrices belov vere mde during the 
sol.ution of three foreign-language ciphers. Reconstruct the primry com
ponents and recover all keys. 

a. ¢ ABCDEFGHIJKLMNOPQRSTUVWXYZ 
1 F GTBUQON DA RVZMICH L 
2 HN I v CUEA F Q 
3 I z H T CEG BD p 
4 A H N D UV M I 
5 Q B FZ 0 p c .B 
6 LO H AG Q s 

- - - - - -----
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b. ~ ABCDEFGHIJKLMNOPQRSTUVWXYZ - 1 H JMINOSFT w GLYZA u 
2 uz w AE RDFGX H y 

3 XH s UB L A 
4 c D PG Q s v w 
5 x M B BL N J AO F H 

c. ~ ABCDIFGHIJKLMNOPQRSTUVWXYZ 
l c u GZ PDABOQISERJFWLllN M 
2 RGJNH p WQ FTU LK B 
3 w M Q L UV KB A 
4 Ip WL Q BC ., 

5. The t'ollaving three sets ot' data were developed during the 
solution ot' certain s_-pecialized polyalphabetic probl.ems. Reconstruct 
the primary components and recover all. keys. 

a. ~ - l. 
ABCDBFGHIJKLMNOPQRSTUVWXYZ 

0 F K IW TD E 
2 L s * MV R c G A 
3 AB GI s Z*T J 
4 G N SJX 0 w 
5 K s L x u B F* 
6 H p G J UA L 
1 D * Q KY GR 

b. ~ - l. 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

J N c x 
2 H M s F I Z 7 5 
3 
4 

D E G RU WB 
MQ v Z I K34 

5 K A w y 9 
6 7 8 PL 0 T 3R 

c. l. 2 ..L. 4 
~ 

6 J_ 8 
A3B' E 27 A 22 F 12 AlB' A 35 D'i2 
D 27 G 15 D 25 I 39 c 21 c 28 D 18 G 26 
G 28 I 25 118 N 19 D 11 E 34 H 26 K 29 
0 11 M 24 F 32 0 2l. E 30 L 43 I 23 N 37 
R 41 0 17 H 13 R 45 L 35 N l.3 0 42 T l.9 
s 34 p 39 L 10 z 29 0 38 s 31. R 22 u 44 
u 36 T 38 p 4o R 34 T 12 s l.9 v l.4 

y 43 R 39 y l6 V l.O u 33 
T 35 v 44 
u 20 y 24 
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6. From the data in the mtrix below, reconstruct the priary 
components and recover all keys: 

~ ABCDEFGBIJKLMNOPQRSTUVWXYZ 
l. x c B WK F 
2 L y T F v G 0 
3 R u E L 
It. H BT QKO 
5 ZM v p 
6 D L K x z 
7 s p J HE 

7. From the data in the •trix bel.ov, reconstruct the primry 
components and recover all keys: 

~ ABCDEFGHIJKLMNOPQRSTUVWXYZ 
1 
2 s 
3 
It. 
5 v 

AG H MKN U W 

PWV 
CB 

R J 

E JA RU W 
MI T Z EF K 
RU D X OLY 
P Q IS 

8. From the data in the •trix below, reconstruct the primary 
components and recover all keys: 

~ ABCDEFGHIJKLMNOPQRSTUVWXYZ 
1 
2 
3 
It. 
5 
6 
7 

M 
E 

T 

F 
R 

D 
I B 
c 

K 

x 
v 

vw 
QS A 

c YJ 
0 

B NRK Q 
B DZ H 
FAO MYJL 

p 
G AUB w 

E u 
N I 

9. From the data in the •trix below, reconstruct the priary 
components and recover all keys: 

~ 
l. 
2 
3 
It. 

ABCDEFGHIJKLMNOPQRSTUVWXYZ 
QZ XYE C KN AG 

Y B H T L C IJ 
HE BD P I W 

G J T P WK 
5 R GF S M OQ TURV 

68o 
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10. From the data in the matrix below, reconstruct the primary 
components and recover all keys: 

1. 

IOQID 
VHJGQ 
SGMIV 
CWGQ'l' 
UYTRC 
OGOEQ 
YPSn 
KCVOO 
'JMAAJ 
TPDQD 

¢ ABCDEFGBIJKLMNOPQRSTUVWXYZ 
1 
2 
3 
4 
5 
6 

G 
u 
R 

E 
T N 

y B E 
WG H s 
L :N 

FS 

NV JLB 
A D LI Q 

CZM BI s 
T I DA 

uo VDK 
VQ D OP 

D. Ree:ati:e1-ke;t sistems vi.th mixed alphabets 1 II· 
' indirect synmet!J'.; 

(embracing Chapter VII) 

So1ve tbe folloving cryptogram. and recover all keys: 

nmw AYQlZ XMRFS PSXWP JEBJ!M IBMNZ PFAQI AZPMil 
EQVCW AKOOD RBBMM PWHEM YSD.AG IPNSQ GSMaJ WIMNW 
DBEBT HMmC IBQFL ClllAK OUSSM CMLPG OLDQP QOAAF 
LTARA PGG:NS MVPGQ WATLC HEAGH FAQIA ZLJYE JTABA 
mQTP QKWMP WHSHF WQAGI PNSQtJ IAFVB <MIKO NMIUE 
AAKBS WJPLH DAAJE 'rolWZ NAZPD YDIZK NZBQT PV'JZO 
EUAMX YSZFA FBmJ DNJYE VRA5l NJ QPR BBIRM ~QEB 

ETXMP CNOIA NLZYA RRAEW IQVPN QIANL ZLGRS BMKXO 
PNIYC M?DllO SVVRE BZRGH ~I NKFDD BKKWP OAEDU 
OMPXV CSV.AO MAKGP VYIAR ZXDED WAEAG I 

TSGMI 
F'lmE 
EMRAH 
A.TETE 
SUBW'C 
GKAYG 
MFXCU 
XFCLA 
APLM 

2. The following message was interce'Pted on the same day as that of 
Problem 1, but due to operational ditticulties only the first l.60 letters 
were received. Solve the text and recOV"er all keys. 

MRCVP 'lZVCX SKZWD 'l'IBAP OIUQ,L WMZV RRXXV aczxv IKPWZ JINCP 
LVQ!l'Z TIBGM MFJYD JMBKX K&UZ WIVJO nmAZ FEV'.IZ AGNWF AKX'l'I 
LZLRL Wu...QX IOO'SU WYAEV HZZYJ SZVDF noocv ZXCRP OQi'SU WLVGY 
KIIlrlZ WCHVX ••• 

3. a. The ene:m;y is still using the components of Problem 1. Solve the 
follow1ni cryptogram. and recover all keys: 

EllfBB PVDVS WFF.CY UWBXW UBIVP WXVDU LZICJ WMRID MmCY KUMIC 
ZKWXA VZVMH WBSZB BIMVH 

b. The following cryptogram, suspected of containing the probabl.e 'VQl"d 
CAVAiif!, was enci-phered With the components of Problem 1. Solve it and re
cover all keys • 

EQXFI lWUS BZKCP OHRVA VLUMI 

68J. 
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4. Solve the following cryptogram and recOV"er all keys: 

23647 7EJ.ZU AN39F 8ClRF 6~YG6 61!477 ElZBJ - SVAF4 lW3lZ 6JABY 
ZlJYGW 6CB7A B6PC4 M¥/>Y!r AJ9CZ XC72E GTA'1W VIJJAY VVY4A 789DI = 

3G2¢G msAY ZUIGW MUSCA B6PC1 ~8 CXRF6 E.5K27 Z47HE IZ9CA 
6M27J I2F64 6M66D Y4.1WV DDY.AC 6FLJM 8BF8C 'XRF6E 5K2B'Za YKA2F 
WXJ.¢2 ~~ RVDX2 ltcIQ8 7B2FZ H9RRY ~ ZQBOJ R7Z4I U2WGB 
nt3tJB C4Y¢B 6YYF4 9BS5M WD1'"2 4QN8B 7IXXX 

5. The following five messages were enciphered in the same general sys-
tem. an4 specific keys. Solve the text of Message No. 1 and recover all keys. 

Message No. l 

NRPWH FNDru BMBNO ICB»IJ WGl:llM Wl!ZLV UDO IN FJPGK DLASW BBHZN 
INUFP EQVWB BSBMQ llKllffl UQXKH ZlIBHJ) :NVREE J!'SZBW wmmz ~ 

Message No. 2 

omru ZNDQI ABlWB BRSJG IGHX?I LCNFL 'l'll'l'NJ FJRZT WZSF OJWVH .., 
TQBAP 'l'GNHJ KQ.ADF GZBLL LXMQX &J'HOK BPmJ GDYIS NRLKQ RLRRU 
RZEPB IVCIC ENHAX MIZQL KDRAS WTNGK amuz JXCJQ WIBGQ EZPm 
I<JIPE BNBJK Qlt~ ENBQl) XZFVP HLQl)T YAVRE ZAPQF FOJJQ lGlCMK 
BZBBH DNVR 

Message No. 3 e 
MSmH LASWll FGPEB ABJSX JlCMLP ?CIRE lMPJI RL*Y Wlm3C SACJA 
n.FXY FGZUJ lMNJX CJlWK ?CBAF BPZAR QNWJE WRAIQ XJQVD LLR(JJ 
WJKKN KBGAE JUDLL WCM!ro QDRA 

Message No. 4 
KCDm UNDRS JZYm' NSFLC mmBE BK.NG KD'mH QVNVQ PQIMQ IASJB 
LLLO'l' .NWZKB YQRJJ QVDDI Y'l'LRM .ECWKS XJPGK zzm.lJ IKEEE SALTJ 
ZDIPL RIMUC WIJZW DTPEH JJPWQ JGCCB EBRIQ ZAFUH lllFGT AI.JUT 
ZRCSR EJQXM WRIAG UGFYQ BJIGN DLLFC H 

Message No. 5 

DQEl!H UKBDl JWGHW MNQ,SJ CBEBR DTBQV SP.BIA ADQPC JJ.KQP TNWZU 
LGIFO NLXBX XPBPE ZEHWX BAMRH y~ XMQXZ 1JLSPQ XMGKP ZBSBD 
RDBBX RIQZN JMLLL lWODL KQ 

6. Solve the following cryptogram and recOV"er all keys: 

"' HHBHH HBHHH Pm.LI ~ZUF B'l'rXM HNGLI mmHH mmLJ) LKTXF RBWBD 
ZUU:& HLPHN ENZOA EFTDA QRERE TV'LBD ZUZHQ BFVRC WSQJM REILF 
LKTXF RVGLD ~ HBFUC mnme: BHHYF WANNF UKPQN TTVIK HBNZL -IYKOA XCZEN LlllPA CltZ.MN .AIP.IKG TLPOF GIKOA TVLEG K&!r.F UYBZN 
ENSRU GHIJUD '/PAJVJ Im>FL Q<¥JVL EHD'LN AQPOA QHWFA ROPJM mmax 
EQLFW NHVJH HHHHM RBZZI XNYNH HHBRG m.JCB ZBVEJ ZEPPC ULKFH 
CSKAC OKRLD GHYIF umzc IVWJQ HHEFT ENHJL ZBZPX El.WO HRWFG 
.HXXRH SLC¥tlL VIKOV 1mnu VTVOJ BKRMA AR'l'TF BDMR CBMW 
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7. Solve the following cryptogram and recover all keys: 

EGQYI RKCTJ .BRLEP RAAHP CXVCH DHVAJ KAGXU NSI KLGMI KAGAD 
IVQLJ DRHOI VNMKO DQYYL NNWF.S DBVBL NBC AU T'roMP MRWLX KAGZP 
NTSCA KLGRV TTOFP IMOEO SMHSL MNGND DQGML HWCTJ HRLII LHCCL 
RKGTJ DJGRP CQOOC D:NMOT NMPUM HWKAJ ZTPUJ I TN OT NBGII MAC ID 
VQPIU QICNP VBGKI NNKAI BVZIP FVOOC DHGLM VTJIZ DRVDI NRGSG 
MUWMU TNWOZ KSGWJ IVQND DRBJA VNMPL FWLR ZRCTG KAZKI ZARTV 
HACES KGHEQ E'!QZI MCCRJ KSGLU LFHON HMPII MNQOX KSHSL VKGCJ 
KBZZI OQKLT MUGMX NTXNO ZAZZP PWCTG KAZSP UVQIY HMPCR RABAY 
HYG'l'L MKNIJ DTJUU UVQIJ XTJBI LXCRO LV'P'l.J ITNBL NAGUN KWWNQ 

8. The following cryptogram is suspected of ending with the signature 
"TRAMPLER COL INF." Solve it and recover all keys. 

GLIGV MQ)(UO LVZGG LR~ BZPLB GSRHC KlWNF JSPKP XXBSZ YYKIC 
XZWPY GZRIG V'mCW NBYRF MRI GS OU2MN LVGLH UZJBT YPGXG QBIZC 

.... ZYKFT RMNYY FlZRX QPSQJti EOFIP HGLIG VMKHl NYYKI GDXGQ BTJNX 
KPXBL QKOQ.K GHKCA FKWJP QLEXF MRBCG LNMGW AGLQL WNBD' KBWSA 
WZQLD SBWIY PGXGQ Bl2.HS YYKXT ANS.AX EZICB ELKWS IJBPl' JJOZG 
RUPNQ FGNJK RCJBP TSQQZ GZKHI CJBPl' JJPGG GBHQP JZPXR NNXVJ 
RTENP WNJPI EQGOH GQTUS DZES PGSRJ RSYKF BAQOU YFKHQ .KXVKJ 
VDF.sG MNGAZ BKXII QPXKQ 'lMWOF YPHLN ZZERG GGSAB MY -- E. s;e:cieJ. solutions for Ji!!riod1c CiEhers 

(embracing Chapter VIII) 

l. Solve the following isologs and recover all keys: 

Message "A" 

ARZKK VCQ'PY IOQ.l(O YTRWP KTmv PKRNR BZZSX YVJJW PNWIM lDMIK 
KMUL JMAJP NPDEQ HSTJI F.l'VND 'Zl.OVP KRZMA KRJIU LJMAL RLRXK 
IF ABK JQOBR IWJEB PQLOL SRZOD ADOLE EJWDK OE 

Message ''B" 

GVBHF RAI'lM CVKWS MOCS.H PPCJQ ~ MSRO'l' IQBOT JBSMY c~ 
PEOEH BYEDl EHIXK PLKOD YGQZI XTVQH PZUDG CNFCE BBYEH CHVEH 
COGEP FKVMV' LTD.BM HDIIU LVRJN FNFQX WSSMP JW 

2. Solve the following isologs and recover a.ll keys: 

Message "A" 

JKSRB WNXQK wrnra FJQJJV IIASJ ZXWKE BICQO HODSU JSCSV IPCKQ 
MAHQO WA1'ID PIPMI ~m XLN 

Message "B" 

IXAES CIQW UMLRX DYMVO II'GOY AFVZH JNZRV DNQAN YEFJJ I:WEZN 
OCXMV PNCEA UHIUK .MZRYV MID 

eeN.PBIN':PIAL 683 



REF ID:A64556 

DO NOT WRITE ON THIS PAGE 

3. Solve the following isologs and recover all keys: 

Message "A" = 
UPSJE RY~T YPCl4L NYASN ZKHDP CRKYX m.BN NCEBW IKQJID EBPFX 
ROPVP STCJlP LPQ1<X WKPZM XNOXK 

Message "B" 

RXFCF W.AJSW VUAFW RNUTI WIVET CXSXH CBCSD YBNBZ lJlBVF SDLAE 
PLDUT SZIMI EXHl!Z SJIZP LBASV 

4. Solve the following naval text isologs and recover all keys; 

Message "A" 

SmJI ISCEV JJMFS V&TIP CZUMX IFVZC MEMFS IFERT ADU MBCGI 

Message "B" 
;:-

BKDAX u.tMMS A'ml\Z EAAFI KDPJJ XKFVR XlOCKA NPSYI RXK1U EVCWN 

5. Solve the following isologs and recover all keys: 

Message "A" 

KOIPQ mas PQOKD MPVKS YKBQV SKPUS EPPSF KPEEB PXVXB PISWI e 
E'D>QS PIMXK mFTJ GOGJT XIEQE BPGCG OEO.BE IET!W JEEEP UUMDK 
AQVOL MB 

Message "B" 

KOIPQ IBJIS PC¥>KP S~HN ENBQP QEQIM CUMS XRVMF QIEQL RIYCC 
FFCMP GDO'm RPUVO COSUG OGGUT FLIOO WQNK UFFOQ U'OO'Q IBYAS 
BSPQB CN 

6. Solve the follow1ng isologs and recover all keys: 

Message "A" 

AF'/.JV LRBWO DUWEZ USEm KBNPW ocxwx BICB~ BQRPN BOONS XX1WX 
BmEY NKBNP KFRCB APEVR DGFLN CJlRMJ' BBYSB ~ mxmc VBMMD 
1GWHB ZCNKD DRFRT 

Message ''B" 

TPiaM PPXFF Jl.iGAP EREOU XPORD WPXQ.t. XMIGG YQYYE BVZPR ZIKFG -LPUIF PBGJG DUPDA KYDSE ~ CFJEA m"Dl GDEQf LZZAE mwJQ 
PRU QA EQNWG G.APEI 

; 
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7. Solve the following cryptogram and recover all keys: 

RNXDB RFEPU PLCIDC CSDNO WSJIS UCYHK XFHVV NBCZO LBMEO F.JHDH 
MFVLY ZFULO EJHDA TLCRK PBHCN UBBlM MVWWO KOFXL BZMDX RZSKA 
TZBWS WVXNN CVXIH WSXAS TBZHV RZTLN PMBIU &JJPO CVDPX YVMJU 
XRXIL MPAIT MVMGU XBCZO I.MFPU WFl'PR RUAWV NCCJN MOURK 1UQHD 

8. Solve the first five of the 25 message beginnings given below and 
recover all keys: 

l. I.BT.DH BNFPH WGVPN ••• 14. LHZKG FUVXH DXDQL ••• 
2. CBUSN LNBUW DEM ••• 15. LCKDH WNF.BH GRHLK •• • 
3. CVDBV J'GZFM SDVKP ••• 16. XDHBC JDDDD KGVKY ••• 
4. IPVVC ZGBBG QQHLK ••• 17. SPHBR JGOEP VNUWH ••• 
5. WNOJ QIHn' HRJSX ••• 18. GVZMD SROFB VCVQJ.l ••• 
6. WBSFJ QDl!A ~ ... 19. QTKFD QFFf A CIJ.IVI ••• 
7. SSOGH RGI.FR PGULQ ••• 20. BVNOF GNFPH WGVPK ••• 
8. WHCQD MRGUO GRMSW. •• 21. ID HOU JXGKB VQUSD ••• 
9. WHRDJ KXIl4F HGRCK ••• 22. WHQRW QFBFW SGBXR ••• 

10. XHQHH LNBUW RGMCJ ••• 23. ZTVOD .AXWHM CRYQD. • • 
11. GVNCF QNGGB CPBVE ••• 24. WHTDH SBRBR CFSKI ••• 
12. GVBZC SMVIm FKHJJ ••• 25. WDAHU MIMCC LGJSX •• • 
13· WBWCK mcz D.FDJF ••• 

F. Progressive alphabet s~stems 
(embracing Chapter IX 

-
l. Solve the following cryptograms and recover all keys: 

a. POTAE TRRHlJ 1UJXO QEGRE EXXLZ JZCOO T'ISSS KKCWD - !lmVJ BJVTS 

b. OLGCE mcEQ SRJZL BSIGE FNFRL RZmJ USWUA UBRNR - Blf.JMl 

c. SDNQR UMIUC AIXEX UWOLO UARCX BMQVT HEZJI YMMIJ -
2. The tollOW'ing cryptogram is suspected or beginning w:i. th the opening 

pbraaes "Ai'.L'ENTION ALL SHIPS STOP." So1ve it and recover al1 keys. 

Z&IJS XDXXC XYLNP SPQHD YJF'l'r 
RMBDD 

YQAQQ UTLNC YGZP'I MBQPF RUGXG 

3. So1ve the text of the f'irst or the following messages and recover 
all keys: 

Message No. l 

CTHBW GXUW OHQZV NIEBQ SPQ,KE U!X:NY QAIJMZ DBSZI ENXGZ ZUJAY 
EMRCM BBFFT YFR'I'l KVBTE IHFVT W.ALZO IRCLQ GBSFF WVDXV SKRSO 
OSUKA PJ4MDI TBCSK TJFSM FOBXF COQW J.tlMXI, RCJBl1 JGPGC I«YNT 
BEFIQE JJKAX 
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Message No. 2 

YVRDP LQQ-1P KCONU YRJVE NDDGX MHOGY NIBLF AZPGX TQDFV V'JZLV 
ZSBSA VLGLZ CLYBX MJYBW RYDZI QXWLlI l!ZGZD QNPS IPEMr "' XZAIG 

SHQ!.W WNYOI~ D'.lFFB CBPVR TSlf.LU :OOHIE CQIFA GFNUE JPNSZ YD 

Message No. 3 

QBZAY RACLI FKX'm BRRJT KORAA LACCH ITIXE PGXJS NBQWQ BI1tlFF 
MINNT OVRGI LSWC111 YRNRV VPBGH XDIVN MFGUG POJRM VKHBX KEABG 
GYIZJ KRXZZ LIWED FVV':CX SOEER FRMXV Ql3JF'L KGlllY Rin.!EN XSORM 
ZV?lUI ZDAKP QiRFX WWRB ovxwx FCQFF IWYI OGUNV 2l4BMO Q$QLL 

FUlM' FVZJB TOVRI XEPUK :esgzH OTLXW EFKKV MRBKR GMDEY GAEXY 
WJOPL ZiruwG DRROG SFJXQ FBJVP PGNYP XCZ1W lWRCH MZOSO IEQPG 
UWLZY UNAJY .AKQBX m.fCNC ZQHBB MMBQZ EIMOV FOVHO KA 

Message No. 4 
XKOTI ANZUC Hl001C TQJCJ BEBRR SOBMN IOJZJ SGQ,EX VGYHW RYDZI .,,.. 

Message No. 5 

BLCJ:!E VRBTP SEFYY KUJHV ZGZOO XWRIE BTJXW KDKPL GLNlE Q$UEE 

KHPOE VLQRS ovnx UK'l'NV FIEQL SHHTL KY f-

Message No. 6 e 
XGFFU FVRH'l' PSEFM PCOBE DDBJZ MEURU EMWNY lllUYI XPCBH OIFBJ 
AHBQK UDZUZ DWIN MIPBB FXDlM RSCZF ITAWS OFLZN NMJKR LQOSW 
BJVIB CRG 

4. Solve the first l.00 letters of the first of the following crypto-
grams and recover all keys: 

Message No. l. 

PHCOK nQAQL JQJOX GRXNE ~ KPRFY GXYGG OKAYG GJDJO XGBXQ 'roSIT 
NBQOZ TD.KP"! UOODS ZLLQZ MAVPJ iUPllF MJBLR JXCED UTSWR QJCBJ 
YTYLO HYQXI RVORW BGSZC HZPPD XFRXB QOTDX OOZOR OD INV TVOQT 
ITVRV MAPMJ mnm.t OSWI DAAYZ DVQl{T BBGHH VOIUJC MOS(Jl QIWRQ 
TJRQK YHPBN FXEJE WQJUP TJXCH WIJMV RZ1Hl JCN 
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Message No. 2 

" PHCOK NQAQL JC¥JOX GRXNE WLL'l'N BWLLD KAGBJ BEHBR ENWJN AOPl'N 
YBSOI DXXDE mcciro IRMDH PT.FQA AWOQ D'lWT WHQVP KSPLZ YLCET 
VZCKZ HLTDE JZRRT MUGBY AXKPI GFBNC G<Y.l'VO XNC&J' WUDOY SCYFE 
WPmN 1WQTB CCCIX TODIJ.f XCGPP AWVXL NGIW ILKA! KFAPR IYO'm 
QAEPR 1UMQtf SDGCR WA.FAQ Glmlrl CT.BVQ KYGCL !DlZY RKULJ mGPD 
P:iV1!V XKNCU ODFOZ PmlE TSYIP NSV'm MFXZV CMQT.B QTHIK CEDUT 
smr.v FD ILK JUODF IILDQ BJLVG JPFBB HlUBK LACZF lWVKF INND 
ELXMG cin<WP RNVLY XU<im JY.CAO GUKVW BBJLT UORCJ WFXDO CRBMZ 
ZDZTD SCQP1r1 lUFRN WJPOG DlCBJ BDBKO GAQlR nOET AUPm MOXEI 
ICYGF ~YAZ UWBST ABURO UIAXH CLlllW KFBFV OXJTQ KPKLQ FPUGK 
PZKLV PQJVQ CZDDl XRKNV KQIBI 'WRCSF EVUJY WlllFN OUDC KA*Z 
VKim BEBRG NEBQJt AYV'm NMO'l'T !rXPSY SCEJK ZGMIY ATFKG BVLOY 
UXFPG DmQU DNELN XUCBS IJI! 

5. So1ve the text of the first ot the following messages and recover 
'-' 

all keys: 

Message No. l. 

QIJPQT Rqz.FS HVGDD QAPBG ZEUVM Qrn::M iMNYO llVD'I ZRmQ GXP!N 
P.mOiJ GWEPQ EKUFX LVZNB 1MlKM DPZOT P.LWEN FSBJO KCDr.l' DPQRM 

e NBNQL FSVXU UTDVZ KQZQF ERUVJ UZXCB RKGNM BNQBS KCIDL ERBUA 
TDBGX JMQUI MRYSX SDSN mzuL TFXDE VAJJU UMCSD BXXXX 

Message No. 2 

Qi'LTO BBlZJ WGFCT KSTVD TBUUii BXTLP JAXJ.V NQBKO IIDXY NCGUM 
WJOOM HBAXE lJlFYB SXKMO HQVSL URQlltl GR<al KERKll GFBKD ABZXS 
KVINY RBKIS GYAEX Q.lVXD KDU llmftY OYGAK AWTAN EL'FBE NLLYP 
WYDXG DXXXX 

Message No. 3 

JDGJM ZJ.OOC AUQJV BINXK EVNLF BYAEX LVOUV ZSISF HVSHN znmu 
WNINZ AMlXN LVASQ ESLNR JKBNB LSJBZ EXRJZ ZVK'l'\7 OUAOX 

6. Message "B", believed to be an iao1og vi th Message "A", was trans-
mitted in answer to a request tor a repetition. Determine the cause ot the 
cryptogra"Phic errar invo1ved., so1ve the text, and recover all keys: 

Message "A" 

VVSIO PPXYD JJGCW CH4iTL lMXJH KXZYP PBSLX DIOAA XOMAL BMNZB 
S.1UBN KL'& F1UIAO ATNDH PZlllD XXOOK NWZUG UGBci> OC¥JGO BXUCK 
zwcm NUFFN SC 

Message ''B" 

VlYPL ACJIJC OBDCT FlJXVW GJ.Atll IXATX ZQOOIC XD'lZA ZFUEI NCOPl' 
NFUOS RVJIK WIYXH ABSIJ SIT.NX PR1D4 SOGDR BJCAJT HQEIJ JGGPC 
PSZWU QZNQf OP 
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G. Repeating-key systems with unrelated alphabets 
(embracing Chapter X) 

Solve the f'olloving cryptogram and recover all keys: 

SLAFI ITGSD WLICX ZN.AXT ADRLS 'JMXXL ZYPTY MHCOA 
LDFIU JOBOR PZPNY EIWRN MRVOP NXOSN ZRXAQ JO'IMR 
.AIWO BOITQ PDRLI cxzco LCSWB El.WRN MINXM XXOZI 
JJICX mTDB RKPBP LCYSU NWHP'L KEBNL NLSBT IUJOB 
WBFTG NZBRA XJNCI OBWSA G.AMFP CXPIT IETAA GXDNX 
LRMLR SGEOO PWRMH COAXO ARRLL WZZIV COT'l'C IMIUJ 
NLNQI FIJPB QAXTP OMINX XKNIU JOOXI SWLCC PJJRL 
ZBAPL UPNLD BARKN 'lZFNA CNLJR LHAGT YDTYS 

XOAIA 
HTLWR 
ARTDZ 
WRJJS 
SLAFI 
NAIYV 
BEC"1B 

2. The enemy is using the system illustrated in par. 75 of the text. 
Solve the folloving naval intercept and recover the order of strips used in 
the encryption: 

NPYGN DVIWR PSCFD nRGU JEQAS JNYMQ AJUSX XLiai F.sFFO OAOIN 
YUIAN VARZB ICDDL BRGCN HAW SS XEZFN CMMJE DVFNK NVMGA UAL.JD 
DLICA IKLOM BNSAS JNYMA BRISN GZKFL RTRZV TJPGZ QOLDO GAINO 
xcaru JEGPN HEWI OLDOC YZKOJ HTKPS XEZFN NQGGA H'lKPL WWDSN 
DZKOT QENH ODYMR NGSDO GWW"PV AXSSP NTUUX YD HMM TTDOI QXXOR 
PnCPQ OEFAN J1MJP TTXXX 

3. The ene~ is still using the system illustrated in par. 75 of the 
text. The following cryptogram, intercepted on an administrative net, is 
suspected of beginning with a stereotype; solve it and recover the order of 
strips used in the encryption: 

KURGD WFFMH ZOKUN AWYET JK'roL MGMMT SVK.~ XUDLO XUEJU LOPI'X 
.MTGBU DFKSI IYKQY XJKUV MTLSX KEYDH UBEJU LOPTR UDDYU LJYSC 

4. The enemy is still using the system illustrated in par. 75 of the 
text. The following air intercept is suspected of containing the probable 
word BOMBERS; solve it and recover the order ot strips used in the encryp
tion: 

XJOAK SIYOH XBSVJ OVERK MAUWB 
RGEMT BOJJY NOUKZ "'CMP KPSAC 
WAENZ FYNSV S'ruED OYFNI 

LEMDT SYNTQ CGUJT BXYJQ VNPSE 
WAZRA PSYOP SJOED CGFJX KPSAC 

5. The following cryptogram was enciphered by means of' the device 
illustrated in Fig. 8Jt. in the text. Recover the plain text of the message, 
and establish the numerical key for the order of strips. 

IFCIM DOBKB YJVAV UBORU BDOME 
ZCJUE MSQ.EM HEBSA LVUKB XOUKE 
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6. The fol.lawing five messages, intercepted on 16 December, were en-
ciphered with the Aggressor ZEN-4o cipher uach1ne described in par. 77 of 
the text • Sol.ve the messages, and submit the plain text to Message No. 5. 

.,,_ 

Message No. 1 

•- BABAX HYNVG RCWTL BCISU JFSVX BJZEW HYQTr MPPBR VMAUN XMZXX 
RRZFW BMKCE .AJGAJ TAIBI DXZKC D.BSIP GGDCT AXG8S MNMTD WMZBR 
tlf CZP QBNNP PPFHO MDTL1> IUXBC VDVGT MCWUP ERNDR BYJUF TRJNZ 
DDTlll HBDVE MVXQR iMUKSZ QmYO BPRYX GHZAN MYBIG BCPSP GPZ.JM 
QTPPW JCUSS MLZVZ G'lUCB X08AX .RKZRZ ZBJIN :snvz GICQ?f XOYNL 
LLSRW DBJVN XSllJZ BUKSZ QLOOG LX'lWP HMKRA URNZC QYABX TRIBQ 
Lr.mK MAXMP BDGTD BJIMD VCKZZ NBRHT KWZGP IYWO lWNJF WBZIR 
DlZYU GDZAS ll'01VY FDMl1 JCPAO XKLQG VN;&A Pl.'XNG B8KJD DCFVC 
XZGMD 

Message No. 2 

VEVEX OSELD LVQUX H!VGG GKMIT IF.SUJ FSVXG LGBUR YPXN.F .PGmQ 
NEIHI 

Message No. 3 

JUJUX LHCIB UYCHT LOJZH VJYLV AUVWT WSYLV OTLDA CXWRO MRQDN 
PPPFH e»m'l'L DCLJS NLXSI YVA'lM. FBDNI BQIBX TQDYB LHDVQ GLTBK e Message No. 4 

PEPEX G'l'DHJ EMNXN ZXtJYL 'MCMY IMMUV W1VSY LBOP:N YERTJ V'1!1JA 
~NMV VVOAY KQYKV FZXLP GKKZB Jam:N LAG.AM MZLWZ DHGEH 

Message Ho. 5 
NON OX LUAFfl, IBVSN mMZ QRNI KAPOI RPJDX NKGWO QJDBC iUROB 
MLCHB 
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7. Solution of' ZEN-4o traffic for 17 December yielded the 1111.trix 
given below. In this 1111.trix, Alphabet 1 is the alphabet used to encipher 
the lat, 26th, 5lst, ••• letters of each BABAX message of' the day. Using 
the •trix below, complete the matrix f'or 16 December, and show the plug
ging for 17 December in terms of' the matrix for the 16th. 

1 2 3 4 5 6 7 8 910111213141516171819 202122232425 

AP PPLIRI YTLUMFYXY WY MDY 
BX IP YMIW XPIL Q UP 
CFWIQY U TI Y IDL PF U 
DBE S Z SSN C S ZNJGAJ 
IQDX XRTX FI LWUFUQQIPUXIL 
re GOGG E B KAENVVJC K 
GMMFRFFW MX MR W D U 
BDQ RLL UURFIXLIL MIY 
I CBKAVABCENHCJBBK EKBVE 
JULL M RPT IU TF DTTD 
K I RFT WIURI F 
L JJ ABBS SOAESBCHBN SZOB 
MGGN JNBGNZ VAZOZGSNH ASO 
NYTMTU MUQMQIDTRXF LMDXRQW 
0 X F Q RWQLXWPPMPRYUUQ LM 
PA AAB Z ZJ OOBO ZCB SVB 
QEH C OS NON EEB 0 N 
RSS GHEAOSJBVKVNS OGKZVN 
SRR DWYQLRLDDTL RTDM LPM 
T N N ZEZC AJSNK S J JJZ 
UJZV B CNHH A EJE KOOECBG 
V YU I X RMR FF RIP 
W C S G OB OE K AG ZB 
XBOEZE EVG 0 RBNA NE 
YNV CSB A C A AO A H A 
Z U X TPTDPM M M PDR LWT 

8. a. On 18 December there was 1nterce-pted the following .Aggressor 
message, -suspected to begin vi th the words REQUF.BT CONCURRENCE. Solve the 
text, and recover the plugging in terms of' the matrix for 16 December. 

BABAX sroTS QIK'IW KVIIV ETH'I' 
URQRC FAQIF RQW<.V OBZBV RQHIJ 
CUSHN 

KYEQB ZSSGD RIMQX ICRUQ XVUVV 
msxT VMSLS TRSKI DRHIY CUUHZ 

b. On 19 December the Aggressor message given below vas intercepted. 
It is-suspected that the message has a stereotyped beginning ot the form. 
"TO Ca.sMANDING OFFICER (number) RJEIMENT", where the regiment involved is 
one of' the first 20 regiments, from FIRST to 'lWENTIETH inclusive. First 
determine the correct f'ull crib, then solve the remainder of the plain text, 
and recover the -plugging in terms of' the matrix tor 16 December. 

KIICIX ZNDID .AYVNM OFNAW NIOVN VGCNO BZLJW JCIZE XHIES VBOVA 
NBFJD IZUPM AIGWY CHIGW NZOIS AmfJG SFUBT BXKPO OINPV EPK'1W 
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9. The follcnring beginnings of 35 •ssagea, intercepted on a41111niatra-
tive nets, ban been encrypted with a c011plex cipher -.chine which generate• 

.. a large number of alpbabeta • It is furthermore known tbat an enciphered 
word. spacer ia used in the CrJ"Ptos;yatem. Since the •••ages bore identical 
indicators, it i• aasu.4 tbat the •aaages are in tl.uah &lpth; the repeti-
tive phenomna confirm this conJecture. Solve u much of the texts u •7 
be neceaaary in order to rea4 the plain text of the t1rat tin ••RP 
beginnings, and submit the plain text of theae fin beginnings. 

(1) WJWHZ K~ MAJ AD 1iWYLD IBDAH MICXE ••• 
(2) CLCCY IULPB OLUN OIAVI LCU4E JLXUU ••• 
(3) FAODB QVSQE DCWKP ZDEJCQ KQOGC LGYQZ ••• 
(4) NWOAE ia:.rnc QSI're REKFG SJDJE WXIIZ ••• 
(5) CI.ODE WHOQE WHZFP BEQEP FVDDK XHFJJ ••• 
(6) RVMSS WXL'l'Z XHHVQ WIBFQ OGMJX WLMEC ••• 
(7) AFGKD ZFOQX GLVTE OZFBB PCQPF NAFSL ••• 
(8) NWSSE ?fYJ'll{ QEVZQ EEZJD NRDliF IEFLJ ••• 
(9) UQVKD GXTFW IAMTR KJS'ID TNONF KNXWP •• • 

=- (10) CLZAE QRLVS CQPDV ADQXK PFSZH NOMII ••• 
(11) NWKWY GRTSE PQCXQ WIBFB PGBGG JW'RXI ••• 
(l2) I1!t1MX ZEUBE XBZFP NW ZEH NMSAH AVFTV ••• 
(JJ) VODUB WSE'ro Mlll're JCGYN PSNQY MDFAJ ••• 
(14) QLDZK WXBFK X&WEX BHZYU PUQVK O.NMHF. • • 
(15) UQJSD LRLJR BEEYN OBEQR USDZR .ARNR. • • e (16) YQAYG WHJFK XSMCQ UEZDP LLRGR JVXLF ••• 
(17) CLKAG KFFSP JX¥:YF CJIHSQ WUKKD ICDBEJ ••• 
(18) ZJULY ZFFRN CBPAR UMLAD MSDZR AWBJW ••• 
(19) IGV?R ZEJ'IK QSCJP WASBU VRYGY WTVJW ••• 
(20) CI.ODE ZVFHE DHVKD DAZPD YSLCX ALYIE ••• 
(21) FKZDP WTFO EQSVX BZZYE Pl'CO'L I?DGM ••• 
(22) I~ HXDKX QPVGF OA'l»l WQBL JLXMT ••• 
(23) GLJGV NFDNN OEVVX BMKQU TPFGN 111K2'M ••• 
(24) PI.NAE GHMDD CQMBM AJZJJ PlllNF AMFMQ ••• 
(25) OWDE GMLVR KGHAC DYLXN PlllFX LWWS ••• 
(26) RJDBZ JVFHE MIMlf IXXXQ QOIOX .AOBSZ ••• 
(27) NWWY MMBFT ISQ'lM UCVXB YBYOL CERPY •• • 
(28) YRMDN FURFR HBCFN JCGYN PBOEL IEKWM ••• 
(29) VHNZN LRJUP DQFUP BEVYN KRDIZ ALYIE ••• 
(30) ULJSS WXLRK Q,iWEO NXQJO KEQGE KIMIL •• • 
(31) CI.CCU IVJ'l!C QEVJD UCQCH WQ,SOF AL'BHJ ••• 
(32} YLYDE WCMYD ZPEAN NCSFR NRMAF ADPSD ••• 
(33} I!IMSD XHTFK XSGIJ> OFSSR Th'RMD TISWT ••• 
(34) CLHMB TVFHE KCJU)H NillSD PGBGG MCC.AF ••• 
(35) ZJUJZ VVMXT HFVHN UEAHR ENIOY JVDAJ ••• 
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10. So1ve the following isologs which were enciphered with two dif'-
ferent groups of' random, unrelated alphabets. 

"=' 
Message "A" 

JLRAZ HGZMZ GZLNW UJCMY YPRNB HJCZJ TGMVI IDBMZ GDROS WYZYL 
UGPMM HHLGA HVLIF QJ4MSJ OO'DV UMHOY UGUPA SDZMN LLZOX mBBH ..... 
LLB~ uouzx OVYCB TBRQG mm.JI QLEDL D'mVI K!ZYR WGCZJ TPD.ra 
TGYHN DllJSJ OO'QG UJFSB BMRIS UVPFI DHFGG DKLVG VWCDL XULVL 
LPRFJ DiKDR VPHQX NVBPB TGBQX LHTQY OGLZI TPCOY UDZMN BVCZJ 
TPLVG WCDL XULVL LPRFJ iWMMV ULLIV LMMDU 

Message ''B" 

AJWGX HMUDF ZITOS BXFHO AJMQ>i JRIJ:UM ISSRP P!JDF ZPMAA USDRJ 
WBJOB JZFBJ NDRSF LIXCN PQYSB BIQJO WBOER UNDEW TJCNU PMJEY 
XHNMA BKMZH SHTSM OSBXD HalAP LNKWR PUMJD XODRL HBUFJ OABJR 
ISXVQ OYACN PQXMC ~ v~ SDAKO HBNIS OAMVD OFZSV VRVNJ 
RJMTJ HOIMP JGTFU KHJAB IRNMO FL ITO SBXFll OATOQ MLCHQ HHHON <: 

IETJC NUFMJ EDClIN MABKM ZHSBL RNMZB XQXSQ 

H. Po~ihabetic bipartite sistems ~ 

embracing Chapter XI) 

l. Solve the following naval intercept and recover all keys: e 
42570 87490 95477 48668 61622 39542 82230 62423 81187 80647 
05230 53574 53620 99181 96693 63528 4o630 99160 06107 98660 
50105 88197 41230 48659 42630 87445 91677 63560 97500 99167 
42290 97123 53470 97495 96672 98114 62922 99567 01177 80960 
57187 371,62 01233 68168 60922 49241 32233 48178 67101 43645 
91580 6o410 61421 89267 45692 53lt60 53527 90492 92471 83978 
81637 37645 42170 93679 53907 88142 82292 92978 57130 68680 
97183 58110 57131 8848o 42430 8o910 81100 68435 41433 48574 
87535 33147 47193 48574 5048o 99597 42290 97123 41525 89535 

2. The enemy has been using a Nihilist system with keys up to 30 
dinomes in length. Solve the following cryptogram and recover all keys: 

93394 87876 86m 84454 68773 43853 37845 08695 57579 56955 
77587 57665 65766 68933 65333 98678 58853 05394 68288 66785 
69576 77676 6o656 72236 73597 77530 85645 84687 78849 95767 
66687 85644 22578 65978 63486 76539 34596 78569 87477 57760 -35674 56695 

!'. 
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3. The enemy bas been using a Nihilist system.with keys up to 30 
d1nomea in 1ength. Solve the following cryptogram. and recover all keys: 

0 -
63268 63767 56475 962"8 577JK 96467 57697 84ei67 6444.5 56868 
79472 6l,257 58857 757JK 47886 028116 l,2556 86889 59294 94448 
58547 64837 38558 83759 83457 74877 60454 94455 38757 94737 
576B7 82936 55625 93855 88375 96367 

4. Solve the following modified Nihilist cryptogram. and recover all 
keys: 

8321a6 05488 84539 73862 89553 06393 55595 49672 56937 70389 
57266 35454 28529 96432 86566 49965 48249 56530 827o6 22494 
4o748 68746 525l,2 64o54 96662 65346 93678 43822 54346 05687 
02liJl.7 54oo3 97845 92482 34298 38884 64555 79258 74665 251a67 
60560 89253 55770 26663 28459 44627 56669 32287 38847 88470 
24525 72873 96666 47538 85668 la2656 72265 78278 62538 74673 

5. Solve the following cryptogram. and recover all keys: 

33946 34720 30519 60051 98505 18766 68363 13446 ll034 24487 
43001. 08449 10965 73429 l.4o79 94858 12054 1a6028 23067 21.523 
68145 63189 13081 78172 69221 61545 66734 15207 67159 73220 

e 63929 26027 13021 79484 41305 91.507 70484 34528 88869 33879 
05782 36825 35899 12220 3051.9 60070 o4o47 48571 75963 28ll0 
61.869 49375 48519 03543 18312 48oll 8o56l. 84682 82567 31822 
07o43 74312 31503 18o24 57114 65478 54187 92849 15932 98883 
61.534 oo442 6601.9 18870 2701.9 05357 ll.000 o84o2 13714 65877 
65543 54734 17576 21025 67679 36527 

6. The enem\Y has been using additive keys between 10 and 15 d1nomes 
in length. Solve the following cryptogram and recover all keys: 

41.701. 76725 
I 

41a674 07405 73556 78ll8 90597 8o721 11075 20130 
44<>70 25691 38221 74357 41983 47929 76449 79603 81-068 67168 
88J.31 6471a6 l.3517 82913 34o54 26556 551i..7 24625 81214 4J.J.61 
85161 64265 52~ l.0859 2614o 09007 30162 8o943 51308 9i223 
82063 23909 49259 81522 88332 66564 42467 65353 28283 31732 
41369 62001 41877 26016 31652 83974 49685 19972 24556 31686 
33374 28227 58287 09810 141183 19072 786ll 96722 92264 43729 

.. 
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7. The following cryptograms were enciphered vi.th the syllabary square 
and coordinates illustrated in Fig. 101, in conjunction Vi.th an 8-digit cy-
clic additive. Recover the additive sequence and submit the plain text to <. 

Message "B". 
Message "A" 

48899 07938 73675 71360 81t873 89386 61t896 88197 16112 18273 .Q. 

27721 58559 75870 07395 02602 o61.64 90489 50257 82679 36670 
87024 65598 02o48 96126 29260 58888 35487 93830 03870 11229 
904o3 64396 00513 24993 90042 . 99335 26664 31733 62682 39555 
46551 11353 99893 77191 95025 06467 34930 20978 23039 07938 
73675 71320 61649 07032 64385 8o873 50887 70293 '46581 448o2 
81903 48177 02934 658o5 88077 21821 73280 3'4678 73219 21686 
45380 50580 81159 80250 17658 73178 72645 96085 70819 32310 
73o68 64986 57971 05781 82106 68263 58280 60060 18621 06536 
90431 18057 02114 76042 21162 72308 43357 67063 44751 o84o2 
10375 72305 88883 54879 38300 38727 93376 74o71 82458 94298 
87003 77287 38468 43081 34106 98502 13539 08931 82139 38387 
89467 44502 70950 21671 04184 69386 86305 59502 o4937 20804 
01353 038o9 24450 98972 73325 56397 89059 08704 59329 29691 
55138 921'26 5713 

Message ''B n =-

81353 22816 57772 73178 o4781 22866 57139 98610 17629 97875 e 634o8 95o64 23648 95982 87045 93253 48o75 50291 17656 93882 
31805 1754o 94476 14l27 93489 81290 07870 27002 53762 98286 
76412 34802 28230 o8130 89135 39089 39433 84675 59207 04802 
04896 12445 1194.o 27364 32494 99672 87448 94490 47874 00813 
78771 06628 21246 09963 93o65 20o81 30895 38693 55109 23415 
2657 

8. Reconstruct the plain text of the following cryptogram which was 
enciphered Vi.th the syllabary square illustrated in Fig. 101 (but with un-
known coordinates) and then superenciphered by a 14-digit cyclic additive. 

31902 31274 82175 89569 65675 15668 75529 25950 10946 17039 
83832 28419 22846 12476 33272 61108 83508 57574 12844 66610 
87161 25950 10946 17039 83207 95647 32733 30521 24770 21,.888 
57839 48195 20141 46533 90793 98679 64778 33618 74ll5 4o805 
96898 721f.18 818114 9921t.3 11835 35742 37046 68622 22072 36790 
79473 30712 89957 12161 69125 83716 59734 26505 30795 67541 
94899 03095 69577 03666 86222 20723 67903 93911 84761 39576 
94702 90888 60556 88332 49551 86531 72200 59895 12496 632J.t.8 
88578 30390 32760 62021 00245 57304 24575 26424 25132 03929 .. 
90781 60201 26684 82317 08468 21789 

.. 
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I. Monome-dinome Sl,!tems with ciclic additives 
(embracing Chapter XII) 

1. The two messages below are known to have been enciphered by ad.di-
tives from 25 to 30 digits in length. Determine the correct period, showing 

.:>· the S I.e. calculation for Message "A" confirming this period; solve the 
texts of the :messages, and recover all keys. 

Message "A" 
84487 87282 <>4146 75217 38872 14493 48491 98o22 66292 72796 
57822 89370 89441 29688 21057 63760 81858 87270 77563 11717 
45185 32991 38991 27876 85455 89707 98551 79260 18477 <>4156 
42238 92763 13007 29821 29865 41224 96608 23650 21522 13303 
56213 62296 47851 87451 08789 64230 16170 41467 58411 52182 
26752 51998 16o69 66165 73132 77099 93798 9ll36 25234 50910 
ll4o9 54636 07797 6o622 16298 73650 41787 69808 39722 4oo48 
17891 BJJ621 91619 34838 98027 7474o 83381 16056 28812 23915 
29775 84939 27100 

Message "B" 

84487 87282 04938 25598 73900 69841 25792 8o222 47713 57518 
59016 62199 oooBo 68230 11089 o6697 888o6 38956 57o64 43825 

e 6o485 72022 25611 53698 86323 84o89 67385 75133 33476 6o4o6 
22315 76795 17705 96601 05569 68418 14610 51555 25803 96308 
86942 55636 53951 74757 70919 35959 16728 64549 55272 794<>2 
16164 8ooo8 15348 07517 3581.6 996~ 33955 87698 005~ 92835 
83375 87020 07391 42oo4 l78o2 79560 

2. The following two cryptograms have been enciphered at different 
starting 'POints along a keying cycle of 30 digits. Determine their correct 
superimpositions, showing the \I.e. calculation confirming the superim-
position; solve the texts of the messages, and recover all keys. 

Message "A" 

03743 23504 4188o 60428 72230 85539 28370 91035 63687 87570 
62628 32223 28o57 54179 o6716 45449 91478 55296 93221 76728 
588o7 00025 45627 34192 03601 4~35 19427 65545 51327 86123 
43370 23577 6o69l 96078 77774 3oo63 03601 4o575 79115 67575 
55319 53092 53870 3o673 08851 56493 66979 65219 39986 79520 
39188 66436 01472 24218 84817 90529 53077 96644 48378 328.13 
03686 94472 642<>6 53810 87912 35079 18oll 85370 44623 16939 
41326 35723 55122 64751 14346 90574 39628 48o71 23935 79535 
53213 4o570 91224 86170 35622 23097 
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Message "B" 

94786 26566 74745 13124 25735 85238 06054 84966 33700 932TI 
65149 38162 41295 16782 44&>9 95282 46710 32147 99107 28225 
52311 37185 42315 36418 97919 01081 97692 98467 55856 44719 
15211 91819 75499 60214 80712 52114 84526 27329 53344 70773 
66720 86216 46729 12765 93215 14484 41702 66214 45327 28023 
2~ 73284 6278o 38261 50620 85144 06884 25715 94069 32701 
26603 86961 05753 61943 93390 96466 91351 9if.269 24200 78282 
49315 95290 38419 25789 94953 69657 60359 48o19 97205 66882 
69293 15334 4o512 03466 55228 89225 50349 56583 54701 56520 
4o206 08318 64226 6331'2 971too 

3. The ene~ bas been using a fixed monome-dinome mtrix with invari-
ant coordinates, in cODJunction with additives varying from 4o to 50 digits 
in J.ength. The matrix recovered cryptanaly-tically is the following: 

So1ve the message given below and recover all keys. 

66027 78911<> 97324 2ll+4o 23195 
62482 70394- 94344 33432 714o2 
31011 80794 65391 31l+4o 23195 
38360 76728 24738 57063 44825 
28337 90688 31tooo 

80287 74318 97991 87472 64536 
33739 14670 24684 23660 03738 
85386 44273 00065 36030 6964o 
8ol46 37183 o4625 o6298 90308 

4. The ene~ is still using the same matrix and coordinates as in 
Problem 3, in conjunction with additive sequences trom 4o to 50 digits long. 
Solve the following message, suspected of' beginning with the ward CRUISER, 
and recover all keys. 

58013 60288 16972 82030 17836 
99102 61874 33187 46031 4oo42 
58189 74483 84748 94413 38744 

93292 01369 93997 43850 62253 
31798 91654 37776 59676 8o4o3 
87970 09926 15610 05528 69000 

5. The eneJQ" is still using the same matrix and coordinates as in 
Probl.em 3. Solve the f'olloving messages, suspected of' being isologs, and 
recover alJ. keys. 

Message "A 11 

00589 93906 44731 02895 J.4974 86770 94330 65158 76009 35134 
64211 24146 53648 38207 47076 8o779 18433 llf.330 15794 61194 
oo653 43552 02359 76862 75391 77195 928o5 95211 52602 15218 
35866 76686 32078 

COD~ 696 
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Message "B 11 

:: 88103 35902 64351 644ll 96llO 20532 10338 2~918 52867 71752 
86697 8214o 33028 76681 65830 46917 92435 5 570 39936 25576 
88415 87752 643ll 72024 33515 31571 144<>5 7'l297 50288 99870 
170<>4 32486 70016 

6. The eneJ.DiY is still using the same matrix given in Problem 3, but 
with a different set of coordinates; the additive sequence empl.oyed is be-
tween 4o and 50 digits long. Solve the following-message, suspected of be-
ginning with the words OPERATION ORDER NUMBER ••• , and recover all keys. 

47638 41.814 61394 73436 32874 73183 85963 09141 76547 48496 
16123 83156 86132 33484 61786 23631 47928 96068 81916 16901 
49393 18o89 Jw5814 35713 87787 47164 09849 77645 47059 44252 
28~ 66842 71380 05418 13129 89418 17613 68047 81965 19893 
93236 64377 44711 77234 97566 63014 93938 47579 14393 23664 

7. Message "B", believed to be an isolog with Message "A", vas trans-
mi.tted in answer to a request for a repetition • Determine the cause of the .... 
cryptographic error involved, solve the text, and recover al1 keys. 

Message "A" 

e 63894 47107 17679 77442 67018 1oaoo 79179 41870 32254 87525 
35339 5ll57 41925 46798 78875 68333 05065 83285 68566 57326 
61071 19254 67473 42590 41789 66159 39367 03463 29122 72492 
47547 74734 24341 74o24 22322 

Message "B" 
63894 45343 34582 39205 94105 92663 24o75 85451 87151 75385 
15937 47196 21311 44757 18263 62293 ~5451 87151 34924 5151t.1 
48372 15m 74154 68233 35283 o4690 23921 558o3 69516 623ll 
66531 78633 03533 6496lt.. 41312 

8. Sol.ve the following isol.ogs, suspected of beginning with the word 
MOVIJ4ENT, and recover all keys. 

Message "A" 
64o58 08567 87669 38948 <>4171 80250 87539 5lt.997 46629 21214 
64926 91576 59201 87442 4621.4 04108 J.8878 35654 37975 83884 
63694 78844 89271 675ll 83412 51459 42789 72720 o6899 78739 

• 60668 88220 52368 76318 04526 47579 09590 68510 37191 68642 
56528 37848 15155 06817 12852 4o390 38535 59012 34ol.6 29356 

• 97873 96o66 55439 45374 90712 05710 02250 
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Message "B" 

90657 24475 37594 20789 O(i)83 56543 79750 98245 14974 23036 
64352 51492 4oo51 70934 20316 55374 47160 57798 62743 18386 ~ 

45894 ll4o4 71862 425o4 32696 61600 69318 01942 10224 55564 1084o 08263 18350 35493 03875 65989 2lf617 21449 59305 01129 
39078 55068 19if,ll 05076 20351 75218 79550 61775 27938 4o799 
45556 41084 77433 71973 16620 55645 94o90 

.:. 

J. Periodic difi!:&~hic szstemsi miscellaneous 
EOlyalphabetic szstems 

(embracing Chapters XIII and XIV) 

1. Solve the :following cryptogram and recover all keys: 

IQJ'NP QJHSI FAYTI UVMOD DLRFI Q,CiWY JUPYY JEOSL JUPYY EOOUV 
BFDQE BMTBK .ARZDD KLJUV GLHLT YNEK MCM;Y RMUHE QBDVQ LWGKU 
KMWZ WVRTL FSRRY Q,SIUW :NZUG UUYUK UZQUY WDSM AZLBR QflSKS 
FF.GRY QPIUW FWZBZ TEBFS PQZRY SOHCL RYCEI KWSIE FAGPW NDQ?« 
AQ,YYY FWVNB DmQN WJKHR JUKUP IWKQQ NSQBN WMrlRP FSRCD F'l'BUW 
JUNCI HMru SLAGR UHBUW PWZRJ XUKHE BPZDR UJESR QBl'WK PDOFC 
PQDLS UOWL XTIEE BMTJR TQKDA SOUIO AOSFN LVUEU IYAKO ZBUPE 

::-, 

JBYYG QHNTO KUVDI !BJGX IUHHG :NZZFU EIYDQ BUOVF LKE.NN SMRSY ?" 

TUQBN W!6lRR ELYHA .AMRSR QBlWK PBHEN SI.PIP Q,SRHR KNCEI KBJGX 
'lWAVH ZLCVB FmRY QPYUW FWWOP YMKNV DOOKG JHOHM e 

2. a. The enemy bas been using a cryptosystem involving a multiplicity 
or Playtair squares. Solve the :first five of' the following message beginnings: 

(1) GESKA KLTSF BDNSO QDUPD ••• (26) ZKBTL SRETC NLnJV KI.CUD.•• 
(2) BRMKK SRXXV ZSUTV PUDYL ••• (27) URMVK TYMFH ISKPB NMDKA ••• 
(3) ACQMQ NSFHC ISDBS LPU1M ••• (28) DPMVE QDIRH FHISC 'IWCGA ••• 
(4) BGQPL XIOSF HZEAN I.DAiil ••• (29) ZKBTL SDIRH FHISV KI.CUD.•• 
(5) AHSKD mzQF XMILZ ODADW ••• (30) mxBX EXOO' LSVTL YRHRK. • • 
(6) CYIFH BZQUL TDBNO ACPZP ••• (31) IDXBX EXlZP PUULL IZWMD ••• 
(7) BRGIJ!: OKRRY CIXER RONFP ••• ( 32) • Q,CETE LONTD SVGNK EZWDP ••• 
(8) SlaPH LYSID IC.Aal OQXIU ••• (33) QCQOE DI.ELF HCPVV PAEKP ••• 
(9) KSTNG XHZYS BDOAA CMOCR ••• (34) mQOG CRTSF OVSPU LHRSF ••• 

(10) KS TN I XMZSF PILNF TUIIR ••• (35) CGNGX ZRTSF XPUWI SFWI ••• 
(ll) smTL NGKLT VIULR FSA.VG ••• (36) STBHX RDELY BP PON LZXIU ••• 
(12) STEGO BAXHF TDSNC HPDTR. • • (37) S'l'VGK ZRTFU YDZHS LPUCR ••• 
(13) ZKLSK TLYED PBWCI UAFMT ••• (38) HITSQ KDIDI LlVAE WRVIU ••• 
(14) EH'IDQ NSFUB LNF'ru LOOSA ••• (39) SKYVT ZFVTD HCCWI SQAKA. • • 
(15) S'lZOK TGBIF VFGXI VFSER ••• (4o) W'IDIH RX'roV DTNYL IIVNG ••• 
(16) IWPQµ RXRLE FTKRS PHRCS ••• (41) HKHSK SAKLT SDKUM LRHRU. • • .. ~ 
(17) WPREF XMDXR LTCIH MLACR. • • (42) CQE'ID NP}IXI HFIZO ZRVIU ••• 
(18) WPREF XMZVF ISKUO .A.AS)IE ••• (43) BPKCR TSFOV F.OUIY SWTDA ••• 
(19) BRMEZ XZWPZ NBLTC IHMIE ••• (44) QPQER 'lSFDE TIJICV QAQRC. •• e. 
(20) STLOX YX'D« F.sVBG EVRQZ. •. (45) GCPTZ. XMFMF LZUKL IERPC. • • 
(21) STQAZ QYSBC ZPFOU LRDIF ••• (46} IDMYQ KTU« iml'CM HTOAP ••• 
(22) ~QE LID'l'.[. ISKUE KZWGA ••• (47) moBA IRQET DNPOB EPDOG. • • 
(23) DRSBZ QYSDE OTOVD UHRDE ••• (48) .HNZOX q.rycz F.sULR HITKD ••• 
(24) GWQHY ZSFEV XLZHD USKFA ••• (49) mmu NELDH PTKUR EKEAF. •• 
(25) CQE'lU Nnocr LZUKO VIJiJUD ••• (50) QSHKR KRQET DLBUO AAS!m ••• 

SeM?'Bmll'l'lAL 698 
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b. Reconstruct the method of' square generation employed in Problem 
2!_, above, and solve the plain text of' the following message: 

!' 

GESKA KLTSF BDli>O QDUPD VAEPY HVEEI DlLEA HA~ VHRYD T'"~O'l'U 

- 3. The two following messages, known to be isologs, exhibit rather 
incongruous phenomeDB.. Determine the nature of the general system in both 
cases, submit the pl.a.in text of' the first 100 letters, and recover all key 
words. 

Message "A 11 

IHi01 HYOCF m>EYN DHCHH FEKBB CEDTQ DVHKQ SAY're PEIYT YE I TN 
AEKDK KMQGI PBYRL IHVF.B CYQHG LCLQX .ACCNB .AEOOM IBR'ro YTDTN 
PBMUL LI I TE DHRN DHMDL ESMQT SYPOG HLCZI DSOPL IHCVIi ICLBT 
RD I TI AHVFB TZ.BDP IALQL DHITL IDAFN KMQGI AHQHG GAHGL VMYDB 
.ACKDH IHMmil DVHIF YTDTN HCMZC OZPFL FGKBD DVHIB MYEGF EAHGH 
LKHYC RYKDN YQXTL FEYRL IHVFB CYYQG PIEHF LKHTL HCQYT EQHTL 
YNOCD DXAHP CICSC VD6KP BPHBL CEDDD HCQEH LKHIP GXHTL YNMFK 
BPHBL HCMLP 'nXDF GCGUG XXP.HT MKOCD CIV.vlQP E~O TLCVN RZCKF 
MDGAL VTHTQ SAITE DHR'lW XPOKL OSHIC lilDXL CMDEL QIFOQ SANGX 
QEIAC QNOCD CDI'J.'M MKXYF PEKDF VTH'll:: VEBWB EFAHG VUAPK FEKBG 

' CFQlC OHQH.G LCOVX QED1M ICITE 

e Message "B 11 

CPOOD UAJMF FEM'1'l' KWJCF ELGDG TAQFH UZEVD MCMCK .AGMEZ DOMZG 
SHZFC ZMGDS MUKUS VWHUT GSRLF BGCIS CHJKG AKQDl CZZUT DUQZG 
DUOFS OOMBP CPZZD C:ruDA .AGCBR USU NF UHOBM CEO NC SFCOT KY.ASR 
WSMDT VKHUT ON~Q COCUA TFMZA OUWCG ZMGDS AERSD USGSV WKMTG 
SGZFF CPOOD UWZVD DUQZG KTOEE Gl!X:LS QBGMO UWZVT SZKKP AVGCF 
F'lJIA£ USZMO LUMAC CSKZA VWlIDT HBBXF ODVCZ MUZSC KGZNU LSZ'ro 
UCJIB m'CY BCJMK FZTAY BFGF.s HHQOB VGENF FM.SM ROUW XXCYM 
BFGF.S '.rl.'CNO UllaZ CSYZQ LVJDU MBJYD D'R:BN lMOZR OFCGG SZOVB 
KUWGV BZZW TSMBU CP'LZD LFOZS .AZZ.CE PKFAO HFY~ WLQBD GVGRS 
TDBGT FCJDQ DKMBA PWDED mMZ. BZZLV OXPEG SEFAD ZHYEU ESGDD 
NKZGD AERHQ FGCIS T'dQBA DSM!W 

4. Solve the following cryptogram and recover all keys: 

PBTDF RBMFR EKIFS BBGCQ AOACH GIQAG .ASNGD OGUND CKCON REBUR 
oo..xD RPADS .EELLD .NPXCL BATFE VADCD NSB~ IOACC SULNE WKMQ 
I UV IN REFQO OTC ON FTRUO LQUGS ENUPD NUFMM EEFLX OQTPD STCKD 
ITHMT NEFLE DNFLH SU'lm IWBET umRH ?lORPA ESHGZ EmYD NECRD • DPPCK nmQD PUBPA ESFQR UAAEX TIBQD HACBU UBTRD R'RJRN PC'n.te 
F.SFAI 
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5. Solve the following cryptogram. and recover all keys: 

BFSQQ PUXGO ADE ID MGUTL NOKTX PEOFZ ATDCE JQKNX YBRRE RFLKH 
DIXYH KVSIO YWXEQ SJPYT GTKBO HMIUT GCISC W.AEQE IJJKM XWUCR 
ERHSQ OEOJM DX GOA OE IDE DFOUY RFSQS TnwX EQSPI VXPSO SEKFK 
FFLRS RVYUQ VEOAE HAEQE AAXRK FYFFA JRFAQ SCilJW FEWN WJHMT 
DHSIH THQPF NHQIT ?IRSIL FKUQE RTRlll 'l."roBS NKOFT USLZJ KUUJL 
TQJJ'LV 

6. The enemy is known to be using a Baudot system incorporating two 
key tapes of lengths between 21 and 35, the tapes consisting of alphabeti
cal characters only, without any of the siX function symbols. From analy
sis of' previous traffic, it is known that the first four letters of each 
message constitute the indicator; a single space is used between all words, 
and a message center idiosyncracy is the use of the doubled 3344 for the 
carriage-return/line-feed operation. 

a. It is suspected that one of the messages intercepted in the morning 
contains the probable word REPORT. Solve the texts of the morning messages; 
and, after correctly juxtaposing the third message along the keying cycle, 
recover the plain text to this message. 

Message "A" 

RDA DE IZX 093oz 17 DEC 

I.VJ.VP lliPZJC. EN05C UBHVZ EEKWF MFN8F 57SDK XEB4F VD7F9 CTUMV 
YEYUV ~I5H HCW4C KSK05 YIMHC FHBWC C859G KXVPH IBAVS SUU07 

Message "B" 
RDA DE IZX 0945z 17 D.i!X: 

J.VIVU PEHKV FVCIU NIN AP EaiP3 RIVEF UMJEN UZIWN GI5'fi IZVEZ 
UD7US 73E1'Z 3YVIJI XOOLZ GM85E DNNRC SQ70B 8IGGM NQ7MZ s54TQ 
8YXG3 BISI I 

Message "C" 

IZX DE RDA 17 DEC 

BMBMY XYY97 PFPCJ HBU84 NZY3G 
vsu5s 7NN8C LBHVP HUZB4 

HKLVZ BR3WE SARU4 S'l'Z8G GHKSG 

b. Recover the original key tapes and reconstruct the indicator sys
tem f'i=om the preceding problem, and solve the text of' the following message: 

IZX DE RDA 1510Z 
Message "D" 

17 DEC 

JRJRF UE5IC C9NJV U91»14 OOZDE 
MDZ9E DY44u 3NYF8 JIWAD F'l'OKE 

NJLUI U7I5I ZWPL8 LK8PN 854Pc 
3ZlWT 8ZVNJ BSKRB 

-.. 
;.. 
·~ 

• 
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7. Solve the following cryptogram and recover all keys: 

IO.Pl'P TUC IE XJPFU GHPXQ JXWIS FJAGN IEUNN PGHCJ CEXBY BER.JN 
!.- GZLHU GYJBB JDGIV PBOFJ GIPEN PFJFO AXJXZ FEM.JD TIVXG BODRJ 

DNLIJ IIXZJ INODZ XNJXX JRBTN VJREZ IMJTX WEVJM KHFOE NRPJE 
OJCHB GFHAT DVJXY WWCJX OYGFJ REZIM JVFBP JVIAF GTTPH XJXWT 
TJ!K} TQJIV JMKXJ ZEHDL HXNKJ XBJOE YROSV VVXNJ BPRJA ECVTP 
BMJVF BPJVI RFIVA XIJVL FVOOJ CSJQB UBJTP WUXIK TPXEY JIVJM 
GLNRS NNEJX AJREF MNJHZ JTYI!'f.V XGBOD RJVOI JPHlW GOFJF YNPDF 
GJHER PYSNJ ALCLK OJVNJ , CAYVJ EUNNP GHJRT EZJUH UKFEN VJLAW 
JL1WX 

8. Solve the following cryptogram and recover all keys: 

VJFYY DARIJl NALGS MALYK AAQNT OSSCM lllPKS URSKI KSHVC NAZKT 
LHOBW OAYDT SPPOS TTNUN ISP PD LEOYV IOU QB VAPSH KSHVC NAUSY 
THC XS PALYK AAQNT ossco VHCBN OJF.cQ Mm>QJ( FKGCJ LLSXC IABXL 
ILHPS JBJEV THYGH NANF.M SOXNQ AROJV KPUYY DUAlll KJYEW ORmX 

':!< RLDGS MAUIX UHOBW OAZKT LHCXS PAODI YJFWJ JUGGN KW.AKM LLQCV 
NOAIY JZHYQ IQBZC IARKC YGQGP CAALL JQBPQ NCIPW KZXVS LHQAO 

, .. KAQNQ UKPWX RBVQY FKGCZ YDLEI NARNL AQ:)OX LKUCZ YOXEN OGFDL 
HAESQ UKPWE KQQNQ KUPRN RIXVQ OJDlU. ISUSQ JRFFN USP IS JABXB • 

e 9. Solve the following cryptogram and recover all keys: 

NMGYO OZIOZ AYMLZ POCUZ LRMBP JG HOH FBLGF TASFX l!.WUCK HVCMR 
RFECF NRBFC ~ PXDYR ZGLZA YBmID WCAZA KFRYI NZHNY KLMYD 
~ YNWP'L YSHBG WGJCT SF.GIB VBQRF AHMPD TBPGL WMHFM OYROJ 
DAMEC NNLSM PAXDP FIKBA YIMCW XRYCN NCYGZ F.OGDJ COG AT IHVOP 
QGDFI PXY.AB UGNAM AAHRZ AQNUG FNFIG MGAYB OO'MF OLOOH BFGQF 

AHMPD TBPGL WMHFM OYPHO UZLLF KGAVF PEOZL NFYMA QTVYN ZURBN 

10. Solve the following cryptogram and recover all keys: 

GUOAC LFWBP c~ TYSQH DFXEH BUXXQ KDXYS CMTJN lIDUBC FXWAP 
HTHCI PNSBO EIIAV LSRXE WGClll. HXDSC CMGXP GVDJL MKOFH YBWJN 
HOUSL GU OAF KRTIS LOXWY IZDFJ KOHIB KWSQJ GINKC KGMSI ZHSEC 
GDYVS rECKO MHJWC IJSIC LRWXU HE'l.'Z.L ONXIW DOXQI MZDMA BSXAR 
JF.sQY PEZTK BSQAA VMHGY EEDUA BMOZP HSOBY DZIUB muAv QS'lMW 
TX'IMM GNOQS MlULP E!5UJ KGDYV RSPIB BVJXQ WJODY HGOHW MZDML 
YNJKS HLPXN MVNEN FVKLS XMFOB ZV'lMV GCDMO D'1'XEU TZMYL EFDXB 
KBKQY NJSFO JLE<ll' IWXBY EZLNL FNKAT KTKQY LYI.IN HIUAT KJBTY 
LmwD INXXS liVFXB PVLXL ONXMH SSNY MGWO MVOJD DLFMO HGUGP 

• BIKIO MJOIY ZENEP BNXFJ YHHII OJVWT AJGMY LMSLC LMQ.IC IJNSV 
JAMEN NJOWU FRFBS OBBKD ~ HSXAQ LAM TV HJDTV OEFQY DAODI 
QZIJofJ" TJIES KFMIX NOS TO BDTBC PSBXN s~ HXZAV Q:)KVW POSBC 

..... IFDIX IPXOI FPLIO JJQJN WSQXA NOUXH :ewo~ MRWOP HENU FRFBS 
OBBKD PZNEC HSXAQ RMOBY EZYGL KNZQQ VSHMU SHTBV IXDBF D4FlW 
SCSEM MSKIC LKMIB HRYEH BCWBI DUX CU HGCGP HXZNV YAMUB ZVUMY 

S0NPIBBN'f!:A:h 701 



REF ID:A64556 
CODlJ)D!l?IAI. 

(BLANK) 

702 

' ... 
•• 

--



REF ID:A64556 

• 

i ..: 

. 

.... 
• IltDBX 

(In preparation) 

• 

703 



REF ID:A64556 
CO!ftP1Dlllft'Ilm 

(BLANK) 

', 

CO?tl'IDUi'lit 704 



REF ID:A64556 

CONFIDENTIAL 

CONFIDENTIAL 
P-:::!V 


