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7~. General remarks.--!.· In the first nine chapters of this text 
we have treated onl.y those periodic pol.yalphabetic systems which involve 
a relationship among the secondary alphabets. This relationship is brought 
about by the Vigenere properties of the basic cipher square, or the identi­
cal. properties possessed by the interaction of sliding primary components. 
In the case of' Porta systems, Vigenere-type properties also exist, but in 
a modified f'orm. Since the Vigen~e square incorporates cyclic permuta­
tions of' a basic cipher component, the symmetry among the sec01lCla:r'f alpha­
bets vb.en related to the original pril:llQ')' plain component is visib1e or 
direct; if some other component ia considered as the plain component, the 
relationships among the secondary alphabets w1ll be latent or indirect. 

b. If inatead of a cipher square of interrelated alphabets there vas 
used a matrix of :N different unrelated alphabets, of course no s;ymaetry of 
any kind voulcl be-manifested. Therefore the initial solution of' a crypto­
gram in such a system. would progress along the usual lines of' first princi­
ples (1.e., factoring, assumptions of' l.ettera baaed on frequencies or 
vowel-consonant analysis, attack by the probable vord •thod, etc.) until 
the entire cryptogram is so1ved by the progressive synthesis of the plain­
text message. The pawerful tool. of the reconatruction of the seconda:ey 
alphabets by principles of direct or indi.rect symmetry ia here inapplicabl.e; 
therefore the pJ.ain text 11111Bt be coaxed out "the hard way" in its entirety, 
and a;a,y unrecovered values 11111Bt remain unrecovered until further traffic 
establishes these latter values. 

c. If the N cipher alphabets of a system. involving unrelated alpha­
bets are syatenaticall.)'-m:lxecl sequences (e.g., it these sequences are 
keyvord-miXed sequences or tra.nspos1t1on-m:Lxed sequences based on ditter­
ent key words), then a partial. rec0Yer7 of' the secondary alphabets might 
reveal what the situation is, and thus mke possible the reconstruction 
of the complete aecondar)" alphabets. If, however, the cipher alpbabeta 
are composed ot random-:m:lxed sequences, no complete reconatruction vould 
be poasib1e until enough cipher text has been accumulated to permit of 
establishing all the values in all the alphabets. 
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d. Once the If basic sequences of a cryptosystem with unrelated 
alpbaD'ets a:re reconstructed, the solution of subsequent messages using 
the same sequences is a simple mtter, even if' the sequences are used 
in a different order, as will presently be demonstrated. 

75. Solution of a typical system involving unrelated alphabet&.-'"!,. 
The cryptography of a typical cryptosyatem involving unrelated alphabets 
is quite simple. i'here are available I different alphabets, vhich my be 
used in one of the follaving ways: (lT all of the alphabets are used in 
the same sequence, starting at the same point in the sequence; (2) all the 
alphabets are used in the same sequence, but with different starting 
points; (3) all the alphabets are used, but in a different order, or (4) 
onl.J' a selection ~ a certain number of alphabets is mde, the number ancl 
order of vhich are determined or controlled by a specific key. In Fig. 
Bo, below, ve have a total of 25 different cipher sequences1 of 26 letters 

Plain text 

ABCDEFGBIJKLMNOPQRSTUVWXYZ 
1 TQKZOLRXSPWNABCBIGDJFVUYMH 
2 SBACDBBFIJKTLMOUVYGZIPQXRW 
3 YQRTVWLADKOMJUBGBPBSCZINXF 
4 ZSABDCBIFGJHLICMRUOQVPTBWYX 
5 SLWBMZVXGAFNQUICDOPITJBRBCY 
6 GPOCIXLURNDYZHWBJSQFKVMBTA 
1 VABXJBZBNIKPVROGSYDULCFMQT 
8 GTD:X:AIHPJOBWKCVFZLQBRYBSUM 
9 AJDSKQOIVTZIFHGYUNLPMBXWCR 

W JGHONMTPRQSVZUXYWICAKBLBDF 
.D 11 VQP:NOHUWDIZYCGKRFBBJALTMSX 
8 12 .IWOAMNFLBQGCUJTBYPZKXISRDV 
p.13 DHBMKGXUZTSWQYVORPFEANCJIL 
~ ~ DWPKJVIUQHZCTXBLBGNYRSMFAO 
+' 15 S G U B 1' T C X 0 W F Q D R L J Z M A P B V B I Y K 
m ~ XCSBDBOKFPYAQJNUBTGIMWZRVL 
~ NVARMYOFTBEUSZJXDPCVGQIBKL 
~ OZPLGVJRKYTFUIVXHASDMCBBQB 
~ TOJYLFXBGWBVCMIRBSBKUPDZQA 
~ ZXQLYIOVBPESNHJVMDGFCKAUTR 
~ BYBFSJMUDQCLZWTIPAVNKBRGOX 
~ XPUCOTYAWVSFDLIIBHKNRJQZGM 
~ EVDTUFOYHMLSIQNJCPGBZAXKWR 
~ MVKBQWUGLOSTICHNZFRIDAYJPX 
~ WJLVGRCQMPSO.IXTKIAZDNBUHYF 

Figure Bo. 

1 The sequences used in this lllustran.on axe actually the sequences used m the obsolete u. s. Army 
Cipher Device, Type M-94. See in this connecnon Appenchx 6, "Cryptographic Supplement." 
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each in the f'orm ot 26-letter strips; these strips f'it horizontally into 
a frame with apace f'or up to 25 strips, and at the top of' the tr&E there 
is atf'ixed a normal sequence in which the plaintext letters are to be 
f'OUDd. If it were standard practice to select a certain fixed number of 
strips for the cipher components, these cipher atripa voulcl be placed into 
the device in a predetermined order under the plaintext strip and the 
process of encryption and dec1"1Ption would proceed as in any repeating-key 
cipher using a matrix.2 

b. In Fig. 8l. there is illustrated the inverse matrix derived trom 
the previous figure, showing the p1aintext equivalents for the 26 cipher 
letters. 

Cipher text 

ABCDEfGBIJKLMBOPQRSTUVWXYZ 
l MNOSPURZQ'l'CFILBJBGIAWVKHXD 
2 CBDEFHSGIJKMNUOVWYALPQZXR'l' 
3 BOUIQZPSWMJGLXKRBCTDNEFYAV 
... CGFEDIJLHKNMOWRUSPBVQTXZYA 
5 JVYPDKIXSUOBELQRMWATHGCllZF 
6 ZPDKXTAHEQUGWJCBSIRYBVOFLM 
7 BHVSFWPCJ.EKUXIOLY.NQZTMADRG 
8 EKNCTPAGFIMRZWJHSUXBYOLDVQ 
9 AVYCLMONHBESURGTFZDJQIXWPK 
~ TXSYVZBCRAUWFEDHJIKGRLQOPM 

• U URMISQNFJTOVXDECBPYWGAHZLK g l2 DPLYAGKIVNTHEPCRJXWOMZBUQS 
p. 13 U C W A T S F B Y X E Z D V P R M Q K J H 0 L G ll I 
~ ~ YOLAQXRJGEDPWSZCIUVMBFBNTK 
b 15 S U G M D K B W X P Z 0 R E I T L R A F C V J H Y Q 
~ ~ LQBEFISDTNHZUOGJMXCRPYVAKW 

U CXSQKHUJWOYZEAGRVDMILBTPFI 
~ RZVTXLEQNGIDUWACYBSKMFOPJB 
19 Z Q M W S F I K 0 C T E N H B V Y P R A U L J G D X 
~ WIURKTSNFOVDQMGJCZLYXHPBBA 
~ RCKIADXVPFULGTYQJWEOHSNZBM 
~ HQDMPLYROVSNZTEBWUKFCJIAGX 
23 V T Q C A F 8 I M P X K J 0 G R R Z L D E B Y W H U 
~ VDNUMRHOTXCIAPJYESKLGBFZWQ 
25 R V G T M Z E X Q B P C I U L J H F K 0 W D A N Y S 

Figure Bl.. 

2 If 10 d•ffcrr:nt sequ~nc~·s were uscJ for the (.lph~r compo11cnts, then ch..: numhcr of difft.rt'nt perrnuta­

llons of 25 th1rigs ukcn 10 dt d ume 1s 111vcn by the formula p lS o 7 i 5:_ .... - 25! =- 11, 861, 676, ~88, 000, 
10 \.25-10)! 1') I 

or, expressed rn standard rnathcmamdl n.JtJuon, dpprox1mately l.19xtolJ. If only 5 d1ffon·nt sequcn(.L s 
were used for the cipher compc.1ncnrs, the number of d1ffon:nc permutations is 6. 38xl06, if 15 St!quenccs were 
used, the number would be 4 • .?7xl018, if .!O wt'rc used, die number is I. 29x102·~, a11d if all 2'1 scqucnct..S 
\IL rt. used, the number of pt:rmutauons is .Z5! or 1. 55xlo25. However, the fearless cryptanalyst goes alie.id 
and solves his prut>lcm anyway, 111 spite of and w1d1 utter dart.gard for the fearful magmtudt• of these a\olv 
msp1nng number~. 
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From the two foregoing matrices, there mJ be clerived cliag:raE of' limi­
tations of the basic •triX. In Fig. 82!, we have a diagram. of the 1mpossi­
ble cipbertext equivalents of' plaintext letters, and in Fig. 82b ve bave a - -

Plain 

ABCDBFGBIJKLMBOPiRSTUVWXYZ 
BDCDBAACABABBAAA clclblllc 
CBBGCBDDCCIDGDDCGBJGBFBCBD 

Impossible F F F I B D B B B D M G B B B H K J M H I G G D F B 
ciphers H I G J F K G B P E N I M F F M L K 0 L 0 M J L B G 

IKIPBOKJUFPJONPPNQPMQOKOJI 
KMMQPPNMXLQKPOQQQRTOSROPLJ 
LIBURSPOYRRRRPRSTUUQTUPQIB 
PRTVTUQS SUXWSSTXVWRVXVTZP 
QUV V ST UVZXTUV WXXW WV Q 
R X X WZ XX YVYZ XY Y S 
U I Z Z Z Z U 

z z 

Figure 82!.· 

Cipher 

ABCDEFGBIJKLMKOPQRSTUYWXYZ 
FAABBACAADAABBFAAAFCACDCCC 
GBCDCBDBBBBJCCBDDBGEBKBBIE 

Impossible I ., B ., .I c G B c L r Q H G M B G I B B D B G I M B 
plaiu KJHGGBLMDRGTKKIFKJJIFPMJOJ 

NLIHBJKPKSLXMBSGOKBPIRRKSL 
OMJJINQTLWQYPQTIPLOQJUSLUO 
PSPLJOTUUYR SYUKQMPSKVUM P 
QWRNNVVYZZW TZVMROUUOXWQ R 
XYTOOIW V WNTRZXR R Y 

XVR Z XOUT S S Z 
ZXU PXV V T 

zw sz z v 
I W 
z x 

z 

Figure 82?• 

diagram. of the impossible plaintext equivalents of' cipherte:xt letters. 
These two diagrams vUl be Ter:f useful in the analysis of ceyptograms 
enciphered by means of these alphabets, once the basic sequences have 
been recovered from preYioua analysis or by compromise. 
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!• If' strip No. 1 were used in a periodic polyalphabetic cryptogram 
involving n of' the N available sequences, the theoretical expectations of' 
the ciphertext treqlienciea of the Ifo. 1 strip of Fig. 81 would have the 
following relative distributional appearance: 

_e·=·~=== ~---•· _:: __ • • - F--F P----· --FF-- - -ABCDEFGHIJKLMNOPQRSTUVWXYZ 

Thus, after having factored a periodic cipher in this BJ&tem. to the proper 
number of' alphabets, it is clear that it strip .No. 1 were involved in any 
of the alphabets of the cryptogram., this tact could be recognized by the 
goodness of tit ot one of' the distributions With the distribution of' the 
theoretical ciphertext f'requencies f'or strip No. 1. In this f'ashion, the 
entire array of the sequences of' Fig. 81 could be represented by the theo­
retical ciphertext frequencies, as shown in Fig. 83, below (to a base of 
100): 

Theoretical ciphertext treguencies 

ABCDEFGHIJKLMNOPQRSTUVWXYZ 
1 288633800933241301277220304 
2 314133362700283822274300089 
3 383700362202400813948133272 
4 323134704308282836312090027 
5 022340706381134082279823303 
6 034009781303220316782328342 
7 132632330130307842800927482 
8130839372372802036301284420 
9 7 2 2 3 4 2 8 8 3 113 6 3 8 2 9 3 0 4 0 0 7 0 2 3 0 

10 9 0 6 2 2 0 1 3 8 7 3 2 3 13 4 3 0 7 0 2 8 4 0 8 3 2 
.u 382760830982041331322273040 
8 ~ 434272072893133380028201306 

13 3327963120~042382000384287 
~" 284700802134326037322331890 
b 15 6 3 2 2 4 0 l 2 0 3 0 8 813 7 9 4 8 7 3 3 2 0 3 2 0 
OJ 16 4 0 113 3 7 6 4 9 8 3 0 3 8 2 0 2 0 3 8 3 2 2 7 0 2 

u 306003302820137282427419338 
~ 802904130827432732360238301 
~ 002263708391383122387340240 
~ 273809683824022030420331137 
~ 830774023334292002138368012 
~ 304234288268091312303307720 
~ 290373672300082880441312233 
~ 248328389037730213604213020 
~ 822920130013373403308247826 

Figure 83. 
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d. Let us use as an example the rollov1116 message intercepted on an 
air force link: 

GSGPO 
IBJSS 
HK J Z J 
IT NW G 
IGl~AG 

V 0 G 0 B 
H R V J B 

QMHLM 
BKQXC 
DZPWC 
l .B N 0 Q 
UVVt.D 
:< D Ir H L 
A~ t<I ..:: Q 

R D .N .N K 
F GAN K 
L ti X N E 
H V Q u Y 
lSXWO 
VOGCJ 
CQAAG 

QDNON 
LZkDU 
CDJo'PT 
YQ.PIN 
DEV U I 
JRQRT 
CO V 0 F 

W G i'. C B 
S 0 K G K 
TTGMV 
1 B .T S S 
RC X J H 
YGJXG 

YTKXT 
B V LU H 
ii M N N G 
1 F 0 A I 
ZOKXH 
D VJ 0 L 

Since the crypto6rBlll factors to 10 alphabets, distributions are made 
accordingly, aa follows: 

I: - - ii 9* • - _ = _ 
ABCDEFGHlJKLMNOPQRSTUVWXYZ 

II: = - - ii - iii - - a = -

Ill: • !!! !! _ :: _ _ a _ 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

IV: = - - = ---- = - ~- -
V: a _ ii - • • • • 

ABCDEFGHIJKLMNOPQRST~VWXYZ 
VI: - = - a - = = - - = a -

VII: _ 5_ _ _ • = _ a 5i 

ABCDEFGHIJKLM~OPQHSTUVWXYZ. 
VIII: - = - = - - -= = I!! 

IX: = _ii - =- - iii 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

X: = - - - E = = - = = = 
e. Matching the distribution for the 1st alphab~t against the sue-

cessive rows or :ng. 83, we obtain t:ie following: 

ABCDEFGHlJKLMNOPQRSTUVWXYZ 
I . l 1 l J 2 1 2 l l 2 l l . 

-X,(1,1): 8 3 9 3 4 7 7 4 = 44 
l. (l ,2): 4 3 6 6 35 2 474 8 • 79 
~(I,3): 3 3 l.810 2 6 9 4 26 3 7 • 91 
1(1,4): 3 ., 1215 2 612 18 2 • 68 
l(I,5): 2 1 j) l 4 7 9 4 3 • 67 
,t(I,6): 4 9 7 2465 2 14 8 2 4 8 4 • 151 

* * * * .. 
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On the 6th trial, the L value of' 151 is excellent when compared with 
Im • .0667(100x20) • 133.4 and "){ r = .0385(100x20) • 76.9; the ~ I.e. 
is here .,1,579 • 1.96. Having identified tbe strip (No. 6) associated 
with Alphabet I or the cryptoQam, the letters of Alphabet I may be de­
ciphered. Alphabet II of the crypto0Tam vhen matched with strip l~o. l 
gives a ~ value of' 144, wbicb ib the highest or the 25 posaiole matrhings; 
this is equ~val.ent to a~ I.e. of 1.87, vbicb likewise is very sat~s­
factory; and Alphabet III vb.en mat.ched vi th strip No. 14 gives a ;t. of 153, 
which is a \I.e. o:f 1.99, very good indeed. At this point the cipher 
letters of the first three alphaoets of the cryptogram are decipnered, as 
follows: 

GSQPOQMHLM RDNNKQDNON WGYCBYTKXT 
AIR I S S ORT 

IBJSSBKQXC F G A N K L Z l'1 D H SOKGKBVLUH 
ENE TRY RED 

HKJZJDZPWC LSXNEGDFPT TTGMVHMNNG 
NCE G I N YA R 

ITNWGIBNOQ HVQUYYQPIN t B J S S I F 0 A I 
BAS NV I ENE 

IGNAGHVVLD ISXWODEVUI RCXJHZOKXH 
ERS EI N l 0 N 

VOGOBYDHHL VOGCJJRQRT YGJXGDVJOL 
VER VER LRE 

HRVJBAZNeQ CQAAGeOVOF 
NGF DBY 

These decipherments certainly look like good plain text. 

f. We now continue the matching one more step. In testing the d.J.s­
tribution for Alphabet IV, ve get a ,_ o:f ll2 (• ~ I.e. of l.!t6) against 
strip No. 10, a ;tot lo6 (• t; I.e. ot 1.38) against strip No. 15, and a 
~ o:f 100 (• ~I.e. of 1.30) against strip No. 17. Decipherments of the 

letters of Alphabet IV on the hypothesis of either strip No. 10 or No. 15 
do not produce good plaintext tetra.graphs, but vb.en strip No. 17 is tried, 
good plaintext continuations of the trigraphs are manifested. Note the 
pentagraphic repetition IBJSS; with the decipherment of the tirat three 
letters as EREn, the word ENEltU' may be assumed and th.us by-pass further 

X. -test matching. All that is required, after the :first three alphabets 
have heen deciphered, is to find vb.at strip will yield an Mo for an Sc, 
and, if there is more than one such strip, to find the one where Sc...!..,!p 
and also vb.ere Jc represents a vowel or an R or L (in the sequence HRVJc 
at position 181 of the message); that is, ve test for a strip that yields 
"good" decipherments for Alphabet IV. In other words, after matching 3 
or 4 distributions, the plaintext f'ragments decrypted form a basis for 
word assumptions, with trials based on the plain-cipher limitations of 
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Figs. 82a and b. The complete solution now follows easily, and the order 
of the strips rs found to be 6-1-14-17-11-20-4-9-22-24; the message begins 
with the words AIR RECONNAISSANCE. 

i.· Ir a cryptogram is not long enough to be solved by the procedure 
Just described, it my still succumb to attack by the probable word method. 
For example, let us asaume the following short cryptogram is at hand: 

OCXYD DLANL WBBYH SFOAI BNDZE CKSOF 

OCXCD LDNXI RCXBM 

The message has been intercepted on circuits known to be passing adminis­
trative traf'f'ic, so a number of probable beginning words will be tried, 
among which are the following: 

.ACKlf CMLBDGE CONFIRM FROM RECEIPT REQUIRE 
ADVISE DEPARWRE INFORM Ra=EIVE REQUISITION 
ARRIVAL DISCONTINUE IN REPLY R!X!OMMEND RERAD 
ATTENTION EFF.l!X:TIVE ORDERS REFmENCE ImJRAD 
CANCEL EC;JIPMENT OUR REFERRING SEND 
CITE EXPEDITE PARAPHRASE REPEAT STA1US 
COMMANDING FOLLGIING PREPARE REPORT SUPPLY 
CCJ.MJNICATION 1'"0R PROCEED REQUEST VERIFY 

h. Referring to the diagram of' Fig. 82b, we note tbat the first 
letter or the cryptogram., Oc, cannot represent Sp or Vp; this rules out 
the beginning words SEND, STA1US1 SUPPLY, and VERIFY. The second letter 
of' the cryptogram, Cc, cannot represent A, C, E, I, R, T, or X, so that 
25 more :f'rom the list of 4o words are eliminated. The third cipher J.etter, 
Xe, cannot represent L, M, 0, R, or U; therefore 7 more words are elimi­
nated, leaving only CONFIRM, BFF.l!X::TIVE, EClJIPMENT, and INFO.RM remaining 
under consideration. Since the fourth cipher letter, Ye, cannot represent 
eithe~~ or Op, this reduces the possibilities to either CONFIRM or 
EFFJETIVE; neither one of these words can be el.iriinated by a continuation 
ot the foregoing process. 

1. The 'POS&ibilities of strip numbers for these two probable words 
are u f'ollovs: 

Plain: c 0 N F I R M Plain: .E F F E c T 1 v E 
Cipher: 0 c x y D D L Cipher: 0 c x y D D L A N 
Stripa: 

,. 
l 14 17 3 20 2 Strips: l ' 6 20 8 18 2~ 23 10 0 

12 25 ll 4 11 9 25 24 l.5 
21 22 23 

Since the cryptogram. factors to 10 alphabets we will write out the cipher 
text on this width, and test the assumptions of strip nwnbers on other rows 
of the cipber text. Testing the word CONFIRM, with 6-1-14-17 as the first 
tour strip numbers we get the toll.oving: 

: 
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6 1 14 17 

OCXYDDLABL 
C 0 I I' 

VBBYHSPOAI 
OBOF 

BBDZBDKSOF 
PLAB 

OCXCDLDIXI 
COBS 

RCXBK 
IOBX 

!!d.a certa1~ l.ooka promlaing. It Be at the next to lut poaitlon 18 
a null Xp, then lie might be another Xu mall; Mc • Xp OD atri'P8 7 and 11, 
but ol1l7 OD strip ll aoea De (tb8 titth letter ot the crntogram) equal 
Ip, •o the correct strip tor the fifth poeitiOD ia Bo. ll. In ahort orc1ar 
ve recOftZ' the entire aequence of atri'P8, vhicb. i• the .._ u that g:l.ven 
in aubpar. .t,, &ban • 

.t• If a -probabl.e varcl ia to be teatecl aCllllWhere in the •aaap, the 
'PO&itiOD being 'UDlmovD, then tbe cliagram in l'ig. ~ 18 useful. l'or i1111tance, 
if the crib PLIGHT PLAI' ia to be teated in the crntograa given in aubpar. 
~ it will be tOUll4 that the ODl7 place where this crib v1ll tit without a 
cODtracl1ction (i.e., an impoaaibl.e pl.a:ln-ciJber equi'l'&leDCJ') 18 at the l.5th 
position, begimd.128 with the letteN lm'... Vhezre the period i• kDOVD, tbe 
poaaible atrip arraDpll8nt• 97 be teated apimt other 07Clea of the crnto­
gram to reduce the ke;r to a md.que set of strips, u in tile eJP"'lipl.e in aub­
par. i. When the period ot a abort czyptograa eannot be clstend.Ded, t'be 
-placmnt of a crib v:l.11 still )'1•14 a keJ', 11hich, nen it not unique, can 
be teated against the rest of the cipher text in the -.nmr uacribecl in 
aubpar. 22!(2) • 

76· Solution of • second c-·-""'!· The crnt011JBt• Vhich will DOV 
be treated iDYGl.vea a cipher device ai-kete4 in J'rance in the l.930'• UIMtar 
tbe :m:l.anamr ot "traupoaiteur ~ penutationa aecr\tea"; Bauclou1.n3 4eacribe• 
this aence and aban one •thocl of attack, albeit a weak one. Thia cleYice, 
llluatrated in Fig. 811., comprises a tr .. in vbich 10 ccmpound strips, 
Joined 1n the middle, are slid ftrticaJ.17. The upper bal.Yea ot the strips 
(ng. 85!) 97 be permted aong themael:na, an4 ao 97 the lover atrip11 
(Ff&. 85i). 1'hua tbere a:re (101)x(101) or 13,168,189,JMo,ooo poaaible 
permtat10Dll--a. staggering number vbich &pp&l"tlntl.1' contributed ao 11ttl.e to 
the inventor's Gal.Uc exuberance. The aecreq imparted to •aaagea 1a, w 
learn, •paranteed absolute both mthmmticall.7 an4 in practice"; u for 
the deYice, "it 1oat it v1ll not enable the tin4era to clsc1pher •••ase• 
tbat might be intercepted." Still glowing with pr14a, tbe iDventor goea on 
to •&7 that since tbere are 13 trillion poaa1b111 tlea which mut be tried 

3 Captain Roger Baudouin, El&ments de Cryptograpb!e, pp. 188-196. Paris, 1939. 
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D A A z 
K y Q z A 
L F B B B 
I G s c c 
M B B I D 
I A '.r D B 
p J v .,. p 
0 K v G G 
Q L I I B 
B B x B I 
s M z J J 
u B B 1C K 
!r p 0 0 L 
v I c L 0 
v Q D M M 
y B .,. I I 
x s u u p 
z 0 G p 
B '.r H Q 
A. v J B 
c v y 
D 6 IC 
r L 
1 II 

1 

Figure 84. 

in order to read an intercepted meaaae;e, a trial-and-error procedure is 
rendered absolwnent impoaaib1e, thus "battling all approaches in cryptana­
l.Jtica used up to the present time. n Stifling a alight yawn, ve return 
to the device. 
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b. 'l.bere are two fixed reading positions on the device; the upper 
one is used f'or the pl.a1n text, while the lower one (26 letters below the 
first one) is used f'or the cipher. In encryption, the 20 strips are first 
arranged according to a specific key; then the first 10 letters of' the 
plain are aligned in the upper reading position, and their cipher equiva­
lents are f'ound in the lower reading position. The sam treatment is then 
applied to the second set of 10 letters of the :message, and so on. In 
decryption, after f'irst arranging the strips according to the key f'or the 
message, the inverse procedure is toll.owed, setting up the cipher text on 
the lover reading position and finding the pl.ain text in the upper. 

Upper strips 

1234567890 
JWBPFZCRHM 
KXCQGBDSJN 
YAOIUEOAIB 
LZDRHCFTKP 
MBFSJDGVLQ 
NCGTKFHWMR 
AIUOYIUBOI 
PDHVLGJXNS 
QFJWMHKZPT 
RGKXNJLBQV 
BIYUAOYIUO 
SBLZPKMCRW 
TJMBQLNDSX 
VKNCRMPFTZ 
IOAYEUAOYU 
WLPDSNQGVB 
XMQFTPRHWC 
ZNRGVQSJXD 
OUBAIYBUAY 
BPSHWRTKZF 
CQTJXSVLBG 
DRVKZTWMCH 
UYIEOAIYEA 
FSWLBVXNDJ 
GTXMCWZPFK 
HVZNDXBQGL 

Lover strips 

GQDLSXNVKT 
BRFMTZPWLV 
EUABYUAIYO 
JSGNVBQXMW 
KTHPWCRZNX 
LVJQXDSBPZ 
IYEIAYEOAU 
MVKRZFTCQB 
NXLSBGVDRC 
PZMTCHWFSD 
OAIOBAIUEY 
QB:NVDJXGTF 
RCPVFKZHVG 
SDQXGLBJWH 
UBOUIIOYIA 
TJ'RZHMCKXJ 
VGSBJNDLZK 
WHTCKPFMBL 
YIUYOIUAOB 
XJVDLQGNCM 
ZKWFMRBPDN 
BLXGNSJQFP 
AOYAUOYEUI 
CMZHPTKRGQ 
DNBJQVLSHR 
FPCKRWMTJS 
1234567890 

Figure 8~. 

!:.• Nov f'or soe cryptanalytic obserYations. 

(1) First of" all, this system yields a periodic pol.yalpbabetic en­
cipherment of' only 10 alphabets; any message enciphered by means of this 
device will always have a period of' 10. 
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(2) In order to take advantage ot certain reduced telegraph rates, 
this system has been constructed so that vowels are enciphered by vovela, 
and consonants by consonants, so that the resu1ting cipher text is pro­
nounceable. This is penny vise and cipher foolish-what a wonderful asset 
in crib-placingl .And--turther to compound the cryptographic f'elony--no 
consonant v1ll ever be enciphered by itae1f'. This system seems to have 
been designed tor cryptanalyaial 

(3) It is true that all 20 ot the strips are clif'f'erent from each 
other, so that we have what at first glance might seem to be "unrelated" 
alphabets. But on closer examination, it will be seen that &ll of' them 
are but slight modi:tications ot direct standard sequences. Taking upper 
strip No. 1 as an example, 

J K Y L M N A P Q R I S T V I W X Z 0 B C D U 1 G B, 

this my be decomposed as follows: 

JK LMR PQR STV WXZ BCD FGB 
y a e i o u 

All ot the remaining 19 strips are, to our delight, constructed along 
a1m1J.ar lines. Thus, if ve cmpa.re upper strip Ro. 1 and lower strip 
Ro. 1, 

JKyLMRaPQReSTViWXZoBCDuFGB 
GHeJKLiMNPoQRSuTVWyXZBaCDf 

ve note that ve actually have direct aymmat~ among the consonants 
(arranged in their normal alph&betical orde~ and likeviae among the 
vowels • Thia property is one more crypta.nal )"tic boon bestowed u-pon us 
by the inventor. 

d. As an example of solution of a cryptogram. produced by the 
transPoaiteur, let us assume that the following •&sage is at band: 

ZKOKC 
XYOCK 
BIYQK 
OMGGY 

IBWDT 
WOGYD 
XBATA 
QXDBD 

I PU AF 
BFDYO 
OLSAC 

X 0 C If E 
XQCYA 
PW AXA 

JRYMW 
ZRARJ 
TUZYQ 

GBEDJ 
OZIYJ 
OBBDK 

Since the consonants on the strips are arranged in their D01"JIBl. alphabetical 
order, ve should be able to use the •thod of compl.eting the plain-component 
sequence for the 20 possible consonant generatrices.4 Thia ve do forthwith. 
The completion diagrams for the first five out of' the 10 alphabets are as 
follows: 

4 Thu easy general o;oluuon was overlooked by Baudouin, who employed a much less generally apphcable 
merhod 111 Ins example which depended on a message begmnmg wuh a digraph composed of two cont;Onants. 

230 

--

• 



...: 

- - - -

REF ID:A64554 
CONJ'm9'r11tt 

Gen. Alphabet 1 Alphabet 2 Alphabet 3 Alphabet 4 Alphabet 5 

l M&U'P 2 1CPRFRLM 1 DSZG K!&!"F ~!i 
Bim9B8': 2 Fm 2 3 LQaGSMN 2 LNDPRll BSJllilGa 

3 -- CLBDCDI 4 MRTBTNP ¢. GVCJ MPl'fJJ 1 FBZMLMFS 
i. ~ JKFDFX ll8V.M1Q ~ JlfDK IC¥Hl8' 3 GJBNMNGT 
5 l FNDGFGZ PlWKWQ8 ~ 2 PBBSVL l HKCPNPBV 
6 - GPFBGBB Q¥JG.a8 .BQM- CllnwM JliBQPQrJW 
7 HQG.JBJQ lliWWW'P l LBD R!lK¥Xll JQll!RQiKX 

8 dRHIUKB 3 SXBNBN - MCJP 
1 SVLWZP 4 LNGSRSLZ 

9 HiSJaU' 1 mcPCW -BKQ- !lWM&Q 3 MPH'lBDCB 
10 lL~ 1JBDQ11m 1 PFLR 'JXMGR I~ 
11 2 .MVLIMNH WPRRI 1 QGMS l WZPBDS 1 PRKWVWPD 
12 2 :NWMPRPJ &669Y 3 RHNT IBQGP.P 'Iii~ 
13 PIRQPQlE l ZFll'l'HBC l SJPV l ZCBDGV R':IMl.URG 
14 ~~ B6wffJGB ~ 1 BDSFlll 3 SWBZ.BSH 
15 4 RBQSRSM 9HKW&.P 1 VJ.RX EJPlGa 2 iWPCBCTJ 
16 5 SCB'l'S1!1 ~ 1 WIEZ ll&\'JIK& 'J:xQQGDWC 
17 3 TDSVTVP PIQWfSH 2 XH.8 - FBWJLB 1 WZRFDFWL 
18 2 VF'l.VWQ 2 Gl&NHJ -- ZNC 6~ &8Ql'G]QI 

19 WQ1RIJXR BMPSPdlE 
- Bqm 

1 HKZLND !e!JISHM 
20 lBllHfi6 tHHtBCIJGa 1 CRD" 

- JLBMPF 
BBVcJ&JBP 

The scores to the left of the colwms are the sums of the two-category 
weights described in subt>ar. 211,; even though we are treating onl7 the 
conaona.nts, this scoring mthod suffices am there is no need to c1evise 
specially any nev weights. (For greater senaitivity, we could of course 
use the log133 weights treated in par. 34.) 

e. The genera trices vi th the highest scores are assumd to be the 
correct ones ,s and the following deciphermnts result: 

5 Jn Alphabet 4 there are two generatrices with equal high scores, however, Generaa1x No. 2 produces 
good consonant digraphs with Alphabet 3, whereas the digraphs produced by Generatnx No. 5 are not nearly 
as good. Th11 is shown by the centiban scores of log5224 (cf. Table 15, App.=ndlx 2, M1htary Cryptanalyucs, 
Part I) of 

LL NG DS PR RS 
73 + 73 + 59 + 66 + 75 = 346, 

whereas PL RG HS SR VS 
59 + 48 + 38 + 42 + 0 = 187, thus confirming the choice 

of Generatrix No. 2 of Alphabet 4 as the correct one. 
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1234~678910 
ZKOKCIBWDT 
SM LL 

IPUAFXOCBB 
R I 

JRYMWGBEDJ 
CT BG 

XYOCKWOGYD 
R DS 

BFDYOXQCYA 
TBR 

ZRABJOZIYJ 
ST PR 

BIYQKXBATA 
T RS 

OLSACPWAXA 
NB L 

TUZYQOBBDIC 
B lf Z 

OMGGYQXDBD 
PTB 

For the TOWela, tbe plain-component completion method is 'POB&ible but too 
precarious; it ia usual.J.1 too ditticul.t to distinguish the right &11&Wera 
tram the 'lr"rong. 6 1lle simplest thing, baVing established the consonants 
tor some ot tm alphabets, 18 to insert YOVels in the word structures on 
the basis ot contextual likelihood; one vowel correctly identified in a 
particular column will ot course identity" all the vowels in that column. 
Thus, in the diagram above, mmLLp • SMALL and C19NGp • CTING, etc. Aided 
u ve are both by the pl.aintezt fragments thus tar decrypted, and by the 
consonant-vowel. conf'iguration ot the rest ot the text, the entire crypto­
gram E7 now d&ail.y be so1ved, as f'ollova: 

6 It is interesting to point out that 111 Alphabet 3 where there are 6 vowels, completion of the vowel­
sequences together witii die deciban S<".ores based on log133 weights yields the following, in which the 
highest generatr1x is the correct one: 

Gen. 
1 OUYOAY Jf2 
2 UYAUBA li-3 
3 YA:IYIB 46 
I+ AEIAOI 1+9 
5 EIOEUO 48 
6 IOUIYU 42 

; 
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I l 2 3 4 5 6 7 8 910 
ZKOKCIBWDT 
SMALLARMS1 

IPUAFXOCIE 
IBIIITBRDI 

JRYMWGBEDJ 
CTINGCROSS 

XYOCKWOGYD 
ROADS SEVEN 

BPDYOXQCYA 
TBRBBTHRIB 

ZBANJOZIYJ 
STOPRBQUBS 

BIYQKXBATA 
TAIRSTRIKB 

OLSACPWAXA 
ONHILLIINB 

TUZYQOB:IDK 
NIBBZBROST 

OMGGYQXDBD 
OPTHOMPSOI 

f. All that re•ins nav is the Etter of the ke;y, i.e., the specific 
arraniement of the upper and lower stripe; given the plain text to the 
cipher, this is a very eaa:r •tter. We note, in Figs. 85!, and !!_, that if 
~ is found in upper strip No. 1, the onl;y possible cipher equivalents 
(found in Fig. 8~ on the sue line vi th Sp in Fig. 85!) are as fol.lava: 

(lower strip nos.) 
1234567890 

Sp•QBIVDJXGTF 

Patentl.;y, Sp • Zc is impossible with any combi.uation involving upper strip 
Ro. l. In tact, it is compatible onl;y with the following 7 out of the 100 
possible combinations ot the strips tor the first alphabet: 

( uwer strip nos.) : g,
1 
!, 2., 2., §.

1 
2., Q. 

(lower strip nos.): 3 8 4 l 6 7 5 

But, in Alphabet 1, Ip • Ic which should serve to cut doVD. the 7 possi­
bilities above; Ip • Ic in only three of the 7 combinations given above, 

2 4 6 viz., -, "'' and -· Tb.us, we my limit the possible strip arrangements for 
- 3 0 1 
the ten alphabets to the following: 
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GellfiJ&tr.D\11 

Alphabet 1 (Sp • Zc I Ip • le ) : 2 4 6 r a' r 
Alphabet 2 (Mp • ICc, Op • Ye): 1 

r 
Alphabet 3 (Rp • De, Ap • Oc): I, 2, ~ 

Alphabet 4 (Lp • l'c I Ip • Ac ) : I ~ 
7' 2 

Alphabet 5 (Lp • Cc I Ep a 0c) : ~It 
Alphabet 6 (Tp •Xe, Ap • Ic): 8 

B' 
Alphabet 7 (Rp • Be, Bp • Oc): ~I ~I f1 f 
Alphabet 8 (Mp • Ve, Op • Ee) : t1 ~ 
Alphabet 9 (Sp • De, Bp •Ye): i1 ~ 
Alphabet 10 (Fp • Tc I Ip • Ee) : ~I~ 

I.• Since there is ~ one poaaibili ty of a strip pair in Alphabets 
2 and iS, the "PO•itiona ot upper strips loa. 1 and 8 and lover strips Noa. 
1 and 8 are nov fized. Thia •ans that in Alphabet 4 ~ the pair~ 
v1ll remain, as the upper strip No. 8 iD the pair ~has alreacQ' been used 

in Alphabet 6; a1m1larly, in Alphabet 10, ~ the pair ~ v111 remain. In 

Al-phabet 1, only j v1ll rem.in; and since tor AlpbabeUI 8 ancl 9 ve JllWlt 

have either iand ~,or vice versa, the onl1' strip pair tbat remaina tor 

Alphabet 7 is t Thia mana that f'or Alphabet 3 the onl.7 strip IBir must 

be ~' 8.114 that the only strip pa.1r tor Alphabet 5 is !· The stri"PS that 

have been t1xed are as tollon: 

Alpha.bet 

1 2 3 4 5 6 7 8 9 10 

U'PP'r strips: 2 1 0 4 I 8 2 • • 2. 
lower strips: 3 r g' 7 5 B' 2 0 

The iclentity of the strip pairs for Alphabe1B8 and. 9 cumot be cleterm:ined 

uniquely in thia particular example; Alphabet 8 ia either i or ~' anc1. 

Alphabet 9 is either ~ or t; either combination v1ll clecipher all crn>to­
grama sent in the ,.. lt8J' aa the one just sol.ved. 

.. 
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!!.· The foregoing solution ia preclicated on a knavledge of tbe 
clev'ice and i ta strips. It ve had not knoVD anything about the Qevice, 
a single cryptogram of fair length vould bave sufficed tor solution Vith­
out mch clitficult7, and the compl.etely tilled-out reconatruction •trix. 
(tor t11e clevice as set up in Fig. 84, tor example) might 1ook like this: 

P: A B C D B P G B I J K L M N 0 P Q R S T U V W X Y Z 
1 AHJKBLMIIPQRSTOVVXZBUCDFYG 
2 IXZBOCDFUGBJKLYMBPQRASTVBW 
3 OMNPUQ.RSYTVWXZABCDl'GIBJKIL 
4 UZBCYDl'GABJKLMB.IPQBSITVVOX 

C: 5 I R S T 0 V W X U Z B C D 1 Y G B J K L A M I P B Q 
6 IPGBOJICLUMBPQRYSTVWXAZBCBD 
7 IKLKORPQURSTVWYXZBCDAl'GBBJ 
8 ULMIYPQBASTVVXBZBCDFIGBJOIC 
9 ULMBYPQ.RASTVWXBZBCDJ'IGBJOK 

W YQBSATVWBXZBCDIPGHJKOLMBUP 

J'1gure 86!,. 

Inclirect •Jllllll&tl"J' extending to the plaintext lim would have been mlli­
featecl, &Del the fol.lawing chains (f'rom lines 4 and 10, aa an example) 
would have been recOYered: 

(A B I 0 U Y) (B R J Z Q B X P G V I P V M D T L C S K) 

ib8 conaonant chain, it decimted at an interval. of -3, YOUld yield the 
consonants in norml al:phabetical order. Tbe •tr1x might thereupon be 
rearranged u tollova: 

P: A B I 0 U Y B C D F G H J K L M N P Q R S T V V X Z 
1 ABIOUYBJICLMBPQRSTVVXZBCDFG 
2 IOUYABXZBCDFGHJKLMNPQRSTVW 
3 OUYABIMBPQRSTVVXZBCDJ'GBJKL 
4 UYABIOZBCDFGBJICLMIPQRSTVWX 

C: 5 I 0 U Y A B R S T V V X Z B C D P 0 BJ K L II B P Q 
6 IOUYA.IFGBJICLMlfPQBSTVVXZBCD 
7 IOUYABKLMIPQRSTVWXZBCDJ'GBJ 
8 UYABIOLMBPQBSTVWXZBCDJ'GBJK 
9 UYABIOLMBPQRSTVWXZBCDFGHJK 

W YABIOUQRSTVWXZBCDPGBJKLMIP 

11gure 86!!,. 

The cryptanaly'at would :mk.e mental note of the direct •JDlll8trJ mniteated 
in Fig. 86!!) he vould see that he could solve further Cl')"Ptogram by- a 
mditication ot the plain-component sequence mthod aa demonstrated in 
aubpar. !; and he might -perba"PS be torner bliaafully umware of the 
existence of the 10 permu.table upper stripa and the 10 permu.table laver 
stri"PB• In other vords, even though he might never kDoW the exact m­
chanical cletaila or the a711tem, he could still cryptanal.JZe the traffic 
Vith ease. Situations of this sort are not at all UDCOlllllOD in operation­
al cryptanal.¥tic practice. 
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77. Solution of a further epmPle•--!,• The aysta to be treated 
here is one of the mchiDe ciphers used by AGGBISSOR, the mneunr enell\Y 
in U.S • .1o1nt 111Ul8U'Nra and training exercises. Thia syat• is included 
bere because in its aryptanalyais certain interesting and pedagogically 
T&l.uable techniques com into 'Pl&1', and furthermore som interesting 
applications of S1Jllll8t17 present themelves, even though tbe alphabets 
of the :mchine a;re random, noarelated alphabets. 

b. ~· electramcbanical cipher DBChine is called the zaf.lio in 
Aggressor nomnclature. The cryptographic principle embodies a poly­
al.pbabetic aubati tution •trix of 25 reciprocal. nonrelated &1.-pbabeta 
which are vired electrically in a bank of uDi.aelector awitchea7 in the 
mcb.1ne 's interior. These alphabets are of the Porta tne, in which 
there are tvo distinct "tamilies" of 13 letters each; a letter in one 
tamUy bas as its equivalents ~ tba JJ letters in the other tamily. 
The exact composition of the letters composing the two ta.milies is de­
termined by the plugging of a aml1 plugboard located on the front -panel 
of the ZBN-4o. The p1ugboarcl serns a threefol.d purpose: (1) it deter­
mines the ccmpoaition of the two tam.lies; (2) it changes the identity 
of the letters in the internally-wired matrix into isomorphic equivalents 
of the rows of the •trix; and (3) it permutes the order of the ran of 
the basic •trix. These three aspects will be explained in detail sub­
sequentl.7. 

c. There are several procedures in using the ZBN-!tO, giving rise 
to a iumber of c11fterent types of cryptoaystem. The p&1"ticular crypto­
syatem with which we will be concerned in this c11scuasion produces cr,ypto­
grams enciphered by pol.)'alphabetic aubsti tut ion of a period of 25, w1 th 25 
reciprocal, nonrelated, Porta-type alphabets. '!he two va.r:lables in this 
cryptosJBtell are (1) the plugging which rem.ins in force for a pa;rticular 
cryptaperiod (uauall.7 one day), and (2) the starting pq1nt (determined by 
a specific key) of the succession of the 25 alphabets. The specific key 
-.y be va;ried at v1ll by the cipher clerk for each •ssage; tbase keys 
are designated by indicators conaiating of a consonant-vowel digraph 
repeated, 1"ollaved by a fixed letter (usually X), auch aa in the indicator 
groups BABAX, VBVBX: 11 etc. 

!• In the solution of this cryptos)'Btem, the initial. crntana.J)'Bia 
would be accoaplished vi th a small volum ot trattic as a 'P011&lt>habetic 
substitution cipher vi.th 25 nonrelated alpbabeta 11 and during the course 
of solution the pheDODBna of reciprocity and the Porta-like tud.lies would 
haye been observed and used to advantage. The sequence reconatruction 
-.tr:Lx 111.ght look aa in Fig. 87, belov11 uaing BD1' one of the al.-pbabeta 
&l"bitra;r~ as the starting point for nAJ.pbabet 1 n of the •trix; in this 
case, the sequence of alpha.beta of a message With the indicator "BABAX" 
baa been used as a base. (All reciprocal values of recoveries have been 
:filled in.) 

7 
Uniselector switches are mult1pole-multilevel switches such as those used in automatic dialing 

telephone systems. 
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1 2 3 4 5 6 'l 8 9 10 1112 13 14 15 16 l'l 18 19 20 21 22 23 24 25 

AP PPLIRI YTLUMFYXY WY MDY 
BX IP YMIV XPIL Q UP 
C FVIQY U Tl Y IDL PF U 
D BB S Z 881 C 8 ZlfJGAJ 
B QDX XRTX 11 LVUJUQQIPUXIL 
F C GOGG B B KABIVVJC K 
G MMFRPFW MX MR W D U 
B DQ RLL UURFIXLIL MIY 
I CBKAVABCBIBCJBBK BKBYB 
J ULL M RPT IU TP DTTD 
IC I Rl'T WIURI F 
L JJ ABBS SOABSBCBBB SZOB 
M GGI JRBGNZ VAZOZGSBB ASO 
B YTMTU MUQMQIDTRXF LMDXRQW 
0 X F Q RWQLXWPPMPRYUUQ LM 
PA AAB Z ZJ OOBO ZCB SVB 
Q BB C OS BON BEB 0 I 
R S S G H B A 0 S J B V K V N S 0 G 1C Z V B· 
S RR DWYQLRLDDTL RTDM LPM 
T B If ZBZC AJSifK S J JJZ 
U JZV If Clf BH A EJB KOOBCBG 
V YU I X RMB FF RIP 
V C S G OB OE K AG Zlf 
X BOBZB BVO 0 BBIA BB 
Y BY CSB A C A AO A H A 
Z U X TPTDPM M M PDR LWT 

Figure 87. 

It is noted tbat the 12 different equivalent• far Ap in the order in which 
they occur in the matrix a.re u follava: PL IR Y TUM F X W D; the 
equivalents for ~ are X I P Y MW L Q u. These equivalents tar Bp are 
among the equivalinta tar Ap, with the addition of Q, which 1a the last 
1etter comprising one f'am1J.y of 13 letters. It will al.so be noted that 
each row of the matr:lx contains letters exclusively frOllL the one ar the 
other of the two tami.lies of 13;8 thus with but only a few entries in the 
reconstruction matrix, it is possible to segregate the tvo tamil.1es with 
eue. In this case it is therefore easy to identity the f'amil1es aa 
(A B C E G B J IC :N 0 S V Z) and (D P I L M P Q R T U V X Y) • Thia matriX 
may be Yizual.ized aa a Porta-like matrix of 25 DOlll"8lated alphabets, aa 
illustratecl in the tragmantar;y matriX belav: 

ABCBGBJKROSVZ 
1 PXFQMDU Y R 
2 WDMQL TXRYU 
3 IXP L M U 

24 I TFQLMPW 
25 LU D WM T 

8 Each row of the matrix will contain from 9 to 13 different letten belonging to one family, because 
of the manner in which the intemally-w1red matrix is constructed. 
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e. 1'b.e ran ot •tricea tor subsequent periocla v1ll be related. to 
thoeeot l'ig. 87, in that there V1ll be a simple aubatitution ot the 
letter• in a rov (i.e., preserving the idiomrphia pattern and thua 
is9!0!'Phic to the original rat1), and a trwpoaition or permtation of 
the ran ot the basic -.tri.x. Por example, raw "G" ot Fig. 87, which 
begiu with tbe letters MM '1 R '1 F ••• Jlight be shifted to the "X" row 
ot a new •trix, With the iclentit:v of the letters changed to L L D C D D •••• 
ihe vartiall:v recovered pl.uging, i.e., the ailllple aubstitut:l.on alphabet 
(which applies to both the isomorphic aubatitution and to the permtation 
ot the ran ot the ""'ii&inx) is then tor this case as toll.on: 

"at": AB C D B l G H I J IC L KR 0 P QR 8 ! U Y V X Y: Z 
"~": DX L C 

The II M P R '1 P ot •at." v1ll go to L L D C D D ot • ~" at the - posi­
tion (i.e., starting in the.._ alphabet), it the two •trices actuaJ.J.:v 
stu't vith the aam alphabet; if the 11141cat0r a19tea baa not changed, a 
-pair ot •••ages With identical. 1DC11catora in two ceyptoplriocla •&118 that 
the relative starting points tor the sequence ot al'phabete are 1clantical. 
It the relative starting pain.ta ot tvo :reconstruction •trices are not the 
same, then the K M P R 7 7 ot raw "G" of "of " will still go to L L D C D J> 
ot row ''X" ot " ~ ", but at a displ.aceJBnt equivalent to the relative tia­
placemnt between the starting points of the tvo •trices. 

t. In order to illustrate the mechanics of thi• syatm, let us aaaum 
that V. have solnd some trattic in a cryptoperiod subsequent to that :l.den­
ti:fied b:v the mtriX in fig. 87. A portion of tbe recoutrw:tion •triX 
tor this n f.a n period (denoting tbe mtriz in Pig. 87 .. belonging to the 
n at " period) is shown bel.aw; the begimd.Dg point of the sequence of alpba• 
bets here too is that fer a "BABAX" •saage. 

l 2 3 4 5 6 7 8 9 10 11 1213 14 15 1617 1819 20 21 2223 2425 
A QQR BRXQ GJO OQI' P J II 

(~) B W H U F X C I F I T V V 
C RLR OJ>OB J BRL BBB BB 

It is apparent tram the foregoing tbat the "A" and "C• ron are in the 
aama tamil:v, and tbat the two tma1J.1e1 tor the n ~ n period are (A C P H 
I x s T u v v y Z) and (B D E G J L M If 0 p Q R J:) • lov ve note the id1o­
morphic sequence of row "A", begimaing with Q QR - - - ll; this ia icJenti­
fied aa the isomorphic equinl.ent of raw ''M" ot "d. •, aa toll.oV8: 

1 2 3 4 5 6 7 8 9 10 11 12 13 14151617 18 19 20 2122232425 
( ~ ) A: Q Q R B R X Q G J 0 0 Q I P J M 
(at ) M: G G I J !I B G If Z Y A Z 0 Z G S B H A S 0 

Prom this ve recover the following plugging (aubati tution alphabet) : 

"~ •: AB C J> I PG R I J IC L KB 0 P QR 8 TU V W X Y: Z "°' ": J Y A 0 S Z B G B B 

.And aince the n A" rat1 ot " p " goea to the "M" raw ot "Cl( ", w '91' add 
this equiftl.ent pair to the reconrea. plugging. 
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&,• l'ov ve my take rov •en, tar example, ot tbe • ' • •trix and 
tranatorm it into its uact equivalents in terma of •trix n °' •, u 
fol.lava: 

( ~) C: 
(•) !: 

l 2 3 4 5 6 'l 8 9 10 11 12 1314 15 16 l'l 18 19 2021 22 23 24 25 
RLR ODOB JBIRL IBB IB 
B B Z Z A SB 8 J JJ 

Row •en of n ~n may be iclantified aa rCJll' nT• ot Matrix nCI( n, which results 
in the tallowing ac141 tioml "TBJ.uea in both ran: 

( p) C: 
(.c. ) T: 

1 2 3 4 5 6 'l 8 9 10 11 12 1314 15 16 l'll8 19 20 21 22 2324 25 

BLR ODOB JBIRL IBB BBO 
IKB ZBZC AJSIK SCJ JJZ 

'l'raDaterring the equivalent pdra from the foregoing to our recOYerecl 
pl.uging, including the plira A( P) • K(ot) and C( ~) • T(•) clarind troll 
the -permu.tation of the ron, we now have the toll.owing pl.ugging recon­
atrw:tion: 

·~ n: AB C DB F GB I J IC L KI 0 P QR S TU V V X Y Z 
•-.. n: MC TI J V A K 0 S Z BG B B 

h. Bnough of the basic theory baa been demnatrated how the fore­
going-procedures could be continued with other rows ot a partially re­
covered new •trix, permitting the easy reconstruction ot the relative 
'Plugging between key period.a. Bovever, a partially recovered matrix of 
a new crntoperiod ia not a prerequisite tar the reconstruction of the 
D8V pl.ugging; a simple technique based upon a crib attack. Vill DOV be 
cla:amatrated. Thia tecbnique, iDVOl.rtng an intereatine; application of 
SJJlllllltr;y in cross-equating between values ot two ditterent key period&, 
will be treated in the subparagraph& below.9 

i. Let ua aaaum ve have aftilabla, in a new key period, the follalling •••eie auapectad of begimd.ng with the opening stereotype "lm'BRINCB YOUR 
MISSAGBn: 

BABAX PCBJJ ZSQIZ IJVDK BBZJI JDIFK 
BBBBF ASMLT JMZAD BBBPI UVJIQ 

The indicator, BABAX, ahon that the beg1DD1ng of the sequence of alphabets 
starts at the same point in the cycle as the BABAX matrix in Pig. 87 far 
the earlier cryptoperiocl. The recoverable letter-families are obsernd to 
be (A D B G 0 Q R u Y) and (C I J M p v Z) I and al.ao (P S) ancl (B 1) which 
are aa 19t indeterminate as to which of the l.arger cba1na they belong. 
From this it is obVioua that the next word ot the crib is not •ltlJMBE•, 
since the 22d letter, De, cannot represent Up becauae D ancl.U are in the 

·-~· 
§ Tbfs method was first pointed our to me by Mr. William E. May. 
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J.• The matched pl.ain-cipher of the crib is set down: 

I 2 3 4 5 6 7 d 9 IO 11 12 l:J 14 15 16 17 18 19 20 

REFERENCEYOURMESSAGE 
PCNJJZSQIZIJVDMHHZJI 

In the 16th and 17th poai tions 1 Sp • He. A search is DBde in tbe •trix 
of Fig. 87 ror a repeated letter in these positions in one of the rows, 
but none ia found. (The matrix has been only partially reconstructed, so 
this correspondence is still hidden.) Since there is also the vertical 
pair &p/lc in positions 9 and 20 of the crib, a search is Ede in Fig. 87 
tor corresponding repetitions in the 9th and 20th positions in one of the 
rows; such a correspondence is found in the ''D" and "Z" rove. Thia means 
that, in the plugging for the new matrix ( ~) 1 what is nov En in ~ used 
to be Dp (or Z-p) in ot , and what is nov le in (' used to be !c (or De) 
in a • Since the plugging ef:tecta a simultaneous tranaformtion of' both 
the plain and cipher elements of the basic •trix, whatever correspondence 
exists in the plain between two matr~cea will also exist in the cipher of 
the two matrices. Tb.us we may ma.kt: the folloving diagram, assuming one of 
the possibilities10 above that Z-p( oe.) = Ep( ~) and De(•) • Ic( ~): 

I 2 'l 4 :; 6 7 S 9 lU ll 12 lJ 14 15 16 17 1819 20 

Plain ( °'): z z z z z z 
REPERENCEYOURMESSAGE 

D D D 
PCNJJZSQIZIJVDMBBZJI 

Plain (fl): 
Cipher ( ae. ) : 
Cipher ( r-»: 

Figure 88!• 

Note that ve have placed a Z over every E (either pl.ain or cipher) and 
likewise a D over ever7 I (either plain or cipher) of the diagram. 

k. Nov in poai ti on 2 1 Z-p ( of the oc. period) is found to equal Uc in 
cl. , by referring to the matrix of' Fig. 87; likewise 1 Z-p (fl.. ) in positions 
4, 6 1 and 15 in Fig. 88!, ma.7 be foUDd., by referring to the corres'P0D41ng 
co1UD1DS in Fig. 87, to equal Xe, Tc, and Mc in ot • These equivalencies are 
set down in Fig. ~ be1av: 

1 2 3 4 5 b 7 8 9 10 11 12 13 14 15 16 17 18 19 20 

Plain (at): z z z z z z 
REFEREHCEYOURMESSAGE 

U X TDD M D 
Plain ( ~): 

Cipher ( d. ) : 
Cipher ( ~ ): PCNJJZSQIZIJVDMHHZJI 

Figure 88!?_. 

10 TI1c selecnon of chc pombtllly to be tried is arbitrary at tins stage, if a wrong cq1uvJlence is chosen, 
conflicts will d~vclop during thl.. course of the analyw. (See subpar. 77_!!. ) 
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By transferring values Just derived (e.g., a U above C in the cipher may 
be transferred to other occurrences of U in either the cipher or the 
plain) , ve obtain the following diagram: 

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 

Plain (d.): Z Z Z UZ MZ Z 
Plain (pi): 

Cipher ( w. ) : 
REFBRENCEYOURMESSAGE 

U XXT DTD M TXD 
Cipher ( (' ) : PCNJJZSQIZIJVDMHBZJI 

Figure 88g_. 

We now look up the e~valents in Fig. 87 for X (in position 5), U (pos. 
8), T(lO), D(ll), M(l4), T(l8}, and X(l9), and ve record these nev values 
in the diagram., yielding the following: 

1 2 3 4 5 6 7 8 9 10 11 12 13 14 lfi 16 17 18 19 :.!O 
Plain ( ot): Z ZEZ UZ SO MZ Z 

REFERERCEYOURMESSAGE 
U XXT NDTDX AM TXD 

PCNJJZSQIZIJVDMBHZJI 

Plain ((' ): 
Cipher ( ac. ) : 
Cipher ( ~}: 

Figure BB!• 
Since ve have Ip (at. ) • R-a( ~ ) in position 5, an I my be inscribed over 
the R in columns 1 and ll, yielding new cipher values of Q and X in the 
corresponding positions in the "cipher °' " raw. The diagram. is now as 
complete as ve can Eke it for the DIOD8nt vith the crib alone; the fol­
lowing is the result obtained: 

1 2 J 4 5 6 7 8 9 10 11 12 l.l 14 15 16 17 18 19 :lO 

Plain ( rJ. ) : E Z Z E Z U Z S 0 E M Z Z 
Plain ( ~ ) : R E F E R E N C E Y 0 U R M E S S A G E 

Cipher ( at ) : Q U X X T N D T D X L A M T X D 
Cipher ( (?I ) : P C I J J Z S Q I Z I J V D M H H Z J I 

Figure 88!,. 

1. Proa the foregoing, it is evident that the plugging for the ~ 
period (taking o1 aa the base} thus tar recovered is the following sub­
atiliution: 

«: ABCDEFGBIJKLMNOPQRSTUVWXYZ 
~: D IR VMQU P OZC J E 

Tbree mare values could bave been picked up (in col.WDDs 10, 18, and 19) 
if the DBtriX in Fig. 87 had been comp1ete; any f'urther values must DOV 
come from the exploitation of' the rest of the message. 
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m.. The entire cipher text is written out on a width of 25, in the -.imer of the diagrams of Fig•. 88!,"'!,, and subati tuted values from. the 
recovered plugging ancl trom the basic •trilt are Ede throughout the ••­
sage where possible. Tb.us: 

1 2 3 4 5 6 7 8 910ll1213141516171819 202122232425 
Plain ( aL ) : I Z Z B Z U Z S 0 B M Z Z 
Plain ( (i) : B B F I R B N c E y 0 u R M B s s A G B 

Cipher ( al ) : Q U X X T B D T D X L A M T X D X A 
Cipher ( P' ) : p c I J J z s Q I z I J v D M B B z J I J D y F K 

1 2 3 4 5 6 7 8 910111213141516171819202122232425 
Plain (aL ) : B S P BZUSBAW 

0 RICORD Plain ( ~): 
Cipher Cot ) : 
Cipher ( ~): 

M XMT A QDOLXDI 
HBBBFASMLTJMZADIBBPIUVJIQ 

Figure 88!• 

If now an Sp ia assumed aa the last letter of the •••ase plain text, the 
diagram above -.y be expanded to the folloving, vhich will result in the 
recovery of four more equivalent pairs (F-F, G-B, K-B, W-8), in the plugging: 

Plain ( ~): 
Plain ( (i): 

Cipher ( el ) : 

Cipher (~): 

Plain (at): 
Plain ( (> ): 

Cipher ( at ) : 
Cipher Cp): 

l 2 3 4 5 6 7 8 9 10 ll 12 13 14 15 16 1'7 18 19 20 2122 23 24 25 
BZPZBZGUZ SOBMZWW Z K 
REFBRBICBYOURMESSAGE B 
QUGXXTWNDTDXLAMKKTXDXA P 
PCBJJZSQIZIJVDMBBZJIJDYPK 

1 2 3 4 5 6 7 8 910 111213141516171819202122232425 
M G B 8 F BZUSBAW 
M N 0 RECORDS 

KG F WM XMT AG QDOLXDI 
BIBBFASMLTJMZADNBBPIUVJIQ 

Figure BBg,. 

'!'he solution vouJ.d continue in this •nner, with the e:xpl.oi tation ot 
further pl.aintext assumptiona or additional cipher text. Any further 
plaintext assumptions ot letters or probable vords in the context would 
of course be baaed on the 13 poaaib1e plaintext equivalents tor any given 
cipher letter in this key period. 

n. In subpar. ~ ve started the diagram of' Fig. 88a with the assump­
tion that Zp(aL ) • Kp( ~) and De( ex ) • Ic( ~); this subse"quently proved to 
be correct, there being no conflicts in the equivalent pairs developed. 
If', however, ve had started with the other poss1bi1ity, Dp(m.) • Ep(~) 
and Zc( ae.) • le(~), inconaistencies would have developed. For example, 
in the early stages of analysis of this possibility, the following dia­
gram would have been obtained: 



Plain ( ot ) : 
Plain ( (!): 

Cipher ( at ) : 
Cipher ( p): 

REF ID:A64554 

l 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 
WD DWD ED DWCD MD 
REFERENCEYOURMESSAGE 

E SS XZ ZSOIC SZ 
PCNJJZSQIZIJVDMHBZJI 

Note that the tentative plugging D-U in colUJCD l2 is inconsistent with 
the p1ugging D-E in other colUJDllS of the diagram. 

o. The examples of theoretical. solution thus tar demonstrated haw 
invo1Y°ed matrices vith identical. starting points in the cycle of 25 alpha­
bets. It in the ~ period ve had no message with the indicator BABAX (i.e., 
starting at the same relative point in the new matrix as the start of the 
m.trix in Fig. 87), and we bad a crib in a message having an unknown 
starting point, we would have to search tor isomorphism across all the 
columns consecutively, instead of searching the raws of specific colwma 
as we did in subpar. J.• Consider the following: 

REFIRBNCEYOURMESSAGB 
JJHZZZMLMWZXCUMEAXPX 

We note the isomorphism in positions 4 and 6, and al.so 9 and 15, and ve 
search in the •trix in Fig. 87 tor a raw vith identical. letters spaced 
at a distance of 2, and al.so 6, as in the •tched p1ain-cipher, abOV'e. 
The only one we find 11 vbich ti ta both interval.a is in the Z raw, in posi­
tions 6 and 8, and ll and 17. Our diagram thus begins as follawa: 

3 4 5 6 7 8 9 10 II 12 13 14 15 16 17 18 19 20 21 22 

Plain (cl): z z z z 
Plain ( jl): REFBRENCEYOURMESSAGB 

Cipher ( at. ) : T T M M 
Cipher ( ~): JJNZZZMLMWZXCUMBAXPX 

From. here on the solution would proceed as previously demonstrated. Note 
that the two pairs of identical. letters enab1e us to arrive at once at the 
correct initial assumption, instead of having tvo or more possibilities 
f'rcm. vhich to mite an arbitrary choice as was the case in subpar. J.• 

f!Jl· Solution involvipg isolop.•-!,• The possibilities tor a suc-
cess attack on complex cryptoayste111& by tbe exploitation of isologs is 
predicated upon the :mecbanics of the cryptosyatema, and, usually, al.so upon 
the presence ot special cirCU111Btances connected with the iaologs. Each 
case is usually a wey special case, dependent upon the amount ot cryptana­
lytic techn1cal. intorm.tion tbat can be derived tram. a particular iaolog 
situation. 

ll It is quite poSSlble that if the matrix m Fig. 87 were t·ornpli=tely recunsuucted, we might have found 
one or two other rows (in other columns) with tht: pro~rties we are ~eking, in any case, the selections would 
be greatly restricted if we had two pairs of identical lcrters as in the case at hand. 
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b. It has been indicated in subpa.r. 62i hov the procedures of an 
attack on isologs my be adapted to a case of iaologs involving tvo dif­
ferent sets of unrelated, random al.phabets. For example, even it the two 
messages in subpar. 62b were enciphered With 4 and 5 distinct unrelated 
alphabets respectively 7 the procedures given in subpa.rs. 62!, to l could 
be used f'or solution. ibus a partial recovery of' some of the al:pbabets 
of a system such as that described in subpa.r. 75@. would be made poasib1e 
by this special solution. -

c. In the case of' the strip system described in par. 76, iaologa 
are generally not of much help in solution; but since the general solu­
tion described in subpars. 76! and !. is adequate for solving a single 
message, an isolog attack is only of academic importance. Nevertheless, 
a pair of very short isologa might still be solvable in this system, if 
either t.he plain or the cipher strips are in a fixed order, and this 
order is known. 

d. Isologs in a system such as the ZEN-4o described in par. 77 are 
again-of not much assistance in arriving at a solution, unless further 
special cirCU111Btances also exist. For instance, if ve bad in this system 
a pair of cross-period isologs (i.e., in two different pluggings) in which 
there were tvo sets of' families, and if' these families were known, an 
adaptation of' the generatrix method is pcssible.1:.:! Let us suppose that 
in the f'olloving pair of isologs~ the tam.1.lies of Message "A" are known 
to be (A B D E G H L U V W X Y ZJ and (C F I J K M :N 0 P Q R S T) 1 and 

MOMOX 
HCYYS 
GKCCL 

RE REX 
YGXJO 
YSURB 

OBKXS 
GWWCB 
ZZZHX 

Sl!'SBO 
YD PRU 
BTYRU 

Message "A" 
DCGWA 
ZZXGX 
KGGBW 

MGVGH 
UUNCC 

Message ''B" 

DYAET 
ETCl!'U 
i'FGQU 

ZHTFZ 
CLUBT 

UKOHL 
GBZAM 

CXBJl!' 
OHVJW 

LPFZD 
X T KW T 

UXBTJ 
JYSSI 

the :tamilies ot Message ''B" are known to be (A C E G li I J K L M N 0 P) and 
(B D F QR S TU V W X Y Z). Then by superimposing Message "A" and ''B" and 
vri ting the common letters which can represent decipherments of' the verti­
cal -pairs 1 ve have the following diagram tor the first 30 letters of' the 
massages: 

12 Tlus ntuatJ.on may of course also anse in mod1f1ed Porta systems. 

eenPm:arrrrAx. 
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1 2 'l 4 "i 6 7 ~ Y 10 1112 1314 15 16 l'i 18 19 20 :tl 222'1242fi 2627 2829 JO 

OBKXSDCGWAMGVGHTIKOHLLPFZDHCYYS 
SFSBODYAETZHTFZCXBJFUXBTJYGXJO 
ACACBCAFFCAFCCCFAAFCCAACFCBCFB 
BIEIDIEQQIBQIIIQEEQllEEIQIDIQD 
GJGJUJGRRJGRJJJRGGRJJGGJRJUJRU 
HKHKVKBSSKHSKKKSHBSKKHHKSKVKSV 
LMLMWMLTTMLTMMMTLLTMMLLMTMWMTW 

N IXN N INN NN N NXN X 
0 OYO 0 000 00 0 OYO Y 
P PZP P PPP PP P PZP Z 

Figure 89. 

It ia easily seen that, by reading various levels of the generatrices, 
the ceyptanal.yst can decipher the first two vords of the message as 
mEMY PAmOIB. The rest of the plain text can. be obtained by folloving 
this procedure; the completion of the solution is left to the student as 
an exercise. Having the matcbed plain and cipher, recovery of tbe t>lugging 
f'ollovs along the lines indicated in sub'pa.rs. 77!. to 2.• 

79. .AdditioDal remarks.--!,• The attack on a system such as that 
illustrated in Fig. 80 is fairly aimpl.e because the p1ain component in this 
case is the norml sequence; if the plain cmponent had been any other 
fixed sequence that were kncnrn, the tables of plain-cit>ber limitations in 
Figs. Bea and b and the table of theoretical ciphertext frequencies in 
Fig. 83 Would iiave to be modified accordingly. Instead of the normal se­
quence, any one of the 25 numbered strips in Fig. 8o could have been used 
as the plain component; this would complicate the solution to the extent 
that the table of theoretical cit>herte:xt frequencies would have to be com­
piled tor 25 x 24 or 600 different distributions, against which the uni­
literal. frequency distributions for a new cryptogram. in this system mat 
be teated. If the plain component were an entirely unknown sequence, dif­
ferent from any of the 25 numbered strips, solution would be greatl.1' com­
'Plicated and would have to f'ollov along the general lines indicated in 
subpar. 74~ since neither tabl.es of 'Plain-cipher limitations nor a tab1e 
of theoretical ciphertext frequencies could be constructed. ihis demon­
strates that, even in a crntoaystem employing randolll cipher alphabets, 
m,ximnm security is attained when the plain component is al.so a random 
sequence. 

b. If in a system such aa that of Fig. ao, each or the ci'(>her atrit>11 
were alldable against the plain component SO as to DBke t>OBSible the jux­
taposition ot any letter of the cipher component against Ao, then -purely 
:manual. •thods of attack would be too laborious tor a practical. solution; 
machine techniques could here be used to good ad'V'&ll.tage. However, there 
is still the possibility of getting too mny acceptable "good answers", 
from which the cryptanalyst would have to determine the correct answer. 
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c. We have seen hov easily the strip device treated in par. 76 
succuibs to cryptaDalytic attack because of the DBjor weaknesses of this 
system. The aame firm that mrketed the transJ>Ositeur later produced a 
modified cipher cJevice called tbe "Sph1nx11

; this latter aevice also bad 
10 compound strips, but the 20 half-strips were not l.imited to an upper 
or lower position aa was tbe case of the tr&DSJ>OBiteur, thus the number 
ot possibl.e &rrangeMnts is 20! or 2.4xl.ol8 instead of the l.3Xlol.3 in 
the case of the trans1>0si teur. In the Spb:inx c1svice there is no con­
sona.nt-to-conaommt and VCJVel-to-vowel limitation as there ia in the 
transJ>O&iteur, ao it looks as it the Sphinx is a decided illprove•nt over 
i ta predecessor; honver,, in order to ake the system easy to use by a 
cipher clerk, aam of the strips are direct standard, others are reversed 
stamarcl sequences. Therefore tor each of the 10 colUlllD& ve v1ll have 
Vigenere encipherment with either direct or reversed standard alphabets, 
depending upon the identity of the strips used in the particular positions 
--vbat an "improvemnt"! 

!• DI.a security of the trans'PO&iteur could bave been enhanced con­
siderabl.y by the incorporation of 20 randcm halt-strips, not 11mited to 
upper or lower position, and by not having fixed plaintex:t and ciphertext 
reading positions. Thia V82"iable-generatri:x idea ia incorporated in the 
Jefferson principl.e exempl.itied by the now obsolete u.s. Arlq cipher 
deTice M-9if.,13 and in strip systems related to this device. Tbe solution 
ot these latter systems will be treated in Military Cmtanal.ytics, Part llI. 

!.• In the solution of the tr&DSJ>O&iteur, as veil as in the ZEN-40, 
ve have seen further instances of the general applicability of the genera­
trix mthod. It is quite surprising how J118JJ¥ times solutions to cryptana­
lytic problema depend upon or are aided by the generatrix mthod, with or 
without minor modifications; the student would do well to keep this always 
in mind, and try to aclapt this method wherever the opportunity presents 
itsel.t. 

t. The reason for emphasizing the l.arge numbers in pars. 75 and 76 
is tod.emonatrate forcibly that numbers of combinations, permutations, or 
keys 'by themselves often have no bearing upon the cryptanalytic complexity 
ot solution of a system. If some would-be inventors of cryptographic sys­
tems vould onl,y atop and consider that the Dumb!~ of possible 26-letter 
simele substitution alphabets is 261 or 4.o3x].oi=:o, and that nevertheless 
s1m:pla substitution ciphers are solved quite readily, they should be more 
circumspect in band11ns about their astronomical numbers too glibly. 

I.• In passing, it is worth •ntioning that, no matter bow complex a 
system is as regards the generation or use of a large number of alphabets, 
it ve bave a sufficient number of messages in depth (say 25-30,, tor 
English), ve will be able to solve the plain texts of the messages, even 
if the cryptographic features of the system remain an enigm. 

13See subpar. 6c , Appendix 6. 
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CHAP'm XI 

POLYALPHABETIC BIPARTITE SYSTEMS 

Paragraph 

General•••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••••• 80 
Analysu of a sunple case: the "N1Jnhst" cipher......................................... 81 
AnalySJs of a more comphcated example............................................... 82 
Analysis of syllabary square system~ with ~uperenc1pherment................. • • • • • • • • • • • • • • 83 
Additional remark~................................................................. 84 

80. General. --a. All the ayate• thus tar treated have been charac­
terized by PolJalpbabetic enciphermnt of single p1aintext letters. In­
stead of single plaintext letters, the "plain text" to be subJected to 
polyal.phabetic encipherment might be :multiliteral elements of a first 
substitution, such as tbe left- and right-band components of' a bipartite 
substitution. Thia "pl.ain text" may be considered either as a seconclar;y 
or intermediate plain text, or as a prilllfarY encipherment; hereinafter ve 
will use the expression "intermediate plain text" to describe this situa­
tion. 

b. Periodic bipartite systems my take one of' the following three 
principal forms: 

(1) In the simplest form, a succession of' B unrelated bipartite 
mtrices is used cyclicall.7 to encipher the successive letters of a plain­
text message. 

(2) A single bipartite matrix With a fixed internal composition is 
used, the coordinates of' which are al.id in a manner giving rise to pol.y­
alphabetic substitution. For iDBtance, if the row coordinates of' a 5x5 
mtrix coDBisted of the digits 1-5 and the column coordinates cODBisted 
of the digits 6-0, the successive letters of' the plain text might be 
enciphered v1 th a cycl.ical shift of either the row or the column coordi­
nates, or both. 

(3) A single bipartite matrix with fixed internal composition and 
fixed coordinates is used, With an additive superimposed on the primary 
encipherment to ;y1.el.d a pol.yal.pbabetic substitution. The addition of' the 
key ml.ght involve either carr;ying addition, or noncarrying (1.e., mod 10) 
addition. 

c. The following remarks are generalizations of the ceyptanalytic 
attack on the foregoing systems: 

(1) In the case under aubpar. b(l), it is obvious that solution 
must be predicated on the recover;y of the !. different matrices involvedo 
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If' there is no latent relationship among the various matrices, exploitation 
ot such a system. cannot be aided by alJ¥ method ot equating or correlating 
cipher values belonging to ditterent •trices. 

(2) In the case under subpar. b(2), an entering wedge might be forced 
into the system under the supposition that the matrices were unrelated; but 
it tbe trequency distributions tor the row and column coordinates are close­
ly examined, the phenomena associated vith the use of sliding coordinates 
vould soon manifest themselves and give an indication as to the true nature 
of the system under stud¥, and thus could simplify the problem greatly. 

(3) The third case, that under aubp&'l". b(3), is the more general case 
of polyalphabetic bipartite systems. The tecii'niquea ot solution are suf­
ficiently detailed and specialized to varrant thorough treatment; this v1ll 
be done in the paragraphs that follow. 

81. Analysis of a aimpJ.e case: the "Nihilist" cipher.--!_. '!he first 
system. we aball treat is that known in cryptologic literature as the 
"Nihilist" cipher,1 so named because it was first used by anti-Tsarist 
factions in Russia in the latter part ot the 19th century; the basic idea 
is so simple that it has been "invented" many times since. Thia system 
embraces a diDOllMI substitution followed by a cyclic numerical key as an 
ac1d1tive. The dinom substitution is accomplished by means of' a 5x5 bi­
partite square in which a DOrml alphabet (I-J) is inscribed, the coordi­
nates of vbich are the digits l to 5 in normal order; the plain text under­
goes a primary encipherment, and to this enciphermant is added (by carrYing 
add1tion) a cyclic numerical key obtained by the encipherment of a key 
word vith the basic matriX. Thus we have a polyalpbabetic dinome encipher­
ment vith a period equal to the length of the key vord. 

b. An example of' encipherment is given to illustrate this system. 
The bi'sic matrix 1& that shown in Fig. 90; let the key vord be WBI'l'B, trom 
which is derived the numerical key 52 23 24 4Ja. 15, and let the message be 
as follOV8: RESISTANCE ENCOUNTERED NORTH OF VILLAGB. 

l 2 3 4 5 
lABCDB 
2FGHIK 
3LMiiOP 
4QRSTU 
5VWXYZ 

Figure 90. 

1 Thu lS one of the several types of cipher systems known oy the same name, tlus appellatton has also 
been given to a kmd of false double transposition, as well as to simple bipartite enc1pherment with the 
matrix m Fig. 90, wid1out further cornplex1nes. Titll> last system 1S still encountered occasionally m 
prisons for "grapcvme" comm.1n1cat1ons of the inmate'I. 
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The plain text is written on a width of' fiYe (i.e., equal to the length of' 
the key word), and the primry bipartite enciphermnt accomplished as ahovn 
in Fig. 91&. The dinomes of' the key are added to the dinomea of' the prim­
ey encipberment, as shown in Fig. 9lb. Note the f'our values in the f'itth 
colU11111 in Fig. 9lb in which the ca.rr71.ng addition gives a different result 
froa that of' the C'usto-.ey cryptographic noncarrying (or :md 10) addition. 

Ke;y word: W H I T E 

P: R E S I S 
C1: 42 15 43 24 43 

T A I C E 
44 11 33 13 15 

E N C 0 U 
15 33 13 34 11-5 

N T E R E 
33 44 15 Jt2 15 

D N 0 R T 
14 33 34 Jt2 44 

H 0 F V I 
23 34 21 51 24 

L L A G E 
3131u2215 

Figure 91!.• 

AdditiYe: 
W B I T E 
52 23 24 44 15 
R E S I 6 
42 15 43 24 43 
94 38 67 68 58 
T A I C E 

44 11 33 13 15 
96 34 57 57 30 
E B C 0 U 

15 33 13 34 45 
67 56 37 78 60 
N T E R E 
33 44 15 42 15 
85 67 39 86 30 
D N 0 R T 
lit. 33 34 112 44 
66 56 58 86 59 
H 0 F V I 

23 34 21 51 24 
75 57 1,.5 95 39 
L L A G E 
3131u2215 
83 54 35 66 30 

Figure 91b. -
The final cipher text, if' transmitted in dinome groupings, would be as 
follows: 

9'f. 38 67 68 58 ~ 34 57 57 30 67 56 37 78 60 85 67 39 86 30 
66 56 58 86 59 75 57 45 95 39 83 54 35 66 30 

Since the enciphering equation is P + K • c, the deciphering equation is 
P • C - K; thus in decipherment the key di.name must be subtracted (With 
borrowing subtraction) from the cipher text to ;yield the plaintext dinom. 

c. It v1ll be observed that the lowest poaaible cipher value is 22 
(arising from Ap + A.it), and that the highest cipher value ta 110 (a.rising 
from Zp • Zk) • But in Nihilist encipherment the trinomea trom 100 to llO 
(excluding the impossible 101) are customarily treated as dinomes by drop­
ping the f'irat digit; no ambiguity is present because the lowest bona fide 
dinome is 22, thus an initial "O" or "l" at once indicates tbe a-pecial 
situation involved. The student aho•Jl.d note that in the Nihilist system 
there are certain cipher dinomes which arise from a unique combination ot 
plain + key; these are: 

249 



REF ID:A64554 

(1) 22 • Ap + At (. 11 + 11) only, 

(2) 30 • Ep + ' (. 15 + 15) only, 

(3) 02 • Vp + vk (• 51 + 51) only, and 

(4) 10 • Zp + Zit (• 55 + 55) only. 

The first two dino:mes, 22 and 30, can occur quite frequently, but the other 
tvo have a much smaller probability of occurrence. 2 A further observation 
in the Nihilist system. is that if the units digit of a cipher dinome is -' 
it could have arisen only trom a pl.aintext 5 enciphered by a key of 5; and 
if either the units or the tens digit of a cipher dinome is 2, it could 
have arisen only from a plaintext 1 enciphered by a key of' l. These points 
are very helpful in analysis, as v1ll subsequently be seen. 

d. The c1assic Bihilist system. may be recognized by the Yirtual 
abaenee of' the digit "l"; this digit cannot occur at all in the units 
position of dinomea, and in the tens position it can occur only in the 
very rare case Where Zn is enciphered by Zt_, resulting in the dinome 10. 
The usual principles of factoring apply of course to a Nihilist cipher; 
the period will be a factor of' the interYal between two occurrences of' a 
long repetition, and the + teat •Y be used to confirm. a tentatin period. 
But in the lfihillat cipher, advantage my be taken of ita cryptographic 
idiosyncracies to pernd.t factoring a cryptogram much more quickly than 
would be possible with the usual procedures, and to enable factoring a 
much shorter message than would otherwise be poaaibl.e with tbe usual pro­
cedures for the determination of the period. The specific location in a 
cryptogram ot cipher dino:mes 22, 30, 02, and 10 my furnish c1ues not only 
as to possible periods, but also as to im:possible periods. For instance, 
if' a pair of' 22's is found 2Jt. dinomes apart, the period may be taken to be 
one of' the :factors of 24 (unless of course there is mare than one E in the 
key word); conversely, if' a 22 is found at a distance of 45 dinomes f'rom. 
a 30, the period cannot possibly be 5 or 9, since a 22 is preclicated upon 
a key of' 11 and a 30 is contingent upon a key of' 15, and thus there would 
be a clash or key values if' the cipher were written out on a width of' 
either 5 or 9. 

e. Once a Nihilist cipher is recognized as such, the easiest line 
of attack is by capitalizing on the cryptographic weaknesses of' the sys­
tem.. ibeae points are enumerated below: 

(1) The distance between two identical dinomes of the (22, 30, 02, 
10) class will be a mW.tip1e of the period, unless there are repeated 
letters in the key word. 

2 Smee the key ln the Ndulm system is derived from plain text, the probability if a 30 oc<"'umng u 
the ~quare of the probability of Ep m Englhh, i. e , (.1300) 2 or Olb9, the probab1hty of a 22 is . 0054, 
rhe probablluy of an O'l IS • 000~. and the probability of a 10 is only • 000001. 
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(2) The inten&l. between two different dinomes of the (22, 30, 02, 
10) class cannot be a multiple of the period, since the ke18 involved 
must be dif'f'erent. 

(3) The maximum dif'f'erence between the units digits of dinomes 
enciphered by the same key is 4. Since the -.xiDIUDl plaintext ditf'erence 
is 4 (1.e., 5-1), the addition of' a key digit from 1 to 5 will not alter 
this characteristic in the cipher text. For instance, in the key of' 
C(13), Ep(l5) becomes 28, and Fp(21) become 34; the difference between 
the cipher dinomes (treating the units and the tens positions separately) 
is 14, which is the same as the difference between plaintext 15 and 21. 

(4) The maximum difference between the tens digits of' dinomes en­
ciphered by the same key is also 4, if' allowance is mde f'or situations 
wherein the units digit is a ~' in which case, f'or example, a cipher 
dinome 4o must be treated as (3,10) for the tens and units positions, 
rea-pectively. For instance, in the key of E(15), Ep(l5) becomes 30, and 
Fp(21) becomes 36; cipher 30 must however be treated as (2,10) in the 
tens and units positions, so that the difference between (2,10) and 36 
is 14, which is the same as the difference between plaintext 15 and 21. 

(5) From items (3) and (4), it therefore tollova that if' the dif­
ference between tvo cipher dinames ia 5 or more in either the units or the 
tens position, the dinomes cannot possibly belong to the same cipher al­
phabet. It also follows that if' a difference of' 5 or more is found in 
either the units or the tens position, this rules out a lfihilist cipher 
with a single dinome as key, i.e., a monoal.phabetically enciphered dinome 
system. 

(6) In Fig. 92. beloll', is given a table of' possible key digits de­
rivable trom the range of low-high cipher digits in the Nihilist system. 
As an illustration of its use, let us say that in a particular column of 
a factored Nihilist message the lowest tena (or units) digit is a 5, the 
highest a 9; from the table, it is seen that the only key digit possibl.e 
is 4. If' on the other band the l.owest tens (or units) digit were a 4, 
the highest a 7, it ia seen that the key is not unique, but must be either 
a 2 or a 3. 
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Highest cipher digit 

2 3 4 5 6 7 8 9 ~ 

1 1 I I 1 

I, 2 I, 2 1,2 1, 2 2 

I, 2, 3 I, 2, 3 I, 2, 3 2,3 3 

l, 2 I, 2 
2,3,4 3,4 4 3,4 3,4 

I, 2, 3 2,3 
3,4,5 4,5 5 4,5 4,5 

2,3 
3,4,5 4,5 5 4,5 

3,4,5 4,5 5 

4,5 5 

5 

Figure 92. 

(7) Once several key digits have been established, either uniquel.7 
or with variants, it is possible to recover the entire literal key b;y 
anagrmml.ng among the choices ot key possibilities. EV'en 11" the numeri­
cal key is not derived f'rom a Nihilist encipherment ot a '(>laintext word, 
the unique key values established can be used to decipher the particular 
columns pertaining to this key, and a selection tram among the other 
multiple keys can be made on the basis of veighta of trial pl.a1ntext 
decipherments; the weights used may be either monographic or digraphic 
weights. 

t. It ia time to try out theory in practice. Let us assume the 
enem;yhas been using the Nihilist system with periods up to 20, and that 
ve have at band the following cryptogram: 

57 59 55 49 66 66 84 26 74 48 98 59 25 48 26 30 48 77 55 45 
76 57 99 30 56 30 27 48 67 86 86 34 65 45 78 39 45 46 28 39 
55 67 86 32 55 75 70 59 66 49 27 26 76 67 54 22 56 39 97 

The cipher text is scanned, and it "s noted that a 30 is found as '..he 
16th, 24th, and 26th dinomes, and that there is a 22 in the 56th dinome. 
From the first 30 to the 22 is an interval ot 4o; trom the second 30 to 
the 22 is an interval ot 32; and f'rom the third 30 to the 22 is an inter­
val. of' 30. From this we determine that the period of the cryptoaram 

cOI\i1'TDENTIAL 252 



-· 

REF ID:A64554 

cannot be any of' the factors of 40, 32, or 30, so this rules out 2, 3, 
4, 5, 8, 10, 15, 16, and 20 as possible periods. The interval.a between 
the three 30's are 2, 8, and 10--but since these possible periods have 
been eliminated no encouragement is obtained tram. these intervals, 
fraught as they are vi th naught. 

(1) Rather than write out the cipher text in various Yiu.tbs, we 
v11l tr1 to reJect trial periods on the baais of' differences of 5 or 
more in the tens or units digits, using a shortcut procedure. Assuming 
tirat a period of' 6, ve examine the f'irst and seventh dinomes, the 2d and 
8th dinomes, etc. , until we come to the 7th and 13th posi tiona where the 
dinomes 84 and 25 have a difference of' 6 in the tens digits, causing us 
to reject the hypothesis of' a period of' 6. A period of' 1 is assumed, and 
this too is quickly rejected tram the 2d and 9th positions where tbe d.1-
nomes 59 and 74 have a difference of' 5 in the units digits. 9 is rejected 
as a period tram. the 7th and 16th positions, vbere the dinomes 84 and 30 
have a dif'terence of' 5 in the tens digits, and a period of 11 is rejected 
tram the 5th and 16th posi tiona, where the dinome 66 could not have been 
homogeneous with 30, since we know 30 must come tram a key of' 15 (see 
subpar. !:_, above). When we try a periOdOf' 12, no inconsistencies de­
vel.op, so ve assume that this is the correct period. 

(2) The cryptogram is written out on a width of' 12, and the f'our 
co1umna containing tbe unique dinomes 30 and 22 are deciphered at once, 
as is shcnm in Fig. 93, bel.oW: 

Key: 15 15 ll 15 
57 59 55 49 66 66 84 26 74 48 98 59 

44 34 15 44 
T 0 E T 

25 48 26 30 48 77 55 45 76 57 99 30 
33 15 34 15 
N E 0 E 

56 30 27 48 67 86 86 34 65 45 78 39 
15 33 23 24 
E N H I 

45 46 28 39 55 67 86 32 55 75 70 59 
31 24 21 44 
L I F T 

66 49 27 26 76 67 54 22 56 39 97 
34 ll ll 
0 A A 

Figure 93. 

The key f'or the tenth co1umn can be determined uniquely, since tbe range 
of' the low-high digits (3-7) in the tens position indicates a key of' 2, 
and the range (5-9) in the units position indicates a key of' 4. Further­
more, the presence of' the digit 2 in the tens positions or tbe first and 
third columns fixes the key as l. in these positions, and the presence of' 
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the digit ¢ in the units position of the llth co1um fixes the key in 
this position as 5. The keys for the rest of the positions are not 
unique.; by referring to the table of' Fig. 92, the keys (with. :multiple 
values included) are found to be as f'ollovs: 

2 
2 33 1 21 
3 3 23 44 32 32 4 

14 15 14 15 34 55 43 11 43 24 55 15 

(3) Since there are only three ke;y poaaibilitiea (12, 13, or 14) 
for the first co1U111D, we will mke trial decipherments and score these 
deciphermnta vith the deciban veighta vith which the student is now 
familiar (cf. subpara. 34g, and !) . Thia inf'or-.tion is shown in the 
diagram below: 

Trial key Trial key Trial key 
ot 12 of 13 of 14 

Wgt. Wgt. Wgt. 
45 44 43 
u 6 T 9 s 8 
13 12 ll 
c 7 B 4 A 8 
44 43 42 
T 9 s 8 R 8 
33 32 31 
B 8 M 6 L 7 
54 53 52 

Scores: 
y 6 x ..l w ...2. 

~ 30 36 

With such scanty data of' only five letters available -per column, the 
d.eciban scores are not immediately conc1uaive.; apparently the keys of 12 
and 14 are equally good, with the key of' 13 a third choice. However, since 
the second column of Pig. 93 baa been deciphered, a much more sensitive 
discrimination among the three key possibilities for the first colunm Tl&Y 
be obtained by the use of digraphic weights. The three sets of digraphs 
formed by the three possible decipherments of' column 1 taken vitn the 
L!ecipherment of column 2 are ab.own in the diagram belov, together with 
the centiban weights of the digraphs (cf. Table 15 on p. 285 of Military 
Cmtanal)Y'tics 1 Part I). 

Case I Case II Case III 

UT 58 T'.l' 67 ST 88 
CB 13 BM 00 AB 89 
TE 91 SE 84 RE 96 
BL 42 ML 00 LL 73 

Scores: 
YO~ XO 1* WO & 259 
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It is clear from the high score ot 413 that Case III has the best statis­
tical probability 3 of' being the correct case; thus the key for the first 
column is 14. This process could be continued with other co.lumns where 
necessary, until autf'iciently long plaintext polygraphs are deciphered to 
permit finishing the solution by contextual aDBJ.ysis. The messaoe is 
f'ound to begin with the words SmoNG RESISTANCE, and the key is now derived 
uniquely. 

(4) The foregoing approach is a general approach, independent of the 
constitution ot the additive key. Where the latter bas been derived from. 
the bipartite encipherment with the Nihilist square of' a plaintext word, 
another approach is via the anagr&lllling of' the key word from the multiple 
possibilities; this is especially easy when the data are sutf'icient to 
reduce the number of' multiple values. In the case Just studied the k.ey 
recovered in subpar. 8lf'(2) la given below, together with the multiple key­
letter values involved:-

2 
2 33 1 21 
3 3 23 44 32 32 4 
~ 15 14 15 34 55 43 11 43 24 55 15 
B E C E H M L A F I U E 
C D I N M G Z 
D N 0 N H 

0 P Q L 
R R M 
8 s :N 
T Q 
U R 
w s 
x 
y 
z 

A f'ev moments• inspection of the beginning and ending portions establishes 
that the key word is DBCEN'mALIZE. 

l• We have seen how simple it is to solve a Nihilist cipher if the 
square is known. If the square bad the row and colwm coordinates in an 
UDkDOVD 1M1r111U.tation of' the digits 1-5, or if the internal. composition of 
the square consisted of' an unknown mixed sequence, solution is hardly more 
difficult, as will now be demonstrated. 

3 Case III is better than Case I by a factor of .2241 54 = 4163, that i~. tht! d1fforence between 413 and 259, 
aeated as an exponent of die base (224) of the loganthm1c weights. 
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(l) Let us consider the following Nihilist cryptogram enciphered Yi.th 
a modified square: 

87 53 74 67 49 48 66 55 66 87 42 65 57 58 76 45 66 75 75 74 
67 75 58 48 44 62 86 75 35 65 64 36 46 56 56 66 87 36 96 68 
~4846~~~"~~~~366287~54~84~48 
44 56 66 87 52 06 65 38 Jt.9 66 55 67 98 55 96 68 66 55 46 84 
67 07 45 96 85 68 67 44 84 65 86 54 07 86 56 87 21t. 62 67 99 
53 95 87 50 TI 56 74 59 68 73 96 68 

There are no occurrences of the unique dillODIB& 22, 30, 02, or 55, nor are 
there any readily discernible long pol.ygraphic repetitions; nevertheless 
factoring is very easy by the process of' inspection outlined in subpar. 
f'(l), above. AU periods between l and 20 are eliminated except 9 and 18, so it is assumed that 9 is the correct period and the cryptogram is written 
out as is shown below: 

l 2 3 4 5 6 7 8 9 
87 53 74 67 49 48 66 55 66 
87 42 65 57 58 76 45 66 75 
75 74 67 75 58 48 44 62 86 
75 35 65 64 36 46 56 56 66 
87 3.s J6 68 58 48 46 85 59 
~ 55 85 68 7A 87 36 62 87 
97 54 96 04 47 48 44 56 66 
87 52 06 65 38 49 60 55 67 
98 55 90 63 Go 55 46 84 67 
01 45 96 85 od 67 44 o4 65 
86 54 07 86 56 87 24 62 67 
99 53 95 87 50 TI 56 74 59 
68 73 96 68 

(2) Referring to the table of' Fig. 92, it my be seen that the keys 
for the col:unma 11111St be as :f'Ct1l.ows: 

co1s. : l 2 3 4 5 6 7 8 9 
keys: 54 21 52 33 25 34 11 31 34 

53 43 12 41 44 
13 

Since the keys for co1s. l, 2, 5, and 6 are unique, these keys are sub­
tractt:td from the corresponding cipher dinomes to yield a conversion to 
mnoalphabetic terms. This conversion is shown below: 
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l 2 
54 21 
33 32 
33 21 
21 53 
21 14 
33 15 
43 34 
43 33 
33 31 
44 34 
53 24 
32 33 
45 32 
14 52 

3 4 5 6 7 2, 34 
2 14 
33 42 
33 14 
11 12 
33 14 
53 53 
22 14 
13 15 
41 2l 
43 33 
31 53 
25 lt.3 

8 9 

The distributions for these colUlllDB are given below: 

col. 1: - - -· --- -11 12 13 14 15 21 22 23 24 25 31 32 .~3 34 35 41 42 -l3 -t...1 45 61 52 53 54 55 --- - ----== --col. l: 

col. 5: 
- - - --- - - - -11 12 13 14 15 21 22 2J 24 25 31 32 33 34 35 41 42 43 44 -l5 51 52 53 54 55 

col. 6: - --- - -- == 

The + counts for col. 1 (16) and col. 6 (14) are excellent, but those for 
col. 2 (6) and col. 5 (6) are v~ry poor. Nevertheless, the X. test per­
tor•d between the distributions for cols. l and 2, and between cola. l 
and 5, give excellent results, thereby indicating that they belong to­
gether. The ca:abined distribution or cols. 1, 2, 5, and 6 is as follows: 

- - - N = 50 rr i2 rn n m '1 22 2J i4 25 ri ~ ~ 34 35 4i -12 43 ii 45 51 5l ta 54 55 

The I.e. ot this distribution" is 25(f(f 4 l) • 1.82, which is excellent. 
50 x 9 

(3) The key for col. 3 is either 52 or 53; what we will do now is 
mke trial decipherments of col. 3 with both of these keys, and we will 
compare these deciphermnts with the combined distribution of cola. 1, ~, 
5, and 6 to find the beat match. This is shown below: 

4 In tlus ca~, we mu.~t rememoer that a 25-element alphabet is involved and modify the formula for d1e 
I. c. accordmgly. 

257 



col 3: 
(k=52) 

col. 3: 
(k.::53) 

REF ID:A64554 

• ---i-=- ----·- --8-- -· 11 12 ,!! 14 !! 21 ~ 23 24 25 31 32 ~ 34 35 41 42 ~ ;a 45 51 52 ~ M ~ 

• ----~-- ---=-~ --•-- -· 11 12 13 14 15 21 22 23 24 25 31 32 33 34 35 41 42 43 44 45 51 52 53 54 55 

= --

The key of 52 gives a 1. value of 21f., and the key of 53 gives a '1- value of 
lf.l; this shova that the key far col. 3 should be 53. 

(4) The entire tabulation of trial keys for the five nonunique columns 
are given below, together with the X values as compared with tbs combined 
distribution ~ co1a. 1, 2, 5, and 6. 

Col. ~ 1 1 1 6 2 4 1 

~52 
3 £53 

4 ~33 
Z4s 

? ~!~ 
l1s 

8 {31 
l41 

9 {!! 

1 

2 
2 

1 
1 

1 1 
1 l 

1 1 

2 2 3 

2 1 

1 

3 3 

2 1 2 3 10 2 

l 
1 

1 1 l 
1 5 1 

1 3 1 
1 3 1 2 

3 l 2 
2 2 3 

1 1 
2 1 3 3 

1 

1 1 4 1 1 1 5 1:. 
1 5 l l 24 

1 5 1 1 41 
5 1 1 l l 1 l '3 

1 1 1 1 :n 
2 2 2 36 

2 2 28 
2 2 48 

l 1 2 1 26 
2 1 48 

1 1 1 50 
1 1 18 

From the foregoing, it is evident tbat the keys for the nine colUlllDS are as 
follows: 

1 2 3 4 5 6 1 8 9 
54 21 53 43 25 34 13 41 34 

(5) All Dine co1umns ot the czyptogram. my now be converted into 
monoalphabetic terms, as follows: 
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33 32 21 24 24 14 53 14 32 
33 21 12 14 33 42 32 25 41 
21 53 14 32 33 lit. 31 21 52 
21 14 J.2 21 11 12 43 15 32 
33 15 43 25 33 14 33 44 25 
lt.3 34 32 25 53 53 23 21 53 
43 33 43 41 22 14 31 15 32 
33 31 53 25 l3 15 53 14 33 
lt.4 34 43 25 4J. 21 33 43 33 
53 24 43 42 J,.3 33 31 43 31 
32 33 54 43 31 53 11 21 33 
45 32 42 44 25 43 43 33 25 
14 52 43 25 

The simple dinome substitution is readily- solvable, and the plain text 
is found to begin vi th the words NO ADDITIONAL. !he sqU&l"e as recovered 
is sboVn in Pig. 94!_; upon observing the phenomena characteristic of a 

12 4 
lBLUIC 
2AYBDR 
3SONP 
4MFBGK 
5 VTW 

Figure 94!_. 

2 4 1 
2BYDRA 
J. U L I C B 
,._ B F G K M 
3BOPQS 
5TVWXZ 

Figure 94!?,. 

keyvord-nd.xed sequence inside the square, the rova and columns of' the 
reconstruction square are per11111ted to yield the original enciphering 
square as shavn in Fig. 94b. The add1 tive kef, when deci-phered through 
the reconstructed square, is found to be baaed on WATER PUMP. 

82. .Analysis of a more complicated enmple·-·!.· In the next case 
to be considered, it Will be assUEd tbat the eneJQ" is known to be using 
various types of diname matrices in conJunction with an additive super­
encipherment, tbe aritbmetic being perf'ormd mcd 10. The f'ollowing mH­
sage baa been intercepted: 
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The poly'graphic repetition present at an internl. of 125 clinomes suggests 
that the basic period is five clinomes (i.e., a 10-clig1t additive sequence). 
Since the message above is alread¥ written on a width of 20 dinomes, it vUl 
be convenient to -.lte a clistribution ot the 10 columDS, as follows: 

-i· ••• ;. ---···----Col. 1: 1 2 3 It. 5 6 7 8 9 0 Col. 2: 1 2 3 It. 5 6 7 8 9 0 

- -• • ·=-·-·-· Col. 3: l 2 3 4 5 6 7 a 9 0 

- _,_, __ . 
Col. 4: l 2 3 4 5 6 7 8 9 0 

- . - . -
--·--·-·-· Col. 5: l 2 3 4 5 6 7 8 9 O Col. 6= ~ r ;- ... 5~1 r ~ ~ 
·-···-1·-· Col. 7: 1 2 3 ...- 5 6 7 8 9 0 -··· --·-1 Col. 8: 1 2 3 It. 5 6 1 & 9 0 

Col. 9: 
- -

·-··-~·-·-1 2 3 ~ 5 6 7 8 9 0 
Figure 95!• 

Col. 10: i. ···i-·tt i 2 3 4 5 6 7 8 9 0 
Figure 95!?.· 

b. It will be obsened that the foregoing distributions my be claaaed 
into two tam:llies, one comprising the odd columns and the other comprising 
the even columns;5 the reason for this is that the frequencies of the row 
coordinates of the underlying natriX have a d1stinct pattern of peaks and 
troughs, and likewise the frequencies of the column coordinates bave a dis­
tinct pattern, different f'rom that of the row coordinates. The addition, 
mod 10, of a key digit mrely displaces the entire pattern of peaks and 
troughs, Just as in a standard alphabet cipher a change of key letter dis­
places the distribution by the value of the key letter (mod 26).6 Therefore 

5 Note that t1us is further proof that the underlying text 1s in dmomes. If the intermechate plam text had 
conusted of tr1nomes1 or monome~ aud dmomes, the columnar dutt1but10ns would not have fallen mto two 
famihes, mstead there would have been only one family d11cem1blc, and solution would progress by marclung 
all the d1stt1bunons together, without regard to their parity. See 10 this connection subpar 86JI. 

6 Mod 10 addmon u really a digital version of a Vigenere table with standard alphabets, as will be 'ICen 
from the following diagram: 

Key cb.git 

e0ff PIBBri !f'fAii 

Plamtext digit 
012 4 6 8 

00123 5 7 9 
11234567890 
22345678901 
33456789012 
44567890123 
55678901234 
66789012345 
77890123456 
88901234567 
Q 9 0 1 2 3 4 5 6 7 8 
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the distributions within each ot the families may be slid to find tbe 
beat mtch, and we have the tollov1ng: 

II 

··-·----·­Col. 3: 2 3 4 5 6 7 b 9 0 1 

-••-;it•-ii• 
Col. 5: 4 5 6 7 B 9 0 l 2 3 

• 
-··--··--· Col. 7: 9 0 1 2 3 ~ 5 6 7 8 

- -
-··-·-·-·· Col. 9: 5 6 7 8 9 0 l 2 3 4 

Figure 96!.· 

Col. 2: 

Col. 4: 

- . -
--·=·•--=-123456789 o 

• i •-it--• • -5678901234 

•. ;·-=-­Col. 6: 6 7 b 9 0 1 2 3 4 5 

Col. 8: 

j • •-ii-•li• __ 
8901234567 

····-·-ii­Col. 10: 4 5 6 7 8 9 0 1 2 3 

Figure 96!!. • 

c. The relative diap1acementa of the odd colwma, in terms of col. 
1, are o, 1, 3, 8, and 4; the relative displacements of the even colunma, 
in terms of col. 2, are o, 4, 5, 7, and 3. Therefore it ve arbitrarily 
treat the additive for the first dinom as 00, the second dinome has a 
relative key of 14, the third dinme a relative ke7 of' 35, the fourth a 
ke7 of 87, and the f'ifth a key of' 43.7 The ke;r cligits are subtracted 
from the cipher, to yield a reduction in ter• of' the first of' the five 
dinom colUlllDB. Thia is illustrated in the work sheet below: 

1 Th11 relative add1nve differs from the true addmve by a dmome constant. 
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Additive: 00 14 35 87 43 00 14 35 87 43 00 14 35 87 43 00 14 35 87 43 
Cipher text: 91 67 92 80 71i 71 05 l'>o 80 30 99 87 80 10 49 64 39 92 73 l'>li 
"Plain text": 91 53 67 03 31 71 91 35 03 93 99 73 55 33 06 64 25 67 96 21 

53 88 26 46 61 67 17 52 37 91 57 17 88 50 95 15 75 21 02 61 
53 74 91 69 28 67 03 27 50 58 57 03 53 73 52 15 61 96 25 28 

76 35 39 58 58 72 96 86 58 47 21 77 00 99 79 50 65 21 72 16 
76 21 14 71 15 72 82 5l 71 o4 21 63 75 12 36 50 51 96 95 73 

56 47 20 61 J.6 26 60 59 29 00 90 57 08 43 60 24 lt2 00 72 76 
56 33 95 84 73 26 56 24 lt2 67 90 43 73 66 27 24 38 75 95 33 

73 37 79 78 44 31 17 91 04 07 06 70 17 13 19 31 65 38 33 31 
73 23 4o 91 01 31 03 66 27 64 o6 66 82 36 76 31 51 03 56 98 

63 88 90 10 ~ 63 82 29 72 62 03 66 38 4o 00 56 75 87 83 76 
63 74 65 33 51 63 78 911- 95 29 03 52 03 63 67 56 61 52 o6 33 

95 02 52 48 87 03 05 03 60 16 28 79 68 o4 07 92 72 86 30 00 
95 98 27 61 44 03 91 78 83 73 28 65 33 27 64 92 68 51 53 67 

98 35 58 13 67 26 05 52 78 67 63 70 le.8 77 16 23 17 88 50 95 
98 21 23 36 24 26 91 27 91 21,. 63 66 13 90 73 23 03 53 73 52 .. 

15 72 22 34 31 99 44 37 8o 48 51 77 91 03 30 64 4o 69 41 25 
~ 68 91 57 98 99 30 02 03 05 51 63 66 26 91 64 36 34 64 82 

35 85 83 73 02 64 15 86 30 41 
35 71 58 96 69 64 01 5l 53 08 

Figure 97· 

d. A diDOJE distribution is nov taken on tbe pseudo-plain text; this 
is as -follows: 

123456789 
1 1123 7 
24 3423631 26 
33 6124 l 118 
4 111 1 4 
5746 1422 228 
6 3 6 6 2 5 6 2 2 32 
7419222 2 22 
8 3 11 5 
9 1 1 l 1 5 4 2 4 2 2 29 
- 2 111 1 l 19 

30 12 45 18 18 25 16 15 5 6 
Figure 98. 
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Matching propensities are detected among the ran of the •trilt, but not 
amng tbe columns; this points to the poasibllitJ of a variant •trix of 
10 colUDIDS and perhaps three rows. Thia assumption is atrengtheaed b7 the 
local variation among the diatributiona for the even coluama 1n Fig. 9~ 
(these variations being a direct function of the plain text being en- -
ciphered), and by the pronounced similarity of the distributions for the 
odd digit& in Fig. 95• (the similarity or these distribution& being caused 
by a "check-ott11 procedure in the variant usage) • 

e. We note in Fig. 98 that rows 1, 4, and 8 are homogeneous and that 
therefore the1' belong to one famil7. Row 6, vi th 32 tallies 1 is the row 
with the heaviest distribution; therefore we shall begin by taking the 
cross-products sum of rav 6 with the reaining six rows that com into 
consideration (excluding the 1-4-8 fam11y) 8 • Thia is shown in the diagrm 
below: 

1 2 4 
1C6,2): 12 - 18 2 - • 117 
z(6,J): 9 36 6 4 2 - - • 77 
z(6,5): 21 - 36 - 2 4 - - • 95 
iC6,7): 12 - 5412410- 4 • 96 
t,(6,,9): 21 - 6 6 102012 8 4 .. • 87 
i.(6,,0): 6 - 66 - 2 1 - 2 - - • 91 

It ia clear that there is an outstandingly good •tch between row 6 and 
raw 2, so these rows belong to the sam family. The other ~ values are 
less clear, except for the outstandingly low value of the •tch 6-3, which 
indicat.es that 3 is in a di:fterent :tam:lly. 

t. We DOV compare row 3 with the reminiog f'our rows, and we get the 
tollavi:as: 

1 2 
21 = 79 
12 54 2 - - = 82 
21-61 -2•60 
L,;6:...__---JIC66~----=~==---=--___.- • 87 

Fram this we see tbat row 3 and row - undoubtedly belong together,, and 
that in all probability rov 9 (the lowest X val.ue) does not bel.ong with 
3 and -; this woul.d imply that row 9 bel.ongs with rovs 2 and 6, since the 
fam1l.y of 1-4-8 is distinctive enough to permit no other additions, Bov­
ever, we sbal.l. leave this decision to one im>re teat. -

I.• The only rows left to '(>lace are the 5,, 7, and 9 ran. In order 
to :tacilitate tbe •tching of these rows with the rova of the 2-6 and the 
3-0 ta.miliea,, we will first ••'ga•te the mmbers of' the f'am:ll1ea as we 

8 See also pp. 112-113 of ~_!!1taq Cryptanal}'~~~~· in connection with the use of the cross-products 
swn in the analysis of a variant system. 
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bave them so tar so tbat ve my have more typical distributions tor these 
families; this ••Jgamtion is as follova: 

1 2 
oC. • (1+4+8): - 5 3 
~ • (2-t6): 
l. (3+0): 

7 - 9 10 4 8 12 5 3 -
5 l ~ 1 3 7 - 2 - 1 

We will DOV take the cross-products sum between the ~row and rova 5, 7, 
and 9; and likeviae between the J row and rove 5, 7, and 9. 'l'hia yields 
the tollaving: 

6 
1<~,5): 32 2 - • 173 
:r. ( ~ '7): - Bl 20 8 16 - 10 - - • 163 :i' p,9): 49 - 9 1020322420 6 - • 170 i< ,,5): 35 4 l02 - 3 28 - 4 - 2 • 178 
i< l '7): 20 1 153 2 6 14 - 4 - - • 200 
:r< r ,9): 35 l l 7 l 15 28 - 6 - 2 • 107 

It ia &'PtJSNnt that rov 1 belongs to the r f'am1ly I since J. ( 'C I 7) has the 
high value of 200 whereas the x ( (3 , 7) baa the much lover score of 163. 
Furthermore, the lowest score of 107 tor x< r ,9) when compared vith the 
value of' 170 for i< (1,9) confirms that rrN 9 belongs with the p tamily 
rather than with the r family. The family' relationship of rov 5 is still 
indeterminate atatiatically, because the mthods ve are using do not have 
autticient d1acrim1natoey paver tor us to be able to place raw 5 with any 
confidence. Our consolidated frequency distribution (leas the tallies of 
rov 5) DOW' looks as f'ollova : 

1 
148 
269 14 12 14 9 5 
370 ~----------......._----------4 _ ____, 

h. We will DOW convert the intenadiate text of Fig. 97 t.o true 
mnoalpbabetic terms using the consolidated frequency matrix just obtained, 
calling the three rows "l •, 112 11

, and "3". The dinomes beginning with the 
digit 5 we will leave unchanged, since ve do not know the relationship of 
this rov. Thia conversion is shown in Fig. 99, belav. 
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91 53 67 OJ 31 71 91 35 03 93 99 73 55 33 o6 64 25 67 96 21 
21 27 33 31 31 21 35 33 23 29 33 33 36 24 25 27 26 21 

53 74 91 69 28 67 03 27 50 58 57 03 53 13 52 15 61 96 25 28 
~21~~~ll~ D n ~2126~~ 

76 2l 14 71 15 T~ 82 51 71 o4 21 63 75 l2 36 50 51 96 95 73 
36 2114 31 15 32 12 31 34 21 23 35 12 36 26 25 3.3 

%n"~n~~~~~~~n~~~~n~" 
33 25 14 33 26 24 12 27 20 13 33 26 27 24 38 35 25 33 

n~~~m~~~n~~~~36%~~~~~ 
D~W2l~~D26~~~26~3636~ n ~ 

63 74 65 33 51 63 78 94- 95 2') 03 52 03 63 67 56 61 52 o6 33 
23 34 25 33 23 38 24 25 29 33 33 23 ~ 2l. 36 33 

95 98 27 61 4-4 03 91 78 83 73 28 65 33 27 61 .. 92 68 51 53 67 
25 2A 27 21 14 33 21 38 13 33 28 25 33 27 24 22 28 27 

~21~36~~~n~~~~U~TI~~"U8 
~n~36~~~27n~~~U~D~D D • 

~ 68 'Tl 57 98 99 30 02 03 05 ~l 63 66 2r) 91 i)4. 36 j4 64 82 
15 28 27 28 29 31 •• 32 33 35 23 26 26 27 24 J6 34 24 12 

35 71 58 ~ 69 64 01 51 53 o8 
35 31 26 29 24 31 38 

Figure 99. 

The dinom of outstanding frequency, ~' •1 be assumed to be Bp; this, 
coupled with the idiomorphic pattern of the message beginning, establishes 
that the ti.rat vord is IN'IELLIGBNCB and places the "511 rov in the 2...6-8 
tam1l7. The text is easily solved, and a reconstruction matrix obtained 
as shown in Pig. lOOa, which .-y be permuted into the matrix shown in 
Pig. lOOb. --

12345678 
llta u w v y 

2569 I M N 0 R S T A C H 
370LBBDGP F K 

Figure lOOa. - Figure lOOb. -
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1. A closer examination of the sequence of digits comprising the 
column coordinates reveals that, it ve subtract 7 (mod 10) trom. each of 
these d:lgi ta, we will have a numerical keJ based upon the key vord 
ll>BABCHIST--in other vords 1 we are able to reduce the even digi ta of 
tbe clinom add1t1ves to their primey instead of relative equivalents. 
It will also be discOYered that if 5 is subtracted from the digits com.­
prising the rov coordinates, ve Vill get an assembl.1' of digits that can 
be put into a logical numerical order which undoubtedl.J is the original 
set of rov coordinates; or, if the lateral differences (called in crn>to­
logic language the "deltas") between the diDOms of the relatin additive 
kq 00 14 35 87 43 are examined, the delta sequence 14 2l 52 66 is the 
aam aa the dincme delta sequence of the numrical key baaed on til>BARCHIST. 
This DOV proves the original priJmr;y enciphering matrix, as veil as the 
original primey additive ke7. The true additive 1te1 is 57 61 82 34 90, 
and the original mtrix is that shown in Fig. lOOg_, belov. 

5 6182 4 0 
074.lMONABCBIST 
852BDBFGJKLPQ 
963 u v w x y z 

Figure 100£_. 

..t• We bave sb.ovn (in aubpara. !?_and g,) with this problem only' one 
method of equating columns of additive-enciphered dinome text. In the 
next paragraph there will be shown several other methods applicable tor 
reducing polyal.pbabetically enciphered clinome text to simple (1.e., mono­
alphabetic) terms, without regard to tbe mechanics used to produce the 
dinome intermediate text. 

83. Analysis of syl.l.a.ba.ry square systems vith auperencipher:ment.--!,. 
A logical extension of the idea of bipartite systems with encipherment is 
a system wherein tbe original plain text 1& f'irst eociphered with a s1l­
labary' sqU&l"e or a code chart,, followed b:f' a aupe-rimposecl additive upon 
the pri•l"1 enciphermeut. In the problem next to be considered, ve will 
assUDlll! that the ene~ is using the syllabaey square 11.lust.rat.ed in Fig. 
l~l, below, in conjunction with a cyclic additive. For this first situa-

CONPIDBlfT'.Dt't 

1 
2 
3 
4 
5 
6 
7 
8 

; 

l 2 3 4 5 6 7 8 9 

"' A 1 AL AN Am> AR ARE AS AT A"rE 
ATI B 2 BB c 3 CA CB CO COM 
D .. DA DB B 5 EA BD SN ENT 
BR ERE ERB BS &ST F 6 G 7 H 
8 HAS HI I 9 IN ING ION IS IT 

IVE J fl K L LA LE .M ME II 
ND NE NT 0 OF ON OR OU p Q 
B RA RB RBI> BBS RI RO s SB SR 
ST STO T Tl TED TBR TH TBE r"dl TBR 
TI TO u v VE w W.t: x y z 

Figure 101. 
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tion we will aasum that the coord1nates &t"e kDovn sequences, and that 
tbq are the cl1g1ta 14 in DOl'ml order. 

!!.• 'Die following crntograa is available tor at1141': 

n~~~~~~&~~~~~~~oo~~~~ 
~m~~~~~£fi~~~~~~"~~~& 
~~n~n~~oo&~~l3~~~~~Me®' 
~~~~~&~~~»nD~~n~~-~~ 
~~~u~~U~ftnn~~~n~~~~~ 
~~;n~~~M~~~~~~n~~~~~ 
~~ a~~~~~~~~-~~-~~~~ 
~"~~~~~~~~~~~~~a~ne~ 
~nM n~~~~~~~~~"D~"~~ 
~~~"~~~~~~~~~~~~ft~~~ 
~w~~~ftn~ft~~~~~e~n~~~ 
n~~~~~n~~~~~~~~~n~~~ 
&"n~~~~~~~nD~~~~~~~~ 
~~~~~i~~~~~~~~~~a~~~ 
~~~ ~ &~~~~"~"~~~ft~~ 
~n~~~~~~n~n~~~e~~~~~ 
n~-oo~n~u~~~~1M;n~&~~ 
-~~~~un~~~~82 ~ ~~®~" 
M~~m~~~~~®~~~~noo~~~" 
~ n 49 82 n 28 92 oo ~ 39 ia.. 68 

The longer 'polnra-ph1c repet1t1om present bave a caamn factor of 8; 
but there are 88T8r&l. Bbartel" rertitiODS vtdch tactor to 4, 80 it vU1 
be aaaumcl that the a441tive is 41noma. (It w wished to plq it 
sate, w cCNl.cl bave .ae c11str1but1oua on the baaia of 8 colums; this 
voW.4 haft 41acloee4 goocl atch1ng between the cliatributiona tor the lllt 
aD4 5th columa, etc., reveaJ.ing that the period 1• actuall.1' tour cU nowe.) 

c. D1Dama 41atribut1ou are mc1e tor tbe tour 4:1.ncm columa, as 
tolloia: 

I 

123456789 
1 1 1 2 4 
212 l 3 7 
3 2 l l 4 
J,.3 2 25 3116 
521 5 1 9 
6 2 6 3 4 1 117 
753 614 120 
8 22 l 1 6 
91 14121 10 

- l l 5 
16 14 3 10 5 15 10 14 6 5 

l'1gure 102&. -

II 

l 2 3 .. 5 6 7 8 9 
l 5 11 l 1 9 
2 3 l 2 .. l u 
31322 l 16 16 
.. l 6 l 2 l 2 13 
5 3 4 2 9 
62 l 133 10 
1 2 2122 211 
8111 2 5 
9 l 3 ... 
~l l 13110 

6 15 13 4 13 8 8 ll 13 '1 

J'1gure ~· 
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III J.V 
4 6 12 4 6 
5 l 12 ]. l 112 1 6 

2 1 5 22 2 12 22 211111 9 
3 3 3 1 17 15 3 3 3 3 9 
4 4 22 3 11 41 1 1 3 6 
5 2 11 111 1 5 1 4 112 9 
6 32 .. 9 6 2 2 5 9 
7 1 2 1 3 7 1 1 l 3 2 1 8 
8 2 11 2 6 824 4 21 13 
9 1 5 2 1 9 92 11 42123 16 

- 4 1 221 10 -l Jt. l l 1 13 
12 16 10 16 5 10 14 5 6 4 13 7 13 7 5 10 12 10 6 15 

Figure 102c. - Figure 102d.. -
Ve w1ll now attempt to equate the f'irst digits (l and 3) ot tbe dinome 
columns I and II, and also tbe second digits (2 and 4) of cola. I a.ml n. 
'!'his is 8boVn in Figs. 10~ and b, below: - -

x.C1,3) 
Jt. 7 4 16 9 17 20 6 10 5 
9111613 910ll 5 410• 976 
ll 16 13 9 10 11 5 4 10 9 • 898 
16 l3 9 10 11 5 4 10 9 11 • 820 
13 9 10 11 5 4 10 9 11 16 • 888 

9 10 11 5 4 10 9 11 J.6 13 • 907 
10 11 5 4 10 9 11 16 13 9 • 935 
11 5 lt-10 9111613 910•1061 

5 410 9111613 91011•1072 
4 10 9 11 16 13 9 10 11 5 • 1038 

10 9111613 91011 5 4•1009 

Figure 103!_. 

't. (2,4) 

16 14 3 10 , la 10 14 6 , 
6 15 13 4 l3 8 11 13 7 • 917 

15 13 4 13 8 8 11 13 7 6 • lo88 
13 4 13 8 8 u 13 7 6 15 • 9'i7 
4 13 8 8 11 13 7 6 15 13 • 909 

13 8 8 11 13 1 6 15 13 4 • 992 
8 8 11 13 7 6 15 13 4 13 • 949 
8 11 13 7 6 15 l3 4 13 8 • 950 

11 13 7 6 15 13 4 13 8 8 = 1019 
13 7 6 15 13 4 13 8 8 11 • 944 
7 61513 413 8 81113. 909 

Figure 103!!,· 

In Pig. 10~ the m.tching of the row digits gives three outstanding X 
values, but these values are too cl.oae together to pend. t an easy choice 
among them. On the other band, the mtching ot the col"Wm digits produces 
one outstaDding Te?T high t. value, lo88, which 1nclicatea that the colwm 
clig1ta of' II have a relative displacement of +l in relation to the column 
digits of I. In order to be able to diacr1m1.nate amrmg the three likel.1' 
choices tar the •tching of the row coordinates ot I and II, we will per­
tora the X teat on 41ncme distributions; this teat with dinomes ia mch 
more povertul. than matching on tbe basis ot single-digit distributions, 
not onl7 because the latent prim?T enciphermnt bas strong dinom cbarac­
teriatics, but also because of' the cohesion of plain language, i.e., ginn 
a tm"ticul.ar pl.aintext letter, the occurrence of the next letter ia not 
baaed upon a random choice rrca a §1ase'f/ population of pl.aintext frequen­
cies but is govern.ea. bJ' the cohesion or aff1nity of letters forming pJ.ain­
text diqap!!s. 
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d. Since the relationship of the column coordinates of II in 
:reference to I baa been determined, and since the three highest z ftluea 
tor the row coordinates of II indicate alleles of' 1, 6, and 8 w1 th respect 
to I, we will rewrite the dinom distribution tor II in three ways to 
permit an easier (and less aubJect to error!) •tching of the clinome dis­
tributions ot I and II. i!le tbree transf'onations of the distribution for 
II are shorn below: 

23456789(61 23456789 l 23456789tJ1 
8 ll 2 l 1 2 2 l 2 2 2 ; l 3 

~ 
1 3 811 2 1 1 3 1311 

1 3 1311 
~ 

1 3 1 5 11 l l 
l 5 11 1 1 1 3 l 3 11 2 3 1 2 4 1 
2 3 1 2 4 1 1 5 11 1 l 3 322 l 16 1 
3 322 l 16 l 2 3 l 2 4 l 4 6 12121 
4 6 12121 3 3 2 2 1 16 l 5 3 4 2 
5 3 4 2 4 6 12121 6 l l 3 3 2 
6 l 133 2 5 3 4 2 1 2 2122 2 
1 2 2122 2 6 1 1 2 8 11 2 1 

Figure lolta. - P1pre lo4!!,. 11gure loJis.. 

'l'he cross-products sum of tbe dinome distributions is taken by multiplying 
the entries in each cell ~ I Vith the correa~ng cell of II, and then 
adding up all the cross-products thus der1ved:F0r example, cell 1-1 of 
I is compared with cell 8-2 of II; cell 1-2 of I is campa:red with cell 8-3 
of' ll; etc.) 'l'b.e t teat of the dinaae clistribution of I against the c11DOllll! 
clistributiona of Pigs. l~ !!,, and s. yield& i v&l.uea of 123, 91, and 236, 
respectively; thus it ia indicated that raw 9 of II is equated to raw l of 
I, or a sl.ide of +7• Thia DOV maana that if col. I is arbitraril.J con­
sidered to have the adclitive oo, thia fixes the relative ad41tive for col. 
II as 8J.. The •rged distribution for dinome columas I ancl II in-operl.)' 
equated ia DOW' aa f'ollova: 

1 2 3 4 5 6 
1 l 2 8 
2 1 3 4 l l 1 17 
3 7 2 1 1 2 13 
46 3 2 2 9 4 l 27 
5 5 3 2 1 l. ll 2 25 
6 2 12 4 6 2 2 2 30 
78 3 10 l. 6 1 29 
8 l. l. 5 5 l 3 16 
9 1 2 2 2 6 3 2 3 21 

- 1 2 l l 10 

31 27 1 23 13 23 21 27 13 l.l 

Figure 105. 
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e. i'b.e process ot equating dillOl8 columns III and IV w1 th the •rged 
41atribution tor I and II continues aa before, rel.11ng ou the single-cligit 
d1stributiona tor obtaining the best two or three choices ar ao, and then 
determining the correct choice by tba X -teat analysis ot the 41ncm 41a­
trlbut1ons u was performed in aubpar. ~ above. By this process the 
relative add1tive tor the tour dinome columns is derived aa 00 8J. 75 39. 
These key digits are DOV subtracted from the cipher text ot the cryptogram 
given in subpar. '!!,, reducing the complex text to moncalphabetic terms; the 
first line ot the conversion is therefore aa fallCJWS: 

Addiuve: oo SJ. 15 39 oo 81. 15 if oo 81 15 3~ oo SJ. 15 39 oo 81 1a 39 
Cipher text: 'f2 99 32 93 i6 12 12 66 j4 32 2 49 ¢3 32 00 43 22 2 99 
"Plain text": 'f2 18 67 64 76 31 47 52 66 53 67 99 lf.9 62 67 71 la.3 4l. 53 60 

'l't1e conversion of the entire text to monoalpbabetic terms is given in Pig. 
106, belov: 

72 l.8 67 64 76 31 47 52 66 53 67 99 49 62 67 71 43 41 53 60 

.... ao .... 20--..B4.....,.6_a ___ 31-......;76.....,..22 ...... 97_ .... ~_7..,s.._a .. so.......,as_ .... 62..,. 82 74 24 16 n 41 52 
~496267 

• 85 62 39 6l. 

39 60 ll 82 
67 62 34 02 

71 43 4l 71 

74 80 76 31 

74 24 76 31 

41 84 20 51 

61 8o 20 84 68 31 76 22 

47 52 66 °"' 24 '11 07 18 

J,.7 52 66 49 62 76 62 09 

70 58 50 71f. 85 62 02 86 

97 57 58 50 I 

>to 95 76 49 

02 41 39 60 

o4 18 57 69 

22 28 51 92 62 61 n 43 4111 49 .. 31 ....... -76 ........ 22 ...... 97_....41 __ , __ 8_5 __ 0 72 18 

95 74 99 Ii-I 58 58 17 31 49 99 l,.7 Bo 116 o4 91 92 09 9if. 58 50 

71t. 92 15 09 75 31 28 95 31 28 81. 74 99 47 8o o4 J,.7 71&. 15 67 

51 15 09 24 52 66 85 62 62 Ja.5 28 15 o4 57 34 31 67 37 49 95 
28 39 39 28 18 86 02 33 67 99 33 61 14 62 58 96 n 86 99 67 

72 51 47 12 58 69 62 45 28 18 33 09 58 J,.7 28 02 33 67 99 33 • 

• 6J. 74 62 58 96 71 83 28 28 85 62 °"' 51 51 96 53 J,.3 4J. 86 75 

J,.9 71 99 J,.7 58 58 09 79 98 01 7l 18 116 21f. 96 58 21 02 31 76 • 
• 22 11 J,.7 58 50 55 96 53 18 911- 69 24 96 71t. 49 65 91 86 86 90 

66 ~ 39 61 71&. 33 61 7... 7l 85 62 39 96 58 58 ~ 86 ()If. 47 58 

7168 01 71 

76 21&. Jt.9 67 

88 69 28 72 

15 96 , ... 53 

8814Pl1'1HUL 

04 96 58 86 
62 31&. 02 41 

98 53 '12 62 
11J&.7~71 

62 J,.5 28 68 
60 27 74 53 
86 28 51 17 
12 58 J,.9 39 

Figure lo6. 

67 62 3Jc, 02 41 00 12 98 
96 51 17 74 72 28 53 26 

11&. 85 62 7l J,.7 31 65 21f. 

... 

.. 
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All ve need now is a single dinam aa a corrective to convert tbe entire 
ci-pher text troa our arbitr&1"1 base to the true base vhich vould enable the 
reading of the •aaage directly w1 th the qllabaey' square shown in Pig. 101. 
As an eaa1 solution, if the C?'J'Ptogram. 1D Pig. 106 ends Vith a signature, 
it is poasibJ.e that the last element is an Pp (trcma IlU'); or the sequence 
58 58 in the 4-cl1nmm rep1tition ot the 8th l.ine ot Fig. 106 my be tried. 
as a doubl.ed Sp, f.p, or Lp. 1be corrective f'or the additive ia thus f'ouncl 
to be 93, making the tr.- adc11t1ve sequence 93 74 68 22 which will decipher 
the begiDDing of' the meaaage as SB:OBD BJIJDIHT.. • • 

t. Note tbat there are three sets of 5-41DOIB repetitioDB present in 
tbe ci='yptograa given in aubpa.r. b. It ia quite poaaibl.e that tvo ot these 
aeta might represent iclentical plain text; 1f this ia ao, it vUl Eke 
possible a 'lf!!r1 eaa1 mtb.ocl ot equating the colUJllDS vi th.out recourse to 
&DBJ.yais of distributions. For instance, let ua suppose that the repeated 
sequences (76 l2 l2 81 66) and (Ju 60 47 33 31) actuall.J are i4entical in 
their underlying plain text, and that the cryptogram baa been factored to 
a period of 4. i'he sequences are aligned under their respective dinome 
ColUlllDll thus: 

I II m IV 

(76 12 l2 81 

66) (41 60 
47 33 31) 

Then if the ac141tive for col. I is taken as oo, it is clear that, it 41c(III) 
is to represent 76, the additive tor col. III must be 75; this shon the 
nethod how a relative additive can quictl.J be recovered b7 expl.oiting iaologoua 
ciphertext sequences. (1he valiclit;y of the add1tive ia contirmcl if latent 
repetitions are DOV uncovered in other -parts of the cipher text.) 1he student 
shoulcl keep this method in lll1Dd tor possible use in the anal.y'sia of other 
t;rpes ot systems which might lend themelns to this attack. 

&.• It should be clear to the student that the colU11111-equating methods 
treated in the foregoing subp&l"agr&phs do not depelld upon &D7 known factors 
ccmeerning the ccmposition of the m.trix or of the coordinates. One more 
gener~ a'PPlicable method of equating vill nav be cl8monstrated; and, in 
order to illustrate a different case, ve vill assume that the mtrix is still 
that of Fig. 101, except that tbe coordinates are unknCJvD m1xec1 sequences. 
!lhe f'oll.cnr1ng •asap, f'actoring 9 to a period of 6, v1ll be studied: 

9 See in Ibis connection subpar. 8~. 
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COHl'rDBH!lib 

4J. 30 01 o4 63 53 6J. 21 53 79 39 o4 74 34 SJ. 93 60 29 60 25 89 68 74 34 

Bl ~ 2!!: 12 ll 84 66 o4 o4 53 24 20 42 ~ 20 2l ~ 55 11 26 J6 ~ 13 69 

13 05 99 56.98 09 42 10 It<> 99 48 82 95 20 72 75 24 l2 42~2023~90 

oll. 66 60 Bo u; 71 "2 48 72 78 03 17 " 13 35 45 17 87 l2 48 o4 o4 91 95 

71 42 72 78 97 37 84 Bo 26 56 86 89 44 26 51 28 24 11 11 Bo 85 36 08 83 

19 10 91 25 31 37 lT 52 23 95 23 55 83 a 2!t 12 iz 84 66 50 11 lT 24 11 

~ 34 45 o6 4o 69 37 16 36 83 48 55 89 

Figure 107. 

Thia :message is too short to permit anal.7&1a of the frequency diatribut:Lons 
v:Lth confidence; and there are no sets of equal-length repet1t10DS to all.ow 
us to equate columns bJ' tbe method indicated in aubpar. "1 a.bOV"e. :Neverthe­
less, the dinome colwma llBY' be equated if we can discover some latent 
repetitions in the cit>her text which could then be exploited in a m.nner 
s1:m11.ar to that shown in subpar. f. These latent repetitions my be made 
patent by means of a differencing-technique nov to be described. 

h. Let us examine the f'olloving 1sologoua enciphermenta produced with 
the siU&re of Fig. 101 and the additive 74 31 89 60 25 12: 

I4 3! a2 60 2~ l2 74 l!: a2 60 2~ l2 
D I v IS IOii HI D I v IS 
31 54 o4 59 58 53 31 54 o4 59 
05 85 83 19 73 65 10 14 29 6J. 
A D Q u AR mt ION BB A D Q u 
ll 31 70 03 1.6 96 58 53 ll 31 70 03 
85 62 59 63 31 08 22 84 90 91 95 15 
s AR in s 

88 16 96 88 
52 Bo 27 67 

Figure 108!_. Figure l~. 

Referring to Fig. lO~ if' ve subtract (mad 10) each cipher dinome from the 
cipher dinome just belov it (i.e., in the corres-ponding position of' the next 
cycle of' the period), we will derive the "delta" or ditferenee stream Bo 87 
76 54 68 lt.3 77; if' we difference the W=aintext dinomes the same way, we will 
get the identical delta stream. The reason tor this is tbat the difference 
between two plaintext elements, --..- ~ , is unchanged if the aam constant "kn 
is added to each of the elements; or, expressed algebraically, (al+ k) -
( P•k) = ("' -13). In other vm:ds, the di:t'terence between the cipher elements 
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at an interval corresponding to the period represents the difference 
betwei::n the underlying plaintext elellltlnts, thus removing the effect ot 
the additive. Once therefore baviDg established the period in a nl.Ua9ri­
cal system vitb additive suparenciphel"mdnt, it ve derive a delta stream 
at an interval corresponding to the period, any latent 'POlygra.phic repo­
titiODD will be uncovered in this 'Pl"O::ess. The delta streams obtained 
tram Fis•. l~ and 2, are shown below: 

I II Ill IV V VI 

ao a1 16 si.. 68 43 
TI 

Figure 108g,. 

I II Ill IV V VI 

8o 87 76 54 
68 43 TI 

Figure 108!. 

'lhe repetitions in the delta streu.:u. are of such length that they must be 
interpreted as having arisen cuusally, just as long ciphertext repetitions 
in a relatively small sample of text have to be attributed to the effect 
of identical keJ'S &'Ppliecl to identical plain text, producing identical 
ci'pher text. '!he •thod of exploitation or the delta repetitions :f'rom 
this point on Will be discussed in subpar. J., bel.ov. 

i. The isologous passages in Figs. 108a. and b were enciphered by 
two tUi.l cycles of the period. :Note the examples below, in which the 
isol.ogous plain text is less than two cycles in 1ength; 

I4 J! 82 60 22 l2 7!,. l!: s2 60 22 l2 
0 B SE R v AT 0 B SE R v 
74 22 89 81 o4 19 74 22 89 81 04 
48 53 68 41 29 2l 05 01 49 06 16 
IOB p 0 ST AT ION p 0 ST 
58 79 74 91 19 58 79 74 9J. 
22 00 53 51 83 89 58 34 16 

Figure 109!: Figure 10~. 

I II ID IV v VI [ II DI IV v VI 
84 57 95 l.0 84 57 95 l.O 

Figure 1092_ Figure 10~. 

The delta repetition ia four dinomes in 1ength, which is one cycle l.ess 
than the length of the isologous pl.ain text; 1.e., 10 - 6 • 4. Note, how­
ever, the following uampl.es: 
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SQR'lm:llm.AL 

74 ll §.2 60 22 12 I4 ll a2 60 22 12 
p 0 IN T F IVB p 0 II 
79 74 56 93 46 61 79 74 56 I 

43 05 35 53 61 73 39 99 68 
SB VE N , OU R T ON B SB VE N 
89 05 60 li6 78 8J. 93 76 35 69 05 60 ' 
53 36 49 06 93 93 67 07 14 49 20 72 

F I VE ,. 54 05 
10 85 84 

Figure llO!,• Figure ll02_. 

I II m IV v VI I II III IV v VI 
10 31 14 53 32 20 10 31 llt. .. 

...a 88 70 
Figure llOc. - Figure llOl• 

Here the delta repetition is four dinoma also; this repetition, however, 
arises not tram a long pl.aintext repetition, but tram identical sets of a 
4-dincme repetition in the plain text O'l1er another 4-dinom re-petition in 
the plain text. This means that, it a delta repetition does not extend to 
a tuJ.J. cycle or more ot the -period, we must not Jump to conclusions that a 
short delta repetition is the result of a si:agl.e long plaintext repetition; 
in Figs. lJ.oS. and !,, the 4-clinome repetition, as my be seen, is !!el the 
result of a 10-clinome plaintext repetition. 

J.· Now to get back to the cryptogram of Fig. 107. Since the cipher 
text f'actors to 6 dinoms, we v1ll subtract each dinom from the one six 
pl.aces to the right of it to obtain the delta stream.; this is shown in 
Fig. lll, below: 

J,.J. 30 07 o4 63 53 61 21 53 79 39 o4 74 34 51 93 60 29 60 25 89 68 74 34 
20 91 56 75 76 51 13 13 OB 24 3l 25 96 91 38 75 14 J.5 

BJ~~ 12 11 84 66 o4 o4 53 24 20 42120 2J i 55 11 26 36 se 13 69 
23 -- 12 21 ~l 20 83 53 10 44 17 116 B6 26 70 7 35 79 34 l.6 79 21 14 
13 05 99 56 98 09 112 10 4o 99 48 82 95 20 72 75 24 12 112~20~~90 
02 89 63 64 85 4o 39 12 21 4l 22 8J 53 10 32 86 86 30 57 12 58 r aa 
o4 li6 60 80 16 71 42 48 72 78 03 l.7 44 l.3 35 45 l.7 87 l.2 48 o4 o4 91 95 
62 74 "° 67 24 Bl 48 82 12 98 97 J,6 02 75 63 T1 14 70 78 35 79 69 84 18 
71 42 72 78 '7r 37 84 80 26 56 B6 89 44 26 51 28 24 11 11 80 85 36 08 83 
69 04 78 7J,. 06 112 13 48 5J,. 88 99 52 60 46 35 72 48 32 77 6Jt. 3Jt. 18 84 72 

19 10 91 25 31 37 J.7 52 23 95 23 55 Bi 21 ~ J.~ ~ 84 66 50 11 17 24 11 
08 JO 16 99 33 5J+ 08 Jt.2 32 70 92 28 1 09 71 2 39 83 09 27 o8 17 37 
11 34 45 06 4o 69 37 16 36 83 48 55 89 
55 BJ,. 34 99 26 58 26 82 91 87 08 96 52 

Figure lll. 

COhJi WENTIAL 274 

.. 

ti 



REF ID:A64554 

Tvo sets of' repetitions are revealed in the delta stream, oue of' 7 dinomes 
and one of 4 dinomes. The longer one lllWlt perforce represent a re-peated 
plaintext passage beginning 6 dinomes to the left of the dslta repetition, 
but there is no assurance that the 4-cl:l.nome de1ta repetition represents a 
longer pl.aintext repetition; in any case, ve shall use only the informa.­
tion derived from the lengths of the delta repetitions as disclosed. 

(1) Let us record the origiDal. ciphertext sequences vhf.ch stand 
above the 7-cl:l.nome delta repetitions of Pig. lll; allocated into their 
proper positions in the key cycle, these are as follows: 

II III IV v VI 

(94 19 17 84 

(,() 04 o4) 

(10 Ito 99 J.a 82 

95 20) 

Figure 112. 

We will now arbitrarily assume that the initial lOc in the second sequence 
represents lOp; this of course gives us an additive of' 00 tor col. II. 
The 911-c in the initial position of the ti.rat sequence lllWlt al.so represent 
lOp, so therefore the additive for col. III has to be Blf.. This additive, 
when applied to the second dinome ot the second sequence, ltoc, deciphers 
it as 66p. This zigzagging process is continued, quickl.y deriving the 
relative additive as tollovs: 

91 00 84 ~~ ll ll 
C: (94 19 17 84 
P: 10 66 46 TI 

C: 66 ~ 04) 
P: 75 04 20 

C: (10 Ito 99 J.a 82 
P: 10 66 Ja6 TI 75 

C: 95 20) 
P: o4 20 

Figure u3. 
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(2) With a relative additive at band, we now reduce the text ot the 
cryptogram. to mnoal:phabetic terms, as follows : 

2! oo 84 2J n lI 21 oo 84 23 n lI 21 oo 84 2J n i1 21 oo 84 23 n lI 
41 30 07 04 63 53 61 21 53 79 39 04 74 34 51 93 60 29 60 25 89 68 74 34 
50302351:72~ 70 21 79 26 68 91 83 34 TI 4o 99 l2 79 25 05 15 03 21. 

83 51 911- 19 17 84 66 04 o4 53 2i.. 20 42 ~ 20 23 92 55 11 26 36 92 13 69 
.. ~ ~ 10 66 "6 II. 15 04 20 00 53 13 ~l ~ "6 IO 21 48 20 26 ~ 42 42 ~ 

13 05 99 56 98 09 42 10 4o 99 48 82 95 20 72 75 24 12 112 92 20 23 92 90 
22 a~ l~ o~ gi ~ ~\ 10 66 46 Il 12 04 20 98 22 53 05 ~~46102183 

04 66 60 Bo 16 71 42 48 72 78 03 17 4J,. 13 35 45 17 87 12 48 oJi. 04 91 95 
13 66 86 37 Ja.5 64 51 48 98 25 32 00 ~l 13 2! 1& 116 10 21 48 20 5l 20 88 

71 42 72 78 97 37 84 80 26 56 86 89 4J,. 26 51 28 24 11 11 80 85 36 o8 83 
80 42 98 25 26 20 93 80 42 03 15 72 53 26 77 75 5l o4 20 80 01 83 37 76 

19 10 91 25 31 37 17 52 23 95 23 55 83 51 94 19 17 811. 66 50 11 17 24 11 
2.8 10 17 72 60 20 26 52 49 42 52 48 14 51 10 66 116 II. 75 50 37 64 53 o4. 

11 ~ 45 06 4o 69 37 16 36 83 48 55 89 
20 34 61 53 79 52 46 16 52 30 T1 48 98 

Figure 114. 

All of the "pc>l.ygraphic repetitions originally present in the plain text are 
now disclosed. Since the •trix involved is the &&1111 as that in Fig. 101 
except that the coordinates ha.Te been scrambled, ve mst mke some plaintext 
assumptions. Th.e beat assumption for the repetition 20 26 52 Ja.9 112 52 is 
P O S IT ION S 1 baaed not only on the idiomorph present, but also on the 
fact that the first tvo dinomes begin with the aamP. digit (P and 0 are in 
the same row of the matrix); mreover 1 by the time ve have recorded the 
coordinates tor the values P, o, S, and IT, the dinome 42 auto-.tica.1.J.y 
gives the vaJ.ue ION, thus furnishing confiration of the validity ot the 
plaintext assumption. 1he derived coordinates are p1aced in the proper 
positions outside the basic matrix, so it now looks like this: 

4 

2 
5 

6 2 ~ 9 
A 1 AL Al AID AR ARB AS MATE 

ATI B 2 BB C 3 CA Cl CO CCII 
D 4 DA DE B 5 EA ED KN ENT 
BR JaB ES BB BBT r 6 G 1 H 
8 BAS HI I 9 IB IBG IOB IS IT 

IVE J - K I. I.A LE M ME :N 
BD D R'l' 0 Oll' QI OR OU p Q 
R BA RB RED RES BI RO 8 SB SH 
ST Sm T D DD TBR TB THI THI TBR 
TI ro u v VB W VB X I z 
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From here on the rest of' the solution f'ollovs easily 1 the deciphered values 
turnishing clues around which to ake a f'ew further assumptions until all 
ten rav and column coordinates are recovered. For example the repetition 
51 92 Jl6 70 21 (the middle dinome of' which deciphers to Ipi must begin with 
one of the R or S groups of' rav 5; if' 51 represents RE1 then 21 automtically 
deciphers as NT1 suggesting that the repetition represents RE G I ME !JT1 

es-pecial..ly since the col.um coordinates for G and MB have alread.¥ been placed 
by the first assumption. 

(3) Since the additive recovered is on a relative base, so are the 
reconstructed coordinates on a relative base. ibe actual additive was 14 
23 err 76 9'1- 301 which can be derived from our recovered relative additive 
by adding a corrective of' 23 to all the dinomes of the key; the mtrix 
coordimtes would then be changed by adding 8 to all the row coordinates, and 
7 to all the coluam coordinates. But there is no way of' deriving or of' 
'Pl"OYiDg the correct base; besides, this point is only of' academic importance. 

k. '!he initial entry in the example in Fig. 114 was made by means of' 
a ret>i'tition which was identified as representing POSI'l'IOlfS; this pat solu­
tion -.y appear to the student as a very fortunate piece of' hindsight indeed1 
in viev of' the tact that the author mde up the problem. For the skeptical. 
reader With a Jaundiced eye 1 there will nov be presented a mathem.tical 
mthod of' arriving at several row and column coordinates (thereby identifying 
a number of plaintext values in the cipher) 1 without recourse to &DY' plain­
text assumptions whatsoever. 

(1) If' the •trix in Fig. 101 were a kDoVn •trix, recovered trom pre­
vious solution, a tabulation could be llBde of the frequencies of occurrence 
ot the various plaintext elements within the •trix. Such a tabulation ia 
shown in Fig. 115, below, vberein are listed the frequencies of over lltoO 

1 2 4 5 6 
1 30 6 3 2 3 13 78 
2 1 10 3 8 20 1 63 
3 26 1 5 5 30 5 91 
4 10 1 1 2 118 72 
5 1 3 4 36 1 19 101 
6 1 2 7 728 3 923 828 l.16 
7 l 6 10 28 ll 17 13 12 50 152 
8 31 8 22 1 1 4 13 54 10 1 145 

~ 
13 15 22 3 2 2 10 6 2 3 78 
61261091 6 1 1 lo4 -o an~ 
~ \0 ~ ~~S\~~~~ 

1000 

Figure u5. 

plaintext values from representative msaages, reduced to a base of 1000. 
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lote that the highest-frequency ele•nt, 88 (representing Sp) , has a rela­
tive trepney of 54 in 1000 (i.e., 5.4J); the next highest, 79 (repre­
senting Pp), a relative frequency of SO; etc. :Note also that the auma of 
the entries in the rows have greatl.7 YBr11ng trequenciea, and likewise the 
columnar suma. 

(2) Referring back to Fig. ll4, we will DOV take a dinom distribu­
tion of the monoalphabeticaJ.ly-converted text; this is shavn below: 

1 
2 
3 
4 
5 
6 
7 
8 
9 

-

1 2 3 4 5 6 7 8 9 
"' 1 3 3 1 1 4 

4 2 1 3 5 2 1 9 
1 2 3 2 
4 1 8 5 2 1 

9 6 7 2 
1 2 4 l 1 

2 4 1 6 3 4 
3 l 1 3 

7 l 1 4 1 
1 3 4 3 2 

15 23 18 8 14 20 13 12 6 28 

Figure J.16. 

13 

~ 
21 
24 
9 

20 
8 

14 
13 

Rav 2 of this distribution, with 27 tallies, and row 5, with 24 tallies, 
should correspond either to true rov 7 (weight of 152) and true rov 8 
(weight of 145) of Fig. ll5, or vice versa; let us assume that true row 
7 (with the higher score) is the correct equiftl.ent far raw 2. Col. -' 
with 28 tallies, should be one ot the three highest colUDIDS of Fig. ll5: 
true col. 8 (weight ot 148), true col. 9 (weight ot 122), or true col. 1 
(weight of 120). But cell 24 (vi th a high count of 9 tallies) should 
correspond to one of the following true row-column combinations: 7-8 
(weight of 12), 7-9 (weight of 50), or 7-1 (weight of 1). The correct 
choice tor cell 24 is obviously true 7-9· 'l'tlis means then that row 5 
(with 27 tallies) should be true r0tr a (weight of 145). 

(3) Since col. - (which has been identified aa true col. 9) is not 
true col. 8 (which baa a high weight of 148), true col. 8 should be col. 
2 (with 23 tallies, the second ranking column); this is substantiated by 
cell 5-2 (with a trequenc7 of 6), which shovs a correspondence with true 
8-8 (weight of 54). :Nov cells 5-1 (9 tallies) and 5-3 (7 tallies) ahoul.4 
represent true 8-1 (weight of 31) or true 8-3 (weight of 22); in light of 
the higher number of tallies (18) of col. 3, this col.um should correspond 
to true col. 1 (weight of 120), Eking col. 1 (15 tallies) equal to true 
col. 3 (weight of 103). Cell 9-2 (7 tallies) should correspond to true 
6-8 (weight of 23) or to true 4-8 (weight of 22); but comparing raw 9 
(14 tallies) with true raw 6 (weight of J.16) and with true row 4 (weight 
of 72), the agreement ot raw 9 is best vi th true raw 4. 
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(4) Placing the recovered coordinates for three of the rova and 
four of the columns 1n position on the matrix,, ve have the following: 

3 1 2 -
A l AL Alf AND .AR ARB AS Ill A'JS 

ATIB 2 BE C 3 CACBCOCOM 
D 4 DADE E 5 BABDBNBBT 

9 BRBBBIRSESIST l 6 G 7 H 
8 BAS BB I 9 IN ING IOI IS IT 
~ J - K L U ~ M 8 B 

2 G D M 0 ~ ~ ~ W P Q 
5 R RA RERBDBISRI ROS SB SH 

ST STO T 'm TID mil TH THI THI THR 
n TO U V W W W X Y Z 

The "Plaintext values for the d1nomea vb.oae coordinates have been recovered 
are nov placed in the cryptogram,, yielding the follc:nring: 

50 30 23 ~ ~ 46 70 21 79 26 68 97 83 34 77 4o 99 12 79 25 05 15 03 27 
89 971 3 973 1 4 1 91f. 8 7 17 .. 
SB G RE G NT 

~ 51 10 66 116 TI 15 o4 20 00 53 13 51 ~ 116 70 21 48 20 26 52 49 42 52 
83 9 79 9 8J. l 83 9 73 79 1 88 8 88 

GRE P R RE G NT P S S 

22 05 15 03 27 $ 51 10 66 46 Tl 75 o4 20 98 22 53 05 5l. 92 46 10 21 83 
78 l 7 JiB 83 9 79 4 78 8J. B3 JiB 9 73 l 
OU G BB P OUR RB G IT 

13 66 86 37 45 6a.. 51 48 98 2s 32 oo 53 13 5l. I 46 10 21 48 20 si 20 aa 
1 83 4 7 8 9 8J. l 83 9 73 79 83 79 

RB R RB G BT PRE P 

80 42 98 25 26 20 93 6o 42 03 15 72 53 26 77 75 i 04 20 8o 01 83 37 76 
9 8 4 7 7 79 41 9 8 l 8 81. 7 79 9 3 l 

P ER R R P 

~a l~ i1 ~ 6~ ~~ ~ I 49 ~ i 48 ~ ~~ i~ 66 1-6 rr 1j ~~ 31 64 ~ 
P S S GD SB R 

20 34 61 53 79 52 46 16 52 30 77 48 9B 
•79 3 8J. 88 88 9 

P R S S 
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:Not only do the skeletal pl.aintext values constitute a nucleus tor turther 
assumptions, but derived single coordi:aates for the ran or colWllD8 (auch 
If. in the second dinome where 30 • -9) serve as a guide for the choice of' 
add1 tional values. ihe solution from. here on is veey straighttonrarcl. 

(5) If the sample of text were large enough, it might be possible to 
recover most or even all of tbe row and column coordinates mathematically. 
But if we are to use statistical tools intelligently, and not •rely tor 
their own sake ,10 ve should use Just what is needed for the quickest solu­
tion pcssible. 

1. In the foregoing subparagraph& there have been treated enciphered 
syllabary square s79tems wherein the composition of the •trix is known. 
If nothing were known about the basic •trix, solution would proceed by 
factoring and determining the period, and then reducing the cipher text to 
monoalphabetic terms by one of' the methods al.ready outlined. The last step, 
that of breaking into the reduced cipher text, is accomplished by attacks 
based on probable words, repeti tioas and similar sequences, 1d1omorphs, 
isologa, and other phenomena or special situations which can and will occur, 
sooner or later, when the s79tem is used for regular trattic; the analysis 
ot s7llabary squares and code charts bas been given adequate treatment in 
-par. 80 of Chapter XI in Military Cmtana.J.ytic~art I, and in the associ-
ated problema (Appendix 9 of that text, pp. lf23 ) • 

Bit.. A441tional rem.rka.--a. The discussion in this chapter bas been 
J.1m1ted to SupereDCiphered numerical bipartite Systems, i.e. I where the 
matriX coordinates consist of digits. If the coordinates consisted of' let­
ters, and if these letters were enciphered with, say, direct standard al­
phabets, the techniques presented in this chapter can be adapted to this 
situation because the arithmtic is being performed on a known modulus (in 
this case, mod 26; e.g., B + B = G, Y + C •A, etc.). It the superenci-pher­
mnt iDYolfts unknown mlxed cipher alphabets, the crclinaey lll>d.ular relation­
ships a.O not obtain; therefore solutions must be baaed on a volume ot traf­
fic, pl.us whatever fortunate special situations may be present in the system 
as usecl by the eneJllY. Bovever, the ma.Jori ty of cases ot au-perenci phered 
bi'Pfl.'l"tite syatems encountered have involved matrices With mumrical. coordi­
nates and mod 10 ac1d1t1on. 

!!.· The cryptographic arithmetic treated in this chapter is the additive 
mthod, where P + K • C, and C - K • P. 1bere are two other arithmetical 
methods of encipherment: the subtractive method, where P - K • c, and 
C + K • P; and the minuend method, where K - P • c, and K - C • P. Additive, 
subtractive, and minuend methods are complementary: an additive s7stem may 
be solved as a subtractive system or a minuend system; &DJ' one of these may 
be solved as either of the other two. It an additive system is assumed and 
the cipher is actually a subtractive system, all that will happen is that a 
complementary- ke7 will be derived (e.g., in aubpar. 821 the recovered k.ey 
would have been 53 49 28 76 10 instead of' the 57 61 823Jt. go as derived). 

10 
See in this connecnon some remarks made by c. H. 0 'D. Alexander quoted on p. 223 of Military 

Cryptanalyt1cs, Part I. 
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If' a minuend system is solved as an additive or subtractive system, the 
intermediate plaintext digits will be the complements of' the true inter­
mediate pl.a1n (with or without the addition ot a constant). In any case, 
tbe derived key can al.ways be converted into the true key either (a) by 
the addition of' a constant, or (b) by the addition of a constant to the 
compl.ements of the derived key. Situations where it makes ~ difference 
if' the correct method has not been assumed are rare; these cases usually 
involve certain aspects of key analysis, or situations wherein the true 
coordinates of a matrix are known. This matter will be dealt with at 
greater length in the next volume. 

S,• It should be clear to the student that it there are any limita­
tions in either the lef't- or right-band components of the dinome inter­
mediate text, such limitations will stmplif'J the problem of' reduction to 
monoal:phabetic terms. 

d. 'l'he cryptogram. in Fig. 107 was tactorable by means of the poly­
graphic repetitions patent in the cipher text. The student should note 
that if these repetitions had not been in evidence, we still could have 
factored the crn>togram by generating delta streams at various intervals 
and examining these streams tor evidences ot long palygraphic repetitions; 
when the interV"al. ot 6 clinomes vas considered, we would have the diagram. 
as illustrated in Fig. lll, revealing from the latent repetitions now dis­
closed that the length of the period is 12 digits. 

e. One turtber tool f'or factoring might occur to the student: the 
use of an I.e. to determine when the correct write-out has been reached, 
in the manner of that described in subpar. J.8e. This very valuable method, 
especially rewarding in ditticult cases, warr&nts detailed treatment; the 
application of this procedure will be taken up in the next chapter in sub­
pars. 86b-cl. -- . 

f. Attacks baaed on cribs, isologs, and other special situations m.y 
be cleVised to fit the specific situation at hand; the alert crn>tanalyst 
should al.ways be on the lookout tor the possibility ot exploitation by 
means ot these methods in a particular case under study. 
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CBAPTBR XII 

MO.l<Jm...Dil<llB SYS~ VITB CYCLIC ADDITIVIS 

Paragraph 
General remarks. . . . . • • • . . . . . . . • • . . . . . . . • . . . . • . . • . • . • • . • . . . . . • • . . • . • • • . • . . . • . . • . • • . • . . 85 
Analysis of a general case of an add1t1ve-enc1phered monome-dmome system... • • • • • • • • • • • • • • 86 
Analysis of a second case.. . • . . • • . • . . . • . • • . . . . . • . • . • . . . . • • • . • • • . • . . • . • . . • . • . • • . • • . • . • . . . 8'1 
Analysis involving isologs. . . . . • • • . . . • . . • . • • . • . • . . • . • . . • • • . . . • . • . • • . • • . . • • • • • • • • • • • • • . • • · 88 
Add1t1onal remarks. • • . • • • • . • . • . . • • • • • . • . • . • • . • . . . • • . • • . . . • . . • • . . • . • • • • . • • . • • • • • • . . • • • • 89 

85. General remarks.--!· In the -preceding chapter we have seen 
demonstrated the various methods of attack on dinom systems superenciphered 
by cyclic add1. tives. The determination of the length of the add1 tive vaa 
made bf the general mthocl ot factoring the interval between long (i.e., 
causal) repetitions; in the case of the Nihilist system. the determination 
of the period vaa made by taking advantage of the cryptographic idio­
syncracies of that system (as regard.a the "unique dinomea" 01, 10, 22, and 
30). 

!?. • The matrices in the foregoing chapter were dinome matrices, their 
particular dimensions being irrelevant. The reduction of the columns ot 
the additive-enciphered text was accomplished (l) by equating the mnomic 
distributions (cf. subpars. 82b and c) , or (2) by equating the diuomic 
Column& (as in SUbp&r. 83d) I Or (3) by Comp&ring SetS Of identical-length 
ciphertext repetitions assumed to contain identical underlying plain text 
(subpar. 83!), or (4) by analysis of the delta stream at an interval. corres­
ponding to the period (subpar. 83..l) • 

c. If a cyclic additive encipherment is applied to intermdiate plain 
text produced by a monome-clinome &)"Stem, the problem gets mre complicated, 
especially as regards column equating. The determination of the period may 
be made by the usual process of factoring; but if no long repetitions are in 
evidence, we must rely on deriiing a columnar I .c. statistic tor each width 
that comes into consideration, hoping that the correct vidth will have a 
predominant I.e. and that there will be no other "good" anavera for the 
incorrect widths. We might even apply the delta-stream method and with luck 
uncover possible latent sets of long plaintext repetitions which would then 
indicate tbat the interval of the delta stream tried is equivalent to the 
true period or a multiple of the period; but this method is hardly to be 
recommended except in cases where the additive is very short in comparison 
with the length of the message. 

d. In a&litive-encipbered monome-dinome systems, once the period bas 
been determined, the equating of columns is accomplished by sliding the 
monomic distributions to a correct match when there are a sufficient number 
of tallies per column. What constitutes "a sufficient number of tallies 
per co1umn" is de-pendent on the over-all I.C. ot the cipher text produced 
by the underlying monome-dinome matrix; if the matrix bad the highest fre­
quency letters in the mnome rav, much larger distributions would be neces­
sary tor column equating than if some medium or lav frequency letters were 

1 
Cf. the method shown in subpar. 18!• 
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represented b7 mono•ea. The problem ot column equating is all the mre 
complicated because each columnar distribution contains a mixture of 
monmaa elemnta &Dd. only one ot the elemnts of a dinoma--thus there is 
a "watering down" ot the inf oration tbat might bave been available if' 
the clistributiona pertained only to left-band or right-band members of 
diDOJDes as in the systems illustrated. in the preceding chapter. 

e. If there a.re several measases in the aam s7stem which have been 
enciphered at various points along the keying cycle,, t~ir correct super­
impositions my be determined b7 locating long repetitions between messages 
and aligning them so that the repetitions are exactl7 superimposed. Other­
vise, once the period baa been determined, even Vithout the presence ot 
long repetitions ve may still align the ••sages correctly bJ a variation 
of' the "X.-test method demonstrated in par. 72. 

B6. Analysis of' a pneral case of an additive-enciphered mouome-
411J.018 system·--!.· In this first case ve will treat the ceyptanalyais of 
a a79tem invol.riDg an unknown monome-dinome matrix with an additive of 
unknown length; for purposes ot illustration, it v1ll be assumed tbat the 
erienw is knavn to be using ad.di ti vea 1"rom 20 to 40 digi ta in length. The 
folloVing tvo •ssages are available for study: 

90723 
518114 
2811t.7 
6695Je. 
208911-
ll 79'1-
06260 
55013 
81653 

605112 
71001 
06354 
57217 
3Je.903 
30323 
67137 

78168 
8o725 
15733 
l332l 
16966 
57837 
72364 
358o0 
45991 

47550 
54092 
13674 
355J,.o 
31904 
83618 
4o325 

9'1-849 
95351 
58293 
61791 
09087 
21t8Ji.9 
91991 = 
69060 
60653 
117911-
01953 
26742 
8o859 
53354 

157Tl 
25207 
45515 
757gr 
5963Je. 
06800 
17821 
o4365 
97686 

75362 
OJ.924 
57837 
28138 
97424 
15433 
15374 

Message "A" 
l.68lt4 17454 
7lo62 438gr 
05206 88337 
51414 3lgf9 
80149 82880 
00520 19613 
621~ 36516 
92886 96225 
o6o29 "-327 

Message "B" 
54662 15457 
Jt6954 28733 
25513 51562 
9081.3 05530 
o4573 22367 
25890 58254 
24<>63 75498 

6622o 
6734o 
34666 
86210 
81862 
90147 
06329 
20858 
7lt662 

59157 
918o3 
06723 
0711t2 
17863 
60200 

88312 
60921 
19895 
85627 
77470 
16o45 
85610 
05926 
65027 

87103 
05986 
67818 
71095 
01320 
20150 
90458 
00264 

49316 
4381.8 
5ll63 
06554 
59816 
99263 

Ja.5436 
85348 
09150 
58825 
l3671t. 
35129 
05395 
38137 

Tbere are 111&117 short repetitions present, but since the causal cases cannot 
be distinguished trm the randaa, there is no information in the repetitions 
to indicate the length of' the period. Furthermre, we really do not know 
nether or not the tvo •aaagea are even in the a&111e system; and it they are. 
whether the messages are in flush depth or at an ottaet in the key qcle. 
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~· Since the additive sequence• used by the enemy in the past have 
been tram 20 to 4o digits long, ve Vill transcribe Message "A" 1 the longer 
ot the tvo, into the various 'Widths successively~ deriving the sum of.the 
I.e. 's of the columns tar each -particular 'Width. The colUDID&l" frequencies 
tor Message 11A" vhen written out on a 'Width of' 20 are shown in the diagram 
belav: 

l 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 

- 4612451123534 3 1113 ~ 
1 1 3 5 2 2 5 2 1 2 1 1 1 2 1 5 1 2 Ja. 3 1 
2 4 2 3 3 1 2 1 Ja. 2 1 3 3 3 1 1 1 2 
3 4 3115311 1 242331 3 
Ja. 1 1 6 4 3 2 2 1 3 3 1 2 6 2 1 1 1 4 
5 2 5 812342121371 5 5 
6 441111424424263114 1 6 
7 3 2 2 3 l 2 1 5 3 1 1 1 J,. 2 3 4 7 
8 415 3322111153 43611 8 
9 5 33 143 3134223122 9 

• = 68 58 606646 58'1442 4052 48 684660 52 5468 5268 46 ~ = 1126 

The sum of all the columnar + values is 1126. Since in writing out the 
•aaage (44<> digits) on a vidth of' 20, we get 20 col.UllDS of' 22 tallies each, 

the tr is 20<~·2l) • ~Ja.; thus the I.e. for this 'Width i• 1:it = 1.22, which 

seems aurpriainglf good for a random case, if it is random. Since the crypt­
analyst should have learned by now that it ia well to regard vi th suspicion 
!:$[.very good result on the very first trial, he proceeds to test other Widths. 
'lbe data far the tirat 10 teats are tabulated below: 

Width I.e. Width I.C. 
20 1.22 25 0.97 
21 0.93 26 o.~ 

22 0.91 27 0.91 
23 1.01 28 l.o6 
2Ja. 1.11 29 1.11 

2 The process of transcr!bing text into a multitude of widths and making all the necessary computatlons u 
a laborious task when performed by hand, where machine methods are available, this presents no problem. 
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c. 'l'be next vidth to be considered is 30, so the •saage is vri tten 
out aecordingl.)'' as tollava: 

1 2 3 4 5 6 7 8 9 10 1112 1314 151617 1819 20 212223 24 25262'1 282930 

907237816894849157711684417454 
662208831287103454365184480725 
9 5 3 5 1 2 5 2 0 7 7 1 0 6 2 4 3 8 9 1 6 7 3 ... 0 6 0 9 2 1 
059868534828147157335829345515 
052068833734666198956781809150 
669541332161791757975141431979 
862108562771095588252089416966 
090875963480149828808186277470 
013201367411794578372484906800 
005201961390147160452015035129 
062607236491991178216219436516 
063298561090458053955501335800 
923540436592886962252085805926 
002643813781653459912686497686 
06029443277466265027 

The cl:l.agram. tar the columnar frequencies at this width is given below: 

I 2 3 4 5 6 7 8 910 11 121314 1516 17 18 19 2021 2223 24 2526 27 282930 

"' 9 3 2 1 5 1 1 1 3 2 1 1 2 1 3 1 2 3 2 2 J,. "' 
1 1 113 231164 25 31323 21221 1 
2 1 5 6 1 1 1 3 1 1 2 2 1 1 If. 5 1 1 1 4 2 
3 4 1127311 2 1131 1 24 3 
4 3 1 2 1 3 2 l J,. l 3 l l 1 l 4 6 l 2 l J,. 
5 313 14 1 2127 541 2 4222 5 
6 2 6 2 2 5 3 1 3 3 2 1 2 1 3 2 2 1 3 1 l i,. 6 
7 l 12 15312 212114 2 1312 7 
8 l 2 5 4 2 3 l 2 1. l 1 l 6 l 1 1. 8 2 l 2 l 8 
9 312 2 2 5 1421135 3111i.. 2 9 

• = 8042 364030 28 3064 242832 40 243212 28 46 3838 383816 58 28 36202620 2028 £t = 1020 

The sum of &11 the columnar t values here is 1020. Since ve have 20 colUDID8 
ot 15 tallies and 10 columns of 14 tallies • = 20(l5•14) + 10(14·13) • 602 

1 r 10 I 

and the I.e. is there:f'are ~ = 1.69. With such a high I.e., there is no 

question that the correct period is 30. 
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!· We now transcribe Messqe "Bn on a ¥1.dth of' 30 as shown below, 
together vith its accompanying frequency diagram: 

123456789Wll~~UIBIBnIB~~filn~24~~~~~~ 

605424755069060753625466215457 
591578747349316853477100154092 
606530192446954287339180365347 
438180862606354136741179457837 
255135156206723199625116349777 
5 7 2 1 7 3 5 5 4 0 0 l 9 5 3 2 8 1 3 8 9 0 8 1 3 0 5 5 3 0 
071420652606554843343490331904 
2 6 7 ... 2 9 7 4 2 4 0 4 5 7 3 2 2 3 6 7 1 7 8 6 3 2 5 8 9 0 
598164251730323836188085915433 
258905825460200143789926349028 
671374032553354153742406375498 

1 2 3 4 5 6 7 8 910 11121314151617 18192021222324252627282930 

- 12 131 252112 223 l 212 ~ 
l 34 2 1 1 1 4 11 2411121 1 
2 3 l 3 1151 12 31 21 1 11 11 2 
3 l l 2 l 1 1 1 1 4 4 2 6 3 1 l 7 l. l. 3 1 3 
4 l 3 3 2 l 3 2 l 4 2 l 3 3 1 2 l 3 1 l. 4 
5 3 2 2 2 2 1 5 2 1 1 2 5 3 2 1 2 6 l. 1 5 
6 311 l 111224 11 23 15 1 6 
7 31 3 3 11 11 1 132111 11114 7 
8 3 112 32 31 4 2 2 8 
9 2 1 l. 1 22 11 31111 213 9 

• = 1812 1420141410 22 22102416 16 22 26 2412 3218 16102014 26 42 6 321012 16 'f.• = 550 

The • is 550• the ..._ • 30(U·lO) • 330. The I.C. is m = 1.67 which 0 , "'l" 10 330 , 
vrovea that 30 is the correct period f'or this •ssage also. 

e. How comes the probl• of determining the relative Juxtaposition 
ot th;' tvo •&sages (if' they are indeed homogeneous). Following the gen­
eral vrocedure illustrated in par. 72 in connection vith progressive alpha­
bet systems, ve vill •tch the columnar frequency diagram of' Message ''B" at 
all possible otf'seta vi th the columnar frequency diagram of Message n/'", 
deriving the col'UlllDBl" ~values f'or the •colUIDDB at each Juxtaposition. The 
first teat is shown below: 

3 A cut-out mask, exposmg corresponding cells m the two frequency diagrams, will be found useful m 
avou:ling errors in denving the cross products. 
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l 2 3 4 5 6 7 8 91011 12131415161718192021222324252627282930 

¢ 932151 ll 321 l 2 l 31 232 24 ¢ 
l l 113 231164 25 31323 21221 l 
2 156 1113112 2 114 511 l 4 2 
3 4 1127311 2 1131 l 24 3 
4 312 13 21413 11 11461 2 1 4 
5 313 14 l 2127 541 2 4222 5 
6 26 22 53 1 33212 132 2 13114 6 
7 1 12 15312 212114 2 1312 7 
8 1 2 54 2312111161 118 21 21 8 
9 12 2 2 14211 1114 2 9 

l 2 29 30 l 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 2021 22 23 2425 2627 282930 

¢ 12 1212 131 252112 223 l 212 ¢ 
1 I 34 2 1 l l 4 11 2411121 l 
2 3 ,l l 3 l 3 1 1 5 l l 2 3 l 2 1 1 1 l 1 l 2 
3 1 31 l 121 l 1114 4 26311 71 131 3 
4 l I 

11 1 1 3 3 2 1 3 2 1 4 2 1 3 3 1 2 l 3 1 1 4 
5 3 2 •1 3 2 2 2 2 1 5 2 1 l 2 5 3 2 l 2 6 l l 5 
6 31 311 1 111224 11 23 15 1 6 
7 3 

1
•1 4 3 l 3 3 1 l l l 1 l 3 2 l 1 1 l 11 1 4 7 

8 '2 3 112 32 31 4 2 2 8 
9 2 '"3 2 l 1 1 2 2 1 l 3 l l l l 2 1 3 9 

J. 15 20 8 10 12 14 13 13 23 19 3 14 6 14 14 24 27 10 13 9 16 23 37 18 2215 30 17 10 9 

The sum of the columnar -xvalues at this Juxtaposition is 478. The e~cted 
sum of the cross products in a random case -v is 20(15•11J + 10(14•11) • IJ84 

' ~r' 10 ' 
so the i I .c. at this particular aligmneot of the two messages is ~ • 0.99. 

!• We now slide the frequency diagram tor Message ''B" one position to 
the right Vith respect to the diagram tor Message "A", and ve derive the 
~I.e. tor this setting. Thia ~I.e., 1.04, is likewise void of cryptana­
lytic pith. After 20 unsuccessful trials,4 on the 21st ve f11J&ll.y reach the 
setting illustrated below: 

4 The student might wuh to see the results of the fust 20 tnals. These are tabulated m the diagram below, 
wberem the entries under "sbde" indicate the displacement of the frequency diagram for Message "B" to the 
right with respect to the frequency diagram for Message "A". 

SJ.ide i I.e. Slida I I.e. Slide iI.e. Slida 1.1.e. 
~ 0.99 5 0.83 10 0.93 15 0.92 
1 l.o4 6 l.o6 11 o.82 J.6 0.99 
2 0.90 7 1.01 12 0.94 17 o.86 
3 1.16 8 1.14 13 1.13 18 1.01 
4 o.86 9 0.89 14 o.94 19 1.04 
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1 2 3 4 5 6 '1 8 9 10 11 12 1314 1516 1'118 19 20 21 22 2324 2526 2'128 2930 

~ 932151 11 321 1 2 1 31 232 24 -
l l 113 231164 25 31323 21221 l 
2 156 1113112 2 11 .. 511 l 4 2 
3 4 1127311 2 1131 1 24 3 
4 312 13 21413 11 lllf.61 2 1 4 
5 313 14 1 2127 541 2 4222 5 
6 26 22 53 1 33212 132 2 13114 6 
7 1 12 15312 212114 2 1312 7 
8 1 2 54 2312111161 118 21 21 8 
9 12 2 2 5 ll,.21135 31114 2 9 

1112 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 1 2 3 4 5 6 7 8 9 10 

52112 223 1 21212 131 2 
1 l 4 11 2411121 34 2 1 

12 31 21 1 11 113 1 3 1151 
114 4 26311 71 131 1 121 l l 
21 4 2 13 3 1213111 3 3 213 
1 25 3 2 l 2611 3222 21521 
2 4 11 2·3 1 5 1 3 1 1 1 1l1 2 

1 l l l 3 2 l 1 1 l l l 1 Ja. 3 l 3 3 l l 
32 31 4 2 2 3 112 

22 11 31111 213 2 l l l 
.,. = 4933 30 31 2832315425 282537 22 242123 4624301936 16 31 31 11 182019 29 21 

·~ 
1 
2 
3 
4 
g 
7 
8 
9 

Here the sum of the columnar cross products is 844, so the I I .C. is ~ = i. 71t., 

-proving that the two massages are homogeneous after all, and that the7 my be 
correctlJ' juxtaposed as indicated. 

I.• We may now ccnsolldate the corresponding col.wmar distributions ot 
Message "A" &ad Message "B", in order to obtain more data and thus facilitate 
the equating of the monomic distributions by sliding them to the beat tit. In 
Fig. 117!_, below, we show the consolidated data for the first 6 col.umns of the 
combined distributions; and in Fig. 1171> ve have equatecl these distributions 
in term of col. 1. 1bia process is continued with the remaining col.umns; and, 
since ve haptJen to have plenty of data to work with, the entire additive ia 
obtained. quite easilJ', yielding the foll.oving 20-digit sequence: 

069208533491863154972781407526 

Thia 1a probably a relative additive; there is no ~ of prartng at this point 
which one of the ten equivalent additive sequences is the or1g1Dal. 
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COIJ:mm!L\L 

• • 
-- -• ---= -· - ---· -· Col. 1: 0123456789 Col. 1: 0123456789 

• "' ~----·· . . ·-----· Col. 2: 123456789 Col. 2: iS 7 8 9 0 1 2 3 4 5 

-· -= ..... - . •• '*'* • -
Col. 3: 0123456789 Col. 3: 9 0 l 2 3 ... 5 6 7 8 

!I • • • 
Col. 4: 

__ ,. Ii•-· 
0123456789 Col. 4: "' ··-- --2 3 ... 5 6 7 8 9 0 1 

- - - -
Col. 5: -- •t ·- -0123 56789 Col. 5: .,._ -~ ·- -0123 56789 

= I! !I = 
Col. 6: -••--- ·r 01234567 9 Col. 6: ' --·--- . 901234567 

Figure ll 7!.• Figure ll~. 

h. HaTing recovered the additive, we proceed to ap~ it to Message "A" 
to reil'uce the cipher to mouoalphabetic terms. 'Die tirat 60 digits of the 
message and their conversion are shown in the illustration bel.oV: 

069208~3~491863154972~81407i26 
C: 9 0 7 2 3 7 1 B 9 4 B 4 9 1 5 7 7 l l B 4 4 1 7 5 4 
P: 9 4 8 O 3 9 3 8 3 4 0 3 0 8 6 0 0 3 8 4 9 9 0 3 0 1 0 9 3 8 

C: 6 6 2 2 0 8 8 3 l 2 8 7 1 0 3 4 5 4 3 6 5 l 8 4 4 8 0 7 2 5 ••••• 
P: 6 0 3 0 O O 3 O 8 8 9 6 3 4 0 3 0 0 If. 9 3 4 0 3 0 8 3 2 0 9 

Once the entire cryptogram. has been reduced to monoal.pbabetic terms, the 
solution is quite straighttorward, f'olloving the lines ~ discussed 
at length in the previous text.5 The digits - and 3 are identified as raw 
coordinates, and When the converted text ia divided accordingly the plain 
text 1a recovered, with Message "A" beginning vith the words ''REPORTS OF 
IB1SRROGATIO?~ ••• " The monome-dinome •trix ia reconstructed as tollova: 

-
¢ 
3 ........ ~~~~~ ......... --

Since the additive sequence baa probably been recovered on a relative base, 
the matrix coordinates are al.so relative. 

5 Cf Chapter X, M1lltary_f!yptanalytics, Part I. 
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! . In order to illustrate the general theory and techniques of' solu­
tion of an additive-enciphered monoma-diDOll8 system, we haYe used in the 
foregoing example a •tr1x With a veey favorable I.e. This facilitated the 
atep of mtching monomic distributions in aubpar. I.• If' the JDOnome-dinom 
matrix bad cryptanal.ytically unfavorable characteristics, ve voul.d probably 
have required considerablT more depth than the 26 lines of text we dealt 
vi th in aubpar. I.. The reason tor the qualifying phrase ia that, even vi th 
an unfavorable I.e. (which makes equating of monom:ic columns difficult and 
precarious), the presence of numroua repetitions in the unc18rlying plain 
text at va.rioua positions in the keying C7(:le would facilitate the equating 
process, once some of these repetitions began to be uncovered in the process 
of solution. 

J.• In subpars. !. and ! we have shown a sens1 tive method employint. 
the "l test for determining the correct Juxta"POBi tion of the frequency dia­
gTam& tor the two •saages; thia method waa deDIDDlltrated tor pedagogical 
reasons, since it is the •thod wbich woulcl have to be emp1079d in a ditn.­
cul t case. It might be pointed out, however, that as a short cut ve coul.cl 
have taken into account onl¥ one pair of canes-ponding rowa (instead of the 
10 -pairs as in the example presented) of the two frequency diagram to cleter­
m1ne their relative place1111nt. For example, if ve consider only the "-" rows 
in the illustration in aubpar. !_, ve should expect that the entr;r "9" 1D 
position 1 of Message "A" will be aligned With one of the highest entries 
in the "-" row ot Message "B". ID this case, our tirat trial of "9" in Mes­
sage "A" against the "5" in Message "B" gives an excellent tit ot the two 
sequences of digits as regards their corresponcl1ng peaks and troughs. Die 
'- value at this 3u:xtapaaition of the two ron is lll; since the "-" raw of 

Message "A" contains 50 talliea ~ the "-" rt:N of Message "B" contains 34 
tallies, the value of l r is ~. 56.6, and the ~ 1.c. is~• l..96. 
If ve have to choose between two or Dm"8 high scores obtained 'b1 this 
method, th11 preliminary teat coul.d be cbecked bJ performing the z teat 
on several entire colUlllDll of the diagram. 

87. Anal.yaia of a second case.--§. It an adclitive-enciphered monoma­
dinome ayat• were used operationally, it ia quite possible that the basic 
rectangle and coordinates might remin in force for a considerable period 
of tim, ao that cryptogr&'Phic clerks might more easily :memorize the equiv­
alents for moat or all of the letters and thus speed up operations. In such 
a case then, the only major variable elemnt in the cryptoayatem would be 
the length and c~sition of the additive sequence used to encipher the 
intermediate text. If the basic matr1x becomes k:Dovn through previous 
solution, we my have recourse to a statistical method for reading traffic 
enciphered with the same mtriX but vith an unknoVn adtitive. 

!.· Let us assume that the ene1111 is still using the aw monome-clinome 
mtri:x which waa recavered in the previous paragraph, Yiz.: -

948127650 
- REPUBLIC 
~ ADFGHJKMRO 
3 STVWXYZ 

6 Another variable might be che 1pec1f1c startmg pomt m the additive cycle 
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Since the ten cipher digits have greatly varying probabilities, ve can 
calculate a set of weights which v1ll be moat usetul in solving further 
system incorporating the llllE mtrix. First ve sball replace the plain­
text entries of the •tr1x vith their theoretical frequencies in lOOO 
letters, 7 thus: 

8 1 2 
- 27 26 10 
- 28 16 31t. 
3 i....z-..-;;~.&.;;;;..~15~16=----i::-..-;;=--=-~~--i 

'l'he theoretical frequency of the digit - will be the sum of all the entries 
in the ·-· rov, plus the entries in the "91" colU1111; this is f'ound to be 457. 
The theoretical. trequenc1 of the digit 3 v1ll likewise be the sum of all the 
entries in the "3" row plus the entries in the "3" colU1111; this is 287. The 
expected frequencies of the remining digits vUl be the sum of the entries 
in each of the colUllD.8 corresponding to the })articular digit. Thua the theo­
retical. distribution of the 10 digits obtained in the enciphermnt of 1000 
letters ot Bngliah plain tut v1ll be as follova: 

- 1 2 ~ 4 5 6 ~ 8 9 
457 57 60 2 7 233 57 963 147 153 

These f'requencies vill be used in the derivation of logarithmic weights, 
following the general procedure outlined in aubpars. 31f! and!. on pp. 83-85. 

c. In tbe table bele11r, column (a) represents the frequencies of the 
ten cli'gita comprising a plaintext "alpbabet 11 of 10 categories; col. (b) 

(a) (b) (c) (d) (e) 

-1 
2 

~ 
5 
6 
1 
8 
9 

457 
57 
60 

287 
233 

57 
96 
43 

llt-7 
153 

2.6599 
i.7559 
i.7782 
2.lt.579 
2.3674 
i.7559 
1.9823 
1.6335 
2.J.673 
2.J.847 

l.0261a. .99 9 
0.1224 .J2 1 
o.11K7 .1aa. 1 
o.8244 .80 8 
0.7339 .71 1 
0.1224 .12 1 
0.3488 .34 3 
0.0000 .oo 0 
0.5338 .51 5 
0.5512 .53 5 

represents the logarithm (to the base 10) of these trequancies; col. (c) 
contains adjusted l°'aritbms, obtained b7 subtracting the logaritlm of the 
lowest frequency (43) tram all the entries in fol· (b), vhich is equivalent 
to dividing all the entries in col. (a) by 43; col. (d) contains tvo-cl1git 

7 Cf. p. 28, M1lltary Cryptanalyncs, Part I. 

8 The purpose of dus step is to reduce the lowest frequency, 43, to 1 on an arithmetical scale. 

" 
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logarithma to a new base (10.88); and col. (e) representa c1eciban veigbta 
of col. (d), obtained by multiplying the entriea in col. (d) b;y 10 and 
dropping the decimal point. 1be nev base, C, ia derived as follows: 

Let m - c0.99 43" -

= (o.99)(1.o1i.0c) 

c = Antilog (l.og].0457 - l.ogio43) • Antllog i.0264 • Antilog i.0368 0.99 
0.99 

c = 10.88 

Logarithmll to a new base may be computed by the formula 

Log10Y 
LoscY = Los10C 

bretore if the entries in col. (c) are divlded by 1.03681 ve obtain the 
figures in col. (d) vbicb are logaritbma to the base 10.88. 

d. For a clmaonstration problem., va vill use Message "B" given in 
au~. ~ va vill asaume that the additive is unknown, but tbat the 
monome-clinom rectangle has been recovered from other messages. Since 
the •asage tactora to a period of 30 1 it is written out on this vidth: 

1 2 3 4 5 6 7 8 910 11 12131415 1617 1819 20 2122 232425 2627 28 2930 

605424755069060753625466215457 
591578747349316853477100154092 
606530192446954287339180365347 
438180862606354136741179457837 
255135156206723199625116349777 
5 7 2 1 7 3 5 5 4 0 0 l 9 5 3 2 8 1 3 8 9 0 8 1 3 0 5 5 3 0 
071420652606554843343490331904 
267429742404573223671786325890 
598164251730323836188085915433 
258905825460200143789926349028 
671374032553354153742406375498 

!.• Consider the digits cmapriaing col. 1: one ot the ten possible 
aclditiye digits, when applied to the cipher digits ot col. 1, vill Jield 
a aet of plaintext digits belonging to the theoretical distribution (given 
at the end of aubpar. ~ of our known mtrix. Thia gives ua our cue tor a 
modus operandi, and ve once again bring to bear the versatile and valuable 
tool ot the generatrilt •thod. 'l'he top row of' Fig. ll8!,, below, consists 
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of the d1g1 ta of col. 1. In the aucceecling nine ran ve have completed the 
normal numrical sequence; tbia is equivalent to trying all ten digits aa 
additives tor the column. In Fig. ll8b, ve have repJ.aced the digi ta of 
lPig. ll~ by their deciban equivalenta-4erived in aubpar. £· 9 The auma of 
the log veighta given at the right of Fig. ll~ provide a •ana tar evalu-

Gemratricea Decibana t 

6 :i642 :i02 :i26 31371191113 31 
76753613637 03018318380 35 
87864724748 5 0 5 3 7 0 1 7 0 7 5 JI() 

9 8 9 7 5 8 3 5 8 5 9 5 5 5 0 1 5 8 1 5 1 5 41 
1. 09086946960 9 5 9 5 3 5 7 3 5 3 9 63 

10197057071 19150910901 36 
21208168182 11195135151 33 
32319279293 81815105158 43 
43420380304 78719859897 78 
54531491415 17181751711 JI() 

Figure ll~. Figure ll.~. 

ating the relative •rita of each decipherment (i.e., each row) in Fig. US. 
on the aame rav aa the corresponding log weights in Fig. ll.8b. The preclomi:' 
nantl.y high score of 78 inclicatea that the tirat cipher digit, 6c, should be 
a 4-p; therefon the correct additive tar col. 1 ia 2. 

t. The completion diagrama and the log veighting tar the mzt nine 
columns ot the cryptogram in aubpar. ! are aholm below: 

090357762~1 95981003510 41 
1 19173550935 48 
2 11110555105 25 
3 81835995159 63 
4 78705119851 52 2. 5 17159111791 43 
6 31351881118 JI() 

1 03091778317 JI() 
8 50518117081 37 
9 5 5 5 1 7 3 3 l 5 7 3 45 

9 The easiest procedure here is to complete the log sequences vertically, starting at the proper mltlal point 
clererminecl by the appropriate digit m dJe top row of Fig. 118!· If desired, strips may be prepared as an aid 
10 tins process. 
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~1685217881 11351110551 24 
3 1 0 5 3 8 l 5 5 5 l 37 

7 08590785998 68 
8 57515179117 49 

3. 
9 51915311111 29 
0 93189031883 53 
1 10171508770 37 
2 15811557115 4o 
3 8 5 7 3 8 9 5 l 3 3 5 57 
4 79107193009 116 

... ~ ~ 1 1 1 4 ... 1 2 ~ 71111177158 4o 
5 13311111197 29 
6 30088833811 43 
7 05577700713 112 

.... 8 55511155180 37 .. 
9 5 9 9 3 3 3 5 5 3 7 5 57 
0 91100099015 35 
l 1 1 1 5 5 5 1 1 5 3 9 37 
2 18855511501 4o 
3 87799988951 80 

27383722607 10858011390 36 
3 85757588015 59 
4 75191577515 53 
5 19313911589 50 

5. 
6 31010133971 29 
7 01585100111 23 
8 5 8 5 7 5 8 5 5 l 3 8 60 
9 57919755807 63 
0 91131199751 Jt.7 
1 13101311153 20 

4 8 0 0 5 3 0 9 ... 5 ... 75991895717 68 
5 15113719131 33 
6 39110111303 23 
7 01885381050 39 

6. 8 5 1 7 7 5 0 7 8 5 5 5 55 
9 5 8 1 1 9 5 1 7 5 9 5 56 

"£ 0 97331531919 51 
1 11001903111 18 
2 13558150181 38 
3 8 0 5 5 7 1 5 5 8 7 8 ;9 
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~7181567280 0 0 l 5 l l 3 0 l 5 9 26 
5 5 l 5 l 3 0 5 8 5 l 39 

9 5 5 8 9 8 0 5 5 7 9 l 62 
0 9 9 7 1 7 5 5 9 l 1 8 62 
l 11111591317 31 

7. 2 11383911081 36 
3 8 8 0 7 0 l l 8 5 7 3 48 
4 7 7 5 l 5 1 8 7 5 1 0 47 
5 1 l 5 3 5 8 7 1 9 3 5 48 
6 3 3 9 0 9 7 l 3 1 0 5 41 

~ 4 9 6 5 5 5 4 5 2 3 17531117118 36 
3 1 9 0 3 3 3 1 3 8 7 41 

7 0 3 l 5 0 0 0 3 0 7 1 20 
8 5 0 l 5 5 5 5 0 5 l 3 35 

8. 9 5 5 8 9 5 5 5 5 5 3 0 55 
0 95719995905 68 
1 19111119155 35 
2 11381111159 32 
3 81078881891 59 
4 78517776711 59 

~1226422152 10113711111 18 
35880188138 53 

7 05775377807 56 
8 59115011751 36 

9. 9 5 1 3 3 9 5 3 3 1 5 3 41 
0 91001500390 28 
1 1 8 5 5 1 9 5 5 0 1 5 45 
2 1 7 5 5 8 l 5 5 5 1 5 48 
3 81997199589 75 
4 73111811971 1'o 

o .3 4 6 2 o 6 4 I 4 ~ 98731937071 55 
1 17108101513 28 
2 1 1 3 5 7 1 5 3 5 3 0 34 
3 8 3 0 5 1 8 5 0 9 0 5 !t4 
4 7 0 5 9 3 7 9 5 1 5 5 56 

10. 5 1 5 5 1 0 l 1 5 1 5 9 34 
6 3 5 9 1 5 3 1 9 8 9 1 54 

.. 
7 09185081711 41 
8 51179571118 46 
9 51811518387 48 .s 
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&· In the generatrices for some of the cclunms there is only one 
outstandingly high score which leaves but little doubt as to tbe validity 
of the selection of the proper generatru, such as the high score or 78 
f'or col. l, 8o f'or col. 4, and 75 for col. 9 •10 In other columns, such as 
col. 5 (with three close scores of 63: 60, and 59) and col. 10 (with the 
close scores or 56, 55, and 54), there are tvo or more possible choices 
tor the correct generatrix. What ve v1ll do is to set clCW'll the possible 
"Plaintext digits for the first 10 digits of the cryptogr1UD, and try to 
get started with a good plaiotext trapient. From the foregoing generatriX 
diagrams, the following are 1.be possible plaintext digits for the first 10 
ciphers: 

1 2 J 4 5 6 '1 8 9 10 

C: 6 O 5 4 2 4 7 5 5 O 
P: 4 3 7 3 9 4 9 0 3 JiO 

8 0 0 
3 6 

We proceed to take the various possibilities into consideration, and va 
make trial decipherments as foll.ova: 

1. 4/3 7/3 9/4/9/0 3/4/ 
E X Q ER 0 E 

2. 4/3 7/3 8/4/9/0 3/4/ 
E X T ER 0 B 

3. 4/3 7/3 3/4/9/0 3/4/ 
E X 1 EB 0 E 

4. 4/3 7/3 9/4/o 0/3 4/ 
E X Q E N s 

5. 4/3 7/3 8/4/o 0/3 4/ 
E X T E B 8 

On the fifth trial, the beginning of the word .BXT!liBIVB mnifesta itse1f, 
and ve are oft to a f'lying start. We derive the additive, and decipher 
down the col'Ullln8, yielding the following decipherments: 

lO In order to appreciate the ugnif1cance of the scores, we should know the expected score for a correct 
generatr1x, as well as the expected score for an incorrect one For a correct case, the expected score is cal­
culated by muluplymg the probab1hty of each digit by its log weight, summing the products thus obtamed; 
this swn is then mulnphed by the number of digits in the generattix. In a random case, the expected score 
is the sum of the log weights in the scale (40) divided by 10, multiphed by the number of digits in the 
generatnx. Thus, the expected score in a correct case lS 6. 3N, and the random score is 4N, where N is lhe 
number of digits in the generatnx (See also footnote 2 on p. 85.) 
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2 7 8 1 It. 0 7 5 2 6 
6 0 5 4 2 4 7 5 5 o ••••• 
Ja./3 7/3 8/Ja./o 0/3 It./ 
EX TENS 

5915787473 
3 2/3 4/3 8/o 9/5/7/ 

S T A CL 

6065301921t. 
4/3 8/4/9/0 4/4/o 8/ 

T BR D B F 

4381808626 
2/6/0 o/4/o 1/1/o o/ 

I N E G U I 

2551351562 
o 8/7/0 9/5/4/o Ja./6/ 

LA CED I 

5 7 2 1 7 3 5 5 .... 0 
3 o 4/o 3/3 8/o 2/4/ 

0 T B E 

0714206526 
8/o 3/3 8/o 9/0 o/o 

0 T A N 

2674297424 
0 9/9/3 8/9/0 9/0 8/ 

R T R A F 

5981642517 
3 2/0 0/2/4/5/0 9/1/ 

I BBC AU 

2589058254 
0 8/0 8/6/5/1/7/3 8/ 

F ICUL T 

67137,0325 
4/o 3/2/3 4/3 8/o 9/ 

0 B S T A 

b rest of the solution fol.lava easily by extending the plain text already 
recovered. 

h. 'lbe foregoing figure has given us a cl.ue as to the method to be 
toUoVed vhen ve have a placed crib, either at the veey beginning or the Yfley 

end. ot the message. It ve bad bad the 'Pl'Obable ward BXTINSIVI as a atereo­
t;necl beginning, we voul.d have obtained the sam results. It, hovever, 
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a crib had to be dragged throughout a •aaage, the procedure is quite 
laborious. In the absence of vorda, ve could drag short plain text frag­
ments through the cipher, and examine the decipher•nts at c1clic recur­
rences of the kef .11 For example, suppose ve were to drag TIOli, represented 
by the digits 3660300, through the •ssage under examination. It ve start 
TIOB at the fourth cipher diglt (as being the earliest position TIOlt could 
reasonably be expected to occur), ve would get the decipherments shown in 
Fig. 11~. We then slide the crib over one position, and ve get the de­
ci'PherEDta shown in Fig. ll~. -

1487250 
6 0 5 4 2 4 7 s 5 0 6 9 ••••• 

/3 8/6/o /o o/ 
T I 0 N 

591578747349 
4/3 o/o 2/2/3 

• H B 
606530192446 

4/9/2/'lf./7/7/4/ 
RBELLB 

438180862606 
0 4/2/1/4/7/6/ 

BUELI 
2 5 5 1 3 5 1 5 6 2 0 6 

0 9/7/4/3 1/2/ 
LE V B 

572173554001 
0 3 5/8/3 9/0 

p Q 
071420652606 

3 8/2/9/3 7/6/ 
BR X I 

2 6 7 4 2 9 7 ,. 2 4 0 4 
3 8/1/0 2/7/4/ 

U H LE 
598164251730 

0 2/6/5/3 6/7/ 
IC Y L 

258905825la.60 
8/6/7/1/0 o/4/ 

I L U lf E 
671374032553 

2/3 6/3 1/7/5/ 
Y V LC 

Figure 119!_. 

9615206 
6 o 5 4 2 4 i 5 ~o 6 9 ••••• 

/3 SUo 10 o/ 
T I 0 N 

5 9 1 5 7 8 7 4 7 3 '4 9 
8/2/6/9/5/3 8/ 

BIR C T 
606530192446 

4/4/o '4/o 4/8/ 
E D D P 

'4 3 8 1 8 0 8 6 2 6 0 6 
9/4/7/1/0 6/4/ 

EL U K B 
255135156206 

4/9/0 o/4/2/4/ 
R If BB E 

572173554001 
8/7/4/o 2/0 4/ 

LE B D 
071420652606 

3 4/5/0 o/6/4/ 
C N IE 

267429742404 
3 3 6/9/0 4/4/ 

R D E 
598164251730 

7/8/1/0 9/7/7/ 
PU A RR 

258905825460 
1/9/7/7/3 4/o 

R LL S 
671374032553 

8/8/9/8/o 5/9/ 
PR P M R 

Figure 11~. 

11 The procedure here would be to derive a trial addmve and write tins additive on a shp of paper, lhen 
shde the additive down the column, nonng what decipherments result. These decipherments are then 
partltloned mto monomes and dinomes as far as possible, and the equivalent plaintext letters are Judged as to 
theu relative merits. 
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'l'he patient crntanal.11t vill, on the 136th trial, reap hi• just reward 
when he f1nall7 UDCOYera the following stretches of good Baglish plain 
text: 

~491863 
605424755069060753 25466215457 

3 8/6/3 8/0 9/ 
I T A 

591578747349316853477100154092 
1/3 8/o 2/4/8/ 

T B IP 
606530192446954287339180365347 

o 9/0 o/o 4/o 
I D 

438180862606354136741179457837 
4/o 2/0 9/3 1/ 

B A V 
25513515620672319962~116349777 

/3 8/ /o 3/0 o/ 
T I 0 I 

572173554001953281389081305530 
o 4/o 9/0 5/0 

A M 
071420652606554843343490331904 

o o 4/3 i/4/o 
V I 

267429742404573223671786325890 
3 3 2/6/0 o/o 

I B 
598164251730323836188085915433 

8/4/9/9/0 9/6/ 
ERR A I 

258905825460200143789926349028 
4/4/o 8/4/o o/ 

E F E I 
671374032553354153742406375498 

4/o 3/3 2/0 o/ 
0 w If 

Figure 11~. 

If ve vere unlucky vi th TIOI, ve would tey other polygraphic cribs. As a 
lut resort, ve might even bave to be content v1 th dragging the digit equiva­
lents of plaintext digraphs, such as TB, II, OB, etc. (Digraphs auch aa RE 
and BR vould be unsatiatactoey, because the ccmponent letters are represented 
in the rectangle by mononea, ao our decipherments would be next to useleaa-­
in tact, useless.) 

e01um&t1'D\11 300 
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!• As au illustration of the ettectiYeneaa of testing even a abort 
crib through a cipher tut, let us consider dragging the cligraph TH (which 
haa the tetranoma equivalent 3802) through the •asap ve bave been using 
aa au example. In Fig. 120!,, bel.ov, ve aaaum that TB begina tbe •ssage; 

Score a Scores 

~251 4 9 l 8 
0 5 2 4 7 5 5 o ••••• • ••.• 7 5 3 6 2 5 4 6 6 2 ••••• 

13 8/o 2/ 8/6/3 8/ 
T B I T 8,9 

5915787473 8 5 3 4j ~ l 0 0 l 
2/7/6/3 I /o 2/ 

LI 7,8 T B 
6065301921,. 2873391803 
3 8/1/3 

6 
9/0 o/o 

u I 8 
4381808626 1367411794 
1/1/3 9/ 0 2/0 9/ 

u Q 6,2 A 8 
2551351562 1996251163 
9/3 0/9/ 8/6/0 3/ 

• R 8 I 0 8,8 
5721735540 2813890813 
2/5/7/9/ 4/o 9/0 

CLR 7,7,8 A 8 
0714206526 8433434903 
7/5/6/2/ 

7,8,4 
0 4/3 1/ 

CIB v 5 
2674297424 2236717863 
9/4/2/2/ 

9,4,4 
3 2/6/0 

BBB I 8 
5981642517 8361880859 
2/7/3 9/ 4/9/9/0 

L Q 7,2 R .R 8,8 
2589058254 1437899263 
9/3 3/7/ 

-,7 
4/o 8/4/ 

t L F E 6,9 
6713740325 1537424063 
3 5/6/l/ 

lz6 
0 3/3 2/ 

IU w -Tot 125 

Figure 120!.· Figure~-

ve derive the a441.tive and decipher dovD the colU111DS, and we partition the 
1ntermd1ate plain text aa tar as ve can with aasurance--then ve decrypt the 
partitioned '(Jlain as sbovu. In Fig. ~ where the TR happens to be placed 
correctly (starting at the 50th cligit), ve get the decipherments abovn in 
that figure. With 80 much depth, 1t 18 no probl• to pick out the correct 
caae by e19 from among a set of trial.a. It, howeVer, the crypt&IJAJ yat were 
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teating a Dll1Ch aballonr d8pth (i.e., fewer repetitiona of the ke;ying cycle), 
a atatiatical veighting of the decipbermnta voW.cl be necea&&l"J to enable 
recognition of tbe beat cue or eaaea from among the MDJ tr1ala. Ttle scoring 
of the decipherment• in lip. l20a and b ia accomplished bJ aasigniDS to the 
deciphered pl.aintext letters (leaithe Original m) the decibanveighta given 
in aubpar. 34.g (excluding the period for which no veigb.t baa been calculated), 
s'Ullllling these -weight•, and dividing b;y the number of mnoma and. dinomes ex­
posed in the partitioning procesa--thia ;yields an average for the co1umu. 
DJ.us, in Fig. l20a, the sum of the veights of the decrpted plain.text letters 
(incl.ucling a weight of - tor the nonexistent diDODIB 33}, is 125; the number 
ot intermacliate plain.text groupings (excluding tbe dinome 30 representing a 
period) ia 21; therefore the average score is 125 • 6.o. In the cue of 

21 
Fig. l20b, the sum of tbe weights of the deCZ')'pted letters is 106, vhich vhen 
diviclad by 14 (the number ot intermediate plaintext group1np in this case) 
gives au average of 7 .6. Since tbe mcpected average score tor au incorrect 
case ia 5 .8, and. the expected average acore tor a correct case ia 7 .6, 12 it 
is clear that Fig. l20a ia no better than randma, vhile Pig. l20b is in &ll 
probabili t;y valid and 'Can be used to extend further plain text. -

88. Aoalyais involving iaolop.--!,. In enciphered monome-41.nome syatem, 
attacks baaed on the exploitation ot isologa are part1cularl;y valuable, eape­
c1all.y in those cases ¥herein the monoma-dinom DBtr1x baa a lav I.e., or 
vb.ere coordinates or ac!41tive ke)'8 are changed ao frequently that not enough 
homogeneous traffic 1a available tor atud1'. Several tnicaJ. examples of iso­
log attacks ¥111 ba 'PZ'9Sented in the succeeding subparagraph&. 

!!.· Let the tollaving two mesaage be examined: 

Mesaage "A" 
~ 31105 22961 6llt28 oo434 28663 47839 25767 o4100 20012 
07149 90313 87J,61 3'1<>78 16767 o4100 20681 o6JK9 731fil 56005 
13305 20885 09'183 lt6222 99125 01138 00999 03729 431T1 53265 
12159 65970 19302 33919 lZl75 00560 33J,.36 82551 

Message "B" 

~78 88147 rel~ ~ 39352 8lllio ~7 49631 51142 2881f.9 
6 93 2~31 30631 51142 2 J.8 67793 02339 19582 
27833 J,.4759 56425 44<>59 50079 30056 63476 17257 67041 00207 
10986 2622Jm. lma22o 96496 26203 21K34 8o478 80388 

Both :messages are of the same length, anc1 both massages have a lcmg internal 
repetition beginning with the 38th and 734 digits; furthel'IK>l"e, there is a 
long repetition between the two :messages, beginning with the J.62d digit ot 
Message "An and the 89th digit ot Message "B n. 1hese phenomna, among others, 
confirm the period as 35, shaw that the :messages are isologa, and indicate 
that Message "B" is •3 on the keying cycle with respect to Message "A". 

12 Derivauon of these constants has been shown in foomote 2 on p. 85. 
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c. i'he •saages are DOV written out u tollon: -
1 2 3 4 5 6 7 8 9 10 1112 13 141516 17 1819 20 2122 23 2425 26 2728 2930 3132333435 

804043ll052296lbl42H004342Hb6347H3J 
25161041002001207149903138716134078 
16~61041002068106449734115600513305 
20 85094834622299725011380099903729 
43177532651215965970193023391912775 
005603343682551 

1 2 3 4 5 6 7 8 9 10 11 12 13 1415 1617 18 19 20 2122 2324 2526 2728 2930 3132 33 3435 

04378881472079~22772393528114051 
36749631511422884968493292314064848 
506306315114228418677930233l1958227 
833447595642544059500793005 6347617 
25767041002071098626224482209649626 
203244348047880388 

We v1ll aaaum arbitrarily tbat the ad41 tin tor col. 1 is -; this mkea tbe 
ti:rat cligit of Message "A" an Sp. i'he ti:rst cligit of Message "B" llLl8t also 
be an ~, so the add1 tin tor cOl. 4 is 2, vhich Ekes the 4th digit of Mes­
sage "A a ¢. Tbis criss-cross process is continued, until the entire addi­
tive is recOYared. i'he rec0'1817 of the entire additive is possible here 
because the displace•nt intenal of' the tvo •••ages, 3, is not a tacto:r of 
or baa no multiple in common with the period, 35. It the cliapl.acemnt inter­
val bad been, ....,, 14, the c011111Dn factor (7) would bave resulted in a cloaecl 
cllain of aclditives for cola. 1, 8, 15, 22, and 29; thus there would be 7 
cliatinct chains in all. 

!• .After the additive baa been recovered in the foregoing problem, 
Massage "A" is reduced to monoal:pbabetic terms; this is shown belav 1 together 
vi th the recovered add1 tive: 
123456789Wll~IBKffiIB~~~~~~~M~~~~~0031~~34~ 

03427391861281064725079368544892506 
87087020291015107703035084322555333 
22340750241820243424934870272342572 
13340750241887142724765857166721809 
27468703073441235000042022555111223 
40750241890034901255124765857120279 
071430435070741 

The presence of' the dinom 22 before Biid after the tripled cligits13 in tvo 
portions of the 111111aaage makes the assumption of' 2 as a row coordinate reason­
able, and the tou:r consecutive occurencea of the digit - mites this also a 
likely raw coordinate. When the intermdir1 . .: plain text is partitioned 
accorcling to this eypotheais, the message pla1n text can be recovered eaa117, 

13 See foomote 3 on p. 191 of Military Cryptanalytics, Part I. 
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beginning vi th the vorc1a m COMMUDDG 01FICER. • • The mtrix 1a reconstructed 
as follows: 

-
~ 
2 
----~~~-------........ 

!.• The period of the isologs in subpar. '!!,, above, vu determined from 
the occurrence of a long internal pol.Jgraphic repetition within eact. •asap. 
If this repetition had not been present, ve still could have factored 1ibe 
isologs 'bJ' superimposing them and aubtracting the cipher of Meaaage "A" frca 
that ot Massage "B". Since the -pl.a:ln text of the two messagea is identical, 
these clifterences will represent the difference between the key digits at an 
interval corresponding to the relative clisplacement of the isologs; tbere­
fOt"e these differences will repeat at an interval correswndine; to the l~.!, 
of the period. The begiDDings of the messages and their differences mo~ shown 
:Ln the follaving diagram: 

"B": o4378 88J.lt.7 20798 22T12 39352 
"A": 8o4o4 w~ g1 6lla28 ()()It.~ 

24914 5 37 61354 399'2 

8114<> 51367 lt.9631 511Jt2 2881.9 ••• 
2866_3 47839 25767 o4100 20012 ••• 
63587 lli53B 2Ji97Ji 570112 0883'1 

The differences repeat at an intenal of 35 digits, revealing the length ot 
the period. Note that the &e!Juence of these differences ia identical to the 
delta (or lateral dii"f'erences) of the adclitive at an interval of 3 (i.e., the 
displacemnt interval ot the two messages). If ve take the delta at an inter­
val of 3 of the key shown in subpar. !i ve will obtain the stream 24974 ••• , 
which is the same as the differences Just derived above. It we had subtracted 
Message "B" from Message "A", ve would of' course have obtained the complements 
of' these differences. 

!• Isologs involving identical am.trices and c:oordinates, but having 
additive keys of different lengths and composition, are readlly susceptible 
to attack providing the additive lengths are relatively prime. As a demon­
stration of' this, let us suppose that we have a -pair of isologa, factoring 
to 15 and 16, respectively. The first 8o digits ot the message are sbovn 
in Figs. l2la and b, below: - -

Message •An 
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 
817386335105038 

0 1 4 5 .. 6 4 8 3 0 3 8 1 0 2 

590848367260901 

1 2 9 5 3 0 .. 7 5 6 8 8 3 6 4 

0 6 .. 7 4 0 3 8 0 4 0 8 2 2 7 

7 9 7 7 5 ••••• 

Figure 121!;. 

Message 1'B" 
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 
12842Js.9831193617 

0289572896314652 

6818771887016289 

3729961746862379 

6 9 0 12681 4 6 0 6 7 l 2 1 ••••• 

Figure 121!!,. 
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If ve aasuma an arbitrary additive of ~ for the first col.man of Message "A" 1 
we get the decipherments shown in Fig. 122&. These decipherments are nov 
cribbed into Message "B11

, as shown in Fig. -l.22b together with the derived 
additive; this latter is used to decipher more -digits in Massage 11B 11

1 and 
these deciphermnts in turn are cribbed into Message "A", and so on until 

Message "A 11 

1 2 3 4 5 6 'l 8 9 10 11 12 13 14 15 

~17386335105038 
8 
0 1 Ja. 5 ... 6 4 8 3 0 3 8 1 0 2 
0 
590848367260901 
5 
129530475688364 
l 
0 6 a,. 7 a,. 0 3 8 0 Ja. 0 8 2 2 7 
0 
7 9 7 7 5 •.••• 
7 

Message "B 11 

1 2 3 4 5 6 'l 8 9 10 11 12 13 14 15 16 

3 92107 
1284249831193617 
8 0 
0289572896314652 

5 
6818771887016289 

1 
3729961746862379 

0 
6 9 0 l 2 6 8 l Ja. 6 0 6 7 l 2 i •.••• 

7 

Figure l22a. Figure l22b. 
all the intermdiate plai; text baa Deen recovered.14 -

I.• The foregoing situation i• -ily exploitable no •tter V'bat the 
J.eng~hs of the periods are, so long as they are prim to each other. It 
the lengths of the periocla are not relatiYely pri.m, the general approach 
in the previous subparagraph may still be used, it not to rec1uce the text 
to monoalphabetic terms, at least to reduce the tut to sner&l. sets of 
families which might then be amaJ gemated by other means. In passing, 1 t 
might be pointed out that a ditterence ot 1 in the lengths ot additives of 
a pair at isol.ogs might arise :f'rom an error in copying out the additive, 
resulting in an addecl or a dropped digit. 

I.• In the next ai tuation, ve v1ll asa\Dll8 that w llave a pair of ••­
sages factoring to 15, having icJentical beginniaga 20 digits long. 'l'he 
first 80 digits of these messages are ginn be1ov: 

Message "A" 
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 
8 1 I 3 8 6 3 3 5 1 o 5 O 3 8 

0 l ... 5 4 1 l 1 7 5 l 7 4 3 2 

370739530797395 

249940372533689 

760931854529952 

0 6 1 6 9 •••.• 

Message "B" 
i 2 a 4 5 6 'l a 9ro11 rnra wIB 
817386335105038 

0 l 4 5 ... 6 4 8 3 0 3 8 l 0 2 

5 9 0 8 Ja. 8 3 6 7 2 6 0 9 0 1 

129530475688364 

064740380408227 

7 9 7 7 5 ••••• 
Figure 123!.· Figure 123!!,. 

14 l11e plain text and baSlc matrix m thu example are the same as those given m the precedmg subparagraph. 
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Let us take the ditterence stream (designated as n b ") tor the tvo messages 
at an interval corresi0D41ng to the -period. If each raw ia subtracted from. 
the raw immediately beneath, we have the following: 

6 1 Message "A" 
1 2 3 4 5 6 '1 8 9 10 11 12 13 14 15 
201265882412404 

3 6 6/1 9 8 4 2 3 2 8 0 9 6 3 

979211842846394 

521091582096373 

3 0 l 7 6 ••••• 

Figure 124!.· 

A , Message "B" 
1 2 3 4 5 6 '1 8 9 10 ll 12 13 14 15 
2 0 7 2 6 0 l 5 8 9 3 3 l 7 "' 

5 8 6 3 o/J 9 8 4 2 3 2 a o 9 

63979211.8428463 

945210915820963 

7 3 3 0 1 ••••• 

The clittarence stream tor the two .aeasagea, beginning with the 19th digit 
of the A for Message "A" and the 21st digit of tQ.e A for Message ''B", a.ra 
identical. ibis ia clear proof that the tvo messages are iaologs; 15 the 
•saages start out with the same '(>la.in text enciphered With identical keys, 
and then nidentl.J a 2-cl1git stagger takes -place. It ve asaum an arbitr&rJ 
ac141tive of - tor column 1, we derive '(>laintext values which can be cribbed 
from one llll8saage to the other 1 and both messages can be reduced to monoalpba­
betic terms, as in aubpar. ti above. ibe cause of the error, after the 1nter­
mecl1ate plain text 1s solved, is discovered to be that, 1n Message "A", an 
Fp (-f63) was left out at the word OWICER.1 thus producing a stager situation 
at an ottset of 2 digits. 

!• In the foregoing situation, the poss1bilit1 that the tvo messages 
are isologs might have been indicated b)' their neat"-correspondence in J.ength, 
Message "A" being two digits shorter than Message "B". But even if the texts 
ot the two •saagea diverged. completely after the 80 digits shown in Figs. 
123@. and!!,, the length ot the exact correspon4ence of plain text vould be 
revealed 'bJ' the delta stream as Shawn ill F'..gs. 124!, and!!,, and solution Would 
still go on as before. ibis is one more 4eD1011BtratiOD of the value of stagger 
situations, once theJ are recognized and exploited • 

.1.• Far the last enmple ot an isol.og situation, w Vill treat the cue 
vhere a cipher clerk incorrec~ enciphered a massage usi!li the equation 
P - K • C (i.e., correst>0D41ng to the decipb!r1pg equation) instead of the 
correct P + IC • C, and subsequentl.1' be sent the corrected version. 

(l) Let us examine the fol.laving pdr of •ssagea. (.Par the sake of 
illustration, we will ass\Ull! the mtrilC to be lmaWn, and that it ia the 
REPUBLIC mtrix of aubpa.r. 86e_.) 

15 If these messages had been very short, both their periods and lhe fact that they are &ologs could have 
been discovered by taking their individual difference streams at various intervals corresponding to trial periods: 
when a period of 15 was tried, we would have gotten the results as shown above. 
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Message "A" 

Tili21 29282 511K9 98657 911622 91876 57896 1116911- 85074 3lfo64 
24606 l,2952 61890 9'1-115 05362 50380 91241 69655 52623 mu 

Message "B" 
ll685 81828 31247 92253 14<>86 75038 99034 98098 23472 968lt2 
48o22 88116 29870 74575 673o8 98706 95465 47095 96Jtt;3 73999 

All the differences of the corresponding digits between the two •asages are 
even, pointing to the type of error involved. The length of the key is not 
knawn, nor can it be determined from the tvo messages at hand; nevertheless, 
solution of the pl.ain text will proceed without knowing this length, &Del the 
additive will be recOYered as the very last step in the process. 

(2) The first thing ve will do is add the two cipher texts, as shown 
below; this has the effect of giving ua 2P, or twice the value of the pl.ain-

C1: TIW 2~82 51"9 98657 911622 91878 57896 146911- 85074 3lto64 
C2: ll~ 81828 i!lti ~2l 14o86 

i~~~=·= 2P: 880 00000 0000 06608 
(44oo3 00000 41343 4oooo oa.3oa. 334o3 23410 01341 oJi223 104o3 

P: 99558 55555 96898 95555 59859 88958 78565 56896 59778 65958 

C1: 2it6o6 l,2952 61890 911-115 05362 5038o 91241 69655 52623 9T7ll 
~: 48o22 88ll6 fiS ZS~ s~ -~~~~-~Ea 2P: 62628 20068 
P•f 31314 10034 4o330 3434o 31330 24o43 43303 03320 24o43 30300 

• 86869 65589 95885 89895 86885 79598 98858 58875 79598 85855 

text digit for each position, vitiating the effect of the key. next, this 
value of 2P is decomposed into the tvo possible plaintext digits it can repre­
sent (for inatance, a 2P of 8 coul.d arise trom a 4 + 4, or a 9 + 9). Then, 
knowing the •trix, it is a simple matter to recover the origiD&l. plain text 
f'.ram tbe double stream of intermediate pla1ntext digits. Tbe message text is 
recovered, beginning with the words RECODAISSANCE PNDlOLS. FiD&l.l;y, the 
actual intermdiate plain text ia set againat the cipher text of Message "B 11

, 

and. it is found that the additive is a 51-digit repeating sequence.16 

(3) It the •trix vere not knovn, it still might be possible to analyze 
the cloub1e pl.a1ntezt stream iti' favorable crib began the •asap. In the 
previous example, the probable vord RB10INAISSARCB will IM'Z'Jllit the identifica­
tion ot the two raw COOl"clinatea (111 variant torm, ot course) and the equiva­
lents for the 8 letters; but unless there are enough clitterent J.etters in the 

16 This sequence is the value of!.• the base of natural or Napierian loganthms, 2. '11828 •..• , taken to 50 
decimals. There have been cases In cryptographic practice when key d:ig1ts have been obtained from mathe­
mancal tables (such as tables of logarithms, trigonometric functions, etc.). or have been denved from a 
fraction yielding a lOIJ8 repeatJ.Dg decimal, or have been generated by some mathemancal formula. In other 
cases, key bas been derived from literal text by enc1pherlDg the latter with the monome -dlnome rectangle, 
similar to the Nihilist melhocl ueated in lhe preceding chapter. 
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crib, it vill be vel",Y' difficult to recover the reDB1.nc1er of the -plain text 
from the several variant deci-phezmnts tor the rest of the cipher text.1'1 In 
any cue, the raw- and column coordinates c&DDOt ba datermined uniquely, but 
my be recovered on a relatift base because of the ftl"iaa.t aspects inherent 
in the solution. 

89. Additional remrka. --!,· In the examples in the prececling paragra-pha, 
onl7 one type of monome diDODB •trix has been used; viz., •trices w1 th tvo 
raw coordinates. Of' course, azrt type of monom-clinamB'm.trtx (such as one ot 
those given in par. 75, Military CryptAnalytics, Part I) might have been used 
tor produc1q the 1ntenmc11ate text, bUt this is imlaterial inaofal' as the 
general :mathoda tor reducing to monoal:pbabetic terms are concerned. What !2!!_ 
•tter, as baa alread1' been remrked in sub'par. 85!, is the theoretical I.e. 
of the intermcliate text producecl by a specif'J.c •1iriz· Several cases will be 
cited in the au'bparaarapha folloVing. 

b. 'lb.a REPUBLIC •trix illustrated in para. 86 &Del 87 has an I.e. ot 
1.62,-calculated from the expected frequencies of tb8 digits given in aub­
par 87!!,. The sum (I) of these trequenciea 1• 1590; the •o, which ia 

~f(t-1), i• 410 ,096. Since the tol"1IUla tor the ' I.e. 1s c :ci!f;1>, where 

!. is the number of categories (in this case, 10), the i I.e. is 

10(410.098) 1 62 
1590·1589 • • • 

!.• The I.e. ot a particular matrix depellda not only on what letters 
conatitute the moname row, but &180 on the composition aa4 arr&nge11111nt of 
the letters in the din.om ron with respect to the letter• in the monom 
rov. Thus, in the tolloving tvo matrices, Fig. 125!,baa an I.e. of 1.14, 

012 
-

8 -9-~------- l .__..-......;;.....~~....;;..----

1'1gure 125!,. Figure 12~. 

vhile Fig. 12~ baa an I.e. of 1.16. The theoretical lover and upper 11mita 
of I.e. 's for matrices with two rav coordinates are 1.02 &Del 2.10; these are 
the I.c.•a ot the •trices 1n Figs. l25c and d, respectively, given belov: - -

8 8 
9 1o=o.=--~ ...... -=----~__, 9 ..=.-=-.;;....;;;;.....;-..:.-~-=-~:..i 

Figure 125!,· Figure 125!· 

1'1 Tins is smular to the process of solution of the Edgar Allen lbe cipher with variant plaintext values (cf. 
footnote 2, subpar. 2~, except that in this case the process is considerably more compllcated in its appllca­
uon to mooome-dinome c1pben. 
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Where the monome rCN consists of a key vorcl., it has been found that the 
I.c.•a of such matrices are usually in the vicinity of i.30 to 1.50, tor 
what this gemr&lization of the range might be worth. 

~· Matrices with mre than two rov coordinates should be expected to 
have higher I.e. 'a than mtrices with only two row caordinates; however, in 
the matrix below, vhich has been •Di:pulated to yield the lollest possible 
theoretical I.e., ve get an I.e. of 1.00.18 

Figure 125!,. 

!.• In sub-par. 86!, we notecl tbat the I.e. ot the 44o digits of the 
cipher text, vhen written out on a vidth of 20, yielaed an I.e. of 1.22, 
remarking that this I.e. "seems surprisingly good for a random case, if' 
it is random.." We subsequently found out that tlle correct vidth tor this 
ceyptpgram YBS 30, so the reason tor the "surprisingly good 11 I .c. 19 is nov 
clear: on a width of 20 each column is actually composed not of' an assort­
ment of' digits belonging to all pe>asible f'amiliea (and therefore possessing 
random characteristics), but of digits belonging to only' three of these 
f'amil.ies. 20 It ve bad written out the cipher on a width ot 15, ve would 

18 Jf the expected value of the 5 I. C. for this matrix were calculated usmg the theoretical frequencies 
(reduced to 1000 letters) given in subpar. 8'1!. it would be found to be o. 995, which is a mathematical 
absurdity since, by def mi non, the random I. C. is 1. 00 and .!!?. samphng (with replacement) from a population 
could possibly have an expected I. C. of less than 1. 00. The error present here is caused by discrepancies in 
roundmg off to a ba&e of 1000 the actual frequencies of an observed sample of 50, 000 letters. A true picture 
of the emmated I.C. can be obtained by usmg a statuuc known as the "gamma I.C. ", derived by the formula 

r I. c. = ~ I which turns out to be I. 002 for this case. The difference between the ' I. c. and the \' I. c. 
approaches t' as N grows large--if the actual frequencies of the 50, 000 letters had been used, the 5 I.C. would 
have been identical to the v I.C. The 6 I.C. suffices for most purposes, and is in fact preferable in treatmg 
small samples, 11Dce it gives an unbiased estimate of the roughness, independent of sample size. 

19 The reader with a background In statistics will realize that the phrase "surprismgly good" is certainly an 

understatement, to say the least. It can be shown that the sigmage of this LC. is 44o(l. 22-1• OO) = 5.1 r, 
../2(20·9) 

which may be translated as odds of l chance In 200, ooo. (We use here the x.2 distribution for an evaluation 
of the sigmage, not the Normal [Gaussian] distribution, since It bas been established that the f' estimate is 
closer to the true value than is the Normal estimate. ) Tbjs certainly shows that E.!.!!!!! facron are responsible 
for this L c.; but m view of the explanation given, it also shows the student that he must use cl'YPromathema­
tics lntelligently--not blindly jump ro conclu11on1 when he gets a high scoie in a particular test. l1le LC. of 
1.2.2 is doubtlessly causal, but it is not the .EB!!!. answer. 

20 Since our distributions consist of the merger of three separate families or chstrlbutions, the expected L c. 
(when the families are equiprobable) isl. 00 plus one-thud of the "bulge" between the L c. of random and the 
I. C. of the matrix. Jn tlus case, the REPUBLIC matrix has a theoretical LC. of 1.62, theiefore on a width of 

20 the expected I. C. ls 1.00 + • 62 = 1.21. 
3 
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have obtained an I.e. of i.27, wu1erstanc1able since each col.um 1a nov coa­
poaecl of cl1g1ta tram ODlJ two fa11111ea inateacl of clig:lta troll the total 
population of equiprobable taalliea .21 

f. 1'be a'D'Dlicat1m to encipherecl mouome-clinaae ayatw of the ctelta­
atreaii mtbocl22· 1s quite possible, but it ia usually leas likely to produce 
clear-cut exploitable results tban in the case of enciphered clinom ayatema. 

I.• Di'DCllle and apli t cl1nama counts might theor.etically be useful in 
equating columns in enciphered JDODOm-clinama ayatema; bovever, in actual 
practice if there is enough •teriaJ. to use these methods vith conn.aence, 
there ia alao uauall7 enough •terial to equate colwma bJ •ans of :amoaic 
cliatributiona. leverthelesa, in clifticult caaea the cryptanaJ111t might 
baft no choice but to use these •thocls. 

h. The higher tbe I.e. of tbe uncler~ng mnom-clinome •triz, the 
leas mterial is gemrally IJ8C8S8&17 for the auccesstul equating Of COlUllDS. 
~, in aubpa.r. ~ it ia possible to equate the colWllDS of Message "A" 
without Message "B', but not without considerable trouble. 

1. In syatema emplo;ying •trices of ver, lav I.e. •a (such as an 1.c. 
of l.Ci! for the •trix in Fig. 125!), the lllOllOlll1c roupeaa is not aignit­
icantly above r&Dcl.am to permit the use of the monomlc I I.e. in establishing 
the periocl or in equating colU111D8. leverthel.eas, the pronounced cl1ncn:1.c 
rouglmeaa inherent in !Y:_ monom-clinome ayatema is enough to enable the 
factoring ancl subsequent equating of columaa, given auf'ticient •terial • 

.1.• It might not be ami.aa to obsene that additive-encipherecl dinama 
syatema employing a single-digit ward separator Will give rise to m.nifes­
tationa of an additive-enciphered monome-clinoma s111t•. i!:te -proceaaea of 
factoring ancl equating of colWllDS here v1ll be pursued as in monome-d.1.nome 
syatema, until the eYidence of such a vord-aepa.rator usage is uncovered and. 
expJ.o1 tecl. 

~· lote that, in the two messages given in aubpar. 86!, !!, aeg,., Message 
"B" begins at the Vf1r:1 next position in the keying cycle where Message "A" 
atoppecl. Thia pheuomanon, kDOVD as taUiy, can be usecl to "aet" •aaagea 
along tbe keying eycl.e without resort to exhaustive trial.a to prove the cor­
rect au-perimpoaition, if it baa been observed that trattic enanating from a 
particular origiuator exhibits a high incidence ot this situation. 

1. ibia chapter baa concern.eel itself entirely With ad4::Ltive-enc1pherecl 
monoma-cl1.nome ayatema .. illustrations ot the •tboda of attack on perioclic 
enciphermenta of mixed-length intermediate plaintext el.e•nta. It 1• clear, 
however, tbat the general approaches treated a'(JP].7 equally well in those cases 
where the 1ntermdiate plain text ia composed ot clincmea aDd trinoms, or 
other •'mi 1 er variations ot mlxecl-length systems. 

' 

21 
The expected I. C. 1n dus case is 1. 00 + • : 2 = 1. 3, as explained In footnote 20, above. 

22 Cf. sub par. 83!· 
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!!• Die observations md8 in aubpar. ~with respect to ad41t1ve, aub­
tractin, and Dd.nuancl enciptaenmita in tbe &JBtema ot the 1Jl"8ce41Dg cb&pter 
of course al.so apply to mncae-41.nome systems. 

!!• As a t1nal remrk, it 111.ght be noted that aituatioaa vb.erein the 
compoeition of tbe •trix ia Jmon, but the coordinate& are unknOIRl, is not 
of 111Ch help 1n attacking a cryptograa in the illi.tial. stages, unless a crib 
is al.so aYailable.23 As an example, let us conaider tbe tollav1ng crypto­
gram, factoring to 35: 

1234&&1ssronn~u~H~ma~m~~MH~n~~~m~~M~ 

80404311052296161428004342866347839 

25161041002001207149903138716134078 

16767041002068106449734115600513305 

2088509483462~299725011380099903729 

43177532651215965970193023391912775 

0 0 5 6 0 3 3 If. 3 6 8 2 5 5 1 

It v1U be aaaumcl tbat the •Delll' baa been using a •trix with internal. 

B!?BBOAIS 
BCDl'OHJKLM 
PQUVWXYZ.f 

composition as abalm in 1'1g. 126, above, but that we are tacecl with UDlmown 
coorc11natea. It is turt'ber believed that the crn>togrua begiu v1 th the 
openiDg stereotype "TO CClllAIDDG OFFICER." 

(1) It v1ll be Doted that the pl.a1ntezt letters of the crib C, M, D, 
G, and P :mat all came :trom the &BM raw ot the •trix; therefore the first 
dig1ta of all these 41nome equivalents II.Ult 'be identical.. It ve arbitrarily 
uaum this digit to be t>J,aintext -· ve derin the relative additive tor the 
appropriate columaa vbich ve uae to decipher clowrl the columoa. 'l'hua: 

23 Even in simple monoalphabeuc substlmtion, a known plain component ls of no am.stance in the early 
stages; and in later stages 11 helpful only if the cipher component has been derived ln some sysremauc fashion. 
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1234561B9WUn~u~~~~~~~~~Mti~Hn~~m~~M~ 

4 3 1 2 6 2 0 3 
80404311052296161428004342866347639 
I /o I /o /.o I I /o I I /o I /o /o I /o I I I 

TO C 0 M M A1' D II G 0 P FI C BR 
25767041002001207149903138716134078 

3 7 0 8 4 2 9 8 

16161041002068106449734115600513305 
3 7 0 8 4 2 1 8 

20885094834622299725011380099903729 
4 1 3 4 3 0 0 0 

43177532651215965970193023391912775 
7 2 l 0 0 5 1 7 

005603343682551 
1 0 3 0 

We vUl call this tamil)" of col.UllDS the " ~" tamUy, tor convenience. !l'he 
distribution for tbe decipherments of the .-. family, excluding the digit• 
from the original crib, ia aa toll.ova: 

-- l 2 3 4 5 6 1 8 9 ... ,.- -·-
ii -

(2) Since Tp and Cp com tram the aam col.umn of the •tr1x, it is 
obvious that cola. 1, 4, and 25 belong to one tamily; likewise, since On 
am~ come trm the same column ot the DBtr1x, it is clear that cols. ~' 
5, 17, and 16 belong to one tamUy, different from. tbe two otber tamilies 
Just established. B7 examining the plaintext letters canpoaing the original 
crib, ve vUl arrive at the following designation ot tam:Uies: 

A total ot 12 tami.lies is possible, Which my be collapsed eventually into 
10 families revresenting the equivalents for the 10 cligita. 

(3) Since the It tam117 ia the heaviest family, next to rJ.. , ve vill 
take a distribution of the 11 tamil.y equated in terms of an arbitrar)' a441-
tive fl tor col. 2, again excluding the elenenta a.rived from the aaaUlllBd 
crib. 'l'h1a ia aa follova: 
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We Y1ll nav perf'orm. a cross-products sum teat between the distribution tor 
oC and all possible slides tor r ; this ia ahalrn bel.aw: 

2ll~41-641 
l: l - 5 l 3 3 l l - 3 53 
2: -513311-31 59 
3: 513311-31- 99 
4: 13311-31-5 47 
5: 3 3 1 1 - 3 1 - 5 1 68 
6: 311-31-513 83 

~; 11-31-5133 52 
1-31-51331 59 

9: -31-513311 56 

It is apparent that r ia at a slide of 3 with respect to o< ; tbe combined 
distribution for (al + r) is therefore as follan: 

- l 2 3 ... 5 6 7 8 9 ------- ---.. -· . • 
(4) The vorlt abeet tor the c:eyptogram v1ll mnr look like this: 

1 2 3 4 5 6 7 8 9 10 11121314 15 1617 18 1920 2122 232425 2627 28 2930 3132 3334 35 

~ yar. Pt" &ae. I£ J. 111 1""J- • r r• '" ,...,. P .. ' 
34 i3 1 2 6412 0 3 

6040 311052296161 28004342866347839 
/1/0 /1/0 /o I I /o I I /o 1/1/0 /o I /o I I I 

TO C 0 M MAB D IB G 0 F FI C BR 
25161041002001207149903138716134078 

23 07 0 8 4342 9 8 

16767041002068106449734115600513305 
33 07 0 8 4272 7 8 

20885094834622299725011380099903729 
74 87 3 4 3500 0 0 

43177532651215965970193023391912775 
07 02 1 0 0125 1 7 

0 0 5 6 0 3 3 ... 3 6 8 2 5 5 1 
71 30 3 0 

At this -point the 10-cl1git repetition in the aeaond and third lines ia ex­
amined. It the 07 1s a proper dinom, it represents Gn; and the repetition 
is just the right length f'or the assumption of RllJIMBft. (Purtherm:>re there 
is a hit with the cipher diDOllll 10 Which is an Mo trail CCllWIDDG.) Thia gives 
us Rp • 3, a.ud Tp • 8; therefore Cp • o8 (cola. '- and 25) , vbich yields, in 
col. 4, Bp • 4. Substituting Ip • 4 in cola. 10 and 26, Tp • 8 in col. 1, and 
Rp • 3 in col. 27, ve DOii' get the fol.lcnring: 

CC14ilDiN1'1AL 
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1 2 3 4 5 6 7 8 9 10 ll 12 13 1415 16 17 18 19 2021 222324 25 2627 ~82930 31 32 3334 35 

'3r"F'r-.tf-.GtJ.• )~J-"r r"'"'"'"'~ ~• 
034213 1 6 2 6412 0 368~ 
8040 311052296161 28004342 66347839 
8/7/0 8/7/0 /o /9/ /o I I /o 7/7/0 /o / /o 8/4/3/ 
TO C 0 M MAR DIR G 0 1 FI C ER 
25767041002001207149903138716134078 
2 2/3/4/o 7/ /o 74/ /Bl 4 3 4 2 9 8 7 o 2 

R E G I M E K !l' 
16767041002068106449734115600513305 
l 3/3/4/0 7/ /o /4/ /8/ 4 2 7 2 7 8 5 7 1 

RB GI M BRT 
20885094834622299725011380099903729 
274687 3 7 4 3500 0 0225 

43177532651215965970193023391912775 
407502 1 9 0 0125 1 7658 

005603343682551 
071430 3 0 0 

(5) The coordinates thus far reconstructed are the fol.loving: 

We note that in col. 7, the a441 tive DUSt be such aa to derive Taluea where 
le BD4 4c clo not )'ield any of the plain digi ta alr~ recOl'ered, !!:!.• , 
o, 3, 4, 7, 8, or 9; the ODl7 possible aMitive for the col'UllllL that meets 
this requirement is 9, which mkea le • 2P and 4c • Sn· The J.aat two co­
ordinate digi ta, 1 and 6, are nov quickly cJetend.necl tr01ll the context ot 
the deciphermnts obtained t.Jius tar, so that the completed •trix is as 
f'ollova: 

0 
2 i...;....~;.._...;..._~_.;._.-.-....i 

The last 8 digits of' the additive sequence and the rem.1nc1er of the ••sage 
-plain text are easily recevered by extending the already derived plain text. 
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CBAP.IZR XIII 

PBRIODIC DIGRAPBIC SYSTEMS 

Paragraph 
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Additional remarks. • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • 95 

90. Gener&l.. In the usual literal periodic palyal.pbabetic s;ptema 1 

the pl.aintext units treated are single letters. It might occur to a cryp­
tographer that1 since orcl1naey [mnoal.pbabetii/ digraphic substitution is 
in principle exponent1ally more clitticult1 ot solution than the usual mono­
alphabetic aubat1tution1 it f'ollowa that a -polyalphabetic a711tem where the 
unit of' substitution is a digraph v1ll give conaiclerabl.y more security tban 
a palyal.phabetic JllXlOgr&phic substitution. Tbia premise can be easily clemDD­
strated in practice; a much larger voluma o'f text and a J.a:rger DWllber of 
tavorabl.e circumstances usuall.y are prerequisites to tbe aucceaatul CrJPta­
IJ&l.7ais ot t>olyal:phabetic digraphic ciphers. Fortunatel.T, such s;ptema are 
rarely encountered; the Cl"1'PtograpbJ ot s;ptema suitable tor practical use 
bas inherent weaknesses which cannot be avoided except at the expense of 
inordinate complications in the work of' the cipher clerks performing the 
encryption. In the next "PUagr&ph ve v1ll treat the ~tograp!Q' of t1Pical 
'P011alphabet1c digraphic systems where tba "alphabeta"2 are used CJC].ically. 

9l• Crntogr&phz of' tnical perioclic diBraphic ayatema.--!,• The moat 
elemnt&17 idea of' a periodic cligraphic system la perhaps a scheme incor­
porating N unrelated clisraphic ayateJllB used in a cyclical fashion. For 
instance, tour independent 26x26 digraphic tables ml.gilt be drawn up; Table 
I would be used to encipher the lat1 5th1 9th··· plaintext 41grapba 1 Table 
II vould be used for the 2d, 6th1 10th ••• plaintext digraphs, etc. Since1 

hawever1 such a &chem ia rather clumy in operation1 it ml.ght occur to a 
~tographer to use only one basic table and modif'J 1 t ao as to yield a 
palJIL].phabetic 41graphic sUbiititution. Thia might be accomp1ished through 
the use of a table such as tl&e one illustrated in Fig. J.271 belov. Thia 
table, yielding paeudo-digraph1c3 enciphermnts, produces periodic encipher­
mnts of a period of' 4 digraphs. The first letters of pl.aintext digraphs 
are enciphered monographicaJ.ly by means of the tour alphabets at the aide 
of' the table; the second letters of digra})hs are digraphical.ly enciphered 
by the equivalents within the table proper, the particular encipherment being 

I See subpar. 64!,. Military Cryptanalytics, Part L 

2 Each "alphabet" contains 262elemenu bearing a one-to-one correspondence between plaintext and 
c1phertext units. Hence we can appreciate lhe notions of "monoalphabeticity" and "polyalphabeticity" as 
applied to d:igraphic systems. 

3 Cf. subpar. 68,!, Military Cryptanalya.cs, Part L 
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1 234 ABCDBPGBIJKLKIOPQRS!UVWXYZ 

AWIRBGBIRALCTIOKPYBDPBJKQSUVWXZ 
BBBBSBIRALC!IOMPYBDPBJKQSUVVXZO 
CSGK!IRALC!IOKPIBDPBJKQSUVVXAOB 
DTBCIRALC!IOMPYBDPBJKQSUVWXZGBB 
BIODRALCTIOMPYBDPBJKQSUVWXZOBIR 
PBUPGLCTIOMPYBDPBJXQSUVWXZOBKRA 
GOAJBCTIOMPYBDPBJKQSUVWXZOBIRAL 
BBRLOTIOMPIBDlBJKQSUVVXZGEIRALC 
IOBMUIOMPYBDPBJKQSUVWXZGBIRALCT 
JUKPAOMPYBDPBJKQSUVVXZGBRRALC!I 
KACQRKPYBD1BJKQSUVWXZGBIRALCTIO 

~ LRDVBPYBDPBJKQSUVWXZGBIRALCTIOM 
~ MBPXKYBDPBJKQSUVVXZOllRALCTIOKP ~ 

BKJYCBDPBJXQBUVWXZOBIRALC!IOKPY 
OCLZDDPBJXQSUVWXZGBBBALC!IOKPYB 
PDKVPPBJXQSUVVXZOBIBALCTIOMPYBD 
QPPBJBJXQSUVVXZOBBBALCTIOMPYBDP 
RJQSLJKQSUVVXZOBIRALC!IOHPYBDPB 
SLV!MXQSUVVXZGBIRALC!IOKPYBDPBJ 
TMXIPQSUVVXZGBRRALC!IOKPIBDPBJK 
UPYRQSUVVXZOBRRALC!IOMPIBDFBJKQ 
VQZOVUVVXZGBIRALC!IOMPYBDPBJKQS 
VVWBXVWXZGBRRALCTIOMPYBDPBJKQSU 
XXBOYWXZOBBRALCTIOKPYBDPBJKQSUV 
YYSUZXZGBIRALCTIOKPYBDPBJKQSUVW 
ZZTAVZGBBRALCTIOMPYBDPBJKQSUVWX 

Figure l2'1· 

gonrned 'b7 the iaentitJ' ot the tiz'•t letter ot the plain.text disr•t>h· 
!l.'hi• •cb.eme could be extended to iml.ucla more alphabets tor the encipher­
•nta of tbe fir•t letters of digrapba; these alpha.beta migb.t be slide• of 
a baaic sequence (aa in the example abon) , or the7 might be R ditterent, 
unrel.ated. alpbabata. 

b. Another qsta tor palJal:pb&betic 41graph1c anc1phermnt might 
iucmiorata a 26z26 table such u tbat abovD in Pig. 128; tbe coorclinatea 
in this cue are vr1 tten. on atripa vhich .,- be al.id to &IV' point ot .1uxta­
poait1on. ap.inat a pn4etenine4 reterence point (tor anmple, the call 
iD. the upper left-bald COl'DllZ') • The .._ DJ' word or tvo ditteran.t ke)' 
vorda might be apl.CJ18Cl to aet the tvo coorcliD&te atripa f~ a periodic 
tigrapbic a19tma v1 th a 11111. ted period; or t'be two a tripe might be awed 
one position at a Um, to )'ield vhat tor &11 intents and pzrpoaea ia a 
progreaaiva alphabet 41p!pb1c 11)'8ta1L vith a period. ot 26 digraphs. 

.. 
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Figure 128. 
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I P II 
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I •Y K" Q .r 
y Cl • B J K 
Cl r II 

r I .r • II L 
D p I 

II L " . I D 
L .r r 

I I D 
.r r D • r, I 

• 111 c 
II p I 

:, • Instead of' 26x26 tables 1 small. mtrices such as tour-squares 1 

tvo-squares 1 or Pl.aytairs might be used as a basis tor cr,yptographic treat­
ment in perioclic digraphic systems. Since these mtrices do not invol.ve 
coordinates (as do the large tables), periodicity ot encipherment would 
have to be obtained either (1) by the use of' ?I different, unrelated small 
mtrices tor the succession ot 1' digraph& in tbe period, or (2) by some 
scheme for per1111ting or deriving aaditional matrices f'rom a basic matrix. 
In the tvo f'olla.ring subparagraph& there vill be illustrated aom typical 
means f'or deriving a multip11city ot matrices trom a basic mtrix, using 
a 5x5 PJ.ayfair square tor the examples. 

d. Let us assum that our basic Pl.a)"f'air matrix is that shown in 
Fig. 129!,, below. We take the first four letters of' the top raw, B!Ilt, 
anc1 we inacribe thea on a diagonal to the right of the Pla)"ta1r square, 
as shavn in Fig. 12~. In Fig. 129!,, ve complete these tour skeletal. 
columns by permaiting vertically the first f'our columDS of the Pl&Jf'air 
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lquare 1 Ul1Dg tha c1:1agoaall.J' 1ucri'be4 letterl U Nferellce polnta i th1a 
DOI' J1eJ.'1a a total. ot 5 Pla7fa1r aquarea, •tarting in each ot the ft.rat 5 

1 1 2 3 4 5 
ll?DBj HYDRA ll?DBA'!OGC 
ULICB ULICBH ULICBHVPK 
B J' G Jt K BJ' G Jt K -y BJ'GKKU!VQ 

-D llOPQS llOPQS -. IOPQSBLDX 
'!VVXZBJ'IB !YVXZ TYVXZ - -

:npn~. - P1gare 12~. - figure 129!.· 
col,... u abolm in tbe t1pre. Die next tour lettera in the top row ot 
our DW 41agraa are A'!OG; n iucri'be tlle1e letter• diagonal 17 to the right 
ot the 4:1.agna, an4 permte tbll col.'IJlllD8 .. baton. After -pertond.ng thi• 
p!'Oeela fiva tilm, we haft tbe cliagraa llhovn in Fig. 129!,, bel.olr, which 
woal4 tb8ll a tart to repeat i taeJ.f. Die :reference numbers l-20 are inacr1be4 

UVVXIZ 
ABCDBJ'GHIJKLKIOPQBS'l 
1 2 3 4 5 6 'l 8 9 10 11 12 13 14 15 16 l'l 18 19 20 
BYDBA'lOGCZiYPBiTLCQZHYDB 
ULICBHYPJtABLVCSHJ'PXAULIC 
BJ'GJtKUYVQB'!PDKZUOVBBBJ'OJt 
IOPQSBLDXMHOIQABVDCKHOPQ 
'!VVXZBPIBSUVGXBIYIKS'!VVX 

l'1gme 1291. -
Oftl" the 41.agra, u wll u tlaa kq letter• A..Z (vbich could be uaecl for 
1mlicatar purpoaea). 'l!d.a Pla7fair a;yatem ac'li1all1' CODSiata,, then,, of a 
"blm4 • cmpoaea. ot 20 interrelated P1aJta1r aquazrea, vbich are &moted either 
bJ' tha mmber or a letter Oftl' tbe upper left-han4 eGl"D81' of each square. 
ID ming the~ 'baml,, a 5x5 cut-out .. k (pron.a.a. with an averture 
to expoa tbe particular squan 1.Ucator) i• al14 along the baD4 according 
to a pre&ft""Dpc\ pario41c lmJ'; or eacb aquaze coul.4 be used auccesaive~ to 
ac1'Plm' the cU.gra'(lba ot the -pla1ll tut, J"iel.cliug a progreaaive al.11babet 
41gra-pbic a19tea ot a period ot 20. 

e. In the next achelm for deriri.11& a pluraJJ. t7 ot Playta1r aquarea, 
n w1ii. gemrate a 'ball4 ot 25 aqmzea 'b7 a •thod of l181'1111t1ng tvo col.um& 

l'1AU1'8 ~--

cwu m&&f.l A 

I 
B 1' D Jt 
ULICBYIBP 
Bl'GKKUOIQ 
HOPQSLTCV 
'!VWXZBVGX 

Figure~--
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em11mT1A11 

at a tim. Ve eta.rt with our 'bu1c Pl.a7fa1r •quare 1D 1'1g. 130& taking 
the first two l.etters ot each Z'OI' (Br, UL, 'BF, BO, &114 'l'V') ot t~ square, 
inscribing tha ftl"tic~ to the right ot the square; thi• proclucea the 
aeCOD4 PlaJfa:l.r squan. We DOV take the square Just clm1.vea. anc1.1 aa 
ahom in Fig. 13~ ve go through the aam process as beto:re, t'be firat 
tvo l.etters ot each row in the second. square being recorc184 in two columaa 
to the right ot the aecon4 sqmre, y1elcling the th1rd aquare. !bis pro­
cedure ia continued tor a total ot 25 aqua.res, as aholm in Fig. 130!,, 

1 2 3 4 6 6 ., 8 9 10 11 12 13 
BYDBABFDKAUPIKBUBIPBSBTPWSZTV 
ULICBYBBPBSDTAWFZKVUXIBBGBMPO 
BFGKKUOIQBLBCPYSBTBWDZAVFXKBU 
IOPQSLTCVYZBVBXDBAGFMKOUQILBC 
TVWXZBVGXMBOGQMLOCQYLBCBYDBAB 

13 14 15 16 1'1 18 19 20 21 22 23 24 25 (check) 
VS Z !1' V V X Z B VG X MB 0 G Q NL 0 C Q Y LR crifY-D--B-.i; 
G B II P 0 S Q T L W C Z Y V B lC B B D G A M 1 0 K QIU L I C Bl 
., lC IC B u G I II B 0 B Q p L s c T y v .B z B v D x AIB 1 G K •I 
Q I L B C B Y P B S B T D W A Z F V K X U B I G B Mii 0 P Q SI 
YDBABFDKAUFIKBUBIPBSBTPWSZ~V~-~~ 

P1gure l30c. -
after wbich point the band v1ll repeat itse1t. (In Pig. l30c va bave split 
the band into two sections tor convenience, repeatillfj t'be 13th square at 
the beginning of t'be aecona. section to avoia. errors.) 

t. 1111.uJ' othez' •thoda tor per11111ting a aeries ot squares from a basic 
aquar8 are of course possible; the particular BJ'Btea ot generation will 
c1eterml.ne ~uat hov 181Q' c1er1ve4 squares Y1ll be proclucea., and haw mny 
clitterent encipbermnta ot a given pla1.ntext digraph will be available .• 4 

I.• In t'be foregoing a19tem ot 25 squares, there are m.umroua poaai­
bili ties that l.elUl tbamelves to keying proceclurea. In one system, the 25 
squares might be uaecl in cyclic orcJer, begimd.DS with arxr a.aired square,;5 

4 In lhe system described In subpu • .!!•a particular plafnten digraph will have eidler 11 6, or 8 different 
cipher equlvalenu, owlDS to the weak nature of die pennutatlon UBed for derlvlns additional squares. However, 
In the system Wuatrated in subpar • .!•there will be from 12 to 18 different equlvalena for a digraph. with a mode 
of 13 occurring in slightly more than one-diird of the cases. In other wrcls, this latter IJlfem ii a periodic cli­
graphic system of a period of 25, involving an equivalent of 12 to 18 different Playf air squares. 

& The indicamr procedure might consist of the numerical designation of the selected square used to start the 
encipberment: or, since it will be noticed that each of the 26 letren occupies the upper left-hand comer of 
one particular aquare and one aquare only, a aquare may be designated by the letter occupymg this position. 
Thus, square number 6 may also be desfgnared as the "U" aquare. Jn an indicator such as AABUU, lhe first 
three lel1el'S might cleafgnate a particular numerical key (such as the one derived fl.Olll HYDRAULIC ANALOGIES 
in this subparagraph) from among a set of keys, die last two letten showing the starting pomt lo the sequence. 
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this amounts to a progressive alphabet d1graphic s111tem ot a period ot 
25. ID another system, there might be used a 25'4le:mant numarical ke7 
cleriTed trcm a 11 teral ke7, such as the mmerical sequence given be1aw, 

5 10 15 20 25 
BYDRAULICAHALOGIBSBYDRAUL 
WM6~lnU~52~3ffiIB9~8~ll~7~4~IB 

as a meana of clisarr&Dging tbe D01'DBl 1, 2, 3, ••• progression ot the 
Pl.a7fa1r squares in order to remve the cryptographic veaklless of three 
col1Dl'lll in COlllll>D between the squares used to e11C17Pt a4Jacent plain.text 
digraphs. For inat&Dce, if the first pla.1ntext digraph were enciphered 
in square number 6 as a starting "PQint the succeeding digraphs would be 
enciphered in square numbers 19 1 22 i4 l2 ••••• 23 16 10 24 6, at which 
point the C7CJ.e repeats. Many other variations in the keying ot this and 
other s711tem are poasibl.e. For example, in the system aescribed in sub­
'PR". 1,1 a selection of a amJ.l number ot the squares might be DBde on the 
basis of a repeating ke7, such as the "On 1 "Rn 1 "An 1 "I" 1 and "Dn squares 
to )'iel.4 a period of 5J or a 25-letter m1xecl sequence might be used. other 
mad1ticationa involve aperioc11c keying methods, which will be taken up in 
MilitFY Cz:ntana.lytics, Part III. 

92. .Anal.zais of a, first case.--!,. Ve v1ll nav consider a problea 
tram tha cHagnoatic stage to its ultimate ao1ut1on. The tollCJWing mssage 
is to be examined: 

DVLm ZLJDV mar.r BKGII mEBS CLQ1)J NBILO 1ClOlC OiBVI LC&JM 
RPRKP TBPCIJ DJVBR VOUDZ BARRO BlWCL OROCZ .IMPJP GUMVC OCLCK 
DI.LG WOV'lM PmIR lmDB LPQPK UUVKO LLQD> GBDW YCEC¥> ROFUC 
ImcB BMIIR LMLGD VDDlT UP.DI i'TFBG mBF.R Pl'DCO UUGXB IDVTll 
BXIVR KSLGG JBm'Q lllGQU DGnIA NICZC uuscx GD1UU IVBLK llKBLP 
mqJ TI~ IGBQt. VGUZL EBTVR PmPB WQBVY CLJXL UQSBI 'roUXT 
RVBJC 'llftm PBCBV Pl.RXG VADVK BCCOU YXSUT BKGII mes CUBMD 
OGLCZ ZSUCJ BMMRT GPJilCB VKYBZ YPPRP RB.JW JlLWSO XAlMi LQl>FI 
OUUQS .RlftVK XmPB DIZOF ZRKBK CVK'.rP OP!XQ ZTVMP CBGHX BBnlf 
cpm. MILBU JXQUB SXYDT MPCRN KMDOG 

ilia presence of several long repetitions at internls tactorable b7 8 leads 
us to believe that va have bare a periodic s19tea of 8 alphabets. i'be mes­
sage is transcribed accorclingl.y and uld.literal distributions are taken on 
the colUllDB, as shawn below: 
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DVLTZSLJ 
YLOFCKDC 
RVOUDZNA 
CLCKYNLL 
KOLLQYDG 
LMLGDVDL 
GXBEDVTH 
A:NICZCUU 
ITBUIGEQ 
KLUQSRNT 
VADVKHCC 
LCZZSUCJ 
WJXWSOXA 
IZOFZRKH 
MWQUWRLM 

REF ID:A64554 

DVBMSUTH KGIITMEB SCLQDJNH 
0 E B V ~Y~L~C~E-~J~M~R~P~R~K!"'"P~T-~N--=rP Q U D J V R 
RROEIWCL OROCZEMP JPGUMVCO 
GWOVTMPT DIRFTSDE LPQPKUUV 
BIXWICEQ OROFUCIT KCBBMYIR 
MTUPNI~IT TFBGTGBF RPYTKOUU 
BXIVRKSL GGJBBFQB MGQUDGNI 
SCXGDFUU IVNLKNKH LPIEMQUT 
LVGUZLEB TVRPTGPB WQBVYCLJ 
OUXTRVEJ CQMR'.CGPE CEVPZRXG 
OUYXSUTH KGIITMEB SCUHMDOG 
BMMRTGPE CEVKIHZY PPRPRRJM 
RVI~LQDFI OUUQSRiiT WKXTRPBD 
KCVKTPOP YXQZTVMP CRGHXEBF 
ELBUJXQU BSXYDTM~P-~C!"'"R~liKMDOG 

-·--- . ·------- ·-- -- -1. A li C D E F G H I J K L M li 0 P QR S T U V W X Y Z 

-- - =-• ---•·--·----=•=•--2. A B C D E F G K I J K L M N 0 P Q R S T U V W X Y Z 

• ---- . -- ·-·- -- .. ---3. A B C D E F G H I J K L M N 0 P QR S T U V W X Y Z 

- . 
== ···== ··- -·= ·-·=--= 4. A B C D E F G B I J K L M N 0 P Q R S T U V W X Y Z . _ .. 

5. A i c ~ E F G H i 'j ~ L: i 0 p Qr re u v w i ~ r 
-

6. AB~~ E; ~ii I j i L:; o=; Qr s= T ~ ~ w- x y z: 

= ·•--a-••-• •- -•-- ••- -8. A B C D .E F G k I J K L M N 0 P Q R S ~ U V W X Y Z 
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b. The I.C. 1s 01' the distributions (comprising 60 tallies each) and 
the observed number of blanks ( /\) tor each are tabulated in the diagram 
below: 

Al.ph. " I.e. Al.ph. f\ 1.c. 
1 6 1.29 5 9 2.07 
2 3 i.29 6 3 1.07 
3 9 1.66 7 6 1.25 
4 6 1.32 8 6 1.31 

Except tor alphabets 3 and 5, the I.e.•s are tar from satisfactory; the 
period is wiquestionably 8, but it does not appear that ve have 8 monoalpha-
betic distributions. The average of the I.e. •s is 11.26 • 1.41, a figure 

8 
considerably above random but nevertheless not nearly close enough to the 
expected I.e. of plain text for a sample of' text this size. We note, hov· 
ever, that the average I.e. of' the odd colwrms is ¥-: 1.57, Vhile the 

average I.e. of the even colui:ma is !;t2.. l.25; this strikes us as being 

expecially signif'icant.6 Furthermore, the average /\ for the odd co1umns 

is ' • 7. 5, while that ot the even colUJllDB is ¥- • If.. 5; these figures are 

compared with the expected /\ ot 8 and the Ar of' 2.5 ror distributions 
of' this size.7 Perhaps the ~ columns do represent monoalphabetic encipher­
ment of' plain text after all, while the even columns have u."ldergone different 
cryptogra-phic treatment. We will lJUI'Bue this matter further. 

c. One of the possibilities that comes to mind to explain the f'ore­
goi11etphenomena is a -psewJo-digraphic encipherment in which the initial 
letters ot plaintext pairs are monograph1cally enciphered. If this were 
the case the digraphic I.e. 's of columns 1-2, 3-4, 5-6, and 7-8 should be 
close to the expected 4.66 f'or English plain texti8 these digrapb.ic I.c.•s 
are 5.38, 7.31, 7.31 1 and 8.09, rest'8ct1vel.1', giving statistical credence 
to the hypothesis that the i"our paj.rs of adJacent co1umns re'Pl"9sent di­
graphically enciphered p1ain text.9 

6 It can be !hown that the I. C. of the odd columns, 1.57, represents a sigmage of 240<1·57 - l.08) = 117 •6 = 
""2(25·4) 14.14 

8.3 t:r, whereas the I. C. of the even columns, 1.25, represents a deviation of 240
(1·

25 -1.0B) = .!Q:!_ = 
iJ2c2s·4> 14.14 

'!.9 o- above random. (We used 1.08 in the fonnula mstead of 1.00, because the fonner figure is the I. c. 
of rhe over- all cipher text. ) 

7 Cr Chart 6 on p. 39 of Military CryptanalY!ics, Part I. 
8cr. subpar. 67_!:, Military Crypranalytics, Part L 
9see also subpar. 95!, for further Imes of attack on this problem if the digraphic I.e. 's of the pairs of 

adJacent columns had not been satisfactory. 
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cl. 'l'he 14-ietter repetition in the •••age ia DOW uaminecl. The 
uniliteral trepncies of the ti.rat letters of the cipher cligrapha lend 
support to the assumption that this repatition represents the encipher­
•nt ot RICODAISSAICB, giving ua the equivalents ot Cp and lip in coluai 
l, An in col.. 3, Rp ancl Sp in col.. 5, and. Ap and Cp in col.. 7, in add1 tion 
to tfi.e 7 values within the large aqua.re of the reconatruction matrix. 'l'be 
third. letter of tbe reP1tition MR 'm P& CB thus turna out to be &i,; tre­
quenc7 conaiclerationa ot the first letters of' these cipher cl:l.grap&a mite 
it quite likel7 that this rei>etition represents POSITION, which gives ua 
add1 tional Y&lues in our recoutruction •trix. ftnally, the six digraphs 
at the beginning ot the mssage juat before RICODAISSABCB are studied., 
and., trom the stand.point of the length of the ciphertext passage, plus the 
AB -- -- -- AB idiomorpb exhibited., plus a consideration of the uni.literal 
frequencies of the in1t1al letters of' the digraph.a, the opening word is 
aaswmd to be PBOTOGRAPBIC. Tiie values from these three pl.aintext assump­
tions &"re set forth in the reconstruction •trix in Fig. l~ below: 

el ~ 
i2s4ABCDBFGKIJKLMIOP 

A I B I B 
B 
cs 
D 
B 
F 
G 
B 
I B 
J 
K 
L 

et : K 

M 

/ 
OCLZ 
PDM 
Q 
R 
8 
T 
u 
v 
w 
x 
y 
z 

SLJ 
T 

p 

c B 

u 

Figure ~. -
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e. Evidence of vertical direct synmetr;y, as well aa of diagonal.a of 
repeated letters characteristic of Vigenere-t;ype squares, are manifested 
withi'!l the •trix, as show b;y the lines in the foregoi!.Jg figure; trom 
these characteristics it appears tbat both the 9~ and ~ sequences of this 
digraphic matrix consist of the normal A-Z sequence. Ir this is so, then 
direct symmetry should also be m.nitested among the :f'our cipher sequences 
used to encipher the first letters of digraphs. Taking advantage of the 
principles of' direct s;ynaetey" of position, the •trix in Fig. 13la is 
amplified into that shown in Fig. 13l!i below: -

~ ~ 
1 234 ABCDBFGHIJKLMBOPQRSTUVWXYZ 

A I E 
BE BS 
CS KT 
D T CI 
EI D 
F 
G 
H L 
I BM 
J KP 
K C 
L D B 

GE R CTI M B BJ SUV 
E R CTI M B HJ SUV G 

R CT I M B HJ SUV GE 
R CT I M B HJ SUV GE 

CT I M B HJ SUV GE R 
CT I M B HJ SUV GE R 

CT I M B HJ SUV GI R 
TI M B HJ SUV GE R c 
I M B HJ SUV GE R CT 

M B HJ SUV GE R CTI 
M B HJ SUV GE R CTI 

B HJ SUV GE R CT I M 
~ MB K ~ 

N K C 
B HJ SUV GE R CT I M 

B HJ SUV GE R CT I M 
OCLZD 
PDM 
Q PE 
R SL 
S L T .M 
TM IP 
UP 
v z 
w 
X E 
y s z 
ZZT 

HJ SUV GE R CT I M B 
HJ SUV GE R CTI M B 

HJ SUV GE R CT I M B 
J s u 'Ii GE R CTI M B H 

SUV GE R CTI M B HJ 
SUV GE R CT I M B HJ 

SUV GE R CT I M B HJ 
UV GE R CT I M B HJ s 
v GE R CT I M B HJ SU 

GE R CT I M B HJ SUV 
GE R CT I M B HJ SUV 

GE R CTI M B HJ SUV 

Figure 131~. 

The frequencies of the additional values placed by direct symmetry in the 
four monographic columns are ch~cked, and they are found to correspond 
generally with the expected frequencies of their plaintext equivalents; 
this, then, is confirmation of' the type of matrix assumed. 
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!• From the partiall7 reconstructed matrix in Fig. 131!?,, above, the 
derived values may be entered on the work sheet, as f'ollovs: 

1JV LT ZS LJ DV BM SU TH KG II 'Bil EB SC LQ DJ NH 
PH OT OG RA PH IC RE co NH AI SS AN Cl 0 EN 

I. 

YL OF CK DC OB BV YL CE JM RP RK Pl' :NP QU DJ VR 
D OS IO NO TO BB 

• 
RV OU DZ NA RR OE IW CL OR oc ZE MP JP GU MY co 

B T N OJ s IO N 

CL CK YN LL GW ov TM Pl' DI RF TS DB LP QP KU UV 
0 K R SS ro Pl' SC 0 CT 

KO LL QY DG BY xw IC EQ OR OF UC IT KC BB MX IR 
N 0 OM M A DE NT IF I DA 

• LM LG DV DL MT UP ?Uf IT TJ' BG m BF RP YT KO uu 
SS al BS 0 ro DE D IS SI L c 

GX BB 1JV TH BX IV RK SL 00 JB BF QB MG QU DG .NI 
IT ES co M "' B IW' 

AN IC zc uu SC m DF w IV :NL KN Kil LP IE MQ UT 
AG OS B ES c ME s AB I 

IT BU IG EQ LV GU ZL BB 'N RP m PB WQ JN YC LJ 
ED IN TH A SB 0 Al DT SI m IO RA 

KL UQ SR NT OU XT RV EJ CQ MR m PB CB VP ZR XG 
N BM AR 0 PO SI TI ON OP 

VA DV KB cc OU lX SU TH KG II 1M BB SC UH MD 00 
LL co NT RE co mi AI SS AH CB I 

LC zz SU CJ BM MR m PE CE VIC YH ZY pp RP RR JM 
so RE NE MI PO SI TI ON y u 

WJ xw so XA RV NL Q1> FI OU UQ SR NT WK XT RP BD 
R RM L 

.. 1Z OF ZR KB KC VIC TP OP D: QZ TV MP CR GB XE BF 
E OP ME BT s SE s OP L 

• ,t.11 QU WR LM EL BU JX QU BS XI DT MP CR me MD OG 
T RT B IN MI ED s OP I 

From here on the addition of further values will snowball, and in very abort 
order the plain text is solved in its entirety, and the enciphering matriX 
completed; the latter is f'ound to be identical w1 th the matrix illustrated 
in Fig. 127. 
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i.• 'l'he steps in the solution of the foregoing problem were simple. 
The diagnosis of the ayatem was straightforward, and the reconstruction 
of the plain text and of the matrix vas begun by three vord assUllP't1ona. 
In actual practice, the solution of a single message may not be so fortu­
nate, but, as usual, ve have shown the theoretical steps involving a. 
single message vhich has been manipulated to make possible a solution on 
this limited traffic; in operational practice, several messages would 
probably have been required in order to find the two or three cribs neces­
sary for solution. If the ~ and ~ sequences bad been unknown mixed 
components, then the phenomena of indirect synmtry voW.d have prevailed, 
a.ncl additional plaintext assumptions in tbe message would probably have 
been necessary in order to exploit the s;ymmetrical phenomna in such a 
case. 

h. A few remarks on the I.c.•s given in subpar. b might be added at 
this time. Alphabets 1 and 7 were a trifle low, and tiie average I.e. of -.. 
l. ~7 for the odd columns was also lover than ve would haYEI liked to bave ' 
seen for monoalphabetic text. 'l'he vagaries of the plain text as it was 
allocated into the columns vere responsible for this, since the over-all 
I.e. of the plainte.x.t message may be found to be 1.74. On the other hand, ~ 
the average I.e. of the even columns should have been lower than the ob-
served 1.25, 10 but again this is "one of those things." The prudent 
cryptanalyst is prudent in his reverence for probabilities, sml.l or large. 

2l • Analysis ot a second case.--!,· For our next example ve Will 
assUJlle that the eDeJIW' is known to be using a system involving a multiplici-
ty of Playtair squares to accomplish a pol.yal:phabetic digraphic substitu-
tion. The following are the beginnings of It.a messages available tor atu~: 

1 2 3 4 5 6 7 8 9 10 
1. IG WK CM TO SM WT LK B'l' RA LN ••• 

2. BK BY YG RT MZ IF YO DR IM av ••• 

3. me CI NT IG OB OL FC RX PI FP ••• 

4. BS uo BO co FR DF BN zo AB uv ••• 

5. LQ m VY CN Ill l'G ZR ZD zo FL ••• 

6. av KH J;r RC GT 'l'U DZ RG Mr YV ••• 

7. HZ SF w CQ ~ lU VO PI CA AI ••• 

8. HK BY PG IC co DG RM NS EA m ••• 
9. HA PN WE zu vz NG IR oz HT OB ••• • 

l.O. NM IF BK RC CT PR FQ BO PI IC ••• 

10 The expected I. C. for the second letters of digraphs of English text enciphered 1n a pseudo-digrapluc 
system is 26(. 0667)2 = 1.16, as compared with the usual LC. of 26(. 0537) = 1. 73. This L c. of 1.16 u 
charactenstic of pla1ntext autokey systems (cf. Appendix 6, "Cryptograpluc Supplement") winch will be 
taken up 1n Military Cryptanalyncs, Part ID. 
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ll. BK LK ZL tr VD UC OD TS AB CI ••• 

12. NT ZtJ NB Fr OF ZL BG IR PI XV ••• 

13. UN F'Z BB NC UC ZU CS IX DZ CZ ••• 

14. QP PB CO TO DE UO ZO BX m D ••• 

15. IG WH CM TO NG :a:.: Cl' UB NQ NP ••• 

J.6. BK LK CI HJ VD UC OD 1B BX SV ••• 

17. HU CD AR FY HI CU NZ UT BL UE ••• 

18. OV KH U' SG IT EO IZ KB SD SL ••• 

19. UN n BU DY TA LO LI UZ NT AT ••• 

20. HR ZI RT VZ FR MS RQ i\J AK KT ••• 

2.1. HR IG CO TO UB ZO KI ZL TO XO ••• 

22. TD VY MC RC GT ro .NZ C¥: LD OD ••• 

23. LQ OY LV HD PG A1i PI BO BV SX ••• 

24. lllC NK PV HF UT Ill IR GN CA CK ••• 

25. FS WV HU D6 ZO IT OX IR RC TI ••• 

26. QD BP TO GS TL PH FI EO 1B SR.•• 

27. LV KB YG DC EO CD TB MD CM BX ••• 

28. i'S WV UZ OV FD OL XO SB IP PB ••• 

29. UP NT BI FY FG RO HZ QT PI OP ••• 

30. HZ SF WD NQ DP NQ ZO U IR XR ••• 

31. HU BX XY BU LO WZ PD CR RL ZB ••• 

32. BK PG UZ OV UB ZQ FR LP ET EA ••• 

33. HT ZtJ DH IE UC ZU CS KU EO TC ••• 

34. AH IG IT BV EA VF PT AK NZ ZU ••• 

35. NM WV OV SP OX BG OZ YK SC RC •• • 
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36. BR IB HE AM BU DA ox YD IM av ••• 

37. BK m :tiC vs OE XB GE XO ~ PN ••• 

38. GL WV YG DC EO CD BL ZD zo FL. •• 

39. GL AQ SN FY BI cu NZ LC KP PK ••• 

4o. LQ KZ uo RO BI CT NZ KB BW TX.•• 

Prom the repetitive phenomena observed, it is concluded that the mssages 
are 1n flush depth; i.e., each column represents a digrapbic "monoal.pha-
bet". 

b. Abridged digraphic distributiona are now Ede far the first few 
cligraPbic columns; these are sbovn below: 

l. A B C D B F G B I J K L M N 0 P j B S T U V W X Y Z 
BS stkd Q Av bl 

B SLKG Q TV D N 
Z V T P 
K Q M 
A 
K 
K 
u 
B 
B 
K 
z 
u 
K 
K 

2. A B C D E F G H I J K L M N 0 P Q B S T U V W X Y Z 
QPI Z VB BK KYN FGOYN U 

D Z VF BK T B F N F 
XG B G V U 

G Z V 
B V 

v 

3. A B C D B P G H I J K L M N 0 P Q B S T U V W X Y Z 
RHM KT FCTVG ONOZYDYGL 

UO E F B V T Z E G 
IM V U 0 D G 
HI C 

0 
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i,.. ABCDEFGHIJKLMNOPQRSTUVWXYZ 
MUOI YSDG UCV TGO Z FU 

VNS Y FC QV CPO S 
QC I C C 0 

C I C 0 
0 

5. A B C D E F G B I J K L M N 0 P Q R S T U V W X Y Z 
UOEORTIH OZGBGB MACZ 0 
ITPARTIT F LBD 

OD X TD 
G I B 

c 

Bote is taken of' the high frequency digraphs in the colWllD8 1 and also of' 
the reversible digraphs. What follows now is a brief' synopsis of' the 
initial entries into the problem. In col. 1 1 BKc, with 8 occurrences,, is 
in all probability REo. Next, ve stud.1' the tetragraphic repetition CO ro 
in Msg #14 and 21, and the repetition IG W.N CM m in #1 and 15; it is 
assUMd that these represent Tl ON and DI VI SI ON, respectively. Msg 
#32 is now assumed to beiin with the word .RE GI ME NT, which would make 
II> VE ME NT in '/128. In f38, ve have GL WV • FI VB; in #27 ve have LY KB 
• YO UR and in #6 we have tJY ICH IJ' • FO UR TH. The 8-letter repetition 
between 16 and *22 is assumed to be DI VI SI ON; Mag 12 now appears to 
begin with the word RE FE BB NC EI which DBkes #8 RE FE RX RI NG ro. The 
initial word in /,.'-22. is assumed to be WH EN, and in #3, RE IN FO RC EM EN '1'6. 

c. At this point the vork sheet vi th the assumptions entered will 
now look as f'ollova: 

l 2 3 4 5 6 1 8 9 10 

1. IG wn CM m SM WT LK ET RA LN ••• 
DI VI SI °', 

2. BK HV m RT MZ BF YO DR IM av ••• 
REFERENCE 

3. me CI NT IG OE OL FC me PI FP ••• 
RED FO RC IMEN TS 

4. BS UO RO CO FR DF EN ZO AB UV ••• 

5. LQ IB VY ClJ IH FG Z?I ZD ZO FL ••• 
NO 

6. OV KH IJ' RC GT TU NZ BG MT YV ••• 
10 UR TH DI VI SI ON 

7. BZ SF WD CQ QE YU VO PI CA AI ••• 

8. me HV PG IC CO DG RM NS EA XD ••• 
RE FE RX RI :NG 1'0 

9. BA P.N WE ZU VZ NG IR OZ HT OE ••• 

10. NM IF BK RC CT FR FQ EO PI m ••• 
DI 
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u. HK LK ZL lF VD UC OD 1S AB CI ••• 
RE 

12. NT zu NB FY or ZL RG IR PI xv ••• 

13. U.N FZ BH NC UC zu cs IX DZ cz ••• 

14. QP PB co TO DB uo zo BX TE NE ••• 
TI ON 

15. IG WN CM TO NG BM q,l UE NQ MP ••• 
DI VI SI ON 

16. me LK CI MU VD UC OD TS BX sv ••• 
BE 

17. HU CD AR n HI cu NZ UT EL UE. •• 
ON 

18. ov KB u SG IT EO IZ KB SD SL ••• 
FO UR T'd RE GI ME NT 

19. UH ~ BU DY TA LO LI uz NT M. •• 
NE 

20. BR ZF RT vz FR MS RQ TV AK KT ••• 

21. BR IG co TO UB zo KI ZL TO xo ••• 
TI ON 

22. TD VY MC RC GT TU NZ QC LD OD •• • 
WB EN IS DI VI SI ON 

23. LQ OY LV BD PG .AW PI EO BV sx ••• 

24. BK IK PV lD' UT IM IR GN CA CK ••• 
RE 

25. FS WV NU DS zo IT ox IR RC TI ••• 
MO VE 

26. QD BP TO GS TL PH FI EO TS SR ••• 
ER 

27. LV KB YG DC EO CD TB MD CM BX ••• 
YO UR RI GI ME NT 

28. FS WV uz ov FD OL XO SB IP PR ••• 
MO VB Mi :NT EN 

29. UP NT BI n 1G RO BZ QT PI OP ••• 

30. BZ SI' WD NQ DP NQ zo u IR xa ••• 

31. HU BX XX' BU LO wz PD CR RL ZB ••• 

32. BK PG uz ov UB ZQ I'll LP B'l' BA. ••• 
Bl GI ME NT 

33. .NT m BK NC UC zu cs KU BO ~ ... 
.. 

34.. AB IG IT BV EA VP PT AK NZ zu ••• 
35. BM WV ov SP ox BG oz YK SC RC ••• 

VE 
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36. BR IB HI .AM BU DA ox YD IM ov ••• 

37. BK m NC vs OB XB GE XO oz PN ••• 
RB EM 

38. GL WV YG DC BO CD RL ZD zo FL ••• 
FI VE Bi GI ME NT s 

39. GL AQ SN n BI cu NZ LC KP PK ••• 
FI ON 

4o. LQ KZ uo RO BI CT NZ KB Ill TX ••• 
OH 

In the course ot experimentiag with the -partial reconstruction of the 
Pl.aytair squares tor each cul.UDm, we a:re able to determine that, in col. 
4, COc • Tlp, CNc • '1Bp1 NCc • RTp1 DSc • -Rp1 VSc • &Np, and ROc • Nlp• 
'lbese recoveries facilitate turther assumptions, and in reasonably short 
order we would have our work sheet lookiag like this: 

1 2 3 4 5 6 7 8 9 10 

1. IG WN CM 'ro SM WT LK ET RA LN ••• 
DI VI Sl ON 

2. HK RV YG RT MZ EF YO DR DI ov ••• 
RE FE RE NC E 

3. BK CI NT IG OE OL FC NX PI "l'P ••• 
RE IN FO RC • EN TS 

4. BS uo RO co FR DF • zo AB uv ••• 
TI 

5. LQ IB VY CR Ill lG ZN ZD zo PL ••• 
m NO 

6. ov KH u RC GT 'ru NZ RG MT YV ••• 
FO UR TH DI VI SI ON 

7. HZ SF WD CQ QB YU VO PI CA AI ••• 

8. HK RV PG IC co DG RM NS EA XD ••• 
RE FB RX RI NG TO 

9. HA PN WB zu vz NG IR oz HT OE.•• 

10. NM IF HK RC CT FR FQ EO PI MG ••• 
SE ND AD DI TI ON AL 

11. me LK ZL Yr VD UC OD 'lB AB CI ••• 
RB QU IS TA RT IL LI RY 

12. BT zu .NB Fr OF ZL RG IR PI xv ••• 
EN DI yp AT RO L 

13. UN FL BH NC UC zu cs IX DZ cz ••• 
BE AV YA RT IL LB RY 

14. QP PB co 'l'O DE uo zo BX m D ••• 
PO SI Tl ON 

15. IG WH CM TO NG BM CJI UE NQ NP ••• 
DI VI SI ON 
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16. HK LK CI MU VD UC OD 'm BX sv ••• 
RE QU IR BA RT IL LE RY 

17. IRJ CD AR FY HI cu !IZ UT EL UE ••• 
TH IR DB AT TA LI Oi.J 

18. av KB LF SG IT EO IZ KB SD SL ••• 
FO UR TB RE GI ME NT 

19. UN FZ BU DY TA LO LI uz NT AT.•• 
BE AV y IE 

20. HR ZF RT vz FR MS RQ 1U AK KT •• • 
AD VA NC E 

21. HR IG co TO UB zo Kl ZL 'ro xo ••• 
AD DI Tl ON AL 

22. TD VI MC RC GT TU NZ QC LD OD ••• 
WH EN IS DI VI SI ow 

23. LQ OY LV HD PG NA Pl EO BV sx ••• 

2Ja.. me HK N BF UT Ill IR G.N CA CK ••• 
RE co NX NA IS SA NC E 

25. FS WV NU DS zo IT ox IR RC TI ••• 
MO VI YO UR 

26. QD BP 'ro GS in. PH P'I BO TS SB.•• 
PR IS ON ER 

27. LV KII YG DC BO CD 'm MD CM BX.•• 
YO UR .RE GI Mi NT 

28. FS WV uz ov FD OL XO SB IP ~ ... 
MO VE ME t~T OF Er~ F.M I 

29. UP NT BI n FG RO HZ QT PI OP ••• 
IN FO RM AT IO N 

30. DZ SF WD NQ DP NQ zo LF IR XR ••• 

31. HU BX XI BU LO wz PD CR RL ZB ••• 

32. BK PG uz ov UB ZQ FH LP ET EA ••• 
RE GI ME NT AL 

33. NT zu Bil :NC UC zu cs KU BO TC ••• 
EN DI YA RT IL LE RY 

34. AH IG IT BV EA VF PT AK NZ zu ••• 
RA DI 0 

35. ItM WV av SP ox BG oz nc SC RC ••• 
SE VE N 

36. BR IB HI AM BU DA ox m IM ov ••• 

37. BK m NC vs OE XB GE XO oz PN. • • 
RE PO RT D EM y 

38. GL WV YG DC m CD RL ZD zo FL ••• 
FI VE RE GI ME NT s 

39. GL AQ SN n BI cu NZ LC KP PK •• • 
FI HS TB AT Tl LI ON 

i.o. LQ KZ uo RO BI CT NZ KB :ew ~ ... 
NI ON 
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d. With so many plain-cipher equivalencies per column, reconstruction 
ot the squares will be a very easy matter. The squares as rccoverttd tor 
the f'irst three columns are the following: 

FGKME ZEVWX DKAHF 
OPQSN AHFDR RPBYN 
vw T B Y ll I C I MUO 
YDRAH MUOGK c S L 'l' 
LI u SLTP XZEV 

Square Bo. 1 Square lo. 2 Square No. 3 

Square Ifo. l ia recognized as contair.lng a keyword-mixed sequence, so this 
square is rewritten in its original form, with the missing letters filled 
in. It is noticed that three of the columns of square Ho. 1 are camon to 
square No. 2, and that three of the columns of' this latter square are com­
mon to square No. 3; these three squares are therefore rewritten as follows: 

HYDRA DRAHF AHFDK 
ULICB ICBYN BYNRP 
EFGKM GKMUO MUOI 
NOPQS PQSL'I' SL'l'C 
TVWXZ WXZEV ZEV x 

Square Bo. 1 Square llo. 2 Square Bo. 3 

A f'ew moments' inspection will now reveal the relationships a.mong the three 
aqua.res; each succeeding square is derived trom its predecessor by petimuting 
two columns at a time, as demonstrated in subpar. 91!:,• Since we noW" know 
the method of aqua.re generation, we m.y read any message in its entirety 
without further ado after ve have generated the pertinent band of Playf'air 
aqua.res. 

e. The foregoing systemvas fairly easy to solve because of its pro­
gressive 1, 2, 3 ••• se1ection of the Play:f'air squares tram the band. If 
the order of square selection had been different, say in a scrambled order 
ot 25 squares as treated in subpa.r. 91!,, it would probably have been neces­
sary to make entries in quite a few columns in order to reconstruct enO'.igh 
partial squares before we would have been able to see any relationships 
among the squares. 

r. Once the Playfa.ir band hus been recovered, a message startin!J at 
a~ arbitrary point in the band ma.y ot course be read, since one ot the 25 
possible trials will yield pl.ain text. It the S91lle band conttnues to be 
used, but there is employed an unknmm mixed sequence to govern the pro­
gression ot enciphering squares, then a modification of the generatrix 
method is he1•e applicabl'!. For example, let us coosider the followiniJ cryp­
togra.'ll, knawn to have been enciphered with the Pl.aytair band Just recovered, 
but vtth an 1=.nknawn 25-element progression: 

RQ CP CI IT rP CL ZL GP TD GH SC XW RQ XV El 
Di ZC Ill ZW HS PY BT WM KY Q1) TF :NI UX XY FG 
DI Pl MT VG VY 
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'l'be procedure bere is to complete the "pJ.ain component (digraphic) sequence" 
from the cipher digraphs b7 deciphering each clisr..,!.t>h successive~ through 
all 25 aqua.res• Por !!:MPle 1 the ti.rat c11graph RQa. represents XKp in 
aqua.res l'fo. 1 and 2, Pip in squares Bo. 3 and i.., Dp in square lo. 5, etc. 
Tbe compl.ete gen.eratrix diagram for the first ten digraphs is the following: 

.. .. 
RQ CP CI IT TP CL ZL GP 'm GB ••• 

1. XK IQ IL uw WN IU VB IG WB ED 
llC - FB IG UD' 2. IQ ll IP LT IQ 'PF 

3. PI WR IR oc WI 'lB lB ii er BD 

"'· PI WR IR oc Wli ZI IB XR er iii 
5. WI QT m GI DT :NB Li XT DS Ml' 
6. BO BC m GI AC RY iS QC DS qi 
7. P6 RC m GI AC SG Fc5' QC FV QV 
8. HO QI AC CIC HI OM :ro HQ SA BV 
9. iO QI AC CK HI OI XO BQ Ill BV -10. 1.£ QT Bl 1lf lr.l' RY DR HQ SA BV 

u. YK ~ RI • ft RY DR :ew SA BY 
12. n. HT DO 08 ZT BO BK lll SC BI 
13. n. BO BQ BS AT ii' RIC OM SA OI 
14. JI( BO YU Bl AT' BY me BS XA ur 
15. n. RY YU MQ Zi RO BT MN QK UF 
16. n. TH QI MQ ZM WT' B'r ZH QK Fl 
17. TB D zr TQ DQ WY CY MN BT n 
18. ZS D zr TQ DQ VI VQ MN iT n 
19. HO ST 'l!f FH CT SP WC MC Pi QX 
20. ii5' Yi TB PH II WG KG MN WB QX 
21. m MN QN PH II (I( WC IS WB DA 
22. JI) D YU BP NT OY WC rs BM MR 
23. IC D YU IP ft RY DC lV WH BD 
24. CK yz YM iP ZT RY WC 1W WE iiL 
25. CK DM DQ uw WI IQ VQ IG WH BD 

By reading various levels of tbe generatrix diagram, it -.y be seen that 
the message begins ''HOSTILE PATROL smimm ••• II 

I.• It Y1ll be note~that~ equivalency CP0 • iTp is unique to 
square Bo. 19, &Dd that Cle • ILp is unique to square No. l; therefore 
these squares '111&'1 be ruled out as key squares for any otber positions 
along the CfCle Of 25. The multiple keys for tbe first 10 digraphs are 
as follows : 

C: RQ CP CI IT TP CL ZL GP 'm GH ••• 
P: HO ST IL EP AT RO IB IG BT ED 

6 19 1 22 13 12 4 2 17 3 
8 23 14 15 5 25 18 23 
9 6 25 

20 
22 
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The first 10 keya might be DBde unique by collBiclering the decipherments 
of' the cipher digraphs in the next crcle. Since ve have limited the possi­
ble keJS in the foregoing diagram, only those keJS come into question in 
the correspoDding positions of the next cycle. The decipherments, there­
fore, of' the digraphs in the next cycle are as f'ollovs: 

1. 
2. 
3. 
Ji.. 
5. 
6. 
7. 
8. 
9. 

10. 
u. 
12. 
13· 
14. 
15. 
16. 
17. 
18. 
19. 
20. 
21. 
22. 
23. 
24. 
25. 

Tl II UlC XI FG DI Pi MT VG VY 
• ••••••• CT -• ••••••••••••••••••••••••••• 08 -. ................................... .. 
••••••••••••••••••••••••IX 
•••••••••••••••••••••••• 'lV -!!!••••••••••••••••••••••CB 

BlC 
VA 

••••••••••••••••••••IX -•••••••••••••••• (11 
• ••••••••••••••• 18 -••••••••••••••••••••YQ 

••••••••••••••••••••••••••••••••BV 
• ••••••••••••••••••••••••••••••• IC 
• •• ·Y!a 
FI 

Pll •••••••••• IO -••••••••••••YR••••••••••••••••••••••pp 

••••••••••••••••••••••••••••IZ •••••• OV 

The plain text revealed, " ••• DJ UB CT IO NS IX 'lV al IV EN", is in this 
case found in unique squares, so the ummbiguous keJ tor the first 10 posi­
tions is found to be 6 19 1 22 14 12 5 2 17 3. When the rest of the plain 
text is solved, it v1ll be found that of the remining 15 col'UDID8, all but 
4 will yield unique keys; if' we bad available auother ••sage or two, the 
ambiguity could t>r0babl7 be removed f'rom the 4 ambiguous colWDD8. 

9't. Ana.lyais of' other types of' periodic dig;ral?hic syate•·--!,• Since 
there is a plethora of' possible basic d1graphic ayste• Wllich ._., be used 
in con3unction vi th a pol.yalpbabetic scheme, each case v1ll present dif'ter­
ent aspects in its solution, depending 011 what m;r be kDovn initially about 
the system, and what phenomena are uncovered and recognized during the pro­
cess of solution. A sufficient volume of' tratf'ic, plus the inevitable 
cryptanalytic breaks which my be expected to occur in the course of' the 
use and misuse of' the system, are the deciding factors f'or successtul. solu­
tion. 
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!!.• In a &)'lltem auch a.a that illustrated in Pig. 128, once the p1riod 
ha.a been &tte:rmlned by t&ctoring (vith perhaps the digra.phic + teat being 
used to prove the period), plaintext a.aawaptiona in tbe •••ages would be 
recorded initia.lq in several skeleton 26x26 •trices, one f'or ea.ch colum 
of the period, until enough data have accumulated to perm1.t the revelation 
of the relationships latent amng the •trices am. IUll)llg the aeta of co­
orclinates. lf the cmapoaition of the interior of' the mtrix were known, 
nen a single crib of moderate length :might sutn.ce to estab1iah enough 
Tal.uea in tba sliding coortina.tes wbichvoul.d result in turtber a.u~tic 
cleceyptiona and rapid campl.etion of the solution. 

!:. • In thoae digraphic ayateJllll wh1.ch ;rield trinams for the ci-pher­
text equiTBl.enta tor plaintext digrapba, the primry cipher text :might be 
aubJected to enciphermnt bJ a cJClic ad.ditin a.a a •a.ns ot increasing the 
securit1 of the s19tem. For example, the basic system might incorporate a 
•trix auch a.a that illustrated in Fig. 132, belav:ll 

·~ 
IJ up I T E RAB c D F G HK l MN 0 Q s v w x y z I 

v DOl oae 003 cm 005 006 DOT 008 00!1 Cll.O Oll. Dl2 013 m.i. 015 Cll.6 017 018 Ol9 OIO Clll Clli!2 023 • CXl5 Cl26 

E cer Olll Clll!I 030 031 031 033 113' 035 036 on 038 03!1 * °'1. Olla ~3 °"' ~ oll6 ~T °'8 ~ 050 051 0'2 

N 053 o~ °" 0'6 05'f 058 0'9 CEiO 061. o6ll o63 ~ 065 066 067 a68 o6!I O'IO O'fl. Cl'lll 073 GTlo 075 016 arr 11'!8 

u OT!I 080 oB1 alll! oB3 -CJ85 Oll6 OllT Oll8 o8!I O!ID ca O!ll O!l3 -095 096 0!7f 11!111 O!l!I lOO 101 10I 1113 ~ 

s 1115 106 1117 108 111!1 110 ll1 1l2 llJ lull 115 116 117 1lB l1SI 1811 111 1111 l.13 lM 12.5 l.16 lll'I' 11111 l.19 130 

A 131 lJll 133 l3' JJ5 JJfi JJT JJ8 JJ!I 1'0 w. HI "3 ~ "' l'6 "T "8 ~ 150 151 l'2 153 ~ 155 1'6 

B 157 158 159 160 l6l. 1'11 l63 lA 165 166 167 168 169 170 171 1'12 173 l~ 175 l"/6 177 1'18 179 180 181 l8I 

c 1113 .la l.85 lllti lB7 llllE 189 190 191 lSI! 193 -195 l96 1!7r 198 19!1 2llO ICll -203 -ID5 ID& IDT IDB 

D ID!I llO Ill: 212 113 m 115 216 21.T IDB IDS 2ID 221. 11111 113 IM 1!85 lllil6 1111!'1' 21!8 l!l!9 230 131 231 233 2~ 

F 23' 236 237 2311 239 Mo * ... M3 '" .,., llli6 MT MB M!I 2511 1151 .,. 253 ~ .,, 2'6 157 2'11 1159 ll60 

G ll6l 1611 1163 • 165 1166 167 11158 1169 2'IO 2'11 I'll 273 17i. l'l'5 216 irrr 1178 IT9 l!llO 1!81 1111 11113 • 11115 21!6 

H 1117 1!88 11119 2911 ll9l 11911 293 -2515 1196 29l ass 251!1 ]OD llCll 3'lR 303 -3D5 306 301 3DB 309 3111 3l1 312 

I 313 3" 315 316 317 318 3l9 3llD 31!1 311 313 -31, 3116 ,,,., ]18 319 33D 331 331 333 ~ 335 Di 337 338 

J 339 3liO "' 
,.. ~3 3"" ~ 3li6 ~T 3MI ,,., 350 351 3'2 3'3 3~ 3'5 3'6 357 358 3'9 3611 361 -363 -K 365 3fi6 367 368 ~ 3'IO 3'fl 3'111 373 n' 37, 316 m 3'18 379 3llO 3111 3111! 3113 -~ 3116 3117 3811 311!1 390 

l ,. 3lllll 393 3gr. 39' 396 3!7r 3S8 3!1!1 liOO li01 -~3 lioi. ~5 ll06 

"°" 
~ q lilo liU. Im "13 """ "'15 '16 
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Figure 132. 

11 For another type of tnnome-d!graphic system, see subpar. 6~, in Military Cryptanalyucs, Part I. 
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Such an adclitive-enciphered digraphic syatea could pose cODSiclerable ob­
atac1es in the way of crypta.Dal.781s; nevertheless, given enough traffic, 
8DCl given enough special circU11111tancea vhich, as the student baa ccm to 
appreciate, are inevitable vben &D7 a111t• is used aamg a group of corre­
spondents over a period of' tim, solution ot such a a111tem bJ a atatt of' 
ezpert and trained crntanal.78ta is oDl7 a •tter of' tim and 1abor. If' 
the •trix and its coordinates become lmcnm, either through camprmiae or 
'bJ' anal.7tical reconstruction, then a crib attack is an easy entl"Y' into 
vbat vou1cl otherwise be a very difficult &JB'tm. 

95. .Addi tioaal remarks. --a. The question ot Magn~ia and recogni­
tion of periOdic dlsre.Phic s;ystima baa been toucbecl on rather lightly in 
our discussion thus tar. It w1ll be helpful to illustrate aom general 
concepts which might f'acilitate the iclsntif'ication ot this f'am1l.7 of' sys­
tems. 

(1) Let us suppose a bJpothetical •111tem, in vtd.ch tour 4-aquare 
•trices a:re used in succession in a ••sage. 'l'bat is, the lat, 5th, 9th ••• 
digraphs are enciphered vi th Matrix Bo. l; the 24, 6th, 10th ••• cl:l.grapbs 
are enciphered with Matrix Bo. 2; etc. This E1' be diagruaecl as tollon, 
vbere the ligatures clsaignate the letters enciphered digraph1call7: 

...... --- .............. eeeeeeee 

The characteristics of' such a a;ystemvoul.4 be: (a) the absence of one 
letter, usual.ly J, in the traf'f'ic; (b) the presence of' cyclical. -pbenomeaa 
in the polygraphic repetitions present that voul.4 indicate a period of' 8; 
(c) the general inadequacy of' the monograph1c + teats f'or the 8 distribu­
tion&, includiy an insuf'ficiency tor the mat part in the expected number 
of' blanks; (d) the prevaJ.ence of repetitions of' an even number of' letters, 
vhich repetitions vouJ.d begin f'or the moat }1&l't in al.pbabeta 1, 3, 5, and 
7, &Del would have the tanclsncy to encl in alphabets 2, 4, 6, and 8; (e) good 
results in digraphic distributions, when the di.graphic + teat is applied to 
the pairs 1-2, 3-4, 5-6, and 7-8, and poor results vben the teat 18 applied 
to the pairs 2-3, Ja.-5, 6-7, and 8-1; and (f') negative results when the di­
graphic 1- test is applied, shoving that the four digraphic enciphermnta 
a:re cryptogra-phi~ nonhomogeD80US. 

(2) Bow let us conaiclsr what would bappm if, inataa4 ot the digraphic 
encipherment of' successive -pairs of' letters, SCllllB other type of pairing is 
used, such as one ot the f'oll.ow1ng ex811P].ea: 

Case a: me 8TI 8 - - ._____. ..____. 

9.!!!. !!.= e e -e=fi"e L8 

2!!!. != ? t i79e ' T 
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Whan caunta are -.ae on the digraphs composed of enciphered adjacent letters 
of plain text, aa in the emmpl.e in the vreceding subparagraph, the d1graphic 
IC p is .0069,; 1t is this constant vbich will be usecl 1n the digraphic t and 't. 
tests as a measure of tbe relative •d1graph1city" of the cipher text.12 If, 
however, the pl.a1ntext elements which are d1graphic~ enciphered are not 
adJacent letters in rmming plain text but are w1deb separated, then thtt 
digraphs thus tormd do not follow the frequency of English pla1ntext di­
graphs, but iDSteacl depend upon the woduct of the in41Y1.dual. probabilities 
of .lagl.ish plaintext letters, ao that our Mp_ ~n this inatance vill be the 
squ&l"e of the mnographic tcp, (.o667)2 • .OOJl.4. ibis &BE constant, .oo44, 
vould be true 1n any cligraph:lc enc1pherment of a more or leas randoa asaort­
mant of letters taken frDll a population baY1.ng the probabilities of Bnglish 
pl.a1ntext letters; thus it appl.iea to a digra.phic enciphermnt ot a trans­
position cipher, or the enciphermant of the vertical pairs in a periodic 
"aer1at1on" such aa in the follow1ng enmpla:lS 

(BUMBB 

R ••• 

The highest frequency ~apb. 2t, the UD1 ta thus tormd would be .lip; next 
would be tbe digraphs BT,, and mp; and ao on, in aeacencliag order of the 
products of the probabilities ot the incl1vidual letters composing tbe d.1-
grapha.14 

(3) In caaa !_,, above, the cligraph:lc ltp vould be leas tbaD .oo69, but 
higher than .C>OJM., since the treqwmciea ot repeated trigrapha in Bngliah 
pl.a.in text govern an att1D1t7, of combination for certain letters vith others; 
e.g., the frequent trigrapbs Btf]p, IOBp, .ABDpL..DGu..,_ •• •.,!.111..!ntl.uence tha 
bigher probabilitJ' of the aepa.rated cligrapha Eit, D"p, ADp, IGp, etc. In 
caae }!, however, the cl:lgraphic "P vould be .ooli4; and in case s_, vbereaa 
the Kp of the digraphs 1..8 and 2-7 vould be .oo44, the Kp of the digrapb 
3-6 vouJ.c1 theoreticall.7 be a abaae above .oo44 (a ref11181118Dt 1Dlliat1ngu1sh­
able in actual practice), vb1le the cligraph 4-5 voulcl of course bave a ic p 
ot .oo69. 

(4) It tollan, then,, that giftn enough •terial, the digra-ph1c • 
teat my be used to diagnose a periodic cligraphic cipher, to include the 
-.rmer of pairing the pl.aintext letters to vroduce the cipher cligrapha. 
IUrtharmore 1 the digrapbic % teat my be employed to discover vbethar all 
tbe digraphic encipherments are cryptograph:l~ unique, or whether the 
&lllM digrapbic treatment baa been applied to more tllan om pairing in the 

12 The Kr constant is the reciprocal of the number of elements pomble in the distribution, thus rhe usual 

value for the dfgraphic tc.r is 6~6 = .00148. Jn the case of systems employing 4-square or 2·square matrices, 
1 . 1 

rhe IC.r is 625 = .00160; if the system employed Playfau squares, the digraplllc Mr is 600 = .00167, since 

doubled letten are usually excluded m this cipher: 
13 In tins example, having a senab.on interval of 5, if the last block of 10 letters weie incomplete, 1t would 

be padded by enough nulls to permit the encipherment of the five vertical digraphs. 

14 The solutJ.OD. of systems such as the one just described Wlll be taken up in Military Cryptanalytics, Part IV. 
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periodic digraphic system. A resume of the tormuJ.as uaed in digraphic 
analysis is given belov. When the digrapha are compoaed of enciphered 
acJJacent letters, 

2tp • .Oo69K(R-l) 

2+r • .0015B(B-l) 

2 xm •• 0069R1'2 

2 X m • .OOl5B1B2 

Par digraphs composed of enciphered &epa?'ated letters, 

2tp :!: .0044lf (1-1) 

2tr • .0015N(R-l) 

2 l m '!: • ooll.lal'i 52 

2 X m • .00l.51f1!e 

(5) A rather important consideration that my be onrlaokecl or for­
gotten b7 the student of Cl"TPtanalytics, is that the t teats on the initial 
and final letters of a digraphic substitution empl.O)'ing 4-aquare, 2-aquare, 
or Pl.aytair •trices are far from being random distributions. Since these 
•trices E.oduc..!. ~a Et1ally digraphic enciphermant,15 then the encipber­
manta of BNp, BRp, Ep, ~·.. may result in a aeries of cipher digraphs in 
which the Bp has been enciptia:red more or leas monoalphabetically. Bovever, 
the uae of a veil-constructed 26x26 table v1ll. J"iel.cl a di.graphic encit>her­
mant wherein the uniliteral frequency distributions of the initial letters 
and final letters have randOlll cbaracteristics. 

(6) Some vertinent ob&en'ations -.y be -.de here :regarding repetitive 
phenomna in cases such u !_, !,, and s. of aubpa.r. (2), abon. In case ~ 
repetitions will begin eedomlmmtll in alt>habets 1 and 5, and encl in alpha­
bets Js. and 8; in case '!!,, repetitions v1ll usually' begin in alphabet 1 and 
encl JJ.keviae in alphabet 8; and in case s_, the c1811neationa of the repeti­
tions v1ll. either be from alphabet l. to al-phabet 8, or alphabet 2 to al-pha­
bet 7, or alphabet 3 to alphabet 6. Diua, causal tetra.graphic :repetitions 
are possible in case a in the first four or last four letters, and tetra­
graphic re-petitiom are also possible in case c in the middle tour letters; 
but in case !,, causal tetra.graphic :repeti tiODS ""have been ettectiYe~ sup­
pressed. 

b. It might be of interest to point out that periodic cryptoaystem 
haft been constructedvhicb contain intend.xturea of monographic and di­
s:r&t>bic treatment, uaual.17 for the purpose of achieving a 11compl.exit7" in 
the cryptographic system and thereby defeating eneJllY cryptanal)'Bis. Such 
poor aubtertuges are--u we have .1uat said--poor; nevertheless, s1•11ar ideu 
are sometilles encountered in examples of poor Cl"TPtogra~. ibe monographic 
enciphermants in these &)'Stems might be unilite:r&l. in form, or biliter&l.; 
and in the latter case, the tvo cit>her elements concerned might be adJacent 
elements in the cipher text, or separated in the cycl.e of a period-length-­
as another cryptographic trick to deter Cl"TPtanal)'Bis. 

l5 Cf. subpar. 68~, Milltary ~ryptanalyttcs, Part I. 

339 



REF ID:A64554 

c. Die superimposition ot •saagea enciphered in periodic d.igr&phic 
s71teiiis is accomplished generaJ.q in the same -.rmer as is the cue vith 
monogra;phic ciphers, i.e. , aligning the messages by means ot known indica­
tors, or Juxtaposing •aaagea so that long ~graphic repetitions present 
are exactly superimposed. In acldition, long messages might be correctly 
auperilllpoaed by •ans ot a modification ot the kappa teat; this teat vill 
be treated in the next chapter. 

i 
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96· Miscellaneous priodic pglyalphabetic systems.--!_. In all the 
a;ratem treated thus tar in thia text, each alphabet vaa used succeaaivel.y 
to encipher aucceaaive single plaintext elements, mnogra:pbic or d1grapb1c. 
There is no reason, honver, vh;r each alphabet might not be used to encipher 
2, 3, or mre aucceaaive letters at a U..; this baa the a-pparent effect of 
cloubling, tripling, or n-tupling the length of the flmd••ntal period, but 
at the expense of a corresponding reduction in the crntosraphic aecurit;r 
ot the a:rstea. 

~· As an emmple ot such a a711tem., we -.y cite tbat uaed b;r the 
RussiaDa during World War I and kDOVD in cryptologic literature as the 
"Sprungchittre"; this is illustrated in Pig. 133, beJ.av:I 

Figure 133· 

(1) Thia basical.17 ia a dincme-for-letter aubatitution ¥1th 8 random, 
unrelated alpbabeta,2 uaed in conJunction ¥1th a special indicator procedure. 
Tiie encipberins clerk begins bis •••age with a 5-cligit "stutter" group 
chosen at random, such as ~' which indicates haw mDJ' conaecutin plain­
text letters are to be enciphered b;r each alphabet. Be then enciphers the 
tirat tour letters (it Jt.44Jl.4 ia the indicator) vi th the alphabet labeled 
"l", after which be enciphers tbe next tour letters v1 th alphabet "2", and 
so on, repeating tbe cycle after alphabet "8" 1a used. At any point durins 
the encipherment after a bl.ock o'f letters (in this case, 4) baa been en­
crypted, the clerk might introduce a new stutter group, such as 66666, which 
voulcl 1D41.cate that each alphabet from DOV' on (vithout disturbing the se­
quence ot alphabets) will be uaed to encipher~ conaecutiYe plaintext 

1 The matnx illustrated and a description of the cryptography of the sysmm weze taken from Andreas Fig!, 
Systeme des Clu.ffrierens, Graz, 19'i6, pp. 84-85 and Appendix 19. 

2 The dinomes in the cipher components did not 10clude lhe digit O, nor were there any doublets such as 
11, 22, etc. 
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letters. ~ final cipher tut vaa tr&DBmitted in 5-cligit groups. For 
decipherment, a separate deciphering table vaa neceas&17. 

(2) Changes of ke111 in this a111tea vere effected •re17 b7 changing 
the clesignationa of the 8 alpha.beta, the basic •trix re-.i.ning t1Xed f'or 
a conaiclerab1e period; in tact, accorcling to official Garan historical 
records, the randam. cipher cmponents of' the mtrix seem to bave been 
changed only' twice during the lite of' this ceyptoaystem.3 

(3) The C?'J'Pt&nal111is of' this system is obvious. If the •trilc and 
detaila of' the system vere unknown, the study of' even a aml.l amunt of' 
trattic in the sBE keyvould establish the •aning of' tbe stutter inclica­
tor group, disclosing the basic -periocl1cit7 as 8 alphabets. Tbe general 
•thod of' attack. is then along the lines indicated in sub'par. 7 .. b. In this 
latter connection, va would be aided b7 the idiamorphis• which Vu1 mni­
teat themselves when a single alphabet is used to encipher several consecu­
tive plain text letters; the vorcl KOMJtlCCVl.Fi , f'or instance, will quite like~ 
yield an ABBA "P&ttern in the cipher if the indicator is 4.44114 or higher. 
Once the •trix becomes knaWD, nev al.pbabet ke111 my be recovered by a JIDdi­
fication of' the usual gemratrix •thod.4 

c. Tbe 4-J.evel dinom variant system illustrated in subpar. 58c of' 
Militiry CryptanaJ.ytica, Part I, leads itself to pol.Jal.pbabetic trea't.nt. 
The basic srstea, .. the student will recall, involves a •trix Vith a 25-
letter (Im.J) plain component, and four cipher sequences consisting of 2' 
dinomes each (in norm.l numrical. order, Ol.-25, 26-50, 51 .. 75, and 76-00). 
These sequences, aligned according to a specific key, constitute a •trix 
providing tour cipher equiftlenta for each pl.aintext letter. 

(1) In Pig. 134, belav, there is illustrated a polyal:phabetic m41-
t1cation of' this system.: 

A B C D B P G B U K L K I 0 P Q R S ! U V V l Y Z 
I 01 02 03 ~l /25 01 02 03 ~ 05 06 err oa 0910 111213v.1516111819 20 21 22 23 24\~ 

00< 47 lt8 49 50 26 27 28 29 30 31 32 33 34 3.5 36 37 38 39 Ji() Iii Iii 43 44 ,, 116tt....,1J-=7 .... 118....,4r-9--50~, 
-151-52-,,-54-=5;;;;;;;.5') }51 52 53 54 .55 56 .57 58 59 60 6i 62 63 64 6, 66 61 68 69 10 11 12 73 14 75 I 

l 76 Tr} )98 99 00 76 T1 78 T9 80 8J. 82 83 Bi. 85 86 87 88 89 90 91. SR 93 ~ 95 96 97} .... J98~99-00-.I 

Figure 134. 

8 Tins system, introduced toward the end of 1914, was so clumsy to use and caused so many requests 
for retransmfssions--because the Russians were often unable te read their own traff1c--that it was withdrawn 
even before the year was up. 1be Russians, unaccustomed to such comphcanons, reverted to the simple 
substitution ciphers ( ' ) they had previously been unog. 

4 We could even identify a particular alphabet from occurrences of cenain dinomes which aie unique 
in the matrix (such as, in Fig. 133, the dlnome 63 in alphabet "2" and 68 in alphabet "'I"), or from the 
ten different d1nomes which occur In only two of the alphabets (such as 15, occurlng in alphabets "3" and 
"5"). 

• 
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The f'our sequences are printed on sliding strips which are tree to allele 
iDdividual.17 in a tram against a norml plain component. The initial 
dinamea (01, 26, 51, 76) of' the stripe are here shown aliped to the 
letters B, B, A, D, reapectinlf, constituting tbe tirat apecitic k.e7. 
These stripe are now locked into place Vi.th respect to each other, and 
the entire campound strip ia lllOVed to provide a feature of' pol.Jalpba­
betici ty, controlled b7 a second apecitic k.e7. For instance, it the di­
aom 01 in tba now-tixed compouu4 strip vere aet aucceaaivel.J' against the 
letters B, A, S, K, B, T during the enciphermnt of' succeaai ve 'Pl&intext 
letters, ve will have a periodic pol.Jalphabetic substitution •J'Stell with 
variants. -

(2) 'l'be crntanalysis of this •111tem, too, is quite apparent. Vbat 
ve have f\mdamnt&ll.J' ia a repeating-ke7 a7atea with standard al'phabeta. 
Thia gives us at once the obv10\18 cue: f'actor tba •••age, cODYert the 
cipher letters ot each alpbet into their plain-component equivalents, 
and camplete the plain-component sequence. '!he particular atepa tor such 
a system. b&ve been treated in aubpe.ra. 6~-E. of M:llitaq Cmtanalytica, 
Part I. 

(3) It the alphabets had not been atanaard alphabets, the &t01"1 
would be quite dif'terent. l'ortuaate17, in such a cue the system vo\llcl 
becom crntogra-phical.lJ' pre1>0sterous, with the probable result that the 
ene.,.•a CrTPtocoms.Dications voulcl break down it auch a a79tem were in­
troduced. But nen if' such a system vi th Id.zed alphabets were used, the 
application of' the princit>J,ea expouncled in this text, al.Id ~availab111tJ" 
ot a reasonable amunt of trattic, would lead to solution, albeit laborious. 

d. Pol.1aJ.phabet1c &J'Stem have been encountered in which YOVel.s baYe 
been incipharecl b7 vowels, and ccmaommts 'bJ' conaoaants .s Thia feature 
uual.q bu been prompted far reasons of econom.y existing in once pre­
vailing telegraph COJllP&DJ' rates. !I.be foJ.loving sectional •trix 6 ia an 
example of a &J'Stea possessing the vowel-to-vowel feature: 

ABIOUYBCDFGHJKLMRPQRSTVWXZ 
VBIOAYQSTRBLCDFGHJKMPRVWXZ 
llOAYUNBLCDFGHJKMPRVWXZQST 
IOAYUECDPGBJKMPRVWXZQSTBBL 
OAYUBIGHJKMPRVWXZQSTBBLCDP 
AYUBIOKKPRVWXZQSTRBLCDFGKJ 
YUBIOABVVXZQSTBBLCDFGHJKNP 

Figure 135· 

Other sectional •trices 111.ght be constructed invhicb the cipher equiva­
lents tor plaint.ext vowels are cboaen from a group of six cipher letters. 

5 We have already seen an example of this In the system described in par. 76. 

6 A sectional mattlx is, as the term implies, a polyalphabetic substitution matrix with two or more 
distinct sections. The Pona table is an example of a sectional matrix, as is demonstrated by the equiva­
lent matnx illustrated in subpar. 23!., on p. 59. 
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In such a syat•, the plaintext letters ABIOUY, comprising ~ of the text, 
will be replaced bJ' the six new Towel-equivalents in question. 'l'b.e vonl­
equivalents can be picked out of the unillteral clistributiona on the basis 
ot their outstand1ag frequencies; and supporting evidence my be found in 
the "Towel-like" pi tiOD&l a-pacing of these letter• in the cipher text of 
a Cl'J'Ptogl"aa. Vbile we're on the subject ot sectional •trices, it might 
be •ntioaecl that •trices with 11Ult1ple sections are also possible, as 
exempJJ.tied 111 Pig.. 136, below: 

ABCDIPOHUKLMIOPQRSTUVWXYZ 
QUIST IOIAB LY CDP GHKMP RVVXZ 
UESTQ OIABI YCDPL HKMPG VWXZR 
BSTQU IABIO CD FLY KMPGB W :X Z R V 
STQUI ABIOI iDPLYC MPG BK XZRVW 
TQUBS BIOIA FLY CD PGBKM ZRVWX 

Figure 136. 

e. Perioclic CrJPto&79tema bave been encountered in which the al'pba­
bets U.ed conaisted of both direct standard and reversed standard alphabets. 
DJe rule governing the choice of one type or the other, might be based (1) 
OD tbe P091tion of the key letter in the repeating key (e.g., the odd lettera 
ot the key to be enciphered with direct standard alpbets, the even letters 
with reversed standard), or (2) OD the prity of tbe key letter in the nor­
ml alphabetical aequence (e.g., key letters 1n the AC.ml ••• family to be 
enciphered vith direct atandard, and key letters in the BDPHJ ••• tam:U.y to 
be enciphered with reversed standard alphabets). lump.lea such as these 
abould pose no difficulties; the principles of their C17Ptanal.7sia have 
been cOYered in Chapter 'IV. 

t. The student has seen that, when the cipher component in a period1c 
cipher is the normal sequence (or &D1' other known sequence), atchiag of 
the individual uniliteral frequency distributiona tor each alphabet is 
possible, reduciag the polyalpbabetic cryptogram to a monoal.phabetic ciphar.7 

.Rav let ua aaswm we have at band a particular periodic palyalphabetic 
cipher of' several hun4red letters, factoring to siX alphabets. We obaene 
tbat ve are able to slide the uniliteral. diatributiona tor al"Pllabeta l &Del 
2 to an excellent •tch, confirmed bJ' the X test; alphabets 3 and 4 are 
also slid to an excellent fit vith res'P'lct to each other; and likeviae alt>ha­
beta 5 and 6 are also slid to a correct atch. Yet it ia impossible to find 
a good •tch tar the three combined distributions, in spite of the tm"adoxi­
cal ta.ct that the cipher component must haw been tbe norml sequence to 
enable us to •tch !& diatributiona--at' all! The obvious explanation (which 
incidental.17 was tar from. obvious when this situation vu first encountered) 
is that the cipher canponenta tor tbe first two alphabets consisted of the 
norml sequence; the cipher components tor alphabets 3 and 4 consisted of 
a decimation of' the norml sequence; and the cipher components for alphabets 
S and 6 consisted ot a 41:tterent decilBtion of the norml sequence. (The 
plain camt>ODent was a m:l.xecl sequence.) Thia demonstrates to the student 

7 Cf. par. 36. 
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once again that he must al.va.ya keep an open mind in explaining phenomena, 
however "incongruous" or "ineXplicable" the)r my be. It is the "improba­
ble" system which my resist the efforts of the cryptanalyst, Wltil he 
casts aside preconceived ic!-'es fixes and rationalizes the causes of the 
manifestations present to reach an ul.ti•te solution. 8 

97. Periodic Baudot syste•·-""!.· In the previous text ve became 
ta.mtliar with the international. Baudot code used in teleprinter cormmmi­
cation.9 This code is reproduced for convenience in Fig. 137, below: 

UPPER I \\£ATt£R SYMBOLS • •o , 3 1- " . B II' -' . •t fl I 4n 5 7 CD 2 I 6 + - ( - ...... 
CASE I COMMUNICATIONS ? : $ 3 I a.£ 8 ' ( I • ~ 9 1' I 40 5 7 ; 2 I 6 • ll ( :1 ...... 

"1 
ii 

LOWER CASE A B C D E F G H I J K L M N 0 p 0 RS T U vw x y z !·~ II:!!! .... 
~ ... 

I •• •• • •• • • • •• •• •• , • • • •• •• • • • •• • • • • 
3 • • •• • •• •• • • • •• •• 
4 •• • •i• •• •• • • • • • •• 
5 • •• • • ••• • • • •• • • • 

Figure 137• 

There are ED1' mthods tor accomplishing the enceyption of teleprinter 
signals, ranging f'rom prim:ltive avitch1ng devices )'ielding nothing mre 
than a simple substitution, to systems involving complicated apparatus 
producing encrnted signal.a of great aecurit7. 

b. The first encrypted teleprinter s7atem was invented during World 
War I-by an .Amrican engineer, Gilbert s. Vernam, vho called it the "Ci-pher 
Printing Telegraph System. 11 Basically, the Vernam system incorporated a 
spec1ally prepared tape of random teleprinter characters used to key another 
tape containing the pl.ain text to be encrnted. The two tapes were fed into 
a "tape reader", and the impulses from these two tapes were combined b7 what 
is known as "enci'(>herment according to the Vernam rule", or, more simply, 
''Baudot addition." Tbat is, like impulses or baud& combine to form a "m.rk" 
(symbolized b7 +), whereas unlike impulses result in a "space" (symbolized 
by -) • Por example, if the character on the keying ta-pe is -++-1·- ( • C) and 
the character on the pl.ainte.xt message tape is++--- (•A), then the result 
b7 Bauclot addition is -+--+ (• L). Ot course, by a simple mcd1fication of 
the electrical circuit, the rule ot ac1dition could be changed to one where 
like baucla produce a apace ancl unlike baucla a mrk; but the general nature 
ot Ba.udot ad.d1 tion remina the aama. 

c. The Vernam system was designed originally to use a long ke)'ing tape 
ot at>P'roxinate~ 100 ,ooo characters. If the tape were actuall.J' ranclom and 
if it vere used only once (i.e., it no portion ot the tape were ever used 
for more than 0De JleSS&ge) I then the System vouJ.d impart &b&olUte Security 
to the traff'i.c. However, the practicability of production and distribution 

8 In this connecnon, the student would do well to spend 60 seconds In meditanon on the quotation from 
Aristotle on the back of the utle page of this text (from the~. i. 2. 9, 1253 !). 

9 At tlus point it u recommended that the student review the material covered 1n par. 56 of Military 
Cryptanalycics, Part I. 
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ot these tapes becomes quite a probla, especially it the trattic trans­
mitted is large in volume, and it there are a large number of correspollcl­
ents vho lllWlt 1Dtercamnnm1 cate in the system. Therefore Vernaa proposed 
that ~ k.e7 tapes in the form of continuous loopa be used together, the 
lengths of which should be prime to each other; the interactiOD of these 
tapes would generate a very long kefiag sequence. Por instance, if the 
two ke7 loops consisted of 1,000 and 999 characters, respectively, then 
the resultant k8)' vouid be the product ot the lengths of' the tapes, or 
999,00o characters. This key would not be, strictq speaking, a purely 
rand.am ke7, since it is derived from the interaction of two pr1mar1 com­
ponents; nor would tbe securit;y' offered, under actual operating conditions, 
be as great as might be ilBgined. For certain types of trattic, Vel'D811l 
even proposed as a convenience the use of a single tape loop constituting 
a short repeating k81'; the security of this schema is either negligible, 
or only two or three tims that amunt.-

d. Let us DOii' consider the mechanics of Ba.udot enciphermnt. Since 
the 1iiternational Baudot code is a known alphabet, 1 t follava that ve 
should be able to read two or more •aaagea enci\)hered vith 1clent1cal 
te19. Suppose we have tbe tolloving begiDD1ngs of two messages which 
possessed identical iDclicatora, and are therefore assumed to be in tluah 
depth: 

Mag ".B•: +--++ -+--• ·-·-· ----- +--+- -·--- +--~- ... 
If ve assume that the first message begins vi th BBp (• -+-+- +----), ve 
vUl derive as key10 the fragment +++-- +---- ( • 'Ulk) • Thia key, when 
applied to the beginning of Message "B", yields +---- --++- ( • Dp). 
Thia certainl.7 looks promising, and it ve extend the BBp into Rl!IQlJBST, 
ve vill get DBM!' PA ••• in Message "B". An.cl so on. 

e. In practice, teleprinter a1gn&l.a are not analy'zed baud by baud 
as in-the foregoing example; instead, each group of five bawls is tran­
scribed as a single Baudot character, and treatment is applied to the 32 
Baudot characters resulting tram this transcription.n In cryptanalysis, 
we Eke use of Baudot cambimtion tables which contain all possible com­
binations ot the 32 characters and their Baudot sum. Such a table is 

10 We are assuming here die keymg convention that like unpulses produce a n+n I unlike a "-n. nus 
assumption, however, u (except in certain rare cases) immaterial, the opposite rule might actually have 
been employed in the enCl'yption, without our eilher knowing it or bemg able to prove it • 

11 As mentioned in the p.revious text, it is customary in cryptanalytic work to symbolize the character 
.representing the carriage .return by the dfgit "3", lhe lme feed by "4", the figure shift by "5", the blank 
by "7", lhe letter shift by "8", and 1he space by "9". The beginner should be careful not to confuse these 
symbols with plainte:n digits. 

.. 
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e2 
ABCDBFGllIJKLMNOPQRSTUVWXYZ345789 

A 
B 
c 
D 
E 
F 
G 
H 
I 
J 
K 
L 
M 
N 
0 

;l p 
Q 
R 
s 
T 
u 
v 
w 
x 
y 
z 
3 
11-

5 
7 
8 
9 

8SLYX 
S 8 3 KU 
L380T 
YK08Q 
XUTQ8 
ZJM5W 
IM JN 9 
JLS4R 
G7QTO 
QFGXY 
WDVBZ 
CHA9ll 
7 G F R If. 
TRXGL 
9VDCI 
RTU73 
JZIED 
P:N5MP. 
BAHW5 
NPEIC 
5 E P Z B 
40K37 
KY46F 
E 5 NJ A 
DW9AJ 
FQ7UK 
HCBVP 
V9WHM 
UXRFS 
MIZPV 
ABC DE 
04YLG 

ZI3GQ 
JML7F 
MJSQG 
5N4TX 
W9ROY 
83IHB 
38ZAC 
I Z 8 F 1 
HAF8L 
BC7L8 
X R 9 P 5 
7 QB JI 
CB Q S 3 
VDU YO 
RXWE~ 

9WXK4 
SLMCA 
OKEWV 
Q7CMZ 
4 Y 5 D Q 
Y4t1VW 
N5YUR 
EPORU 
I\. 0 P 9 D 
UTV?tE 
AHG"~S 
GiAZk 
TUD5P 
DVT4K 
LSJBH 
FGHIJ 
PEKXT 

WC7T9 RJPBN 54KEDF HVUMAO 
DHGRV TZNAP EOY5WQ C9XIB4 
VAFXD U I 5 HE PK4N97 BWRZCY 
B9RGC 7EMWI Z3SJAU VHFPDL 
ZN4LI 3Dil5C B7FAJK PMS VEG 
X7CVR 9 s 0 Q If. YNEKUA GTDLFP 
RQBDX WLK7Y 45PO'l'H FU VS GE 
9BQUW XMEC5 NYOPVG ADTJHK 
PJSYE KCWMD VUR9N3 Z54l3IX 
5 J 3 0 N 4 A V 7.. Q WRUDES MPKHJT 
8 4 NM 3 IUGY7 QC AF SE OLJTKH 
48ZEY ; GU 3 X RWVTOM SKPFLD 
N 2. 8 K 5 Y HD I W 9XTVPL JEOAMU 
MEK8J S9BPA li F 7 C I 4 5ZJWNQ 
3Y:;J8 :Z.TF4Q 7BHGLP KSMUOA 
.L!;iYSZ 8VANB CQGHMO BJLDPF 
U GU 9 T V84FO KP5YXB 7RW3QN 
GUDBF A48TS LJI379 XQCYRZ 
Y 3 IP 4 NFi,8R X9DUKJ LOEGSV 
7XwAQ BOSR8 lZMLGV UFHKTJ 
QR9H7 CKLX3 BlJSFD TGAOUM 
CWXFB QPJ9Z IBLMHT DAGE VS 
AVT7H G5IDM JL8ZBX 9CQNW3 
FTVCG HY JUL SMZ8QW R 7 B If. X I 
SOP IL MX7KG FHBQ85 43ZRYC 
EML4P 0 B Q JV DTXWi;8 INYCZR 
os~T5K E7XLU TD9~1•I 8YNQ3W 
LKEZS JRQOF GAC73N Y81X4B 
.; P 0 3 M LWCEH AGQBZY N I 8 9 5 7 
TFAWU DJYGK OEN If.RC QX9875 
KLM:NO PQRST UVWXYZ 3 4 5 7 8 9 
HDUQA FNZVJ MS3ICR WB7598 

Figure 138!_. 

illustrated in Fig. l38a, containing Bau.clot sums combined according to tbe 
rule that like bawls prOcluce a "+ 11

, unlike a "-" •12 In Fig. l38b we have 
the compl.emntary table of Bauclot sums combined according to the-rule tbat 
unlike baud& -produce a 11 +" 1 like baud& a "-11

• As has al.re~ been men­
tioned, it is immaterial which rule of addition is asaumad; but once a con­
vention ia established, it must be continued in the particular problem 
under at~. For the sake of uniformi tr, in this and the following texts 

12 The student will note that m Baudot addit:10n, because ci 1he binary bans of the arithmetic, P + K = C, 
P + C = K, and C + K -= P. Thus, m Fig. 138!_, it will be seen that any comblnanon of two of the characters 
A, B, and S will yield the third character given. 
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&2-
ABC DEF G HI J KL MN OP QR STU V W X Y Z 34578 

A 7GFR CBQS3NZ K5YHDIW9XTVPLJEOAMU 
B G7QTOHAF8LPJSYEKCWMDVUR9N3Z54BIX 
C FQ7UKAHG3SEML4POB9JVDTXW58INYCZR 
D RTU739WXK4I5YSZ8VANBCQGHMOEJLDPF 
E 40K N YURCWXFBQPJ ZI8LMHTDAGEVS 
F CBA9N7QBJI ZEY5GU3XRWVTOMSKPFLD 
G BABW5Q7CMZY3IP4NFT8RX9DUKJLOEGSV 
B QFGXYBC7L85I30N4AVZ9WRUDESMPKBJT 
I S83KUJML7FDBGRVTZ:NAPEOY5WQC9XIB4 
J LS4RIZ8F BQUWXMEC NYOPVGADTJHK 
K NPEIC Y5D97XWAQBOSR 3ZMLGVUFHKTJ 
L ZJM5W83IHBX7CVR9SOQ4YNEKUAGTDLFP 
M 8SLYXZI3GQWC7T9RJPBN54KEDFHVUMAO 
N KY4SFEPORUAVT7HG5IDMJL8ZBX9CQNW3 

_, Op E P Z BY 4 .fl V W QR H C KL X 8 I JS FD T GA 0 UM 
~ YKO Q5N TXB9RGC7EMWIZ3SJAUVBFPDL(9~~) 

Q BCBVPGFAZMOSJ5KE7XLUTD9R4I8YNQ3W 
R DW9AJUTVNESOPILMX7KGFHBQ8543ZRYC 
S IMJN938ZACRQBDXWLK7Y45POTHFUVSGE 
T WDVBZXR P 84NM IUGY CAFSEOLJTKH 
U 9VDCIRXWEN3Y5J ZTF Q7BHGLPKSMUOA 
V XUTQ8W9ROYZN4LI3DH5CB7FAJKPMSVEG 
W TRXGLVDUYOMEK8JS9BPAHF7CI45Z3WNQ 
X V9WBMTUD5PLKEZSJRQOFGAC73NY8IX4B 
Y PN5MHOKEWVGUDBFA48TSLJI379XQCYRZ 
Z L 80TMJSQGVAFXDUI5HEPK4N BWRZCY 
3 JZIEDSLMCAUGH9TV FOKP5YXB7HW3QN 
4 E5NJAKOP9DFTVCGHY3ULSMZ8QWR7B4XI 
5 04YLGPEKXTHDUQAFNZVJMS3ICRWB7598 
7 ABCDEFGHIJKLMNOPQRSTUVWXYZ345789 
8 MIZPVLSJBH'rFAWUD3YGKOENa.RCQX9875 
9 UXRFSDVT4KJPO MLWCEHAG BZY~I8q ..._m....;; __ ...;;;.i~--...----...-..-....;-.---.;;.;.r,;;....----..-..-....;;--.~..-....---........ ...-...---....-... 

l'igure J.3~. 

we w1ll alVB.)'8 assume the connntion that, unless otherwise SP1cif'ied, like 
baU&ls produce a "+", unlike a " - ".13 

13 The reason for the inclusion here of the complementary Baudot table illustrated in Fig. 138b, is for 
purposes of reference in following other technical tteatments in which the mverse convenuon might be 
used. The table m Fig. 138!!_ can be derived from that in Fig. 138_! by adding +++++ (= 8) to all the values 
In lb.at table. 
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! . The compl.ete texts of' the two mssages in flush clepth given in 
subpar. !, above, are as toll.ova: 

L8A5H 39CTB ICNMIH KEAFR UOG~ 
IOIS7 FPmG JIAXJR ll'IJVH 

U3P8I B15ZX JBD3K WV8D 9ZDB 

Massage "B n 

]LS8Z 45YAU ICCCl5 J'BLG8 U'lliY 

Let us suppose that, in order to illustrate the •thocl of' sliding a proba­
ble vorcl, we had not aJ.read1' DBcle an entry into the texts, and let us assume 
tbat the word .ARTILLBRY is in one of the mssages. The first thing ve v1ll 
do is to superimpose the two cipher texts and add these texts together, 
using the Baudot combination table tor this puz;po.e. Since the mssages 
are in depth, this is equivalent to remoV"ing the ettect ot the key.14 The 
combined cipher stream. is shown below: 

L8A5H 39CTB KIMill KBAFR UGG~ U3P8I •5ZX JBD3K WV8D 9ZEFB 
BL"!77 D4DAG VOD~ KSBCR 80D77 3LS8Z 4~.AU ICCCB~ F.ILG8 'l'PUlV 
BLD9J VBOIM CJBX7 85ji3 UDDC 1BIB5 MSZrS 530PJ DVGD JOD7 

BOIS7 PPZVG BAUR IC¥1VH 
CKYRll 
X3ftJ 

Our next step is to use a diagram similar to that in Pig. 15 (in par. 22) 
to facilitate sliding tae probable vord. In the diagram below, the first 
raw under the combined cipher stream. repreaents the plaintext equivalents 
in one of the •ssages it the other contains the Ap of the probable vonl; 
the second raw represents the equivalents on the trial that the mssage in 
question contains the Bp of the probable vorcl; and so forth tor all of the 
letters of' the probable vorcl being tried. If' our assumption is correct, the 
word ARTILLBRY, when correctly pl.aced, v1ll yield plain text along a diago­
nal, representing the plain te:xt of the other DBssage.15 i'be beginning of 
this diagram. is illustrated in Fig. 139, below: 

14 This may be demonstrated mathematically by the following: 

(1) P]. + C1 • K • P2 + C2 
(2) P1 + C1 • P2 + ~ 
(3) fi - P2 • C1 - C2 
(4) P1 + P2 • C1 + C2 

(The fourdl equation follows from the thizd because of the fact that in Baudot systems, additton u identical 
wilh subtraction. ) The sum of the ciphen 11 proved to equal the pm of their plaintext equivalenu; the 
effect of the key is thereby eliminated. 'I11e use of the combined cJpber stJBam makes unnecessary lhe 
two-step process of P1 + C1 = K , followed by K + C2 = P2 • 

15 At this stage we are not sure which message contains the word ARTILLERY; dus point wW be resolved 
in the next subparagraph. 
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5 10 15 20 25 30 35 

HLD JVBONMCJRX 8 M8UXNDCTSIS KSZFS 
A3CYOQ 89T7LQPBMAUH 5BTYLIBTBU7BFZB 
R UMZVJl1BD5V83YRCXD 3BM5STBTCDT90T 
T IJ9ZPQAVB9SLKTHUVT AIB8RARBVRV4R 
I XLU7BYSQLW9BI4ZSIV TQDMYM4SK3BM 
L IWBYBZAIUTPLPSZLRT AX3E3PZ3M73 
L WHYBZAIUTFLPSZLRTB X3B3PZ3M73 
E UIL4TYBAVBSP4EBALQ 5L5S45KV5 
R 1BD5V83YRCXDRL3BM5 BTCDT90T 
Y IP9B7QRYZ4PYFQIA90 KZPK5UK 

Frm the plaintext fragment ALLY9ACTI revealed along the diagoDal, starting 
at the 20th -position, it is clear that both the presence and pl.aceDBnt ot 
the probable word ARTIU.BRY are confirmed. The two p1ain texts are nov in­
serted in the maaages, arbitraril.J' assuming that .ABTILLIRY is in Message 
"A", and they are extended in both directions, pelding the follonng d.e­
cryptioni6 

5 ro ~ ~ ~ ~ ~ 

~y:UBJARLJYNKBYW8WMXCPPLYA5MBXM9KB3LP3 
~:L8A5B39CTBKNMIHKEAFRUGGPZU3P8YEE5ZX 
~:REQUIST9ADDITIONAL9ARTILLBRY9SUPPOR 

~:BLY77D4DAGVOD9JKSBCR80D773LSSZ45YAU 
~:BNBMY9PATROLS9UIUSUALLY9ACTIVB910RT 

~ ~ ~ ~ h• ~ ~ 

~y:~4T5BPI7BGSil~8940HKRA 
~= BD3KWWV8D9 I BIOIS7FPZYGIAXJRIQGVB 
~:T9Il9GRBllVILLB9SBCTOR 

~:KCCB5FBLG8TPLWVCKYRB 
~:BWBST90F9GRBBIVILLl9 

I.• In the preceding subparagraph it vas stated that, nen after the 
presence of the probable word ARTILLBRI was cont:l.rmed, ve arbi trarill 
assumed the crib to be in Message "A". It is important to note that there 
is an element of ambiguity in reading a Bauclot depth of two; it tvo mas­
sages are of the same length, it is -possible to recover the entire texts 
ot the •saages, but the plain texts corresponding to the particular mes­
sages might be iDTerted, i.e., the plain text recovered tor Message "A" 
really belongs to Message "B", and 'rice nrsa. 11iia pheDOJDBnon, cbaracter­
ist1c of Baudot depths onJ.:v, is brought about by the binar:v a441 tion in­
herent in the C!'JPtographic process. An assurance tbat we have the right 

16 The last 13 characters of Message "A" cannot be decrypted at dJb nme, SLDce in these positions we do 
not have a second message upon which to test key obtained from plalntext assumpttons. If lheie is a systema­
tic method for 1he generatJ.On of key, and if this method is successfully analyzed, di.en it will be possible to 
ieacl lhe "depth of one" at the end of Message "A". 

350 
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plain text vith the right cipher is onl7 obtained if (a) one message is 
longer than the other (1n wbich case the logical continuation ot the longer 
messap vill indicate which of the two plain texts belongs to the message), 
or (bJ a third mssage is aT&ilable on which to teat the derived ke;r. For 
e:nmple 1 it the 'Pla1n texts to our tvo messages 1D tbe preceding subpara­
graph bad been innrted1 we voulcl have obtained the tolloviDg result, sholm 
oDl7 in part: 

5 10 50 55 60 65 70 
Ke7: If I X 0 V W 1 L 8 I 7 Y Y J 5 5 
c1: Ls A 5 H 3 9 c T B ..... 1~1-0-1-1~1!.-.,~P-z-v-G-n-A-x-3-k-1-Q-a-v-H 
.PJ.: B N .II: II Y 9 P A T R V I L L B 9 

~: B L Y 7 7 D 4 D A G ••••• V C K Y R H 
~: RBQUB8T9AD B98ECT 

1'be laat vord in the second •ssage, SICT(ORT), seems to have been throttled; 
unless a group is missing, this is indicative that the pl.ain texts of the 
••sages have been inverted. Purther cont1rmt1on could be obtained it ve 
bad a third :message against Wbich to tr)' our cJerived ke7. For example, let 
the third :message, starting at the .._ point17 in the ke;r as the other two, 
begin with the cipher text VI.TPH 5I8Q7 • •• In Pig. l"°!_, the key' deriTed 

"Key": lf I X 0 V W F L 8 I lCeJ: U B J A R L J Y If K 
C3: V L T P H 5 I 8 Q 7 C3: V L T P H 5 I 8 Q 7 
P3: 1 E L Z Y Q H L Q W P3: I I 9 R E P L Y 9 T 

Figure l"°!_. Figure 14o!!,. 

abon ;rielcls gibberish, whereas in Pig. 14ob the ke;y recOV"ered in the pre­
ceding subparagraph produces ftl.id plain tei't f'or the third :message. 

h. In subpar. t we recovered 57 elemlnts of ke;r1 and the key did not 
repeat within this stretch. If the ke;r is perioclic, ve voulcl need aclditional 
trattic to establish the length of the period, unless the period is too long 
to mke feasible this determination. But nen if' the ke;r has a long period, 
it this key baa been produced. bJ tba interaction ot tvo abort ke7 looi>•, ve 
vUl be able to partition the ke7 into its tvo ccmpoaents and reconstruct 
tvo equivalent loo~ vith which ve coul.4 generate the entire ke;r; thus ve 
vould be able to read all masagea encl')'Pted w1 th these tapes .is 

17 If this third message were not in flush depth with the other two, we could use a modification of the dia­
gram in Fig. 139 to test the flr!lt few letters of the third message against the recovered key (or its complement), 
and then, if necessary, the last few letters of the third message against the key (or its complement). 

18 Once we have poaseaslon of the entire key, a new message could be read by slidlog, say. the first 10 
cipher characters of the message against the key stream, ln a manner identical to that illustrated in Fig. 139, 
If the indicator system were known. or lf there were a long polygrapbic repetition m common with an already 
solved message, a new message could be read wuhout further ado. See a18Q par. 98 (and, in particular. 
subpar. 981) in connection with the kappa test for message placement. 
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i. Let us assume that the key recovered in subpar. f baa been produced 
by tvO abort loops of UDknovn lengths between 11 and 50 characters, ao that 
the total key might be from 550 (•llxl2) to 2i..50 (_,.,9JC50) characters long. 
The 1'1.r&t thing to be determined is the length of the two tapes concerned. 
What we will do ia write out the key successively on Tarious widths, starting 
at a width of ll; as. soon as we bave &l"rived at the correct length tar one 
ot the tapes, the length ot the other tape v1ll be manifested by a proceu 
described below. Consider the tollaving transcriptions of the ke;y on 'flidtha 
of 11, 12, and 13: 

1 2 3 4 5 6 'l 8 9 10 11 
UBJARLJYNKB 
YW8WMXCPPLY 
A5MBXM9KB3L 
P394T5BPI7B 
GS3178Q40HK 
RA 

Figure 141!,. 

1 2 3 4 5 6 'l 8 9 10 11 12 
UBJARLJYIKBY 
W8WMXCPPLYA5 
MBXM9KB3LP39 
4T5BPI7EGS31 
78Q40BKRA 

Figure 141!!_. 

1 2 3 4 5 6 'l 8 9 10 1112 13 
UBJARLJYIICBYV 
8WMXCPiLYA5MB 
XM9KB3LP394T5 
BPI7EGS3178Q4 
OHKRA 

Figure lilJ.c. -
Now if ve take each one ot the foregoing transcriptions and add the first 
raw of key to the second raw, the second rov to the third, and ao on, we 
v1ll be negating the ef'tect of the key, producing what amounts to a delta 
ar difference atream.19 At the correct assumption of the length of' one of 
the tapes, the delta stream vUl reJJ!at itself at an internl corresponding 
to the length of the other tape.26 The deltas at the faregoing three widths 
&l"e shewn below: 

1 2 3 4 5 6 'l 8 9 10 11 
l'i'JKDTGMS4W 
DQMYVVYITSO 
RNU9LOICI7QI 
WLWZK5MJBJZ 
KB 

Figure l~. 

1 2 3 4 5 6 'l 8 9 10 11 12 
JEU73A4MESSZ 
TBZ8IVTE8MB7 
BPBQFPIPQN8Q 
XTWDZFTBI 

Figure 142!!,. 

1 2 3 4 5 6 'l 8 9 10 11 12 13 
UF3B5540IWXPY 
X T]U F 3 .I 5 5 4 0 I W X 
P Y X T]U P 3 E 5 5 4 0 I 
WXPYX 

It ia cle&l" from the repeated delta stream DBllifested in Pig. 142c that the 
lengths of the two tapes are 13 and 15 characters. -

.1• law that ve know the lengths of' the tapes, we can reconstruct 
equiftl.ent tapes which will be ceyptographically identical. vi th the original 
tapea.21 The 57 elements of' recovered key- are written on a width of 13 (the 
length of' the shorter tape), al.lov1ng apace between succeasiYe raws; and on 
this diagram every 15 characters (the length of the longer tape) are blocked 
off beneath the key-. We v1ll now arbitrarily assume that the first character 
on tape II (the longer tape) is a "U"; since the first key character is also 
a "U", thia would m.ke the first element ot tape I (the shorter tape) an "8", 
in order to aatiaty the equation 'Ul, + ~ • Uk• The ''U's" are written under 

l9 As has already been noted, m Baudot andunetlc subtraction is identical wuh addition. 
20 See also subpar. sea for an analogous Sltuation involving addi:ive-encipheied monome-dlnome systems. 

21 These tapes will differ from the original tapes by a constant Baudot character added to all the elements 
of each key tape. 
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the key at every cyclic repetition ot tape II, and, adding these u•s to 
their corresponding key lettdrs, we obtain elemnts beloJJgiDS to tape I; 
this is shown in Pig. 143a, below. By continuing this process, ve are able -

1 2 3 4 5 6 'l 8 9 10 11 12 13 
Tape I: 8 Key: ~U-E __ J_A,__,B_L_....J_Y __ N_K.__B_l~W 

i'a;pe II: U 
8WMXCPPLYA5MB 

]u 
XM9KB3LP394T5 

]u 
BPI7EGS3N78Q4 

]u 
OBKRA 

Figure 143!.. 

1 2 3 4 5 6 'l 8 9 10 1112 13 
1'ape I: 8 5 9 U I L X L A 9 H Q H 

Key: U E J A R L J Y N K B Y W 
Tape II: U S T 5 H 8 D 0 T H L X 0 

8WMXCPPLYA5MB 
8 Q)U S T 5 II 8 D 0 TH L 
XK9KB3LP394T5 
X 0 8 Q]U 
HPI7EGS3178Q4 

Ju 
OHKRA 

Figure 143!!_. 

to reconstruct both tapes 1u their entirety, as 1s shown 1u Fig. l43b. With 
these tapes at hand, ve can generate the entire key ot 195 cba:racters, the 
first 90 of' which are shown below: 

5 10 15 20 25 30 
Ta-pe I: 8 5 9 U B L X L A 9 H Q B) 8 5 9 U E L X L A 9 H Q B] 8 5 9 U 

Tape II: U S T 5 11 8 D 0 T H L X 0 8 Q]U S T 5 B 8 DO TH L X 0 8 Q] 
~y:UIJARLJYNKBYWBWMXCPPLYA5MBXM9K 

35 40 45 50 55 Gu 

ELXLA9HQaj859UELXLA9HQaj859UELXL 
UST5H8DOTHLXo8ruusT5B8DOTHLX08~ 
B3LP394T5HPI7EG83K7BQ40BKRAYXG 

65 '70 '75 80 85 90 

A9HQaj859UBLXLA9BQaj859UELXLA9HQ 
UST5H8DOTHLX08~UST5D8DOTHLX08f 
5v5wSBFA3BB8YANBP55T9ZIXPBBAH 

With the key extended to the 70th -position, we are now able to read the end 
ot Massage "A" which was previously denied to us because the depth of tvo 
did not extend that f'ar. The decryption of' the last tour groups of' Message 
"A" ia DOV revealed as follows :22 

55 60 65 '70 

Key: Q 4 0 H K R A Y X G 5 V t W 8 8 F A f R 
Cipher: N 0 I S 7 P P Z V G N A J R N Q G H 
Plain: 9 SEC T 0 R 5 M 8 3 4 BURN S I DE 

22 Note the appearance in the plam text of dte puncruauon and of the carriage-return and line-feed 

functions. 
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98. ihe 1c. (kapp) teat tor the auper1mt>oaition ot meaa9es.-"'!,• In 
aubpa.r. 65!:,J in connection vi th a discussion on placing polyalphabetical.17 
encipbered •angea in depth,, it vaa stated that "even it an extremely long 
key is employed and several masagea beginning at different initial points 
are enciphered by such a key,, tbia method of superimposition can be empl.oyed,, 
provided the mssages can be superimposed correctly, that is, so that the 
letters which tall in one col.um really be1ong to one cipher alphabet." In 
subpa.r. 72!!,, in connection with a discussion on the aol.ution of progressive 
alpha.bet srstem, it vas stated that there a.re three principal means of 
superimpoai, :messages, as foll.ova: (1) superimpos1 tion b7 :means of' known 
indicators; ~) superimposition by ciphertezt repetitions; and (3) super­
imposition b7 a comparison of columar trequencr distributions. It was 
furthermore indicated, in an accompanying footnote to subpa.r. 72!?,, that the 
foregoing three means are al.so &P'Plicable tor the superimposition of mssages 
in other types ot repeating-key &J'Stem. It the repeating key is very long 
(or,, tor that atter, it the period is undeterm:l.Dable),, tben ve can bring to 
bear a statistical mthod tor placing messages in depth, even it the indica­
tor &J'Btem is un1mc:nm and there are no long polygraphic repetitions in com­
ll>D among the messages. Thia statistical method v1ll be described in the 
subparagraph& beleftl'. 

b. One ot the moat important techniques in cryptanalytic& is that 
lmolm - as the "kappa teat." This test is usetul tor aneral ceyptanalytic 
purposes and one ot the moat important of them is to ascertain when two or 
more sequences of letters are correctq superimposed. By the vorcl "correct-
17" in this case is mrely mant that the sequences are so arranged relatin 
to one another as to tacWtate or mke possible a solution. The teat has 
tor its theoretical basis the follow1ng circumstances: 

(1) It 8D1' two rather lengthy sequences of' letters are superimposed, 
it v1ll be found, on examining both members of tbe successiYe pairs of 
letters brought into vertical Juxtaposition, that in a certain number ot 
cases the two au r osecl letters vill coincide. It both sequences of 
letters conatitute random tezt taken tram a 2 -.letter alpha.bet, there v1l.l 
be about 38 or 39 such cases of coincidence per thousand pairs examl.ned. 
Thia, ot ccn.rse, is because tbe "kappa" or repeat rate tor single letters 
(1.e., tbe probabWt7 of monographic coincidence) of random text is the 
reciprocal. of the number of eJ.ementt_r in the alphabet; so tor a 26-character 
alphabet the "r (kappa random) is 2r)' • .0385. If both sequences of letters 
constitute lngllsh plain text, there will be about 66 or 67 such cases of 
coincidence per thousand pairs examined. 'l'his is because the Kp or repeat 
rate tor single letters ot English "Plain text is .o667. (The student will 
note that these two constants,, Kr and KT', are the oaea he bas been using in 
the monographic + and '1. tests when 26-J.eitter text has been invo1ved.) 

(2) If the superimposed sequences are wholly' 11>Doa.lphabetic enc1pher­
•nts of "Plain text by the amm cipher alphabet,, there vill still be about 
66 or 67 cases of coincidence in each 1 1000 cases examined,, because in mono­
alphabetic substitution there is a f'ized or unvarying relatiomhip between 
plaintext- and ciphertext letters, so that for statistical purposes mono­
al.phabetic cipher text behaves Just the same as if it were norml. pla1n text. 
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CUlr.ml'lt'rDL 

(3) Even if' the two superillposed sequences are not monoal.ph&betical.ly 
enciphered text, but are polyalpbabetic 111 character, there v1ll still be 
about 66 or 67 cases of identity between superimposed letters per thousand 
cases exam:l.ned, wovided that the two seq,uences really belong to the same 
crntosrapbic system and are superimposed at the proper Point with respect 
to the keriy sequence. The reasons tor this will be set torth in the 
succeeding subparagraph&. 

(4) Consider the tvo :messages belov. TbeJ have been enciphered poly­
alphabetically by the same two primary components sliding against each other. 
The two messages uae the same keying sequence, begirming at the same initial 
point in that sequence; that is, they are in flush depth. Consequently, the 
two messages are iclenticalJ.7 enciphered, letter far letter, and the only 
differences between them are those occasioned by differences in plain text. 

f 
Alphabets 16 21 13 5 6 4 1'119 21 21 2 6 3 6 13 13 1 '1 12 6 

Bo. 1 P1a1n text W B B N I N T B B C 0 U R S E L 0 I G M ••• 
Cipher E Q N B T !'.,I B C X X L Q J N Z 0 Y AW ••• 

~
Alphabets 16 21 13 5 6 4 1'1 19 21 21 2 6 3 6 13 13 1 '1 12 6 

Bo. 2 Plain text T H E G B H I R A L A B S 0 L U T I L Y ••• 
Cipher P i.!. T U !:, B W D J L Q B Y Z P T M Q I ••• 

lote, now, that (a) in every case in which two superimposed cipher letters 
are the same, the pl.aintext 1etters are identical, and (b) in ever11 case in 
which two su-perimposed cipher letters are different, the plaintext letters 
are different. In such a system, even though the cipher alphabet changes 
from letter to letterJ the number of cases ot identity or coincidence 111 
the two Embers of' a "P&ir of' superimposed cipher letters will still be about 
66 or 67 per thousand cases examined, because the tvo members of' eacb pair 
ot su rim osed letters are in the same ci her a.l habet and it has been seen 
in 2 that in monoaJ.; babet1c ci her text tc ls the same as tor in text 
viz., • 7. two messages my here be said to be superimposed correct-
ly, 6 tbat is, brought into proper juxtaposition With respect to the keying 
sequence. 

(5) But now suppose the same two messages are superilllpo&ed "incorrect­
q, •that is, they are no longer in 'Pl'oper juxtaposition with res-pact to the 
keying sequence. Thus: 

f
Alpbabets 

Bo. 1 Plain text 
Cipher 

f 
Alpbabeta 

Bo. 2 Plain text 
Cipher 

16 21 13 5 6 4 1'1 19 21 21 2 6 3 6 13 13 l '1 12 6 
WHBHINTHECOURSILO~GM 
BQHB~FYRCXX~JN~OYAV 

16 21 13 5 6 4 1'1 19 21 21 2 6 3 6 13 13 1 '1 12 
TREGBNBRALABSOLUTEL 
PQRTUFBWDJLQHYZPTMQ - - -

23 The fact that m tbu cue each monoalphabet contains but two letters does not affect the theoretical 
value of w.; and whether the actual number of coincidences agrees closely with the expected number based 
upon K = • 066'1 depends upon die leyths of the two superimposed sequences. 
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It is evident that the two members of every pair of superiDlposed cipher 
letters are no longer in the same cipher alphabet, and therefore, if tvo 
superimposed cipher letters!!!. identical this is merely an "accident," 
tor now there is no basic ar general cause for the similarity, such as is 
true in tbe case of the correct SUI>eZ'imposition. The similarity, if present, 
is, aa al.re~ stated, due to chance and the number of such cases of similar­
ity should be about the same as though the two cipher letters were drawn at 
random tram random text, in which Kr = .0385. It is DO longer true that (a) 
in every case in which two superimposed cipher letters are the same, the 
plaintext letters are identical, or (b) in fJ!llery case in vhich two super­
imposed ci-pher letters a;re dif'f'erent, the plaintext letters are ditterent. 
Note, for example, that the superimposed Tc'• represent two different plain­
text letters and that the Sp of the word COURSE in the first •asage gins 
Jc while the S of' the word ABSOUJm.Y in the second message gives He· Tb.us, 
it becomes clear that in an incorrect superimposition two different plain­
text letters enciphered by tvo different alphabets may "by chance" produce 
identical cipher letters, vhich on superimposition yield a coincidence having 
DO external. indications as to dissimilarity in plaiatext equivalents. Bence, 
it there are no other tactars vhich enter into the •tt.er and which might 
operate to distort the results to be expected from the operation ot the basic 
factor, the expected number of cases of identical cipher letters brought to­
gether b)' an incorrect superimposition will be determined b)' the ftlue 
1<.r • .0385. 

(6) But nav note al.so that in the foregoing incorrect superimposition 
there are two Zc's and that they' represent the sam plaintext letter L. ihi• 
is occasioned by the tact that the plaintext messages happened to have L's 
in Just those two t>laces and that the cipher &lpbabet ba-ppenecl to be the same 
both times. Bence, it becomes clear that the same cit>her alphabet brought 
into ~ twice may "by chance• hat>P8D to enci-pher the same pl.aintext letter 
both times, thus producing identical cipher letters. In some systems this 
source of identity in superimposed cipher letters is of' little importance; 
in other systems, it may materially atf'ect the actual number of coincidences. 
For instance, if a system. 11 such that it -produces a long secondary keying 
cycle composed of repetitions of' short priarJ' keying cycles, au incorrect 
auper1Dposition of two cryptogram my bring into juxtaposition mny- of these 
short cycles, with the result that the actual number o't cases of' identic&l 
superimposed cipher letters is :much greater than the expected number based 
upon "r 111 .0385. 1llus, this source tor the production of' identical cipher 
letters in an incorrect superimposition operates to increase the number of' 
cases to be expected f"rom the f\mdannital constant Kr • .0385. 

(7) In some systems, where nonrelated cipher alphabets are employed, 
it my ha-ppen that tvo identical "Plaintext letters may be enciphered by two 
difl'erent cipher alphabets which, ·~ chance", have the same equivalent for 
the pl.aintext letter concerned. Tbis is, hovever, a f'unction of tbe partic­
ular cryptographic system. and can be taken into account when the nature of 
the syst• is known. 
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(8) In general, then, it my be said that in the case of a correct 
superimposition the probab1lit7 of' identit7 or coincidence in superimposed 
cipher lette.ra is .0667; in the case of an incorrect superimposition, the 
probability' ia at least .0385 and DBY be somevbat greater, depending upon 
special circumstances. The f'oregoing situation and facts -.ke possible what 
baa aometi•a been referred to as the "coincideuce test." Since this teat 
uses the constant K , the specific designation "kappa test 11 is more appro­
priate • 

c. 'l'he 119.1 in vhich the kappa teat my be applied will nav be ex­
pla1nid. !L'he statement that Kp • .o667 means that in 1,000 cases where 
two letters are drawn at randclll trom a large volume of plain text, there 
Will be about 66 or 67 cases in vbich the two letters coincide, that is, 
are identical. Nothing is specified as to wbat the tvo letters aball be; 
they may be two z•s or they may be two E's. 1'hia constant, .0667, really 
denotes a percentage: it many compa.riscms of' single letters are mda, the 
letters being dravn at random tram among those constituting a l&t-ge volume 
of' J>lain text, 6.67 -per cent of' these comparisons made will yield colnci­
clences. So, if' 2,000 such comparisons are mde, the theOl'J' indicates that 
there should be about .0667 :x 2,000 • 133 coincidences; if' there is sutt1-
cient text to perm.it making 20,000 compa;risons, there should be about 1,334 
coincidences, and so on. 

d. Another a)' of buu'J 1ng the mtter is to find the ratio of' the 
obaerV'ed number of coincidences to the total number of cases in Wbich the 
event in question might 110SSibl7 occur, i.e., the total number of' compari­
sons ot superimposed letters. When this ratio is closer to .0667 than it is 
to .0385, the correct superimposition has been ascertained. 'l'h1.s ia true 
because in the case of a correct su-perimposition both members of each pair 
ot superimpoaed letters actually belong to the same monoalphabet and there­
fore the probability' of their coinciding is .0667; whereas in the case of 
an incorrect superimposition the mmbers of each pair of superimposed letters 
belong, as a general rule, to different lllODOBl.phabeta,24 and therefore the 
probabilit;y of their coinciding is nearer to .0385 than to .0667. 

e. hem tbe foregoing, it becomes clear that the kappa test involves 
ascert'aining the total number of comparisons that can be mde in a given 
case, as veil as ascertaining the actual number of coincidences in the case 
under consideration. When onJ.;y two messages are superimposed, this is eaa;y: 
the total number of comparisons that can be DBde is the s&DB as the number 
ot superimposed pairs of' letters. But when more than two mesaaps are 
BU}MtrimpoBed in a superi111P9sition diagram it ia necess~JY -.ke a simpl.e 
calculation, baaed upon the tact that !!, letters yield~ pairs or ccm-

24 The quahfying phrase "as a general rule" is mteuded to cover any duromon m results occauoned by 
the presence of an unusual number of those cases of coincidence described under subpars. .!?,(6) and (7). 
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}t&l'isons, where !. ia the number of letters in the column.25 Por example, 
in the caae ot a colUllll of 3 letters, there are ~ • 3 comparisons; in 

the caae of a column of 4 letters, there are ¥ • 6 comparisons; and so 
on. It a au-perimpoaition cliagram contains colUlllDS ot various lengths, one 
mrely adda together the number of comparisons tor the colUDID8 of ditter­
en t lengths to obtain a grand total. 26 

t. In ascertaining the number of coincidences in the case of a column 
~Ding aeYeral letters, it is again n.ecesaazy to uae tbe formula 

2 , only' in tb1s case !! is tbe number of identical letters in the 
column. The reasoning, of' course, is the same as before. The total number 
of coinciclencea is the sum of the number of coincidences tor each caae of 
identit7. Por exan1ple, in a column consisting of' the ten letters CKBKZKCBBIC, 
there are 3 B0s, 2 c•s, 4 K's, and 1 z. The 3 B's yield 3 coincidences, the 
2 c•s yield l coincidence, and the 4 K's )"ield 6 coincidences. The sum 
3 + l • 6 makes a total of 10 coincidences in the l~9 a 45 com:parisona. 

l• The steps in appl.ying the foregoing principles to a typical case 
will nov be described. SuI>POse aeYeral messages enciphered by the same 
ke)"ing sequence but each beginning at a different point in that sequence 
a:re to be solved. The indicated method of solution ia tbat of' superillpoai­
tion, the problem being to determine ~ust vhere the respect1Te messages are 
to be superimposed so that the cipher text within the respective columns 
formd by the superimposed messages vill be monoalpbabetic. From vhat has 
been indicated above, it will be understood tbat the various messages may 
be shifted relative to one another to •D)' different points of auperimpoai­
tion, there being but one correct superimposition for each massage vith 
respect to all the others. First, all the •&sages might be numbered accord­
ing to their lengtba, the longest being assigned the number l. Commencing 
vith •saages 1 and 2, and keeping number l in a f'1xed position, message 2 
is placed under it so that the initial letters of the tvo messages coincide. 
Tb.en the tvo letters forming the successive pairs ot superimposed letters 
are examined and the total number ot cases in which the superimposed letters 
are identical is noted, this giving the observed number of coincidences. 
Next, the total number of superimposed pairs 1a ascertained, and the latter 
is multiplied by .0667 to find the expected number of coincidences. It tbe 

25 This formula is merely a special case under the general formula for ascertaining the number of combinations 
n• 

that may be made of n. different things taken! at a time, 'illllich is ncr = r '(n-r)! • In studying coincidences by 

the method indicated, since only two letters are compared at a time, ! is always 2; hence the expression 
nl n(n-lXn-2)1 nJn-1) 

( ) , , which 1s the same as 2
( )I · , becomes when (n-2)' 11 cancelled. r• n-r n-2 2 

26 We have already seen examples of thu in subpars. 18~ and 86501 in connection with the t test. (By 
definition, • is twice the number of co1nc1dences. ) 
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obsened number of coincidences 11 considerably 'be1ov the expected number, 
or it the ratio ot the observed number of coincidences to the total number 
ot comparisons is nearer .0385 than to .o667, the superimposition is incor­
rect and •••ase 2 is shifted to the next superimposition, that is, so that 
its first letter is under the second. ot •aaage 1. Again the obsenecl mm­
ber ot coincidences is ascertained and is com:pa.reclvith the expected number. 
'l'hus, bJ' shitting message 2 one apace at a time (to the right or left rela­
tive to •saage l) the kappa teat finally a'hould inclicate the proper rela­
tin poai tiona of the two ••sages. When the coJTect point of auperim:poai­
tion is reached, the cryptanal.Tst 1s rarel1 left in doubt, tor the results 
are aomtiaea quite startling. After •asages 1 and. 2 have been properly 
auperilllpoaed, massage 3 is teated first against messages 1 and 2 separately, 
and then against the same tvo messages combined at their correct auperimpo­
si tion .2'7 'l'hua •saage 3 is abif'tecl a step each ti• until its correct po­
sition ¥1.th respect to messages 1 and 2 baa been found. Then message 4 is 
taken and its proper point of superimposition with respect to messages l, 2, 
and 3 is ascertained. The process is continued in thia anner until the 
correct -points of auperilllpoaition tor all the ••sages have been found. It 
is obri.oua that, as messages are added to the superimposition diagram, the 
determination ot correct points of superimposition for subsequent messages 
becomes progreaaively more certain and therefore easier. 

h. In the foregoing procedure it is noted tbat there is necessity for 
repeai'ed dis'Placement of one message against another or other •saages. 
!heref'ore, 1t is advisable to transcribe the ••sages on long strips of 
cross-section p1.per, 3oiD1ag sections accuratel.1' it several. such strips 
&l"e necea•&l"7 to accQlllDOISate a long D!saage. Thus, a •••age once so tran­
scribed can be shifted to varioua points ot auperim.position relative to 
another such maaage, without repeatedly rewriting the •asages.28 

i. In aubpa.r. d, above, ve mentioned tbat in applying the kappa teat 
we miht consider a ratio ot the observed number of coinc14ences to an ex-
pected number. Since tbe statistic ~I.e. is defined as the ratio ~and 
the t I .c. ia detinecl as ~;, ve my express the value of kappa as a " I .c. •; 

2'7 At first thought the student might wonder why It is advisable or necessary to test message 3 against 
messages I and 2 separately befoie testing it against the combinatJ.On of messages I and 2. The fint two 
tests, It seems to him, might be omitted and ume saved thereby. The reason for tbu is that if messages 
1 and 2 are correctly superimposed, It might be possible that at an incorrect Juxtaposition of message 3 
we would still get a high number of coincldences against the combination of messages 1 and 2, whereas 
if we were to try message 3 separately against message 1 and then against message 2, our superimposition 
error would be disclosed. Thus, a correct superimposiuon for one of the dne combinations may yield 
such good results as to mask the bad iesults for the other two combinations. 

28 Machinery for automatically comparing letters m applying the kappa test has been devised. Such 
machines gready facilitate and speed up the procedme, and make possible a comparison of many messages 
among themselves which would otherw11e requue enonnous labor 1f performed by manual methods. 
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this K I.e. Yill be &tfinecl aa the ratio of the observed number of coinci­
dences to the expected number of coincidences tor random.29 The ad.vantage 
ot expressing coincidences as a " I.e. is p1.rticul.arl.7 evident when ve are 
testing digital trattic, wherein the value ot Kp tor the underlying inter­
mediate plain text might be UDknovn. 

1 ..t· The "r codatant tor digital text is of course iO • .1, and the Kr 
tor Baudot text is * .. 0313; these are the constants to be used in deriving 
the "I.e. for digital and teleprinter traffic. If' the uact nature of 
digital intermediate plain text is known (such as baa been indicated, tor 
example, in aubpara. 89!,--£ vith respect to 1DODOJ11111-d1nome systems), the IC. p 
tor a particular digital system •Y be calculated. As tor the Kp in Baudot 
text, an analysis of 300 Western Union teleprinter messages (totalling 
53,281 characters) revealed that .0566 is the IC p for English Baudot text.30 

k. The student ia again cautioned that the kappa teat is especially 
reliable only when the massages to be superimposed are rather long (say, 500 
letters or more), so that there are a sufficient number of caapariaons to 
permit unequivocal mnifestations of the lava of probability. It the ••­
sages are too short, an incorrect superimposition my yield an inordinate 
number of coincidences; or, worse yet, the correct superimposition my not 
produce a high enough score. Mili ta.ry erzptanalytica, Part III, will con­
tain :more on the kappa teat, to include refinements applicable in certain 
polygraphic weighting systems. In the manwhile, the student has been ex­
posed to the basic idea of the kappa teat, to round out his general techni­
cal perspective .s1 

99. Fundamental principles of' aperiodic systems.--!,· Virtually all 
systems based upon the principle of a repeating key can be solved because 
ot cyclic or periodic phenomena, which the use of a repeating key exhibits 
externally or internally in the cryptograms. There are methods for pre­
venting the exteroal mnitestation in the cryptograms ot these pheno•na, 
or their supprea•ion and disguise if present internally. In some, the 
principle is to make the elements of a fixed or invariable-length key apply 
to variable or irregular-length groupings of the pl.ain text so that no 
cyclic phenomena are exhibited b)' tile cr;yptograms. In others, the princi­
t>J.e is to apply irregular-lengths of the ke;y, ar a variable-length key to 
regular and fixed groupings ot the pl.ain text, with tbe sam object in view. 

29 The expression "1& L c. " is introduced here to eliminate rhe confu11on wlu.ch heretofore existed in 
designating the LC. derived from alJgning two sequences. In the past, designanons such as "LC. " or 
(1ncorrectly) "'I. c." have given rise to ambigmty; likewise, the term "kappa rest" is preferable to the 
former designations "counting coincidences" or "applying the coincidence test", which are broad expres­
sions coveriog a multitude of syncracies. 

30 The SI. c. of English Baudot text 11 therefore 32(.0566) = I.81. 
31 The student will be able to use the kappa test if he undertakes the analysis of some of lhe more com­

plex cryptosystems which fonn a part of lhe traffic given in Appendix 8 
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In still other methods, both principles are combined, or the key itself 
is ot such a nature that it does not repeat itself. This may be brought 
about bY' constructing or establishing a non.repeating keJ', or bY' employing 
the key in a special mnner. Systems in whicb the successive letters of 
the cipher text (or successive letters of the plain text) after the initial 
letter serve as successive keY' letters are also used with the object of 
avoiding or eliminating periodicity. The aubparagra'Pbs tollovlng will be 
devoted to a description and discussion of the methods of suppressing 
periodicity in cryptooystems. These methods as a class are designated aa 
a.periodic systems, as contrasted with the more simple periodic or repeating­
key systems ve have been stu~ing in this text. 

b. One of the simt>lest •thods of' avoiding periodicity is to use as 
the key for the encipherment of one or 110re messages a aeries o:f' letters or 
characters that does not repeat. itself. Tbe running text of a book, identi­
cal copies of which are in poasession of the correspondents, may serve 88 
the key for this purpose. It is only necessary for the corres1>0ndents to 
agree as to the starting point of the key, or to arrange a system of indi­
cating this starting point by means of an indicator letter or group in a 
fixed position ot a cryptogram, usually at the very beginning. Various 
types of cipher alphabets may be employed in this s;yatem: direct or re­
versed standard alphabets, mixed alt>habets drawn up at random, or secondary 
alphabets resulting f'rom the interaction of two pri-.ry sliding components. 
Such a system is called a running-key system; other names applied to it are 
nonrepeating-, continuous-, or indefinite-key systeJllB. Telephone directo­
ries, the Bible, novels, long poems, stanaard reference works, numerical 
tables such as l.ogari tbmic and trigonometric tables, etc. , have often been 
used as source books tor such keys. 

c. In the preceding subparagraph it was shown haw suppression of 
periodicity could be accmapl.ished by means ot a continuous key. Bovever, 
periodicity may also be avoided by special mnipul.ation of an otherwise 
finite, repeating key. A key word, though limited in length, my never­
theless be ap-plied to variable or invariable-length sections of the plain 
text. When, tor example, each l.etter of the key serves to enci-pher a single 
letter of the plain text, the encipherment is said to be invariable or fixed 
in this respect. The same is true even if a single letter of the key serves 
to encipher regular sets of letters of the plain text; tor example, each 
letter of the key EJ' serve to encipher 2, 3, 4 ••• , letters of the text. 
In these cases perioclic1ty voul.d be manifested externally b7 the cryptograms, 
proriclecl that there is a suf'ticient amount of text to be examined. But it 
each letter of the key serves to encipher irregular or variable-length 
grou"Pings of the plain text, then periodici"tY' cannot appear except under 
rather remote contingencies. Suppose, tor example, that so simple a scheme 
11 used 88 letting each letter of toe key serve to encipher a complete word 
ot the text; since words are ot irregular lengths and there is no regularity 
whatever in the sequence of vorda witb respect only to their lengths, peri­
odicity cannot appear. Or, instead of enciphering according to natural. word 
lengths, the irregular groupings of the text might be regulated by other 
agreements; tor eumple, it might be agreed that everJ key letter will be 
used to encipher a number of letters corres1>0nd1DS to tbe numerical. value 
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ot the kq letter in the Dm'DBl alphabet. It the key vorcl in the fore­
going tvo &J&t8DIB is short and the message is long, parioclicity 'lllA7 creep 
in cleapite tba irregular groupinga in the enciphermnt. Sufficient wi-
4.ence -.y- even be obta.inecl to lead to a disclosure of the length of the 
k91. But it the key conaiata of a long word, or ot a camplete phrase or 
aentence, the text voulcl haTe to be veey long in order tbat autticient 
evidences of perioclici t)' be found to mke poaaible the determination of 
the length of the ke7. 

!• In the preceding aubpa.ragrapb., periodicity vu auppreased by en­
ciphering V'U'iable-length groupings of the pl.ain text. It v1ll now be 
shown haw -periodicity my be avoided by enciphering by V'U'iable-length 
groupings o't the tey. The •thod consists in interruptiy the key; ginn 
a k91 word, it can becClll8 a Yariable-length key by interrupting it accord­
ing to aom prea;rranged 'P].aD, ao that it becoms equivalent to a series ot 
keya ot different lengtha. Tb.ua, the single key vorcl QUIS'l'IOIABLY, tor 
enmpl.e, ~t be ezpanc1ecl into a aequence ot irregular lengtha, such as 
CIJJS'J!IOIA/fl.Dl!lJ~lODB/"11/"1E'J!I/, etc. 32 

(1) Various schema tor indicating or d.etermini.ng the interruptions 
a:r be adopted. For example, •U'PPO&e it 'lllA7 be agreed that the interruption 
will take pl.ace imediat~ attar and enry t:lm that the letter R occurs in 
the plain text; thia is the Pl!intext interruptor •tbad. It the te7 word 
were l'.IJBSTIOBABLY, 1 t would then be interrupted. as shovn in the tollov1ng 
ex•mple: 

K: ~ cPST IOIAB QUIST CJJISQ UK 
P: 001U'R OKTLI D8AR BllOllR BPQBT BD ••• 

Since this schem is cryptograph1call1' objectionable because of a prepon­
derance in the key of the first :rev letters of the key word, it might be 
advantageous to use the key interruption (in this cue, the presence of an 
~in the text being enciphered) either to cause the key to "stutter", or 
to skip an element in the key; these ettects are ahovn in tbe tollov1ng 
enmplea: 

K: QUBBS STION ABLYQ CIJIST TIOKif AB 
P: OORFR ONTLI DSAR BN<llR IPORT ED ••• 

K: <&JETI UBLY QUIST OIABL QUESI 01' 
P: OURm ONTLI D'BAR D'CllR EPOBT ED ••• 

32 Note that hem the key word is being mtenupted accOldlJJg ro its denved numerical key, 1. e., fust 
8 11 3 9 10 4 7 6 l 2 5 12 
QUBSTIOBABLY 

after the digit 1, then after the digit 2, etc. 'lbe example in 1hls subparagraph shows how a long key sequence 
may be cledved fmn a short basic key. 
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(2) Au alternative to the foregoing •thod is that em.ploying the 
idea of a ci@ertext interruptor letter. In this case, the interruption 
of the key takes pl.ace every tim a des1gnated letter shaw& up in the 
cipher text. 

(3) It is possible to apl'l7 an interrupted key to variable-length 
groupings of the plain text. In illustrating this method, an iDcl1.cator 
(f'or instance, the letter X) will be inserted in the pl.ain text to show 
vhen the interruption takes place. For example, if the plain text is 
polyal.phabeticall.J' enciphered by word lengths and one letter of the key 
word QUESTIONABLY is skipped vhen tbe interruptor letter is used, we would 
have the following: 

K: QUE STIONA LYQUE STI OliAB YQUESTIO 
P: OUR FRONTX LDES ARE NCMX RBPORTBD ••• 

Many other variations ot the interrupted method are of' course possibleJ 
Military Cmtanal.Ulcs 1 Part III, vUl contain more OD tbe cryptography 
of' these systems, as veil aa include detailed treatment of their crnta­
DBJ.yals. 

!.• The last maJor class of aperiodic systems is that ot autokey Bya• 
tems in vbich the key is automtically derind either from tbe cipher text 
"["iilthe case of' ciphertext autokez systems) or tram the plain text (in 
Rlaintext autokey systems). 

(1) Suppose, for example, that tvo correspondents agree to use the 
vord '!'RUB as an initial key in a cit>hertext autok.ey system, in con.1unct1on 
vith reversed standard alphabets, and the mssage to be enciphered begins 
DAVY IHTIRDICTIOB FIRE FALLING AT... The tirst tour .letters are enciphered 
as follows : 

K: 'lmJE 
P: HEAVY INTIR DICTI oum BFALL IlfGAT ••• 
C: MWJ 

The cipher letters MNUJ now f'orm the key letters for enc1t>her1ng the next 
four plaintext letters, YINTp,, )'ielcling OFBQc. Tbe latter then form the 
key letters f'ar enciphering tbe next tour letters, and ao OD, resulting in 
the follCJlliDS: 

K: muEM WJOF HQlCOB IIWU VQODR LOSGD 
P: BIAVY DTBR DICTI ONl'm El'.ALL DGAT ••• 
C: MNUJO FBQJCO BIIW UVQOD RLOSG DBMCK 

(2) Instead ot using the cipher letters in sets, as shOllD above, the 
last ci-pher letter given by the use of' the key word ay- becom the keJ letter 
tar enciphering the next plaintext letter; this new cipher resultant then 
becomes the key letter f'or encit>hering the tollav1ng letter, and so on to the 
end of the massage. 'l'hus: 
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K: mUEJ LDQX'.l' CZRFW OA?lIA JFAAP DIJDA 
P: BIAVY IN'mR DICTI ONFIR DALL INGAT ••• 
C: MNUJL DQX'1'C ZBPWO ANIAJ FAAP.B WJDAH 

It ia obvious that an initial key vord ia not necessary; a single pre­
arranged letter vtll do. 

(3) In plaintext autokey systems, the plain text itself serves as 
the key, after an initial group or an initial letter. This is shown in 
the following example, wherein the text of the message itself, after the 
prearranged initial key word TRUE, forms the key text (the enciphering 
alphabets, as betore, are reversed standard alphabets): 

K: TRUEll EAVYI N'mU> ICTIO DIRE '1 AI.J.J.. 
P: HEAVY INTER DICTI ONFIR IFALL :mGAT ••• 
C: MNUJJ WNCUR 'Ql!YV UPOAX JAIGT XNFLP 

(J,.) One serious objection to plaintext autokey systems is that the 
results of errors are cumulative; one error affects all the succeeding 
letters, and if several errors are made, tbe messases are di:f'1'1cult to 
decrypt. (This disadvantage can be minimized by the use ot automatic cipher 
devices suitably constructed to accomplish the encipherment with speed and 
accuracy.) The serious weakness of ciphertext e.utokey systems, on the other 
band, is that the key of' au intercepted message is already in tbe possession 
of the enenq cryptanalyst, since the cipher text itself is the key. Haw 
these systems are solved merits detailed treatment; their cryptanalysis will 
be discussed in the next volume. 

!• There are many elementary cryptomcbanisms and cipher devices which 
have as their principle the suppression ot periodicity. A description ot 
some of the more important of these is contained in Appendix 6, "Crypto­
gra-phic Supplement." 

l.00. Final remark.s.-~. In subp&ra. l.3t-h we stated that there are 
twelve different equations iosaible for establishing the :manner in which tvo 
sliding primary canponents may be used. It vaa furthermore stated that 
twelve square tables, equival.ent to the tvel.ve different equations, can 
readily be constructed. Using the tvo components given in the example, 

(1) A B C D B F G H I J K L M N 0 P Q R S T U V W X Y Z 
(2) F B P Y R C Q Z I G S E B T D J U M K V A L W R 0 X 
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and the twelve enciphering equations 

(l) ,,2 • 9J./li 9P/1 • 8c/2 (7) 9t/2 • 9P/1; 81/2 • 8c/1 

(2) 9'&./2 • 81/1 i 9.p/2 • 8c/l (8) "t/2 • 9c/li 81/2 • 8.p/1 

(3) 9k/1 • 8t/2i 9p/1 • 9c/2 (9) 9t./1 • ip/2; 91/1 • 9c/2 

(4) it/l • 91/2i 9p/2 • 8c/l (10) 9t./1 • 8c/2i 81/1 • 9p/2 

(5) 9t/2 • 9p/1i 81/1 • 9c/2 (11) 9t./1 • ~/2i 91/2 • ic/l 

(6) 9t/2 • 9c/li 81/1 • 9e/2 (l.2) 9k./1 • &c/2i 81/2 • flp/1 
we can produce the corresponding twelve square tables, the ti.rat tour rovs 
ot vhich are shown belov:33 

ABCDEFGHIJKLMNOP RSTUVWXYZ 
AALWNOXFBPYRCQZIGSEHTDJUMKV 

~b~ BBPYBCQZIGSEHTDJUMKVALWNOXF 
~.lM CCQZIGSEHTDJUMKVALWNOXFBPYR 

DDJUMKVALWNOXFBPYRCQZIGSEBT 

ABCDEFGHIJKLMNOP BSTUVWXYZ 
AAHLUBGPSOVYBXDEIMKQTWZCFJN 

~ble BTAENKZILHORUQWXBFDJMPSVYCG 
~.2 CPWAJGVEHDKNQMSTXBZFILORUYC 

DGNRAXMVYUBEHDJKOSQWZCFILPT 

ABCDEFGHIJKLMNOP RSTUVWXYZ 
AFBPYRCQZIGSEHTDJUMKVALWNOX 

~ble BXFBPYRCQZIGSEHTDJUMKVALWNO 
~.3 COXFBPYRCQZIGSEHTDJUMKVALWN 

DNOXFBPYRCQZIGSEBTDJUMKVALW 

ABCDEFGHIJKLMNOP RSTUVWXYZ 
AUBFOLAJMIPSVBXYCGEKNQTWZDH 

Table B V C G P M B K N J Q T W S Y Z D H F L 0 R U X A E I 
~.4 CWDBQNCLOKBUXTZAEIGMPSVYBFJ 

DXEIRODMPLSVYUA»FJHNQTWZCGK 

33 It is undei:stood that die plaintext letters are to be found m 1he normal sequence above the square 
proper, the key letteis m the sequence to the left of the square, and the resultant cipher letters witlun 
the square. 

34 Tim table is cryptograplucally identical with that given in Fig. 9 on p. 21, even though for com­
parison purposes the hlrizontal rows of the latter have been interchanged so as to begin succeSSive alpha­
bets with the successive letters of the normal sequence. 
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ABCDIPGHIJKLMNOP RSTUVWXYZ 
AAVKMUJDTHESGIZQCRYPBFXONWL 
BBFXONWLAVKMUJDTHBSGIZQCRYP 
CCRYPBPXONWLAVKMUJDTBESGIZQ 
DDTHESGIZQCRYPBFXONWLAVKMUJ 

ABCDIFGBIJKLMNOP RSTUVWXYZ 
AATPGJULIMFCZDXWSOQKBEBYVRN 
BHAWNQBSPTMJGKIDZVXROLIFCYU 
CLEARUPWTXQNKOIHDZBVSPMJGCY 
DUNJADOFCGZWTXRQMIKIBYVSPLH 

ABCDIFGBIJKLMNOP RSTUVWXYZ 
AGBIJKLMIOPQRSTUVWXYZABCDEF 

Table BZABCDEFGBIJKLMNOPQRSTUVWXY 
~.7 CVWXYZABCDEFGHIJKLMNOPQRSTU 

DMNOPQRSTUVWXYZABCDEFGHIJKL 

ABCDEFGBIJKLMNOP RSTUVWXYZ 
AUVWXYZABCDBFGHIJKLMNOPQRST 

Ta~e BBCDIFGHIJKLMIOPQBSTUVVXYZA 
•• 8 CFGRIJKLMBOPQRSTUVWXYZABCDB 

DOPQRSTUVWXYZABCDEFGHIJKLMN 

ABCDEFGHIJKLMNOP RSTUVWXYZ 
AABCDEFGHIJKLMNOPQRSTUVWXYZ 

Table BVFRTSXIEZDMAUWNBCYGllJKLOPQ 
~.9~ CKXYBGOZSQTUVJLWFRPIEDMANBC 

DMOPBINQGCHJKDALXYBZSTUVWFR 

ABCDEFGHIJKLMNOP RSTUVWXYZ 
AABCDEFGHIJKLMNOPQRSTUVWXYZ 

~ble BLPQJHBSTGUVWKOXYZCEDMARFRI 
~.W~ CWYZUTPEDSMANVXFRIQHJKLOBCG 

D~RIMDYHJEKLOAFBCGZTUVWXPQS 

35 An interesting fact about this case u that if die plam component LS made idenucal with the cipher com­
ponent (both bemg the sequence FBPY ••• ), and if the enc1phenng equanons are the same as for Table No. 1, 
then the resultant cipher square is idenucal with Table No. 9, except that the key letters at the left are in the 
order of the reversed mixed component, FXON. • • In other words, lhe secondary cipher alphabets produced by 
the interaction of two idenncal mixed components are the same as those given by the interacuon of a nuxed 
component and the normal component. 

36 The foregoing footnote also applies to this table, except that the key letters at the left will follow the 
order of lhe direct mixed component. 
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ABCDEFGHIJKLMNOP RSTUVWXYZ 
AGZVMPAROSLIPJDCYUWQNKBEBXT 
BHAWNQBSPTMJGKEDZVXROLIFCYU 
CIBXORCTQUNKBLFEAWYSPMJGDZV 
DJCYPSDURVOLIMGFBXZTQMKHEAW 

ABCDEFGHIJKLMNOP RSTUVWXYZ 
AFXONWLAVKMUJDTHESGIZQCRYPB 
BBPXONWLAVKMUJDTHESGIZQCRYP 
CPBFXONWLAVKMUJDTBBSGIZQCRY 
DYPBFXONWLAVKMUJDTBBSGIZQCR 

!!.• When these tables are examined caref'ully, certain interesting 
Points are noted. In the first place, the tables my be paired so tba t 
one ot a pair may serve tor enciphering and the other of the pair may serve 
tor deciphering, or vice versa. For example, Tables 1 and 2 bear this re­
ciprocal. relationship to each other; similarly, Tables 3 and 4, 5 aud 6, 7 
and 8, 9 and 10, and ll and 12 also show this relationship. In the second 
pl.ace, although the tables are derived trm the same pair of components, 
the internal. dispositions ot the letters are quite diverse. For example, 
in Table 1 the horizontal. sequences are identical vi th those ot tr..e square 
in Fig. 9 (on p. 21) , but are mereJ.y displaced to the right and to the left 
at diftereut intervals according to the successive key letters. Hence Table 
1 shavs a horizontall.y disp1aced, direct symmetry of the cipher component. 
Vertically, DO symmetry is in evidence;37 but when Table l is mre careful.l.J" 
examined, a latent symaetry my be discerned where at first glance it is not 
apparent. If' one takes &DJ tvo columns of' the table, 1 t is found that the 
interval between the members of any pair of letters in one column is the 
same as the intern.l between the member of the homologous pair of' letters 
in the other column., if' the distance is measured on the cipher ccmponent. 
For example, consider the 2d and 15th columns (headed by L and I, respec­
tively); take the letters P and G in the 2d column, and J and W in the 15th 
column. 'l'ba distance between P and G on the cipher component is 7; the dis­
tance between J and W on the same component is also 7. Thia, of course, is 
a llBDitestation of indirect synmetry inherent iiitii'e cipher squm-e. It 
followa, then, that eveey table which sets forth in syste•tic fashion the 
various secondary alphabets, derivabl.e by sliding two priniary sequences 
through all points ot coincidence to find cipher equivalents, must show some 
k1nd of symmetry both horizon~ and vertically. The symmetry is termed 
visible or direct, if the sequences of letters in the rovs (or colunms)are 
the same throughout and are identical w1 th that ot one ot the primary com­
Ponents; it is termed h1dden or indirect if the sequences of letters in the 
rows or colUlllls are different, apparently not related to either ot the coa­
PoDents, but vbich are in reality decimations of one of the prilllaz7 compo­
nents. 

37 It is ttue that the fust column withm rhe table shows the plam-component sequence, but Ibis 11 merely 
because the method of finding 1he equivalents in this case is such that this sequence is bound to appear in that 
column, since the succemve key letters are A, B, C, • • • Z, and tins sequence happens to be ldenucal with 
the plain component in this case. 11le same is true of Table Nos. 5 and ll ; it is also applicable to the fint 
row of Table Nos. 9 and 10. 
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S.• When the twelve tables are examined in the light of the foregoing 
remarks, the type ot symmetey found in each may be SUDllDm'ized in the follow­
ing mnner: 

Horizontal Verttcal 

G) Direct Indirect Direct Indirect - symmetry symmetry symmetry symmetry i 
~ Follows Follows Follows Follows Follows Follows Follows Follows 

plain cipher plain cipher plam cipher pl am cipher 
component component component component component component component comoonent 

l ••••••• x ••••••• ••••••• ••••••• ••••••• ••••••• x 
2 ••••••• ••••••• x ••••••• ••••••• ••••••• x ••••••• 
3 ••••••• x ••••••• ••••••• ••••••• x ••••••• ••••••• 
i.. ••••••• ••••••• x ••••••• x • •••••• ••••••• ••••••• 
5 ••••••• x ••••••• ••••••• ••••••• ••••••• ••••••• x 
6 ••••••• ••••••• x ••••••• ••••••• ••••••• x ••••••• 
7 x ••••••• ••••••• ••••••• ••••••• ••••••• x ••••••• 
8 x ••••••• ••••••• ••••••• ••••••• ••••••• x ••••••• 
9 ••••••• ••••••• ••••••• x ••••••• ••••••• ••••••• x 

10 ••••••• ••••••• ••••••• x ••••••• ••••••• ••••••• x 
ll ••••••• ••••••• x ••••••• x • •••••• ••••••• ••••••• 
12 ••••••• x ••••••• ••••••• ••••••• x ••••••• ••••••• 

Of' these twelve types or cipher squares, correst>Onding to the twelve dif­
ferent ways of' using a pair of' sliding primary components to derive second­
ary alphabets, the ones beat known and moat often encountered in cryptologic 
studies are Tables 1 and 2, referred to aa being of the Vige~re type; 
Tables 5 and 6, referred to as being of' the Beaufort type; and 'l!ables 9 and 
10, referred to as being of' the Delastelle type.38 ibe foregoing exposition 
might serve to clarify the relationships present among the twelve different 
cryptographic equations and their associated derived tables. 

d. Not much has been said in this text concerning tlle use of word 
separators in pol.yal:phabetic systems. Thia usage is not often encountered 
in -periodic systems; nevertheless, a few words on the subJect 1fBY not be 
am:l.aa. Word separators my be incorporated in the cryptoayatea in both en­
ciphered and unenciphered fora, as follovs: 

(1) A rare letter, such as Xp1 might be used as a word separator in 
the plain text of' a message; this separator woul.d then be enciphered by the 
alphabet& used in the polyal.phabetic system. In such a case, the cipher 
equivalents of Xp, when the periodic cipher text is al.located into its con­
stituent monoalpbabetic distributions, will have a predominant frequency. 39 

38 11 will be noted that the tables of the Delastelle type show no direct or vmble symmeuy, either horizon­
tally or vertically, and because of this fact some authors have declared that they yield more security than do 
any of the o1her types of tables, this supposed increase in security is, as the student has come to learn, more 
illusory than real. 

39 See footnote 8 on p. 96, Military Cryptanalytics, Part I, for the frequency character11ncs of Enghsb 
plain text which includes a word separator. 
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(2) A 25-letter cipher alphabet might be used,, v1th,, aq, the letter 
Xe missing in tbe cipher component; this Xe could then be used as a V01"cl 
separator during the course of tbll!I periodic encipharmnt, v1thout 41aturbing 
the period (:L.e., as if Xe vu the ciphertaxt equivalent of a ward separator 
in all the alphabets). In such a case, the anrwbelm1ng :tnqwtll07 of Xe in 
tbe Oftr-&1.l cipher text, together with its characteristic "PO&it:LOD&l. appear­
ance spaced tbrCNgbout the cipher text, vould at once 'Pl"OCl&1m what 1a going 
on. 

(3) It the Xe 1n subpar. (2), above, were iDBerted in the cipher text 
after periocU.c enciphermnt., 1 t YOUl.4 disturb the cyclic }>he:ammaa that 
otberviae mlght be present in tbe cryptogram, giving the impression (on 
hast7 aaal.pis) ot an aparioclic S)"lltem. levvtheleas, aa in the preceding 
case, the startling t.requeney of Xe in the onr..U oi-phe:r text, coupled 
vi th its "POBitional appearance, vould enable the c~t to interpret 
its aignit1cance. Once the Xe •a ban been elill1aated, the c:eyptogram vould 
be back in periodic torm--v.t th the acldad hel:p of the DOI' kDawD vord cU.Ylsiona ! 

(le.) Unenciphered word separators need not be as unaophiaticatecl as in 
cases (2) ancl (3), above. For example, in a 25-letter alphabet v1th a 
missing ~.. this Xe might be used to repl.ace the second letter• of all cipher­
text doubieta; than the last cipher letter o'f nery word ia doubled., to in­
dicate ward dirtsiona. (It a word ends in a doubJ.ecl cipher letter, the 
second letter o'f the cloub1et is repl.aced bJ" an Xe, tolloRcl in this case 'bJ' 
another Xe to indicate the end of a word.) In other vorc1s, there v111 be 
26 different letters used tor vorcl aepa;ratora, in what appears to be a ran­
clca ae1ection. Such a cue, when tirat encountered, might be harcl to diag­
nose because of 'POB&ib1e mental blocks on the pa:rt of the c1'JPt~t; 
nevertheless, the mnifestationa of the extraordina:ril.1' b1gh doubl.et rate 
in the cipher text (16~ 1Dstead of the expected 3.~ tor random), the absence 
of &DJ' tripled letters in the cipher text, and the 'P08it1onal appearance of 
the doublets scattered. throughout the text, ahoulcl be enough c1uea to eaabl.e 
the carrect interpretation of these -pbenomna. 

(5) In PQ11alphabet1c &)"lltema yielding cligita tor the cipher text, a 
particular digit, not otherwise used in the ceyptographic schem, ndaht be 
reaernd u a vorcl separator, which is then enciphered along with the rest 
ot tbe text, a1m1ar to case (l.), above. Or, in the case of a441t1Ye-en­
ciphered a;yate1111, using a mom-cll.D0118 &J"Btem. u an enmple, tbe digit "9" 
might be mlas1ug in the raw and column coorclinatea; the aclcl1tion of the DJ" 
voul.d be P11"1Wmed mod 9 (producing cipher text containing o~ the digits 
O through 8). nie digit 9 is then inserted in tbe cipher text, to show vorcl 
diriaiona, disturbing the c;ycllc repetitions of the keJ' in tbe vroaeaa, 
a1m1Jar to cue (3), abon. Such a schw might be troub1eaome, e81J8C1all.y 
since, vith a 10-el.emnt alphabet, tbe trequeDCJ' of the digit 9 m:Lght be 'l'8rT 
close to the randm expectation ot l~; but the absence of 4oubl.ed. 9'•, and 
the positional. appearance of the 9'• in the cipher text, vould once again 
J.ead to a correct interpretation of the ~. 



REF ID:A64554 

e. 'Die atu4ent baa aeen in aub'P&l'. 97f how ,,. are able to rea4 a Upth 
of tvO in a Bau4ot a19tea where the key i8 longer tllaD either of the tvo 
•a...-. !he reason this is poaaibl.e with such a shallow c!epth ia, of 
course, tbat tbe alphabet i8 a known alphabet. It our clepth of tvo w:re in 
a literal a19tem vith 1mon. al-pbabeta (aay, reversed atudvcl alpbabeta), 
solution voul4 a till be poaaib1e, regarclleaa of the length of the total DJ' 
or ita compoaition; 11kev1ae, in a cligital a711tem, auch as an ad41t1Ye-en­
cipbered 1D10m-c11m a19tem, wherein. tba •triz an.cl coordi:aatea are lmavn, 
solution ot a clepth ot tvo is al.ao possible. ID certain aituationa, it is 
8Yen. possible to read a a1pile •••ase enciphered with an UDkDalm lollg, DOD-
repeating 1te7, it the ia a ntext ke or ia clerivecl troll n text·40 
in effect vbat,,. haft ia a c18pth of tvo in. theae a1tmt1ona, aince 
a correct pl.aintezt assumption in the ••88P v11l yield. plain tut in the 
ke7, 8114 Tice 'NZ'&a. 41 

t. lov tbat the tonal part ot this aecom Tolum in a comprehenaift 
aenei of aiz 'basic texta on ~ica ia 4r&Y1ng to a close, there are 
atUl aenral. topics which mat be 1DClu4ecl it, u indicated. at the encl ot Milt£1? CmtaMJY'tica, Part I .. the tirat tvo Tol.uma are to contain wt 
of necea•U7 fulldamntala of tbe acience; tbia 1Dtor-.tion is includacl 
in aom of the a-ppmcllcea which toll.ow. 

(l.) Although couiclerabl.e treatDBDt bu been c1eTote4 to the solution 
ot mlpbabetic aD4 l'ol.1al}1babet1c aubati tution ciphers, ,,. ban not 79t 

40 As ID example of key clerlved fiom plain um. comlder ID acldidve-encf.pbered moDOJDe·dinome IJlfem 
in wblch dJe key comlsts of plain tezt taken &om a book in lhe posmsdon of lhe c:onespooden11; tbis key text 
11 lhen converted into digital form by enciphering it duougb die same maldx used for encrypting the mesuge. 

41 Perhaps this is as good a place as any m make some ob1ervadom which ue of general iarel!Ut In con­
nection wldl the rUDDlns·lmy principle, ancl which have no doubt been die subject of speculad.on on the part 
of IDllle students. Suppoae a basic, 1mlr1telllgible1 random sequence of keying characten which is not derl'9ed 
fiom die interaction of two or DIOle lborrer keys and wblch never iepeatl is employed but once as a key for 
encipherment. Can a cryptogram enclpherecl in such a 1Y11eJD be 10lved? Tbe amwr 10 this question must 
unqualifiedly be ddl: even ff the cipher alphabets am known sequences. cryptaaalyl:ic 8Clence is certalaly 
powerlen to attack such a cryptogram. Furdiennore, so far as CID now be dllcerned, no metbod of anack :II 
likely ever to be deviled. Sbon of methods based upon the alleged phenomena of mlepadly--tbe very ob­
jective exlnence of which is denied by most •sane" lnvenigaton IDday--11: 11 lmpoaiblo.for die author to con­
ceive of any way of attacldng such a Cl'JPfOSr&m. 

Tbls II a case (and perhaps the only case) In which die lmpoalbWty of cryptanalysis :II matbemadcally 
demomtrable. Tw tbiugs ue ln.olved ID a complete 10lution In mathematics: not only must a satisfactory 
(logic,J.) answer to die pioblem be offeied, but also It must be demomtrated that tbe an1wer offezed ii ulllque, 
that 11, the only pouible one. (The mistake is often made that the latter phase of what CODltltutes a Yalkl 
10lution is overlooked--and thfs is die bade enor wbicb numeious alleged Baccm•Shakespeam •crypmgrapben• 
commit. ) To attempt to IOl.Ye a cryptogram enciphered in tbe mamm indicar.ed ls analogous to an ataempt 
to find a unique solution for a slDgJe equadon contafning tw unknowm. with absolutely no data available for 
10lutlon other dlan those given by that equad.on itlBlf. It is obvious that no unique mludon ls poalble lo such 
a case, dace &!1J one guantlq whatmever may be cbo1en b one of the unlmowna and the other will follow as 
a consequence. 'l'beaefoie ID lnfiDlte number of diffeient answers, all equally valid, ii posllble. Jn die case 
of a czyp10pam encipbeied In dJe manner IDdlcated, there ls die equiYalent of an equation wilb two unknowm; 

eeu lBmiiiliL 
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touched upon, except tor a few remarks of a very general nature, that other 
lart-e and important class of ciphers, !!!•, transposition. The fourth 
volume in this series will deal extensively with these latter systems; in 
the meanwhile, the student can learn the general methods of solution of s0m9 
ot the more elementary types of transposition systems by studying Appendix 
5, "Introduction to the solution of transposition ciphers." 

(2) In order to round out the student's background in the cryptography 
of codes,42 and of certain aperiodic systems and representative machine 
ciphers, this intormtion is contained in Appendix 6, "Cryptographic supple­
ment." 

(3) In this and the preceding volume there have been numerous refer­
ences on the importance of the assistance rendered by machine aids in crypta­
nalysis. 43 In modern communication intelligence operations, these aids play 
a paramount role, just as they do in other scientific and technological fields. 
At this point in our studies, it is desirable to have an appreciation of the 
potentialities of soma of the more elementary aids, fil., punched card busi­
ness machines; Appendix 4, "Applications of electrical tabulating equipment 
in cryptanalysis", provides this background. 

(~) Appendix 7, "Introduction to tra.ttic analysis," will give the 
student a basic understanding of the :f\mdamentals of this important branch 
of' cryptology, and will mk.e him realize the close bond between crypta­
nalysis and traffic analysis. Appendix 8, "The 2.EIIDIAU Problem: an exercise 

the key ls one of the unknowns, the plain text 11 the other. One may conJure up .in mflDlte number of dlfferent 
plain texts and offer any one of them as a "soluuon." One may even perform the perfectly mcanmgless labor 
of reconstrucnng the "key" for this selected "solution", but since there u no way of proving from die cryptogram 
itself, or from the reconstructed key (wlnch is unintt:lhgible) whether the "solunon" so selected !s ~ actual 
plam text, all of the infimte number of "solunons" are equally valid. Now since it ls inherent 10 the very idea 
of cryptography as a pracncal art that there must and can be only~ actual solution (or plain text), and since 
none of tlus lnfuute number of different solutions can be proved to be the one and only correct solution, there• 
fore, our common sense reJects them one and all, and it m,1y be said that a cryptogram enciphered in the man­
ner inchcated is absolutely impossible to solve. 

It is perhaps unnecessary to point out that the forcgomg statement is no longer true when the running key 
consntutes intelligible text, or if it is used Lo encipher more than one messag~. or if it is the secondary result­
ant of the interacnon of two or more short primary keys wlu.ch go through cycles themselves. For 10 these cases 
there is additional mformanon avatlable for the dellmitauon of one of the pair of unknowns, and hence a 
unique solut10n becomes possible. 

Now although a true "one-ame" system repres~nts the ultunare goal of cryptograpluc security and • the 

ideal toward wluch cryptograpluc experts have striven for a long time, there is a wide abyss to be bridged 
between the recogmt10n of a theoretically perfect system and its estabhshment as a ptacucal means of secret 
mtercommumcat1on. For th:: mere mechanical details m'tolved 10 the producuon, reproducuon, and distri­
bunon of such keys present difficulnes wluch are so formidable as to desuoy the effecnveness of the method 
as a system of secret intercommumcatlon suitable for groups of correspondents engaged in a voluminous ex­
change of messages. 

42 Elementary principles of code solunon have in effect been touched upon 10 the discussion on cryptosys­
tems employmg syllabary squares and code charts, 10 par. BO of M1btary Cryptanal_>:!1cs, Part I. 

43 Cf. the first reference on machme aids in subpar. 2f (6), Mibtary Cryptanalyucs, Part I. 
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in coD111Unication intelligence operations," presents a simulated operational 
situation involving traffic analysis and cryptanalysis on a volume ot 
traffic intercepted during a hypothetical. amphibious operation. 

l• As was the case with the previous text, mere reading of the methods 
of solution of the various types of cryptosystems covered in this volume is 
not enough to insure complete understanding of the principles and techniques 
presented. It is therefore strongly recommended that the student solve the 
problems contained in Append.ix 9, "Problems - Military Cryptanal~tlcs, Part 
II 11

, as a means of acquiring facility and adroitness in the solution of peri­
odic polyalphabetic ciphers. For further study, the messages of the Zendian 
Problem will provide valuable experience in attacking unknovn cryptosystems 
of all classes, especially as regards cryptanalytic diagnosis. 

h. The formal portion of this text will be closed with a synoptic 
chart-of cryptography (continuing the series of charts established in the 
first volume), fo\Ul~ on p. 373 1 showing the relationships among the various 
cryptosyatems treated in Military Cryptanalytics 1 Part II. This chart is a 
continuation of the chart on p. 227 of Military Cryptanal.ytica 1 Part I, if' 
we consider the present chart as an amplification or the box labelled 
"Polyal.phabetic" in the previous chart. 

***** 
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COHPIDEITIAL 

APPENDIX 1 

GLOSSARY FOR MILITARY CBrP.l'ANALYTICS, PART II 

Thia glossary is limited in scope to cryptologic terms actually 
appearing in this text, terms likely to be encountered in other Cl")'Pto­
logic literature of approximately the same level as this text, and a 
1'ev other terms considered necessary to ccmplement or to clarif',y cer­
tain de:l"imtiona. 

377 



REF ID:A64554 

.. 

(BLAIK) 

378 



•. 

REF ID:A64554 
ee&IDE&IJAL 

GLa3SABY FOR MILI~ CRYPTANALITICS, PART II 

accidental repetition. A repetition produced f'ortuitouaq, and not by 
encipherment of identical pl.a1nte:xt characters b;r identical ke;rillg 
el.ementa. Ct. CAUSAL REPETI:?ION. 

additive, n. A single digit, a numerical group, or a series of' digits 
which f'or the purpose of' encipherment, is added to a numerical cipher 
unit, code group, or plain text, usuall:r by cryptographic arithmetic. 

add1tive book. A book comprising a group ot acl41tive tables. 

additive method. ihe method of encipherment wherein the ceyptographic 
equations are P + K • C, and P • C - K. Ct. MINUEND MBTROD and SUB­
mACTIVE MmmD. 

additive syatem.. A crypto&JStem in which encipherment is accomplished 
through the application of' additives. 

add1 tive table. A tabular arrangement of' add1 tives. 

BD!ll'am, n. Plain la.Dguage reconstructed from a transposition cipher b;r 
restoring the letters o::r the cipher text to their original orcter.-­
v. t. To crypta.nalyze a tranapoai tion cipher in vhol.e or in pa.rt by 
combining one aeries of' characters With another aeries from the same 
msaage to produce plain text, pl.a1n code, or intermediate pl.ain text. 

analytical machine technia,ue. In the solution of' a cryptologic problem, 
an approach usi11g data processing mchinery, computers, or special 
purpose high-speed electrical or electronic devices. 

aperiodic, adJ. Cbaracterized by absence ot c;rclic attributes or usage, 
as of' key in an aperiodic sutem, q. v. 

apetiodic system. A system. in which the :mathocl of' keyiDg resu1ts in the 
su-ppression of cyclical. phenomena in the cryptographic text. 

autoencipberment, n. Enciphermant b;r means of' an autokey syatem, q. v. 

autokey system• An a-periodic substitution system in which the key, tal­
lowing the application of' a previously arranged initial key, is gener­
ated f'ram elements of the plain or cipher text of' the message. 

ban, n. A :t\mdamental scoring unit for the odds on, or the probability 
ot, one of' a series of h;ypothesea. In order that mul.tipl.1cation may 
be re-placed by addition, the ban is eJCpl"essed in logarithms. 
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baud,, n. Dia unit 1mpulae ot the code empl.o,yecl. I~ tba impul.ae of 
shortest cluration wbich can appear al.om in a given telegraphic system, 
e.g., the clot in tbe Marse coae, the 1Dlpulse ot teleprinter system. 

Bauclot al:pbabet. A nve-UDi t co4e appl1ecl to teJ.eprinter a;yst.ema bf Jean 
Maurice Bm:l.l.e Baudot (1811.5-1903). It emplo18 a 32-elamaDt alphabet 
c!esignecl particul.arl.7 tor telecQ1Wmications wherein each symbol in­
tendecl tor traaamlssion ia repreaentecl by a unique a:rranp•nt ot five 
!!Els, or aece 1!pulaes /1 q. v. 

Beaufort sntea. In cryptoloa, a polpl;pbabetic substitution system ea­
plo)'ing a keJ vorcl in connection ¥1th a Vigemre square, but clitter:l.ng 
frolL the norml Vigeza.e mthod in its rules tor application of the key. 

biliteral, ad.1· Ot or pertaining only to CZ'Jl)tosystes, cipher &1.})babets, 
&Del frequency clistributiona 'Which iDTOlve ci-pher UDita ot Wo letter& or 
cbaracters. See the more inclusive term DIGRAPHIC; see alao BILI'l!IRAL 
FREqlJBBCt DISmIBU'J!IOH. 

biliteral alph&bet. A cipher alphabet baYing a cipher component composed 
ot two-character units. 

biliteral. treg_uency distribution. A frequency distribution of pairs formed 
by combining successin letter• or cbm'acters. Tb.us, a bUiteral dis­
tribution of ABCDBF vould list the folloving pairs: AB, BC, CD, DB, Br. 
Ct. DIGRAPHIC FBIQUDCY DISTRIBm'IOI. 

bipartite alph&bet. A mul.tiliteral alphabet in 'Which the cipher units 181' 
be 41Yidecl into two separate parts whose fmlctiona are clearl.7 aannecl, 
e.g., row indicators Bild col.UD111 1nd1cators of a m.tri.x. 

biertite sptem. A aubatitution system imrol.Ving the use of a bipartite 
alphabet. 

book ciJ>her. A cipher system, utilizing &D1' agreed-upon book, in vhich the 
cipher iclentities a pl.ain elemnt present in the book. 

bust messap. A •&sage or set of related msaages containing an error in 
enciphermnt or Tiolating standard cryptographic security practices so 
as to jeoparclize the security of the message or the systelll and thus be 
ot potential va.l.ua to the cryptanal ;yst. 

call sip. AD7 combination of letters, numbers, or a combination of both, 
used as the identification tor a ccwmm1 cations tacW t7, oonn-nd, au­
thority, actiYity, or unit; used tor establishing &Del m.intaining com­
nam1cations. In U .s. mill tary practice used also tor the purpose of 
iclentif)ing message originators and addressees. 
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callaip, adj. Of' or pertaining to a call sign or call signs; aa, the 
callsip generation. 

causal isomorph• An isomorph produced by different eucipherments of 
identical plain text. 

causal repetition. A repetition produced. by the eucipbermant of identi­
cal plain text characters by identical keying elemnta. Ct. ACCIDBRTAL 
BEPn!TION. 

cell, n. An individual aal.l square on croaa-aection paper, grilles, etc. 

centiban, n. A scoring unit for probability equal to one one-hundredth of 
a~' q. v. A logarithm multiplied by 100. 

chain, n. In its cryptologic application, a aeriea,uauall.J 07Clic, of 
letters or other textual symbols following one another accorcling to 
some rule or lav.--v. t. To form. into chains • 

chi-square (:r. 2) table. A •the•tical table listing the probabilities of 
occurrence by chance of a chi-square value higher than those observed 
in a given case; an adjunct to tbe cbi-ag,ua;re teat. 

chi-square (x. 2) test. A •theDBtical •ans tor determining the relative 
likelihood that two clistributiona derive :trom the same source. For 
e:xample, the teat can be used to aid in the determination of whether a 
distribution ia mre likely to be rand.ala than not; in this usage, the 
observed distribution ia compared with a theoretical distribution repre­
senting that which is expected for random. The end result of' the teat 
is a value representing the discrepancy between the tvo distributions 
which have been compared. This val.ue, called a "chi-square Yal.ue 11 my 
be interpreted as it ia, or it -.y be interpreted tbrough the use of' a 
chi-ag,uare table. 

chi (&) test. A teat applied to the distributions of the elements of tvo 
cipher texts either to determine whether the cliatributiona are the result 
ot encipherment by identical cipher alphabets, or to determine whether 
the UDderl.ying cipher alphabets are related. Al.so called the cross­
product sum. 

cifrario mi.litare tascabile. "Pocket military cipher", an Italian World 
War I cryptosystem involving a Vigemn.e table with a 36-element cipher 
component consisting o't the dinomea io-i.5 in normal order. 

cipher, n. 1. A ctpher system. 2. A cryptogram produced by a cipher 
syatem.--adJ. Pertaining to that which enciphers or is enciphered. 
See al.so CIPHER TEXT. 
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cipher alph&bet. AD ordered arrangemnt ot the letters (or other con­
yentional aigna, or both) of &written language and of the characters 
which replace them in a cryptographic process of substitution. Also 
called a substitution alpha.bet. 

cipher CC!llPOnent. 1be sequence of a cipher alphabet containing the symbol.a 
which replace the plain.text symbol.a in the process of substitution. 

cipher device. A relatively simple mecbanical contrivance tor encipher­
ment and decipherment, us'l&ll.J hand-operated or -.nipalated b)' the 
fingers, such aa sliding atripa or rotating diaka. 

cipher disk. A cipber device consisting of two or mre ccmcentric diaka, 
each be&ri118 on its periphery one component ot a cipher &lpbabet. 

cipher mchine. A relatinly ccmplu:: apparatus or •chaDiam for encipher­
nmit and deciphermnt, uauaUy equipped with a kqboa.rd and often re­
quiring an external power source. 

cipher aqua.re. All orderly arrangwnt or collection or sequences set 
forth in a rectangular form, co...,nl7 a aqua.re (e.g., a Vige...._ aqua.re), 
8Dcl apl.CJ7ed in a cipher s711tem. 

cipller system. AllJ" Cl")'Ptos711t• in which ceyptographic treatmnt is applied 
to plain.text units of regular length, usmll.7 mnographic or cligraphic. 
Ct. CODE SYSTEM. 

cipher text. The text ot a cryptogram vbich baa been prod.ucecl 'b1 DB&DS of 
a cipher SJ"Stem. 

ciph!rtext, aAJ. Of or pertaining to the enarntecl text produced bJ a 
cipier syatem or to the el.emnta vhi.ch comprise such text; aa the cipher­
~ cliatribution. O:tten shortened to cipher. 

cip!!ertext autok.ez system. An aperiod1c subati tution aystm 1D Vhich the 
ke;r, rollaving the application of a prniously arranged. initial ke;r, is 
generated. tram e.Lemnta of the cipher text of tbe •asap. 

ciphertext interruetor. In certain aperiodic substitution ayatema, a spe­
cific cipher J.etter which, by prearrugement,, serns to interrupt the 
keying c;rcle and thus suppresses periodicity. 

code,, n. 1. A code system,, q. v. 2. A code book, q. v. 3. A s:vstem of 
signal.a used in electrical or eJ.ectroDic oommm1 cation. --adJ • Perta1Dill8 
to tbat wbich encodes or ia encoded. 

code bo<5. A book ar docUDmnt used in a coc18 ayatem, a.rraoged in a79t.-tic 
form,, containing units of plain tu::t or varying l.ength (letters,, a;rl.J.a­
blea, vords, pbraaea,, or sentences) each acoompa.n1ecl b;r one or more arb1-
tr&r1 groups of •Jllbols used aa equivalents in •aaagea.--ad.1. Coclabook. 
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code chart. A chart in the torm ot a •trill: containing letters, s7llables, 
numbers, varda, and occasional J y, phrases. The •trix has row and 
colmm coordinates tor the purpose ot designating the plaintext elemnta 
vi thin. 

code grgup. A group of' letters or numbers, ar a combination of both, as­
signed (in a code system) to represent a plaintext elemnt. 

code •asap. A cryptograa produced. b;y encodem8Dt. 

code system. A cryptoa711tea in vhich arbitr&rJ groups of s;ymbols repre­
sent plaintext units of 'V'U')'ing length, usuall;y s7Uables, whole worcla, 
phrases, and sentences. 

code text. The text of' a cryptogram vhich baa been produced bJ :mana ot a 
code s19tea. 

coincidence, n. A recurrence ot textual elemnts (single letters, digits, 
digraphs, etc.) occurring within a •saage or between •aaagea. 

coincldence test. Tbe kappa test, a statiatical teat applied to tvo cipher­
text messages to determine whether ar not the7 both iDYOlye enciphermnt 
by tba same sequence of' cipher alphabets. 

column eg,uati!Ji• 'lb8 process of recblction to monoal:pbabetic term of an 
a:rr&y of' col'UJllD8 of ad.ditive-encipherecl intermediate pl.a:ln tut, where 
each different col.um represents mnoal:pbabetic enciphenaents b7 a unique 
additive. 

col.ummr transpO!ition. A method of' trwposition in which the cipher text 
is obtained by inscribing the pl.a:ln text into a •triX in 8ZJ1' V8.1' except 
vertically and then transcribing the columna ot the mtrix. 

common J.opri thma. Lopri thm to the base 10. Also knavn as Brigsian 
l.ogaritbma. 

comiani cation intelligence. Intorm.t1on deriTed tram the at~ of inter­
cepted eomn111n1cationa. Abbr. COMIBT. 

comunication security. The protection resulting f'rom. all J11B&Surea deaigned 
to deny to unauthorized persons intormtion of' value which might be de­
rived f'rom. a at~ of' coW11nicat1ons. Cmtosecurity and trwmisaion 
security a.re the components of' cQDll!m1cat1on securiey. Abbr. COMSFC. 

commutative, adj. As app1ied. to cipher matrices, so constructed as to per­
mit coordinates to be read in either row-col.um ar column-raw order with­
out cryptographic ambiguit;y. 

compJ.ementa.ry key. Key elemnta vhich differ from a derived ar true key by 
their comp1emmta, mod !!.i e.g., l.524 is complement&Z'l" to 9586, :mod 10. 

complementary pl.a.in text. Intermediate pl.ain text which differs :troa a 
derived ar true plain text by the compl.ements, mod !!.• 
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component, n. l. One ot the two sequences (plain and cipher) which com­
pose a cipher alphabet. 2. An independent or sem:L-independent part ot 
a machine or device. 

compromise, n. The availability ot claasif'ied :aaterial to unauthorized 
persons through loss, theft, capture, recovery by salvage, defections 
of individuals, unauthorized. viewing, or any other pbyaical means. 

computer, n. A machine tor executing prescribed programs, especially a 
high-speed a11tomatically sequenced mchine. 

continuity, n. Identity with respect to a series of changes. In cryptana­
lytic procedure, tbe :aaintenance of continuity involves keeping current 
a systematic record of changes in such variable elements as indicatara, 
keys, discriminants, code books, etc., on a given cryptocbannel. In 
traffic analysis, the maintenance of continuity involves the tracing ot 
changes in call signs, trequenciea, schedules, or other va.riable ele­
ments assigned to a given radio station, link, or net. 

crib, n. 1. Plain text assumed or known to be present in a cryptogram.. 
2. Keys known or assumed to have been used in a cryptogram..--v. t. 1. To 
tit assumed or known plain text or keys into the proper position in an 
encrypted message. 2. In traffic analysis, to equate an UDkncNn element, 
particularly call signs and addresses, to one that is alre~ known, 
especially appl.icabl.e in case ot compromise. 

cross I.e. The ratio ot the observed value ot a cross-product sum to tbat 
expected for random.. Abbr. ~I.e. 

cross-product sum. ~ CBI T&ST. 

cmt-6 c:mto-· In general, a combining form meaning "hidden, 11 "covered, 11 

or secret. 11 Used as a prefix in compound words, crypt-, crypto-, per­
tains to cryptolos;ic, cmtosraphic, or cryptanalytic, depending upon 
the use of' the particular word as defined. 

cryptanal.ysis, n. The analysis of' encrypted messages; the steps or pro­
cesses involved in convertiDS encrypted messages into pl.ain text with­
out initial knowledge of' the key employed in the encryption. Abbr. C/A. 

crrptaaal.ytic, adJ. Of', pertaining to, or used in cryptanal.3tics. 

cryptanal.ytics, n. That branch of cryptol.ogy which deals with the princi­
'[>les, methods, and means empl.oyed in the aol.ution ar analysis of' crypto­
systema. 

cryptanaly'ze, v. t. To solve by cryptanalysis. 

cryptocbaDDel, n. A complete system for encrypted comnm1cations between 
tvo ar more holders. 
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cmtog;ram, n. A CODlllLUlication 1n visible writing vhich conveys no intel­
ligible meaning in any knovn language, or which conveys some meaning 
other than the real ma.Ding. 

cryptographic, adJ. Of', pertaining to, or concerned Vith cryptography • 

cryptog;raphic ambiguity. Uncertainty as to the method of decryption or 
as to the 11man1ng intended after decryptiODi created by a fault in the 
structure of a cryptosystem. 

cryetographic arithmetic. 1be method of' modul.ar arithmetic used in crypto­
graphic procedures which involves no carrying in addition and no borrow­
ing in subtraction. 

cmtographic depth. ~ DEPTH. 

cryptographic equation. In cryptosystema involving sliding primary com­
ponent&, the rules determining the derivation of' plaintex.t or cipbertext 
equivalents in encryption and decryption. 

cryptographic security. ~~Tr. 

cmtogr:aehic system. ~ CRYPTOSYSmt. 

cryptographic text. Encrypted text; the text ot a cryptogram.. 

cryptograpl!y, n. That branch of cryptology which treats of' the means, 
methods, and apparatus tor converting or transforming plaintext mes­
sages into cryptograms, and tor reconverting the cryptograms into their 
original plaintext form by a simple reversal ot the steps used in their 
transrornation. 

cryptolinguistica, n. '!he st~ of' those characteristics ot languages which 
have some particular application in crypto.logy, (e.g., trequency data, 
vord patterna, unusual or illpossible letter combinations, etc.). 

cryptologic, adJ. Of, pertaining to, or concerned vith cryptoloQ'. 

cmtolop, n. That branch ot knowledge which treats of hidden, disguised, 
or encrypted conmnmications. It embraces al1 means and methods ot pro-
ducing communication intelligence and maintaining commmication securit,y; 
for example, cryptology includes cryptography~ cr;yptanalytics, traffic 
analysis, interception, specialized linguistic processi:ag, secret inks, 
etc. 

cmtomterial, n. All documents, devices, and machines employed in en­
crypting and decryptin~ meassges. 

cryptomatbemtician, n. One versed in cryptomthe•tics. 

eo1n'I1mn1AL 
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c:ryptom.them.tica, n. Those portions of •the•tica and tboae ma.the-.ti­
cal. methods which bave cryptologic applications. 

cryptoperiod, n. Die specific length ot time throughout which there ia 
no change in cryptographic procedure (keys, codes, etc.). 

cmtosecurity, n. Tbat compouent of comnnm1cation security" which results 
trcm the provision of techDi.cally sound cryptographic system aod f'rom 
their proper use. 

cmtosyatem, n. nie associated items of cryptomaterial and the methods 
and rules by vhich these i tema are used as a unit to provide a single 
means of encryption and decryption. A cryptos;ystem embraces the general 
cmtosystem and the specific tm essential to the em:p1oyment of the 
general cryptoayatem.. 

cyclic, adJ. Perioclic; continuing or repeatiDg so that the first term of 
a aeries fol1ows the last; characterized by a ring or cloaed-cbain tor­
•tion. 

cycl.ic additive. A sequence of key digits used aa a repeating additive. 

cycJ.ic permu,tation. Any rearrangement ot a sequence of elements vhich 
merely involves shitting all the e1e:ments of COlllllOD distance to the 
right or J.ett ot their initial positions in the sequence, the relative 
order rem.ining undisturbed; such a rearrangement requires that one con­
sider the basic sequence as being circular in nature so tbat, tor exam­
pl.e, shitting that element vhich occupies the lett-most position in the 
aequeuce one pl.ace to the l.ett places this el.ement in the right-moat 
position. 

c;rclic phenomena. Periodic ciphertext repetitions in a cryptogram en­
ciphered With a repeating key. 

da1l,y keYiy element. Tbat part of the S'Pecitic key that changes at pre­
determined intervals, usually daily. 

deciban,, n. A scoring unit tor probabillt7 ~tors equal to one-tenth o~ 
a ban, q. v. A logarithm mltip1ied by 10. 

decimated alJ)habet. An alphabet produced by decimtion, q. v. 

decimation, n. The process of selecting members ot a aeries by counting 
ott at an arbitrary interval., the origin&l. series being treated aa 
cyclic; or tbe resul.t of the :foregoing process. 

decimtion-m:lxed sequence. A mixed sequence produced by decimation. q. v. 

decipher, v. t. 'l'o convert au enciphered massage into its equivalent p1ain 
text by a reversal of the C?'1Ptogl"&'Ph1C process used in the encipherment. 
(1bia does not incl.ude solution by cryptanalysis.) 
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cleciRheripg alphabet. A cipher alphabet in which the sequence of symbols 
in the cipher component is arranged in norml. order f'or convenience in 
decipherment. 

decipripg equation. In cryptosystema involving sliding priDB.r)' CC1111Pone11ts, 
the rules determining the derivation of' plaintext equivalents of cipher 
elements • 

deciprment, n. l. The process of deciphering. 2. 1b.e pJ.a:tn text of a 
deciphered cryptogram. 3. In an enciphered code system, the code text 
resulting from the rmnonl. of the enciphermnt. 

c1ecoc1e, n. l. 'lbat section of a code book in which the code groups are in 
alphabetical, numerical, ar other ayste111&tic arder. 2. The decoded, but 
not translated, version of a code •saage.--v. t. To convert an encoded 
masage into its plain text by 111181111 of a code book. (Thia does not in­
clude solution b;y cryptanalpis.) 

decocJwnt, n. 1. The process of decocling. 2. The decoded, but not trans­
lated, version of' a cryptogram • 

decrrpt, n. A decrypted, but not translated, message.--v. t. To transf'ora 
an encrypted comnm1 cation into an intelligible one by a reversal of the 
cryptographic process used in encryption. (This does not include solu­
tion bJ' cryptanalysis.) 

decryption, n. Tbe act of' decrypting. 

clepz:ble, v. t. To m.k.e emenclationa in a ga?'bled text. 

Delastelle system. In cryptology 1 a poJ.yal:phabetic substitution system 
empl.oy111g a key word in connection Yith a Vigenere square, but differing 
rram the DorDBl. Vigenere Jlllthod in its rules for application of the key. 

dal.ta, n. lateral. dif'terences either of consecutive elements of text, or 
of textual elemnts at a constant interval apart. v. t. To eleriYe lat­
eral dif'f'erencea of a text. 

delta (d) I.e. The ratio of the observed number of coincidences to tbat 
expected for random; the index of coincidence app11ed to a small sample. 
See INDEX OF CODCIDENCE. -

aeJ.ta st.......am. The stream derived by taking lateral difterencea of a text. 

c!!J>th, n. 1. The condition vhich results vhen two or more sequences of en­
ceypted text have been correctly au1J8rimpoaed with reference to the keying 
thereof. Sequences so superimposed are said to be in depth. 2. The num­
ber ot such superimposed sequences, as a de"Pth of three. 

depth readiy. The cryptanal.yais of messages in cryptographic depth. 

387 



REF ID:A64554 

derived numerical key. A key produced by assigning nwmrical values to a 
aeJ.ected 1i teraJ. ke;y. 

diagnosis, n. In crn>t.an•lyaia, a a19temtic examination of crntogrw 
nth a riev to discovering the general ayatem undarl.ying these crypto­
gram. 

cligraJ>h, n. A pLir of 1etters. 

cl1grat>h1c, acl.j. Ot or pertaiDing to &DJ combination of tvo characters. 

digra;pl1ic trequency distribution. A trequenc;y diatr1but1on of successive 
pairs of lettera or characters. A cligraphic clistribution of ABCDIF 
would list the pairs: AB, CD, EF. Ct. BILIT.IRAL PRECIJ.DCI DISmIBt1.l'IOI. 

digraphic substitution. Encipherment by substitution methods in which the 
plaintext units are pairs of characters and their cipher equivalents 
usuall;y consist of two cbaracters. 

dinome, n. A pair of digits. 

direct stana•rd cipb.er alphabet. A cipher alphabet in which both the plain 
and cipher cmponents are the DOrml sequence, the tvo components bei1J8 
3uxtat>Oaed in &D1' ot the noncraahing pl.a.cementa. Ct. REVERSED STANDARD 
CIPBBR ALPHABET. 

clirect BYJllll&trf• A 'Pl'O'P81"tJ' of a cipher square in vbich tbe sequence of 
CbBli'&ctera in the ran or the colunms ia the same throughout and is 
risibly' identical nth that of one ot the 'Pl'i:ml"J components, (i.e., 
p1.tent &J'DlllBtZ'y as opposed to the latent aymmet17 of a cipher square 
exhibiting indirect &JJllll8tr7). 

cl1acrim11111Zlt 1 n. A group of symbol.a inclicating the specitic cr;yptoayatem 
used in encrypt11J8 a given message. Also called syatem inclicator. 

clistribution, n. !!!!!_ :nmQUBNCY DISmIBUTION. 

doub1et, n. A digraph or dincme in which a letter or a digit is repeated 
(e.g., LL, EB, 22, 66, etc.). 

double trana1>0sition. A cr;yptoayatem in which the characters of a first 
or primey- transposition are subjected to a second transposition. 

encit>her, v. t. To convert a plaintext message into unintelligible lan­
guage or signals by means of a cipher system. 

encit>hered cocle. A cryptographic s;ystell in which a cipher system is 
applied to encoded text. 
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enciJ>heri111 alpb&bet. A cipher alphabet 1n wh1.ch the sequence of letters 
in the plain compomnt is BZTanged in norm.l order for convenience in 
enciphermnt. 

enciRheripg equation. In cryptosyatema iDYOlving sliding primary components, 
the rules determining the derivation of ciphertext equi't'&lenta of pl.a.1n­
text el.emnta. 

enciphenpnt, n. 1. The process ot enciphering. 2. Text which has been 
enciphered. 

encode, n. ihat section of a code book in vhich the plaintext equivalents 
of the coae groups are in alphabetical, numerical., or other system.tic 
arder.-..y. t. To convert a plaintext •aaage into UD1ntell1g1ble lan­
guage b;y mans of a code book. 

encodemnt, n. 1. The act or process of encrypting 'Plain text with a code 
syat•. 2. The text produced 'b7 encoding plain text. 

encmt, v. t. To convert a pl.aintext •asage into unintelligibl.e language 
or signals b;y meaDS of a cryptoayatem. 

encmted text. The text produced b;y the application of a cryptosyatem to 
a -pla1ntext message. 

encmtion. n. 1. The act of encrn>ting. 2 • .lncrJ'pted text. 

equivalent FimrY CC111P9D!nt. A ••Cl118DCe vhich baa been or can be devel­
oped from. the original sequence, or basic prinm'y component, b;y app~ng 
a aeciation process to the latter. 

tactoripg, n. l. An arithmtical process of cleterml.ning the -period of a 
'(J8Z'iodic ~phabetic cipher by a st~ of the intervals between repe­
titions. 2. In transposition, the -p.rocess of determ1D1ng colwm:i leugtha 
b;y st~ng intervals between el.ements. 

flat, adj. As a characteristic of a trequency distribution, 1mpl.iea atatia­
ticaJ.l.J' not rough. Ct. 8MOO'.IDESS. 

tlush d!J,>th. 1. The cOlldi tion vhich results vben tvo or more encrypted ••­
aagea baft been correctq su-perimpoaed, each starting at the same point 
in the key. 2. The number of such auperimpoaecl sequences, as a tlush 
depth of three. 

fractionation, n. A crn>tosrat>llic a19tem in vhich pla:l.ntext units are 
represented b)" two or more cipher spbola vhich in turn are dissociated 
and aub3ected to fUrther enciphermnt by substitution or tranaJ09ition 
or both. 
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trequency, a. ID cznytol.ogy, the number ot actual occurrences of a textual 
eleJ1BDt vi thin a given text. Ct. RBLATIVB ~. 

tl'eQ!1!DCl distribution. A tabulation ot the f'requeDCJ' ot occurrence of 
plaln.text, ci-pbertext, or cocletext units 1n a msaage or a gl'OU'p of ••­
aages. A t.requeDCJ" count. 

tregwmg weight. A night established tor a ke11 plain.text, or ciphertext 
elemDt on. the basis of its &1"1thmetical trequenc1. 

pm ( J) I.e. Index of coincidence applied to a universe, i.e., a very 
large amapl.e. !1!!!, IllDll al COIBCIDINCB. 

prb1e, n. .An error in tranamlssion, reception, 911CZ'1Ption., ar decryption 
vbich renaera incorrect or UDCJecrn>tabJ.e a maaage or tranamlas1on ar a 
portion tbereot.--T. t. To mke an error in tranlllllsaion, reception, 
encryption, or decrn>tion of a masage. 

paeral. cnptoaptem. 1'he basic invaria'bl.e mtW of encryption of a crnto­
a19tem, exclud.1Dg the a119cit1c keJ8 essent1al to its ~t. 

general solution. A solution dependant on exploiting the 1Dberent veaJmesses 
ot the CZ"TPtographic system. arising tram 1 ta own mchanics, v1 tbout the 
presence of llD1' apec1al.ised circumstances. 

pneral. syatea. !!!, GIDRAL CRlP'lU1ISTEM. 

aneratr1x, n. 1. One cleciphermnt or enciphermnt out of a set of cleci­
'P&mmmta or enciphermnte of the sw text, the set being exhaustive on 
a giyen hnotheais or given cryptographic principl.e. The el.emnts of a 
generatr1x are at a constant alphabetic (norm.1 ar cipher) internl. trom. 
those of another generatriX of tbe set, (e.g., as in a strip system). 
2. In cODDeCtion with the 111Bthod ot completing the pl.ain component se­
quence, &DJ one of the rova, each of vbich represents a trial "decipher­
ment• ot the or1g1Dal ceyptogram. 

1£!!, n. In a transposition system, a form or •trix anrr vhich a grille 
is placed tor the purpose of enciphering or deciphering. 

Fille, n. 1. A abeet of paper, cardboard, thin mtal., pl.astic, or like 
•terial in vhich perforations haft been made for the uncovering of 
&})&Cea in which textual units or ke1 ar be written or read on a grid. 
2. A mtrix in vhich certain squares are b1ocked out or otherwise marked 
so as not to be used. Also called a stencil. 

Gronafe1d a:ystem. A polyalpbabetic subati tution system empl.o)'ing the :f'irat 
10 al-phabets of a direct atancl&'rd Vigen.ere tab1e in conJunction v1 th a 
DUlllel"ical key. 'l'be cipher equiTa.1.ent of a given pl.aintext letter is 
fouD4 'b1 count111g dawn the DOl"llBl. sequence the number of 'PQ&itions in­
dicated by tbe numar1cal key; thus Ap vi.th key ot 4 1a Be· 
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CODIDDtlAL 

IFOU1), n. 1. A number of digits, letters, or characters forming a unit 
tor tr&DSJll:1ssion or for cryptographic treatmnt. 2. In radio, one or 
more links vboae stations vcrk together 88 a co•nn1 cation entity under 
a CQDlll)IL operating control. 

h1gh-eche1on, ad.1· Pertaining to organizatioD&l. UDits at the &.r1Q' d1vi­
s1cmal. level or higher, or their equivalents in other Services. 

hilh-1Fade 1 adJ. Pertaining to a cryptoa;yatem which otters a axl•m of 
resistance to cryptaaal.yais; tor enmpl.e: (1) compl.ex cipher IBChines, 
(2) one-tillle system, (3) two-part cocles enciphered vith an 11441tive 
book. Ct. UM-GRADE and MIDIUM-GRAJ>E. 

L£_. Imm of coinciclence, q. v. 

1c18ntitication, n. 1. In crn>tm>alysis, detend.nation ot the plaintmct 
"f&l.ue of a cipher element or code group. 2. In traffic a.nal.ya1s, cleter-
111.nation of the specific um.t, aircraft, ship, or Order at Battle in­
volved in a given instance, but not its location. 

i&ilntif'Y, y. t. 1. In crypta.DaJ..yeia, to detarm:lne the pla1ntext value ot 
a cipher el.emnt or coc1a gE"CJUp. 2. In traffic analyais, to determine 
the s"pecitic un1t, aircra.tt, ship, or Orasr at Battle involved in a 
giTen instance, but not its location. 

idioman>h, n. A pl.a.1.ntext, cipher, or key sequence which con.ta.ins or shows 
a pattern in ita construction aa regarcla the number and positiODB ot re­
peated elements. 

1d1omrphic1 adj. Bxhibiting the phenomenon of id1omorph1am. 

idiomrphiam, n. In a pl.aintext, cipher, or key- sequence, the phenomnon 
ot shaving a pattern aa regarcla the number and poai tiona of repeated 
letters. 

index letter. That letter of a component of a cipher alphabet apinat which 
the k97 letter in the other component is Juxta"PO&ed. 

inaax of coincidence. !Iha ratio ot the observed number ot coincia&nces in 
a given~ of text or keys to the number of coinciclences expected in a 
sample of r&Ddm text of the aw size. Ccngvml.1' kDoVD 88 I.e. See alao 
DBra ( ' ) I.e. azul GAMMA ( J) I.e. 

1D41catar, n. In cr,yptograt>h7, an el.eEDt inserted vitbin tbe text or 
hea41ng of a •••age vbich serves a.a a guicJa to the selection or cleri­
Yation aDd applicatian of the correct system and key for t.he prompt de­
cr;yption of the maaage. See also tbe :mre precise term DISCRIMD.AIT 
and lllBIAGB DDICAMR. 
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illllirect syptzz. A "PZOP8Z't7 of a cipher square in which a pair ot ran 
or p&1r ot col'lmUI IBJ' be united to gin a clecimtion ot one of tlle 
primey components; 1.e., latent SJW'lirJ u opposed to tbe pa.tent s;ym­
•trJ ot a eipblr square exhibiting clirect •JW't17• Ct. D~'f SDIBJ!RI. 

initial. ke7• In autokey 8)'8tem, the key elmmlt or el.ementa vbicb are used 
to encipher tbe begiml.Dg ot a masage before autote;ying takes place. 

inscription, n. 1. In a tranapaaition s111tem, the process of writing a ••­
sage into a •trix. 2. Die proceaa ot writing a aeries of n'Ulibera, let­
ters, or coc!acl •an1np into a coae cha:rt or table. 

intelligence, n. The procluct :resulting t.rm the collecting and processing 
ot intoration concerning actml and potential. situations and coDd:ltions 
relating to foreign activities and to tOTeign or enem,-bal.cl a:reu. 'Dlia 
processing includes tbe eval.u.tion and collation of the infOl'JBtion ob­
tained from all available sources, and the analyaia, a;yntbesia and inter­
pretation thereof' tor subsequent presentation 8Zld cliaaeml.nation. 

intercept, n. A cow of a maaage obtained b;y interception.--v. t. 'fo en­
PP in interception. 

interception, n. !ha process ot ga.:1D1ng 110aaesaion of ccnmmicatiou in­
tended tor others vitbout obtaining the consent ot tbe addressees and 
~without delaying or prnenting the transmlssion ot tba com­
:mamications to those addressees. 

intezmcliate ~n text. Plain text enciphered by elemanta ot a nmltiliteraJ. 
aubsti tution such as tbat produced b7 a cliname mtrix or a mmme-c11name 
•trix)., vhich •tntermc11ate plain text• is tben subJected to further en­
cit>Jl,enmlt. 

internal. text. In conceal.Dant a;ystema, the secret text vhich ia ennl.opecl 
by 01J8D or apparentJ.7 innocent text. 

interrelated cipher alphabets. Cipher alpha.beta mat oonncmJ 7 produced 'b7 
the interaction ot tvo primry components vhich, when Juxtapased at vari­
ous points of co1nci4ence, can be made to yield aeconclar,y alphabets. 

interrupted-key col.UlllD8Z" transposition. A columnar tranaPoBition ayata in 
which the pl.aintext elements are inscribed in a DBtrtx in rorm ot irregu­
lar length as determined 'bJ' a DUJDllU"ical key. 

intenuptor apt•. A t>olpl:phabetic substitution system in which the key 
ia interrupted upon the occurrence of a prearranged letter or letters ot 
the p1.ain text or ot the cipher text. 

eeLfDD1'ml 392 

.. 



,. 

REF ID:A64554 

interval, n. A distance between two points or occ:urrences, especially 
between recurrent conditions or states. Tbe DUllber of uni ts between 
a letter, cligra-pb, coda group, etc., and the recurrence of the .­
letter, digra:ph, coda group, etc. , counting ei tber the first or second 
occurrence but not both. Frequen:tq called cmtanalyat 1s 1ntenal. 

intuitive •thocl. A method of solution. mldng uae of probable varcla, 'Pl"Oba­
bl.e ke7&, the supposed psychology of the encipherer, the ft1J01"ta of es­
pionage services, and all other tac:tors derivable from a given situation. 

imerse mtrix. In the crypta.nalyais of: a polyalpl:labetic substitution s19-
tem, a reconatruction m.triz in Which the cipher elemeDts are located 1D 
the rfN above the •trix, and the pl.aintext equivalents are placed within 
the 1Btr1x. 

iaolos, n. A cryptogram in which t.b.e plain text 1s iclanticaJ. or 11881"1,y 
identical w1 th that of a •ssase enceypt;ed in another &JBta, k871 code 1 

etc. 

iaolgsous, adj. Perta1n1ng to or having the nature of an iaolog. 

!:!.lD!!'l>ll• n. A sequence of pl.ain, cipher, or key eleMll.ta which exhibits 
au idiomorph identical vi th that of another sequence. 

isomorphic, a4J. Of or pertaiDJ.ng to ismarpbiam or isamrpha. 

isomorphism, n. IJ.'be u1stence of two or m identical idicm>rphs. 

Jetterson. cipher. A 'P011alpbabet1c su'bati tution S)'llt• invented by Thomas 
Jetterson and iDClepencleDtl.7 at a later date b7 the French cryptographer 
Bazeriea. It providad tor encipherment 'bJ' mw of a wn11alJ7 operated 
cl8vice involving a DUDlber of revolvable disks, each bearing a mlxecl 
alphabet OD its peripherJ'. 

kappa ( K ) I .c. In cmpa:ring two aU"perimpoaacl sequences of text, the ratio 
of tbe observed D.1Dllber of coincic1ances to that expected tor rall4om. 

kappa plain ( Kp) constant. A mthamtical conataut empl.oyecl in coincidence 
teats aUCh as thi phi test, to clenote the probabili tJ" of coincidence of a 
giftD pla1ntext elemant or wait. It is the sma o'f the squares ot the 
probabilities of occurrence of tba different textual al.mellts or UD1 ta 
as they- are em:ploJed in writing the text; tor example, in Bngl.ish tele­
graphic pl.ain text, the JllOllOSl"apbic aucl digrapbic plain C011Stauts are 
.0667 and .oo6~ reapectiveq. 
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caumrn 

ka'C rancJmn (Kr) constant. A mtheatic&l constant emel.o1ecl ill coinc1dence 
sts sUCh as th8 Ph! teat to &mote the probability of coinciclelLce of a 

giYeD textual elwnt in random text;. It 1s mrel.7 t11e :reciprocal of the 
total nuliber of characters usecl in vr1t1Dg tba text. If a 26-J.etter al­
phabet ve:re empl.oJ9d, tor 1natance, the coaatant denoting the probabW ty 
of co1nc1&mce of 'l'U'iou textual elelllmta 1IOUlcl be derind as tollowa: 

a. a1Dgle J.etten 1}26 • .0385 
b. 41grapba 1{676 • .oolJIS 
c. trigr&pha 1/17,576 •• 000057 

kappa ( IC ) teat. A teat appliecl to two auperimpoae4 sequences ot text to 
c1eta:rm:l.De wbetha1" or not theJ' are ccrnc~ auparimpoaec1.. See KAPPA 
(K) I.C. -

m, n. 1. In azintogr&'plQ' 1 a aJllbol, or sequence ot llJllbola appliecl to 
aucceas1Ye teztual eleMDta of a •saage to control their encrnrtion or 
c1em:17pt1on. 2. A apci:tlc k.!7. 

tv book. A book COlltai n1 ns k8J' tezt, or pla1n text tOl"lll1Dg apeci:tlc keJ8. 

lmncl col1DBIZ' traupition. A trampoa1t1on a111tem in vbich the colmma 
of a •tr1x are taken oft in the oriar detel'Jll.1184 b7 the Qee1f1c k81', 
vh1ch 1a often a c1er1Yecl rmmrical keJ'. 

kel 1etter. A letter ot lm;y; eapec~ in ~-pha'betic c:l:phera, the 
letter datend.Dillg which of tbe aTa1la'ble ciphm' alphabets is uaecl to 
encipher a prticul.ar 1etter. 

m 'Pip!!•. An al'b1 trar1l1' ael.ectecl '(tllrase uaecl u a kef or tnm which a 
key 18 c1er1Y8Cl. 

key NC0!!!7. 1'he ~a reconatructim of a key. 

key text. i'ezt fltallL vtd.ch a key is cleriftd. 

key worc1. .An arbi trar1l1' selected worcl uaecl aa a ke:r per ae. or trOll vhich 
a key is c1er1 vecl. 

keJVarcl• adJ. Ot or pertaining to a t.e:r vorcl or ke;r varda; u, the keY!p!'!l 
ftCOYel"J' • 

lug!prd-mtncl alphabet. .An alpbabet constructed b7 vritins a 'Pft&ZTangecl 
ke7 varcl or key pbrue (repeatecl letters, if present, being ml ttecl 
after their ts.rat occurnnce), and tben completing the sequence from 
the unused letters of the alphabet in their norm1 sequence. 

'•D'bcla (I\ ) teat. A test tor monoalphabetici 'Q' in a waage, baaecl on a ccn­
plriaon of the obaerncl mml)er ot blanks in its t:requellCJ' c11atr1butiOD 
Vi th the theoreticall:r expectecl Dumber Of bl anka both in (a) & normal 
pla:lntmct waage of equal length am (b) a random uaortmnt of an equal 
mmber ot 1ett.era. Alao called the blank-expectation teat. 
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latent repetition. A }Wdntezt repetition not &PPIZ'ant in cipher text but 
susceptible ot being IBda patent aa a result of anal.7aia. 

lateral clifterence. See DIL!A. -
Iatin square. A cipher square in vhich no row ar colum coutain8 a re­

peated s1Jl)>al. 

lex1.cal.1 adj. Ot, pn"taining to, or CODDected with words. In its crnto• 
logic senae, the vord is used to characterize those crntosraph1c mthoda 
(cbief'ly codes) which cleal with t>J,a1ntaxt elemnta compriaing complete 
vorda, phrases, and sentences. 

link, n. 1'he existence of clirect comaamication facilities between tvo points. 

11 teral 'key. A k87 composed ot a sequence of letters. Ct. BUMBRICAL DY. 

loprithnd.c score. The awa of a aet of l.ogarithrdc veighta ot a given aam-
pl.e of text. 

lopri tbm:l.c veipta. Bumerical nights assigned to uni ta of tat, which 
1181ghts are actually logarithms of the probab111ties of the textual units, 
am1. vbich are used to enl.uate the results of certain crntanal ytic opera­
tiona. 

lav·echelon, ad.1· Pertaining to organizational. unita be1ov the leTel ot the 
&r'JQ' division ar ita equivalent in the other Serricea. 

lov..grade, aa.3. Pertaining to a C?')'ptoqat• which otters onJ.y alight re­
siatance to crn>tanal pia; tar exemple: (1) Plqfair ciphers, (2) single 
traupoeition, (3) unencipherecl one-part codes. Ct. MIDIUM-GRADB and 
BIGB-GRADB. 

m:rlt i!pulae. One of the tvo types of 1mpul&es used in teleprinter trana­
m:l.aaion; narmlJ.7, that impul.ae during vhich current tlon through the 
teleprinter receirtng mgnet. The other tne of illpulse ia the apse 
i!pula•' q. 'V'. 

mtchiy, ad.1· Shitting ot two arm :amo&l.phabetic trequellCJ' diatribu­
tiona so as to bring them into proper &J 1 gnmnt tor awl p•tion into a 
single amoalphabetic clistribution. 

•triz, n. A geometric farm ar pattern. In transposition ayat-, the 
:figure ar diagram in which tbe nriou stepa of the tranapoJSi tion are 
effected; in aubati tution ayatem, the :figure or diagram conta:l.Di:ag the 
sequence ar sequences of pla1n text or cipher aymbola. 

mcliua-qade, 84..1 • Pertaining to a crn>toa111tem. vtd.ch offers conaiderab1e re­
sistance to ~tanaJ.yais; tar enaple: (1) atri-p ciphers, (2) c1oubl.e trw­
poaition, (3) unenciphered tvo part-coaea. ct. L<ll-GRAD& and BIGB-GRADB. 

•saae, n. ~ thought or idea expressed in plain ar secret l&Dguage, pre­
pmoed in a tana aui tabl.e tor tr•n•"' aaion b7 8ZJ:1 •au ot cQIDlm1 cation. 

•aaye iDclicator. A group of letters or numbers placed within an encrnted 
•aaage to designate the keying elements applicable to that ••sage. 
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•••ye keying el.emnt. Tbat part ot the key which changes vi th eyeey •••age. 
minuencl •thod. The •thod of enciphermnt wherein the cryptographic 

equations are IC - P • C, and IC - C • P. Ct. ADDITIVE Ml'l'llOD and 
SUBmAC1'IVI llB'MOD. 

minuend sntem. A a1atem in which encipMnmlt is accompl.iahed by sub­
tracting the plain text trom the key; in the 'Pl"OC••• ot decit>hermnt, 
the enciphered text is subtracted trom the key. Ct. SUB'JBACTIVB SYSTIM. 

milted cipher &l.pb&bet. A cipher &l.pbabet in vbicb the sequence of letters 
or ch&'ractera in one or both of the ccnponenta ia not the norml sequence. 

:m:l.xecl-lengtb mtem. A C17Ptoa19tem in which the units ot cipher text or 
code text are of irregular or noncoutant length, u tor example, a 
..--cliname a711tea, or a coae ayat• empl.oying both 4-letter and 5-
letter groups. 

JllD8mDi.c key• A k87 so conatructed as to be easiJ.7 remmberecl. 

mod11l ar, adJ. Pertaining to a mdulua, q. "I. 

modulo, ad"I. With respect to a mclulus, q • .,. (Abbr. BK>Cl; e.g., mcl 10, 
mod 26, etc.) 

modulus, n. Scale or buis of arithmtic; the number !!. is caJ.J.ecl the ll>dulus 
when &1.1 numbers which differ tram each other b1' n or a multipl.e ot n are 
couiderecl equi"l&lent. - -

moooa.l:pb&bet, n. Monoal.pbabeticall.1' enciphered text. Al.so a frequtme7 dis­
tribution exhibiting monoa.l:pbabeticity, q. "I. 

monoal.ph&betic, adJ• Ot or pertaining to monoa.lph&beticit1, q. "I. 

monoalpba.beticitz, n. A cba'racteristic of encrypted text vb1ch in41catea 
that it has been produced by m&DS ot a single ci~ alpbabet or an 
unenciphered cocle s111tea using a single code book. It is nmmll.y dis­
closed b1' frequency distributions wb.ich diap.lq' "roughness, 11 or pro­
DOUDCed vanation in relati"l8 frequencies. 

monoa.lp!labetic subs ti tutton. A type of substitution empl.07ing a single 
cipher alphabet bJ' :mana of which each cipher equinl.ent, composed of 
one ar :mre elemnts, innriabl.1' represents one particular plaintext 
unit, vb.erever it occurs throughout any given ••HP• 

llODO§r&ph, n. A single letter. 

m>DOSiE&phic, ~· Ot or pertai'Ding to &IQ' units comprising single characters. 
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:monosrapbic substitution. Enc1phenmlt by substitution •thada in vbich 
the pl.aintext units are single characters and their cipher equinlenta 
usually consist of single cbaracters. 

JDODome, n. A single digit. A contraction of mnonmne. 

monome-dinome system. A substi tutiOD s711ta in which certain -plaintext 
el.ements have single-cligit cipher equivalents, vbile others &l"e repre­
sented by pairs ot dip ta. 

multiliteral, &d.1· Ot or pertaining onl7 to ceyptoayatem, cipher alpha­
bets, &Del frequency d1atribut10DB vbich iDYOlve cipher unita ot two or 
more letters or cb&l'acters. See alao POLYGRAPBIC. 

multil1teral cipher alphabet. A cipher al'(>babet in vbich one 'Plaintext 
letter is represented b,r cipher units ot tvo ar llOl"e elemnts. 

multiliteral &Y!tem. A aubatitutiOD a111t• 11:Nol.v1ng one or more mul.ti­
literal cipher alphabets. 

multiple-alphabet s1stea. A tJ'Pf of substitutiOD in vbich succeaaiye 
J.engthy portions of a •aaage are each :monoal.:pbabeticallJ enciphered 
by a different alphabet; :monoalphabetic encipheZ'Mnt by sectiona. 

mltipJ.e anyramina. A process of anagrum.ng •1m1ltaneoual.1' several 
tranapositiOD ••sages ot the same J.ength that have been encipberecl 
vith the sam kq. 

natural loprithma. Lop.ritmm to the bue !. (• 2.71828 ... ). Also 1moWD. 
aa l'apieriaD lopr1tb.ma. 

Nihilist system. A system employing a 5x5 square v1 th nwmr1cal coordinates 
tor bipartite enciphement, folloncl b7 add1tin encipherment with a k91 
derived b7 enciphering plain tut with the square. 

nonc0111111tat1ve, adJ• As applied to bipartite •trices, so conatructed that 
raw and colUlllll coordinates DlllBt be read in a certain prescribed order, 
for eiranq>le, in raw-colUlllD. oraer. 

noncraabins, adJ. A term used to describe that feature of the structure of 
certain crn>toayatema which does not permit a plaintext unit to be repre­
sented in the cipher text by the aam UDit. 

normJ. al@abet. 1he convent1oaal sequence of letters which tora the ele­
lllll!IDta ot vr1 tten language and. are used to represent approximtel.y the 
aounds o'f the alJOlten l.&Dguage. 'l'he direct at&Ddard alphabet beg1nn1ng 
vi th n An and ending V1 th nz II. 
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nonaJ. trequenc:y. The stancJard t.requenq of a textual unit or letter 
relative to other textml units or letters, as discloaecl by the sta­
tistical study of a large volume of homogeneous text. Al.so cal.led 
characteristic t.reqwmcz. 

DOrml seQ!l!!C!. ibe norm1 alt>habetical sequence of those letters vhich 
are used in the written text of Bll7 particular l.aDguage, or &D¥ cJclic 
perDlltation thereof. 

narml unU1 teral f'l"e(lU!!CY distribution. A distribution ahawi.ng the 
standard relative t.requenc7 of single plaintext syd>ola aa 41acloaed 
by statistical ·~ ot a large volume of text. 

n1111, n. In crntographJ', a aymbol or unit ot eDCZ'JPted text haring no 
plaintext significance. 

numrical kel• A key composed of a sequence of numbers. Ct. I.lTBRAL :or. 

numrical.ly-keyed colUllDBZ' transposition. A columnar transposition syat• 
in which the columna ot a •trix are taken off in the orc1er c1etend.ned 
by a numerical kq. 

ott the cut. As applied to tbe division ot cipher text into pol.¥grapha, 
beginning elaevbere than ¥1th the initial character of a baaa tide 
tJOl.J'graph. 

one-Et code. A code in vhich the -plaintext el.Wnta are arraagecl in 
alphabetical, numrical., or other a19tmtic ordar accompa.n1ecl by their 
code groups also arranged in alpbabetical, mmm'ical, or other ayat-­
tic order. 

one-tim pad• A :torm of k8J' book used in a one-tim a111tem, ao designed 
as to perm1 t the destruction of each page ot key as soon as it bas been 
used. 

one-time Bf!t•. A cryptos;ystem in which the key, n.or-.1.11' ot a random. 
nature, is used oDlJ' once. 

on the cut. As applied to the division of text into pol.¥grapha, begimd.ng 
with the first texual. cha'racter. 

pAAine;, n. Bxtl'Woua text added to a message tor the purpose ot con­
c-.J.ing its length and begirm1ag or end1ng or both. 

J?!il'!pbra&e, v. t. To change the pbraseol.OQ' ot a message vi tbout changing 
its maning. 

prtialll-digraphic ayatem. A digraphic substitution system iD which the 
encipHrlmnt of certain _.,,,,., ot the ~graphs aholr group relation­
ships; 8DILl.l •trix ayatama, such as the tour-square, two-square and 
Pl.ayf'air syatem iDYol.Te such group relationship& an4 are therefore 
partiall7-d:l.gi-aphic ayatema. 

.. 
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par:titiou, n. Resolution of an integer into a set of integers (e.g., repre­
sentation of the integer 6 aa 1 and 5, 2 and 4, er 3 and 3.--Y. t. In 
keJ" a.nal.yaia, to resolve the actual key into the separate k8J' contribu­
tions -.da by the component factors. 

patent repetition. A :repetition which is exterDally visible in enczn>ted 
text. Ct. Llm'T RIPITI~Olf. 

pentyrapll, n. A set of five letters. 

pentaDo•, n. A set of tift digits. 

periodic, a4J. Cbaractqrized by cycl.1c attributes or usage, as ot key in 
a perioclic sptem., q. Y. 

periodic diljL"•phic antem. A BJ&tem 1UYOJ.Yiug a 111Ul.tipl.1c1ty of c11graph1c 
s711tem, used CJC]J.call.y. 

J)!Eiodic 'P01ya:lphab!tic substitution. A •thod of enciphermnt illYol.Ying 
the c7C].ic use of two or more alphabets. Al.so called z:epeatiyS 
mthod • 

periodic system.. A SJStea in which the enciphering p.roceas is repetitive 
in character and which us1Bll1' results in the production of cJC].ic 
phenomam in tba cr,yptographic text. 

pm!lt&tion table. A table designed tar the SJStemtic construction of 
code gn>ups. It may also be used to correct garbles in gE'OUp8 ot code 
tut. 

phi (f) teat. A teat applied to a frequency distribution to determ.:l.ne 
whether it is :amoaJ.:phabetic or not. See also KAPPA PI.Aii COBS'JDT 
and KAPPA RAltD(Jll COBSTANT. 

p!qaical. aecurig. That component of aecuritJ 'tlhich results from all ptapi­
cal. •aaures necess&Z7 to sai'eguard classified equipmmt am. m.terial 
tram access by unauthorized persona. 

plain, adJ• Of or -pertaining to tbat which is uneDC1')'Pted. See also 
P.LAINT.IXT. 

Rl.a1n coc1e. Unenciphered code. 

plain CC!1P9D!nt. The sequence of pl.aintext S)'llbola in a ci-pher alphabet. 

R1a.1n cc•ecnnit equiY&l.enta. In cmmection Vi th tba mthod ot cmpleting 
the plain component sequence, tba plaintext equivalents tor cipher UDits 
c1erived trm av. a:rbitraz'J 3uxtapoaition of the components of a cipher 
alphabet. 

plain l.a!y5uye. Plain text, q. Y. 
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plain tezt. 1. Horal text or language which, with no bidden or secret 
•aning, C01lft111 knowledge. 2. 1he intelligible text unclerl.71ag a 
cryptogr•. 

plaintext, adJ• Of or -perta.1n1Dg to tbat which co11Y878 an intelligible 
meaning 1n the l.aDguage in vh1ch it is wr1 tten vi th no hidden m&D1ag; 
as the plaintext equivalents. Often shortened to plain. 

J>laintext auto!tey system. An a-periodic substitution s111t• 1n vhich the 
key, folloving the application of a previoual.J" arranged 11d.tial ke7, 1• 
generated from eJ.ements ot tbe plain text ot the •asap. 

pl.aintext interruptor. In certain a-periodic aubsti tution ayatw, a BptCific 
pla:l.ntext letter which, by ~t, aenes to interrupt the lteJ"ins: 
eycle and thus suppress per1od1c1tJ. 

PJ.a.yta1r syatem. A tJ'P8 of digraph1c substitution using a single •trix 
DOnBlly of 25 cells. 

Poisson table. Tabl.e of the Poisson distribution. A spec1&1. type ot •the­
•tical. table contaiD1ng pro'babilit1 data applicable to the phenomna of 
repetitions expected to obtain in sampl.ea of raadoa text; used in crn>ta­
D&l.78is to determine whether or not the repetitions obaerncl in a giftD 
sample ot crn>tosraphic text are caus&l. or random repetitions. 

pol;yal.ph!b!ticiti, n. A c'banc:teriatic o:r encr,ypted tat which indicates 
tbat 1 t haa been produced b7 more than one cipher alphabet. It 1s nor­
-.1.l.1' diacl.oaed by frequency distributions which display "uoothmss•, 
or lack. of proDOUDCed variation in relative frequencies. 

pol;yal.pbabetic substitution. A t;ype of aubatitution in which the aucceas1ve 
nla:l."1.terf:. A1Am&n.:t.s of'_a Jllllllaamt - u _'l 
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Fim'Y CODIPOD!11t. 'Die buic component trma which other component• my be 
derived or which my be 11114 ap1nat another buic CCJlllPODent to prod.uce 
secondar7 alphabets. 

probable vcrd. A vord assumcl or kllawn to be -present in the underl.71ng 
plain text of' a cryptogram. .A crib. -

FObab1e-vard •thod. 1b.e •thod of' solution involving the trial of plain 
text aasumed to be present in a cryptogram.. 

proforma mssage. .A message in stanc1arclized f'om., designed to convey in­
telligence by conventions of arrange•nt &Dd abbreviation. 

prggresaiye alpb!bet system. .A periodic ~al:pbabetic substitution a19-
tem in which the successivel.y' used cit>her al.-phabeta are produced by 
aucceasivel.y' eliding a pair of sequences through all poaaibl.e Juxtaposi­
tions. 

pr9P01"tion, Y. t. In crn>tolOSY, to derive additional values in an indirect 
S1J11111Btrr reconstruction matrix by comparing patent tour-element propor­
tiozm with other proportiODB in which OD.1.1' Ol18 of tbe el.emnts is ld.aaiug • 

PBeudo-diEaphic SY&tem. A cligraphic subati tution syatem in which one of' 
the letters in each digraph ia enciphered mon.oal.phabetically. 

randam, adJ. 1. In mathematics, -pertaining to unsystematic or chance YllZ"ia­
tiona tram an expected norm. 2. In cryptanalysis, pertaining to any 
situation in which a statistical anal.pis v1ll ah.ow variations tram a 
calculated expected norm which Tariationa are ilLcliatinguishable f'rom 
thoae due to chance. 

randm text. Text which appears to have been produced by chance or acci­
dent, having no cliacernible patterns ~ 11ml.tationa. 

rapid a.naJ,ytical nachineq. Any high-speed ern>tanal ytic mchinery, usually 
electronic or photoelectric in nature. Abbr. RAM. 

raw trattic. Intercepted traffic showing DO evidence of processing tor 
cgnnnn1cation intelligence purposes beyond sorting by clear address ele­
ments, eJ.1.lll.nation ot umrantecl •&sages, and the inclusion of' an arbi­
tr&ey" trattic designator. 

read, y. t. 1. To decrypt, especially as the result of aucceaatul. CZ'J'Pt&­
nalytic illftstigation.--v. i. To yield intelligible -plain text when 
decrypted. 

readable, adJ• PertainiDg to those code and cipher system in which auf'­
ticient plaintext values or keys have been recovered to perm:l.t the 
reading ot mssages encrypted in these a;ystema. 

reciFocal cipher alphabet. A cipher alphabet in which either of the tvo 
sequences my serve u plain or cipher since tba equivalents exhibit 
reciprocit)". 
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rec~it1, n. Aa used in cryptol.ogJ, intercbangeabil1t7 of plain-cipher 
:E10Dabipa (e.g., Ap • Be and Bp • Ac)• 

reconstruction mtrix. A skeleton mtrix empl.()J'8d in the so1ution of crwto­
s19tem illTOl.Ying a llU'bstitution mtr:l.x. It aicls in the ccrrect relative 
"P].acemnt of plaintext or cip'bartext nlues as recovered, and thus often 
attords clues as to the intenal arrangement of the original •trix. 

related alphabets. Any of the several secC>llCJar)r cipher alphabets vhich are 
produced 'b7 a1iding U7 given pair ot primry cmponents againat each other. 

relative cocle. Code text from which an enci-phenant hu been remnd in 
relatin term, but not reduced to pla:1n-cocle text, so that the groups 
c11tter troll the actual or1g1D&l. plain code b7 an interval. constant for 
flft'r7 group, thus the difference between two relative code groups is the 
same as that between their plain-code equivalents. 

relative freQU!!CY• In its cr,yptol.ogic appl.ication, the ratio ot the actual 
occurrences ot a teztu&l. el.emnt to the number ot possible occurrences 
within a &inn text. 

repeatiy k!J. A k8J' used cyclically, which therefore :repeats. 

repe&tig-key snta. Periodic PQ11alpbabetic substitution, q. y. 

repeti tin enciph!rmnt. A tJP& of enciphermnt in which the p:rilm'J cipher 
text of a ceyptogram is subjected to turtb.er enciphermn.t with either the 
aam or a different s;ystem.. Doubl.e transpoai tion 1s a trequent11' encOUD­
tered example ot repetitin enciphermnt. 

reversed standard ciPer alphabet. A cit>her alphabet in which both the 
plain and cipber components are the norml sequence, the cipher campo­
neDt being reveraed in d1rection tram tba plain componezat. 

revol.Yi'DI grille. A tJ'P8 ot grllle in 'Which the apertures are so diatributecl 
that vben the grille is turned successivel.7 through tour &Dgl.es ot 90 
degrees and set in 'PO&ition on the grid, all tba cells on the grid are 
disclosed only once. Also calJ.ed rotatiy Eille• 

rotat1Di Eille• !!!. RBVOLVDG GRILL'I. 

rotor, n. A disk designed to rotate vi thin a cipher mchine and which con­
trol.a the action of some other mch1ne component or produces a YBri•tion 
in same textual or keying element. 

roughness, n. A pronounced V&Z'i&tion in relatin frequencies of the ele­
ments considered. in a t.requeney distribution. Cf. SMOOTBRES8. 

route trwgoaition. A method of tranapoaition in which the ciphertext equiY­
aJ.ent of a message is obtained by transcribing, according to any vrear­
raugecl route, the letters inscribed in the cells of a :matrix into which 
the message vu inscribed earlier according to same 'Pl"t!&?Tanged route. 

eommftl\fi 
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rw1nn1 M-k!y •Dtem• A ~ph&betic aubati tution ayatam wbich empJ.oya a 
ncmperioclic ke7 arbi tl'&l"il.7 -prepared or obtained tram a book or _, 
contimmua text. 

score, n. !be 8Ulll of the weigh.ta ot a given set of cbaracters.--v. t. To 
Urive tbe aum of such veighta in m'1'PtoD&tbeatica. 

acoripg •tho4. A •tho4 of aasiping weights to el.emnta of plain text, 
cipher text, er k971 aa a means ot establishing tbresholcla or criteria 
in c:eyptoJllLtheDBtics. 

aec0D4an alphabet. AD enciphering or deciphering alphabet resulting troll 
the Juxtapoai tion ot two prillla2T components 1 at J.eaat one ot vllich ia 
m xecl. A aecondarJ alphabet, though d.itterent in appearan.ce tram the 
primz'7 alphabet, is C17Ptograph1cally equi:nJ.ent to the prim.ey alpha­
bet. 

sectional mtrix:. In "POl1&1phabetic substitution systems, an enciphering 
•trix consisting ot two or more sections, such aa in the cue of sepa­
rate vowel anc1 consonant enciphermnt. 

aeprator, n. !!!!!_ WORD BEPABAmR. 

seence 1 De An ord.e:red arrangement of s;ymbol.s (letters, digits, etc.) 
having continuity. S-pecifically 1 the DBDlbers of a component of a ci-pher 
alphabet in order; the symbols in a raw, colum, or d1agonal of a cipher 
aquare in Grier, ke.r letters or key tigurea in order. 

settiy, n. Die arrangement and aligmaent of tbe variable elemnts ot a 
~phic anice or mchim at &1f11111D11Bnt cluring its operation. 

a1sze, n. As used in crypto•:thenatics, a waure of the de'f'iation troll 
t DOl'llBl.1 expressed in term of numbers of sigaas (er). 

simple substitution. llonoal:phabetic uniliteral substitution. 

simple truspoai tion. !!!, SINGLE mANSPOSITION. 

single transwsition. A transposition in vhich onl7 one inscription ancl 
one transcription ere effected. 

slidiy ~=et. A pair o't oomponenta which ,,.,,,- be slid to &1f1 point o't 
Juztapoait on • 

slicling strip. A strip of carclboard or siml.ar •terial vhich bears a 
sequence and which can be alid against other such strips to various 
Juxtapositions. 

8JllOOthness, n. 1'ae lack of pronounced variation in relative frequencies 
ot the elements conaiclerecl in a frequency cliatributicm. er. ROUGHNESS. 



REF ID:A64554 

so1ution, n. In its cryptanalytic application, the process or result of 
solving a cryptogram or cryptosystem by cryptanalysis. 

solve, v. t. To cr;yptanaJ.yze. To find the plain text of encrypted com­
munications bJr cryptanalytic processes, or to recover by analysis the 
keys and the principles of their application. 

s;pace impul.se. One of the two types of impulses used in teleprinter trans­
mission; normally, that impulse during which no current f'lows through 
the teleprinter receiving magnet. Ttie other type of impulse is the mark 
im.pul.se, q. v. -

special solution. A solution which depends on circumstances vbich are not 
caused by the inherent principl.es of the paz'ticul.a.?' cryptosystem. For 
e:aample, solution of a -periodic system by exploiting a '(J&ir of isologs 
which have been produced by identical sliding components but which use 
two ditterent repeating keys; solution of a double trana"PO&ition system 
bf simultaneously anagramming the corresponding el.ements of several 
cryptograms which are of' identical length and which all use the same 
specific key; etc. 

spcitic key. .An element which is used with a specific CZ'Y'Ptosystem to 
determine the enc.ipherment of a message and which includes both the 
messye keying element and the daily keying element. It ~ consist of 
a letter, number, word, pbrase, sentence, a special document, book, or 
table, etc., usually of a variable nature and easily changeable at the 
v1ll of the correspondents, or prearranged for them or for their agents 
by higher author! ty. 

ag,uare, n. ~ MMBIX. 

asuare table. A cipher squa:re (e.g., a Vigenere tri.ble). 

stager, n. The situation characterizing a '(J&ir of isologs enci"Phered by 
identical keys, where the two plain texts are identical except for the 
ac1dition or del.etion of a letter or letters. 

standard cipher alphabet. A cipher alphabet in which the sequence ot letters 
in the plain component is the norma.1, and in the cipber component is the 
same as the normal. 1 but either reversed in direction or shifted f'rom its 
point of coincidence with the plain component. 

standard uni.literal treg,uency distribution. 
DIS'mIBUTION. 

See BORMAL UNILITBRAL FRE(JJEBCY -
stencil, n. §!!.GRILLI. 

stereotype, 11. A word, number, phrase, abbreviation, etc. 1 which as a re­
sult of language habits, has a high probability ot occurrence, especially 
at the begiunins or ending of a message. 

• 

... 

... 
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stereotYp!d mesayea. Related encrypted messages which are recogDizable as 
such because of distinctive cbaracteriatics o:t the underlying plain text. 

tirip-cipl!er cleY1ce. A cipher device employing sliding alphabet strips. 

strip-cipher system. A polyalpha.betic substitution system employing sliding 
strips in conJunction vith the variable-generatrix principle as in the 
Jefferson cipher. 

stutter group. A group consisting of a repeated single character, as 55555 
or EEEEE, usually a tour or five character group. 

substitution alphabet. !!!, CIPHER ALPHABET. 

substitution cipher. 1. A cipher system in which the elements of the plain 
text are replaced by other elements. 2. A crn>togram produced by en­
ciphering a plaintext message With a subat~tution system. 

substitution system. A system in which the elements of the plain or code 
text are replaced by other elements. 

subtractive method. 'l'he method of encipherment wherein the cryptographic 
equations are p - K • c I and c + K • p. Ct. ADDITIVE MB'1'HOD and MIIUDD 
METHOD. 

subtractive syatea. A system in which encipherment is accomplished by sub­
tracting the key f'rom the plain text; in the process of decipherment, 
the enciphered text is added to the key. Ct. MINUEND SlBTEM. 

sum check. A digit of a textual group which is the sum (mod 10) of the 
other digits in the group.--v. i. To exhibit the property of a sum 
check. 

sum-checking die;it. A preselected digit (narmlly the final digit) in a 
code or cipher goup which ia the noncarrying sum of tba other digits in 
the group. 

superencipherment, n. A form of' superencryption in vhich the final. ate-p 
involves encipherment. 

superencryption, n. A f'urther encryption of the text of' a cryptogram for 
increased security. Enciphered code is a trequently encountered exam­
ple of superencryption. 

syllaba;ry, n. In a code book, a list of individual letters, combination 
of letters, or syllables, accompanied by their equivalent code goups, 
usually prortded tor a-palled-out words or proper names not present in 
the vocabulary of a code; a spelling table. 

syllabary square. A cipher mtrix containing individual letters, digits, 
syllables, frequent digraphs /1 trigraphs, etc. , which are encrypted b7 
the rav and column coordinates ot the •trix. 
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syllabic /1 1143. Ot, Pll'taining to, or 4enot1ng a7llablea. 

ayata indicator. !!!. DISCBIMIIWf.r. 

tail, v. i. Ot two •saasea, to exhibit tailing, q. v. 

tailiug, n. 1. !he practice ot begimdng the enciphermnt ot one ••sage 
vith the element ot k97 illllecl1a.tel'f toll.awing the e1emant ot ke7 used 
to encipher the laat textual grout>B ot the precediug •aaage. 2. The 
-practice ot beginniug the encipherlBnt ot one ••sage vith -.chine com­
ponents aligned as theJ vere attar processing ot the laat textual group 
of the precediDS •saage. 

te1ecmwm1cati0Da, n. klq tranud.ssion, ma:l.saiou, or receptiou of signs, 
signals, vr1 ting, iDagea and sounds, or 1ntelllgence ot 8111' nature b7 
vire, radio, riaual., electronic, or other means. 

teJ.eFinter, n. An el.ectrical.17-operated 1natrumnt used in the trana­
m:l.aaion and reception-printing ot •aaages bJ proper sensing and inter­
pretation of e1ect:r1cal aigMJ a. Alao call.eel te1etzPevri tar.. radio­
Finter. A specific "fm"i•"t7 ot tel.eprinter ia tbe Teletype, a trade­
mrked mch1 ne manutacturecl b7 the TeletJpe Corporation. 

tetryraph, n. A set ot tour letters. 

tetranome, n. A set of tour digi ta. 

text, n. !I.be part of a •••ase containing the basic 1Dtomat1on vtd.ch the 
ariginatar claairea to be c01•nn1 cated. 

trattic 11 n. AU trwm:l.ttecl and received cownm1cationa. Abbr. ttc. 

trattic anaJ.nia. 'Die branch of CrJPtolOSJ vhich deal.a with the atwQ' of 
the external cbaractm;iatica of aigaal conmmt cations &Del related mteri­
ala for the purpose of obta:l.DiDg intormtion concerniDg the arg&Disation 
and operation ot a ccmnm1 cation •111ta. Abbr. 'l/ A. 

trattic intercept. A caw of a cOW"m1cat1on obtained through interception. 

trwcription11 n. 1. In a tranapoaition ayata, the process of reJllDYing 
the text trma a mtrix or grid bJ' a :mthod ar route different tram tbat 
used in the inscription. 2. A written caw of a preriowsl.J' recorded 
radio tr&IUllll.asion; also the process of prepe.ring such caw tram tapes 
ar recarda. 

trana11'1aa1on aacurity. '!bat component of cOW"m1cat1on securitJ which re­
sults troa all •aaurea clesignecl to protect trana:l.aaiona from inter­
ception, trattic anal.JB1a, &Dd 1mitatin c1ecept1on. 

.. 
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traD.&JJO!ition cipher. 1. A trwpoaitiou ayatem. 2. A cr;yptogram produced 
by enciphering a maaage v1 th a traupoa1 tion system. 

transpoai t1on ayatem. A cr;yptosyatem in vb:lch the elements of -plain text, 
vb.ether 1D41vidual letters, groups ot letters, a7llablea, vorda, phrases, 
sentences or code groups or their camponenta undergo some change in their 
:relative positions without a change in their identities. 

triqa@, n. A set of three letters. 

tr11£!pbic, ad.1· Ot or pertain1ug to ~ three-cha:racter group. 

triqat>hic ~Y distribution. A trequenc;y distribution of aucceas1n 
trigraiihS :ti'1graph1c frequency distribution ot ABCDBP vou1d consider 
on1J the trigraphs ABC and DIP. Ct. DULimRAL nmpmct DISmIBU'l'IOB. 

triliteraJ., ad.1· Ot or pertaining oD11 to cryptoayatem, cipher aJ.pb.abeta, 
and treque11C7 distributions vhich iDYOlve cipher um.ta of' tbree letters 
or c!la'ractera. See the more inclusive term DUGRAPBIC; see alao mi­
Ln'BRAL PRICIJDCY1>i:smIBU!IOlf. 

tr1l.1 teraJ. :tNQ!1!!1CY cliatr1but1on. A cliatribution of the cba'ractera 1n 
the text of' a •asap in sets ot tbree, which ¥111 ab.all: (a) each 
character with its tvo preceding cbaracters or (b) each character vith 
ita two aucceecling characters, or in its mat usual form., (c) each 
character vi th one prececl:l.Dg and one aucceediug cbaracter. A trill teraJ. 
rrequenq diatribution of ABCDll' would conaic18r the groups ABC 1 BCD 1 
CDB, DBr. 

trinom, n. A aet of three tigits. 

trinom-digraphic &l!tem. A aubsti tution a79tem in which -plaintezt digraphs 
are represented by 3-clig:L t cipher elements. 

triezlite alpb&bet. A mltiliteral alphabet in vbich the cipher units my 
divided into three separate pa.rte whose tunctiona a:re cl.early defined, 

nz., page, rcrrr, and column indicators of a dictionary B711ta. -
triplet, n. A group ot three like symbols. 

tvo-catesozx veigb.ta. Weigl:l.ts of' - and 1 assigned to uni ta ot tat or ke;y 
used to evaluate the results ot certain c:eyptanal.ytic operationa. 

tvo-element dif'terential. 'lhe characteristic incorporated in certain codes 
--Yn which the gr'O'Up& differ tram one another bJ a ml.Dimwl of' two el.emnts, 

ei tb.er in identity or the position occupied. When the el.ementa are let-
ters, the characteriat1c is calJ.ec1 a two-letter differential.; vhen the 
elements are digits, it is cal.led a tvo-d111t differential. 
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tvo-pst code. A randomized code, consisting of u. enco41Dg aection in 
vh:l.ch tbe pla1ntext groups are arranged. 1D an alphabetical. or other 
&J&temtic order accompan1 eel by their code groups arranged in a non­
alphabetie&l. er random OZ'Cler; and a uco41J11 Hction, 1D vh1ch tbe code 
groupe are arranged in alphabetical. er mumrical ozrder aDd. are accompa­
D1ecl by their •aDi.DgB aa given in the encoding aection. 

UDiliteraJ., acJJ. Ot, or perta1Ding oncy to CrJPto&yatem, ciphmo alphabets 
am fl"equency cliatributiona Vh:Lch iDVOlve cipher 1mita of aiDgle letters 
or cbaracters. See tbe more :Lnclua:Lve tera MOBOGRAPBIC; aee &lao URI­
LITIRAL FBEQUllfCYDISTRIBtJTIOI. 

UDil.i teral frequency distribution. A s1m:pl.e tabulatim showing the frequency 
ot 11141'ridual cha:ractera of a text. 

-
UD1l.:Lteral substitution. A cryptograph:Lc proceas 1D Vbich the i1141rid\18l 

letters of a msaage text are replaced by aiDg].e-l.ettezo cipher equi:n.­
lenta. 

uniael.ector awitch. A :multipol.e-mul.tlleftl. avltch auch • that wae4 in 
auta.tic 41al.1ng teJ.epboDe aya'lielm. 

variant, n. l. Ona of tvo or more cipher or coc18 •Jllbola vbicb bave the 
aam plain equiYal.ent; &lao c&lled variant value. 2. One ot several. 
pJ.aintext meaDinga vbich mJ be represented by a single coc!e group. 

Y'&l'iant autem.. A substitution ayat• in vbich &OE or all pl.a.in.tut let­
ters ay be represen.tecl by more than one cipher equiftlent. 

variant Y&l.ue. See V.ARLVft'. -
Vermua system. A cipher tel.eprinter system employing a prepared ta-pe of 

ran.cloa tel.eprinter cbaractera uaecl to 07 another tape containing the 
pla,in text to be encrypted. 

Vigenere square. The cipher sqU&l"e commonly attributed in cryptographic 
literature to the French Cl")'ptographer Bl.aise ae Vigenere (1523 .. 1596), 
ba'Vi.Df the DOrm1. sequence at the to-p (or bottom) and at the le:rt (or 
right}, Vith eyclic penm.tationa ot the l10Z'llBl. sequence tOZ'lling the 
sw:ceasive rova (or colUJDDs) Within the square. 

Vipnere system. A crntosyatem emplO)'ing a v1,genere sq,uare, q. v. 

weig!lt, n. A Tal.ue assigned to uni ta of text or kq, uaed to evaluate the 
results of certain ceyptanal.ytic operations. 

eelftPfBllf!iM:a 

" 
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Wheatstone cip!!er device. A cipher device consisting essentiall.7 ot tvo 
rings lllOUllted concentrically in a single plane, the outer (ancl larger) 
ring being the pl.ain component ot the device and comprising 27 equiaiH4 
divisions, the inner (and amaller) ring being tbe cipher component, cm.­
prising 26 smaller divisions. The device incorporates tvo bands (simi­
lar to those on a clock) pivoted at the center ot the device--the larger 
hand serYing the outer ring and the small.er band the iDDel"--so geared 
together that tor each complete revolution ot the larger, the smllar 
turns through one cmplete revolution plus one twenty-sixth • 

word pattern. The characteristic arrangemBnt of repeated letters in a vord 
vhich tends to mke it readil1' 1dentifiab1e when enciphered mnoa.l:pba­
betically. !!!!_ IDI<JilQRPBISM. 

'VOl'Cl !!J!!!'&tor. A unit ot one or more characters employed in certain 
crntoa79tem to inclicate the space between vor4a. It my be enciphered 
or unenciphered. Also call.eel a word speer. 

vord tranaPOsi tion. A cryptos111tea 1D wbich whole vor4a a.re transposed ac­
cording to a certain prearranged route or "P&ttern. 

z1 (') I.e. !!!. CROSS I.e. 
ZBIDUI Problem. A large-scale probl.elll in crypt.analysis and tratt1c analy­

sis performed on a volum ot tratfic intercepted duriDI an amphibious 
operation againat the hn»othetical countey ot ZeD41a. 
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APPENDIX 2 

SUMMARY OF BASIC FORMULAS AIU> USIFUL TABLES 

Section Page 

A. lorD11.a8•••••••••••••••••••••••••••••••••••••••••• 413 
B. Band¥ slide rule settings......................... 414 
c. ~cted number of repetitions.................... 41.5 
D. Expected values of +rand ti>•••••••••••••••••••••• 41.5 
B. Standard deviations of cf I.e...................... 416 
r. Interpretation of sigmage of SI.c................ 41.6 
G. Factor tabl.e, numbers l-4oo....................... 417 
B. Tabl.e of primes up to 2000........................ "21. 
I. Four-place logarithms............................. 1122 
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SUMMARY OP BASIC l'OBllJLA8 
.AID U8BrUL TA'BU!8 

A. Ponml.aa 

1. to • 1 ti Ct1 -l.) , vbere t1 • trequeney ot each el.emnt in distri­
bution. 

2. tr • •<•;1>, vbere If • total number of tallies in distribution and 
c • number ot categories in alphabet. 

3. tp • tc-pB(B-l.), where tc.p • repaat rate tor the -particular J.anguage; 
tor llagl.1ah, the am.ogra})hic Mp = .0667. 

1. r I c • to • c { t(t-J.) 
""• o • • t;° B(l-1) 

5. Io • '.f. tit{, where t1 an4 fi'are frequencies ot corre•"PODding 
el.ementa in two distributions being m.tched. 

6. 'X r • •1 ~, Vb.ere B1 and 52 are the total number ot talliea in tvo 
c distributions being •tched. 

7. x. . tc.pB1•2 

~ lo cltit.f 
8. i; I.e. • "i; = Bl&.! 

9. tr= .J 2Cc-J.) • stana&'rd cJniation of I I.e. ot samples dravn fl"CD 
~ R(B-1) a f'lat population. 

10. s • observed I.e. - 1.00 • sigmge ot -'I.e. ot samples clraVD troa 
" a tlat })OPUlat1on. 
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B. Haply aliae rule aettine1 

l. tr tor 26-letter text: 

To I on J) aet 26 on c; UDC1er (B-1) OD c read 4>r OD D. 

2. +e tor Kngliah plain text: 

To I Oil J) aet (B-1) on CI; Ullder .o667 OD e read ~ Oil D. 2 

3. ~I.e. tor 26-letter text: 

To 26 OD A aat (R - 0.5) OD C; cmtr .., Oil B read l I.e. Oil A.3 

Jt.. Xr for 26-letter tu:t: 

Uae settings in (l), above, rubstituting B2 tor (B-1). 

5. l • for Bngliah pl.ain. text: 

Uae aettinp in (2), above, substituting ll2 tor (1-1). 

6. l I.e. tor 26-letter cliatributiona: 

To 26 on D set •1 on C; mve bairlim to J. 0 OD C; aJ.14'8 1'2 OD C 
to 'bairlim, UD4er 1114ex ot c read t I.e. OD D. 

7. er, for fl.at poelation (26-letter text): 

To 7.07 OD J) aet (I - 0.5) OD. e; uD4er ima of c read tr OD D. 

8. er 1 for flat ROpUl&tion (cligital text): 

To a...2 ... OD D ••t <• - 0.5) OD e; under index ot e read tr OD. D. 

I Tbe expressions below, except for No. 6, are solviible with one setting of the sllcle. 
2 for languages other than English, substitute the appropriate Mp instead of die • 066'7 given. 
3 In this fonnula, (N - 0.5)A is used as a convenient approxfmalion to N(N-1); the error is negligible 

for slide rule computation, slnce (N - 0.5'1- = N(N-1) + 0.25. 
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ewm!Iltt 
C. ll!p!ctecl number of repti tiona 

"No. of Expected number of digraphs occurring exactly ! times 
let1en 1(2) B(3) B(4) B(5) B(6) B(7) B(8) B(9) B(lO) 
100 6.21 0.298 o.ou .. 200 21.8 2.12 0.1,i.. 0.009 

~ 42.5 6.g] 0.683 o.o6o o.ooJt. 
65.3 12.8 1.87 0.220 0.022 0.002 

500 88.1 21.6 3.97 0.582 0.071 o.ooa 
600 110 32.3 7.u 1.25 0.184 0.023 0.003 
700 129 44.3 u.i.. 2.35 o.4o3 0.059 o.008 0.001 
aoo J.11.5 57.1 16.8 3.96 o.m 0.130 0.019 0.003 
900 158 70.1 23.2 6.16 1.36 0.257 o.o43 o.006 0.001 

1000 169 83.0 30.6 9.03 2.21 o.1166 o.o85 0.014 0.002 

No. of Expected number of ai.grapbs No. of Tetragraphs No. of Pentagraphs 
letters B(2) B(3) B(4) le tiers E(2) B(3) letters B(2) 

100 0.269 0.001 100 0.010 100 
200 1.10 o.ooJt. 200 0.043 200 0.002 
300 2.Jt.8 0.014 
4oo 4.4o 0.033 

300 0.096 
4oo 0.171 

300 0.004 
4oo 0.007 

500 6.85 o.o64 
6oo 9.81 O.lll 0.001 

500 0.270 
600 0.389 

500 O.Oll 
60o 0.015 

700 13·3 0.175 0.002 
aoo 17.3 o.261 0.003 
900 21.8 0.371 0.005 

1000 26.8 0.505 o.008 

700 0.530 
Boo 0.693 
900 0.877 

1000 l.o8 0.001 

700 0.021 
800 0.027 
900 0.034 

1000 o.o42 

D. Brpectecl values of tr &Dd !p 

:I +r h • tr tp I tr tp B +r +P • •r tp 
11 4.23 7.34 29 31 54 47 83 144 65 160 277 83 262 454 
12 5.oa a.so 30 33 58 Jt.8 87 150 66 165 286 84 268 465 
13 6.00 10.4 31 36 62 49 90 157 67 170 295 85 275 476 
lit. 7.00 12.l 32 38 66 50 94 163 68 175 3o4 86 281 488 
15 a.oa llt..o 33 41 70 51 98 170 69 160 313 87 268 499 
16 9.23 16.o 34 43 75 52 102 177 70 186 322 68 29'1- 5ll 
17 10.5 18.1 35 116 79 53 lo6 J.811. 71 191 331 89 301 522 
18 ll.8 20.Jt. 36 Jt.8 84 54 llO 191 72 197 341 90 308 534 
19 33.2 22.8 37 51 89 55 l14 198 73 202 351 91 315 5116 
20 14.6 25.3 38 54 94 56 ll8 205 74 208 360 ~ 322 558 
21 16.2 28.0 39 57 99 57 123 213 75 213 370 93 329 571 
22 17.8 30.8 4o 60 lo4 58 127 221 76 219 38o 911- 336 583 
23 l9o5 33.8 41 63 109 59 132 228 77 225 390 95 343 596 
24 21.2 36.8 42 66 115 60 136 236 78 231 4o1 96 351 608 
25 23.1 lto.o 43 69 120 61 llf.l 244 79 237 4U 97 358 621 
26 25.0 43 .... ...,. 

73 126 62 llf.5 252 8o 243 422 98 366 634 
27 27.0 lt6.8 45 76 132 63 150 261 8J. 249 432 99 373 647 
28 29.1 50.4 46 8o 138 64 155 269 82 255 443 100 381 660 

CODIDilt.w. 415 
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11 
12 
13 
lit. 
15 
J.6 
17 
18 
19 
20 
21 
22 
23 
24 
25 
26 
27 
28 

C10 c26 If 

.41 .67 29 

:~ .62 30 
.57 31 

.31 .52 32 

.29 .49 33 

.27 .116 34 

.26 .43 35 

.24 .Ito 36 

.23 .38 37 

.22 .36 38 

.21 .35 39 

.20 .33 4o 

.19 .31 i.1 

.18 .30 lt2 

.17 .29 43 

.17 .28 " .J.6 .27 45 

.15 .26 Jl6 
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B. Stu4v4 clniation of 'I.e. 
(tor 10 ud 26 categories) 

0 10 C26 B CJ.o C26 B C10 

.15 .25 a..1 .09 .15 65 .07 
• 14 .2 ... 48 .09 .15 66 .o6 
.14 .23 Jt.9 .09 .15 67 .o6 
.13 .22 50 .09 .14 68 .o6 
.13 .22 51 .oa .14 69 .o6 
.13 .21 52 .oa .14 10 .06 
.12 .20 53 .oa .13 71 .o6 
.12 .20 54 .oa .13 72 .o6 
.12 .19 55 .oa .13 73 .o6 
.ll .19 56 .oa .13 74 .o6 
.ll .18 57 .oa .13 75 .o6 
.ll .18 58 .07 .12 76 .06 
.10 .17 59 .07 .12 TI .06 
.10 .17 60 .07 .12 78 .05 
.10 .17 61 .07 .12 79 .05 
.10 .16 62 .07 .u 80 .05 
.10 .16 63 .07 .ll 8J. .05 
.09 .16 64 .07 .u 82 .05 

c26 

.11 

.ll 

.u 

.10 

.10 

.10 

.10 

.10 

.10 

.10 

.09 

.09 

.09 

.09 

.09 

.09 

.09 

.09 

., • Interpretation of aipye of • I .c. 

Values of ~ 
SigDBge (S), Chi-aqua.re Borll&l 

If 

83 
84 
85 
86 
87 
88 
89 
90 
91 
~ 
93 
9lf. 
95 
96 
'.11 
98 
99 

100 

calculated b;y distribution diatribution 
&l'I.C. - 1.00 10 26 ,,. catem>riea cateam-"i•• 

l 6.6 6.4 6.3 
lt 12 13 15 
2 24 28 ,.,.. 
2i 49 64 l6J. 
3 100 l6o 74o 

l' 220 430 4,310 
!t8o l.200 31.500 

C10 C26 

.05 .09 

.05 .oa 

.05 .oa 

.05 .oa 

.05 .08 

.05 .oa 

.05 .oa 

.05 .08 

.05 .08 

.05 .oa 

.05 .08 

.05 .oa 

.04 .07 

.o4 .07 

.o4 .07 

.o4 .07 

.04 .07 

.Oii. .07 

The slgmage In the first column will be equaled or exceedecl by pure chance, on die average, once 
every I. times as shown in the table. Since lhe d11tr1but10n of the l I. c. is closely approximated by the 

7!' dlstri.but10n (up to about 4cr). Ibis latter is a good measure for evaluating the dgmage of the lI.C. 
For example, a distribution of 60 random letters bas (from table E, above) a standard deviation of .12; now 

if a 60-letter sample under study bas an observed ,I.C. of 1. 36, the stgmage s = 1• 36 • 1• oo = 3, which 
.12 

is then found m the table above a1 represenung one chance in 160 of equaling or exceeding tb1s deviation if 
the sample were drawn from a random population. '111e Normal cUmlbutlon appended here for comparison 
purpo1es ba1 ofmn been used, mcorrectly so, for evaluating the 1lgmage of the S LC.; after a 1lgmage of 
1 1/2, the Normal distribution is a very poor appronmation of die dlltrlbunon of the / I. C. 

,. 
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8QlUWWW!!:Afl 

o. hctor table 
(numbera 1-'eoo) 

1 51 3 17 
2 52 2"-1326 
3 53 ... 2 5Jt. 23691827 
5 55 5 11 
6 2 3 56 24781428 
7 57 3 19 
8 24 58 2 29 
9 3 59 

10 2 5 6o 2 3 4 5 6 10 12 15 20 30 
11 61 
12 2346 62 2 31 
13 63 3 1 9 21 
lit. 27 64 2481632 
15 3 5 65 5 13 
l6 248 66 2 3 6 11 33 
17 67 
18 2 3 6 9 68 2 4 17 3Jt. 
19 69 3 23 
20 2 4 5 10 TO 2 5 7 10 lJt. 35 
21 37 11 
22 2 ll 72 2 3 4 6 8 9 12 18 2... 36 
23 73 
21t. 2346812 74 2 37 
25 5 75 3 5 15 25 
26 2 13 76 241938 
27 3 9 77 7 11 
28 2 4 714 78 2 3 6 13 26 39 
29 79 
30 2 3 5 6 10 15 Bo 21t.581016201tO 
31 81 3 9 21 
32 24816 82 2 4J. 
33 3 ll 83 
3 ... 2 17 84 2 3 "' 6 1 12 14 21 28 lt2 
35 57 85 5 17 
36 2 3 ... 6 9 12 18 86 2 43 
31 87 3 29 
38 2 19 88 248U2244 
39 3 13 89 
Ila 24581020 90 2 3 5 6 9 10 15 18 30 45 
4J. 9J. 7 13 
Jt2 23671421 ~ 2423116 

; 
Jm.3 93 3 31 

" 24ll22 ~ 2 47 
45 3 5 9 15 95 5 19 
"6 2 23 96 23Ja.6812162a..321ta 
47 c;r 
Jt8 2346812l621t. 98 2 7 1.... 49 
Jm.9 7 99 3 9 ll 33 
So 2 5 10 25 100 2 4 5 10 20 25 So 

eeJll'DMtiAla 417 
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101 151 
102 2 3 6 17 34 51 152 2 4 8 19 38 76 
103 153 3 9 17 51 
lo4 248132652 154 2 7 1114 22 77 
105 3 5 7 15 21 35 155 5 31 
lo6 2 53 156 2 3 4 6 12 13 26 39 52 78 
107 157 
106 231f.6912l.8273654 158 2 79 
109 159 3 53 
llO 2 5 10 ll 22 55 l.6o 2 ... 5 8 10 16 20 32 Ito 8o 
lll 3 37 161 7 23 
112 247814162856 l.62 236918275481. 
ll3 163 
ll4 2 3 6 19 38 57 164 2 ... "'1 82 
115 5 23 165 3 5 11 15 33 55 
U6 2 Jt. 29 58 J.66 2 83 
117 3 9 13 39 l.67 
U8 2 59 168 2 3 a. 6 7 8 12 14 21 24 28 Jt2 
119 717 56 811. 
120 2 3 4 56810121520 24 30 169 13 

4<>60 170 2 5 10 17 3J,. 85 
l.21 11 171 3 9 19 57 
122 2 61 172 2 4 43 86 
123 3 4J. 173 
l21t. 243162 1711. 236295887 
125 5 25 175 5 7 25 35 
126 2 3 6 7 9 14 18 21 42 63 176 2481116224488 
127 lTT 3 59 
128 248163264 178 2 89 
129 3 43 179 
130 2 5 10 13 26 65 l.8o 2 3 4 5 6 9 10 12 15 J.8 20 30 
131 36 45 60 90 
132 2346111222334466 l8l. 
133 7 19 182 2 7 13 14 26 91 
134 2 67 J.83 3 6J. 
135 3 5 9 15 27 45 J.84 24823Jt692 
136 2 4 B 17 31,. 68 185 5 37 
137 186 2 3 6 31 62 93 
138 2 3 6 23 lt6 69 187 11 17 
139 J.88 2 4 47 911-
J.4o 2 4 5 7 10 14 20 28 35 70 189 3 7 9 21 ~ 63 
141 3 47 190 2 5 10 19 38 95 
142 2 71 191 
llt.3 lll.3 l~ 2346812162432486496 
lla.4 2346891216182436 193 

a.a 72 l~ 2 'Tl 
~ 

145 5 29 195 3 5 13 15 39 65 
1"6 2 73 196 24714284998 
147 3 7 21 49 lgf 
1"8 2 4 37 7 ... 198 2369111822336699 
llf.9 199 
150 2 3 5 6 10 15 25 30 50 75 200 2 ... 5 8 10 20 25 Ila 50 100 

COl'J'IDl&'!i!.LAL 418 
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201 3 67 252 2346791214182128 
202 2 101 36 192 63 84 126 
203 7 29 253 ll23 
aoJ,. 2 3 4 6 12 17 34 5J. 68 102 254 2127 
205 5 41 255 3 5 15 17 5J. 85 
206 2 103 256 21f.8163264128 
207 392369 257 
208 2 4 8 13 16 26 52 104 258 2 3 6 43 86 129 
209 ll 19 259 7 37 
210 2 3 5 6 7 10 lit. 15 21 30 35 42 260 2 .. 5 10 13 20 26 52 65 130 

TO 105 261 392987 
211 262 2131 
212 2 4 53 106 263 
213 3 Tl 264 2 3 Ja. 6 8 11 l2 22 2J,. 33 " 66 21,., 2 107 88 132 
215 5 lf.3 265 5 53 
216 2 3 If. 6 8 9 12 18 24 27 36 54 266 2 1 14 19 38 133 

72 lo8 267 3 89 
217 1 31 268 2 4 67 134 
218 2 109 269 
219 3 73 270 2 3 5 6 9 10 15 18 2'1 30 45 
220 2 .. 5 10 11 20 22 JtJI. 55 110 54 90 135 
221 13 17 271 
222 2 3 6 37 7Je. lll 272 2 4 8 16 17 34 68 136 
223 273 3 1 13 21 39 91 
224 2 ,. 1 8 J.4 16 28 32 56 ll2 274 2 137 
225 3 5 9 15 25 45 75 275 5 11 25 55 
2'C6 2113 276 2 3 4 6 12 23 lt6 69 92 138 
227 277 
228 2 3 It. 6 12 19 38 57 76 Ult. 278 2 139 
229 2'19 3 9 31 93 
230 2 5 10 23 la6 115 280 2 4 5 1 8 10 14 20 28 35 4o 56 
231 3 7 ll 21 33 77 70 llto 
232 2 4 8 29 58 116 281 
233 282 2 3 >,.7 911- llu. 
234 2 3 6 9 13 18 26 39 78 ll 7 283 
235 5 J,.7 284 2 4 71 llma 
236 2459118 285 3 5 15 19 57 95 
237 3 79 286 2 ll 13 22 26 J.43 
238 2 7 J.4 17 34 119 287 7 41 
239 288 234689121618243236 
21te> 2 3 .. 5 6 8 10 12 15 J.6 20 2a.. 48 72 96 1"4 

30 Ito 118 60 &> 120 289 17 
24J. 290 2 5 10 29 58 145 
2Jte 2 ll 22 121 291 3 VI 
243 39278J. 292 2 4 73 lls6 
2411. 2 4 6J. 122 293 
2J,.5 5 1 35 49 29'1- 2 3 6 7 14 21 Jae 49 98 147 
2116 2 3 6 4182123 295 5 59 
247 13 19 296 2 4 8 37 74 lJa.8 
MB 248316212~ 291 3 9 11 27 33 99 
249 3 83 298 2 149 
250 2 5 10 25 50 125 299 13 23 
251 300 2345610121520253050 

CUD::maml\L 41.9 
60 75 l.00 150 
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COll'BilHHL 

301 7 43 352 2 ... 8 11 16 22 32 44 88 176 
302 2 151 353 
303 3 101. 354 2 3 6 59 ll8 177 
304 24816193876152 355 5 71 
305 5 61 356 2 ... 89 178 
3o6 2 3 6 9 17 18 34 51 102 153 357 3 7 17 21 51 ll.9 
307 358 2 179 
308 2 4 7 ll 14 22 28 44 77 154 359 
309 3 103 360 2345689101215182024 
310 2 5 10 31 62 155 30 36 4o 45 60 72 90 l20 180 ... 

3ll 361 19 
312 2 3 4 6 8 l2 l3 24 26 39 52 78 lo4 362 2 J.8J. 
313 363 3 ll 33 l2l 
314 2 157 364 2 .... 7 13 14 26 28 52 91 182 
315 3 5 7 9 15 21 35 45 63 105 365 5 73 
316 2 4 79 158 366 23661122183 
317 367 
318 2 3 6 53 J.06 159 368 2 4 8 16 23 116 92 184 
3l9 ll 29 369 3 9 ltJ. 123 
320 2 4 5 8 10 16 20 32 4o 61t. 8o 160 370 2 5 10 37 71f. 185 
321 3 107 371 7 53 
322 27142346161 372 2 3 4 6 12 31 62 93 124 J.86 .,, 
323 17 19 373 
324 2 3 46 9121827 36 5Jt.8J. 374 2 ll 17 22 3Jt. 187 

108 162 375 3 5 15 25 75 125 
325 5 13 25 65 376 2 4 8 J,.7 94 188 
326 2 163 377 13 29 
327 3 109 378 2 3 6 7 9 14 18 21 27 Jt2 54 63 
328 2484182164 l.26 
329 7 47 379 
330 2 3 5 6 10 ll 13 22 30 33 55 66 38o 2 4 5 10 19 20 38 76 95 190 

110 165 381 3 127 
331 382 2 191 
332 2 4 83 166 383 
333 3 9 37 lll 384 23468121624321186496 
331f. 2 167 J.28 
335 5 67 385 5 7 11 35 55 77 
336 2 3 If. 6 7 8 l2 14 16 21 24 28 42 118 386 2 193 

56 84 112 J.68 387 3 9 43 129 
337 388 2 4 97 194 
338 2 13 26 J.69 389 
339 3 ll3 390 2 3 5 6 10 13 15 26 30 39 65 
34<> 2 4 5 10 17 20 34 68 8lf. 170 78 130 195 
3U ll 31 391 17 23 
342 2 3 6 9 18 19 38 57 ll4 171 392 2 ... 1 8 14 28 49 56 98 196 
343 1 49 393 3 131 
34'. 2 4 8 43 86 172 394 2 197 
345 3 5 15 23 69 115 395 5 79 
346 2 173 396 23469lll2l822333644 
347 66 99 132 198 
3i.B 2 3 4 6 12 29 58 87 ll6 174 397 
349 398 2 199 
350 2 5 7 10 14 25 35 50 70 175 399 3 7 19 21 57 133 
351 3 9 13 27 39 ll 7 4oo 2 ... 5 8 10 16 20 25 4o 50 80 

100 200 
e~AI· 420 



REF ID:A64554 

B. Table ot primes up to 2000 

l 139 337 557 769 1013 1249 1493 1741 
2 149 347 563 773 1019 1259 1499 1747 
3 151 349 569 787 1021 1277 15ll 1753 
5 157 353 571 797 1031 1279 1523 1759 • 7 J.63 359 577 809 1033 1283 1531 1Tn 

11 J.67 367 587 8l.l 1039 1289 1543 1783 
13 173 373 593 821 1049 1291 1549 1787 
17 179 379 599 823 1051 1297 1553 1789 
19 181 383 601 827 1061 1301 1559 J.801 
23 191 389 607 829 1063 1303 1567 J.8U 
29 193 397 613 839 1069 1307 1571 l.823 
31 197 4o1 617 853 l.o87 1319 1579 J.831 
37 199 JM)9 619 857 1091 1321 1583 J.847 
41 211 419 631 859 l.093 1327 1597 J.86l. 
43 223 421 641 863 1097 1361 l.6ol J.867 
Jt.7 227 431 643 877 1103 1367 J.607 1871 
53 229 433 647 88J. 1109 1373 J.609 1873 
59 233 439 653 883 lll7 138J. l.613 1877 
61 239 443 659 887 1123 1399 J.619 1879 
67 2la 449 661 wt 1129 14<>9 l.62l 1889 
71 251 457 673 9ll 1151 l~ J.627 1901 
73 257 "'61 677 919 l153 1427 J.637 1907 
79 263 463 683 929 J.J.63 1"29 J.657 19.13 
83 269 Jr67 691 937 1171 1433 J.663 1931 
89 271 lt.79 701 941 U8J. 1439 l.667 1933 
91 277 487 709 947 1187 1447 J.669 1911-9 

101 281. lt.91 719 953 ll93 1451 J.693 1951 
103 283 499 121 967 1201 1453 J.697 1973 
107 293 503 733 971 1213 1459 J.699 1979 
109 307 509 739 9TI l.217 1 ... 71 1709 1987 
113 311 521 743 983 1223 llt81 1721 1993 
l2'1 313 523 751 991 1229 1483 1723 1997 
131 317 541 757 997 1231 1487 1733 1999 
137 331 547 761 1009 1237 1"89 



• 0 1 2 3 4 
10 0000 0043 QO!j() 0128 0110 
l.l olt.14 oll.53 oJt.92 0531 0569 
l2 01~ oeee o864 o899 0934 
13 l.139 1173 1206 1239 l21l 
14 llf6l. 14~ 1523 1553 15~ 

15 1761 1790 J.8l.8 J.811.7 1875 
16 20l&.J. 2068 2095 2122 211t8 
17 23o4 2330 2355 2380 2llo5 
18 2553 2m 2601 2625 26"8 
19 2788 28l.O 2833 2856 2878 

20 3010 3032 3054 3015 3096 
21 3222 3243 3263 ~ 33oll. 
22 3'124 ~ 346JI. 3'183 3502 
23 3617 3636 3655 3674 36~ 
24 38o2 3820 3838 3856 3874 

30 4171 4786 lt8oo INn.4 lt829 
31 49].4 4~ 49'12 4955 4969 
32 5051 5065 5079 5~ 5105 
33 5J.85 5198 5211 5224 5237 
34 5315 5328 5)llo 5353 5366 

35 5441 5453 '1t65 5478 sJl.90 
36 5563 5575 5587 5599 56ll 
37 5682 5694 5705 5717 5129 
38 5798 5&>9 5821 5832 5843 
39 5911 5922 5933 5944 5955 

"° 6021 6031 60"2 6053 6064 
41 6128 6138 6149 6160 6170 
112 6232 62i.3 6253 6263 6274 
43 6335 6345 6355 6365 6375 
44 6435 ~ 6454 6Ja64 6474 

45 6532 65'12 6551 6561 6571 
Ji6 6628 6637 6646 6656 6665 
47 6721 6130 6739 67i.9 ~ 
48 6812 6821 6830 6839 
49 6902 6911 6920 6~ 6931 

50 6990 6998 1001 7016 7024 
5J. 7016 7o84 1093 7101 7110 
52 7160 7168 'll 77 'll.85 7193 
53 721,.3 7251 7259 7267 7215 
54 7324 7332 73Jw 73lt8 7356 

CQIP:mat!At 
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5 6 1 8 9 
0212 0253 ~~ 0334 0374 
o60T o645 0682 OTJ.9 0155 
0969 J.004 1038 1012 llo6 
1303 1335 1367 1399 1430 
l.614 1644 1673 1703 1732 

1903 1931 1959 1987 20JJI. 
2175 2201 2227 2253 2279 
2430 2455 2480 25()11. 2529 
2672 2695 2718 2742 2165 
2900 2~3 2~5 2967 2989 

I. Four-place 
Pi:o~tl.oaal Puu 

l 2 3 4 5 6 7 8 g 
4 8 l2 17 21 25 29 33 37 
4 8111519232630311. 
3 7 10 14 17 21 24 28 31 
3 610131619232629 
3 6 9121518212427 

3 6 8 ll 14 17 20 22 25 
3 5 8 ll 13 16 18 21 24 
2 5 7 10 l2 15 17 20 22 
2 ~ 7 9 l2 14 16 19 21 
2 ... 1 91113161820 

3118 3139 3160 3181 3201 2 4 6 
332la. 33la.5 3365 3385 3JM>li. 2 ... 6 
3522 3541 3560 3519 3598 2 4 6 
37ll 3729 3711-7 3766 3784 2 II. 6 
3~ 3909 3927 3911-5 3962 2 4 5 

8 1113 15 17 19 
8 10 12 l. .. 16 18 
8 10 l2 lit. 15 17 
1 9 11 13 15 17 
1 911121416 

5 1 
5 7 
5 6 

~ ~ 

9 l.O 12 14 15 
810ll1315 
8 9 1113 111-
8 9111214 
1 9101213 

4811.3 4851 lt871 lt886 i.900 l 3 4 6 1 9 10 11 13 
"-983 4991 5011 5024 5038 1 3 4 6 1 8 10 ll l2 
5ll9 5132 5145 5159 5112 1 3 4 5 1 8 9 11 l2 
5250 5263 5216 5289 5302 l. 3 4 5 6 8 9 10 12 
5378 5391 51to3 5416 51128 l. 3 4 5 6 8 9 10 11 

5502 5514 5527 5539 5551 
5623 5635 5647 5658 5670 
57.ltO 5152 5763 5775 5786 
5855 5866 5877 5888 5899 
5966 sm 5988 5999 6010 

6075 6<>85 6096 6101 6ll 7 
61&> 6191 6201 6212 6222 
6284 6294 63o4 63J)I. 6325 
6385 6395 6lt05 6\15 61125 
64811. 6493 6503 6513 6522 

6580 6590 6599 6609 6618 
6675 6684 6693 6702 6712 
6767 6776 6785 679'1- 6&>3 
6851 6866 6875 6884 6893 
69116 6955 6964 6972 6981 

7033 Tolle 7050 7059 7o67 
7ll8 7126 7135 7143 'lJ.52 
7202 7210 7218 7226 7235 
- 7292 7300 7308 '1316 
736 ... 7372 73&> 7388 7396 

l 2 
1 2 
l. 2 
1 2 
l. 2 

1 2 
1 2 
l 2 
l. 2 
l 2 

l. 2 
l. 2 
1 2 
l 2 
1 2 

1 2 
l. 2 
l 2 
l. 2 
1 2 

4 5 6 1 
4 5 6 1 
3 5 6 1 

~ l ~ ~ 

910 11 
810 11 
8 910 
8 910 
8 910 

3 4 5 6 8 910 
3 4 5 6 1 8 9 
3 4 5 6 7 8 9 
3 4 5 6 1 8 9 
3 4 5 6 1 8 9 

3 4 5 6 1 8 9 
3 4 5 6 7 1 8 
3 4 ~ 5 6 1 8 
3 4 ... 5 6 7 8 
3 4 4 5 6 1 8 

3 3 4 5 6 1 8 
3 3 4 5 6 7 8 
2 3 4 5 6 7 1 
2 3 4 5 6 6 1 
2 3 ... 5 6 6 7 

0 
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conm•m.u. 

logarithms 

I 0 1 2 3 ... 5 6 1 8 9 l 2 
Proportional Puq 
3 4 5 6 1 8 9 

55 7lfoll. 7""12 7JJJ.9 7"27 7435 7,.,.3 7451 7459 7"66 7 .. 74 l 2 2 3 4 5 5 6 7 
56 7.lt82 7490 7497 7505 75JJ 7520 7528 7536 7543 7551 1 2 2 3 .. 5 5 6 1 
51 7559 7566 7514 7582 7589 7597 7604 7612 7619 7621 1 2 2 3 4 5 5 6 1 
58 7634 76112 'f611.9 7657 7664 7672 7679 7686 7694 'flOl l l 2 3 4 4 5 6 1 
59 Tr09 TrlD '1'123 Tr3l TI38 TI45 TI52 7760 1761 m4 l 1 2 3 .. 4 5 6 1 

·- 60 rree rr89 rr96 7803 181.0 7818 7825 7832 7839 78116 1 1 2 3 4 ... 5 6 6 
61 7853 7860 7868 7875 788e 7889 7896 7903 7910 7917 1 1 2 3 4 4 5 6 6 
62 7924 7931 7938 7945 7952 7959 7966 7973 7980 7987 1 l 2 3 3 4 5 6 6 
63 7993 80oo 80o7 8oJ.4 8o2J. 8028 8035 8o4J. 8o48 8055 1 1 2 3 3 4 5 5 6 
64 8o62 8o69 8075 8o82 8o89 8096 8102 8109 8J.l6 8122 1 1 2 3 3 4 ; 5 6 

65 8129 8136 8142 8149 8156 8162 8169 8176 8J.8e 8189 l 1 2 3 3 
"" 

5 5 6 
66 8195 8202 8209 Bel.5 8222 8228 8235 8241 821+8 82;4 1 1 2 3 3 4 5 5 6 
67 8261 8267 8274 828o 8287 ee93 8299 8306 8312 8319 1 l 2 3 3 4 5 5 6 
68 8325 8331 8338 83" 8351 8357 8363 8370 8376 8382 1 1 2 3 3 4 4 5 6 
69 8388 8395 8ltoJ. 8llo7 Bln4 8112<> 81126 aa.32 8439 8445 1 1 2 2 3 4 4 5 6 

70 8451 8457 81163 8470 8476 8482 81188 ~ 8500 8506 l l 2 2 3 ... ... 5 6 
71 8513 8519 8525 8531 8537 8543 8549 8555 8561 8567 1 1 2 2 3 4 .. 5 5 
'12 8513 8519 8585 8591 8597 8603 8609 8615 8621 8627 l 1 2 2 3 4 4 5 5 
73 8633 8639 ~5 8651 8657 8663 8669 8675 8681. 8686 l l 2 2 3 ... 4 5 5 
74 869'2 8698 87o4 8710 8716 8722 8721 8733 8739 8745 1 l 2 2 3 4 4 5 5 

75 8751 8756 8762 8768 8Tr4 8Tr9 8785 8791 8797 8802 1 1 2 2 3 3 4 5 5 
76 88o8 8814 eeeo eee5 8831 8837 88"2 88"8 8854 8859 l 1 2 2 3 3 4 5 5 
Tr 8865 8871 8876 888e 8887 8893 8899 8904 8910 8915 1 1 2 2 3 3 4 4 5 
78 89'n 8927 8932 8938 89'1-3 8949 89;4 8960 8965 8971 1 1 2 2 3 3 .. 4 5 
19 8976 8982 8987 8993 8998 9004 9009 9015 9020 9025 1 1 2 2 3 3 4 4 5 

8o 9031 9036 9042 9047 9053 9058 9063 9069 9074 9079 1 1 2 2 3 3 4 4 5 
8J. 9085 9090 9096 9101 9106 9112 9117 9122 9128 9333 1 l 2 2 3 3 4 ... 5 
ee 9138 9143 9149 9154 9159 9165 9170 9175 9180 9186 1 1 2 2 3 3 " 4 5 
83 9191 9196 9201 ~ 9212 !1C!17 ~ •1 !1C!32 9'238 1 l 2 2 3 3 ... 4 5 
84 9'243 9'2"8 9'253 9'258 9'263 9'269 9'274 9'279 - 9'289 1 1 2 2 3 3 4 4 5 

85 9'294 9'299 93o4 9309 9315 9320 9325 9330 9335 9311<> 1 1 2 2 3 3 "' 4 5 
86 9345 9350 9355 9360 9365 9370 9375 9380 9385 9390 1 1 2 2 3 3 4 4 

' 87 9395 9'IOO 911<>5 9'IJ,o 9'U5 9'120 9'125 9'1-30 9'1-35 ~ 0 1 1 2 2 3 3 4 
88 91145 9450 9'1-55 9lt6o 91165 91169 9474 911-79 91184 9489 0 1 1 2 2 3 3 4 4 
89 9494 9'1-99 9504 9509 9513 9518 9523 9528 9533 9538 0 1 1 2 2 3 3 

"' 
4 

90 9542 9547 9552 9551 9562 9566 9571 9576 9581 9586 0 1 1 2 2 3 3 4 4 
91 9590 9595 9600 9605 9609 9614 9619 9621t. 9628 9633 0 1 1 2 2 3 3 "' 

4 
9'2 9636 9611-3 9647 9652 9657 9661 9666 96'11 9675 9680 0 1 l 2 2 3 3 ... 4 
93 9685 9689 96911- 9699 9703 9708 9713 9717 9722 ~ 0 1 1 2 2 3 3 4 ... 
94 9731 9736 9741 9745 9750 9754 9759 9763 9168 9T13 0 1 1 2 2 3 3 "' 

... 
95 97Tr 9782 9786 9791 9795 9800 9805 9809 98llt. 9818 0 1 1 2 2 3 3 .. .. 
96 9823 9827 9832 9836 98ln 9811-5 9850 99,a.. 9859 9863 0 1 l 2 2 3 3 4 .. 
91 9868 9872 98Tr 9881 9886 9890 989'1- 9899 9903 9908 0 1 1 2 2 3 3 ... 4 
98 9912 9917 9!1C!l 9926 9930 993lt. 9939 99'1-3 9948 9952 0 1 1 2 2 3 3 4 4 
99 9956 9961 9965 9969 9974 9978 9983 9981 9991 9996 0 1 1 2 2 3 3 l .. 
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APPBRDIX 3 

LIST OF WORDS COITAD'mG LilCB L&"i'W 
RBPBAmD AT VARIOUS D:mRVAIB 
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• 

AA 
AA 
AA 
AA 
AA(5)A 
AA 
AA 
AA 
AA 
AA 
AA(5)A 
AA 
AA 
AA 
AA 
AA 
AA 
AA 
AA 
AA 
AA 
AA 
AA 
AA 
AA 
AA(5)A 
AA 
AA 
AA 
AA(l)A 
AA 
AA(l)A 
AA(2)AA(l )A 
AA(2)A 
AA 
AA(l)A 
AA(l)A 
AA 
AA 
AA 
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LIS'f OF WORDS COIUIRDG LID L1frJ!IBS 
HIPBA'fBD Alf VARIOUS lMSRV.AIB 

RU BBER 
RU BBLE 
A CCEPT 
A CCEPTABLE 
A CCEPTANCE 
A CCESS 
A CCESSORY 
A CCIDENTAL 
A CCOMPANY 
A CCOMMODATION 
A CCORDANCE 
A CCORDING 
0 CCUPATION 
0 CCUPY 

SU CCEEDED 
SU CCESS 
SU CCESSFUL 
SU CCESSFULLY 
SU CCESSIVE 

TOBA CCO 
UNSU CCESSFUL 

A DD 
A DDITIONAL 
A DDRESSES 
A DDRESS 
A DDRESSED 

BE DDING 
LA ODER 
SU DDEN 

AGR EEMENT 
B EEN 

BEENN EEDED 
B EENNEEDED 
B EETLE 

BETW EEN 
BR EEZE 
CH EESE 

COFF EE 
COMMAND EER 
COMMITT EE 

AA 
AA 
AA 
AA 
AA 
AA 
AA 
AA 
AA 
AA 
AA 
AA 
AA 
AA 
AA 
AA 
AA 
AA 
AA 
AA 
AA(l)A 
AA 
AA 
AA 
AA 
AA(l)A 
AA 
AA(5)A 
AA(5)A(l)A 
AA 
AA(5)A 
AA(6)A 
AA 
AA 
AA 
AA 
AA 
AA 
AA 
AA 

CR EEK 
DECR EE 
DEGR EE 

EIGHT EEN 
EIGHT EENTH 

EMPLOY EE 
ENGIN EER 
ENGIN EERING 

FEEL 
F EET 

FIFI' EEN 
FIFI' EENTH 

FLEE 
FL EET 

FOURT EEN 
FOURT EENTH 

HASB EEN 
HAVES EEN 

IND EED 
K EEP 
K EEPER 
M EET 

NINET EEN 
NINET EENTH 

PROC EED 
PROC EEDED 

QU EEN 
R EENFORCE 
R EENFORCEMENT 
R EENLIST 
R EENLISTED 
R EENLISTMENT 

REFUG EE 
SCR EEN 
SCR EENING 

SEE 
SEEN 

SEVENT EEN 
SEVENT EENTH 

SIXT EEN 
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AA SIXT EENTH AA ACTUA LLY 
AA SUOKF.BCR EEN AA A LL 
AA SP EED AA A LLEGE 
AA ST EEL AA A LLEGIANCE 
AA STR EET AA A LLIED 
AA(l)A SUCC EEDED AA A LLIES " 
AA SW EEPING AA A LLOCATION 
AA THIRT EEN AA A LLOTMENT 
AA THIRT EENTH AA A LLOWANCE 
AA THR EE AA A LLOW 
AA WEEK AA A LLY 
AA WH EEL AA ARTI LLERY 
AA A FFAIR AA BA LLISTICS 
AA CHAU FFEUR AA BA LLOON 
AA COE FFICIENT AA BE LLIGERENT 
AA CO FFEE AA BI LLET 
AA DI FFERENCE AA BI LLETED 
AA DI FFERENT AA BU LLETIN 
AA DI FFICULT AA CA LL 
AA DI FFICULTIES AA CANCE LLATION 
AA E FFECT AA CANCE LLED 
AA E FFECTED AA CE LL 
AA E FFECTIVE AA CHA LLENGE 
AA E FFICACY AA CO LLAPSED 
AA E FFICIENT AA CO LLECT 
AA E FFICIENCY AA CO LLECTION 
AA E" FFORT AA CO LLEGE 
AA GENERALSTA FF AA CO LLISION 
AA INE FFICIENCY AA COMPE LLED 
AA JUllPO FF AA DISTI LL 
AA 0 FF AA DO LLAR 
AA 0 FFEND AA DRI LL 
AA 0 FFENDED AA ENRO LL 
AA 0 FFENSE AA ENRO LLED 
AA 0 FFENSIVE AA ENRO LLMENT 
AA 0 FFICE AA EXPE LLED 
AA 0 FFICER AA FA LL 
AA 0 FFICIAL AA FA LLING 
AA POSTO FFICE AA FE LL 
AA STA FF AA FI LLING 
AA SU FFER AA FO LLOW 
AA SU FFERED AA FULL 
AA SU FFICIENT AA HI LL 
AA TRA FFIC AA I LL 
AA(l)A BA GGAGE AA(3)A I LLEGAL 
AA FO GGY AA I LLITERATE 
AA STRA GGLER AA I LLNESS 
AA SU GGEST AA I LLUMINATE 
AA TRI GGER AA I LLUMINATING 
AA BEAC HHEAD AA I LLUMINATION 
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AA 
AA 
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AA 
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AA 
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AA(l)A 
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AA 
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AA 
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AA 
AA 
AA 
AA 
AA 
AA 
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AA 
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AA 
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AA 
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AA 
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AA 
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AA 
AA 
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AA 
AA 
AA 
AA 
AA(4)A 
AA 
AA 

I LLUSTRATE 
I LLUSTRATION 

INSTA LL 
INSTA LLATIONS 

INTE LLIGENCE 
INTE LLIGENT 

KI LLED 
KI LLING 
MI LLIMETER 

MISCE LLANEOUS 
OSCI I.LATE 
PARA I.LAX 
PARA LLEL 

PATRO LLING 
PAYRO LL 

RA LLY 
REBE I.LION 
REFI LL 
REFI LLING 
REPE LLED 

RESPECTFU LLY 
SHE LL 
SHE LLED 
SHE LLFIRE 
SHE I.LING 
SHE LLS 

SIGNA I.LING 
SMA LL 
SPE LL 

SUCCF.SSFU LLY 
VA LLEY 
VI LLAGE 
WE LL 
WI LL 
WI LLATTACK 
WI LLI.AM 

ACCO MMODATION 
A DETER 
A MMUNITION 

CO MMA 
CO MMAND 
CO MMANDANT 
CO MM.ANDED 
CO MMANDEER 
CO MMANDER 
CO MMANDING 
CO MMENCE 
CO MMENCEMENT 
CO MMEND 
CO MMENDATION 

AA 
AA 
AA 
AA 
AA 
AA 
AA(2)A 
AA 
AA 
AA 
AA 
AA 
AA 
AA 
AA 
AA 
AA 
AA 
AA 
AA 
AA 
AA 
AA 
AA 
AA 
AA 
AA 
AA(2)A(4)A 
AA 
AA 
AA 
AA 
AA(l)A 
AA 
AA 
AA(4)A 
AA(5)A 
AA 
AA 
AA(l)A 
AA 
AA(l)A 
AA(5)A 
AA 
AA(6)A 
AA 
AA(l)A 
AA 
AA 
AA 

CO MMENT 
CO MMERCE 
CO MMISSARY 
CO MMISSION 
CO llMISSIONER 
CO MMIT 
CO MMITMENT 
CO MllITTEE 
CO MMON 
CO MMUNICATE 
CO MMUNICATION 
CO MMUNIQUE 
CO DUTE 
HA MMER 

I MMEDIATE 
I MMIGRATION 

INFLA MMABLE 
RECO MMEND 
RECO MMENDATION 
RECO MMENDED 

SU MMARY 
SU MMER 
SU MMIT 
SU MMON 

SWI MMING 
A NNEX 
A NNOUNCE 
A NNOUNCEMENT 
A NNUAL 

ANTE NNA 
BA NNER 

BEE NNEEDED 
BEGI NNING 

CA NNOT 
CHA NNEL 

CO NNECTING 
CO NNECTION 
GU NNER 
MA NNER 
MA NNING 

PERSO NNEL 
PLA NNING 

RECO NNAISSANCE 
RECO NNOITER 
RECO NNOITERING 

RU NNER 
RU NNING 
TO NNAGE 

AFTERN OON 
ASS OONAS 



REF ID:A64554 

AA BALL OON AA A PPROXIMATE 
AA B OOK AA CLI PPER 
AA B OOTH AA DISA PPEAR 
AA CODEB OOK AA DISA PPEARANCE 
AA C OOK AA DISA PPEARED 
AA C OOPERATE AA DRO PPED " 
AA(6)A C OOPERATION AA HA PPEN 
AA C OORDINATE AA MA PPING 
AA(7)A C OORDINATION AA 0 PPOSE 
AA(2)A F OOTHOLD AA 0 PPOSITE 
AA FOREN OON AA 0 PPOSITION 
AA H OOK AA PHILI PPINES 
AA L OOK AA REA PPOINTED 
AA(l)A L OOKOUT AA REA PPOINTMENT 
AA N OON AA SHI PPING 
AA PLAT OON AA STO PPED 
AA PONT OON AA SU PPLIES 
AA PR OOF AA SU PPLY 
AA SCH OOL AA SU PPORT 
AA SCH OOLHOUSE AA SU PPORTING 
AA SHARPSH OOTER AA SU PPOSE 
AA S OON AA A RRANGE 
AA SP OOLS AA A RRANGEMENT 
AA SP OONS AA A RREST 
AA TATT 00 AA A RRESTED 
AA T 00 AA A RRIVAL 
AA T OOK AA A RRIVE 
AA T OOL AA BA RRACKS 
AA TR OOPS AA BA RRAGE 
AA TR OOPSHIP AA CA RRIAGE 
AA TR OOPSHIPS AA(2)A CA RRIER 
AA UNDERST OOD AA CA RRY 
AA W OODED AA CONFE RRED 
AA W OODS AA CO RRECT 
AA AIRSU PPORT AA CO RRECTED 
AA A PPARATUS AA CO RRECTION 
AA A PPARENT AA CO RRECTNESS 
AA A PPARENTLY AA CO RRESPONDENCE 
AA A PPEAR AA CO RRESPONDING 
AA A PPEARANCE AA(~)A CO RRIDOR 
AA A PPEARED AA CU RRENT 
AA A PPLICATION AA DEFE RRED 
AA A PPLY AA DE RRICK :;' 

AA A PPOINT AA(l)A E RROR 
AA A PPOINTED AA FE RRY 
AA A PPOINTMENT AA GA RRISON 
AA A PPROACH AA HU RRICANE 
AA(2)A A PPROPRIATE AA INTE RRUPT 
AA A PPROVAL AA INTE RRUPTED 
AA A PPROVE AA INTE RRUPTION 
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AA(5)A I RREGULAR AA CARELESSNE SS 
AA(5)A I RREGULARITIF.S AA(l)A CHA SSIS 
AA(5)A I RREGULARITY AA CLA SSIFICATION 
AA I RRIGATION AA CODI SSARY 
AA(l)A MI RROR AA COMMI SSION 
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AA PREA RRANGED AA COMMI SSIONER 
AA PREFE RRED AA COMPA SS 
AA(4)A SU RRENDER AA COMPLETENE SS 
AA(4)A SU RRENDERED AA COMPRE SSED 
AA SU RROUND AA CONCE SSION 
AA TE RRAIN AA CONFE SSION 
AA TE RRIBLE AA CONGRE SS 
AA TE RRIFIC AA CONGRE SSIONAL 
AA(;5)A TE RRITORY AA CORRECTNE SS 
AA( 1 )A TE RROR AA CRO SS 
AA TOMO RROW AA CRO SSING 
AA TR.ANSFE RRED AA(4)A CRO SSROADS 
AA TR.ANSFE RRING AA DARKNE SS 
AA TU RRET AA DEPRE SSION 
AA ACCE SS AA DISCU SS 
AA ACCE SSORY AA DISCU SSED 
AA ACRO SS AA DISCU SSION 
AA ADORE SSED AA DISMI SS 
AA ADDRE SS AA DISMI SSAL 
AA(l)A ADORE SSES AA DI SSEMINATED 
AA ADMI SSION AA DI SSEMINATION 
AA AMBA SSADOR AA DISTRE SS 
AA ASPO SSIBLE AA DISTRE SSED 
AA A SSAULT AA DRE SS 
AA A SSEMBLE AA DRE SSING 
AA A SSEMBLY AA(2)A EMBA SSIES 
AA(6)A A SSEMBLIES AA EMBA SSY 
AA(l)AA(4)A A SSESSMENTS AA EXCE SS 
AA(4)A ASSE SSMENTS AA EXCE SSIVE 
AA A SSET AA EXPRE SS 
AA(2)A A SSETS AA FORTRE SS 
AA A SSIGNED AA GA SSING 
AA A SSIGNMENT AA(l)A GLA SSES 
AA(7)A A SSIGNMENTS AA(l)A HEAVYLO SSES 
AA(l)A A SSIST AA ILLNE SS 
AA(l)A A SSISTANT AA IMP.A SS.ABLE 
AA(l)A A SSISTANCE AA IMPO SSIBLE 
AA A SSOCIATE AA IMPRE SSED 
AA A SSOCIATION AA IMPRE SSION 
AA(4)A A SSOONAS AA IMPRE SSIVE 
AA A SSURANCE AA I SSUE 
AA A SSURE AA(2)A I SSUES 
AA BUSINE SS AA I SSUING 
AA CARELE SS AA LESS 
AA(2)AA CARELE SSNESS AA LE SSON 
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AA LO SS AA A TTACH 
AA(l)A LO SSES AA(6)A A TTACHMENT 
AA MA SS AA A TTACK 
AA ME SS AA A TTAIN 
AA ME SSAGE AA(6)A A TTAINMENT 
AA(3)A ME SSAGES AA(3)A A TTEMPT .. 
AA ME SSENGER AA(3)A A TTEMPTED 
AA ME SSING AA(2)A A TTENTION 
AA MI SSING AA BA TTALION •' 

AA MI SSION AA BA TTEN 
AA(3)A MI SSIONS AA BA TTERED 
AA NECE SSARY AA BA TTERIES 
AA NECE SSITY AA BA TTERY 
AA NECE SSITATE AA BA TTLE 
AA PA SS AA BA TTLEFIELD 
AA PA SSAGE AA BA TTLESHIP 
AA PA SSED AA BE TTER 
AA PA SSENGER AA BI TTER 
AA(l)A PA SSES AA BO TTOM 
AA PA SSIVE AA BOYCO TT 
AA PA SSPORT AA CIGARE TTE 
AA PERMI SSION AA COMMI TTEE 
AA POSSE SSION AA COUNTERA TTACK 
AA(l )AA PO SSESSION AA FI TTING 
AA PO SSIBLE AA GE TTING 
AA PREPAREDNE SS AA LE TTER 
AA PRE SS AA LE TTERED 
AA PRE SSED AA LI TTER 
AA PRE SSURE AA LI TTLE 
AA PROGRE SSIVE AA NAVALA TTACK 
AA PROGRE SS AA NAVALBA TTLE 
AA READINE SS AA OMI TTED 
AA RECONNAI SSANCE AA SE TTLE 
AA REDCRO SS AA SPO TTING 
AA SE SSION AA SUBMI TTED 
AA STRE SS AA TA TTOO 
AA SUBMI SSION AA THA TTHE 
AA SUCCE SS AA WILLA Tl'ACK 
AA SUCCE SSFUL AA WRI TTEN 
AA SUCCE SSFULLY AA MU ZZLE 
AA SUCCE SSIVE AA NO ZZLE 
AA TRANSMI SSION A-A ABANDON 
AA UNLE SS A-A AGAIN 
AA UNSUCCE SSFUL A-A AGAINST ~ 

AA USELE SS A-A ALARM 
AA VE SSEL A-A(2)A ALASKA 
AA(2)A VE SSELS A-A ALM ANAC 
AA WIRELE SS A-A ANALYSIS 
AA WITNE SS A-A ANALYZE 
AA(l)A WITNE SSES A-A APP ARATUS 
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A-A 
A-A(2)A 
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A-A(2)A 
A-A 

APPE ARANCE 
ARABIA 
AVAILABLE 
AWAIT 
AWARD 
AWAY 

C ALAMITY 
C ANADA 

CAN ADA 
C ANAL 
C APABILITY 
C APACITY 
C ATASTROPHE 
C AVAUtY 

CH ARACTER 
CH ARACTERISTIC 

CLE ARANCE 
COMB ATANT 

CONTR ABAND 
D AMAGE 
D AllAGED 
D AMAGING 

DISAPPE ARANCE 
EXC AVATE 
EXC AVATION 

EXPL ANATION 
F ATAL 
F ATALITY 

FIRE ALARM 
G ARAGE 

GENER AL.ALARM 
GENERAL ALARM 

J APAN 
M ANAGE 
M ANAGEMENT 
N AVAL 
N AVALATTACK 

NAV ALATTACK 
N AVALBASE 
N AVALBATTLE 
N AVALFORCES 

A-A 
A-A(l)A 
A-A 

NONCOMB ATANT 
P ANAMA 

A-A 
A-A 
A-A(2)A 
A-A(2)A 
A-A 
A-A 
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PAN AMA 
P ARACHUTE 
P ARADE 
P ARAGRAPH 
P ARAI.LAX 
P ARALLEL 

PREP ARATION 
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A-A 

PROCL AMATION 
QU ARANTINE 
S Al.ARY 

SEP ARATE 
SEP ARATION 

T AXATION 
V ACANCY 

WITHDR AWAI. 
PRO BABLE 
PRO BABLY 
BI CYCLE 

CYCLONE 
EFFI CACY 

MOTOR CYCLE 
BEENNEE DED 

BLOCKA DED 
BOMBAR DED 
COMMAN DED 

DECI DED 
DEDICATE 
DEDICATION 

DEFEN DED 
DEMAN DED 

ENCO DED 
EXPAN DED 
EXPEN DED 
EXTEN DED 
GROUN DED 

GUAR DED 
INVA DED 

LAN DED 
OFFEN DED 

PROCEE DED 
RAI DED 

RECOMMEN DED 
SUCCEE DED 
SUSPEN DED 

UNEXPEN DED 
WOO DED 

WOUN DED 
DID 

AGRE EMENT 
ALL EGE 
AMM ETER 

AMUS EMENT 
ANNOUNC EMENT 

.ARRANG EMENT 
BAROM ETER 

BATT ERED 
BEENNE EDED 
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A-A BELLIG ERENT A-A(4)A D ETERMINED 
A-A BESI EGED A-A D EVELOP 
A-A BILL ETED A-A(3)A D EVELOPED 
A-A BRE EZE A-A(4)A D EVELOPMENT 
A-A. BRIDG EHEAD A-A DIFF ERENT 
A-A CAR ELESS A-A(2)A DIFF ERENCE 
A-A(3)A CAR ELESSNESS A-A DISPLAC EMENT 
A-A CEM ETERY A-A DYNAMOM ETER 
A-A(l)A C EMETERY A-A ELECTRICITY 
A-A CENT ERED A-A EL EMENT 
A-A CHE ESE A-A EL EMENTARY 
A-A COLL EGE A-A(l)A ELEMENT 
A-A COMMENC EMENT A-A(l)A ELEMENTARY 
A-A COMPL ETELY A-A(3)A ELEVATE 
A-A COMPL ETE A-A ELEVATION 
A-A COMPLET ENESS A-A(l)A ELEVEN 
A-A(l)A COMPL ETENESS A-A EL EVEN 
A-A CONCR ETE A-A ELSEWH ERE 
A-A(2)A CONF ERENCE A-A(2)A EMERGENCY 
A-A CONFIN EMENT A-A EMPLAC EMENT 
A-A CONQU ERED A-A ENCIPH ERED 
A-A COV ERED A-A ENCOUNT ERED I' 

A-A CR EDENTIAL A-A(2)A ENEMIES 
A-A(2)A D ECEMBER A-A ENEMY 
A-A(7)A D ECENTRALIZE A-A(6)A ENEMYPLANES 
A-A(7)A D ECENTRALIZED A-A ENEMYTANKS 
A-A DECIPH ERED A-A ENFORC EMENT 
A-A D EFEAT A-A ENGAG EMENT 
A-A(2)A D EFEATED A-A ENTANGL EMENT 
A-A D EFECT A-A EVERY 
A-A(4)A D EFECTIVE A-A EXCIT EMENT 
A-A D EFEND A-A(5)A EXECUTIVE 
A-A(2)A D EFENDER A-A(4)A EXERCISE 
A-A(2)A D EFENDED A-A EXTR EME 
A-A(2)A D EFENSE A-A EYE 
A-A(4)A D EFENSIVE A-A F EDERAL 
A-A D EFER A-A G ENERAL 
A-A(2)A D EFERRED A-A G ENERALALARll 
A-A D EPEND A-A G ENERALSTAFF 
A-A D EPENDABILITY A-A GONIOM ETER 
A-A(5)A D EPENDABLE A-A GYROM ETER 
A-A(2)A D EPENDENT A-AA HAV EBEEN 
A-A D ESERT A-A H ERE 
A-A(2)A D ESERTED A-A HIND ERED 
A-A(2)A D ESERTER A-A HYDROM ETER 
A-A D ETECTOR A-A HYGROM ETER 
A-A D ETENTION A-A IC EBERG 
A-A(6)A D ETERIORATE A-A IMPROV EMENT 
A-A D ETERMINATION A-A(2)A INCOMP ETENCE 
A-A(4)A D ETERYINE A-A INCOMP ETENT 
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A-A(2)A IND EPENDENT A-A R ECEIVING 
A-A(6)A IND ETERMINATE A-A(S)A R ECEPTACLE 
A-A INT EREST A-A REENFORC EMENT 
A-A INT ERESTING A-A R EFER 

• A-A INTERF ERE A-A(2)A REF ERENCE 
A-A(2)A INTERF ERENCE A-A(l)A(2)A R EFERENCE 
A-A INTERPR ETER A-A REIMBURS EMENT 
A-A INTERV ENE A-A REINFORC EMENT 
A-A kE EPER A-A REINSTAT EMENT 
A-A KILOM ETER A-A R EJECT 
A-A LETT ERED A-A(2)A R EJECTED 
A-A L EVEL A-A R EJECTOR 
A-A MANAG EMENT A-A(2)A R ELEASE 
A-A MANGAN ESE A-A RELI EVE 
A-A MEASUR EMENT A-A(2)A R EMEDIES 
A-A MEASUR EMENTS A-A R EMEDY 
A-A M ETEOROLOGICAL A-A(2)A R EMEMBER 
A-A M ETER A-A(2)A R EPEATED 
A-A MILLIM ETER A-A(2)A R EPEATER 
A-A MOV EMENT A-A R EPEL 
A-A N ECESSARY A-A(2)A R EPELLED 
A-A N ECESSITY A-A REPLAC EMENT 
A-A(6)A N ECESSITATE A-A REPR ESENT 
A-AA NIN ETEEN A-A REPR ESENTATION 
A-AA NIN ETEENTH A-A(6)A REPR ESENTATIVE 
A-A OBSOL ETE A-A REQUIR EMENT 
A-A ORD ER.ED A-A R ESEARCH 
A-A PARENTH ESES A-A R ESERVATION 
A-A P ENETRATION A-A(2)A R ESERVE 
A-A(4)A P ENETRATE A-A R ETENTION 
A-A P ETER A-A(2)A R EVENUE 
A-A PLAC EMENT A-A(2)A R EVERSE 
A-A PREC EDE A-A REVI EWED 
A-A(l)A PR ECEDE A-A SCH EME 
A-A(2)A PREC EDENCE A-A SEAL EVEL 
A-A(l)A(2)A PR ECEDENCE A-A S ELECT 
A-A PR ECEDING A-A(2)A S ELECTED 
A-A PR EFER A-A S EVEN 
A-A(2)A PREF ERENCE A-A(2)AA S EVENTEEN 
A-A(l)A(2)A PR EFERENCE A-A(2)AA S EVENTEENTH 
A-A(2)A PR EFERRED A-A S EVENTH 
A-A PR ESENT A-A S EVENTY 
A-A PR ESERVATION A-A(6)A S EVENTYFIVE 
A-A(2)A PR ESERVE A-A SEVERAL 
A-A PROCE EDED A-A SEV ERE 
A-A PSYCHROM ETER A-A(l)A S EVERE 
A-A R EBELLION A-A SI EGE 
A-A R ECEIPT A-A SPH ERE 
A-A(2)A R ECEIVE A-A STAT EMENT 
A-A(2)A R ECEIVER A-A SUCCE EDED 
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A-A SUFF ERED A-A(2)A CONC ILIATION 
A-A SURREND ERED A-A COND ITION 
A-A T ELEGRAM A-A CR ISIS 
A-A(4)A T ELEPHONE A-A CR ITIC 
A-A TH ERE A-A CR ITICAL 
A-A(3)A TH EREFORE A-A CRIT ICISE 'i 

A-A THERMOM ETER A-A(l)A CR ITICISE 
A-A TH ESE A-A CR ITIQUE 
A-A THREAT ENED A-A DEC ISION 
A-A US ELESS A-A DEF ICIENCY 
A-A V ETERINARIAN A-A DEF ICIENT 
A-A WERE A-A DEF INITE 
A-A WH ERE A-A DEFIN ITION 
A-A WIR ELESS A-A(l)A DEF INITION 
A-A FIFTEEN A-A DEMOB ILIZE 
A-A FIFTEENTH A-A(3)A DEMOB ILIZATION 
A-A FIFTH A-A DEPENDAB ILITY 
A-A FIFTY A-A DETRA INING 
A-A BAG GAGE A-A DIET ITIAN 
A-A EN GAGE A-A DIM INISH 
A-A EN GAGEMENT A-A(l)A D IMINISH 
A-A(2)A EN GAGING A-A DIR IGIBLE .;; 

A-A EIG HTH A-A(l)A D IRIGIBLE 
A-A WIT HTHE A-A D ISINFECT 
A-A ACT IVITY A-A D ISINFECTED 
A-A ACTIV ITIES A-A DISPOS ITION 
A-A(l)A ACT IVITIES A-A D IVIDE 
A-A ADD ITIONAL A-A DIV IDING 
A-A(5)A ADM INISTRATIVE A-A(l)A D IVIDING 
A-A(5)A ADM INISTRATION A-A DIV ISION 
A-A ADV ISING A-A(l)A D IVISION 
A-A AMMUN ITION A-A EFF ICIENT 
A-A ANT !AIRCRAFT A-A EFF ICIENCY 
A-A ANT ICIPATE A-A ELECTR ICITY 
A-A(3)A ANT ICIPATION A-A EL IGIBLE 
A-A ARTIF ICIAL A-A ENTERPR ISING 
A-A(l)A ART IFICIAL A-A EXH IBITED 
A-A AUDIB ILITY A-A EXHIB ITION 
A-A(l)A AUD IBILITY A-A(l)A EXH IBITION 
A-A CAPAB ILITY A-A EXPED ITING 
A-A CERT IFICATE A-A EXPED ITION 
A-A CIV ILIAN A-A FACIL ITIES 
A-A(l)A C IVILIAN A-A(l)A FAC ILITIES 
A-A(3)A CLASS IFICATION A-A F ILING 
A-A COAL ITION A-A F INISH 
A-A COEFF ICIENT A-A F IRING 
A-A COLL ISION A-A FORT IFIED 
A-A COLL ISIONS A-A HOST ILITY 
A-A COMPET ITION A-A HOSTIL ITIES 
A-A COMPOS ITION A-A(l)A HOST ILITIES 
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A-A(3)A IDENT IFICATION A-A RECOGN ITION 
A-A IGN ITION A-A RECRU ITING 
A-A INCL INING A-A REMA INING 
A-A IND IVIDUAL A-A REQU IRING 
A-A INEFF ICIENCY A-A(l)A REQU ISITION 

?. A-A IN ITIAL A-A REQUIS ITION 
A-A(l)A INITIAL A-A(l)A RESPONS IBILITY 
A-A IN ITIATE A-A RESPONSIB ILITY 
A-A(l)A INITIATE A-A RET IRING 
A-A IRREGULAR ITIES A-A R IDING 
A-A LIAB ILITY A-A R IGID 
A-A L IAISON A-A RIT ICISM 
A-A L IMIT A-A(l)A R ITICISM 
A-A(3)A L IMITATION A-A SEMIR IGID 
A-A(l)A L IMITING A-A(l)A SEM IRIGID 
A-A LIM ITING A-A SERV ICING 
A-A L INING A-A SIGN IFICANT 
A-A MAR ITIME A-A SIGN IFICANCE 
A-A MED ICINE A-A S IMILAR 
A-A M ILITARY A-A(3)A S IMILARITY 
A-A(l)A M ILITIA A-A SPEC IFIC 
A-A MIL ITIA A-A(3)A SPEC IFICATION 
A-A M INIMUM A-A SUFF ICIENT 
A-A M INING A-A SUITAB ILITY 
A-A(3)A MOB ILIZATION A-A SUSP ICION 
A-A MOB ILIZE A-A SUSP ICIONS 
A-A MUN ITIONS A-A SUSP ICIOUS 
A-A OBTA INING A-A TERR IFIC 
A-A OFF ICIAL A-A TRAD ITIONAL 
A-A OP INION A-A TRA INING 
A-A OPPOS ITION A-A TRANSPAC IFIC 
A-A PAC IFIC A-A UNIDENT IFIED 
A-A PART ITION A-A UT ILITY 
A-A(2)A PH ILIPPINF.S A-A(3)A VER IFICATION 
A-A POL ITICAL A-A VIC INITY 
A-A POL ITICS A-A(l)A V ICINITY 
A-A POS ITION A-A VISIB ILITY 
A-A POS ITIONS A-A(l)A VIS IBILITY 
A-A POS ITIVE A-A(l )A(l )A V ISIBILITY 
A-A PRA IRIE A-A V ISIBLE 
A-A(3)A PREL !MIN.ARIES A-A V ISIT 
A-A PREL IMINARY A-A V ISITOR 
A-A PROH IBIT A-A V ISITS 
A-A PROV ISION A-A W IRING 
A-A PROV ISIONS A-A GENERA I.ALARM 
A-A PROX IMITY A-A PARAL LEL 
A-A(3)A QUAL IFICATION A-A AR MAMENT 
A-A RA IDING A-A DYNA MOMETER 
A-A RAINING A-A MAXI MUM 
A-A RECE IVING A-A MEMBER 
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A-A MEMORANDA A-A METEOR OLOGICAL 
A-A(6)A MEMORANDUM A-A(l)A METE OROLOGICAL 
A-A MEMORIAL A-A MON OPOLY 
A-A MINI MUM A-A(l)A M ONOPOLY 
A-A RE MEMBER A-A M OTOR 
A-A THER MOMETER A-A M OTORCYCLE i" .. 
A-A A NONYMOUS A-A M OTORIZED 
A-A BEGIN NING A-A OBOE 
A-A CONCER NING A-A PH OTOGRAPHY 
A-A CONTI MENTAL A-A PR OMOTE 
A-A DETRA! NING A-A(2)A PR OMOTION 
A-A DOMI NANCE A-A(3)A PR OPORTION 
A-A DOMI NANT A-A PR OPOSALS 
A-A INCLI NING A-A PR OPOSE 
A-A INTERVE NING A-A PROT OCOL 
A-A LIEUTE NANT A-A(l)A PR OTOCOL 
A-A LI NING A-A PR OVOST 
A-A MAINTE NANCE A-A RIG OROUS 
A-~\ MAN NING A-A SEMIC OLON 
A-A MI NING A-A(2)A T OMORROW 
A-A MOR NING A-A T OPOGRAPHIC 
A-A NAN A-A VIG OROUS 
A-A NINE A-A NEWS PAPER 
A-A(4)A NINETEEN A-A NEWS PAPERS 
A-A(4)A NINETEENTH A-A PIPE e A-A NINETY A-A POPULATED 
A-A NINTH A-A POPULATION 
A-A(7)A NONCOMBATANT A-A AI RCRAFT l A-A OBTAI NING A-A AI RDROME 
A-A ORD NANCE A-A ANTIAI RCRAFT 
A-A PERMA NENT A-A ARBIT RARY 
A-A PLAN NING A-A CA RTRIDGE 
A-A RAI NING A-A D RYRUN 
A-A REMAI NING A-A ENTE RPRISE 
A-A RETUR NING A-A ENTE RPRISING 
A-A RUN NING A-A ER ROR 
A-A SCREE NING A-A FINGE RPRINT 
A-A TRAI NING A-A FO RTRESS 
A-A(2)A U NKNOWN A-A INTE RPRETATION 
A-A AUT OMOBILE A-A(3)A INTE RPRETER 
A-A CHRON OLOGICAL A-A LIB RARY 
A-A(l)A CHR ONOLOGICAL A-A MIR ROR 
A-A C OLON A-A NEA RER 
A-A C OLONEL A-A SU RPRISE 
A-A C OLORS A-A TER ROR 
A-A EC ONOMIC A-A ADORES SES 
A-A H ONOR A-A ANALY SIS 
A-A LOC OMOTIVE A-AA AS SESSMENT 
A-A(l)A L OCOMOTIVE A-AA(4)A AS SESSMENTS 
A-A LO OKOUT A-A AS SIST 
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A-A AS SISTANT A-A INSTI TUTION 
A-A AS SISTANCE A-A(l)A INS TITUTION 
A-A CA SES A-A INTERPRE TATION 
A-A CHAS SIS A-A INVI TATION 
A-A CRI SIS A-A LA TITUDE 

f A-A DEFEN SES A-A LIMI TATION 
A-A DI SASTER A-A NECESSI TATE 
A-A EXERCI SES A-A PAR TITION 
A-A EXPEN SES A-A RADIOS TATION 
A-A CLAS SES A-A REINS TATE 
A-A HEAVYLOS SES A-A(4)A REINS TATEMENT 
A-A LOS SES A-A REPRESEN TATIVE 
A-A OUTPO STS A-A REPRESEN TATIONS 
A-A PARENTHE SES A-A SANI TATION 
A-A PARENTHE SIS A-A(4)A S TATEMENT 
A-A PAS SES A-A S TATES 
A-A PER SISTENT A-A S TATION 
A-AA POS SESSION A-A S TATIONS 
A-A PROTE STS A-A(2)A S TATISTICS :: A-A PURPO SES A-A S TATUS 
A-A RE SIST A-A SUBSTI TUTE 

~ A-A RE SISTANCE A-A SUBSTI TUTION 
A-AA SESSION A-A(lJA SUBS TITUTE 
A-A SUB SISTENCE A-A(l)A SUBS TITUTION 
A-A SUSPECTED A-AA TATTOO 
A-A SUSPEND A-A TEN TATIVE 
A-A SUSPENDED A-A TITLE 
A-A(3)A SUSPENSE A-A TOTAL 
A-A(3)A SUSPENSION A-A TOTALING 
A-A SUSPICION A-A TRANSPOR TATION 
A-A(6)A SUSPICIONS A-A UNITEDS TATES 
A-A(6)A SUSPICIOUS A-A WI THTHE 
A-A SYSTEM A-A A UGUST 
A-A WITNES SES A-A CONTIN UOUS 
A-A AL TITUDE A-A FUTURE 
A-A AN TITANK A-A INA UGURATION 
A-A CI TATION A-A UN USUAL 
A-A COMPE TITION A-A(l)A UNUSUAL 
A-A COMPU TATION A-A USUAL 
A-A CONST! TUTE A-A SUR VIVED 
A-A CONSTI TUTING A-A A WJCWARD 
A-A(l)A CONS TITUTING A(2)A ADJACENT 
A-A CONST! TUTION A(2)A ADVANCING 
A-A(l)A CONS TITUTE A(2)A ADV ANTAGEOUS 
A-A(l)A CONS TITUTION A(2)A ADV ANTAGE 
A-A DESTI TUTE A(2)A(2)A ADVANTAGE 
A-A(l)A DES TITUTE A(2)A(2)A ADVANTAGEOUS 
A-A DIC TATED A(2)A ADVANCE 
A-A DIC TATOR A(2)A ADVANCED 
A-A DIE TITIAN A(2)A AFFAIR 
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A(2)A AL ASKA A(2)A J ANUARY 
A(2)A(l)A ALMANAC A(2)A II ANDATE 
A(2)A ALWAYS A(2)A M ANDATED 
A(2)A OB ASSADOR A(2)A II ANGANF.SE 
A(2)A(2)A AYBASSADOR A(2)A II ANUAL 
A(2)A(l)A APPARATUS A(2)A llEllOR ANDA l 

A(2)A APPARENT A(2)A NAVAL ATTACK 
A(2)A APPARENTLY A(2)A NAV Al.BASE 
A(2)A AR ABIA A(2)A NAV ALBATTLE 
A(2)A AREA A(2)A P ACKAGE 
A(2)A .ARMAMENT A(2)A PAR AGRAPH 
A(2)A ARRANGE A(2)A PAR Al.LAX 
A(2)A ARRANGEMENT A(2)A P ASSAGE 
A(2)A ASIA A(2)A PRE .ARRANGED 
A(2)A ASIATIC A(2)A R ADIAL 
A(2)A ASSAULT A(2)A R ADIATE 
A(2)A ATLANTIC A(2)A R ADIATION 
A(2)A ATTACH A(2)A RET ALIATION 
A(2)A ATTACHMENT A(2)A SE APLANES 
A(2)A ATTACK A(2)A ST ANDARD 
A(2)A ATTAIN A(2)A ST ANDARDS 
A(2)A ATTAINMENT A(2)A TH ATHAVE 
A(2)A AV AILABLE A(2)A TRANS ATLANTIC 
A(2)A AVIATION A(2)A(2)A TR ANS.ATLANTIC 
A(2)A AVIATOR A(2)A V ARIATION 
A(2)A B AGGAGE A(2)A VETERIN ARIAN 
A(2)A B ARRACKS A(2)A W ARFARE 
A(2)A B ARRAGE A(2)A WILL ATTACK 
A(2)A B ATTALION A(2)A ATOMIC BOMB 
A(2)A C AMPAIGN A(2)A BARBED 
A(2)A C ANVAS A(2)A BOMB 
A(2)A C APTAIN A(2)A BOMBARD 
A(2)A C ASUAL A(2)A BOMBARDm 
A(2)A C ASUALTIES A(2)A BOMBARDMENT 
A(2)A C ASUALTY A(2)A BOMBER 
A(2)A CH APLAIN A(2)A BRIBE 
A(2)A CO ASTAL A(2)A BRIBERY 
A(2)A COMM AND.ANT A(2)A BULB 
A(2)A COUNTER ATTACK A(2)A DIVE BOMBER 
A(2)A DEB ARKATION A(2)A HEAVY BOMBER 
A(2)A DI AGRAM A(2)A LIGHT BOMBER 
A(2)A EMB ARKATION A(2)A MEDIUM BOMBER 
A(2)A EV ACUATE A(2)A CANCEL 
A(2)A EV ACUATING A(2)A CANCELLATION .. 
A(2)A EV ACUATION A(2)A CANCELLED 
A(2)A EV ALUATION A(2)A CHECK 
A(2)A GR ADUAL A(2)A CIRCLE 
A(2)A INFL AMMABLE A(2)A CIRCUIT 
A(2)A INST ALLATIONS A(2)A CIRCUITOUS 
A(2)A INST ANTANEOUS A(2)A CIRCULAR --
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A(2)A 
A(2)A 
A(2)A 
A(2)A(6)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)AA(l)A 
A(2)A 
A(2)A 
A(2)A(l)A 
A(2)A 
A(2)AA 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A(l)A 
A(2)A 
A(2)A 
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CIRCULATE 
CIRCULATION 
CIRCUMSTANTIAL 
CIRCUMSTANCES 
CONCEAL 
CONCEALMENT 
CONCENTRATE 
CONCENTRATING 
CONCENTRATION 
CONCERNING 
CONCESSION 
CONCILIATION 
CONCLUDE 
CONCLUSION 
CONCRETE 

EN CIRCLE 
EN CIRCLING 

IMPRA CTICABLE 
PRA CTICAL 

SE CRECY 
SIGNIFI CANCE 

TA CTICAL 
TA CTICS 
VA CANCY 

HUN DRED 
IN DEED 

ONEHUN DRED 
STAN DARD 
STAN DARDS 

ABS ENCE 
ADDR F.SSED 
ADDR ESSES 

AGR EEMENT 
APP EARED 
ARR ESTED 

BATT ERIES 
BATTL EFIELD 

BE ENNEEDED 
BEENN EEDED 

BE ETLE 
B ESIEGED 
B ETTER 
B ETWEEN 

BR EEZE 
CANC ELI.ED 

C EASE 
C ENTER 
C ENTERED 
C ENTERING 

CHALL ENGE 

"41 

CH EF.SE 
CIGAR ETTE 

COINCID ENCE 
COMM ENCE 
COMM ENCEMENT 
COMM ERCE 
COMP ELI.ED 

COMPR F.SSED 
COND Et.INED 
COND ENSED 

CONFER ENCE 
CONF ERRED 

CONFID ENCE 
CONVAL ESCENT 

CONV ENIENT 
CORR ECTED 

CORRESPOND ENCE 
DEC EMBER 

DECIPH ERMENT 
DECR EASE 

A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A(l)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A(2)A 
A(2)A(2)A 
A(2)AA 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)AA 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A(3)A 
A(2)A(4)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A(2)A 

DECR EASED 
D ECREASE 
D ECREASED 
D ECREE 

DEF EATED 
DEF ENDER 
DEF ENDED 
DEF ENSE 
DEF ENSES 
DEF ERRED 

D EGREE 
DEP ENDENT 

D EPRESSION 
DES ERTED 
DES ERTER 

DIFFER ENCE 
DISAPP EARED 

DIS EASE 
DISINF ECTED 

DISP ERSED 
DISP ERSE 

DISTR ESSED 
EAGER 
ECHELON 
ECHELONED 
ECHELONMENT 
EDGE 
EFFECT 

EFF ECTED 
EFFECTED 
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A(2)A(4)A 
A(2)A(l)A 
A(2)A(2)A(l)A 
A(2)A 

EFFECTIVE 
ELS EWHERE 

ELSEWHERE 
Ell ERGENCY 

ENCIPH ERMENT 
EN EMIES 

A(2)A 
A(2)A 
A(2)A 
A(2)A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A(5)A 
A(2)A(6)A 
A(2)A 
A(2)A(3)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A(4)A 
A(2)A 
A(2)A 

ENT ENTE 
ENTENTE 
ENTER 
ENTERING 
ENTERPRISING 
ENTERPRISE 
ENTERTAINMENT 
ENVELOP 
ENVELOPE 
ETHER 
EXCEPT 
EXCESS 
EXCESSIVE 
EXPECT 
EXPEDITING 
EXPEDITION 
EXPEDITE 

A(2)A 
A(2)A(3)A 
A(2)A 
A(2)A(2)A 
A(2)A 

EXP ELLED 
EXPELLED 
EXPEND 

EXP ENDED 
EXPENDED 

EXP ENSES 
EXPENSES 
EXPENSIVE 

EXPERI ENCE 

A(2)A 
A\2)A(2)A 
A(2)A 
A(2)A(2)A 
A(2)A(4)A 
A(2)A 
A(2)A(2)A 
A(2)A(2)A(2)A 
A(2)A(3)A 
A(2)A 
A(2)A 
A(2)A(2)A 
A(2)A 
A(2)A 
A(2)A(4)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A(6)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 

EXP ERIENCE 
EXPERIENCE 
EXPERIMENT 
EXTEND 

EXT ENDED 
EXTENDED 
EXTENDING 
EXTENSION 
EXTENSIVE 
EXTENT 
EXTERIOR 
EXTERMINATION 
EXTERMINATE 

Fl ERCE 
GR EASE 

HAV EBEEN 
H ELPER 

IMPR ESSED 

A(2)A INCID ENCE 
A(2)A INCOMPET ENCE 
A(2)A INCR EASED 
A ( 2) A INDEP ENDF.NT 
A(2)A INF ECTED 
A(2)A INFLU ENCE 
A(2)A INTELLIG ENCE 
A(2)A INT ERCEPT 
A(2)A INTERC EPTED 
A(2)A(2)A INT ERCEPTED 
A(2)A INTERFER ENCE 
A(2)A INT ERFERING 
A(2lA(l)A INT ERFERE 
A(2)A(l)A(2)A INT ERFERENCE 
A(2)A INT ERMENT 
A(2)A(4)A INT ERMEDIA'l'E 
A(2)A INT ERVENING 
A(2)A(l)A INT ERVENE 
A(2)A INT ERVENTION 
A(2)A INV ENTED 
A(2)A K EEPER 
A(2)A L EADER 
A(2)A L EAVE 
A(2)A L ETTER 
A(2)A(l)A L ETTERED 
A(2)A LIC ENSE 
A(2)A LI EUTENANT 
A(2)A MAN EUVER 
A(2)A MAT ERIEL 
A(2)A M EAGER 
A(2)A M EMBER 
A(2)A MESS ENGER 
A(2)A(2)A M ESSENGER 
A(2)A N EARER 
A(2)A N EAREST 
A(2)A NEGLIG ENCE 
A(2)A NIN ETEEN 
A(2)A NIN ETEENTH 
A(2)A NORTHW ESTERN 
A(2)A NOV EMBER 
A(2)A OBS ERVE 
A(2)A OBS ERVER 
A(2)A OFF ENDED 
A(2)A OFF ENSE 
A(2)A OVERWH ELMED 
A(2)4 PASS ENGER 
A(2)A PRECED ENCE 
A(2)A PREFER ENCE 
A(2)A PREF ERRED 
A(2)A PREPAR EDNESS 
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PRES ERVE 
PR ESSED 

PROC EEDED 
PROT ECTED 
PROT ESTED 

A(2}A 
A(2}A 
A(2)A 
A(2)A 
A(2}A 
A(2}A 
A(2)A 
A(2)A 
A(2}A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 

REC EIVE 
REC EIVER 

RECOMM ENDED 
R ECREATION 
R ECREATIONAL 

REFER ENCE 

A(2)A 
A(2)A(l)A 
A(2)A 
A(2}A 
A(2}A 
A(2}A 
A(2}A 
A(2)A(l)A 
A(2)A(l)A 
A(2}A(l)A(6)A 
A(2)A 
A(2)A 
A(2)A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2}A 
A(2}A 
A(2)A(l)A 
A(2}A 
A(2)A(l}A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A(2}A 
A(2)A 
A(2)A(2)A 
A(2)A 
A(2)AA 
A(2)AA 
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REJ ECTED 
REL EASE 

R ELIEF 
R ELIEVE 

REM EDIES 
REM EMBER 
REP EATED 
REP EATER 
REP ELLED 

R EPRESENT 
R EPRESENTATION 
R EPRESENTATIVE 
R EQUEST 

REQU ESTED 
R EQUESTED 

RES ERVE 
RES ERVES 

R ESPECT 
R ESPECTFULLY 
R ESPECTS 
R ETREAT 

REV ENUE 
REV ERSE 

R EVIEW 
R EVIEWED 
R EVIEWING 
S EALEVEL 
S EAMEN 
S ECRECY 
S ECRETARY 
S EIZE 

SEL ECTED 
SENT ENCE 

S ENTENCE 
SEPT EMBER 

S EPTEMBER 
S ERGEANT 

SEV ENTEEN 
SEV ENTEENTH 

A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2}A(l)A 
A(2}A 
A(2)A 
A(2)A 
A(2)A(5)A 
A(2)A(l)A 
A(2)A 
A(2}A 
A(2)A 
A(2)A 
A(2)A 
A(2)A(2)A 
A(2}A 
A(2)A 
A(2)A 
A(2)A 
A(2}A 
A(2}A 
A(2}A 
A(2)A 
A(2)A 
A(2)A 
A(2}A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2}A 
A(2)A 
A(2}A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2}A 
A(2)A 
A(2}A 

SH EI.LED 
SOUTHW ESTERN 

ST EAMER 
SUBSIST ENCE 

SUCC EEDED 
SURR ENDER 
SURR ENDERED 
SUSP ECTED 
SUSP ENDED 
SUSP ENSE 

T EMPERATURE 
THR EATENED 

TRANSF ERRED 
TRANSV ERSE 

TRAV ERSE 
TW ELVE 

UNEXP ENDED 
UH EXPENDED 
V ESSEL 
V ESSELS 
W EDNESDAY 
W ESTERLY 
W ESTERN 

WH ETHER 
WITN ESSES 

WR ECKED 
Y ESTERDAY 

BA GGAGE 
DAMA GING 
ENGA GING 

FOR GING 
GAUGE 
GEOGRAPHIC 
GEOGRAPHICAL 

LAN GUAGE 
NE GLIGENT 
NE GLIGENCE 
ZI GZAG 

HIGH 
HIGHER 
HIGHEST 

T HATHAVE 
W HETHER 
W HICH 

ADM ISSION 
A IRFIELD 

AS IATIC 
ASSOC IATION 

AV IATION 
BALL ISTIC 
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A(2)A BALL ISTICS 
A(2)A BEG INNING 
A(2)A B INDING 
A(2)A BU ILDING 
A(2)A CHARACTER ISTIC 
A(2)A CO INCIDENCE 
A(2)A COMM ISSION 
A(2)A COMM ISSIONER 
A(2)A CONCIL IATION 
A(2)A CONSCR IPTION 
A(2)A DESCR IPTIVE 
A(2)A DESCR IPTION 
A(2)A(l}A D IETITIAN 
A(2)A D IFFICULT 
A(2)A(4}A D IFFICULTIES 
A(2)A DISC IPLINE 
A(2)A(2)A D ISCIPLINE 
A(2)A D ISMISS 
A(2)A D ISMISSAL 
A(2)A D ISTILL 
A(2)A(3)A D ISTINCTION 
A(2)A DISTINGU ISHING 
A(2)A(3)A D ISTINGUISH 
A(2}A(3)A D ISTINGUISHED 
A(2)A(3}A(2)A D ISTINGUISHING 
A(2)A DR IFTING 
A(2)A ENL ISTING 
A(2)A F ILLING 
A(2)A F INDING 
A(2)A F ISHING 
A(2}A F ITTING 
A(2)A(l}A IGNITION 
A(2)A ILLITERATE 
A(2)A(4)A IMMIGRATION 
A(2)A INCIDENCE 
A(2)A INCIDENT 
A(2)A INDICATE 
A(2}A INDICATED 
A(2)A(3)A INDICATING 
A(2)A(3)A INDICATION 
A(2)A INDIRECT 
A(2)A(l)A INDIVIDUAL 
A(2)A INFL ICTING 
A(2)A INS IGNIA 
A(2)A(2)A INSIGNIA 
A(2)A INTERD ICTION 
A(2)A(3}A INVITATION 
A(2)A(3)A IRRIGATION 
A(2)A K ILLING 
A(2)A(l}A L !ABILITY 

A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2}A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A(l )A 
A(2)A(l}A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A(4)A 
A(2)AA 
A(2)A 

L IFTING 
L IQUID 

LOG ISTICS 
M IDNIGHT 
M ILLIMETER 
M ISFIRE 
M ISFIRES 
M ISSING 
M ISSION 
M ISSIONS 

PATR IOTIC 
PERM ISSION 
PHIL IPPINES 

PR INCIPAL 
PR INCIPLE 
PR INTING 
PR IORITY 

RAD IATION 
REF ILLING 

RESTR ICTION 
RETAL IATION 

REV !EWING 
SH IPPING 
S IGNIFICANT 
S IGNIFICANCE 
S IGNIFY 
S INKING 

SK IRMISH 
STAT ISTICS 
SUBM ISSION 

SUPER IORITY 
SW IMMING 

TRANSM ISSION 
VAR IATION 

V ICTIM 
W ILLIAM 
W ITHIN 

AVAI LABLE 
FUE LOIL 

PARA LLEL 
COM MITMENT 

MAIM 
MEDIU MBOMBER 

ABA NOON 
ADVA NCING 

AFTER NOON 
AN NOUNCE 
AN NOUNCEMENT 

A NTENNA 
ASSIG NMENT 
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A(2)A ASSIG NMENTS 
A(2)A ATTAI NMENT 
A(2)A BEGI NNING 
A(2)A BI NDING 
A(2)A COMMA NDANT 
A(2)A COMMA NDING 
A(2)A CO NCENTRATE 
A(2)A(5)A CO NCENTRATING 
A(2)A(6)A CO NCENTRATION 
A(2)A CO NDENSED 
A(2)A CO NFINE 
A(2)A(3)A CO NFINEMENT 
A(2)A(l)A CO NTINENTAL 
A(2)A(2)A CO NTINGENT 
A(2)A CONTI NGENT 
A(2)A CO NTINUAL 
A(2)A CO NTINUE 
A ( 2) A CO NTINUOUS 
A(2)A(5)A CO NTINUATION 
A(2)A CONVE NIENT 
A(2)A(2)A CO NVENIENT 
A(2)A CORRESPO NDENCE 
A(2)A CORRESPO NDING 
A(2)A DEPE NDENT 
A(2JA DISCONTI NUANCE 
A(2)A DISCO NTINUE 
A(2)A(2)A DISCO NTINUANCE 
A(2)A ECHELO NMENT 
A(2)A E NGINE 
A(2)A E NGINEER 
A(2)A(4)A E NGINEERING 
A(2)A(5)A E NTANGLEMENT 
A(2)A E NTENTE 
A(2)A ENTERTAI NMENT 
A(2)A EXTE NDING 
A(2)A FI NDING 
A(2)A FLA NKING 
A(2)A FORE NOON 
A(2)A GOVER NMENT 
A(2)A I NCENDIARY 
A(2)A I NCENTIVE 
A(2)A INDEPE NDENT 
A(2)A I NFANTRY 
A(2)A I NLAND 
A(2)A INSTA NTANEOUS 
A(2)A I NTEND 
A(2)A I NTENSIVE 
A(2)A I NTENT 
A(2)A(3)A I NTENTION 
A(2)A INTER NMENT 

A(2)A 
A(2)A 
A(2)A(3)A 
A(2)A 
A(2)A(l)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A(4)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A(4)A 
A(2)A(5)A 
A(2)A 
A(2)A 
A(2)A(4)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A(4)A 

I NVENT 
I NVENTED 
I NVENTION 

LA NDING 
MAI NTENANCE 

MA NGANESE 
MA NNING 

NOON 
OPI NION 
PAI NTING 
PLA NNING 

PO NTON 
PRI NTING 

QUARA NTINE 
RU NNING 
SE NTENCE 
SE NTINEL 
SI NKING 
SU NKEN 
U NION 

UNK NOWN 
U NTENABLE 

ACC OMMODATION 
AER ODROME 

B OTTOM 
B OYCOTT 
C OMMON 
C OMPOSED 
C OMPOSITION 
C ONFORMATION 
C ONVOY 
C ORPORAL 
C ORPORATION 

CUST OMHOUSE 
D OCTOR 

EN ORMOUS 
EXPL OSION 
EXPL OSIONS 

F OGHORN 
F OLLOW 

FO OTHOLD 
G ONIOMETER 

GYR OSCOPIC 
L OOKOUT 
N ONCOMBATANT 

OBSOLETE 
OCTOBER 
OPPOSE 
OPPOSITE 
OPPOSITION 
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A(2)AA 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A(4)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A(4)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
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P OISON 
P ONTON 
P ONTOON 
P OSTOFFICE 

PROM OTION 
REC ONNOITER 
REC ONNOITERING 

SCHO OUIOUSE 
TOM ORROW 

VICT ORIOUS 
AP PROPRIATE 
IM PROPER 

PREPARATION 
PREPARE 
PREPAREDNESS 
PREPARING 
PROPER 
PROPORTION 
PROPOSALS 
PROPOSE 
PUMP 
PURPOSE 
PURPOSF.S 

AE RODROME 
AI RBORNE 

APP ROPRIATE 
A RMOR 
A RMOREDCAR 
A RMORY 

CAR RIER 
CO RPORAL 
CO RPORATION 

COU RIER 
DEPA RTURE 
DESE RTER 
DETE RIORATE 

E RROR 
EXTE RIOR 

EXT RAORDINARY 
FEB RUARY 

FO RWARD 
HA RBOR 

HEADQUA RTERS 
HYD ROGRAPHIC 

INTE RFERE 
INTE RFERENCE 
INTE RFERING 
INTE RIOR 

MI RROR 
MO RTAR 

A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)AA 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A(5)A 
A(2)A 
A(2)A(3)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)AA 
A(2)A 
A(2)A 
A(2)AA 
A(2)AA 
A(2)A 
A(2)A 
A(2)A 
A(2)A 
A(2)AA 
A(2)A 
A(2)A 

MU RDER 
OBSE RVER 

0 RDER 
0 RDERED 
0 RDERS 

PA RAGRAPH 
PE RFORMANCE 
P RAIRIE 
P REARRANGED 
P RIOR 
P RIORITY 
P ROGRAM 
P ROGRESS 
P ROGRESSIVE 

QUA RTER 
QUA RTERS 
QUA RTERMASTER 

REAR 
REARGUARD 

RECO RDER 
RECREATION 
RECREATIONAL 
RECRUIT 
RECRUITING 
REORGANIZATION 
REPRESENT 
REPRESENTATIVE 
REPRESENTATION 
REPRISAL 
REPRISALS 
RETREAT 
RETROACTIVE 

STA RTER 
SUPE RIOR 
SUPE RIORITY 

TE RROR 
WA RFARE 

ADDRE SSES 
A SPOSSIBLE 

AS SESSMENT 
AS SESSMENTS 
A SSESSMENT 
A SSESSMENTS 

AS SETS 
A SSIST 
A SSISTANT 
A SSISTANCE 

CARELES SNESS 
CEN SORSHIP 
CHA SSIS 
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A(2)A CRUI SERS A(2)A IMPOR TANT 
A(2)AA DI SCUSS A(2)A INCOMPE TENT 
A(2)AA DI SCUSSED A(2)A INI TIATE 
A(2)AA DI SCUSSION A(2)A INS TANT 

J 
A(2)A DI SEASE A(2)A INS TANTANEOUS 
A(2)AA DI SMISSAL A(2)A INS TANTLY 
A(2)AA DI SMISS A(2)A IN TENT 
A(2)A DI SPOSITION A(2)A IN TENTION 
A(2)A EMBAS SIES A(2)A NONCOMBA TANT 
A(2)A GLA SSES A(2)A OU TPUT 
A(2)A HEAVYLO SSES A(2)A PENE TRATE 
A(2)A IS SUES A(2)A PENE TRATION 
A(2)A LO SSES A(2)A PERSIS TENT 
A(2)A PA SSES A(2)A PRO TECT 
A(2)A POS SESSION A(2)A PRO TECTED 
A(2)AA PO SSESSION A(2)A PRO TECTION 
A(2)A PROPO SALS A(2)A PRO TECTOR 
A(2)A REPRI SALS A(2)A PRO TEST 
A(2)A SESSION A(2)A PRO TESTED 
A(2)A(l)A SUBSISTENCE A(2)A PRO TESTS 
A(2)A SUBSTITUTE A(2)A REGIS TRATION 

~ 

A(2)A SUBSTITUTION A(2)A RE TENTION 
A\2)A SUNSET A(2)A SI TUATION 
A(2)AA TRAN SMISSION A(2)A S TART 
A(2)A VES SELS A(2)A S TARTER 
A(2)A VI SITS A(2)A STA TISTICS 
A(2)A WITNE SSES A(2)A S TRATEGIC 
A(2)A AD.JU TANT A(2)A S TRATEGICAL 
A(2)A ADMINIS TRATIVE A(2)A S TRATEGY 
A(2)A ADMINIS TRATION A(2)A TACTICAL 
A(2)A ARBI TRATION A(2)A TACTICS 
A(2)A ASSIS TANT A(2)A TATTOO 
A(2)A AT TENTION A(2)A TENT 
A(2)A CA TASTROPHE A(2)A(l)A TENTATIVE 
A(2)A CIRCUMS TANTIAL A(2)A TENTH 
A(2)A COMBA TANT A(2)A TEXT 
A(2)A CONCEN TRATE A(2)A THAT 
A(2)A CONCEN TRATING A(2)A THATHAVE 
A(2)A CONCEN TRATION A(2)AA THATTHE 
A(2)A CON TACT A(2)A TWEN TIETH 
A(2)A DEMONS TRATE A(2)A WA TERTANK 
A(2)A DEMONS TRATED A(2)A AGRIC ULTURAL 
A(2)A DEMONS TRATION A(2)A D UGOUT 
A(2)A DE TECTOR A(2)A 0 UTGUARD 
A(2)A DE TENTION A(2)A 0 UTPUT 
A(2)A EN TENTE A(2)A P URSUE 
A(2)A(6)A EN TERTAINMENT A(2)A P URSUIT 
A(2)A EX TENT A(2)A(6)A UNSUCCESSFUL 
A(2)A ILLUS TRATE A(2)A UNSUITABLE 
A(2)A ILLUS TRATION A(2)A RE VOLVE 
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A(2)A RE VOLVER A(3)A CHURCH 
A(2)A AN YWAY A(3)A(4)A COINCIDENCE 
A(2)A ZIGZAG A(3)A CONSCRIPTION 
A(3)A ACTUALLY A(3)A COUNCIL 
A(3)A ANIMAL A(3)A DEFI CIENCY 
A(3)A ANNUAL A(3)A EFFI CIENCY .. 
A(3)A(4)A ANTIAIRCRAFT A(3)A ELE CTRICITY 
A(3)A ANYWAY A(3)A GYROS COPIC 
A(3)A APPEAR A(3)A INEFFI CIENCY 
A(3)A(l)A APPEARANCE A(3)A PA CIFIC 
A(3)A APPEARED A(3)A SPE CIFIC 
A(3)A AVERAGE A(3)A SPE CIFICATION 
A(3)A AWKWARD A(3)A TE CHNICAL 
A(3)A C ANADA A(3)A TRANSPA CIFIC 
A(3)A C ARRIAGE A(3)A DECIDE 
A(3)A CENTR ALIZATION A(3)A(l)A DECIDED 
A(3)A CIRCUMST ANTIAL A(3)A DECODE 
A(3)A DIS APPEAR A(3)A DIVIDE 
A(3)A DIS APPEARED A(3)A DIVIDING 
A(3)A E ASTWARD A(3)A HIN DERED 
A(3)A EL ABORATE A(3)A IN DIVIDUAL 
A(3)A ESTIM ATEDAT A(3)A MAN DATED 
A(3)A EX AMINATION A(3)A OR DERED 
A(3)A GENER ALALARM A(3)A RE DUCED 
A(3)A GENER ALSTAFF A(3)A SURREN DERED 
A(3)A HE ADQUARTERS A(3)A WE DNESDAY --A(3)A L ABORATORY A(3)A WIN DWARD 
A(3)A L ANGUAGE A(3)A ASS EMBLE 
A(3)A M AINTAIN A(3)A ASS ESSMENT 
A(3)A M AINTAINED A(3)A ASS ESSMENTS 
A(3)A M ANUFACTURE A(3)A ATT EMPTED 
A(3)A M ARSHAL A(3)A AV ERAGE 
A(3)A M ARTIAL A(3)AA(l)A B EENNEEDED 
A(3)A N ATURAL A(3)A(l)A BE ENNEEDED 
A(3}A N ATURALIZE A(3)A B EETLE 
A(3)A NATUR ALIZATION A(3)A B EFORE 
A(3)A(3)A N ATURALIZATION A(3)A B ETWEEN 
A(3)A N AVIGATION A(3)A CAREL ESSNESS 
A(3)A ORG ANIZATION A(3)A C EMETERY 
A(3}A P ANAMA A(3)A COMPL ETENESS 
A(3)A R AILWAY A(3)A CONC EALMENT 
A(3)A RE ARGUARD A(3)A COOP ER.ATE 
A(3)A RECONN AISSANCE A(3)A CORR ECTNESS 
A(3)A REORG ANIZATION A(3)A D ECIDE 
A(3)A S ABOTAGE A(3)A D ECIDED 
A(3)A S ANITARY A(3)A D ECODE 
A(3)A S ANITATION A(3)A D ECREE 
A(3)A SPE ARHEAD A(3)A D EGREE 
A(3)A TR ANSPACIFIC A(3)A D ELAYED 
A(3)A CAPACITY A(3)A D ELIVER 
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A(3)A DEV ELOPE A(3)A R EDUCED 
A(3)A DEV ELOPED A(3)A(2)A R EFERENCE 
A(3)A D EVICE A(3)A R EFUGE 
A(3)A D EVISE A(3)AA R EFUGEE 
A(3)A EASTERLY A(3)A R EFUSE 

't A(3)A EASTERN A(3)A R EGIMENTAL 
A(3)A ECH ELONED A(3)A R EGIMENT 
A(3)A EITHER A(3)A R ESCUE 
A(3)A ELEMENT A(3)A R ESUME 
A(3)A ELEMENTARY A(3)A R ETIRE 
A(3)A EL EVATE A(3)A SCH EDULE 
A(3)A ELEVEN A(3)A S ECURE 
A(3)A ENTRENCH A(3)A S ETTLE 
A(3)A(3)A ENTRENCHED A(3)A SEV ENTEEN 
A(3)A ENTR ENCHED A(3)A SEV ENTEENTH 
A(3)A ENV ELOPE A(3)A S EVERE 
A(3)A ERASE A(3)AA SMOK ESCREEN 
A(3)A ERASER A(3)A SP EARHEAD 
A(3)A EXP EDITE A(3)A 'lliER EFORE 
A(3)A EXP ERIMENT A(3)A TW ENTIETH 

... A(3)A EXPRESS A(3)A W EATHER 
A(3)A(l)A EXTREME A(3)A GARAGE 
A(3)A FUS ELAGE A(3)A GEORGE 
A(3)A G EORGE A(3)A GOING 
A(3)A GOV ERNMENT A(3)A C HURCH 
A(3)A GR ENADE A(3)A FLAS HLIGHT 
A(3)A H EAVIER A(3)A P HOSPHORUS 
A(3)A ILLIT ERATE A(3)A SC HOOLHOUSE 
A(3)A IMP EDIMENTA A(3)A SEARC HLIGHTS 
A(3)A INS ECURE A(~)A T HATTHE 
A(3)A INT ERNMENT A(3)A T HOUGH 
A(3)A INT ERPRETATION A(3)A ACT IVITIES 
A(3)A(l)A INT ERPRETER A(3)A ANTIC IPATION 
A(3)A INT ERVIEW A(3)A APPL !CATION 
A(3)A L EAGUE A(3)A ART IFICIAL 
A(3)A OP ERATE A(3)A AUD IBILITY 
A(3)A(2)A OV ERWHELMED A(3)A BR IGADIER 
A(3)A PAR ENTHESIS A(3)A CENTRAL IZATION 
A(3)A(l)A PAR ENTHESES A(3lA C IRCUIT 
A(3)A PR ECEDE A(3)A C IRCUITOUS 
A(3)A(2)A PR ECEDENCE A(3)A C ITATION 
A(3)A(2)A PR EFERENCE A(3)A CLASSIF !CATION 
A(3)A PR EPARE A(3)A COMMUN !CATION 
A(3)A(2)A PR EPAREDNESS A(3)A CONST ITUTING 
A(3)A PR ESIDENT A(3)A CONST ITUTION 
A(3)A PR ESIDENTIAL A(3)A COORD INATION 
A(3)A PROC EDURE A(3)A CR ITICISE 
A(3)A R EACHED A(3)A DED ICATION 
A(3)A R ECOVER A(3)A DEF INITION 
A(3)A R EDUCE A(3)A DEMOBIL IZATION 



A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A(2)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A(3)A 
A(3)A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A(l )A 
A(3)A 
A(3)A 
A(3)A 
A(3)A(2)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A(3)A 
A(3)A 
A(3)A 
A(3)A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 

DETERM INATION 
D IMINISH 
D IRIGIBLE 

DISSEM INATION 
DIST INCTION 
DIST INGUISH 
DIST INGUISHED 
DIST INGUISHING 

D ISTRIBUTE 
DISTR IBUTING 
DISTR IBUTION 

D ISTRIBUTING 
D ISTRIBUTION 
D !STRICT 
D ISTRICTS 
D !VIDING 
D !VISION 
D !VISIONS 

DOM !NATION 
ENC IRCLING 
EST IMATION 

EXAM !NATION 
EXH IBITION 

EXTERM !NATION 
EXT INGUISH 
FAC ILITIES 

F IGHTING 
HOST ILITIES 

IDENTIF !CATION 
ILLUM INATING 
ILLUM !NATION 

INCLINING 
IND ICATING 
IND !CATION 

INFLICT 
INFLICTING 
INITIATE 
INQUIRE 
INQUIRY 

INSP IRATION 
INSPIRATION 
INSPIRE 

INST ITUTION 
INSTITUTION 

INVEST IGATION 
INVEST IGATIONS 

INV ITATION 
IRR IGATION 

ISSUING 
LIM ITATION 
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A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A{3)A 
A(3)A 
A(3)A{l)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A(l)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A 
A(3)A(l)A 
A(3)A(l)A 
A(3}A 
A(3)A 
A(3)A(4)A 
A(3}A 
A(3)A 
A(3)A 
A(3)A 
A(3)A(l)A 
A(3)A 
A(3)A 
A{3)A 

L IMITING 
MA INTAIN 
MA INTAINED 
M ILITIA 

MOBIL IZATION 
NATURAL IZATION 

NAV IGATION 
ORGAN IZATION 

PRELIM INARIES 
QUALIF !CATION 

RECONNO ITERING 
REORGAN IZATION 

REQU ISITION 
RESPONS IBILITY 

R ITICISM 
SAN ITATION 
SEM IRIGID 

S IGHTING 
SIM ILARITY 

SPECIF !CATION 
SUBST ITUTION 

SU ITABILITY 
VERIF !CATION 
VETER INARIAN 

V ICINITY 
VIS IBILITY 

V ISIBILITY 
CO LONEL 

COMP LETELY 
F LASHLIGHT 

IL LEGAL 
LEVEL 
LITTLE 
LOCAL 

SEA LEVEL 
A MUSEMENT 

CO MMITMENT 
MAXIMUM 
MINIMUM 
MOVEMENT 

ALTER MATING 
A NNOUNCEMENT 
A NTENNA 

APPOI NTMENT 
ASCE NSION 
ATTE NTION 

CO NCERNING 
CO NDEMN 
CO NDEMNED 

CONFI NEMENT 
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A(3)A CO NTAIN A(3)A OUTBOARD 
A(3)A DETE NTION A(3)A OUTPOST 
A(3)A DIME NSION A(3)A OUTPOSTS 
A(3)A E NCQUNTERED A(3)A PH OSPHORUS 
A(3)A E NTRENCH A(3)A P ONTOON 
A(3)A E NTRENCHED A(3)A P OSTPONE 
A(3)A EXPA NSION A(3)A PROP ORTION 
A(3)A EXTE NSION A(3)A PR OTOCOL 
A(3)A ILLUMI NATING A(3)A A PPROPRIATE 
A(3)A I NDEMNITY A(3)A PASSPORT 
A(3)A I NSIGNIA A(3)A PHOSPHORUS 
A(3)A I NSTANT A(3)A POSTPONE 
A(3)A I NSTANTLY A(3)A PROMPT 
A(3)A(2)A I NSTANTANEOUS A(3)A TROO PSHIP 
A(3)A INTE NTION A(3)A TROO PSHIPS 
A(3)A I NTERNAL A(3)A A RBITRATION 
A(3)A(4)A I NTERNATIONAL A(3)A B RIBERY 
A(3)A(2)A I NTERNMENT A(3)A CA RRIER 
A(3)A INTERVE NTION A(3)A CONT ROVERSY 
A(3)A I NTRENCH A(3)A COR RIDOR 

... A(3)A INVE NTION A(3)A C ROSSROADS 
A(3)A LAU NCHING A(3)A DEST ROYERS 
A(3)A MACHI NEGUN A(3)A DEST ROYER 
A(3)A MAI NTAIN A(3)A E RASER 
A(3)A MAI NTAINED A(3)A FA RTHER 
A(3)A MOU NTAIN A(3)A FU RTHER 
A(3)A NOTING A(3)A IMP ROPER 
A(3)A 0 NEHUNDRED A(3)A INTERP RETER 
A(3)A PO NTOON A(3)A LABO RATORY 
A(3)A REAPPOI NTMENT A(3)A NO RTHERN 
A(3)A RETE NTION A(3)A NO RTHERLY 
A(3)A SEVE NTEEN A(3)A OPE RATOR 
A(3)A SEVE NTEENTH A(3)A P REARRANGED 
A(3)A SUSPE NSION A(3)A P REFER 
A(3)A U NIDENTIFIED A(3)A P REFERENCE 
A(3)A AIRC ONTROL A(3)AA P REFERRED 
A(3)A AN ONYMOUS A(3)A P REPARATION 
A(3)A CHR ONOLOGICAL A(3)A P REPARE 
A(3)AA C ODEBOOK A(3)A P REPAREDNESS 
A(3)A C ONTROL A(3)A P REPARING 
A(3)A C ONTROVERSY A(3)A P RESCRIBED 
A(3)A CR OSSROADS A(3)A P RESERVATION 
A(3)A FIREC ONTROL A(3)A P RESERVE 
A(3)A F OOTHOLD A(3)A P RIMARY 
A(3)AA F ORENOON A(3)A P ROPER 
A(3)A H ORIZON A(3)A P ROPORTION 
A(3)A LAB ORATORY A(3)A RAILROAD 
A(3)A L OCOMOTIVE A(3)A REA RGUARD 
A(3)A METE OROLOGICAL A(3)A RECORD 
A(3)A M ONOPOLY A(3)A(2)A RECORDER 
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A(3)A REDCROSS A(3)A EXPLO SIONS 
A(3)A REFER A(3)A I SSUES 
A(3)A REFERENCE A(3)A LOGI STICS 
A(3)A REGARDING A(3)A MARK SMANSHIP 
A(3)A REPORT A(3)A MES SAGES 
A(3)A REPORTED A(3)A MIS SIONS ;. 

A(3)A RESERVATION A(3)A PO SSESSION 
A(3)A RESERVE A(3)A PROVI SIONS 
A(3)A RESERVES A(3)A RE SPONSIBLE 
A(3)A RESTRAINT A(3)A RE SPONSIBILITY 
A(3)A RESTRICTED A(3)A SATISFACTORY 
A(3)A RESTRICTION A(3)A SATISFY 
A(3)A RETIRE A(3)A SHIPS 
A(3)A RETIRING A(3)A STATI STICS 
A(3)A RETURN A(3)AA STRESS 
A(3)A RETURNED A(3)A SU SPENSE 
A(3)A RETURNING A(3)A SU SPENSION 
A(3)A REVERSE A(3)A TRAN SMISSION 
A(3)A RIGOROUS A(3)A TRAN SVERSE 
A(3)A RIVER A(3)A TROOP SHIPS 
A(3)A ROGER A(3)AA U SELESS 
A(3)A SEC RETARY A(3)A VE SSELS ~ 

A(3)A TEMPE RATURE A(3)A WAR SHIPS 
A(3)A TER RITORY A(3)A AC TIVITY 
A(3)A THE REFORE A(3)A AC TIVITIES 
A(3)A T RAVERSE A(3)A ALLO TMENT 
A(3)A VETE RINARIAN A(3)A AN TEDATING 
A(3)A A SCENSION A(3)A APPOIN TMENT 
A(3)A A SPOSSIBLE A(3)A A TLANTIC 
A(3)A A SSESSMENT A(3)A AT TEMPT 
A(3)A(4)A A SSESSMENTS A(3)A AT TEMPTED 
A(3)A A SSETS A(3)A A TTENTION 
A(3)A BALLI STICS A(3)A AU TOMATIC 
A(3)A BATTLE SHIPS A(3)A COMMI TMENT 
A(3)AA BU SINESS A(3)A COMPAR TMENT 
A(3)AA CARELE SSNESS A(3)A CONS TITUTE 
A(3)A CARELES SNESS A(3)A CONS TITUTION 
A(3)A COLLI SIONS A(3)A CONS TRUCTION 
A(3)A DI scuss A(3)A CON TRACT 
A(3)A DI SCUSSED A(3)AA COUN TERATTACK 
A(3)A DI SCUSSION A(3)A DEPAR TMENT 
A(3)A DI SMISSAL A(3)A DEPAR TMENTAL 
A(3)A DI SMISS A(3)A DES TITUTE 
A(3)A DI SPERSE A(3)A DES TRUCTION 
A(3)A DI SPERSED A(3)A DE TONATE 
A(3)A DI SPERSION A(3)A DE TONATED 
A(3)AA DI STRESS A(3)A DE TONATION 
A(3)AA DI STRESSED A(3)A DIS TINCTION 
A(3)A DIVI SIONS A(3)A DIS TRICT 
A(3)A EMBA SSIES A(3)A DIS TRICTS 
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A(3)A EIGH TEENTH A(3)A(l)A UNI TEDSTATES 
A(3)A ENLIS TMENT A(3)A U TILITY 
A(3)A ES TIMATE A(3)A WARDEPAR TMENT 
A(3)A ES TIMATION A(3)A WI THOUT 
A(3)A ESTIMA TEDAT A(3)A B UREAU 
A(3)A ES TIMATES A(3)A CHA UFFEUR 
A(3)A(3)A ES TIMATEDAT A(3)A CIRC UITOUS 
A(3)A EX TRACT A(3)A COMM UNIQUE 
A(3)A FA TALITY A(3)A S URPLUS 
A(3)A FIF TEENTH A(3)A S URROUND 
A(3)A FOUR TEENTH A(3)A UNUSUAL 
A(3)A HOS TILITY A(3)A WESTWARD 
A(3)A HOS TILITIES A(3)A WINDWARD 
A(3)A ILLI TERATE A(4)A ADJUTANT 
A(3)A INS TITUTION A(4)A AERONAUTICS 
A(3)A INS TRUCT A(4)A AIRCRAFT 
A(3)A INS TRUCTION A(4)A AIRPLANE 
A(3)A INS TRUCTIONS A(4)A ALASKA 
A(3)A INS TRUCTOR A(4)A ALLOCATION 
A(3)A INVES TIGATE A(4)A ALLOWANCE 

.. A(3)A INVES TIGATION A(4)A ALMANAC 
A(3)A INVES TIGATIONS A(4)A AMBULANCE 
A(3)A NINE TEENTH A(4)A ANTEDATING 
A(3)A OBS TRUCTIONS A(4)A ANTI AIRCRAFT 
A(3)A OU TPOST A(4)A ANTITANK 
A(3)A OU TPOSTS A(4)A APPARATUS 
A(3)A PA TRIOTIC A(4)A APPROACH 
A(3)A REAPPOIN TMENT A(4)A ARABIA 
A(3)A RECONS TRUCTION A(4)A ARRIVAL 
A(3)A REENLIS TMENT A(4)A ASSURANCE 
A(3)A RES TRICTED A(4)A AUTOMATIC 
A(3)A RES TRICTION A(4)A AVAILABLE 
A(3)A RE TREAT A(4)A BE ACHHEAD 
A(3)A SEVEN TEENTH A(4)A C AUSEWAY 
A(3)A SIX TEENTH A(4)A CO ASTGUARD 
A(3)A S TREET A(4)A GEOGR APHICAL 
A(3)A SUBS TITUTE A(4)A IMPR ACTICABLE 
A(3)A SUBS TITUTION A(4)A IN AUGURATION 
A(3)A TAXATION A(4)A INTERN ATIONAL 
A(3)A THATTHE A(4)A M ARKSMANSHIP 
A(3)A THIRTEEN A(4)A M ATERIAL 
A(3)A THIR TEENTH A(4)A N ATIONAL 

• A(3)A(3)A THIRTEENTH A(4)A N ATIONALISM 
A(3)A THIRTY A(4)A N ATIONALITY 
A(3)A TRACT A(4)A N AUTICAL 
A(3)A TRACTOR A(4)A NAV ALATTACK 
A(3)A TRANSA TLANTIC A(4)A N AVALBASE 
A(3)A(2)A TWENTIETH A(4)A N AVALBATTLE 
A(3)A TWENTY A(4)A P ARAGRAPH 
A(3)A TWENTYFIVE A(4)A p ARAI.LAX 
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A(4)A PR ACTICAL A(4)A(l)A B EENNEEDED 
A(4)A R All.HEAD A(4)A(l)A B ELLIGERENT 
A(4)A R All.ROAD A(4)A B ESIEGED 
A(4)A RECRE ATIONAL A(4)A C ENTERED 
A(4)A S ATISFACTORY A(4)A COMM ENCEMENT 
A(4)A S ATURDAY A(4)A COMP ENSATE 
A(4)A T ACTICAL A(4)A CONF ERENCE 
A(4)A W ARDEPARTMENT A(4)A CONSID ERABLE 
A(4)A W ATERTANK A(4)A D ECEMBER 
A(4)A BLOCKBUSTER A(4)A D ECIPHER 
A(4)A CHARACTER A(4)A(l)A D ECIPHERED 
A(4)A(7)A CHARACTERISTIC A(4)A(2)A D ECIPHERMENT 
A(4)A CHEMICAL A(4)A D ECLARE 
A(4)A CLERICAL A(4)A D ECLARED 
A(4)A COIN CIDENCE A(4)A D EFEATED 
A(4)A COLLECT A(4)A DEF ECTIVE 
A(4)A COLLECTION A(4)A D EFENDER 
A(4)A CONDUCT A(4)A D EFENDED 
A(4)A CONNECTING A(4)A D EFENSE 
A(4)A CONNECTION A(4)A D EFENSF.S 
A(4)A CONTACT A(4)A DEF ENSIVE 
A(4)A CORRECTED A(4)A D EFERRED .. 
A(4)A CORRECTION A(4)A D EFICIENT 
A(4)A CORRECTNESS A(4)A D EFICIENCY 
A(4)A CORRECT A(4)A D EMANDED 
A(4)A CRITIC A(4)A D EPARTED 
A(4)A CRITICAL A(4)A D EPENDENT 
A(4)A CRITICISE A(4)A D EPLOYED 
A(4)A IN CIDENCE A(4)A D EPORTED 
A(4)A ME CHANIC A(4)A D ESERTED 
A(4)A PRE CEDENCE A(4)A D ESERTER 
A(4)A RE CEPTACL.E A(4)A D ETACHED 
A(4)A CRITICISM A(4)A DET ERMINE 
A(4)A CON DEMNED A(4)A DET ERMINED 
A(4)A CON DENSED A(4)A DEV ELOPMENT 
A(4)A DEFEND A(4)A DIFF ERENCE 
A(4)A DEFENDER A(4)A DIV EBOMBER 
A(4)A(l)A DEFENDED A(4)A ECH ELONMENT 
A(4)A(l)A DEMANDED A(4)A EFF ECTIVE 
A(4)A DEPEND A(4)AA EIGHTEEN 
A(4)A DEPENDABLE A(4)AA EIGHTEENTH 
A(4)A DEPENDABILITY A(4)A ELS EWHERE 
A(4)A DEPENDENT A(4)A EMERGENCY 
A(4)A DISLODGE A(4)A ENCODE i 

A(4)A DOWNED A(4)A ENCODED 
A(4)A IN DEPENDENT A(4)A ENEMIES 
A(4)A ALT ERNATE A(4)A ENGAGE 
A(4)A ASS EMBLIES A(4)A(l)A ENGAGEMENT 
A(4)A B EACHHEAD A(4)A ENGINE 
A(4)A B ECAUSE A(4)AA ENGINEER 
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A(4)AA ENGINEERING A(4)A R ECOMMEND 
A(4)A ENTIRE A(4)A R ECOMMENDATION 
A(4)A EUROPE A(4)A(2)A R ECOMMENDED 
A(4)A EUROPEAN A(4)A R ECORDER 
A(4)A EXC ESSIVE A(4)A REF ERENCE 

:: A(4)A EXCITE A(4)A R EFUGEE 
A(4)A(l)A EXCITEMENT A(4)A R EGISTER 
A(4)A EX ERCISE A(4)A R EJECTED 

,. A(4)A EX ERCISES A(4)A R ELEASE 
A(4)A EXP ENSIVE A(4)A R ELIEVE 
A(4)A EXT ENSIVE A(4)A R EMEDIES 
A(4)A FL EXIBLE A(4)A R EMEMBER 
A(4)A IMM EDIATE A(4)A R EPAIRED 
A(4)A IMPR ESSIVE A(4)A R EPEATED 
A(4)A INC ENTIVE A(4)A R EPEATER 
A(4)A INCOMP ETENCE A(4)A R EPELLED 
A(4)A IND EPENDENT A(4)A R EPLACE 
A(4)A INT ELLIGENT A(4)A(l )A R EPLACEMENT 
A(4)A(2)A INT ELLIGENCE A(4)A R EPORTED 
A(4)A INT ENSIVE A(4)A R EPRESENT 
A(4)A INTERF ERENCE A(4)A R EPRESENTATION .... A(4)A INT ERFERE A(4)A(6)A R EPRESENTATIVE 
A(4)A(2)A INT ERFERENCE A(4)A R EPULSED 
A(4)A INTERM EDIATE A(4)A R EQUIRE 
A(4)A INT ERPOSE A(4)A(l)A R EQUIREMENT 
A(4)A INT ERVENE A(4)A R ESERVE 
A(4)A L ECTURE A(4)A R ESERVES 
A(4)A L ETTERED A(4)A R ESTORED 
A(4)A MAINT ENANCE A(4)A R ETURNED 
A(4)A(l)A M EASUREMENT A(4)A R EVENUE 
A(4)A(l)A M EASUREMENTS A(4)A R EVERSE 
A(4)A M ESSAGE A(4)A R EVIEWED 
A(4)A M ESSAGES A(4)A R EVOLVE 
A(4)A MISC ELLANEOUS A(4)A R EVOLVER 
A(4)A N EGLIGENT A(4)A S EALEVEL 
A(4)A(2)A N EGLIGENCE A(4)A S ELECTED 
A(4)A OBJ ECTIVE A(4)A S ENTINEL 
A(4)A OFF ENSIVE A(4)A S ERVICE 
A(4)A PEN ETRATE A(4)AA S EVENTEEN 
A(4)A P ERMANENT A(4)AA S EVENTEENTH 
A(4)A PREC EDENCE A(4)A SMOK ESCREEN 
A(4)A PREF ERENCE A(4)A SUCC ESSIVE 
A(4)A PR EFERRED A(4)A SURR ENDERED 

• A(4)A PR ESERVE A(4)A TEL EPHONE 
A(4)A PR ESSURE A(4)A(l)A TH ERf40METER 
A(4)A PROGR ESSIVE A(4)A THR EATENED 
A(4)A RANG EFINDER A(4)A UNT ENABLE 
A(4)A R EADINESS A(4)A V EHICLES 
A(4)A R ECEIVE A(4)A FORTIFIED 
A(4)A R ECEIVER A(4)A EN GAGING 
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A(4)A FI GHTING A(4)A E LIGIBLE 
A(4)A SI GHTING A(4)A F LEXIBLE 
A(4)A BREAKT HROUGH A(4)A I LLEGAL 
A(4)A S HARPSHOOTER A(4)A LEGISLATION 
A(4)A T HROUGH A(4)A LIABILITY 
A(4)A ARB ITRATION A(4)A NAVA LBATTLE :-

A(4)A CONC ILIATION A(4)A ATO MICBOMB 
A(4)A CONF IDENTIAL A(4)A BO MBARDMENT 
A(4)A CONF IRMATION A(4)A COM MENCEMENT 
A(4)A CONF ISCATION A(4)A CO MPARTMENT 
A(4)A CONT INUATION A(4)A E MPLOYMENT 
A(4)A DES IGNATION A(4)A I MPEDIMENTA 
A(4)A D IETITIAN A(4)A MARKSMANSHIP 
A(4)A DIFF ICULTIES A(4)A MEDIUM 
A(4)A D IMENSION A(4)A(2)A MEDIUMBOMBER 
A(4)A D IRECTION A(4)A MILLIMETER 
A(4)A(l)A D ISPOSITION A(4)A AMtru NITION 
A(4)A D ISSEMINATED A(4)A ANNOU NCEMENT 
A(4)A(3)A D ISSEMINATION A(4)A A NTITANK 
A(4)A ENG !NEERING A(4)A ARRA NGEMENT 
A(4)A IDENTICAL A(4)A CE NTERING 
A(4)A IDENTIFY A(4)A COI NCIDENCE 
A(4)A(l)A(3)A IDENTIFICATION A(4)A COMME NCEMENT 
A(4)A IGNITION A(4)A CO NFERENCE 
A(4)A ILLUMINATE A(4)A CO NFIDENCE 
A(4)A(3)A ILLUMINATING A(4)A CO NFIDENT 
A(4)A(3)A ILLUMINATION A(4)A CO NFIDENTIAL 
A(4)A IMMEDIATE A(4)A CON NECTING 
A(4)A IMM IGRATION A(4)A CO NTINENTAL 
A(4)A IMPEDIMENTA A(4)A COORDI NATION 
A(4)A INDIVIDUAL A(4)A DEFI NITION 
A(4)A(l)A INEFFICIENCY A(4)A DESIG NATION 
A(4)A INHABITED A(4)A DETERMI NATION 
A(4)A INTERIOR A(4)A DETO NATION 
A(4)A INVADING A(4)A DISSEMI NATION 
A(4)A INVASION A(4)A DISTI NCTION 
A(4)A LEG ISLATION A(4)A DOMI NATION 
A(4)A L !ABILITY A(4)A E NDURANCE 
A(4)A NAT IONALISM A(4)A E NGAGING 
A(4)A NAT IONALITY A(4)A ENGI NEERING 
A(4)A PH ILIPPINES A(4)A E NTERING 
A(4)A PRES IDENTIAL A(4)A E NTRAIN 
A(4)A RES IGNATION A(4)A E NTRAINED 
A(4)A S IGNIFICANT A(4)A EXAMI NATION • 
A(4)A S IGNIFICANCE A(4)A EXPLA NATION 
A(4)A S ITUATION A(4)A EXTERMI NATION 
A(4)A(l)A UN IDENTIFIED A(4)A IG NITION 
A(4)A V ICTORIOUS A(4)A ILLUMI NATION 
A(4)A AGRICU LTURAL A(4)A I NCIDENT 
A(4)A BATT LEFIELD A(4)A I NCIDENCE 
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A(4)A(2)A I NDEPENDENT A(4)AA PHILIPPINES 
A(4)A I NFLUENCE A(4)A TO POGRAPHIC 
A(4)A INTER NATIONAL A(4)A AI RCONTROL 
A(4)A I NVADING A(4)A ARMO REDCAR 

Q A(4)A JU NCTION A(4)A CHA RACTER 
A(4)A MAI NTENANCE A(4)A CHA RACTERISTIC 
A(4)A MU NITIONS A(4)A CI RCULAR 
A(4)A NATIONALITY A(4)A CO RRIDOR 
A(4)A NATIONAL A(4)A C RUISER 
A(4)A NATIONALISM A(4)A C RUISERS 
A(4)A NI NETEEN A(4)A DI RECTOR 
A(4)A NI NETEENTH A(4)A EXTRAO RDINARY 
A(4)A NOTHING A(4)A FI REALARM 
A(4)A RA NGEFINDER A(4)A INST RUCTOR 
A(4)A RECOG NITION A(4)A NO RTHWARD 
A(4)A RESIG NATION A(4)A P REFERRED 
A(4)A ROADJU NCTION A(4)A P RESSURE 
A(4)A SIG HALLING A(4)A REPAIR 
A(4)A SY NCHRONIZE A(4)A REPAIRED 
A(4)A U NEXPENDED A(4)A REQUIRE 
A(4)A U NKNOWN A(4)A REQUIREMENT 
A(4)A VETERI NARIAN A(4)A REQUIRING 
A(4)A ACCOMM ODATION A(4)A RESEARCH 
A(4)A ALL OCATION A(4)A RESOURCES 
A(4)A AT OMICBOMB A(4)A RESTORED 
A(4)A C ODEBOOK A(4)A RUBBER 
A(4)A COMP OSITION A(4)A RUNNER 
A(4)A CORP ORATION A(4)A SUR RENDER 
A(4)A C ORRIDOR A(4)A SUR RENDERED 
A(4)A DEC ORATION A(4)A TE RRITORY 
A(4)A DET ONATION A(4)A T RACTOR 
A(4)A DISP OSITION A(4)A T RAILERS 
A(4)A F ORENOON A(4)A T RAWI.ER 
A(4)A INTR ODUCTORY A(4)A T RIGGER 
A(4)A L OCATION A(4)A WA RDEPARTMENT 
A(4)A OPINION A(4)A ASSES SMENTS 
A(4)A OPP OSITION A(4)A AS SOONAS 
A(4)A OVERCOMING A(4)A BU SINESS 
A(4)A P OSITION A(4)A CARELE SSNESS 
A(4)A P OSITIONS A(4)A CROS SROADS 
A(4)A PR OJECTOR A(4)A DI STRESS 
A(4)A PR OMOTION A(4)A DI STRESSED 

• A(4)A PR OTECTOR A(4)A I SLANDS 
A(4)A PR OVISION A(4)A ME SSAGES 
A(4)A PR OVISIONS A(4)A MI SFIRES 
A(4)A REV OLUTION A(4)A MI SSIONS 
A(4)A REV OLUTIONARY A(4)A OUT SKIRTS 
A(4)A T OBACCO A(4)A PRI SONERS 
A(4)A T OMORROW A(4)A RE SERVES 
A(4)A T ORPEDO A(4)A RE SPECTS 
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A(4)A SHARPSHOOTER A(4)A SOU THEAST 
A(4)A SHELLS A(4)A SOU THWEST 
A(4)A SMOKESCREEN A(4)A SOU THWESTERN 
A(4)A SPOOLS A(4)A STA TEMENT 
A(4)A SPOONS A(4)A S TATISTICS ':: 

A(4)A STATES A(4)A TARGET 
A(4)A(3)A STATISTICS A(4)A TENTATIVE 
A(4)A STATUS A(4)A TERRITORY 
A(4)A STRESS A(4)A THREAT 
A(4)A STRIPS A(4)A THREATENED 
A(4)AA SUBMISSION A(4)A TRADITIONAL 
A(4)A SUBSISTENCE A(4)A TURRET 
A(4)AA SUCCESSIVE A(4)A TWELFTH 
A(4)AA SUCCESS A(4)A L UMINOUS 
A(4)AA SUCCESSFUL A(4)A MAN UFACTURE 
A(4)AA SUCCESSFULLY A(5)A ACCEPTANCE 
A(4)A SUGGEST A(5)A ACCEPTABLE 
A(4)A SUNRISE A(5)A ACCOMPANY 
A(4)A SUPPOSE A(5)A ACCORDANCE 
A(4)A TRAN SPORTS A(5)A ADVANTAGEOUS 
A(4)A UNITED STATES A(5)A ADVANTAGE 
A(4)AA UN SUCCESSFUL A(5)A AEROPLANE 
A(4)A U SELESS A(5)A ALLEGIANCE 
A(4)A AL TERNATING A(5)A ALTERNATING 
A(4)A AL TERNATE A(5)A ALTERNATE 
A(4)A A TTEMPT A(5)A AMBASSADOR 
A(4)A A TTEMPTED A(5)A AMERICAN 
A(4)A CHARAC TERISTIC A(5)A ANTENNA 
A(4)A CON TINENTAL A(5)A APPEARANCE 
A(4)A CON TINUATION A(5)A APPLICATION 
A(4)A COUN TERATTACK A(5)A APPROVAL 
A(4)A DIS TRIBUTE A(5)A ARBITRARY 
A(4)A DIS TRIBUTION A(5)A ARBITRATION 
A(4)A DIS TRIBUTING A(5)A ASSISTANT 
A(4)A ELEC TRICITY A(5)A ASSISTANCE 
A(4)A EXCI TEMENT A(5)A ASSOCIATE 
A(4)A INS TALLATIONS A(5)A ASSOCIATION 
A(4)A IN TEGRITY A(5)A ASSOONAS 
A(4)A IN TEREST A(5)A C ABLEGRAM 
A(4)A IN TERESTING A(5)A C AMOUFLAGE 
A(4)A IN TERNATIONAL A(5)A C ANCELLATION 
A(4)A LIEU TENANT A(5)A DIS APPEARANCE 
A(4)A NOR THEAST A(5)A EXTR AORDINARY • A(4)A NOR THWEST A(5)A M AINTENANCE 
A(4)A NOR THWESTERN A(5)A QU ALIFICATION 
A(4)A OU TSKIRTS A(5)A QU ARTERMASTER 
A(4)A REINSTA TEMENT A(5)A R ADIOGRAM 
A(4)A RES TRAINT A(5)A R ADIOSTATION 
A(4)A RE TALIATION A(5)A STR ATEGICAL 
A(4)A RE TROACTIVE A(5)A TR ANSATLANTIC 



REF ID:A64554 

A(5}A AC CEPl'ANCE A(5}A DISCR EPANCIES 
A(5}A AC CORDANCE A(5)A DISS EMINATED 
A(5)A CHRONICAL A(5)A EFFECTED 
A(5)A COEFFICIENT A(5)A EFFICIENT 
A(5)A COMMENCE A(5}A EFFICIENCY 

::> 
A(5)A COMMENCEMENT A(5)A EIGHTEEN 
A(5)A COMMERCE A(5)A EIGHTEENTH 
A(5)A CONFISCATION A(5)A ELEVATE 
A(5)A CONFLICT A(5)A ELSEWHERE 
A(5)A CONTRACT A(5)A(l}A EMPLACEMENT 
A(5)A DIS CREPANCIES A(5)AA EMPLOYEE 
A(5}A DIS CREPANCY A(5)A EMPLOYER 
A(5)A E CONOMIC A(5)A(2)A ENCIPHERMENT 
A(5)A AD DRESSED A(5}A(l)A ENCIPHERED 
A(5)A A DVANCED A(5)A ENCIPHER 
A(5)A BRI DGEHEAD A(5}A(l)A ENFORCEMENT 
A(5)A DAMAGED A(5)A ENFORCE 
A(5)A DECIDED A(5)A ENGINEER 
A(5)A DELAYED A(5)A ENGINEERING 
A(5)A DROPPED A(5)A ENLISTED 
A(5)A IN DICATED A(5)A ENROLLED 

I>... 
A(5)A ACC EPl'ANCE A(5)A ENTENTE 
A(5)A ACC EPl'ABLE A(5)A ENT ERPRISE 
A(5)A ALL EGIANCE A(5)A EQUIPMENT 
A(5)A APP EARANCE A(5)A ESCORTED 
A(5)A CAR ELESSNESS A(5)A EXCLUDE 
A(5)A CL EARANCE A(5)A EX ECUTIVE 
A(5)A CO EFFICIENT A(5)A EXPANDED 
A(5)A CONC ENTRATE A(5)A EXPELLED 
A(5)A(2)A CORR ESPONDENCE A(5)A EXPENDED 
A(5)A D ECREASE A(5)A EXPENSES 
A(5)A D ECREASED A(5)A EXP ERIENCE 
A(5)A D EDICATE A(5)A(2)A EXPERIENCE 
A(5)A D EFINITE A(5)A EXTENDED 
A(5)A D EPARTMENT A(5)A EXTREME 
A(5)A D EPARTMENTAL A(5)A FIGHT ERPLANE 
A(5)A DEP ENDABLE A(5)A IN EFFICIENCY 
A(5}A D EPLOYMENT A(5)A INT ERCEPTED 
A(5)A D ESCRIBE A(5)A INT ERPRETER 
A(5)A D ESCRIBED A(5)A INT ERRUPl'ED 
A(5)A D ESTROYERS A(5)A J ETPLANE 
A(5)A D ESTROYED A(5)A M EDICINE 
A(5)A D ESTROYER A(5)A M ESSENGER ., 
A(5}A D ETACHMENT A(5)A N EWSPAPER 
A(5)A D ETONATE A(5)A N EWSPAPERS 
A(5)A D ETONATED A(5)A ON EHUNDRED 
A(5)A D ETRAINED A(5)A PAR ENTHESES 
A(5)A D EVELOPE A(5)A P ERSISTENT 
A(5)A D EVELOPED A(5)A P ERSONNEL 
A(5)A DISAPP EARANCE A(5)A PR EMATURE 
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A(5)A PR ESCRIBED A(5)A INSIGNIA 
A(5)A QUART ERMASTER A(5)A INTEGRITY 
A(5)A REC EPTACLE A(5)A INTELLIGENCE 
A(5)A(l)A RE ENFORCEMENT A(5)A INTELLIGENT 
A(5)A RE ENFORCE A(5)A INTENSIVE 
A(5)A RE ENLISTED A(5)A INTENTION -= 

A(5)A R EMAINDER A(5)A(2)A INTERDICTION 
A(5)A R EQUESTED A(5)A INTERDICT 
A(5)A R ESOURCES A(5)A INTERVIEW 
A(5)A S EABORNE A(5)A INVENTION 
A(5)A S EAPLANES A(5)A(3)A INVESTIGATION 
A(5)A S ENTENCE A(5)A(3)A INVESTIGATIONS 
A(5)A S EPARATE A(5)A INVESTIGATE 
A(5)A S EPTEMBER. A(5)A L IMITATION 
A(5)A S EVENTEEN A(5)A MOB ILIZATION 
A(5)A S EVENTEENTH A(5)A PREL IMINARIES 
A(5)A SH ELLFIRE A(5)A QUAL IFICATION 
A(5)A TEMP ERATURE A(5)A RAD IOSTATION 
A(5)A T ERRIBLE A(5)A REG ISTRATION 
A(5)A TH EREFORE A(5)A S !GNAU.ING 
A(5)A UN EXPENDED A(5)A S IMILARITY 

·"' .A(5)A UNID ENTIFIED A(5)A SPEC IFICATION 
A(5)A UNIT EDSTATES A(5)A SU ITABILITY 
A(5)A WARD EPARTMENT A(5)A VER IFICATION 
A(5)A BE GINNING A(5)A V ISIBILITY 
A(5)A GASSING A(5)A CHRONO LOGICAL 
A(5)A GETTING A(5)A C LERICAL 
A(5)A RE GARDING A(5)A INF LAMMABLE 
A(5)A EIG HTEENTH A(5)A LOGICAL 
A(5)A ADMIN ISTRATIVE A(5)A METEORO LOGICAL 
A(5)A ADMIN ISTRATION A(5)A PO LITICAL 
A(5)A ANT ICIPATION A(5)A CO MMENCEMENT 
A(5)A CLASS IFICATION A(5)A E MPLACEMENT 
A(5)A CONS IDERATION A(5)A I MPROVEMENT 
A(5)A DEMOB ILIZATION A(5)A MANAGEMENT 
A(5)A D ISCIPLINE A(5)A MARITIME 
A(5)A D ISCONTINUE A(5)A MAXIMUM 
A(5)A D ISCONTINUANCE A(5)A MINIMUM 
A(5)A D ISCUSSION A(5)A REI MBURSEMENT 
A(5)A D ISPERSION A(5)A COMME NDATION 
A(5)A IDENT IFICATION A(5)A COMPE NSATION 
A(5)A IMPASSIBLE A(5)A CONCE NTRATING 
A(5)A IMPOSSIBLE A(5)A CO NCERNING 
A(5)A INCENDIARY A(5)A CO NDITION '"' 
A(5)A INCENTIVE A(5)A CO NNECTING 
A(5)A INCLINING A(5)A CON NECTION 
A(5)A INCLUDING A(5)A CO NTINGENT 
A(5)A INCLUSIVE A(5)A CONTI NUATION 
A(5)A INDEMNITY A(5)A CO NTRABAND 
.A(5)A INFLATION A(5)A CO NVENIENT 
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A(5)A DISCO NTINUANCE A(5)A INTE RPRETER 
A(5)A E NEMYTANKS A(5)A IR REGULAR 
A(5)A E NLISTING A(5)A IR REGULARITIES 
A(5)A ENTA NGLEMENT A(5)A IR REGULARITY 
A(5)A FOU NDATION A(S)A P REMATURE 
A(5)A I NCLINING A(5)A P RISONER 
A(5)A I NCLUDING A(5)A P RISONERS 
A(5)A I NTERMENT A(5)A P ROCEDURE 
A(5)A(3)A I NTERVENTION A(5)A PSYCH ROMETER 
A(5)A(l)A I NTERVENING A(S)A QUARTE RMASTER 
A(5)A I NTERVENE A(5)A RADIOGRAM 
A(5)A I NVASION A(S)A RECOVER 
A(5)A MA NAGEMENT A(5)A REENFORCE 
A(5)A RECODE NDATION A(5)A REENFORCEMENT 
A(5)A RECON NAISSANCE A(5)A REGISTRATION 
A(5)A REPRESE NTATION A(5)A REGULAR 
A(5)A SIG NIFICANCE A(5)A REIMBURSEMENT 
A(5)A SIG NIFICANT A(5)A REINFORCE 
A(5)A TRA NSATLANTIC A(5)A REINFORCEMENT 
A(5)A ASS OCIATION A(5)A ST RAGGLER 
A(5)A C OALITION A(5)A SU RRENDER ,,.. A(5)A C OLLISION A(5)A SU RRENDERED 
A(5)A C OLLISIONS A(5)AA T RANSFERRED 
A(5)A C ONDITION A(5)AA T RANSFERRING 
A(5)A CONF ORMATION A(5)A T RANSFER 
A(5)A C ONTINUOUS A(5)A T RANSPORT 
A(5)A C ORRESPONDENCE A(5)A T RANSPORTATION 
A(5)A C ORRESPONDING A(5)A T RANSPORTS 
A(5)A F ORMATION A(5)A T RANSVERSE 
A(5)A INF ORMATION A(5)A ASSE SSMENTS 
A(5)A INTR ODUCTION A(5)A A SSOONAS 
A(5)A OPERATOR A(5)A CIRCUM STANCES 
A(5)A PR OPORTION A(5)A CRO SSROADS 
A(5)A PR OTECTION A(5)A DI STRICTS 
A(5)A RADI OSTATION A(5)A E STABLISH 
A(5)A REC OGNITION A(5)A E STABLISHED 
A(5)A TRANSP ORTATION A(5)A E STABLISHMENT 
A(5)A PHILIPPINES A(5)A NEW SPAPERS 
A(5)A PRINCIPAL A(5)A PHO SPHORUS 
A(5)A PRINCIPLE A(5)A PO SITIONS 
A(5)A AI RSUPPORT A(5)A RE SOURCES 
A(5)A A RBITRARY A(5)A SAILORS 
A(5)A A RTIU.ERY A(5)A SECTORS 
A(5)A BA ROMETER A(5)A SERIOUSLY 
A(5)A B REAKTHROUGH A(5)A SKIRMISH 
A(5)A FI RECONTROL A(5)A SUBMISSION 
A(5)A GENE RALALARM A(5)A SUCCESSIVE 
A(5)A GY ROMETER A(5)A SUCCESS 
A(5)A HYO ROMETER A(5)A SUCCESSFUL 
A(5)A HYG ROMETER A(5)A SUCCESSFULLY 



REF ID:A64554 
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A(5)A SURPLUS A(6)A DECLARED 
A(5)A SURPRISE A(6)A DEFEATED 
A(5)A SUSPENSE A(6)A DEFENDED 
A(5)A SUSPENSION A(6)A DEFERRED 
A(5)A UN SUCCESSFUL A(6)A DEMANDED 
A(5)A AN TICIPATE A(6)A DEPARTED '=" 

A(5)A AN TICIPATION A(6)A DEPLOYED 
A(5)A CER TIFICATE A(6)A DEPORTED 
A(5)A CON TINGENT A(6)A DESERTED ... 
A(5)A IDEN TIFICATION A(6)A DETACHED 
A(5)A INS TRUMENT A(6)A DICTATED 
A(5)A INS TRUMENTS A(6)A DISARMED 
A(5)A IN TERCEPT A(6)A UN DERSTAND 
A(5)A IN TERCEPTED A(6)A UN DERSTOOD 
A(5)A IN TERDICT A(6)A A ERODROME 
A(5)A IN TERDICTION A(6)A A EROPLANE 
A(5)A IN TERMENT A(6)A B EENNEEDED 
A(5)A(l)A IN TERPRETATION A(6)A B ELLIGERENT 
A(5)A IN TERPRETER A(6)A D ECIPHERED 
A(5)A IN TERRUPT A(6)A D EFECTIVE 
A(5)A IN TERRUPTED A(6)A D EFENSIVE 
A(5)A IN TERRUPTION A(6)A D EPARTURE ~ 

A(5)A IN TERVENTION A(6)A D ESIGNATE 
A(5)A IN TRODUCTION A(6)A D ESIGNATED 
A(5)A IN TRODUCTORY A(6)A D ESPATCHES 
A(5)A QUAR TERMASTER A(6)A D ESPATCHED 
A(5)A SA TISFACTORY A(6)A D ESTITUTE 
A(5)A SUI TABILITY A(6)A DET ERIORATE 
A(5)A TONIGHT A(6)A D ETERMINE 
A(5)A TRAJECTORY A(6)A D ETERMINED 
A(5)A(3)A TRANSATLANTIC A(6)A D EVELOPMENT 
A(5)A UNI TEDSTATES A(6)A ECHELONED 
A(5)A S UBSTITUTE A(6)A ELIGIBLE 
A(5)A S UBSTITUTION A(6)A EMBASSIES 
A(6)A ANTICIPATE A(6)A EMPLOYEE 
A(6)A ANTICIPATION A(6)A EMPLOYMENT 
A(6)A CL ASSIFICATION A(6)A ENCIRCLE 
A(6)A DEP ARTMENTAL A(6)A(l)A ENCOUNTERED 
A(6)A TR ADITIONAL A(6)A EN EMYPLANES 
A(6)A TR ANSPORTATION A(6)A ENFILADE 
A(6)A A CCEPTANCE A(6)A ENGAGEMENT 
A(6)A A CCORDANCE A(6)A ENLISTMENT 
A(6)A CERTIFICATE A(6)A ENROLLMENT 
A(6)A CIR CUMSTANCES A(6)A(l)A ENTANGLEMENT 
A(6)A CLEARANCE A(6)A ENT ERTAINMENT 
A(6)A COMMUNICATE A(6)A ENTRAINED 
A(6)A COMMUNICATION A(6)A ENVELOPE 
A(6)A CONSTRUCTION A(6)A EQUALIZE 
A(6)A RE CONSTRUCTION A(6)A EQUIPAGE 
A(6)A A DDRESSED A(6)A EQUIVALENT 
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A(6)A ESTIMATE A(6)A C IRCULATION 
A(6)A ESTIMATEDAT A(6)A D IPLOMATIC 
A(6)A ESTIMATES A(6)A D ISORGANIZED 
A(6)A EVACUATE A(6)A D ISPOSITION 
A(6)A EXCAVATE A(6)A D ISTINCTION 
A(6)A EXCHANGE A(6)A D ISTINGUISH 
A(6)A EXCITEMENT A(6)A D ISTINGUISHED 
A(6)A EXERCISE A(6)A(2)A D ISTINGUISHING 
A(6)A EXERCISES A(6)A DIST INGUISHING 
A(G)A EXHIBITED A(6)A F INGERPRINT 
A(G)A EXPEDITE A(6)A(:S)A IDENTIFICATION 
A(6)A EXPERIMENT A(G)A IMPRACTICABLE 
A(6)A EXT ERMINATE A(G)A IMPRESSION 
A(6)A INDET ERMINATE A(6)A IMPRESSIVE 
A(6)A INV ESTIGATE A(6)A INDICATING 
A(G)A M EASUREMENT A(6)A INDICATION 
A(6)A M EASUREMENTS A(6)A INEFFICIENCY 
A(6)A M ECHANIZED A(6)A INFLICTING 

• A(G)A NEC ESSITATE A(6)A INSECURITY 
A(6)A OV ERWHELMED A(6)A INSPECTION 

... A(G)A P ENETRATE A(6)A INVITATION 
A(6)A PR EARRANGED A(6)A IRRIGATION 
A(6)A PR ECEDENCE A(6)A UN IDENTIFIED 
A(6)A PR EFERENCE A(G)A W ITHDRAWING 
A(G)A PR EPAREDNESS A(6)A MEASUREMENT 
A(G)A R ECOGNIZE A(G)A MEASUREMENTS 
A(6)A R EENFORCE A(6)A ME MORANDUM 
A(6)A(l)A R EENFORCEMENT A(6)A A NTEDATING 
A(6)A R EENLISTED A(G)A COMMU NICATION 
A(6)A RE ENLISTMENT A(G)A CO NCEALMENT 
A(6)A R EFERENCE A(6)A CONCE NTRATION 
A(6)A(l)A R EIMBURSEMENT A(G)A CO NCESSION 
A(6)A(l)A R EINFORCEMENT A(6)A CO NCLUSION 
A(G)A R EINFORCE A(6)A CO NFESSION 
A(6)A(l)A R EINSTATEMENT A(6)A CO NFINEMENT 
A(6)A R EINSTATE A(G)A CO NNECTION 
A(6)A R EPLACEMENT A(6)A DISTI NGUISHING 
A(G)A REPRES ENTATIVE A(6)A E NCIRCLING 
A(6)A R EQUIREMENT A(6)A E NEMYPLANES 
A(G)A R ESTRICTED A(G)A E NLISTMENT 
A(6)A SEV ENTYFIVE A(G)A E NROLLMENT 
A(G)A T ECHNIQUE A(6)A(2)A E NTERTAINMENT 
A(G)A T ELEPHONE A(6)A E NTRUCKING 

) 

A(6)A T ENTATIVE A(6)A FI NGERPRINT 
A(6)A TH ERMOMETER A(6)A I NDICATING 
A(6)A TW ENTYFIVE A(6)A I NFLATION 
A(6)A DISTIN GUISHING A(6)A I NFLICTING 
A(6)A GROUPING A(G)A I NSTANTANEOUS 
A(6)A GUARDING A(6)A I NSTRUMENT 
A(6)A SI GNALLING A(6)A I NSTRUMENTS 
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A(6)A I NTENTION A(6)A THE RMOMETER 
A(6)A I NTERNMENT A(6)A T RAJECTORY 
A(6)A I NVENTION A(6)A T RANSFERRED 
A(6)A NEGLIGENT A(6)A T RANSFERRING 
A(6)A NEGLIGENCE A(6)A AS SEMBLIES 
A(6)A NINETEEN A(6)A CA SUALTIES ·~ 

A(6)A NINETEENTH A(6)A CU STOMHOUSE 
A(6)A NORTHERN A(6)A DE SPATCHES 
A(6)A NUMBERING A(6)A DE STROYERS ,.. 
A(6)A ORGA NIZATION A(6)A DI SPATCHES 
A(6)A RECO NNAISSANCE A(6)A DI STINGUISH 
A(6)A RECON NOITERING A(6)A DI STINGUISHED 
A{6)A REE NLISTMENT A(6)A DI STINGUISHING 
A{6)A REORGA NIZATION A(6)A E STIMATES 
A(6)A SA NITATION A(6)A SOLDIERS 
A(6)A TRA NSFERRING A(6)A SOUTHEAST 
A(6)A U NDERSTAND A(6)A SOUTHWEST 
A(6)A C OLLECTION A(6)A SOUTHWESTERN 
A(6)A C OMMISSION A(6)A STATIONS 

~ 

A(6)A C OMMISSIONER A(6)A SUPPLIES 
A{6)A C ONCESSION A(6)A SU SPICIONS 

.I A(6)A C ONCLUSION A(6)A SU SPICIOUS 
A(6)A C ONFESSION A(6)A AT TACHMENT 
A(6)A C ONNECTION A(6)A AT TAINMENT 
A(6)A CO OPERATION A(6)A CEN TRALIZATION • A(6)A C ORRECTION A(6)A DE TACHMENT 
A(6)A D OMINATION A(6)A DE TERIORATE 
A(6)A F OUNDATION A(6)A DE TERMINATION 
A(6)A OBJECTION A(6)A ENTER TAINMENT 
A(6)A OPERATION A(6)A EX TERMINATE 
A(6)A P OPULATION A(6)A EX TERMINATION 
A(6)A P OSSESSION A(6)A INDE TERMINATE 
A(6)A PARAGRAPH A(6)A IN TERNMENT 
A(6)A AG RICULTURAL A(6)A NA TIONALITY 
A(6)A B RIGADIER A(6)A REINS TATEMENT 
A(6)A INT RODUCTORY A(6)A S TATEMENT 
A(6)A I RREGULAR A(6)A TEMPERATURE 
A(6)A I RREGULARITIES A(6)A TWENTIETH 
A(6)A I RREGULARITY A(6)A C USTOMHOUSE 
A(6)A P ROJECTOR A(6)A SIM ULTANEOUS 
A(6)A P ROTECTOR A(6)A S UCCESSFUL 
A(6)A REARGUARD A(6)A S UCCESSFULLY 
A(6)A RECEIVER A(6)A S USPICIOUS 
A(6)A RECONSTRUCTION A(6)A UNS UCCESSFUL 
A(6)A RECORDER A(6)A SE VENTYFIVE 
A(6)A REGISTER A(6)A WITHDRAW 
A(6)A REJECTOR A(6)A WITHDRAWAL 
A(6)A REMEMBER A(6)A WITHDRAWING 
A(6)A REPEATER Al6)A WITHDREW 
A(6)A REVOLVER A(7)A ACCIDENTAL 
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A(7)A ACCOMMODATION A(7)A N EGLIGENCE 
A(7)A ADDITIONAL A(7}A R EAPPOINTED 
A(7)A APPROPRIATE A(7}A R ECEPTACLE 
A(7)A APPROXIMATE A(7)A R ECOMMENDED 
A(7)A ARMOREDCAR A(7)A R ECONNOITER 
A(7)A ARTIFICIAL A(7)A R ECONNOITERING 
A(7)A N ATURALIZATION A(7)A RE ENFORCEMENT 
A(7)A CHARA CTERISTIC A(7)A R EENLISTMENT 
A(7)A CLASSIFICATION A(7)A R ESISTANCE 
A(7)A CONFERENCE A(7)A EN GINEERING 
A(7)A CONFIDENCE A(7)A P HOTOGRAPHY 
A(7)A CONSPIRACY A(7)A T HIRTEENTH 
A(7)A CONVALESCENT A(7)A ADM INISTRATIVE 
A(7)A IN COMPETENCE A(7)A ADM INISTRATION 
A(7)A DECREASED A(7)A D IFFICULTIES 
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