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A hikely nnpossibihty 1s always preferable 10 an unconvincing possibihty

—Arnstotle

Preface

This text represents an extensive expansion and revision, both in scope and content,
of the earher work entitled “Militarv Cryptanalysss, Part II by Wilham F Friedman
This expansion and revision, as indicated m the preface of the first volume of this present
series, was necessitated by the considerable advancement made in the art since the publica-
tion of the onginal version

The hiest 9 chapters of this tuxt are being pubhshed 1 this interun edition to make it
reachly available for use 1n ¢ ryptologic traimng programs of the National Security Agency
and of the Service Crvplologic Agencies The last 5 chapters and the appendices will be
1ssued n an interim version 1n the near future, after which the entire text will be formally
published 1 one volume

—L D C
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Paragraph
General
The essential difference between monoalphabetic and polyalphabetic substitution
Example of polyalphabetic substitution
Prnmary classification of polyalphabetic systems
Primary classification of periodic systems
Sequence of study of polyalphabetic systems

1. General.--a. This text constitutes the second in the series of
six basic texts on the science of eryptanalytics as applied to military
communications in general, without regard to the particular Service in-
volved (i.e., army, navy, or air force traffic).

b. It is assumed that the reader has studied Military Cr alytics,
Part T, and is familiar with the cryptologic concepts, princip%es, a
techniques of solution of the various cryptosystems treated in that text,
this bdackground is a necessary prerequisite to the understanding of the
principles expounded in the present text.

¢. It is teken for granted that the student has acquired a background
of generalized cryptologic terminology from the study of the first text and
its accompanying glossary. The new terms which appear in this text are
usually defined upon their first occurrence; these terms, as well as others
vhich are necessary for cross-reference, are included in the glossary to
this volume (Appendix 1).

4. As has been already indicated, each text has its accompanying
course of problems in cryptanalysis, so that the atudent may have the
opportunity of applying the principles learned to practical examples, and
in so doing develop skill in the analysis of the types of cryptosystems
treated in this text. The problems which pertain to this text constitute
Appendix 10.

e. As was the case in the preceding text, this present volume is
written from the standpoint that the reader has had a minimum of mathema-
tical background, not beyond elementary algebra; the authors have endeavored
to enhance this background gradually and progressively, to enable the student
to be better versed in the mathematical techmiques and applications in the
art of cryptanalysis. As before, footnotes are used to give additional
general information about the subject being treated, or to amplify mathema-
tical principles in details which may be beyond the average reader; therefore
certain footnotes may be passed over by the student. The next text,
uinﬂ C%g%ics, Part III, will contain a comprehensive treatment of

ntals of cryptomathematics, and will of necessity recapitulate
the points of mathematical cbservations made in the first two texts.

—CONEIDENEEAL 1
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f. The next paragraph will bridge the gap between the basic concept
of the systems treated in the previous text and the primnciples to be
introduced in this present volume.

2. The essential difference between monoalphabetic and polyalphabetic
substitution.--a.  In the substitution methods thus far discussed it has
been pointed out that their basic feature is that of monoalphabeticity.
From the cryptanalytic standpoint, neither the nature of the cipher symbols,
nor their method of production is an essential feature, although these may
be differentiating characteristics from the cryptographic standpoint. It
is ¢true that in the cases of monocalphabetic substitution with variants and
in syllabary squares and code charts, there is a departure, more Or less
considerable, from strict monoalphabeticity. In some of the cases of variant
systems indeed, there may be available two or mcre vholly independent sets
of equivalents, which, moreover, may even be arranged in the form of com-
pletely separate alphsbets. Thus, vhile a loose terminology might permit
one to designate such systems as polyalphabetic, it is better to reserve
this nomenclature for those cases wherein polyalphabeticity is the essence
of the method, specifically introduced with the purpose of imparting a
positional variation im the substitutive equivalents for plaintext letters,
in accordance with some rule directly or indirectly comnected with the
absolute positions the plaintext letters occupy in the message. This point
calls for amplification.

b. In moncalphabetic substitution with variants the object of having
different or multiple equivalents is to suppress, so far as possible by
simple methods, the characteristic frequencies of the individual letters
occurring in plain text. As has been noted, it is by means of these
characteristic frequencies that the ecipher equivalents can usually be
identified. In these systems the varying equivalents for plaintext letters
are subject to the free choice and caprice of the enciphering clerk; if he
is careful and conscientious in the work, he will really make use of all
the different equivalents afforded by the system; but if he is slip-shod
and hurried in his work he will use the same equivalents repeatedly rather
than take pains and time to refer to the charts, tables, or diagrams to find
the variants. Moreover, and this is a crucial point, even if the individual
enciphering clerks are extremely careful, vhen many of them employ the same
systen it is entirely impossible to insure a complete diversity in the
encipherments! produced by two or more clerks working at different message
centers. The result is inevitably to produce plenty of repetitions and
near-repetitions or isologous sequences in the texts emanating from several
stations, and vhen texts such as these are all available for study they are
open to solution, by a comparison of their similarities and differences.

1

I't must be noticed however, that a complete diversity of enciphering 1s sometimes not necessarly
an opnimum desideratum from the standpoint of cryptosecurity, a complete diversity of encipherments, n
the case of 1s0logs, would lay bare all the elements of a vanant system See 1n thus connection the example
given in subpar 62b 1n Military Cryptanalyucs, Part I
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¢. In true polyalphabetic systems, on the other hand, there is
established a rather definite procedure which automatically determines
the shifts or changes in equivalents or in the manner in which they are
introduced, so that these changes are beyond the momentary vhim or choice
of the enciphering clerk. When the method of shifting or changing the
equivalents 1is scientifically sound and sufficiently complex, the research
necessary to establish the values of the cipher characters is much more
prolonged and difficult than is the case even in complicated monoalpha-
betic substitution with variants, as will later be seen. Thege are the
objects of true polyalphabetic substitution systems. The nunber of such
systems i3 quite large, and it will be possible to describe in detail
the cryptanalysis of only a few of the more common or typical examples
of methods encountered in practical military communications.

d. The three methods, (1) single-equivalent monoalphabetic substi-
tution, (2) monoalphabetic substitution with variants, and (3) true
polyalphabetic substitution, show the following relationships as regards
the equivalency between plaintext and ciphertext units:

A. In method (1), there is a set of 26 symbols, a plaintext letter
is always represented by one and only one of these symbols; conversely, a
syzbol always represents the same plaintext letter. The equivalence
between the plaintext and the cipher letters is constant in both encipher-
ment and decipherment.

B. In method (2), there is a set of n symbols, where n may be any
mumber greater than 26 and often is a multiple of that number; a plain-
text letter may be represemted by 1, 2, 3, . . . different synbols; con-
versely, & symbol always represents the same plaintext letter, the same
as is the case in method (1). The equivalence between the plaintext
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and the cipher letters is varisble in encipherment but constant in
decipherment.?

C. In method (3), there is s in the first method, a set of 26
symbols; s plaintext letter may be represented by 1, 2, 3, . . . 26
different symbols; conversely, a symbol may represent 1, 2, 3, . . . 26
different plaintext letters, depending upon the system and the specific
key. The equivalence between the plaintext and the cipher letters is
varisble in both encipherment and decipherment.

2 As has been pointed out 1n the previous text, there is a monoalphabetic method 1n which the
inverse result obtains, the correspondence being constant 1n encipherment but vanable in decipherment,
this is a method not found 1n the usual books on cryptography but in an essay on that subject by Edgar
Allan Poe entitled, in some editions of lus works, A few words on secret wniting and 1n other
editions Cryptography The method 1s to draw up an enciphering alphabet such as the following
(using Poe's example)

Plain.... A B MR

CDEFGHIJKL OPQRSTUVWIXYZ
Cipher... SUAVITERINMODOFORTITERINRE

In such an alphabet because of repetitions in the cipher component, the plaintext equivalents are

subject to a considerable degree of vanability as wll be seen 1n the deciphering alphabet .
Cipher.... ABCDEFGHIJKLMNOPQRSTUVWIXY?Z .
c MGO E KJL HAFBD
U I XN Q R
Plsin z 8 P V T X
W Y

Thus type of variability gives nse to ambiguities in decipherment A cipher group such as TIEC
would yield such plaintext sequences as REG, FiG, TEU REU etc , which could be read onlyby
context No system of such a character would be practical for serious usage For a further dis-
cussion of this type of cipher alphabet see Fnedman Wilham F Edgar Allan Poe, Cryptographer,
Signal Corps Bulletins Nos 97 (July-Sept ) and 98 (Oct -Dec ), 193’1
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3. Example of polyalphabetic substitution.--a. A simple example
may be used to illustrate vhat is meant by true polyalphabetic substi-
tution. Suppose that two correspondents agree upon a numerical key, for
example, 74030274, each digit of which means that the plaintext letter to
vhich the digit applies as a key number is to be replaced by the letter
that stands a corresponding number of places to the right of it in the
normal alphabet. For example, if Rp is to be enciphered by key number 7
it is to be replaced by Ye. The numerical key is written over the letters
of the plain text, letter for letter, and is repeated until the vhole text
is covered.® ILet the message be REINFORCEMENTS BEING RUSEED. The
encipherment of this message is shown im Fig. 1, below. For convenience
in counting forward (to the right) to find cipher equivalents, a normal
alphabet is given at the top of the figure. To decipher such a erypto-

Normal alphabet: ABCDEFGHIJKIMNOPQRSTUVWXYZ

Key: Tho30 2747k 03027 LThO3 02747
Plain text: REINF ORCEM ENTSB EINGR USHED
Cipher text: YIIQF QYGLQ EQTUI IPRGU UUOIK

Figure 1.

gram, the clerk writes the numerical key over the cipher letters and
then counts backward (i.e., to the left) in the normal alphabet as many
places as indicated by the key number standing over each letter.

b. 1Instead of writing the key over and over again in order to cover
the plain text completely, the text may he written in sets of letters
corresponding in length to the length of the key. Thus the text may be
written underneath a single appearance of the key in successive short
horizontal lines leaving space between the lines for the insertion of
cipher equivalents, as shown in Fig. 2. Instead of enciphering the letters
by individual repeatéd countings, two strips bearing normal alphabets may

TsLo03027h
REINFORC
EMENTSBE
INGRUSHE
D

Figure 2.

8 Thus system being described is known in cryptologic literature as the Gronsfeld cipher
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be juxtapcsed in the proper relative positions to encipher a whole
column of letters at onme setting of the strips. Thus for the first
column, with the key number 7, the strips are juxtaposed so that the
first letter in the columm, viz., Rp (which is to be represented by
the seventh letter to the right of it, and is therefore to be
enciphered by Y. of the lower strip) is directly above Y., as follows:

Plain: ABCDEFGHIJKIMROPQRSTUVWXYZ
Cipher: ABCDEFGHIJKIMNOPQRSTUVWXYZABCDEFGHIJKIMNOPQRSTUVWXYZ

The equivalents for the rest of the letters of the first column may
now be written under their respective plaintext letters, reference
being made to the enciphering alphabet to see what the cipher letters
should be: Ep = L¢; Ip = Pe, and Dp = Ko. For the second column, the
two strips are juxtaposed as follows:

Plain: ABCDEFGHIJKIMNOPQRSTUVWXYZ
Cipher: ABCDEFGHIJKIMNOPQRSTUVWXYZABCDEFGHIJKIMNOPQRSTUVWXYZ

The cipher equivalents for the second column are: Ep = Ic; Mp = Qo
and Np = Re. The process is continued in this manner until all the
columns have been enciphered as shown in the diagram below:

7403027k
REINFORC
YIIQFQYC
EMENTSBE
LQEQTUII
INGRUSHE
PRGUUUOI
2]

K

The cipher text is then transcribed in five-letter groups for trans-
mission, viz., YIIQF QYGLQ EQTUI IPRGU UUOIK. This systematized pro-
cedure has the merit of being faster, less leborious, and less limble
to error than the method shown in subpar. 3a.

L, Primary classification of polyalphabetic systems.--a. A primary

classification of polyalphabetic systems into two rather distinct types
may be made: (1) periodic systems and (2) aperiodic systems. When the
enciphering process involves a cryptographic treatment which is repe-
titive in character, and which results in the production of cyclie
EE:;«_E?._ in the cryptographic text, the system is termed r:lgﬁic .

the enciphering process is not of the type describved in the fore-
going general terms, the system is termed aperiodic. The substitution

in both cases involves the use of two or more cipher alphabets.
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b. The cyclic phenomena inherent in a periodic system may be
exhibited externally, in which case they are said to be patent, or they
may not be exhibited externally., and must be uncovered by a prelimipary
step in the analysis 1in which case they are said to be latent. The
periodicity may be quite definite in nature, and therefore determinable
with mathematical exactitude allowing for no variability. in wvhich case
the periodicity is said to be fixed. In other instances the periodicity
is more or less flexible in character and even though it may be determi-
nable mathematically allowance must be made for a degree of variability
subject to limits controlled by the specific system under investigation.
The periodicity is in this case said to be flexible. or variable within
limits.

5. Primary classification of periodic systems.--a. Periodic poly-
alphabetic substitution systems may primarily be classified into two kinds:

(1) Those in vhich only a few of a whole set of cipher alphabets are
used in enciphering individual messages, these alphabets being employed
repeatedly in a fixed sequence throughout each message. Because it is
usual to employ & secret word, phrase, or number as a key to determine
the mmber identity, and sequence with which the cipher alphabets are
employed, and this key is used over and over again in encipherment, this

method is often called the repeating-key system, or the _rgz'eF ati -alphabet
system. In this text the designation "repeating-key system will be used.

(2) Those in which all the cipher alphabets comprising the complete
set for the system are employed one after the other successively in the
encipherment of a message, and vhen the last alphabet of the series has
been used. the encipherer begins over again with the first alphabet. This
is commonly referred to as a progressive-alphabet system because the
cipher alphabets are used in progression.

6. Sequence of study of polyalphabetic systems.--a. In the studies
to be followed in connection with polyalphabetic systems, the order in
vhich the work will proceed conforms very closely to the classifications
made in pars. It and 5. Periodic polyalphabetic substitution ciphers will
come first, because they are, as a rule, the simpler and because a thor-
ough understanding of the principles of their analysis is prerequisite to
a comprehension of how aperiodic systems are solved. But in the final
analysis the solution of examples of both types rests upon the conversion
or reduction of polyalphabeticity into monoalphabeticity. If this is
possible, solution can always be achieved, granted there are sufficient
data in the final monoalphabetic distributions to permit of solution by
recourse to the ordinary principles of frequency.

4 French terminology calls this the “double-key method”, but there 1s no logic :n such nomenclature
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b. First in the order of study of periodic systems will come the
analysis of repeating-key systems. Some of the more simple varieties
will be discussed in detail, with examples. Subsequently, ciphers of
progressive alphabet systems will be discussed. There will then follow
a8 treatment of polyalphabetic bipartite systems, monome-dinome systems
with cyclic additives, and periodic digraphic systems. Aperiodic systems

v

will be treated in detail in Military Cryptanalytics, Part ITI.
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CHAPTER II

THEORY OF REPEATING-KEY SYSTEMS

Paragraph
Classification of cipher alphabets upon the basis of their derivation 7

Primary components and secondary alphabets . 8
The use of key words to indicate number, identity and seqience of cipher alphabets employed

Cipher disks 10
Square tables 11
Square tables employing mixed alphabets 12
Further remarks on primary components . 13

T. Classification of cipher alphabets upon the basis of their
derivation.--a. The substitution processes in polyalphabetic methods
involve the use of a plurality of cipher alphabets. The latter may be
derived by various schemes, the exact nature of which determines the
principal characteristics of the cipher alphabets and plays a very
important role in the preparation and solution of polyalphabetiec erypto-
grams. For these reasons it is advisable, before proceeding to a
discussion of the principles and methods of analysis, to point out these
various types of cipher alphabets, show how they are produced, and how
the method of their production or derivation may be made to yield important
clues and shortcuts in analysis.

b. A primary classification of cipher alphabets for polyalphabetic
substitution may be made into the two following types:

(1) Independent or unrelated cipher alphabets.
(2) Derived or interrelated cipher alphabets.

¢. Independent cipher alphabets may be disposed of in a very few
words. They are merely separate and distinct alphabets showing no rela-
tionship to one another in any wvay. They may be compiled by the various
methods discussed in par. 39 of Military Cryptanalytics, Part I. The
solution of cryptograms written by means of such alphabets is rendered
more difficult by reason of the absence of any relationship between the
equivalents of one cipher alphabet and those of any of the other alphabets
of the same cryptogram. On the other hand, from the point of view of
practicability in their production and their handling in encrypting and
decrypting. they present some difficulties which make them less favored
by cryptographers than interrelated cipher alphabets.

d. Derived or interrelated alphabets, as their name indicates, are
most commonly produced by the interaction of two primary compouments, which
vhen juxtaposed at the various points of coincidence can be made to yleld
secondary alphabets.
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8. Primary components and secondary alphabets.--Two basic, slidable
sequences or components of n characters each will yield n secondary .
alphabets. The components may be classified according to various schemes.
For cryptanalytic purposes the following classification will be found
useful:

Case I. The primary components are both normal sequences.

a. The sequences proceed in the same direction. (The secondary
alphabets are direct standard alphabets.) (Pars. 20-22,)

b. The sequences proceed in opposite directions. (The secondary
alphaﬁets are reversed standard alphabets; they are also reciprocal cipher
alphabets.) (Subpars. 201, 21g.)

Case II. The primary components are not both normal sequences.

&. The plain component is normal, the cipher component is a mixed
sequence. (The secondary alphabets are mixed alphabets.) (Pars. 26-35.)

b. The plain component is & mixed sequence, the cipher component is
normal. (The secondary alphabets are mixed alphabets.) (Par. 36.)

c. Both components are mixed sequences. .
1. Components are identical mived sequences.

(a) Sequences proceed in the same direction. (The secondary .
alphabets are mixed alphabets.) (Par. 41.)

(b) Sequences proceed in opposite directions. (The secondary
alphabets are reciprocal mixed alphabets.) (Par. 55.)

2. Components are different mixed sequences. (The secondary
alphabets are mixed alphabets.) (Par. 56.)

9. The use of key words to indicate pumber, identity, and sequence
of cipher alphabets employed.--a. 1f reference is made to the two settings
of alphabet strips in subpar. 3b, it will be noted that in the first
setting, Ap = Ho, and in the second setting, Ap = Ex. If the eight
settings o? the strips are studied it will be found that the letters which

represents successively are H, E, A, D, A, C, H, and E, giving the word

HE, These settings, vhen first presented in the foregoing descrip-

tion, correspond merely to the numerical key 74030274, but this numerical
key is also expressible in terms of letters, which when put together
properly spell a word. This is only another way of showing that key words
may be employed in this type of substitution as in those previously
described. Key words of various lengths and composition may be used,
consisting of single words, long phrases or sentences. In general, the
longer the key the greater is the degree of cryptographic security. .

3

— CONFIDENTIAL— 10
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b. The number of elements in the key--that is, that number of letters
or figures composing it--determines the number of alphabets to be employed.
The identity of each element of the key, the specific letter or figure it
happens to be, determimes specifically which of a set of cipher alphabets
pertaining to the whole system will be used. And the specific sequence
or relative order of the elements of the key determines specifically the
sequence with which the cipher alphabets are employed within the encipher-
ment. The total number of cipher alphabets pertaining to or composing the
system may be limited or unlimited. When they are produced as a result of
the sliding of two basic or primary alphabets against each other, the nunm-
ber is limited to 26 in the English alphabet.

€. A brief notation for indicating or designating a specific key
letter is to suffix the subscript "k" to it, just as the subscripts "p"
and "c" are suffixed to letters to indicate letters of the plain text or
cipher text, respectively. When the key letter occurs in an equation, it
can be enclosed within parentheses to avoid ambiguity. Thus Bp(Dyk) = Ec
means that the plaintext letter B when enciphered by the key letter D (in
a certain alphabet system) yields the cipher letter E.

10, Cipher disks.--a. 1In subpar. 3b, it was noted that the separate
alphabets employed in the encipherment are produced by the use of only two
strips of paper bearing the normal alphabet. Such strips are often referred
to as sliding alphabets, because they can be shifted or slid against each
other in any one of 20 points of contact or coincidence. Exactly the same
results, so far as cipher equivalents are concerned, can be cbtained by the
use of other devices. First, there are the so-called cipher vheels or
cipher disks in which an alphabet is written on the periphery of a rotati
disk, the circumference of which is divided into 26 equal segments, and this
disk 1s made to revolve concentrically upon a similar but slightly larger
fixed disk. ¥Fig. 3 shows the now obsolete U.S. Army Cipher Disk, which
is of this simple type. Here the alphabetic sequences are printed on
glossy celluloid, are permanent, and admit of no variation. The use of
unglazed celluloid upon which blank segments appear would permit of writing
letters and erasing them as often as desirable. Thus, quick and easy
change of alphabets would be possible.

b. The cipher alphabets produced by the cipher disk shown in the
figure are merely reversed standard alphabets, the same as are produced
by the use of sliding strips of paper, and by the use of certain tables
vhich are discussed below. The method of employing the disk needs no
discussion. It may serve in monoalphabetic or polyalphabetic substitution
with a key word or key number.
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AN e/ A
Q Q.'L \ce& .
S
&& \Q“A CO$A aﬁ
(%) 1)) g.a

1o encipher a message the key letter or the first letter of the
key word or phrase 1s set opposite ‘a ’ Let us assume it
to be Yk The cipher letters to be written are those
oppostte the text letter when a on the circle 13 set
opposite *E’ on the card For example send powder ’
would be wrtten MARBPQIBAN” To use a key word
or phrase each letter 15 used 1n turn to encipher one letter
only When the last letter of the key word 1s used repeat
untrf all letters of the message are enciphered Numbers
when enciphered with the disk must be spelled out

Figure 3. .

11. Square tables.--a. Tables known in the literature of cryptog-
raphy under various names., such as "Vigenere Square", "Vigenere Table",
"Square Table", "Pythagorean Table", etc., are often employed in poly-
alphabetic substitution. All the results produced by their use can be
duplicated by the employment of sliding alphabets or revolving disks.

The modern form of the Vigenere Square is shown in Fig. 4. Such a square
may be used 1n various ways, differing from one another in minor details.
The most common method is to consider the top linme of the table as con-
taining the plaintext letters, the first column at the left as containing
the key letters. Then each successive horizontal line contains the cipher
equivalents for the plaintext sequence ABC...Z enciphered by the key letter
which stands at its left in the first column. Thus, the cipher alphabet
corresponding to key letter D is the sequence of letters in the fourth
horizontal line under the plaintext line, where Ap = D, Bp = Ec, etec, It
will be easy to remember, in using such a table, that the equivalent of

& given plaintext letter, Tp, for example, enciphered by a given key letter,
Ok, lies at the intersection of the vertical columm headed by T, and the
horizontal row begun by O. In this case Tp(Ox) = He. The same result
will be found on referring to sliding, direct standard alphabets.




If

the top line is made a reversed normal sequence, leaving the interior of

Cipher
the table unchanged, or if the successive horizontal rows are made to

N<AOAMRMOEHRM IEROMTKNEHD > X XM
HNC<AOARNRKOKRHRM IEROMTENEHD > Z X
MHN<L<ORNOAMMORMHHLMAERROMTKENHD > =
EXRMNCAOAMRBROHEHPMAEEOMLTENREHD >
PEXNMHNC<AODAMMOMHAXUEZEOMTKNEHD
DEPEXMHNC<AODAMEKOKMHRMEASEOMT MM E
HOBEXMHN<ONOANROIMHRX IXZOMTR®
NEHDPEXMNCAODAMRKORHIMASZOMT N
ENEHEDPEXHNCAOARMKORHP M XK O M J]
CRNEHDPEXHNCAOARKOKHHR M AEEO M
ACERHDEXHNC<AODANROMHRXAXKO
CATCKNEHD>ZXMNCAOA M O MM ER
BOMOTRNEHDPEXMN MO A M i MW R
EBOMORENEHDPEXMNNCMO AR RO K HP MM
MEEOCMOKNEHDLEXNMNC<ADAR KO K HR M
MU EBOMORNHDPEXHMNCROAMEKO EHHK
PMAEEOMTKEUNEHDOEXNMNCMOA R oK H
HEMAEEOMNCENEHDOEXMHNCAUOA MK
HHAMARZEOMOENEHDSEXMHN<SALA M KO
ORMHRMAEROMTKNEHDPENMN< RO A M K
MOMHRMAEROMTENEHDPEXMN<A LA K
MEpoNHR XA EEOMORREHDSEXMHN<S<ADA
AMEROEHHO M EZEOMTKNED>EMNMN<MO
CDEFGHIJKLMKOPQRSTUVWXYZAq

Again, the same

A64563
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REF ID
Plain text
ABCDEFGHIJKLMREOPQRSTUVWXYZ
The Vigenere Square

Figure 4.

ALODAMNKMOEHHRMAZEEOMTKOEHDEE X MHN<
<AOOABRKRORHLRLMRAEBEOAMTENEHD > = M MNN
<CAUDAHEKMOEHRMHEROMTENEHD>E®XMHN

Minor modifications of the Vigenere Square are encountered.

hl
form known under the names of Porta's Table and Napoleon's Table, which

is showm in Fig. 5.

contain the reversed normal sequence, leaving the top rov (plain text)
general results can be obtained by using a set of alphabets in tabular

unchanged, then the results given by using the table are the same as

those given by using the cipher disk shown in Fig. 3.

¢
M
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AB ABCDEFGHIJKLM
NOPQRSTUVWXYZ
cD ABCDEFGHIJKLM
OPQRSTUVWIXYZR
EF ABCDEFGHIJKLM
PQRSTUVWXYZNO
CH ABCDEFGHIJKLM
QRSTUVWXYZROP
17 ABCDEFGHIJKLM
RSTUVWXYZNOPQ
KL ABCDEFGHIJKLM
STUVWXYZROPQR
MN ABCDEFGHIJKLM
TUVWXYZNOPQRS
OP ABCDEFGHIJKLM
UVWXYZNOPQRST
QR ABCDEFGHIJKLM
VWXYZROPQRSTU
ST ABCDEFGHIJKLM
WXYZNOPQRSTUYV
oW ABCDEFGHIJKLM
XYZNOPQRSTUVVW
WX ABCDEFGHIJKLM
YZROPQRSTUVWX
v ABCDEFGHIJKLM
ZNOPQRSTUVWIXY|
Figure 5.

In this table the alphabets are all reciprocal, for example, Gp(Wk) = Re,

Rp(Wk) = Gc. Reciprocal alphabets vhen arrenged in this form are sometimes
called complementary alphabets. Note that in each alphabet either of two

letters may serve as key letter indifferently: Gp(“k or Gp(Xk) = Re.

¢. Another modification of the basic table, and one that employs
mumbers instead of letters as cipher equivalents is shown in Fig. 6. Since
many more than 26 different equivalents are available (100 pairs of digits
from 00 to 99), it is possible to insert many plaintext elements in the top
line of the table in addition to the 26 letters. For example, one could have
the 10 digits, a few common double-letter combinations. such as DD, LI, RR,
and SS; a few of the most frequently used digraphs, such as TH, ER, IN, or
even such common syllables as ENT, ING, and ION. The table shown in Fig. 6
was used by the Italian army in World War I, and was known as the
"Cifrario militare tascabile" (Pocket military cipher).

2y




abcde fgha

Jjk Imnopgqr

8 tuvwiIxys

0123456789

Y MLt 2TV OPH~Rwwirn mo oo

10111213 1415181718
1112131415161718 19
1213141516 17181920
13141516 17 18 1920 21
141516 17 1819 20 21 22
151617 18 19 20 21 22 23
16 17 18 19 20 21 22 23 24
17181920 21 2223 24 25
18 19 20 21 22 23 24 25 26
19 20 21 22 23 24 25 26 27
20 21 22 23 24 25 26 27 28
21 22 23 24 25 26 27 28 29
22 23 24 25 26 27 2829 30
23 24 25 26 27 28 29 30 31
24 25 26 27 28 29 30 31 32
25 26 27 28 29 30 31 32 33
26 27 28 29 30 31 32 33 34
27 28293031 32333435
28 29 30 31 32 33 34 35 36
29 30 31 32 33 34 35 36 37
303132333435363738
31 32 33 34 35 36 37 38 39
32 33 34 35 36 37 38 39 40
33 34 35 36 37 38 39 40 41
34 35 36 37 38 39 40 41 42
35 36 37 38 39 40 41 42 43

MY N LSt 0TN B E ~wKwwmeg 0o Ao oD

19 20 21 22 23 24 25 26 27
20 21 22 23 24 25 26 27 28
21 22 23 24 25 26 27 28 29
22 23 24 25 26 27 28 29 30
23 24 25 26 27 28 29 30 31
24 25 26 27 28 29 30 31 32
25 26 27 28 29 30 31 32 33
26 27 28 29 30 31 32 33 34
27 2829303132333435
28 29 30 31 32 33 34 35 36
29 80 31 32 33 34 35 36 37
30 31 32 33 34 35 36 37 38
31 32 33 34 35 36 37 38 39
3233 34 353637383940
33 34 35 36 37 38 39 40 41
34 35 36 37 38 39 40 41 42
35 36 37 38 39 40 41 42 43
36 37 38 39 40 41 42 43 44
37383940 41424344 45
38394041 4243444510
394041424344451011
40414243 44451011 12
414243444510111213
4243444510111213 14
434445101112131415
444510111213141516

NUY N E <R D ML TOTE~RwwITRmOLODTP

28 29 30 31 32 33 34 35
29 30 31 32 33 34 35 36
30 31 32 33 34 35 36 37
31 3233 343536 37 38
32 33 34 35 36 37 38 39
33 34 35 36 37 38 39 40
34 35 36 37 38 39 40 41
35 36 37 38 39 40 41 42
3637383940414243
3738394041 4243 44
38 39 40 41 42 43 44 45
394041 4243444510
4041424344451011
41 424344451011 12
424344451011 1213
4344451011 1213 14
44451011121314 15
451011 1213141516
1011 1213141516 17
111213141516 17 18
121314151617 1819
1314151817 181920
1415161718192021
151617 18 1920 21 22
1617 18192021 22 23
1718 19 2021 22 23 24

NY N L AE MR UWOPSE~wRoe s rR™mORBOTH

36373839404142434445
3738394041 4243444510
38394041 424344451011
39404142434445101112
40414243444510111213
414243444510111213 14
424344451011 12131415
434445101112131415168
444510111213 14151617
4510111213141516 1718
1011 121314151617 1819
111213141516 17 18 19 20
121314151617 18 19 20 21
1314151617 18 192021 22
141516171819 20 21 2223
1516 17 18 19 20 21 22 23 24
16 17 18 19 20 21 22 23 24 25
17 18 19 20 21 22 23 24 25 26
18 19 20 21 22 23 24 25 26 27
19 20 21 22 23 24 25 26 27 28
20 21 22 23 24 25 26 27 28 29
21 22 23 24 25 26 27 28 29 30
22 23 24 25 26 27 28 29 30 31
23 24 25 26 27 28 29 30 31 32
24 25 26 27 28 29 30 31 32 33
2526 27 28 29 30 31 32 33 34

NRY R ZAEr2 T ONTVOPH =R w0 AODSE

abecdefgh

73k lmnopgr

s tuvwzxyzs

01234567869

*

Figure 6.
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REF ID

In the tables thus
een direct or reversed standard seguences,

but Just as mixed sequences may be written upon sliding strips and re-

mixed alphabets.--a.

10;

Square tables
far shown the alphabets have

12.

The table

shown i1n Fig. 7, based upon the keyword sequence derived from the word

LEAVENWORTH, is an example that is equivalent to the use of a strip

volving disks, so can mixed alphabets appear in tabular form.

Plain text
DEFGHIJKLMNOPQRSTUVWIXY

Cipher

NNARLPEZONHKADARD HP MXE A G 0 D X M

HMNARCSPEZEORHENALARKROHRX EATN D X
HHENAMLAESTORMERALDARMOHNMMEAGCO D
OHMHNHNMNAPERSORBFENAMAUOUARMDHRMENT®
NOUMHNHNASEZTORBMEMOARD MM MERNJ
COuPDPMHNLHMLS>EZORBKAONODARDRKMER
BMCUDHKMNNMMAOPRBREORHIMADARGHPRME
EadunDXMNLUUMAOESONHKHMAOARDHRM
MEMZODMMNGIMAEZORGEHALDAROHN
RMEAMCUDXMNNAMLSEPEZTOAHHNAOA KD M
HhMEMTODXHNARCSEEREZOREGHNADAKD
OHLOMEACUDXMNAMCCEPEZONEHMRAD A M
BOHRMEACNDMMNAMNSEZONEBIMADA
AERUHBRMEAMTUDMMHNANASEPEZIOREHKMO
OCARUOHRHMEMTNPDHXMNAAMNCAPEBEZOLREBMM
MOUOAKMUOHOMIEMCNDNMNLIMCSPERTOKEN
HAODARMUOMRMEAMTRDXHN -AMLSEIRE OMXE
EHAODARMROHBMEAMACHDHKMNAMS>RERREON
MEHEHAOAKBOHRRMEMZODXMNARS>ER2O
ORHEHANOAMOMHOMEALATOPDHKHNAR<A>RE
FORHEHALDAMODHRANMEATOD X MHN LK <>R

EEOMHMEHRUDAMUDHRMEMLMOND K MN LAWK <>
PESORHEBEAUDARKMODHDRMEACOND X MNAK<

O<>EFOMNMEMUOUARODHRRMEACTNDNMKMHNAR
N4> EZORNMEORAOAROHRMEATNDXMHNA
<RSP EZTOMHEEAOARARROHRMEMNCTN DM MHN

Figure 7.

Example,

quences.

The only difference is that the key letters

mist now be sought in a mixed sequence, whereas in the preceding tables

The usual method of using such a table is the same as
they were located in direct or reversed standard se

bearing that keyword sequence sliding against another strip bearing the

g3,
LEEN,
TN
CE
Sagsk
oo
mm g

The only difference is that both the

plaintext letters apnd the key letters must be looked for in mixed sequences.
= V..

The usual method of employing such a table is exactly

ig. 8 1llustrates a case in which a mixed alphabet 1s sliding

&
%
F- [*4
oo
m =]
1 L]
.m. @
o % w
ebn
- 3
ML
R M
.tm
sig & 3
= M.
98

16
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NEEdgygERG OO OKHEP»PHAOHKEANEHAQO
ONMMREdY YR AGHNOHMUOAKHEH>HOHE W
CONMEdYyYENGHOEMUOAKHERRHOHYN®M
HGCONMEdIYZERGUMOAOAPBUAQAKPNW>HOWEN
NHAON X ESTOTYEARGHOWUO QM RHOHS
HUBHAONMES YN ZERGHMOEHOQKEDY > 20K
HHENHECONXE<S YR RNUNMOIODAKHE>RHO
OHHRNEAONMELQYTYIZIXRNMGHQEUOOLLHW >R
MOHHEHNECONMEAOYZERNUSQEYDOEH R
PRHMOHHANEACONMXMOESAygERGUMOAMOD O W
UrHoHHUMRAdONMES4 YR RGgMOHEOD QK
HEPROHAOHMQONNMIEd D IR RNAUEHQAET QW
HHrEgrHOHHAMAONME<ddERGHQQEOQ
AMHNE>»AOHHEHNEGONXGdg R RN HNAED
DOKHNE>PHOHHEHNHCONMEdy Y E RO
HOUQKKEHEE>PROHENEGONMIEdyUE N aMHQ
QEUQPEYPRHOHBNEGEONXESyY XN G
HOWUOUAKEHREWIrPrHOoOHRBNECONXES D YRR
GEHOEOOKRE-EDPRHOHHRNNEAONX XS DD RR
RUMOHUOAKHEP>PRORELECGO NNME <O R
ExygpmoHoUOd-te»ROHNBLEGONMXEd DY
NERUEEQRAOUOKHEPHROHEBRDEGONXL 4D
HERQGHONMUAOAKEREPRHOHBUNEHEQONXES]
<HERGEHOBOUOAKHE»ROHANRAO NXE
B4 ERSGHQEHUAOAKHE>»HOHAANEAQO NNX
HEdgOERGHQAHUODQAKMNE>PROHEAOREAO N

o)
?
o

¢. In employing sliding alphabets it i8 usual to set the key let-
ter as located in the cipher component opposite the letter A as located
in the plain component or the key letter as located in the cipher com-
ponent may be set opposite the initial letter of the plain component.
In all examples preceding that in Fig. 8, the key letter has been A. 1In
Fig. 8, since the plain component is also a mixed sequence and its initial
letter is @, the sliding alphabets are set against each other so that the
given key letter in the cipher component is opposite Q in the plain com-
ponent. Thus, to duplicate the results given by the use of Fig. 8 in
finding the value of Ur(Bk), it is necessary to set the sliding strips in
the following relative positions:

Plain: QUESTIONABLYCDFGHJKMPRYWXZ
Cipher: QUESTIONABLYCDFGHJKMPRVWXZQUESTIONABLYCDFGHJKMPRVWXZ

Here it is seen that Up(Rk) = V¢, which is idemtical with the result
obtained from the use of the table. There are other ways of using the
table, however, each having a correspondingly modified method of employing
sliding strips in order to obtain identical results; these ways and methods
will be discussed in the next paragraph.
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4. 1In addition to cryptographic schemes in which there are cipher
squares composed of slides of a basic sequence to produce the various
alphabets, it is of course possible to have n unrelated, random-mixed
alphabets (here n can be any number) used cyclically to enmcipher the
letters of a messsge. Such a scheme cannot be reduced to two components,
and therefore would require the alphabets written ocut in a matrix or in
tabular form. For instance a system might incorporate 1,000 different
mixed alphabets, numbered from 1-1,000, then alphabet 1 might be used to
encipher the firast letter of each message, alphabet 2 the second letters,
etc. There are also cryptographic schemes in which certain alphabets out
of a total are selected for enciphering a given message, the selection
being governed by an indicator, or the date, or a similar convention.
These systems will be discussed in greater detail in Chapter XI.

13. Further remarks on primary components.--a. In preceding para-
graphs it has been shown that the equivalents obtainable from the use of
sguare tables may be duplicated by the use of revolving cipher disks or
of sliding primary components It was alsc stated that there are wvarious
ways of employing such tables, disks, and sliding components. Crypto-
graphically the results may be quite diverse from different methods of
using such paraphernalia, since the specific equivalents obtained from
one method may be altogether different from those obtained from another
method. But from the cryptanalytic point of view the diversity referred
to is of little significance; only in one or two cases does the specific
method of employing these cryptographic instrumentalities have an important
bearing upon the procedure in cryptenalysis. However, it is advisable
that the student learn something about these different methods before
proceeding with further work.

b. There are, not two, dbut four letters involved in every case of
finding equivalents by means of sliding primary components; furthermore,
the determination of an equivalent for a given plaintext letter is re-
presentable by two equations involving four elements, usually letters.
Three of these letters are by this time well-known to and understood by
the student, viz., Ok, ©p, and 6c. The fourth element or letter has been
passed over without much comment, but cryptographically it is just as
important a factor as the other three. Its function may best be indicated
by noting what happens when two primery components are juxtaposed, for
the purpose of finding equivalents. Suppose these components are the
following sequences:

(1) ABCDEFGEIJK
(2) FBPYRCQZIGS

LMEOPQRSTUVWIXYZ
ERTDJUMKVALWNOX
Now suppose one is merely asked to find the equivalent of Pp when the key
letter is K. Without further specification, the cipher equivalent cannot
be stated; for it is necessary to know not omnly which K will be used as
the key letter, the ome in the component labeled (1) or the one in the

component labeled (2), but also what letter the Kx will be set against, in

18
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order to juxtapose the two components. Most of the time, in the pre-
ceding text, these two factors have been tacitly assumed to be fixed
and well understood: <the Kx 1s sought in the mixed, or cipher com-
ponent, and this K is set against A in the normal, or plain component.
Thus :

Index Plain

(1) Plain: ABCDEFGHIJKIMNOPQRSTUVWXYZ
(2) Cipher: FBPYRCQZIGSEHTDJUMKVAINNOXFBPYRCQZIGSERTDJUMKVAIWNOX

Key Cipher

With this setting, PP 2 2.

¢. The letter A in this case may be termed the index letter,
synbolized A;. The index letter constitutes the fourth element Involved
in the two equations applicable to the finding of equivalents by sliding
components. The four elements are therefore these:

(1) The key letter, 6k

(2) The index letter, 6%

(3) The plaintext letter, 6p
(4) The cipher letter, 6.

The index letter is commonly the initial letter of the component; but
this, too, is only a convention. It might be any letter of the sequence
constituting the component, as agreed upon by the correspondents. However,
in the subsequent discussion it will be assumed that the index letter is
the initial letter of the component in which it is located, unless other-
wise stated.

d. In the foregoing case the enciphering equations are as follows:

(I) Kk = Ay4; Pp = 2¢

But there is nothing about the use of sliding components which excludes
other methods of finding equivalents than that shown above. For instance,
despite the labeling of the two components as shown above, there is nothing
to prevent one from seeking the plaintext letter in the component labeled
(2), that is, the cipher component, and taking as its cipher equivalent the
letter opposite it in the other component labeled (1). Thus:

Index Cipher

(1) ABCDEFGHIJKIMEOPQRSTUVWXYZ
(2) FBPYRCQZIGSEHTDJUMKVAINNOXFBPYRCQZIGSEHTDJUMKVAINNOX

Key Plain

(11) K = Ay Pp = K,

19
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—CONEIDENTIAL

e. Since equations (I) and ( II) yield different resultants, even
with the same index, key, and plaintext letters, it is obvious that an
accurate formula to cover a specific pair of enciphering equations must
include data showing in what component each of the four letters comprising
the equations is located. Thus, equations (I) and (II) should read:

(I) Kx in component (2) = Ay in component (1); Pp in component (1)
= Zo in component (2).

(II) Ky in component (2) = A; in component (1); Pp in component (2)
= K. in component (1).

For the sake of brevity, the following notations will be used:

(1) Kgpp = Agps By = Zef2
(2) Xg/z = Ay/15 Pplo =Ky

f£. Employing two sliding components and the four letters entering
into an enciphering equation, there are, in all, twelve different resultants
possible for the same set of components and the same set of four basic ele-
ments. These twelve differences in resultants arise from a set of twelve
different enciphering conditions,! as set forth below (the notation adopted
in subpar. e is used):

(1) Og/p =04/1; 05/1 = 8 /0 (1) eg/2 =08p/1, 01/2 = 6/1
(2) O/ =0y/15 /2 » 01 (B) @g/p = 0y/15 O4/n = 8p)y
(3) €1 =©y/25 8p/1 = 8cf2  (9) €/y = 6y/0: 81/) = 6/
(8) g1 =©4/2; Op/0 = 8/1  (10) Oy = €05 ©1/7 = Op/p
(5) Oxpp =€p1;5 0171 =6/ (11) ©/y = 6p/0; 300 = 85/y
(6) Ox/n = 6c/13 0571 »Opjp  (12) €y = €./2; O3/p = 6p/y

g. The twelve resultants obtainable from juxtaposing sliding com-
ponents as indicated under the preceding subparagraph may also be obtained
either from one square table, in which case twelve different methods of
finding equivalents must be ap'plied, or from twelve different square tables,
in which case one standard method of finding equivalents will serve all

purposes.

Equanons (1) and (2) are the most widely used and are referred to in cryptographic literature as the

Vigenere type of encipherment, (5) and (6) are the equations of the Beaufort type, and (9) and (10) are the
Delastelle type




HERAUMAEAEODOTNHONKEOHEARDEMPLAEEO
OMEAAHMEODSNHONMEKEEHEARDEMPSAX K
BEOXMMAMAMAMEKOSONHOODMBHEMEARDEMBPDLSAE
EEOMEBAAMNKOINHONMEEARDEMXE <A
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NHODNMEEBEARDEM DALNERMOMMAMMNRKROLOT
CNHUONRKRENEHEARDEMDLAIZEHMOMMAMMNKD
DONHUOUDLNHKEARDEMIPLAEHROMMMAINMN
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hin the square at intersection of the two lines thus

in top sequence; locate ©x in first column; 6c is the

ABCDEFGHIJKLMNOPQRSTUVWIXYZ
Locate

letter Sgt

determined.

Thus:

If but one table such as that shown below in Fig. 9 is employed,

the various methods of finding equivalents are difficult to keep in mind,

(1) For enciphering equations €x/2 = 01/1; ©p/1 = 6¢/2:

h.
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-CONFIDENTIAL

(2) For enciphering equations O/ * 01/15 Op/2 = Og/1:

Locate €x in first column; follow line to right to Op; proceed
up this column; 6, is letter at top.

Thus:
Kifa = Ay/15 Ppl2 = K1

For enciphering equations ek/l s 0y /23 ep/l s 6, /2%

Locate €, in top sequence and proceed down column to ©;; locate
6, in top sequence; 6, is letter at other cormer of rectangle
tgus formed.

Thus:
Ke/1 = A1fas Ppf1 = X /2

Only three different methods have been shown and the student no doubt
already has encountered difficulty in keeping them segregated in his mind.
It would obviously be very confusing to try to remember all twelve methods,
but fortunately this is not necessary. If ove standard or fixed method of
finding equivalents is followed with several different tables, this dif-
ficulty disappears. Suppose that the following method is adopted: Arrange
the square so that the plaintext letter may be sought in a separate sequence,
arranged alphabetically, above the square and so that the key letter may be
sought in a separate sequence, also arranged alphabetically, to the left of
the square; look for the plaintext letter in the top row; loeate the key
letter in the 1st columm to the left; find the letter standing within the
square at the intersection of the vertical and horizZontal lines thus deter-
mined. Then twelve squares, equivalent to the twelve different conditions
listed in subpar. _?, can readily be constructed. However, to avoid con-
fusing the student with a multiplicity of unnecessary details which have

no direct bearing upon basic principles, one and only one standard method
of finding equivalents by means of sliding comporents will be selected from
among the twelve available, as set forth in the preceding subparagraphs.
Unless otherwise stated, this method will be the one denoted by the first
of the formulas listed in subpar. f, viz.:

Ox/o = 01/15 Op/1 = Oc/2

Calling the plain component "1" and the cipher component "2", this will
mean that the key letter on the cipher component will be set opposite the
index, which will be the first letter of the plain ccmponent; the plain-
text letter to be enciphered will then be sought on the plain component
and its equivalent will be the letter opposite it on the cipher component.
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CHAPTER II1I
THEORY OF SOLUTION OF REPEATING-KEY SYSTEMS

Paragraph
The three steps in the analysis of repeating-key systems 14
First step finding the length of the period 15
General remarks on factoring 16
Second step distributing the cipher text into the component monoalphabets 17
Stanstical proof of the monoalphabeticity of the distnbutions 18
Thurd step solving the monoalphabetic distributions 19

14, The three steps in the analysis of repeating-key systems.--a. The
method of enciphering according to the principle of the repeating ey has
been illustrated in subpar.3b. The analysis of a cryptogram produced by a
periodic polyalphabetic system, regardless of the kind of cipher alphabets
employed, or their method of production, resolves itself into three dis-
tinct and successive steps:

(1) Determination of the length of the repeating key, which is the
sape as the determination of the exact number of alphabets involved in the
eryptogran.

(2) Allocation or distribution of the letters of the cipher text into
the respective cipher alphabets to which they belong. This i1s the step
which reduces the polyalphabetle text to monoalphabetic terms.

(3) Analysis of the individual moncalphabetic distrabutions to deter-
mine plaintext values of the cipher letters in each distribution or alphabet.

b. The foregoing steps will be treated in the order in which mentioned.
The first step may be described briefly as that of determining the period.
The second step may be described briefly as that of reductiom o monosalpha-
betic terms. The third step may be designated as identification of cipher-
text values,

15 First step: finding the length of the period. --a., The determina-
tion of the period, that is, the length of the Xey or the number of cipher
alphabets involved in a cryptogram enciphered by the repeating-key method
is, as a rule, a relatively simple matter. The cryptogram itself usually
manifests externally certain phenomena which are the direct result of the
use of a repeating key. The principles involved are, however, so fundamen-
tal in cryptanalysis that thelr elucidation warrants a somewhat detailed
treatment. This will be done in connection with a short example of encipher-
ment, showm in Fig. 10.

Message

THE ARTILLERY BATTALION MARCHING IN THE REAR OF THE ADVANCE GUARD
KEEPS ITS COMBAT TRAIN WITH IT INSOFAR AS PRACTICABLE.

—CONFIDENTIAL 23




A64563

REF ID

BIUE, using direct standard alphabets)

(Key:

Cipher Alphabets

Ni< MEHA
HNarpno
e - m
IO
o
Lo By O P
EHD M e
wkHA =
min o 2>
ol mM D
o< i
olhN+H®m
mjo M
sEExoc
HIE = By B
MRkl>mMmo
YT R-X-F
HiRhEHOE
®i- v mAa
‘o m <M
oo m
B ey B
Al o X

C
D
N
W
G

Mo X > i

1).... B
(2).... L
(3)ec.. U
(4).... B

Plain..l.'.-.. A

R O
=1 (= o]
ik o
i< M

A< m
=11
=i »
Al B

i ot
=] =]
(5]
(] o

A<
=] <]
=
m e

n =
R
B A
A By

=
HO
HM
m o

EEPS

RTIL

(S &)
m =
(N
HR

™o
WS
M
- X

ITSC

LERY

< M
m >
& >
O M

B <
&=
< 3
Mo

OMBA

BATT

< (K
s
Bt &
=

ow
Ho
A=
<M

TTRA

ALIO

- E
=
=
ol

o>
<D
&
= o

INVWI

NMAR

&4
Ho
=R
=

=
HO
=N}
A

THIT

CHIN

ow
n xE
=
L )

B4 ™
=i
- e
S

INSO

GIRNT

< K
-
< 1
S

M -
m A
o]
o

FARA

HERE

< &
(-
A <
(O8N )

B
o -
Ko
<M

SPRA

AROF

oo
~Ho
BHM
oA

< f
g
i n
EBp

CTIC

THEA

B -
el )
M E
< m

=
< P
-0
A A

ABLE

DVAN

= o]
O <
&0
oA

CEGU

Figure 10.

2k




REF ID:A64563

Cryptogram:
USYES ECPMP LCCLN XBWCS OXUVD SCRHT
HXIPL IBCIJ USYEE GURDP AYBCX OFPJVW
JEMGP XVEUE LEJYQ MUSCX JYMSG LLETA

LEDEC GBMFI

b. Regardless of what system is used, identical plaintext letters
enciphered by the same cipher alphabet! must yield identical cipher letters.
Referring to Fig. 10, such a condition is dbrought about every time that
identical plaintext letters happen to be enciphered with the same key let-
ter (i.e., every time identical plaintext letters fall into the same column
in the encipherment)? Now since the number of columns or positions with
respect to the key is very limited (except in the case of very long key
words), and since the repetition of letters is an inevitable condition in
plain text, it follows that there will be in a message of fair length many
cases vhere identical plaintext letters must fall into the same columm.
They will thus be enciphered by the same cipher alphabet, resulting, there-
fore, in the production of many identical letters in the cipher text and
these will represent identical letters in the plain text. When identical
plaintext polygraphs fall into identical columns the result is the forma-
tion of ldentical ciphertext polygraphs, that is, repetitions of groups of
2, 3, 4, . . . letters are exhibited in the cryptogram. Repetitions of
this type will hereafter be called causal repetitions, because they are
produced by a definite, traceable cause, viz., the encipherment of identical
letters by the same cipher alphabets.

¢. It will also happen, however, that different plaintext letters
falling in different columns will, by mere accident, produce identical
cipher letters. Note, for example, in Fig. 10 that in the first column
(under By), Rp becomes Sc and that in the second column (under Ly), Hp also
becomes Se. ghe production of an identical ciphertext letter in these two
cases (that is, a repetition where the plaintext letters are different
alphabets) is merely fortuitous. It is, in everyday language, "a mere
coincidence", or "an accident.” For this reason repetitions of this type
will hereafter be called accidental repetitions.

d. A consideration of the phenomenon pointed out in subpar. c makes
it obvious that in polyalphabetic ciphers it is important that the crypt-
analyst be able to tell whether the repetitions he finds in a specaifiec

1 11 15 to be understood of course that cipher alphabets with single equivalents are meant 1n this case

2 The frequency with which this condition may be expected to occur can be definitely calculated A
discussion of this pownt will be treated in Military Cryptanalytics, Part Il
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o

case are causal or accidental in their origin, that is, whether they

represent actual encipherments of identical plaintext letters by iden- -
tical keying elements, or mere coincidences dbrought about purely for-

tuitously.

e. Now accidental repetitions will, of course, happen fairly fre-
quently with individusl letters, but less frequently with digraphs, because
in this case the same kind of an "accident" must take place twice in suc-
cession. Intuitively one feels that the chances that such a purely
fortuitous coincidence will happen two times in succession must be much
less than that it will happen every once in a while in the case of single
letters., Similarly, intuition makes one feel that the chances of such
accidents happening in the case of three or more consecutive letters are
still less than in the case of digraphs, decreasing very rapidly as the
repetition increases in length.

f. The phenomens of cryptographic repetition may, fortunately, be
dealt with statistically, thus taking the matter outside the realm of
intuition and putting it on a firm mathematical or objective basis.
Moreover, often the statistical analysis will tell the cryptanalyst when
he has arranged or rearranged his text properly, that is, when he is
approaching or has reached monocalphabeticity inm his efforts to reduce
polyalphabetic text to its simplest terms. By means of the binomial dis- ‘
tribution,® it is possible to compute tables of the expected number of
digraphs, trigraphs, end other polygraphs occurring exactly 0, 1, 2,
3, . . . x times in a sample of random text of a given size; then the
repetitive phenomena in a eryptogram under study may be compared with the
phenomena expected by pure chance (i.e., in samples of random text of the -
same size as the cryptogram) as a means of evaluating whether or not the
observed repetitions and their number are significant. If the observed
repetitive phenomena are no more than would normally be expected by chance,
then these phenomena cannot be used as a basis for cryptanalytic attack,
if however these repetitions are highly unlikely to have occurred by
chance, then they are open to interpretation and exploitation. The tables
derived from the binomial distribution are given in subpar. g, below,4

A\

3 This distribution, as well as the Poisson exponential distribution (which is an approximation to the
binomial) will be treated 1n Military Cryptanalytics Part IIf

4 The tables 1llustrated here have been computed using the formula for the number of comparisons as
{N-t+l)(N-1) where N 15 the number of letters in the sample size and t 1s the length of the polygraph
2
Strictly speaking, the formula (N-2t4+2)(N 2t+l) should be used to discount overlapping repetitions such
2

as the "repeated tetragraph' in the sequence ABCABCA, however 1n most statistical computatiolts -
especially where analytical machine techmques are employed the scoring 1s almost 1nvanably predicated

upon the first formula The two formulas are practically equivalent, except for small values of N when

the second formula 1s the more precise one for the number of comparisons
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g. Fig. lla is a table of the expected number of digraphs appearing
exactly 2, 3, ¥,”. . . 10 times in samples of random text of sizes 100 to

Fig. 11b is a table of the expected number

of trigraphs appearing exactly 2, 3, and 4 times by chance in these sample
sizes, and Figs. 1lc and 4 contain the data for tetragraphs and pentagraphs,
respectively. As an illustration of the use of these tables, from Fig. lla

Ko. of
Letters

E(2)

E(3)

E(4)

Expected number of digraphs occurri§g
E(6

E(5)

E(7)

exactly x times
E(8)

E(9)

E(10)

100
200
300
400
500
600
700
8oo

900
1000

6.21
21.8
2.5
65.3
88.1

110
129
145
158
169

0.298
2.12

6.23
12.8

0.011
0.154
0.683
1.87
3.97
7.11
11.%
16.8
23.2
30.6

0.009
0.060
0.220
0.582
1.25
2.35
3.96
6.16
9.03

0.004
0.022
0.071
0.184
0.k03
0.777
1.36

2.21

0.002
0.008
0.023
0.059
0.130
0.257
0.466

0.003
0.008
0.019
0.043
0.085

Figure 1lla.

No. of
letters

E(2)

Exp. no. of trigraphs

E(3)

E(L

No. of
letters

Tetragraphs
E(2) E(3)

No. of
letters

Penta.
E(2)

100
200
300
koo
500
600
700
800

900
1000

0.269
1.10
2,48
L.4o
6.85
9.81
13.3
17.3
21.8
26.8

0.001
0.00k4
0.01k
0.033
0.06L
0.111
0.175
0.261
0.371
0.505

0.001
0.002
0.003
0.005
0.008

100
200
300
400
500
600
700
800
900
1000

0.010
0.043
0.096
0.171
0,270
0.389
0.530
0.693
0.877

1.08 |0.001

100
200
300
koo
500
600
700
800

900
1000

0.002
0.004
0.007
0.011
0.015
0.021
0.027
0.034
0.0k2

Figure 11b.

Figure llc.

Figure

114,

we observe that in a sample of 300 letters of random text we may expect
about 43 (rounded off to the nearest integer) digraphs to occur twice,

6 digraphs to occur three times, and about 1 digraph to occur four times.
The meaning of the decimal fractions in that row under E(4), E(5), and

E(6) may be interpreted as follows:

the entry 0.683 under E(4) means

that in 100 samples of 300 random letters each, about 68 of them will have
a digraph occurring 4 times within the sample, the entry 0.060 under E(5)
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means that in 100 samples of 300 random letters each, 6 of them will

have & digraph occurring 5 times; and the entry 0.004 under E(6) means

that in 1,000 samples of 300 random letters, 4 of them may be expected

to have a digraph occurring 6 times. From Fig. 11b, we note that a

sample of 300 random letters may be expected to contain 2 or 3 trigraphs
occurring twice; and in 1,000 of such samples, li may be expected to
contain a trigraph occurring three times. From Fig. 1llc, we note that in
1,000 samples of 300 random letters, 96 of them may be expected to contain
a repeated tetragraph, while the chance of a tetragraph occurring three
times in these 1,000 samples is so small as to be practically non-existent,
note that, under E(3) of the last row of this Figure, if we had 1,000
samples of 1,000 letters each, only 1 of them may be expected to contain

a threefold occurrence of a tetregraph. From Fig. 114, we see that if we
had 1,000 samples of 300 random letters, only 4 of them may be expected

to contain a pentagraphic repetition (i.e., a pentagraph occurring twice) s
and that in these 1,000 samples there is, in unmathematical but neverthe-
less precise language, not a ghost of a chance that a pentagraph will occur
three times.

h. The foregoing tables may also be used to determine the cumilative
values of digraphs and polygraphs expected to appear x or more times in
samples of random text. Using Fig. lla as an example, in a 300-letter
sample of random text, if the entries under E(2) to E(b) are added together,
the sum (49.477) 1nd1catee that about 49 digraphs may be expected to occur ‘
at least twice (i.e., two or more times); if the values E(3§eto E(6) are
added together, the sum (6.977) shows that 7 digraphs may be expected to
occur three or more times; if the entries under E(4) to E(6) are added
together, the sum (0.747) shows that in 100 such samples of random text,
about 75 of them will contain a digraph occuring at least four times; and
if the entries under E(5) and E(6) are added, their sum (0.065) shows that
in 1,000 300-letter samples of random text, 65 of these may be expected to
contain a digraph occurring five or more timea.

i. As an illustration of the application of the foregoing discussion,
it 1s indicated that if a cryptanalyst were to have at hand only the crypto-
gram of Fig. 10, with the repetitions underlined as below, a statistical
study of the number and length of the repetitions within the message would
tell him that while some of the digraphic repetitions may be accidental,
the chances that they all are accidental are small. In the case of the
tetragraphic repetition he would realize that the chances of its being
accidental are very small indeed. .

USYES ECPMP LCCLN XBWCS OXUVD SCRHT

HXIPL IBCIJ USYEE GURDP AYBCX OFPJW

JEMGP XVEUE LEJYQ MUSCX JYMSG LLETA

el

LEDEC GBMFI .
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J. A consideration of the facts therefore leads to but one conclu-
sion, viz., that the repetitions exhibited by the cryptogram under investi-
gation are not accidental dbut are causal in their origin; and the cause is
in this case not difficult to find: repetitions in the plain text were
actually enciphered by identical alphabets. In order for this to occur,
it was necessary that the tetragraph USYE, for example, fall both times in
exactly the same relative position with respect to the key. Note, for
example, that USYE in Fig. 10 represents in both cases the plaintext poly-
graph THEA. The first time it occurred it fell in positions 1-2-3-4 with
respect to the key, the second time it occurred it happened to fall in the
very same relative positions, although it might jJust as well have happened
to fall in any of the other three possible relative positions with respect
to the key, viz., 23421, 3-4-1-2, or 4-1-2-3.

k. Lest the student be misled, however, & few more words are necessary
on this subject. In the preceding subparagraph the word "happened" was used;
this word correctly expresses the idea in mind, because the insertion or
deletion of a single plaintext letter between the two occurrences would
have thrown the second occurrence one letter forward or backward, respec-
tively, and thus caused the polygraph to be enciphered by a sequence of
alphabets such as can no longer produce the cipher polygraph USYE from the
plaintext polygraph THEA. On the other hand, the insertion or deletion of
this one letter might bring the letters of some other polygraph into similar
columns so that some other repetition would be exhibited in case the USYE
repetition had thus been suppressed.

1. The encipherment of similar letters by similar cipher alphabets
is therefore the cause of the production of repetitions in the cipher text
in the case of repeating-key ciphers. What principles can be derived from
this fact, and how can they be employed in the solution of cryptograms of
this type?

m. If a count is made of the number of letters from and including the
first USYE to, but not including, the second occurrence of USYE, a total of
4O letters is found to intervene between the two occurrences. This number,
40, must, of course, be an exact multiple of the length of the key.4 Having
the plain text before one, it is easily seen that it is the 1l0th multiple;
that is, the L-letter key has repeated itself 10 times between the first and
the second occurrence of USYE. It follows, therefore, that if the length
of the key were not known, the number 4O could safely be teken to be an
exact multiple of the length of the key; in other words, one of the factors
of the number %0 would be equal to the length of the key. The word “safely”
is used in the preceding sentence to mean that the interval 4O applies to a
repetition of 4 letters and it has been shown that the chances are small
that this repetition is accidental. The factors of 40 are 2, &, 5, 8, 10,
and 20. So far as this single repetition of USYE is concerned, if the length
of the key were not known, all that could be said about the latter would be

4 Barnng that1s cases such as those mentioned in subpar 16b and in footnote 6 on p 32
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that it is equal to one of these factors. The repetition by itself gives
no further indications. How can the exact factor be selected from among
a8 list of several possible factors?

n. Let the intervals between all the repetitions in the cryptogram
be listed. They are as follows:

Repetition Interval Factors

1ot USYE t0 24 USYB.eeeeeeeosvoocossccsocsaces 40
1st BC t0 24 BCuuveeeasvocssacsscnssnsssscanses 16
lst cx to 2d CX..I.........."..........-..ll. 25
lstEcto 2d EC.I....I'I.I....I.....!..'O...l. 88
1stLEt° 2d-LE-...l........llll.....l........ 16
24 LE to 3d LEicseeceoanenssesccansacsccoscscsne 4
18t LE t0 3d LB.ivceocescosoesvocecsconcstsosnse 20
lstJYto 2d JY......II...'.Ill.l"'..'..'.ll. 8
1stPLt° 24 PL-..........-o-o-a-o-c-o-o-o-oon 2,4‘
181'. sc to 2d SC....-.-..o...--..........-..... 52
(1st SY to 24 SY, already included in USYE.)
(1st US to 24 US, already included in USYE,)
23 US t0 3d USiveeecocscccnssveascccscsscncseeesd 36
18t US t0 3 USseeessccsecsccasocssosnesccraons 16
(1st YE to 24 YE, already included in USYE,)

-
-

5, 8, 10, 20
8

-
-

-
~

11, 22, 4
8

5, 10

-
-

e

4, 6, 8, 10, 12
13, 26

-

PDROONNN WD
FWEE & EE

-
-

y 3, 4,6, 9,18
4, 19, 38

N

©. Are all these repetitions causal repetition? Since, from Fig. lle,
we find that the expected number of tetragraphs appearing twice (i.e., a
tetragraphic repetition) in 100 letters of random text is 0.01, this decimal
fraction means that in 100 such cases only 1 may be expected to contain a
repeated tetragraph; thus it is a 99-to-1 chance of the USYE repetitions
occurring accidentally. From Fig. 1lla, the expected number of digraphs
occurring 3 times 1s 0.298; so the chances against the threefold occurrence
of the two digraphs LE and US are quite high. We expect only 6.5 digraphs
to occur at least 2 times in 100 letters of random text, but in our sample
we have 10 digraphs appearing two or more times. The chances are very
great, therefore, that the majority of these repetitions are causal, so that
it is not astonishing that the intervals betweeen all the various repetitions,
except in one case, contain the factors 2 and 4.

P. This means that if the cipher 1s written out in either 2 columns
or 4 columns, all these repetitions (except the CX repetition) would fall
into the same columns. From this it follows that the length of the key is
either 2 or 4, the latter, on practical grounds, being more probsble than
the former. Doubts concerning the matter of choosing between a 2-letter
and a 4-letter key will be dissolved when the cipher text is distributed
into its component uniliteral frequency distributions.
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q. The repeated digraph CX in the foregoing message is an accidental
repetition, as will be apparent by referring to Fig. 10. Had the message
been longer there would have been more such accidental repetitions, but,
on the other hand, there would be a proportionately greater number of
causal repetltions. This is because the phenomenon of repetition in plain
text is so all-pervading.

r. Sometimes it happens that the cryptanalyst quickly notes a repe-
tition of a polygraph of four or more letters, the interval between the
first and second occurrences of which has only two factors, of which one
is 8 relatively small number, the other a relatively high prime number . ®
He may therefore assume at once that the length of the key is equal to the
smaller factor without searching for additional recurrences upon which to
corroborate his assumption. Suppose, for example, that in a relatively
short cryptogram the interval between the first and second occurrences of
a polygraph of five letters happens to be a number such as 203, the factors
of which are 7 and 29. Evidently the number of alphabets may at once be
assumed to be 7, unless one 1s dealing with messages exchanged among
correspondents known to use long keys. In the latter case one could assume
the number of alphabets to be 29.

s. The foregoing method of determining the period in a polyalphabetic
cipher 1s commonly referred to in the literature as "factoring the inter-
vals between repetitions”, or more often it is simply called "factoring."
Because the latter is an apt term and is brief, it will be employed here-
after in this text to designate the process.

t. As an aid in the determination of possible periods in cases under
study, there is given at the end of this chapter a table of the factors of
all numbers from 1 to 400 inclusive (cf. pp. 41 - u44).

16. General remarks on factoring.--a. The statement made in par. U
with respect to the cyclic phenomens said to be exhlbited in cryptograms
of the periodic type now becomes clear. The use of a short repeating key
produces a periodicity of recurrences or repetitions collectively termed
"eyclic phenomena", an analysis of which leads to a determination of the
length of the period or cycle, and this gives the length of the key. Save
for a rare exception mentioned below, only in the case of relatively short
cryptograms enciphered by a relatively long key does factoring fail to lead
to the correct determination of the number of cipher alphabets in a repeating-
key cipher; and of course, the fact that a cryptogram contains repetitions
whose factors show constancy is in itself an indication and test of its
periodic nature. It also follows that if the eryptogram is not a repeating-
key cipher, then factoring will show no definite results, and conversely the
fact that 1t does not yield definite results at once indicates that the
eryptogram is not a periodic, repeating-key cipher.

s A prime number 1s defined as one which 1s exactly divisible only by itself and 1
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b. There are two main cases in which factoring leads to no definite
results. One 1s in the case of monoalphabetic substitution ciphers. Here
recurrences are very plentiful as a rule, and the intervals separating -
these recurrences may be factored, but the factors will show no constancy,
there will be several factors common to many or most of the recurrences.
This in itself is an indication of a monoalphabetic {monographic) substi-
tution cipher, if the very fact of the presence of many recurrences fails
to impress itself upon the inexperienced cryptanalyst. The other case in
which the process of factoring is nonsignificant involves certain types
of nonperiodic, polyalphabetic ciphers. In certain of these ciphers,
recurrences of digraphs, trigraphs, and even longer polygraphs may be
plentiful in a long message, but the intervals between such recurrences
bear no definite multiple relation to the length of the key, such as in
the case of the true periodic, repeating~key cipher, in which the alphabets
change with successive letters and repeat themselves over and over again.6

¢. Factoring 1s not the only method of determining the length of the
period of a periodic, polyalphabetic substitution cipher, although it is by
far the most common and easily applied. At this point it will merely be
stated that when the message under study 1s relatively short in comparison
with the length of the key, so that there are only a few cycles of cipher
text and no long repetitions affording a basis for factoring, there are
geveral other methods available. However, it being deemed inadvisable to
interject the data concerning those other methods at this point, they will .
be explained subsequently. It is desirable at this Juncture merely to
indicate that methods other than factoring do exist and are used in practi-
cal work.

d. Fundamentally, the factoring process is merely a more-or-less
simmle mathematical method of studying the phenomena of periodicity in
cryptograms. It will usually enable the cryptanalyst to ascertain definitely
whether or not a given cryptogram is periodic in nature, and if so, the
length of the period, stated in terms of the cryptographic unit involved.

By the latter statement is meant that the factoring process may be applied
not only in analyzing the periodicity manifested by cryptograms in wvhich

the plaintext units subjected to cryptographic treatment are monographic

in nature (i.e., are single letters) but also in studying the periodicity
exhibited by those occasional cryptograms wherein the plaintext units are
digraphic, trigraphic, or n-graphic in character. The student should bear
this point in mind when he comes to the study of substitution systems of the
latter sort.

6 One further case which mught be mentioned 1s that of periodic ciphers :n which the key word or phrase
contawns repeated polygraphic segments, such as in NATIONALORGANIZATION A five-letter word en-
ciphered in alphabets 2-6 will have the same ciphertext equivalents as the same word enciphered 1n .
alphabets 16-20, thus giving rise to a causalreperition, but the interval between the occurrences will not
reflect the length of the true period Such repetitions are referred to as being the result of the sub-cycles
in the total key, these phenomena are often encountered 1n the study of certain machine cipher systems
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17. Second step: distributing the cipher text into the component
monoalphabets.--a. After the number of cipher alphabets involved in the
cryptogram has been ascertained, the next step i1s to rewrite the message
in groups corresponding to the length of the key, or in columnar fashion,
vhichever is more convenient, and this automatically divides up the text so
that the letters belonging to the same cipher alphabet occupy similar posi-
tions in the groups, or, if the columnar method is used, fall in the same
column. The letters are thus allocated or distributed into the respective
cipher alphabets to which they belong. This reduces the polyalphabetic
text to monoalphabetic terms.

b. Then separate uniliteral frequency distributions for the thus
isolated individual alphabets are compiled. For example, in the case of
the cipher in subpar. 15i, having determined that four alphabets are in-
volved, and having rewritten the message in four columns, a frequency
distridbution is made of the letters in the first column, another is made
of the letters in the second column, and so on for the four columns.

Bach of the resulting distributions 1s therefore a mounoalphabetic fre-
guency distribution. If these distributions do not give the characteristic
irregular crest-and-trough appearance of monoalphabetic frequency distri-
butions, including the expected number of blanks (A), and if the ¢, of
these distributions do not meet the range of the expected value of ¢p

(or do not yield I.C.'s in the close vicinity of the expected value of
1.73), then the analysis which led to the hypothesis as regards the num-
ber of alphabets involved is fallacious. In fact, the ¢ or I.C. of thease
individual distributions may be considered to be an index of the correct-
ness of the factoring process; for theoretically, and practically, the
individual distributions constructed upon the correct hypothesis will tend
to conform more closely to the expected ¢ or I.C. of a monoalphabetic fre-
quency distribution than will the distributions comstructed upon an incor-
rect hypothesis. These considerations will be discussed in the next para-

graph.

18. Statistical proof of the monoalphabeticity of the distributions.
--a. The student is already familiar with the monographic ¢ test for de-
termining the relative monoalphaebeticity of a distribution; this test was

discussed in detail in par. 27 of Military Cryptanalytics, Part 1. The
formulas for monographic ¢p and ¢, were stated as ¢, = .&371!!11-17 , and

¢p = .0385N(N-1), where N is the total number of elements in the distribu-
tion. The $, was calculated by the formula ¢, = €r(f£-1), vhere f is the
frequency of each element of the distribution. The I.C. was defined as

the ratio of ¢o to $r; the monographic I.C. of English plain text was
given as 1.73, as compared with the I.C. of 1.00 for random text.’

b. The ¢ test may be applied to the distributions of periodic poly-
alphabetic ciphers to confirm the monoalphebeticity of the distributions
(made on an hypothesis of n alphabets) and thereby confirm the length of
the period; this test is particularly applicable ir difficult cases, as for

7 A more convement formula for the monographuic I C 1s 26%f(f-1), which 1s equivalent to :o
N(N-1) r
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instance where there are insufficient polygraphic repetitions in a ghort
text, or where the factoring resolves itself into two or more periods.

If the correct period is assumed, then the ¢ test applied to each of the
alphabets should approximate fairly closely and consistently the value

for ¢,; and, conversely, if an incorrect period is assumed, the ¢, should
approximate the value of ¢r more than it does ¢p. It 1s to be remarked
that small deviations for the expected values are usual, and indeed is the
normal situation, but that large deviations are rare. The degree of devia-
tion that may be expected may be determined by statistical means, under

the concept of the standard deviation of ¢; however, this topic is reserved
for treatment in Military Cryptanslytics, Part III,

¢. For reference purposes, there is appended in Fig. 12, bvelow, a
table of the expected values of ¢p and ¢y for sample sizes (Ns from 11 to
100, inclusive. Since the I.C. is an expression of monoalphabeticity in
terms of a ratio, the evaluation of distributions will be expressed in
terms of the 1.C. in the future, unless the ¢ values are more convenient
in specific cases.

I B BRI B R

11| 7.3% L4.23 || 29] sS4 31| 47| 18 83| 65 | 277 160 || 83 | b5k 262
12| 8.80 5.08 |l 30| 58 33 48| 150 87| 66 | 286 165 || 84 | 465 268 .
13]10.4 6,00 | 31| 62 36| 49| 157 90| 67 ] 295 170 || 85| 476 275
1412.1 7.00 || 32| 66 38& 50 | 163 ok || 68 | 304 175 || 86 | 488 281 .
15)14.0 B8.08 || 33| 70 M1l 51 ) 170 98| 69 | 313 180 || 87| k99 288
16]16.0 9.23 | 34| 75 43| 52| 177 102 || TO | 322 186 l 881511 294
17/18.1 10.5 (35| 79 46|l 53 | 184 106 || 71 | 331 191 || 89| 522 301 )
18/20.4 11.8 36 84 481 sS4 | 191 110 || 72 | 341 197 || 90| 534 308
19/22.8 13.2 37 89 51| 55| 198114 || 73 | 351 202 || 91| 546 315
20{25.3 14.6 38| ok 54 ’ 56 | 205 118 || T4 | 360 208 || 92| 558 322
21/ 28.0 16.2 391 99 ST 57| 2243 123 || 75 | 370 213 || 93| 571 329
22/ 30.8 17.8 boliok 60 58 | 221127 |l 76 | 380 219 || 94 | 583 336
23(33 8 19.5 411109 63| 59 | 228 132 || 77 | 390 225 || 95| 590 343
24{36.8 21.2 b21115 66 )] 60 | 236 136 || 78 | bol 231 || 96 | 608 351
25| 40.0 23.1 431120 69| 61 | 2% 141 || 79 | W11 237 1 97 | 621 358
26 43.4 25,0 Wi 126 73 62 | 252 145 || B0 | 422 243 || 98 { 63k 366
27 46.8 27.0 450132 76| 63 | 261 150 || 81 | 432 249 || 99| 647 373
28| 50.4 23.1 U61138 8o || o4 | 269 155 || 82 | 443 2554]100 660 1381

Figure 12,
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d. The uniliteral distributions for the four columns of cipher text
in Fig. 10 are made, and are shown below together with the ¢ and I.C.
values for these distributions:

- S - == I ¢ =36
BCDEFGHRIJKLMNOPQRSTUVWIXYZ (I.C. = 1.54)
Alphebet 1
- = E _ = —mm ¢ = hb
ABCDEFGH IJKLMNOPQR TUVWXYZ (.c. =1.88)
Alphabet 2
- * - - - ta- - - - = ¢=’46
ABCDEFGHIJKLMNOPQRSTUVWIXYZ (1.c. = 1.97)
Alphabet 3
-— E = Z - - == - — = e ﬁ’“’
ABCDEFGHIJKLMNOPQRSTUVWIXYZ (1.c. = 1.88)
Alphabet 4

It can be seen that these distributions are clearly monoalphabetic, since
the ¢ values are in the viecinity of (which, for this size sample, is

40) rather than close to ¢r (in this case, 23$ It is pointed out that

any other assumed periods, which are not a multiple of I, will not yield
monoalphabetic distributions. But if in this case a period of 8 were as-
sumed, these 8 distributions would be monoalphabetic, however it would be
noticed that the distributions for alphabets 1 and 5 would be quite similar,
and likewise alphabets 2 and 6, 3 and 7, and 4 and 8--therefore these 8
distributions could then be combined into the four distributions of the
correct hypothesis.®

e. A further application of the ¢ test should be considered at this
time, “that is, the cases where the length of the period is large as com-
pared with the size of the sample of cipher text.? Although a single ¢
test for small values of N would rarely give a reliable result, it is
nevertheless possible to apply this test for small values of N, provided it
is possible to obtain the average for a number of such tests. Thus it is
usually possible to determine the period of a polyalphabetic cipher, where
the number of alphabets is large and the number of letters per distribution
is small, even though there are no long repetitions.

8 Cf the discussion on the Y (clu) test in par 37

% The discussion which follows and the example 1llustrated are based on certain parts of the pioneer work
of Dr Solomon Kullback 1n his treatise Statistical Methods in Cryptanalysis (Revised Edition), Washington
1938
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(1) Let us consider the following cryptogram which is known to be
enciphered by pericdic polyalphabetic substitution, where the number of
alphabets is between 4O and 50:

HSKUS PMFHD UJJIX MSPTP OIPCI WKZVU
YPPNE USAIG BOOGA OPGPR HBOUC SHPVG
HQXZS ACKRK VBGHEM VSFRY TTKHK VWZIXV
LIJHW ARLKF IJSLT MHKAH QTUVT XSMEC
FCSKT GOOYB X2VLI JRYAC DWEJM SCAFP
IEAXO KAQDW EXPYP QHDNO JIXNZ JGKNUD
OARFU ERJOY BDOKE IKDUV TDVEV LETDO
AFROU RNYNBD VQOBE GGSHQ HXOPU Z2COCU
KKZLT PHKRT CCOAS BZUGB UBBUN OVTPO
VMIZD EPQFV K2Z

If we assume a period of 50, the cryptogram would be written out on this
wldth, as illustrated below; the ¢, value for each column is obtained and
is included in the diagram:

1 1 2 2 3 3 4 L ]
5 ¢ 5 0 5 o 5 0 5 o
HSKUSPMFHDUJJ DXMSPTPOIPCIWKZVUYPPNEUSAIGBOOGAOPGPR
HBOUCSHPVGHQXZSACKRKVBGHMVSFRYY TKHKVWZXVL IJHWARLKF
IJSLTMHKAHQTUVIXSMECFCSKTGOOYBXZVLIJRYACDWEJMSCAFP
IEAXOKAQDWEXPYPQHDNOJ IXNZJGNUDOARFUERJOYBDOKEIKDUV .
TDVEVLETDOAFROUNYNBDVQOBEGGSHQEXOPUZCOCUKKZLTPHKRT
CCOASBZUGBUBBUNOVTPOVMIZDEPQFVKZ
40222020202000002002620002200022002020002020000002

We note that there are 32 columms wherein K = 6, and 18 columns wherein
N = 5; we also note that the ¢ values range between §§ and 6. In the dia-
gram below, keeping the data from the two categories of N separate, the
column labelled "¢" is the observed value of ¢; the column labelled "x"

N=6 Na5
¢! x|¢x $ ] X|ex
ol1T[ © 0f(13| ©
21326 2| 5(10
Wl 1] & ] o] O
6| 1|6 6|00
32136 15|10

is the number of times the particular value of ¢ occurred; and the columm
labelled "¢x" is the product of the preceding two columns (given as a means

of arriving at the aver value of ¢). The average value of ¢ (symbolized
by §, which 18 read as E=¢ bar") vhere N = 6 is 36, or 1.13; the § where
32

N=51s 10, or 0.56; in other words, the average value of ¢ is derived by

i8
adding up all the ¢, values for a given column length, and then dividing by .

the number of columns of that length. The values of ¥ are compared with
36
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and ¢, below, and, since ¢ more closely approximates ¢, than it does
¢p, the conclusion is reached that the period of the cryptogram is not

50.10
N=6 N=35
) 1.13 0.56
¢p | 2.00 1.33
ép | 1.15 0.77

(2) Since we have discarded 50 as a possible period, we write the
cryptogram on a width of 49 and examine its statistics; if this width fails,
then we write the cryptogram on widths of 48, 47, ...etc. The results of
assumptions of widths from 49 down to 44 are shown in the diagram below:

49 alphavets || 48 alphabets || 47 alphabets
_'_Nﬁl6 Ns5||KN=6 N=5 Nn6(
® 1.57[ 0.67 1.33] 0.33 0.85
ép | 2.00}1.33 2.00 | 1.33 2.00
¢ |__1.15]0.77 1.15| 0.77 1.15

46 alphavets || 45 alphabets || 44 alphabets
_ | HN=7 N=s6||KN=7 KRu6||N=T Neb
® 1.0071.15 1.50 ] 0.69 1.2271.23
o | 2.80|2.00 2.80 | 2.00 2.80 | 2.00
o0 | 1.66|1.15 || 1.66|1.25 || 1.66]1.15

These assumed periods are discarded one by one because ¢ did not come up
to plaintext expectations,

10 g ultback 1bd , p 42, camnes the analysis further by considering the sigmages of the deviations,
and expresses these in terms of probability statements (assuming for convenience that this sigmage is nor-
mally distributed) He shows that, for N = 6, only 16% of monoalphabetic text would yield a value of $
as small as or smaller than 1 13, whereas 52% of random text would yield a value of § as large as or larger
than 1 i3, for N =5, only 35% of monoalphabetic text would yield a value of 3 as small as or smaller than
0 56, whereas 75% of random text would yield a value of 3 as large as or larger than that observed This
1s more compactiy illustrated in the diagram below-

N =6 N=§

§. N letters of — —~
monoalphabetic text | P(4=113)= 16 { P(d=0 56)= 36

§. N letters of P@=113)= 52 [P} =056)= 175
random text
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(3) Now testing for a period of 43, we write out the cryptogram on
this width and take the ¢, of the columms, as is illustrated below:

1l 1 2 2 3 3 L &
> 0 > 0 > 0 > 0 3
HSKUSPMFHDUJJ IXMSPTPOIPCIWKZVUYPPNEUSAIGBOO
GAOPGPRHBOUCSHPVGHQXZSACKRKVBGHMVSFRYYTKHKV
WZXVLIJHWARLKF IJSLTMEHKAHQTUVTXSMECFCSKTGOOY
BXZVLIJRY ACDWEJMSCAFPIEAXOKAQDWEXPYPQHDNOJ I
XNZJGRUDOARFUERJOYBDOKEIKDUVTDVEVLETDOAFROU
NYNBDVQOBEGGS HQHXOPUZCOCUKKZLTPHKRTCCOASBZU
GBUBBUNOVTPOVMIZDEPQFVKZ
202444242640242460404UIE620182204 20422242462

The data from this hypothesis are tabulated in the following diagram:

N=T7 N=6
® X ¢x ¢ x éx
o[ &% ] O o] 3] O
2|1 6 |12 2| 9|18
b 111 | 44 2 4 12
6 18 1
o | 8| 1] 8 ®
| 1|1k
19 | &2
$=1,1}-3.08 F 62 =3.26
2 19 -

The comparison of the ¢ values with the values for ¢p and ¢ is illustrated
in the following diagram:

_ N=7 N=6
¢ [ 3.08 3.2
ép | 2.80 2.00
or | 1.66 1.15

There seems to be no doubt that the period of the eryptogram is 43.

(4) In this example, it is noted that ¢ counts were made of the
columns of the write-outs of the cryptogram on the various widths, in this
case, ¢'s are more convenient to use than their translation in terms of the
decimal values of I.C.'s. If however we had much longer columns, the I.C.
values might give a quicker portrayal of the relative goodness of the col-
umns. Note that we could have used I.C.'s in expressing the final result =
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of each assumption of a period, as follows:

50 alphabets {| 49 alphabets || 48 alphabets || 47 alphabets
Nsé6 NeS||Nw6 NesS|lNub6 Na5 Ns=6
1.c.| 0.98 0.73 1.37 0.87 1.16 0.43 0.7%
k6 alphabets || 45 alphabets || 44 alphabets || 43 alphabets
N=7 Ns6||N=7 N=26||N=7 N=6I|I8E=T7T N=6
I.C. 0.60 1.00 0.90 0.60 0.73 1.07 1.86 2.83

It will be observed that the data may be evaluated much more rapidly in
the case of I.C.'s, since we need to keep only one invariant index (1.73)
in mind in comparinf our results with the expected value of the I.C. for
English plain text.l!

11 1) the calculations of this problem Kullback treated the statistics for the long and short columns
separately, this was done primanly to make easter the determination of the sigmages of the deviations
However, 1t 15 possible to derive a single statistic (eather ¢ or I C ) for each hypothesis of a period,
elimimnating the necessity of looking at two sets of data for each assumption of a period

For nstance 1n the hypothesis of 50 alphabets, the total number of comparisons 1s 32(§_x§)+ 18(5_xé)= 660
2 2
thus the ¢ values (which by definition are twice the expected number of comncidences) are the following

4, = 2(660)( 0667T) = 88
& =2(660) 0385) = 51

The observed ¢ is the sum of the ¢ values for the long and short columns, so that ¢, =36 +10 =46 The
1C 1sthus46 =0 90
51
In the hypothesis of 43 alphabets, the number of comparisons 15 24(‘1::_6_) +18 (@5__5) , thus
2 2
¢P = 2(789) = 105
15

¢ =2(789) = 6l
26
00 =74 +62 =136

The 1 C of 136 =2 23 points to this hypothesis as the correct period
61
equal to 1 so that computation 15 facilitated by using 1 and 1 nstead of 0667 and 0385 for the plain-
156 15 26
text and random constants respectively )

(Note that 0667 is approximately

Having established the period as 43 solution of this example 1s predicated on the assumption that
standard alphabets are involved, this procedure will be taken up 1n par 21 1n the next chapter
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19, Third step: solving the monoalphabetic distributions.--The dif-

ficulty experienced in analyzing the individual or isolated frequency dis-
tributions depends mostly upon the type of cipher alphabets that is used. -
It is apparent that mixed alphabets may be used just as easily as standard
alphabets, and, of course, the cipher letters themselves give no indication
a8 to which is the case. However, just as it was found that in the case of
monoalphabetic substitution ciphers, a uniliteral frequency distribution
gives clear indications as to whether the cipher alphabet is a standard or a
mixed alphabet, by the relative positions and extensions of the crests and
troughs in the table, so it is found that in the case of repeating-key
ciphers, uniliteral frequency distributions for the isolated or individual
alphabets will also give clear indications as to whether these alphabets

are standard alphabets or mixed alphabets. Only two or three such fre-
quency distributions are necessary for this determination;!? if they appear
to be standard alphabets, similar distributions can be made for the rest of
the alphabets; but if they appear to be mixed alphabets, then it is vest to
compile triliteral freguency distributions for all the alphabets. The analy-
sis of the values of the cipher letters in each table proceeds along the
same lines as in the case of monoalphabetic ciphers. The analysis is more
difficult only because of the reduced size of the tablesg, but if the message
be very long, then each frequency distribution will contein a sufficient
number of elements to enable a speedy solution to be achieved.

12 10 certan mixed-alphabet periodic ciphers, it {s possible that a distribution for one alphabet might
reflect the phenomena expected for a standard alphabet, for instance, 1f the plain- and cipher components
are 1dentically-mixed sequences running in the same direction, and if for one alphabet Ap = A,, then the

distribution for that alphabet will be the normal uniliteral distribution It 18 for this reason that we must

make distributions for at least two alphabets to determine whether or not a polyalphabetic cipher 1s com- -
posed of standard alphabets
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Table of Factors
Numbers 1-400 inclusive

1 5113 7

2 5212 4 13 26

3 53

b2 56|23 60918 27

5 5515 11

6(23 56|24 7814 28

7 5713 19

8l2k 58 | 2 29

913 59
10{25 60123 k561012 15 20 30
11 61

12|2346 62| 2 31

13 63{3792

Wwia27 6|24 8 16 32

15({35 65]5 13

16248 6623611 33

17 67

1812369 6812k 17 34

19 6913 23
20|24 5 10 70{2 57 10 14 35
21137 T1

22211 T2{23 46891218 24 36
23 73

24|23 46812 T4 |2 37

2515 751351525

2% |2 13 7612 4% 19 38

2713 9 71711

28 (2 4k 7 1k 7812 3 6 13 26 39

29 79

30|23561015 80|24 58 10 16 20 4o
31 813927

32(2% 816 822 k1

33311 83

34 {217 8i 2346712142128 k2
35|57 855 17

36|23 4691218 86 |2 43

37 8713 29

38|219 88|24 81122 Lk
391313 89

Lo)2 458 10 20 90 {2356 9101518 30 45
L3 91713

hot236 71 21 92|24 23 46

43 93 (331

b2 b 11 22 o | 2 b7

k535915 9|5 19

26 223 9% (23468121624 3248
T

48|23k 681216 2 % |2 7 1 ug

ko |7 993 9 11 33

50|25 10 25 100 {2 4 5 10 20 25 50
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101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119

121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144

15
146
1k7
148
149
150

23617 3451
248132652
3571521 35

253

23469 1218 27 36 54
251011 2255

337

24 78 14 16 28 56

23619 38 57

3
67914 18 21 42 63
8 16 32 64

9
8 17 34 68
6
5
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151
152
153
154
155
156
157
158
159

161
162
163

165
166
167
168

169
170
171
172
173
17h
175
176
177
178
179
180

181

183
184
185
186
187

189
190
191
192
193
194
195
196
197
198
199
200

42

8 10 16 20 32 40 80

182

5
6 9 18 27 54 81
i
11 15 33 55

L 678 12 1k 21 24 28 k2

234569101215 18 20 30
36 45 60 90

2713 1% 26 91
3 61
248234 92
5 37
236316293
11 17

254 b7 ol

37 921 27 63
251019 38 95

23468121624 32 48 64 96
2 97

3513 15 39 65

24714 28 49 98

2369 1118 22 33 66 99

24581020 25 40 50 100

L4
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201
202
203
20k
205
206
207
208
209
210

211
212
213
21h
215
216

217
218
219
220
221
222
223
22k
225
226
227
228
229
230
231
232
233
23k
235
236
237
238
239
2ko

241
242
o243

245
246
2L7

2hg
250
251
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67
101
12 17 34 51 68 102

3 69

2
3
b1
10
9
4 8 13 16 26 52 104

L6
3
2
8
119

356710 1% 15 21 30 35 42
T0 105

3
2
7
2
>
2
3
2
1
2

2 4 53 106

37

2 107

5 43

2346891218 24 27 36 54
72 108

731

2 109

373

2 k 510 11 20 22 4 55 110
13 17

6 37 T4 111

78 1% 16 28 32 56 112
915 25 45 715

13

b 6 12 19 38 57 T6 11k
10 23 46 115

11 21 33 77

8 29 58 116

6

9 13 18 26 39 78 117

—q

59 118

O

2
2
3
2
2
2
3
2
2
2
2
3
2

14 17 34 119

w N FFW £ W HUIF‘ w

n

568 10 12 15 16 20 24 30
60 80 120
2

3
o &

L

DWW NDVIDWIN

23467912 14 18 21 28 36 k2
63 84 126

11 23

2 127

3515175185

24 8 16 32 64 128

6 43 86 129
T

b5
92
131
L
3

3
3

10 13 20 26 52 65 130
9 87

VW~ N

68 11 12 22 24 33 4k 66

88 132

23
1

553

2 71k 19 38 133

3 89

2L

235691015 18 27 30 45 54

135

8 16 17 34 68 136

13 21 39 91

5 55
6 12 23 46 69 92 138

71 142

15 19 57 95
13 22 26 143

4 6891216 18 2% 32 36
T2 96 1Lk

10 29 58 145

8 37 Th 148
127 33 99

23456101215 20 25 30 50 6¢
75 100 150
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301
302
303
304
305
306
307

310
311

743

2 151

3 101

24 816 19 38 76 152

5 61

236917 18 3% 51 102 153

2 4 711 1k 22 28 kb 77 15k

3 103
2510 31 62 155

23468121324 26 39 52 78 104

2 157
357915213545 63 105
2 4 79 158

2 3 6 53 106 159

11 29

2458101620 32 40 64 80 160

3 107

2 7 1h 23 46 161

17 19

2346091218 27 36 5k 81

108 162

5 13 25 65

2 163

3 109

24 8L 8 164

7

566 10 11 13 22 30 33 55 66
5

ow &

H
TW® =
W

3

111

W aAEO F
-~ O

(*)
e

8 12 1k 16 21 24 28 L2 L8

ViowvIow H -3

2

FH e

10 17 20 34 68 8k 170

w HWw

|

3
6
9

5
1

9 18 19 38 57 114 171
8 43 86 172
1
3
N

5 23 69 115

H\W FEW

T
6 12 29 58 87 116 174

7 10 14 25 35 50 70 175
13 27 39 117

w N N PWNNINOFNDWND

ow W
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352
353
35k
355
35
357
358
359
360

361
362
363

365
366
367
368
369
370
371
372
373
37k
375
376
377
378
379

381
382
383

385
386

387

389
390

391
392
393

39
396

397

399
400

24 8111622 32 44 88176
2 3 6 59118 177

5T
6|2 L4 89 178

3717 21 51 119
2 179

2345689101215 18 20 2k
30 36 40 45 60 72 90 120 180
19

2181

3 11 33 121

24 713 14 26 28 52 91 182

573

2 36 61 122 183

24 8 16 23 46 92 184

3 941 123

2 510 37 74 185

753

2346123162 93 12k 186

2 11 17 22 34 187

351525 75 125

24 8 47 o 188

13 29 ®
2367914 18 21 27 42 54 63 126
2451019 20 38 76 95 190

3127

2 191 -
23468121624 32 48 64 96 128
57 11 35 55 77

2 193

3 9 43 129

2 4L 97 194

23561013 15 26 30 39 65 78
130 195

17 23

2478 14 28 49 56 98 196

3131

2 197

579

2346911 12182233 36 4k

66 99 132 1

2 199

371921 57 133

24581016 20 25 40 50 80

100 200
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CHAPTER IV

Solution by completing the plain-component sequence
Solution by the "probable-word method”
The Porta system

The Gronsfeld system
Polyalphabetic numerical systems

20.

Solution by applyil

rinciples of frequency.--a.

REPEATING-KEY SYSTEMS WITH STANDARD CIPHER ALPHABETS

Paragraph

20
21
22
23
24
25

In the light

of the foregoing principles, let the followlng cryptogrem be studied:

A,
B.

C.

G.
H.
J.
K.

L.

All repetitions of trigraphs and longer polygraphs are underlined, these
repetitions are tabulated in the diagram below, together with their loca-

Message

5 10 15 20 25
AUKHY JAMKI ZYMWM JMIGX NFMLX
ETIMI ZHBHR AYMZM ILVME JKUTG
DPVXK QUKEHEQ LHVRM JAZNG GZVXE
NLUFM PZJNV CHUAS HKQGK TIPLWP
AJZX1 GUMTV DPTEJ ECMYS QYBAV
ALAHY POIXW PVNYE EYXEE UDPXR
BVZVI ZIIVO SPTEG KUBBR QLLXP
WFQGK NLLLE PTIKW DJZXI GOIOI
ZLAMVY KFMWF NPLZI OVVFM ZKTXG
NLMDF AAEXI JLUFM PZJNV CAIGI
UAWPR NVIWE JKZAS ZLAFM HS

tions, intervals, and factors.

Repetition Location Interval Factors
LUFMPZJRYC D2, K12 160 2, 4, 5, 8, 10, 16, 20, 32, 40, 80
JZXIG E2, HT 90 2,3,5,6,9, 10, 15, 18, 30, 45
EJK B20, L10 215 5, 43
PTE K12, Gl2 50 2, 5, 10, 25
QGK D18, H3 85 5, 17
UKH A2, CT 29 5, 11
ZLA J1, 116 65 5, 13
45
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b. The factor 5 appears in all cases; it is practicelly certain that
the number of alphabets is five, and the I.C.'s should confirm this hypothe-
sis. Since the text already appears in groups of five letters, it is un-
necegsary to rewrite the message. The next step 1s to make a unilif.eral
frequency distribution for Alphabet 1 to see if it can be determined whether
or not standard alphabets are involved. It is as follows:

Alphabet 1

= ====-- ;-; -

- B
BCDEFGHIJKLMNOPQRSTUVWXYZ I.C. = 1.4k

¢. Although the indications for fitting the distribution to the nor-
mal are not very clear cut, yet if one takes into consideration the smsll
amount of data, the assumption of a direct standard alphabet with W, = Ap,
is worth further test. Accordingly & similar distribution is made for

Alphabet 2.
Alphabet 2
E
# - = §_=§é —é _-==8 Bz .
ABCDEFGHIJKLMNOPQRSTUVWXYZ2 I.C, = 1.47

d. There is every indication of a direct standard alphabet, with '
H, = A,. Let similar distributions be made for the last three alphabets. .
They are as follows:

Alphabet 3

I.C. =1.71

==
Y2 I.C. = 1.36

WXYZ I.C. = 1.91

“
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e. After but little experiment it is found that the distributions can
best be made to fit the normal when the following values are assumed:

Alpha.'bet 1---......Ap - WC
Alphabet 2.........Ap = He
Alphabet 3.--...-.-Ap = Ic
Alphabvet 4.........Ap = Tc
Alphabet 5.........Ap = Ec

f. Note the key word given by the successive equivalents of : WHITE,
And also note what may appear to be a discordant note in the values of three
of the I.C.'s above.! Nevertheless, the real proof of the cryptanalytic

1 As has been remarked 1n subpar 17b small deviations from the expected values are usual and 1n fact may
be anticipated, whereas large deviations are rare In the case of the I C 's at hand the value for the third
alphabet (1 71) almost coincides with the expected 1 73 but the values for the 1st 2d and 4th alphabets seem
too low while the value for the 5th (1 91)1s "on the high side”, 1 e , a positive deviation instead of a nega-
tive deviation  For the benefit of the mathematical reader these deviations from the expected plain can be
proven to be 1n the natuwe of only about 16 for samples of these sizes (65 and 54 tallies), so that the devia-
tions observed are not really significant after all  For the statistically curious the formulas for the standard
deviation of ¢ and [ C for English plain text are given below (where N 1s the sample size)

o @) =V( 0048)N3 +( LONZ +( 149)N

6(LC )= =" 'V( 0048)N2 +( IIODN - 1149

N- 1)\/—

Denvation of these formulas will be left for the extensive treatment of cryptomathematics in Military
Cryptanalytics, Part III It might be noted that cryptanalysts are usually much more deeply concerned with
the deviation of an observed ¢ or 1 C from random rather from an estunated or expected plain  Thus s of
course especially true 1n situations wherein the value of the tbp 1s unknown (such as would be 1n the case of
a 10x10 bipartite matrix of unknown composition or 1 the case of a polyalphabetic encipherment of an un-
known code), in such situations only the deviations from random could be measured The formulas for the
standard deviation of § and [ C for 26 letter random text are as follows

6 (§) = 2720 YN(N-1)

6(IC) =101

YNE-1)

Since sigmage 1s defined as the difference between the observed and the expected number divided by the

standard deviation 1t may be shown that the 1 C of Alphabet 1 1n the example 151 44 - 1 00 = 3 38 & over
13

random, for this type of distribution (which follows the‘x2 distribution) this amounts to less than 1 chance 1n

300 of being produced at random
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pudding (i.e., the correctness of the analysis) is, of course, to test the
values of the solved alphabets on the cryptogram. The five complete cipher
alphabets are as follows:

Plain text A
ABCDEFGHIJKLMNOPQRSTUVWXYZ
1| WXYZABCDEFGHIJKLMNOPQRSTUYV
2/|HIJKLMNOPQRSTUVWXYZABCDEFG
3| IJKLMNOPQRSTUVWXYZABCDEFGH
4U|TUVWXYZABCDEFGHIJKLMNOPQRS
S5|EFGHIJKLMNOPQRSTUVWXYZABCD

g. Applying these values to the first few groups of our message, the
following is found:

12345 12345 12345 12345 12345
Cipher... AUKHY JAMKI ZYMWM JMIGX NFMLX...
Plain.... ENCOU NTERE DREDI NFARNT RYEST...

h. Intelligible text at once results, and the solution can now be
completed very quickly. The complete message is as follows:

ENCOUNTERED RED INFANTRY ESTIMATED AT ONE REGIMENT AND MACHINE GUN
COMPANY IN TRUCKS NEAR EMMITSBURG. AM EOLDING MIDDLE CREEK NEAR HILL 543
SOUTHWEST OF FAIRPLAY, WHEN FORCED BACK WILL CONTINUE DELAYING REDS AT ¢
MARSH CREEK. HAVE DESTROYED BRIDGES ON MIDDLE CREEK BETWEEN EMMITSBURG-
TANEYTOWN ROAD AND RHODES MILL.

i. In the foregoing example (which is typical of the system erroneously
attributed in cryptographic literature, to the French cryptographer Vigenere, -
although to do him Justice, he made no claim of having "invented" it), direct
standard alphabets were used, but it is cbvious that reversed standard al-
phabets may be used and the solution accomplished in the same manner, 1In
fact, the cipher disk once used by the United States Army for a number of
years yields exactly this type of cipher, which 18 also known in the liter-
ature as the Beaufort Cipher, and by other names. In fitting the isolated
frequency distributions to the normal , the direction of "reading” the crests
and troughs is merely reversed.?

2l. Solution by completing the _plain-component sequence.--a. There is
another method of solving this type of cipher, which is worthwhile explaining,
because the underlying principles will be found useful in many cases. It is
a modification of the method of solution by completing the plain-component
sequence, already explained in Military Cryptanalytics, Part I.

b. After all, the individual alphabets of a cipher such as the one
Just solved are merely direct standard alphabets. It has been seen that -
monoalphabetic ciphers in which standard cipher alphabets are employed may

2 If standard alphabets are employed wherein a letter (usially J) 1s omitted, this omssion must be taken
into consideration 1n fitting the distributions to the normal, or in applying the method of completing the
plain-component sequence treated in par 21 48
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be solved almost mechanically by completing the plain-component sequence.
The plain text reappears on only one generatrix and this generatrix is

the same for the whole message. It is easy to pick this generatrix out

of all the other generatrices because it is the only one which yields
intelligible text. Is it not apparent that if the same process is applied
to the cipher letters of the individual alphabets of the cipher just
solved that the plaintext equivalents of these letters must all reappear
on one and the same generatrix? But how will the generatrix which actual-
ly contains the plaintext letters be distinguishable from the other gen-
eratrices, since these plalntext letters are not consecutive letters in
the plain text but only letters separated from one another by a constant
interval? The answer is simple. The plaintext generatrix should be
distinguishable from the others because it will show more and a better
assortment of high-frequency letters, and can thus be selected by the eye
from the whole set of generatrices. If this is done with all the alphabets
in the cryptogram, it will merely be necessary to assemble the letters of
the thus selected generatrices in proper order, and the result should be
congsecutive letters forming intelligible text.

¢. An example will serve to make the process clear. ILet the same
message be used as before. Factoring showed that it involves five alpha-
bets. Let the first ten cipher letters in each alphabet be set down in
& horizontal line and, under the assumption that direct stardard alphabets
are involved, let the normal alphabet sequences be completed.? Thus:

3 If reversed standard alphabets are assumed 1t would first be necessary to convert the cipher letters
of each 1solated alphabet into their normal plain-component equivalents, and then to proceed as in the
case of direct standard alphabets
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Alphabet 1 Alphabet 2  Alphabet 3
KMMIMIBMVU
LRRINJCRWV
MOOKOKDOXW
NPPLPLEPYX
OQQMQMFQZY
PRRNRHNGRAZ
QSSOSOHSBA
RTTPTPITCB
SUUQUQJIUDC
TVVRVRKVED
UWWSWSLWFE
VXXTXIMXGF
WYYUYUNYHG
XZZVZVOZIH
YAAWAWPAJI
ZBBXBXQBKJ
ACCYCYRCLK
BDDZDZSDML
CEEAEATENM
DFFBFBUFON
EGGCGCVGPO
FHHDHDWHQP
GIIEIEXIRQ
BJJFIFYISR
IKKGKGZKTS
JLLHLBALUT

Figure 13.

UAYMPTHYLK
VBZNGUIZML
WCAQOHVJARM
XDBPIWKBON
YECQJXLCPO
ZFDRKYMDQP
AGESLZNERQ
BHFTMAOFSR
CIGUNBPGTS
DJBEVOCQHUT
EKIWFDRIVU
FLJXQESJWV
GMKYRFTICW
HNLZSGULYX
TOMATHVMZY
JPNBUIWNAZ
KQOCVJXOBA
LRPDWKYPCB
MSQEXL.ZQDC
NTRFYMARED
OUSGZNBSFE
PVTHAOCTGF
QIUIBPDUHG
RXVJCQEVIH
SYWKDRFWJ I
TZXLESGXKJ

AJZJINEZALJ
BKAKOFABJK
CLBLPGBCKL
DMCMQHCDLM
ENDNRIDEMN
FOEOSJEFNO
GFFPIXFGOP
HQGQULGHPQ
IRHERVMHIQR
JSISWNIJRS
KTITXOJKST
LUKUYPKLTU

OV O~I NN &FWN M

|

PYOYCTOPXY
QZPZDUPQYZ
RAQAEVQRZA
SBRBFWRSAB
TCSCGXSTBC
UDTDHYTUCD
VEUEIZUVDE

ID:A64563

Alphabet b4

HKWGLMHZMT
ILXHMNIANU
JMYINOJBOV
KNZJOPKCPW
LOAKPQLDQX
MPBLQRMERY
NQCMRSNFSZ
ORDNSTOGTA

PSEOTUPHUB

QIFPUVQIVC
RUGQVWRJWD
SVHRWXSKXE
TWISXYTLYF
UXJTYZUMZG
VYKUZAVRAH
WZLVABWOBI
XAMWBCXPCJ
YBNXCDYQDK
ACOYDEZREL
ADPZEFASFM
BEQAFGBTGN
CFRCGHCUHO
DGSCHIDVIP
EHTDIJEWJQ
FIUEJKFXKR
GJVFKLGYLS

Alphabet 5
YIMXXIRMEG

ZJNYYJSKFH

d. 1If tbe high-frequency generatrices underlined in Fig. 13 are
selected and their letters are Juxtaposed in columns, the consecutive
letters of intelligible plain text immediately present themselves.

For Alphabet 1,

generatrix S...

For Alphabet 2, generatrix 20..

Selected Generatrices-| For Alphabet 3,

For Alphabet &%,

generatrix 19..
generatrix 8..

For Alphabet 5, generatrix 23.

Columnar Jjuxtaposition of letters
from selected generatrices

-

ZRXEHUOHIZAODHEEA
OS> R DE

—

REHEA>PEPEBEHO
PHOO0OE0N=U Do

N
.0
U

12345

QP HEBDRANNENC

bd Xt 2
HUO IO
H 2>
0]
el R
2203 » 0
HQEDWE
>HH2HER
Qb RUu A

Thus:
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Plain text: ENCOUNTERED RED INFANTRY ESTIMATED AT ONE
REGIMENT AND MAC ., . .

e. Solution by this method can thus be achieved without the compil-
ation of any frequency tables whatever and is very quickly attained. The
inexperienced cryptanalyst may have difficulty at first in selecting the
generatrices which contain the most and the best assortment of high-fre-
quency letters, but with increased practice, & high degree of proficiency
is attained. After all it is only a matter of experiment, trial, and
error to select and assemble the proper generatrices so as to produce in-
telligible text. The ocular selection of the correct generatrix in each
alphabet may be narrowed down to & considerably restricted choice from
a comparatively few generatrices, using s short-cut procedure which has
much merit and i{s easy to apply, as will now be demonstrated.

f. Ilet the generatrices be completed as in Fig. 13, and then let us
encircle all the letters J, K, Q, X, and Z in each of the ten columns
belonging to Alphabet 1. Now let us cross out all generatrices contain-
ing two or more of these low-frequency letters, under the premise that
it is unlikely that the correct generatrix will contain more than one of
these low-frequency letters.? This procedure is extended to the genera-
trices pertaining to Alphabets 2-5 (cf. Fig. 1k). It will be observed
that with this procedure there have been eliminated 13, 15, 11, 16, and
16 generatrices from Alphabets 1-5, respectively, thus considerably
simplifying the inspection of the remaining generatrices.

g. The selection of the correct generatrix from those remaining may
now be facilitated by the use of a rough weighting or "scoring” procedure,
in wvhich the eight highest-~frequency letters (ETNROAIS) are assigned a
weight of 1 and the remaining letters a weight of ¢.5 The sum of the

4 This premise can be svbstantiated statistically By means of the binom:al theorem, it may be shown
that for 10-letter generatrices an average of 60% (1 e 16 generatrices out of 26) of incorrect generatrices
will be eliminated whule the chance of re ecting the correct case 1s only 0 8% If the generatrices con-
tamned 15 letters an average of 82% (1 e 2l out of 26) of incorrect generatrices may be expected to be
elimipated with a risk of 1 8% as the chance of rejecting the correct case Thus to avoid excessive risk
the threshhold of onlv 2 letters of the JKQXZ group should be raised when the generatrices contain more
than 12-15 letters

Sn considering the h ghest frequency English plaintext letters in descending frequency order there is a
sharp drop after the S, therefore this seems the obvious place to divide the letters into two classes or cate-
gories There are also other more cogent mathematical reasons to substantiate the fact that this 8-18 split s
the best possible division of the English plaintext letters into two classes for weighting purposes The scoring
system discussed actually 1nvolves three weights 1 §, and -=, the elimination of generatrices on the basis
of two or more occurrences of one of the low frequency letters (JKQXZ) 15 tantamo.nt to assigning a weight
of - to the eliminated generatrices

The set of alphabet str ps prepared for use in connection with the courses in Military Cryptanalyt'cs has
been designed with this weighting system in mund The letters ETNROAIS are printed in red the rest of the
letters i black with the letters JKQXZ 1n munuscule type Thus in using these strips one searches for the
most redness 1n the generatrices discounting these generatrices in which two or more of the minuscile
letters are present

~CONFIDENEEAL— o1
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weights for each generatrix is then recorded at the side of the genera-

trix; the correct generatrix msy be expected to have the highest or near-

highest score in that particular alphabet. The result of the generatrix s
elimination and the summing of the weights is shown in Fig. 1k, below:

Alphabet 1 Alphabet 2 Alphabet 3 Alphabet 4 Alphabet 5

ATBIREEATF 2 UAYMFTHYIK 2 KMMIMIBMVU BKWOEMHEZMP-  -YIMOIIRMEG-
BKAKOPABIK- -VBZNGUIEME -LNNINJCIWV 5 ILXHMNIANU  -ZJNEXJSNFH
O CLBLPGBCKL U4 WCAOHVJANM  -MOOKOKDOXW- -JMYINOJBOV  -AKOZZKTOGT-
O DMCMQHCDLM  -XDBPIWKBON- 2 NPPLPLEPYX  -KN&JOPKEPW- 2 BLPAALUPHY
7 ENDNRIDEMN  -¥ECQIXECFO- -OQQMQMFQZ¥  LOAKPQEDQX- -CMQBEMVQIK
7 FOEOSJEFNO  -ZFDRKYMDQR- T PRRNRNGRAZ 3 MPBLQRMERY U4 DNRCCNWRJL
2 GPFPIXFGOP  -AGESLZNERG- 7 QSSOSOHSBA  -NQOMRSNFSZ-  -BOSDDOXSKM-
-HQEQULGHRQ- 5 BHFIMAOFSR 6 RTTPTPITCB 8 ORDNSTOGTA 5 FPTEEPYTLN
5 IRERVMHIGR L4 CIGUNBPGTS -SUUQUQIUDO- U4 PSEOTUPHUB  -GQUFFQZUMO-
10 -JSISWNLJRS -DJHVOCQEUT- 4 TVVRVRKVED  -QIFPUVQIVG- 4 HRVGGRAVNP
11 KIEXOJKST L EKIWPDRIVU 3 UWWSWSLWFE  -RUGQVWRIWD- 4 ISWHHSBWOQ
12 -BUKAPKETY-  -FLIXQESIWF  BRXIXTMXGE  -SVHRWXSKXE  ~JIXIIPCXPR-
13 -MVEVZQEMUV  -GMKERPEICOW- 1 WYYUYUNYHG 3 IWISXYTLYF  -KUYJJUDYGQS-
1% L4 NWMWARMNVW  -ENLASGULYX- -XZZVEVOZIH  -UXJFIYZUMZG-  -LVZKKVEZRI-
15 -OXNABSNOWX- 4 IOMATHVMZY 5 YAAWAWPAJI  -VHKUZAVNAH- 3 MWALLWFASU
16 3 PYOYCTOPXY —JPNBUIWNAZ -ZBBXBXQBIGF 3 WZLVABWOBI  -NXBMMXGBTV-
17 -QAVZDUPQYZ- -KQOCWIXOBA- 2 ACCYCYRCLK  -XAMWBEXPGJ~ 3 OYCNNYHCUW .
18  -RAQABVQRZA- 1 LRPIMKYPCB  -BDDZDZSDMEL- -¥BNXCDYQBK- -PZDOOZIDVE-
19 5 SBREBFWRSAB -MSQEXLZQDC- 8 CEEAEATENM  -ZCOYDEZREL~ -GABPPAJEWY- i
20 4 TCSCGXSTBC 6 NTRFYMARED 2 DFFBFBUFON U4 ADPZEFASFM  -RBFQQBKFXZ-
21 2 UDTDHYTUCD 5 OUSGZNBSFE 2 EGGCGCVGPO U4 BEQAFGBTGN 4 SCGRRCLGYA
22 4 VEUEIZUVDE U4 PVTHAOCTGF O FHEDHDWHQP 2 CFRCGHCUEO 3 TDHSSDMHZB -
23 2 WFVFJAWEF 1 QWUIBPDUHG -GIXEEERIRQ- 3 DGSCHIDVIP 8 UEITTENIAC

\O @O=~1 M\ W N

Note that in this example the correct generatrix in each alphasbet is the one
with the highest score.® This weighting system, crude as it may appear,
suffices in cases where the generatrices contein at least 8-10 letters.
When the number of letters per generatrix is small, there exist more re-
fined statistical methods for the selection of the correct generatrices,
these methods will be treated in par. 3% in the next chapter.

6 Theoretically the generatrix with the greatest value will be the correct generatrix  In actual
pracuce of course the generatrix with the greatest value may not be the correct one but the correct
one will certainly be among the three or four generatrices or so with the largest values In any case
the test of correctness 1s whether when juxtaposed, a set of two or three generatrices selected will
yield 'good digraphs or trigraphs 1 e Igh-frequency digraphs or trigraphs such as occur in normal
plain text ‘

m 52
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h. It has been seen how the key word may be discovered in this type
of cryptogram. Usually the key is made up of those letters in the suc-
cessive alphabets whose equivalents are but other conventions are of
course possible. Sometimes a key number 1s used, such as 8-4-T-1-2, which
means merely that Ap is represented by the eighth letter from A (in the
normal alphabet) in the first cipher alphabet, by the fourth letter from
A in the second cipher alphabet, and so on, a8 in the classic Gronsfeld

cipher. However, the method of solution as illustrated above, being inde-~
pendent of the nature of the key, is the same as before.

22. Solution by the "probable-word method."--a. The common use of
plaintext words as hey words in cryptograms such as the foregoing makes
possible a method of solution that is simple and can be used where the
more detailed method of analysis using frequency distributions or by com-
pleting the plain-component sequence is of no avail. In the case of a
very short message which may show no recurrences and give no indications
as to the number of alphabets involved, this modified method will be
found most useful.

b. Briefly, the method consists in assuming the presence of a prob-
able word in the message, and referring to the alphabets to find the key
letters applicable when this hypothetical word is assumed to be present
in various positions in the cipher text. If the assumed word happens to
be correct, and is placed in the correct position in the message, the key
letters produced by referring to the alphabets will yield the key word. In
the following example it is assumed that reversed standard alphabets are
known to be used by the enemy.

Message
PGSGG DNRUH VMBGR YOUUC WMSGL VTQDO

¢. Extraneous circumstances lead to the assumption of the presence of
the word REGIMENT, Omne may assume that this word begins the message. Using
sliding normal components, one reversed, the other direct, the key letters
are ascertained by noting what the successive equivalents of 1-\.p are. Thus:

Cipher: PGSGGDNR
Plain text: REGIMENT
"Key" GKYOSHAK

The key does not spell any intelligible word. One therefore shifts the as-~
sumed word one letter forward and another trial is made.

Cipher: GSG
Plain text: REG
"Key" XVWM

DNR
MER
PRE

This also yields no intelligible key word. One continues to shift the
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assumed word forward one space at a time until the following point is

reached:
Cipher: UHVMBGRY *
Plain text: REGIMENT
"Key" LLBUNKER

The key now becomes evident. It is a cyclic permutation of BUNKER HILL.

It should be clear that since the key word or key phrase repeats itself
during the encipherment of such a message, the plaintext word upon whose
assumed presence in the message this test is being based may begin to be
enciphered at any point in the key, and continue over into the next repeti-
tion of the key if the probable word is longer than the key. When this is
the case it is merely necessary to shift the latter part of the sequence
of key letters to the first part, as in the case noted: LLBUNKER is per-
mited cyclically into BUNKER..LL, and thus BUNKER HILL.

d. The examples in subpar. c, above, merely illustrate the theory
of "placing™ a probable word and recovering the key word. In actual
practice, the application of the probable-word method proceeds along slightly
different lines of a short-cut manner, as will be described below, using the
same message and probable word as stated in the preceding subparagraph.

(1) The cipher text is written in a horizontal line on cross-section
paper, and the first five letters or so of the probable word are written .
columarwise to the left of the cipher text and one space below it. As-
suming first that direct standard alphabets have been used, the successive
letters of the cipher are deciphered as , writing the respective key
letters (as derived under or the assumed index letter) om the first line
Just below the cipher text; this assumes that Rp exists at one of the K-8
possible positions (for the word REGIMENT). Then the presence of the letter
Ep is assumed in the text (veginning with the second letter of the message),
and the successlive key letters from these decipherments are inscribed in
the second line for N-T positions. On the third line the process is re-
peated, assuming that Gp is present in N-6 possible positions beginning
with the third letter of the cryptogram, writing the respective decipher-
ments under each O¢.

(2) Now if the trigraph REG, exists in the message, then the juxta-
position of at its correct locatlon in the cipher text will yield on
e diagonal a plaintext trigraph which is a part of the repeating key, if
the key is a plaintext word or phrase. So by examining the possible plain-
text trigraphs and extending them to 1, 2, 3, or more places if necessary,
all but one will be eliminated by inconsistencies (i.e., implausible plain-
text polygraphs), as only one polygraph will keep on yielding valid plain
text. If the first trials with direct standard alphabets are not successful,
then reversed standard alphabets are tried. It is important to keep in mind
that plaintext trigraphs are not necessarily only those which are contained
within words; observe the LLB trigraph in Fig. 15b, below, which occurs
between words at a cyclical repetition of the key phrase BUNKER HILL.

.h

—CORFIDENTTAL 5k
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(3) 1In the following three figures, Fig. 15a is the attempted
solution under the premise that the alphabets employed are direct st'.a.ntl-;7
ard, Fig. 15b is the successful trial with reversed standard alphabets,
and Fig. 152—18 the complete decipherment of the message after the key
word has been recovered.

R

E

G

I

M

R

E

G

I

M

E

N

T

1l
BURKERHEILL
PGSGGDNRUH
MOVEYOURRE
VMBGRYOUUC
GIMENTTORJ
WMSGLVTQDO
FIVETWOSIX
Figure 15c.

Tiess Interesting to point out a further short cut to this already short-cut method In Fig 152 we denive
the first row of key letters (representing Rp) under the cipher, 1 € YPBBP, . For the second row, we
dernive Cy under G as the first equivalent of Ey, this equivalent 1s of course under the Py derved in the
first row  We now take an alphabet composed of two direct standard sequences and Juxtapose them so that
P 1n the upper component 1s over C 1n the lower component The rest of the letters in the Ep row (viz_ the
second row) may now be read directly by referring to the direct standard alphabet 1 ¢ 1f Py 1n component
(1) 1s equivalent to Cy 1n component (2) then B(l) = Or(2) Mk(l) = Zkg(2) etc In Fig 15b the same
procedure 1s followed still using the direct standard alphabet for finding the equivalents of the key letters
1n the second and thurd rows, the reason that direct standard alphabets may still be used is that there has
been 1n effect a conversion 1nto plain-component equivalents The method just described 1s much faster
and less laborious 1n finding the equivalents for the second and third rows once the mtial key letter of each
row has been determined

55
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b

e. Another method for testing cribs where the components are known
1s 1llustrated in Fig. 16, below. This method involves the completion
of all the generatrices from the cipher text, and searching for the key

Cipher text

PGSGGDNRUHVMBGRYOUUCWMSGLVTQDO
A PGSGGDNR[UHVMBGRYOUUCWMSGLVTQDO
B QHTHHEOSVIWNCHSZPVVDXNTHMWUREP
C RIUIIFPTIWIXODITAQWWEYOUINXVSFQ
D SIVIJJGQUXKYPEJUBRXXFZPVJOYWTGR
E TKWKKERV|Y[L]ZQF[KIVC|SYYGAQWKPZXUHS
F ULXLLISWZMARGLWDITZZHEHBRXLQAYVIT
G VMYMMJITX|ANB|SEHMXE[UAAICSYMRBZWJU
H WNZNNKUYBOCTINYF[VBBJDTZKSCAXKYV
I XOAOOLVZ|ICPDUJJOZGWCCKEUAOTDBYLW
J YPBPPMWAIDQEVKPAHKXDDLFVBPUECZMX
»K ZQCQQNXBERFWLQBIYEEMGWCQVFDARNY
L ARDRROYCIFSGXMRCJZFFNHEXDRWGEBOLZ
*M BSESSPZDIGTHYR|SDKIAGGOIYESXHFCPA
AN CTFTTQAEEUIZOTE|JLRHHEHPIZFTYIGDQB
Eo DUGUURBFIVJAPUFMICIIQKAGUZJHERC
P EVEHVVSCGJWKBQVGNDJIJRLBHVAKIFSD
Q FWIWWTDHEKXLCRWHOEKKSMCIWBLJGTE
R GXJXXUEI[MYMDSXIPFLLTNDJXCMKHUF ®
S HYKYYVFJIMZNETYJQIEMMUOEKYDNLIVG
T IZLZZWGKINAOFUZK[RENNVPFLZEOMJWH .
U JAMAAXHLOBPGVALS|IOOWQGMAFPNKXI
V KBNBBYIMPCQHEWBMTWJPPXRHNBGQOLYJ
W LCOCCZJNQDRIXCNUKQQYSIOCHRPMZK -
X MDPDDAKO[RESJYDOV[ILRRZTJPDISQNAL
Y NEQEEBLPSFTKZEPWMSSAUKQEJTROBM
Z OFRFFCMQTGULAFQXNTTBVLRFKUSPCN
Figure 16.

by means of a stencil pre-cut to the probable word being tested.

{1) In this example, using the same message and crib as in the pre-
ceding subparagraph, the top row of the diagram is the cipher message, the
identical row just beneath the cipher consists of the key letters (om the
hypothesis of reversed standard alphabets) if the ciphertext letters rep-
resent encipherments of Ap, the next row (QHTHH...) consists of the key
letters if the ciphertext letters represent encipherments of BP; and so
forth. A stencil or mask is made on cross-section paper of the same size
cells as the cross-section paper used to complete the generatrices, with
appropriate cells cut out in successive columns to represent the letters “
of the erib (using for this purpose the reference alphabet to the left of
the diegram). This stencil can now be slid along the horizontal axis
through successive positions of the diagram, when the correct placement -
of the crib is reached, the letters of the key (in this case, LLBUNKER) .
will manifest themselves in the apertures.
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(2) 1If we are to test the crib on the basis of direct standard al-
phebets (instead of reversed standard as above), the completion diagram of
Fig. 16 may still be used, the only change necessary is that the plaintext
reference alphabet at the left must be changed to the AZYXW,..CDB sequence,
to reflect the difference in deriving the key letters in the diagram.

(3) This particular method is very valuable if there are many cribs
to be tested, this method also has related applications in other fields of
cryptanalysis.

f. Two further important ramifications of the probable-word method
should be pointed out at this time; these apply to cases wherein the
probable word or crib 1s considerably shorter than the repeating key, and
to cases where the repeating key is composed of a sequence of random let-
ters.

(1) Suppose that in the previous example we were testing the crib
YOURP; at the_5th position of the cipher text we would have recovered the
key fragment ERHIx which appears likely as a part of a key word in English.
We would then take this key fragment and slide it along all the remaining
positions of the cipher text, at position 15 we would obtain the fragment

as_possible plain text, and at position 25 we would obtain the frag-
ment TWOSp. Factoring the intervals between the fragments which yielded
plain text, we would conclude that the period of the message is 10. The
NTIOp sequence might be preceded by an Ep, which might be expanded into
MERTTOp, which would yield the fragments (MO?)VEYOURp at position 3 and
(FI?)VEIMOSp at position 23. This procedure would be continued until the
nmessage is completely solved.

(2) 1In the foregoing case, ERHI) was recognized as a possible key
fragment because 1t looked like a plausible sequence of a plalntext key
word. If the key had not been a plaintext word, but instead had been, let
us say, the arbitrary letters CBNOMRGOWB, then the fragment MRGOx of this
sequence would not have been recognized as part of the key when the crib
YOUR,, was tried at the 5th position. The procedure followed in cases where
the key is composed of random letters is to assume the crib at position 1,
derive the "key", and slide this "key" along the rest of the message to see
whether possible plain text results, then the crib is tried at positions 2,
3, 4... in turn, until its placement at the correct position yields deci-
pherments in other parts of the message which are recognized as valid plain
text. This technique, although laborious when done by hand, is the basis
for solution when analytical machine methods are employed.

g. It has been seen in the probable-word method described in this
paragraph that the length of the key is of no particular interest or
consequence in the steps taken in effecting the solution. The determina-
tion of the length and elements of the key come after the solution rather
than before it. In the case illustrated the length of the period is seen
to be ten, corresponding to the length of the key (BUNKER HILL).
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»

h. The foregoing method is one of the other methods of determining
the length of the key (besides factoring), referred to in subpar. 15c.
As will be shown subsequently, the method can also be used as a last resort
when known mixed alphabets are employed. This methed of solution by search-
ing for a word is contingent upon the following circumstances:

*

(1) That the word whose presence is assumed actually occurs in the
message, is properly spelled, and correctly enciphered.

(2) That the sliding components (or equivalent cipher disks or
squares) employed in the search for the assumed word are actually the ones
which were employed in the encipherment, or are such as to give identical
results as the ones which were actually used.

(3) That the pair of enciphering equations used in the test is actu-
ally the pair which was employed in the encipherment; or if a cipher square
is used in the test, the method of finding equivalents gives results that
correspond with those actually obtained in the encipherment.

i. The foregoing appears to be quite an array of contingencies and
the student may think that on this account the method will often fail. But
examining these contingencies one by ome, it will be seen that successful
application of the method may not be at all rare--after the solution of .
some nmessages has disclosed what sort of paraphernalis and methods of
employing them are favored by the enemy. From the foregoing remark it -
is to be inferred that the probable-word method has its greatest usefulness
not in an initial solution of a system, but only after successful study of
enemy communications by more difficult processes of analysis has told its
story to the alert cryptanalyst. Although it is commonly attributed to
Bazeries, the French cryptanalyst of 1900, the probable-word method is
very old in cryptanalysis and goes back several centuries. Its usefulness
in gra.ct:lcal work may best be indicated by quoting from a competent obser-
ver”:

There 15 another [metho&] which 1s to this furst method what the geometric method 15 to analysis in
certain sciences and according to the whims of individ als certawn cryptanalysts prefer one to the other
Certain others, incapable of getting the answer with one of the methods 1n the solution of a difficLlt problem
conquer 1t by means of the other with a disconcertin, masterly stroke This other method 15 that of the
probable word We may have more or less defin'te opinions concerning the subject of the crvptogram We
may know something about 1ts date and the correspondents, who mav have been indiscreet in the subject
they have treated On this basis the hypothes's 1s made that a certain word probablv appears 1n the text

In certain classes of documents, militarv or diplomatic telegrams, banking and munng affamrs, etc
1t 1s not 1mpossible to make very important assumptions about the presence of certain words in the text
After a cryptanalyst has worked for a long time with the writings of certain correspondents he gets used to
their expressions He gets a whole load of words to try out, then the changes of key and sometumes of sys-

tem no longer throw into his way the difficulties of an absolitely new studv which might require the ¢
analytical method '

8 Giwvierge M , Cours de Cryptographie Pans 1925, p 30
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EdMhHEOREAOMSE
MR HEEOKEAQOMCE
MO HEHORMMAOMXEW
PHEHORRMAQOMEGE QM
HEOERAODMGCIE ANM»
HOoRRAUDMSE AP H
UhkRARAUDA<CEAMHOHD
ERALVACSEAXMRHED
MAaoAaaEAdAdhhHKOR
ALDAGELAXMHEO KA
ofNCEAMBOHEHORMAA
MG EAMDHEOKMEADO
< B dAdhHEHORERAOM

The solution of the Porta system, de-

Plain text

"All cryptanalysis is divided into two
ABCDEFGHIJKLMNOPQRSTUVWIXYZ

REF ID

The Porta system.--a.

NZOAMTKNEDE=E MM
HNZOMTHMEHDD> XM
MEMNEOMOXMWMEHDD>:
THHNEOMNIHOED>
SEMNNZOMTRNED
DEEMMHNEOMOTMMNE
HDDbbMMNEOMLTHK®
NEHPp>PEMHNEOMTMX
MNEDEPEXHNZOMS
FHNEHDEPEXMNEOM
MO NNEDEEMMHNEO
OMTHNEHDEEMNMNR
BROoOMPEuUuEHDEZMMNN

i1l being WHITE, the distributions for the five

trance-titution and supposition.”
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To which I am prompted to add the amusing definition of cryptanalysis
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attributed to a British wag:
trated in Fig. 5 may be visualized as follows:

parts:

L L UL LES LN
CORMSHMECTND = >
819330 £o)

If the message in par. 20 were enciphered by means of the Porta

table, the key word st

b.
alphabets would appear as follows:

N | o N

I b . > e
B X fl R ¢
i= = =
o> 1> o>
S HiLe 1=
& i & o L B
8w i on L))
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o 1o {o
= &= i =
= = =
1A i || ]
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[~ ) N = 1
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m M m ]
i< < <
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Now if a vertical dividing line is drawn between the M and the N of the
distributions, each half of the distribution may be used to fit half of
the normal frequency distribution (following the Porta rule of encipher-
ment, i.e., each half of the alphabet going to the opposite half). Thus
in Alphabet 1 the sequence CDEFGHIJ. may easily be identified as NOPQRSTUp;
this would fix the key letters as WX, and therefore the A...Mp sequence
should vegin at Y. This latter fit may not be_ideal, but it is neverthe-
less plausible. In_Alphabets 2, 3, and 5 the RSTp sequence may be spotted
at BCD., ABC., and CDE., respectively, whereas in Alphabet 4 the trial of
Ep a8 Ne gives a reasonably good matching of that half of the distribution.
These assumptions in the tirst halves of the distributions will of course
determine the placements of the letters in the second halves, since, for
example in Alphabet 4, if No = Ep, then E; = Np; therefore the original
assumptions for the first halves will be confirmed or rejected by the
goodness of fit of the distributions for the second halves. The keys for
these five alphabets are derived as (W,X), (G,H), (I,J), (S,T)g and

(E,F); from these letters, the repeating key WHITE is obvious.

c. In completing the plain-component sequence in the case of Porta
encipherment, the cipher letters of each alphabet are first converted to
their [?orta plain-component equivalents, and then the plain-component
sequence is completed from these letters, with a minor moditication. This
modification consists in completing the converted cipher letters A-M in
a downward direction, while the letters N-Z are completed in the opposite
(i.e., ugggrd) direction. As an example of this process, let us assume
that the message in subpar. 20h has been enciphered by five alphabets in
the Porta system, the first forty letters of this encipherment are:

PKTFF CDVIT OBVZX CVREE GIVJE TPRKT
0OQCFL PBVPX ...

The conversion process and plain-component completion of the first three
alphabets are shown in the diagram below (employing the procedure of
generatrix elimination and weighting as described in subpars. 21f and 5):

9 In some cases the lower half of the Porta alphabets shifts to the right instead of to the left as in the
normal form, this possibility mu st be taken into account 1n the recovery of the key word
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PCOCGTOP KDBVIPQB TVVRVRCYV
l1CPBPTGBC X*QOFV6DO6 6GIIEIEPI
3DOCOSHCD 3WPNJUDER -BFFFFFO0J
6ENDNRIDE VO0Z KT BF2 -ITKKGKGHK

+&EZQJFEPF 2UNYLSFGY LR
OGYFYPKFG ITZEMRGHX- 2KMMIMIYM
HXGXO0L6GH 3SYWAQHIW TA-AFAFKA—
SIWHWNMAI R EXVBPIF ¥ MBBKBKWB
+VEF VA -QWUEO0JFKU- 1ACCLCLYVC
kU F U ¥BJk 3PVTDNKLT OBDDMDMUD
EHPKPXCKE 30USEZLMS TCEEAEATE
2MSLSWDLM SNTRFYIMAR ODFFBFBSF
5ARMRVEMA Z5Q6¥ABQ 2EGGCGCRG
3QAQUFAB 1LYRPHWBCP OFHHDHDQH

.

The generatrices with the highest scores are the correct ones.

d. Just as the Vigenere table (consisting of direct standard al-
phabets) has its complementary table of reversed standard alphabets, a
variant of the Porta table might be constructed wherein the lower halves
of the sequences run in the opposite direction to the upper half, as ls
illustrated below:

A,B

=N
>t 4t
QKO
<u|=v
SE(<ty
Ha|as
[/ N>R K]
w0 | o m
O H|DH
e lo ey
CLEILE,
=i o
NE (=

c,D

Y,Z 0

= >
[l
< Q
[~ >
=]
0n -

E
W

<y
ey
ot

D K
X Q

In this case, the method of fitting the distributions to the normal and
the method of completing the plain-component sequence must of course be
modified to take care of the new situation. Other variations of the
Porta idea are possible; these will be treated in subsequent chapters.

e. In applying the probable-word method in Porta, the cryptographic
peculiarities of the system greatly facilitate the testing and placang of
cribs. As an illustration, let us suppose we have at hand the 40-letter
fragment in subpar. 23c (the period being unknown), and let us place under
each cipher letter a notation of its class (using "1" to designate a cipher
letter from the Group A-M in the normal sequence and "2" to designate a
letter from the group N-Z). The cipher text and notations will look as
follows

OBVZX VREE GIVJE TPRKT
21222 2211 11211 22212

= Q

NO DR
NSO HR
HQ MMl .
e e
HEe H3
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Let us suppose that the probable word is INFANTRY, the letters of this

word have the class notation of 12112222, but in encipherment the classes

would be reversed, viz., 21221111. We now look for the pattern 21221111

in the cipher text, and we find it beginning at the 15th position. The

derived key(E WGISEW G)can easily be recognized as a cyclical repe-
FXHJTFXH

tition of the key word WHITE,

2h. The Gronsfeld system. The Gronsfeld system mentioned earlier is
identical with a Vigenere system with direct standard alphabets (where only
the first 10 alphabets are used), except that & numerical key is involved,
the digits of the key indicating how much displacement the plaintext letters
should have along the normal sequence; thus only the first ten rows of the
Vigenere table are used. The Gronsfeld system is solved just like any
Vigenere system, except (when the system is known to be a Gronsfeld) for
a minor modification in the use of the probable-word method. The severe
limitation of the cipher equivalents possible for a given plaintext letter
greatly restricts the placement of trial cribs. For example, in trying
the crib YOURp in a message, the diagram below (analogous to Fig. 15a)

TSVHEYQBVYIGLMGUXASRMFKCIAAOQOVIE

N0 3 0 8 2 T & 22
T 6 4 0
7 & 1
L 9

shows the keys resulting from the only possible Gronsfeld decipherments of

Yp in the first row beneath the cipher; the row just beneath that gives the
keys for Op (where Y, has been a possibility for the preceding cipher letter);
ete. In the example, there are only two places where YO is a possibility:
at the 5th and 14th positions, with the corresponding keys being 0274 and
8639, respectively. If 0274 is slid through the remainder of the cipher
text, the appearance of the plaintext fragments MENT (at position 13) and
FIVE (at position 21) shows that this key fragment is correct, and that the
period is 8. If the solution proved difficult, the plain-component sequences
could be completed for the remaining cipher text as shown below, as an aid in

Waow

0274 o2ThL 027h4 02
TSVEYQBVYIGLMGUXASRMFKCIAAOVIE
SRUGYOURXHFKMENTZRQLFIVEZZNUIX
RQTF WGEJ YQPK YYMT
QPSE VFDI XPOJ XXLS
PORD UECH WORKI WWKR
oNQCcC TDBG VNMH vvaaq
NMPB SCAF UMLG VUUIP
MLOA RBZE TLKF TTHO
LKNZ QAYD SKJE SSGH
KJMY PZXC RJID RRFM
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recovering the rest of the text. It must be pointed out that, although
reading a Gronsfeld cipher of a lengthy period on ten generatrices alone
is quite possible, it may be rather difficult to do so in actual practice
unless something concerning the contents or nature of the message plain
text is known.

25. Polyalphasbetic numerical systems.--a. Periodic number ciphers
may be encountered in which the plain component is the normal sequence
and the cipher component is what may be regarded as a standard [pumerica;7
sequence., For instance, if the cipher component consisted of the dinomes
01-26 in normal order, this component is in effect an A-Z sequence and
analysis would proceed along the lines of any direct standard alphabet
cipher. In Fig. 6 we have a numerical Vigenere square consisting of a
36-element "normal” plain component and a cipher component consisting of
the dinomes 10-U5 in ascending order; this system involves notning new in
techniques of solution, except that in fitting the cipher distributions to
the normal (after factoring), allowance has to be made for the beginning
and ending points of the A-Z sequence in the 36 elements of the cipher
distributions.

b. If periodic numerical ciphers are encountered in which the cipher
components are slides of the 00,01...98,99 sequence in normal order, the
occurrence in certain alphabets of dinomes within a comparatively narrow
range will be an aid to factoring. For example, if the matrix in the
illustration below were used for encipherment, the occurrence of the “low

A B CDEUVPGH vV W X Y 2
l 03 04 05 06 07 08 09 10 cecesecesy 24 25 26 27 28
2 |41 42 43 4k 45 k6 b7 48 62 63 64 65 66
3 128 29 30 31 32 33 34 35 k9 50 51 52 53
L |7TOTL 7273 7% 75 76 17 91 92 93 94 95
S |32 33 34 35 36 37 38 39 Weeeeeess $53 54 55 56 57

dinomes" (resulting from encipherments by Alphabet 1) spaced along the
cipher text at an interval of 5, and the "high dinomes" (resulting from
encipherments by Alphabet L) likewise spaced along the cipher text at that
same interval, would quickly identify the length of the period.
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CHAPTER V

REPEATING~KEY SYSTEMS WITH MIXED CIPHER ALPHABETS, I;
DIRECT SYMMETRY OF POSITION
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Solution by the probable-~word method 35
Solution when plain component 1s mixed, the cipher component, the normal 36
The X (chi) test for evaluating the relative matching of distributions a1
Modified Porta systems 38

Addati0nal remarks 39

26. Reason for the use of mixed alphebets.--a. It has been seen in
the examples considered thus far that the use of several alphabets in the
same message does not greatly complicate the analysis of such a cryptogram.
There are three reasons why this is so., Firstly, only relatively few al-
phabets were employed; secondly, these alphabets were employed in a per-
iodic or repeating manner, giving rise to cyclic phenomena in the crypto-
gram by means of which the number of alphabets could be determined; and,
thirdly, the cipher alphsbets were known alphabets, by which is meant merely
that the sequences of letters in both components of the cipher alphabets
were known sequences.

b. In the case of monocalphabetic ciphers it was found that the use of
8 mixed alphabet delayed the solution to a considerasble degree, and it will
now be seen that the uge of mixed alphabets in polyalphabetic ciphers
renders the analysis much more difficult than the use of standard alphebets,
but the solution is still fairly easy to achieve.

27. Interrelated mixed alphabets.--a., It was stated in par. 7 that
the method of producing the mixed alphabets in a polyalphabetic cipher often
affords clues which are of great assistance in the analysis of the cipher
alphabets. This is so, of course, only when the cipher alphabets are inter-
related secondary alphabets produced by sliding components or their equiv-
alents. Reference is now made to the classification set forth in par. 8,
in connection with the types of alphabets which may be employed in poly-
alphabetic substitution. It will be seen that thus far only Cases Ia and b
have been treated. Case Ila will now be discussed.
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Plain

It is identical in form with the square table shown
ABCDEFGHIJKLMNOPQRSTUVWXYZ

le the cipher component is a mixed sequence, the various

hi

NAMCIPETORHEEQALODAROHR M E QNN D MM
PN CPEZORBNAOAROHRMEMTN DX
MNP PPERORHNENENMLODAEROHRRXMEATND
DHHNAMAPEZOMBEENAOAMOHMMENMTN
DOMMNARNCPETOMEBHEHOQOARMOMRME M

DM HNNMAPEZOMBEHADAKMOHRDXEN
AMTORPXYHNAMNSPEZOMEBEHNMOAROHRK ME
ELHTRUDHHNLAMAPEIOMEBEHAOARMOHRM
MEMTOUDHMNAMSODREZONHEHAODARD HH
RPMEACONDKMHMNAR<CSLGETIOMHEMOARKDH
HEBMEMCURDHMNARMPPETONHONAMOARKD
UHRMEAMCODMHNMNMBEB<SPEZTOKRMMMOAK
BOHRMEMTODKMNNMMLSREZORBMMOLA
ARODHBLMEAMNCTNDHNMHNKNMMEMLS>RERTOMHMHNMNO
VCARODHRMEMAMTONDMMN MM EZTOKEHM
AODAROHNPMEAMTLDMNMNINM<L>EZONEHNM
HAODAROHRMEMSTND R MNNAME <> X O
HHAMOAMODHRMEACTODXMHNAMAS>EZTOMN
GEHEHAODARUOUHRMEMLMINDMHNAM <> ZE O
OMBHRMAODAROHRMEAMTLDKHNIRM<S >R
EOMEHHMAODAMUDMHROMEATNDMMNAM <> X
BOMBEHALDAROHRMEMTODD M NNIM <>
PRFOMBHMOUOAROHRD M EMASTODMMNIM <
AP>PETOMHMAOAMOHRMEAMTODMMNNLAM
MLE>EEONHHEMOARKROHRMEMTOND XM MNNA
HASPEZOMBHHAOAROHRMEMLMTN D M MHN

Figure 17.

With the key word BLUE and conforming to the normal en-

Here one of the components, the plain component, is the normal

b.
separate lines, a symmetrical cipher square such as that shown in Fig. 17

the 25 successive displacements of the mixed component are recorded in

Juxtapositions of the two components ylelding mixed alphabets.
component may be a systematically-mixed or a random-mixed sequence.

results therefrom.

sequence, V!
in Fig. 9.

Cipher

Such a cipher square may be used in exactly the same manner as the

Vigendre square.

c.
ciphering equations (ek/g = 91/15 €p/21 = Gc/g), the following lines of the

square would be used:

o 83 0y W2
I > O N
d4jag b¢ Ay >
=IO D X M
MDD
DEmn
Hi>>oaHO
MG X O M
R M Py B

A
AN HODR
oPptoomH
e o
Ao A
Rnoxa
Miogmoo
L YoV - ]
H[E =
o x| > B
Oho<dm
f O
Mo s J =
Al > N R
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MO [ M <
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Figure 18a.
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These lines would, of course, yield the following cipher alphabets:

Plain....
(1) cipher...

-

Plsin. L N ]
(2) Cipher...

= =K
- g N

»Q oa

Plain. L X
(3) Cipher...

=
W & me Y&y

al oW W OR

o It ok ne

Plain. LR X ]
(%) Cipher...

e OS> e wre
W My B QOW
<Q KO

Z=Y NU <9 "o
Em m =2Hm Q=
o= W Xw

e »QaQ O0Q &

Hl <X WM RNk
HE =S U aoX

Q2 M= mE K=
HO WO QO KO

&4y QW

=o oo ~Go o
2xn =M RN =#HX
vy Q@ X >

O3 HHYE Wl <3
nwe 4o oca =2

a<d R< g =<«
ME R C=E OX
K M N WX
N O MK HK
N o NN N

[« W o]

1

o
3
&

28. Principles of direct symmetry of position.--a. It was stated
directly above that . Fig. 17 18 a symmetrical cipher square, by which is
meant that the letters in its successive horizontal lines show a s t
of position with respect to one another. They constitute, in reality, one
and only one sequence or series of letters, the sequences being merely
displaced successively 1, 2, 3, ... 25 intervals. The symmetry exhibited
is obvious and is said to be visible, or direct. This fact can be used to
good advantage, as will presently be demonstrated.

b. Consider, for example, the pair of letters Gc and Ve in cipher
alphabet (1) of Fig. 18b. The letter Ve is the 15th letter to the right of
Ge. In cipher alphabet ~(2), Vo is also the 15th letter to the right of
Ge, as 18 the case in each of the four cipher alphabets in Fig. 18b, since
the relative positions they occupy are the same in each horizontal line in
Fig. 183, that is, in each of the successive recordings of the cipher com-
ponent as the latter is 8l1id to the right against the plain or normal com-
ponent., If, therefore, the relative positions occupied by two letters,

0, and ©5, in such a cipher alphabet, C;, are known, and if the position

of ©; in another cipher alphabet, C,, belonging to the same series i1s known,
then 0, may at once be placed into its correct position in C2. Suppose,

for example, that as the result of an analysis based upon consideratiouns

of frequency, the following values in four cipher alphabets have been tenta-
tively determined:

) Plain.... ABCDEFGEIJKLENOPQRSTUVWXY2Z
(1) Cipher... G Y v

Plain.... ABCDEFGHIJKLMNOPQRSTUVWXYZ
(2) Cipher... N G P

Plain.... ABCDEFGHIJKLMNOPQRSTUVWXYZ
(3) cipher... L B I

(%) Plain.ee.. ABCDEFGHIJKLMNOPQRSTUVWXY?Z
Cipher... W I Q

Figure 19a.
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c. The cipher components of these four secondary alphabets may, for
convenience, be assembled into a cellular structure, hereinafter called a -
sequence reconstruction matrix, as shown in Fig. 19b. Regarding the top
line of the recomstruction matrix in Fig. 19 as being common to all four
secondary cipher alphabets listed in Fig. 19a, the successive lines of the
reconstruction matrix may now be termed cipher alphabets, and may be re-
ferred to by the numbers at the left,

Plain ABCDEFGHIJKLMNOPQRSTUVWXY?Z
1 G Y v
2 N G P
4 | 1 9
Figure 19b.

d. The letter G is common to Alphabets 1 and 2. In Alphabet 2 it is
noted that N occupies the 10th position to the left of G, and the letter P
occupies the 5th position to the right of G. One may therefore place these
letters, N and P, in their proper positions in Alphabet 1, the letter N
being placed 10 letters before G, and the letter P, 5 letters after G. Thus:

Plain [ABCDEFGHIJKLMRNOPQRSTUVWXYZ
1 G P Y VN

e

Thus, the values of two new letters in Alphabet 1, viz., Pc ®= Jp, and

Kc = Up have been automatically determined; these values were obtained
without any analysis based upon the frequency of P and Ne. Likewise, in
Alphabet 2, the letters Y and V may be inserted in these positions:

Plain [ABCDEFGHIJKLMNOPQRSTUVWXYZ
2 VE G P Y

This gives the new values Vo = and Yo = Yp in Alphabet 2. Alphabets 3
and 4 have a common letter I, which permits of the placement of Q and W in
Alphabet 3, and of B and L in Alphabet 4.

e. The new values thus found are of course immediately inserted
throughout the cryptogram, thus leading to the assumption of further values
in the cipher text. This process, viz., the reconstruction of the primary

nents, by the application of the principles of direct symmetry of
position to the cells of the reconstruction matrix, thus facilitates and
hastens solution.

f. It must be clearly understood that before the principles of direct
syn-ntry of position can be applied in cases such as the foregoing, it is .
necessary that the plain component be & known sequence., Whether it is the
noremal sequence or not is immaterial, so long as the sequence is known.
Obviously, if the sequence is unknown, symmetry, even if present, cannot be .
detected by the cryptanalyst because he has no base upon which to try out .
his assumptions for symmetry. In other words, direct symnetry of position
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is manifested in the illustrated example because the plein component is a

known sequence, and not because it is the normal alphabet.

The significance

of this point will become apparent later on in connection with the problem
discussed in par. 36b.

29-

Initial steps in the solution of a typical e

Ce==8e

In the

light of the foregoing principles let a typical message now be studied.

A,

5
QWBRI

10

VWYCA

ICJCI

B.
tper—

C.
D.
E,
F.
G,
H.
J.
K.
L.
M.
N.

P,

QCGQH
CTGYO
BWFEQ
VPWMR
QVFWY
ZRHCN
MPJEL
KILCJ
QYAHRQ
WNBRI

MTZEI

IWJKA

BPDBL
QLFCO
QIIEW
RWNFL
vVwWDYQ

SANCD

MFDZT

VEDCQ

VPJEL

EVGQU
KWFZL

VPYHL
GWFJQ

15

ISPJL
MIBKN
GEGXN

VCGXG

20

RBZEY

QWBRI

25
QWYETU

VWYIG

IDMRU

BKZZG

VEZYG

IVXCU

MTYZT

ICGXG

GXNFW

RDGDG

SEZ2ZG

CTJRD
LXNCL
TAGDN
LRZNGQ
QWJYQ

CCBYQ
BLGQQ
MCJKX
BXDBN
IBEYU
MIYZGqQ
LvVVCS
IRGQP
XINBA

IBWRX

OPDKA

VBGRS
IDDRU
PXFPU
KDHCA
ACJRR
QWBII
ATYEW

IKWJQ

30
LWMGW
—

BWNBQ
QIGVN
NTZAO
GDGIG
MYJJY
OPJQQ
YXNFG
MBJJF
SBGZN
IVIRN

CBYZT

RDZYF
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b. The principal repetitions of three or more letters have been
underlined in the message and the factors (up to 26 only) of the intervals
between them are as follows:

QVBRIVWY ks 3, 5,9, 15
CGXGB 60 2, 3, k4 5,6, 10, 12, 15, 20
PJEL 95 5, 19
2261 145 5
BRIV 330 2, 3,5,6,1, 1, 13, 22
BRIV 285 3, 5, 15, 19
KAG 75 3, 5, 15, 25
QRD 165 3, 5,15
B k5 3, 5, 9, 15
QB 275 5, 11, 25
WIC 130 2, 5, 10, 13, 26
XNF L 3, 5, 9, 15
YZT 225 3, 5, 15, 25
ZTC 145 5

The factor 5 is common to all of these repetitions, and there seems to be
every indication that five alphabets are involved. Since the message al-
ready appears in groups of five letters, it is unnecessary in this case to
rewrite it in groups corresponding to the length of the key. The uniliteral
frequency distribution for Alphabet 1 is as follows:

WXYZ

o T 1
Qm

@ i
HM U
e
=M I
oMM
= m

@
<1

P TU

ol

A

DEF

> 1

HIJ

c. Attempts to fit this distribution to the normal on the basis of a
direct or reversed standard alphabet do not give positive results, and it is
assumed that mixed alphabets are involved. Individual triliteral frequency
distributions are then compiled and are shown below. These tables are simi-
lar to those made for single mixed-alphabet ciphers, and are made in the
same way except that instead of taking the letters one after the other, the
letters vhich belong to the separate alphabets now must be assembled in
separate tables. For example, in Alphabet 1, the trigraph QAC means that A
occurs in Alphavet 1; Q, its prefix, occurs in Alphabet 5, and C, its suffix,
occurs in Alphabet 2. All confusion may be avoided by placing numbers 1n-
dicating the alphabets in which they belong above the letters, thus:

T0
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-CONFIDERTIAL
Alphabet 1
A BCDETFGHTIUJ U KLUMNUGOPG QRS STUVWIXY 2
QCGWNNT TV AE AS UD UW IT UT QP NX -W LB LA LA IN NN QI UX QR
PT OP TG AD WwC FI X II up YW YW DE Iw
GK TT LX HW FW LV OT NW QD RB UE
OW WB I¥ ND LR SY QC QD LC
GL GV |, [H GI GP
GX We GP QL QB
XD AB RI NW
GB JF v QE
Iv DI NY IP
NR Sw UP
AK QW
QB
Alphabet 2
A B CDEVFGHTIJEHKILMNDOPA QRS STUVSE XY Z
SN RZ 1IJ IM GG MD MB INQF WB BD  ZH 1P MZ IX QB GN MJ
TG VG QG GG VZ QG  BZ BG oD 16 ce QF VY BD QA
IE VG ID Sz QI VW LZ N2 LV QYPFF
MJ CB RG VD KL oJ MY IJ LM YN
SG IG KH MY MJ cJ EG QB LN
CY MJ RZ XN vJ AY VY
W AJ VY BN
IJ
BF
RN
VD
QB
KF
GF
QJ
Alphabet 3
A BCDETFG GHTIUJIEKLMMNOPU QRS STUVUWIXY2Z
YH WR PB BY WE CQ RC IE CC IC WG WB SJ VC PM VC WC BE
IK PK LC EXDC WK DR WF KJ PE TE
WR DR VW IV YJ XF BR WI EY
CcY W XPTY CK XF TZ KZ
WI XB WZ CX PQ AC IZ TA
NR FZ WJDI PE Xc TE EZ
EC cx BJ IB BZ RN
LQ TR PH DY
BR CR
DD VR
BZ PE
AD WY
RQ
vQ
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ORI, o
Alphabet 4
A BCDETFGHTIUJIUEKLMNOTPU QRS STUVWIXYZ .
ZO NQ YA GG ZY NL MW AQ Y6 PL BN WR ZQ  FU GH BI GN FY GN ZG ZG
DLJIGN YUNW YL GG JY JA GQ BI GG GO YT
DN XU  ZI NG BI JF DA JQ MU GG BQ ZG
NA FO FQ wQ JX GP GS DQ DT
HN IW FQ GU DU EU YQ
ND JL JD ZF GN
HA JL JR Jq YT
1 B JN FL
DQ BI
NL WX
Vs
Alphabet 5
A BCDEVPFOGHTIUJIEKLMNOPAI QRS STUVWIXYZ
cI CS JKIBQIRVCM JR KQ YB QA BQ MQ RM ZC EL  GI KI EQ
KG RM YKYQ CM BVY XI AB EQRSCQZCRV EI R-JQ
KG XB EM FG VvCcM YO ZECN FM WR
cM ZI RV ES ¢V Qv RO  EC
BI v II CL BP Qz PY
XB RV ET ZQ YR YK
DB HL  RW ZA QV .
FM ZG DI HV .
ZI CL
NX
JR
JQ
YI -
Condensed table of repetitions
1-2-3-1&-2-1-2-3 1-2-3 16-2-1 1-2 <4
QWBRIVVWY-2 Q W B-3 K A G=2 Q W-5 BLR-3
Y \ ZTC-2 V P=3 G Q-k
2-3-45-1 2-3- VW-3 GX-3
CGXG B-2 X N F-2 ~l=2 J R-3
Q R D=2 2=3 N F-3
2-3-‘&-2 3-1‘.-2 WICcC2 C G=-3 Y 2-3
PJ -2 Y Z T-2 C J=3
PJ-3 s
3=4-5-1 WB-3 R I-3
BRIV-3 W F-3 Y Q-3
220G I-2 W Y3 Z T-3
X N-3 *
5-1

G B-4
I V-3 ‘
Q Q-3 [ )
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d. One now proceeds to analyze each alphabet distribution, in an
endeavor to establish identifications of cipher equivalents. First, of
course, attempts should be made to separate the vowels from the con-
sonants in each alphabet, using the same test as in the case of a single

5
mixed-alphabet cipher. There seems no doubt that ﬁc and Q, are equivalents
of Ep. In the other alphabets the equivalents of Ep are not so clear~cut,
but for the moment, let us assume that Ep is the highest €c in the particu-

1 3 4
lar alphabet, viz., Ic, Gc, and Cc.

e. The letters of greatest frequency in Alphabet 1 are I, M, Q, V,
B, G, L, R, 5, and C. I, has already tentatively been assumed to be E,.

2 5
If W, and Q; * E, then one should be able to distinguish the vowels from
the consonants among the letters I, M, Q, V, B, G, L, R, S, and C by exam-

2 5
ining the prefixes of Wp, and the suffixes of Q.. The prefixes and suffixes
of these letters, as shown by the triliteral frequency distributions, are
these:

2 p) 5 5
Prefixes of We (e=Ep) Suffixes of Qo (=Ep)

;GKVRBIL IQRXLVAZO
-—_—m -

1
f. Consider now the letter Mc; it does not occur either as a prefix
2

5
of We, or as a suffix of Qe. Hence it is most probably a vowel, and on ac=-
count of its high frequency it may be assumed to be Op. On the other hand,
1 2
note that Qe occurs five times as a prefix of We and three times as a suffix
5
of Q. It is therefore a consonant, most probably Rp, for it would give the

51 12
digraph ERp(= QQc) as occurring three times and REp(s= QW.) as occurring five
times.

g. The letter WIIc occurs three times as a prefix of %c and twice as a
suffix of ac. It is therefore a consonant, and on account of its frequency,
let it be assumed to be Tp. The letter !ch occurs twice as a prefix of %lc
but not as a suffix of Ec Its frequency is only medium, and it is probably
a consonant. In fact, the twice repeated digraph lBe'lc is once a part of the

512 5
trigraph GEW, and G,, the letter of second highest frequency in Alphabet 5,

—CORFIDERTIAL— 13
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looks excellent for Tp. Might not the trigraph éé?l be THEp? It will be
well to keep this possibility in mind.

h. The letter (l}c occurs only once as a prefix of lec and does not occur
as a suffix of gc It may be a vowel, but one cannot be sure. The letter
ch occurs once as a prefix of ac and once as a suffix of gc. It may be
considered to be a consonant. ;Rc occurs once as & prefix of inc , and twice

5 1
as a suffix of Qu, and 1s certainly a consonant. Neither the letter Sq nor
1 2 5
the letter C. occurs as a prefix of We or as a suffix of Q.3 both would seem
to be vowels, but a study of the prefixes and suffixes of these letters lends

1 1
more weight to the assumption that C; 1s a vowel than that S is a vowel.

5 5 5
For all the prefixes of C, viz., N, T, and W, are in subsequent analysis of
Alphabet 5 classified as consonants, as are likewise its suffixes, viz.,

5
T, C, and B in Alphabet 2. On the other hand, only one prefix, L., and one
2 1
suffix, By, of Sc¢ are later classified as consonants. Since vowels are
more often associated with cornsonants than with other vowels, it would
1 1 1
seem that Co is more likely to be a vowel than Se.. At any rate C; is as-

1
sumed to be a vowel, for the present, leaving S, unclassified.

i. Going through the same steps with the remaining alphabets, the
following results are obtained:

Alphebet Vowels Consonants
1 i, M, C. Q V, B, L, R, G?
2 w, P, I. B, C, D, T,
3 G, Z. J, N, D, X, F,
h c, E?, R?, BI. Y, z, J, Q.
5 Q, U. G, N, A, I, W, L, T,

30. Application of principles of direct symmetry of position.--a. The
next step is to try to determine a few values in each alphabet. In Alphabet
1, from the foregoing analysis, the following data are on hand:

Plain,... ABCDEFGHIJKLMNOPQRSTUVWIXYZ
Cipher... C? I c? M Q V
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Let the values of Ep already assumed in the remaining alphabets, be set
down in a reconstruction matrix, as follows:

Plain ABCDEFGHIJKLMNOPQRSTUVWXYZ

c? I ct M Q V
v

Cipher G

c

Q

b. It is seen that by good fortune the letter Q is common to Alphabets
1 and 5, and the letter C is common to Alphabets 1 and 4. If it is assumed
that one is dealing with a case in which a mixed component is sliding against
the normal component, one can apply the principles of direct symmetry of
position to these alphabets, as outlined in par. 28. For example, one may
insert the following values in Alphabet 5:

Plain ABCDEFGHIJKLMNOPQRSTUVWXYZ
1lc? i ct M Qv
Cipher 5| i Q Vv c? I c?

c. The process at once gives three definite values: lsdc & Bp,
5 5
Ve = Gp, Ic = Rp. Let these deduced values be substantiated by referring
to the frequency distribution. Since B and G are normally low or medium
frequency letters in plain text, one should find that Mc and V¢, their
hypothetical equivalents in Alphabet 5, should have low frequencies. As
a matter of fact, they do not appear in this alphabet, which thus far

5
corroborates the assumption. On the other hand, since Ic = Rp, if the

9
values derived from symmetry of position are correct, I, should be of high
frequency and reference to the distribution shows that Ie is of high fre-
quency. The position of C is doubtful, it belongs either under Np or Vp.

5
If the former is correct, then the frequency of Ce should be high, for it
would equal Np; if the latter is correct, then its frequency snould be low,
5
for it would equal Vo. As a matter of fact, Ce does not occur, and it must

be concluded that it belongs under Vp. This in turn settles the value of

1
Ce, for it must now be placed definitely under Ip and removed from beneath Ap.

d. The definite placement of C now permits the insertion of new values
in Alphabet 4, and one now has the following:




Plain

RN

31. Subsequent steps in solution.--a.

REF ID:A64563

ABCDEFGHIJKLMNOPQRSTUVWXYZ

I c M Q Vv
W
G
I c M Q Vv
M Qv 1 C

It 183 high time that the thus

far deduced values, as recorded in the reconstruction matrix, be inserted
in the cipher text, for by this time it must seem that the analysis has

certainly gone too far upon unproved hypotheses.
are obtained:

&

¥

The following results

=
Q

(« <]

o B &
=
-]

2 Wo
N EHQ
> <

3
o

KA GDGIG

5 10 15 20 25
Q WBRI VWYCA ISPJL RBZEY QWYETU
RE R TE E E RE
ICJCI MTZEI MIBKN QWBRI VWYIG

“E ER 0 R O RE R TE A
QCGQH IWJXKA GEGXXNY IDMRU VEZYG
R EN EE E E T
CTGYO BPDBL V g_gﬁx G BKZZG E_V XCU
I E T E E E
BWFEQ QLFCO MTYZT CCBYQ OPDKA

B E R E 0 I E
VPWMR QIIEW ICGXG BLGQQ VBGRS
T K R E E ENE T E
QVFWY RWNFL GXNFW MCJKX IDDRU
R E 0 E
ZREHCN VWDYQ RDGDG BXDBN PXFPU

E TE E E
MPJEL SANCD SE2ZG IBEYU KDHCA
0 E — E
KILCJS MFDZT CTJRD MIYZQ ACJIRR
E 0 I 0 E
QYAHRHQ VEDCQ LXNCL LVVCS QWBII
R E T EE E E RE AR
WNBRI VPJEL TAGDN IRGQP ATYEW
R T E E EN
EVGQU VPYHL LRZNQ XINBA
EN T E E

KWFZL GWFJQ QWJYQ IBWRX

E E E RE E E

76

MYJJY

MBJJF

SBGZRX
E

IVJRN

E
CBYZT
I

IKWJQ RDZYF
E

= mo l::%g
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b. The combinations given are excellent throughout and no incon-

123
sistencies appear. Note the trigraph QWB, which is repeated in the fol-
lowing polygraphs (underlined in the foregoing text):

123451 512 34351
QWBRIV. . .SQWBIII
RE RT... RE ARE
¢. The letter Bc is common to both polygraphs, and a little imagina-
tion will lead to the assumption of the value B, = Pp, yielding the following:
123451 51234351
QWBRIV, ..SQWBIII
REPORT...PREPARE

45123
d. Tote also (at E29) the polygraph I & ¥ B W M, which looks like
A T K
the word ATTACK. The frequency distributions are consulted to see whether
5 2
the frequencies given for G; and Po are high enough for Tp and Ap,

3
respectively, and also whether the frequency of W¢ is good enough for Cp,

it is noted that they are excellent. Moreover, the digraph &ﬁc, which

1
occurs four times, looks like TH, thus making Bo = Hp. Does the insertion
of these four new values in our diagram of alphabets bring forth any incon-

2 1
sistencies? The insertion of the value P, = Ap and Be = Hp gives no indi-
cations either way, since neither letter has yet been located in any of the

5
other alphabets. The insertion of the value Ge = Tp gives a value common
3
to Alphabets 3 and 5, for the value Go = Ep was assumed long ago. Unfortu-

nately an inconsistency is found here. The letter I has been placed two
letters to the left of G in the mixed component, and has given good results

3
in Alphabets 1 and 5; if the value We = Cp (obtained above from the assump-
tion of the word ATTACK) is correct, then W, and not I, should be the second
letter to the left of G. Which shall be retained? There has been so far

nothing to establish the value of 3,, « Ep; this value was assumed from fre-
quency considerations solely. Perhaps it is wrong. It certainly behaves
like a vowel, and one may see what happens when one changes its value to Op.

. The following placements in the reconstruction matrix result from the analy-
sis, when only two or three new values have been added as a result of the
clues afforded by the deductions:

—CONFIDERIIAL T
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ABCDEFGHIJKLMNOPQRSTUVWXYZ

W
GBC

%o
om -
MO OE

BVSf
EHHOM

OB N1

m =

15 20 25 30
PJL RBZEY QWYEU L
RE

10

5

Many new values are produced, and these are inserted throughout

the message, ylelding the following:

oo
=
= n

SR

IS
EMY
M

0

YCA
E
E

W
E

(A

o]
mio
miny
= |4
Il

A

g
mA
=

=M
m

O K
<
>
=M
>

=ik
~®lo
m

=K
g

M A
HO

-

=

> M
oo
HO
< 8]

OH
L)
N

IVXCYU NTZAO
E

G
T
CCBYQ OPDKA GDGIG

BWFEQ QLFCO MTYZT

E,

~

o«

G OAT
MYJJY

0

ISP
BLGQQ VBGRS

HE

ICGXG

VPWMR QIIEW

F,

TROOP

H ORNE

T

ROM H ESO

TACKF

-«

om

(L0 ]

By
=

=
MmA
=]
L]
m i

(LN 2]
(=]
o O

i

c
E

RHEHCN VWDYQ
c TE E
MPJEL SANCD

N

H.

ey
»

mm

S
oA c E c
KILCJ MFDZIT
0

J.

=
N
oo
m m
n o

(-]
® o

O wm

g

O
=0

CTJRD
I 0

0

K.

=
Mo
L ]

> A
[ N

ol
<

(3]

>
m
O H

IKWJQ RDZYF
E 8

A

TN =)
« g1
GO =B
©mo
HRBE X

TAGDN
0
A

VPJEL
Y

m e

P.

8
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32. Completing the solution.--a. Completion of solution is now
a very easy matter. The mixed component is finally found to be the
following sequence, based upon the word EXHAUSTING:

EXHAUSTINGBCDPFJKLMOPQRVVYZ

The completely reconstructe

(=1

enciphering matrix is shown in Fig. 19.

Plain

e

AREBOO I

Cipher

(B S B-l F
2= <o ciw
o Q=EwWna
U< Y
O QN E e
RN L]
< M N QIO
E St oy
- Nelll
NGO
X W e =R
KO WA
- R
> O =B
aw oK XO
0n<w=olv
H = oo wlo
H <O Wwow
=N QW
QMO <|3
L B [ ]
Q2 bf b Gy G|t
O XRNE
Ot b
e g X M

¥zj
?
o
4~
b

b. Note that the successive equivalents of Ap spell the word AFPRIL,
which is the key for the message. The plaintext message is as follows:

REPORTED ENEMY BAS RETIRED TO NEWCHESTER., ONE TROOP IS REPORTED AT
HENDERSON MEETING HOUSE. TWO OTHER TROOPS IN ORCHARD AT SOUTHWEST EDGE OF
NEWCHESTER. SECOND SQ IS PREPARING TO ATTACK FROM THE SOUTH. ONE TROOP
OF THIRD SQ IS ENGAGING HOSTILE TROOP AT NEWCHESTER, REST OF THIRD SQ 1S
MOVING TO ATTACK NEWCHESTER FROM THE NORTH, MOVE YOUR SQ INTO WOODS EAST
OF CROSSR/OADS/FIVE THREE NINE AND BE PREPARED TO SUPPORT ATTACK OF SECOND
AND THIRD SQ. DO NOT ADVANCE BEYOND NEWCHESTER. MESSAGES HERE,

TREER, COL.

c. The preceding case is a good example of the value of the principles
of direct symmetry of position when applied properly to a cryptogram en-
ciphered by the sliding of a mixed component against the normal. The crypt-
analyst starts off with only a very limited number of assumptions and builds
up many new values &8 a result of the placement of the few origlnal values
in the reconstruction matrix.

33. Solution of subsequent messages enciphered by the same cipher
component.--&8. Let it be supposed that the correspondents are using the
same vasic or primary components but with different key words for other
messages. Can the knowledge of the sequence of letters in the reconstructed
mixed primary component be used to solve the subsequent messages? It has
been shown that in the case of a monoalphabetic cipher in which a mixed al-
phabet was used, the process of completing the plain-component sequence
could be applied to solve subsequent messages in which the same components
were used, even though the cipher component was set at a different key
letter. A modification of the procedure used in that case can be used in
this case, where a plurality of cipher alphabets based upon sliding primary
components is used.

b. let it be supposed that the following message passing between the
same Two correspondents as in the preceding message has been intercepted:

—CONFIDENIIAL— 19
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SFDZR YRRKX MIWLL AQRLU RQFRT IJQKF XUWBS MDJZK MICQC UDPTV
TYRNE TRORV BQLTI QENPR RTUED PTIVE RMGQN LRATQ PLUKR KGRZF
JOMGP IHSMR GQRFX BCABA OEMTL PCXJM RGQSZ VB

¢. The presence in this size sample of a tetragraphic repetition
whose interval is 21 letters suggests a key word of three or seven letters;
the repeated trigraph at an interval of 28 makes seven as the more probable
bypothesis. There are very few other repetitions, and this is to be ex-
pected in short messages with a key of such length.

d. Let the message be written in groups of seven letters, in colummar
fashion, as shown in Fig. 20e. The letters in each columm belong to a
single alphabet. Let the first ten letters in each columm be converted
into their plain-component equivalents by setting the reconstructed cipher
component against the normal plain component at any arbitrarily selected
point, such as in the following alphabet:

Plain: ABCDETF

G JKLMN
Cipher: EXHAUST

HI 0
INGBCDFJ

~w
o a
o<
<=
=¥
e
NN

QR
LM
F

omn
8 e

The columns of equivalente are now as shown i

-
b
o

ROEEHDvCo <YM
pRQaEE=EowYEN
Gdaddtiouw<cawiEw
RECHNBEQ<SDN &
HARHMIXDUXTO MdWu
I BdQRWRO MO
foonpmado<d-=l

QAU OQQAO0QHHOMYREN&GC XA
g

NarpIYIHNNEHDYIB3YSOEROD DN
NHMOEEHEAH A3 HOBOUEE b ™XNEN
SUuEMONGRSEOWKOUMBO HMUOW
CERURQNPIOIRESOICNCGE Y ENF
MO ERIRNUEOEHEORIHME AN
OWDOUNHLODRYEHERHEHNDO XEH W

20a.

g

e. It has been shown that in the case of a monoalphabetic cipher in-
volving & mixed cipher component it was merely necessary to complete the nor-
mal alphabetic sequence beneath the plain-component equivalents and all the
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plain text reappeared on one generatrix. It was also found that in the

case of a polyalphabetic cipher involving standard alphabets, the plain-
text equivalents of each alphabet reappeared on the same generatrix, and

it was necessary only to combine the proper generatrices in order to
produce the plain text of the message. In the case at hand both processes
are combined: the normal alphabetical sequence 1s continued beneath the
letters of each column and then the generatrices are combined to produce

the plain text. The generatrix diagrams for the first five alphabets (i.e.,
columns) are shown in Fig. 21, below. Only the first tenm letters in each
generatrix are used in the diagrams, since the application of the generatrix

elimination and rough scoring procedures discussed in pars. 21f and g will
yield a solution.

Gen. Alphsbet 1 Alphsbet 2 Alphabet 3 Alphabet 4 Alphabet 5
SRLQKMCVRT FKAFFDQTOI DXQBXJC!RQ ZMRTUZURVB RILIWKDNBN
1 FVQUPRIWVG 4 NPDNRMUGSH 1 MBUVBOLYVU
—CGWEVQEMEWE~ 7 OQEOONVHTI

—FERKXSHOZY I~

FHFEEVRAZK-

—KAVZUWGBAL- 3 AMVMCURNPN
2 LBWAVXRCEM 6 TVJTTSAMYN 5 SHABHUREBA 5 BNWNDVSOQO
2 MCXBWYSDCN  -UWKUUTBNZO- 4 TIBCIVSFCB 2 GYCNLGLCDR 5 COXOEWTPRP

—NDYEXZFEDO~ 2 VXLVVUCOAP —UJODIWTGDo- 3 HZDOMEMDES —DEYEPFRUESQ-
4, OEZDYAUFEP O WYMWWVDPBQ -VKDEKKUHED~ 8 IAEPNINEFT —EQZeEYVRTR-

—PRAEZBYCPQ- -XZNOIWEQSR- 3 WLEFLYVIFE —JBRQOJOFGU- 5 FRARHZWSUS
2 QGBFACWHGR U4 YAOYYXFRDS  -XMPGMZWJGP- -—KOGREKPGHV- 6 GSBSIAXTVT
3 RHCGBDXIHS  -ZBRPZZYGSED  -YNGHNAXKHG- -mmq;.q;m— 2 HTCTJIBYUWU
5 SIDHCEYJIT -ASQAAZRTFY- L ZOHIOBYLIH -MEITRMRIJX- —IUDUKCZVRV-
—TJEIDFZIJU- 3 BDRBBAIUGV —ARIFBCZMII —HPJUSNSIKY- 2 JVEVLDAWYW
—UKPFBOALKY- 2 CESCCBJVEW -BQJKQPANKI- -OGKVIONE:Z-

O VLGKFHBMIW -DFIDDCKWIX- —OCKKLREBOLK- 1 PHLWUPULMA
2 WMHLGICNMX -BGUBEDLXFY- 2 DSLMSFCPML —QEMXVQVMNE-

—SNEIDONY- -FEVEFEMYKZ- 5 EIMNTGDQ®¥ 5 RINYWRWNOC

—YOJNIKEROZ- 3 GIWGGFNZLA 6 FUNOUHERON -~—SKOZXSXORD-

—ZPKOJLEQRA- -RINHHGOAMB- 4 GVOPVIFSPO L TLPAYTYPQE

-AQLPKMGRQB— 4 IKYITHPBNC —HWRQWJCEQP- —UMQBEUZQRE- —QELOSKHEDFD—
I BRMQLRHSRC —JhBERFIQOOD— —TQRaciRe— 6 VRRCAVARSG 5 RDMDTLIEGE
7 CSNRMOITSD —KMAKKJRDPE- 5 JYRSYLIVSR U WOSDBWBSTH 4 SENEUMJFHF
6 DIOSNPJUTE —INPELKOBGP- -KESTPEMIWPS- -—{RTECKCTUI- 4 TFOFVNKGIG
—EUPTOQKVUE- 3 MOCMMLTFRG -LATUANKMUT —YQUFDYDUW- 1 UGPGWOLHJH

Figure 21.

1
2
3
L
2
6
T
8
9
10
11
12

f£. A trial of the generatrices with the highest scores in the first
three alphabets yields the trigraphs shown in Fig. 22a. The generatrices
of the subsequent columns are examined to select those which may be added
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to those already selected in order to build up the plain text. The
results are shown in Fig. 22b. Note that, in this case, the correct

123 1234567
COF COFIRST
5QU SQUADRO
NER NENEMYT
ROO ROOPDIS
MOU MOUNTED
ONH ONHILLF
IVE IVENINE
THR THREEWE
STO STOFGOO
DIN DINTENT
Figure 22a. Figure 22b.

generatrix for Alphabet 5 is not the one with the highest score (6), but
one of the four generatrices with a score of 5. The generatrix process is
a8 very valuable aid in the solution of messages after the primary components
have been recovered as a result of the longer and more detailed analysis of
the frequency distributions of the first message intercepted. Very often a
short message can be solved in no other way than the one gshown, if the pri-
mary components are completely known.

g. It may be of interest to find the key word for the message. Assum-
ing that enciphering method number 1 (see par. 13f, page 20) were knovn to
be employed, all that is necessary is to set the mixed component of the
cipher alphabet underneath the plain component so as to produce the cipher
letter indicated as the equivalent of any given plaintext letter in each of
the alphabets. For example, in the first alphabet it is noted that Cp = Sc.
Adjust the two components under each other so as to bring S of the cipher
component beneath C of the plain component, thus:

Plain: ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher: EXHAUSTINGBCDFJKLMOPQRVWYZEXHAUSTINGBCDFJKLMOPQRVWYZ

It is noted that Ap = Ac. Hence, the first letter of the key word to the
message is A. The 24, 34, 4th,...Tth key letters are found in exactly the
same manner, and the following is obtained:

When COF I RS T equals
SFDZRYR then Ap successively equals
AZIMUTH

§h. Statistical methods for the determination of correct ggneratrices.

--a, The student has seen the advantages of the simple two-category
weighting procedure, as demonstrated in subpars. 21f and g, over the method
of ocular inspection. These advantages are that, first of all, the two-
category weighting system is very easy to apply mentally, and, secondly,
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almost any scoring system will be more accurate and measurable than will
a mere "appraisal” by eye which may be rather subjective or intuitive in
nature. This second point is especlally true when the number of letters
in the generatrices is small, that is, around 10 letters or so.

b. Instead of the system of two-category weights, it is possible to
use the summation of the relative frequencies of plaintext letters to
evaluate generatrices. For convenience in assigning whole numbers as the
frequencies, the following scale (summing to 100) has been used:

713413323 700428830869322020
ABCDEFGHIJKLMNOPQRSTUVWXYZ

This system is only a trifle more sensitive than the two-category system,

but the convenience of only two categories for mental arithmetic is lost.
Besides, the two-category system actually involves ratios of the frequencies
of the two classes of letters and in effect gives a multiplication of the
welghts of a generatrix, whereas the summation of the plaintext frequencies
involves an addition of these frequencies which is not a precise mathematical
measure of the relative goodness of a generatrix. The summation of the
relative frequencies of letters takes into account only the probability of
occurrence of each letter in the generatrix, considered separately; that is,
the occurrence of an E has a value of 13, regardless of whatever other letters
are present in the same generatrix, and this value is added to the frequencies
of the other letters.

c. If instead of the summation of the arithmetical frequencies,
logarI%hms of the frequencies are used and these logarithms are added together,
then a true picture of the generatrix 1s obtained. The reason underlying
this fact is that the summation of logarithmic weights 1s equivalent to
multiplying the probabilities of occurrence of all the letters in the gen-
eratrix taken together, thus giving an accurate evaluation of the genera-
trix as a wvhole. This method 1s especially valuable when generatrices con-
tain as few a8 5 or 6 letters. As an aid to the solution of problems where-
in the plain component is a standard alphabet, a set of strips has been
printed containing the normal sequence and the respective logarithmic weights
over each letter. (If the plain component is any other sequence, strips
would have to be prepared manually with that particular sequence inscrived.)
The logarithmic weights on these strips are as follows:

B84LTT9657812768862889655360
ABCDEFGHIJKLMNOPQRSTUVWIXYZ

The numbers on these strips are one-digit logarithms (to the base 133) of the
relative frequencies of English plaintext letters as found in Table 3, Appen-
dix 2, Military Cryptanalytics, Part I. For the interested student, the deri-
vation of these one-digit logarithms will be discussed in the next two sub-

paragraphs.
d. Let the following table be examined. Column (a) represents the
uniliteral frequencies on a basis of 1000 letters; column (vb) represents the

logarithms (to the base 10) of these frequencies; columm (¢) contains “he
figures of the preceding column with the addition of .009 to each logarifhm,
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column (d) is a conversion of the basic frequencies in column (a) to
two-digit logarithms (base 133); and column (e) is a one-digit logarithmic
welght based on the logarithms of the preceding column.

(a) (v) (e) (a)

(e
A T73.7 | 1.868 1.877] .B87[ 8
B 9.7 | 0.987 0.996 | W1| &
C | 30.7 | 1.487 1.496| .70| 7
D | k2. | 1.628 1.637| 76| 7
E {130.0 | 2.113 2.122 | .99] 9
F| 28.3 | 1.452 1.461 | .68] 6
G| 16.4 | 1.214 1.223] .57] 5
H{ 33.9 | 1.530 1.539| .72| 7
I| 73.5 | 1.866 1.875| .87 8
J 1.64{ 0.214 0.223 1 .12| 1
K 2.96| 0.471 0.480 ] .22] 2
L 36.% | 1.560 1.569) 73| 7T
M| 24,7 | 1.392 1.bo1| 65| 6
N| 79.5 { 1.900 1.909 | .89 8
0| 75.3 | 1.875 1.884] .88( 8
P| 26.7 | 1.k27 1.k361| .67) 6
Q 3.50| O.54h4 0.553| .26] 2
R| 75.8 | 1.880 1.889} .88 8
s | 61.2 | 1.787 1.796| .84] 8 .
T| 9.9 | 1.963 1.972| .92{ 9
U | 26.0 | 1.415 1.2 | 66 6 .
v} 15.3 | 1.184 1.1931} .56 5
W | 15.6 | 1.192 1.201| .56]| 5
X L.62| 0.66h 0.673| .31} 3
Y | 19.3 | 1.285 1.294| .61] 6
2 .98} 0.991-10] 0.000| .00] O

e. The addition of .009 to the common logarithms is for the purpose
of transforming the letter of the lowest frequency (Zp) to the value of
.000 for convenience; this addition (which is equivalent to an arithmetic
nmltiplication) does not cha the ratios between the basic frequencies.
Now the highest frequency (Ep) is given the value .99 and all the other
logarithms are scaled proportionally down to Zp which is O: this is
equivalent to expressing the frequencies in logarithms with a base other
then 10, which in this case is 133. The new base (C) used to convert each
of the uniliteral frequencies to the logarithmic range O to 0.99 1s derived
as follows, when 130 is the highest frequency (Ep):

let 130 = Cc %9
Log;( 130 = Log,,C%%

Log;y 130 = (0.99) (Log ,C)

C = Antilog Log,,130 = Antilog 2.122 -
0.9 0.99 .
C =133
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The formula for the computation of the logarithm to the new base (C)
of any actual frequency (Y) of a series is:

Log,Y = Log, Y
Log,,C

It is more convenient to use reciprocals in the conversion of a whole
series of logarithmic values, as in this instance. The formula is:

(Log ;) (Log,, €)' = Logg¥

After these two-digit logarithms are derived, they are converted into one-
digit logarithms by multiplying them by 10, dropping the single decimal.!

f. As an example of the application of these logarithmic weights,
let us consider the generatrices of Alphabet 5 in Fig. 21. In this example,
Generatrix No. 12 (an incorrect generatrix) had a two-category score of 6,
and Generatrix Nos. T, 5, 11, and 23 had scores of 5. If logarithmic weights
had been used, these generatrices would have had the following scores:2

Gen. 12:
-67
Gen. :
-63
Gen. 8:
-69

= 64

Gen. 11:

BoPbwKnEFE
Do oooZEon
HNKOE~NY -

~HOoONUNWENVSDP

Gen. 23:

AN~ Q&N QR
~_NUTUooIdmOOEOn
OHWV R0 ®ONnWw M
VWEHOCOANANY OOV
vaoaconovn<
wViEHOLONY OOOW

o
-
\O

= T5

The results clearly point to Generatrix No. 23 as the correct generatrix.
Even if these generatrices had contained only six letters instead of 10,
the logarithmic weights would have pointed to the correct generatrix.

1 Logarithms multiplied by 10 are called decibans, logarithms multiplied by 100 are called centibans
Loganthmic weights are usually expressed in decibans or centibans for convenience 1n treatment as integral
values

Zhas interesting to determine what 1s the numerical expectation of the sumn of the loganthmic weights

for correct generatrices, as well as the expectation for 1ncorrect ones--1n other words, a sort of logarithmic
¢ test The expected value for the correct (1 e plaintext) generatrices 1s calculated by multiplying the
logarithmic weights by the probabilities of each letter, summing the results, this sum 1s then multiplied by
the number of letters 1n the generatrix to give the expected value of the sum of the loganithmic weights

for the generatrix The random expectation 1s the sum of the logarithmic weights in the scale (151) divided
by 26 multiplied by the number of letters in the generatrix, Thus the plaintext expectation 1s 7 6N and
the random expectation 1s 5 8N, where N 1s the number of letters 1n the generamx
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g- In order to illustrate the degree of refinement between loga-
rithmic weights and the arithmetical frequency weights mentioned in
subpar. 3bc, let us consider the following case. Below are the best
generatrices from the first three alphabets of a seven-alphabet poly-
alphabetic cipher; the number at the left of the generatrices is the sum
of the arithmetical weights, while the number to the right is the sum of
the logarithmic weights.

Alphabet 1 Alghabet 2 Alphabet 3
Lo OIAGNN 45 40 ZOTWEN 39 32 HNHZTR 39
37 SMEKXKRR 4 35 ODILTC i 31 CICUOI U4
36 TRNFLSS b5 32 DSXAIR k2 31. MSMEYS 43
34 BVNTAA k2 31 OUOGAU &
33 UOGMTT 43 29 SYSKEY 39

It will be seen that, although the generatrix OIAGNN in Alphabet 1 has

the highest arithmetic sum, nevertheless the most probably correct
generatrix as shown by the logarithmic weights is TNFISS. In Alphabet

2, the generatrix ODILTC has the highest probability of being the correct
one; and in the third alphabet the logarithmic sum points to CICUOI as the
most likely generatrix.? These generatrices when juxtaposed yield the
following plaintext fragments, attesting to the validity of the selection:

(CRON BB N ]
Q3+~ IoO
® ® ® e »
e« o o o 8 @
“ e s e e o

HOCOHCO

h. In difficult cases wherein generatrices coutain very few letters,
one more statistical resource is available to the cryptanalyst. Suppose
that in a certain short cryptogram the number of letters in each alphabet
is only four, and that in this particular case the generatrix RTIS is
selected from the generatrices for Alphabet 1. In Alphabet 2, the genera-
trices EINP, IMRT, and PTYA (logarithmic weights of 31, 31, and 29,
respectively) appear to be the most likely candidates for the correct
generatrix, The generatrix RTIS is Juxtaposed against the three genera-
trices of the second alphabet, and now we record the logarithmic weights4

Smn Alphabet 1, the difference between the logarithmic scores between OIAGNN (45) and TNFLSS (46)
shows that the latter generatrix 1s 133 1 -1 6 tumes better than the first generatrix, in Alphabet 2 the dif-
ference (7) between the loganthmic scores of ZOTWEN and ODILTC shows that the latter 1s 133 7= 31 umes
better than the furst generatrix, and 1n Alphabet 3, the difference (5) between the logarithmic scores of
HNHZTN and CICUOI shows that the latter 1s 133 9 = 1l times beiter than the furst generatrix

4 These weights are taken from Table 15, Appendix 2, Military Cryptanaljuics Part I The table gives
two-digit logarithms to the base 224 of the digraphic frequencies of plamn text, for convenience, these log-
arithms are treated here as centibans by dropping the decimal point  This logarithmic method 1s much more
precise then a method wheren only the digraphic frequencies are used to obtain a score

—CONPEDENEFAL— 86




REF ID:A64563

of the digraphs thus formed, as follows:

RE 96 RI 75 RP 59
I 82 ™ 45 T 67
IN 92 IR T3 IY O
SP 55 ST 88 SA TL

335 261 197

The logarithmic score °f$335 points to the generatrix EINP as the most
probable for Alphsbet 2.° Thus the selection of the correct generatrices
has been reduced to a purely statistical basis which is of great assist-
ance in effecting & quick solution. Moreover, an understanding of the
principles involved will be of considerable value in subsequent work.

35. Solution by the probable~word method.--a. Occasionally one may
encounter a cryptogram vwhich is so short that it contains no recurrences
even of digraphs, and thus gives no indications of the number of alphabets
involved. If the sliding mixed components are known, one may apply the
methods 1llustrated in par. 22, assuming the presence of a probable word,
checking it against the text and the sliding components to establish a
key, if the correspondents are using key words.

b. For example, suppose that the presence of the word ENEMY is as-
sumed in the message in subpar. 33b above. One proceeds to check it against
an unknown key word, sliding the already-reconstructed mixed component
against the normal and starting with the first letter of the cryptogran,
in this manner:

When ENEMY equals
SFDZR then Ap successively equals
XENFW

The sequence XENFW spells no intelligible word. Therefore, the location
of the assumed word ENEMY is shifted one letter forward in the cipher text,
and the test is made again, just as was explained in subpar. 22d. When
the group AQRLU is tried, the key letters ZIMUT are obtained, which, taken
as a part of & word, suggest the word AZIMUTH. The method must yield
solution when the correct assumptions are made.

c. The placement of probeble words in polyalnhabetic ciphers may be
facilitated by considering (1) the frequency patterns of the letters com-
posing cribs, and (2) the partial idiomorphisms which mey be produced in
the periodic encipherment of certain cribs.

(1) For instance, in the first case, the plaintext frequency pattern
of the word CAVALRY has a distinctive relative high- (H), medium- (M), and
low-frequency (L) pattern of MHLEAMHL; if the individual monoalphabetic

S The generatrix EINP 1s better than IMRT by a factor of 224(3 35-2 81)_9940.54 _18, Likewise, the
generatrix EINP 1s better than PTYA by a factor of 224(3 35-1 97) -9941 38 -1712
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frequencies of a periodic capher are written over the cipher letters

of a cryptogram, possible placements for the word CAVALRY might be seen.

It is important to note that, although the frequencies of high~ and medium-
frequency plaintext letters might be distorted in a polyalphabetic
cryptogram, it is not expected that low-frequency letters will be changed
appreciably, therefore these low-frequency letters are a more accurate
guide to crib-placing than are the other letters. It goes without saying
that polygraphic repetitions may be used as a basis on which to assume
probable words, depending on the length of the polygraphs; these repetitions,
together with the frequency pattern of the cipher letters composing the
repetitions, form one of the most valuable means of plaintext entries in

& cryptogranm.,

(2) The aspect of partial idiomorphism is based on the fact that,
if there is a pair of repeated letters at a distance of N in a plesintext
word, this idiomorphism will show through in the cipher when there has been
a polyalphabetic encipherment of a period of N. For example, if the word
DIVISION is enciphered by a polyalphabetic substitution of four alphabets,
the first end third Ip must of necessity be represented by the same cipher-
text equivalent. Thus if 1n a four-alphabet system an A...A pattern is
found in the cipher text, reference may be made to comgilations of words
containing like letters repeated at various intervals,® and under the
listing of "A(3)A" will be found DIVISION, among other words, which may be
used as possible assumptions.

36. Solution when the plain component is a mixed sequence, the cipher
component,, the normal.--a&. 1This falls under Case 11b outlined in par. C.
It is not the usual method of employlng a single mixed component,, but may
be encountered occasionally in cipher devices.

b. The preliminary steps, as regards factoring to determine the
length of the period, are the same as usual. The message is then tran-
scribed into its periods. Frequency distributions are then made, a8 usual,
and these are attacked by the principles of frequency and recurrence. An
attempt is made to apply the principles of direct symmetry of position as
demonstrated thus far, but this attempt will be futile, for the reason
that the plain component 1s in this case an unknown mixed sequence. (See
par. 28&. Any attempt to find symmetry in the secondary alphabets based
upon the normal sequence can therefore disclose no symmetry because the
symmetry which exists 18 based upon a wholly different sequence.

¢. However, if the usual principles of direct symmetry of position are
of no avail in this case, there are certain other principles of symmetry

vwhich may be employed to great advantage. To explain them an actual example
will be used. Let it be assumed that it is known to the cryptanalyst that

6 In ths connection, see Appendix 2
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hat five alphabets are involved.

tions are made and are shown in Fig. 23a
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A study of the repetitions and of the factors of their intervals

The following message has been intercepted:
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Note
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g. The problem having been reduced to monocalphabetic terms, a tri-
literal frequency distribut:lqn can now be made and solution readily at-
tained by simple principles. ' It yields the following:

JAPAN CONSULTED GERMARY TODAY ON REPORTS THAT THE COMMUNIST INTER-
NATIONAL WAS BEHIND THE AMAZING SEIZURE OF GENERALISSIMO CHIANG KAI SHEK
IN CHINA. TOKYO ACTED UNDER THE ANTICOMMUNIST ACCORD RECENTLY SIGNED BY
JAPAN AND GERMANY. THE PRESS SAID THERE WAS INDISPUTABLE PROOF THAT THE
COMINTERN INSTIGATED THE SEIZURE OF GENERAL CHIANG AND SOME OF HIS GEN-
ERALS, MILITARY OBSERVERS SAID COUP WOULD HAVE BEEN IMPOSSIBLE UN-
LESS GENERAL CHANG HSUEN LIANG HOTHEADED FORMER WAR LORD OF MANCHURIA
HAD FORMED AN ALLIANCE WITH THE COMMUNIST LEADERS HE WAS SUPPOSED TO BE
FIGHTING. SUCH AN ALLIANCE THESE OBSERVERS DECLARED OPENED UP A RED ROUTE
FROM MOSCOW TO NORTH AND CENTRAL CHINA.

h. The reconstruction of the plain component is now a very simple
matter. It is found to be as follows:

HYDRAULICBEFGJKMNOPQSTVWIXZ

Note also, in Fig. 23b, the key word for the message, (HEAVY), the letters
being in the columns headed by the letter H.

i. The solution of subsequent messages with different keys can now
be reached directly, by a simple modification of the principles explained
in par. 28. This modification consists in using for the completion sequence
the mixed plain component (now known) instead of the normal alphabet, after
the cipher letters have been converted into their plain-component equiva-
lents. Let the student confirm this by experiment.

d- The probable-word method of solution discussed under par. 22 is
also applicable here, in case of very short cryptograms. This method pre-
supposes, of course, possession of the mixed component and the procedure is
essentially the same as that in par. 22. In the example discussed in the
present paragraph, the letter A on the plain component was successively set
against the key letters HEAVY; but this is not the only possible procedure.

1 An 1nteresting techmque is possible at thus point to recover the key word for the plain component from
the composite umiteral frequency distribution of the cipher text at one fell swoop 1f the plain component 1s
a keyword-mixed sequence Note the distribution 1n Fig 24  If tus represents the "profile” of a keyword-
mixed sequence then it appears that the key word begins at D with the letters Zc A¢ Bg Cc being the
equivalents of four of the five plaintext letters VWXYZ Qg and R are obviously J pand Kp respecuively, and
We=Qp The sequence STUV. represents either LNOPP or MNOPP, XYe must be two of the letters RSTp. If
Ne= Ep then OF, = FGp, M¢ 1s probably Bp thus delineating the key word of 9 letters beginning at .  From
this analysis 1t can be conjectured that the key word contains the letters A, C, D, H, I, U, one from the .
group LM one from the group RST and probably Y (for a more likely percentage of vowels) From this point
on anagramming of the key word presents no problem
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k. The student should go over carefully the principle of "conversion
into monoalphabetic terms" explained in subpar. f above until he thoroughly
understands it. Later on he will encounter cases in which this principle
18 of very great assistance in the cryptanalysis of more complex problems.
(Other examples will be found in pars. 3b, 61, and 62.)

1l. The principle illustrated in subpar. e, above, that is, shifting
two or more monoalphabetic frequency distributions relatively so as to
bring them into proper alignment for amalgamation into a single monoslpha-
betic distribution, is called matching. It is a very important cryptanalytic
principle. Note that its practical application consists in sliding one
monoalphabetic distribution against the other so as to obtain the best
coincidence between the entire sequence of crests and troughs of the other
distribution. When the best point of coincidence has been found, the two
sequences may be amalgamated and theoretically the single resultant distri-
bution will also be monoalphabetic in character. The successful applica-
tion of the principle of matching depends upon several factors. First, the
eryptographic situation must be such that matching is a correct crypto-
graphic step. For example, the distributions in Fig. 23a are properly sub-
Jject to matching because the cipher component in the basic sequences con-
cerned in this problem is the normal sequence, while the plain component is
& mixed sequence. But it would be futile to try to match the distributions
in subpar. 29¢, for in that case the cipher component is a mixed sequence,
the plain component is the normal sequence. Hence, no ammount of shifting
or matching can bring the distributions of subpar. 29¢ into proper super-
imposition for correct amalgamation. (If the occurrences in the various
distributions in subpar. 29c had been distributed according to the sequence
of letters in the mixed component, then matching would be possible; but in
order to be able to distribute these occurrences according to the mixed
component, the latter has to be known--and that is Just what is unknown
until the problem has been solved.) A second factor involved in successful
matching is the number of elements in the two distributlons forming the
subject of the test. If both of them have very few tallies, there is
hardly sufficient information to permit of ocular matching with any degree
of assurance that the work is not in vain. If one of them has many tallies,
the other only a few, the chances for success are better than before, be-
cause the positions of the blanks in the two distributions can be used as a
guide for their proper superimposition. Fortunately, there exist certain
mathematical and statistical procedures which can be brought to bear upon
the matter of cryptanalytic matching. One of these, involving the x'(chi)
test, will be discussed in par. 37.

m. The normal conditions existing that permit the employment of direct
symme?%y of position in polyalphabetic ciphers are those cases already
tested wherein the plain component 1s & known sequence. In such examples
the sequence of the plain component is inscribed along the top of the
sequence reconstruction matrix, and direct symmetry will manifest itself
among the cipher components within the matrix. When the inverse condltlions
are present, i.e., those cases wherein the cipher component is a known
sequence and the plain component unknown, the usual method of solution is,

93
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of course, the matching of distributions and the conversion of the
cryptogram to monoalphabetic terms. However, when the number of ele-

ments in the distribution is very small, this method is inapplicable,

and the only feasible solution involves the assumption of probable words.

If the usual type of matrix is made (with an A to Z sequence outside for

the plain component), only indirect symmetry of position will be mani-
fested. But if an inverse matrix is made having the known cipher component
on the outside, then direct symmetry will be evident among the various plain-
component alphabets. We will now consider an example to illustrate this
technique.

(1) let it be assumed that the enemy has been using for his low-
echelon cryptosystems a small cipher disc in which the cipher component 1is
a standard alphabet, the plain component a mixed sequence which is changed
daily. The following 1s the beginning of an intercepted message, the re-
maining portion having been lost through operational difficulties:

KOLNT EQZDF IXKTK XKYMB JJGBR HRTAF
wavc ?MKBY QBDT...IO......"
This message having originated from a headquarters that has frequently been
guilty of stereotypic phraseology, it is suspected tbhat the plain text be-

gins with the opening phrase "REFERENCE YOUR MESSAGE NUMBER ..." Superim-
posing the assumed plain text against the cipher text,

5 10 15 20 ]
KOLNTEQZDFIXKTKXKYMBJJGBRE
REFERENCEYOURMESSAGENUMBER -

ct

it is observed that Rp is enciphered as K, a

the first and thirteenth
positions, thereby tentatively establishing p

eriod-length as 12:

¥ a

KOLNTEQZDFIX
REFERENCEYOU
KTKXKYMBJJGB
FMESSAGENUMB
RERTAFRWWVCEF
ER

MKBYQBDT. ...

The student will observe that all other periods from 2 to 14 are ruled out

because of coincidences in the plain text which are not substantiated by

like coincidences in the cipher for the assumed period-length. For example, -
the blocks for the periods 9, 10, and 11 yleld the following:

(9) (10) (12)
REFERENCE REFERENCEY REFERENCEYO
YOURMEsSsaA OURMESSAGE URMESSAGENU
GENUMBER FNUMBER MBER

9k
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(2) An inverse matrix is made, and the plaintext values from the
plain-cipher relationships above are inscribed within the matrix, as

follows:

Cipher:
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the Up of the segment ONE FOUR in the third line permits the amalgamation
of the two partial sequences into one, viz.:

RAU..CBEFG..MNO.,.S5.:....Y.

(3) With but little further experimentation, the entire plain text
is synthesized and the plain component is found to be based on HYDRAULIC.
The complete mesaage fragment is now as follows:

wE 2By HUY
o< G <
HOo 2R OH
G W o

aR Hn R R
R O B3 WO
HW = e HE
DO OX QR =Ho

Kt O WX =it
HiKK 213 K ==
HOo > R ™A
U3 = BHWwW oM

There is no evidence of a key word for the repeating key in the inverse

matrix; but if the matrix is rewritten in the usual enciphering form, the
key word HEADQUARTERS will be apparent under Hp. Thus:

Plain: HYDRAULICBEFGJKMNOPQS

5h5wmdmmrwmw
nE3Yd>pgoUr>EM
HuuEdE<sDHW=HH
Q<SR QENnTY QO Sy
<amEcaudraoououmR
-SSR~
D E G X NG
HMMAEANMOD DO RN
NI UEMERKEO
PNEONHOQOMBERHZW
IrpEAPLUUNIZGRO
QUWoOoDuUREHPEROW
vaweQbtiomotitywm
HOUOoSWURQQUWRO W
HEYQERERUOoO2 D
RNEYUEHSESOHEBRIYO N <
QOO GE gl S
HiEOdSGHORQBO G M
QHSARMHMOEEG D <4
RumprounzEH<tn=EN
FPRMXERAZGEAKD
B OoORMXa<KWw
HENORAHHIH K IdNOQIY
ORPUOWHIZIOEN=PpU| <
HOoOWOOXKIE>» MK
OO HKNO K QME] M
HounoNBgQANUOQIN

37.__The X (chi) test for evaluating the relative matching of distri-
butions.--a. The student by now is well familiar with the ¢ test which is
used to determine the monoalphabeticity of e single distribution. If two
messages were enciphered monoalphabetically by the same cipher alphabet,
it follows not only that their corresponding distributions would be mono-
alphsbetic, but also that these distributions would be strikingly similar
in respect to their corresponding peaks and troughs. Likewise, if in a
polyalphabetic cipher there are repeated letters in the key, then the dis-
tributions appertaining to the repeated letters will show identical spatial
relationships of the positions of the peaks and troughs. Furthermore, in
situations wherein the cipher component is a standard alphabet (or any other

96
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known sequence), these spatial relationships are relative and require only
the correct Juxtaposition of the distributions to make the relationships
absolute. When the number of tallies in the distributions is large, ocular
matching is a simple matter; however if the number of tallies is small,
ocular matching becomes difficult and recourse must be had to statistical
means for evaluating the relative matching of distributions.

b. One of the simplest means for determining the relative matching
or non-matching attributes of distributions is the X Schi! test, sometimes
called the "cross-products sum.” With this test, which is related to the
¢ test3, the "observed value of X_" is compared with the "expected value of
X for matching distributions" (symbolized by X ;) and the “expected value
of X for non-matching distributions" (symbolized by X r). The formulas
used for the expected values of X for matching and non-matching distribu-
tions, respectively, are:

Xp = 066T(MNy)  and Xe = .0385(N3N,)

where (N1N2) represents the products of the total number of tallies in each
distribution. The observed value of Xis calculated by multiplying the
frequency of each element in the first distribution by its homologous
counterpart in the second distribution, and totalling the result; i.e., the
frequency of Ac in the first distribution is multiplied by the frequency
of Ac¢ in the second distribution, etc., and then the sum of these cross
products is obtained.

¢. The use of the X_ test is best illustrated by an example. Suppose
the following two distributions are to be matched:

No.l: ABCDEFGHIJKLMNOPQ

=2
No. 2: ABCDEF

Now let the frequenclies be Juxtaposed, for convenience in finding the cross
products, thus:

X = -0667(26x17) = 29.5; X, = .0385(26x17) = 17

The fact that the observed value of X (30) agrees very closely with the
expected value for matching distributions (29.5) means that the two dis-
tributions very probably belong together or are properly matched. Note

The derivation of the ¢ and X tests will be treated 1n Military Cryptanalytics, Part Iil
—CONFIDENTIAT — e
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the qualifying phrase "very probably.” It implies that there is no
certainty about this business of matching distributions by mathematical
methods; the mathematics serve only as measuring devices, so to speak,
which can be employed to measure the degree of similarity that exists.
There are other ma.thematica.l or statistical tests for matching, in
addition to theYtest.’® Moreover s it is possible to go further with the
X _ test and find a measure of reliance that may be placed upon the value
obtained; but these points will be left for discussion in the next text.

d. One more point will, however, here be added in connection with
the ¢ "test. Suppose the very same two distributions in the preceding
subparagraph are again juxtaposed, with f2 shifted one interval to the
left of the position shown above, and let us take the cross-products

Zflfa s 10

Since the observed value of X (10) more closely approximates the expected
value of X for non-matching distributions (17), it may be concluded that

if the two distributions pertain to the same primary components they are

not properly superimposed. In other words, the X test may also be applied
in cases where two or more frequency distributions must be shifted rela-
tively in order to find their correct superimposition. The theory under-
lying this application of the X test 1s, of course, the same as before:

two monoalphabetic distributions when properly combined will yleld a single
distribution which should still be monoalphabetic in character. In applying
the X test in such cases it may be necessary to shift two 26-element dis-
tributions to various superimpositions, make the X test for each superim-
rosition, and take as correct that one which yields the best value for the
test. The nature of the problem will, of course, determine whether the
frequency distributions which are to be matched should be compared (1) by
direct superimposition, that is, setting the A to Z tallies of one distri-
bution directly opposite the corresponding tallies of the other distribution,
as in subpar. c; or (2) vy shifted superimposition, that is » keeping the

A to Z tallies of the first distribution fixed and sliding the whole sequence
of tallies of the second distribution to various superimpositions against
the first.

e. A very common method of expressing the relative matching quality
of a pair of distributions involves the zatio of the observed X to the
expected value for X . This ratio of ° is called the “cross I.C."

(abbr. ¥ I.C.). The cross I.C. is usually the preferred expression, rather
than the X value, since the ratio gives a quick measure (when compared with

—_——
The most important of these 15 the chi-square test based on the 2 distribution

—TCONFIDENTIAL
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Variations of the Porta system are

FLAMEBCDGHIJK
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[MEZEoMTHNE D> =M
HNZOMTM®NEHD D> X M
MHNBEOMDHENEDD =
EXHNNBEOMTENE D >
PEMMNZOMTENEHD
DEEMXHNBEOMTMN
HDObEXMNEBZOMLIK®
NHDSPETXNMNNEOMDX
BEONEHD>EXHNNZEOMD
OENEHDDEXNHNEOMN
AMEONEHD>EMNNNEO
OMTENEHDSEMNMNE
BEOMOBRNED>EMMN

Figure 2

2BHERPREBEHBER

NNDAMPKEHZO O MMM
HNNAMPDKREREROOTPEN
MHUNOMDEREHEOT>X
EXNNNADKREHZOT >
SEXMNOMLDME X O
X d-NNMPDPKEHERO
OG> MNONAMDMKEXR
ZHOAZMMNNMDMNE

CEaNg NN
HxomdPbOodAH
O E M
AMEmMmE>EMEHRD
HN > OMEME
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ROALMEMMMKD
HppEMKXRAMABEMD
DMHEEMPDANO

B XEme> ke
n<oOo>0MPAAR
ML AX>ETT
ASHHEQR MM
KEmMMEBOMHRKM

ShHhMEaDHEBAP®
nAaubMmEEoJIJOLOW
<ARCTEAMS
KFHEODEREDOD®NO
MR MOMXME®N

HMMEENDRND
VOO OLGEHTO
MEMAPNOMTHILO
REMEHEYR AR KES
CEHMHMHOMXME

17

H
The ordinary monographic I.C., i.e.,

§ I.C. (resd "delta I.C."), in order to distinguish between this and the

croas I.C.

HROogObEMMNONADM
KEHREZEOTEEMHMNOMD
DEEHEROTHEMMNNWOAMA
MDRBEBHEBROSPEKMN®M
DADKEEHZOTEEMMN

28HBRUESEGHBEN

PENERMOMAMAD
SpoaNULUOCOUH
< lIOoMMHMOTAMM
pAEMAMEHODEREKO
oHMNREAMORHER®

Let the following cryptogram and its accompanying distributions be

Modified Porta systems.--a.

ABCDEFGHIJKLM

38.
possible, wherein either the A-M sequence is left undisturbed and the N-Z

Eﬂ
studied:

In such situations, one half of the cipher text may be converted into mono-
alphabetic terms, while in the other half there will be manifested direct

symmetry of position.

tributions, respectively) of the relative goodness of a particular matching.

For instance, in the example given in subpar. c, the &€ I.C. of the two dis-~
portion is mixed, or the A-M portion is mixed and the N-Z sequence is the

normal; these situations are exemplified in Figs. 25a and b, below
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(%)

=#

- - £ -
(5) ABCDE MNOPQRSTUVWXY

.
Z

It is noted that the A-M halves of the cipher distributions may be matched
by sliding them at appropriate intervals; this is proof that a Porta matrix
of the type shown in Fig. 25a has been used in the encipherment. The cor-
rect matching is obvious:

QW O M
W |
=0

=]
Ll |
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¢. The cipher letters A-M of the cryptogram may now be converted
into monoalphabetic terms, using Alphabet 1 as a base, as shown in Fig. 26

below:
5 10 15 20 25 30
A. WPAVV QEXGJ KRASG RDBSN SIDIZ HPCTQ
H F KI XK H F _EI JKM H J
B. CDLGF THYGK EIDDJ RMQAJ KUOTV ZWRPFPF
CEFKE I KJ EJKHI A EI KX JE
C. HNOOZ ETDJK SMNGK EHACX INDFR JEAGYP
H E KAJ A KJ EIEG I KJ JFEK
D. HPXKAF IJLGH HGQUL JIRVF EXCUZ FVRFZ
H EEE IXFKG HH K J4J E B J F J
EL EMYYO YJCER JFQBU KHDOI WEXVX VNXKAR
EA KJI JG F____1 KIXK H 1] F__ EE
F. KIKCK INPOZ KGWTY WDXEB KPFSO GXBVL
KJEGJI I KH E IA K M G I K
G. JGQAL QLQAG GGLGF SJVUL JDBDH YHYGK
JE EX M EF GHFKE K K JEIHG I KJ°
H.‘EEDBX KEYTF KULQL IJWDV FTKPZ TIWAZ
EIKPF KF E K _F___IS___}_IS___H_____F___ E J E
Jo JABGD KFAQZ WSECVY HHQDF XBRVI YJMDR
JIIKC KGH LG EI HE C H KGH
K. SGPTV MNCOU 8GQSJ KIQNL GGVGH HUYIZ
B M J H I KJ K GH XG H M
Figure 26.

The conversion process makes patent several new polygraphic repetitioms
which were previously latent in the cipher text. The threefold occurrence
of the sequence F.KIK.H.F. at A6, Elk, and H13 can be established as proba-
bly comprising a l0-letter repetition. The Xe at A8 and E23 shows that
62 and 610 of the repetition are identical plaintext letters, thus establish-
1ng the partial idiomorphic pattern as ABCDC...AB which may be identified in
ttern 1list as belonging to the plaintext word PHOTOGRAPH. At D3, the
EEEc is most probably SSSp, with the preceding Po most likely an Ep. With
these entries, reconstruction of the matrix and recovery of the rest of the
plain text is an easy matter.

39. Additional remarks.--g. It might be well to bring in at this
point several observations in connection with the solution of the systems
discussed thus faer in this text. These observations are treated as brief
notes below. 101
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b. When factoring does not indicate a period uniquely, write out
the cIpher text on the fewest number of widths that will accomodate the
possible periods. Por instance if factoring indicates a maximm of 12
alphabets, then writing the cipher text on the widths of 12, 10, and 8
will facilitate examination and taking of distributions on the basis of
2,3, 4%, 5,6, 8, 10, and 12 alphabets. If only two periods are possible
and one 1s a multiple of the other, write out the text on the longer
period; in other cases where there are only two possible periods, select
the least common multiple for the first trial.

c¢. When confronted by a polyalphabetic cipher of a fairly lengthy
period, and the problem involves the matching of comparatively small dis-
tributions, the 7 test should be used to match the distributions, begin-
ning with a pair of distributions having the best "profiles™, and after
all the distributions have been matched, the cipher text is converted to
monoslphabetic terms. Even if some of the distributions are mismatched,
it will usually be possible to solve the resulting monoalphabet; systema-
tic garbles every nth position will point to the distributions incorrectly
matched. However, 1f the repeating key is a plaintext key, a search for
plaintext fragments in one of the columns of the matched distributions
might make possible & quick recovery of the repeating key and thereby by~
pass difficulties in matching some of the "less good" distributions.

d. If the repeating key of a polyalphabetic cipher is not found under
the first letter of the plain component, and it is known or assumed that
the normal equation 8x/o> = €4/3, 6p/1 * O./2 is used, then completing the
plain-component sequence on the “"key" under any ©p will disclose the key
word if one was used.

e. If in a polyalphabetic cryptogram there are two or more sets of
long polygraphic repetitions of equal length, consider the possibility
that these two sets might be different encipherments of the same plain
text, and look for corroborating evidence. For example, if Set "A" was
partially recovered as .EA...A.TE.Sp and Set "B" was_recovered as
.EA....R.ER.p, these values may be amalgamated into .EA..,ARTERSp and
further expanded into HEADQUARTERS,

f. The student should keep his mind open to possible variations of
a basic idea, even 1f a particular variation might seem at first blush
to contradict a general principle. For instance, although in Porta en-
cipherment it 1s not expected that a letter may be enciphered by itself,
nevertheless in the matrix illustrated below such a contingency is possible.

AB
CD
EF

O =
o Wolw
oo W0
v = oo
13 o it
drupd
e+« <3
T < aim
¥4 E Q-
H > =R
N MY
=N
O = N %

wX
Yz

N 4
=N
o=
vwo
o v
- o]
Hn
(= |
<ac
"<
FE
akel
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The A-M component has been shortened by combining I and J, so by con-
vention a letter appearing in the agterisked column may be represented
by itself.

g. Polyalphabetic numerical systems with “"standard" alphabets have
been discussed in par. 25. When however the cipher component consists of
a mixed numerical gequence, then direct symmetry of position will of course
be manifested, and this fact can be exploited in the solution of a crypto-
gram., If however the cipher component is a "normal" numerical sequence
(say, a sequence of the dinomes 01-26 or the dinomes 10-45 in numerical
order) and the plain component is an unknown mixed sequence, them the
methods discussed in par. 36 are applicable.
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CHAPTER VI

REPEATING-KEY SYSTEMS WITH CIPHER ALPHABETS, II;
INDIRECT SYMMETRY OF POSITION

Paragraph
Further cases to be considered N . o« e 40
Identical primary mixed components proceeding 1n the same direction e e e s 41
Enciphering and deciphening by means of identical primary mixed components . , . ., . 42
Principles of solution . . . s s e ee  as e e e 43
Theory of indwrect symmeuny of position n secondary alphabets .. .. . ., « e . 44
Reconstruction of prumary compenents by employing principles of indirect symmetry of position ,
Theory of a graphical method of indirect symmetry , . ¢ e 46
Further remarks . « e e . s e s e s & o e ees s “ e 41

40. Further cases to be considered.--a. Thus far Cases II a and b
of the mixed-alphabet cases mentioned in par. 8 have been treated. There
remains Case II ¢ which has been further subdivided as follows:

Case II c. Both components are mixed sequences.
1. Components are identical mixed sequences.

(a) Sequences proceed in the same direction. (The secondary
alphsbets are mixed alphabets.)

(b) Sequences proceed in ite directions. (The secondary
alphabets are reciprocal mixed alphabeta.g

2. Components are different mixed sequences. (The secondary
alphabets are mixed alphabets.)

b. The first of the foregoing subcases, i.e., Case II ¢ 1 (a), will
now be examined. Case II ¢ 1 (b) will ve taken up in subpar. l@kg, and Case
II ¢ 2 will be treated in subpar. 4lo.

b1. Identical primary mixed components proceeding in the same direc-
tion.--a. It is often the cagse that the mixed components are derived from
an easily remembered word or phrase, so that they can be reproduced at any
time from memory. Thus, for example, given the key word QUESTIONABLY, the
following mixed sequence is derived:

QUESTIONABLYCDFGHJKMPRVWIXZ

b. By using this sequence as both plain and ecipher component, that 1is,
by sliding this sequence against itself, a series of 26 secondary mixed
alphabets may be produced. In enciphering a message, sliding strips may be
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employed with a key word to designate the particular and successive positions
in vhich the strips are to be set, the same as was the case in previous
examples of the use of sliding components. The method of designating the
positions, however, requires a word or two of comment at this point., In

the examples thus far shown, the key letter, as located on the cipher com-
ponent, was always set opposite A, as located on the plain component; pos-
s8ibly an erronecus impression has been created, viz., that this is invari-
ably the rule. This is decidedly not true, as has already been explained
in par. 13c. If it has seemed to be the case that ©4 always equals Ap, it
is only because the text has dealt thus far principally with cases in which
the plain component is the normal sequence and its initial letter, which
usually constitutes the index for juxtaposing cipher components, is A. It
mst be emphasized, however, that various conventions may be adopted in this
respect; but the most common of them is to employ the initiasl letter of the
plain component as the index letter. That is, the index letter, 61, will be
the initial letter of the mixed sequence, in this case, Q. Furthermore, to
prevent the possibility of ambiguity it will be stated asgain that the palr
of enciphering equations employed in the ensuing discussion will be the
first of the 12 set forth under par. 13f, viz., Ox/p = 01/1; 8p/) = ecég.

In this case the subscript "1" means the plain component, the subserip

"2", the cipher component, so that the enciphering equation is the following:

Ox/c ® O1/p5 Op/p * Oc/c-

. By setting the two sliding components against each other in the
two positions shown below, the cipher elphabets labeled (1) and (2) given
by two key letters, A and B, are seen tc be different.

Key letter = A ?1

Plain component.... QUESTIONABLYCDFGHJKMPRVWXZ

Cipher component... QUESTIONABLYCDFGHJKMPRVWXZQUESTIONABLYCDFGHIKMPRVWXZ

O

Secondary alphsbet (1):
Plaifliceecess ABCDEFGHIJKLMNOPQRSTUVWIXYZ
Cipherececes. HIPRLVWXDZQKUGFEASYCBTIOMN
Key letter = B 31

Plain component.... QUESTIONABLYCDFGHJKMPRVWXZ

Cipher component... QUESTIORABLYCDFGHJKMPRVWXZQUESTIONABLYCDFGHJKMPRVWXZ

G
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Secondary alphabet (2):

Y2
PA

STUVWX
CDLIOR

KLMNOPQRSTUYV
UMEHGSBTCDLI

HIJ
ZFQ

DEFG
VIWX

ABC
JKR

Plain......ll
Cipher.cccse.

(Tk) .
, for determining the cipher equivalents

by means of the two sliding strips yields the same results as does the

cipher square.

/p * 8c/c)
t letter which

lies at the intersection of the vertical columm headed by the plaintext

letter and the horizontal row begun by the key letter.

or

The cipher square

It will ve noted

that it does nothing more than set forth the successive positions of the
two primary sliding components; the top line of the square is the plain

.
2

fe = 81/p3 p
For example, the
Ep

is to take as the cipher equivalent of a plaintext letter t

The usual method of employing such a square

b

with key letter T is the letter O,
subpar.

n

g

-.
0
L
=
.m.
[ ]
o
&
(o]
(3]
&
o
”
0
B
l
-]
ot
[/}
3
(]
Pt
b
&
"]
o
L)
-
+
o
o
[
&
Fe)
]
>

The method given

4.
instead of sliding strips, but the results are the same.

based upon the word QUESTIONABLY is shown in Fig. 27.
.¢., corresponding to the enciphering equations €,

component, the successive horizontal lines below 1t, the cipher component

in its various jJuxtapositions.

(1

cipher equivalent of

Oc .

ENODODRNEHEHOZAMNIMOLDAERUINHXEBo > ENM
S NODODMNEHHOZAMJI™OARIUIHX o x> B
IBRNODODHNBEHHOZSNIXOAKRSIHXELMKD>
RoEXMNODODRMRNEHOZAAM I>XOAQAERLUIHXEMLK
A >EXNODHNHHOZ<AJdMLODAKUIHXEMN
R KSEXNODRHNEHHOZAMNAMOLDAOARKRU I D XE
SEALESEXNODHNEHEHOZLAMAMOUOARKDIT DX
ENEALPEXMNODHNHHOZAAM.IMOAREUL IS
2 M EALESENMNODHNNEBEHOZ<NJdMOARUXL
SR HMEALAMADEMNODHRNEHFHOZAM A>M0OA KD
EU LD HXELEDEMNODRNREHEHOZAN AN O K
CEUNAEELEDEMNODHONHMHOZAQAMDA
AR EALEDSDEXNNODHMNEHOZ<SMANMO
COARUISHXMEAEDEMNODRNEHHO Z <M,
ARV IAMELMRSEMNODHNEHHO XM
SHAMOODARUDIIHXEALALN>EMNODHNEHEHOZ<M
SMIANOARUISMELM>EMNODHNEBEHO Z <«
Cd M IO AREDISXNEBEANSDEMNODHNEHHOZR
PZMAHMOARUNHDXEALESEXNNODBNEHO
PO ZA4AMAHNOOARDIHXEAMNDDEMNODHNEH
THOZLNAHDAKUI DX EAKDEMNODRK WK
cHHOZAM AP ARRUDIRMELRSEMNIDEHR®N
TNEHHOZMAMODALUILHDXELKS>EMNOD MK
CHNEHHOZAM I>OUALRULHDXELE>EXNOD
SDHNEHHOZAMILUALUIHYXMELK>ENNG
~ODMNEHEHOZCN IMNOARU I YXEam>ENMN
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42, Enciphering and deciphering by identical primary mixed components.
There is nothing of special interest to be noted in connection with the
use either of identical mixed components or of an equivalent square table
such as that showm in Fig. 27, in enciphering or deciphering a message.
The basic principles are the same as in the case of the sliding of one
mixed component against the normsl, the displacements of the two components
being controlled by changeable key words of varying lengths. The components
may be changed at will and so on. All this has been discussed adequately
enough in Chapter II.

43. Principles of solution.--a. Basically the principles of solution
in the case of a cryptogram enciphered by two identical mixed sliding compo-
nents are the same as in the preceding case. Primary recourse is had to
the principles of frequency and repetition of single letters, digraphs, tri-
graphs, and longer polygraphs. Once an entering wedge has been forced into
the problem, the subsequent steps may consist merely in continuing along the
same lines as before, bullding up the solution bit by bit.

b. Doubtless the question bas already arisen in the student‘'s mind as
to whether any principles of symmetry of position can be used to assist in
the solution and in the reconstruction of the cipher alphabets in cases of
the kind under consideration. This phase of the subject will be taken up
in the succeeding paragraphs arnd will be treated in a detailed manner, be-
cause the theory and principles involved are of very wide application in

cryptanalyties.

4y, Theory of indirect s try of position in secondary alphabets.--a.
Note the two secondary alphabets il’ and 527 given in subpar. 1;:Lc. External-
ly they show no resemblance or symmetry despite the fact that they were pro-
duced from the seme primary components. Nevertheless, when the matter is
studied with care, a symmetry of position is discaverable. Because it is a
hidden or latent phenomenon, it may be termed latent symmetry of positiom.
However, the phenomenon hag a long-standing designation in cryptologic liter-
ature as an indirect symmetry of position and this terminology has growm into
usage, 80 that a change now 1s perhaps inadvisable. Indirect symmetry of
position is a very interesting and exceedingly useful phenomenon in crypte
analytics.

b. Consider the following secondary alphabet (the one labeled (2) in
subpar.

(2){Pla.1.n: ABC

DE M
Cipher: JKRVY E

IJKLMNOPQRS
FQUMEHGSBTC
¢. Assuming it to be known that this is a secondary alphabet produced
by two identical mixed primary components, it is desired to reconstruct the
latter. Construct a chain of alternating plaintext and ciphertext equivae

lents, beginning at any point and continuing until the chain has been com-
pleted. Thus, for example, beginning with Ay = Jdo> Jp * Qs Qp " Ba, o ¢ o,

108
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and dropping out the letters common to successive pairs, there results

the sequence AJ QB . . .. By completing the chain the following se-
quence of letters is established:

AJQBKULMEYPSCRTDVIFWOGXNRHZ

d. This sequence consists of 26 letters. When slid against itself
1t will produce exactly the same seco alphabets as _do the pr
components based upon the word QUESTIONABLY. To demonstrate that this is
the case, compare the secondary alphabets given by the two settings of the
externally different components shown below:

Plain component.... QUESTIONABLYCDFGHJKMPRVWXZ
Cipher component... QUESTIONABLYCDFGHJKMPRVWXZQUESTIORABLYCDFGHJKMPRVWXZ

Secondary alphabet (1):

Plain.... ABCDEFGHIJKLMNO
Cipher... JKRVYIWXZFQUMEHG

PQRSTUY
GSBTCDLI

Plain component.... AJQBKULMEYPSCRTDVIFWOGXNEZ
Cipher component... AJQBKULMEYPSCRTDVIFWOGXNEZAJQBKULMEYPSCRTDVIFWOGXNEZ

Secondary alphabet (2):

Plain.... ABCD

EFG NOPQRSTUVWXYZ
Cipher... JKRVYIWX HGSBTCDLIORNRPA
e. Since the sequence AJ QB K . . . gives exactly the same equiva-

lents in the secondary alphabets as does the sequence QUEST. . . X Z,
the former sequence is cryptographically equivalent to the latter sequence.
For this reason the AJ Q BK . . . sequence is termed an equivalent pri-
mary ¢:_o_ﬂ_o||:mr:xen1:.1 If the real or original primary component is a keyword=-
mixed sequence, it is hidden or latent within the equivalent primary sequence,
but it can be made patent by decimation of the equivalent primary component.
The procedure is as follows: Find three letters in the equivalent primary
component such as are likely to have formed an unbroken sequence in the
original primary component, and see if the interval between the first and
second is the same as that between the second and third. Such a case is
presented by the letters W, X, and Z in the equivalent primary component
sbove. Note the sequence . . . WOGXNHZ . .. , the distance or
interval between the letters W, X, and Z is three letters. Continuing the
chain by adding letters three intervals removed, the latent original pri-

mary component is made patent. Thus:

1284507B01011121314151617151929212223242526

WXZQUESTIONABLYCDFGHJKMPRY

I Such an equivalent component 13 merely a sequence which has been or can be denived from the original
sequence or basic primary component by applying a decimation process to the latter, conversely, the original
or basic component can be derived from an equivalent component by applying the same sort of process to the
equivalent component By decimation 1s meant the selection of elements from a sequence according to some

fixed interval For example, the sequence AEIM 1s derived, by decimation from the normal alpha-
bet bv selecting every fourth letter
109
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f. It is possible to perform the steps given in ¢ and ¢ in a com-
bined single operation when the original primary component i3 a keyword-
mixed sequence. Starting with any pair of letters (in the cipher com-
ponent of the secondary alphabet) likely to be sequent in the keyword-
mixed sequence, such as JK. in the secondary alphabet labeled (2), the
following chain of digraphs may be set up. Thus, J and K in the pla.in
component stand over Q and U, respectively, in the cipher component; Q
and U in the plain component stand over B and L, respectively, in the
cipher component, and so on, Connecting the pairs in a series, the fol-
lowing results are obtalned:

JK—» QU—» BL—» KM —- UE —»- LY — MP-+ ES — YC —» PR—+ ST—+CD >RV

TI—» DF —>~VW—» 10— FG — WX ON— GH—XZ—+»RA—> HJ > ZQ—»AB—JK . . .

These may now be united by means of their common letters:

JK-+KM+>MP»PR+RVeetc. s JKMPRVWXZQUESTIONABLYCDFGH

The original primary component is thus completely reconstructed.

g. Not all of the 26 secondary alphabets of the series ylelded by
two sliding primary components may be used to develop a complete equiva-
lent primary component. If examination be made, it will be found that only
12 of these secondary alphabets will yield complete equivalent primary com- -
ponents when the method of recomstruction shown in subpar. ¢ above is fol-
lowed. For example, the following secondary alphabet, which is also derived
from the primary components based upon the word QUESTIONABLY, will not yield :
a complete chain of 26 plaintext-ciphertext equivalents:

Plain.... ABCDEFGHIJKLMNOPQRSTUVWXYZ
Cipher... CDHJOKMPBRVFWYLXTZNAIQUEGS
Equivalent primary components: 1

1 ]
ACH

5 swnmmsj1 22
PXE

7 8
OLFKVQT|ACH. .. (The AC H sequence begins |
again.) |

h. It is seen that only 13 letters of the chain have been established |
before the gequence begins to repeat itself. It is evident that exactly |
one-half of the chain has been established. The other half may be estab- |
lished by beginning with a letter not in the first half. Thus: :

5 8 7 8 9 10 11 12 18 1 2 3
ZSNYGMWUI|BDJ... (The B D J sequence begins

again.)

3
DJR

i. There are several methods for combining two 13-letter chains. The
simplest method, applicable when the primary component is a keyword-mixed
sequence, will now be described. If we assume two letters to be sequent in

110
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the original keyword-mixed sequence, such as for example J and K, and

if these letters are not in the same 13-letter chain, we would then

write the two 13-letter chains over one another, with the J of the one
chain superimposed over the K in the other chain. Thus, using for an
example the chains ACHPXEOLFKVQTand BDJRZSNYGMWUI
established in subpars. g and h above, we would have the following:

BD|(JIRZSNYGMWUI
LFIKKVQTACHPXEO
The vertical digraphs thus formed are not incompatible with the mani-

fegstations to be expected if the primary component were a keyword-mixed

sequence. HNow noting the vertical digraph W, we may assume that Y will
X

follow it in the mixed component; the Y is not in the same 13-letter chain
that contains the X, so this looks promising. The chain containing the Y
is now written beneath the dlagram, properly juxtaposed so that Y is under
the X, thus:

JRZSN
KvVQTA
IBDJR

The resulting vertical trigraphs are not satisfactory as portions of a
keyword-mixed sequence, so it appears that Y must be in the key word and
not in the remaining semi-alphabetical portion of the sequence. If we
now assume that WX is followed by Z (which is not in the same chain as
X) in the sequence, we have the following:

NYGM
ACHP
BD JRI|ZIS N

The "good" trigraphs produced (DFG, JKM, etc.) attest to the correctness
of the trial. We now have in effect a series of three-letter chains,
which may be interconnected by the common letters in the first and third
rows, thus: WXZ, ZQU, UES,...; this quickly yields the QUESTIONABLY...XZ
sequence. Note that these three-letter chains will always be at a constant
interval apart; in this case, the interval was +7.

J. The reason why a complete chain of 26 letters cannot be comstructed
from the secondary alphabet given under subpar. g is that it represents a
case in which two primary comporents of 26 letters were slid an even number
of intervals apart. (This will be explained in further detail in subpar. p
below.) There are 12 such cases in all, none of which will admit of the
construction of a complete chain of 26 letters. In addition, there is one
cagse vherein, despite the fact that the primary componenis are an odd num-
ber of intervals apart, the secondary alphabet cannot be made to yleld a
complete chain of 26 letters for an equivalent primary component. This is
the case in which the displacement is 13 intervals. Note the secondary
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alphabet based upon the primary components below (which are the same as
those shown in subpar. 4):

Primery Components

ABLYCDFGHJ
RYVYWXZQUEST
Secondary alphsbet

MNOPQRS

Plein.... ABCD GHIJKL
SKTIWOPMNDAH

EF
Cipher... RVZQGUE

k. If an attempt is made to construct a chain of letters from this
secondary alphabet alone, no progress can be made because the alphabet is
completely reciprocal. However, the cryptanalyst need not at all be baffled
by this case. The attack will follow along the lines shown below in sub-
pars. 1 and m.

1. If the original primary component is a keyword-mixed sequence, the
cryptanalyst may reconstruct it by attempting to "dovetail" the 13 recipro-
cal pairs (AR, BV, CZ, DQ, EG, FU, HS, IX, JT, LW, M0, KP, and XY) into one
sequence. The members of these pairs are all 13 intervals apart. Thus:

3 4 § 6 7 8 910111313

Write out the series of numbers from 1 to 26 and insert as many pairs
into position as possible, being guided by considerations of probable
partial sequences in the keyword-mixed sequence. Thus:

01 23 4567806101131 MII6
«++» RVZQ

It begins to look as though the key word commences with the letter Q, in
vhich case it should be followed by U. This means that the next pair to
be inserted is FU. Thus:

8§ ¢ 7 8 0 1011 1213 4 1518

0123 ¢ 7
ABCDF ....RVZQU

112
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The sequence A B C D F means that E is in the key. Perhaps the sequence
is ABCDFGH, Upon trial, using the pairs EG and HS, the following
placements are obtained:

0 1 2 8 4 &5 6 7T 8 9 301t 1213141518 17

]
RVZQUES

This suggests the word QUEST or QUESTION. The pair JT is added:

0128 4866789 0UII21BHIIYIBNOD
ABCDFGHJ . ....RVZQUEST

The sequence G H J suggests G H J K, which places an I after T. Enough
of the process has been shown to make the steps clear.

m. Another method of circumventing the difficulties introduced by
the 15th secondary alphabet (displacement interval, 13) is to use it in
conjunction with another secondary alphabet which is produced by an even-
interval displacement. For example, suppose the following two secondary
alphabets are available.?

¢..... ABCDEPG L Q
RV Z W
Q

H
1..... RYZQGUES
TIO

IJKLMNOPQRSTUVWIXYZ

KTIWOPMNDAHJFBLYXC
24eers XZESK RNAQBWVLHYMPJCDFUG
The first of these secondaries is the l3-interval secondary; the second
is one of the even-interval secondsries, from which only half-chain se-
quences can be constructed. But if the construction be based upon the two

sequences, 1 and 2 in the foregoing diagram, the following is obtained:
RXUTNLDHEHMVZEIAYFJPWQRSOBCGK

This is a complete equivalent primary component. The original keyword-
mixed component can be recovered from it by decimation at an interval of

+9.
RVWXZQUESTIONABLYCDFGHJKMP

n. (1) When the primary components are identical mixed sequences
proceeding in opposite directions, all the secondary alphsbets will be
reciprocal alphabets. Reconsiruction of the primary component can be
accomplished by the procedure indicated under subpar. m above. Note the

2The method of wrining down the secondary alphabets shown m the diagram below will hereafter be

followed 1n all cases when alphabet reconstruction matrices are necessary The top line will be under-
stood to be the plain component, 1t 13 common to all the secondary alphabets, and 1s set off from the cipher
components by the heavy black line  This top line of letters will be designated by the digit #, and will be
referred to as "the zero line ' 1n the diagram The successive lines of letters, which occupy the space be-
low the zero line and which contain the various cipher components of the several secondary alphabets, will
be numbered serially These numbers may then be used as reference numbers for designating the honizontal
lines in the diagram  The numbers standing above the letters may be used as reference numbers for the
vertical columns n the diagram Hence, any letter in the reconstruction matrix may be designated by
coordinates, giving the row coordinate first Thus D (2-11) means the letter D standing in row 2, column 11

13
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following three reciprocal secondary alphabets:

g
1.
2.
3 .

(2) Using lines 1 and 2, the following chain can be constructed
(equivalent primary component):

PWQSOBCGKRXUTNLDHEMVZEIAYFJ

Or, using lines 2 and 3:
WTYKZODPUAGVSLJXICMQNFREBH

The original keyword-mixed primary component (based on the word QUESTION-
ABLY) can be recovered from either of the two foregoing equivalent primary
components. But if lines 1 and 3 are used, only half-chains can be con-
structed:

PTFXAKECVOHQLanda MSDWNJUYRIGZB

This is because 1 and 3 are both odd-interval secondary alphabets, whereas
2 is an even-interval secondary. It may be added that odd-interval second-
aries are characterized by having two cases in which s plaintext letter is
enciphered by itself; that is, ©p is identical with 6. This phrase "iden-
tical with" will be represented by the symbol =; the phrase "not identical
with" will be represented by the symbol 2. (Note that in secondary alpha-
bet number 1 above, Fp= F¢ and Up =Uc; in secondary alphabet number 3
above, Mp =M, and O, ==0;). This characteristic will enable the cryptan-
alyst to select at once the proper two secondaries to work with in case
several are available; one should show two cases where 8p== 6c; the other
should show none.

o. (1) When the primary components are different mixed sequences,
their reconstruction from secondary cipher alphabets follows along the same
lines as set forth above, under b to ), inclusive, with the exception that
the selection of letters for building up the chain of equivalents for the
primary cipher component is restricted to those below the zero lime in the
reconstruction matrix. Having reconstructed the primary cipher component,
the plain component can readily be recomnstructed. This will become clear if
the student will study the following example:

[ XX KX A B
1..... T

DE
VABU
2:i000e I STV

F G
LI
1qQ
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(2) Using only lines 1 and 2, the following chain is constructed:
TZPGLIQRHYOUVJCNEWKDASXMYPFSB

This is an equivalent primary cipher component. By finding the value of
the successive letters of this chain in terms of the plain component of
secondary alphabet number 1 (the zero line), the following is obtained:

ASPTFGHUVJZEBWKRNRLXOCMIYQD
TZPGLIQREYOUVJCNEWKDASXMFB

The sequence AS P T, , . is an equivalent primary plain component. The
original keyword-mixed components may be recovered from each of the equiv-
alent primary components. That for the primary plain component is based
upon the key PUBLISHERS MAGAZINE; that for the primary cipher component is
based upon the key QUESTIONABLY.

(3) Another method of accomplishing the process indicated above can
be illustrated graphically by the following two chains, based upon the two
secondary alphabets set forth in subpar. o (1):

121304151617 151
NOPQ

n 2
KLM RST
CWsS EZG
NKIX WPL

€78 %W
FGHIJ
LIQXY
IQRMO

Col 2.
T (1-1), T (24) — D (8-4),
F (1~-17), F (2-25) - Y (§-25),
M (1-25), M (29 —» I (8-9),
X (1-9), X (2-13) —» M (8-13),
S (1-13), S5(@2-3) —» C(8-3),
ete

EEERR

(4) By Joining the letters in Colum 1, the following chain is ob-
tained: AD QY IM, etc. If this be examined, it will be found to be an
equivalent primary of the sequence based upon PUBLISHERS MAGAZINE. By
Joining the letters in Column 2, the following chain is obtained: TB FM X S,
This is an equivalent primary of the sequence based upon QUESTIONABLY.

P- A final word concerning the reconstruction of primary components
in general may be added. It has been seen that in the case of a 26-element
component sliding against itself (both components proceeding in the same
direction), it is only the secondary alphabets resulting from odd-interval
displacements of the primary components which permit of reconstructing a single
26-letter chain of equivalents. This is true except for the 13th interval
displacement, which, in spite of its being an odd number, still acts like
an even-number displacement in that no complete chain of equivalents can be
egtablished from the secondary alphabet. This exception gives the clue to
the basic reason for this phenomenon: it is that the number 26 has two
factors, 2 and 13, which enter into the picture. With the exception of
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displacement -interval 1, any displacement interval which is a sub-multiple
of, or has a factor in common with, the number of letters in the primary
sequence will yield a secondary alphabet from which no complete chain of

26 equivalents can be derived for the construction of a complete equivalent
primary component. This general rule is applicable only to components which
progress in the same direction; if they progress in opposite directions,
all the secondary alphabets are reciprocal alphabets and they behave
exactly like the reciprocal secondaries resulting from the 13-interval dis-
placement of two 26-letter identical components progressing in the same
direction.

q- The foregoing remarks give rise to the following observations
based upon the general rule pointed out above. Whether or not a complete
equivalent primary component is derivable by decimation from an original
primary component (and if not, the lengths and numbers of chains of let-
ters, or incomplete components, that can be constructed in attempts to de-
rive such equivalent components) will depend upon the number of letters in
the original primary component and the specific decimation interval selected.
For example, in a 26-letter original primary component, decimation interval
5 will yield a complete equivalent primary component of 26 letters, whereas
decimation intervals 4 or 8 will yield 2 chains of 13 letters each. In a
24.letter component, decimation interval 5 will also yield a complete equiva-
lent primary component (of 24 letters), but decimation interval % will yield
6 chains of 4 letters each, and decimation interval 8 will yield 3 chains
of 8 letters each. It also follows that in the case of an original primary
component in which the total number of characters is a prime number, all
decimation intervals will yield complete equivalent primary components.

The following table has been drawn up in the light of these observations,
tor original primary sequences from 16 to 32 elements. (All prime-number
sequences have been omitted.) In this table, the column at the extreme
left gives the various decimation intervals, omitting in each case the first
interval. which merely gives the original primary sequence, and the last
interval, vhich merely gives the original sequence reversed. The top line
of the table gives the various lengths of original primary sequences from
32 down to 16. (The student should bear in mind that sequences containing
characters in addition to the letters of the alphabet may be encountered;
he can add to this table when he is interested in sequences of more than
32 characters.) The numbers within the table then show, for each combina-
tion of decimation interval and length of, original sequence, the lengths
of the chains ot characters that can be constructed. (The student may note
the symmetry in each column.) The bottom line shows the total number of
complete equivalent primary components which can be derived for each dif-
ferent length of original component.
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Decimation Number of characters in original pnmary component
. merval 3 30 28 27 26 25 2 22 21 20 18 16
2 15 14 27 13 25 12 11 21 10 9 8
3 32 10 28 9 26 25 8 22 T 20 6 16
| b 8 15 7 27 13 25 6 11 21 5 9 &
5 32 6 28 27 26 5 24 22 21 4 18 16
6 16 5 14 9 13 25 4 11 T 10 3 8
T 32 30 4 27 26 25 24 22 3 20 18 16
8 b 15 7 27 13 25 6 11 22 5 9 2
9 32 10 286 9 26 25 8 22 T 20 2 16
10 16 3 1% 27 13 5 12 11 22 2 9 8
11 32 30 28 27 26 25 24 2 21 20 18 16
12 8 5 7T 913 25 2 11 7 5 3 &
13 32 30 28 271 2 25 24 22 21 20 18 16
1% 16 15 2 27 13 25 12 11 3 10 9 8
15 32 2 28 9 26 5 8 2 7 4 6
16 2 15 7T 27 13 25 6 11 22 5 9
17 32 30 28 27 26 25 24 22 21 20
18 16 5 1% 9 13 25 4 11 T 10
19 32 30 28 27 26 25 24 22 21
20 8 3 T 2713 5 6 11
21 32 10 4 9 26 25 8
‘ 22 16 15 1% 27 13 25 12
23 32 30 28 27 26 25
2l b 5 T 9 13
25 32 6 28 27
26 16 15 1k
27 32 10
28 8 15
29 32
30 16
Totalnumber 1% 6 10 16 10 18 16 8 10 6 4 6
of complete
sequences

k5. Reconstruction of primary components by employing principles of
indirect s try of position.--a. Let us now consider the application
of indirect symmetry in a typical example. In a certain periodic poly-
alphabetic cryptogram under study which factored to five alphabets, the
following assumptions based on repetitions in the cipher text have been
made:

12345123 34512345 123451234 512345
! ZFOOWATF XSMAQUHX YINOBRKXF IPZZPO
. DIVISION REGIMENT ARTILLERY ATTACK
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These values are inserted in a sequence reconstruction matrix, as illus-

trated below: °

¢ ABCDEFGHIJKLMNOPQRSTUVWIXYZ

1]Y 2 A R P
2 K F QR T I 2
3|12 U F X N O
b P S ) H F
5|11 M 0B WX
Figure 28.

It is clear from the intervals (X...0), (S...0), and (M...0) in rows 3, 4,

and 5 that the plain component is not the normal seguence.

If an inverse

matrix were constructed, it would disclose that neither is the cipher com-
ponent the normal sequence, if this possibility had not already been ruled
out by the absence of matching qualities of the distributions for the five

alphsabets.

It is also evident that this is not a case of mixed sequences

proceeding in opposite directions, since reciprocity between the plain and
cipher is contradicted (e.g., in Alphabet 1, Ap = Yc, but Ac = Ip). At the
moment, we do not know whether the plain component is identical with the
cipher component, or whether it is a different mixed sequence, in the ab-

sence of evidence to the contrary 3, we will assume the former hypothesis.

b. In order to derive additional values for possible insertion in the
cryptogram, around which values further assumptions may be made and thus
speed up the process of solution, certain relationships among the letters

in the matrix may be studied.

For convenience, we may refer to these rela-

tionships as "proportions", arising from the process of "proportioning.”
Proportioning should be done in a systematic manner, 1f it is to be effi-
cient; this is especially true in the initial stages of solution, when it

is important not to overlook a possible derived value.

cedure is suggested to insure thoroughness of method.

The following pro=-

(1) Each vertical pairing in the matrix is transferred to the horizon-
tal, and a four-element proportion is utilized to complete another propor-

tion which has three elements in common with the first proportion.

Refer-

ring to Fig. 28, we shall start with the vertical pairing AY (¢-1, 1-1) and
transfer whatever data is available to the horizontal pairing AY (#-1, ¢-25).

The vertical pairing AY includes proportionally, between rows ¢

and 1, the

pairs DZ, IA, IR, and TP; or, expressed differently, A:Y::D:Z::I:A::L:R::T:P.
The horizontal pairing AY (§-1, $-25) includes no other proportional pairs--
however there are present the latent proportions A:Y::Y:0, A:Y::Z:0,

A:Y::0:F, and A:Y::I:0.

3 an hypothes:s of 1dentical components proceeding in the same direction would be ruled out by a situ-
ation 1n winch, for example, m one of the alphabets Ap = Ac, and in the same alphabet Bp # Bc, or this
hypothesis would be ruled out if 1n one alphabet there were evidences of only partial reciprocity (such as =

% =Lc, Ac= LP. NP= Rc, buth# RP).
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proportion A:Y::I1:A from the vertical pairing, then we know that the ©
in the last horizontal proportion A:Y::1:0 must be the letter A; there-
fore we place A in the matrix at position 5-25.

(2) This process of transferring values is then attempted for the
vertical palring AZ (¢-1, 3-1), and then for AK, but with negative results.
When the vertical pairing AI is considered, the proportion A:I::Y:A turns
up once again, but this yields no additional information since this pro-
portion has already been established when we placed the A at 5-25. The
subsequent vertical pairings CP, DZ, EK, EU, ES, and GM yield nothing
further until IA is reached, wherein IA (§-9, 1-9) = AY (@1, 1-1). But
it is noted that the homologous proportion IA (§-9, @-1) = AY (1.9, 1-1)
has its elements in exactly the same locations as IA (#-9, #-1) = AY (@-1,
1-1), so no transference of data from one alphabet to another is possible.
In other words, the date within a proportion of four elements in one par-
ticular "rectangular” reading may be transferred to a different rectangu-
lar reading having three of the elements in common. The need, of course,
for seeking a four-element proportion first is that proportions in cryptan-
alytics must be defined by four elements (for a given set of enciphering
components), because unlike the field of mathematics wherein the missing
member of 2:4::3:x must be a 6, the cryptanalytic proportion A:B::C:© could
be satisfied by any letter, depending upon the components involved. What
we were actually saying by the proportion A:Y::I:A is that in a certain
pair of components (the case under study) we have established an empirical
cryptanalytic proportion, and that this relationship will be true in all
cases involving these same four elements.

(3) The vertical pairing IA nevertheless yields a good proportionm,
namely IA (@-9, 1-9) = DZ (@-k, 1-4), which permits the insertion of the
letter D in position 3-9 after the homologous rectangular reading IA

(¢-9, ?-'1) = 0Z (3-9, 3-1). Then the vertical pairing IF will yield the
value T at the position %-6 from the proportion I:F::0:T. This process

is continued until the last vertical pairings at the extreme right of the
matrix have been treated.

c. The matrix will now appear as in Fig. 29, below, after we have
systematically proportioned once straight across the matrix from left to
right:

¢ ABCDEFGHIJKLMNOPQRSTUVWXYZ

1{YL z1I A FRG K 0P ST

2 K F PEQ T 1XZ H D

3|2 U TD F X N O

LXKk P ST 0 H F

51 U XM E OB ST LWX AD
Figure 29.
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It should be emphasized that this has been a rather theoretical treat-
ment of the problem in order to demomstrate the principles of proportion-
ing. In actual practice, of course, the derivation of additionasl values
would be a basls upon which to make further plaintext assumptions, prob-
ably rendering unnecessary the rigorous systematization of the process of
proportioning across the width of the matrix, as just described.

d. From the matrix in Fig. 29, the following partial chains, frag-
ments of equivalent primary components, are derived:

-1 EIAY DZ WSOKF LR MG XTP
g2 LEXP RIF MQ OTZ SXD VH
$-3 AZ EU HTNF 1D RX VO

g-4 AKX CP ES YFT IO NH

-5 YAIE 2DU FKOSW GM RLB TX
12 AFP2Z IKTD RE 0X

It is observed that the chains @-3 and 1-2 bear a 1:3 relationship, i.e.,
one is an expansion at an interval of 3 of the other (e¢f. AZ and ID in
line $-3, end AFPZ and IKTD in line 1-2). Let then the chains in 1-2 be
considered as a relative 41 decimation of the primary sequence, and in-
scribe AFPZ in the first four positions of a line of 26 cells on cross-
section paper, thus:

1 2 38 4 5 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 2223 24 265 26
AFPZ

Now since the chains in line @-3 are a 1:3 contraction of the chains in
line 1-2, then in order to equate line @-3 with line 1-2 we must expand

or decimate the former at an interval of 3. That is, the intervsl between
the letters AZ must be 3 instead of 1. This expansion, of course also
applies to the remaining chains in line $-3. Thus HINF must be expanded
into H..T..N..F; and since we already have an F in our basic AFPZ sequence,
these letters are then interpolated as follows:

1 2 8 4 56 6 7 8 9 1011 12 13 14 16 16 17 18 19 20 21 22 28 24 25 26
AFPZ H T N
e. With these new values, the sequence IKID from the assumed +1

decimation in line 1-2 may be added, because of the presence of T in
both sequences,

1 2 3 45 6 7 8 9 1011 12 18 14 156 16 1718 19 20 21 22 28 24 25 26

AFPZ HIKTD N

and the remaining fragments in the various chains may be amalgemated to
permit the completion of the sequence as follows:

10 11 12 13 14 16 16 17 18 19 20 21 22 23 24 25 26

8 9 4
YCMVREOXUGQHIKTDBNW

wn =

1 283 45 6
AFPZLJ

—CONFIDENTIAL— 120




REF ID:A64563

This complete equivalent primary component, reconstructed from a series

of smaller chains derived from a number of other equivalent primary com-
ponents, may now be decimated to produce the original primary component

which is a keyword-mixed sequence.

f. It must be noted that proportioning does not yield any new basic
data, but merely gives a re-statement of data already latent or Inherent
in the matrix; what the process does is to make all the relationships
patent and this re-statement facllitates the derivation of chains. Fur-
thermore, in the sets of partial chains given in subpar. 4, the first
five chains (@-1, to $-5) give all the latent relationships present in the
matrix. However, the addition of one more set of chains (line 1-2) brings
out the existing relationships in a much clearer light than would have
otherwise been possible, and this materially speeds up solution.

g. Another example may be presented to demonstrate further the
principles of indirect symmetry. In a polyalphabetic cryptogram which
factored to six alphabets, the following message beginning is assumed,
based on collateral information:

123456 123456 123456 123456 123456 1
EXITBK KGOZVZ DIWBBH LFCRKZ WKODEB Q...

ONEFIV EFIVEM MHOWIT ZERAMM UNITIO N

The values from this crib are put into a sequence reconstruction matrix,
as follows:

ABCDEFGHIJKLMNOPQRSTUVWXY?Z
XK DQE v L
W

FG I K

I 0

I D ZB
v B

B H K

Noting an apparent +1 decimetion of a keyvord-mixed primary component
between lines $-2, EF:FG::HI, we may begin to reconstruct the original
primary component by inspection directly without deriving additional
values by proportions:

6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 238 24 26 26

EF:FG::HI
(¢-3) EI:IO:OW .
(¢-4) FI::wB .
(3-5) 1Iv:: .
(g-1) OE::uW . B....U

Continuing in this vein, the original primary component may be quickly re-
covered; let the student finish the solution as an exercise.

4 It must be pownted out that there 1s no proof at this stage that the HI ties in with EFG, the HI mught
be 1n the key word, but there 1s a greater probability that 1t 1s a part of the remaiming alphabetical
sequence after the occurrence of the key word.
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46. Theory of a graphical method of indirect symmetry.5--a. It
has been shown that the interval between letters of a sequence obtained
from a secondary alphabet is a constant function of the interval sepa-~
rating the letters in the original primary component. Consider the
following sequence:

QUESTIONABLYCDFGHJKMPRVWIXZ

Assume that this component is slid against itself and that the following
groups of partial sequences are obtained from three secondary alphabets:

Group 1--S TI; UE; NA
Group 2--I N; ET; O A
Group 3--TN; QS O

Figure 30.

Referring to the primary component, it will be seen that the letters of
the partial sequences obtained from group 1 coincide in their interval
(i.e., a +1 decimation) with that in the primary component; the letters
of the partial sequences obtained from group 2 represent a decimation
interval of two in the primary component; and those obtained from group
3, a decimation interval of three.

b. In the foregoing case, decimation was accomplished by taking
intervals to the right along a horizontal component. Referring to the
square based on QUESTIONABLY given in Fig. 27 on p. 107, let a portion
of that square or matrix be considered, as shown in Fig. 31 below:

6 7 8 1 2 b 5 6

Colum No. 1 2 3 &4

Q ES;IO Q E|
USTION UE'\. [:j\@.\. -
ES TI|[I]ONATB ESTIOTHN
S TIONA AT BIL S TIOTNA ASZBIL
(a) (v)
Column No. 1 2 3 4 5 6 7 8 1 2 3 456 78
@UES[TFION @UES@ION
U—E-@TI—O—@A U.ES TTIONA
ES TI-{0J] N A B 1'3—(?]'1'1(')—.1;3
S TIONATBL S TIONATBIL
| B L Y

T I ONABTILY TI—@N()
d -

(e)
Figure 31. ~
5 The basic theory underlying this modified method of applying the principles was first set forth 1n a

brief paper in November 1941 by 1st Lt, Paul E Neff, Sig. C, His original notes, slighdy modified, com-
prise pars. 46 and 52, and subpars, 53a to d, inclusive,
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¢. Again referring to Fig. 30, the partial sequences STI, UE, and
RA can be obtained from Fig. 3la by reading down columne 4, 2, and 8,
respectively. This can be represented graphically by the symbol |1,
which means that all partial sequences obtained from Fig. 3la by pro-
ceeding downward in any column would be in the same group (i.e., second-
ary alphabet) and have the same decimation interval.

d. The partial sequences IN, ET, and OA can be represented graphi-
cally by l‘T , or simply \1, vhich indicates that all partial sequences

obtained by taking letters one space down and one space to the right, or
one space down a diagonal to the right would represent the same decimation
interval.

e. The partial sequences TN and QSO can be represented by the symbol
lL__ s but they can also be represented by 2L and, if the entire matrix
2 1l

of Fig. 27 is considered, by other possible routes.

f. The decimation interval of a gecondary sequence derived from a
primary is the sum of the horizontal and vertical components of the route
gselected. Since the partial sequence TN can be represented by 1{_? , the

declmation interval of this sequence is equel to the vertical decimation
interval of the basic square plus twice the horizontal decimation interval
in that square. Any other route selected for the same sequence would give
an equivalent of this.

g. It is seen, therefore, that the decimation interval of a com-
ponent can be represented graphically in various ways other than along the
horizontal, by use of diagrams such as in Fig. 31, in which the successive
Juxtaposed components have the same relative displacement. In this case
the successive horizontal lines had a one-letter displacement to the left.

h. Not being limited to one damension, reconstruction of the primary
component or an equivalent should be possible in one combined matrix by
reversing the foregoing process and graphically Integrating partial se=-
quences from different secondary alphabets into a single diagram. Suppose
the partlal sequences in Fig. 30 are given and it is desired to reconstruct
the primary component.

G’rOup - S 8 W Y S R Ay W @ =

Partial sequences-~--
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i. (1) Using cross-section paper one can arbitrarily select the STI
sequence in group 1 and write this sequence horizontally, meking the
graphical notation._ . below group l.

1

(2) Proceeding to group 2, the partial sequence IN contains one let-
ter in common with the sequence STI already entered, but since NA forms
a sequence in group 1 and OA forms & sequence in group 2, it is clear
that two different decimations are involved and therefore it would be in-
correct to integrate the STI and the IN into STIN However, the letter
N can arbitrarily be placed in any position other than along the horizon-
tal line on which STI has been placed. It will be placed directly below
the letter I and the group will be denoted graphically by Jl, giving:

ST1I
e o N

Figure 33a.

(3) The skeleton of the matrix or diagram is now fixed in two dimen-
sions, and no further letters can be arbitrarily placed within it. How-
ever, additional sequences from groups 1 and 2 can be added, provided a
comoon letter is available in the diagram; sequences from other groups
can be added, provided one pair is already entered in the diagram which
would fix the proper graphical decimation.

(k) Moving to group 3, there is the partial sequence TN and it is

noted that this pair of letters is present in the diagram. The symbol \l
can therefore be placed under group 3.

(5) In group 3 the partisl sequence QSO appears and the letter S is
in the Qiagram. It therefore follows that the letters Q and O cen be
placed thus:

Figure 33b.

(6) Similarly the letter E of the partial sequence ET in group 2
goes directly above the T:

(7) The letter U of the sequence UE in group 1 goes before the E:

(1) QUE.,
(2) .sT1
(3) ..0N8

Figure 33d.
12k
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(8) Likewise the letter A of NA in group 1 follows N:

(1) QUE. .
(2) .sT1.
(3) ..0oNA

Figure 33e.

(9) The sequence OA in group 2 remains to be entered. Since both
these letters are already in the diagram, the letter A can be placed under
the existing O or the letter O can be placed sbove the existing A. Either
alternative would be correct. Selecting the latter alternative yields the
following:

(1) QUE..
(2) .sT1I0
(3) ..0RA

Figure 33f.

Jd. All the original information has now been entered in the diagram
seen in Fig. 33f and the letter O appears twice therein. This letter O
may be termed the "tie-in" letter since it indicates the horizontal inter-
val between the Juxtaposed reconstructed sequences of the basic matrix.
The absence of a tie-in letter in the dlagram would indicate that insuf-
ficient data are present for the reconstruction of a complete sequence.

k. (1) By sliding the last row of Fig. 33f two intervals to the right
the two O's can be superimposed, giving:

(1) QUE. ...
(2) .sT110..
3 ....0NA

Figure 33g.

(2) Since each horizontal sequence must be shifted two intervals to
the right of its initial position in relation to the line above, row (1)
must be moved two intervals to the left of its original position. Thus:

(3) Since the three rows involve the same decimation, and since the
O of ONA cofncides with the O of STIO, the ONA sequence may be raised up
one row and united with the STIO sequence. If this is legitimate then the
new row (2) may likewise be raised up one row. This ylelds the united
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sequence QUESTIONA... . This last step may be more clearly understood
by studying the following partially reconstructed matrix:

Figure 33i.

1. The application of this graphical method of indirect symmetry
to a specific example will be illustrated in par. 52, in the next chapter.

47. Further remarks.--a. A study of the principles and techniques
discussed in this chapter should impress the student with the importance
and value of indirect symmetry of position as a tool in cryptanalytics.
Admittedly, indirect symmetry is a diffieult subject to treat in writing,
as it lends itself much better to blackboard demonstration in a classroom
to insure thorough understanding of the principles. In any case, it is
only by practice on a multitude of different examples and cases that these
principles can be firmly implanted in the mind of the student--and even
then the practice must be a continuous process, as it is only too easy
to lose adroitness and facility in the application of these principles.

b. It is recommended that the student prepare as training aids five
strips bearing the following sequences, double length:

(1) A normal A-Z sequence.

(2) A keyword-mixed sequence based on QUESTIONABLY. ‘o
(3) A keyword-mixed sequence based on QUESTIONABLY.

(k) A QUESTIONABLY keyword-mixed sequence, running in reverse. |
(5) A keyword-mixed sequence based on HYDRAULIC. 1

With these strips the phenomensa arising in all cases of direct and indirect .
symmetry may be duplicated, and the strips will be found useful in further
experimentation and study. For example, strips (1) and (2) may be used to
produce the phenomena of direct symmetry; (2) and (3) may oe employed to i
produce the manifestations inherent in indirect symmetry extending to the
¢ (plaintext) alphabet; (3) and (4) will bring out the peculiarities in-
herent in cases of indirect symmetry within the matrix only, but with the 1
added feature of reciprocity bvetween the plain and cipher components; and
(4) and (5) will duplicate the idiosyncracies of indirect symmetry within
the matrix only. !

¢. The student has seen the two principal methods of the application
of indirect symmetry, and perhaps the question will be asked: "Which -
method is preferable?" The answer is--both are useful. In most cases it |
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is usually easier to employ the graphical method, but occasionally therg
is encountered a problem which is easier to solve by the linear method.
But both methods should be practiced constantly, in order to maintain
facility in the application of these principles.

d. Thus far there has been treated the recovery of primary com-
ponents based on keyword-mixed sequences only. What would happen if the
primary component were, say, a transposition-mixed sequence? In the pre-
vious text’ it has been shown how to recover the key word in various types
of sequences, including transposition-mixed sequences. If, however, a
trangposition-mixed sequence were decimated, as it would be in the case of
an equivalent primary component, a slight modification of procedure is
necessary.

(1) Let us consider the following sequence:
AJVCODFSHBPINZLMXRGTUKWYERQ

This can easily be reduced to its original transposition rectangle:

b93718652
C
0

However, if the basic sequence were decimated at an interval of three,
ACFBNMGKEJOSPZXTWQVDHILRUY

the usual procedures of uncovering the transposition do not apply. The

sequence must be decimated at the intervals of+3, +5, +7, +9, and +11;

these resultant sequences are then examined in turn in an attempt to re-
move the transposition, reading these sequences both forwards and back-

wards. When the +9 decimation is considered, it will yield the original
transposition.

(2) In unusual circumstances wherein all the secondary alphabets
consist of even decimations, thus giving rise exclusively to l3-letter
chains, there is an approach vhich may be used to cope with this dis-
tressing situation. For instance, let us suppose that we have the two
chains (AEPTOQDCHYNMK) and (BZWXLIJRVUSGF). We will assume that the let-
ters VWXYZ are at the end of the transposition metrix, and we will complete

6 As an example, 1t should be noted that the chains in subpar, 45d permut of easier treatment by the
linear method than by the grapincal method, let the student confirm this by expenment,

U Military Cryptanalytics, Part I, par, 51,
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the sequences on these letters from the foregoing chains, thus:

-

D‘ N W QO a <y M
~
N

TUHBEBEMENHO®N
NWEO DA< IO - YN

OO oKUK RS

UEHOAOWU<SG M X

= =

ine certainly looks like part of the
the VWXYZ row. The diagram mey now
t, as is shown below:

The sequence GIJKL on the fourt
transposition matrix two rows &
be expanded to the left and rig

”§

HE M E

Hand
ENUHQNC Qe

oo«

ST
GO
FQ
BD

O R e
W M N
= > W=
Q U ojo

>R 3
HepRERRAKKOUo O i

W N
NwEHQOha<d
HOOO O
Qi<
HExxmauoooldn

HKHOUOOHYH
O E> XX R Ulo

HWE e R e

The key word PREACH (or PREACHER) is manifested, and, with a little
experimentation, the original transposition matrix is recovered as fol-

lows:

< WRoY

N3O o
R
< 2 QO Pl
= O~ ojn
O e e

This example admittedly is a simple case because of the brevity and par-
ticular composition of the key word; longer key words quickly complicate
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the problem of recovery, but the general lines just indicated will apply.
v Bach case must be treated as a special case; the cryptanalyst has to be on
the alert to capitalize on any peculiarities or phenomena manifested.

e. In treating a periodic cipher, the first step is, of course, to
determine the number of alphabets involved by factoring the intervals
between the various polygraphic repetitions. The cryptogram is then
written out in proper period-lengths, and distributions for each alphsbet
are made; if necessary (that is, where the number of tallies per distri-
bution is small), I.C.'s of the distributions are calculated, for futher
proof of the correctness of the factoring. These distributions are now
carefully examined for (1) a possible fitting of all the distributioms to
the normal frequency distribution or its reverse, which would show that
standard alphabets are involved; (2) a possible matching of all the dis-
tributions in respect to each other, which would show that the cipher come
ponent is the normal sequence; (3) a possible direct matching, "head on",
of two or more distributions, which would show that the repeating key has
repeated letters in the homologous positions; and (4) a possible fitting of
only one or so of the distributions to the normal, "head on." If case
(k) is present, then it is proof that the cryptogram is either a normal
Porta with that particular distribution being in the key (A,B), or else
the cryptogram involves indirect symmetry extending to the ¢ (plaintext)

' row of the reconstruction matrix, since this manifestation is brought about
by the interaction of a mixed sequence against itself, running in the same
direction, with the juxtaposition Ap = Ac, so that every letter in that
particular alphabet would be enciphered by itself.

£. After the distributions have been examined, assumptions of high
frequency letters or of probable words are inserted in the sequence recon-
struction matrix, which in turn is exasmined for evidences or contradictioms
of direct symmetry or of indirect symmetry either within or without the
matrix. (If reciprocity in more than one alphabet is observed, then it
may be assumed that the cryptogram involves a mixed sequence running
againagt itself in reversergg Whenever an assumption of a plaintext value
for a cipher letter is made, the student should be sure to finish four
things before making any further assumptions: (1) the plaintext value
should be entered below all occurrences of the cipher letters; (2) the
value should be entered in the reconstruction matrix; (3) examination
should be made 1f any inconsistencies are produced either in the plain
text or in the matrix; and (4) an attempt should be made to derive new
values by direct symmetry or by proportioning within the matrix. Adherence
to the foregoing systematization of method will save much time, contribute
to the proper cryptanalytic education of the student, and will prove of con-
siderable importance in the solution of difficult problems encountered in
actual operations.

‘ 8 Reciprocity 1n only one alphabet could be caused by a sequence shafted 13 positions against 1self,
1 the case of 26-letter components,
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g. As a final remark on indirect symmetry, it must be noted that
Porta matrices, as well as Vigenére-type matrices, might be encountered
in vwhich indirect symmetry will be manifested; this situation will obtain
when both "families" of the Porta matrix are mixed sequences. It also
follows that indirect symmetry will be present in schemes wherein the
cipher component is a mixed numerical sequence and the plain component
is also a mixed sequence.
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CHAPTER VII
APPLICATION OF PRINCIPLES OF INDIRECT SYMMETRY OF POSITION

Paragraph
Applymg the principles to a specific example, ,ceescscecacscescssaccccscssarcsrsscncreses 48
The cryptogram employed in the eXpOSItION, esescessconanses ssaasassscsssascsasacsccosse 49
App11cation Of PIINCIPlES, csecvese soe dosesccecansesssasacessrscsssoesassesssassrnsanas 50
General remarks on the foregoing SOlUtION, . ,.eeeeveesccces ssssesssescrcossasancssasossne 51
Use of the graphical method 1n the foregoing example,...ocsscerecscasacacesssscessascnese 52
Additional remarks on the graphical method,.... scessesccocccoscccassonccsassoscsascasnas 53
Solution of subsequent messages enciphered by the same primary COmMpONENTS. cveessvsecessssas 54
Solution of repeating-key ciphers i which the 1dentical mixed components proceed mn
OPPOSItE QIFECTIONS. ¢ ¢ saseescsvoscasancs asossosrossesasostoctasenasassnansacsasnsncses 55
Solution of repeating-key ciphers in which the pnimary components are different mixed

Sequencesoo-.....u.-...-.-......---....----u----o-.-o.-o.- @aesoepsesassnsssendersnae 56

Solution of subsequent messages after the pnimary components have been recovered, coccoceveee 57

48. Applying the principles to a specific example.--a. The preceeding
chapter, with the many details covered, now forms a sufficient base for pro-
ceeding with an exposition of how the principles of indirect symmetry of
position can be applied very early in the solution of a polyalphabetic sub-
stitution cipher in which sliding primary components were employed to pro-
duce the secondary cipher alphabets for the enciphering of the cryptogram.

b. The case described below will serve not only to explain the method
of applying these principles but will at the same time show how their appli-
cation greatly facilitates the solution of a single, rather difficult, poly-
alphabetic substitution cipher. It is realized, of course, that the crypto-
gram could be solved by the usual methods of frequency and long, patient
experimentation. However, the method to be described was actually applied
and very materially reduced the amount of time and labor that would other-~
wise have been required for solution.

k9. cryptogram employed in the exposition.--a. The problem that
will be used in this exposition involves an actual cryptogram submitted for
solution in connection with a cipher device having two concentric disks
upon which the same random-mixed alphabet appears, both alphabets progressing
in the same direction. This was obtained from a study of the descriptive
circular accompanying the cryptogram. By the usual process of factoring, it
was determined that the cryptogram involved 10 alphabets. The message as
arranged according to its period is shown in Fig. 34, in vhich all repeti-
tions of two or more letters are indicated.

b. The triliteral frequency distributions are given in Fig. 35. It
will be seen that on account of the brevity of the message, considering the
number of alphasbets involved, the frequency distributions do not yield many
clues. By a very careful study of the repetitions, tentative individual
determinations of values of cipher letters, as illustrated in Figs. 36, 37,
38, and 39, were made. These are given in sequence and in detail in order
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to show that there is nothing artificial or arbitrary in the preliminary
stages of analysis here set forth.

H

I

J

K

L

N

0

= -~
i Y
= -
T »
Y o
b I
O~
Q w
o
|-<s

GBZDPFBOUO

GKQHOLODYVM

GOXSNZHASE
BBJIPQFJHD
QCBZEXQTXZ
JCQRQFVMLH

SRQEWMLNAE_

GSXEROZJSE

GVQWEJMKGH

BB

cc G

Tar CRYPTOGRAM

Repetitions underlined)
6 7 8 9
NBL

10
W

(
1 2 8 ¢4 &
RCVOQP CW

LQZAAAMDCH
BZZCKQOIKF_
CFBSCVXCHQ
ZTZSDMXWCHM
RKUHEQEDGX
FKVHPJJKJY
YQDPCJXLLL

GHXEROQPSE

132

HH

I1

JJ

KK

LL

NN

00

PP

QQ

RR

SS

YTXCDPMVLFW
BGBWWOOQRGN
HHVLAQQVAVY
JQWOOTTNVQ

B

]
b

DS

o

R

n

N

[ =
>
(o]
v
v
]
o
>4

Z

<

la]
Q
Q

Hozowy Q

JJUGDWQORYVM

UKWNPEFXENF_
CCUGDWPEUH

YBEREWVMDWJ

RZX




REF ID:A64563

TRILITERAL FREQUENCY DISTRIBUTIONS
I
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IntTiAL VALUES FrOoM ASSUMPTIONS

1 2 3 [
G.=E,, Ko=E,;, X.=E,, and D,=E;, from frequency considerations
3468 456 201

UGD=THE, PCJ=THE, and SEG=THE, from study of repetitions
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2
Refer to line DD in Figure 29, S, assumed to be N,.

]
Refer to line M in figure 29, A, assumed to be W,
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AppIiTioNAL VALUEs FROM AssumptioNs (I1)

Refer to Figure 30, lne A,
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ADpDITIONAL VALUES FroM Assumprions (III)

OPN—assume ING from repetition and frequency

HQZ—sassume ING from repetition and frequency
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¢. From the initial and subsequent tentative identifications shown
in Figs. 36, 37, 38, and 39, the values obtained were arranged in the form
of the secondary alphabets in a reconstruction matrix, shown in Fig. 40.

1 2 8 465 6 7 8 9 10111213 141516 17 18 10 20 21 22 23 24 25 2
ABCDEFGHIJKLMNOPQRSTUVWXYZ
W Z K
2 S F

O\ =1 O\ & D HS

=

q
Figure 40.

50. Application of principles.--a. Throughout this paragraph refer-
ence will be made to Fig. , above. Hereafter, in order to avoid all am-
biguity and for ease in reference, the position of a letter in Fig. 40 will

be indicated as stated in footnote 2, p. 113. Thus, N(6-7) refers to the
letter N in row 6 and in column 7 of Fig. bLO.

b. (1) Let us consider the following pairs of letters:
J(6-5)

}no, OF = HOF

F(6-15)

(We are able to use the row marked "$" in Fig. 40 since this is a case of
a mixed sequence sliding against itself.)

(2) The immediate results of this set of values will now be given.
Having HOF as a sequence, with EJ as belonging to the same displacement
interval, suppose HOF and EJ are placed into Juxtaposition as portions of
sliding components. Thus:

Plain..l. L ]
Cipher... .

When Hp = Ec, then Op = Jc.
(3) Refer now to alphsbet 10, Fig. 40, where it is seen that Hp = Ec.

The derived value, Op = Jc, can be inserted immediately in the same alpha-
bet and substituted in the cryptogram.
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(4) The student may possibly get a clearer idea of the principles ,-
involved if he will regard the matter as though he were dealing with
arithmetical proportion. For instance, given any three terms in the
proportion 2:8=4:16, the kth term can easily be found. Furthermore,
given the pair of values on the left-hand side of the equation, one may
find numerous pairs of values which may be inserted in the right-hand
side, or vice versa. For instance, 2:8=l:16 is the same as 2:8=5:20,
or 9:36s4:16, and so on. An illustration of each of these principles
will now be given, reference being made to Fig. 40. As an example of
the first principle, note that E($-5):H($-8) = J(6-5):0(6-8). Kow find
E(10-8):H(@-8) = 7(10-15):0(#-15). It is clear that J may be inserted
as the 3d term in this proportion, thus giving the important new value
10
Op = Jec, which 1s exactly what was obtained directly above, by means of
the partial sliding components. As an example of the second principle,
note the following pairs:

E(¢-5) H(g-8)
K(2-5) 2z(2-8)
D(5-5) C(5-8)
J(6-5) 0(6-8)

These additional pairs are also noted:

K(1-20) 2(1-7)
P($-20)  G(g-T)

Therefore, E:HsK:Z=D:CaJ:0=2T:G, and T may be inserted im position (4-5).

c. (1) Again, GN belongs to the same set of displacement-interval
values as do EJ and HOF. BHence, by superimposition:

Plain....

.HOF ., ..
Cipher... .

GN...I

(2) Referring to alphabet 4, when B then Op » No. Therefore,
the letter N can be inserted in position h-lss in Fig. ho and the value

4
Ne = Op can be substituted in the cryptogram.

(3) Furthermore, note the corroboration found from this particular
superimposition:

H(p-8 G(@-
3y

This checks up the value in alphabet 6, Gp = Ne.

—CONFIDENTTAL ko




REF ID:A64563

d. (1) Again superimpose HOF and GN:

...HOF...
.OUGGN..I

(2) Note this corroboration:

0(6-8) G(4.8)
F(6-15) N(4-15)

which has just been inserted in Fig. 40, as stated above.
e. (1) Again using HOF and EJ, but in different superimposition:

s+ HOF ., .,
..EJI...

(2) Refer now to H(9-9), J(9-8). Directly under these letters is
found V(10-9), E(10-8). Therefore, the V can be added immediately before
H O F, making the sequence V H O F,

£. (1) Now take V H O F and Juxtapose it with E J, thus:

L 2 L] [ ] v H 0 F L ] L ] [ ]
L ] L ] L] E J L ) * L ]
(2) Refer now to Fig. 40, and find the following:

v(10-9) E(10-8)
H(9-9)  J(9-8)
o(k-9)  G(4-8)
1(g-9)  H(§-8)

(3) From the value O G it follows that G can be set next to J in

E J. Thus:
e e o VEHOF . ..
L] . * E J G L] L] L]

() But G ¥ already is known to belong to the same set of displace-
ment-interval values ags E J. Therefore, it is now possible to combine
EJ,JG, end G N into one sequence, E J G N, ylelding:

«. . VEHOF. ..
L] L] E J G N L] L] L ]




REF ID:A64563

g. (1) Refer now to Fig. b40.

v(g-22) E(g-5)
?2(1-22) @6(1-5)
?(2-22) K(2-5)
?(3-22) X(3-5)
7(5-22) D(5-5)
2(6-22) J(6-5)

(2) The only values which can be inserted are:

0(1-22) G(1-5)
B(6-22) J(6-5)

(3) This means that Vp = Oc in alphabet 1 and that Vp = He in al-
phabet 6. There is one Op in the frequency distribution for Alphabet 1,
and no He in that for Alphabet 6. The frequency distribution is, there-
fore, corroborative insofar as these values are concerned.

h. (1) Further, taking EJ G N and V H O F, superimpose them thus:
[ ] - [ ] E J G N . L ] L]
« « VEOF -

(2) Refer now to Fig. 0.

E(§-5) H($-8)
¢(1-5) 2(1-8)

(3) From the diagram of superimposition the value G(1-5) F(1-8)
can be inserted, which gives Hp = Fo in alphabet 1.

i. (1) Agein, VEO F and E J G N are juxtaposed:

(2) Refer to Fig. 40 and find the following:

H(g-8) G(4-8)
A(g-1) E(h-1)

This means that it is possible to add A, thus:

+.AVHOF., ..
.EJGN. ..
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. (3) In the set there are also:

. E(g-5) G(1-5)
! G(g-7) z(1-7)

Then in the superimposition

...EJGN...
...EJGN...

it 1s possible to add Z under G, making the sequence EJ G N Z.
(4) Then taking

[ I ]
H-
TS
Q<
- -~
NOo
»
* @

and referring to Fig. 40:

B(#-8) N(#-14)
0(6-8) 2(6-14)

It will be seen that O = Z from superimposition, and hence in alphabet 6

‘ Np = Z¢, an important new value, but occurring only once in the cryptogram.
Has an error been made? The work so far seems too corroborative in inter-
locking details to think so.

J. (1) The possibilities of the superimposition and sliding of the
AVHOF and the EJGNZ sequences have by no means been exhausted as yet, but
a little different trail this time may be advisable.

E(g-5) T(g-20)
G(l-s) K(1-20)
X(3-5) U(3-20)

(2) Then:

(3) Now refer to the following:

nhan S

vwhereupon the value S can be inserted:

e e o EJGNZ. ..
* ...T.K..s..-
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k. (1) Consider all the values based upon the displacement inter-
val corresponding to JG:

J(6-5) G(1-5)—

J(9-8) G(4-8)
N(6-7) 2(1-7)

H(9-9) 0(k-9)
S(9-20) P(4-20)—

S(2-14) P(5-1k)
z(2-8) c(5-8)
K(2-5) D(5-5)

(2) Since J and G are sequent in the E J G N Z sequence, it can be
said that all the letters of the foregoing pairs are also sequent. Hence
ZC, S P, and K D are available as nev data. These give EJ G N Z C and
T.KD.SP.

(3) Now consider:

T(¢-20) P(4-20)
A(g-1) E(4-1)
H(g-8) G(4-8)
1(g-9) o(k4-9)

Now in the T . K D . S P sequence the interval between T and P is

1 23458
T.....P., Hence, the interval between A and E is 6 also. It follows .
therefore that the sequences AVHOF and EJ G N Z C should be united,
thus:

123458
.+ .AVHOF.EJGNZC. ..

(1) Corroboration is found in the interval between H and G, which
is also 6. The letter I can be placed into position, from the relation
I(f-9) 0(k-9), thus:

«ee.l. .AVEOF,.EJGNZC. ..

1. (1) From Fig. L40:

(2) Since inthe I . . AVEOF . EJ G N Z C sequence the letters
H and Z are separated by 8 intervals one can write:

e o o o Cn
« o 0o e M
e & o & 3
i R N
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(3) Hence one can make the sequence

1234567178
eI . . AVHOF.EJGNZC. .K. ..
.i Then ...I.'AVHOF.EJGNZCT.KDOSPQIl
and +oVUI. .AVHOF.EJGNZCT.KD.SP...
1 2 3456178 123456178
m. (1) Subsequent derivations can be indicated very briefly as

follows:
E(¢-5) c(p-3
D25-5 325-33
1 2 8 4 5 6 7 8010111213141516171810&)2!22232!253

FromUI..AVHOF.EJGNZCT.KD.SP...

one can write P T ¢
123435

and .ODD....R.

1 23 45

making the sequence

1 323 8 4 5 6 7 8 9 1011 1213 14 15 16 17 18 190 20 21 22 23 24 25 26

UIlI,.AVHOF . .EJGNZCT.XKD.SP.R.
(2) Another derivation:

‘ U(3-20) T(@-20)
X(3-5)  E(¢-5)

1 2 83 4 8 6 7 8 0o
FromUI..AVHOPF
- one can write

UI....I.....I...T...

and L] L L ] L L d L d . L ] L] E L L - > L] » L] L] L] x o . L] ® *

10 11
.

1B
EJGNZCT

1415 16 17 18 19 20 21 22 23 % 26 2
.KD.SP.R.

making the sequence

1 2 8 4 85 6 7 8 0 1011 12 13 14 15 16 17 18 190 20 21 22 23 24 25 26

UI..AVHOF.EJGNZCT.KDXSP.R.

(3) Another derivation:

E(g-5) ©(1-5)
B(g-a) w(r-2)
From e s o EJG . . .
one can write e e o BoG.o o o
and then [ ] [ ] [ ] B L ] w L ] [ ] L]

There is only one place where B . W can fit, viz., at the end:
1 2 8 4 5 86 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 28

UI..AVHOF.EJGNZCT.KDXSPBRW
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L, M, Q, and Y.
Having the primary component fully constructed, decipherment of the crypto-

gram can be completed with speed and precision.

primary component to the message.
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0. The primary component appears to be a random-mixed sequence, no
key word for the repeating key is to be found, at least none reappears on
experimentation with various hypotheses as to enciphering equations.
Nevertheless, the random construction of the primary component did not
complicate or retard the solution.

P. Some analysts may prefer to work exclusively with the reconstruc-
tion matrix, rather than with sliding strips. One method is as good as
the other and personal preferences will dictate which will be used by the
individual student. If the reconstruction matrix is used, the original
letters should be inserted in red pencil, so as to differentiate them from
derived letters.

51. General remarks on the foregoing solution.--a. It is to be stated
that the sequence of steps described in the preceding paragraphs corresponds
quite closely with that actually followed in solving the problem. It is
also to be pointed out that this method can be used as a control in the
early stages of analysis because it will allow the cryptanalyst to check
assumptions for values. For example, the very first value derived in ap-~
Plying the principles of indirect symmetry to the problem herein described
was Ho = Ap in alphabet 1. As a matter of fact the writer had been inclined
toward this value, from a study of the frequency and combinations which Hep
showed; when the indirect-symmetry method actually substantiated his tenta-
tive hypothesis he immediately proceeded to substitute the value given. If
he had assigned a different value to He, or if he had assumed a letter other
than He for Ap in that alphabet, the conclusion would immediately follow that
either the assumed value for Hes was erroneous, or that one of the values
vwhich led to the derivation of He = Ap by indirect symmetry was wrong. Thus,
these principles aid not only in the systematic and nearly automatic deriva-
tion of new values (with only occasional, or incidental references to the
actual frequencies of letters), but they also assist very materially in
serving as corroborative checks upon the validity of the assumptions already
made.

b. Furthermore, while the writer has set forth, in the reconstruction
matrix in Fig. 40, a set of 30 values apparently obtained before he began to
reconstruct the primary component, this was done for purposes of clarity
and brevity in exposition of the principles herein described. As a matter
of fact, what he did was to watch very carefully, wvhen inserting values in
the reconstruction matrix to find the very first chance to employ the prin-
ciples of indirect symmetry; and just as soon as a value could be derived,
he substituted the value in the cryptographic text. This is good procedure
for two reasons. Not only will it disclose impossible combinations but also
it gives opportunity for making further assumptions for values by the addition
of the derived values to those previously assumed. Thus, the processes of
reconstructing the primary component and finding additional data for the re-
construction proceed simultaneocusly in an ever-widening cirecle.

c. It is worth noting that the careful analysis of only 30 cipher
equivalents in the reconstruction matrix shown in Fig. 40 results in the
derivation of the entire table of secondary alphabets, 676 values in all.
And while the elucidation of the method seems long and tedious, in its actual
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application the results are speedy, accurate, and gratifying in their
corroborative effect upon the mental activity of the cryptanalyst.

d. (1) The problem here used as an illustrative case is by no means
one that most favorably presents the application and the value of the
method, for it has been applied in other cases with much speedier success.
For example, suppose that in a eryptogram of 6 alphabets the equivalents
of only THEp in all 6 alphabets are fairly certain. As in the previous
case, it is supposed that the secondary alphabets are obtained by sliding
a mixed alphabet against itself. Suppose the secondary alphabets to be as
follows:

f ABCDEFGHIJKLMNOPQRSTUVWXY?Z
1 B Q E
2 C L X
3 I v C
k N P B
5 X ] P
6 T Z v

Figure b2,

(2) Consider the following chain of derivatives arranged diagrammat-
ically:

H(§-8) 0(5-8)
T(@-20) P(5-20)
E(f-5) X(5-5)— E(1-20) X(2-20)
Q(1-8) L(2-8)
B(1-5) c¢(2-5)—B(4-20) C(3-20)
B(4-5) I(3-5)
P(4-8) V(3-8)—
— P(5-20) V(6-20)
0(5-8) z(6-8)
X(5-5) T(6-5)— X(2-20) T(@-20)
L(2-8) H(¢-8)
c(2-5) B(f-5)—C(3-20) E(1-20)
v(3-8) Q(1-8)
1(3-5) B(1-5)

Figure 43.
(3) These pairs manifestly all belong to the same displacement inter-

val, and therefore unions can be made immediately. The complete list is as
follows:

EX, QL, NI, LH, HO, BC, 0Z, CE, TP, PV, XT, VQ, IB.

(4) Joining pairs by their common letters, the following sequence is
obtained:

.+« . NIBCEXTPVQLHOZ. ..
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e. With this as a nucleus the cryptogram can be solved speedily and
accurately. When it is realized that the cryptanalyst can assume THE's
rather readily in some cases, the value of this principle becomes apparent.
When it is further realized that if a cryptogram has sufficient text to
enable the THE's to be found easily, it is usually also not at all diffi-
cult to make correct assumptions of values for two or three other high-fre-
quency letters; it is then clear that the principles of indirect symmetry
of position may often be used with gratifyingly quick success to reconstruct
the complete primary component.

f. When the probable-word method is combined with the principles of
indirect symmetry the solution of a difficult case is often accomplished
with astonishing ease and rapidity.

22, Use of the graphical method in the foregoing example.--a. As an
illustration of the application of the graphical method of indirect symmetry,
we shall use as an example the cryptogram given in par. 49. It is desired
to reconstruct the original primary component, or an equivalent, from the
values entered in the reconstruction matrix shown in Fig. 40 on p. 139.

Since a mixed sequence is sliding against itself, all the partial sequences
(pairs or greater) which can be established by studying the reconstruction
matrix are listed as shown in Fig. hhg, below. The single pairs in ¢-7 and
$-8 are crossed out since they offer no data for reconstruction. This yields
the following groups of partial sequences:

g- 1 2 3 & 5 6 7T 8 9 10
B EK EX AE ED EJ -Yo- -@6- IHJ HE
EGZ HZ ™ HE HCR GN s IV
X NS I0 KP HOF WA NQ

UF TP
Figure Wha.

b. (1) The sequences HOF and EJ in group 6 and HE in group 10 are
noted. The HOF will be placed horizontally and the notation_r_ is made

under group 6. The letter E of the pair HE of group 10 will be placed under
the H, and the notation tl added under group 10. Thus:

- 1 2 3 &
BW EK EX AE

5 6 T 8 9 10
ED
EGZ HZ TU HG HCR
N NP

E U 66~ I HE

GN S Iv
X S I0 HOF WA NQ
UF TP
T h
Figure 4hb.

Since the sequence EJ belongs to the same displacement interval as HOF, the
letter J can be inserted after the letter E, giving:

HOF
EJ.

Figure 45a.
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No more pairs can be added immediately from groups 6 or 10. Those pairs
already entered are crossed out in their respective groups and an inspec-
tion is made for additional data in another group. ;

(2) The sequence IBJ is noted in group 9. The letters H and J are
already entered in the diagram. One can therefore place the letter I,
and the notation \1 is placed under group 9. The addition of the letter
I now permits the insertion of the letter V of the sequence IV in group
10, giving:

I...
VEOPF
.EJ.
Figure 45b.

(3) In group U4 there is the sequence IO which is obtainable in the

diagram by the route 1|__. This notation is made beneath group 4; the
2

letter A of the sequence AE and the letter G of the sequence HG can now
also be entered. The addition of the letter A permits the placement of
the letter W of the pair WA of group 9; likewise the addition of the let-
ter G permits the insertion of the letter N of the sequence GN of group
6; finally, the placement of the letter N permits the placement of the Q
of group 9. One now has:

W

L ] bo
e s 4K
o Eixge
s 4O
s Laxe
o .

Figure k5c.

(4) Referring to group 1, the sequence EGZ is noted, of which EG
appears in the diagrem at__.. The letter Z can therefore be placed and
2

the letter B of the sequence BW can be inserted two intervals to the left
of the letter W, giving:

B

e o s o
¢« o o E
¢ o e
s e < H
o iy
s &GO
¢ e
o o
s PDNe o

Figure U45d.

(5) Noting the sequence HZ of group 2 as being graphically repre-
sented in the diagram by 1|_. , the letters K, S, and U of the sequence
I

EK, NS and UF may be placed. Thus:

B L] w U I L ] L] L ] [ ] [ ] L ] a L]

L ] L ] [ ] A v H o F [ ] L ] L L ] [ ]

[ ] L] L] L ] L] E J G N Z * L ] L ]

* [ ] [ ] L ] [ ] * L ] [ ] Q K L] L] S
Figure h5e.
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(6) The letter T of the sequence TK of group 1 can now be placed,
vhich permits the addition of the letter P of the sequence TP of group k.
A study of the diagram shows the pair TU of group 3 at interval 3 R

L

which allows the placing of the letter X of the pair EX of the same group.
One then has:

>
e o v Lpqoe

e e o o e
e e o o o B4
o o IXrie o

LI A )
s GO o
T Qe o
¢ DOWAe o o
WRNe o
e ¢ s o o
= s 0 e s e
e TN o e o

Figure U5f.
(7) The diagram now shows the pair NP of group 5 at 2| . » the let-
1

ter D of the sequence ED and the letters C and R of HCR can therefore be
inserted. Thus:

.x...........
B.wUI.'.'....
e s« o AVHOF .. ...
e e+ s s EJGNZ., ..
s+ s« s+ . CTQK. . S
....'.D..P...
.......Rl....
Figure 45g.

(8) Pair TS of group 9 remains. It has already been noted that the
notation \ 1 has been applied to group 9. Hence the letter S can also be
placed one interval to the right and below the T, as shown in Fig. 45h, in
which all the available data are now entered. -

Q) « X o v v 0 o o e o 0 oo
(2) B.WUI ..o owoo
3) ...AVHOF .. ...
) .....BEJGNZ, ..
(5) « o oc..CTQK. .S
6) « «c.ec..D.SP, ..
M «..ce.ccd.Ruveeo
Figure 45h.

¢. (1) The letter S appears in rows (5) and (6) at a displacement
interval of four. This letter then serves as the “"tie-in" letter. Marking
off 26 squares on cross-section paper the D.SP of row (6) is written, and
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row (5) is moved four intervals to the left, at which position the letter

S is properly superimposed as follows: .
1 2 8 4 5§ 6 7 8 0 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26
Row (5) CTQK..S. .
RW(6)--'.D.SP

(2) Likewise row (4) is moved four intervals to the left of its
original relative position to row (5) and dropped into position. Row (3)
is moved the same distance in relation to row (%), etc. These steps may
be illustrated as follows:

1 2 8 ¢ 10 11 12 13 14 15 36 17 18 18 20 21 22 23 24 25 26
CTQKEKD ., SP.ooeeeooeoeoa
CTQKD.SP.......AV
CTQXD.SPB.WUT, . AV

Row (4) ...
Row (3) HOF
Row (2) HOF .

B et o
Gy @
Q QG ~
o o
N NN o

(3) The placing of the letter X of row (1) and the letter R of row
(7) gives the final sequence:

1 2 3 4 5 6 7 8 9 10111213 14 35 16 17 18 19 20 21 22 23 24 33 26

HOF.EJGNZCTQXDXSPBRWUI, .AV

(4) It willbe noted that the foregoing component is identical with
that obtained in subpar. 50m(3).

23.__Additional remarks on the graphical method.--a. In the example
given above only one tle-in letter was available and it was located in .
adjacent rows. Although only one is necessary, in most cases several tie-
in letters are present after all pairs of letters have been entered in the
diagram; then the superimposed sequences can be easily connected by their
common letters. If the tie-in letter had appeared in adjacent columns in-
stead of adjacent rows as in the foregoing example, the cclumns would have

been shifted vertically and the sequence taken from the diagram in that
manner.

b. When only a few pairs of letters forming partial sequences are
available, frequently only one tie-in letter may be encountered. If it
does not occur in adjacent rows or columns the component can still be
written with additional considerations. For example, adjacent diagonals
might be used. However, the student will experience no difficulty after
the application of this method to a few problems,

¢. Since all the data are entered in one diagram, the graphical
method of recomstruction quickly discloses erroneous assumptions and en-
ables one to ascertain in a short time whether sufficient data are present
for the reconstruction of the component. Even i1f this is not the case, the
diagram automatically offers new values which may be substituted in the
cryptogram. One may then assume additional values which can be entered in
the diagram or which will serve to corroborate sequences already entered.

d. The placing of the first two sequences of different displacement
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* intervals in the diagram determines the type of sequences that will be
established. If the original sequence entered horizontally in the dlagram

. is an odd decimation of the primary component, a 26-letter sequence can be
obtained horizontally. If this original sequence 1s initially tied in
vertically with another sequence of an odd decimation interval, a 26-letter
sequence can also be obtained vertically from the diagram.

e. (1) In certain instances, however, it will happen that the avail-
able partial sequences have all resulted from even decimations of the basic
sequence and that no tie-in letters are present to permit the integration
of all the data into a single diagram. In such cases the reconstruction of
the basic sequence may take place by taking data from two or more different
diagrams, and then, using the relative positions of the letters with mespect
to each other in these diagrams, the basic sequence may be established.

This method can best be demonstrated by means of an example, and the follow-
ing one is based upon the QUEST,.. sequence of subpar. h6g. Suppose the
reconstruction dlagram from the derivation of a few plaintext-ciphertext
relationships ylelds the following partial sequences:

GroUPececsses 1 2 3
QEHO QXV QTaA
FT oT XE
CE PK FK
‘ Sequences... d J N FC UIB
WDS UZW 28
. NI YGM
GD
. Figure U46.

(2) The partial sequences in the three groups can be combined to
form two diagrams. This may be accomplished by considering the sequences
of group 1 as parts of a horizontal component and those of group 2 as parts
of a vertical component of a cipher square based upon the original or an
equivalent primary sequence. When all the letters of these two groups have
been entered into the two resultant diagrams in Figs. 47a and b, it will be
observed that the positions occupied in these two diagrams by the letters
of group 3 represent the interval 1|__ . Thus:

2
QHO. . YUJN. .
XFTP. «eZGI..
VCEKA . WDSMB
(a) (v)
Figure A47.

(3) It will ve noted that there are 12 letters in each of the two
diagrams and that all the letters appearing in the original partial sequences
have been included in these two groups. It appears, first, that two l3-let-
‘ ter sequences are involved and second, that the partial sequences in all
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three groups represent even decimations of the basic component. The o
problem now remains to reconstruct the original or an equivalent primary

cipher square to which these diagrams belong, or to find the original or

an equavalent primary component of which the partial sequences in groups *
l, 2, and 3 are derivatives.

(4) Since the two dlagrams are linked by the partial sequences of

group 3 (because the interval ll_, is common to both of them), it follows
2
that any two letters in one of the diagrams will be separated from each
other in the basic sequence by the same interval as any two letters oc-
cupying the same relative positions in the other diagram. Another way
of saying the same thing is, that while the intervals between V and C,
C and E, E and X, and K and A, in the basic component (or an equivalent
thereofj are unknown, whatever they may be they are identical and the
same as that between W and D, D and S, S and M, M and B (from WDSMB), or
between Y and U, U and J, J and N (from YUJN), and so on. Likewise, Q and
K (interval 2|_. ) are separated by the same interval as Y and S, or U and
3

M, and so on.

(5) Making the easiest assumption first, suppose the basic sequence
is a keyword-mixed sequence, and that the letter Z is the final letter
thereof. If it is preceded by Y, then, because of the relative positions
occupied by Y and Z in Fig. 47b, the following would also be sequent in
the basic sequence: QF, HT, OP, XC, FE, TX, PA; UG, JI, ZD, GS, and IM.
Since the majority of thegse are hardly likely to occur in a keyword-mixed !
sequence, the assumption that Y precedes Z 1s discarded. Suppose X pre=-
cedes Z (implying that Y is in the keyword). But X and Z are not in the
same diagram, S0 no test can be made. Suppose the sequence 1ls W.Z. Then
the following sequences would be valid:

W.%Z2.U V.X.Q

D.G.Jd C.F.H

S.I.N E.T. O
K.P?

These look very likely. In fact, noting the D.G.J and the C.F.H sequences
it seems logical to integrate or "dovetail" them thus: CDFGHJ. This then
suggests that W.Z2.U and V.X.Q maey be integrated into VWXZQU; S,I.N and
E,T.0 may be integrated into ESTION. From this point on the matter of ex-
tending the partial sequences into the basic one is simple and rather ob-
vious,

f. (1) Suppose, however, that the basic sequence is not a keyword-
mixed sequence, 8o that clues of the nature of those employed in the pre-
ceding subparagraph are no longer available. Then what?

(2) Referring back to subpar. 53e(2), it has already been noted that
the two diagrams, each containing 12 letters, represent half-sequences (of
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13 letters) derived from an even decimation of the original component.
(The decimation must be the same in both cases because the interval 1|
2

is common to them.) Suppose an attempt is made to integrate the QHO, XFTP,
and VCEKA sequences of Fig. h7g into a 13-letter cycle in a number of ways
but the correct integration will be that which will satisfy all the condi-
tions set up by the partial sequences in groups 1, 2, and 3. After a bit
of experimentation it is found that the only one which will satisfy all
conditions is this:

1 2 83 4 5 6 7 8 9 1013 12 13

QHOVCEKAXFTEP.

Note, for example, that the conditions represented by QXV in group 2 are
satisfied in that the lntervals between these letters are the same in the
13-letter cycle; the same is true as regards the intervals between O and
T, P and K, and 80 on. Likewise, the conjugate sequence from Fig. th is
established as
1 2 3 4 5 6 7 8 9 10 11 12 13
YUJNWDSMBZGTI.
Thus there have been established the two half sequences involved. The

problem now remaine to integrate them into a single sequence which is
either the primary one or an equivalent primary component.

(3) Each of these sequences may, of course, be expanded to form a
26-element sequence, the elements of which will satisfy the interval rela-
tionships among the letters in each l3-letter sequence. Thus:

1 2 3 4 68 6 7 8 9 10 1t 12 13 14 15 186 17 18 19 20 21 22 23 24 25 26
i) . 0. C.K.X.TT...H.V.E,. A, F,.P,
(¢ Y.J.w.5.B.6...U.N.D.M.2Z2.1I,.

Figure 48.

There remains the problem of integrating these two sequences into a single
sequence.,

(%) Suppose a start is made thus-*

10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

1 2 3 4 5 6 8 9
QYOJCWKSXBTG. . HUVNEDAMFZPI
Figure 49,

All the interval relationships of groups 1, 2, and 3 of Fig. U6 are satis-
fied by this sequence. If the sequence is written on a pair of sliding
strips, any even-interval displacement of one of the strips will produce
plaintext-ciphertext relationshlips fully satisfied by the requairements of
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the sequences in Fig. 46 or Fig. 47. Thus:

(1) QYOJCWKSXBTG. . HUVNEDAMFZPI

HUVNEDAMFZPIQYOJCWKSXBTG..

(2) QYOJCWKSXBTG, . HUVNEDAMFZPI

XBTG. . HUVNEDAMFZPIQYOJCWKS

)QYOJCWKSXBTG..HUVNEDAMFZPI

3 TG. . HUVNEDAMFZPIQYOJCWKSXB
Figure 50.

The foregoing three juxtapositions will satisfy all the requirements of
the sequences indicated in groups 1, 2, and 3 of Fig. 46, as well as those
indicated in Figs. 47a and b. Without further restrictions or additional
data, therefore, it 18 impossible to tell whether the reconstructed single
sequence 1s correct or not. In fact, there are 13 possible integrations
of the two expanded 13-.letter sequences which will yield equivalent re-
sults, since there are 13 positions in which the "dovetailing" of the
second sequence may be commenced with respect to the first sequence.

Only one of these, however, will be correct in that it will yleld a sin-
g€le sequence which, when slid against itself at all juxtapositions (both
odd and even displacements) will invariably yield the full quota of plain-
text-ciphertext relationships that the original basic or an equivalent
primary component yields when slid against itself. (An incorrect integra-
tion w%ll often yield a series of equivalents of which only a few are
wrong.

(5) The correct integration will, however, be disclosed quickly
enough when the cryptanalyst refers to the cipher text and one or two
additional values are derived. Thus, suppose an additional word is de-
ciphered and it yields a pair of values in a new secondary alphabet, for
example, Ap = Do and Up = Oo. The single sequence reconstructed as shown
in Fig. 49 will not yield this pair of values, as seen in the following
Juxtaposition of the sliding strips:

QYOJCWKSXBTG. . HUVNEDAMFZPI
IQYOJCWKSXBTG.. HUVNEDAMFZP
Figure 51.

Here Ap = Dc but Up = He, not Oc. However, if the "dovetailing” is com-
menced with the letter S of Fig. Ut and the resultant 26-letter sequence
1s Juxtaposed against itself as shown in Fig. 52, it will be found that
the sequence will now satisfy all the requirements.

QSOBCGK.XUTN.DHMVZETIAY
IAYFJPWQSOBCGK.XUTN.DH
Figure 52.

The sequence is, of course, a decimation of the QUESTIONABLY... sequence,
at the third interwval.
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kb, Solution of subsequent messages enciphered by the seme pri

componentg.--a. In the discussion of the methods of solving repeating-key
ciphers using secondary alphabets derived from the sliding of a mixed com-
ponent against the normal component (Chapter V), it was shown how subsequent
messages enciphered by the same pair of primary components but with differ-
' ent keys could be solved by application of principles involving the comple-

tion of the plain-component sequence (pars. 33, 34). The present paragraph
' deals with the application of these same principles to the case where the

primary components are identical mixed sequences.

)

b. Suppose that the following primary component has been reconstructed
from the analysis of a lengthy cryptogram:

QUESTIONABLYCDFGHJKMPRVWIXZ
A new message exchanged between the same correspondents is intercepted and
is suspected of having been enciphered by the same primary components but
with a different key. The message is as follows:
NFWWP NOMKI WPIDS CAAET QVZSE YOJSC
AAAFG RVNHD WDSCA EGNFP FANBN KRVSA

. CWDSL OUFAZ RNCVXB IUWAG SJCFG

4 ¢. Factoring discloses that the period is 7 letters. The text is
transcribed accordingly, and is as follows:

& NFWWPNO
MKIWPID
SCAAETQ
VZSEYOJd
SCAAAFG
RVNHEHDWD
SCAEGNF
PFANBKNK
RVSACWD
SLOUFAZ
NCVXBIU
WAGSJCF
G

Figure 53.

4. The letters belonging to the same alphabet are then employed as
the initial letters of completion sequences, in the manner shown in par,
33e, using the already reconstructed primary component. The completion
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diagrams for the first 10 letters of the first three alphabets, together
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with the 2-category scores, are as follows:

Gen, Alphabet 1 Alphabet 2 Alphabet 3
1 7 NMSVSRSPRS —FKOZOVOF- 9 WIASANAASO
2 6 QPINIVIRVT @ GMDQDWDGWY 5 XOBTBABBTN
3 5 BRIXIWIVWI  -BPFUFKFEXS~ 4 ZNLILBLLIA
b —LVOZOXOWKXO- -JREBGEGIZD- 3 QAYOYLYYOB
5  —XWNQNEMIZN- -KVHSHQHKQF- 2 HBCNCYCCNL
6  —CHAUAGAZQA- —MSWIVUAMYG— 3 ELDADCDDAY
7T  —-DZBEBUBQUB- -PXCIKEKPBEH~ 1 SYFBFDFFBC
8 3 FQLSLELUEL -RZMOMEMRSF~ 1 TCGLGFGGLD
9 4 GUYTYSYESY  -VQPNPEPVIK- 1 IDHYHGHHYF

10 5 HECICTCSTC 6 WURARIRWIM  -oPJoJHIJEo-
11 5 JSDODIDTID  -XEVBVOVXOR- —NOKDKJKKDH-
12 5 KTFNFOFIOF  -2SWIWAWMZNR- -AHMPMIOIMPS—
13 5 MIGAGNGONG  —QIXYXAXQAV- —BJRGPMPPEK-
1% )4 POHBHAHNAH  -UIZGZBZUBW- U4 LKRHRPRRHM

15 -RNJLJBIABF  —EOQDQHQELY-~ —YMVJVRVWIP-
16  —VAKYKIKBLK 3 SNUFUYUSYZ  —CRWKWVWWKR—
17 ¢ WBMCMYMLYM 6 TAEGECETCQ  -DRABGROOMNV—
18 ¢ XLPDPCPYCP 5 IBSHSDSIDU = -FVEPEXZZFW-
19 4 ZYRFRDRCDR 6 OLTJTFTOFE  —CWQRQZQQRX-
20 ¢ QCVGVFVDFV 6 NYIKIGINGS —ERUVUQUE-
21 ¢ UIWHWGWFGW 6 ACOMOHOAHT  —JZEWEUEEWQ-
22 -EFXJXHXGHX-  -BDNPNJNBFI- —KQSXSESSXY—
23  -OOEKBIZHIZ- -LFARAKALKO- -MUTZOSTTZE-
2}  —THEMQKQIKQ- 1 YGBVEBMBYMN  —PEIQITIIGE-
25 —IJUPUMUKME—- 1 CHLWLPLCPA 8 RSOUOIOOUT

26 6 OKEREPEMPE  -DFRRRYDRB- 9 VINENONNEI

Figure Sk.

e. The determination of the correct generatrices in Fig. 5% is now
an easy matter, however, since in this case the 2-category scores do not
at once point to the correct generatrices, a slight experimentation is
necessary to arrive at the solution. Logarithmic weights may here be
used to by-pass further experimentation; the few generatrices having the
best 2-category scores in Fig. Sk are set forth below, with their loga-
rithmic scores:
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Gen. Alphabet 1 Gen. Alphabet 2 Gen. Alphabet 3

1 T NMSVSRSPRS 10 6 WURARIRWIM 1 9 WIASANAASO
8685888688 5688888586 = 70 5888888888 = T7
2 6 APIWIVTRVT 17 6 TAEGECETCQ 26 9 VINENONNEI
8695959859 = T3 9895979972 = Th 5989888898 = 80
26 6 OKEREPEMPE 19 6 OLTJTPIOFE 25 8 RSOUOIOOUT
8298969669 = T2 8791969869 = T2 8866888869 = TT
3 5 BRIXIWIWWI 20 6 NYIKIGINGS
4883858558 = 62 8682858858 = 66
10 5 HECICTCSTC 21 6 ACOMOHOAHT
7978797897 = T8 8786878879 = T6
11 5 JSDODIDTID 18 5 IBSHSDSIDU
1878787987 = 70 8487878876 = T1
12 5 KTFNFOFIOF
2068686886 = 67
13 5 MIGAGNGONG
6858585885 = 66

The correct generatrices, as shown by the highest logarithmic scores, are
now assembled in columnar fashion and yield the following plain text:

1234567

HAV
ECT
CON
IME
CON
THO
CON
SAN
THE
CTI

Figure 55.

f. The corresponding key letters are sought, using enciphering equa-
tions Ok/c * ©1/p; ©p/p ™ 8c/c, and are found to be JOU, which suggests the
key word JOURNEY, among others. Testing the key-letters RNEY for alphabets
4, 5, 6, and 7, the following results are obtained:
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The message may now be completed with ease. It is as follows: .

JOURNEY JOURNEY
NFWWPNO PFANBUNK ’
HAVEDIR SANCEIN
MKIWPID RVSACWD
ECTEDSE THEDIRE
SCAAETAQ SLOUFAZ
CONDREG CTIONOF
VZSEYIOJ NCVXBIU
IMENTTO HORSESH
SCAAAFG WAGSJCF
CONDUCT OEFALLS
RYVNHDWD G
TEORORE X
SCAEGNTPF
CONNAIS

Figure 57.

g. Another method for the solution of cryptograms when the primary
components have been recovered might be mentioned at this point. This
method, based on the analysis of the uniliteral frequency distributions
of the individual monoalphabets, is applicable when there are a sufficient
nunber of tallies (say, at least 25 or so) in each distribution; in such
situations this method is often easler and quicker than the generatrix .
method treated in the preceding subparagraphs.

(1) Let us assume that the enemy has been using keyword-mixed
sequences based on QUESTIONABLY for the primary components, and that the
following message (factoring to five alphabets) with its accompanying
frequency distributions are at hand:

PFOFR VVZDV QGQYI EFQJM HJICY VABLY
QFZBYVY FBUKV AUSBY MUSKP MCEAR FNWIL
DDWYK QJLIR PAAWR LBQFK CDXAX JHSAR
DDXBW FCHAO 3FXAK EDXOE YCHNP DQXOE
DDAXO GBWLT UHSYX HHWYV TKUWL JAZOS
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(1)

(2)

(3)

(&) M P

= - = - - =
(5) ABCDEFGEIJKLMNOPQRSTUVWXYZ
I.

In spite of the flatness of the distribution for Alphabet 1 (I.C. = 1.08),

there is no doubt but that the period is 5.

(2) Consider the freguency distribution for the second alphabet,
which has several pronounced peaks. The cipher letters D, F, A, B, C,
and H are high, with Dc being the highest. In general, these letters
should represent most of the high-frequency plaintext letters such as E,
T, N, R, O, A, I, S, etc. Now prepare two strips bearing keyword-mixed
sequences based on QUESTIONABLY, the plain-component strip should be 26
letters long, the cipher-component strip doubled length of 52 letters.
Place the Dc on the cipher (long) strip under the Ep on the plain (short)
strip, and note what plaintext values of Fq, Ae, Be, Cc, and He are con-
comitant with De = Ep. Then place Do on the cipher strip under Tp, Np,
Rp, etc. in turn, noting what plaintext values of the other cipher letters
correspond to each setting. When the correct juxtaposition is made, the
values of all the cipher letters in Alphabet 2 become known, and the fre-
quencies of the plaintext letters will approximate fairly closely their
normel frequenciles.

(3) After the correct placement of Alphabet 2 is found, the values
for the cipher letters are entered in their proper places in the message.
Then the same procedure is applied to each alphabet in turn, and the
plaintext values are entered in the message when the correct Juxtaposition
for the strip is determined. It will be found that the easiest process is
to treat the distributions with the most striking peaks (such as those of
Alphabets 2 and 3) first, leaving the flattest distributions (such as that
of Alphabet 1) until last. Furthermore, after several alphabets have been
correctly determined, the clusters of plaintext fragments In the message
might suggest complete words, or recovery of part of the key might suggest
the entire repeating key, thus rendering unnecessary the placement of the
remaining alphabets by the analytic process Just described. The solution
of this problem is left to the student as an exercise in the foregoing
method.
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components proceed in opposite directions.--The secondary alphabets In
this case (Case 11 c 1 (b) of par. 8) are reciprocal. The steps in solu-
tion are essentially the same as in the preceding case (par. 4#l), the
principles of indirect symmetry of position can also be applied with the
necessary modifications introduced by virtue of the reciprocity existing
within the respective secondary alphabets (subpar. llp).

56. Solution of repeating-key ciphers in which the primary c nents
are different mixed sequences.--Ihis is Case 1L ¢ 2 of par. 8. The steps
in solution are essentially the same as in pars. 41 and 4}, except that
in applying the principles of indirect symmetry of position it is neceasary

to take cognizance of the fact that the primary components are different i
mixed sequences (subpar. bhg).

57. Solution of subsequent messages after the primary components
have been recovered.--a. — In the case in wnich theprimary components are
identical mixed sequences proceeding in opposite directions, as well as
in the case in which the primary com?onents are different mixed sequences,
the solution of subsequent messages’ 1s a relatively easy matter. In both
cases, however, the student must remember that before the method illustrated ;
in par. 54 can be applied it is necessary to convert the cipher letters into
their plain-component equivalents before completing the plain-component
sequence. From there on, the process of selecting and assembling the pro-
per generatrices 1s the same as ususal.

b. Perhaps an example may be advisable. Suppose the enemy has been
found to be using primary components based upon the keyword QUESTIONABLY,
the plain component running from left to right, the cipher component in
the reverse direction. The following new message has arrived from the
intercept station:

MYXOX B2IYZ NLWZE OXIEO OOEPZ FXSRX

EJBSH BONAU_ RAPZI NRAMV XO0XAI JYXWF

KNDOW JERCU RALVB 2AQUW JWXYI DGRKD

QBDRM QECYV QW

c. Factoring discloses that the period is 6 and the message is
accordingly transcribed into 6 columns, Fig. 58. The first 10 letters

1 That 1s messages intercepted after the primary components have been reconstructed and enciphered

by keys different from these used 1n the messages upon which the reconstruction of the primary components .
was accomplished
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of these columns are then converted into their plain-component equivalents
by Juxtaposing the two primary components at any point of coincidence, for

~ example, Qp = Z¢c. The converted letters are shown in Fig. 59. The letters
1231426 123&26
MVXO0XB OSUMUH
ZIYZNL QPFQKG
WZHOXI EQBMUP
EQOOQEP WMMMWI
ZFXSRX QYUVTU
EJBSHB WAHVBH
ONAURA MKJXTJ
PZINRA IQPKTJ
MVXOXA OSUNMUJ
IJYXWF PAFUBY
KNDOWJ
ERCURA Figure 59.
LVBZAQ
UWJIJWXY
IDGRKD
QBDRMQ
ECYVGQGW

‘ Figure 58.

. of the individual columns are then used as the initial letters of comple~

tion sequences, using the QUESTIONABLY primary sequence. The final step
is the selection and assembling of the selected generatrices. The results
N for the first ten letters of the first three columns are shown below:
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Gen. Alphabet 1 Alphabet 2 Alphabet 3
1 w —BEQMYAKSA- ~UFEMUBITUR -
2 3 TRUPCEMUTB —BeEPRIKREG
3 -&EEEMAV— 5 IVERDLPEIL 4 SHYRSKMVSH
4 ~-BSIQSQVABW— 5 OWSVFYRSOY 3 TICVIMPWTU
5 3 LTOUTUWBLX 4 NXTWGCVTRC —JKDWIPREHC-
6 ~YINETEXLYZ- ~AZDHDWHIAD- —OMEXORVZOM-
T —COASOEEY¥CR]- -BROSFFXOBF- —NPGZENVWONP-
8 I DNBTNTQCDU —BUNQKEZNLG- —ARHQAWXUAR-
9 5 FALLIATUDFE 3 YEAUMHQAYH —BVJUBXZERV-

10 4 GBYOBOEFGS —CSBERJUBCI- —EWKELZQSTW-
11 4 HLCNLNSGHT —DIESRICREDI- S YQUITDE-
12 —DATATHII- 3 FIYTVMSYFM —CZPPCURICE-
13 —KCFBCBIJKO- 3 GOCIWPTCGP —DQRIDESOD}-
14 2 MDGLDLOKMN 5 HNDOXRIDHR 4 FUVOFSTNFU
15 2 PFHEYFYNMPA ~FAENZVOFSV- 6 GEWNGTIAGE
16 3 RGJCGCAFRB —KBCAQINGKW- 5 HSXARIOBHS
17 1 VEKDHDBRVL —MEHBUCAHMY - ~JTZBJONLIE-
18 WINPTV ~—PYIEREBI P~ —KIGhEINAYCE-
19 —XKPGKGYWXC- —ROKYSQLKRQ- 3 MOUYMABCMO
20 —ZMRAMHECXED~ 1 VDMCTUYMVU 3 PNECPBLDPN
21 —QPVWIRIDEQF— 3 WFPDIECPWE 6 RASDRLYFRA
22 —URWKRIKFQUG— —XGREFOSDRYS— 1 VBTFVYCGVB
23 2 EVMVMGUEH —ZREVGRIFVZ P 1 WLIGWCDHWL
24 —SWZPWRHEST- —QIWHAIGWOI- —XYORDFINY-
25 —TXQRERFSTH- ~GKIBORUO- —ZCNFZEGKZC-
26 —FEUVECTIM- —EMZAKLNF ZEN- —QPAKQEHNGD-
Figure 60.

Columnar assembling of selected generatrices gives what is shown in

Fig. 61.

&
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d. The key letters are sought, and found to be NUM, which suggests
NUMBER, The entire message may now be read with ease. It 1s as follows:

NUMBER NUMBER
MVXO0XB IJYXWPF
FIRSTC ELAYIN
ZIYZNL KNDOWJ
AVALRY GPOSIT
WZHOXI ERCURA
LESSTH IONAND
EOOOCEP LVBZAQ
IRDSQU WILLPR
ZFXSRX UWJWIXY
ADRORW OTECTL
EJBSHB IDGRKD
ILLOCC EFTFLA
ONAURA QBDRMQ
UPYAND NKOFBR
PZINRA ECYVQW
DEFEND IGADEX
MVXO0OXA

FIRSTD

Figure 62.

e. If the primary components are different mixed sequences, the
procedure is identical with that Jjust indicated. The important point to
note is that one must not fail to convert the cipher letters into their
plain-component equivalents before the completion-sequence method is ap-
plied.
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CHAPTER VIII
SPECIAL SOLUTIONS FOR PERIODIC CIPHERS
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Solution by superimposition . 65
Additional remarks 66

58. General remarks.--The preceding two chapters have been devoted to
an elucidation of the general principles and procedure in the solution of
typical cases of repeating-key ciphers. This chapter will be devoted to a
consideration of the variations in cryptanalytic procedure arising from
special circumstances. It may be well to add that by the designation
"special circumstances” it is not meant to imply that the latter are nec-
essarily unusual circumstances. The student should always be on the alert
to seize upon any opportunities that may appear in which he may apply the
methods to be described. 1In practical work such opportunities are by no
means rare and are seldom overlooked by competent and experienced crypt-
analysts.

59. Deriving the secondary alphsbets, the primary components, and
the repeating key, given a cryptogram with its plain text.--a. It may
happen that a cryptogram and its equivalent plain text are at hand, as
the result of capture, pillferage, compromise, etc. This, as a general
rule, affords a very easy attack upon the whole system.

b. Taking first the case where the plain component is the normal
sequence, the cipher component a mixed sequence, the first thing to do is
to write out the cipher text with its letter-for-letter decipherment.
From this, by a slight modification of the principles of "factoring”, one
discovers the length of the key. 1t is obvious that when a word of three
or four letters is enciphered by the same cipher text, the interval between
the two occurrences is almost certainly a multiple of the length of the key.1

1 Agamn, as a note of caution see the remark made 1n foomote 6 on p 32
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By noting & few recurrences of plain text and cipher letters, one can -
quickly determine the length of the key (assuming of course that the
message 1s long enough to afford sufficient data). Having determined

the length of the key, the message is rewritten according to its peri-
ods, with the plain text likewise in perliods under the cipher letters.
From this arrangement one can now reconstruct complete or partial second-
ary alphabets. If the secondary alphabets are complete, they will show
direct symmetry of position; if they are but fragmentary in several alpha-
bets, then the primary component can be reconstructed by the application
of the principles of direct symmetry of position.

¢. If the plain component is a mixed sequence, and the cipher com-
ponent the normal (direct or reversed sequence) ; the secondary alphabets
will show no direct symmetry unless they are arranged in the form of
deciphering alphabets (that is, A¢...Ze above the zero line, with their
equivalents below). The student should be on the lookout for such cases.

d. (1) If the plain and cipher primary components are identical
mixed sequences proceeding in the same direction, the secondary alphabets
will show indirect symmetry of position, and they can be used for the
speedy reconstruction of the primary components (subpars. 4ia to m).

(2) 1If the plain and the cipher primary components are identical
mixed sequences proceeding in opposite directions, the secondary alpha-
bets will be completely reciprocal secondary alphabets and the primary
component may be reconstructed by applying the principles outlined in
subpar. Uln, :

(3) If the plain and cipher primary components are different mixed .
sequences, the secondary alphabets will show indirect symmetry of position
and the primary components may be reconstructed by applying the pranciples
outlined in subpar. lilo.

e. In all the foregoing cases, after the primary components have
been reconstructed, the keys can be readily recovered.

60. Solution of isologs involving the same pair of unknown p primary
omponents but with different key words of identical length.--a. The
simplest case of this kind is that involving two monoalphabetic substitu-
tion ciphers with mixed alphebets derived from the same pair of sliding
components. An understanding of this case is necessary to that of the

case involving repeating-key ciphers.

(1) A message is transmitted from Station "A" to Station "B". "B"
then sends "A" some operating signals which indicate that "B" cannot de-
cipher the message, and soon thereafter "A" sends a second message, iden-
tical in length with the first. This leads to the suspicion that the plain ‘
text of both messages ls the same. The intercepted messages are superim-
posed. Thus: -

1. NXGRV MPUOF ZQVCP VWERX QDZVX WXZQE TBDSP VVXJK RFZWH ZUWLU IYVZQ FXOAR .
2. EMLHJ FGVUB PRJNG JKWHM RAPJM KMPRW ZTAXG JIJMCD HBPKY PVKIV QOJFR BMUSH

—CONFIDENTTAL 168




REF ID:A64563

(2) Imitiating a chain of ciphertext equivalents from Message 1 to
Message 2, the following complete sequence is obtained:

1 2 3 4 83 6 7 8 9 1011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26
NEWKDASXMPFBTZPGLIQRHYOUVJIC
(3) Experimentation along already-indicated lines soon discloses the
fact that the foregoing component is an equivalent primary component of

the original primary cipher component based upon the keyword QUESTIONABLY,
decimated on the 21st interval. Let the student decipher the cryptogran.

() The foregoing example is somewhat artificial in that the plain
text was consciously selected with & view to making it contain every let-
ter of the alphabet. The purpose in doing this was to permit the con-
struction of a complete chain of equivalents from only two short messages,
in order to give a simple illustration of the principles involved. If the
plain text of the message does not contaln every letter of the alphabet,
then only partial chains of equivalents can be constructed. These may be
united, 1f circumstances will permit, by recourse to the various principles
elucidated in par. Lk,

(5) The student should carefully study the foregoing example in order
to obtain a thorough comprehension of the reason why it was possible to re-
construct the primary component from the two cipher messages without heaving
any plain text to begin with at all. Since the plain text of both messages
is the same, the relative displacement of the same primary components in
the case of Message 1 differs from the relative displacement of the same
primary components in the case of Message 2 by a fixed interval. Therefore,
the distance between N and E (the first letters of the two messages), on
the primary component, regardless of what plaintext letter these two cipher
letters represent, is the same as the distance between E and W (the 18th
letters), W and K (the 1Tth letters), and so on. Thus, this fixed interval
permits of establishing a complete chain of letters separated by constant
intervals and this chain becomes an equivalent primary component.

b. With the foregoing basic principles in mind the student is ready
to note the procedure in the case of two repeating-key ciphers having iden-
tical plain texts. First, the case in which both messages have key words
of identical length but different compositions will be studied.

c. (1) Given the following two cryptograms suspected to contain the
gsame plain text:

Message 1
YHYEX UBUKA PVLLT ABUVV DYSAB PCQTU
NGKFA ZEFIZ BDJEZ ALVID TROQS UHAFK
Messsage 2
CGSLZ QUBMRN CTYBV HLQFT FLRHL MTAIQ
ZWMDQ NSDWN LCBLG NBETOC VSNZR BJNRNOGQ
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(2) The first step is to try to determine the length of the period.
The usual method of factoring cannot be employed because there are no
long repetitions and not enough repetitions even of digraphs to give any
convineing indications. However, a subterfuge will be employed based
upon the theory of factoring.

d. (1) Let the two messages be superimposed:

1 2 3 4 5 6 7 8 9 1011 .2 13 14 15 16 17 18 19 20 21 22

l. YEYEXUBUKAPVLLTABUVYVD
CGSLZQUBMNCTYBVHLQFTTF

2.
31 32 33 34 35 36 37 3B 30 40 41 42 43 44 45 46 47 48 40 50 51 52 53 54 55 56 57 58 59 €0
1. NGCGKFAZEFIZBDJEZALVIDTROQSUHAFK
2. 2ZWMDQNSDWNLCBLQNETOCVSNZRBJNORQ
(2) Now let a search be made of cases of identical superimposition.

4 44 6 18 30
For example, E and f are separated by 40 letters, g, g, and g are sepa-

rated by 12 letters. Let these intervals between identical superimposi-
tions be factored, just as though they were ordinary repetitions. That
factor which is the most frequent should correspond with the length of the
period for the following reason. If the period is the same and the plain
text 1s the same in both messages, then the condition of identity of super-
imposition can only be the result of identity of encipherments by identical
cipher alphabets. This is only another way of saying that the same rela-
tive position in the keying cycle has been reached in both cases of iden-
tity. Therefore, the distance between identical superimpositions must be
either equel to or else a multiple of the length of the period. Hence,
factoring the intervals must yield the length of the period. The complete
list of intervals and factors applicable to cases of identical superim-
posed pairs is as follows:

Repetition Interval Factors
1st EL to 24 EL... 4o 2, 4, 5,8, 10, 20,
1st UQ to 24 UQ... 12 2, 3, b, 6.
24 UQ to 34 UQ.... 12 2, 3, 4, 6.
1st UB to 24 UB... 48 2, 3,4,6, 8, 12, 24,
1st KM to 24 KM... 24 2, 3, 4, 6, 8, 12,
lst AN to 24 AN... 36 2, 3,46, 9,12, 18.
2d AN to 34 AN.... 12 2, 3, 4, 6.
1st VT to 24 VT... 8 2, 4,
24 VT to 3d VT.... 28 2, 4, 7, 1k,
1lst TV to 24 ™... 36 2,3, 4,6, 9, 12, 18.
lst AH to 24 AH... 8 2, &,
1st BL to 24 BL... 8 2, b, .
24 BL to 34 BL.... 16 2, 4, 8.
1lst SR to 24 SR... 32 2, 4, 8, 16.
1st FD to 24 FD... b 2. ’
1st ZN to 24 ZN... b 2.
1st DC to 24 DC... 8 2, u,
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(3) The factors 4 and 2 are the only ones common to every one of
these intervals, and, since & period of 2 is not very probable, it may
be taken as beyond question that the length of the period is k.

e. Let the messages nowbe superimposed according to their periods:
BUVYV D
L F
Z I
Q 0

Sl HHE Qe
2> o0C Qm
O N W
H oOR Q@ "W

£f. (

£ ) Now distribute the superimposed letters into a recomstruction
matrix, t

5

L2}
Q i
«Q

Q Sy
£ OfH
&~

==

b o

(1]

ou I

MNOPQRSTUVWXY
N I Z C
MZ Q L

Z C RV F S

Q AS BT N

Z
Q

c Hw

-3
o

¢
1
2
3
i

Ho=2 |»

t

(2) By the usual methods, construct the primsry or an equivalent
primary component. Taking lines ¢ and 1, the following sequences are
noted:

BL, DF, ES, HJ, 10, KM, LY, ON, TI, X2, YC, ZQ.

vhich, when united by means of common letters and study of other sequences,
yield the complete original primary component besed upon the key word
QUESTIONABLY :

QUESTIONABLYCDFGHJKMPRVWXZ

(3) The fact that the pair of lines with which the process was com-
menced yield the original primary sequence is purely accidental, it might
have just as well yielded an equivalent primary sequence.

e (1) Having the primary cipher component, the solution of the
nessages 1s now a relatively simple matter. An application of the method
elucidated in par. 54 is made, involving the completion of the plain-com-
ponent sequence and the selection of those generatrices which contain the
begt assortment of high frequency letters.? Thus, using Message 1:

2 We are assumuing 1n this case that the plain component 1s 1dentical with the cipher component If this
1s not the case subpars 61f and g outline the procedure to be followed in such situations
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Gen. Alphabet 1 Alphabet 2 Alphabet 3 Alphebet U
1 ~OELBDBTKE- 1 HUALUYPUFF 5 YBPTVSCNAI  —EUVAVAQGRAE-
2 2 CZMYLFLIMS L4 JEBYECREGG 5 CLRIWTDABO —SEWBWBUHQG~
3 2 DQPCYGYOPT 3 KSLCSDVSHH 3 DYVOXIFBLN —PSXEXLERAI—~
N 4L FURDCHCNRI  -MEYDIFWIFF— 3 FCWNZOGLYA = —IPR¥E¥oKEE-
5 3 GEVFDJDAVO  —PICFIGXIKK- —GCDXAQNHYCB- —OIQLQOPMSS—
6 2 HSWGFKFBWN U4 RODGOHZOMM  —HFZBUAJEPL~ 5 NOUDUDIPTT
T ~JTKHGMELXA- —VINFHNJQNRR- —JCQLEBKDFY— 8 ANEFEFORII
8 —KIZJHRHYZB- —WAGJAKUARR- 1 KHUYSIMFGC 6 BASGSGHNVOO
9 —MOQKJRFCQL~ —XBHKBMEBVY- 2 MJECTYPGHD 5 LBTHTHAWNN
10 -PNUMKVICBUY-  —RLJMELBSEWW-  —PBKSDICREJE- —YLIJIJBXAA-
11 4 RAEPMWMFEC  —QYKPYRTVEC  —RMTFODVIKO- —CYOKOKLZBR-
12 3 VBSRPXPGSD —UOMROVIGZZ~ 2 VPIGNFWKMH 2 DCNMNMYQLL
13 4 WLTVRZRHATF —EDPYDWODR]- —WROHAGXMBRJ- 2 FDAPAPCUYY
14 —XYIWVQVFIG- 3 SFRWFXNFUU  —XVNJBHZERK- 3 GFBRBRDECC
15 —ZOOXWUWKOE- —TGVGZAGEE- —ZWAKLFJQRW- 1 HGLVLVFSDD
16 —QDNZXEXMNI- —JIHWZHQBHSS- —QOMOGWWE- 1 JHYWYWGTFF
17 —UFPAQESZPAI- —OJXQIULFPR- —UZLPOMBWER- —KJCXCXHIG6—
18 -ECBUQPQRBM- —NKZUKEYKIT- -BQYRDBSXZV— -MKDZDZJOHH-
19 3 SHLEUIUVLP 5 AMQEMSCMOO —SUCYFRIZEGN-  —PMPQPQKNFI-
20 6 TJYSEQOEWYR L BPUSPTDPNN  —JEDWGVIQUX- —RPGUGUMAKK-
21 -FKEPSNS¥EV- 8 LRETRIFRAA  —ISFXIWOUBZ- 3 VRHEHEPBMM
22 5 OMDITATZDW 3 YVSIVOGVBB —OIGZIXNESQ- —WVJISJSRLRR-
23 -NPFOIBIQFX- 3 CWTOWNHWLL = -NIHQKZASTY- —XWKTKTVYRR-
24 5 ARGNOLOUGZ  -DXENXASKRY- —AOFUMQBEHS- —RMIMIWCW-
25 4 BVHANYNEHQ  —FROAZBKZEE- 5 BNKEPULIOS  —QEPAPOXDWW- ;
26 —LWJIBAGABFY-  —GQNBQLMQDD- T LAMSREYONT  —UQRNRNZAFOH-

(2) 1In this particular case, it is easy to pick out the correct
generatrices for Alphabets 2, 3, and 4, since the correct ones have the
highest two-category scores. These generatrices are assembled in colum-
nar fashion in Fig. 63a, below; from this step it is easy to see that
the correct generatrix for Alphabet ) is Generatrix No. 24, as is shown

in Fig. 63b:
123k 123h
. LLA ALLA
« RAN RRAN
« EME GEME
. TSF NTSF
+. RRE ORRE
+.1IEF LIEF ‘
. FYO OFYO
« ROR UROR
«. ANI GANI
ATI ZATI ,
Figure 63a. Figure 63b. i
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(3) The key letters are sought and give the key word SOUP. The
plain text for the second message is now known, and by reference to the
cipher text and the primary compounenis, the key word for this message is
found to be TIME. The complete texts are as follows:

SOUP TIME
YHYE CGSL

ALLA ALLA

XUBU ZQUB

RRAN RRARN

KAPYV MNCT

GEME GEME

LLTA YBVH

NTSF NTSF

BUVY LQFT

ORRE ORRE

DYSA FLRE

LIEF LIEF

BPCQ LMTA

OFYO OFYO

" TUNG I1QZW
UROR UROR

. KFAZ MDQN

, GANTI GAN1
. EFIZ SDWHN

| ZATI ZATI
BDJE LCBL

ONHA ONEA

’ ZALYV QNET
VEBE VEBE

' IDTR oCcvVSs
ENSUV ENSU

0Qsu NZRB

SPEN SPEN

HAFK JNOQ

DEDX DEDX

Figure 6k,

6l. Solution of isologs involving the same pair of unknown primary
components but with key words of different lengths.--a. In the fore-
going case the key words for the two messages, although different, were
identical in lengtr, When this is not true and the key words are of
f . different leungths, the procedure need be only slightly modified.

Te
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Message No. 1°

Given the following two cryptograms suspected of containing

b.

£
-2
wd
=
o
=
Lo
0
3
=]
g
m.
o
>
:
ot
£
(=]
m
o
=]
-2
2
o
[
4
&
(=
ot
Q
2
[V
o+
»
]
EE
=
e
B
)]
W
[
=
-

different key words of different lengths, solve the messages.

- R T
> O R
HMD<SD
OO0
/MM

mEy <D
ME RN
AamD
s O+
O > E

MmO > 03 m
EROAM
N@ -
HOWN<®
N3O

O EDH
O MM
ROKOTAQ
MEDODMAH
AMOITAQD

BHlm>ExhH
ZXMEMN<S
OXEixhD>
Lz =X
ICReR o -

(LR N =
NCwMN
HOMACE
EEEEHNXE
S MY HMO

<G <O
OCL>AMM
E=EdAaApKm
oML
DX E RN

EHEMNMW0
EARMMA
O EM
oHoAEA
NAONTO

The messages are superimposed,

g
g
8
4
g
§
3
é

The messages are long enough to show a few short repetitions

which permit factoring.

c.
with numbers marking the position of each letter in the corresponding peri-

of 4 and Message 2, a period of 6 letters.
od, a8 shown below:

.
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W L]~ DD~
SN Ke s >e

LY =D w = B

wiry e w(g e
@b e ni O
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e Q= 3 O~
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©l O ok o
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) ° o
ZZz Zaz
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Sy e @b Ow
N e N -
~O M ~ENXe
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g Zo o OQWew
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d. A reconstruction malrix of "secondary alphabets" is now made
(ef. Fig. 65) by distributing the letters in respective lines corres-
ponding to the 12 different superimposed pairs of numbers. For example,
all pairs corresponding to the superimposition of position 1 of Message
1 with position 1 of Message 2 are distributed in lines @ and 1 of tne

1
matrix. Thus, the very first superimposed pair is g; the letter Z is
1
inserted in line 1 under the letter V. The next { } pair is the 13th super-

imposition, with {g, the letter D is inserted in line 1 under the letter F,
and so on. The matrix is then as follows:

f ABCDEFGHIJKLMNOPQRSTUVWXYZ
1-1|IJ P D QGCE KO RZ

2-2 |[HV N G U W EDMLX
.3=3 |E M X 6 IDJ N R AO
Zhal X o¢ DK AFYQ VN
<15 B TW L R E N YQ va
$2-6 (MO I c D UV FR
g3-1/0 G R L P S8 D Z
Eh2 |L P H uv EDM F
51-3 QJ VHKOXY MA

2-h B J XPO A FY D
3-5 |N R Y BCG Qs
k6 M LO SUVWX

e. There are more than sufficient data here to permit of the re-
construction of a complete equivalent primary component, for example, the
following:

1 2 3 4 5 6 7 8 9 1011 12 13 14 156 16 17 18 10 20 21 22 23 24 25 26
ITKNPZHMWBQEULFCSJAXRGDVOY
f. The subsequent steps in the actual decipherment of the text of

either of the two messages are of considerable interest. Thus far the
cryptanalyst has only the cipher component of the primary sliding com-
ponents. The plain component may be identical with the cipher component
and may progress in the same direction, or in the reverse direction; or,
the two components may be different. If different, the plain component
may be the normal sequence, direct or reversed; or it may be a different
mixed sequence. Tests must be made to ascertain which of these various
possibilities is true.

g (1) It will first be assumed that the primary plain component
is the normal direct sequence. Applying the procedure outlined in
par. 33 to the message with the shorter key (Message No. 1, to give the
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most data per secondary alphabet), an attempt is made to solve the mes-
sage. It 1s unnecessary here to go further into detail in this pro-
cedure, suffice it to indicate that the attempt is unsuccessful and it .
follows that the plain component is not the normal direct sequence. A
normal reversed sequence is then assumed for the plain component and

the proper procedure applied. Again the attempt is found useless. Next,
it is assumed that the plain component is identical with the cipher com-
ponent, and the procedure outlined in par. 54 1s tried. This also is
unsuccessful. Another attempt, assuming the plain component runs in the
reverse direction, is likewise unsuccessful. There remains one last
hypothesis, viz., that the two primary components are different mixed
sequences.

(2) Below is given Message No. 1 transcribed in periods of four
letters. Uniliteral frequency distributions for the four secondary al-
phabets are shown below in Fig. 66a, labeled la, 2a, 3a, and h_a;. These
distributions are based upon the normal sequence A to Z. But since the
reconstructed cipher component is at hand, these distributions can be
rearranged according to the sequence of the cipher component, as shown
in distributions labeled 1b, 2b, 3b, and 4b in Fig. 66b. The latter dis-
tributions may be combined by shifting distributions 2b, 3b, and %b to
proper superimpositions with respect to 1b so as to yield a single mono-
alphabetic distribution for the entire message. In other words, the poly-
alphabetic message can be converted into monoalphabetic terms, thus very
considerably simplifying the solution.

Message No. 1 _
VMYZ GEAU NTPK FAYJ IZMB UMYK BVFI
VVSE OAFS KXKR YWCA CZOR DOZR DEFB
LKFE SMKS FAFE KVQU RCMY ZVOX VABT
AYYU OAYT DKFE NWNT DBQK ULAJ LZ1IO
UMAB OAFS KXQP UYMJ PWQT DBTO SIYS
MIYK UROG MWCT MZZV MVAJ
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Figure 66a.
(3) HNote in Fig. 66b how the four distributions are shified for

superimposition and how the combined distribution presents the character-
istics of a typical monoalphabetic distribution.
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(4) The letters belonging to Alphabets 2, 3, and 4 of the message
may now be trangeribed in terms of Alphabet 1. That is, the two E's of
Alphabet 2 become I's; the L of Alphabet 2 becomes a K; the C becomes a
P, and so on. Likewise, the two K's of Alphabet 3 become I's, the N
becomes & T, and so on. The entire message 1s then a monoalphabet ard
can readily be solved. It is as follows:

VDVTG ISWNS KOFMV LIRZZ VUDVOB UUDVU
ENEMY HASCA PTURE DHILL ONETW OONEO
FMOMU UKWIS YVLFC RDSDL NSDIU ZLJUM
URTRO OPSHA VEDUG INAND CANHO LDFOR
SDIUF MUMKU WWRPZ GZUDC VMMVA FVWOM
ANHOU RORPO SSIBL YLONG ERREQ UESTR
VVDJU MNVTV DOWOU KSLLR ORUDS ZOMUU
EINFO RCEME NTSTO PADDI TIONA LTROO
KWWIU FZLPV WVDOY RSCVU MCVOU BDJMYV
PSSHO ULDBE SENTV IAGEO RGETO WNFRE
LVMRN XMUSL

DERIC KROAD

(5) Having the plain text, the derivation of the plain component
(an equivalent) is an easy matter. It is merely necessary to base the
reconstruction upon any of the secondary alphabets, since the plaintext-
ciphertext relationship is now known directly, and the primary cipher
component is at hand. The primary plain component is found to be as
follows:

1 2 8 4 8 6 7 8 9 1011 12 13 14 15 16 17 18 12 20 21 22 23 24 25 26

HMPCBL.RSW..ODUGAFQKIYNETYV

(6) The key words for both messages can now be found, if desirable,
by finding the equivalent of Ap in each of the secondary a.lphabets of the
original polyalphabetic messages. The key word for No. 1 is STAR; that
for No. 2 is OCEANS.

(7) The student may, if he wishes, try to find out whether the
primary components reconstructed above are the original components or are
equivalent components, by examining all the possible decimations of the
two components for evidence of derivation from key words.

h. As already treated in par. 37, the X test may be brought to bear
in the process of matching distributions to ascertain proper superimposi-
tions for monoalphabeticity. In the case just considered there were suf-
ficient data in the distributions to permit the process to be applied
successfully by eye, without necessitating statistical tests. Where,
however, the distributions contain relatively few tallies, the use of
gtatistical methods is imperative.

LA
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1. This case is an excellent illustration of the application of the
process of converting a polyalphsbetic cipher into mnoalg%abetic terms.
Becaugse it is a very valuable and important cryptanalytic "trick ,'rthe
student should study it most carefully in order to gain a good understanding
of the prineiple upon which it is based and its significance in cryptanaly-
sis. The conversion in the case under discussion was possible because the
sequence of letters forming the cipher component had heen reconstructed and
was known, and therefore the uniliteral distributions for the respective
secondary cipher alphabets could theoretically be shifted to correct super-
impositions for monoalphabeticity. It also happened that there were suf-
ficient date in the distributions to give proper indications for their rela-
tive displacements. Therefore, the theoretical possibility in this case
became an actuality. Without these two necessary conditions the superim-
position and conversion cannot be accomplished. The student should always
be on the lookout for situations in which this is possible.

62. Solution of isologs involving different pairs of unknown primary
components.--a. If each message of & pair of isologs has been enciphered
with a different set of primary components, the repeating keys being of
different lengths, there are two procedures available for attacking such a
situation. The first procedure involves a modification of the principles
demonstrated in par. 61; the second procedure involves an entirely different
technique, one which effects a direct conversion of the text to monoalpha-
betic terms. These two procedures will now be treated in the subparagraphs
below.

b. Given the following two cryptograms suspected of containing the
same plain text enciphered by different sets of primary components and with
key words of different lengths, solve the messages.

Message No. 1
BWXPS OBYII UYHLF KFSOP VGEYW PBVIXO

UGJPB WDXUG HSWDH KHKHC UAYKP NFSPD
OBBYB INKFL WABOX PJXUV WQFXR WXYWS
SDYZ2Q ZHETA JXXZW XJROS PDEEW OJONK
GIRXR WUYDK NTJWR EVBUR DLISJ BLCKK

FODEVY DYZQZ SHCTW DIEX2Z
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Message No. 2
JHLEJ MWUAH JHUIV YNCHC HLPKD EWZJJ
JNAHB HZBIM TUBQE FJAKM JVBEF XKNCTL
FAAKG KIABG CVFNY FWBIQ GERSA TZUSD
SXBUD SHAWA YXLJD CQLED HXGZL ZWHNKNSB
VTIJSA TSUUC MIAKK JEMIY DSKGB VTJYC
XYLZE CXLSU MVMND ONFJY

Factoring discloses that Message No. 1 has a period of 4, and
The messages are superimposed on a width

of the least common multiple (20), and & reconstruction matrix is made,

following the method outlined in subpar. 614d.

>

This matrix is shown below:

Q

EF

Values Message No 1
IJKLMNOPQRSTU

1-1
2-2
3-3
Iy
1-5
2-1
3-2
k-3
1-k
2-5
3-1
b2
1-3
24
3-5
b1
1-2
2-3
3k
ha5

TS > yw

Values Message No 2

D GH
D vrT
LV

=
g
o

Y
T
K

F
S

E

M

)}
J

GN

\
H

>

W
G
H
B
AJd D
T

de

Figure 67.

Since the pairs of components for the two messages are different,

indirect symmetry will in this case not extend to the § line, so all chaining
must be done within the matrix. Apparent conflicts in the matrix are noted,
such as the AT in lines 2-2 and 3-3, the rest of the letters in these lines

not being identical as might at first be expected.

Bowever, if we restrict

our treatment only to the homogeneous lines 1-1, 1-2, 1-3, 1-4, and 1-5 (see
the matrix in Fig. 68, below), we will have data which may be interrelated
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and which will produce an equivalent primary component, either from
these data alone or facilitated by another family of related rows of

ABCDEFGHIJKLMNOPQRSTUVVWXYZ

l1-1} J D vT Y F M HG

1.2 Z N H W B X

1-3l F Le¢ U A B

1-4 U B KA Y E SJ

l-5{ G E B AJ D
Figure 68.

the matrix, such as 2-1, 2-2, ,.. 2-5. The equivalent primary component
recovered will be that for Message No. 2, since it is the values for this
message which are entered within the matrix and which are manipulated.
By inverting the matrix so that the values for Message No. 1 are written
within the matrix, a similar procedure will yield an equivelent primary
component for the first message.

e. An entirely different technique for treating these isologs will
now be described. We have factored the two messages as periods of 4 and
55 and now we write out the messages on the width of the least common
multiple, retaining indications of the alphabets to which the cipher let-
ters belong, thus:
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Ay of Alphabet 1,

A:p to the first letter

1,
these values are

;
182

Let us arbitrarily assign the value of
Since then, in Message No.
every B, in Alphabet 1 must equal Ap

£.
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SpMON FUEIN SAaAN SO G agIin SEInN A ND N
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MR AZAIN SHEMEIN MO0 N HEmdn ~Ah@an
At SMS FATS AbMS NS St oS
MM BB MmEAan m@man nki@mgo Mg NHM®N
aEEHN NDAN NnDAN amaCN (R g U NHEQ NN NEES> A
A A > e~ E A O e 20~ ~OP>~A ~RAA o E e~

's of the pseudo-

will now look as

A

plain text shall have been recovered, and the work sheet

shown in Fig. 69, below:

Similarly, since every J. of Alphabet 1 in

s this value is entered on the work sheet under every
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By continuing this process, all the
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;s therefore, these latter values are entered throughout the

:
o
£
A
3
§
g
od
g

:
:
§

Now since the 65th and T3d cipher letters of Message No. 1 are

*
(] (] o 0 o 0
28 22 a2 2 8 & e

L]
g
o
S
(4]
o
-]
[
a
0
[}
&
L]
[+
-]
-
3
®
-
R
™~
L
S
T}
\Xe)
4
»
L]
3
]
C
ord
-
?
2
- ]
[ /]
o
8
-
<&

o

occurrence of Ja.

]
e
|
g
]

work sheet.
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g We will now arbitrarily assign the value Bp to the V, at the 2lst

2

position of Message No. 1; the other V. of Message No. 1 establishes the Eq

By's

Continuing in this vein, assigning
3 to monoalphabetic terms

This procedure is continued, until all the

arbitrary plaintext values to all the cipher letters of Alphabet 1 of Message
No. 1, we are able to reduce almost the entire text

in the pseudo-plain text are recovered.
The work sheet will now look as follows:

of Message No. 2 also as Bp.

a0 NAFTOENESQAANOS >IN NS MM INERS >IN N D N
O MNMPpHJggnNpuBHdIMDHIdNEEZS OERSLHNDHSL LTSNS M
NROMEAUMAMONNOMAEAUMAMNMONMLMEANOKHMHUNME NGO AN - o
rHEREENEAANGCEAMZENEARDEARAEOdNOMDZANRASHAAMAMMNUNO
FMHARSTZZHAQITIEBENA SFAHARAAQATNDARSFTONA SR ACTAVDAO
N >IN QA NEMNARRINMOMMMNINOMOTAINRKAMEAINOMEKMIN MR ND
N <N Ay 2KEh.D2ON.n.IZZUh.H2EZ.u.F2WKh.C"2EZ.4F
HEEDODMNOUMhdnNEAMANOMARNEAMNAOAMNOHB O MM LOKRIAQA N
.u.YEZCh.GN2Hh.AV2Jh.AV2.Jh.DX20h.DX20.u.TI2I“h.0v..2

3UJ1A3UJ1A3UJ1A3WClO3SSlL3PHlB3NMlI"3FXl

AHEHIN NORINHAUDENENIONCANNANMANNANKHAYO NAIN MO INA NN M N
AHLI AN AIAAMIOARAIEATNIMAOMSA A DS M M > = 33
FHDNOIFBPNM FIMLEORIM SN ETHDNOIBRAMEIHDMOIF O M M kN
COZAMOAONETAROEEN MEANHOXNAEMRIN MDONNAHN Mm-S WS,
NOEAHNAMMA UMRMAANHMMH AZFHADAMOHONZHADAUMBSHONAOH

AR NHAZANH AN ND AR NEHELSINL HZANMAK <IN AR M N AEZA NG
AUMITA MM IOIATIOL MNMIOINNIMAINS IS HNNLMI NG o ESH
NMHPANHOMAN MEAMOMACEOERMEKGEM MmXAnHMmERoNn MHMME®ND E N
AZHAUONS AN ANPUMAUANIAOUTHRUMAUNMUAONHEN NN N>
AARASAS HARARHADHORMAAHEO AR ARHARHO>HOHAAAE AN R AH

- py AQ - - - - - o
) o0 o o oo oo > 0 o0 )
aa = = == == == mu == =

~ QN

*
g4

3 Actually m this particular case the reduction 1s 85% complete

18k
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Note the idiomorphic repetition (representing the word ARTILLERY), pre-
viously latent, which now becomes patent in the reduction process.

h. At this point, sequence reconstruction matrices may be made of
the two messages , the ¢ line representing the pseudo-plain text and the
values inside the matrix being the cipher text. These matrices are illus-
trated in Figs. 70a and b, below:

¢ABCDEFGHIJKL.MNOPQRSTUVWX!Z
1| BVEHEOWJGDSRIXFKYE
2|LQWKSEBZOH c X
3] UPVY QBCXN SI W
LIEWYPXK RTA 272G D

Figure T0a.
¢ABCDEFGEIJKLMNQPQRSTUVWXYZ
J|JTHTFGYVDM ] c
2|SEH UWAZIV N X
3|{F U CAMLH K BG
LIITKESZ UN AJBYQ
SIGFECDB YJA UM L

Figure T0b.

From these matrices, it is a simple matter to chain out the equivalent
primary cipher components used for each message. Having reconstructed

the cipher component for a message, the alphabets may be aligned and now
the entire text converted to monoalphabetic terms. After solution of the
messages, 1t is found that Message No. 1 is a case of dlrect symmetry

with the cipher component being based on thekey word HYDRAULIC, and Message
No. 2 is a case of indirect symmetry with both components being keyword-
mixed sequences based on QUESTIONABLY,

i. The method described in subpars. 62¢ to h, sbove, involves tech-
niques which have a broad application in crypta.nalytics, in other fields
besides the solution of periodic polyalphabetic cryptograms. But even in
this latter field, it is the only approach to solution where the eryptosys-
tem involves non-related, random-mixed secondary alphabets among which no
symmetry of any sort exists,

J. The two messages used in the example had periocds prime to each
other. If this had not been the case, only & slight modification of either
of the two methods would have been necessary. For the student who cares to
investigate this matter further, there is given in Fig. Tl, below, a new
Message No. 2 to be paired with Message No. 1 in subpar. 62b; he can then
solve this pair of isologs by either of the two methods demonstrated in
this paragraph.
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Message No. 2
TQLGC FXQJM LZJDR CFLGL DZHZE XASVF
TJAST YQAFV WLZAU GXO0JJ FYIBS PKHBN
UKAIL DONKK IITGL GTNTX CJJLW QLIAL
HABFA XJNOY TNQZC DNAUY DDYOZ RAPCO
BFJHS ZTQLG CFXQJd KBJTB LKFVX KGRHB
YRLCW NZBCT CIBGC NFCHB
Figure Tl.

r".

63. Solution of a pair of periodic cryptograms involving a "st.aggg

--8., It happens occasionally that the cryptanalyst has two messages with
identical beginnings, but after a few letters the cipher texts diverge;
and the group counts of the two messages are either identical or nearly
identical., This situation could arlise in a pair of isologs, when the first
message has a letter omitted (or added) at the point of divergence, and
the second message (with the identical beginning) has this error corrected.
In other words, we have a pair of true isologs except for the deletion (or
addition) of a single letter. Such a situation is called a "stagger".?

By treating the isologous portions of the two messages, we may recover the

primary cipher component by the process of indirect symmetry. This is best
illustrated by an example, -
b. Let us suppose the following two messages are at hand:
Message "A"
KOIPQ IHGIS PQOKD MPVKS YKEQV SKPUS
EPPSF KPEEE PYVXB PISWY ETDQS PIMIXK
HGFTJ GOGJT XIEQE HPGCG OEOBE YETEW
JEEEP UUMDK AQVOL MB
Message "B"
KOIPQ IHGIS PQOKP STIHN ENHQP QEQIM
CUDTB XRVMF QIEQL RIYCC FFOWP GDOTG
RPUVO COSUG OGGUT FLIOO UUQNK UFFOQ
UTMFQ IBYAS HSPQB CTYV

4 Such errors are more prone to happen 1n machine cipher systems when the addition or deletion of a
word separator 1n a pair of otherwise 1dentical cryptograms (enciphered with 1dentical 1nitial settings or keys)
causes a “stagger” Sometimes the stagger may be progressive, 1 e , the interval of the displacement be-
com:ng greater and greater as additional word separators are omitted
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We note the identical llh-letter beginnings; we also note that Message “B"
is one letter longer than Message “"A", and that the trigraphic and tetra-
graphic repetitions in Message "B" are spaced identically as in Message "A",
except for the fact that their position in the cipher text is one letter
more than their counterparts in Message "A". Both messages factor to 6
alphabets.,

c. These phenomena clearly point to a case of a stagger, with Mes-
sage "B" containing one more letter than Message “A". If this is the case,
and the plain texta are otherwise identical, then the Pe in the 15th posi-
tion of Message "B" seems to be the extra letter, coming as it does after
the identical beginning. The two texts are now superimposed, and the equiv-
alencies are ingerted into a sequence reconstruction matrix, as is shown
below:

3456123456123%5612345612345612345612345612345612
*A" DMPVKSYKEQVSKPUSEPPSFKPEEEPYVXBPISWYETDQSPIMXKHG
"B" STTHNENHQPQEQIMCUDTBXRVMFQIEQLRIYCCFFOWPGDOTGRPU

456123456123456123456123456123456123456123456123

34561234561234561234561234561234 5612345612345
"A" FTIGOGJTXIEQEHPGCGOEOBEYETEWJEEEPUUMDKAQVOLMB
"B" VOCOSUGOGGUTFLIOOUUQNKUFFOQUIMFQIBYASHSPQBCTV
4561234561234561234561234561234 561234 56123456

ABCDEFGHIJKLMNOPQRSTUVWXYZ
1-2 0 U P TN SV G YQC

2.3 M U A BDT E LF
3| R sFvV 0G6QqcC ur N
ka5 Q L H T I B O

5-6 |SV WQXx YC NI M ¢
6-1| K 0O G R P C BEU E

The solution, which proceed.s in the usual manner, is left as an exercise
for the interested student.’

5 Note, in matrices of thus kind, how easy 1t 1s to align properly the cipher components after the
primary cipher component (or an equivalent) has been recovered, thereby expediung the reduction
of the cipher text to monoalphabetic terms, From the data 1n the sequence reconstruction matrix,
it 1s observed that the U, of Alphabet 2 1s under the E; of Alphabet 1, the M, of Alphabet 3 1s under
the Ec of Alphabet 2, the F of Alphabet 4 15 under the E. of Alphabet 3, etc,, thus all the cipher
components may be quickly put together at their proper relative displacements, revealing the re-
peating key 1n the process m one of the columns,
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6. Solution of a periodic cryptogram containing a long latent repe- A
titlon.--a. It sometimes happens that a periodic cryptogram contains a

long passage repeated in its plain text, the second occurrence of which is

enciphered at a cyclical offset from the first occurrence. The recognition !
and delineation of the latent repetition may be made possible by the spatial
relationships of ciphertext repetitions present within the message.6 It

such 2 latent repetition is found, and it is long enough, the equivalencies

from the two corresponding sequences may be chained together to yleld an

equivelent primery cipher component, and thus by-pass a more laborious pro-

cess of solution by the usual method of frequency analysis or making as-

sumptions in the plain text of a polyalphabetic ecipher.

b. As an example, let us suppose the following message has been in-

tercepted:

ASEXZ LRCWC HXRUG LXAXW INYEH PJRDX:

‘_E.D XWM LAIEK KTAGZ FZNCE LLTFW CRBJT

ZLCVH MAAJR DXRTF MTVJH PGVPI MWYRL

RRBJT ZLCVH DKJTA IBLFP AWNYE HPEMG

FIRVA RXVJF JAHDF IVVTN AEZAZ JXVLY

JEJTNQ ABKXD JXHAX YWPIM ICGAN IWEFG _
WMIZJ HVIXV LYPGA YXZME KLISB OTFOM

:

VWEFG WMIZJ DZACG JVMPV NDKGK VMAIB
‘LFPAW NYEHP

An examination of the cipher text, which factors to a period of 7, reveals
the following striking sets of repetitions with identical spatial relation-
ships of the repetitions (beginning at positions 27 and 147 in the cipher
text) in the two sets:

Set "A": JRDXR..(25)..RBJTZLCVH..(3)..JRDXR..(18),.RBJTZLCVH
Set "B": XVLYP..(25)..WEFGWMIZJ..(3)..XVLYP..(18)..WEFGHMIZJ

This phenomenon could arise from a repetition of a long section of plain
text within the message. The presence of the repetitions at the beginning

6 1t 15 also possible that, because of highly stereotyped and redundant plain text of a particular message,
there might be two sets of long polygraphic repetitions of the same length 1n the cipher text, If these sets
actually represent the same plain text, they may be chained together as described below to derive a partial
or even complete equivalent primary cipher component,
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{

and end of these sets of sequences delineates the limits, insofar dis-
cernible, of the repeated pleintext passage. Since these two sets are
- equivalent to each other, it is possible to superimpose these sections
and distribute the equivalencies into a sequence reconstruction matrix,
from which an equivalent primary component may be chained, following a
procedure similar to that outlined in subpar. 633 + The completion of the
solution of this problem, too, is left as an exercise for the student.

65. Solution by superimposition.--a. In solving an ordinary repeating-
key cipher the first step, that of ascertaining the length of the period, is
of no significance in itself. It merely paves the way for and makes possible
the second step, which consists in allocating the letters of the eryptogranm
into individual monoalphabetic distributions. The third step then consists
in solving these distributions. Usually, the text of the message is tran-
scribed into its periods and is written out in successive lines corresponding
in length with that of the period. The diagram then consists of a series of
columns of letters, and the letters in each colummn belong to the same mono-
alphabet. Another way of looking at the matter is to conceive of the text
as having thus been transcribed into superimposed periods; in such a case
the letters in each column have undergone the same kind of treatment by the
same elements (plain and cipher components of the cipher alphabet)

b. Suppose, however, that the repetitive key is very long and that

. the message is short, so that there are only a very few, if any, complete

cycles in the text. Then the solution of the message becomes difficult, if
. not impossible {unless the alphabets are known), because there is not a suf-
ficient number of superimposable periods to yield monoslphabetic distribu-
tions which can be solved by frequency principles. But suppose also that
there are many short cryptograms all enciphered by the same key, each message
beginning at identical starting points in the key. Then it is clear that if
these messages are superimposed "head on" or "in flush depth", (1) the let-
ters in the respective colummns will all belong to individual alphabets, and
(2) if there is a sufficient mumber of such superimposable messages (say
25-30, for English), then the freguency distributions appliceble to the
successive columns of text can be solved--without knowing the length of
the kez.8 In other words, any difficulties that may have arisen on account
of fallure or inability to ascertain the length of the period have been
circumvented. The second step in normal solution is thus by-passed.

¢. Furthermore, and this is a very important point, even if an ex-
tremely long key is employed and a serles of messages beginning at different
initial points are enciphered by such a key, this method of solution by
superimposition can be employed, provided the messages can be superimposed
correctly, that is, so that the letters which fall in one column really be-
long to one cipher alphabet. Just how this can be done will be treated in
Chapters IX and XIV,

T In operational parlance, the superimposed periods are said to be "n depth”,

o

8 The assumption of probable mmtial words of messages and stereotyped beginmngs 15 a powerful method
. of attack in such situations,
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66, Additional remarks.--a. We have seen in pars. 60-64 that the
chaining process between cipher texts applies to the latent characteris-
tics of the cipher components, regardless of the identity of the plain 2
components and regardless whether direct or indirect symmetry is involved
in the cryptosystems.

b. The observant student will have noted that a large part of the
text thus far is devoted to the elucidation and application of a very few
basic prineiples. These principles are, however, extremely important and
their proper usage in the hands of a skilled cryptanalyst makes them practi-
cally indispensable tools of his art. The student should therefore drill
himgelf in the application of these tools by practicing upon problem after
problem, until he acquares facility in their use and feels competent to
apply them in practice whenever the least opportunity presents itself.

This will save him much time and effort in the solution of bona fide mes-
sages.
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Paragraph
Preliminary remarks 67
Solution of a progressive alphaber cipher when the cipher alphabets are known 68
Solution by a method involving the X test 69
Solution by the probable word method 70
Solution by means of 1somorphs 11
Solution by superimposition 72
Additional remarks 73

61. Preliminary remarks.--a. In progressive alphabet systems the
basic prineiple is quite simple. Two primary components are arranged or
provided for according to a key which may be varied from time to timse;
the interaction of the primary components results in making available for
cryptographic purposes a set of cipher alphabets; all the latter are em-
ployed in a fixed sequence or progression; hence the designation progres-
sive alphabet system. Since the number of alphabets available for such use
is rather small (usually 26), if the text to be enciphered is much longer
than the sequence of alphabets, then the system reduces to a periodic
method. But if the number of alphabets is large as compared with the text
to be enciphered,! so that the sequence of alphabets is not repeated, then,
of course, the cryptographic text will exhibit no periodic phenomena.

b. The series of cipher alphabets in such a system constitutes a
keying sequence. Once set up, often the only remaining element in the key
tfor a specific message is the starting point in the sequence, that is, the
initial cipher alphabet employed in enciphering a given message. If this
keying sequence must be employed by a large group of correspondents, and
if all messages employ the same starting point in the keying sequence, ob-
viously the cryptograms may simply be superimposed without any preliminary
testing to ascertain proper points for superimposition. It has already
been indicated (cf. par. 65) how cases of this sort may be solved. However,
if messages are enciphered with varying starting points, the matter of
superimposing them properly takes on a different aspect. This matter will
be treated in par. T2.

68. Solution of a gr%essive al%l_:et cipher when the cipher alpha-
bets are cm=f, 8 st case of a progressive alphabet system
Involves two interacting primary components which slide against each other
to produce a set of 26 secondary alphabets, which are employed one after

the other consecutively in the simplest type of progression. 3Beginning at

! For instance 1f the cipher component of a disc cipher device were composed of 100 dinomes and no
message were longer than 100 letters, no periodicity would be manifested
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an injtial juxtaposition, producing say, Alphabet 1, the subsequent second-
ary alphabets are in the sequence 2, 3, ... 26, 1, 2, 3, ..., and so on,

If a different initial Juxtaposition is used, say Alphabet 10 is the first
ong, the sequence is exactly the same as before, only beginning at a differ-
ent point.

b. Suppose that the two primary components are based upon the key word
HYDRAULIC, A message is to be enciphered, bveginning with Alphabet 1. Thus:

Plain component: HYDRAULICBEFGJKMNOPQSTVWXZ
Cipher component: HYDRAULICBEFGJKMNOPQSTVWXZHYD...
Letter No: 1 23 4 5 6 7 8 910111213141516171819 20
Aphabet No: 1 2 3 4 5 6 7 8 9101112131k 1516171819 20
Plain text: E N E M Y H A S PL A CEDJ HEE AV YTI
Cipher text: E 0 6 P U U E Y H M K Q V M K 2 8 J Q H
Ietter No: 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 Lo
Alphebet No: 21 2223 242526 1 2 3 & 5 6 7 8 910111213 1k
Plain text: N T E R D I ¢ * I O N F I REUUPOTNZ
Cipher text: E N L E E L C V B S S NJ EPKDDODG
letter No: 41 42 b3 44 45 46 47 48 49 50 51 52 53

Alphebet No: 15 16 1718192021 22 23 24 25 26 1

Plaintext: A N E 8 V I L L E R O A D

Cipher text: P U H F K H H Y L H M R D

¢. This method reduces to a periodic system involving 26 secondary
ecipher alphabets and the latter are used in simple progression. It is
obvious therefore that the lst, 27th, 534, ... letters are in the lst
alphabet; the 2d, 2¢th, Shth, ... letters are in the 24 alphabet, and so
on.

d. To sclve such a cryptogram, knowing the two primary components,
is hardly a problem at all. The only element lacking is a knowledge of
the starting point. But this is not necessary, for merely by completing
the plain-component sequence and examining the diagonals of the diagram,
the plain text becomes evident. For example, let us consider that the
first two groups of an intercepted message are HIDCT EHUXI..., and let us
agsume that the components are keyword-mixed sequences based upon HYDRAULIC.
Completing the plain-component sequences inititated by the successive cipher
letters, the plain text ENEMY MACHI ... is seen to come gut in successive
steps upward in Fig. 72. Had the cipher component been shifted in the
opposite direction in encipherment, the steps would have been downward
instead of upward. If the sliding strips had been set up according to
the sequence of cipher letters but on a dlagonal, then, of course, the
plaintext letters would have resppeared on one generatrix.
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QEEWOHE N0
OWOEERGQHEWOQH
AQHEEYOHEBGR»YO
NoWOARERGOH WO
HECrOUMKENNKE <3
<HONDopWOHIERG QS
QEEBWOHPCG> UK
omENvYQEHEHDOKE S
HoaHE kMO inN M
WORZXRUGQNREWAOQ|H

Figure T2.

e. If the components were two different known mixed sequences, it
would of course first be necessary to convert the cipher letters into their
Plain-component equivalents before completing the plain-component sequences.
In any case, faced with an unknown type of progressive alphabet cipher,
completing the plain-component sequences on the hypothesis of direct or
reversed standard alphabets is the logical thing to do, and will gquickly
prove or disprove these hypotheses. If the primary components are not
known sequences, the methods given in this paragraph obviously cannot apply;
fortunately, however, there exist several methods which can be used in such
situations, as will be treated in the succeeding paragraphs.

Solution by a method involving the X test.--a. An interesting
general solution of a statistical nature of a progressive alphabet system
will now be discussed. The problem involves secondary alphabets derived
from the interaction of two identical mixed primary components. It will
be assumed that the enemy has been using a system of this kind and that the

primary components are changed daily.

b. Before attacking an actual problem of this type, suppose a tew
minutes be devoted to a general analysis of its elements. It is here
agsumed that the primary components are based upon the HYDRAULIC....Z
sequence and that the cipher component is shifted toward the right one step
at a time. Consider a cipher square such as that shown in Fig. 73, which
is applicable to the type of problem under study. It has been arranged in
the form of a deciphering square. In this square, the horizontal sequences
are all identical but merely shifted relatively; the letters inside the

square are ﬂéintext letters.

—CONFIDENTIAE— 193




Alphabet No.
' 2 3 4 5 6 7 8 9 10 11 12 13 14 15 18 17 18 10 20 21 23 23 M 25 26

REF ID:A64563

% [ | BT
mrmim o[ N T
mMum 2 0 Ty M
] [10]
&MM& 9 n | B Hl
EA8h o T ST
COHMHAMMNAORDXMEBROMATN <HB = MK 29g d ) i
AHAHOAMMXDMO LR MERONATKNED N E —~ Lo
HMHEUaDNHOUMEZCMUEODMERBINOMASUE XD m oMrr m i m [}
MO SN IHOSEMMARSRMENIRO ML N = E m;mn iy : - m
NS EZDHHHAOAMMMO L MK ERHOMT> 0| M gese A
HEAPLD AN HHONMMAMOREMENEOMED| © mmwt YR 7]
EAMNEMGEDIHIHNOMMEKOB D XNERO N M m g m i
BPHHMNAKCMANDHAMHOARMEOREMERTO| & ;@ B bn
HENOHAKOMIDZ A HO MM N kb ME AR m A Q i
NN HAMENAREEPDAHOMPRREORMOX m nwwm - m - o
N ETONMNEPAKHIDAHOAAMOKMOREN o utnm A ~ W
MEPEMNRMEMNADKSDAHOUDAMOTHMKkOEN - g - - LR ] Et—e 2
O HEXXNROHHIAKRCD ABHOAMMEKMS]| B 2= o wm Y T m A
MEHNMBPEXOTNHMNAKSDEAHODAMPE & M ml - &
EnOhHbERmAMNOMMAM<SMPIRHORSMAl o & ° tg o " T =
MOMONEH>MOENENMMAKRIDEdHONMA| § 8 §s n
PMOMTNEMASEEXNNENNAOKIMDAHMO o L |
CORBMMAMTNOEHDPMENNEMNMAKHIDAAKH] @ 2h 9 9 n (PR 1T}
ME ENOMTHMNERPEXNMEAMNAOK <DL » mna N - TR
MEMOBOMPMPTNBHEENNMRMMAG<HD| o emm
MMLHERODOMTHRNE>ZXNONMEMNAKI<S| mmm © i i "
PR OAMER<MOMNMINEHSZHXNAKMMADK 8 mqqm o ;
HOMDHXMEMMEONAMTRH>AxXONKM<Al | msMe
HEMC<ORMAMEZOOMPNEHD > H 5 N M 0> m 58 m 0 |
PMAERORMUMEHROMTNIH>ARENNAK & “893 - "
CROAMMORMHLX AR BOMTKNED > XM MHN SUE
<N OAMKOMHL M AEROMPKENEHD b M MHN Isnumh i " 5
sx9q397 JeudTd m_u m ..m. 3 e ] R S
umcua o e~ i
mnmml T ) "
< m ©




REF ID:A64563

d. It is obvious that here is a case wherein if two distributions
pertaining to the square are isolated from the square, the y test can be
applied to ascertain how the distributions should be shifted relative to
each other so that they can be superimposed and made to yield a monoalpha-
betic composite. There is clearly only one correct superimposition out of
25 possibilities. In this case, the "B" row of tallies must be displaced
5 intervals to the right in order to match it and amalgamate it with the
"A" row of tallies., Thus:

’ ;
13 17

-
= = #
12 20 20

| ]
6?39 ﬁﬁ 15|16 17|28 25 A

3 XAk 3 3

=
26

Figure Thb.

e. Note that the amount of displacement, that is, the number of inter-
vals the "B" sequence must be ghifted to make it match the "A" sequence in
Fig. 7&2, corresponds exactly to the distance between the letters A and B in

01 2
the primary cipher component, which is 5 intervals. Thus: ... AU L ]:I; é g vee o
The fact that the primary plain component is in this case identical with the
primary cipher component has nothing to do with the matter. The displace-
ment _interval is being measured on the cipher c%nt. It is important
that the student see this point very clearly. can, if he like, prove the

point by experimenting with two different primary coumponents.

f. Assuming that a message in such a system is to be solved, the text
is transcribed in rows of 26 letters. A uniliteral frequency d:lstribution
is made for each column of the transcribed text, the 26 separate distribu-
tions being compiled within a single square such as that shown in Fig. 75.

Such a square may be termed a frequency distribution square.

g. HNow the vertical columns of tallies within such a distribution
square constitute frequency distributions of the usual type: They show the
distribution of the various cipher letters in each cipher alphavet. If
there were many lines of text, all arranged in periods of 26 letters, then
each column of the frequency square could be solved in the usual manner, by
the application of the simple principles of monoalphabetic frequency. But
vhat do the horizontal rows of tallies within the square represent? Is it
not clear that the first such row, the "A" row, merely shows the distribu-
tion of Ae throughout the successive cipher alphabets? And does not this

what has been said of the A row of ta.llies applies equa.uy to the B, C, D,
eeo & rowst Finally, is it not clear that the graphic pictures of all the
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distributions correspond to the same sequence of letters, except that the -
sequence begins with a different letter in each row? In other words, all

the horizontal rows of tallies within the distribution square apply to the

same sequence of plaintext letters, the sequences in one row merely begin- ‘
ning with a different letter from that with which another row begins. The

sequences of letters to which the tallies apply in the various rows are

merely displaced relative to one another. Now if there are sufficient data

for statistical purposes in the various horizontal sequences of tallies

within the distribution square, these sequences, being approximately similar,

can be studied by means of the X test to find their relative displacements.

And in finding the latter, a method is provided whereby the primary cipher

component may be reconstructed, since the correct assembling of the dis-

placement data will yield the sequence of letters constituting the primary

cipher component. If the plain component is identical with the cipher com-

ponent, the solution is immediately at hand; if the components are different,

the solution is but one step removed. Thus, there has been elaborated a

method of solving this type of cipher system without making any assumptions

of values for cipher letters.

h. We will now take up a typical problem, employing the procedures
just discussed. The following cryptogram has been enciphered according to
the method indicated, by progressive, simple, uninterrupted shifting of a
primary cipher component against an identical primary plain component.
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Cryptogram

BEADPHDMOEPPERAHOUANHANZOOMKMMABNEHOR
B lHMNCONTEMOEHDPHAQANAMMICEHEN RMAIAMDERSE
MAUARKARMNMALPODCORNMMAPDHAXEMOHEONTAND NN
BAMEBEMNONDEEZEOMEKIORBEAOLODADAKOUAHAKNMM > X
NAMARMODAOEHAMANGNOSIRODODOAMANRMHETM IMMOA

MPOAaHMEDMOPINEMEHDEMOPOURRPONMOMNEBEMAODMK
HPRAAMAKMBOCNHMDAAEMNMEHAMABADSHENODOHHKGRMMO >
HOMHPUOUKMOMEMMEBMOCEHRNHEMMIEEOHOMAM <O M®DMNM~MA
HNAHMPHAUAHZOZRAHNKEMMOMEQHDEXAMAKAARKEHHNO MO
ACPAUVHARDHHEBERERORETRAKMAMZE ICPHAMAROIERMMO

AHMMONETIRATTREHMDPOMNMNIPROTPEMENITDOAKP NN
MHEEHDNEHRHOPMOODTmhPEHNOOMPAMMBMPOREREAQR
EERHMYMAPRMRTONOANMVNAPEAHPIANKONMMUNMEZEHD XME M X
BEMEEHPEOPPARNMNOODIHMMANODITAAHNSQMNEMHZON
FOHRMMONNMNEGCHEHGAMNKEEMDEDMPMIARHEMERAA

OMMHODNMOHMAPDZOEDKUOMMOEZORRERHRANOOAE®NA
ORMMARMEERPKXIMMRERAGTDERPPXDMDAZERMOMESDMNT
OB EMOMOSHEOQUVNOMOMILIOMHMCPAMANRTMHALN
OO AMHMAMNANMUODEHEAHOHODAMAZONRWAMIOUOOEHZNM
AFHAMEBHEHRMOAPDPRAAMRTEHMEHEERODNIMAEMOHMMON

HOMOUEBHANRAKMOMAMAZROXMbAAHEBEORMMEKMIMINMKDH
HMMOMADMNAODOKBEHHOODRNEAMEBPAMAMHRANMOAZNE>
RPEERMEAMNKMEOMODZFODDHEMOKERPEHMMRMAMHDD MM
BxaOaHEDARPARIMFAMOEDRMDCOHONMMAEMNADAOD
EERMAUMODHKHREHEMEHMMAMMKAOKAMAODDNADHMKEHITNDMD

ExO0OHMERAUODEOARENEHNKEMMENACCARMRIESN>ZAMEEBXEB
PREOVEHHMDHHIEHOTODREMmACANENNDNESOMSMOMHE
RhMMEAOUKKEMAEKEOAMMDEDADKMMAMREPNMHNHOD>
OPRPLERAMIEUOAEEMN AIMBMSINAOREHSEEQANMMLNEZORMAMN
ZRAZEAODCEDAAETEME<SETMAOHEPOPHDAKMMEIAKRIM

‘ » "
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1 2 3 4 6 68 7 8 9 1011 12 13 14 156 16 17 18 19 20 21 22 28 24 25 26

NNMEMNEHEMEMODAORPOEOMEBEPPODREHHAHMNEOLROMEAEMMNODO>N
MIERMAZTTOMHHERERMOMEZHORPEHHJUOUSENHMMAMOMTARMEPAMMN
HEHAEHDONHNAORNAEHAHACNODANNDNNARHNBOMMHD AR
HEMEHAOACDODPHNEZEEMNIOTDTLDNGEZIHNBPIDCONNONROD RN
HEMODOMBHICOHMMOCGELKHPINAOD IO HEBMUOTTODLMNA
EMAMEONOMLODAKNAKANEECHMDEROELOEOOMEOMAEOAMARMAA
MOTMEHMMMLMCSEMEADAKTARMAODEANERDANNECSCUMAZMOMS
AMAMNEHEHADIOICAEHOOEHOMMOMOUOMMNRKMHOSARMEBEHNRAMON
AmAAMRIEANAARPAMRAMAZSMAMADMHMEAMEHOMNMMMMPDEZNMARAM
HEOoMHMEMMAEEHROPR<S<NOOUDOMMARHUDRIMEMAMCDMNAdRMNEBON
EREAROPREEREEMNEOMIHRHEE MU EAMTDE DR OO MM O b MK ME
OHMBMMHEHOMOULOMORKROODAMHMAMAKNOMONPOHMAMEKAEM M MMER >
CORMMEENOMONEHENPHOMNRMAMEDPNEHRMEANRRERAENANMEERGNM
OHOZEONNMHANBSOECNOLOEEENEHHEDDOD<KNAMREEKOEEQND
UEOMMPLPEAZEDDORUOOESEHOHRLMHAZXOZPMPRDORIABEMES>>O
AxzMAHOROAE AEBMXMMEAAAHMNAEAEARNA<KOREAAAMAAIMNKMEMEHREEH
HMEOEACHCEMNESSARZMAANHIEIRENAETNEZAMESTR IR EMNE
HEEXPDODHRAHZLHAOHNK AR KEHEMNAMDDHEEHDXEMEAIKMAD
REAMAHAERRLCLIHACADYLAMHPLPAAPEN>PGAADMEBMAPD>MMMN
EERAMAPRMNODERMPDRHRMUOPHAMCSETPQALAPHANDMEKEADONEA
EDAAMEKMAUMDHRODAAMMMERD AP HHEMHPADOEMOMMNPOKHREDRREH
EAAMAHHOHMPDMMNOHEHOMKEOHRUOMMBOHE R MNAAKK I OOKD O
hERAMXMAAHOUALBEZAELDROFAMPAKMEHEASZIDMAERMTAHETDMN
RERDHLHLDHPNEOMBPOEHHAEMMNMEDHNTHhMNIEMEZEHIE

198

UHMAMAOOUKKEMAZOMAHRMOHEMMOUANOHAGAHNAMOURHKHEORDOUAO
EROEHMAEOOAMANGHENAOHMMEHEDRAMOIAAMMEMREEPOHAHSMO

The message is transcribed in lines of 26 letters, since that
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text is shown below:

ANMERorEdrgdARARARA2RAYTAQENAARAARLK/RERR2S
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2 3 4 5 € 7 3 9 10111213 14 15 16 17 18 "0 20 2' 22 23 24 25 26
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The latter is shown in Fig. 75.
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k. The A test will now be applied to the horizontal rows of tallies
in the distribution square, in accordance with the theory set forth in
subpar. 69g. Since this test is purely statistical in character and becomes
increasingly reliable as the size of the distributions increases, it is best
to start by working with the two distributions having the greatest total
numbers of tallies. These are the V and W digtributions, with 53 and 52
occurrences, respectively. The results of three of the 25 possible relative
displacemnts of theae two distributions are shown below, labeled "First
test,” "Second test,” and "Third test.” For convenience in estimt1n§ the
mtching propensities, the X value is expressed in terms of the EI.C.

First test
102002648 007002 11111006402 4]N=53
Y91 2 3 4 5 6 7 8 9101112 13 14 15 16 17 18 19 20 21 22 23 24 25 26
24252 1 2 3 4 5 6 7 8 91011 12 13 14 15 16 17 18 19 20 21 22 23
f/0°4 2115301002817 601002 302 1 2{Ng=52
ffw 0 0 4 0 01018 0 8 0 014 0 014 6 0 1 0 0 018 0 O 2 8| Zfsfw=103
Ao=103 X, =5352 _1g¢ gic =198.9 ¢
2 106
Second test
;102002648007 002111110864024]N=5
"l'1 2345 6 7 8 91011121314 1516 17 18 19 20 21 22 23 24 25 26
;,[181920212223242526 1 2 3 4 566 8 91011121314151017
"2 30212042115 30100328 1760710 0]Np=52
fefw 2 0 0 0 O 4 01616 0 035 0 0 2 0 0 2 8 1 036 0 0 O O] Sfpfw=122
Xo =122 X, =9352 _106 g1c =122 _, s
106
Third test
’.{10200264800700211111064024Nv=53
YI'1 2 3 4 5 6 7 8 910111213 14 15 16 17 18 19 20 21 22 23 24 25 26
f{45678910111213145617181920212223242526123
*!3 010028 1760100230321204211 5|Ne=52
Sfw 3 0 2 0 0 448 456 0 0 7 O 0 4 3 0 2 1 2 024 8 0 2 20| Zfsfw=190
Ao =190 X, =93 52 106 ic =190 _; 79
° '" %% s 106
2

See subpar 3Teonp 98
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v l. Since the last of the three foregoing tests gives a value some-
vhat better than the expected §I.C. of 1.73, it locks as though the cor-
rect position of the W distribution with reference to the V distribution

. has been found. In practice, several more tests would be made to insure
that other close approximations to 1l.73 are not found, but these will
here be omitted. The test indicates that the primary cipher component

1 23 4
hag the letters V and W in these positions: V , . W, since the correct

superimposition requires that the 4th cell of the W distribution must be
' placed under the lst cell of the V distribution (see the last superimposi-
! tion above).

m. The next best distribution with which to proceed is the F distri-
bution, with 51 occurrences. Therefore, the F sequence is matched against
the W and V sequences separately, and then against both W and V sequences
at their correct superimposition; this procedure serves as a check on the
correct matching of the W and V sequences. The following shows the correct
relative positions of the three distributions:

i 10 2 0026 480070 2111 0 6 4 0 2 4] Np=53
12 3 4 5 6 7 8 910111213 15 16 17 18 122 23 24 25 26
j,890123456718 9 20 22 23 24 25 1 2 3 465 6 7
i1 2 1006 3 93020003211 12042037 Np=51

v Jvfr10 4 0 0 0361272 0 014 0 0 0 2 1 1 1 2 024 8 0 6 28| Zfyfr=212

212
- A, =212 X =935l _1p4 IC =22 _o 04
° Y & 104
f{11530100281760100230212042Ny=52
"l12 3 4 5 6 7 8 010111213 14 15 16 17 18 19 20 21 22 23 24 25 26
j{5678910111213141516171819202122232425261234
F03 7 11 2100063930320 00211120 4 2]N=51
fwfr0335 3 02 00 048 36318 0 2 0 0 0 6 0 2 1 4 016 4| Zfpfr=210
= 210 =52 51 . =210 _
xXo xX; 5 =12 €1c =57 =2 06

1 )40300414515608004413230106139Nr+w=105
V¢F/112 3 4 5 6 7 8 91011 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

80101112131415161718192021 2223242526 1 2 8 4 5 6 7

111 2 1 006 3930200021 11204320 3 7]Ne=51
- flraw)frd 0 6 0 O 084153518 016 0 0 0 8 1 3 2 6 04012 O 9 63 | Zf vamfr=422
' 105 51 422
= 422 X, =" 9 -906 1 = — =

. o T 2 C 506 =2 05
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n. The process is continued in the foregoing manner until the entire
primary cipher component has been reconstructed. It is obvious that as the
work progresses the cryptanalyst is forced to employ smaller and smaller
distributions, so that statistically the results are apt to become less and
less certain. But to counterbalance this, there is the fact that the number
of possidle superimpositions becomes progressively smaller as the work pro-
gresses. For example, at the commencement of operations the number of pos-
sible points for superimposing a second sequence against the first is 25;
after the relative positions of 5 distributions have been ascertained and a
6th distribution is to be placed in the primary sequence being reconstructed,
there are 20 possible positions; after the relative positions of 20 distribu-
tions have been ascertained, there are only 5 possible positions for the 2lst
distribution, and so on.

T

0. In the foregoing case the completely reconstructed primary cipher
component is as follows:

1 234561789101 121314 15 1617 18 19 20 21 222324 2526
VALWNOXFBPYRCQZIGSEHTDJUMK

-1

o

Since it was stated that the pro

lem involves identical primary components,
both components are now at hand.

w

p. Of course, it is probable that in practical work the process of
matching distributions would be interrupted soon after the positions of only
a few letters in the primary component had been ascertained. For by trying
partially reconstructed sequences oun the cipher text, the skeletons of some
words would begin to show. By filling in these skeletons with the words
suggested by them, the process of reconstructing the components is much fa- s
cilitated and hastened.

q. The components having been reconstructed, only a mowment or two is
necessary to ascertain their initial position in enciphering the message.
It is only necessary to juxtapose the two components so as to give "good"
values for any one of the vertical distributions of Fig. 75. This then gives
the Juxtaposition of the components for that column, and the rest follows
very easily, for the plain text may now be obtained by direct use of the com-
ponents. The decipherment of the beginning of the cipher text is as follows:

1 2 8 4 85 6 7 B 9 1011 12 13 14 15 16 17 18 19 20 21 22 N U B BV
1 WGIJJMMNIJXEDGCOCFTRPBMIIIKSZ

WITHTEEIMPROVEMENTSINTHEATI
2 RYNNBUFRWWWWYOIHFJKOKHTTAZ

RPLANEANDTHEMEANSOFCOMMUNTI
3|CLIJEPP.....

CATION.....

3 If we did not know 1n advance that 1dentical primary components were involved this fact could have been .

deduced from a study of the frequency distributions :n Fig 75 Note that the distribution for col 1 may be
fitted to the normal, this shows that we have 1dentical components running 1n the same direction and that the
setting for col 11s A p = Ac
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r. The student should clearly understand the real nature of the
matching process employed to such good advantage in this problem. In
practically all the previous cases frequency distributions were made of
cipher letters occurring in a cryptogram, and the tallies in those dis-
tributions represented the actual occurrences of cipher letters. Fur-
thermore, when these distributions were compared or matched, what were
being compared were actually cipher alphabets. That is, the text was
arranged in a certain way, so that letiers belonging to the same columm
and the frequency distribution for a specific cipher alphabet was made
by tabulating the letters in that column. Then if any distributions
were to be compared, usually the entire distribution applicable to one
cipher alphabet was compared with the entire distribution applying to
another cipher alphabet. But in the problem Just completed, what were
compared in reality were not frequency distributions applying to the
columns of the cipher text as transcribed in subpar. 69e, but graphic
representations of the variations in the frequencies of plaintext letters
falling in identical sequences, the identities of these ntext letters
being unknown for the moment. Only after the recomstruction has been
completed do their identities become known, when the plain text of the
cryptogram is established.

70. Solution by the probable word method.--a. The foregoing method
of solution is, of course, almost entirely statistical in nature, There

is, however, another method of attack which should be brought to notice
because in some cases the statistical method, involving the study of rela-
tively large distributions, may not be feasible for lack of sufficient
text. Yet in these cases there may be sufficient data in the respective
alphabets to permit of some assumptions of values of cipher letters, or
there may be good grounds for applying the probable word method. The
present paragraph will therefore deal with a method of solving progressive
alphabet cipher systems which is based upon the application of the princi-
ples of indirect symmetry to certain phenomena arising from the mechanics
of the progressive alphebet encipherment method itself.

b. Take the two sequences below and encipher the phrase FIRST BAT-
TALION by the progressive alphabet method, sliding the cipher component to
the left one interval after each encipherment.

Plain..... HY
Cipher.... F B

Plain.c...
c’.ph‘r. LN X )
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¢. Certain letters are repeated in both plain text and cipher text.
Consider the former. There are two I's, three T's, and two A's. Their
encipherments are isolated bvelow, for convenience in study.

FIRSTBATTALION
1 23456178 91011121314

Plain. sese . I e o ¢ o ©® s @ 8 o I o o (l)
Cipher. X R ] [ I e o @ 9 © o o o o K s @ (2)
Pl&in. seeos s e o 9 T e o T T e o & o oo (3)
01Pher. oo ¢ o o o x . o P ! e o o o (h)
Pl&in. se0s ® & » e & o A o A e 8 9 o (5)
Cipher esee e o o o o » S o o T * o o o (6)

The two I's in line (1) are 10 letters apart; reference to the cipher com-
ponent will show that the interval between the cipher equivalent of the first
Ip (which happens to be Ic) and the second Ip (which is Kc) 1s 10. Conmsider-
ation of the mechanics of the enciphering system soon shows why this is so:
since the cipher component is displaced one step with each encipherment, two
identical letters n intervals apart in the plain text must yield cipher
equivalents which are n intervals apart in the cipher component. Examination
of the data in lines (3) and (%), (5) and (6) will confirm this finding. Con-
sequently, it would appear that in such a system the successful application
of the probable word method of attack, coupled with indirect symmetry, can
quickly lead to the reconstruction of the cipher component.

d. Now consider the repeated cipher letters in the example under sub-
par. b. There happens to be only two cases of repetition, both involving
Y's. Thus: .
123456178 91011 121314
L ) [ 4 [ ] L] L ] L] L 2 L] T [ ] [ ] L o N
L ] * L] L] L ] * L] L ] I - L] [ Y Y

Reference to the plain component will show that the plaintext letters repre-

sented by the three Y's appear in the order NO . . . T, that is, reversed

with respect to their order in the plain text. But the intervals between

these letters is correct. Again a consideration of the mechanics of the

enciphering system shows why this i3 so: since the cipher component is dis-

Placed one step with each encipherment, two identical letters n intervals

apart in the cipher text must represent plaintext letters which are n inter-

vals apart in the plain component. In the present case the direction in

which these letters run in the plain component is opposite to that in which

the cipher component is displaced. That is, if the cipher component is dis-

placed toward the left, the values obtained from a study of repeated plain-

text letters give letters which coincide in sequence (interval and direction)

with the same letters in the cipher component; the values obtained from a

study of repeated ciphertext letters give letters the order of which must be

reversed in order to meke these letters coincide in sequence (interval and

direetion) with the same letters in the plain component. If the cipher -
component is displaced toward the right, this relationship is merely re-
versed: the values obtained from a study of the repeated plaintext letters
must be reversed in their order when placing them in the cipher component;

-CONFIDENTIAL. 20k
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those yielded by a study of the repeated ciphertext letters are inserted
in the plain component in their original order.

e. Of course, 1f the primary components are identical sequences the
data from the two sources referred to in subpars. ¢ and d need not be kept
separate but can be combined and made to yield the primary component very

quickly.

f. With the foregoing principles as background, and given the first
few groups of an intercepted message, which is assumed to begin with COM-
MANDING GENRERAL FIRST ARMY (probable word method of attack), the data
yielded by this assumed plain text are shown in Fig. Té6.

NM VWPXW DUFFT FNIIG
Is YNUNL.....

10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

GGENERALFIRSTARMY
LWLPNMVWPXWDUFFTF

1 2 3 4 56 7 8 ¢
Assumed plain text COMMAND IR
ciphero.ooonl.ooou IKMKILIDO
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Figure T6.

Analysis of the data afforded by Fig. 76, in conjunction with the principles
of indirect symmetry, yields the following partial components:

1 2 3 4 5 6 7 8 O 10 11 12 13 14 15 16 17 I8 19 20 21 22 23 24 25 26
Phin....... A * L I c [ ] E F G L ] L ] H N o [ ] L ] S L ] L] L ) L] L] L] Y D R

L] L M K v L] L W N 0 L] F L] P L[] L ] L] L L ] I L ] L] L] [ ] T L
01Pher..... {D e ® o o @ & ¢ ¢ o o X

Setting the two partial components into Juxtaposition so that Cp = I¢ (first
encipherment) the tth value, Ip = Dc, gives the position of D in the cipher
component and permits the addition of X to it, these being two letters which
until now could not be placed into position in the cipher component. With
these two partial sequences it becomes possible now to decipher many other
letters in the message, gaps belng filled in from the context, For example,
the first few letters after ARMY decipher as follows:

12345678 9101112
Cipher.... NIIGXGAMXCAD

Plain..... L] IL. * L L] Eo. L] R

The word after ARMY is probably WILL, This leads to the insertion of the
letter W in the plain component and G in the cipher component. In a short
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time both components can be completely established.

. 8. In passing, it may be well to note that in the illustrative mes-
sage in subpar. 69h the very frequent occurrence of tripled letters (o,
WWW, FFF, etc.) indicates the presence of a frequently used short word,
a frequently used ending, or the like, the letters of which are sequent
in the plain component. An astute cryptanalyst who has noted the fre-
quency of occurrence of such triplets could assume the value THE for them,
go through the entire text replacing all triplete by THE, and then, by
applying the principles of indirect symmetry, build up the plain component
in a short time. With that much as a start, solution of the entire mes-
sage would be considerably simplified.

7i. Solution by means of isomorphs.--a. One of the most powerful

attacks in cryptanalytics involves the exploitat:lon of isomorphs; i.e.,
ciphertext sequences which exhibit an idiomorphism identicel with that of
another ciphertext sequence; this method finds applicebility in many va-
rieties of manual cipher systems, and it also takes on a very important
aspect in the solution of many machine cipher systems. In progressive
alphabet ciphers, the presence of isomorphs, if they are of fair length
and proper composition, might enable the cryptanalyst to derive the com-
plete primary cipher component directly and thus reach a quick and easy
solution of a problem; in any case, isomorphs will enable the partial re-

’ construction of the cipher component, facilitating further analysis and
solution.

b. Isomorphic sequences in the cipher text of progressive alphabet
systems may be brought about by identical plaintext beginninga"" of a pair
of messages, by identical endings 5, by a stagger situation, or by a latent
repetition occurring within a message or between a pair of messages. Iso-
morphism may be discovered by examining all pronounced idiomorphic patterns
in the cipher text and comparing patterns so disclosed for exact corres-
pondences of repeated letters, i.e., isomorphs. For instance, the two iso-
| morphic ciphertext sequences below may be isolated by searching for all the

(1) veeee CYVCRAUHYHHITHNLC .cc.o
‘ (2) ¢eee. EXEPLIDRDDBWPCE ....c

AA 1.\3.1-.1-.erns6 in the cipher texts under examination, and inspecting the let-
ters which precede and follow these AA patterms for further evidences of

: 4 These beginnings need not necessarily be stereotyped beginmings The composition of the plain text 1s
| unimportant, the only requisite factor 1s that the beginnings consist of identical plain text

k— 5 This situation 15, of course often brought about by 1dentical signatures at the ends of messages

‘ 6 In searching for 1somorphs, 1t might be also necessary to examine all A-A patterns and then A--A
patterns 1f the AA pattemns do not bear fruit
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apparent isomorphism. Obviously, not all sequences surrounding AA patterns
will be causal isomorphs; this is especially true in the case of short iso-
morphic sequences, just as short repetitions in cipher text may occur by
chance and not be due to caugsal factors. But if an isomorph can be extended
sufficiently (i.e., if further isomorphic patterns about the basic AA pat-
terns are noticed), then the isomorphs may be considered valid, and the
delineation of the isomorphs to the left and right, insofar as discernible,
may be established.

¢. As an example of a solution by means of isomorphs, let us consider
the following beginnings of three messages:

Message "A"
VNNPH SMXWI PUCWR STGUC RMLJJ TUQRE
HSFVO JRRTD....

Message "B"
RWWZI YVUAK ZGMAE YDQGM EVJISS DGgWGZ
STTDB GTOCNK..,..

Message "C"
UZZYB RXILN YKOLG RATKO HZBTA GFPMF
BRAXC VYBEBEP....

It is noted that Messages "A" and "B" are isomorphic from their beginnings
to their 27th letters, and that Message "C" is isomorphic with the other
two from its beginning to the 20th letter.” The isomorphic portions are
novw superimposed, as is shown in the diagram below:

"A": VNNPHSMXWIPUCWRSTGUCRMLJJTU
"B": RWWZIYVUAKZGMAEYDQGMEVJSSDG
"C": UZZYBRXILNYKOLGRATKO

Chains from the foregoing diagram are derived, as follows:

"A"-“B“ IlAll_"cl! "B'l-ﬂcll
CMVRE VUK WZYRUIB
KWA MXINZ 2.8
PZ PY DAL
HIK SRGTA EGKN
LJSY WL MO
XUGQ co QT
™

Using the principles of indirect symmetry, an equivalent primary cipher
component is recovered as follows: CMVREOXUGQHIKTDBNWAFPZIJSY. Decimation

T The 1somorphism mamfested actually begins with the second letters of the messages, 1t cannot be

proved at this pomnt that it includes the first letters, but the absence of contradictory evidence 1n 1somorphs
of this length plus the fact that the 1somorphs are at the beginning of the messages, makes this a safe
assumption
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of this sequence at an interval of -1l brings out the original keyword-
mixed sequence, based on HYDRAULIC.

d. With the cipher component now at hand, the text of any one of the
messages may now be reduced to monoa.lpha.betic terms, if we can assume the
correct motion of the cipher cmnent, in other words, a known motion
makea conversion to monoalphabetic terms possible. Taking the fragment of
Message "A" as an example, and assuming that the cipher component is slid
to the right after each encipherment, we have the following conversion (in
terms of an arbitrary A-Z sequence for the plain component) and its accom-
panying uniliteral frequency distribution:

C: MLJJ
P: KCKL
C:
P:

o Hdg
cO =R
= o 00
®HEm <w
N -
N N
o QR
U<
NO W=
NS OH
= aow

= Hil

-
w1
Ql
= |
o]
Q
=i

This is cert
slid to the left

nly satisfacto:
ha ve the fo

c.
P:
0o
Pc

Mo =< '6'
o 9R
W O =X
M v
£m =/
ww wn
o X
W b
“GOo wx

e KM
HX MY

- - I.c. =2.33
ABCDE

Obviously this is the correct case. After solution of the monoalphabet,
which is facilitated in this case by the idiomorphic patterns now revealed,
it is found that the recovered plain component is the same as the cipher
component, except that it runs in the reverse direction.

e. It should be clear why isologous sequences in progressive alphabet
systems, unlike isologous sequences in other types of periodic ciphers, pro-
duce isomorphs which may be chained without regard to the particular alpha-
bets involved, and also why the conversion process is not affected by the
jdentity of the particular alphabets. In the usual type of repeating-key
cipher, the selection of the alphabets used is determined by a key word

8 This very 1mportant consideration forms the basis of solution of cryptograms produced by many types of
cipher devices and cipher machines This principle will be elaborated upon in much greater detail 1n
Military Cryptanalytics, Part III
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which is used for this purpose; the letters of the key bear no constant
displacement-relationship to each other. However, in the case of a pro-
gressive alphabet cipher the successive elements of the key, 26 in number,
are a constant interval apart from each other as measured on the cipher
component; this accounts for the fact that, if one encipherment of a
plaintext passage produces an idiomorphic ciphertext sequence, the remaining
25 other possible encipherments will also produce idiomorphic cipher texts
which will all be isomorphic to one another.

12. Solution by superimposition.--a. The discussion in this chapter
thus far has, except for special solutions, been limited to cases wherein
there is available a long message in & progressive alphabet system. Suppose
that in the traffic there are no long messages, what then? If a number of
short messages are available, then there should be a way to superimpose the
messages properly, that is, put them in depth, even if no two messages begin
with the same initial key letter, 1.e., start at the same point in the key
geqguence.

b. There are three principal means for superimposing messages in pro-
gressive alphabet systems.’® These are: (1) superimposition by means of
known indicators!®; (2) superimposition by ciphertext repetitions; and (3)
superimposition by a comparison of colummar frequency dlstributions. The
first of these methods is rather obvious: 1t goes without saying that if
the enemy were still using a compromised or recovered indicator system, then
of course all messages could be put in depth without any analysis whatsoever.
The second method, that of superimposition by repetitions, is also quite
obvious: since long repetitions (i.e., long for a given sample size) have
a high probability of being causal, then the alignment of messages to make
the polygraphic repetitions fall into identical columns of the width of the
period will result in the correct superimposition of the messages. The third
method, that of comparison of the columnar frequency distributions, will be
discussed in detail below.

c. Let us consider a long message in a progressive alphabet cipher,
such as that given in subpar. 69i, and let us also consider its columnar fre-
quency distributions given in Fig. 75. 1f we had at hand another long mes-
page, which however began at a point in the keying sequence 5 places to the
right of the first message, it is clear that col. 1 of the second message
wvould not resemble col. 1 of the first message. Nevertheless, col. 1 of the
second messege would bear a close resemblance to col. 6 of the first, and
col. 2 of the second message would be very similar to col. 7 of the first,
and so on. If our two messages had about 40 tallies per distribution (as
in the example), there would be little trouble in finding the correct

9 These means to be described are also applicable for the superumposition of messages 1n other types
of repeating-key systems

10 jndicators play an important role 1n cryptography An indicator 1s a symbol (consisung of a letter,
a group of letters, a figure, or a group of figures) which mdicates the specific key used under the general

cryptosystem or 1t may indicate which one of a number of general systems has been used or 1t may wndi-
cate both,
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matching of the columns, since this could be done easily by ocular ine
spection. If however we had at hand a pair of short messages (say between
100 and 200 letters each), then mere ocular inspection would be of no
avail, and recourse must be had to statistical methods to find the proper

superimposition.

d. Let us assume that we have for study a set of short messages
intercepted on a particular day on a naval circuit known to be passing
traffic in progressive alphabet systems. It is further known that the
primary components are changed daily; therefore the traffic of one day
is expected to be homogeneous with respect to the primary components in-
volved. Two of the longest messages are given below, of lengths 190 and
170 letters, respectively:

Message “"A"
HFDCS WTQO0 YCPXF NWLGP ULRIU RHFDQ HCXPS SNIPG NXUVL CUDAY
WAYNK ZHKXS BIFDM BNKKI FBIWT RDAAE YQSSJ VSODY EFFBI UGXLB

IAYRH RNMHM VSUAS CMFKM LAFBL OICZK KEZVH JSAGT ZNEBX VERGF
ZIAUWJ ZSJFT WSOQF GQOKZ WBREC EIYCD VUYXD MKZKT

Message "B"

KVCRV FUBOX SYFGV 2ZWTQO OEAQP ZKBJW SPLEN WDKJW WNHLT FPEOYD
PLGRC UAYVR RSLAH OPWYL WWTRS QIFFA DBQSA IURYA DZEZS BXXAE
OPNFF UKIEL IVSUA YGEDI HSVMP SQMLI GEGID BZEMA YPNZR CZTGG
NDAKP NMKGB SBLPH AYAHX

e. Since the period of the messages is 26, the messages are written
out on this width. What we will now do is align the messages in flush depth
and perform a X test of the corresponding columns, arriving at & value of X
(or 2 §I.C.) for that particular aligmment.!! After this test is completed,
ve will slide Message "B" over one position with respect to Message "A", and
perform the test again; and so on for the 26 possible alignments. In order
to facilitate the comparison of the texts, we will write out Message "B" in
doubled length, as is shown in Fig. 77 below (for the first comparison);
the A, values are derived for each column and ere indicated under the re-
spective columms.

s procedure 1s somewhat akin to that demonstrated in subpar 18e 1n connection with the use of

the ¢ test to determine the number of alphabets of a relatively short cryptogram of a lengthy period See
also footnote l1onp 39
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h. Subsequent teats still give £1.C. 's in the close “vicinity of
1.00, until the 15th test is made, as follows:

1 23456 78 91011121314 151617 181920 2] 2228 24 2526
HFDCSWTQOOYCPXFNWLGPULRIUR
HFDQHCXPSSNIPGNXUVLCUDAVWA
YNKZEKXSBIPDMBNKKIFBLWTRDA
AHYQSSJVSODYEFFBIUGXLBIAYR
HRNMEMVSUASCMFKMLAFBLOICZK
KEZVHJSAGTZNEBXVERGFZIAUJZ
SIFTWSOQFGQOKZWBRECEIYCDVU
YXDMKZKT
1 23 101 1213 1415 1617 18 19 2021 2 4 9
KVChk3}XSYFGVZWTQOOEAQPZKBJWZPLERNWDKJ
KBJy/WDKJWWRHLTPEOYDPLGRCUAYVRRSLAH
GRCHY/SLAHOPWYLWWTRSQIFFADBQSAIURYAD
FADYIRYADZEZSBXXAEOPNFFUKIELIVSUAYG
FUKJ/JUAYGEDIHEHSVMPSQMLIGEGIDBZEMAYPN
GEG//AYPNZRCZTGGNDAKPNMKGBSBLPHAYARBR
MKG//AYAHX
86211 433232240624001023222 £X =65

Figure T9.

At this alignment, the mumber of comparisons is 2(8:7)+6(8:6)+12(7-7)+6(7-6) =
1240, thus Xy = .0667(1240) = 82.71, and Ap = 1‘21;0 = 47.69. The observed

X is 97, so the EI.C. here is rg_’lb_g = 2.03, which should gladden the heart

of the cryptanalyst. This is it.

i, Just when the cryptanalyst is about to relax and enjoy life, being
on the verge of cryptanalytic fructification, he observes with consternation
that at the very next alignment of the messages, a pentagraphic repetition
would come in phase, a repetition which somehow he had previously overlooked:
at the 1qgh test, the pentagraph WIQOO would be lined up between the two
messages.- So with a dejected feeling he superimposes the messages anew, notes

that Apy =.0667(1241) = 82.77, Xy = %2—1 = 47,73, and X = 65. This makes

the E1.C. = 65 = 1.36, which in turn makes the cryptanalyst quite unhappy.
¥1.73 ’

12 The mathemancal expectation of this phenomenon 1s calculated as follows Message "A" 1s 190 letters
long, and thus contans 186 pentagraphs, Message "B", of 170 letters, contains 166 pentagraphs The number
of pentagraphic comparisons 1s therefore 186x166, or 30,876 Since there are 265 different pentagraphs, the
probability of a pentagraphic coincidence between these two messages 18 30,876 or 0026, 1n other words,

265
less than 3 chances 1 1, 000
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de Graspinﬁ at straws, the cryptanalyst tries to save the situation
with the ¢ test.  For the 15th superimposition, he obtains the following:

bo = 340
b = 2025:14)+18Qk-13)+6(13-12) hgga . 178

¢p = -0667(4632) = 309
k6
SI.C. = ]3.75 = 1.94

Fine. Now for the l6th superimposition:

¢, = 298
o. = 3(15:18)+16(14-13)+7(13-12) _ o3k
r 26

& = .0667(k634) = 309
2 L
S1.c. = Z5 = 167

What did not arch the eyebrows, shrug the shoulders, or gladden the heart,
now gives a sinking feeling in the pit of the stomach.

k. Iwmpaled on the horns of a tl:l.lenllo.,l‘lr the cryptanalyst is forced to
try both hypotheses; at least there are only two--it could have been worse.
The 15th superimposition is actually the correct alignment of the messages,
so if he trusts the high €I.C., the cryptanalyst will be right the first
time. The authors hasten to assure the reader that, in spite of dark sus-
picions to the contrary, the accidental pentagraphic repetition was not
manipulated or forced, but really did happen accidentally. What this ex-
perience teaches us is that the §I.C, is more to be trusted than the 5I.C.
in matching distributions 15 , and that, evidently, in samples of this size
the probability of a very high §I.C. being reached in an incorrect case is

13 The procedure here is that demonstrated in subnar 18e

14 Of, however, a small order of magnitude

15 m Stanstical Methods 1n Cryptanalysis, par 22, Dr Kullback demonstrates the fact that the Xtest 1s
preferable to the ¢ test insofar as matching distributions 1s concerned He also shows (p 49) that if two mono-

alphabetic distributions have been merged, the expected value of § 1s given by the formula ¢ = 066T(N-1) -
0564N Ng, where N =Nj+Ng If the two distributions are of equal size (1 e , 1f Nj =N,), the expected €LC,

of two merged non-related monoalphabetic distributions will usually be 1n the vicimty of 173100 _ 137

Thus, when Message ‘A’ and Message "B’ are incorrectly superimposed in flush depth as in subpar e, the
average §LC of the merged distributions 1f found to be 142, which 1s just about what 1s expected
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less than the probability of an accidental pentagraphic repetition. In
passing, it might be well t0 keep in mind the following excerpt from
Kullback:!

"It 1s not very often that statistical analysis alone will enable the cryptanalyst to arrive at the solu-
tion of a cryptogram  Statistical apalysis will, however, enable the cryptanalyst to evaluate the desira-

bility of pursuing certain procedures and will indicate the most likely order in which to try various possible
steps 1n solution "

While we're at it, it might not hurt to keep in mind the following quotation
from an unidentified author:

"There are three kinds of lies lies, damned lies, and statistics "

1. It was stated in subpar. 4 that the two messages under discussion
vere from a set of short messages; the foregoing procedures would be con-
tinued, adding more messages to the already established depth, until a suf-
ficient number of messages were put in depth to permit of solution by means
of the ¥ test as treated in par. 69. These first two messages might by
themselves probably be unsolvable; for the student who 1s interested in
solving them, it will be added that the signature TOMLINSON is present in
Megsage "B".

13. Additional remarks.--a. As has already been indicated in subpar.
67a, the number of different alphabets in progressive alphabet systems is
not necessarily confined to 26. It is possible to have N = 25, 27, 30, 32,
36, ... 100; obviously, where N is greater than 26, the cipher characters
cannot be restricted merely to the 26 letters of the alphabet, but must
either include additional symbols, or else the cipher text must be repre-
sented by digit groups such as dinomes. If a Baudot system incorporated a
progressive alphabet prineiple, then of course the components would involve
the 32 characters of the Baudot alphabet.

b. The principles elucidated in this chapter may, of course, also be
applied to cases of progressive alphabet systems in which the progression
is by regular intervals greater than 1, and, with necessary modifications,
to cases in which the progression is not regular but follows a specific
pattern, such as the successive displacements 1-2-3-4-5, 1-2-3-4.5, ...,
or 2-5-1-3-1-4-2-3, 2-5-1-3-1-4.2-3, and so on.!” The latter types of
progression are encountered in certain mechanical cipher devices, the
study of which will be reserved for the next text.

¢. There has been a liberal sprinkling of elementary cryptomathematics
as applied to specific situations in the text thus far. This topic will be
treated in full detail in Military Cryptanalytics, Part III. In the mean-

161]:1d,p 1

17 Cases may be encountered 1n which the selection of alphabets 1s controlled by a 26-element key
comprised by a keyword-mixed sequence as a mnemontc device,
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while, the student who is interested in pursuing the subject further
will profit 1f he consults the works listed below and gleans from them
what he can, depending upon his mathematical background:

S. Kullback, Statistical Methods in Cryptanalysis, (Revised Editiom),
Washington, 1936. (Unclassified

H. Campaigne, The Index of Coincidence, Washington, 1955.
(Confidential/Modified

H, Campaigne, Statistics for Cryptology, Washington, 1951.
(Confidential)

For a first book on statistics, the following is highly recommended:

S. S, Wilks, Elementary Statistical Analysis, Princeton University
Press, 1948,

Three valuable tables exceedingly useful for cryptanalytic work are those
cited below. These documents are prefaced with an introduction which shows
how the tables are used in typical cryptanalytic applications.

Cryptanalyst's Manual, Section 5-1, Table of the Poisson Distribution
(Individual and Cumulative Tems) . Washington, 1955. (Unclassified)

Cryptanalyst's Manual, Section 5-3, cted Number of x-fold Repetitions
(Binomial Distribution), Washingt!ogm_n, 1950'.-_T_Unclassif_—)__a___1ed

Cryptanalyst's Manual, Section 5-4, Abridged Binomial Tables Applicable
to Single-Character C tic Distributions (P s 1/32, 1535, 172b ,
1/25, , washington, 195 .

Unclassified)
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