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A bkcJ~ nnposs1bibty 1s alwa}S preferable to an unwnvmcmg possib1hty 

-Aristotle 

Preface 

This text represf'nts dll extenSive expanSion and revision, both 111 scope and content, 
of the earlier \\'OrJ.. entitled "M1htan Cr)ptanal)SIS, Part 11 b} William F Friedman 
ThIS e~panSion and revision, a'1 md1cated m the preface of the fifl!t volume of tins pret.ent 
senes, "as necrss1takd by the considerable advan<'ement made m the art smce the pubhra
hon of the or1gmal vers10n 

The first 9 d1apters of Uus tut are bemg publIShed m tlm, mtcruu ed1tiou to nldke it 
readily available for use 111 < ~ ptolog1c trannng programs of the Nat10nal Serunl~ A.gene} 
and of thr Service Cn ptologic Agenm<'s The last 5 chapters and the appendices \~Ill be 
issued man mtenm version m the near future, after winch the entire text "di be formally 
published m one volume 

-LDC 
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CBAPJ!:R I 

General 
The essential difference between monoalphabet1c and polyalphabetic substitution 
Example of polyalphabetic substitution 
Primary class1ficat1on of polyalphabetic systems 
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Paragraph 
1 
2 
3 
4 
5 
6 

1. General.--a. Thia text constitutea the aecond. in the aeries of 
aix baaic teit8 on the science of cr,ptanalytica as applied to military 
comunications in general, without regard to the particular Service in
volved ( 1.e • , army, DaV7, or air force traffic) • 

b. It is aaaumed that the reader bas studied Mili~ Cr~a~ica, 
Part Y, and is tamiliar with the crntologic concei)ta, pricip~a 
techDiquea of solution of the various cr11>toa19tems treated in that text, 
this backgrou.nd is a necessar7 prerequisite to the understanding of the 
principles expounded in the present text. 

c • It is taken for granted that the student has acquired a background 
ot generalized crntologic terminolog troll the stuQ of the first text and 
its accompan7ing gloaaar7. The new terms vbich appear in this text are 
usually defined upon their first occurrence; these term, as vell as otbera 
which are nece••&r7 for cross-reference, are inclucled in the glossar,. to 
this volume (AppelldiX 1). 

d. As has been alrea~ indicated, each text baa i ta accompanying 
course Of problHB in CrJPt&DB118iB, BO that the stwlent •7 have tbe 
opportunity ot applying the principles learned to practical examples, and 
in so doing develop skill in the anal19ia of the types of crn>toa19tems 
treated in this text. The problems which pertain to this text constitute 
AppendiX 10. 

e. As vas the case in the preceding text, this present volum ia 
writtin t'rom. tbe stanclpoint that tbe reader has bad a minimum of •the•
tical backgrouncl, not be;yond elemntarJ' algebra; the authors bave endeaTOred 
to enhance this background graduall7 and progreaaiveJ.7, to enable the student 
to be better versed in the •tbeatical techniques ud applications in the 
art of cryptana1191a • As before, footnotes are used to give aclditioml 
general infor-.tion about the subject being treated, or to amplif1 11&theDB
tical principles in details 'Which •'1 be be70nd the average reader; therefore 
certain footnotes •7 be pa88ed O'ler b7 the student. '1'he next text, 
Mili~ C~~ica, Part III, Yill contain a comprehensive treatment of 
thi4&1Dentaaoceypto•tbe•tics, and vill ot neceasit7 recapitulate 
the points of 11&thel8tical observations .ae in the first tvo texts. 

1 
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t. The next paragraph will bridge the gap between the basic concept 
ot thi s19tema treated in the previous text ancl the principles to be 
introduced in this present volume. 

2. The eaaential difference between monoal 
substi u ion.--a. n t e substi ution met ar 18cuaae it s 
been pointed oui that their basic feature is that of monoalphabeticit7. 
From the cr,ptanalJtic standpoint, neither the nature of the cipber sJllbola, 
nor their •tbocl of production 18 an essential feature, although these •J 
be differentiatiag characteristics :trom. the cryptographic standpoint. It 
is true that 1n the cases of monoalphabetic substitution vith variants and 
in SJllabary squares and code charts , there is a departure, more or less 
considerable, from strict :monoalpbabeticit7. In some of the cases of variant 
s19tems indeed, there D&ybe available tvo or more wholly independent sets 
of equivalents, which, moreover, •1 even be arranged in the form of' COii• 
pletely separate alphabets. Thus, while a loose terminolOQ" might permit 
one to designate such s19tems as pol.yalphabetic, it is better to reser'te 
this nomenclature tor those cases wherein pol.Jalphabeticity is the essence 
ot the method, specifically introduced with tbe purpose ot imparting a 
positional variation in the substitutive equivalents for plaintext letters, 
in accordance with som rula directl7 or illclirectl7 connected vith the 
absolute E._OSitions tbe plaintext letters occup7 in the message. Thia point 
calls for amplification. 

b. In monoalphabetic substitution vi th variants the object of having 
different or multiple equivalents 18 to suppress, so tar as possible b7 
simple methods, the characteristic frequencies of the inclividual letters 
occurring in plain text. As has been noted, it is b7 means of these 
cbaracteristic frequencies that the cipher equivalents can uauall7be 
identified. In these SJBtems the vary'i.ng equivalents 'tor plaintext letters 
are sub.1ect to the tree choice and caprice of the encipheriag clerk; if he 
is careful and conscientious in the work, he Yill really ake use of all 
the different equivalents atf'orded b7 the s19tem; but if he is alip-ahocl 
and hurried in bis work be will use the same equivalents repeatedly rather 
than take pains and time to refer to the charts, tables, or diagram to find 
tbe variants. Moreover, and this is a crucial point, even it the individual 
enciphering clerks are e.xtre•lJ careful, when mny of' them employ the sam 
BJBtem it is entirel.J' illpoBBible to insure a complete diversit7 iD the 
enciphermentsl produced bJ tvo or more clerks working at different me88age 
centers. '1'he result is inevitably to produce plenty o't repetitions and 
near-reptitiona or isoloe;ous sequences in tbe texts emnating from several 
sta.tioas, alid W'ben texts such as these are all available tor study tbe7 are 
open to solution, by a comparison of' their similarities and dif'terences. 

1 It must be nouced however, that a complete diversity of enciphering is sometunes not necessarily 
an optimum des1dera[Um from the standpoint of cryptosecunty, a complete diversity of enc1pherments, in 

the case of uologs, would lay bare all the elements of a variant system See in this connection the example 
given m subpar 62~ in M1htary Cryptanalyncs, Part I 

2 
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c. ID true pol.Jalphabetic s19tem, on the other haDcl, there is 
established a rather definite procedure which autcmatical17 determines 
the shifts or changes in equivalents or in the mnner in Which the7 are 
introduced, so that these changes are be;yoncl the llOlllental'7vh1lll or choice 
of the enciphering clerk. When the •thocl of shitting or changing the 
equivalents is sc1ent1:.f1cal1J sOUDd and sutticiently complex, the research 
neceBB&rJ to establish the values ot the cipher characters 1a 1111Ch more 
prolonged and difficult than is the case even in complicated mnoalpba
betic substitution with variants, as will later be seen. These are the 
obJects of tne pol,alphabetic substitution s19tem • The number of such 
s19tems i• quite large, and it will be poaaible to describe in detail 
the crn>tanalJl!I is ot on!J a few of the more comm>n or typical examples 
of metho4s encountered in practical m111t&J'1 cODDUDicationa. 

d. The three •tboda, (1) single-equivalent monoalphabetic substi
tutioii, (2) monoalphabetic substitution with variants, and (3) true 
pol,alpbabetic substitution, show the following relationships as regarcla 
tbe equivalenc7 between plaintext and ciphertext units: 

A. In •thocl (1), there is a set ot 26 symbol&, a plaintext letter 
is alvaJB represented b7 one ancl only one of these sJllbols; cODVerae!J, a 
•1Jl'bol alva19 represents the sam plaintext letter. The equivalence 
between the plaintext and the cipher letters is constant in both encipher
•Dt anc1 clec iphermnt. 

B. In •thod (2) , there is a aet of n sJlllbola , where n DBJ' be an7 
DUll'ber greater than 26 and often is a multiple of that numbir; a plain
text letter •7 be represented by 1, 2, 3, ••• ditterent sJJlbola; con
Terse17, a &Jllbol alwa;ya refr9&ents the aam plaintext letter, the same 
aa ia the case in •tbod (1). '!rhe equivalence between the plaintext 

COdFIDEl'd'IAL 
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and the cit>her letters is variable in encipher.nt but coutant in 
c1ec iphe:r.Dt • 2 

C. In •thod (3), there ia as in the first •thod, a set of 26 
s111bols; a plaintext letter •7 be represented by l, 2, 3, ••• 26 
ditterent aymbola; coaverael1, a s1Jlbol •1 represent l, 2, 3, •.• 26 
different plaintext letters, depending upon the syatem and the apeci:tic 
Jce7. The equivalence 'between the pl.&1ntext and the cipher letters ia 
variable 1n both enc ipherment and dee iphermnt. 

2 As has been pointed out in the previous text, there ls a rnonoalphabetic method in wluch the 
inverse result obtains, the correspondence being constant in encipherrnent but variable in decipherment, 
this is a method not found 1n the usual books on cryptography but in an essay on that subJect by Edgar 
Allan Poe entitled, in some editions of his works, A few words on secret wn!!.!!B_and in other 
ediuons Cryptography The method 1s to draw up an enciphering alphabet such as the following 
(using Poe's example) 

Plain.. • • A B C D E F G B I J K L M B 0 P Q R S T U V W X t Z 
Cipher ••• S U AV I 'f B R I BM 0 D 0 J' 0 RT I TE R I I RB 

In such an alphabet because of repetmons m the cipher component, the plamtext equivalents are 
subject to a considerable degree of variabihty as will be seen in the deciphering alphabet 

Cipher. • • • A B c D I r G B I J IC L M • 0 p 9 R s 'f u v " x ? z 
C MGO B KJL BAJ'BD 

Plain 
U I X B Q R 
z s p v 'l 

" ? 

This type of var1abihty gives nse to ambiguities in decipherment A c1pher group such as TIEc 
would yield such plamtext sequences as~. FIG, TEU, REU, etc , which could be read only by 
~ No system of such a character would be practical for serious usage For a further dis
cussion of tlus type of cipher alphabet see Friedman W1l11am F , Edgar Allan Poe, Cryptographer, 
Signal Corps Bulletins Nos 9'1 (July-Sept ) and 98 (Oct -Dec ), 193'1 

• 
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3. :T!le of polzal;t:betic substitution·--!· A simple example 
•Y be uae illustrate t is mant by true pol.Jalphabetic substi-
tution. Suppose that two correspondents agree upon a numrical key, tor 
example, 74030274, each digit of which •ans that the plaintext letter to 
which the digit applies as a key number is to be replaced by the letter 
that stands a corresponcling number of places to the right of it in the 
nonal alphabet. For example, if Rp ia to be enciphered by ke7 nuaber 1 
it ia to be replaced by Ye. The numerical key is written over the letters 
ot the plain text. letter for letter, and is repeated until the whole text 
is covered. 3 Let the •aaase be RIIIFOH:BM!l'l'S BEIIG HJSBID. The 
enciphenent of this ••sage is shown in Fig. 1, belov. For convenience 
in counting forward (to the right) to find cipher equivalents, a norml 
alphabet ia given at the top of the figure. To decipher such a c?'1Pto-

Jlonal alphabet: 

Ke,-: 
Plain text: 
Cipher text: 

AJCDEFGBIJ1CIMIOPQRS'J 

74030 27474 03027 47403 02747 
REDO' OR:'IM Elfl'SB BIIGR USBED 
YIIQJ' Q'IGLQ EQ'l'UI IPRlU utJODC 

Figure 1. 

gram, the clerk vritea the nU111Brical kef over the cipher letters and 
then counts backward (1.e., to the left) in the nornal alphabet as nan7 
places aa inclicated by the keJ' number standing over each letter. 

b. Inatead of writing the key over and over again in orc1er to cover 
the plain text completely, the text •1' be written in aeta of letters 
correaponcli11g in length to the length of the key. Thus the text •7 be 
written underneath a ai11gle appearance of the ke;y in succeaaive abort 
horizontal lines 1eavi11g space between the lines tor the insertion of 
cipher equivalents, as shewn in Fig. 2. Instead of enciphering the letters 
by individual repeated countings, tvo strips bearing norml alphabets •Y 

74030274 
RBilfFORC 

EMElfTSBB 

I 11 G R U S B I 

D 

Figure 2. 

3 Thu system being described is known m cryptologic literature as the Gronsfeld cipher 
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be Juxtaposed in the proper relative positions to encipher a Whole 
column of letters at one setting of' the strips • Thus for tbe first 
column, with the key number 7. the strips are Juxtaposed so that the 
f'irat letter in the column, !!! . , Rp (which is to be represented by 
the seventh letter to the right of it, and is therefore to be 
enciphered by Ye of' the lower strip) is directly above Ye, as follows: 

Plain: 
Cipher: 

The equivalents tor the rest of the letters of the first column may 
now be written under their respective plaintext letters, reference 
being DBde to the enciphering alpbabet to see vbat the cipher letters 
should be: Ep • Le ; Ip • Pc , and Dp • Kc • For the second column, the 
two strips are Juxtaposed as f'ollova: 

Plain: 
Cipher: 

Ala>BFGBIJKIMROPQ.RS'l'UVWX?Z 
~El'GHIJICIMl'fOPQBSTOVWXYZAB:DEFGllIJKI.MROPQRS'l'UVWXlZ 

Tbe cipher equivalents tor the second column are: Ep = Ic ; Mp = Qc; 
and lip = Re • The process is continued in this manner until all the 
colUJIDS have been enciphered as shown in the diagram below: 

74030274 
REIBFORC 
YIIQP'QYC 

EMElfTSBE 
LQEQTUII 

IBGRUSHE 
PRGUUUOI 

D 
K 

The cipher text is then transcribed in five-letter groups for trans
mission, viz., YIIQF QlGLQ EQT(JI IPMU UUOIK. This systematized pro
cedure baa the merit of being taster, less laborious, and less liable 
to error than the method shown in subpar. 3!,. 

4. Prinary classification of' polyalpbabetic systems .--a. A primary 
classification ot polyalpbabetic systems into two rather distinct types 
may be made: (l) periodic systems and (2) aperioclic systems. When the 
enciphering process involves a cryptographic treatment which is repe
titive in character, and which results in the production ot cyclic 
~omena in the cryptographic text, the system is termed periOdic. 

the enciphering process is not of the type described in the fore
going general terms, the system is termed aperiodic. The substitution 
in both cases involves tbe use of two or more cijher alphabets. 

6 
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conmnI:Ma 

b. The cyclic phenomena inherent in a periodic system may be 
exhibited externally, in which case they are said to be pe.tent, or they 
may not be exhibited externally, and must be uncovered by a preliminary 
step in the analysis in which case they are said to be latent. Tbe 
periodicity maybe quite definite in nature, and therefore determinable 
with mathematical exactitude alloving for no variability. in which case 
the periodicity is said to be fixed. In other instances the periodicity 
is more or less flexible in character and even though it maybe determi
nable mthematically allowance must be mde tor a degree ot variability 
subject to limits controlled by the specific system under investigation. 
The periodicity is in this case said to be flexible. or variable within 
limits. 

(1) Those in which only a few of a whole set of cipher alphabets are 
used in enciphering individual messages, tbese alphabets being employed 
repeatedly in a f'ixed sequence throughout each message. Because it is 
usual to employ a secret word, phrase, or number as a key to determine 
the number identity, and sequence with which the cipher alphabets are 
employed, and this ke7 is used over ancl over again in encipherment, this 
method is often called the repeatiag-keY sptem, or the ~sting-alphabet 
s;yatem. In this text the designation "repeating-key s,ateili will be used.4 

(2) Those in which all the cipher alphabets comprising the complete 
set for the s,atem are employed one after the other successively in the 
encipherment of a message, and when the last alphabet of the series bas 
been used. the encipherer begins over again with the first alphabet. This 
is commonly referred to as a Fogressive-alpbabet system because the 
cipher alphabets are used in progression. 

6. Sequence of stud~ of polyalphabetic systems .--a. In the studies 
to be f'oiloved in connecton wlthpolyalpbabetic sJBtemi, the order in 
vhich the work will proceed conforms ver;y closely to the classifications 
made in pars. Ii. and 5. Periodic polyalpbabetic substitution ciphers will 
come first, because they are, as a rule, the simpler and because a thor
ough understanding of the principles of their analysis is prerequisite to 
a comprebens ion o:f how aperiodic systems are solved. But in the final 
analysis the solution of examples of both t~a rests upon the conversion 
or reduction of polyalpbabeticity into monoalphabeticity. If' this is 
possible, solution can always be achieved, granted there are sufficient 
data in the final monoalphabetic distributions to permit of solution by 
recourse to the ordinary principles of frequency. 

4 French tennmology calls this the "double-key method", but there u no logic in such nomenclature 
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b. First in the order of study of periodic systems will come the 
anal,&'is of' repeating-key systems . Some of' the more simple varieties 
vill be discussed in detail, vith examples. Subsequently, ciphers of 
progressive alphabet s,ate• Will be discussed. There Vill then follow 
a treatment of pol,alpbabetic bipartite systeJDB, monome-dinome systems 
with c,clic additives, and periodic digraphic systems. Aperiodic systems 
vill be treated in detail in Military Cr;yptanalyt;ics, Part III. 
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CHAPJ!ER II 

Classification of cipher alphabets upon the basis of their derivation 
Primary components and secondary alphabets 

Paragraph 
7 
8 

The use of key words to indicate number, identity and seqience of cipher alphabets employed 
Cipher disks 

9 
10 
11 
12 
13 

Square tables 
Square tables employmg mixed alphabets 
Further remarks on pnmary components 

7. Classification of' cipher alphabets upon the basis of their 
derivation.--a. The substitution processes in polyalphabetic methods 
involve the uie of a plurality of cipher alphabets. The latter ay be 
derived bJ' various schemes , the exact nature of which determines the 
principal characteristics of the cipher alphabets and plays a very 
important role in the preparation and solution of polyalphabetic crypto
grams. For these reasons it is advisable, before proceeding to a 
discussion of the principles and methods of analysis, to point out these 
various types of cipher alphabets, show how the7 are produced, and hoY 
the method of their production or derivation my be mde to J'ield important 
clues and shortcuts in analysis. 

b. A primary classification of cipher alphabets tor polyalphabetic 
substitution may be made into the two following types: 

(1) Independent or unrelated cipher alphabets. 
(2) Derived or interrelated cipher alphabets. 

c. Independent cipher alphabets may be disposed of in a very tev 
words: They are merely separate and distinct alphabets showing no rela
tionship to one another in any way. They may be compiled by the various 
methods discussed in par. 39 of Military Cryptanalyt;ica, Part I. The 
solution of cryptograms written by means of such alphSbets is rendered 
more diff'icult by reason of' the absence of any relationship between the 
equivalents ot one cipher alphabet and those of any of the other alphabets 
of the same cryptogram. On the other hand, from the point of view of 
practicability in their production and their handling in encJ'1Pting and 
decrypting, they present some diti"icultiea which nake them less favored 
by crn>tographers than interrelated cipher alphabets. 

d. Derived or interrelated alphabets, as their name indicates, are 
moat c011110nly produced by the interaction of tvo priary components , which 
when Juxtaposed at the various points of coincidence can be made to yield 
secondary alphabets • 
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8. Primary components and secondary alphabets • --Tvo basic, slidable 
sequences or components of n ch&racters each vill 7ield n secondary 
alphabets. The components iiay be classified according tO various schemes. 
For Cl'JPtan&lytic purposes the following classification will be found 
uaetul; 

Case I. The primary components are both norml sequences • 

a. The sequences proceed in tbe same direction. (The aecondarf 
alphabets are direct standard alphabets.) (Pars. 20-22.) 

b. The sequences proceed in opposite directions. ('.rbe secondary 
alphabets are reversed standard alphabets; they are al.ao reciprocal cipher 
alphabets.) (Subpars. 20!, 211.) 

Case II. The pr1mary components are not both nonal sequences • 

a. The plain component is noral, the cipher component is a miXed 
aequeice. (The secondary alphabets are mixed alphabets.) (Para. 26-35.) 

b. The plain component is a miXed sequence, the cipher component is 
nornaI. (The secondary alphabets are mixed alphabets , ) (Par. ~6.) 

.!:. • Both components are mixed sequences • 

l. Components are identical mi '{ed sequences • 

(a) Sequences proceed in the same direction. (The seconclarJ' 
alphabets are mixed alphabets.) (Par. 41.) 

(b) Sequences proceed in opposite directions. (Tbe secondary 
alphabets are reciprocal mixed alphabets.) (Par. 55.) 

2. Components are different mixed sequences • ('l'be secondary 
alphabets are mixed alphabets • ) (Par. 56.) 

9. The use of ke words to indicate DWll'ber identit and se uence 
of cip r a p emp oyed.·-!,· reference is ma o t two set inga 
of alphabet strips in aubpar. 3b, it will be noted that in the first 
setting, Ap • Be, and in the second setting, Ap • Ee. If the eight 
aettiags of the strips are studied it will be found that the letters which 
An represents successivel;y are H, E, A, D, A, C, H, and E, giving the word. 
BIADACBE. These settings, when f'irst presented in the f'oregoiag descrip
tion, correspond merely to tbe numerical ke:y 74030274, but this uumerical 
ke7 is also expressible in term of letters, vbicb when put together 
properly spell a word. This i• onl)? another way of' sbowiag tbat key words 
•1 be emplo19d in this type of' substitution as in those previously 
described.. Key words of' various lengths and composition ma7 be used, 
consisting of single vords, long phrases or sentences. In general, the 
longer the ke7 the greater is the degree ot cryptographic securit7. 

CORI' IDEN'l'IAL 10 
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b. The DUllber ot ele•nta in the key--that is, that number of letters 
or ttiures composing 1t--4etermines the DUlllber ot alphabets to be emplo,ed. 
The identity of each element of the key, the specific letter or figure it 
happens to be , determines specifically which of a set of cipher alphabets 
pertaining to the Whole s19tem will be used. And the specific sequence 
or relative order of the elemnts ot the key determines specificall7 the 
sequence with Vbicb the cipher alphabets are emplo19d within the encipber
•nt. Tbe total number of cipher alphabets pertaining to or composing the 
SJBtem m7 be limited or unlimited. When the7 are produced as a result ot 
the sliding of' two basic or priDBJ7 alphabets against each other, the nwn
ber is limited to 26 in the English alphabet. 

c. A brief notation for indicating or designating a specific key 
letter is to suttiX the subscript "k" to it, Just as the subscripts "p" 
and "c" are suffixed to letters to indicate letters of the plain text or 
cipher text, respectivelJ. When the key letter occurs in an equation, it 
can be enclosed within parentheses to avoid ambiguity. Thus Bp(Dtt) • Ee 
•ans tbat the plaintext letter B When enciphered by the ke7 letter D (in 
a certain alphabet s19tem) yields the cipher letter E. 

10. Cipher disks·--!· In subpar. 3!_, it was noted that the separate 
alphabets emplo,ed in the encipherment are produced b7 the use of only two 
strips ot paper bearing the normal alphabet. Such strips are often referred 
to as sliding alphabets, because they can be shifted or slid against each 
other in any one ot 26 points ot contact or coincidence. Exactly the same 
results, so tar as cipher equivalents are concerned, can be obtained b7 the 
use of other devices. First, there are the so-called cipher wheels or 
cipher disks in which an alphabet is written on the periphery of a rotating 
disk, the circumference of which is divided into 26 equal segments, and this 
disk is mde to revolve concentrically upon a similar but sU.ghtly larger 
fixed disk. Fig. 3 shows the now obsolete U .s. Anq Cipher Disk, which 
is or this simple type. Here the alphabetic sequences are printed on 
glossy celluloid, are permnent, and admit of Do variation. The use of 
unglazed celluloid upon which blank segments appear would permit of writing 
letters and erasing them as otten as desirable. Thus, quick and easy 
change of alphabets would be possible. 

b. The cipher alphabets produced by the cipher disk shown in the 
figure are merely reversed standard alphabets, the same as are produced 
by the use of sliding strips of paper, and by the use of certain tables 
which are discussed below. The method ot empl07ing the disk needs no 
discussion. It may serve in monoe.lpbabetic or polyalpbabetic substitution 
with a key word or key number. 

11 
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1., c11c1pher a m~s:.age tlte key letter or the first letter of the 
key word or phrase IS set opposite 'a ' Let us assume 1t 
to be 1'. The cipher letters to be written arc tbose 
011posite the text letter "hen a on the circle 19 set 
opposite ' E' on the card For example sencl powder' 
would be "ritten MARBPQIBA 'i'" To use a key "ord 
or phra•e each lett<r 1s used m turn to encipher one letter 
only \\ hen the la•I lett<r of the kc) \\Ord '" u•ed repeat 
untd all letter< of the me••"'&C are encipliered Numbers 
"hen enciphered "1th the disk must be spelled out 

Figure 3. 

11. Square tables .--a. Tables known in the literature ot crn>tog
raphy under various names .-such as "Vigenere Square", "Vigenere Table", 
"Square Table", "Pythagorean Table" , etc . , are often employed in poly
alphabetic substitution. All the results produced by their use can be 
duplicated by the employment of sliding alphabets or revolving disks. 
The modern form of the Vige.are Square is shown in Fig. 4 • Such a square 
may be used in various ways, differing from one another in minor details. 
The most common method is to consider the top line of the table as con
taining the plaint.ext letters, the first column at the left as containing 
the key letters. Tb.en each succeasive horizontal line contains the cipher 
equivalents for the plaintext sequence AB: ••• z enciphered by the key letter 
which stands at its left in the first column. Thus, the cipher alphabet 
corresponding to key letter D is the sequence of' letters in the tourth 
horizontal line under the plaint.ext line, where Ap • De, Bp • le, etc • It 
will be easy to remember, in using such a table, that the equivalent of 
a given pl.a inte:xt letter, Tp, tor example, enciphered by a given key letter, 
ot, lies at the intersection of the vertical column headed by T, and the 
horizontal rCJfl begun b7 o. In this case Tp(Ot} • Be. The same result 
will be found on referring to sliding, direct standard alphabets. 

12 
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PlaiD text 

ABCDEFGBIJKLMIOPQRSTUVWXYZ 
AABCDEFGBIJKLMIOPQRSTUVWXYZ 
BBCDEFGBIJKLMIOPQRSTUVWXYZA 
CCDEFGBIJKLMBOPQRSTUVWXYZAB 
DDEFGBIJKLMIOPQRSTUVWXYZABC 
EEFGBIJKLMNOPQRSTUVWXYZABCD 
PFGBIJKLMBOPQRSTUVWXYZABCDE 
GGHIJKLMBOPQRSTUVWXYZABCDEF 
BBIJKLMBOPQRSTUVWXYZABCDEFG 
IIJKLMBOPQRSTUVWXYZABCDEFGH 
JJKLMIOPQRSTUVWXYZABCDEFGHI 
KKLMNOPQRSTUVWXYZABCDEFGBIJ 
LLMBOPQRSTUVWXYZABCDEFGBIJK 
MMBOPQRSTUVWXYZABCDEFGBIJKL 
BBOPQRSTUVWXYZABCDEFGBIJKLM 
OOPQRSTUVWXYZABCDEFGHIJKLMB 
PPQRSTUVWXYZABCDEFGBIJKLMBO 
QQRSTUVWXYZABCDEFGBIJKLMNOP 
RRSTUVWXYZABCDEFGHIJKLMNOPQ 
SSTUVWXYZABCDEFGBIJKLMNOPQR 
TTUVWXYZABCDEFGHIJKLMBOPQRS 
UUVWXYZABCDEFGHIJKLMNOPQRST 
VVWXYZABCDEFGBIJKLMNOPQRSTU 
WWXYZABCDEFGHIJKLMBOPQRSTUV 
XXYZABCDEFGBIJKLMIOPQRSTUVW 
YYZABCDEFGHIJKLMBOPQRSTUVWX 
ZZABCDEFGBIJKLMIOPQRSTUVWXY 

Figure ~ • The Vigenere Square 

Cipher 

b. Minor mod1f'1catioas of' the Vigenere Square are encountered. If' 
the t0p line is made a reversed nonal sequence, leaving the interior of 
the table unchanged, or if the successive horizontal rovs are made to 
contain the reversed nonal sequence, leaving the top row (plain text) 
unchanged, then the results given b7 using the table are the same as 
those given b7 using the cipher disk shmm in Fig. 3. Again, the same 
general resuits can be obtained by using a set of alphabets in tabular 
form known under the names of Porta's Table and Napoleon's Table, which 
is shown in Fig • 5 • 

13 
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AB 

CD 

GB 

IJ 

KL 

MR 

OP 

QR 

ST 

UV 

wx 
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ABCDEFGHIJKLM 
IOPQRSTUVWXYZ 
ABCDEFGBIJKLM 
OPQRSTUVWXYZlf 
ABCDEFGHIJKLM 
PQRSTUVWXYZllO 
ABCDEFGHIJKLM 
QRS!'UVWXYZIOP 
A:BCDEFGHIJKLM 
RSTUVWXYZ:ROPQ 
ABCDEFGHIJKLM 
STUVWXYZIOPQ.R 
ABCDEFGHIJKLM 
TUVWXYZROPQRS 
ABCDEFGBIJKLM 
UVWXYZIOPQRST 
ABCDEFGHIJKLM 
VWXYZBOPQRSTU 
ABCDEFGBIJKLM 
WXYZNOPQRSTUV 
ABCDEFGBIJKLM 
XYZNOPQRSTUVW 
ABCDEFGBIJKLM 
YZBOPQRSTUVWX 
ABCDEFGBIJKLM 
ZBOPQRSTUVWXY 

Figure 5. 

In this table tbe alphabets are all reciprocal, for example, Gp(Wk) • Be, 
Rp(Wk) • Ge. Reciprocal alpbabeta 'When arranged in this form are BODetimes 
called complementary alph&bets. :Rote tbat in each alphabet either of tvo 
letters my serve as key letter ind1tterentl7: Gp(Wk) or Gp(Xk) • Be • 

c • Another modification of the basic table, ancl one that emplOJB 
numbers instead of letters as cipher equivalents is shova in Fig. 6. Since 
many more than 26 different equivalents are available (100 pairs of digits 
from 00 to 99), it is possible to insert many plaintext elements in the top 
line of the table in addition to the 26 letters. For example, one could have 
the 10 digits, a few common double-letter combinations. such as DD, u., RR, 
and SS; a fev of the most trequentl7 used digraphs, such as TH, ER, m, or 
even such common syllables as DT, Im, and IOB. The table shown in Fig. 6 
va.s used by the Italian arm:,y in Worlcl War I, and was known as the 
"Cifrario militare tascabile" (Pocket military cipher). 
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a 
b 
c 
d 
e 
r 
g 
h 
l 

J 
k 
1 
m 
n 
0 

p 
q 
r 
B 

t 
u 
v 
w 
z 
y 

• 
• 

abcdefgh1 

10 1112 13 14 15 16 17 18 
11 12 13 14 15 16 17 18 19 
121314151617181920 
13 14 15 16 17 18 t9 20 21 
141516171819202122 
15 16 17 18 19 20 21 22 23 
16 17 18 19 20 21 22 23 24 
17 18 19 20 21 22 23 24 25 
18 19 20 21 22 23 24 25 26 
19 20 21 22 23 24 25 26 27 
20 21 22 23 24 25 26 27 28 
21 22 23 24 25 26 27 28 29 
22 23 24 25 26 27 28 29 30 
23 24 25 26 27 28 29 30 31 
24 25 26 27 28 29 30 31 32 
25 26 27 28 29 30 313233 
26 27 28 29 30 31 32 33 34 
27 28 29 30 31 32 33 34 35 
28 29 30 31 32 33 34 35 36 
29 30 31 32 33 34 35 36 37 
30 31 32 33 34 35 36 37 38 
31 32 33 34 35 36 37 38 39 
32 33 34 35 36 37 38 39 40 
33 34 35 36 37 38 39 40 41 
34 35 36 37 38 39 40 41 42 
35 36 37 38 39 40 41 42 43 

a b c d e f g h 1 

• -
a 
b 
c 
d 
e 
f 
g 
h 
i 
J 
k 
1 
m 
n 
n 
p 
q 
r 
B 

t 
u 
v 
w 
lt 

)' 

.I 

• 

J k lmnopqr • atuvwxy.1 

19 202122 23 24 25 26 27 a 28 29 30 31 32 33 34 35 
20 21 22 23 24 25 26 27 28 b 29 30 31 32 33 34 35 36 
21 22 23 24 25 26 27 28 29 c 30 31 32 33 34 35 36 37 
22 23 24 25 26 27 28 29 30 d 313233 34 35 36 37 38 
23 24 25 26 27 28 29 30 31 e 32 33 34 35 36 37 38 39 
24 25 26 27 28 29 30 31 32 f 33 34 35 36 37 38 39 40 
25 26 27 28 29 30 31 32 33 g 34 35 36 37 38 39 40 41 
26 27 28 29 30 31 32 33 34 h 35 36 37 38 39 40 41 42 
27 28 29 30 31 32 33 34 35 l 36 37 38 39 40 41 42 43 
28 29 30 31 32 33 34 35 36 J 37 38 39 40 41 42 43 44 
29 30 31 32 33 34 35 36 37 k 38 39 40 41 42 43 44 45 
30 313233 34 35 36 37 38 1 39 40 41 42 43 44 45 10 
31 32 33 34 35 36 37 38 39 m 40 41 42 43 44 45 10 11 
32 33 34 35 36 37 38 39 40 n 41 42 43 44 45 10 11 12 
33 34 35 36 37 38 39 40 41 0 4243444510111213 
'14 35 36 37 38 39 40 41 42 p 43 44 45 10 11 12 13 14 
35 36 37 38 39 40 41 42 43 q 44 45 10 11 12 13 14 15 
36 37 38 39 40 41 42 43 44 r 4510111213141516 
37 38 39 40 41 42 43 44 45 8 10 11 12 13 14 15 16 17 
38 39 40 41 42 43 44 45 10 t 11 12 13 14 15 16 17 18 
39 40 41 42 43 44 45 10 11 u 12 13 14 15 16 17 18 19 
40 41 42 43 44 4.5 10 1112 v 13 14 15 16 17 18 19 20 

41 42 43 « 4& 10 II 12 13 ~ 14 15 16 17 18 19 20 21 
42 43 44 45 10 11 12 13 14 x 1516171819202122 
43 44 45 10 11 12 13 14 15 )' 16 17 18 19 20 21 22 23 
44 45 10 11 12 13 14 15 16 • 171819 202122 23 24 

Jk lmnopq r • atuvwzy.1 

Figure 6. 

• 0 I 2 3 4 S 6 7 8 9 • 
a 36 37 3839 40 414243 44 45 a 
b 37 3839 40414243 44 4510 b 
c 38 39 40 41 42 43 44 45 10 11 c 
d 39 40 41 42 43 44 45 10 11 12 d 
e 40 41 42 43 44 45 10 11 12 13 e 
f 41 42 43 44 45 10 11 12 13 14 f 
g 42434445101112131415 g 
h 43444510111213141516 h 
l 44 45 10 11 12 13 14 15 16 17 l 

J 45 10 11 12 13 14 15 16 17 18 J 
k 10 11 12 13 14 15 16 17 18 19 k 
I 11 12 13 14 15 16 17 18 19 20 I 

m 12 13 14 15 1617 18 19 20 21 m 
n 13 14 15 16 17 18 19 20 21 22 D 

0 14 15 16 17 18 19 20 21 22 23 0 

p 15 16 17 18 19 20 21 22 23 24 p 
q 16 17 18 19 20 21 22 23 24 25 q 
r 17 18 19 20 21 22 23 24 25 26 r 
8 1819 20 212223 24 25 26 27 8 

t 19 20 21 32 23 24 25 26 27 28 t 
u 20 21 22 23 24 25 26 27 28 29 u 
v 21 22 23 24 25 26 27 28 29 30 v 
w 22 23 24 25 26 27 28 29 30 31 \V 

x 23 24 25 26 27 28 29 30 31 32 x 
y 24 25 26 27 28 29 30 31 32 33 y 
z 25 26 27 28 29 30 31 32 33 34 z 

• 0 1 2 3 4 s 6 7 8 9 • 
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12. Square tables ii!loeng miXed alphabets . --a. In the tables thus 
tar siiOVii theaipbabets ~ een direct or reversed-stanclard sequences, 
but just as mixed sequences •Y be written upon sliding strips and re
volving disks, so can mixed alphabets appear in tabular form. The table 
shown in Fig. 7, based upon the ke:fVOrd sequence derived from the word 
LEAVEllWORTB, is an example that is equivalent to the use of a strip 

Plain text 

ABCDEFGHIJKLMIOPQRSTUVWXYZ 
LEAVIVORTHBCDPGIJKMPQSUXYZ 
EAVBWORTHBCDFGIJKMPQSUXYZL 
AVBWORTBBCDFGIJKMPQSUXYZLE 
VIWORTHBCDFGIJKMPWSUXYZLEA 
•WORTHBCDFGIJKMPQSUXYZLEAV 
VORTHBCDFGIJKMPQSUXYZLEAVI 
ORTHBCDFGIJKMPQSUXYZLEAV•W 
RTHBCDFGIJKMPQSUXYZLEAVBWO 
THBCDFGIJKMPQSUXYZLEAVBWOR 
HBCDFGIJKMPQSUXYZLEAVIWORT 
BCDFGIJKMPQSUXYZLEAVIWORTB 
CDFGIJKMPQSUXYZLEAVIVORTBB 
DFGIJKMPQSUXYZLEAVBWORTBBC 
F G I J K M P W S U X Y Z L E A V B W 0 R 'l' B B C D Cipher 
GIJKMPQSUXYZLEAVIWORTHBCDF 
IJKMPQSUXYZLBAVIWORTBBCDFG 
JKMPQSUXYZLEAVIWOR'l'BBCDFGI 
KMPQSUXYZLBAVBWOR'l'BBCDFGIJ 
MPQSUXYZLBAVBWOR'l'HBCDFGIJK 
PQSUXYZLBAVBWOR'l'BBCDFGIJKM 
QSUXYZLEAVIWORTHBCDFGIJKMP 
SUXYZLEAVBWORTBBCDFGIJKMPQ 
UXYZLEAVBWORTHBCDFGIJKMPQB 
XYZLEAVBWORTHBCDFGIJKMPQSU 
YZLEAVBWORTHBCDFGIJKMPQSUX 
ZLEAVBWOR'l'HBCDFGIJKMPQSUXY 

Figure 7. 

bearing that keJVOrd sequence eliding against another strip bearing the 
normal alphabet. '.fbe usual •thod of using such a table is the same as 
that in the preceding cases . The only difference is that the key letters 
m.u.st now be sought in a mixed sequence, whereas in the preceding tables 
the7 were located in direct or reversed standard sequences • Example, 
wsing Fig. 7: Cp(Sk) • le· 

b. Fig. 8 illustrates a case in which a mixed alphabet is sliding 
againit itself. The usual method ot emplo7ing such a table is exactly 
the same as that explained bef'ore • The onl7 difference is that both the 
plaintext letters and the key letters must be looked for in mixed sequences. 
Example, using Fig. 8: Up(Rk) = V c • 
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QUESTIOBABLYCDFGHJKMPRVWXZ 
UBSTIOBABLYCDFGBJKMPRVWXZQ 
ESTIOBABLYCDFGBJKMPRVWXZQU 
STIOIABLYCDFGHJKMPRVWXZQUE 
TIOIABLYCDFGBJKMPRVWXZQUES 
IOIABLYCDFGHJKMPRVWXZQUEST 
OIABLYCDFGBJKMPRVWXZQUESTI 
IABLYCDFGHJKMPRVWXZQUESTIO 
ABLYCDFGBJKMPRVWXZQUESTIOI 
BLYCDFGBJXMPRVWXZQUESTIOBA 
LYCDFGHJKMPRVVXZQUESTIOBAB 
YCDFGRJKMPRVWXZQUESTIONABL 
CDFGRJKMPRVWXZQUESTIOKABLY 
DFGBJKMPRVWXZQUESTIOBABLYC 
FGBJKMPRVWXZQUESTIOBABLYCD 
GBJKMPRVWXZQUESTIOBABLYCDF 
BJKMPRVWXZQUESTIOBABLYCDFG 
JKMPRVWXZQUESTIOIABLYCDFGH 
KMPRVWXZQUESTIOIABLYCDFGHJ 
MPRVWXZQUESTIOBABLYCDFGHJK 
PRVWXZQUESTIOBABLYCDFGHJKM 
RVWXZQUESTIOKABLYCDFGHJKMP 
VWXZQUESTIOIABLYCDFGHJKMPR 
WXZQUESTIOBABLYCDFGHJKMPRV 
XZQUESTIOIABLYCDFGHJKMPRVW 
ZQUESTIOBABLYCDFGHJKMPRVWX 

Figure 8. 

c. In empl07ing sliding alphabets it is usual to set tbe ke7 let
ter ai located in the cipher component opposite the letter A as located 
in the plain component or the key letter as located in the cipher com
ponent my be set opposite the initial letter of the plain component. 
In all examples preceding that in Fig. 8, the key letter has been A. In 
Fig. 8, since the plain component is also a mixed sequence and its initial 
letter is Q, the sliding alphabets are set against each other so that the 
given key letter in the cipher component is opposite Q in the plain com
ponent. Thus, to duplicate the results given by the use of' Fig. 8 in 
finding the value of Up(Ric) , it is necessary to set the sliding strips in 
the f'olloving relative positions: 

Plain: QUES'l'IOBAm.1CDFGHJKMPRYWXZ 
C ipber: QUES'l'I011ABL1CDFGBJXMPRYWXZQUBSTI011ABLEDFGBJXMPRYWXZ 

Here it is seen that Up(Rit) = Ve, which is identical with the result 
obtained from the use of the table. There are other ftJB of using the 
table, however, each having a correspondingly modified method of employing 
sliding strips in order to obtain identical results; these ways and methods 
will be discussed in the next paragraph. 
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d. In addition to cryptographic scheme in Which there are cipher 
aquaria composed of alleles of a basic sequence to produce the various 
alphabets, it is of course possible to haven unrelated, ranclom-mixed 
alphabets (here !! can be !!!l number) used cyclically to encipher the 
letters of a message • Such a scheme cannot be reduced to tvo components, 
ancl therefore would require the alphabets written out in a mtrix or in 
tabular form. For instance a &JBtem might incorporate 1,000 clifterent 
mixed alphabets, nwnbered from 1-1,000, then alphabet 1 might be used to 
encipher the first letter of each •asage, alphabet 2 the second letters, 
etc. There are also cryptographic schema in which certain alphabets out 
ot a total are selected tor enciphering a given message, the selection 
being governed by an indicator, or the date, or a similar convention. 
These a19tema vill be discussed in greater detail in Chapter XI. 

13 • Further remrks on primar7 components • --a. In preceding para
graphs it baa been shovn tb&tthe equivaleDts obta!mble :f'rom the use of 
aq\1&re tables my be duplicated by the use of revolving cipher disks or 
of sliding primey components It vas also stated that there are various 
vaJB of empl~ing such tables, disks, and sliding components. Crypto
graphically the results m7 be quite diverse from ditterent methods of 
using such paraphernalia, since the specific equivalents obtained 'from 
one metbocl •7 be altogether different from those obtained from another 
method. But tram the cryptanalJtic point ot view the diversity referred 
to is of little significance; only in one or tvo cases does the specific 
mthod of emploJing these cryptographic instrumentalities have an important 
bearing upon the procedure in ceyptanal;yaia. However, it is advisable 
that the st11dent learn something about these different methods before 
proceeding vith further vork. 

b. There are, not tvo, but four letters involved in every case of 
finding equivalents by miiiis ot sliding prU.17 components; furthermore, 
the determination of an equivalent for a given plaintext letter is re
presentable b)" tvo equations involving tour elements, usually letters. 
Three of these 'i.itters are by this tim1iill-known to and understood by 
the student, viz., et, ep, and 9c. The fourth element or letter baa been 
passed over witbout much ccmnent, but cryptographically it is just as 
important a factor as the other three. Its tunction my beat be indicated 
b7 noting what happens when tvo primey components are juxtaposed., tor 
the purpose of findi'Dg equivalents • Suppose these components are the 
following sequences: 

(1) A B C D E F G H I J K L M :I 0 P Q R S T UV W X Y Z 
(2) I' B P Y R C Q Z I G S E H T D J U M K V A L W I 0 X 

Row suppose one is merely asked to find the equivalent of Pp when the key 
letter is K. Without :turther specification, the cipher equivalent cannot 
be stated; for it is necessary to know not only which K will be used as 
the key letter, the one in the component labeled (1) or the one in the 
component labeled (2), but also what letter the Kk Vill be set against, in 
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order to juxtapose the two components. Most of the tine, in the pre
ceding text, these two factors have been tacitl.7 assumed to be fixed 
and well unaerstood: the Kt is sought in the mixed, or cipher com
ponent, and this K is set against A in the normal, or plain component. 
Thus: 

(1) Plain: 
(2) Cipher: 

Index Plain 
~ t 
.AB:DEFGBIJKI.MIOPQRSmvwxtz 

FBPYR:QZIGSER'.l'DJUMKVAIDOXF'BP!R:QZIGSERmJUMKVALWIOX 
t t 

Key Cipher 

With this setting, Pp • Zc. 

c • The letter A in this case •:J be termed the index letter, 
sJDibolized A1• The index letter constitutes the fourth ele•nt involved 
in the two equations applicable to the finding of equivalents by sliding 
components • The tour elements are therefore these: 

(1) The key letter, 0t 
(2) The index letter, 9i 
( 3) The plaintext letter, ep 
( 4) The cipher letter' ec 

The index letter is commonly the initial letter of the component; but 
this, too, is only a convention. It might be any letter ot the sequence 
constituting the component, as agreed upon by thi correspondents. However, 
in the subsequent discussion it will be assumed that the index letter is 
the initial letter of the com.ponent in V'hich it is located, unless other
wise stated. 

d. In the foregoing case the enciphering equations are as follows: 

(I) Kk • At; Pp • Zc 

But there is nothing about the use of sliding components which excludes 
other methods of finding equivalents than that shown above. For instance, 
despite the labeling of the tvo components as shovn above, there is nothing 
to prevent one from seeking the plaintext letter in the component labeled 
(2), that is, the cipher component, and taking as its cipher equivalent the 
letter opposite it in the other component labeled (1). Thus: 

Thus: 

(1) 
(2) 

Index Cipher 
i ~ 
APCDEFGBIJKI.MIOPQRSTUVWXYZ 

F!PIK:QZIGSEB'.rDJUMKVAlllNOXl'BPlH:QZIGSEBTDJUMKVAlllNOX 
t t 

Key Plain 

(II) Kk • A1 ; Pp =Kc 
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e. Since equations (I) and (II) yield different resultants, even 
Vi.th the same index, key, and plaintext letters, it is obvious that an 
accurate formla to cover a specific pair of enciphering equations must 
include data showing in what component each of the four letters comprising 
the equations is located. Thus, equations (I) and (II) should read: 

(I) Kt in component (2) =Ai in component (l); Pp in component (l) 
• Zc in component (2). 

(II) Kt in component (2) • A1 in component (l); Pp in component (2) 
• Kc in component ( 1) • 

J'or the sake of brevity, the following notations will be used: 

(l) 'fi/2 • A1/l; pp/l • Zc/2 

(2) Kk/2 = At/li Pp/2 • 'Kc/1 

f. BmploJing two sliding components and the four letters entering 
into in enciphering equation, there are, in all, twelve different resultants 
possible for the same set of components ancl the sam set of four basic ele
•nts. These twelve differences in resultants arise from a set of twelve 
different enciphering conditiona,1 as set forth below (the notation adopted 
in subpar. !. is used): 

(1) 9t/2 = &1/1i 9p/l = 8c/2 (7) 9t/2 = 8p/l, 8i/2 = &c/l 

(2) &t./2 • &1/1i 9p/2 • 8c/l (8) 9t./2 = ec/li 91/2 = ep/l 

(3) 6t/1 • ei/2i ep/l • ec/2 (9) 6r./1 • ep/2; 9i/l • 9c/2 

(~) 9t/1 • 91/2i 9p/2 • ec/1 (10) 9t./1 = ec/2; ei/l • ep/2 

(5) 9t./2 • ep/l; ei/l • 9c/2 (11) 9t./1 • ep/2; ei/2 • ec/1 

(6) 8ic./2 • 9c/1i ei/l • ep/2 (12) 9t/1 • ec/2; ei/2 • ep/l 

I.· The twelve resultants obtainable from Juxtaposing sliding com
ponents as indicated under the preceding subparagraph na~ also be obtained 
either from one square table, in which case twelve different methods of 
finding equivalents must be applied, or from twelve different square tables, 
in vhich case .2!!! standard method of finding equivalents vill serve all 
purposes. 

1 
Equations (1) and (2) are the most widely used and are referred to in cryptograptuc literature as tb.e 

V1geriere rype of enc1phennent, (5) and (6) are the equations of the Beaufort type, and (9) and (10) are the 
Delastelle type 
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h. If but one table such aa that abovn belov in Fig. 9 ia emplo;yed, 
the virioua methods of finding equivalents are difficult to keep in mind. 

ABCDEFGBIJKLMBOPQRSTUVWXYZ 
FBPYRCQZIGSEHTDJUMKVALWBOX 
BPYRCQZIGSEHTDJUMKVALWROXF 
PYRCQZIGSEHTDJUMKVALWIOXFB 
YRCQZIGSEHTDJUMKVALWROXFBP 
RCQZIGSEHTDJUMKVALWIOXFBPY 
CQZIGSEBTDJUMKVALWIOXPBPYR 
QZIGSEHTDJUMKVALWIOXFBPYRC 
ZIGSEHTDJUMKVALWBOXFBPYRCQ 
IGSEHTDJUMKVALWIOXFBPYRCQZ 
GSEHTDJUMKVALWIOXFBPYRCQZI 
SEHTDJUMKVALWBOXFBPYRCQZIG 
EBTDJUMKVALWBOXFBPYRCQZIGS 
HTDJUMKVALWBOXFBPYRCQZIGSE 
TDJUMKVALWROXFBPYRCQZIGSEH 
DJUMKVALWROXPBPYRCQZIGSEHT 
JUMKVALWIOXFBPYRCQZIGSEHTD 
UMKVALWIOXFBPYRCQZIGSEHTDJ 
MKVALWIOXFBPYRCQZIGSEBTDJU 
KVALWROXFBPYRCQZIGBEHTDJUM 
VALWBOXFBPYRCQZIGSEHTDJUMK 
ALWBOXFBPYRCQZIGBEBTDJUMKV 
LWBOXFBPYRCQZIGSEBTDJUMKVA 
WIOXFBPYRCQZIGSEHTDJUMKVAL 
BOXFBPYRCQZIGSEHTDJUMKVALW 
OXFBPYRCQZIGSEBTDJUMKVALWB 
XFBPYRCQZIGSERTDJUMKVALWIO 

For example: 

(l) For encipherins equations 8t/2 • 91/li &p/1 • 9c/2: 

Locate &n in top sequence; locate 9it in 1"1ret column; 9c is the 
letter v1thin the square at intersection ot the tvo lines thus 
determined. 

'l'hua: 
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(2) For enciphering equations 9t/2 • ei/l; 9.p/2 • 9c/1= 

Locate et in first column; follow line to right to ep; proceed 
up this column; 8c is letter at top. 

Thus: 
Kk/2 • Ai/l; Pp/2 • 'K.c/1 

(3) For enciphering equations 6t/l • e1; 2; ep/l • ec/2= 

Locate 8t in top sequence and proceed down column to e1 ; locate 
el> in top sequence; 8c is letter at other corner of rectangle 
tflus f ormecl. 

Thus: 

Only three different methods have been shan am the student DO doubt 
already bas encountered difficulty in keeping them segregated in his mind. 
It would obviously be very contusing to try to remember all twelve methods, 
but fortunately this is not necessary. If one standard or fixed mthocl of 

i 

finding equivalents is followed vith several different tables, this dif- A 
ficulty disappears • Suppose that the following method is adopted: Arrange W 
the square so that the plaintext letter my be sought in a separate sequence, 
arranged alphabetical].)', above the square and so that the key letter •7 be 
sought in a separate sequence, also arranged alphabetically, to the left of' 
the square; look tor the plaintext letter in the top row; locate the key 
letter in the 1st column to the left; find the letter standing within the 
square at the intersection of the vertical and horizontal lines thus deter-
mined. Then twelve squares, equivalent to the twelve different conditions 
listed in subpar. t, can readily be constructed. However, to avoid con-
tusing the student-with a multiplicity of unnecessary details which have 
no direct bearing upon basic principles, one and only one standard method 
of finding equivalents by means of sliding components will be selected from 
among the twelve available, as set forth in the preceding subparagraphs. 
Unless otherwise stated, this method vill be the one denoted b;y the first 
of the formulas listed in subpar. !' !!!. . : 

Calling the plain component "l" and the cipher component "2", this will 
mean that the key letter on the cipher component will be set opposite the 
index, which will be the first letter of' the plain component; the plain
text letter to be enciphered vill then be sought on the plain component 
and its equivalent will be the letter opposite it on the cipher component. 

COM~IDEld'!AL 
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CHAP.rER III 

THEORY OF SOLUTION OF REPEATING-KEY SYSTEMS 

The three steps m the analysis of repeating-key systems 
First step finding the length of the penod 
General remarks on factoring 
Second step dutr1buung the cipher text into the component monoalphabets 
Stausucal proof of the monoalphabet1clty of the d1suibuuons 
Thud step solving the monoalphabet1c d1stnbut1ons 

Paragraph 
14 
15 
16 
17 

18 
19 

14. The three steps in the analysis of repeating-key systems.--!· The 
method of enciphering according to the principle of the repeating key has 
been illustrated in subpar. 3b. The analysis of a cryptogram produced by a 
periodic polyalphabetic system, regardless of the kind of cipher alphabets 
employed, or their method of production, resolves itself into three dis
tinct and successive steps: 

(1) Determination of the length of the repeating key, which is the 
same as the determination of the exact number of alphabets involved in the 
cryptogram. 

(2) Allocation or distribution of the letters of the cipher text into 
the respective cipher alphabets to vhich they belong. This is the step 
which reduces the polyalphabetic text to monoalphabetic terms. 

(3) Analysis of the individual monoalphabetic distributions to deter
mine plaintext values of the cipher letters in each distribution or alphabet. 

b. The foregoing steps will be treated in the order in which mentioned. 
The first step may be described briefly as that of determining the period. 
The second step may be described briefly as that of reduction to monoalpha
betic terms. The third step may be designated as identification of cipher
te:xt values. 

15. First step: finding the length of the period.--a. The determina
tjon of the periOd,~hat is, the length of the key or the number of cipher 
alphabets involved in a cryptogram enciphered by the repeating-key method 
is, as a rule, a relatively simple matter. The cryptogram itself usually 
manifests externally certain phenomena which are the direct result of the 
use of a repeating key. The principles involved are, however, so fundamen
tal in cryptanal19is that their elucidation warrants a somewhat detailed 
treatment. This will be done in connection vi th a short example of encipher
ment, shovn in Fig. 10. 

Message 
THE ARTILLERY BATTALIOll MARCBI:IG ll THE REAR OF THE ATNAEE GUARD 

KEEPS ITS COMBAT TRAiii WI'l'H IT IISOFAR AS PRACTICABLE. 
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(Key: BWE, using direct standard alphabets) 

Cipher Alphabets 

Plain ••••••••• ABC DEF G.H I J KL MN 0 P QR STU V W X Y Z 
(1) .... BC D E F G H I J K L M 1' 0 P QR S TU V W X Y Z A 
(2) •••• L MN 0 P QR STU V W X Y Z ABC DEF GB I J K 
(3) •••• U V W X Y Z A B C D E F G H I J K L M ll 0 P Q R S T 
(4) •••• E F G H I J K L M If 0 P Q R S T U V W X Y Z A B C D 

BLUE BLUE BLUE BLUE 
THEA ARDK THEA ARDK 

USYE BCXO 

R'l'IL EEPS R 'l' I L EEPS 
SECP FPJW 

LERI ITSC LERY ITSC 
MPLC JEMG 

BATT OMBA BATT OMBA 
C L If X PXVE 

AL I 0 TTRA ALIO 'l' T R A 
BWCS UELE -!f M A R IBWI !f M A R I JI W I 
oxuv JYQM 

C H I If 'l'HIT CH I B 'l' B I T 
DSCR us c x 

GIBT I lf S 0 G I If T I If S 0 
RTHX JYMS 

HERE FARA HERE FARA 
I P L I GLLE 

AROF SPRA AROF SPRA 
BCIJ '1' A L E 

THEA C'l'IC THEA CT IC 
USYE DECG 

DVAB ABLE DVAI ABLE 
EGUR BMFI 

CEGU CEGU 
DPAY 

Figure 10. 
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Cryptogram: 

USYES ECPMP LCCLB XBWCS OXUVD SCRHT 

BXIPL IBCIJ USYEE GURDP AYBCX OFPJW 

JEMGP XVEUE LEJYQ MUSCX JYMSG LLETA 

LEDEC GBMFI 

b. Regardless of what system is used, identical plaintext letters 
enciphered by the same cipher alphabet1 must yield identical cipher letters. 
Referring to Fig. 10, such a condition is brought about every time that 
identical plaintext letters happen to be enciphered with the same key let
ter (i.e., every time identical plaintext letters fall into the same column 
in the encipherment)J Bow since the number of columns or positions with 
respect to the key is very limited (except in the case of very long key 
words), and since the repetition of letters is an inevitable condition in 
plain text, it follows that there will be in a message of fair length many 
cases where identical plaintext letters must fall into the same column. 
They will thus be enciphered by tbe same cipher alphabet, resulting, there
fore, in the production of many identical letters in the cipher text and 
these will represent identical letters in the plain text. When identical 
plaintext polygraphs fall into identical columns the result is the forma
tion of identical ciphertext polygraphs, that is, repetitions of groups of 
2, 3, 4, ••• letters are exhibited in the cryptogram. Repetitions of 
this type will hereafter be called causal repetitions, because they are 
produced by a definite, traceable cause, viz., the encipherment of identical 
letters by tbe same cipher alphabets. ~ 

c. It will also happen, however, that different plaintext letters 
falling in different columns will, by mere accident, produce identical 
cipher letters. Note, tor example, in Fig. 10 that in the first column 
(under Bk), Rp becomes Sc and that in the second column (under Lk), Hp also 
becomes Sc. The production of an identical ciphertext letter in these two 
cases (that is, a repetition where the plaintext letters are different 
alphabets) is merely fortuitous. It is, in ever;yday language, "a mere 
coincidence", or "an accident." For this reason repetitions of this type 
will hereafter be called accidental repetitions. 

d. A consideration of the phenomenon pointed out in subpar. c makes 
it obV1ous that in polyalpbabetic ciphers it is important that the crypt
analyst be able to tell whether the repetitions he finds in a specific 

1 It u to be understood of course that cipher alphabets with single equivalents are meant in this case 

2 The frequency with which this condmon may be expect~~ to occur can be definitely calculated A 
discussion of this point will be treated m Mihtary Crypta~lytlc!!__Par!_ Ill 
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case are causal or accidental in their origin, that is, whether they 
represent actual enciphermenta of identical plaintext letters by iden
tical keying elements, or mere coincidences brought about purely for
tuitously. 

e. Now accidental repetitions will, of course, happen fairly fre
quently with individual letters, but less frequently with digraphs, because 
in this case the same kind of an "accident" must take place trice in suc
cess ion. Intuitively one feels that the chances that such a purely 
fortuitous coincidence will happen two times in succession must be much 
less than that it will happen every once in a while in the case of single 
letters. Similarly, intuition makes one feel that the chances of such 
accidents happening in the case of three or more consecutive letters are 
still less than in the case of digraphs, decreasing very rapidly as the 
repetition increases in length. 

t. The phenomena of cryptographic repetition my, fortunately, be 
dealt-with statistically, thus taking the mstter outside the realm of 
intuition and putting it on a firm mathematical or objective basis. 
Moreover, oft.en the statistical analysis will tell the cryptanalyst when 
he has arranged or rearranged his text properly, tbat is, when he is 
approaching or has reached monoalpbabeticity in bis efforts to reduce 
polyalphabetic text to its simplest terms. By means of the binomial dis
tribution,3 it is possible to compute tables of the expected number of 
digraphs, trigraphs, and other polygraphs occurring exactly o, 1, 2, 
3, ••• x tl.Jlles in a sample of random text of a given size; then the 
repetitive phenomena in a cryptogram under study msy be compared with the 
phenomena expected by pure chance (i.e., in samples of random text of the 
same size as the cryptogram) as a means of evaluating whether or not the 
observed repetitions and their number are significant. If' the observed 
repetitive phenomena are no more than would nornally be expected by chance, 
then these phenomena cannot be used as a basis for cryptanalytic attack, 
if however these repetitions are highly unlikely to have occurred by 
chance, then they are open to interpretation and exploitation. 'l'be tables 
derived f'rom the binomial distribution are given in subpar • .f!, below.4 

3 This distribution, as well as the Poisson exponential distribution (which is an approx1mauon to the 
binomial) will be treated in ~1htary Crypt~_!!alyt1~~-Part lil 

4 The tables illustrated llere have been computed using the formula for the number of comparisons as 
(N-t+l)(N-t) where N is the number of letters in the sample size and!. is the length of the polygraph 

2 
Strictly speaking, the formula !!"-2ti2)(N ~t+!l should be used to discount overlapping repetitions such 

2 
as the "repeated tetragraph' in the sequence ABCABCA, however in most statistical computations 
especially where analytical machine techniques are employed the scomJg u almost mvanably predicated 
upon the first formula The two formulas are practically equivalent, except for small values of N when 
the second formula is the more precise one for the number of comparisons 
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g. Fig. lla is a table of the expected number of digraphs appearing 
exactly 2, 3, 4,-••• 10 times in samples of random text ot sizes 100 to 
1,000 letters, by hundreds. Fig. llb is a table of the expected number 
of trigraphs appearing exactly 2, 3-; and 4 times by chance in these sample 
sizes, and Figs. llc and d contain the data for tetragraphs and pentagraphs, 
respectively. As aii illustration of the use of these tables, from Fig. 11!, 

Bo. of Expected number of digraphs occurring exactly x times 
Letters E(2) E(3) E(4) E(5) E(6) E(7) E(B) E(9) E(lO) 

100 6.21 0.298 0.011 
200 21.8 2.12 0.154 0.009 
300 42.5 6.23 0.683 o.o6o 0.004 
400 65.3 12.8 1.87 0.220 0.022 0.002 
500 88.1 21.6 3.97 0.582 0.071 o.008 
600 110 32.3 7.11 1.25 0.1~ 0.023 0.003 
700 129 44.3 11.4 2.35 o.403 0.059 0.008 0.001 
Boo 145 57.1 16.8 3.96 0.777 0.130 0.019 0.003 
900 158 70.1 23.2 6.16 1.36 0.257 o.o43 0.006 0.001 

1000 169 83.0 30.6 9.03 2.21 o.466 0.085 0.014 0.002 

Bo. of Exp. no. of trigrayhs 
letters E(2) E(3) E(4 

Bo. of Tetragraphs 
letters E(2) E(3) 

Bo. of Penta. 
letters E(2) 

100 0.269 0.001 100 0.010 100 
200 1.10 0.004 200 0.043 200 0.002 
300 2.48 0.014 300 o.og6 300 0.004 
400 4.40 0.033 400 0.171 400 0.001 
500 6.85 0.064 500 0.270 500 0.011 
600 9.81 0.111 0.001 6oo 0.389 600 0.015 
700 13.3 0.175 0.002 700 0.530 700 0.021 
800 17 .3 0.261 0.003 800 0.693 Boo 0.027 
900 21.8 0.371 0.005 900 0.877 900 0.034 

1000 26.8 0.505 0.008 1000 l.o8 0.001 1000 0.042 

Figure 11~. Figure 11£· Figure 11!• 

we observe that in a sample of 300 letters of random text we may expect 
about 43 (rounded off to tbe nearest integer) digraphs to occur twice, 
6 digraphs to occur three times, and about 1 digraph to occur four times. 
The meaning of the decimal fractions in that row under E(4), E(5), and 
E(6) may be interpreted as follows: the entry o.683 under E(4) means 
that in 100 samples of 300 random letters each, about 68 of them will have 
a digraph occurring 4 times within the sample, the entry 0.06o under E(5) 
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means that in 100 samples of 300 random letters each, 6 of them will 
have a digraph occurring 5 times; and the entry 0.004 under E(6) means 
that in l,000 samples of 300 random letters, 4 of them may be expected 
to have a digraph occurring 6 ti.a. From Fig. ll~, we note that a 
sample of 300 random letters may be expected to contain 2 or 3 trigraphs 
occurring twice; and in 1,000 of such samples, 14 may be expected to 
contain a trigraph occurring three ti.ms. From Fig. llc, we note that in 
1,000 samples of 300 random letters, 96 of them may be expected to contain 
a repeated tetragraph, while the chance of a tetragraph occurring three 
times in these 1,000 samples is so small as to be practically non-existent, 
note that, under E(3) of the last row of this Figure, if ve had 1,000 
samples of 1,000 letters each, only 1 of them may be expected to contain 
a threefold occurrence of a tetragraph. From Fig. lld, we see that if we 
had 1,000 samples of 300 random letters, only 4 of them may be expected 
to contain a pentagraphic repetition (i.e., a pentagraph occurring twice), 
and that in these 1,000 samples there is, in unmathematical but neverthe
less precise language, not a ghost of a chance that a pentagraph vill occur 
three times. 

h. The foregoing tables may also be used to determine the cumulative 
values of digraphs and polygraphs expected to appear x or more times in 
samples of random text. Using Fig. lla as an example, in a 300-letter 
sample of random text, if the entries under E(2) to E(6) are added together, 
the sum (49.477) indicates that about 49 digraphs may be exrcted to occur 
at least twice (i.e., two or more times); if the values E(3 to E(6) are 
added together, the sum (6.m) shows that 7 digraphs may be expected to 
occur three or more times; if the entries under E(4) to E(6) are added 
together, the sum (0.71'.7) shove that in 100 such samples of random text, 
about 75 ot them vill contain a digraph occuring at least four times; and 
if the entries under E(5) and E(6) are added, their sum (0.065) shows that 
in 1,000 300-letter samples ot random text, 65 of these may be expected to 
contain a digraph occurring five or more times. 

i. As an illustration ot the application of the foregoing discussion, 
it is-indicated that if a cryptanalyst were to have at hand only the crypto
gram of Fig. 10, with the repetitions underlined as below, a statistical 
stud.J of the number and length of the repetitions Within the message would 
tell him th&t while some of the digraphic repetitions may be accidental, 
the chances that they all are accidental are small. In the case of the 
tetragraphic repetition he would realize that the chances of its being 
accidental are very small indeed. 

USYES ECPMP LCCLN XBWCS OXUVD SCRBT - -
HXIPL I BC I J US YEE GURDP AYBCX OFPJW - - --
JEMGP XVEUE LEJYQ MUSCX JYMSG LLETA -- -
LEDEC GBMFI -
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J.· A consideration ot the f'acta therefore leads to but one conclu
sion, viz., that the repetitions exhibited by the cryptogram under investi
gation"&re not accidental but are causal in their origin; and the cause is 
in this case not difficult to find: repetitions in the plain text were 
actually enciphered by identical alphabets. In order tor this to occur, 
it was necessary that the tetragraph USYE, for example, fall both times in 
exactly the same relative position with respect to the key. iOti, for 
example, that USYE in Fig. 10 represents in both cases the plaintext poly
graph THEA. The first time it occurred it fell in positions 1-2-3-4 with 
respect to the key, the second time it occurred it happened to fall in the 
very auae relative positiona, although it might just as well have happened 
to fall in any of' the other three possible relative positiona with respect 
to the key,!!!•, 2-3-4-1, 3-4-1-2, or 4-1-2·3· 

k. Lest the student be misled, however, a few more words are necessary 
on thia subJect. In the preceding subparagraph the word "happened" was used; 
this word correctly expreHes the idea in mind, because the insertion or 
deletion of a single plaintext letter between the two occurrences would 
have thrown the second occurrence one letter forward or backward, respec
tively, and thus caused the polygraph to be enciphered by a sequence of 
alphabets such as can no longer produce the cipher polygraph USYE tram the 
plaintext polygraph THEA. On the other hand, the insertion or deletion of' 
this one letter might bring the letters of aaDe other polygraph into similar 
columns so that same other repetition would be exhibited in case the USXE 
repetition had thus been suppressed. 

l. The encipherment of similar letters by similar cipher alphabets 
is therefore the cause of the production ot repetitions in the cipher text 
in the case of repe&ting-key ciphers. What principles can be derived frcm 
this fact, and how can they be employed in the solution of' cryptograms of 
this type? 

m. It a count is made ot the number of' letters trom and including the 
t1rst-USYE to, but not including, the second occurrence of usn:, a total of 
4o letters is found to intervene between the two occurrences. This number, 
4o, must, of course, be an exact multiple of the length of the key. 4 Having 
the plain text before one, it is easily seen that it is the 10th multiple; 
that is, the 4-letter key has repeated itself' 10 times between the first and 
the second occurrence of USYE. It follova, therefore, that if the length 
of the key were not known, the number 4o could safely be taken to be an 
exact multip1e of the length of the key; in other words, one of the factors 
of the number 4o would be equal to the length of the key. The word "safely" 
is used in the preceding sentence to mean that the interval 4o applies to a 
repetition of 4 letters and it has been shown that the chances are small 
that this repetition is accidental. The factors of 4o are 2, 4, 5, 8, 10, 
and 20. So far as this single repetition of USYE ia concerned, it the length 
ot the key were not known, all that could be said about the latter would be 

4 Bamng that u cases such as those mentioned in subpar 16b and in footnote 6 on p 32 
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that it is equal to one of these factors. '!be repetition by itself gives 
no further indications. How can the exact factor be selected fran among 
a list of several possible factors? 

n. Let the intervals between all the repetitions in the cryptogram 
be listed. They are as follows: 

Repetition Interval Factors 

lat USYE to 2d USYE ••••••••••••••••••••••••••• 4o 2, i,., 5, 8, 10, 
1st BC to 2d BC ••••••••••••••••••••••••••••••• 16 2, 4, 8 
lat ex to 2d ex .•.•••••••••••••••••••.•••.•... 25 5 

20 

lat EC to 2d EC ••••••••••••••••••••••••••••••• 88 2, 4, 11, 22, 44 
1st LE to 2d LE ••••••••••••••••••••••••••••••• 16 2, i,.' 8 
2d LE to 3d LE •••••••••••••••••••••••••••••••• 4 2 
lat LE to 3d LE ••••••••••••••••••••••••••••••• 20 2, 4, 5, 10 
lat JY to 2d JY ••••••••••••••••••••••••••••••• 8 2, 4 
lat PL to 2d PL ••••••••••••••••••••••••••••••• 24 2, 3, 4, 6, 8, 10, 
lst SC to 2d sc ••••••.•••••••••••.•••••••••••. 52 2, 4, 13, 26 
(1st SY to 2d SY, already included in USYE.) 
(lat US to 2d us, already included in USYE.) 
2d us to 3d us ..•••••••••••••••••.•••.••.•.•.• 36 2, 3, 4, 6, 9, 18 
lat US to 3 us •••..••.•.•••.•....••.•••....... 76 2, i,.' 19, 38 
(lat YE to 2d YE, already included in USYE.) 

o. Are all these repetitions causal repetition? Since, from Fig. llc, 
we fiiid that the expected number of tetragraphs appearing twice (i.e., a -
tetragraphic repetition) in 100 letters of randan text is O.Ol, this decimal 
fraction means that in 100 such cases only 1 may be expected to contain a 
repeated tetragraph; thus it is a 99-to-l chance of the USYE repetitions 
occurring accidentally. From Fig. lla, the expected number of digraphs 
occurring 3 times is 0.298; so the chi'nces against the threefold occurrence 
of the two digraphs LE and US are quite high. We expect only 6.5 digraphs 
to occur at least 2 times in 100 letters of random text, but in our sample 

12 

ve have 10 digraphs appearing two or more times. The chances are very 
great, therefore, that the majority of these repetitions are causal, so that 
it is not astonishing that the intervals betweeen all the various repetitions, 
except in one case, contain the factors 2 and 4. 

E.• This means that if the cipher is written out in either 2 columns 
or 4 columns, all these repetitions (except the CX repetition) would fall 
into the same columns. From this it follows that the length of the key is 
either 2 or 4, the latter, on practical grounds, being more probable than 
the former. Doubts concerning the matter of choosing between a 2-letter 
and a 4-letter key will be dissolved when the cipher text is distributed 
into its component uniliteral. frequency distributions. 
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g,. The repeated digraph CX in the foregoing message is an accidental 
repetition, as will be apparent by referring to Fig. 10. Had the message 
been longer there would have been more such accidental repetitions, but, 
on the other hand, there would be a proportionately greater number of 
causal repetitions. This is because the phenomenon of repetition in plain 
text is so all-pervading. 

r. Sometimes it happens that the cryptanalyst quickly notes a repe
tition of a polygraph of four or more letters, the interval between the 
first and second occurrences of which has only two factors, of which one 
is a relatively small number, the other a relatively high prime number. 0 
He may therefore assume at once that the length of the key is equal to the 
smaller factor without searching for additional recurrences upon which to 
corrobo1ate his assumption. Suppose, for example, that in a relatively 
short cryptogram the interval between the first and second occurrences of 
a polygraph of five letters happens to be a number such as 203, the factors 
of which are 7 and 29. Evidently the number of alphabets may at once be 
assumed to be 7, unless one is dealing with messages exchanged among 
correspondents known to use long keys. In the latter case one could assume 
the number of alphabets to be 29. 

s. The foregoing method of determining the period in a polyal.phabetic 
cipher is commonly referred to in the literature as "factoring the inter
vals between repetitions", or more often it is simply called "factoring." 
Because the latter is an apt term and is brief, it will be employed here
after in this text to designate the process. 

t. As an aid in the determination of possible periods in cases under 
study7 there is given at the end of this chapter a table of the factors of 
all numbers from 1 to 4oo inclusive (cf. pp. 41 - 44). 

16. General remarks on factoring.--a. The statement made in par. 4 
with respect to the cyclic phenomena said to be exhibited in cryptograms 
of the periodic type now becomes clear. The use of a short repeating key 
produces a periodicity of recurrences or repetitions collectively termed 
"cyclic phenomena", an analysis of which leads to a determination of the 
length of the period or cycle, and this gives the length of the key. Save 
for a rare exception mentioned below, on1y in the case of rel.a.tively short 
cryptograms enciphered by a relatively long key does factoring fail to lead 
to the correct determination of the number of cipher alphabets in a repeating
key cipher; and of course, the fact that a cryptogram contains repetitions 
whose factors show constancy is in itself an indication and test of its 
periodic nature. It also follows that if the cryptogram is not a repeating
key cipher, then factoring will show no definite results, and conversely the 
fact that it does not yield definite results at once indicates that the 
cryptogram is not a periodic, repeating-key cipher. 

5 A prime number is def med as one which is exactly d1vmble only by Itself and 1 
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b. Tbere are two •in cases in which factoring leads to no definite 
results. One is in the case of monoalphabetic substitution ciphers. Here 
recurrences are very plentitul as a rule, and the intervals separating 
these recurrences may be factored, but the factors will show no constancy, 
there will be several factors common to many or moat of' the recurrences. 
Thia in itself' is an indication of' a monoalphabetic (monosraphic) substi
tution cipher, if the very fact of the presence of many recurrences fails 
to impress itself upon the inexperienced cryptanalyst. nie other case in 
which the process of factoring is nonsignificant involves certain types 
of nonperiodic, pol.yalphabetic ciphers. In certain of these ciphers, 
recurrences of digraphs, trigrapha, and even longer polygraphs may be 
plentiful in a long •ssage, but the intervals between such recurrences 
bear no definite mu:Ltiple relation to the length of the key, such as in 
the case of' the true periodic, repeating-key cipher, in which the alphabets 
change with successive letters and repeat themselves over and over again. 6 

c. Factoring is not the only method of determining the length of' the 
period of a periodic, polyalphabetic subs ti tut ion cipher, al though it is by 
far the most camon and easily applied. At this point it will merely be 
stated that when the message under study is relatively short in comparison 
with the length of the key, so that there are only a few cycles of' cipher 
text and no long repetitions affording a basis for factoring, there are 
several other •thods available. However, it being deemed inadvisable to 
interject the data concerning those other methods at this point, they will 
be explained subsequently. It is desirable at this juncture merely to 
indicate that methods other than factoring do exist and are used in practi
cal work. 

d. Fundamentally, the factoring process is merely a more-or-less 
si'llplematheatical method of studying the phenomena of periodicity in 
cryptograma. It will usually enable the cryptanalyst to ascertain definitely 
whether or not a given cryptogram. is periodic in nature, and if so, the 
length of the period, stated in tel'DIB of the cmtographic unit involved. 
By the latter statement is meant that the factoring process •Y be applied 
not onl7 in analyzing the periodicity manifested by cryptograms in which 
the p1a1ntext units subJected to cryptographic treatment are monographic 
in nature (i.e., are single letters) 'but also in studying the periodicity 
exhibited by those occasional cryptograms wherein the plaintext units are 
d1graph1c, trigraphic, or n-sraphic in character. The student should bear 
this point in mind when he -comes to the study of substitution syate11& of the 
latter sort. 

6 One further case wlu.ch might be mentioned is that of periodic ciphers 10 which the key word or phrase 
contains repeated polygraphic segments, such as 10 NATIONALORGANIZATION A five-letter word en
ciphered in alphabets 2-6 will have the same ciphertext equivalents as the same word enciphered 10 

alphabets 16-20, thus giving rise to a £_ausal repetiuon, but the interval between the occurrences will not 
reflect the length of the true period Such repetitions are referred to as being the result of the sub-cycles 
in the total key, these phenomena are often encountered m the study of certain machine cipher systems 
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17. Second step: distributing the cipher text into the com,ponent 
monoalphabets. --!,· After the number of cipher alphabets involved in the 
cryptogram has been ascertained, the next step is to rewrite the message 
in groups corresponding to the length of' the key, or in columnar fashion, 
whichever is more convenient, and this automatically divides up the text so 
that the letters belonging to the same cipher alphabet occupy similar posi
tions in the groups, or, if the columnar :method is used, fall in the same 
column. The letters are thus allocated or distributed into the respective 
cipher alphabets to which they belong. '!his reduces the polyalphabetic 
text to monoalphabetic terms. 

b. Then separate uniliteral frequency distributions f'or the thus 
isolated individual alphabets are compiled. For example, in the case of' 
the cipher in subpar. 15i, having determined that four alphabets are in
volved, and having rewritten the •asage in four columns, a frequency 
distribution is made of the letters in the first colUllll, another is made 
of' the letters in the second column, and so on tor the four columns. 
Each of the resulting distributions is therefore a monoalphabetic fre
quency distribution. If' these distributions do not give the characteristic 
irregular crest-and-trough appearance of monoalphabetic frequency distri
butions, including the expected number of blanks ( /\), and if' the +o of 
these distributions do not meet the range of the expected value of +p 
(or do not yield I.c.•s in the close vicinity of' the expected value of' 
l.73), then the analysis which led to the hypothesis as regards the num
ber ot alphabets involved is fallacious. In fact, the +or I.e. of these 
individual distributions may be considered to be an index of the correct
neaa ot the factoring process; tor theoretically, and practically, the 
individual distributions constructed upon the correct hypothesis will tend 
to conform more closely to the expected + or I.e. of a monoalphabetic fre
quency distribution than will the distributions constructed upon an incor
rect hypothesis. These considerations ViU be discussed in the next para
graph. 

18. Statistical proof' of' the monoalphabeticity of the distributions. 
--a. The student is alreacly familiar with the monographic t teat for de
teiiaining the relative monoalphabeticity of a distribution; this test was 
discussed in detail in par. 27 of' Military Cryptanalyticag Part I. The 
formulas for monographic +p and +r were stated as +p • .06 7B(B-l), and 
+r • .03851(5-1), where Bis the total number of' elements in the distribu
tion. The •o was calculated by the formula +o • tf'(f-1), where !. is the 
frequency of' each element of' the distribution. The I.e. was defined as 
the ratio of to to fl"; the monographic I.e. of' English pl.ain text was 
given as i.73, as compared with the I.e. of' l.OO for random text.7 

!!.· The + teat may be applied to the distributions of' periodic poly
alphabetic ciphers to confirm the :monoalphabet1city of the distributions 
(made on an hypothesis of n alphabets) and thereby confirm the length of' 
the period; this teat is pi°rticularly applicable i~ diff'icult cases, as for 

7 A more convenient formula for the monograph1c 1 C is 26~f(f-l). which is equivalent to +o 
NcN-t) fr 
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instance where there are insufficient polygraphic repetitions in a short 
text, or where the factoring resolves itself into two or more periods. 
I~ the correct period is assumed, then the • teat applied to each of the 
alphabets should approximate fairly closely and consistently the value 
for ~; and, conversely, if an incorrect period is assumed, the •o should 
approximate the value of +r more than it does '1>· It is to be remarked 
that small deviations for the expected values are usual, and indeed is the 
normal situation, but that large deviations are rare. The degree of devia
tion that may be expected may be determined by statistical means, under 
the concept of the standard deviation of 9; however, this topic is reserved 
for treatment in Military Cryptanalytic&, Part III. 

c. For reference purposes, there is appended in Fig. 12 belov, a 
table-of the expected values of ~ and +r for sample sizes (Nj trom ll to 
100, inclusive. Since the I.e. is an expression of monoalpbabeticity in 
terms of a ratio, the evaluation of distributions will be expressed in 
terms of the-I:'C. in the future, unless the + values are more convenient 
in specific cases. 

N 9p cPr N +p +r N +p +r N ~ +r N 4>p +r 
11 7.34 4.23 29 54 31 47 144 83 65 277 160 83 454 262 
12 8.80 5.08 30 58 ji 48 150 87 66 286 165 84 465 268 
13 10.4 6.00 31 62 49 157 90 67 295 170 85 476 275 
14 12.1 7.00 32 66 38 50 163 94 68 304 175 86 488 281 
15 lli..o 8.08 33 70 41 51 170 98 69 313 180 87 499 288 
16 16.0 9.23 34 75 43 52 177 102 70 322 186 88 5ll 294 
17 18.1 10.5 35 19 46 53 184 106 71 331 191 89 522 301 
18 20.4 11.8 36 84 48 54 191 110 72 341 197 90 534 308 
19 22.8 13.2 37 89 51 55 198 114 73 351 202 91 546 315 
20 25.3 14.6 38 94 54 56 205 ll8 74 360 208 92 558 322 
21 28.0 16.2 39 99 57 57 213 123 75 370 213 93 571 329 
22 30.8 17.8 4o 104 60 58 221 127 76 380 219 94 583 336 
23 33 8 19.5 41 109 63 59 228 132 77 390 225 95 59b 343 
24 36.8 21.2 42 ll5 66 60 236 136 78 4<>1 231 96 608 351 
25 40.0 23.1 43 120 69 61 244 141 19 411 237 97 621 358 
26 43.4 25.0 li.4 126 13 62 252 145 Bo 422 243 98 634 366 
27 46.8 27.0 45 132 76 63 261 150 81 432 249 99 647 373 
28 50.4 29.1 46 138 Bo 64 269 155 82 443 255 100 660 381 

Figure 12. 

COllJ!IBBN'i'fAt 

;; -



• e 

-------~~~~~~~~~~~~--------------............ 
REF ID:A64563 

d. The uniliteral distributions for the four columns of cipher text 
in Fig. 10 are made, and are shown below together with the +and I.e. 
values tor these distributions: 

·-·-----· --• ABeDEFGRIJKLMBOPQRSTUVWXYZ 
•• 36 
(I.C. • 1.54) 

Alphabet 1 

- - . - -- . •- ---ABC DEF G HI J KL MN OP QR STU V W X Y Z 
+ = 44 
(I.e. : l.88) 

Alphabet 2 

" ·--AB e DEF GB I J KL MB OP QR STU V W X Y Z 
• = 46 
(I.e. • 1.97) 

=- -= 

Alphabet 3 

•• 44 
(I.e. • 1.88) 

It can be seen that these distributions are clearly monoalphabetic, since 
the ~ values are in the vicinity of 4>p (which~ for this size samp1e, is 
4o) rather than close to tr (in this case, 23J· It is pointed out that 
any other assumed periods, which are not a mu1tip1e of 4, will not yield 
monoalphabetic distributions. But if in this case a period of 8 were as
sumed, these 8 distributions would be monoalphabetic, however it would be 
noticed that the distributions for alphabets l and 5 would be quite similar, 
and likewise alphabets 2 and 6, 3 and 7, and 4 and 8--theretore these 8 
distributions could then be combined into the tour distributions of the 
correct hypathesis. 8 

e. A 'further application of the + test should be considered at this 
time,-that is, the cases where the length ot the period is large as com
pared with the size of the sampl.e of cipher text.9 Although a single + 
test for small values of N would rarely ~ive a reliable result, it is 
nevertheless possible to apply this test for small. values of N, provided it 
is possible to obtain the average for a number of such teats. ibus it is 
usually possible to determine the period of a polyalphabetic cipher, where 
the number of alphabets is large and the number ot letters per distribution 
is small, even though there are no long repetitions. 

8 Cf the discussion on the")( (cl:u) test in par 37 

9 The discussion which follows and the example illustrated are based on certain pans of the pioneer work 
of Dr Solomon Kullback in his treatise Stausucal Methods m Cryptanalysis (Revised Edmon), Washington 
1938 
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(1) Let us consider the f'olloving cryptogram which is known to be 
enciphered by periodic polyalphabetic substitution, where the number of 
alphabets is between 4o and 50: 

HS KUS PMFBD UJJIX MSPTP O IP CI WKZVU 
YPPNE USAIG BOOGA OPGPR HBO UC SHPVG 
Ii Q x z s ACKRK VBGHM VS FRY TTKHK vwzxv 
LIJBW ARLKF IJSLT MHKAH QTUVT XSMEC 
FCSKT GOOYB XZVLI JRYAC DWEJM SCAFP 
IEAXO KAQDW BXPYP QHDIO JIXHZ J G :N U D 
OARFU ERJOY BDOKE IKDUV TDVEV LETDO 
AFR OU IYBBD VQOBE GGSHQ HXOPU zcocu 
KKZLT PBKRT CC OAS BZUGB UBBUI OVTPO 
VMIZD EPQFV KZ 

If we assume a period of 50, the cryptogram would be written out on this 
width, as illustrated below; the •o value for each colt111111 is obtained and 
is included in the diagram: 

l 1 2 2 3 3 4 4 5 
5 0 5 0 5 0 5 0 5 0 

BSKUSPMFHDUJJIXMSPTPOIPCIWKZVUYPPNEUSAIGBOOGltOPGPR 
BBOUCSBPVGBQXZSACKRKVBGBMVSFRYY'lKBKVWZXVLIJBWARLKF 
IJSLiMBKAHQ'RJVTXSMECFCSKTGOOYBXZVLIJRYACDW&DECAFP 
IEAXOKA~QHDNOJIXNZJGNUDOARP'UERJOYBDOKEIKDUV 
TDVEVLETDOAFROUIDBDVQ.OBmGSHQHXOPUZCOCUKKZLTPBKRT 
CCOASBZUGBUBBUHOVTPOVMIZDEPQ;FVKZ 
4o222020202000002002620002200022002020002020000002 

We note that there are 32 columns wherein I • 6, and 18 columna wherein 
B • 5; we also note that the t values range between ~ and 6. In the dia
gr• below, keeping the data frcm the two categories of B separate, the 
colt111111 labelled "•" is the observed value of' ;; the column labelled "x" 

B • 6 

17 0 
13 26 

l 4 
1 6 

32 3b 

• 0 
2 
4 
6 

N • 5 
x ex 

l.3 0 
5 10 
0 0 
0 0 

m iO 

is the number of' tillles the particular value of' + occurred; and the column 
labelled "+x" is the product of the preceding tvo columns (given as a means 
of' arriving at the aver'8" value of+). The average value of• (symbolized 
by i, which ia read as • bar 11

) where R • 6 is J2_, or 1.13; the f where 
32 

ll : 5 is 10, or 0.56; in other words, the average value of t is derived by m 
adding up all the to values for a given column length, and then dividing by 

the number of co1UJID8 of that length. The values of fare compared With 
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~ and ~ below, and, since + more closely approximates +r than it does 
ct>p, the conclusion is reached that the period of the cryptogram is not 
50.10 

ll • 6 
1.13 
2.00 
1.15 

I • 5 

(2) Since we have discarded 50 as a possible period, we write the 
cryptogram. on a width of' 49 and examine its statistics; if this width fails, 
then we write the cryptogram. on widths o'f 48, 47, ••• etc. The results of 
assumptions of widths from 4.9 down to 4.4 are shown in the diagram below: 

49 alphabets 
ll • 6 1f • 5 

1.57 0.67 
2.00 1.33 
1.15 0.77 

46 alphabets 
I• 1'•6 
1.00 l.15 
2.80 2.00 
1.66 1.15 

48 alphabets 
N • 6 N • 5 
1.33 0.33 
2.00 l.33 
1.15 0.77 

5 alphabets 
1'•7 1'•6 
l.50 o. 9 
2.ao 2.00 
1.66 1.15 

47 alphabets 
If • 6 
0.85 
2.00 
1.15 

alphabets 
?1•7 l'f•6 
1.22 1. 
2.80 2.00 
1.66 1.15 

These assumed periods are discarded one by one because i did not come up 
to plaintext expectations. 

lO Kullback ibid , p 42, carries the analysis further by considering the sigmages of the devianons, 

and expresses these m teems of probability statements (assuming for convenience lbat this sigmage ls nor
mally distributed) He shows that, for N = 6, only 15~ of monoalphabetic text would yield a value of i 
as small as or smaller than 1 13, whereas 52% of random text would yield a value oft as large as or larger 
th.an 1 13, for N = 5, only 36% of monoalphabetic text would yield a value of 'i as small as or smaller than 
0 56, whereas 75% of random text would yield a value of i as large as or larger than that observed Thl.S 
is more compactiy illustrated in the diagram below-

i. N letters of 
monoalphabeUc text 

f, N letters of 
random text 

N=6 N=5 

PC4° 6 l 13) = 16 P(i~ 0 56) = 85 

PCi~l 13) = 62 P(t • O 56) = 75 
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(3) Bow testing for a period of 43, ve write out the cryptogram on 
this width and. take the +o of the columns, as is illustrated below: 

1 1 2 2 3 3 44 
5 0 5 0 5 0 5 0 3 

BSKUSPMFBDUJJIXMSPTPOIPCIWKZVUYPPIEUSAIGBOO 
GAOPGPRBBOUeSBPVGBQXZSACXRKVBGBMVSFRYYTKBKV 
WZXVLIJBW.ARLKFIJSL'lHBKAKQ'l'UVTXSICECFCSK'l'GOOY 
BXZVLIJRYACDWEJMSCAFPIEAXOKAQIMEXP!'PQBDBOJI 
DZJGIUDOARFUERJOYBDOKEIKDUV'l'DVEVLETAFROU 
IDBDVQOBEGGSHQHXOPUZCOCUICICZLTPBKR'l'CCOASBZU 
GBUBBUNOV'l'POVMIZDEPQFVKZ 
20244424264o2424604o4446201+8220420422242462 

The data trom this hypothesis are tabulated in the fol.lowing diagram: 

B: 7 

6 
11 

2f 

0 
12 
44 
18 
7i 

.. = ~. 3.08 

• = 6 

• x • 0 3 0 
2 9 18 
4 4 16 
6 l 6 
8 1 8 

14 1 14 
19 b2" 

; • 62 • 3.26 
I9 

The comparison of the f Values with the values for 4'ap and +r is illustrated 
in the following diagram: 

N • 7 
.. 3.0 
ti> 2.80 
4>r l.66 

There seems to be no doubt that the period of the cryptogram is 43. 

(4) In this example, it is noted that ~ counts were made of the 
columns of' the write-outs of' the cryptogram on the various widths, in this 
case, +•s are more convenient to use than their translation in terms of the 
decimal values of I.C.•s. If however we had much longer columns, the I.e. 
values might give a quicker portrayal of the relative goodness of the col
umns. Bote that we cou1d have uaed I.e. •a in expreaaing the !!!!!:!, result 
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of each assumption of a period, as follows: 

50 alphabets 49 alphabets 48 alphabets 47 alphabets 
N • 6 If • 5 N • 6 B • 5 N • 6 B • c; B • f.. 

I.C. 0.98 0.73 1.37 0.87 1.16 o.43 0.74 

46 alphabets 45 alphabets 44 alphabets 43 alphabets 
N = 7 N • 6 B = 7 1' = 6 1' = 7 If = 6 11 = 7 1f = 6 

I.e. 0.60 1.00 0.90 0.60 0.73 1.07 1.86 2.83 

It vill be observed that the data may be evaluated much more rapidly in 
the case of I.C.'s, since we need to keep only one invariant index (1.73) 
in mind in ccmpar1Df our results with the expected value of the I.e. for 
English plain text. 1 

11 In the calculauons of tlus problem Kullback treated the stausucs for the long and short columns 
separately, this was done primarily to make easier the determmauon of the sigmages of the deviations 
However, n is possible to derive a~!!.&!.':. staumc (either .. or I C ) for each hypothem of a period, 
ellmmatmg the necessity of looking at two sets of data for each assumption of a period 

For instance m the hypothesis of 50 alphabets, the total number of comparisons is ~2(6~}+ 18(5:4)= 660 

thus the+ values (which by definmon are twice the expected number of comcidences) are the following 

~ = 2(660)( 0667) = 88 

4>r = 2(660)( 0385) = 51 

The observed 41 is the sum of the (I values for the long and short columns, so chat lb = 36 + 10 = 46 The 
I C is thus 46 = 0 90 

51 
In the hypothesis of 43 alphabets, the number of compansons 1s 24('1;6) + 19 (6;5~, thus 

tp ::: 2.{_'!_89) = 105 
15 

... = 2(789) = 61 
26 

4>
0 

= 74 + 62 = 136 

The I C of 136 = 2 23 pomts to this hypothesis as the correct penod (Note that 0667 is approximately 
61 

equal to _!_ :.o that computauon u facihtated by usuig _!_ and_!__ instead of 0667 and 0385 for the plam-
15 IS 26 

text and random constants respecuvely ) 

Havmg estabhsh.ed the period as 43 solution of this example is predicated on the assumpuon that 
standard alphabets are involved, this procedure will be taken up m par 21 m the next chapter 
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19. Third step: solving the monoalpbabetic d11tributions.--The dif
ficulty experienced in analyzing the individual or isolated f'requency dis
tributions depends mostly upon the type of cipher alphabets that is used. 
It ia apparent that mixed alphabets may be used just as easily as standard 
alphabets, and, of course, the cipher letters themselves give no indication 
as to which is the ease. However, just as it was found that in the case of 
monoalphabetic substitution ciphers, a uniliteral trequency distribution 
gives clear indications as to whether the cipher alphabet is a standard or a 
mixed alphabet, b7 the relative positions and extensions of the crests and 
troughs in the table, so it is found that in the case of repeating-key 
ciphers, uniliteral frequency distributions for the isolated or individual 
alphabets will also give clear indications as to whether these alphabets 
are standard alphabets or mixed alphabets. Only tvo or three such tre
quency distributions are necessary for this determiaation;l2 if they appear 
to be standard alphabets, similar distributions can be made tor the rest of 
the alphabets; but if they appear to be mixed alphabets, then it is best to 
compile triliteral frequency distributions for all the alphabets. The analy
sis of the values of the cipher letters in each table proceeds along the 
same lines as in the case of monoalphabetic ciphers. The &D&lysis is more 
difficult only because of the reduced size of the tables, but if the meaaage 
be very long, then each frequency distribution will contain a sufficient 
number of elements to enable a speedy solution to be achieved. 

12 In certain mixed-alphabet periodic ciphers, it is possible that a distribution for one alphabet might 
reflect the phenomena expected for a standard alphabet, for instance, if the plain- and cipher components 
are identically-mixed sequences running in the same direction, and if for one alphabet Ai> = -\:• then the 

distribution for that alphabet will be the normal unillteral distribution It is for this reason that we must 
make distributions for at least two alphabets to determine whether or not a polyalphabet1c cipher is com
posed of standard alphabets 

4o 
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e Table ot Factors 

Numbers 1-400 inclusive 

l 51 3 17 2 52 2 4 13 26 
3 53 4 2 54 2 3 6 9 18 27 
5 55 5 11 6 2 3 56 2 4 7 8 14 28 
7 57 3 19 8 2 4 58 2 29 
9 3 59 10 2 5 60 2 3 4 5 6 10 12 15 20 30 11 61 

12 2 3 4 6 62 2 31 
13 63 3 7 9 21 14 2 7 64 2 4 8 16 32 
15 3 5 65 5 13 16 2 4 8 66 2 3 6 11 33 
17 67 
18 2 3 6 9 68 2 4 17 34 
19 69 3 23 20 2 4 5 10 70 2 5 7 10 14 35 21 3 7 71 22 2 11 72 2 3 4 6 8 9 12 18 24 36 
23 73 24 2 3 4 6 8 12 74 2 37 
25 5 75 3 5 15 25 26 2 13 76 2 4 19 38 
27 3 9 77 7 11 28 2 4 7 14 78 2 3 6 13 26 39 
29 79 
30 2 3 5 6 10 15 8o 2 4 5 8 10 16 20 40 
31 81 3 9 27 32 2 4 8 16 82 2 41 
33 3 11 83 
34 2 17 84 2 3 4 6 7 12 14 21 28 ~ 
35 5 7 85 5 17 36 2 3 4 6 9 12 18 86 2 43 
37 87 3 29 
38 2 19 88 2 4 8 11 22 44 
39 3 13 89 40 2 4 5 8 10 20 90 2 3 5 6 9 10 15 18 30 45 41 91 7 13 42 2 3 6 7 14 21 92 2 4 23 46 
43 93 3 31 44 241122 94 2 47 
45 3 5 9 15 95 5 19 46 2 23 96 2 3 4 6 8 12 16 24 32 48 
47 

2 3 4 6 8 12 16 24 97 48 98 2 7 14 49 . 49 7 99 3 9 11 33 e 50 2 5 10 25 100 2 4 5 lO 20 25 50 
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e 
101 151 ':. 

102 2 3 6 17 34 51 152 2 4 8 19 38 76 
103 153 3 9 17 51 
104. 2 4 8 13 26 52 154 2 7 11 14 22 77 " 
105 3 5 7 15 21 35 155 5 31 
106 2 53 156 2 3 4 6 12 13 26 39 52 78 
107 157 
108 2 3 4 6 9 12 18 27 36 54 158 2 79 
109 159 3 53 
110 2 5 10 11 22 55 16o 2 4 5 8 10 16 20 32 40 8o 
111 3 37 161 7 23 
112 2 4 7 8 14 16 28 56 162 2 3 6 9 18 27 54 81 
113 163 
114 2 3 6 19 38 57 164 2 4 41 82 
115 5 23 165 3 5 11 15 33 55 
116 2 4 29 58 166 2 83 
117 3 9 13 39 167 
118 2 59 168 2 3 4 6 7 B 12 14 21 24 28 42 
119 7 17 56 84 
120 2 3 4 5 6 8 10 12 15 20 24 30 169 13 

40 60 170 2 5 10 17 34 85 
121 11 171 3 9 19 57 
122 2 61 172 2 4 43 86 
123 3 41 173 e 124 2 4 31 62 174 2 3 6 29 58 87 
125 5 25 175 5 7 25 35 
126 2 3 6 7 9 14 18 21 42 63 176 2 4 8 11 16 22 44 88 
127 177 3 59 
128 2 4 8 16 32 64 178 2 89 
129 3 43 179 
130 2 5 10 13 26 65 18o 2 3 4 5 6 9 10 12 15 18 20 30 
131 36 45 6o '90 
132 2 3 4 6 11 12 22 33 44 66 181 
133 7 19 182 2 7 13 14 26 91 
134 2 67 183 3 61 
135 3 5 9 15 27 45 184 2 '4 8 23 la.6 92 
136 2 4 8 17 34 68 185 5 37 
137 186 2 3 6 31 62 93 
138 2 3 6 23 46 69 187 11 17 
139 188 2 4 47 94 
140 2 4 5 1 10 14 20 28 35 70 189 3 7 9 21 27 63 
141 3 47 190 2 5 10 19 38 95 
142 2 71 191 
143 11 13 192 2 3 4 6 8 12 16 24 32 48 64 96 
144 2 3 4 6 8 9 12 16 18 24 36 193 

48 72 194 2 97 
145 5 29 195 3 5 13 15 39 65 ... 
146 2 73 196 2 4 7 1'4 28 49 98 
147 3 7 21 49 197 
14-8 2 4 37 74 198 2 3 6 9 11 18 22 33 66 99 . 
149 199 e 150 2 3 5 6 10 15 25 30 50 75 200 2 4 5 8 10 20 25 40 50 100 
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comrmmum. 

e 201 3 67 252 2 3 4 6 1 9 12 14 18 21 28 36 42 
202 2 101 63 84 126 
203 7 29 253 11 23 
204 2 3 4 6 12 17 34 51 68 102 254 2 127 
205 5 41 255 3 5 15 17 51 85 
206 2 103 256 2 4 8 16 32 64 128 
207 3 9 23 69 257 
208 2 4 8 13 16 26 52 lo4 258 2 3 6 43 86 129 
209 11 19 259 1 37 
210 2 3 5 6 7 10 14 15 21 30 35 42 260 2 4 5 10 13 20 26 52 65 130 

70 105 261 3 9 29 87 
211 262 2 131 
212 2 4 53 106 263 
213 3 71 264 2 3 4 6 8 11 12 22 24 33 44 66 
214 2 107 88 132 
215 5 43 265 5 53 
216 2 3 4 6 8 9 12 18 24 27 36 54 266 2 1 14 19 38 133 

72 lo8 267 3 89 
217 1 31 268 2 4 67 134 
218 2 109 269 
219 3 73 270 2 3 5 6 9 10 15 18 27 30 45 54 
220 2 4 5 10 11 20 22 44 55 110 90 135 
221 13 17 271 
222 2 3 6 37 74 111 272 2 4 8 16 17 34 68 136 
223 273 3 1 13 21 39 91 
224 2 4 7 8 14 16 28 32 56 112 274 2 137 e 225 3 5 9 15 25 45 75 275 5 11 25 55 
226 2 113 276 2 3 4 6 12 23 46 69 92 138 
227 277 
228 2 3 4 6 12 19 38 57 76 114 278 2 139 
229 279 3 9 31 93 
230 2 5 10 23 46 115 280 2 4 5 7 8 10 14 20 28 35 4o 56 
231 3 7 11 21 33 77 70 140 
232 2 4 8 29 58 116 281 
233 282 2 3 47 94 141 
234 2 3 6 9 13 18 26 39 78 117 283 
235 5 47 284 2 4 71 142 
236 2 4 59 118 285 3 5 15 19 57 95 
237 3 79 286 2 11 13 22 26 143 
238 2 7 14 17 34 119 287 7 41 
239 288 2 3 4 6 8 9 12 16 18 24 32 36 
240 2 3 4 5 6 8 10 12 15 16 20 24 30 48 72 96 144 

4o 48 6o Bo 120 289 17 
241 290 2 5 10 29 58 145 
242 2 11 22 121 291 3 97 
243 3 9 27 81 292 2 4 73 146 
244 2 4 61 122 293 
245 5 1 35 49 294 2 3 6 7 14 21 42 49 98 147 
246 2 3 6 41 82 123 295 5 59 
247 13 19 296 2 4 8 37 74 148 
248 2 4 8 31 62 124 297 3 9 11 27 33 99 

. 249 3 83 298 2 149 

e 250 2 5 10 25 50 125 299 13 23 
251 300 2 3 4 5 6 10 l2 15 20 25 30 50 6e 

75 100 150 
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301 1 43 352 2 4 8 11 16 22 32 44 88 176 
302 2 151 353 
303 3 101 354 2 3 6 59 118 177 
3o4 2 4 8 16 19 38 76 152 355 5 71 
305 5 61 356 2 4 89 178 
306 2 3 6 9 17 18 34 51 102 153 357 3 7 17 21 51 119 
307 358 2 179 
3o8 2 4 7 11 14 22 28 44 77 154 359 
309 3 103 36o 2 3 4 5 6 8 9 10 12 15 18 20 24 
310 2 5 10 31 62 155 30 36 40 45 60 72 90 120 18o 
311 361 19 
312 2 3 4 6 8 12 13 24 26 39 52 78 1o4 362 2 181 
313 363 3 11 33 121 
314 2 157 364 2 4 1 13 14 26 28 52 91 182 
315 3 5 7 9 15 21 35 45 63 105 365 5 73 
316 2 4 79 158 366 2 3 6 61 122 183 
317 367 
318 2 3 6 53 106 159 368 2 4 8 16 23 46 92 184 
319 11 29 369 3 9 41 123 
320 2 4 5 8 10 16 20 32 4o 64 Bo 160 370 2 5 10 37 74 185 
321 3 107 371 7 53 
322 2 7 14 23 46 161 372 2 3 4 6 12 31 62 93 124 186 
323 17 19 373 
324. 2 3 4 6 9 12 18 27 36 54 81 374 2 11 17 22 34 187 

108 162 375 3 5 15 25 75 125 
325 5 13 25 65 376 2 4 8 47 94 188 e 326 2 163 377 13 29 
327 3 109 378 2 3 6 1 9 14 18 21 27 42 54 63 126 
328 2 4 8 41 82 164 379 
329 7 47 38o 2 4 5 10 19 20 38 76 95 190 
330 2 3 5 6 10 11 13 22 30 33 55 66 381 3 127 

110 165 382 2 191 
331 383 
332 2 4 83 166 384 2 3 4 6 8 12 16 24 32 4.8 64 g6 128 
333 3 9 37 111 385 5 7 11 35 55 77 
334 2 167 386 2 193 
335 5 67 387 3 9 43 129 
336 2 3 4 6 7 8 12 14 16 21 24 28 42 48 388 2 4 97 194 

56 84 112 168 389 
337 390 2 3 5 6 10 13 15 26 30 39 65 78 
338 2 13 26 169 130 195 
339 3 113 391 17 23 
340 2 4 5 10 17 20 34 68 84 170 392 2 4 7 8 14 28 49 56 98 196 
341 11 31 393 3 131 
342 2 3 6 9 18 19 38 57 114 171 394 2 197 
343 7 49 395 5 79 
344 2 4 8 43 86 172 396 2 3 4 6 9 11 12 18 22 33 36 44 
345 3 5 15 23 69 115 66 99 132 198 
346 2 173 397 
347 398 2 199 
348 2 3 4 6 12 29 58 87 116 174 399 3 7 19 21 57 133 
349 400 2 4 5 8 10 16 20 25 40 50 Bo . 
350 2 5 7 10 14 25 35 50 70 175 100 200 --351 3 9 13 27 39 117 
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CHAPTER IV 

REPEATING-KEY SYSTEMS WITH STANDARD CIPHER ALPHABETS 

Paragraph 
Soluuonby applying principles of frequency 20 
Soluuon by completrng the plain-component sequence 21 
Solunon by the "probable-word method" 22 
The Porta system 23 
The Gronsfeld system 24 
Polyalphabeuc numerical systems 25 

20. Solution b;t ap;el;t1!!£5 ;erinci;eles of freg,uenc;(·--!;· In the light 
of the foregoing principles, let the following cryptogram be studied: 

Message 

5 10 15 20 25 
A. A !l..1Ll! y JAMKI ZYMWM JMIGX NFMLX 

B. ET I MI ZHBHR AYMZM ILVME JKUTG 

c. DPVXK Q !!..!...! Q LHVRM JAZNG GZVXE 

D. NLUFM PZJNV CHU AS HKQGK IPLWP 

E. AJZXI GUM TV DPTEJ ECMYS QYBAV -
F. ALA HY P 0 I X W PVNYE EYXEE UDPXR 

G. BVZVI Z I IV 0 SPTEG KUBBR QLLXP 

H. WFQGK NLLLE PTIXW DJ Z XI G 0 I 0 I 

J. ZLAMV KFMWF NPLZI OVVFM ZKTXG 

K. NLMDF AAEXI JLUFM PZJNV CA I GI 

L. UAW PR :N V I W E JKZAS ZLAFM HS 

All repetitions of trigraphs and longer po1ygraphs are underlined, these 
repetitions are tabul.ated in the diagram below, together with their loca
tions, intervals, and factors. 

Repetition Location Interval Factors 
LUFMPZJNVC D2, Kl.2 160 2, 4, 5, 8, 10, 16, 20, 32, 40, 8o 
JZXIG E2, m.7 90 2, 3, 5, 6, 9, 10, 15, 18, 30, 45 
F.JK B20, LlO 215 5, q.3 
PTE El.2, Gl2 50 2, 5, 10, 25 
QGK Dl8, H3 85 5, 17 
VKH A2, C7 55 5, ll 
ZLA Jl, Ll6 65 5, 13 
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b. Tb.e factor 5 appears in all cases; it is practically certain that 
the nUmber of alphabets is five, and the I.C.'s should confirm this hypothe
sis. Since the text already appears in groups of five letters, it is un
necessary to rewrite the message. The next step is to make a uniliteral 
frequency distribution for Alphabet 1 to see if it can be determined whether 
or not standard alphabets are involved. It is as follows: 

Alphabet 1 

·---- ---i-- ·--- - -ABCDEFGRIJKLMNOPQRSTUVWXYZ I.C. = 1.44 

c. Although the indications for fitting the distribution to the nor
mal are not very clear cut, yet if one takes into consideration the small 
amount of data, the assumption of' a direct standard alphabet with Wc = Ap, 
is worth further test. Accordingly a similar distribution is made for 
Alphabet 2. 

Alphabet 2 

Ii 

• a =-=Ii•- =• -=~· §e ABeDEFGRIJKLMROPQRSTUVWXYZ I. C. • 1.47 

d. There is every indication of a direct standard alphabet, with 
He = ~· Let similar distributions be made for the last three alphabets. 
They are as follows: 

Alphabet 3 

- E 

•==••- -- ···-- • ABeDEFGRIJKLMNOPQRSTUVWXYZ =· = 

Alphabet 4 

II 

·- -···· -=·=-- = -·--ABC DEF G HI J KL MN OP QR STU V W X Y Z 

Alphabet 5 

ii = •=5 •-= • -=-5= •=== ABeDEFGHIJKLMNOPQRSTUVWXYZ 

I.e. • l. 71 

I.C. • l.36 

I.e. • l.91 

" --



-e 

REF ID:A64563 

e. After but little experiment it is found that the distributions can 
best be made to fit the normal when the following values are assumed: 

Alphabet l ••••••••• Ap •We 
Alphabet 2 ••••••••• Ap •He: 
Alphabet 3 ••••••••• Ap •le 
Alphabet 4 ....•.... Ap •Tc 
Alphabet 5 ••••••••• Ap =Ee 

!· Note the key word given by the successive equivalents of Ap: WHITE. 
And also note what may appear to be a discordant note in the values of three 
of the I.C.'s above.I Nevertheless, the real proof of the cryptanalytic 

1 As has been remarked m subpar 17b small deviations from the expected values are usual and m fact may 
be anticipated, whereas large deviations are rare In the case of the I C 's at hand the value for the thud 
alphabet (l 71) almost coincides with the expected 1 73 but the values for the 1st 2d and 4th alphabets~ 
too low while the value for the 5th (1 91) is "on the high side", i e , a ~sit1y~ dev1at1on instead of a !1~
t1ve devianon For the benefit of the mathematical reader these deviations from the expected plalD can be 
proven to be ID the nature of only about 10' f~~m_e!~of ~~s~~ (65 and 54 tallies), so that the devia
tions observed are not really SJ.gmficant after all For the statimcally curious the formulas for the standard 
dev1at1on of 4' and I C for English plain text are given below (where~ is the sample size) 

tr(~) =-V< 0048)N3 + ( 110l)N2 + ( 1149)N 

6 (1. C ) = ---!6- - - -V< 004B)N2 + ( llOl)N - 1149 
(N-l)l{N 

Denvauon of these formulas will be left for the extensive treatment of cryptomathemat1cs m M1h!:_~E.¥ 
~!.¥P!!!1.!!YUcs, Part Ill lt might be noted that cryptanalysts are usually much more deeply concerned with 
the dev1auon of an observed 4' or 1 C from randoll!. rather from an emmated or expected E.:1-~ This is of 
course especially true m situations wherem the value of the +p 1s unknown (such as would be ID the case of 
a lOxlO biparme matrix of unknown composmon or m the case of a polyalphabet1c enc1pherment of an un
known code), m such slluauons only the dev1auons from random could be measured The formulas for the 
standard deviation of ~ and 1 C for 26 letter random teXi are as follows 

::: 2720 i/NCN-1) 

<1 (I C ) ::: 7 0711 

i/NCN-1) 

Smee s1gmage is defined as the dtfference between the observed and the expected number d1v1ded by the 
standard deviation It may be shown that the I C of Alphabet 1 m the example is !_!4__:__1 _QQ = 3 38 er over 

13 
random, for this type of distribution (which follows the-f! d1stnbut1on) this amounts to less than 1 chance m 
300 of being produced at random 

coNF'IDEN'tlAL 



--------------------------------------------. 

REF ID:A64563 

pudding (i.e., the correctness of the analysis) is, of course, to test the 
values of the solved alphabets on the cryptogram. The five cmplete cipher 
alphabets are as follows: 

Plain text 

ABCDEFGHIJKLMBOPQRSTUVWXYZ 
l WXYZABCDEFGHIJKLMNOPQRSTUV 
2 BIJKLMNOPQRSTUVWXYZABCDEFG 
3 IJKLMNOPQRSTUVWXYZABCDEFGH 
4 TUVWXYZABCDEFGHIJKLMNOPQRS 
5 EFGHIJKLMIOPQRSTUVWXYZABCD 

i· Applying these values to the first few groups of our message, the 
following is found: 

l 2 3 4 5 
Cipher ••• AUK HY 
Plain •••• EB C 0 U 

1 2 3 4 5 
ZYMWM 
DREDI 

l 2 3 4 5 
NFMLX. 
RYEST. 

h. Intelligible text at once resul.ts, and the solution can nov be 
comp1eted very quickly. The complete message is as follows: 

ERCOUKTBRED RED I.NFAlf.mY &STIMATED AT ONE RmIMElfT AID MACHID GUB 

. . . . 

COMPANY D TRUCKS NEAR EMMITSBURG. AM HOLDING MIDDLE CREEK BEAR HILL 54 3 
SOUTHWEST OF FAIRPLAY. WJIER FORCED BACK WILL COMTIBUE DELAYI1'G REDS AT 
MARSH CREEK. HAVE DESTROYED BRIDGES ON MIDDLE CREEK BEiWEER DIC:TSBURG
TAl'Er.OCMB ROAD A1'D RHODES MILL. 

i. In the foregoing example (which is typical of the system erroneously 
attributed, in cryptographic literature, to the French cryptographer Vigenere, 
although to do him Justice, he made no claim of having "invented" it), direct 
standard alphabets vere used, but it is obvious that reversed standard al
phabets may be used and the solution accamplished in the same manner. In 
fact, the cipher disk once used by the United States Anq tor a number of 
years yields exactly this type of cipher, which is also known in the liter
ature as the Beaufort Cipher, and by other names. In titting the isolated 
frequency distributions to the normal, the direction ot "reading" the crests 
and troughs is merely reversed.2 

21. Solution by cQ!Pl.etins the pJ.ain-cO!POnent sequence.--!,. There is 
another method of solving this type ot cipher, which is worthwhile expl.aining, 
becausEi the underlying principles will be found usef'ul in mny cases. It is 
a :modification of the method of solution by completing the plain-component 
sequence, already explained in Military Cryptaual.ytics, Part I. 

b. After all, the individual alphabets of a cipher such as the one 
just solved are merely direct standard alphabets. It has been seen that 
monoalphabetic ciphers in which standard cipher alphabets are employed may 

2 lf standard alphabets are employed wherein a letter (us1Blly J) is omitted, this omission must be taken 
into coDSlderauon m fitnng the distributions to the normal, or m applying the method of completing the 
plain-component sequence treated in par 21 48 
CUNl''IDEN'l'l:JUI 
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be solved almost mechanically by completing the plain-component sequence. 
The plain text reappears on only one generatrix and this generatrix is 
the same for the whole message. It is easy to pick this generatrix out 
of all the other generatrices because it is the only one which yields 
intelligible text. Is it not apparent that if the same process is applied 
to the cipher letters of the individual alphabets of the cipher Just 
solved that the plaintext equivalents of these letters must all reappear 
on one and the same generatrix! But hov will the generatrix which actual
ly contains the plaintext letters be distinguishable f'ran. the other gen
eratrices, since these p1aintext letters are not consecutive letters in 
the plain text but only letters separated from one another by a constant 
interval? The answer is simpl.e. The plaintext generatrix should be 
distinguishable f'rom the others because it will show more and a better 
assortment of hig!l-trequency letters, and can thus be selected by the eye 
from the whole set of generatrices. If this is done with all the alphabets 
in the cryptogram, it will merely be necessary to assemble the letters of 
the thus selected generatrices in proper order, and the result should be 
consecutive letters forming intelligible text. 

c. An example will serve to make the process clear. Let the same 
messaie be used as before. Factoring showed that it involves five alpha
bets. Let the first ten cipher letters in each alphabet be set down in 
a horizontal line and, under the assumption that direct standard alphabets 
are involved, let the normal alphabet sequences be completed. 3 Thus: 

3 If reversed standard alphabets are assumed u would first be necessary to convert the cipher letters 
of each uolated alphabet mto thelr normal plain-component equivalents, and then to proceed as m the 
case of direct standard alphabets 

08li:P!BE!t'l'IJUI 
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eeMP!BBt!A:to e 
Alphabet 1 Alphabet 2 Alphabet 3 Alphabet 4 Alphabet 5 ,; 

l AJZJNEZAIJ UAlMFTRILK KMMIMIBMVU BKWGLMBZMT YIMXXIRMEG 
2 BKAKOFABJK VBZNGUIZML LifiCiiJCWV ILXBMNIAMU ZJNYYJSNFH "' 
3 CLBLPGBCKL WCAOBVJANM !l>OKOKDOXW JMYINOJBOV AKOZZK'lOOI 
4 DMCMQHCDLM XDBPIWKBOI UPPLPLEPYX KNZJOPKCPW BLPAALUP&T 
5 ERDllRmEMB YECQJXLCPO OQQ>l~QZY LOAKPQLDQX CMQBBMVQIK 
6 FOEOSJEll'NO ZFDRKYMDQP PRRNRBGRAZ MPBLQRMERY DBRCCWRJL 
7 GPFP'IKFGOP AGF.SLZNERQ QPSOSOBSBA lfQCMRSNFSZ EOSDDOXSKM 
8 HQGQULGHPQ BID"DW>FSR RTTPTPITCB ORDRS'!OOTA FP'l'EEPY'l'LN 
9 IRBRVMBIQR CIGURBPGTS SUUQUQJUDC PSIX>TUPBUB GQUFFQZUMO 

10 JSISWIIIJRS DJBVOCQBIJT TVVRVRKVED QT.FPUVQIVC BRVGGRAVNP 
11 KTJ'ECOJKST EKIWPDRIVU UWWSWSLWFE RUGQVWRJWD ISWHBSBWOQ 
12 LUKUYPKL'l'U FLJXQFSJWV VXXTX'lMXGF SVBRWXSKXE JTXIITCXPR 
13 MVLVZQU4UV GMKYRFTKXW WYYUYUNYHG 'lWISXYTLYF KUYJJUDY~ 
14 lMllARMNVW HNLZSGULYX XZZVZVOZIH tJXJTYZUMZG LVZKKVEZRT 
15 OXllXBSHOWX IOMATHVMZY YAAWAWPAJI VYKUZAVNA!l MlrlAU.MFASU 
16 PIOYCTOPXI JPNBUIWliAZ ZBBXBXQBKJ WZLVABWOBI NXBMMXGBTV 
17 QZPZDUPQYZ KQOCVJXOBA ACCYCYRCLK XAMWBCXPCJ OYCDYHCUW 
18 RAQAEVQRZA LRPDWKYPCB BDDZDZSDML YBNXCDYQDIC PZDOOZIDVX 
19 SBRB!WRSAB MSQ,EXLZQ,00 CEEAEATENM ACOYDEZREL QAEPPAJEWY 
20 TCSCGXSTBC D'lm'YMARED DFFBFBUFO!i ADPZEFASPM RBFQQBKFXZ 
21 UDTI>RrnJCD OUSGZNBSFE mGCGCVGPO BEQAFGBIDB SCGRRCLGYA 
22 VEUEIZUVDE PV'l'HAOCIDF FBBDBDWHQP CFRCGBCUJI) TDBSSDMBZB e 23 WFVFJAVWEF '1r'UIBPDUHG GIIEIEXIRQ DGSCHIDVIP UEITTENIAC 
24 XGWGKBWXFG RXVJCQJVIH BJJFJFYJSR EHTDIJDIJQ VFJUUFOJBD 
25 YBXBLCXYGH SYWKDRPWJI IKKGKGZKTS FIU&TKFXKR WGKVVGPKCE 
26 ZIYIMDYZHI 'mXLESGXKJ JLLHLHALUT GJVFKLGYLS XBLWWHQLDF 

Figure 13. ... 

d. If the high-frequency generatrices underlined in Fig. 13 are 
selected and their letters are juxta:posed in columns, the consecutive 
letters of intelligible plain text immediately present themselves. Thus: 

tFor Alphabet 1, generatri.x 5 ••• E II D II R I D EM B 
For Alphabet 2, generatrix 20 •• lf TR FY MARE D 

Selected Generatrices For Alphabet 3, generatrix 19 •• c EE A EATEN M 
For Alphabet 4, generatrix 8 ••• 0 RD NS To GT A 
For Alphabet 5, generatrix 23 •• u EI TT ER I AC 

l 2 J 4 2 
ENC OU 
NTERE 
DREDI 
NFA1'T 

Co1umnar juxtaposition of letters RYE ST 
from selected generatrices I MATE 

D A T 0 If 
EREGI 
MEN TA 
NDMAC 

QQNP%BE!t'f'!1a; 50 
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Plain text: ENCOURTERED RED ID'ANTRY ESTIMATED AT OBE 
REGIMEltT .AND MAC • • • 

e. Solution by this method can thus be achieved without the compil
ation -of any frequency tables whatever and is very quickly attained. The 
inexperienced cryptanalyst may have difficulty at first in selecting the 
generatrices which contain the most and the beat assortment of high-fre
quency letters, but v1th increased practice, a high degree of proficiency 
is attained. After all it ia only a matter of experiment, trial, and 
error to select and assemble the proper generatrices so as to produce in
telligible text. The ocular selection of the correct generatrix in each 
alphabet may be narrowed down to a considerably restricted choice from 
a comparatively few generatrices, using a short-cut procedure which has 
much merit and is easy to apply, as will now be demonstrated. 

f. Let the generatrices be compl.eted as in Fig. 13, and then let us 
encircle all the letters J, K, Q, X, and Zin each of' the ten columns 
belonging to Alphabet 1. Nov let us cross out all generatricea contain
ing two or more of these low-frequency letters, under the premise that 
it is unlikely that the correct generatrix will contain more than one of 
these low-frequency letters •4 This procedure is extended to the genera
trices pertaining to Alphabets 2-5 (cf. Fig. 14). It will be observed 
that with this procedure there have been eliminated 13, 15, 11, 16, and 
16 generatrices from Alphabets l-5, respectively, thus considerably 
simplifying the inspection of the remaining generatrices. 

S.· The selection of the correct generatrix from those remaining may 
nOW' be facilitated by the use of a rough weighting or "scoring" procedure, 
in which the eight highest-frequency letters (ETNROAIS) are assigned a 
weight of l and the remaining letters a weight of ¢.5 The sum of the 

4 ThJS premise can be St'bstannated stat1suc.ally By means of the bmom1al theorem, u may be shown 
that for 10-letter generatrices an average of 600/o (1 e 16 generatnces out of 26) of incorrect generatr1ces 
will be ehmrnated while the chance of re ectmg the correct case 1s only 0 80/o If the generatr1ces con
tained 15 letters .m average of 82°/o (1 e 21 out of 26) of incorrect generatnces may be expected to be 
ehmmated W1th a nsk of 1 80/o as the chance of re1ectmg the correct case Thus to avoid excessive nsk 
the threshhold of onh 2 letters of the JKQXZ group should be raised when the generatnces contain more 
than 12-15 letters 

5 In cons1dermg the h ghest frequency English plamtext letters m descending freqi..enC} order there 1s a 
sharp drop after the S, therefore this seems the obvious place to d1v1de the letters mto two classes or cate
gones There are also other more co3ent mathematical reasons to substantiate the fact that this 8-18 spht 1s 
the best possible d1v1S1on of the English plamtext letters mto two classes for weighting purposes The scoring 
system discussed actu'ally involves ~uee weights 1 ~. and -m, the elLmmation of generatnces on the bam 
of two or more occurrences of one of the low freqLency letters (JKQXZ) 1s tantamo ... nt to assigning a weight 
of -1111 to the ehmmated generatnces 

The set of alphabet str ps prepared for t•se m connection with the courses m Military Cryptanalyt1cs has 
been designed with this we1ghung system m mind The letters ETNROAIS are printed m red the rest of the 
letters m black with the letters JKQXZ m minuscule type Thus m usmg these strips one searches for the 
most redness m the generatnces discounting these generatnces m wtuch two or more of the mmusci..le 
letters are present 
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weights tor each generatrix ia then recorded at the aide of the genera-
trix; the correct generatrix may be expected to have the highest or near-
highest score in that particular alphabet. The result of the generatrix 
elimination and the swaming of the weights is shown in Fig. 14, below: 

Alphabet 1 Alphabet 2 Alphabet 3 Alphabet 4 Alphabet 5 

l MZclWY 2 UAIMFTHI.LK 2 KMMIMIBMVU BK\lGUIBll'f ¥lMKXHlHla 
2 BKAKGPABJK 'IBSIGUISMD ~~ 5 ILXBMNIANU ZJBHJSRPH 
3 0 CLBLPGBCKL 4 WC.AOHVJANM ~ dM!f:EHeJBe\~ MEO~I 
4 O DMCMQHCDLM *9BPlWJEB0B 2 NPPLPLEPIX IENZJePIGJIW 2 BLPAALUP&T 
5 7 ERDBRmDm He~ e~~ LOAIQ>~~ -'QlK 
6 7 FOEOSJEFNO ZFBRK¥H9QP 7 PRRNRNGRAZ 3 MPBLQJOOmY 4 DNRCCNWRJL 
7 2 GPFP'l'KFGOP A618LZRR~ 7 Q$SOSOHSBA ·~g E98D»QXSIQ( 
8 •QULSHPQ 5 BBF'IMAOFSR 6 Ri91.'PTPITCB 8 ORDNS'l'OGTA 5 FPTEEPYTLR 
9 5 IRHRVMHIQR 4 CIGUJmPGTS SW'l\J~JDe 4 PSEO'ruPHUB GQYn~ 

10 JS~ Bdll\l06~ 4 TVVRVRKVED Q!WPLV:QIVG 4 BRVGGRAVNP 
ll ~'l' 4 .EKIWPDRIW 3 UWSWSLWFE RUGQ'IWH.:Am 4 ISWBHSBWOQ 
12 LUIQJ.YPKlllV ~QIS~At ~F S¥BRmrSKX;B nx:H'!CXPR 
13 MVll~l Gl4lCIBP:l:llW l WYYUYtmYHG 3 'lWISXYTLYF KU!JJUD¥Qi 
14 4 lMll.ARMml BllYSGULYX &2.\qw()Z!H ~ l}~ 
15 elE!fBS!feW* 4 IOMA'.l'BVMZY 5 YAAWAWPAJI 'l!KUZAftl-M! 3 lllALLWFASU 
16 3 PrOYCTOPXY d'PRBtJBRIM ~ 3 WZLVABWOBI NXBMMKGBlf'I/ 
17 -~ IEQOOVJXOBA 2 ACCYCYRCLK ~ 3 OYC:NNYHCUW 
18 ~'-QRZA l LRPDWKYPCB BDDZDZSnML ¥BROD¥~ PZBOOZID¥*-
19 5 SBRBP'WRSAB IEQEILZ~ 8 CEEAEATENM ZCO¥.DEZRma QABPPAJBW! 
20 4 TCSCGXSTBC 6 BTRnMARED 2 DFFBFBUFON 4 ADPZEFASFM RBP~ 
21 2 UDTDHI'lUCD 5 OUSGZNBSFE 2 mGCGCVGPO 4 BEQAFGBiU1' 4 SCGRRCLGYA 
22 4 VEUEIZUVDE 4 PVTHAOC'l'GF 0 FBBDHDWRQ;E> 2 CFRCGHCUHO 3 'lDHSSDMHZB 
23 2 WFYFJAVWEF l QiUIBPDUBG GlDIEKlBQ 3 DGSCBIDVIP 8 UEITTENIAC 
24 :JEGWGlEBWE.i'G mE\'l'Je._'l:m BiRJFYJSR WIJl!JIJ~ 'RJ\.~.D10JBB 

25 Yll.tllbeX!GB S!WICDRIWJI IKGKGZK'!'S p~ WGK\O.'GPKGE 
26 ZIYBmnHI ~ 2 JLLHLHALUT -GJVFKLGYLS XBUIWHQbllF 

Figure 14. 

!fote that in this example the correct generatrix in each alphabet is the one 
with the highest score.6 This weighting system, crude as it my appear, 
suffices in cases where the generatrices contain at least ~-10 letters. 
When the number of letters per generatrix is small., there exist more re
fined statistical methods for the selection of the correct generatrices, 
these methods will be treated in par. 34 in the next chapter. 

6 
Theoreucally the generatnx with the greatest vallle Will be the correct generatr1x In acti...al 

practice of course the generatr1x with the greatest value may not be the correct one bur the correct 
one will certainly be among the three or four generatnces or so w1th the largest values In any case 
the test of correctness is whether when Juxtaposed, a set of two or three generatnces selected Will 
yield 'good digraphs or trigraphs i e !ugh-frequency digraphs or tr1graphs si.ch as occur m normal 
plam text 
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!!: It has been seen how the key word may be discovered in this type 
of cryptogram. Usually the key is made up of those letters in the suc
cessive alphabets whose equivalents are A,, but other conventions are of 
course possible. Sometimes a key number ls used, such as 8-4-7-1-2, which 
meana merely that Ap is represented by the eighth letter from A (in the 
normal alphabet) in the first cipher alphabet, by the fourth letter tram 
A in the second cipher alphabet, and so on, aa in the claasic Gronsfeld 
cipher. However, the method ot solution as illustrated above, being inde
pendent of the nature of the key, is the as. as before. 

22. Solution by the "probable-word method.•-'"!.· The common uae of 
plaintext words as key words in cryptograms such as the foregoing makes 
possible a method of solution that is s1m:pl.e and can be used where the 
more detailed method of analysis using frequency distributions or by com
pleting the plain-component sequence is of no avail. In the case of a 
very short message which 'llJl&Y show no recurrences and give no indications 
as to the number of alphabets involved, this modified method will be 
f'ound moat uaef'ul. 

b. Brief'l.y, the method consists in assuming the presence of' a prob
able wrd in the message, and referring to the alphabets to find the key 
letters applicable when this hypothetical word is assumed to be present 
in various positions in the cipher text. If the assumed word happens to 
be correct, and is placed in the correct position in the message, the key 
letters produced by referring to the alphabets will yield the key word. In 
the f'olloving example it is assumed that reversed standard alphabets are 
knovn to be used by the eDeJQ". 

Message 

PGSGG DBRUB VMBGR YOUUC WMSGL VTQDO 

c. Extraneous circumstances lead to the assumption of the presence of 
the word REGIMENT. One -.y assume that this word begins the mesaage. Using 
sliding normal. components, one reversed, the other direct, the key letters 
are ascertained b;y noting what the successive equivalents of "P are. Thus: 

Cipher: P G S G G D 11 R 
PJ.ain text: R E G I M E N T 
"Ke7" G K Y 0 S B A K 

The key does not spell any intelligible word. One therefore shifts the as
smed word one letter forward and another trial is made. 

Cipher: G S G G D B R U 
Plain text: R E G I M E I T 
"Key" X W M 0 P R E 1' 

This also yields no intelligible key word. One continues to shift the 
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assumed word forward one apace at a t1Dle until the tolloving point is 
reached: 

Cipher: 
Plain text: 
"Key" 

UHVMBGRY 
REGIMEMT 
LLBU:NKER 

The key nov beccmes evident. It is a cyclic permutation of BUIKER HILL. 
It should be clear that since the key word or key phrase repeats itself 
during the encipherment of' such a message, the plaintext word upon whose 
assumed presence in the message this teat is being baaed may begin to be 
enciphered at any point in the key, and continue over into the next repeti
tion of the key if' the probable word is longer than the key. When this is 
the case it is merely necessary to shift the latter part of the sequence 
of key letters to the first part, as in the case noted: LLBUMCER is per
muted cyclicall.y into BtmKER •• LL, and thus BURKER BILL. 

~· The exampl.es in subpar • .=_, above, merely illustrate the theory 
of "p1acing" a probable word and recovering the key word. In actual 
practice, the appl.ication of the probable-word method proceeds along slightly 
different lines of a short-cut manner, as will be deacribed below, using the 
same message and probable word as stated in the preceding subparagraph. 

(1) The cipher text is written in a horizontal line on cross-section 
paper, and the first five letters or so of' the probable word are written 
columnarvise to the left of the cipher text and one space belov it. As
suming first that direct standard alphabets have been used, the successive 
letters of the cipher are deciphered as ~' writing the respective key 
letters (as derived under Ap or the assumed index letter) on the first line 
just below the cipher text; this assumes that ~ exists at one of the N-8 
possible positions (for the word !U!nIMEN'l'). Then the presence of the letter 
Ep is assumed in the text (beginning with the second letter of the message}, 
and the successive key letters tram. these decipherments are inscribed in 
the second line for B-7 pasitions. On the third line the process is re
peated, assuming that Gp is present in N-6 possible positions beginning 
with the third letter of the cryptogram, writing the respective decipher
ments under each ec. 

(2) NO!...!f' the trigraph REGp exists in the message, then the juxta
position of' ~ at its correct location in the cipher text will yield on 
a diagonal a plaintext trigraph which is a part of the repeating key, if 
the key is a p1aintext word or phrase. So by examining the possible plain
text trigrapha and extending them. to l, 2, 3, or more p1aces if necessary, 
al1 but one will be eliminated by inconsistencies (i.e., implausible plain
text polygraphs), as only one polygraph will keep on yielding valid plain 
text. If' the first trial.a with direct standard alphabets are not succeaaf'ul, 
then reversed standard alphabets are tried. It is important to keep in mind 
that plaintext trigrai;ils are not necessarily only those which are contained 
within words; observe the Lti trigraph in Fig. 15b, below, which occurs 
between words at a cyclical repetition of the key-phrase BUNKER HILL. 
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(3) In the following three figures, Fig. 15!, is the attempted 
solution under the premise that the alphabets employed are direct stand-

7 ard Fig. 15b is the successful trial with reversed standard alphabets, 
and

1

Fig. 15c-is the complete decipherment of the message after the key 
word has been recovered. 

PGSGGDBRUHVMBGRYOUUCWMSGLVT DO 
R YPBPPMWADQEVKPAHXDDLFVB 
E COCCZJNQDRIXCNUKQQYSIOC 
G MAAXBLOBPGVALSIOOWQGMAF 
I YV Z Y KYD 
M B 

Figure 15!;· 

PGSGGDRRUHVMBGRYOUUCWMSGLVTQDO 
R GXJXXUE YMDSXIPFLLTNDJ 
E KWKKHRV ZQFKVCSYYGAQWK 
G YMMJTXA SHMXEUAAICSYMR 
I P wee E A 
M H 0 S 
E 
N 
T 

Figure 152_. 

BURKERHILL 
PGSGGDNRUH 
MOVEYOURRE 

VMBGRYOUUC 
GIMEHTTORJ 

WMSGLVTQDO 
FIVETWOSIX 

Figure 15£,.• 

7 It is interesting to point out a ft.rther short cut to this already short-cut method In Fig 15!_ we derive 
the first row of key letters (representing Rp) under the cipher, 1 e YPBBP. • For the second row, we 
derive Ck under Ge as the first eqmvalent of Ep• this equivalent 1s of course under the Pk deuved m the 
first row We now take an alphabet composed of two direct standard sequences and JUXtapose them so that 
P m the upper component 1s over C m the lower component The rest of the letters m the Ep row(~ the 
second row) may now be read directly by referring to the direct standard alphabet 1 e 1f Pk m component 

(1) is equivalent to Ck m component (2) then Bk(l) :: Ok(2) Mk(l) :: Zk(2) etc In Fig 15_!! the same 
procedure is followed still using the direct standard alphabet for finding the equivalents of the key letters 
m the second and thud rows, the reason that direct standard alphabets may still be used is that there has 
been in effect a conversion into plain-component equivalents The method Just described is much faster 
and less laborious m fmdmg the equivalents for the second and third rows once the m1t1al key letter of each 
row has been determined 
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e. .Another :method for testing cribs where the components are known 
is illustrated in Fig. J.6, below. Tbia •thod involves the completion 
of all the generatrices tram the cipher text, and searching for the key 

A 
B 
c 
D 
E 
F 
G 
JI 
I 
J 

+> K 
HL 
.S M 
s:s If 

~~ 
Q 
R 
s 
T 
u 
v 
w 
x 
y 
z 

Cipher text 
PGSGGDIRURVMBGRYOUUCWMSGLVTQDO 
PGSGGDNRUBVMBGRYOUUCWMSGLVTQDO 
QHTHBEOSVIWNCBSZPVVDXNTBMWUREP 
RIUIIFPTWJXODITAQWWEYOUINXVSFQ 
SJVJJGQUXKYPEJUBRXXFZPVJOYWTGR 
TKWKKHRVY~ZQF~VCSYYGAQWKPZXUHS 
ULXLLISWZMARGLWDTZZHBRXLQAYVIT 
VMYMMJTXAB00SHMXEUAAICSYMRBZWJU 
WNZINKUYBOCTINYFVBBJDTZNSCAXKV 
XOAOOLVZCPD~JOZGWCCKEUAOTDBYLW 
YPBPPMWADQEVKPABXDDLFVBPUECZMX 
ZQCQQBXBERFWLQBIYEEMGWCQVFDANY 
ARDRROYCFSGXMRCJZFFBHXDRWGEBOZ 
BSESSPZDGTBY00SDKAGGOIYEBXBFCPA 
CTFTTQAEHUIZOT00LBBRPJZFTYIGDQB 
DUGUURBFIVJAPUFMCIIQKAGUZJBERC 
EVBVVSCGJWKBQVGNDJJRLBBVAKIFSD 
FWIWWTDHKXLCRWBOEKKSMCIWBLJGTE 
GXJXXUEI~YMDSXIPFLLTNDJXCMKHUF 
BYKYYVFJMZBETYJQGMMUOEKYDBLIVG 
IZLZZWGKNAOFUZK~HNNVPFLZEOMJWB 
JAMAAXBLOBPGVALSIOOWQGMAFPNKXI 
KBBBBYIMPCQHWBMTJPPXRHNBGQOLYJ 
LCOCCZJRQDRIXCNUKQQYSIOCHRPMZK 
MDPDDAKORESJYDOVLRRZTJPDISQBAL 
NEQEEBLPSFTKZEPWMSSAUKQEJTROBM 
OFRFFCMQTGULAFQXRTTBVLRFKUSPCB 

Figure J.6. 

by means of a stencil pre-cut to the probable word being teated. 

(1) In this example, using the same message and crib as in the pre
ceding subparagraph, the top row of the diagram is the cipher message, the 
identical row just beneath the cipher consists of the key letters (on the 
hypothesis of reversed standard alphabets) if the ciphertext letters rep
resent encipherments of ~1 the next row (QHTBH ••• ) consists of the key 
letters if the ciphertext letters represent encipherments of ~; and so 
forth. A stencil or mask is made on cross-section paper of the same size 
cells as the cross-section paper used to complete the generatrices, with 
appropriate cells cut out in successive columns to represent the letters 
of tbe crib (using for this purpose the reference alphabet to the left of 
the diagram). This stencil can now be slid along the horizontal axis 
through successive positions of the diagram, when the correct placement 
of the crib is reached, the letters of the key (in this case, LLBUBKER) 
v1ll manifest themselves in the apertures. 
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(2) If ve are to test the crib on the basis of direct standard al
phabets (instead of reversed standard as above), the completion diagram of 
Fig. 16 may still be used, the only change necessary is that the plaintext 
reference alphabet at the left must be changed to the AZYXW ••• CDB sequence, 
to ref'l.ect the difference in deriving the key letters in the diagram. 

(3) Tb.is particular method is very valuable if there are any cribs 
to be tested, this method also has related applications in other fields of 
cryptanalysis. 

f. Two further important ramifications of the probable-word method 
should be pointed out at this time; these apply to cases wherein the 
probable word or crib is considerably shorter than the repeating key, and 
to cases where the repeating key is composed of a sequence of random let
ters. 

(1) Suppose that in the previous example we vere testing the crib 
YOURp; at the~ position of the cipher text we would have recovered the 
key fragment ERHik which appears likely as a part of a key word in English. 
We would then take this key fragment and slide it along all the remaining 
positions of the cipher text, at position 15 we would obtain the :fragment 
N'l'rOp...!!..J>OSSible plain text, and at position 25 we would obtain the frag
ment i'WOSp. Factoring the intervals between the fragments which yielded 
plain text, we would conclude that the period of the meBSage is 10. The 
NTIDP sequence might be preceded by an Ep 1 which might be expanded into 
MER'rl'Op, which would yield the fragments (MO'l)VEIOURp at position 3 and 
(FI'l)VETWOSp at position 23. This procedure would be continued until the 
message is completely solved. 

(2) In the foregoing case, ERHlk was recognized as a possible key 
fragment because it looked like a plausible sequence of a pla1ntext key 
word. If the key had not been a plaintext word, but instead had been, let 
us say, the arbitrary letters CBNOMRGOWB 1 then the fragment MRGOtt of this 
sequence would not have been recognized as part of the key when the crib 
YOURn was tried at the 5th position. The procedure followed in cases where 
the Key is composed of random letters is to assume the crib at position 1, 
derive the "key", and slide this "key" along the rest of the message to see 
whether possible plain text results, then the crib is tried at positions 2, 
3, 4 ••• in turn, until its placement at the correct position yields deci
pherments in other parts of the message which are recognized as valid plain 
text. This technique, although laborious when done by hand, is the basis 
for solution when analytical machine methods are employed. 

~· It has been seen in the probable-word method described in this 
paragraph that the length of the key is of no particular interest or 
consequence in the steps taken in effecting the solution. The determina
tion of the length and elements of the key come after the solution rather 
than before it. In the case illustrated the length of the period is seen 
to be ten, corresponding to the length of the key (BUNKER HILL) • 
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h. The foregoing method is one of the other methods of determining 
the length of the key (besides factoring), referred to in subpar. l5c. 
As will be shown subsequently, the method can also be used as a last resort 
when known mixed alphabets are employed. This meth('ld of' solution by search
ing for a word is contingent upon the following circumstances: 

(l) That the word whose presence is assumed actually occurs in the 
message, is properly spelled, and correctly enciphered. 

(2) That the sliding components (or equivalent cipher disks or 
squares) employed in the search for the assumed word are actually the ones 
which were employed in the encipherment, or are such as to give identical 
results as the ones which were actually used. 

(3) That the pair of enciphering equations used in the test is actu
ally the pair which was employed in the encipherment; or if' a cipher square 
is used in the test, the method or finding equivalents gives results that 
correspond with those actually obtained in the encipherment. 

i. The foregoing appears to be quite an array of contingencies and 
the student may think that on this account the method will often fail. But 
examining these contingencies one by one, it will be seen that successful 
application of the method may not be at all rare--after the solution of 
some messages has disclosed what sort of' paraphernalia and methods of' 
emp1oying them are favored by the eneJDiY. From the foregoing remark it 
is to be inferred that the probable-word method has its greatest usefulness 
not in an initial solution of a system, but only after successful study of 
eneJD¥ communications by more difficult processes of analysis has told its 
story to the alert cryptanalyst. Al.though it is commonly attributed to 
Bazeries, the French cryptanalyst of 1900, the probable-word method is 
very old in cryptanalysis and goes back several centuries. Its usefulness 
in iractical work may best be indicated by quoting from a ccmpetent obser
ver : 

There IS another [method] which is to tlus first method what the geometric method is to analysis m 
certain sciences and according to the whims of md1vid als certam cryptanalysts prefer one to the other 
Certain others, incapable of getting the answer wuh one of the methods m the solution of a d1fficL!t problem 
conquer u by means of the other with a d1sconcemn.., masterly stroke This other method is that of the 
probable word We ma} have more or less defm•te opinions concerning the subject of the crvptogram We 
may know something about us date and the correspondents, who mav have been indiscreet m the subject 
they have treated On this baSJS the hypothes1 s is made that a certam word probablv appears m the text 

In certam classes of documents, mihtarv or diplomatic telegrams, banlung and mmmg affaus, etc , 
it is not impossible to make very important assumptions about the presence of certam words m the text 
After a cryptanalyst has worked for a long time with the wrmngs of certam correspondents he gets used to 
their expressions He gets a whole load of words to try out, then the changes of key and sometimes of sys
tem no longer throw mto his way the difficulties of an absolLtely new studv which might require the 
analytical method ' 

8 
G1v1erge M , Cours de Cryptograplue Paris 1925, p 30 
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To which I am prompted to add the amusicg definition of cryptanalysis 
attributed to a British wag: "All cryptanalysis is divided into two 
parts: trance-titution and supposition." 

23. The Porta system.--!· The solution of' the Porta system, de
scribed in subpar. llb, may properly be treated at this point along with 
repeating-key systems-with standard alphabets, since the enciphering 
matrix is a known matrix with normal components. The Porta matrix illus
trated in Fig. 5 may be visualized as follows: 

Plain text 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

A,B N 0 P Q R S T U V W X Y Z A B C D E F G H I J K L M 
C,D 0 P Q R S T U V W X Y Z N M A B C D E F G H I J K L 
E,F P Q R S T U V W X Y Z N 0 L M A B C D E F G H I J K 
G,B Q R S T U V W X Y Z N 0 P K L M A B C D E F G H I J 

f! I,J R S T U V W X Y Z N 0 P Q J K L M A B C D E F G H I 
,8 K,L S T U V W X Y Z N 0 P Q R I J K L M A B C D E F G H 
~ M,N T U V W X Y Z N 0 P Q R S H I J K L M A B C D E F G 
.-t O,P U V W X Y Z N 0 P Q R S T G R I J K L M A B C D E F 
-~ Q,R V W X Y Z N 0 P Q R S T U F G H I J K L M A B C D E 
~ S,T W X Y Z Ii 0 P Q R S T U V E F G H I J K L M A B C D 

U,V X Y Z N 0 P QR S TU V W D E F G H I J KL MAB C 
W ,X Y Z N 0 P Q R S T U V W X C D E F G H I J K L M A B 
Y,Z Z Ii 0 P Q R S T U V W X Y B C D E F G H I J K L M A 

b. If' the message in par. 20 were enciphered by means of the Porta 
table7 the key word still being WHITE, the distributions for the five 
alphabets would appear as follows: 

- ,. __ •-•· - I .,. __ •• ·---
1. A B C D E F G H I J K L M :N 0 P Q R S T U V W X Y Z 

ii 
iia;& _ e !iii I -=•-=••- •• 

2. A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

- iii • -- _ • __ I -=• --=•- __ 
3. A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

= 
4. A B c D i ; G H i' j : ~ Ml; ~ ; : R s T ~ ; ; x y ~ 

!! = ·--- ··--•=· ·-· • 5. A B C D E F G H I J K L M If 0 P Q R S T U V W X Y Z 

COltl' l:DENi'IAL 59 



----------~------
REF ID:A64563 

CON! IDEN'nA11 

Now if a vertical. dividing line is drawn between the M and the :N of the 
distributions, each half of the distribution may be used to fit half of 
the normal frequency distribution (following the Porta rule of encipher
ment, i.e., each half of the alphabet going to the opposite half). Thus 
in Alphabet 1 the sequence CDEFGHIJc may easily be ident!!!!,! as NOPQRSWp; 
this would fix the key letters as WX, and therefore the A ••• Mp sequence 
should begin at Ye. This latter fit may not be ideal, but it is neverthe
les!...E.lau~le. In Alphabets 2, 3, and 5 the RSTp sequence may be spotted 
at BCDc, ABCc, and CDEc, respectively, whereas in Alphabet 4 the trial of 
Ep as Ne gives a reasonably good matching of that half of the distribution. 
These assumptions in the first halves of the distributions will of course 
determine the placements of the letters in the second halves, since, for 
example in Alphabet 4, if Ne • Ep, then Ee • Np; therefore the original 
assumptions for the first halves will be confirmed or rejected by the 
goodness of fit of the distributions for the second halves. The keys for 
these five alphabets are derived as (W,X), (G,H), (I,J), (S,T)d and 
(E,F); frc:m these letters, the repeating key WHITE is obvious. 

c. In completing the plain-component sequence in the case of Porta 
enciphermen~~ the cipher letters of each alphabet are first converted to 
their LP'ort!!plain-component equivalents, and then the plain-component 
sequence is completed f'rom these letters, with a minor moditication. This 
modification consists in completing the converted cipher letters A-M in 
a downward direction, while the letters N-Z are completed in the opposite 
(i.e., upward) direction. As an example of this process, let us assume 
that the message in subpar. 20h has been enciphered by five alphabets in 
the Porta system, the first forty letters of this enciphe.nnent are: 

PKTFF 
OQCFL 

CDVIT 
PBVPX 

OBVZX . . . CVREE GI VJ E TPRKT 

The conversion process and plain-component completion of the first three 
alphabets are shown in the diagram below (employing the procedure of 
generatrix elimination and weighting as described in subpars. 21! and 5_): 

9 In some cases the lower half of the Porta alphabets shifts to the right instead of to the left as m the 
normal form, this poss1b11Ity m1 st be taken into account in the recovery of the key word 
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PCOCGTOP 
lCPBPTGBC 
3DOCOSHCD 
6 E H D N R I D E 

F Z E Z 'l J B F 
OGYFYPKFG 

ll X 6 X 9 L 6 H 
3IWHW:NMHI 

J\'1\'ZAIJ 
KYJYYBJK 
L'i'K'i'XCKJ:. 

2MSLSWDLM 
5ARMRVEMA 

BQAQVF.\B 
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KDBVIPQB 
X'l9IVSD9 

3 W P If J U D E N 
\'9ZK'i'BFZ. 

2UNYLSFGY 
'i' Z X M R Q H X 

3SYWAQBIW 
RX'-'BPIJ'-' 
QWYOOJKY 

3PVTDNKLT 
30USEZLMS 
5NTRFYMAR 

ZSQ6XABQ 
lYRPHWBCP 

TVVRVRCV 
6GIIEIEPI 

HJJFJFOJ 
I K K 6 K 6 II K 
iLbB!dlZfJ 

2KMMIMIYM 
LA.tJAJXA 
MBBKBKWB 

lACCLCLVC 
OBDDMDMUD 
7CEEAEATE 
ODFFBFBSF 
2EGGCGCRG 
OFHHDHDQB 

The generatrices with the highest scores are the correct ones. 

d. Just as the Vigenere table (consisting of direct standard al
phabets) has its complementary table ot reversed standard alphabets, a 
variant ot the Porta table might be constructed wherein the lover halves 
of the sequences run in the opposite direction to the upper half, as is 
illustrated below: 

A,B ABCDEFGHIJKLM 
ZYXWVUTSRQPOH 
ABCDEFGHIJKLM 
YXWVUTSRQPONZ C,D 

. . 
ABCDEFGHIJKLM 
:NZYXWVUTSRQPO Y,Z 

In this case, the method of fitting the distributions to the normal and 
tbe method of completing the plain-camponent sequence must of course be 
modified to take care of the new situation. Other variations of' the 
Porta idea are possible; these will be treated in subsequent chapters. 

e. In applying the probable-word method in Porta, the cryptographic 
peculiarities of the system greatly facilitate the test1J18 and placing of 
cribs. As an illustration, let us suppose we have at hand the 4o-letter 
fragment in subpar. 23c (the period being unknown), and let us place under 
each cipher letter a notation of its class (using "l" to designate a cipher 
letter from the Group A-M in the normal sequence and "2" to designate a 
letter fram the group N-Z}. Tl1e cipher text and notations will look as 
follows: 

PKTFF CDVIT OBVZX CYREE GIVJE TPRKT 
21211 11212 21222 12211 11211 22212 

0 QC FL PB VP X ••• 
2 2 l 1 l 2 1 2 2 2 
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Let us suppose that the probable word is INFAB1RY, the letters of this 
word have the class notation of 12112222, but in encipherm.ent the classes 
would be reversed, viz., 21221111. We now look for the pattern 2122llll 
in the cipher text,-aiid we find it beginning at the 15th position. The 
derived key(E W G I S E W G)can easily be recognized as a cyclical repe-

F X HJ T F X H 
tition of the key word WHITE. 

24. The Gronsfeld system. The Gronsfeld system mentioned earlier is 
identical with a Vigenere system with direct standard alphabets (where only 
the first 10 alphabets are used), except that a num.e~ical key is involved, 
the digits of the key indicating how much displacement the plaintext letters 
should have along the normal sequence; thus only the first ten rows of the 
Vigenere table are used. The Gronsfeld system is solved JUSt like any 
Vigenere system, except (when the system is known to be a Gronsfeld) for 
a minor modification in the use of the probable-word method. The severe 
linu.tation of the cipher equivalents possible for a given plaintext letter 
greatly restricts the placement of trial cribs. For example, in trying 
the crib YOURp in a message, the diagram bel.ow (analogous to Fig. 15!) 

TSVHYQBVYIGLMGUXASRMFKCIAAOVIE 

YI 9'\3 0 8 ,2 1 4 2 2 0 1 6 4 0 
u '] i.. l 
R 4 9 

shows the keys resulting from the only possible Gronsfeld decipherments of 
Yp in the first row beneath the cipher; the row just beneath that gives the 
keys for Op (where Yp has been a possibility for the preceding cipher letter); 
etc. In the example, there are only two places where YOURp is a possibility: 
at the 5th and 14th positions, Vith the corresponding keys being 0274 and 
8639, respectively. If 0274 is slid through the remainder of the cipher 
text, the appearance of the pla1ntext fragments MENT (at position 13) and 
FIVE (at position 21) shows that this key fragment is correct, and that the 
period is 8. If the solution proved difficult, the plain-component sequences 
could be completed for the remaining cipher text as shown below, as an aid in 

0274 0274 0274 02 
TSVHYQBVYIGLMGUXASRMFKCIAAOVIE 
SRUGYOURXHFKMENTZRQLFIVEZZNUIX 
RQTF WGEJ YQPK YYMT--
QPSE VFDI XPOJ XXLS 
PORD UECH WON! WWKR 
OBQC TDBG VBMH VVJQ 
NMPB SCAF UMLG UUIP 
MLOA RBZE TLKF TTHO 
LKNZ QAYD SKJE SSGB 
KJMY PZXC RJID RRFM 
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recovering the rest of the text. It must be pointed out that, although 
reading a Gronsfeld cipher of a lengthy period on ten generatrices alone 
is quite possible, it may be rather difficult to do so in actual practice 
unless something concerning the contents or nature of the message plain 
text is known. 

25. Polyalpbabetic numerical systems.--!· Periodic number ciphers 
may be encountered in which the plain component is the normal se!l_uence 
and the cipher component is what may be regarded as a standard Lnumerice:g 
sequence. For instance, if the cipher component consisted of the dinomes 
01-26 in normal order, this component is in effect an A-Z sequence and 
analysis vould proceed along the lines of any direct standard alphabet 
cipher. In Fig. 6 ve have a numerical. Vigenere square consisting of a 
36-element "normal" plain component and a cipher component consisting of 
the dinomes 10-45 in ascending order; this system involves notning new in 
techniques of solution, except that in fitting the cipher distributions to 
the normal (after factoring), allowance has to be made for the beginning 
and ending points of the A-Z sequence in the 36 elements of the cipher 
distributions. 

b. If periodic numerical ciphers are encountered in which the cipher 
components are slides of the 00,01 ••• 98,99 sequence in normal order, the 
occurrence in certain alphabets of dinomes within a comparatively narrow 
range will be an aid to factoring. For example, it the matrix in the 
illustration below were used for encipherment, the occurrence of the "low 

l 
2 
3 
4 
5 

A B C D E F G R 
03 o 05 06 07 oe 09 io 
41 42 43 44 45 46 47 48 
28 29 30 31 32 33 34 35 
70 7l 72 73 74 75 76 77 
32 33 34 35 36 37 3~ 39 

........ 

........ 

v w x y z 
2 25 26 27 2b 
62 63 64 65 66 
49 50 51 52 53 
91 92 93 94 95 
53 54 55 56 57 

dinomes" (resulting from encipherments by Alphabet l) spaced along the 
cipher text at an interval. of 5, and the "high dinomes" (resulting from 
encipherments by Alphabet 4) likewise spaced along the cipher text at that 
same interval, would quickly identity the length of the period. 
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CBAP'l'ER V 

REPEA'l'IHG·KEI SYSTDCS WITH MIXED CIPHER ALPRABE'l'S, 
DIRECT SYMMETRY OF POSITION 

Reason for the use of mixed alphabets 
Interrelated mixed alphabets 
Prmciples of direct symmetry of posltlon 
Initial steps m the solution of a typical example 
Application of prmc1ples of direct symmetry of poSition 
Subsequent steps in solution • 
Completmg the solution • 
Solution of subsequent messages enciphered by same cipher component •• 
Statistical methods for the determmauon of correct generatrices 
Solution by the probable-word method 
Solution when plam component is mixed, the cipher component, the normal 
The "'X (chi) test for evaluating the relative matchmg of distt1but1ons 
Modified Porta systems 
Addmonal remarks 

I; 

.Paragraph 
26 
2'7 
28 
29 
30 
31 
32 
33 
34 
35 
36 
3'7 
38 
39 

26. Reason tor the use of mixed alphabets.--!,. It has been seen in 
the examples considered thus tar that the use of several alphabets in the 
same message does not greatly complicate the analysis of such a cryptogram. 
There are three reasons why this is so. Firstly, on:Ly re1E&tivel.y few al
phabets vere empl.oyed; seconclly, these alphabets were emp1oyed in a per
iodic or repeating manner, giving rise to cyclic phenomena in the crypto
gram by means of which the number of alphabets could be determined; and, 
thirdly, the cipher alphabets vere known alphabets, by which is meant merely 
that the sequences of letters in botii'CO'mponenta of the cipher alphabets 
were known sequences. 

b. In the case of monoalphabetic ciphers it was found that the use of 
a mixed alphabet delayed the solution to a considerable degree, and 1 t will 
nov be seen that the use of mixed alphabets in polyal.phabetic ciphers 
renders the analysis much more difficult than the use of standard alphabets, 
but the solution is still fairly easy to achieve. 

gr. Interrelated :mixed alphabet&.•-!,• It vaa stated in pa:r. 7 that 
the method of producing the 111.xed alphabets in a polyalphabetic cipher otten 
affords clues which are of great assistance 1u the analysis of the cipher 
alphabets. Thia is so, of course, only when the cipher alphabets are inter
related seconclary alphabets produced by sliding components or their equiv
alents. Reference is now Ede to the classification set forth in par. 8, 
in connection with the types of alphabets which may be employed in poly
alphabetic substitution. It wUl be seen that thus tar only Cases I!, and!?. 
have been treated. Case II!, vill nov be discussed. 
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b. Here one of the components, the plain component, is the normal 
sequeiice, while the cipher component is a mixed sequence, the various 
juxtapositions of the two components Jield1Dg mixed alphabets. 1he mixed 
component may be a sys tematicall;y-mixed or a rand.am-mixed sequence. It 
the 25 successive displacements of the mixed component are recorded in 
separate lines, a symaetrieal cipher square such as that shovn in Fig. 17 
results therefrom. It is identical in form with the square table shown 
in Fig. 9. 

Cipher 

Plain 
ABCDEFGHIJKLMBOPQRSTUVWXYZ 
LEAVBWORTHBCDFGIJKMPQSUXYZ 
EAVNWORTHBCDFGIJKMPQSUXYZL 
AVBWORTHBCDFGIJKMPQSUXYZLE 
VIWORTBBCDFGIJKMPQSUXYZLEA 
BWORTBBCDFGIJKMPQSUXYZLEAV 
WORTBBCDFGIJKMPQSUXYZLEAVN 
ORTBBCDFGIJKMPQSUXYZLEAVBW 
RTHBCDFGIJKMPQSUXYZLEAVBWO 
THBCDFGIJKMPQSUXYZLEAVBWOR 
BBCDFGIJKMPQSUXYZLEAVBWORT 
BCDFGIJKMPQSUXYZLEAVIWORTH 
CDFGIJKMPQSUXYZLEAVNWORTHB 
DFGIJKMPQSUXYZLEAVNWORTBBC 
FGIJKMPQSUXYZLEAVNWORTHBCD 
GIJKMPQSUXYZLEAVBWORTHBCDF 
IJKMPQSUXYZLEAVNWORTHBCDFG 
JKMPQBUXYZLEAVBWORTHBCDFGI 
KMPQSUXYZLEAVNWORTBBCDFGIJ 
MPQSUXYZLEAVIWORTBBCDFGIJK 
PQSUXYZLEAVBWORTHBCDFGIJKM 
QSUXYZLEAVNWORTHBCDFGIJKMP 
SUXYZLEAVBWORTBBCDFGIJKMPQ 
UXYZLEAVBWORTBBCDFGIJKMPQS 
XYZLEAVBWORTHBCDFGIJKMPQSU 
YZLEAVBWORTBBCDFGIJKMPQSUX 
ZLEAVNWORTBBCDFGIJKMPOSUXY 

Figure 17. 
c. Such a cipher square •Y be used in exactly the same manner as the 

Vigeni're square. With the key word BLUE and conforming to the normal en
ciphering equations (&.,./2 • 91/1; &p/1 • 6c/2) 1 the following lines of the 
square would be used: 

ABCDEFGHIJKLMROPQRSTUVWXYZ 
BCDFGIJKMPQSUXYZLEAVBWORTH 
LEAVIWORTBBCDFGIJKMPQSUXYZ 
UXYZLEAVNWORTBBCDFGIJKMPQS 
EAVBWORTBBCDFGIJKMPQSUXYZL 

Figure 18!.• 
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These lines vou1d, of course, yield the following cipher alphabets: 

(l) Plain •••• A B C D E F G H I J K L MN 0 P QR S T U V W X Y Z 
Cipher ••• BCD F GI J KM P Q SU X Y Z LE AV NW 0 RT H 

(
2

) Plain •••• ABC DEF G HI J KL MN 0 P QR STU V W X Y Z 
Cipher. • • L E A V R W 0 R T H B C D F G I J K M P Q S U X Y Z 

(
3

) Plain •••• AB C D EFG H I J KL MR 0 P QR S TU V W X Y Z 
Cipher ••• U X Y Z LE AV NW 0 RT H B C D F G I J KM P Q S 

(4) Plain •••• ABC DEF G HI J KL MN 0 P QR S TU V W X Y Z 
Cipher. • • E A V N W 0 R T H B C D F G I J K M P Q S U X Y Z L 

Figure 182_. 

28. Principles of direct SYJ!!!!!try of' position.--!_. It was stated 
directly above that Fig. 17 is a symmetrical cipher square, by which is 
meant that the letters in its successive horizontal lines show a symnetry 
of position with respect to one another. They constitute, in reality, one 
and only one sequence or series of letters, the sequences being merely 
disp1aced successively 1, 2, 3, ••• 25 intervals. The symmetry exhibited 
is obvious and is said to be visible, or direct. This fact can be used to 
good advantage, as will presently be demonstrated. 

b. Consider, for example, the pair of letters Ge and Ve in cipher 
alphabet (l) of Fig. 18b. The letter Ve is the 15th letter to the right of 
Ge. In cipher alphabet-(2), Ve is also the 15th letter to the right of 
Ge, as is the case in each of the fow cipher alphabets in Fig. 18b, since 
the relative positions they occupy are the same in each horizontal-line in 
Fig. lBa, that is, in each of' the succesaive recordings of the cipher com
ponent as the latter is slid to the right against the plain or normal com
ponent. If, therefore, the relative positions occupied by two letters, 
81 and 02 1 in such a cipher alphabet, C1, are known, and if' the position 
of e1 in another cipher alphabet, c2 , belonging to the same series is known, 
then e2 may at once be p1aced into its correct position in C2. Suppose, 
for example, that as the resu1t of an analysis based upon considerations 
of frequency, the following values in four cipher alphabets have been tenta
tively determined: 

( ) 
Plain.. • • A B C D E F G H I J K L M R 0 P Q R S T U V W X Y Z 

1 Cipher... G Y V 

(2
) Plain •••• ABC DEF G HI J KL MR 0 P QR S TU V W X Y Z 

Cipher... N G P 

( ) Plain.... A B C D E F G H I J IC L M I 0 P Q R S T U V W X Y Z 
3 Cipher... L B I 

(
4

) Plain •••• AB C D E F G H I J K L MB 0 P QR S TU V W X Y Z 
Cipher... W I Q 

Figure 19!_. 
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c. The cipher components of these four secondary alphabets may, for 
conveiiience, be assembled into a cellular structure, hereinafter called a 
sequence recouatruction •trix:, as shovn in Fig. 192_. Regarding the top 
line of the reconstruction matrix in Fig. l9b as being caamon to all four 
secondary cipher alphabets listed in Fig. 19&°, the successive lines of the 
reconstruction matrix may now be termed cipher alphabets, and may be re
ferred to by the numbers at the le~. 

Plain ABCDEFGHIJKLMNOPQRSTUVWXYZ 
1 G Y V 
2 N G P 

Cipher 3 L B I 
4 W I Q 

Figure 192_. 

d. The letter G is comon to Alphabets 1 and 2. In Alphabet 2 it is 
noted-that N occupies the 10th position to the left of' G, and the letter P 
occupies the 5th position to the right of' G. One may therefore place these 
letters, ll and P, in their proper positions in Alphabet 1, the letter R 
being placed 10 letters before G, and the letter P, 5 letters after G. 'l'hua: 

Plain IA B c D EFG H I J KL MN o P QR s Tu v w x Y zl 
1. G P Y VR . 

'!hua, the values of tvo new 1ettera in Alphabet l, !!!.•, Pc • Jp, and 
Be • Up have been automatically determined; these values were obtained 
vi thout any analysis based upon the frequency of Pc and Ne. Likewise, in 
Alphabet 2, the letters Y and V may be inserted in these positions: 

Plain IA B c D EFG B I J KL MN o P QR s Tu v w X Y zl 
2 V:I G P Y 

Th1s gives the nev values Ve • Do and Ye • Yp in Alphabet 2. Alphabets 3 
and 4 have a COllllOD letter I, whlch penai ta of' the placement of' Q and W in 
Alphabet 3, and of' B and L in Alphabet 4. 

e. The new values thus found are of' course imediately inserted 
throuihout the cryptogram, thus leading to the aasumption of' further values 
in the cipher text. Th1s proceaa, !!!.•, the reconstruction of the FimarY 
components, by the application of' the principles of direct symmetry of 
position to the cells of the reconstruction :matrix, thus facilitates and 
hastens solution. 

t. It JIUSt be clearly understood that before the principles of direct 
synmatry of' position can be applied in cases such as the foregoing, it ia 
necess!!'l that the pl.ain component be a known sequence. Whether it is the 
normal sequence or not ia imaterial, so long aa the sequence is known. 
Obviously, if' the sequence is unknown, s)'llmetey, even if' present, cannot be 
detected by the cryptanal 19t because he haa no ~ upon which to try out 
his assumptions f'or symetry. In other vorda, direct symmetry of' position 
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is manifested in the illustrated example because the plain component is a 
known sequence, and not because it is the normal alphabet. 'lbe significance 
of this point will become apparent later on in connection vi th the problem 
discussed in par. 36:2_. 

22• Initial steEs in the solution of a tll!ical e:xam;pl.e.--!,• In the 
light of the foregoing principles let a typical :message nov be studied. 

5 10 15 20 25 30 
A. QWBRI VWYCA ISPJL RBZEY QWYEU LWMGW --. 
B. IC JC I MTZEI MIBKN QWBRI VWYIG BWNBQ 

c. QCGQH IWJKA GEGXN IDMRU VEZYG QIGVN 

D. CTGYO BPDBL VCGXG BKZZG IVXCU NTZAO 

E. BWFEQ QLFCO MTYZT - CC BY Q OPDKA GD GIG 

F. VPWMR QIIEW ICGXG BLGQQ VBGRS MYJJY 

G. QVFWY RWNFL GXBFW MCJKX ID DRU OPJQ.Q -
H. ZRHCN VWDYQ RDGDG BXDBN PXFPU YXNFG 

J. MPJEL SAN CD SEZZG IBEYU KDHCA MBJJF 

K. KILCJ MFDZT CTJRD MIYZQ ACJRR SBGZB 

L. QYAHQ VEDCQ LXNCL LVVCS SJ!..! I I IVJRN 

M. WNBRI VPJEL TAGDN IRGQP AT YEW CBYZT 

N. EVGQU VPYBL LRZNQ XIBBA IKWJQ RDZYF 

P. KWFZL GWFJQ Q w J y Q IBWRX 

. 
e 
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b. The principal repetitions of three or more letters have been 
underlined in the message and the factors (up to 26 only} of' the intervals 
between them are as follows: 

~IVWY 1&.5 3, 5, 9, 15 
CGXGB 60 2, 3, It., 5, 6, 10, 12, 15, 20 

PJEL 95 5, 19 
ZZGI 145 5 
BRIV 330 2, 3, 5, 6, 10, 11, 13, 22 
BRIV 285 3, 5, 15, 19 

KAG 75 3, 5, 15, 25 
QRD 165 3, 5, 15 
(JIB 45 3, 5, 9, 15 
CJlB 275 5, 11, 25 
WIC 130 2, 5, 10, 13, 26 
XBF 45 3, 5, 9, 15 
YZT 225 3, 5, 15, 25 
Z'l'C 145 5 

The factor 5 is CCllllllOll to all of these repetitions, and there seeDIB to be 
every indication that five alphabets are involved. Since the message al
rea~ appears in groups of five letters, it is mmecesaary in this case to 
rewrite it in groups corresponding to the length of the key. The uniliteral 
trequency distribution tor Alphabet 1 is as follows: 

= 
• !! • • 

-~- -= • ==· - ·== • -F- F --F---F--- F----
A BCD EFG HI J KL MN 0 P QR STU V W X Y Z 

c. Attempts to tit this distribution to the normal on the basis of a 
direct or reversed standard alphabet do not give poeitive results, and it is 
assumed that m.1.xed alphabets are involved. Individual triliteral trequency 
distributions are then compiled and are shown below. 'lhese tables are simi
lar to those made for s1ng1e mixed-alphabet ciphers, and are made in the 
same way except that instead of taking the letters one after the other, the 
letters which belong to the separate alphabets nov lllUSt be assembled in 
separate tables. For example, in Alphabet 1, the trigraph QAC means that A 
occurs in Alphabet l; Q, its prefix, occurs in Alphabet 5, and C, its suffix, 
occurs in Alphabet 2. All confusion ma:y be avoided by placing numbers in
dicating the alphabets in which they belong abOV'e the letters, thus: ~ 
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eOHFlDEN'r!AL 

A B C D E P' G H I J 
QC GW lf1' 
PT OP TO 

GK TT 
OW WB 
GL 

TV AE AS 

GX 

A B c D E F 

AD WC 
LX HW 
LW ND 

G H 

GV 
WC 
XD 
GB 
IV 
NR 
AK 
QB 

I J 
SN RZ IJ IM GG MD MB 
TG VG QG GG VZ QG 

IE VG ID SZ QI 
MJ CB RG VD KL 
SG IG KH MY 
CY MJ RZ XN 
IW AJ 

A B C D E F G H I J 
YH WR PB BY WE CQ RC IE CC 

IK PK LC EX DC WK 
WR DR VW IV YJ 
CY WY XP TY CK 
WI XB wz ex PQ 
NR FZ WJ DI PE 

Ee ex BJ 
LQ TR 
BR CR 
DD VR 
BZ PE 
AD WY 
RQ 
VQ 

Alphabet 1 

K L M N 0 P Q R S T U 
UD UW IT UT QP NX -W LB LA LA 
FI QX II UP YW YW DE 
FW LV OT NW QD RB 

K 

LR SY QC QD 
WC GI 
GP QL 
AB RI 
JF YV 
DI NY 

SW 
QW 

Alphabet 2 
L II N 0 p Q R s T 

IW QF WB BO ZH IP MZ 
BZ BG OD IG CG 

vw LZ NZ 
OJ MY 
MJ CJ 
VJ AY 
VY 

Alphabet 3 

u 

v w x y z 
Ii NN QI UX QR 
IW 
UE 
LC 
GP 
QB 
NW 
QE 
IP 
UP 

v " x y z 
IX QB GN MJ 
QF VY BD QA 
LV QY PF 
IJ LM YN 
EG QB LN 

VY 
BN 
IJ 
BF 
RN 
VD 
QB 
KF 
GF 
QJ 

K L M N 0 P Q R S T U V W X Y Z 
IC WG WB 

DR WF 
XF 
XF 
AC 
xc 
IB 
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Alphabet 4 

A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
ZO NQ YA GG ZY NL MW AQ YG PL BN WR ZQ FU GH BI 

GQ BI 
JQ MU 
GP GS 
GU DU 

DL JI GN YU NW YL GG JY JA 
DN XU ZI NG BI JF DA 
NA FO FQ WQ JX 

HN IW FQ 
ND JL 
HA JL 
LJ YW 
DQ 
NL 
vs 

JD 
JR 
JN 
BI 
wx 

Alphabet 5 

A B c D E F G H I J K L M N 0 p Q R s T u 
CI cs JK IB QI RV CM JR KQ YB QA BQ MQ RM ZC EL 
KG RM YK YQ CM BV XI AB EQ RS CQ ZC RV 
KG XB EM FG VC CM YO ZE CN 
CM ZI RV ES CV QV RO 
BI IV II CL BP QZ PY 

XB RV ET ZQ YR YK 
DB HL RW ZA QV 
FM ZG DI HV 
ZI CL 

NX 
JR 
JQ 
YI 

Condensed table of repetitions 

l-2-~-4-2-1-2-~ 1-2-3 4-5-1 1-2 
Q W BR IV W Y-2 Q W B-3 K A G-2 QW-5 

Z T C-2 V P-3 
2-3-4-2-1 2-3-4 V W-3 
C G X G B-2 x If 1'-2 2-1-2 

QR D-2 2-3 
2-3-4-£ 3-4-5 WI C-2 C G-3 
P J E -2 Y Z T-2 c J-3 

3-4-5-1 
p J-3 
W B-3 

B R I V-3 W F-3 
Z Z G I-2 W Y-3 

X N-3 

com· J.JJ.c11.tir:rtdi 
72 

GN FY GN ZG ZG 
GG GO YT 
GG BQ ZG 

DQ DT 
EU YQ 
ZF GN 
JQ YT 

FL 

v w x y z 
GI KI EQ 
EI R- JQ 
FM WR 
EC 

l:! 
B R-3 
G Q-4 
G X-3 
J R-3 
N 1'-3 
Y Z-3 

~ 
R I-3 
y Q-3 
Z T-3 

2..:! 
G B-4 
I V-3 
Q Q-3 

--

.. 
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d. One now proceeds to analyze each alphabet distribution, in an 
endeavor to establish identifications of cipher equivalents. First, ot 
course, attempts should be made to separate the vowels trom the con
sonants in each alphabet, using the same test as in the case of' a single 

mixed-alphabet cipher. There seems no doubt that ~c and Sc are equivalents 
of' Ep. In the other alphabets the equivalents of' Ep are not so clear-cut, 
but f'or the moment, let us assume that Ep is the highest 8c in the particu-

1 3 4 
lar alphabet, y,!!., Ic, Ge, and Cc. 

!.• The letters of' greatest frequency in Alphabet l are I, M, Q, V, 
B, G, L, R, s, and C. le has already tentatively been assumed to be Ep• 

2 5 
If We and ~ • Ep, then one should be able to distinguish the vowels from 
the consonants among the letters I, M, Q, V, B, G, L, R, s, and C by exam-

2 5 
ining the prefixes of We, and the suffixes of Qc:. The prefixes and suffixes 
of these letters, as shown by the triliteral frequency distributions, are 
these: 

2 2 
Prefixes of We (•Ep) 

5 5 
Suffixes of Qc: (•Ep) 

-·-------~~~!~!!~ IQRXLVAZO 

1 
!.• Consider now the letter Mc; it does not occur either as a prefix 

2 5 
of We, or as a suffix of Qc:. Hence it is most probably a vowel, and on ac
count of its high frequency it may be assumed to be Op• On the other hand, 

1 2 
note that Qc: occurs f'ive times as a prefix of We and three times as a suffix 

5 
of Qc:. It is therefore a consonant, most probably Rp, f'or it would give the 

51 1 2 
digraph ERp(• QQc) as occurring three times and REp(• 'Jlc) as occurring five 
times. 

1 2 
ii• The letter Ve occurs three times as a prefix of We and twice as a 

5 
suffix of Qc:. It is therefore a consonant, and on account of its frequency, 

let it be assumed to be Tp• The letter ~c occurs tv1ce as a prefix of ~c 
5 

but not as a suffix of Qc:. Its trequency is only medium, and it is probab:Ly 

a consonant. 
512 

trigraph GBW, 

1 2 
In fact, the twice repeated digraph BWc is once a part of' the 

5 
and Ge, the letter of' second highest frequency in Alphabet 5, 

73 



REF ID:A64563 

CONFID!:Iflf*D 

512 
looks excellent tor Tp. Might not the trigraph G::SW be TBEp? It will be 
well to keep this possibility in mind. 

1 2 
h. The letter Ge occurs only once as a prefix of' We and does not occur 

5 
as a su:f'f'ix of' Qc. It may be a vowel, but one cannot be sure. The letter 
1 2 5 
Le occurs once as a prefix of We and once as a suffix of Qc. It may be 

1 2 
considered to be a consonant. Re occurs once as a prefix of We, and twice 

5 I 
as a suffix of Qc, and is certainly a consonant. Reither the letter Sc nor 

I 2 5 
the letter Cc occurs as a prefix of We or as a suffix of Q.c; both would seem 
to be vowels, but a study of the prefixes and suffixes of these letters lends 

I I 
more weight to the assumption that Cc is a vowel than that Sc is a vowel. 

5 5 5 
For all the prefixes of C, fil•, N, T, and W, are in subsequent analysis of 
Alphabet 5 classified as consonants, as are likewise its suffixes, !f!., 

5 
T, C, and B in Alphabet 2. On the other hand, only one prefix, Le, and one 

2 I 
suffix, Be, of Sc are later classified as consonants. Since vowels are 
more often associated with consonants than with other vowels, it would 

I I 1 
seem that Cc is more likely to be a vowel than Sc. At any rate Cc is as-

1 
sUJDed to be a vowel, for the present, leaving Sc unclassified. 

i. Going through the same steps with the remaining alphabets, the 
folloV1ng results are obtained: 

Alphabet Vowels Consonants 

1 I, M, C. Q, v, B, L, R, G? 
2 W, P, I. B, c, D, T. 
3 G, z. J, N, D, Y, F. 
4 c, Et, Rt, B?. Y, z, J, Q. 
5 Q, u. G, B, A, I, W, L, T. 

30. Application of princip1es of direct symmetry of position.--!_. The 
next step is to try to determine a few values in each alphabet. In Alphabet 
1, tram the foregoing analysis, the following data are on band: 

Plain •••• A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher ••• C? I C? M Q V 
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COifiD&n:IAL 

Let the values of Ep already assumed in the re•ining alphabets, be set 
down in a reconstruction matrix, as follows: 

~b ABCDEFGHIJKLMNOPQRSTUVWXYZ 
lC'l I C'l M Q V 
2 v 

Cipher 3 G 
i.. c 
5 Q 

b. It is seen that by good fortune the letter Q is common to Alphabets 
1 and 5, and the letter C is common to Alphabets l and 4. If it is assumed 
that one is dealing with a case in which a mixed component is sliding agaiDSt 
the normal component, one can apply the principles of direct symmetry of 
position to these alphabets, as outlined in par. 28. For example, one may 
insert the following values in Alphabet 5: 

Plain A B C D E F G II I J K L M N 0 P Q R S T U V W X Y Z 
l C'l I C'l M Q V 

Cipher 5 M Q V C'l I C'l 

5 
5:.• The process at once gives three definite values: Mc • Bp, 

5 5 
Ve : Gp, Ic = Rp. Let these deduced values be substantiated by referring 
to the f'requency distribution. Since B and G are normally low or medium 
frequency letters in plain text, one should find that Mc and Ve, their 
hypothetical equivalents in Alphabet 5, should have low frequencies. As 
a matter of fact, they do not appear in this alphabet, which thus far 

5 
corroborates the assumption. On the other hand, since Ic • Rp, if the 

5 
values derived f'rom symmetry of position are correct, Ic should be of high 
frequency and reference to the distribution shows that Ic is of high fre
quency. The position of C is doubtful, it belongs either under Np or Vp• 

5 
If the former is correct, then the frequency of Cc should be high, for it 

would equal Bp; if' the latter is correct, then its frequency snould be low, 
5 

for it would equal Ve. As a matter of fact, Cc does not occur, and it must 
be concluded that it belongs under Vp• 'Ibis in turn settles the value of 
1 
Cc, for it must nov be placed definitely under Ip and removed from beneath Ap. 

d. The definite placement of' C now permits the insertion of new values 
in Alphabet 4, and one nov has the following: 
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ndn ABCDEFGBIJKLMNOPQRSTUVWXYZ 
l I C M Q V 
2 w 
3 G 
4I C M Q V 
5 M Q V I C 

31. Subseguent steps in solution.--!,• It is high time that the thus 
tar deduced values, as recorded in the reconstruction matrix, be inserted 
in the cipher text, for by this time it must seem that the analysis has 
certainly gone too far upon unprovei hypotheses. The following results 
are obtained: 

5 
A. QWBRI 

RE R 

B. I C J C I 
~ER 

C. QC G QB 
R EN 

10 15 
VWYCA ISPJL 
TE E E 

MTZEI MIBKN 
0 R 0 

IWJKA GEGXN 
EE E 

20 25 
RBZEY QWYEU 

RE 

QWBRI VWYIG 
RE R T.E A 

IDMRU VEZYG 
E T 

30 
LWMGW 

E ~ 

BWRBQ 
E E 

QIGVN 
R EP 

D. C T G Y 0 B P D B L V C G X G B K Z Z G I V X C U N T Z A 0 
I E T E E E 

E. B W F E Q Q L F C 0 M T Y Z T C C B Y Q 0 P D K A G D G I G 
E E R E 0 I E EA 

F. V P W M R Q I I E W I C G X G B L G Q Q V B G R S M I J J Y 
T K R --E~=-:=-E--- ENE T E 0 

G. Q V F W Y R W N F L G !..!.! W M C J K X I D D R U 0 P J Q Q 
R E 0 E NE 

B. Z R H C N V W D Y Q R D G D G B X D B N P X F P U Y !...!...! G E TE ""'E ___ E 

J. M P J E L S A N C D S E Z Z G 
0 E 

K. K I L C J M F D Z T C T J R D 
E 0 -----I~ 

L. Q Y A B Q V E D C Q L X N C L 
R E T EE E 

L WNBRI VPJEL TAGDN 
R T E 

N. E V G Q U V P I H L 
EN T 

P. KW F Z L G W F J Q 
E E E 

LRZNQ 
E 

QWJYQ 
RE E 

IBEYU KDBCA MBJJF 
E E 0 

MIYZQ ACJRR SBGZN 
0 E E 

LVVCS QWBII IVJRN 
E RE AR E 

IRGQP ATYEW CBYZT 
E EN I 

XINBA IKWJQ RDZIF 

IBWRX 
E 

E E 

--
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~· The combinations given are excellent throughout and no incon-
12 3 

sistencies appear. Note the trigraph q,IB, which is repeated in the fol-
lowing polygraphs (underlined in the foregoing text): 

123451 5123451 
Q W B R I V • • • S Q W B I I I 
RE RT ••• RE ARE 

£.• The letter Be is common to both polygraphs, and a little imgina-
tion will lead to the assumption of the value Be • Pp, yielding the following: 

123451 5123451 
QWBRIV ••• SQWBIII 
REPORT ••• PREPARE 

45123_4 
d. Note also (at E29) the polygraph I G V PW M,, which looks like 

A T K 
the word ATTACK. The frequency distributions are consulted to see whether 

5 2 
the frequencies given for Ge and Pc are high enough for Tp and Ap, 

3 
respectively, and also whether the frequency of We is good enough for Cp, 

it is noted that they are excellent. Moreover, the digraph &:Be, which 
1 

occurs four times, looks like TH, thus making Be • Bp• Does the insertion 
of these four new values in our diagram of' alphabets bring forth any incon-

2 1 
sistenciesT The insertion of' the value Pc • Ap and Be • Hp gives no indi-
cations either way, since neither letter has yet been located in any of the 

5 
other alphabets. The insertion of' the value Ge • Tp gives a value common 

3 
to Alphabets 3 and 5, for the value Ge • Ep was assumed long ago. Unfortu-
nately an inconsistency is found here. The letter I has been placed two 
letters to the left of G in the mixed component, and has given good results 

3 
in Alphabets l and 5; if' the value We • Cp (obtained above from tlle assump
tion of' the word ATTACK) is correct, then W, and not I, should be the second 
letter to the left of G. Which shall be retained? There has been so far 

3 
nothing to establish the value of Ge • Ep; this value was assumed from fre-
quency considerations solely. Perhaps it is wrong. It certainly behaves 
like a vowel, and one may see what happens when one changes its value to 0p. 
The following pl.acements in the reconstruction matrix result from the anal.y
sis, when only two or three new values have been added as a result of the 
clues aftorded by the deductions: 
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ee!fti'IBBM'fl:ldi 

nun ABCDEFGHIJKLMNOPQRSTUVWXYZ 
l S I GBC M PQRVW 
2PQRVW S I GBC M 
3RVW S I GBC M PQ 
4I GBC M PQRVW S 
5 M PQRVW S I GBC 

e. Many new values are produced, and these are inserted throughout 
the message, yielding the following: 

5 10 15 20 25 
QWYEU 
RE 

30 
~ QWBRI VWYCA ISPJL RBZEY LWMG~ 

REPOR TE E EMY SR EWCH 

B.~ J C I 
ES ER 

C. QC G Q H 
RSON 

D. CT G Y 0 
I 0 

E. BWFEQ 
HE E 

F. VP WM R 
TACKF 

G. Q VFW Y 
RD Q 

B. Z R H C If 
C E 

J. MP J EL 
OA 

K. KIL CJ 
0 E 

L. Q YA HQ 
R E 

M. WNBRI 
U POR 

N. EV G Q U 
DON 

P. KW F Z L 
E 

MTZEI MIBKN QWBRI 
O R OOP REPOR 

IWJKA GEGXN IDMRU 
EE --.rG 0 E WO 

BPDBL VCGXG BKZZG 
HA D TSO T B T 

QLFCO MT~ CCBYQ 
R E 0 ......., __ ISP E 

QIIEW ICGXG BLGQQ 
ROM B ESO T B ONE 

RWNFL GXNFW MCJKX 
SE G-H OS 

VWDYQ RDGDG BXDBN 
TE E S 0 T H D 

VWYIG 
TE AT 

VEZYG 
T T 
IVXCU 
ED E 

BWNBQ 
HE DE 

QIGVN 
ROOP 

NTZAO 

OPDKA GDGIG ---A G OAT 

VBGRS MYJJY 
TROOP 0 

IDDRU OPJQQ 
E 0 A NE 

PXFPU YXBFG 
Q M T 

SANCD SEZZG IBEYU KDHCA MBJJF 
C E C T 

MFDZT CTJRD 
0 I 0 

VEDCQ LXNCL 
T EE E 

VPJEL TAGDN 
TA 0 

VPYBL LRZNQ 
TA C E 

GWFJQ QWJYQ 
GE E RE E 

ER E OR 

MIYZQ ACJRR SBGZB 
00 E S OF CRO 

LVVCS QWBII IVJRN 
DBEP REPAR ED 0 

IRGQP ATYEW CB!..!_! 
ECOND H IR 

XINBA IKWJQ RDZYF 
0 D E ~E___,S_ 

IBWRX 
ER 0 

.. 

--
.... 

. 
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32. Completing the solution.--!.• Completion of solution is now 
a very easy matter. 1be mixed com.ponent is finally found to be the 
following sequence, based upon the word EXBAUSTIBG: 

EXHAUSTINGBCDFJKLMOPQRVWYZ 

'l!le canpletely reconstructed enciphering matrix is shown in Fig. 19. 

Plain ABCDEFGBIJKLMNOPQRSTUVWXYZ 
lAUSTINGBCDFJKLMOPQRVWYZEXR 
2PQRVWYZEXRAUSTINGBCDFJKLMO 

Cipher 3 R v w y z E x B A u s T I N G B c D F J K L M 0 p Q 
4INGBCDFJKLMOPQRVWYZEXHAUST 
5LMOPQRVWYZEXBAUSTIRGBCDFJK 

Figure 19. 

!· :Rote that the successive equivalents of Ap spell the word APRIL, 
which is the key for the message. The plaintext message is as follows: 

.REPORTED ENEMY BAS RETIRED 'ro :NEWCBESTER. OD TROOP IS REPORT.ED AT 
HENDERSON MEETING HOUSE. '!WO OTHER TROOPS IR ORCHARD AT SOUTBWFST EDGE OF 
NEWCHESTER. SECOND SQ IS PREPARING 'ro A!l'l'ACK FROM THE SOUTH. OBE TROOP 
OF THIRD SQ IS ENG.AGING HOSTILE TROOP AT NEW'CBESTER. REST O::i' TllIRD SQ IS 
J«>VI:NG ro ATTACK lmrlCBESTER FROM THE NORTH. MOVE YOUR SQ :nm> WOODS EAST 
OF CROSSRLOADSJFNE TllBEE NI:NE AND BE PREPARED TO SUPPORT A!l'l'ACK OF SECOND 
AND THIRD SQ. DO NOT ADVA:NCE BEYOND ImJCBESTER. MESSAGES HERE. 

TREER, COL. 

c. The preceding case is a good example of the value of the principles 
of direct symmetry of position when applied properly to a cryptogram en
ciphered by the sliding of a mixed component against the normal. The crypt
analyst starts ott with only a very limited number of assumptions and builds 
up many new values as a result of the placement of the few original values 
in the reconstruction matrix. 

33. Solution of' subsequent messa.ges enciphered by the same cipher 
component.--!_. Let it be supposed that the correspondents are using the 
same basic or primary components but with different key words for other 
messages. Can the know1edge of the sequence of 1etters in the reconstructed 
mixed primary component be used to solve the subsequent messages? It has 
been shown that in the case of a monoalphabetic cipher in which a mixed al
phabet was used, the process of completing the plain-component sequence 
could be applied to solve subsequent :messages in which the same components 
were used, even though the cipher component was set at a different key 
letter. A modification of the procedure used in that case can be used in 
this case, where a plurality of cipher alphabets based upon sliding primary 
components is used. 

b. Let it be supposed that the following message passing betveen the 
same C'wo correspondents as in the preceding message has been intercepted: 

CONP'1f>ElfIIAt. 
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SFDZR YBRKX MIWLL AQRLU RQFRT IJ'QKF XUWBS MDJZK MICQC UDPTV 

TnUra TRORV BQt.TI QBl(PR Rmm> __!!IVE RllJQN LRATQ PLUKR KGRZF 

JCMGP IBSMR GQRFX BCABA ODITL PCXJM RGQSZ VB 

c. The presence in this size s&llq)l.e of a tetragraphic repetition 
whose-interval is 21 letters suggests a key word of three or seven letters; 
the repeated trigraph at an interval of' 28 makes seven as the more probable 
hypothesis. There are veey few other repetitions, and this is to be ex
pected in short •asages with a key of' such length. 

d. Let the •ssage be written in groups of seven letters, in colUllD&r 
tashian, as shown in Fig. 20&. The letters in each column belong to a 
single alphabet. Let the first ten letters in each column be converted 
into their plain-component equivalents by setting the reconatructed cipher 
ccmponent against the normal pl.ain component at any arbitrarily selected 
point, such as in the following alphabet: 

Plain: 
Cipher: 

ABCDEFGHIJKLMNOPQRSTUVWXYZ 
EXHAUSTIBGBCDFJKLMOPQBVWYZ 

The columns of equivalents are now as shown in Fig. 20!!.· 

1234567 
SFDZRYR 
RKXMIWL 
LAQRLUR 
QFRTIJQ 
KFXUWBS 
MDJZKMI 
CQCUDPT 
VTYRliBT 
RORVBQL 
T I Q B If P R 
RTUHDPT 
IVERMGQ 
BLRATQP 
LUKRKGR 
Z J' J C M G P 
IRSMRGQ 
RFXBCAB 
AOEMTLP 
CXJMRGQ 
SZVB 

Figure 20!,• 

1 2 3 4 5 6 7 
FNMZVYV 
VPBRHXQ 
QDUVQEV 
U If V G H 0 U 
PBBEXKF 
RMOZPRH 
LULEMTG 
WGYVICG 
VSVWKUQ 
GBUKITV 

Figure 20!!,. 

!.• It has been shown that in the case of a monoalphabetic cipher in
volving a mixed cipher component it was merely necessary to complete the nor
mal alphabetic sequence beneath the plain-component equivalents and all the 

cONFWEN'rllOJ 8o 
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plain text reappeared on one generatrix. It was also found that in the 
case of a polyal:ghabetic cipher involving standard alphabets, the plain
text equivalents of each alphabet reappeared on the same generatrix, and 
it vas necessary onl.y to combine the proper generatrices in order to 
produce the plain text of the message. In the case at hand both processes 
are combined: the normal alphabetical sequence is continued beneath the 
letters of each column and then the generatrices are combined to produce 
the plain text. The generatrix diagrams for the first five alphabets (i.e., 
columns) are shown in Fig. 21, below. Only the first ten letters in each 
generatrix are used in the diagrams, since the application of the generatrix 
elimination and rough scoring procedures discussed in pars. 21! and a, will 
yield a solution. 

Gen. Alphabet 1 Alphabet 2 Alphabet 3 Alphabet 4 Alphabet 5 
SRLQKMCVRT FKAFF.DQTOI DXQRXJCYRQ ZMRWZURVB RILIWKD:NBB 

l l FVQUPRLWVG 4 NPDNNMUGSH l MBUVBOLYVU 55R\t8El\W :r.~QB&MBE:E 
2 QWR\~~IH 7 OQEOOlMITI l BCVWCPMZWV 3 ASWBFAPWXL WiRHQNJW 
3 ~::E 3 PRFPPOWIUJ eJ:lW&~ Ml*l6BSHM ~eIME 
4 lHmleHJ 'l66~"'RC PBXHReB¥X QWJHG&g ¥fEll!Ea\SPLlilii 
5 "~ 1¥fHRBQEQifL 6tRSiFSPeH BVZK:EB:iZILe ~Q.181 

6 Kh~tzmlQBAla SUISSRZlia RQ&AQq!QD.V. ""'™\BP 3 AMVMCURNPB 
7 2 LBWAVXRCBM 6 TVJTTSAMYN 5 SHABHUREBA PHMIEPK:B6Q 5 BNWNDVSOQ,O 
8 2 !CXBWYSDCH UWIQ..11Jll!MZQ 4 TIBCIVSFCB 2 GYCBLGLCDR 5 COXOEWTPRP 
9 ~ 2 VXLVVUCOAP eJGB.JWi9Be 3 BZD<JmMDES BPfl'll'lWQSQ 

10 4 OEZDYAUFEP O wntWWVDPBQ - 8 IAEPHINEFT BQZ~YVMR 
11 ~iBZiB\tGPQ ~QSil 3 WLEFLYVIFE JBFQOJ9FGU 5 FRARBZWSUS 
12 2 C¥}BFACWHGR 4 YAOYYXFRDS 1'MP6MZWJGP KGGRHEPSH\t 6 GSBSIAXTVT 
13 3 RKCGBDXIBS YPZ&¥-QSE!P AG~ LDBS"'QJUW 2 HTCTJBYUWU 
lli. 5 smHCEYJIT :ASQf:AU'l'f!Y 4 ZOHIOBYLIH ME:E'D14Rm ~:i,l~t 

15 Wilmi!~ 3 BDRBBAIUGV ~WUPSZM.JI ll'.JUSR-1K¥ 2 JVEVLDAWIW 
16 ~.WQ" 2 CESCCBJVBW BQiREQ».VWiiF 961W'P9'BS& IQ~ 
17 0 VLGKFRBMLW ~SKWH SIQG..RIBQLK 1 PHLWUPULMA :E.XGBP6¥A¥ 
18 2 WMHLGIC?OOC IGVl!li:91:.T.R 2 DSLMSFCPML QDQW(lfM& MIHeGB~ 

19 SllBIB1B9H¥ ~ 5 E'OOmmQRM 5 RJlmlRWNOC -~~ 
20 ~ 3 GIWGGFRZLA 6 FUBOUHERON ~XQPI) ~ 
21 ~~ HlYBR69'\MB 4 GVOPVIFSPO Ii. TLPAYTIPQE PBK:BRJQ;BG 
22 1'.iQLPKMSR'lB 4 IKYIIHPB:NC lllPQilJG!'QP 1:JMQBSS- ~ 
23 4 BRMQLRBSRC JIZU:t~ HQ,IGGIGIUBQ 6 VIRCAVARSG 5 RDMDT.LIEGE 
24 7 CS:NIH>ITSD ~ 5 JYRSYLIVSR 4 WOSDBWBSTH 4 SEREUM.JFHF 
25 6 D'!OSBPJUTE fJHHfESB$1' IEZSSl.JW!l!S XP!BSXGWI 4 TFOFVNKGIG 
26 1!lUPP9~t'JF 3 M:>CMMLTFRG l.AA\J:\lllCXU·'l' ¥QUrn'-'/J l UGPGWOLIIJH 

Figure 21. 

f. A trial of the generatrices with the highest scores in the first 
three-alphabets yields the trigraphs shown in Fig. 22!,• The generatrices 
of' the subsequent columns are examined to select those vhich •Y be added 
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to those already selected in order to build up the plain text. The 
results are shown in Fig. 22!• Note that, in this case, the correct 

l 2 3 
C 0 F 
SQU 
HEB 
ROO 
MOU 
ONH 
IVE 
THR 
STO 
DI H 

1234567 
COFIRST 
SQUADRO 
N E :N E M Y T 
ROOPDIS 
MOUNTED 
0 :N H I L L F 
I V E N I :N E 
THREEWE 
STOFGOO 
DINTENT 

Figure 22!• Figure 2~. 

generatrix for Alphabet 5 is not the one with the highest score (6), but 
one of the four generatrices with a score of 5. The generatrix process is 
a very valuable aid in the solution of messages after the primary components 
have been recovered as a result of the longer and more detailed analysis of 
the frequency distributions of the first message intercepted. Very often a 
short message can be solved in no other way than the one shown, it the pri
mary components are completely known. 

&• It my be of interest to find the key word for the message. Assum
ing that enciphering method number l (see par. 13f, page 20) were known to 
be employed, all that is necessary is to set the itxed component of the 
cipher alphabet underneath the plain component so as to produce tbe cipher 
letter indicated as the equivalent of any given plaintext letter in each of 
the alphabets. For example, in the first alphabet it is noted that Cp = Sc• 
Adjust the two components under each other so as to bring S of the cipher 
component beneath C of the pl.ain component, thus: 

Plain: ABCDEFGHIJKIMBOPQRS'!UVWXYZ 
Cipher: EXHAUSTINGBCDFJKLMOPQRVWYZEXBAUSTDGBCDFJKIH>PQRVWYZ 

It is noted that Ap • Ac· Hence, the first letter of the key word to the 
message is A. The 2d, 3d, 4th, ••• 7th key letters are found in exactly the 
same manner, and the following is obtained: 

When C 0 F I R S T equals 
S F D Z R Y R then Ap successiveiy equals 
AZIMUTH 

3~. Statistical methods tor the determination of correct generatrices. 
--4. The student has seen the advantages of the simple tvo-categOTy 
weighting procedure, as demonstrated in subpars. 21!, and 1 1 over the method 
of ocular inspection. These advantages are that, first of all, the two
category weighting system is very easy to apply mentally, and, secondly, 
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almost !:!!Z scoring system will be more accurate and measurable than will 
a mere nappraisal" by eye which may be rather sub3ective or intuitive in 
nature. This second point is especially true when the number of letters 
in the generatrices is small, that is, around 10 letters or so. 

b. Instead of the system of two-category weights, it is possible to 
use tiie sUDlll&tion of the relative trequencies of plaintext letters to 
evaluate generatrices. For convenience in assigning whole nwnbers as the 
trequencies, the following scale (summing to 100) has been used: 

7 1 3 413 3 2 3 7 0 0 4 2 8 8 3 0 8 6 9 3 2 2 0 2 0 
ABCDEFGHIJKLMBOPQRSTUVWXYZ 

This system is only a trine more sensitive than the two-category s;rstem, 
but the convenience of only two categories for mental arithmetic is lost. 
Besides, the two-category system actually involves ratios of the frequencies 
of the two classes of letters and in effect gives a multipl.ication ot the 
weights ot a generatrix, whereas the summation of the plaintext frequencies 
involves an addition of these frequencies which is not a precise mathematical 
:measure of the relative goodneSB of a generatrix. The summation of the 
relative frequencies of letters takes into account only the probability of 
occurrence of each letter in the generatrix, considered separate1y; that is, 
the occurrence of an E bas a value of 13, regardless of whatever other letters 
are present in the same generatrix, and this value is added to the frequencies 
of the other letters. ~ 

c. It instead of the summation of the ar'ltbmetical frequencies, 
logarithms of the frequencies are used and these logarithms are added together, 
then a true picture of the generatrix is obtained. The reason underlying 
this fact is that the summation of logarithmic weights is equivalent to 
multiplying the probabilities of occurrence ot all the letters in the gen
eratrix taken together, thus giving an accurate evaluation of the genera-
trix as a whole. This method is especially valuable when generatrices con
tain as few as 5 or 6 letters. As an aid to the solution of problems where
in the plain component is a standard alphabet, a set of strips has been 
printed containing the normal sequence and the respective logarithmic weights 
over each letter. (If the plain component is any other sequence, strips 
woul.d have to be prepared manually with that particular sequence inscribed.) 
The logarithmic weights on these strips are as follows: 

8 4 7 1 9 6 5 1 8 l 2 7 6 8 8 6 2 8 8 9 6 5 5 3 6 0 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

The numbers on these strips are one-digit logarithms (to the base 133) of the 
relative frequencies of English plaintext letters as found in Table 3, Appen
dix 2, Military Cryptanalytics, Part I. For the interested student, the deri
vation or these one-digit logarithms will be discussed in the next two sub
paragraph&. 

d. Let the following table be examined. Column (a) represents the 
uniliteral. frequencies on a basis of 1000 letters; column (b) represents the 
logarithms (to the base 10) of these frequencies; column (c) con~ains ~he 
figures of the preceding column with the addition of .009 to each logarithm, 
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column (d) is a conversion of the basic frequencies in column {a) to 
two-digit logarithms (base 133); and column (e) is a one-digit logarithmic 
weight baaed on the logarithms of the preceding column. 

a 
A 73.7 
B 9.7 
c 30.7 
D 42.4 
E 130.0 
F 28.3 
G 16.4 
H 33.9 
I 73.5 
J 1.64 
K 2.96 
L 36.4 
M 24.7 
R 79.5 
0 75.3 
p 26.7 
Q 3.50 
R 75.8 
s 61.2 
T 91.9 
u 26.o 
v 15.3 
w 15.6 
x 4.62 
y 19.3 
z .98 

b 
1. 
0.987 
1.487 
1.628 
2.113 
1.452 
1.214 
1.530 
1.866 
0.214 
o.471 
1.560 
1.392 
1.9()0 
1.875 
1.427 
0.544 
1.880 
1.787 
1.963 
1.415 
1.184 
1.192 
o.66i.. 
1.285 
0.991-10 

c 
1.877 
0.996 
1.496 
1.637 
2.122 
1.1'61 
1.223 
1.539 
1.875 
0.223 
o.48o 
1.569 
l.4ol 
1.909 
1.884 
1.436 
0.553 
1.889 
1.796 
1.972 
1.424 
1.193 
1.201 
0.673 
1.294 
o.ooo 

d e 
• 7 8 
.41 4 
.70 7 
.76 7 
.99 9 
.68 6 
.57 5 
.72 1 
.87 8 
.12 1 
.22 2 
.73 7 
.65 6 
.89 8 
.88 8 
.67 6 
.26 2 
.88 8 
.84 8 
.92 9 
.66 6 
.56 5 
.56 5 
.31 3 
.61 6 
.oo 0 

e. '!be addition ot .009 to the common logarithms is tor the purpose 
of' transforming the letter of the lowest f'requency (Zp) to the value of 
.ooo for convenience; this addition (which is equivalent to an arithmetic 
multiplication) does not cbanp the ratios between the basic frequencies. 
Nov the highest f'requenc;y (Ep) is given the value .99 and all the other 
logari thm8 are scaled proportionally down to Zp which is O: this is 
equivalent to expressing the frequencies in logarithms With a base other 
then 10, which in this case is 133. The new base (C) used to convert each 
of the uniliteral frequencies to the logarithmic range 0 to 0.99 is derived 
as follows, when 130 is the highest frequency (Ep) : 

Let 130 • c 0 99 

Lo810 130 • Log 10 c 0 99 

Los10 130 = {0.99) (Log lOC) 

C • Antilog Log 10130 • AntUog ~ 
0 99 0.99 c • 133 • 
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The formula for the computation of the logarithm to the new base (C) 
of any actual frequency (Y) of a series is: 

It is more convenient to use reciprocals in the conversion of a whole 
series of logarithmic values, as in this instance. The formu1a is: 

(Log 10Y}(Log10 cr1 
• LogcY 

Af'ter these two-digit logarithms are derived, they are converted into one
digi t logarithms by mu1tipl.yi.ng them by 10, dropping the single decimal.1 

!• As an example of the application of these logarithmic weights, 
let us consider the generatrices of Alphabet 5 in Fig. 21. In this example, 
Generatrix No. 12 (an incorrect generatrix) had a two-category score of 6, 
and Generatrix Nos. 7, 8, 11, and 23 had scores of 5. If logarithmic weights 
had been used, these genera trices vould have had the following scores :2 

Gen. 12: GSBSIAXTVT 
5 8 4 8 8 8 3 9 5 9 • 67 

Gen. 7: BNWNDVSOQO 
4 8 5 8 7 5 8 8 2 8 • 63 

Gen. 8: COXOEWTPRP 
7 8 3 8 9 5 9 6 8 6 • 69 

Gen. 11: FRARBZWSUS 
6888705868•64 

Gen. 23: RDMDTLIEGE 
8 7 6 7 9 7 8 9 5 9 • 75 

The results clearly point to Generatri:x No. 23 as the correct generatrix. 
Even 11' these generatrices had contained only six letters instead of 10, 
the logarithmic weights would have pointed to the correct generatrix. 

1 Logarithms muluphed by 10 are called decibans, logarithms multiplied by 100 are called cenubans 
Logarithmic weights are usually expressed m decibans or cenubans for convenience m treaunent as integral 
values 

2 It u mterestmg to determme what is the numerical expectation of the swn of the logarithmic weights 
for correct generatnces, as well as the expectation for incorrect ones--m other words, a sort of logarithmic 
~ test The expected value for the correct (1 e plamtext) generatrices is calculated by multiplying the 
logarithmic weights by the probab1lltles of each letter, swnm1ng the results, this sum is then multiplied by 
the number of letters m the generatr1x to give the expected value of the sum of the logantlumc weights 
for the generatnx The random expectation is the sum of the logar1thm1c weights m the scale (151) d1v1ded 
by 26 mulnpbed by the number of letters m the generatr1x. Thus the plamtexc expectation 1s 7 6N and 
the random expectation 1s 5 BN, where N 1s the number of letters lD the generatr1x 
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i• In order to illustrate the degree of refinement between loga
rithmic weights and the arithmetical 'frequency weights mentioned in 
aubpar. 34c, let ua consider the following case. Below are the best 
generatrices from the first three alphabets of a seven-al.phabet poly
alphabetic cipher; the number at the left of the generatrices is the sum 
of the ari tbmetical weights, while the number to the right is the sum of 
the logarithmic weights. 

Al;ehabet 1 AlEhabet 2 Al;ehabet 3 
40 OIAGNN 45 40 ZOTWEN 39 32 HNHZTB 39 
37 SMEKRR 41 35 ODILTC 46 31 CICUOI 44 
36 TNFLSS 46 32 DSXAIR 42 31 MSMEYS 43 
34 BVNTAA 42 31 OUOGAU 41 
33 UOGMTT 43 29 SYSKEY 39 

It will be seen that, although the generatrix OIAGNN in Alphabet l baa 
the highest arithmetic sum, nevertheless the most probably correct 
generatrix as shown by the logarithmic weights is TNFLSS. In Alphabet 
2, the generatrix ODILTC bas the highest probability of being the correct 
one; and in the third alphabet the logarithmic sum points to CICUOI as the 
most likely generatrix.3 These generatrices when juxtaposed yield the 
following plaintext 'fragments, attesting to the validity of tile sel.ection: 

T 0 C • • • • 
N D I • • • • 
F I C • • • • 
L L U • • • • 
S T 0 • • • • 
S C I • • • • 

!!.· In dit"f'icult cases wherein generatrices contain very few letters, 
one more statistical resource is available to the cryptanalyst. Suppose 
that in a certain short cryptogram the number of letters in each alphabet 
is only four, and that in this particular case the generatrix RTIS is 
selected from the generatrices for Alphabet 1. In Alphabet 2, the genera
trices EINP, IMRT, and PTIA (logaritJ:um.c weights of 31, 31, and 29, 
respectively) appear to be the most likely candidates for the correct 
generatrix. The generatrix RTIS is juxtaposed against the three genera
trices of the second alphabet, and now we record the logarithmic weights4 

3 In Alphabet I, the difference between the logarithmic scores between OIAGNN (45) and TNFLS~ (46) 
shows that the latter generamx is 133 1 = I 6 times better than the first 1;.eneratrix, m Alphabet 2 the dif
ference (7) between the loganthm1c scores of ZOTWEN and ODILTC shows that the latter 1s 133 7 = 31 times 
better than the flISt generatnx, and m Alphabet 3, the difference (5) between the logarithmic scores of 
HNHZTN and ClCUOI shows that the latter is 133 5 = 11 times better than the first generatnx 

4 These weights are taken from Table 15, Appendix 2, M1l1tary Cryptanal1ucs Part I The table gives 
two-d1g1t loganthms to the base 224 of the d1graph1c frequencies of plain text, for convemence, these log
arithms are treated here as cent1bans by droppmg the dt:c1mal point This loganthrmc method is much more 
precise then a method wherem only the d1graph1c frequencies are used to obtam a score 
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of the digraphs thus formed, as follows: 

RE 96 RI 75 RP 59 
TI 82 ~ 45 TT 67 
IN 92 IR 73 IY 0 
SP 55 ST 88 SA .l!, 

335 281 197 

The logarithmic score of 335 points to the generatrix EINP as the most 
probable for Alphabet 2.5 Thus the selection of the correct generatrices 
has been reduced to a purely statistical basis which is of great assist
ance in effecting a quick solution. Moreover, an understanding of the 
principles involved will be of considerable value in subsequent work. 

35. Solution by the probable-word method.--!_. Occasionally one may 
encounter a cryptogram which is so short that it contains no recurrences 
even of digraphs, and thus gives no indications of the number of alphabets 
involved. If the sl.iding mixed components are known, one may apply the 
methods illustrated in par. 22, assuming the presence of a probable word, 
checking it against the text and the sliding components to establish a 
key, if the correspondents are using key words. 

b. For example, suppose that the presence of the word ENEMY is as
sumed-in the message in subpar. 33b above. One proceeds to check it against 
an unknown key word, sliding the already-reconstructed mixed component 
against the normal and starting with the first letter of the cryptogram, 
in this manner: 

When ENEJa equals 
SFDZR then Ap successively equals 
XENFW 

The sequence XENFW spells no intelligible word. Therefore, the location 
of the assumed word ENEMY is shifted one letter forward in the cipher text, 
and the test is made again, just as was explained in subpar. 22d. When 
the group AQRLU is tried, the key letters ZDroT are obtained, which, taken 
as a part of a word, suggest the wrd AZIMUTH. The method must yield 
solution when the correct assumptions are made. 

c. The placement of probable words in polyal~habetic ciphers may be 
facilitated by considering (l) the frequency i!tterns of the letters com
posing cribs, and (2) the partial idiomorphisms which me.y be produced in 
the periodic encipherment of certain cribs. 

(l) For instance, in the first case, the plaintext frequency pattern 
of the word CAVAJ.P.Y has a distinctive relative high- (H), medium- (M), and 
low-frequency (L) pattern of MBLBMBL; if the individual monoalphabetic 

5 The generatr1x EINP is better than IMRT by a factor of 224C3 35-2 81> =2240. 54 =18, hkew1se, the 

generatnx EINP is better than PTY A by a factor of 224(3 35-1 97) =2W 38 =1712 
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COii fbBlm/t1. 

:frequencies of a periodic cipher are written over the cipher letters 
of a cryptogram, possible placements for the word CAVA.14i.Y might be seen. 
It is important to note that, although the frequencies of high- and medium
:f'requency plaintext letters might be distorted in a polyalphabetic 
cryptogram, it is not expected that low-frequency letters will be changed 
appreciably, therefore these low·f'requency letters are a more accurate 
guide to crib-placing than are the other letters. It goes without saying 
that polygraphic repetitions may be used as a basis on which to assume 
probable words, depending on the l.ength of the polygraphs; these repetitions, 
together vtth the :f'requency pattern of the cipher letters composing the 
repetitions, form one of the most valuable means of plaintext entries in 
a cryptogram. 

(2) The aspect of partial idiomorphism is based on the fact that, 
if there is a pair of repeated letters at a distance of N in a plaintext 
word, this idiomorphismwill show through in the cipher when there has been 
a polyalphabetic encipherment of a period of N. For example, if the word 
DIVISION is enciphered by a palyal.phabetic substitution of four alphabets, 
the first and third Ip must of necessity be represented by the same cipher
text equivalent. Thus it' in a four-al.phabet system an A ••• A pattern is 
found in the cipher text, reference may be made to c~ilations of words 
containing like letters repeated at various intervals, and under the 
listing of "A(3)A" will be found DIVISION, among other words, which may be 
used as possible assumptions. 

36. Solution when the plain component is a mixed sefuence, the cipher 
component, the normai.--a. This rills Wider case !1b out ined in par. 8. 
It ls not the usU8l methOcl of' employing a single mixed component, but may 
be encountered occasionally in cipher devices. 

b. The preliminary steps, as regards factoring to determine the 
length of the period, are the same as usual. The message is then tran
scribed into its periods. Frequency distributions are then ma.de, as usual, 
and these are attacked by the principl.es of frequency and recurrence. An 
attempt is made to apply the principles of direct symmetry of position as 
demonstrated thus far, but this attempt will be futile, for the reason 
that the plain component is in this case an unknown mixed sequence. (See 
par. 28d.) Any attempt to find symmetry in the secondary alphabets based 
upon the normal sequence can therefore disclose no symmetry because the 
symmetry which exists is based upon a wholly different sequence. 

c. However, if the usual principles of direct symmetry of position are 
of no-avail in this case, there are certain other principles of symmetry 
which may be employed to great advantage. To explain them an actual example 
will be used. Let it be assumed that it is known to the cryptanalyst that 

6 In this connection, see Appendix 2 
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Com'mBB?ftb 

the ene:m;y is using the general ayatea under di11cussion, viz., a :mixed 
sequence, variable trom day to day, ia used aa plain comPOient; the 
norml sequence is used aa cipher component; and a repeating ke7, vari-
able troa maaaage to maaaage, is used in the ordi11&r7 mmier. 

The to1loving massage baa been intercepted: 

5 10 15 20 EVIT~ ERMUf A. QEOVK LRMLZ JVGTG llDLVK 
B. VRZMO Y A A II P DKEIJ SFMYO Y B M II E G Q A II B 
c. UQAXR BUFBU KQYKU BELVT KQILE KZBUE 
D. ULIBK IDAXB XUDGL LADVK PO AYO DKKYK 
E. LAD BY BVIFV UEEMB FFMTE GVWBI TVDZL 
F. SPBBB XVAZC UDYUE LICllMA E U D D IC ICFSK 
G. BSAHY TMGUJ HQXPP DKOUE XUQVB FVWBX 
B. BXALB TCDLM IVAAA ISZIL OVWVP YAGZL 
J. SBMME GQDBO YBIVP BCRRE XKDQZ GKBCG 
K. BQGUY JIWYY TMABW XRLBL OADLG JIQGUY 
L. JUUGB JBRVX ERFLE GWGUO XE DTP DKEIZ 
M. V X 11 W A FAABB MKGBB SSBLO KJCBZ TGGLO 
I. PKMBX BGERY TMWLZ IQCYY TMWIP DKATE 
P. F L lf U J IDTVX JRZTL OPABC DFZYY DEY CL 
Q. GPGTY TECXB BQEBR KVWMU If I B G J IQDLP 
R. JKATE GUWBR BUQWM VRQBW Y R F B F KMWMB 
s. TMULZ LAA BY JGDVK LKRRE XKBAO NDSBX 
T. XCGZA RDGTL VKMBW IS AUE FDBWP BLZIJ 
v. SRQZL AVBHL GVWVK FIGBP GECZU KQAP 

d. A stud.7 of the repetiticma and of the factors of their intervals 
discloses that five alphabets are involved. Uniliteral frequency distribu
tion are •de and are shown in Fig. 23!,: 

Alphabet 1 

Alphabet 2 

Alphabet 3 
::::: 
~ ::::: ::::: 
~ ~ ~ ~~ ~ 
~~~~I~~ ~ ~~~~~ ~~~~~ ~~~I 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 
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Alphabet 4 

Alphabet 5 -~ ~ 
~ ~ ~~ ~~ ~' 

~~~ ~~~~ ~~1~ ~i ~ ~~~~~~~ 
ABCOEFGHIJKLMNOPQRSTUVWXYZ 

Figure 23!_. 

e. Since the cipher component in this case is the normal alphabet, 
it follows that the five :fre9uenc1 distributions are based u;pon a sequence 
which is known, and therefore, the five frequency distributions should 
manifest a direct symmetry of distribution of crests &nd trough!. B1 
virtue of this symmetry and by shifting the five distributions relative 
to one another to proper superimpositions, the several distributions may 
be combined into a single un111teral distribution. Note how this shifting 
has been done in the case of the five illustrative distributions: 

Alphabet l 

Alphabet 2 

Alphabet 3 
~ 

~ :::::: ::::: 
~ ~ ~ ~ ~~ 

~~ ~~~~~~~@~~~ ~ ~~i~~ ~~~ 
TUVWXYZABCDEFGHIJKLMNOPQRS 

Alphabet 4 
..... 

~~~ -- ~ ~ i~ 
~~~~~~~~~~~~~~~ ~~~~ ~~' 

OPQRSTUVWXYZABCDEFGHIJKLMN 

Alphabet 5 -:::::: ~ 
~~ ~ ~ ~~ ~~ 

~ -~-~~~~~~:::::: ~~~- ~~~~ ~~ 
~STUVWXYZABCOEFGHIJKLMNOPQ 

Figure 23E_. 
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f. The superimposition of the respective distributions enables one 
to convert the cipher letters of the five alphabets into oue alpha.bet. 
Suppose it is decided to convert Alphabets 2, 3, 4, and 5 in terms ot 
Alphabet 1. It is :merel.J' necess&17 to substitute for the respective let
ters in the four alphabets those which stand above them in Alphabet l. 
l!'or enmple, in Fig. 2~ Xe in Al.pbabet 2 is directll' uncler Ac in Al.pba-

2 1 
bet l; hence, it the superimposition is correct then Xe • Ac· Tberef'ore, 
in the cryptogr• it is •rely' necess&17 to replace every Xe in the second 
position by Ac. .Again Tc in Alphabet 3 • Ac in Alphabet l; therefore in 
the cryptosr• one replaces every Tc in the third poai tion by Ac. The 
entire process, hereinafter designated aa conversion into monoalph&betic 
terms, gives the following coDYerted Maaage: 

5 10 15 20 25 30 
A. QBVBT LU TX I J Y I F P BOS BT EYUFB .I U T G 11 
B. VUGYX YDBYY DBLUS SITKX YKTYI GTBYK 
c. UT BJ A BXMBD IC T J' Y D IHSHC IC T P X I KCIGI 
D. UOPBT IOBJK XXKSU LDKHT PBBKX DBBKT 
E. L D IC T B B Y U B .I UBLYB F I T 1!' I G Y D JI B TYKLU 
11'. SSITK XYBLL UGFGB LBTYJ E X IC P T Bl!'MEQ 
G. BVBTH TPBGS BTBBY D I' V G B XXXBK 1!' Y D JI G 
:a:. BABXK T 1!' K X V I Y B II J BVGUU OYDBY YDBLU 
J. SKTYI GTKTX YKPBY llFYDR XBKCI GBUOP 
K. B T B G :a: JLDKB TPHTl!' XUSllU ODKXP BTllGB 
L. JXBSK JKYBG EUMXB GZIGX X B K F Y DllLUI 
M. VAUIJ J' D B Z B llllBTK svuxx JC M J 11 I TJBXX 

•• P B T B G BJLDB TPDXI B T J K B TPDUY D B B F 11 
P. FOUGS 11 G A B G JUG FU OSBTL DIGKB DHFOU 
Q. GSBFB TBJJK BTLBA IC YD YD KLUSS ITKXY 
R. JBBl!'I GXDBA BXXIV VUXBF YUMBO KPDYK 
s. TPBXI LDBTB JJICBT L If Y D R XBUMX BGZBG 
T. X 1!' I L J BGBFU VBTBF IVBGB FGUIY BOGUS 
v. SUXLU AYUTU GYDBT FLBTY GBJLD KTBB 

The unil.iteral trequency distribution tor this converted text tollovs. Bote 
that the frequency of each letter is the sum of' the five trequenciea in the 
correspond111g columns of' Fig. 23!,. 

;:::: 
:::: 
i!! 
i!! ;:::: 

::::: i!! 
i!! ii! !::;; 
i!! i!! i!! 

_i!! !::;; i!! ~ :a: ;;;::, ::::;; - i!!i!! i!! i!! i!!i!! i!!i!! 
i!! i!!i!!i!! i!! i!! i!!i!! i!! i! 
i!! i!!i!!i!! ...... ~:::::: ii! i!!i!! i!! i!E 
i!! i!!i!!i!!!::li!!iH!! i!! ~ ii! ii! ii! ii! 
ii! ii! i!! i!! ii! ii! ii!! i!! ii! ;:::: 

i!! i!! ii! ::::: ii! i! :::: 
::- ii! ::::: ii! ii! i!! iHill ii! i! :::: ii!! ~ ii!! ii!! ii! ii! ii!! ii!! ii!! 
i!!i!E!::li!!i!!i!!i!!i!!i!!i!!i!!i!!i!!i!!i!!i!!:::::~i!!i!!i!!i!! i!! i! ~ 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 
7 a a u 7 • u M u n a n a • 1 u 1 a 11 a• u 111 11 a 

Figure 24. 
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COti'lDEN'HAL 

I.• The problem having been reduced to monoalphabetic terms, a tri
literal frequency distributi~n can now be made and solution readily at
tained by simple principles. It yield.a the folloviug: 

JAPAll C01'SULTED GERMARY roDAY OB REPORTS THAT THE COMMU1'IST Il'l'ER
NATIOBAL WAS BEHIID TBE AMAZIBG SEIZURE OF GEIERALISSDIO CllI.AllG KAI SDIC 
IB CHIBA. roKYO ACTED UlIDER m .AITICOMMUlfIST ACCORD BECDTLY SIGDD BY 
JAPA'lf AID GERMABY. THE PRESS SAID TBERB WAS IIDISPUTABLE PROOF THAT Tiii 
COMIRTERli DSTIGA'JED THE SEIZURE OF GEBRAL CHIAllG AID S<ICi OF HIS GD
ERALS. MILITARY OBSERVERS SAID TJIE COUP WOULD HAVE BED IMPOSSIBLE U1'
LESS GEBERAL CHANG HSUD LIAllG HOTHEADED FORMER WAR LORD OF MAICIUBIA 
HAD FORM!D Alf ALLIA'lfCE WITH THE COMMUlUST LEADERS BE WAS SUPPOSE ro BE 
FIGBTDG. SUCH All ALLIANCE THESE OBSERVERS DECLARED OPERBD UP A RED ROU'm 
FR(I( ll>SCOW ro BORTH AID CEBTRAL CBilfA. 

h. The reconstruction of the plain component is nov a very sillple 
matter. It is f'ound to be as follows: 

HYDRAULICBEFGJKMBOPQSTVWXZ 

Note also, in Fig. 23b, the key vord for the message, (HEAVY), the letters 
being in the columns headed by the letter H. 

i. The solution of' subsequent meaaages with different keys can now 
be reached directly, b;r a simple modification ot the principl.es explained 
in par. 28. This modification consists in using f'or the completion sequence 
the :mixed plain cQ!PODent (now knovn) instead ot the norml. alphabet, after 
the cipher letters have been converted into their pl.ain-component equiva
lents. Let the student confirm. this by experiment. 

J.• The probable-word method of solution discussed under par. 22 is 
also applicable here, in case of very short cryptograms. Thia method pre
supposes> of course, possession of' the mixed component and the procedure is 
eaaentially the same as that in par. 22. In the example discussed in the 
present paragraph, the letter A on the pl.ain component was successively set 
against the ke7 letters HEAVY; but this is not the only poBBible procedure. 

7 
A n mterestmg technique is possible at tlus pomt to recover the key word for the plain component from 

the composite umhteral frequency distribution of the cipher text at one fell swoop if the plain component is 
a keyword-mixed sequence Note the d1strib.mon in Fig 24 If tlus represents the "profile" of a keyword
m1xed sequence then it appears that the key word begms at De with the letters Zc Ac Bo Cc being the 
equivalents of four of the five plamtext letters VWXYZ Oc and Re are obviously J pand Kp respe~ely, and 
We= Op The sequence STUVc- represents either LNOPp or MNOPp, X'YC must be two of the letters RST P' If 
Ne = Ep then OPc = F9;>, Mc is probably Bp thus delineating the key word of 9 letters begmning at I\: From 
this analysis it can be conJectured that the key word contains the letters A, C, D, H, I, U, one from the 
group LM one from the group RST and probably Y (for a more hkely percentage of vowels) From this point 
on anagramming of the key word presents no problem 
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k. The student should go over carefully the principle of nconversion 
into manoalphabetic terms" explained in subpar. f above until he thoroughly 
understands it. Later on he will encounter cases in which this principle 
is of very great assistance in the cryptanalysis of more complex problems. 
(Other examples Will be found in pars. Jb, 61, and 62.) 

1. The principle illustrated in subpar. e, above, that is, shifting 
two or more monoalphabetic frequency distributiOns relatively so as to 
bring them into proper alignment for amalgamation into a single monoalpha
betic distribution, is called matching· It is a very important cryptanalytic 
principle. Note that its practical application consists in sliding one 
monoalphabetic distribution against the other so as to obtain the best 
coincidence between the entire sequence of crests and troughs of the other 
distribution. When the best point of coincidence has been found, the two 
sequences may be amalgamated and theoretically the single resultant distri
bution will also be monoalphabetic in character. The successf'Ul applica
tion of the principle of matching depends upon several factors. First, the 
cryptographic situation must be such that matching is a correct crypto
graphic step. For example, the distributions in Fig. 23a are properly sub
ject to matching because the cipher component in the basic sequences con
cerned in this problem is the normal sequence, while the plain component is 
a mixed sequence. But it would be futile to try to match the distributions 
in subpar. 29c, for in that case the cipher component is a mixed sequence, 
the plain comi>onent is the nonnal. sequence. Hence, no ammount of shifting 
or matching can bring the distributions of subpar. 29c into proper super
imposition for correct amalgamation. (If the occurrences in the various 
distributions in subpar. 29c had been distributed according to the sequence 
of letters in the mixed comP'onent, then matching would be possible; but in 
order to be able to distribute these occurrences according to the mixed 
component, the latter has to be known--and that is Just what is unknown 
until the problem has been solve~A second factor involved in successful 
matching is the number of elements in the tvo distributions forming the 
subject of the test. If both of them have very fev tallies, there is 
hardly sufficient information to permit of ocular matching with any degree 
of assurance that the work is not in vain. If one of' them has many tallies, 
the other only a fev, the chances for success are better than before, be
cause the positions of the blanks in the two distributions can be used as a 
guide for their proper superimposition. Fortunately, there exist certain 
mathematical and statistical procedures which can be brought to bear upon 
the matter of cryptanalytic matching. One of these, involving the l (chi) 
test, will be discussed in par. 37. 

m. The normal conditions existing that permit the employment of direct 
symmetry of position in polyalphabetic ciphers are those cases already 
tested wherein the plain component is a known sequence. In such examples 
the sequence of the plain component is inscribed along the top of the 
sequence reconstruction matrix, and direct SJDDDetry will manifest itself 
among the cipher components within the matrix. When the inverse conditions 
are present, i.e., those cases wherein the cipher component is a known 
sequence and the plain component unknown, the usual method of solution is, 
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of course, the matching of distributions and the conversion of the 
cryptogram to monoalphabetic terms. However, when the number of ele-
ments in the distribution is very smll, this method is inapplicable, 
and the only feasible solution invo1ves the assumption of probable words. 
If the usual type of matrix is mde (with an A to Z sequence outside for 
the plain component), only indirect symmetry of position will be mani
fested. But if an inverse matrix is made having the known cipher component 
on the outside, then direct symmetry will be evident among the various plain
component alphabets. We v1ll now consider an exampJ.e to illustrate this 
technique. 

(1) Let it be assumed tbat the enem;y bas been using for his lov
echelon cryptosystema a small cipher disc in vhich the cipher component is 
a standard alphabet, the plain component a mixed sequence which is changed 
daily. The following is the beginning of an intercepted message, the re
maining portion having been lost through operational difficulties: 

KOLBT EQZDF IXKTK XKYMB JJGBR HRTAF 

R WW V C FM KB Y QB D T ••••••••••••• 

Tb.is message having originated from a headquarters that bas frequently been 
guilty of stereotypic phraseology, it is suspected that the plain text be
gins with the opening phrase "REFERENCE YOUR Mi5SAGE NUMBER ••• " Superim
posing the assumed pl.ain text against the cipher text, 

5 10 15 20 25 
KOLNTEQZDFIXKTKXKYMBJJGBRR 
REFERENCEYOURMESSAGENUMBER 

it is observed that Rp is enciphered as Kc at the first and thirteenth 
positions, thereby tentatively establishing the period-length as 12: 

KOLNTEQZDFIX 
REFERE:NCEYOU 

KTKXKYMBJJGB 
R'MESSAGENUMB -
RHRTAFRWWVCF 
ER 

MKBYQBDT •••• 

The student will observe that all other periods f'rcm 2 to 14 are ruled out 
because of coincidences in the plain text which are not substantiated by 
lite coincidences in the cipher for the assumed period-length. For exampl.e, 
the blocks f'or the periods 9, 10, and. 11 yield the f'ollowiug: 

(9) (10) (l.l) 
REFERENCE REFERENCEY REFERENCEYO 
YOURMESSA OURMESSAGE URMESSAGENU 
GENUMBER HUMBER MBER 

COll'IDEih!IAL 
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(2) An inverse matrix is made, and the plaintext values trom the 
plain-cipher relationships above are inscribed within the matrix, as 
follows: 

Plain: 

1 
2 
3 
4 
5 
6 
7 
8 
9 

10 
11 
12 

. . . . . . . . . • R • • • • • • E • • . . . . • • . . . . . . . R • • . . . • E • • M • . . . • • 
• • • • • • • • •• E F • . . . • • . . . . . . . . 

. . . s . . . . . . . . . . . . • • • E • • • . . . 
• • • • • • • . s • • . . . . • • R • . . . . . 
• • • • E • • • • • • • • • • . . . . . . . . • A • 
• • • • • • • • • • • • G • • • N • . . • • • • 
• E • • • • • • . . . . . . • • • 
• • • E 
• • • • . . . 

• • • • • If • • • • • • • 
• y • • • u • • • • • • • 

• M • 0 •••••••• 

. . . . . . • • c 
• • • • • • • • • . . . . . . . 
• • • • • • • • • 

• B • • • • • • • . . . • • • • • • • • • • • u • • 
Cipher: ABCDEFGHIJKLMBOPQRSTUVWXYZ 

After application of the princ1p1es of direct symmetry of position, the 
matrix will now look like this: 

l • s . . • . . • • . RA. • • c • E F G • • M Ii 0. 
2 • . • . • • . RA. • • c • EFG. • MNO. • s • 
3 • • • RA. • • c • E F G • • M If 0 • • s . • • • • 
4 • • • • • • RA. • • c • EFG. • M If 0 . • s . • 
5 E F G • • MN O • • s . • • • • • • • RA • • • c • 

Plain: 6 . • c • EFG • • MIO. • s • • • • • • • • RA • 
7 • • • RA. • • c • EFG. • MI 0. • s . • • • • 
8 • EFG • • MN 0 • • s . • • . • • . • RA. • • c 
9 • c • E F G • • MI 0. • s • • • • • • • • RA • • 

10 . • • • • y • • • u • • • B • • • • • • • • • • . • 
11 • E F G • • MN 0. • s • • • • • • • • RA • • . c 
12 • B • • • . • • • • • • • . . • • • • y • • • u • • 

Cipher: ABCDEFGHIJKLMHOPQRSTUVWXYZ 

When these new derived values are substituted in the cryptogram, 

cONFIDENf IAL 

KOLNTEQZDFIX 
REFERERCEYOU 

KTKXKYMBJJGB 
RMESSAGEBUMB 

RBRTAFRWWVCF 
EROBEFO R F 

MKBYQBDT 
R 
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the Up of the segment ONE FOUR in the third line permits the amalgamation 
of the two partial. sequences into one,!!!.·= 

R A U • • C B E F G • • M N 0 • • S • • • • • • Y • 

(3) With but little further experimentation, the entire pJ.ain text 
is synthesized and the plain component is found to be based on B!DRAULIC. 
The complete message fragment is now as follows: 

KOLNTEQZDFIX 
REFERENCEYOU 

KTKXKYMBJJGB 
RMESSAGENUMB 

RHRTAFRWWVCF 
ERONEFOUROFJ 

MKBYQBDT •••• 
ULYTBIRD 

There is no evidence ot a key word for the repeating key in the inverse 
matrix; but if the matrix is rewritten in the usual enciphering form, the 
key word HEADQUARTERS will be apparent under Bp. Thus: 

Plain: 

Cipher: 

HYDRAULICBEFGJKMNOPQSTVWXZ 

1 HIJKLMBOPQRSTUVWXYZABCDEFG 
2 EFGHIJKLMNOPQRSTUVWXYZABCD 
3 ABCDEFGHIJKLMNOPQRSTUVWXYZ 
4 DEFGBIJKLMNOPQRSTUVWXYZABC 
5 QRSTUVWXYZABCDEFGBIJKLMNOP 
6 UVWXYZABCDEFGHIJKLM:NOPQRST 
7 ABCDEFGBIJKLM:NOPQRSTUVWXYZ 
8 RSTUVWXYZABCDEFGBIJKLMBOPQ 
9 TUVWXYZABCDEFGBIJKLMNOPQRS 

W EFGHIJKLMBOPQRSTUVWXYZABCD 
ll RSTUVWXYZABCDEFGHIJKLMBOPQ 
~ STUVWXYZABCDEFGBIJKLMBOPQR 

37. The J( (chi) test for evaluating the relative matching of distri
butions.--a. The student by now is well f'amil.iar with the 4> test which is 
used to determine the monoalphabeticity of a single distribution. If two 
messages were enciphered monoalphabetically by the same cipher alphabet, 
it follows not oDly' that their corresponding distributions would be mono
alphabetic, but also that these distributions would be strikingly similar 
in respect to their corresponding peaks and troughs. Likewise, it in a 
pol.yal.phabetic cipher there are repeated letters in the key, then the dis
tributiona appertaining to the repeated letters will show identical spatial 
re1ationsh1ps of the positions of the peaks and troughs. Furthermore, in 
situations wherein the cipher component is a standard alphabet (or any other ~ 
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~sequence), these spatial relationships are relative and require only 
the correct juxtaposition of' the distributions to make the relationships 
absolute. When the number of' tallies in the distributions is large, ocular 
matching is a simpl.e :matter; however if the number of' tallies is small, 
ocular matching becomes difficult and recourse must be had to statistical 
means for evaluating the relative matching of distributions. 

b. One of' the simplest means for determining the relative matching 
or non-matching attributes of' distributions is the 'X. (chi) test, sometimes 
called the "cross-products sua." With this test, which is related to the 
• test 8 , the "observed value of X." is compared vi th the "expected value of 
"X.. tor :matching distributions" (symbolized by X m} and the "expected value 
of?( for non-matching distributions" (symbolized by X r). The formulas 
used for the expected values of X for matching and non-matching distribu .. 
tions, respectively, are: 

and 

vb.ere (B1l'f2) represents the products of the total number of tallies in each 
distribution. '!'be observed value of' Xis calculated by multiplying the 
frequency of each element in the f'irst distribution by its homol.ogous 
counterpart in the second distribution, and totalling the result; i.e., the 
frequency of Ac in the first distribution is mu1tiplied by the frequency 
of Ac in the second distribution, etc., and then the sua of these cross 
products is obtained. 

c. The use of the X.. test is best illustrated by an exam.pl.e. Suppose 
the following two distributions are to be matched: 

-= - ---- -· -No. l.: A B C D E F G H I J K L M H 0 P Q R S T U V W X Y Z 

= !! ·- - --No. 2: ABC DEF G HI J KL M JI 0 P QR S TU V W X Y Z 

Now l.et the frequencies be juxtaposed, for convenience in finding the cross 
products, thus: 

f'i.••••• l. 4 0 3 0 l. O 0 l 0 0 l. O O 1 0 O 3 2 2 l O 1 3 0 2 Ni. • 26 
ABCDEFGHIJKLMBOPQRSTUVWXYZ 

t 2 ••••• 0 2 0 0 0 3 0 0 l 0 1001 l. 0 0 3 l. l. 0 0 0 0 l. 2 B2 • 17 

f'1f'2· •• 0 8 0 0 0 3 0 0 l 0 0 0 0 0 l 0 0 9 2 2 0 0 0 0 0 4 l':fi.f2 • 30 

X. m = .0667(26x17) • 29.5; Xr • .0385(26xl7) • 17 

The fact that the observed value of' -X. (30) agrees very cl.osel.y with the 
expected value for matching distributions (29.5) means that the two dis
tributions very probably belODg together or are properly •tched. Note 

8 
The derivation of the 4> and/( tests will be treated m Mihtary Cryptanalytlcs, Pan III 
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the qualifying phrase "very probably." It implies that there ia no 
certainty about this business of matching distributions by mathematical 
methods; the mathematics serve only as measuring devices, so to speak, 
which can be employed to measure the degree of similarity that exists. 
There are other mathematical or statistical. tests for matching, in 
addition to the)'.:test. 9 Moreover, it is possible to go f'urther with the 
-X.. test and find a measure of reliance that may be placed upon the value 
obtained; but these points will be left tor discussion in the next text. 

d. One more point will, however, here be added in connection with 
the X-test. Suppose the very same two distributions in the preceding 
subparagraph are again juxtaposed, with t2 shifted one interval to the 
left of the position shown above, and let us take the cross-products 
sum. Thus: 

f'l····· 1 4 0 3 0 l 0 0 1001 0 0 l 0 0 3 2 2 l 0 l 3 0 2 N • 26 
ABCDEFGHIJKLMNOPQRSTUVWXYZ 

f2••••• 2 0 0 0 3 0 0 101 0 0 l l 0 0 3 l 100001 2 0 N • 17 
BCDEFGHIJKLMBOPQRSTUVWXYZA 

f1f2••• 2 O O 0 0 0 0 O 0 0 O O 0 O 0 0 0 3 2 0 O 0 0 3 0 O Zf1f2 • 10 

Since the observed value o'f "'X.(10) more closely approximates the expected 
value of Xf'or non-matching distributions (17), it may be concluded that 
if the two distributions pertain to the same primary components they are 
not properly superimposed. In other words, the 'X. test may also be applied 
in cases where two or more frequency distributions must be shifted rela
tively in order to find their correct superimposition. The theory under
lying this application of the X test is, of course, the same as before: 
two monoal.phabet1c distributions when properly combined w1J.l yield a single 
distribution which should still be monoalpbabetic in character. In applying 
the X test in such cases it may be necessary to shif't two 26-element dis
tributions to various superimpositions, make the X.. test tor each superim
position, and take as correct that one which yields the best value for the 
teat. The mture of the problem will, of course, determine whether the 
frequency distributions which are to be matched should be compared (1) by 
direct superimposition, that is, setting the A to z tallies of one distri
bution directly opposite the corresponding tallies of the other distribution, 
as in subpar. c; or (2) by- shifted superimposition, that is, keeping the 
A to Z tallies-of the first distribution :f'ilCed and sliding the whole sequence 
of tallies of the second distribution to various super~sitions against 
the first. 

e. A very common method of expressing the relative matching quality 
of a Pair of' distributions involves the[atio of the observed "X to the 
expected value for "X.r• This ratio of' 'XO~ is call.ed the "cross I.C. 11 

(abbr.\ I.e.). The cross I.e. is usually the preferred expression, rather 
than the -X. value, since the ratio gives a quick measure (when compared with 

9 The most important of these is the clu-square test based on the -x'!: d1stnbunon 
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the expected~ I.C. 1s ot 1.73 and 1.00 tor •tching and nomnatching dis
tributions, respectively) of the relative goodness of a particular matching. 
For instance, in the example given in subpar. c, the~ I.e. ot the tvo dis
tributions is ~ • 1.76; in the examp1e in subPe.r. 2,, the t; I.e. 1• ~ • 

u u 
0.59. The ordinary monographic I.C., i.e., ~, is often referred to as the 

& I.e. (read "delta I.e."), in order to distinguish between this and the 
cross I.e. 

38. Modified Porta system&.•-!.· Variations of' the Porta system are 
PoSSible, wherein either the A-M sequence is left Wldisturbed and the N-Z 
portion is mixed, or the A-M portion is mixed and the N-Z sequence is the 
norml; these situations are exemplified in Figa. 25!, and ?, below: 

ABCDEFGHIJKLM FLAMEBCDGHIJK 
AB SPURTIOQVWXYZ AB NOPQRSTUVWXYZ 
CD PURTBOQVWXYZS CD OPQRSTUVWXYZN 
EF URTl'OQVWXYZSP EF PQRSTUVWXYZNO 
GB RTBOQVWXYZSPU GH QRSTUVWXYZNOP 
IJ TBOQVWXYZSPUR IJ RSTUVWXYZlfOPQ 
KL NOQVWXYZSPURT KL STUVWXYZNOPQR 
MN OQVWXYZSPURTN MR TUVWXYZNOPQRS 
OP QVWXYZSPURTBO OP UVWXYZNOPQRST 
QR VWXYZSPURTNOQ QR VWXYZBOPQRSTU 
ST WXYZSPURTNOQV ST WXYZNOPQRSTUV 
UV XYZSPURTNOQVW UV XYZNOPQRSTUVW 
wx YZSPURTBOQVWX wx YZBOPQRSTUVWX 
yz ZSPURTNOQVWXY YZ ZNOPQRSTUVWXY 

Figure 25!,· Figure 2~. 

In such situations, one half of the cipher text •Y be converted into mono
alphabetic terms, while in the other halt there will be manifested direct 
symmetry of position. 

b. Let the following cryptogram and 1 ts accompanying distributions be 
studied: 

WPAVV QEXGJ KRASG RDBSN SID I Z HPCTQ 
CDLGF THY GK EIDDJ RMQAJ KUO TV ZWRFF 
HNOOZ ETDJK SMNGK EBACX INDFR JEAGP 
HPKAF IJLGH HGQUL JIRVF EXCUZ FVRFZ 
EMYYO YJCER JFQBU KRDOI WEXVX VNKAR 
KIKCK I 11 P 0 Z KGWTY WDXEB KPFSO GXBVL 
JGQAL QLQAG GGLGF SJVUL JDBDH YHYGK 
EHDBX KEYTF KULQL IJWDV FTKPZ TIWAZ 
JHBGD KFAQZ WSECV HBQDF XBRVI YJMDR 
SGPTV MNCOU SGQSJ KIQNL GGVGH HUYIZ 

;QRP!Blll!!l\L 
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- - -----··=·~ - ---- -=-·-(l) A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

-=-
- ··-···· -·· . ---·---(2) A B C D E F G H I J K L M H 0 P Q R S T U V W X Y Z 

- -···--- ••--==•§ -·-· (3) A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

- ; ·-·--·- -- -•-- =-·- -(4) AB C D E F G R I J K L M N 0 P Q R S T U V W X Y Z 

- - = ·-·-··· ----· =• --(5) A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

It is noted that the A-M halves of the cipher distributions may be matched 
by sliding them at appropriate intervals; this is proof that a Porta matrix 
of the type shown in Fig. 25a has been used in the encipherment. 'llJe cor
rect matching is obvious: -

- - -· -=!!!···· (l) A B C D E F G H I J K L M 

- ==-----(2) M A B C D E F G H I J K L 

··--··--(3) G H I J K L M A B C D E F 

--i = = • = = • = (4) J K L M A B C D E F G II I 

= -
•===··-(5) B C D E F G H I J K L M A 

100 
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£.• The cipher letters A-M of the cryptogram may now be converted 
into monoalphabetic terms, using Alphabet 1 as a base, as shown in Fig. 26 
below: 

5 
A. WPAVV 

H 

10 15 20 
QEXGJ KRASG RDBSN 

f ___ ,!C __ I ____ ~ ___ _[ ___ t ____ E I 

25 
SID I Z 

JKM 

30 
HPCTQ 
H J 

B. C D L G F T H Y G K E I D D J R M Q A J K U 0 T V Z W R F F 
CEFKE I KJ EJKHI A EI K JE 

C. H N 0 0 Z E T D J K S M N G K E H A C X I N D F R J E A G P 
H E KAJ A KJ EIBG I KJ JFHK 

D. H P K A F I J L G H B G Q U L J I R V F E X C U Z F V R F Z 
B EEE IKFKG HH K JJ E E J F J 

E. E M Y Y 0 Y J C E R J F Q B U K B D 0 I W E X V X V N K A R 
E A K J I J G J ______ ~_;t_!l ___ ~ _____ t__ E E 

F. K I K C K I N P 0 Z K G W T Y W D X E B K P F S 0 G X B V L 
KJEGJ I KB E IA K M G I K 

G. J G Q A L Q L Q A G G G L G F S J V U L J D B D H Y H Y G K ~ 
JH EK M EF GHFKE K K JEIHG I KJ --------

L EHDBX KEYTF KULQL IJWDV FTKPZ TIWAZ 
~IKF KF E K F K IK B F E J E 

J. J H B G D K F A Q Z W S E C V H H Q D F X B R V I Y J M D R 
JIIKC KGH LG HI BE C B KGB -

K. S G P T V M N C 0 U S G Q S J K I Q N L G G V G H H U Y I Z 
H M J R I KJ K GB KG H M 

Figure 26. 

The conversion process makes patent several new polygraphic repetitions 
which were previously latent in the cipher text. Tbe threef'old occurrence 
o:f the sequence F.KIK.H.F. at A6, El.It., and m3 can be established as proba
bly comprising a 10-letter repetition. 'lb.e Xe at A8 and E23 shows that 
9~ and ~O o:f the repetition are identical p1aintext letters, thus establish
ing the partial idiomorphic pattern as ABCDC ••• AB which may be identified in 
!..E,&ttern list as belo!!§!_ng to the p1aintext word PHOTOGRAPH. At D3, the 
EEEc is most probably SSSp, with the preceding Pc most likely an Ep. With 
these entries, recomstruction of the matrix and recovery of the rest of' the 
p1ain text is an easy matter. 

39. Additional remarks.--!_. It might be well to bring in at this 
point several observations in connection with the solution of the systems 
discussed thus f'ar in this text. These observations are treated as brief 
notes below. 101 
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b. When factoring does not indicate a period uniquely, write out 
the crpher text on the f'evest number of' widths that will accomodate the 
possible periods. For instance if factoring indicates a madmum of l2 
alphabets, then writing the cipher text on the widths of 12, 10, and 8 
will facilitate examination and taking of distributions on the basis of' 
2, 3, 4, 5, 6, 8, 10, and l2 alphabets. If' only two periods are possible 
and one is a multiple of' the other, write out the text on the longer 
period; in other cases where there are only two possible periods, select 
the least common multiple far the first trial. 

c. When confronted by a polyal.phabetic cipher of' a fairly lengthy 
period, and the problem involves the matching of comparatively small dis
tributions, the z test should be used to match the distributions, begin
ning with a pair of' distributions having the best "prof'Ues", and after 
all the distributions have been matched, the cipher text is converted to 
monoalphabetic terms. Even if some of the distributions are :mismatched, 
it will usually be possible to solve the resul.ting monoalphabet; systema
tic garbles every nth position will point to the distributions incorrectly 
matched. Bowever,-if' the repeating key is a p1aintext key, a search for 
p1aintext fragments in one of' the columns of the matched distributions 
might make possible a quick recovery of the repeating key and thereby by
pass dif'f'icul.ties in matching some of' the "less good" distributions. 

d. If the repeating key of a polyal.phabetic cipher is not f'ound under 
the tirst letter of the plain component, and it is known or assumed that 
the normal equation Gt./2 • 0i/l, 9P/l • 9c/2 is used, then completing the 
plain-component sequence on the "key" under any ep will disclose the key 
word if' one waa used. 

e. If in a polyalphabetic cryptogram there are two ar more sets of' 
long P'c>J.ygraphic repetitions of' equal length, consider the possibility 
that these two sets :might be different encipherments of the same plain 
text, and look for corrobarating evidence. For example, if Set "A" was 
partially recovered as .EA ••• A.TE.Sp and Set "B" was recovered as 
.EA •••• R.ER.p, these values may be amalgamated into .EA. •• ARTERSp and 
further expanded into HEADQUARTERS. 

t. The student should keep his mind open to possible variations of 
a basic idea, even if a particular variation might seem at f'irst blush 
to contradict a general principle. For instance, although in Porta en
cipherment it is not expected that a letter may be enciphered by itself, 
nevertheless in the matrix illustrated below such a contingency is possible. 

ABCDEFGHIKLM* 
AB NOPQRSTUVWXYZ 
CD OPQRSTUVWXYZN 
EF PQRSTUV'WXYZNO 

• . 
WX YZNOPQRSTUVWX 
YZ ZNOPQRSTUVWXY 
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The A-M component has been shortened by combining I and J, so by con
vention a letter appearing in the asterisked column may be represented 
by itselt. 

i• Polyalphabetic numerical systems with "standard" alphabets have 
been discussed in par. 25. When however the cipher component consists of 
a mixed numerical sequence, then direct symmetry of position will of course 
be manifested, and this fact can be exploited in the solution of a crypto
gram. If' however the cipher component is a "normal" numerical sequence 
(say, a sequence of the dinomes 01-26 or the dinomes 10-45 in numerical 
order) and the plain component is an unknown mixed sequence, then the 
methods discussed in par. 36 are applicable. 

CUNHDD'l'!Afl 
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CHAPTER VI 

REPEATING-KEY SYSTEMS WITH MIXED CIPHER ALPHABETS, II; 
IRDIRECT SIMME'IRY OF POSITION 

Further cases to be considered 
Identical primary mixed components proceeding m the same direction 
Enciphering and decipheruig by means of identical primary mixed components • 
Principles of solution • • • • 
Theory of indirect symmetty of posmon m secondary alphabets , • • • • • • • • 

Paragraph 
40 
41 
42 
43 

Reconstruct10n of primary components by employing principles of mcbrect symmetry of position • 
Theory of a graphical method of indirect symmetry • 

44 
45 
46 

Further remarks 47 

4o. Further cases to be conaidered.--a. Thus far Cases II a and b 
ot the mixed-alphabet cases •ntioned in p&r. 8 bave been treated7 There 
remina Case II g, which has been further subdivided as tollova: 

Case II g,. Both campouents are mixed sequences. 

1. Components are identical mixed sequences. 

(a) Sequences proceed in the sam direction. (The secondary 
alphabets are mixed alphabets.) 

(b) Sequences proceed in OfPOSite directions. (ihe secondary 
alphabets are reciprocal mixed alphabets.) 

2. Ccm.ponents are different mixed sequences. (The secondary 
alpbabets are ld.xed alphabets.) 

b. The first of the foregoing subcases, i.e., Case II c 1 (a), will 
now be examined. Case II c l (b) will be taken up in subpar7 44n, and Case 
II c 2 v1ll be treated in subpar. 44o. -- -

41. Identical primary mixed ccmponents proceediy in the sw direc
tion. --a. It is often the case that the mixed components are derived traa 
&iie&aUy remembered word or phrase, so that they can be reproduced at any 
ti• from JDeJDOrY. Thus, tor example, given the key word QUISTIOJIABLY, the 
following mixed sequence is derived: 

QUESTIOBABLYCDFGBJKMPRVWXZ 

b. By using this sequence aa both pl.ain and cipher ccm;poaent, that ia, 
by sliding this sequence against itaelt, a seriea of 26 sec0lldar7 mixed 
alphabets •Y be produced. In enciphering a ••asp, Bl.1d1ng atriptl -.y be 
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employed with a key word to designate the particular and successive positions 
in which the strips are to be set, the same as vaa the case in previous 
exam.plea ot the use of' sliding components. The •thod ot designating the 
positions, however, requires a word or tvo of C08118nt at this point. In 
the examples thus tar shown, the key letter, aa located on the cipher com
ponent, was always set opposite A, aa located on the plain component; pos
sibly' an erroneous impreaaion has been created, viz., that this is invari
ably the rule. This is decidedly not true, as has already been explained 
in par. 13.2,· If it has seemed to be the case that 81 always equals Ap, it 
is only because the text bas 4ealt thus f'ar principally with cases in which 
the pl.aiD. component is the normal sequence and its ild.tial -letter, which 
usually constitutes the index f'or juxtaposing cipher ccmponents, is A. It 
mat be emphasized, however, that various conventions may be adopted in this 
respect; but the moat common of them is to employ the ild.tial letter of' the 
plain component as the index letter. That ia, the index letter, &t, vill be 
the imtial letter of the mixed sequence, in this case, Q. Furthermore, to 
prevent the possibility of' ambiguity it v1ll be stated again that the pair 
ot enciphering equations employed in the ensuing discussion vill be the 
first of the 12 set forth under par. 13!, !!!.•, &t./2 • &t/U &p/1 • 6c/2• 
In this case the subscript "l" •ans the plain component, the subscript 
"2", the cipher ccmponent, so that the enciphering equation is the following: A 
8t./c • 8i/pi &p/p • 6c/c• ..., 

c. By setting the two sliding components against each other in the 
two p0sitions shown below, the cipher alphabets labeled (1) and (2) given 
by tvo key letters, A and B, are seen to be different. 

ICey letter • A 

Plain component •••• 
Cipher ccmponent ••• 

ri 
QUBSTIOBABLYCDJGBJKMPRVWXZ 

QUESTIOBABLYCDJG:s.JKMPRVWXZQUBSTIOBABLYCDFGBJKMPRVWXZ 
t 
8t 

Secondar7 alphabet (1): 

Plain •••••••• ABC DEF G HI J KL MB 0 P QR STU V W X Y Z 
Cipher ••••••• HJ PR L V W X D Z Q KU G F E AS Y C B T I 0 MN 

Key letter = B 

Plain component •••• 
Cipher component ••• 
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Secondary alphabet (2): 

Plain •••••••• ABC DEF G HI J KL MI 0 P QR STU V W X Y Z 
Cipher ••••••• J KR VY W X Z F Q UMEH GS BT CD LI 0 BP A 

d. Very frequently a square table is employed by the correspondents, 
instead of' sliding strips, but the results are the same. The cipher square 
based upon the word QUFSTIONABLY is shown in Fig. 27. It will be noted 
that it does nothing more than sat f'orth the successive positions of' the 
two primary sliding components; the top line of' the square is the plain 
component, the succesaive horizontal lines below it, the cipher component 
in its various Juxtapositions. The usual method of employing such a aquare 
(i.e., corresponding to the enciphering equations &g/c • 8i/p; 0p/p • ec/c) 
is to take as the cipher equivalent of' a plaintext letter thit letter which 
lies at the intersection of' the vertical column headed by the plaintext 
letter and the horizontal row begun by the key letter. For example, the 
cipher equivalent of' Eu with key letter T is the letter Oc; or ~ (Tk) • 
Oc• The method given in subpar. £_, tor determiniDg the cipher equivalents 
by means of' the two sliding strips yields the same results as does the 
cipher square. 

1 2 3 4 & II 7 8 0 10 11 12 13 H 15 16 17 18 10 :II 21 22 23 24 211 26 

QUESTIONABLYCDFGHJKMPRVWXZ 
U E S T I 0 N A B L Y C D F G H J K M P R V W X Z Q 
ESTIONABLYCDFGHJKMPRVWXZQU 
STIONABLYCDFGHJKMPRVWXZQUE 
T I 0 N A B L Y C D F G H J K M P R V W X Z Q U E S 
I 0 N A B L Y C D F G H J K M P R V W X Z Q U E S T 
ONABLYCDFGHJKMPRVWXZQUESTI 
N A B L Y C D F G H J K M P R V W X Z Q U E S T I 0 
A B L Y C D F G H J K M P R V W X Z Q U E S T I 0 N 
B L Y C D F G H J K M P R V W X Z Q U E S T I 0 N A 
L Y C D F G H J K M P R V W X Z Q U E S T I 0 N A B 
YCDFGHJKMPRVWXZQUESTIONABL 
C D F G H J K M P R V W X Z Q U E S T I 0 N A B L Y 
DFGHJKMPRVWXZQUESTIONABLYC 
F G H J K M P R V W X Z Q U E S T I 0 N A B L Y C D 
GHJKMPRVWXZQUESTIONABLYCDF 
H J K M P R V W X Z Q U E S T I 0 N A B L Y C D F G 
J K M P R V W X Z Q U E S T I 0 N A B L Y C D F G H 
K M P R V W X Z Q U E S T I 0 N A B L Y C D F G H J 
M P R V W X Z Q U E S T I 0 N A B L Y C D F G H J K 
PRVWXZQUESTIONABLYCDFGHJKM 
RVWXZQUESTIONABLYCDFGHJKMP 
VWXZQUESTIONABLYCDFGHJKMPR 
WXZQUESTIONABLYCDFGHJKMPRV 
X Z Q U E S T I 0 N A B L Y C D F G H J K M P R V W 
ZQUESTIONABLYCDFGHJKMPRVWX 

Figure 27. 
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42. Enciphering and deciphering by identical primary mtxed components. 
There is nothing ot special interest to be noted in connection with the 
use either of' identical mixed components or of an equivalent square table 
such as that shown in Fig. 27, in enciphering or deciphering a message. 
The basic principles are the same as in the case ot the sliding of one 
mixed component against the normal, the displacements ot the tvo caaponents 
being controlled by changeable key words of varying lengths. The components _.,.be changed at v1ll and so on. All this has been discussed adequately 
enough in Chapter II • 

.lt.3. Principles of' solution.--!_. Basicall7 the principles of solution 
in the case of a cryptogram enciphered by tvo identical mixed sliding compo
nents are the same as in the preceding case. Primary recourse is had to 
the principles of' frequency and repetition of single letters, digraphs, tri
grapha, and longer polygraphs. Once an entering wedge has been forced into 
the problem, the subsequent steps may consist merely in continuing along the 
same lines as before, building up the solution bit by bit. 

b. Doubtleaa the question has already arisen in the student's mind as 
to whether any principles o:f' symmetry of pcsition can be used to assist in 
the solution and in the reconstruction of the cipher alphabets in cases of 
the kind under consideration. Thia phase of the subject will be taken up 
in the succeeding paragraphs and will be treated in a detailed manner, be
cause the theory and principles involved are o:f' very wide application in 
cryptanalytics. 

ltlt.. Theo ot indirect s sition in secondar al habets.--!_. 
Note the tvo secondary alphabets 1 and 2 given in subpar. le. External
ly they shov no resemblance or symmetry despite the :f'act that thiy were pro .. 
duced from the sa• primary components. Nevertheless, when the matter is 
studied with care, a symmetry of' position ia discoverable. Because it is a 
hidden or latent phenomenon, it may be termed latent SY!llll!try of position. 
Bowever, the phenomenon has a long-standing designation in cryptologic liter
ature as an indirect SY!lll!try o~ position and this terminology has grown into 
usage, so that a change now is perhaps inadvisable. Indirect symmetry of 
position is a very interesting and exceedingly useful phenomenon in crypt
analytic&. 

b. Consider the following secondary alphabet (the one labeled (2) in 
sub}W'. 41!:_) : 

(2 ) { Plain: A B C D E F G B I J K L M I 0 P Q R S T U V W X Y Z 
Cipher: J K R V Y W X Z F Q U M E B G S B T C D L I 0 B P A 

c. Assuming it to be known that this is a secondary alphabet produced 
by twO identical mixed pri.Ery components, it is desired to reconstruct the 
latter. Construct a chain o:f' alternating plaintext and ciphertext equiva
lents, beginning at any pcint and continuing until the chain has been com· 
pleted. Thus, far exampl.e, beginning with Ap • Jc, Jp • ~' Qp • Be, ••• , 
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and dropping out the letters comon to successive pairs, there results 
the sequence A J QB • • • • By completing the chain the following se
quence of letters is established: 

AJQBKULMEYPSCRTDVIFWOGXIBZ 

~· This sequence consists of' 26 letters. When slid y:ainat itself' 
it will produce exactly the same seco!ldary alphabets as do the primry 
components based upon the word QUF:STIOllABLY. To demonstrate that this is 
the case, compare the secon4ary alphabets given by the two settings of' the 
externally different components shown below: 

Plain component.... QUESTIONABLYCDFGBJKMPRVWXZ 
Cipher component ••• QUESTIOIABLYCDFGBJKMPRVWXZQUF.STIOllABLYCDlGBJKMPRVWXZ 

Secondary alphabet (1): 

Plain.... A B C D E F G B I J K L M I 0 P Q R S T U V W X Y Z 
Cipher. • • J K R V Y W X Z F Q U M E ll G S B T C D L I 0 I P A 

Plain component.... AJQ,BKUlllEYPSCRTDVD'WOGDBZ 
Cipher component. • • AJQBKULME!PSCR'l.'DVIFWOGXBBZAJQBKULMBYPSCRTDVDWOGXNBZ 

Secondary alphabet (2): 

Plain. • • • A B C D E F G B I J K L M I 0 P Q R S T U V W X Y Z 
Cipher. • • J K R V Y W X Z F Q U M E B G S B T C D L I 0 If P A 

e. Since the sequence A J QB K ••• gives exactly the same equiva
lents-in the secondary alphabets as does the sequence QUE S T ••• X z., 
the former sequence is cryptograpbical1y equivalent to the latter sequence. 
For this reason the A J Q B K • • • sequence is termed an equivalent pri
mary component.1 If the real or original primary component is a keyvord
mixed sequence, it is hidden or latent Within the equivalent primary sequence, 
but it can be made patent by decimation of the equivalent primary component. 
The procedure is as follows: Find three letters in the equivalent primary 
component such as are likely to have formed an unbroken sequence in the 
original primary component, and see if the interval between the first and 
second is the same as that between the second and. third. Such a case is 
presented by the letters W, X, and Z in the equivalent primary component 
above. lfote the sequence ••• W 0 G X If H Z ••• , the distance or 
interval between the letters W, X, and Z is three letters. Continuing the 
chain by adding letters three intervals removed, the latent original pri
mary component is made patent. 'l'hus: 

1 3 a ' a a 1 s e ro u n u u u w ~ a a m n n ~ ~ ~ ~ 
WXZQUESTIONABLYCDFGHJKMPRV 

1 Such an equivalent component is merely a sequence wtuch has been or can be derived from the original 
sequence or basic primary component by applymg a~~ process to the latter, conversely, the original 
or basic component can be derived from an equivalent component by applymg the same sort of process to the 
equivalent component By decimation is meant the selection of elements from a sequence according to some 
fixed mterval For example, the sequence A E IM is derived, by dec1mat1on from the normal alpha
bet bv selecting every fourth letter 
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f. It is possible to perform the steps given inc and e in a com
bined-single operation when the original primary component is a keyvord
mixed sequence. Starting with any pair of' letters (in the cipher com
ponent of the secondary alphabet) likely to be sequent in the kerword
mixed sequence, such as JKc in the secondary alphabet labeled (2), the 
following chain of' digraphs may be set up. Thus, J and K in the pl.ain 
component stand over Q and U, respectively, in the cipher component; Q 
and U in the plain component stand over B and L, respectively, in the 
cipher component, and so on. Connecting the pairs in a aeries, the fol
loving results are obtained: 

JK---+QU-+ BL-.. KM-+-UE--LY ........ MP-+ ES-+-YC-. PR- ST-CD -+-RV-+

TI~ DF-.VW-+ IO-+- :rG-WX-+ OB-+- GH-+-XZ ...... BA-+- BJ-+- ZQ.-.. AB- JK 

These may nov be united by means ot their cOllllllOn letters: 

. . . 

JK+KM+MP_.PR._RV .... etc. • J KM PR V W X Z QUE S T I 0 N ABLY C D F G B 

The original. primary component is thus completely reconstructed. 

&• Not all of the 26 secondary al.phabeta of the series yielded by 
tvo sliding primary components may be used to develop a complete equiva
lent primary component. If' examination be made, it will be found that only 
l2 of these secondary alphabets will yield complete equivalent primary com
ponents when the method of reconstruction shown in subpar. c above is fol
lowed. For example, the following secondary alphabet, vhicii is also derived 
from the primary components based upon the word QUESTIONABLY, will not yield 
a complete chain of' 26 plaintext-ciphertext equivalents: 

Plain.... A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
Cipher. • • C D H J 0 K M P B R V F W Y L X T Z N A I Q U E G S 

Equivalent primary components: 

I I I 41 • • ' 8 I 10 11 II JI 11 I I 
ACHPXEOLFKVQT ACH (The A C H sequence begins 

again.) 

h. It is seen that only 13 letters of the chain have been established 
before the sequence begins to repeat itself'. It is evident that exactly 
one-half of' the chain has been established. The other half' may be estab
lished by beginning with a letter not in the first half. Thus: 

I I I & II I 7 8 I IOUl2llll l 2 I 
B D J R z s N Y G M W U I B D J • . • (The B D J sequence begins 

again.) 

i. There are several methods f'or combining two 13-letter chains. The 
simpli'st method, applicable when the primry component is a keyword-mixed 
sequence, will now be described. It we assume two letters to be sequent in 

COHl!'IDEN1'DUI 
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the original keyword-mixed sequence, such as for example J and K, and 
if these letters are not in the same 13-letter chain, we would then 
write the two 13-letter chains over one another, with the J of' the one 
chain superimposed over the K in the other chain. Thus, using for an 
example the chains A C B P X E 0 L F K V Q T and B D J R Z S N Y G K W U I 
established in subpars. 1,and !!. above, ve would have the following: 

B DfJlR Z S 19 Y GM W U I 
LFl!jVQTACHPXEO 

The vertical digraphs thus formed are not incompatible With the mani ... 
festations to be expected if the primary component were a keyword-mixed 
sequence. low noting the vertical digraph W, we may as sum that Y will 

x 
follow it in the mixed component; the Y is not in the same 13-letter chain 
that contains the X, so this looks promising. The chain contailling the Y 
is now written beneath the diagram, properly juxtaposed so that Y is under 
the X, thus: 

BDJRZSRYGMrnUI 
LFKVQTACBPXEO 
WUIBDJRZSNYGM 

1'he resulting vertical trigraphs are not satisfactory as portions of a 
keyword-mixed sequence, so it appears that Y must be in the key word and 
not in the remaining semi-alphabetical portion of the sequence. If' ve 
now assume that WX is followed by- Z (which is uot in the same chain as 
X) in the sequence, we have the f'ol1owing: 

BDJRZSIYGM~UI 
LFKVQTACBPXEO 
YGMWUIBDJRZSif 

The •good• trigraphs produced (DFG, JICM, etc.) attest to the correctness 
of the trial. We now have in effect a series of three ... letter chains, 
which may be interconnected by the comaon letters in the first and third 
rows, thus: wxz, ZQU, UES, ••• ; this quickly yields the QUESTIOIABLY ••• xz 
sequence. Bote that these tbree-1etter chains will always be at a constant 
interval apart; in this case, the interval was +7. 

al.· The reason wb7 a complete chain of 26 letters cannot be constructed 
from the secondary alphabet given under subpar. I. is that it represents a 
case in which tvo prilllary components of 26 letters were slid an !!!!!. number 
of intervals apart. ('l'his will be explained in further detail in aubpar. E. 
below.) 'lbere are l2 such cases in all, none ot which will admit ot the 
construction of' a complete cbain of 26 letters. In addition, there is one 
case wherein, despite the tact that the primary components are an 2!!2:. num
ber of intervals apart, the secondary alphabet cannot be mde to yield a 
cam;plete chain of 26 letters for an equivalent pri.maey' component. This is 
the case in which the displacement is 13 intervals. Rote the secondary 
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alphabet based upon the primary components below (which are the same as 
those shown in subpar. ~) : 

Primary Components 

QUESTIONABLYCDFGBJKMPRVWXZ 
DFGHJKMPRVWXZQUESTIOBABLYC 

Secondary alphabet 

Plain •••• A B C D E F G B I J K L M N 0 P Q R S T U V W X Y Z 
Cipher. • • R V Z Q G U E S K T I W 0 P M R D A H J F B L Y X C 

k.. If' an attempt is made to construct a chain of letters from this 
secondary alphabet alone, no progress can be mde because the alphabet is 
ccapletel.y reciprocal. However, the cryptanalyst need not at all be baffled 
by this case. 1he attack will follow aJ.ong the lines shown below in sub
pars • 1 and m. - -

1. If the original primary ccmponent is a keyword-mixed sequence, the 
cryptinal.yst •Y reconstruct it by attempting to "dovetail" the 13 recipro
cal pairs (AR, BV1 CZ1 DQ1 m, FU, BS, IIC, JT1 Ul 1 M0 1 KP, and XY) into one 
sequence. The members of these pairs are all 13 intervals apart. Thus: 

I 1 
A 
B . 
c . 

I I ' • • ' I • m n u D 
• • • • • • .. • R 

. . . . . . v 

D • • • • • • 
. z 

Q 
. G 
. u 

E 
F . 
H • 
I 
J 

. . . . . . . . . . . s 
• • • • • • • • K 

•• T 
L • • • • • • • • • • • 
M 
N 
x . 

0 
• • • • p 

• • • • y 

Write out the series of numbers :f'rom 1 to 26 and insert as many pairs 
into position as possible, being guided by considerations of' probable 
partial sequences in the keyword-mixed sequence. Thus: 

0 1 I I ' I • ' I I m n u q H u • 
A B C D • • • • • • • • R V Z Q 

It begins to look as though the key word commences with the letter Q, in 
which case it should be tolla.red by U. This means that the next pair to 
be inserted is ro. Thus: 

• 1 2 I ' I • T I • m n u u " u u a 
ABCDF. . ... RVZQU 
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Tbe sequence AB C D F means that E is in the key. Perhaps the sequence 
is AB C D F G B. Upon trial, using the pairs m and BS, the following 
placements are obtained: 

0 l 2 I ' I • ' • • m n a u H u H n B • 
ABCDFGH ...... RVZQUES 

This suggests the word QUEST or QUESTION. The pair JT is added: 
0 1 2 I C I 8 T 8 I m U U U U U B U • W m 
ABCDFGHJ •.••. RYZQUEST 

The sequence G HJ suggests G HJ K, which places an I after T. Enough 
of' the process has been shown to make the steps clear. 

m. Another method of circumventing the difficulties introduced by 
the 14th secondary alphabet (displacement interval, 13) is to use it in 
conjunction vi th another secondary alphabet which is produced by an even
interval displacement. For example, suppose the following two secondary
alphabets are available. 2 

fl ..... A B C D E F G B I J K L M l'f 0 P QR S T U Y W X Y Z 
1 ••••• RV Z Q GUE SK TI W 0 PM HD AH J F BLY X C 
2 ••••• X Z E S K T I 0 R B A Q B W V L H Y M P J C D F U G 

The first of these secondaries is the 13-interval. secondary; the second 
is one of the even-interval secondaries, from which only half-chain se
quences can be constructed. But if the construction be based upan the two 
sequences, l and 2 in the foregoing diagram., the following is obtained: 

RXUTILDHMVZEIAYFJPWQSOBCGK 

This is a complete equivalent primary component. The original keyvord
mixed component can be recovered trm it by deciation at an interval of' 
+ 9. 

RVWXZQUESTIOBABLYCDFGHJKMP 

n. (l.) When the primary components are identical. mixed sequences 
proceeding in oppcsite directions, al.l the secondary alphabets will be 
reciprocal. al.pbabets. Reconstruction of the primary component can be 
accomplished by the procedure indicated under subpar. !! above. lote the 

2The method of wrltlng down the secondary alphabets shown m the diagram below will hereafter be 
followed mall cases when alphabet reconstruction matrices are necessary The top line will be under
stood to be the plam component, it ts common to all the secondary alphabets, and is set off from the cipher 
components by the heavy black lme nus top hne of letters will be designated by the digit II, and will be 
referred to as "the zero llne ' m the diagram The successive Imes of letters, winch occupy the space be
low the zero lme and which contain the various cipher components of the several secondary alphabets, will 
be numbered serially These numbers may then be used as reference numbers for designating the horizontal 
Imes m the diagram The numbers standing above the letters may be used as reference numbers for the 
vertical columns in the diagram Hence, any letter in the reconstruction matrix may be designated by 
coordmates, giving the row coordinate first Thus D (2-11) means the letter D standing m row 2, column 11 
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following three reciprocal secondary alphabets: 

1 2 3 4 5 8 7 8 9 10 11 12 13 14 15 16 17 18 lU 20 21 22 23 24 25 28 

0 ____ A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 

l_PMHGQFDCWYLKBRVAENZXUOITJS 
2____ W V M K S J H G Q F D R C X Z Y I L E U T B A N P 0 
3 __ T S S Z L X W V N R P E M I 0 K C J B A Y H G F U D 

(2) Using lines l and 2~ the following chain can be constructed 
(equivalent primary component}: 

PWQSOBCGKRXUTNLDHMVZEIAYFJ 

Or, using lines 2 and 3: 

WTYKZODPUAGVSLJXICMQNFREBH 

The original keyword-mixed primary component (based on the vord QUESTIOB
ABLY) can be recovered from either of the tvo foregoing equivalent primary 
components. But if' lines l and 3 are used, only half-chains can be con
structed: 

PTFXAKECVOHQLandMSDWIJUYRIGZB 

This is because 1 and 3 are both odd-interval secondary alphabets, whereas 
2 is an even-interval secondary. It may be added that odd-interval second
aries are characterized by having two cases in which a plaintext letter is 
enciphered by itself; that is, ep is identical With 8c• This phrase "iden
tical with" v1ll be represented by the symbol=; the phrase "not identical 
with" will be represented by the symbol~. (llote that in secondary alpha
bet number 1 above, Fp = F c and Up =Uc; in secondary alphabet number 3 
above 1 Mp== Mc and <>p =: Oc). This characteristic will enable the cryptan
alyst to select at once the proper two secondaries to work with in case 
several are available; one should sbov two cases where ep == 8c; the other 
should show none. 

o. (1) When the primary components are different mixed sequences 1 

their-reconstruction from secondary cipher alphabets follows along the same 
lines as set forth above, under !?. to ..1.., inclusive, with the exception that 
the selection of letters for building up the chain of equivalents for the 
primary cipher component is restricted to those belav the zero line in the 
reconstruction matrix. Having reconstructed the primary cipher component, 
the plain component can readily be reconstructed. 'lhis vill become clear if 
tbe student Will study the following example: 

tt .... ABC DEF G II I J KL M 1' 0 P QR STU V W X Y Z 
1 ••••• TV ABU LI Q X Y CW SN DP FEZ GR HJ KM 0 
2 ••••• Z J S T V l Q R M O K IC X E A G B W P L H Y C D P U 

-G9UPI!)!J1!11AL 
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(2) Using only lines 1 and 2, the following chain is constructed: 

TZPGLIQRHYOUVJCBEWKDASXMFB 

This is an equivalent primary cipher component. By finding the value of' 
the successive letters of this chain in terms of' the plain component of 
secondary alphabet number l (the zero line), the following is obtained: 

ASPTFGRUVJZEBWKBRLXOCMIYQD 
TZPGLIQRRYOUVJCBEWKDASXMFB 

The sequence A S P T ••• is an equivalent primary plain component. The 
original keyword-mixed components may be recovered from each of the equiv
alent primry components. That for the primary plain component is based 
upon the key PUBLISHERS MAGAZID; that for the primary cipher component is 
based upon the key QUFSTIOBABLY. 

(3) Another method of accomplishing the process indicated above can 
be illustrated graphically by the folloving two chains, based upon the two 
secondary alphabets set forth in subpar • .2. (1): 

l I a • I 8 7 8 8 D ll n n " D u u D D • n D • H • • 
ll------ A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z 
1 ____ T V A B U L I Q X Y C W S N D P F E Z G R H J K M 0 
2 _____ Z J S T V I Q R M 0 N K X E A G B W P L H Y C D F U 

Col I Col 2. 

A (f-1) - T {l-1), - T (2-4) - D {0-4), -D (0-4) -B {1-4), - B (2-17) - Q (fJ-17), -
Q (0-17) - F (1-17), - F (2-25) - y {0-25), -
y (0-25) -M (1-25),--+ M (2-9) - I (0-9), -+ 
I (0-9) - X (1-9), - x (2-13) - M (fJ-13),--+ 
JI (8-13) - s (1-13), - s (2-3) -c (0-3), -

etc. etc 

(Z..) By joining the letters in Column 1, the f'olloviag chain is ob
tained: A D Q Y I M, etc. I:f' this be examined, it will be found to be an 
equivalent primary of the sequence based upon PUBLISHERS MAGAZIKE. By 
joining the letters in Column 2, the following chain is obtained: T B F M X s. 
This is an equivalent priary of the sequence based upon QUF.sTIOBABLY. 

E.• A final word concerning the reconstruction of primary components 
in general may be added. It has been seen that in the case or a 26-element 
component sliding against itself (both components proceeding in the sam 
direction), it is only the secondary alphabets resulting from odd-interval. 
displacements of the primary components vhich permit of reconstructing a single 
26-letter chain of equivalents. This is true except for the 13th interval 
displacement, which, in spite of' its being an odd number, still acts like 
an even-number displacement in that no complete chain of equivalents can be 
established from the secondary alphabet. 'l'bis exception gives tbe clue to 
the basic reason f'or this phencmenon: it is that the number 26 has tvo 
factors, 2 and 13, Which enter into the picture. With the exception of' 
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displ.acement-interval 1, any dis;placement interval which is a sub-multiple 
of', or bas a factor in common with, the number of' letters in the primary 
se uence will ield a seco al bet f'romwhich no c lete chain of 

equivalents can be derived f'or the construction of a compl.ete equivalent 
primary component. !lllis gener'al rule is applicable only to components which 
progress in the same direction; if' they progress in opposite directions, 
all the secondary alphabets are reciprocal alphabets and they behave 
exactly like the reciprocal secondaries resulting f'rom the 13-interval dis
placement of two 26-letter identical components progressing in the same 
direction. 

!l· The foregoing rearks give rise to the following observations 
based upon the general rule pointed out above. Whether or not a complete 
equivalent primary component is derivable by decimation f'rom an original 
primary component (and if not, the lengths and numbers of chains of let
ters, or incomplete components, that can be constructed in attempts to de
rive such equivalent components) will depend upon the number of letters in 
the original primary component and the specific decimation interval selected. 
For exampl.e, in a 26-letter original primary component, decimation interval 
5 will yield a complete equivalent primary component of' 26 letters, whereas 
decimation intervals 4 or 8 will yield 2 chains of 13 letters each. In a 
24-letter component, dec1mation interval 5 will al.so yield a complete equiva
lent primary component (of 24 letters), but decimation interval 4 will yield 
6 chains of 4 letters each, and decimation interval 8 will yield 3 chains 
of ~ letters each. It al.so follows that in the case of an original prim.ry 
component in which the total number of characters is a prime number, all 
decimation intervals Will yield complete equivalent primary componentS:-
The following table has been drawn up in the light of these observations, 
ror original primary sequences from 16 to 32 elements. (All prime-number 
sequences have been omitted.) In this table, the column at the extreme 
left gives the various decimation intervals, anitting in each case the first 
interval. which merely gives the original primary sequence, and the last 
interval, which. merely gives the original sequence reversed. The top line 
of the table gives the various lengths of original. primary sequences from 
32 down to lb. (The student should bear in mind that sequences containing 
characters in addition to the letters of the alphabet may be encountered; 
he can add to this table when he is interested ~n sequences of more than 
32 characters.) The numbers within the table then show, for each combina
tion of decimation interval and length ot, original sequence, the lengths 
of the chains or characters that can be constructed. (The student may note 
the symmetry in each column.) The bottom line shows the total number of 
complete equivalent primary components which can be derived for each dif
ferent length of original component. 
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Decimation Number of characters in original primary component 
interval 

32 JO 28 gi 26 25 24 22 21 20 18 16 
2 16 15 14 27 13 25 12 11 21 10 9 8 
3 32 10 28 9 26 25 8 22 7 20 6 16 
4 8 15 1 27 13 25 6 11 21 5 9 4 
5 32 6 28 27 26 5 24 22 21 4 18 16 
6 l.6 5 14 9 13 25 4 11 1 10 3 8 
1 32 30 4 27 26 25 24 22 3 20 l.8 16 
8 4 15 1 27 13 25 6 11 21 5 9 2 
9 32 10 28 9 26 25 8 22 7 20 2 16 

10 16 3 14 27 13 5 12 11 21 2 9 8 
11 32 30 28 27 26 25 2lt. 2 21 20 18 16 
12 8 5 7 9 13 25 2 11 1 5 3 4 
13 32 30 28 27 2 25 24 22 21 20 18 16 
14 16 15 2 27 13 25 12 11 3 10 9 8 
15 32 2 28 9 26 5 8 22 1 4 6 
16 2 15 7 27 13 25 6 11 21 5 9 
17 32 30 28 27 26 25 24 22 21 20 
18 16 5 l.4 9 13 25 4 11 7 10 
19 32 30 28 27 26 25 24 22 21 
20 8 3 7 27 13 5 6 11 
21 32 10 4 9 26 25 8 
22 16 15 14 27 13 25 12 
23 32 30 28 27 26 25 
24 4 5 7 9 13 
25 32 6 28 27 
26 16 15 14 
27 32 10 
28 8 15 
29 32 
30 16 

Total number 14 6 10 16 10 18 16 8 10 6 4 6 
of complete 

sequences 

45. Reconstruction of ;e:imarl components bl employi!!S Erinci~ea of 
indirect symmetri of EOBition.--!· Let us now consider the application 
of indirect symmetry in a typical example. In a certain periodic pol.y-
alphabetic cryptogram under study which factored to five a1phabeta, the 
following assumptions based on repetitions in the cipher text have been 
made: 

12J42123 34512J42 123451234 512J42 
ZFOOWATF XSMAQUBX YINOBRIOCF IPZZPO 
DIVISION REGIMERT ARTILLERY Ai'l'ACK 
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These values are inserted in a sequence reconstruction matrix, as illus
trated below: ' 

~ ABCDEFGHIJKLMNOPQRSTUVWXYZ 
1 
2 

Y Z A R P 

3 z 
Ji. 
5 I 

K F Q T I Z 
U F X N 0 

P S 0 H 
M OB w x 

Figure 28. 

F 

It is clear from the intervals (X ••• o), (s ••• o), and (M ••• o) in rows 3, 4, 
and 5 that the plain component is not the normal sequence. If an inverse 
mtriX were constructed, it would disclose that neither is the cipher com
ponent the normal sequence, if this possibil3ty had not already been ruled 
out by the absence of matching qualities of the distributions for the five 
alphabets. It is also evident that this is not a case of mixed sequences 
proceeding in opposite directions, since reciprocity between the plain and 
cipher is contradicted (e.g., in Alphabet l, Ap •Ye, but Ac •Ip). At the 
moment, we do not know whether the pJ.ain component is identical vith the 
cipher component, or whether it is a different mixed s~quence, in the ab
sence of' evidence to the contrary 3, we vill assume the former hypothesis. 

b. In order to derive additional values for possible insertion in the 
cryptogram, around which values further ass~tions may be made and thus 
speed up the process of solution, certain relationships among the letters 
in the matrix may be studied. For convenience, ve may refer to these rela
tionships as "proportions", arising from the process of "proportioning." 
Proportioning should be done in a systematic manner, if it is to be effi
cient; this is especially true in the initial stages of solution, vhen it 
is important not to overlook a possible derived value. 'l'b.e following pro
cedure is suggested to insure thoroughness of method. 

(1) Each vertical pairing in the matrix is transferred to the horizon
tal, and a four-element proportion is utilized to complete another propor
tion which has three elements in cODDOn with the first proportion. Refer
ring to Fig. 28, we shall start with the vertical pairing AY (--1, 1-l) and 
transfer whatever data is available to the horizontal pairing AY (~-1, --25). 
The vertical. pairing AY includes proportionally, between rows - and 1, the 
pairs DZ, IA, LR, and TP; or, expressed differently, A:Y: :D:Z: :I:A: :L:R: :T:P. 
The horizontal pairing AY (--1, ~-25) includes no other proportional pairs-
however there are present the latent proportions A:Y: :Y:e, A:Y: :z:e, 
A:Y::e:F, and A:Y::I:e. Bow as we have already established the four-element 

3 ~n hypothesis of identical components proceedmg in the same direcuon would be ruled out by a situ
ation 1D winch, for example, m one of the alphabets Ap = Ac1 and in the same alphabet Bp t- Be, or this 
hypothesis would be ruled out if 1D one alphabet lhere were evidences of only partlal rec1proc11:y (such as 
Ji> =Le, Ac= Lp, Np= Re, but Ne¢ Rp). 
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proportion A:Y::I:A from the vertical pairing, then we know that thee 
in the last horizontal proportion A:Y::I:e must be the letter A; there
fore we place A in the matrix at position 5-25. 

(2) This process of transferring values is then attempted for the 
vertical pairing AZ (~Ml, 3-1), and then for AK, but with negative results. 
When the vertical pairing AI is considered, the proportion A:I::Y:A turns 
up once again, but this yields no additional information since this pro
portion has already been established when we placed the A at 5.25. The 
subsequent vertical pairings CP, DZ, EK, EU, F.S, and GM yield nothing 
f'urther until IA is reached, wherein IA (;-9, 1-9) •AI C;-1, l-1). But 
it is noted that the homologous proportion IA (~-9, ¢-1) • AY (l-9, l-l) 
has its elements in exactly the same locations as IA (¢-9, ¢-1) • AY (¢-1, 
1-1), so no transference of data from one alphabet to another is possible. 
In other vords, the data within a proportion of four elements in one par
ticular "rectangular" reading may be transferred to a different rectangu
lar reading having three of the elements in common. The need, of course, 
for seeking a four-element proportion first is that proportions in cryptan
alytica must be-defined by four elements (for a given set of enciphering 
components), because unlike the field of mathematics wherein the missing 
member of 2:4::3:x must be a 6, the cryptanalytic proportion A:B::C:e could 
be satisfied by any letter, depending upon the components involved. What 
ve were actually saying by the proportion A:Y::I:A is that in a certain 
pair of components (the case under study) we have established an empirical 
cryptanalytic proportion, and that this relationship will be true in all 
cases involving these same four elements. -

(3) The vertical pairing IA nevertheless yields a good proportion, 
namely IA (¢-9, 1M9) •DZ (¢-4, 1-4), which permits the insertion of the 
letter D in position 3-9 after the homologous rectangular reading IA 
(~-9, ~-l) • OZ (3-9, 3-1). Then the vertical pairing D' will yield the 
value Tat the position 4-6 from the proportion I:F::O:T. 'ibis process 
is continued until the last vertical pairings at the extreme right of the 
matrix have been treated. 

c. The matrix will now appear as in Fig. 29, below, after we have 
systematically proportioned once straight across the matrix from lef't to 
right: 

¢ ABCDEFGHIJKLMNOPQRSTUVWXYZ 
1 
2 

YL ZI A FRG K OP ST 

3 z 
1" K 
5 I 

K F PEQ T IXZ H D 
U TD F X N 0 

P ST 0 H 
U KM E OB ST LWX 

Figure 29 • 
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It should be emphasized that this has been a rather theoretical. treat
ment of the problem. in order to demonstrate the principles of proportion
ing. In actual practice, of course, the derivation of additional values 
would be a basis upon which to make further plaintext assumptions, prob
ably rendering unnecessary the rigorous systematization of the process of 
propartioniag across the width of the matrix, as JUSt described. 

d. From the matrix in Fig. 29, the following partial chains, trag
ments-of equivalent primary components, are derived: 

~-1 EIAY DZ WSOKF LR MG XTP 
~-2 LEKP RI F MQ OTZ SXD VB 
~-3 AZ EU HTNF ID RX VO 
~-4 AK CP ES YFT I 0 lf H 
~-5 YAIE ZDU FKOSW GM RLB TX 
1-2 AFPZ IKTD RE OX 

It is observed that the chains --3 and 1-2 bear a 1:3 relationship, i.e., 
one is an expansion at an interval. of 3 of' the other (cf. AZ and ID in 
line ¢-3, and AFPZ and IKTD in line 1-2). Let then the chains in l-2 be 
considered as a relative +l decimation of the primary sequence, and in
scribe AFPZ in the first four positions of a line of 26 cells on cross
section paper, thus: 

1 2 s 4 s 6 7 s 9 10 11 12 1a 14 lo t6 17 is 19 20 21 .!2 23 24 25 2s 

AF P Z 

Nov since the chains in line ¢-3 are a 1:3 contraction of the chains in 
line 1-2, then in order to equate line ¢-3 with line 1-2 we must expand 
or decimate the former at an interval of 3. That is, the interv-al between 
the letters AZ must be 3 instead of l. This expansion, of course also 
applies to the remaining chains in line ~-3· Thus HTNF must be expanded 
into B •• T •• N •• F; and since we already have an F in our basic AFPZ sequence, 
these letters are then interpolated as follows: 

1 2 8 4 6 6 7 8 9 10 11 12 13 u 16 16 17 18 19 20 21 32 28 24 26 26 

AF P Z H T N 

e. With these new values, the sequence IKTD from the assumed "'l 
decimation in line 1-2 may be added, because of the presence or T in 
both sequences, 

1 2 8 4 5 6 7 8 9 10 11 12 13 14 16 16 17 18 19 20 21 22 23 24 26 26 

A F P Z H I K T D N 

end the resining fragments in the various chains may be amalgamated to 
permit the completion of the sequence as follows: 

12846 67 8 srou~au~~H~a~~~~u~u 

A F P Z L J S Y C M V R E 0 X U G Q H I K T D B N W 
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Thia complete equivalent primary component, reconstructed from a aeries 
of smaller chains derived from a number of' other equivalent primary com
ponents, may now be decimated to produce the original primary component 
which is a keyvord-:miXed sequence. 

t. It must be noted that proportioning does not yield any new basic 
data,.,,ut merely gives a re-statement of data already latent or IDJierent 
in the matrix; what the process does is to make all the relationships 
patent and this re-statement facilitates the derivation of cbaillS. Fur
thermore, in the sets of partial chains given in subpar. d, the first 
five chains (¢-1, to ¢-5) give all the latent relationships present in the 
matrix. However, the addition of one more set of chains (line l-2) brings 
out the existing relationships in a much clearer light than would have 
otherwise been possible, and this materially speeds up solution. 

l· Another example may be presented to demonstrate further the 
principles of' indirect symmetry. In a pol.yalphabetic cryptogram which 
factored to six alphabets, the following message beginning is assumed, 
based on collateral information: 

123456 123456 123456 123456 123456 i 
BKIIBK KGOZVZ DIWBBB LFCRKZ WKODBB Q ••• 
ONEFIV EFIVEM MBOWIT ZERAMM UNITIO :N 

The values from this crib are put into a sequence reconstruction matrix, 
as follows: 

¢ ABCDEFGRIJKLK:NOPQRSTUVWXYZ 
l 
2 
3 
4 R 
5 
6 

K DQE W L 
FG I K 
I 0 W 

I 
v B K 

z B 

c 
D ZB 

H K 

Boting an apparent +l decimation of' a keyword-mixed primary component 
between lines ¢-2, EF:J'G::BI., we may begin to reconstruct the original 
primary component by inspection directly without deriving additional. 
values by proportions: 4 

1 2 3 4 5 6 7 8 9 10 11 12 13 14 16 16 17 18 19 20 21 22 28 2' 26 26 

(¢-2) EF::FG: :BI EFG HI 
(~-3) EI:IO:OW EFGBI. • . 0 • • • w 
(~-4) FI: :WB EFGBI. • . 0 • • • w • • B 
(3-5) IV: :OB EFGBI. . • 0 • • v w • • B 
(¢-1) OE: :UW EFGHI. . • 0 • • v w . • B . • • • u 

Continuing in this vein, the original primary component may be quickly re
covered; let the student finish the sol.ution as an exercise • 

4 It must be pomted out that there IS no proof at this stage that the HI ties m with EFG, the HI might 
be m the key word, but there is a greater probabll1ty that it IS a part of the remalDlog alphabencal 
sequence after the occurrence of the key word. 
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46. Theory of a graphical method of indirect symmetry. 5 -""!• It 
has been shown that the interval between letters ot a sequence obtained 
from a secondary alphabet is a constant function ot the interval sepa
rating the letters in the original primary component. Consider the 
tolloving sequence: 

QUESTIOBABLYCDFGHJKMPRVWXZ 

Assume that this component is slid against itself' and that the following 
groups of partial sequences are obtained from three secondary alphabets: 

Group 1--S T I; U E; B A 
Group 2--I R; E T; 0 A 
Group 3--T N; Q S 0 

Figure 30. 

Reterring to the primary component, it vill be seen that the letters at 
the partial sequences obtained from group l coincide in their interval 
(1.e., a +l decimtion) vi th that in the primary component; the J.etters 
of the partial sequences obtained trom group 2 represent a decimation 
interval of tvo in the primary component; and those obtained from group 
3, a deci•tion interval ot three. 

b. In the foregoing case, dec1mation vaa accompl.ished by taking 
interV'al.s to the right along a horizontal component. Referring to the 
square based on QUESTIOBABLY given in Fig. 27 on p. 107, let a portion 
of that square or matrix be considered, as shown in Fig. 31 below: 

Column No. l 2 3 4 5 6 7 8 

:~:~:::~ 
S T I 0 :N A B L 

(a) 

Column Ro. 1 2 3 4 5 6 7 8 

'UES~ION 
U-E~ T I-0-1!} A 

E S T-I-{Q) N A B 

S T I 0 N A B L 

T I 0 B A B L Y 
(c) 

l 2 
Q u 

U E 

6 7 8 

~~ 
E S T I 0 Ii A B 

S T I 0 N A a L 
(b) 

1 2 3 4 5 6 7 8 

~UES~IOB 
U ,E S T I 0 N A 
I E_, I 

T I 0--@ A B 

S T I 
I 

TI~ 

0 N A B L 

N A B L I 
(d) 

Figure 31. 
5 The basic theory underlying tlus modified method of applying the prmc1ples was first set forth in a 

brief paper m November 1941 by lst Lt. Paul E Neff, Sig. c. His original notes, slightly modified, com· 
prise pars. 46 and 52, and subpars. 53,! to ~. incluuve. 
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c. Again referring to Fig. 30, the partial sequences STI, UE, and 
NA can be obtained f'rom. Fig. 3la by reading down columns 4, 2, and 8, 
respectively. This can be represented graphically by the symbol ~l, 
which •ans that all partial sequences obtained from Fig. 3la by pro
ceeding downward in any column would be in the sam group (17e., second
ary alphabet) and have the sam decimation interval. 

d. The partial sequences II, ET, and OA can be represented graphi
cally -by llr , or simply \ l, which indicates that all partial sequences 

obtained by taking letters one space down and one space to the right, or 
one space down a diagonal to the right would represent the same decimation 
interval. 

e. '!'he partial sequences Tl and QSO can be represented by the symbol 
ll_ ; -but they can also be represented by 2L and, if' the entire matrix 

2 l 
of' Fig. 27 is considered, by other possible routes. 

!· The decimation interval of' a secondary •eg,uence derived tram a 
primary is the sum of' the horizontal and vertical components of' the route 
selected. Since the partial sequence TB can be represented by l'-t, the 

deci111&tion interval of' this sequence is equal to the vertical deci•tion 
interval of the basic square plus twice the horizontal decimation interval 
in that square. Any other route selected for the same sequence would give 
an equivalent of this. 

il• It is seen, therefore, that the decimation interval of a com
ponent can be represented graphically in various ways other than alone; the 
horizontal, by use of diagrams such as in Fig. 31, in which the successive 
juxtaposed components have the same relative displacement. In this case 
the successive horizontal lines had a one-letter displacement to the left. 

h. Bot being limited to one dimension, reconstruction of the primary 
compoiient or an equivalent should be possible in one combined matrix by 
reversing the foregoing process and graphically integrating partial se
quences from different secondary alphabets into a single diagram. Suppose 
the partial sequences in Fig. 30 are given and it is desired to reconstruct 
the primary component. 

Group ---·------~--·- 1 2 3 
S 1' I IN TN 

Partial sequences---- UE ET QSO 
NA OA - ~l \1 l 

Figure 32. 
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i. (1) Using cross-section paper one can arbitrarily select the STI 
sequence in group 1 and write this sequence horizontally, making the 
graphical notation_ below group 1. 

1 

(2) Proceeding to group 2, the partial sequence IB contains one let
ter in common with the sequence STI al.ready entered, but since BA forms 
a sequence in group l and OA torms a sequence in group 2, it is clear 
that two different decimations are involved and therefore it would be in
correct to integrate the STI and the IN into STIB However, the letter 
If can arbitrarily be placed in any position other than along the horizon
tal line on which STI bas been pl.aced. It vilib'e placed directly below 
the letter I and the group will be denoted graphically by ~l, giving: 

ST I 
• • N 

Figure 33!.· 

(3) The skeleton of the matrix or diagram is now fixed in tvo dimen
sions, and no further letters can be arb1trar11y placed within it. How
ever, additional sequences from groups 1 and 2 can be added, provided a 
common letter is available in the diagram; sequences trom other groups 
can be added, provided one pair is al.re~ entered in the diagram vhich 
would fix the proper graphical decimation. 

(4) Moving to group 3, there is the partial sequence TN and it is 
noted that this pair of letters is present in the diagram. The symbol \ 1 
can therefore be placed under group 3. 

(5) In group 3 the partial sequence QSO appears and the letter S is 
in the diagram. It therefore follows that the letters Q and O can be 
placed thus: 

(1) 
(2) 
(3) 

Q ••• 
• S T I 
•• 0 B 

Figure 33!!..· 

(6) Similarly the letter E of the partial sequence ET in group 2 
goes directly above the T: 

(1) Q • E • 
(2) • S T I 
(3) •• 0 1i 

Figure 33~· 

(7) The letter U of the sequence UE in group 1 goes bef'ore the E: 

-eo.11 IDERfIAL 

(l) Q U E • 
(2) • S T I 
(3) •• 0 B 

Figure 33d. 
124 -
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(8) Likewise the letter A of BA in group l follows B: 

(1) QUE •• 
(2) • S T I • 
(3) •• 0 NA 

Figure 33!.· 

(9) The sequence OA in group 2 remains to be entered. Since both 
these letters are already in the diagram, the letter A can be placed under 
the existing 0 or the letter 0 can be placed above the existing A. Either 
alternative would be correct. Selecting the latter alternative yields the 
tolloVing: 

(1) Q U E •• 
(2) • S T I 0 
(3) •• 0 R A 

Figure 33!· 

..1..· All the original information has nov been entered in the diagram 
seen in Fig. 33t and the letter 0 appears twice therein. This letter 0 
may be termed tiie "tie-in" letter since it indicates the horizontal inter
val between the juxtaposed reconstructed sequences of the basic matrix. 
The absence ot a tie-in letter in the diagram would indicate that insut
ticient data are present for the reconstruction of a complete sequence. 

k. (1) By sliding the last rov of Fig. 33! two intervals to the right 
the tVo O's can be superimposed, giVing: 

(1) Q U E • • • • 
(2) • S T I 0 • • 
(3) • • • • 0 N A 

Figure 33(· 

(2) Since each horizontal sequence must be shifted two intervals to 
the right of' its initial position in relation to the line above, rov (1) 
must be moved two intervals to the left of its original position. Thus: 

(1) Q U E • • • • • • 
(2) • • • S T I 0 • • 
(3) • • • • • • 0 R A 

Figure 33!!_. 

(3) Since the three revs involve the same decimation, and since the 
o of' ONA coincides with the O ot STIO, the ONA sequence may be raised up 
one rov and united vi th the S'.l'IO sequence. It this is legitimate then the 
new row (2) may likewise be raised up one row. This yields the united 
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sequence QUFSTIONA... • This last step ms:y be more clearly understood 
by studying the fol.lowing partially reconstructed matrix: 

(1) U E S T I 0 I • . 
(2) E S T I 0 B A B • • 
(3) T I 0 I A B L Y • • 
(4) 0 11 A B L Y C D • • 

Figure 33!· 

!· The application of this graphical method of indirect symmetry 
to a specific example Will be illustrated in par. 52, in the next chapter. 

47. Further remarks.--!_. A study of the principles and techniques 
discussed in this chapter should impress the student with the importance 
and value of indirect syaaatry of position as a tool in cryptaD&lytics. 
Admittedly, indirect symnetry is a difficult subJect to treat in writing, 
as it lends itself much better to blackboard demonstration in a classroom 
to insure thorough understanding of the principles. In any case, it is 
only by practice on a multitude of different examples and cases that tbeae 
principles can be firmly implanted in the mind of the student--a.nd even 
then the practice must be a continuous process, as it is onl.y too easy 
to lose adroitness and facility in the application of these principles. 

b. It is recommended that the student prepare as training aida five 
strips bearing the following sequences, double length: 

(1) A normal A-Z sequence. 
(2) A keyword-mixed sequence based on QUESTIONABLY. 
(3) A keyword-mixed sequence based OD QUESTIOl'fABLY. 
(4) A QUESTIONABLY keyword-mixed sequence, running in reverse. 
(5) A keyword-mixed sequence based OD BYDRAULIC. 

With these strips the phenomena arising in all cases of direct and indirect 
aynaetry may be duplicated, and the strips will be found useful in further 
experimentation and study. For example, strips (l) and (2) may be used to 
produce the phenomena of direct synaetry; (2) and (3) may oe empl.oyed to 
produce the manifestations inherent in indirect symnetry extending to the 
~ (plaintext) alphabet; (3) and (4) will bring out the pecul.iarities in
herent in cases of indirect symmetry within the matrix only, but with the 
added feature of reciprocity between the plain and cipher cam:ponents; and 
(4) and (5) will duplicate the idiosyncracies of indirect symmetry within 
the matrix only. 

c. The student has seen the two principal methods of' the application 
of indirect symmetry, and perhaps the question Will be asked: "Which 
method is preferable'l" The answer is--both are usef'ul.. In most cases it 
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is usually easier to employ the graphical method, but occasionally therr 
is encountered a problemvhich is easier to solve by the linear method. 
But both methods should be practiced constantly, in order to maintain 
facility in the application of these principles. 

!!· Thus f'ar there has been treated the recovery of' primary com
ponents based on keyword-mixed sequences only. What would happen if the 
primary CO!llPOnent were, say, a transposition-mixed sequence'? In the pre
vious text7 it has been shown how to recover the key word in various types 
of sequences, including transposition-mixed sequences. If, however, a 
transposition-mixed sequence were decimated, as it would be in the case of' 
an equivalent primary component, a slight modification of' procedure is 
necessary. 

(1) Let us consider the following sequence: 

AJVCODFSHBPIBZLMXRGTUKWYEQ 

This can easily be reduced to its original transposition rectangle: 

J,. 9 3 1 1 8 6 5 2 
HYDRAULIC 
BEFGJKMNO 
PQSTVWXZ 

However, if' the basic sequence were decimated at an interval of three, 

ACFBNMGKEJOSPZXTWQVDBILRUY 

the usual procedures ot uncovering the transposition do not apply. Tbe 
sequence mu.st be decimated at the intervals of'+3, +5, +7, +9, and+ll; 
these resultant sequences are then examined in turn in an attempt to re
move the transposition, reading these sequences both forwards and back
wards. When the +9 decimation is considered, it will yield the original 
transposition. 

(2) In unusual circumstances wherein al1 the secondary alphabets 
consist of even dec11Btions, thus giving rise exclusively to 13-letter 
chains, there is an approach which my be used to cape with this dis
tressing situation. For iuatance, let us suppose that ve bave the tvo 
chains (Al!Pl'OQllCHmMIC) and (BZWXLIJRVUSGF). We will assume that the let
ters VWX!Z are at the end of the transposition •tr1x, and we will complete 

6 As an example, it should be noted that the chams in subpar. 45!. pemut of easier treaunent by the 
linear method than by the graplucal method, let the student confum this by experlDlent. 

7 Mlhtary CryptanalytJ.cs, Part I, par. 51. 
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the sequences on these letters from the foregoing chains, thus: 

VWXYZ 
UXLBW 
SLIMX 
GIJKL 
FJRAI 
BRVEJ 
ZVUPR 
WUSTV 
XS GOU 
LGFQS 
IFBDG 
JBZCF 
RZWHB 

The sequence GIJKL on the fourth line certainly looks like part of the 
transposition m.trix two rovs above the VWXYZ rov. The diagram may now 
be expanded to the left and right, as is shown below: 

STUVWXYZ 
GOSUXLNW 
FQGSLIMX 
BDFGIJKLMNOPQ 

l'JRAIKMQTD 
BBVEJAKDOC 
ZVUPREACQB 
WUSTVPEHDY 
XSGOUTPYCB 
LGFQSOTBHM 
IFBDGQOMYK 
JBZCFDQKNA 
RZWRBCDAME 

KCEKP 
YHPAT 
l'IY'l'EO 

The key word PBBACB (or PREACHER) is •niteated, and, v1 th a 11 ttle 
experimntation, the original transposition matrix is recovered as f'ol
lovs: 

563124 
PREACH 
BDFGIJ 
KLMIOQ 
STUVWX 
y z 

'!bis example adJDittedly is a simple case because of' the brevity and par
ticular can.position ot the key word; longer keywords quickly complicate 
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the problem of recOV'ery, but the general lines Just indicated will apply. 
Each case must be treated aa a special case; the cryptanalyst has to be on 
the alert to capita:lize on any peculiarities or phenomena mnitested. 

e. In treating a periodic cipher, the first step is, of course, to 
detemine the number of alphabets involved by factoring the intervals 
between the various pol.ygraphic repeti tiona. The cryptogram is then 
written out in proper period-lengths, and distributions for each alphabet 
are ade; if necessary (that 11, where the number of tallies per distri
bution is small), I.C.'s of the distributions are calculated, for tuther 
proof' of' the correctness of' the factoring. These distributions are nov 
carefully examined tor (1) a possible titting of all the distributions to 
the normal frequency distribution or its reverse, which would shov that 
standard alphabets are involved; (2) a possible matching of all the dis
tributions in respect to each other, which would show that the cipher com
ponent is the normal sequence; (3) a possible direct mtching, nhead onn, 
of' two or more distributions, which would shov that the repeating key has 
repeated letters in the homologous positions; and (4) a possible fitting of' 
only one or so of the distributions to the normal, "head on." It case 
(4) is present, then it is proof that the cryptogram is either a normal 
Porta with that particular distribution being in the key (A,B), or else 
the cryptogram involves indirect synaetry extending to the - (pl.aintext) 
rov of' the rec011Btruction matrix, since this manifestation is brought about 
by the interaction of a mixed sequence against itself, running in the same 
direction, with the Juxtaposition Ap • Ac, so that every letter in that 
particular alphabet would be enciphered by itself. 

f. After the distributions have been examined, assumptions of high 
frequency letters or of' probable words are inserted in the sequence recon
struction matrix, which in turn is examined f'or evidences or contradictions 
of direct symmetry or of indirect s;ymetry either within or without the 
mtrix. (If' reciprocity in more than one alphabet is observed, then it 
may be assumed that the cq:ptogram involves a mixed sequence running 
against itself in reverae. 0 ) Whenever an assumption of a plaintext val.ue 
tor a cipher letter is made, the student should be sure to finish four 
things before making any turther assumptions: (1) the pl.aintext value 
should be entered below all occurrences of the cipher letters; (2) the 
value should be entered in the reconstruction matrix; (3) examination 
should be made if any inconsistencies are produced either in the plain 
text or in the matrix; and (4) an attempt should be made to derive new 
values by direct symmetry or by proportioning within the matrix. Adherence 
to the foregoing systematization of' method will save mu.ch time, contribute 
to the proper cryptanalytic education of the student, and Will prove of con
siderable importance in the solution of' difficult problems encountered in 
actual operations. 

8 Reciprocity m only one alphabet could be caused by a sequence shifted 13 ponuons against itself, 
m the case of 26-letter components. 
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a_. As a final remark on indirect symmetry, it must be noted tbat 
Porta matrices, as well as Vigenere-type matrices, might be encountered 
in which indirect symmetry will be manifested,; this situation will obtain 
when both "families" of' the Porta matrix are mixed sequences. It also 
follovs tbat indirect symmetry will be present in schema wherein the 
cipher component is a mixed numerical sequence and the plain component 
is also a mixed sequence. 
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CHAPTER VII 

APPLICATIOII OF PRINCIPLES OF IlmIRECT SlMM8'lM OF POSITIOB 

Paragraph 

Applyq the principles to a specific exaniple. • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • 48 
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Appl1cat10n of principles. • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • 50 
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Use of the graphical IDe.thod m the foregoJ.Dg example..................................... 52 
Add1nonal remarks on the graphical method. • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • 53 
SolutJOD. of subsequent messages enciphered by the same primary components. • • • • • • • • • • • • • • • •• 54 
Solution of repeatlDg-keY ciphers in wluch the identical mixed componems proceed m 

CJl)pos1te directions. • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • • 55 
Soluuon of repeating-key ciphers m which the pnmary components are different mixed 

sequences. •••••••••••••••••••••••••••••••••••••••••••••••••• •••••••••••••••••••••• 56 
Solut10n of subsequent messages after the prllllary components have been recovered. • • • • • • • • • • • 57 

48. Applyiy the principles to a Specific example.--!,. The preceeding 
chapter, vi th the ma117 details covered, now forms a sufficient base for pro
ceeding with an exposition of hov the princip1es of indirect symietey of 
position can be applied very early in the solution of a pol.yal.pbabetic sub
stitution cipher in which sliding primary components were e:mpl.oyed to pro
duce the secondary cipher alphabets tor the enciphering of the cryptogram. 

b. The case described below v1ll serve not only to explain the method 
of apPl.ying these principles but will at the same time show how their appli
cation greatly facilitates the solution ot a single, rather ditticult, poJ.y
alphabetic substitution cipher. It is realized, of course, tbat the crypto• 
gram could be solved by the usual methods of frequency and long, patient 
experimentation. Bovever, the method to be described was actually applied 
and veey materially reduced the amount of time and labor tbat would other
wise have been required for solution. 

49. The cryptogram empl.oyed in the egoaition. --!,· The proble• that 
will be used in this exposition involves an actual cryptogram submitted for 
solution in connection with a cipher device having two concentric disks 
upon which the same random-mixed alphabet appears, both alphabets progresaing 
in the same direction. This was obtained from a study of the descriptive 
circular accompanying the cryptogram. By the usual process of factoring, it 
was determined that the cryptogram involved 10 alphabets. ~ message as 
arranged according to its period is shown in Pig. 34, in which all rei>eti
tions of two or more letters are indicated. 

b. The trillteral trequency distributions are given in Fig. 35. It 
will be seen that on account of the brevity of' the •asage, considering the 
number of alphabets involved, the frequency distributions do not yield -.ny 
clues. By a very careful st~ of the repetitions, tentative individual. 
determinations of values of cipher letters, as 1lluatrated in Figs. 36, 37, 
38, and 39, were made. These are given in sequence and in detail in order 
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to abow that there is nothing artificial or arbitrary in the preliminary 
stages of analysis here set forth. 

THE Cll.YPTOGll.Alll 

(Repetitions underhned) 
i 2 a 4 s s 7 a e ro 1 2 8 4 & 8 7 8 I ID 1284&871110 

A WFUPCFOCJY p RCVOPNBLCW EE UDZFMTGQJ 

B GBZDPFBOUO Q LQZAAAUCH FF L.E.JlYDTZVH.JL 

c GRFTZMQMAV R B Z Z C K Q 0 I K r_ GG_lGWNKXJTRN__ 

0 KZUGDYFTR]L S _Q F B S C V X C !:LQ_ HH _!TXCJ2.._fMVLW 

E .J!JXNLWYOUX T_ITZSDM_!WCM II BGBWWQ..gRGN 

F IKWEf....QZOKZ u RKUHEQEDGX JJ HHVLAQQVA....! 

G PRXDWLZICW v FKVHPJJKJY KK JQWOOTTNVQ 

H GKQHOLODVM w YQDPCJXLLL LL JLK!.J2SOZRS!L 

I.J!OXSNZHASE x GHXEROQP§...L MM_!UXOPPYOXZ 

J BBJif_QFJHD y GKBWTLFDUZ NN .J! 0 Z 0 W M X C G Q 

K QCBZEXQTXZ z OCDHWMZTUZ 00 JJUGDW.Q....RVM 

L JCQRQFVMLH AA KLBPCJOTXE pp UKWPEFXEN.[_ 

M SRQEWMLNAL BB HSPOPNMDLM_ QQ _Q C U G D W P E U H 

N .JL§XEROZJLI_ cc _J!CKWDVBL§_L RR YBWEWV!LQWJ 

O.J!VQWEJMKGH DD GSUGDP.Q...lHX SS RZX 

Figure 34. 
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e ee&!BEIHA!i 

! 
TBILITERAL FBEQll'BINCY DISTBIBtJTIONB 

I 

A B c D E F G H I J K L M N 0 p Q R s T u v w x y z 
EB FF XK YB ES XK ZC VZ WQ ZC ZR DC HC HR YK -F YQ QT 
HZ FC OR NH VQ ZL JF MK NT QG 
XK WJ ZO QJ JZ NU 
WG WK HB 
QK MO 

ES 
EV 
LH 
EK 
MC 
ES 

II 

A B c D E F G H I J K L ,.. N 0 p Q R s T u v w x y z 
GZ QB WU ZW GX GX IW KB GX LZ GF GX ZZ YX GQ KU 
BJ JQ CB BB HY JU GQ HZ YD PX HP YX BZ 
!W RV LU RU JW SQ GU RX 

OD FV 
GK GB 
cu BD 

BX 

- uw 

III 

A B c D E F G H I J K L M N 0 p Q R s T u v w x y z 
CZ QP RT BI CW SO KH FP CO KE JN BD 
FS CH CR ZG KH GN RD QA 
KW KZ RE KH HL QO OS zc 
LP vw SG KPSE TS 
GW FY BEHE 00 

JG TC 
CG KD 

uo 
z-

IV 

A B c D E F G H I J K L y N 0 p Q R S T u v " x y z 
ZA ZK ZP WP UD QO JP VA n. VP UC QQ XN FZ QE UD BE 

XD XYI QW UDUE WK PP DC BC BT DF 
XSXR UDVP WO BC ZD KD 

XR UD DI XPIE BW 
n zw 

v 
A B C D E F G H I J K L II N 0 p Q R s T u v 'W x y z 
AA PF GY ZX ZM CQ NI SZ HL DF RF EO DO WL DL '1'11 
LQ SV Sl4 IJ NX OT EQ EO EM 

PJ IV HQ IQ HM 
PJ GP PF ON WO 

lT HJ 011 e GP ON EV 
GI OP 
GI 
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VI 

A B c D E F G H I J K L M N 0 p Q R s '!' u v w x y z 
All co El& WZ ZQ PB RZ DO PZ DZ CX LY EQ DF NH 

PB PJ 00 IL PM RQ DM PF OT DB DQ KJ 
QV ex '1'F DX WQ PY KO DDP 
EX co wz sz EE 

" AQ 
n: 

VII 

A B c D E F G H I J K L Iii N 0 p Q R s '!' u v w x y z 
FO QD YT ZA JK MN JK FC WE MM MG Fii VC WO QO 
HL QJ X'1' AD LD XT TN MW PO LI 
VL LD HD QI OP JL OJ 

PV JT OR MC MT 
VD P'1' QV FE 'rV 

WR OR 

VIII 

A B c D E F G H I J K L M N 0 p Q R s T u v w x y z 
HS OJ OV XN 'l'Q ZC FH MG BC QA LA BU QS QG FR ZH XC 

XH MC PU OK ZS JJ XL VL 'rV YU ZS QX llL 
XG EG BS ZK QV zu QA 

FU YX ox -ML OH 
llY JR 

IX 

A B c D E F G H I J K L M N 0 p Q R s T u v w x y z 
MV II KH JD CY OZ llH EF GJ TW AE 00 DM TZ DJ 
NE LW DX CQ KY IF LL 'l'N JE OX NQ '1'E 
vv DH RN TX DM PE DZ RM oz 

D CQ VQ vw LE TZ 
RN EH 

x 
A B c D E F G H I J K L II N 0 p Q R s T u v • z y z 

HQ SB KC LS QL LG VG RY UG HZ AK RG UI JG KP 
AG NC GR YR CR GH HZ AJ CG GF JY XJ 
SG CB LG SY VB CL HB uo 
SG UY vu GJ LB UK 
XH JH 
SG 

Pigure 35. 
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INITIAL VALUES FROM: AssuM:PTIONS 

1 2 8 II 
Gc=Ep, Ka=Ep, Xa=Ep, and D0=Ep, from frequency conBlderatJ.ons 
346 466 901 

UGD=THE, PCJ=THE, and SEG=THE, from study of repetitions 

1 2 1 c a o 7 s D ro 
A WFUPCFOCLJ 

TTH 

B G B Z D P F B 0 U 0 
E 

C GRFTZMQMLJ 
E 

D K Z U G 12 Y F T R ! 
THE 

E GJXNLWYOUX 
E E --

F I K W E ~ Z 0 K Z 
E--

G P R X D W L Z I C W 
E -

H GKQHOLODVM 
EE -= 

I g 0 X S N Z H A S E 
E E TH 

J B B J I ~ F J H D 

K Q C B Z E X Q T X Z 

L JCQRQFVMLH 

t I 8 4 & 8 7 8 0 W 

P R C V Q_fJf B L C W 

Q LQZAAAM.....QCH 

R BZZCKQOIK[ 

S Q F B S C V X C H_Q 
H 

T ~TZSDMXWCM 
E 

U RKUHEQEDGX 
ET 

V FKVHPJJKJY 
E E 

W YQDPCJXLLL 
THE 

X G H X E R 0 Q P S E 
E E - TH 

Y GKBWTLFDUZ 
EE 

Z 0 C D H W M Z T U Z 

AA K L B P C J 0 T X E 
THE --H 

1 2 I C II 8 7 8 0 W 

EE UDZFMTGQJ 
E 

FF LFUYDTZVl:!._g 
T E 

GG ~GWNKXJTRH 

HH XTXCQ._RMVLW 
E E 

II B G B W W ~ R G N 

JJ H H V L A Q Q V A..! 

KK J Q W 0 0 T T N V Q 

LL BKXDSOZRSH 
EE T 

MM XUXOPPYOLJ 

NN HOZOWMXCGQ 

00 J J U G D W Q...B V M 
THE 

PP U K W P E F X E N [ 
E T 

M S R Q E W M L N A ~ BB H S P 0 P N M D L M QQ Q C U G D W P E U H 
- H THE 

N Q S X E R 0 Z J S E CC Q C K W D V B L S E RR Y B W E W V M D Y J 
EE TH E E TH 

0 QVQWEJMKGH DD GSUGDPOTHX SS RZX 
E E E THE - E 

Figure 36. 
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ADDITIONAL v AL'DES J'BOK ABB'DMPTIO:NS (I) 
t 

Refer to line DD in Figure 29, S, assumed to be Hr 

• Refer to line M in figure 29, A, assumed to be WP 
llOllltll 

Then in hnes C-D, A V K Z U G D is assumed to be WITH THE 

l I I t I I 7 I I U 

A Wl.JlPCFOCU 
TTH 

B GBZDPFBOUO 
E 

C GRFTZMQMAV 
E WI 

D KZUGDYFU! 
THTHE 

E !;JXNLWLQUX 
E E -

F IKWEf..QZOKZ 
E-

G PRXDWLZICW 
E -

H GKQHOLODI...,M 
EE -

I !! 0 X S N Z H A S E 
E E TH 

J BBJif..QFJHD 

K QCBZEXQTXZ 

l t I t I I 7 I 9 U 1 I I t I I 7 I I W 

P RCVOPNBLCW EE UDZFMTGQJ 
E 

Q LQZAAAMDCH FF L[.JlYDTZVH...Q 
T E 

R BZZCKQOIKl GG ZGWNKXJU! 
H 

S QFBSCVXCH...,g 
H 

T ZTZSDMXWCM 
E 

U RKUHEQEDGX 
ET 

V FKVHPJJKJY 
E E 

W YQDPCJXLLL 
THE 

X GHXEROQPSE 
E E - TH 

Y !;KBWTLFDUZ 
EE 

Z OCDHWMZTY._Z 

HH !TXCQ..._fMVLW 
E E 

II B G B W W .Q_Q R G N 

JJ H H V L A Q Q V A V 
WI 

KK JQWOOTTNVQ 

LL JLKXDSQ...!RS! 
EE T 

MM IUXUPI....QU 

NN HOZOWMXCGQ 

00 J J U G D W .Q...B !.....! 
THE 

L JCQRQFVMLH AA KLBPCJOTXE PP UUPEFXENf 
T THE - E 'l' 

M SRQEWMLNAI BB HSPOPNMDLM 
N 

QQ .Q C y G D W P E U H 
THE - WH 

If i....§XEROZJSE 
ENE TH 

CC QCKWDVBLSE 
E E TH 

RR YBWEWV!J2YJ 

0 !;VQWEJMKGH DD gSUGDPOTHX SS R Z X 
E E ENTHE HE 

Figure 37. 
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ADDITIONAL VALUES FROM ASSUMPTIONS (II) 

lll3611878910 
Refer to Figure 30, hne A, W F U P C F 0 C J Y, assume to be BUT THOUGH 

--TTH-----
8 C II 8 

Refer to Figure 30, Imes N and X, where repet1t1on X E R 0 occurs, assume EACH 
E---

123Cll878910 128Cll878D10 118411878910 

A WFUPCFOCJY P RCVOPNBLCW EE BKDZFMTGQJ 
BUTTHOUGH E 

B GBZDPFBOUO Q LQZAAAMDCH FF LFUYDTZVH....Q 
E 0 UT E 

C GRFTZMQMAV 
E WI 

D KZUGDYFTR! 
THTHE 

E QJXNLWYOUX 
E E -

F I K W E LI Z O K Z 
EA 

G PRXDWLZICW 
E --= 

H GKQHOLODVM 
EE u --= 

I g 0 X S N Z H A S E 
E E TH 

J BBJif_QFJHD 

K Q C B Z E X Q T X Z 

L JCQRQFVMLH 
0 

M SRQEWMLNAE 
A- WH 

N g S X E R 0 Z J S E 
ENEACH TH 

0 S!VQWEJMKGH 
E E 

R B Z Z C K Q 0 I K [ 
H U 

S Q F B S C V X C ~ 
U H G 

T ~TZSDMXWCM 
E 

U RKUHEQEDGX 
ET 

V F K V H P J J K J Y 
E E H 

W YQDf_LlXLLL 
THE 

X GHXEROQPSE 
E EACH TH 

Y gKBWTLFDUZ 
EE 

Z 0 C D H W M Z T U Z 

AA K L B P C J 0 T X E 
T THEU-H 

BB H S P 0 P N M D L M 
N 

CC g C K W D V B L S E 
E E TH 

DD gSUGDPOTHX 
ENTHE U 

Figure 38. 
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GG ~GWNKXJTRH 

HH !TXCDPMVLW 
E E 

II B G B W W .Q_Q R G N 
H 

JJ H H V L A Q Q V A V 
WI 

KK J Q W 0 0 T T N V Q 

LL ILK !..11 S 0 Z R S Ii 
EE H T 

MM ! U X 0 P P Y 0 il 

NN HOZOWMXCGQ 
-G 

00 J J U G D W ~ !.JI 
THE 

PP UKWPEFXEN[ 
E T 0 

QQ Q C U G D W P E U H 
THE 

RR YBWEWVMDYJ 
A -

SS R Z X 
HE 
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ADDITIONAL VALUES FROM ASSUMPTIONS (III) 

cUll 

OPN-e.ssume ING from repetition and frequency 
901 
HQZ-o.ssume ING from repetition and frequency 

1 2 1 4 a 11 7 1 e w 1 2 a 4 s e 7 s e w 1 2 a • a e 7 s e u 
A WFUPCFOCJY P R C V 0 P N B L C W EE B K D Z F M T G Q J 

BUTTHOUGH ING E 

B G B Z D P F B 0 lL.Q Q LQZAAAMDCH FF LFUYDTZVH....Q 
E N 0 

C GRFTZMQMAV 
E WI 

D KZUGDYFTR}! 
TH THE 

E .!! J X N L W Y 0 U X 
E E -

F IKWEUZOKZ 
EAN 

G PR~_RWLZICW 
E -

H QKQHOLODVM 
EE U -

I QOXSNZHASE 
E E TH 

J BBJIUFJHD 
N I 

K QCBZEXQTXZ 

R BZZCKQOIKf: 
H U 

S QFBSCVXC!:LQ 
U H GIN 

T ~TZSDMXWCM 
G E 

U RKUHEQEDGX 
ET 

V FKVHPJJKJY 
E NE H 

W YQDPCJXLLL 
THE 

X GHXEROQPSE 
E EACH TH 

Y GKBWTLFDUZ 
EE -

Z 0 C D H !..M Z T JL! 

L JCORQFVMLH AA KLBPCJOTXE 
0 T THEU-H 

M SRQEWMLNAE BB HSPOPNMDLM 
A- WH N ING 

N g S X E R 0 Z J S E CC g C K W D V B L S E 
ENEACH TH E E TH 

0 QVQWEJMKGH DD ,!!SUGDPOTHX 
E E EHTHEU I 

Figure 39. 
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UT E IN 

GG ~ G W N K X J .I_B If 
G 

HH XTXCDPMVLW 
E E 

II B G ~ W .Q....Q R G N 
H 

JJ H H V L A Q Q V Ll 
WI 

KK JQWOOTTNVQ 
I N 

LL BKXDSOZRSH 
EE H T 

MM XUXOPPYOXZ 
IN 

NN H 0 Z 0 W M X C G Q 
I--G N 

00 J J U G D W .Q...H Y.J! 
THE 

PP UKWPEFXENf 
E T 0 

QQ Q C U G D W P E U H 
THE 

RR YBWEWVMDYJ 
A -

SS R Z X 
HE 
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c. From the initial and subsequent tentative identifications shown 
in Figs. 36, 37, 38, and 39, the values obtained were arranged in the form 
of the secondary alphabets in a reconstruction matrix, shown in Fig. 40. 

; ABCDEFGHIJKLMNOPQRSTUVWXYZ 
W G Z K 1 

2 
3 

K Z S F 

4 E 
5 
6 
7 

x u 
GO P 

R D C P 
J RO F 

8 c 
9 J B s 

0 

A 

10 ...._~~~~~=E_V"--~~~Q""'-~~~~~~~~--' 

Figure 4o. 

50. Application of principl.es.--!:_. Throughout this paragraph refer
ence will be made to Fig.11-0, above. Hereafter, in order to avoid all am
biguity and for ease in reference, the position of a letter in Fig. 40 will 
be indicated as stated in footnote 2, p. ll3. Thus, N(6-7) refers to the 
letter R in row 6 and in col.UJDD 7 of Fig. 4o. 

!!.• (1) Let us consider the fol.lowing pairs of letters: 

E(~-5) 
G(f'-7) 

{B(~-8) 
0(~-15) 

J(6-5) 
R(6-7) 
0(6-8) } 
F(6-15) BO, OF = HOF 

(We are able to use the row marked "-" in Fig. 4o since this is a case of' 
a mixed sequence sliding against itself.) 

(2) The immediate results of this set of' values will now be given. 
Having HOF as a sequence, vi th F.J as belonging to the same displacement 
interval, suppose HOF and EJ are placed into juxtaposition as portions of 
sliding components. Thus: 

When Hp • Ee, then Op • Jc• 

Plain •••• 
Cipher ••• 

• • • H 0 F ••• . . • E J • • • • 

(3) Refer now to alphabet 10, Fig. 4o, where it is seen that Hp • Ee· 
The derived value, Op • Jc, can be inserted immediately in the same alpha
~ and substituted in the cryptogram. 

139 
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(4) The student may possibly get a clearer idea of' the principles 
involved if he will regard the matter as though he were dealing with 
arithmetical proportion. For instance, given any three terms in the 
proportion 2:8•4:16, the 4th term can easily be found. Furthermore, 
given the pair of values on the left-hand side of the equation, one may 
find numerous pairs of values which may be inserted in the right-hand 
side, or vice versa. For instance, 2:8•4:16 is the same as 2:8•5:20, 
or 9:36•4:16, and so on. An illustration of each of these principles 
will now be given, reference bei~ made to Fig. 4o. As an example of 
the first principle, note that E(~-5):B(~-8) • J(6-5):0(6-8). Bow find 
E(lO-B):B(--8) • ?(10-15):0(--15). It is clear that J may be inserted 
as the 3d term in this proportion, thus giving the important new value 
10 
Op = Jc, which is exactly what was obtained directly above, by means of 
the partial sliding components. As an example of the second principle, 
note the following pairs: 

E(¢-5) 
K(2-5) 
D(5-5) 
J(6-5) 

H(¢-8) 
Z(2-8) 
c(5-8) 
0(6-8) 

These additional pairs are also noted: 

K(l-20) 
T(~-20) 

Z(l-7) 
G(--7) 

Therefore, E:H•K:Z•D:C-.J:O-T:G, and T may be inserted in position (4-5). 

c. (1) Again, GB belongs to the same set of displacement-interval 
values as do EJ and HOF. Renee, by superimposition: 

Plain.... • •• H 0 F ••• 
Cipher... • •• G N •••• 

(2) Referring to alphabet 4, when Hp • G~, then Op • Ne. Therefore, 
the letter B can be inserted in position l4-15J in Fig. 4o, and the value 
4 
Be • Op can be substituted in the cryptogram. 

(3) Furthermore, note the corroboration found frcm this particular 
superimposition: 

H(¢-8) 
0(6-8) 

This checks up the value in alphabet 6, Gp • :Ne· 

CONFIDEN'l'IAL l4o 
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• 

!· (1) Again superimpose HOF and GN: 

••• H 0 F ••• 
• • • • G N • • • 

(2) lote this corroboration: 

0(6-8) G(4-8) 
F(6-15) 1(4-15) 

which has Just been inserted in Fig. 4o, as stated above. 

!.• (1) Again using HOF and EJ, but in different superimposition: 

••• H 0 F •• 
• • E J • • • • 

(2) Refer now to B(9-9), J(9-8). Directly under these letters is 
found V(l0-9), E(l0-8). Therefore, the V can be added immediately before 
HO F, making the sequence V BO F. 

!• (1) Bow take V H O F and Juxtapose it with E J, thus: 

••• VHOF ••• 
• • • E J • • • 

(2) Refer now to Fig. 4o, and find the following: 

V(l0-9) 
B(9-9) 
0(4-9) 
I(~-9) 

E(l0-8) 
J(9-8) 
G(4-8) 
11(;-B) 

(3) From the value 0 G it follows that G can be set next to J in 
E J. Thus: 

• • • V H 0 F • • • 
• • • E J G • • • 

(~) But G B already is known to belong to the same set of displace
ment-interval values as E J. Therefore, it is now possible to combine 
E J, JG, and G N into one sequence, E JG N, yielding: 

CONFIDENTIAL 

••• VHOF ••• 
• • • E J G I ••• 
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!· (l) Refer now to Fig. 40. 

V(~-22) 
'l (1-22) 
'l(2-22) 
'l(3-22) 
? (5-22) 
'l (6-22) 

E(~-5) 
G(l-5) 
K(2-5) 
X(3-5) 
D(5-5) 
J(6-5) 

(2) The only values which can be inserted are: 

O(l-22) 
11(6-22) 

G(l-5) 
J(6-5) 

(3) This means that Vp • Oc in alphabet 1 and that Vp • He in al
phabet 6. There is one Oc in the f'requency distribution for Alphabet l, 
and no He in that for Alphabet 6. The f'requency distribution is, there
fore, corroborative insofar as these values are concerned. 

!!· (1) Further, taking E J G I and V H 0 F, superimpose them thus: 

••• EJGN. 
• • • V R 0 F • • • 

(2) Refer now to Fig. 4o. 

E(¢-5) 
G(l-5) 

(3) From the diagram of superimposition the value G(l-5) F(l-8) 
can be inserted, which gives Bp • Fe in alphabet l. 

!.· (1) Again, V H 0 F and E J G If are Juxtaposed: 

• • • V H 0 F • • • 
• • • E J G N • • • 

(2) Refer to Fig. 40 and find the following: 

H(~-8) 
A(~-1) 

G(4-8) 
E(4-l) 

Tb.is means that it is possible to add A, thus: 

• • • A V H 0 F • • • 
• • • E J G N • • • 
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(3) In the set there are also: 

Then in the superimposition 

E(;-5) 
G(~-7) 

G(l-5) 
Z(l-7) 

• • • E J G N • • • 
• • • EJGlf ••• 

it is possible to add Z under G, making the sequence E J G l'f z. 
(4} 'lben taking 

and referring to Fig. 4o: 

• • . . . 

H(--8) 
0(6-8) 

• A V H 0 F • • • 
EJGNZ ••• 

B(--14) 
'l(6-14) 

It will be seen that 0 • Z trom superimposition, and hence in alphabet 6 
Np • Zc, an important new value, but occurring only once in the cryptogram.. 
Bas an error been made'l The work so f'ar seems too corroborative in inter
locking details to think so • 

.J.• (l} The possibilities of the superimposition and sliding of the 
AVHOF and the &J'GRZ sequences have by no means been exhausted as yet, but 
a little different trail this time may be advisable. 

(2} Then: 

E(9J-5) 
G(l-5) 
X(3-5) 

T(9J-20) 
K(l-20) 
0(3-20) 

• • • E J G B Z • 
• • • T • K • • • 

(3) Nov refer to the following: 

E(~-5} K(2-5) 
N(~-14} 6(2-14) 

whereupon the value S can be inserted: 

. . 

• • • E J G B Z • • • 
••• T.K •• S ••• 
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k. (l) Consider all the values based upon the displacement inter
val c'Orresponding to JG: 

J(6-5) 
1(6-7) 

G(l-5)- J(9-8) 
Z(l-7) H(9-9) 

S(9-20) 

G(4-8) 
O(lt.-9) 
P(lt.-20)-- S(2-14) 

Z(2-8) 
K(2-5) 

P(5-llt.) 
C(5-8) 
D(5-5) 

(2) Since J and G are sequent in the E J G B Z sequence, it can be 
said that all the letters o:t' the :foregoing pairs are also sequent. Hence 
Z C, S P, and K D are available as new data. These give E J G R Z C and 
T • K D • S P. 

(3) Now consider: 

T(~-20) 
A(~-1) 
B(~-8) 
I(~-9) 

P(4-20) 
E(lt.-1) 
G(4-8) 
0(4-9) 

Now in the T • K D • S P sequence the interval between T and P is 
1 2 3 4 5 6 

T ••••• P. Bence, the interval between A and E is 6 also. It follows 
therefore that the sequences A V B O F and E J G N Z C should be united, 
thus: 

123456 
• • • A V H 0 F • E J G B Z C • • • 

(4) Corroboration is found in the interval between Band G, which 
is also 6. The letter I can be placed into position, from the relation 
I(--9) 0(4-9), thus: 

• • • I • • A V B 0 F • E J G N Z C • 

~· (l.) Fram Fig. 4o: 

B(¢.-8) Z(2-8) 
E(~-5) K(2-5) 
B(~-llt.) S(2-J.lt.) 
U(--21) 1(2-21) 

. . 

(2) Since in the I •• AV BO F • E J G B Z C sequence the letters 
B and Z are separated by 8 intervals one can write: 

12345678 
••• H ••••••• Z ••• 
• • • E • • • • • •• K ••• 
...•...•.•. s ... 
• • • U • • • • • • • F • • • 

J.lt.lt. 
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(3) Bence one can make the sequence 

Then 
and 

12345678 
• • • I • • A V H 0 F • E J G N Z C • • K • • • 
• • • I •• AV B 0 F. i JG NZ CT. KD. SP. 
•• ![I •• AVHO!:_.EJG!,ZCT.KD.SP. 

12345678 12345678 

• • . . 
m. (1) Subsequent derivations can be indicated very briefly as 

follaW's: 

E(~-5) 
D(5-5) 

C(--3} 
R(5-3) 

1 2 a , a o 1 s o w u u n u u u u a w m n n m H ~ a 
FramU I •• AV HOF. EJGIZ CT. KD. SP ••• 
onecanwrite ••• E •••• c ••• 

I 2 3 4 5 

and • • • D •••• R • 
1 2 3 4 5 

making the sequence 

1 2 a ' a o 1 s o w u u u u u u u a w m n m m ~ • • 
UI •• AVHOF.EJGBZCT.KD.SP.R. 

(2) Another derivation: 

U(3-20) 
X(3-5) 

T(~-20) 
E(¢-5) 

1 2 a ' a o 1 s o w u u u u u u u a w m n n m H » a 
Fran U I • • A V B 0 F • E J G N Z C T • K D • S P • R • 
one can write 

U I • • • • • • • • . . . . • • T • • • 
and . . . . • • • • • E • • • • • • • • • x 

making the sequence 

• • • • • 

-
UI •• AVHOF.EJGNZCT.KDXSP.R. 

(3) Another derivation: 

From 
one can vri te 
and then 

• • • E J G • • • 
• • • E • G • • • 
• • • B • W • • • 

G(l-5) 
W(l-2) 

There is only one place where B • W can fit, !!!•, at the end: 
1 2 a ' a a 1 a • w u n ~ u u u u u w m n ~ • H ~ • 

UI •• AV HOF. EJGNZCT. KDXSPBRW 

CUlUI mBN'ffM:a 
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n. Only four letters remain to be placed into the sequence, viz., 
L, M,-Q, and Y. Their positions are easily foUDcl by application oTthe 
primary component to the message. The complete sequence is as follows: 

i 2 a 4 a a 7 s e ro u n n w ~ w u ~ ~ ~ ~ ~ ~ ~ ~ • 
UIMYAVBOFLEJGNZCTQKDXSPBRW 

Having the primary component fully constructed, decipherment of the crypto-
gram can be completed with speed and precision. Tb.e text is as follows : 

WFUPCFOCJY RCVOPNBLCW BKDZFMTGQJ 
BUTTBOUGHW POSINGTHES SELFWILLGO 

GBZDPFBOUO LQZAAAMDCH LFUYDTZVRQ 
ECANNOTASY OLARSYSTEM OUTBECOMIB 
GRFIZMQMAV BZZCKQOIKF ZGWNKXJTRB 
ETREVIEWWI SHALLTURNA GACOLDABDL 

KZUGDYFTRW CFBSCVXCRQ Y'l'XCDPMVLW 
TRTHEMINDS NUllCHANGIN IFELESSMAS 

GJXNLWYOUX ZTZSDMXWCM BGBWWOQRGN 
EYEOURPAST GFACEINPER SANDTBESOL 

ITWEPQZOKZ RKUHEQEDGX HHVLAQQVAV 
WECANTOANE PETUITYTOT ARSYSTEMWI 

PRXCWLZICW FKVHPJJKJY JQWOOTTNVQ 
XTENTFORES HESUNEACHW LLCIRCLEUN 

GKQHOLODVM YQDPCJXLLL BKXDSOZRSN 
EEOURFUTUR ILLTHEBHAV SEEBGHOSTL 

GOXSNZHASE GHXEROQPSE YUXOPPYOXZ 
EWECANWITH EREACREDTB IKEIRSPACE 
BBJIPQFJHD GKBWTLFDUZ ROZOWMXCGQ 
S C I E N T I F I C EENDOFITSE AWAITIBGON 

QCBZEXQTXZ OCDHWMZ'l'UZ JJUGJWQRVM 
CONFIDEHCE VOLUTIONSE LYTHERESUR 

JCQRQFVMLM K L B P C J 0 'l' X E UKWPEFXENF 
LOOKFORWAR TINTHEUNCB RECTIONOFA 

SRQEWMLHAE RSPOPNMDLM CCUGDWPEUB 
DTOATIMEWR ANGINGSTAR NOTBERCOSM 

GSXEROZJSE GCKWDVBLSE YBWEWVMDYJ 
E N E A C H 0 F 'l' B EOFDEATHTB ICCATASTRO 

GVQWEJMKGH G S U G D P 0 'l' B X RZX 
EBODIESCOM E N 'l' B E S U If I T PBE 

Figure 41. 

1"6 
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2.· The primary component appears to be a rand.cm-mixed sequence, no 
key word tor the repeating key is to be found, at least none reappears on 
experimentation with various hypotheses as to enciphering equations. 
Nevertheless, the random construction of' the primary component did not 
complicate or retard the solution. 

l· Some analysts may prefer to work exclusively with the reconstruc
tion matrix, rather than with sliding strips. One method is as good as 
the other and personal preferences will dictate which will be used by the 
individual student. If the reconstruction matrix is used, the original 
letters should be inserted in red pencil, so as to differentiate them from 
derived letters. 

51. General remarks on the foregoing solution.--!_. It is to be stated 
that the sequence of' steps described in the preceding paragraphs corresponds 
quite closely with that actually followed in solving the problem. It is 
also to be pointed out that this method can be used as a control in the 
early stages of analysis because it will allov the cryptanalyst to check 
assumptions for values. For example, the very first value derived in ap
plying the principles of indirect symmetry to the problem herein described 
was Be • Ap in alphabet l. As a matter of fact the writer had been inclined 
toward this value, from a study of' the frequency and combinations which Be 
showed; when the indirect-symmetry method actually substantiated his tenta
tive hypothesis he immediately proceeded to substitute the value given. If' 
he had assigned a different value to Be, or if he had assumed a letter other 
than Be for Ap in that alphabet, the conclusion would immediately follow that 
either the aBSumed value for Be was erroneous, or that one of the values 
which led to the derivation of Be = Ap by indirect synmetry was wrong. Thus, 
these principles aid not only in the systematic and nearly automatic deriva
tion of new values (with only occasional, or incidental references to the 
actual frequencies of letters), but they also assist very materially in 
serving as corroborative checks upon the validity of' the assumptions already 
made. 

b. Furthermore, while the writer has set forth, in the reconstruction 
matrix in Fig. 40, a set of 30 values apparently obtained before he began to 
reconstruct the priary component, this was done for purposes of' clarity 
and brevity in exposition of the principles herein described. As a matter 
of' fact, what be did was to watch very caretully, when inserting values in 
the reconstruction matrix to find the very first chance to employ the prin
ciples of' indirect symnetry; and Just as soon as a value could be derived, 
he substituted the value in the cryptographic text. This is good procedure 
for tvo reasons. Bot only will it disclose impossible combinations but also 
it gives opportunity for making f'urther assumptions tor values by the addition 
of the derived values to those previously assumed. Thus, the processes of 
reconstructing the primary component and finding additional data for the re
construction proceed simultaneously in an ever-widening circle. 

c. It is worth noting that the careful analysis of only 30 cipher 
equiv&lents in the reconstruction matrix shown in Fig. 40 results in the 
derivation of the entire table ot secondary alphabets, 676 values in all. 
And while the elucidation of the method seems long and tedious, in its actual 
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application the results are speedy, accurate, and gratifying in their 
corroborative effect upon the mental activity of' the cryptanalyst. 

d. (1) The problem here used as an illustrative case is by no means 
one that most favorably presents the application and the value of the 
method, tor it has been applied in other cases with much speedier success. 
For example, suppose that in a cryptogram ot 6 alphabets the equivalents 
of only THEp in all 6 alphabets are fairly certain. As in the previous 
case, it is supposed that the secondary alphabets are obtained by sliding 
a mixed alphabet against itself. Suppose the secondary alphabets to be as 
follows: 

~ ABCDEFGHIJKLMNOPQRSTUVWXYZ 
l. 
2 
3 
4 
5 
6 

B 
c 
I 
N 
x 
T 

Q E 
L x 
v c 
p B 
0 p 
z v 

Figure 42. 

(2) Consider the following chain of' derivatives arranged diagrammat
icall.y: 

H(~-8) 
T(~-20) 
E(~-5) 

- P(5-20) 
0(5-8) 
X(5-5) 

0(5-8) 
P(5-20) 
X(5•5)--- E(J.-20) 

Q(J.-8) 
B(l-5) 

V(6-20) 
Z(6-8) 
T(6-5)- X(2-20) 

L(2-8) 
C(2-5) 

X(2-20) 
L(2-8) 
C(2-5)- B(4-20) 

11(4-5) 
P(4-8) 

T(~-20) 
H(~-8) 
E(~-5)- C(3-20) 

V(3-8) 
I(3-5) 

Figure 43. 

C(3-20) 
I(3-5) 
V(3-8)-

E(l-20) 
Q(l-8) 
B(l.-5) 

(3) These pairs manifestly all. belong to the same displacement inter
val, and. therefore unions can be made immediately. The complete list is as 
follows: 

n,~1 n,~1 m,oo,~,~,~,"'H'v~m. 

(4) Joining pairs by their common letters, the following sequence is 
obtained: 

• • • N I B C E X T P V Q L H 0 Z • • • 

eom"ID!lhilL 148 
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!.· With this as a nucleus the cryptogram can be solved speedily and 
accurately. When it is realized that the cryptanalyst can assume TllE'a 
rather readily in some cases, the value of this principle becomes apparent. 
When it is further realized that if a cryptogram has sufficient text to 
enable the THE's to be found easily, it is usually also not at all diffi
cult to Eke correct assumptions of values for two or three other high-tre
quency letters; it is then clear that the principles of indirect symmetry 
of position may often be used with gratifyingly quick success to reconstruct 
the CCllll>lete primary component. 

f. When the probable-word method is combined Yi th the principl.es of 
indirect symmetry the solution of a difficult case is often accomplished 
with astonishing ease and rapidity. 

52. Use of the graphical method in the foregoing example.-""!.· As an 
illustration of the application of the graphical method of indirect symmetry, 
ve shall use as an example the Cl')'Ptogram given in par. IJ.9. It is desired 
to reconstruct the original primary component, or an equivalent, from the 
values entered in the reconstruction matrix shown in Fig. 4o on p. 139· 
Since a mixed sequence is sliding against itself, all the partial sequences 
{pairs or greater) which can be established by studying the reconstruction 
matrix are listed as shovn in Fig. 44&, below. The single pairs in --7 and 
--8 are crossed out since they offer iio data for reconstruction. This yields 
the following groups of partial sequences: 

-- 1 2 3 4 5 6 7 8 9 10 
BW EK EX AE ED EJ ... .... IBJ BE 
mz HZ TU BG HCR GN TS r.v 
'DC NS IO BP BDF WA NQ 

UF TP 

Figure~· 

b. (1) The sequences HOF and &T in group 6 and HE in group 10 are 
noted': The HOF will be placed horizontally and the notation is made 

T 
under group 6. The letter E of the pair BE of group 10 will be placed under 
the H, and the notation i1 added under group 10. Thus: 

-- l 2 3 4 5 6 7 8 9 10 
BW EK EX AE ED EJ ~~ IBJ HE 
mz HZ TU BG HCR GN TS r.v 
'DC IS IO NP HOF WA IQ 

UF TP T l1 
Figure It.It.!!_. 

Since the sequence &T belongs to the same displacement interval as HOF, the 
letter J can be inserted after the letter E, giving: 

HOF 
E J • 

Figure 45!.· 

11&.9 
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No more pairs can be added immediately from groups 6 or 10. Those pairs 
already entered are crossed out in their respective groups and an inspec
tion is made for additional data in another group. 

(2) The sequence IllJ is noted in group 9. The letters H and J are 
already entered in the diagram. One can theref'ore place the letter I, 
and the notation \ l is placed under group 9. The addition of the letter 
I now permits the insertion of' the letter V of the sequence IV in group 
10, giving: 

I • • • 
VBOF 
• E J • 

Figure I,.~. 

(3) In group I,. there is the sequence IO which is obtainable in the 
diagram by the route ll.._... This notation is made beneath group 4; the 

2 
letter A of the sequence AE and the letter G of the sequence HG can now 
also be entered. The addition of the letter A permits the placement of 
the letter W of the pair WA of group 9; likewise the addition of the let
ter G permits the insertion of the letter R of the sequence GN of group 
6; finally, the placement of the letter B permits the placement of the Q 
of group 9. One now has : 

W • I •••• 
• AV HOF • 
• • • EJGN 
• • • ••• Q 

Figure 45£,· 

(4) Referring to group 1, the sequence .mz is noted, of' which .m 
appears in the diagram at • The letter Z can therefore be placed and 

7 
the letter B of the sequence BW can be inserted two intervals to the left 
of the letter w, giving: 

B • W • I • • • • • 
••• AVHOF •• 
• • • • • E J G N Z 
• • • • • • • • Q • 

Figure 45~. 

(5) Noting the sequence BZ of group 2 as being graphically repre
sented in the diagram by lL,_ , the letters K, S, and U of' the sequence 

4 
EK, BS and UF may be placed. Thus: 

B • W U I • • • • • • 
••• AVHOF ••• 
• • • • • E J G B Z • . . • • • • • • Q K • 

Figure 45:,. 
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(6) The letter T of the sequence TK of group 1 can nov be placed, 
which permits the addition of the letter P of the sequence TP of ~oup 4. 
A study of the diagram shows the pair TU of group 3 at interval 3L...., 

4 
which allows the placing of the letter X of the pair EX of the same group. 
One then has: 

• x • • • • • • • • • . . 
B • W U I • • • • • • • • 
••• AVHOF ••••• 
• • • • • E J G N Z • • • 
• • • • • • • T Q K • • S 
• • • • • • • • • p • 

Figure 45!· 

(7) The diagram now shows the pair HP of group 5 at 2f__.., the let-
1 

ter D of the sequence ED and the letters C and R of HCR can therefore be 
inserted. Thus: 

. x . . . . . . . . . . . 
B • W U I • • • • • • • • 
• • • A V H 0 F • • • • • 

• • • E J G N Z • • • 
• • • • • • C T Q K • • S . . . • • • D • • p • . . . . . . • • • R • • • • • 

Figure 451,. 

(8) Pair TS of group 9 remains. It has already been noted that the 
notation\ l has been applied to group 9. Bence the letter S can also be 
placed one interval to the right and below the T, as shown in Fig. 45h, in 
which all the available data are now entered. -

(l) • x • . • • • • • • • • . 
(2) B • W U I • . • . • . • • 
(3) . • . AV HOF. • . • • 
(4) . • • . . EJGNZ. . . 
(5) • • • . • • CT Q K • . s 
(6) . • . . • . D • s p • • • 
(7) . . . . . R • • • • . 

Figure 45!!_. 

c. (1) The letter S appears in rows (5) and (6) at a displacement 
interV'al of four. This letter then serves as the "tie-in" letter. Marking 
off 26 squares on cross-section paper the D.SP of row (6) is written, and 
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row (5) is moved f'our intervals to the lef't, at which position the letter 
S ia properly superimposed as follows: 

1 z s • a e 7 s o w n u ra u ~ M n ~ ~ m ~ n ~ M ~ • 

Row (5) C T Q K • • S • 
Row (6) • • • • D • S P 

(2) Likewise row (4) is moved tour intervals to the lef't of its 
original relative position to row (5) and dropped into position. Rav (3) 
is moved the same distance in relation to row (4), etc. These steps may 
be illustrated as follows: 

Row (4) 
Row (3) 
Row (2) 

1 z a 4 1 a 7 s o w n n ra u » M n ~ R m ~ n ~ M ~ • 

• • • • E J G N Z C T Q K D • S P • • • • • • • • • 
H 0 F • E J G I Z C T Q K D • S P • • • • • • • A V 
if'O'F. EJGNZCTQKD. SPB.WUT •• AV 

(3) The placing of' the letter X ot row (1) and the letter R of' rov 
(7) gives the final sequence: 

1 2 a • 1 e 7 a 9 ro n u n u » w n ~ w m n ~ ~ N u • 
HOF.EJGNZCTQKDXSPBRWUI •• AV 

(4) It will be noted that the foregoing component is identical with 
that obtained in subpar. 50!!(3). 

53. Additional remarks on the graphical method.·-!,· In the example 
given above only one tie-in letter was available and it was located in 
adjacent rows. Although only one is necessary, in most cases several tie
in letters are present after all pairs of letters have been entered in the 
diagram; then the superimposed sequences can be easily connected by their 
common letters. It the tie-in letter had appeared in adjacent columns in
stead of adjacent rows as in the foregoing example, the columns would have 
been shifted vertically and the sequence taken frcm the diagram in that 
•nner. 

b. When only a few pairs of' letters forming partial sequences are 
available, frequently only one tie-in letter •Y be encountered. If it 
does not occur in adjacent raws or columns the component can still be 
written with additional considerations. For example, adjacent diagonals 
might be used. However, the student will experience no difficulty after 
the application of this method to a f'ew problems. 

c. Since all the data are entered in one diagram, the graphical 
method of reconstruction quickly discloses erroneous assumptions and en
ables one to ascertain in a short time whether sufficient data are present 
for the reconstruction of the component. Even if this is not the case, the 
diagram automaticall.y of'f'ers new values which may be substituted in the 
cryptogram.. One ma:y then assume additional values which can be entered in 
the diagram or which will serve to corroborate sequences already entered. 

~· The placing of the first two sequences of different displacement 
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intervals in the diagram determines the type of sequences that will be 
established. If the original sequence entered horizontally in the diagram 
is an odd decimation of the primary component, a 26-letter sequence can be 
obtained horizontally. If this original. sequence is initially tied in 
vertically with another sequence of an odd decimation interval, a 26-letter 
sequence can also be obtained vertically from the diagram. 

e. (1) In certain instances, however, it will happen that the avail
able partial sequences have all resulted from even deciDBtions of the basic 
sequence and that no tie-in letters are present to permit the integration 
of all the data into a single diagram. In such cases the reconstruction of 
the basic sequence may take place by taking data from two or more different 
diagrams, and then, using the relative positions of' the letters with ""aspect 
to each other in these diagrams, the basic sequence may be established. 
This method can best be demonstrated by means of' an example, and the follow
ing one is based upon the QUEST ••• sequence of subpar. 46!,• Suppose the 
reconstruction diagram from. the derivation of a f'ew plaintext-ciphertext 
relationships yields the following partial sequences: 

Group •••••••• 

Sequences ••• 

l 
QHO 
FT 
CE 
JN 
WDS 

2 
QXV 
0 T 
PK 
F C 
uzw 
N I 
GD 

Figure 46 • 

3 
QTA 
XE 
FK 
UIB 
z s 
YGM 

(2) The partial sequences in the three groups can be combined to 
form two diagrams. This may be accomplished by considering the sequences 
of group l as parts of a horizontal component and those of' group 2 as parts 
of a vertical component of a cipher square based upon the original. or an 
equivalent primary sequence. When all the letters of these two groups have 
been entered into the two resultant diagrams in Figs. 47a and b it will be 
observed that the positions occupied in these two diagrais by ti'ie letters 
of' group 3 represent the interval lL • Thus: 

QR 0 •• 
XFTP. 
VCEKA 

(a) 

2 

YU JN •• 
• Z G I •• 
.WDSMB 

(b) 

Figure 47. 

(3) It will be noted that there are l2 letters in each of' the two 
diagrams and that all the letters appearing in the original. partial sequences 
have been included in these two groups. It appears, first, that two 13-let
ter sequences are involved and second, that the partial sequences in all 
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three groups represent even decimations of the basic component. The 
problem now remains to reconstruct the original or an equival.ent primary 
cipher square to which these diagrams belong, or to find the original or 
an equivalent primary component of which the partial sequences in groups 
1, 2, and 3 are derivatives. 

(4) Since the two diagrams are linked by the partial sequences of 
group 3 (because the interval. l~ is CODIDIOD to both of them), it follows 

2 
that any two letters in one ot the diagrams will be separated from each 
other in the basic sequence by the same interval as any two letters oc
cupying the same relative positions in the other diagram. Another way 
ot saying the same thing is, that while the intervals between V and c, 
C and El E and K, and K and A, in the basic component (or an equivalent 
thereof'J are unknown, whatever they may be they are identical and the 
same as that between W and D, D and S, S and M, M and B (tr0111 WDSMB), or 
between Y and U, U and J, J and N (tram YUJN) , and so on. Likewise, Q and 
K (interva1 2~ ) are separated by the same interval as Y and S, or U and 

3 
M, and so on. 

(5) Making the easiest assumption first, suppose the basic sequence 
is a keyword-mixed sequence, and that the letter Z is the fiD&l. letter 
thereof. It it is preceded by Y, then, because of the relative positions 
occupied by Y and Z in Fig. 4'Tb, the following would also be sequent in 
the basic sequence: QF, HT, OP, XC, FE, TK, PA; UG, JI, ZD, GS, and IM. 
Since the majority of these are hardly likely to occur in a keyword-mixed 
sequence, the assumption that Y precedes Z is discarded. Suppose X pre
cedes Z (implying that Y is in the keyword). But X and Z are not in the 
same diagram, so no test can be made. Suppose the sequence is w.z. Then 
the fo1loving sequences would be valid: 

w • z • u 
D • G • J 
S • I • N 

v • x • Q 
C • F • H 
E • T • 0 
K • p 

These look very likely. In fact, noting the D.G.J and the C.F.H sequences 
it seems logical to integrate or "dovetail" them thus: CDFGBJ. This then 
suggests that W.Z.U and V.X.Q may be integrated into VWXZQU; S.I.I and 
E.T.O may be integrated into ESTION. From this point on the matter of ex
tendiDg the partial sequences into the basic one is simple and rather ob
vious. 

f'. (1) Suppose, however, that the basic sequence is not a keyword
mixed-sequence, so that clues of the nature of those employed in the pre
ceding subparagraph are no longer available. Then whaU 

(2) Referring back to subpar. 53e(2), it has already been noted that 
the two diagrams, each containing 12 letters, represent half-sequences (of 
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13 letters) derived from an even decimation of the original component. 
(The decimation must be the same in both cases because the interval ll.... 

2 
is common to them..) Suppose an attempt is made to integrate the QHO, XF'l'.P, 
and VC.EKA sequences of' Fig. 47a into a 13-letter cycle in a number of ways 
but the correct integration will be that which will satisfy all the condi
tions set up by the partial sequences in groups 1, 2, and 3. After a bit 
of' experimentation it is found that the only one which Will satisfy all 
conditions is this: 

I 2 3 4 5 6 7 8 9 10 1l 12 13 

QHOVCEKAXFTP. 

Note, f'or example, that the conditions represented by Q1!{ in group 2 are 
satisfied in that the intervals between these letters are the same in the 
13-letter cycle; the same is true as regards the intervals between O and 
T, P and K, and so on. Likewise, the conjugate sequence from Fig. 4n> is 
established as -

1 2 3 4 5 6 7 R 9 10 II 12 13 

YUJNWDSMBZGI. 

Tb.us there have been established the two half' sequences involved. Tlle 
problem now remains to integrate them into a single sequence which is 
either the primary one or an equivalent primary component. 

(3) Each of' these sequences may, of course, be expanded to form a 
26-element sequence, the elements of which will satisfy the interval rela
tionships among the letters in each 13-letter sequence. Thus: 

1 2 3 4 6 6 7 8 9 10 11 12 13 14 15 18 17 18 19 3) 21 22 23 Zi 25 26 

(1) Q • 0 • C • K • X • T • • • H • V • E • A • F • P • 
(2) Y • J • W • S • B • G • • • U • D • D • M • Z • I • 

Figure 48. 

There remains the problem of integrating these two sequences into a single 
sequence. 

(4) Suppose a start is made thus· 
1 2 d 4 5 6 ; 8 11 10 11 12 13 H 15 16 17 18 111 20 21 22 23 24 25 26 

QYOJCWKSXBTG •• HUVNEDAMFZPI 

Figure 49. 

All the interval relationships of groups 1, 2, and 3 of Fig. 46 are satis
fied by this sequence. If the sequence is written on a pair of sliding 
strips, any even-interval displacement of one of the strips will produce 
plaintext-ciphertext relationships :f'ull.y satisfied by the requirements of 
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~he sequences in Fig. 46 or Fig. ~7. Thus: 

(l) Q Y 0 J C W K S X B T G • • H U V N E D A M F Z P I 
HUVNEDAMFZPIQYOJCWKSXBTG •• 

(2) Q Y 0 J C W K S X B T G • • H U V N E D A M F Z P I 
XBTG •• HUVNEDAMFZPIQYOJCWKS 

(3) 
QYOJCWKSXBTG •• HUVNEDAMFZPI 
TG •• HUVNEDAMFZPIQYOJCWKSXB 

Figure 50. 

The foregoing three juxtapositions will satisfy all the requirements of 
the sequences indicated in groups 1, 2, and 3 of' Fig. 46, as well as those 
indicated in Figs. 47a and b. Without further restrictions or additional 
data, therefore, it ii impossible to tell whether the reconstructed single 
sequence is correct or not. In fact, there are 13 possible integrations 
of the two expanded 13-l.etter sequences which will yiel.d equivalent re
sults, since there are 13 positions in which the "dovetailing" of the 
second sequence may be commenced with respect to the first sequence. 
Only one of these, hovever, will be correct in that it will yield a sin
gle sequence which, when al.id against itsel.f' at all juxtapositions (both 
odd and even displ.acements) will invariably yield the full quota of' plain
text-ciphertext relationships that the original basic or an equivalent 
primry component yiel.ds when slid against itsel.f'. (An incorrect integra
tion will of'ten yiel.d a series of equivalents of' which only a few are 
wrong.) 

(5) The correct integration will, however, be disclosed quickly 
enough when the cryptanalyst refers to the cipher text and one or two 
additional. values are derived. Thus, suppose an additional word is de
ciphered and it yields a pair of values in a new secondary alphabet, for 
example, Ap • De and Up • Oc. The single sequence reconstructed as shown 
in Fig. 49 will not yield this pair of values, as seen in the following 
juxtaposition of the sliding strips: 

QYOJCWKSXBTG •• HUVNEDAMFZPI 
IQYOJCWKSXBTG •• HUVBEDAMFZP 

Figure 51. 

Here Ap • De but Up • He, not Oc• However, if' the "dovetail.ing" is com
menced with the letter S of' Fig. ~~ and the resultant 26-letter sequence 
is juxtaposed against itself as shown in Fig. 52, it will be found that 
the sequence will nov satisf'y all the requirements. 

QSOBCGK.XUTN.DBMVZEIAYFJPW 
IAYFJPWQSOBCGK.XUTN.DHMVZE 

Figure 52. 

The sequence is, of course, a decimation of the QUESTIONABLY ••• sequence, 
at the third interval. 
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54. Solution of subsequent messages enciphered by the same primarY 
CO!,[>Onent&.--!,. In the discussion of the methods of solving repeating-key 
ciphers using secondary al.phabets derived :f'rom the sliding of a :mixed com
ponent against the normal component (Chapter V), it was shown how subsequent 
messages enciphered by the same pair of primar)" components but with differ
ent keys could be solved by application of' principles involving the comp1e
tion of the plain-component sequence (pars. 33, 34). The present paragraph 
deal.s vi.th the application of these same princip1ea to the case where the 
primary components are identical mixed sequences. 

b. Suppose that the following primary component has been reconstructed 
tram the analysis of a lengtey cryptogram: 

QUESTIONABLYCDFGBJKMPRVWXZ 

A nev message exchanged between the same correspondents is intercepted and 
is suspected ot having been enciphered by the same primary components but 
with a different key. The message is as :f'ollovs: 

NFWWP NO MK I WP IDS CAAET 

....,!..! AFG RVNHD W DSC A E G ll F P 

C~L OUFAZ NCVXB IUWAG 

c. Factoring discloses that the period is 
transcribed accordingly, and is as follows: 

NFWWPNO 
MKIWPID 
SCAAETQ 
VZSEYOJ 
SCAAAFG 
RVNBDWD 
SCAEGNF 
PFABBBK 
RVSACWD 
SLOUFAZ 
NCVXBIU 
WAGSJCF 
G 

Figure 53. 

QVZSE y 0 J s c .. 

FANBN KRVSA 

SJCFG 

7 letters. The text is 

d.. The letters belonging to the same alphabet are then employed as 
the initial letters of completion sequences, in the manner shown in par. 
33!_, using the al.ready reconstructed primary component. The completion 
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diagrams for the first 10 letters of the first three alphabets, together 
with the 2-category scores, are as follow: 

Gen. Al;2!!abet 1 AlJZhabet 2 AlJ.?habet ~ -y- 7 IMSVSRSPRS PKGZS\.'GWL 9 WIASANAASO 
2 6 QP'!W'NTRVT - GMDQJJWDGWY 5 XOBTBABBTN 
3 5 BRIXIWIVWI IH'i'UPM4EE9 4 ZILILBLLIA 
4 LT.re~ JRGBSZG.J& 3 QAYOYLYYOB 
5 Wlf ~ lMIS~ 2 BBCNCYCCKL 
6 EBEAlJ.MtAS~ llhJl\1WMlJe 3 ELDADCDDAY 
7 DSBBBl:JBQUB PIKBeillEPBH 1 SYFBFDFFBC 
8 3 FQµSLE!.UEL RBM9MSMR&J 1 TCGLGFGGLD 
9 4 GUYTX'SYESY '•'-QPBP~ l IDHYBGHBD' 

10 5 HECIC'l'CSTC 6 WURARIRWIM eNeJHUea 
11 5 JSDODIDTID ~ leimlUJi6EBH 
12 5 KTFNFOFIOF ~IL\QllZRR A:BMPMIQl&'i 
13 5 MIGAGNGONG Q;'1'X¥Xl\XQl.V BJPGR4PP6K 
14 4 POBBBABNAH UHGYZVBH 4 LKRllRPRRBM 
15 NYWWA:BJ E9QDQTQWX ~U.QP 
16 J/Alem.KMTK 3 S.NUFUIUSYZ GiWKWVWHKR 
17 ; WBMCMYMLYM 6 TAEGECETCQ :mBamOOEMY 
18 ¢ XLPDPCPYCP 5 IBSHSDSIDU ~ggl'W 

19 4 Z?RFRDRCDR 6 OLTJ1?.roFE G\IQRQZQQM 
20 ; QCYGVFVDFV 6 MYIKIGIBGS Bt"'~'YQlr..,.'7.R, 

21 ~ UUIBWGWFGW 6 ACOMOHOABT .JamlUJQ 
22 ~B ~I KQSXSE66*Y 
23 SEWAE!Ji3&ra LPA&\K:MaK9 MUmllS'l"lU 
24 ~~ 1 YGBVBMBYMN PEIQI'HlQP 
25 l.rJPUMIJKlll l CHLWLPLCPA 8 RSOUOIOOUT 
26 6 OKEREPEMPE :9JYXm¥BRB 9 V'l!IDONNEI 

Figure 54. 

e. The determination of the correct generatrices in Fig. 54 is now 
an easy matter, however, since in this case the 2-category scores do not 
at once point to the correct generatrices, a slight experimentation is 
necessary to arrive at the solution. Logarithmic weights may here be 
used to by-pass f'urther experimentation; the few generatrices having the 
best 2-category scores in Fig. 54 are set forth below, with their loga
rithmic scores: 
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~ Alphabet 1 Gen. - Alphabet 2 ~ Alphabet 3 

l 7 NMSVSRSPRS 10 6 WURARIRWIM l 9 WIASANAASO 
8685888688 = 73 5688888586 = 70 5888888888 = 77 

2 6 APIWNTRVT 17 6 TAEGECETCQ 26 9 V'JDNODEI 
8695959859 • 73 9695979972 • 74. 5989888898 • Bo 

26 6 OKEREPDIPE 19 6 OLTJ'l'F'roFE 25 8 RSOUOIOOUT 
8298969669 • 72 8791969869 • 72 8886888869 • 77 

3 5 BRIXlWIVWI 20 6 NYIKIGDGS 
4883858558 • 62 8682858858 • 66 

10 5 HECICTCSTC 2l 6 ACOMOHOAHT 
7978797897 • 78 8786878879 • 76 

11 5 JSDODIDTm 18 5 IBSBSDSIDU 
1878787987 • 70 8487878876 • 71 

12 5 KTFNFOFIOF 
2968686886 • 67 

13 5 MIGAGNGONG 
6858585885 • 66 

'!he correct generatrices, as shown by the highest logarithmic scores, are 
nov assembl.ed in columnar f'ashion and yield the f'ollowing pl.a.in text: 

l 2 3 4 5 6 7 
HAV 
EC T 
CON 
IME 
c 0 1f 
THO 
COi 
SAB 
THE 
CT I 

Figure 55. 

t. The corresponding key letters are sought, using enciphering equa
tions-&t/c • 9i/p; 0p/p • 0c/c 1 and are found to be JOU, which suggests the 
key word JOU1UfEY1 among others. Testing the key-letters RBI f'or alphabets 
4, 5, 6, and 7, the following results are obtained: 

1234567 
JOURNEY 
BFWWPNO 
HAVEDIR 
MKIWPID 
ECTEDSB 

Figure 56. 
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ihe message may nov be completed with ease. It is as follows: 

JOUR.UEY JOURNEY 
NFWWJ?NO PFANBNK 
RAVED IR SANCEIN 

MKIWJ?ID RVSACWD 
EC TED SE TREDIRE 

SCAAETQ SLOUFAZ 
CON DREG CTIONOF 
VZSEYOJ NCVXBIU 
IMENTTO RORSESH 

SCAAAFG WAGSJCF 
CONDUCT OEFALLS 

RVNHDWD G 
THORORE x 
S C A E G B F 
COBBAIS 

Figure 57. 

!• Another method for the so1ution of cryptograms when the primary 
components have been recovered might be mentioned at this point. This 
method, based on the analysis of the uniliteral frequency distributions 
of the individual monoalphabets, is applicable when there are a sufficient 
number ot tallies (say, at least 25 or so) in each distribution; in such 
situations this method is often easier and quicker than the generatrix 
method treated in the preceding subparagraph&. 

(1) Let us assume that the enem;y has been using keyword-mixed 
sequences based on QUFSTIONABLY tor the primarr components, and that the 
following :message (factoring to five alphabets) with its accompanying 
frequency distributions are at band: 

PFOFR 
QFZBV 
DDWYK 
DDXBW 
DDAXO 

VVZDV QGQYI 
FBUKV AUSBY 
QJLIR _PAAWR 
FCHAO ~FXAK 

GBWLT UHSYX 

160 

EFQJM 
MUS KP 
LBQFK 
EDXOE 
HHWYV 

HJ ICY 
MC EAR 
CDXAX 
YCHBP 
TKUWL 

VABLY 
FNWIL 
JHSAR 
DQXOE 
JAZOS 
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------·-- - -- -· --- -(1) A B C D E F G H I J K L M N 0 P Q R S T U V W X Y Z ...• ·-· -- --(2) A B C D E F G H I J K L M B 0 P Q R S T U V W X Y Z 

(3) 

(5) 

-- - -- - - . = - •• -ABCDEFGHIJKLMNOPQRSTUVWXYZ 

-=-- = =-=- -= --& ABCDEFGHIJKLMNOPQRSTUVWXYZ 

- :;I: = • ••- •• P-- •-•• 
ABCDEFGHIJKLMBOPQRSTUVWXYZ 

In spite of the flatness of the distribution for Alphabet 1 (I.e. • 1.08), 
there is no doubt but that the period is 5. 

(2) Consider the frequency distribution for the second alphabet, 
which bas several pronounced peaks. The cipher letters D, F, A, B, c, 
and H are high, with De being the highest. In general, these letters 
should represent most of the high-frequency plaintext letters such as E, 
T, N, R, O, A, I, s, etc. Now prepare two strips bearing keyword-mixed 
sequences based on QUESTIO?fABLY, the p1ain-component strip should be 26 
letters long, the cipher-component strip doubled length of 52 letters. 
P1ace the De on the cipher (long) strip under the Ep on the plain (short) 
strip, and note what plainte:xt values of Fe, Ac, Be, Cc, and He are con
comitant with De • Ep. Then place De on the cipher strip under Tp, Np, 
Rp, etc. in turn, noting what plaintext values ot the other cipher letters 
correspond to each setting. When the correct juxtaposition is made, the 
values ot all the cipher letters in Alphabet 2 became known, and the fre
quencies o"f"'the plaintext letters will approximate fairly closely their 
normal frequencies. 

(3) After the correct placement of Alphabet 2 is found, the values 
for the cipher letters are entered in their proper places in the message. 
Then the same procedure is applied to each alphabet in turn, and the 
plainte:xt values are entered in the message when the correct juxtaposition 
tor the strip is determined. It will be found that the easiest process is 
to treat the distributions with the most striking peaks (such as those of 
Alphabets 2 and 3) first, leaving the flattest distributions (such as that 
of Alphabet 1) until last. Furthermore, after several alphabets have been 
correctly determined, the clusters of plainte:xt fragments in the message 
might suggest compl.ete words, or recovery of part of the key might suggest 
the entire repeating key, thus rendering unnecessary the placement of the 
remaining alphabets by the analytic process just described. The solution 
ot this problem is left to the student as an exercise in the foregoing 
method. 
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ary paes n 
t s case ase c o P8l"• are reciprocal. The steps in solu-
tion are essentially the same as in the preceding case (par. 41), the 
principles of indirect symmetry of position can also be applied with the 
necessary modifications introduced by virtue of the reciprocity existing 
within the respective secondary al.phabets (subpar. 44E,). 

56. Solution ot repeating-key ciphers in which the primary com.ponents 
are different mixed sequences.--This is Case II c 2 of par. 8. 'lbe steps 
in solution are essentially the same as in pars.q.l and 44, except that 
in applying the principles of indirect symmetry ot position it is necessary 
to take cognizance of' the fact that the primary components are different 
mixed sequences (subpar. 44g,). 

51. So1ution of subsequent messages after the primary components 
have been recovered. --a. In the case in which thepri-.ry components are 
identical. mixed sequences proceeding in opposite directions, as well as 
in the case in which the primary c~nents are different mixed sequences, 
the so1ution of subsequent messages is a relatively easy matter. In both 
cases, however, the student must remember that before the method illustrated 
in par. 54 can be applied it is necessary to convert the cipher letters into 
their plain-component equivalents before completing the plain-component 
sequence. From there on, the process of' selecting and assembling the pro
per generatrices is the same as usual. 

b. Perhaps an exam.pie may be advisable. Suppose the enem;,y has been 
found-to be using primary components based upon the ke7vord QUES'l'IONABLY, 
the plain component running from left to right, the cipher component in 
the reverse direction. The following new message has arrived from the 
intercept station: 

MVXOX !_!IYZ NLWZH Q..!.IEO OOEPZ FX!J!X 

EJBSB BOBAU RAPZI BRAMV XOXAI JYXWF 

KNDOW JERCU RALVB ZAQUW JWXYI DGRKD 

QBDRM QECYV QW 

c. Factoring discloses that the period is 6 and the message is 
accordingly transcribed into 6 colums, Fig. 58. The first 10 letters 

1 That is messages intercepted after the primary components have been reconstructed and enciphered 
by keys different from these used m the messages upon which the reconstruction of the primary components 
was accomphshed 
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ot these columns are then converted into their plain-component equivalents 
by Juxtaposing the two primary components at any point ot coincidence, tor 
example, Qp • Zc• The converted letters are shown in Fig. 59. The letters 

123456 
MVXOXB 
ZIYZNL 
WZBOXI 
EOOOEP 
ZFXSRX 
EJBSHB 
ON AURA 
PZIRRA 
MVXOXA 
IJYXWF 
KNDOWJ 
ER CURA 
LVBZAQ 
UWJWXY 
IDGRKD 
QBDRMQ 
ECYVQW 

Figure 58. 

123456 
OSUMUH 
QPFQKG 
EQBMUP 
WMMMWI 
QYUVTU 
WAHVBH 
MKJXTJ 
IQPKTJ 
OSUMUJ 
PAFUEY 

Figure 59. 

ot the individual columns are then used as the initial letters of comple
tion sequences, using the QUESTIOlfABLY primary sequence. The final step 
is the selection and assembling ot the selected generatrices. 'l'he results 
tor the first ten letters of' the first three columns are shown below: 
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C:QllPlDl!IPffAL 

Gen. AlJi!habet 1 Al,Ehabet 2 Al,Ehabet ~ -
l G§!!'IR419P SP!'BK~ Ui'1HffLJFUP 
2 RUsMPe!m 3 'l'RUPCBMU'l'.B 1!16~ 

3 Y!'ZBSRll.lJ 5 IVERDLPEIL 4 SHYRSKMVSH 
4 BSlQSQVABW 5 OWSVF!RSOY 3 TJCV'JMPWTJ 
5 3 LTOUTOWBLX 4 mt'J.WGCV'mC BBWlPMBE 
6 ¥DBDU.R i.\ZIYIMIA» QMl!XQR\tgQM 

7 CeA606HeQ B~ lfPGY\'WQIJP 
8 4 DIBTBTQCDU LUl'~Dl.6 ~ 
9 5 FALLIAIUDFE 3 YEAUMllQAYH B\'dllBXZ&\t 

10 4 GBYOBOEFGS SSBBPJUBS.J IMmZQSW 
ll 4 HLCRLBSGB'l' MtiliRlEB:LDK BM8¥QlMX 
12 JJD.\YJBJJ:E 3 FIITVJelN SZP'!G\JB!SZ 
13 KSl!BGllYm 3 GOCIWPTCGP DQ,QI»ESGDQ 
14 2 MDGLDLOKMN 5 BNDOXRIDBR 4 FUVOFSTBFU 
15 2 PF!m'YRMPA Ji.\PR~ 6 GEWNGTIAGE 
16 3 RGJCGCAPRB D6MJQIGK:W 5 HSXAHIOBBS 
17 1 VBKDBDBRVL Ml llBUXABMX JmBJQRL.JPI! 
l.8 WdMFRl»'Alf Prdl.B~ ICl~I 
19 XKPGKGW*S RSK¥8QL'IGlQ 3 Jl)U!MABCX) 

20 !lllBBMIEXZD 1 VDMCi'UYMVU 3 PNECPBLDPN 
21 

··~ 
3 WFPDIECPWE 6 RASDBLYFRA 

22 'YRW*81EFQU6 XGmi!OODRXS l. VBTFVYCGVB 
23 2 EVXMVMGUEH Y\'GllmtH 1 WLIGWCDBWL 
21f. sw.PWPBi:SJ. Q.JWHAmWOI XIGBKDF-tlXY 
25 ~'HE UBDeBXOO zg~ 

26 IZU'RllE'HM EMZIGAJZBN ~~ 

Figure 60. 

Columnar assembling of selected generatrices gives what is shown in 
Pig. 61. 

1 2 3 4 5 6 
F IR ••• 
AV A ••• 
LE S ••• 
I R D • • • 
A D R • • • 
I L L • • • 
up y ••• 
D E F ••• 
F I R • • • 
EL A ••• 

Figure 61. 
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d. The key letters are sought, and f'ound to be mJM, which suggests 
NUMBER. 1be entire message may now be read with ease. It is as f'ollows: 

NUMBER lf lJ M B E R 

MVXOXB IJYXWF 
FIRS TC ELAYIN 

ZIYZNL KNDOWJ 
AVALRY GPOSIT 

WZBOXI ERCURA 
LESS TH ION AND 

EOOOEP LVBZAQ 
IRDSQU WILLPR 

ZFXSRX UWJWXY 
ADRONW OTECTL 

EJBSHB IDGRKD 
ILLOCC EFTFLA 

ONAURA QBDRMQ 
UPYAND NKOFBR 

PZINRA ECYVQW 
D E F E :N D IGADEX 

MVXOXA 
FIRS TD 

Figure 62. 

e. If' the primary components are different mixed sequences, the 
procedure is identical with that just indicated. The important point to 
note is that one must not fail to convert the cipher letters into their 
plain-com.ponent equivalents before the completion-sequence method is ap
plied. 
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CHAPTER VIII 

SPECIAL SOLUTIONS FOR PERIODIC CIPHERS 
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cryptogram with its plain text 59 
Solution of isologs mvolvmg the same pair of unknown primary components but with key words 
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Solution of isologs involving the same pair of unknown primary components but with key words 
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Solution of isologs mvolvmg different pairs of unknown primary components 62 
Solution of a pair of periodic cryptograms mvolvmg a "stagger" 63 
Solution of a periodic cryptogram contammg a long latent repetition 64 
Solution by supenmposltlon 65 
Addltlonal remarks 66 

58. General remarks.--'l'he preceding two chapters have been devoted to 
an elucidation of the general principles and procedure in the solution of 
typical cases of repeating-key ciphers. This chapter will be devoted to a 
consideration of the variations in cryptanalytic procedure arising f'rom 
special circumstances. It may be well to add that by the designation 
"special circumstances" it is not meant to imply that the latter are nec
essarily unusual circumstances. The student should always be on the alert 
to seize upon any opportunities that may appear in which he may applY the 
methods to be described. In practical work such opportunities are by no 
means rare and are seldom overlooked by competent and experienced crypt
analysts. 

59. Deriving the secondary alphabets, the Fimary components, and 
the repeating key, given a cryptogram with its p1ain text.--!_. It m.y 
happen that a cryptogram and its equivalent plain text are at hand, as 
the result of capture, pilferage, compromise, etc. This, as a general 
rule, affords a very easy attack upon the whole system. 

b. Taking first the case where the plain component is the norml 
sequence, the cipher component a mixed sequence, the first thing to do is 
to write out the cipher text with its letter-for-letter decipherment. 
From this, by a alight modif'ication of' the principles of "factoring", one 
discovers the length of the key. It is obvious that vb.en a word of three 
or four letters is enciphered by the same cipher text, the interval between 
the two occurrences is almost certainly a multiple of the length of the key.1 

1 Agam, as a note of caution see the remark made m footnote 6 on p 32 
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By noting a few recurrences of plain text and cipher letters, one can 
quickly determine the length of the key (assuming of course that the 
•ssage is long enough to afford sufficient data). Having determined 
the length of the key, the :message is rewritten according to its peri
ods, w1 th the plain text likewise in periods under the cipher letters. 
From this arrangement one can now reconstruct complete or partial second
ary alphabets. If the secondary alphabets are complete, they will show 
direct symmetry of position; if they are but tragmentary in several alpha
bets, then the primary component can be reconstructed by the application 
of the principles of direct symmetry of position. 

c. I:f' the plain component is a mixed sequence, and the cipher com
ponent the normal (direct or reversed sequence), the secondary alphabets 
will show no direct symetry unless they are arranged in the form of 
deciphering alphabets (that is, Ac···Zc above the zero line, with their 
equival.ents below). The student should be on the lookout for such cases. 

d. (1) If the plain and cipher primary components are identical 
mixed-sequences proceeding in the same direction, the secondary alphabets 
will show indirect symmetry of position, and they can be used for the 
speedy reconstruction of the primary components (subpars. 4~ to !!) • 

(2) If' the pl.ain and the cipher primary components are identical. 
mixed sequences proceeding in opposite directions, the secondary alpha
bets will be completely reciprocal secondary alphabets and the primary 
component may be reconstructed by applying the principles outlined in 
subpar. 44!!,. 

(3) If the plain and cipher primary components are dif't'erent mixed 
sequences, the secondary alphabets Will show indirect syrmnetry of position 
and the primary components may be reconstructed by applying the principles 
outlined in subpar. 442_. 

!.• In all the f'oregoinz cases, af'ter the primary components have 
been reconstructed, the keys can be readily recovered. 

60. Solution of' isologs involving the same pair of unknown primary 
components but with different key words of' identical length.-""!,• The 
simplest case of this kind is that involving two monoalphabetic substitu
tion ciphers with mixed alphabets derived f'rom the same pair of' sliding 
components. An understanding of this case is necessary to that of' the 
case involving repeating-key ciphers. 

(1) A message is transmitted from Station "A" to Station "B". "B" 
then sends "A" some operating signals which indicate that "B" cannot de
cipher the :message, and soon thereafter "A" sends a second message, iden
tical in length with the first. This leads to the suspicion that the plain 
text of both •ssages is the same. The intercepted messages are superim
posed. Thus: 
1. NXGRV MPUOF ZQVCP VWERX QDZVX WXZQE TBDSP VVXJK RFZWH ZUWW IYVZQ FXOAR 
2. EMLBJ FGWB PRJBG JKWBM RAPJM KMPRW ZTAXG JJMCD BBPKY PVKIV QOJPR BMUSH 
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(2) Initiating a chain of ciphertext equivalents from Message 1 to 
Message 2, the following com:pl.ete sequence is obtained: 

1 2 a • a a 1 a g ro u a a u u u n q w • ~ ~ ~ ~ z ~ 
NEWKDASXMFBTZPGLIQRHYOUVJC 

(3) Experimentation along already-indicated lines soon discloses the 
fact that the foregoing component is an equivalent primary component of 
the original primary cipher component based upon the keyword QUESTIO.HABLY, 
decimated on the 21st interval. Let the student decipher the cryptogram. 

(4) The foregoing example is somewhat artificial in that the plain 
text was consciously selected with a view to making it contain every let
ter of the alphabet. The purpose in doing this was to permit the con
struction of a complete chain of equivalents from only two short messages, 
in order to give a simple illustration of the principles involved. It the 
plain text of the message does not contain every letter of the alphabet, 
then only partial chains of equivalents can be constructed. These may be 
united, if circumstances will permit, by recourse to the various principles 
elucidated in par. 44. 

(5) '!be student should caref'ully study the foregoing example in order 
to obtain a thorough comprehension of the reason why it was possible to re
construct the primary component f'rom the two cipher :messages without having 
any plain text to begin with at all. Since the plain text of both messages 
is the same, the relative displacement of the same primary components in 
the case of Message 1 differs from the relative displacement of the same 
primary components in the case of' Message 2 by a fixed interval. Therefore, 
the distance between-Band E (the first letters o'fthi' two messages), on 
the primary component, regardless of what plaintext letter these two cipher 
letters represent, is the same as the distance between E and W (the 18th 
letters), Wand K (the 17th letters), and so on. Thus, this fixed interval 
permits of establishing a complete chain of letters separated by constant 
intervals and this chain becomes an equivalent primary component. 

b. With the foregoing basic principles in mind the student is ready 
to note the procedure in the case of tvo repeating-key ciphers having iden
tical plain texts. First, the case in which both messages have key words 
of identical length but different compositions will be studied. 

c. (1) Given the 
same plain text: 

following two cryptograms suspected to contain the 

Message 1 
YHYEX UBUKA PVLLT ABUVV DYS AB PCQTU 
If G K F A ZEFIZ BDJEZ ALVID TROQS UHAFK 

Message 2 
CG SL Z QUBMN CTYBV BLQFT FLRHL MTAIQ 
ZWMDQ NSDWN LC BL Q NETOC VSNZR BJNOQ 
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(2) The tirst step is to try to determine the length of the period. 
The usual method of' factoring cannot be employed because there are no 
long repetitions and not enough repetitions even of' digraphs to give any 
convincing indications. However, a subterfuge will be employed based 
upon the theory of' factoring. 

d. (l) Let the two messages be superimposed: 

1 2 a ' 1 e 7 s e ro u ~ u M u ~ u ~ ~ m n ~ ~ ~ ~ ~ ~ ~ ~ oo 
l. YHYEXUBUKAPVLLTABUVVDYSABPCQTU 
2. C G S L Z Q U B M N C T Y B V H L Q F T F L R H L M T A I Q 

H~~MUM~~~~~aa«~~afi~~&~MMMM~M~OO 

l. N G K F A Z E F I Z B D J E Z A L V I D T R 0 Q S U H A F K 
2. Z W M D Q H S D W N L C B L Q N E T 0 C V S N Z R B J N 0 Q 

(2) Now let a search be made of cases of' identical superimposition. 
4 44 6 18 30 

For example, E and E are separated by 40 letters, u, u, and U are sepa-
L L Q Q Q 

rated by 12 letters. Let these intervals between identical superimposi
tions be factored, just as though they were ordinary repetitions. That 
tactor which is the most f'requent should correspond with the length of' the 
period tor the following reason. If' the period is the same and the plain 
text is the same in both messages, then the condition of identity of super
imposition can only be the result of' identity of encipherments by identical 
cipher alphabets. This is only another way of saying that the same rela
tive position 1n the keying cycle has been reached in both cases of iden
tity. Therefore, the distance between identical superimpositions must be 
either equal to or else a multiple of the length of the period. Hence, 
factoring the intervals must yield the length of the period. The complete 
list of intervals and factors applicable to cases of identical superim
posed pairs is as follows: 

Repetition Interval Factors 
lat EL to 2d EL ••• 40 2, 4, 5, 8, 10, 20. 
lat UQ to 2d UQ ••• 12 2, 3, 4, 6. 
2d UQ to 3d UQ •••• 12 2, 3, 4, 6. 
lst UB to 2d UB ••• 48 2, 3, 4, 6, 8, 12, 24. 
1st KM to 2d KM ••• 24 2, 3, 4, 6, 8, 12. 
lat AN to 2d AN ••• 36 2, 3, 4, 6, 9, 12, 18. 
2d AN to 3d AN •••• 12 2, 3, 4, 6. 
let VT to 2d VT ••• 8 2, 4. 
2d VT to 3d VT •••• 28 2, 4, 7, 14. 
1st TV to 2d 'IV ••• 36 2, 3, 4, 6, 9, 12, 18. 
lat AH to 2d AH ••• 8 2, 4. 
lst BL to 2d BL ••• 8 2, 4. 
2d BL to 3d BL •••• 16 2, 4, 8. 
lat SR to 2d SR ••• 32 2, 4, 8, 16. 
let FD to 2d FD ••• 4 2. 
lst ZR to 2d ZN ••• 4 2. 
lat DC to 2d DC ••• 8 2, 4. 
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(3) The factors 4 and 2 are the oDl.y ones co11DOn to every one of 
these intervals, and, since a period of 2 is not very probable, it may 
be taken as beyond question that the length of the period is 4. 

e. Let the messages now be superimposed according to their periods: -
1. YHYE XUBU KAPV LLTA BUVV DYSA BP C Q 
2. CGSL ZQUB MNCT YBVH LQFT FLRH LMTA 

1. TUNG KFAZ E FI Z BDJE ZALV IDTR OQSU 
2. IQ Z W MDQN SDWN LCBL QNET ocvs NZRB 

1. HAFK 
2. JNOQ 

f. (1) Now distribute the superimposed letters into a reconstruction 
matrix, thus: 

¢ABCDEFGHIJKLMNOPQRSTUVWXYZ 
l L FS JO MY N I ZCQ 
2N C D G B MZ Q L 
3QUT 0 WB E Z C RV F S 
4H L W Q AS BT N 

(2) By the usual methods, construct the primary or an equivalent 
primary component. Taking lines ¢ and 1, the following sequences are 
noted: 

BL, DF, ES, BJ, IO, KM, LY, Olf1 TI, XZ, YC, ZQ. 

which, when united by means of cOJ1DDOn letters and stucly of other sequences, 
yield the complete original primary component based upon the key word 
QUESTIOlfABLY: 

QUESTIONABLYCDFGHJKMPRVWXZ 

(3) The fact that the pair of lines with which the process was com
menced yield the original primary sequence is purely accidental., it might 
have just as well y1elde~ an equivalent primary sequence • 

.Ii• (1) Having the primary cipher component, the solution of the 
messages is now a relatively simple matter. An application of the method 
elucidated in par. ;4 is made, involving the completion of the plain-com
ponent sequence and the selection of those generatrices which contain the 
best assortment of high frequency letters. 2 Thus, using Message l: 

2 We are assummg m tins case that the plam component is identical with the cipher component If tins 
is not the case subpars 61f and g_ outline the procedure to be followed m such situations 
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QQH'lBBlf!J:A't 

Gen. Alfhabet 1 - Alphabet 2 Alphabet 3 Alfh!'bet 4 

1 YXiKLBBB'E 1 HUALUYPUFF 5 YBP'l'VSCNAI aFH8Ni¥i~ 
2 2 CZMYLFLIMS 4 JEBYECR!DG 5 CLRIWTDABO &mlBWBUHQQ 
3 2 DQPCYGYOPT 3 KSLCSDVSHH 3 DIVOXIFBLN ~-'U 
4 4 FURDCIICNRI IM'DIJ!i\l'l'H 3 FCWNZOGLYA :E'!HZ¥61EBi 
5 3 GEVFDJDAVO PIOFlSKIYJ< 6~SB GIQLQ691i8 
6 2 HSWGFKFBWN 4 RODGOHZ<H« .BF.ZBtM.JEmt. 5 NOUDUDIPTT 
7 cJ'l'XllQMGLY .. \ ¥.NFHNJQNPP JGQLEBKBFI 8 ANEFEFORII 
8 llEIZll BPHY2.B W:AS.J..\IQJARR l KBUYSLMFGC 6 BASGSGNVOO 
9 M9~SQL XBHKBl&\.0.J 2 MJECTIPGHD 5 LBTHTHAWNN 

10 ~ EI.aMLPSMA1~ PKS~ISR&Ji? H.l.J:LiJBY~.a.tl• 

11 4 RAEMIMFEC ~!'!XX HlfilPOBVi*9 O¥OKOlG2aBB 
12 3 VBSRPXPGSD ueMRG\tIG~ 2 VPIGNFWKMH 2 DC:NMNMYQ,LL 
13 4 WL'lVRZRBTF ~'lQ WHGHAG*MP.iJ 2 FDAPAPCUYY 
14 H:EWQYJ.JIG 3 SFRWFXNFUU XVHJBi2:PRK 3 GFBRBRDECC 
15 gQ~MR@H 9:1EP1*GWU :&lff\KLJQRVM 1 HGLVLVFSDD 
16 ~IN.J IHWZBQBBSS QD!l!la''JWP l JBJWYWGTFF 
17 HPA•ZPM ~JLJ!! u~ K.JmEmaHG6 
18 RJBUQ9;1QRBM IHCZlJKE¥KII :l!lQ!HBPSS'J MIG>GZJeBH 
19 3 SBLEUIUVLP 5 AMQEMSCMOO SOOVPH~ ~QlafH 
20 6 TJYSEOEWYR 4 BPUSPTDPNN 'PSlll6\l I"1* RPGOOeMAHK 
21 IKCi'SR6*0V 8 LRE'!RIFRAA ISF*mleaB~ 3 VRHEHEPBMM 
22 5 OMDITATZDW 3 YVSIVOGVBB O'~&JXMESQ W\!JSJ8RI.PP 
23 RPl'ODIQJX 3 CWTamHWLL llIBQG,Ai!l!U ~ 
24 5 ARGNOLOUGZ B*llG&\lm AGJ'JMQBIPIE UMIM:!We\U~ 

25 4 BVHANYNEHQ PmAP:mEZOe 5 BNKEPULIOS GlfiPAPes.'W 
26 LWJBAGA6dU GQNBQLHQDB 7 LAMSREIONT u~ 

(2) In this particular case, it is easy to pick out the correct 
generatrices for Alphabets 2, 3, and 4, since the correct ones have the 
highest two-category scores. These generatrices e.re assembled in colum
nar rashion in Fig. 63a, below; from this step it is easy to see that 
the correct generatrix-for Alphabet 1 is Generatrix Bo. 2~, as is shown 
in Fig. 63~: 

l 2 J 4 1 2 3 4 
• LL A ALLA 
• R A Ii R R A lf 
• EME GEME 
• TSF NTSF 
• RRE ORRE 
• IEF LIEF . FYO OFYO . ROR UROR 
• AHI GANI 
• ATI ZATI 

Figure 63!,· Figure 63£_. 
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CON!'mENTIAL 

(3) The key letters are sought and give the key word SOUP. The 
plain text for the second message is now known, and by reference to the 
cipher text and the primary components, the key word for this message is 
found to be TIME. The complete texts are as follows: 

SOUP TIME 
YHYE CGSL 
ALLA ALLA 
XUBU z Q u » 
RRAN RRAN 
KAPV MNCT 
GEME GEME 
LLTA YBVH 
NTSF NTSF 
BUVV LQFT 
0 RR E ORRE 
DYSA FLRH 
LIEF LIEF 

B P C Q. LMTA 
OFYO 0 FY 0 

TUNG IQ Z W 
UROR UROR 
KFAZ M D Q. N 
GAN I G A 'N l 

E FI Z SDWN 
ZATI ZATI 

BDJE LC BL 
ONHA ONHA 
ZALV Q ll E T 
VEBE VEBE 
IDTR ocvs 
ENSU EBSU 
OQSU NZRB 
SPEB SPEH 
HAFK JNOQ 
DEDX DEDX 

Figure 64. 

61. Solution of isologs involving the same pair of unknown primarz 
components but with key words of different lengths.--!_. In the fore
going case the key words for the two messages, although different, were 
identical in lengtr. When this is not true and the key words are of 
different lengths, the procedure need be only slightly modifie~. 
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b. Given the following two cryptograms suspected of containtng 
the same plain text enciphered by the same primary components but with 
different key words of different lengths, solve the messages. 

Message No. i-
VMYZG EAUNT PK FAY JIZMB UMYKB VFIVV 
SEO AF SKXKR YWCAC ZORDO ZR DEF BLKFE 
SMKSF AFEKV QURCM YZVOX VABTA YYUOA 
YTDKF ENWNT DBQKU LAJLZ IOU MA BOAF3 
KXQPU YMJPW QTDBT 0 S I Y $_ MIYKU ROG MW 
CTMZZ VMVAJ 

Message No. 2 
ZGANW IOMOA CODHA CLRLP MOQOJ EMOQU 
DHXBY UQMGA UVGLQ DBS PU OABIR PWXYM 
OGGFT MRHVF GWKNI VAUPF ABRVI LAQEM 
ZDJXY MEDDY BOSVM PNLGX XDYDO PXBYU 
QM:NKY FLUYY GVPV,R D NC Z E KJQOR WJXRV 
GDKDS XCEEC 

c. The messages are long enough to show a few short repetitions 
which pennit factoring. The latter discloses tha~ Message l has a period 
of ~ and Message 2, a period of 6 letters. The messages are superimposed, 
with numbers marking the position of each letter in the corresponding peri
od, as shown below: 

1 2 a ' 1 2 a ' i 2 a ' i 2 a 4 1 2 a 4 1 2 a 4 
~1 VMYZGEAUNTPKFAYJIZMBUMYK 
No 2 Z G A N W I 0 M 0 A C 0 D H A C L R L P M 0 Q 0 

i 2 a 4 a e 1 2 a 4 a o 1 2 a ' a o 1 2 a ' a e 
1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 8 4 1 2 3 4 

No 1 B V F I V V S E 0 A F S K X K R Y W C A C Z 0 R 
~2 JEMOQUDHXBYUQMGAUVGLQDBS 

1 2 a ' a o 1 2 a 4 a e 1 2 a 4 a o 1 2 a 4 a o 
1 2 3 4 1 2 8 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 

No 1 D 0 Z R D E F B L K F E S M K S F A F E K V Q U 
No 2 P U 0 A B I R P W X Y M 0 G G F T M R H V F G W 

1 2 3 ' 6 e 1 2 a 4 6 e 1 2 3 ' s e 1 2 a 4 a e 
1 2 3 4 l 2 3 4 1 2 3 4 1 2 3 ' 1 2 3 4 1 2 3 4 

No 1 R C M Y Z V 0 X V A B T A Y Y U 0 A Y T D K F E 
No 2 K N I V A U P F A B R V I L A Q E M Z D J X Y M 

1 2 8 4 6 8 1 2 8 4 6 8 1 ~ 3 4 6 6 l 2 3 4 & 8 

i 2 a 4 t 2 a 4 1 2 a 4 1 2 a 4 1 2 s ' i 2 3 ' 
No 1 N W N T D B Q K U L A J L Z I 0 U M A B 0 A F S 
No 2 E D D Y B 0 S V M P N L G X X D Y D 0 P X B Y U 

1 2 8 4 6 6 1 2 8 4 I 8 1 2 8 4 6 8 1 2 8 4 & 6 

1 2 3 4 1 2 3 4 1 2 8 4 1 2 3 4 1 2 3 4 1 2 3 4 
~1 KXQPUYMJPWQTDBTOSIYSMIYK 
~2 QMNKYFLUYYGVPVRDNCZEKJQO 

i 2 a 4 s 6 1 2 a 4 a e i 2 a 4 & e 1 2 s 4 a e 
1 2 a 4 1 2 s ' 1 2 a 4 t 2 a 4 

No 1 U R 0 G M W C T M Z Z V M V A J 
No 2 R W J X R V G D K D S X C E E C 

1 2 3 4 a 8 l 2 8 4 I 8 l 2 I 4 
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d. A reconstruction matrix of "secondary alphabets" is nov made 
(cf. Fig. 65) by distributing the letters in respective lines corres
ponding to t1ie 12 different superimposed pairs of numbers. For example, 
all pairs rorresponding to the superimposition of position l of Message 
l with position 1 of Message 2 are distributed in lines ¢ and 1 of tne 

matrix. illus, the very first auperilllposed pair is ~ ~; tbe letter Z is 

inserted in line 1 under the letter V. The next Il pair is the 13th super

imposition, with[~; the letter Dis inserted in l~ne 1 under the letter F, 

and so on. The matrix is then as follows: 

¢ ABCDEFGHIJKLMNOPQRSTUVWXYZ 
l-l 
2-2 

"'3-3 
~4-4 
:1-5 
!l 2-6 
0 

83-1 = 4.-2 G) 

g-1-3 
(/) 2-4 

3-5 
4-6 

I J p 
H V ?J 
E 

B 
MO 
0 G 
LP 

QJ 
B 
NR 

D 

M 
x 

TW 
I 

R 
R 

y 
M 

QGCE KO RZ 
G u w EDMLX 

x G ID J N R AO 
oc DK AFYQ VN 
L R E N y Q UA 
c D UV FR 

L p s D z 
UV EDM F 

VWKOXY MA 
J XPO A FY D 

BC G QS 
LO suvwx 

Figure 65. 

e. There are more than sufficient data here to permit of the re
construction of a complete equivalent primary component, for example, the 
following: 

1 2 a ' a s 1 s e ro u u u u u w v ~ ~ m n ~ ~ ~ ~ • 
ITKNPZHMWBQEULFCSJAXRGDVOY 

f. 'lb.e subsequent steps in the actual decipherment of the text of 
either of the two messages are of considerable interest. Thus far the 
cryptanalyst has only the cipher component of the primary sliding com
ponents. The plain component ms.y be identical with the cipher component 
and may progress in the same direction, or in the reverse direction; or, 
the two components may be different. If different, the plain component 
may be the normal sequence, direct or reversed; or it may be a different 
mixed sequence. Tests must be made to ascertain which of these various 
possibilities is true. 

i.• (1) It will first be assumed that the primry plain component 
is the normal direct sequence. Applying the procedure outlined in 
par. 33 to the message with the shorter key (Message Bo. l, to give the 
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most data per secondary alphabet), an attempt is made to solve the mes
sage. It is unnecessary here to go further into detail in this pro
cedure, suffice it to indicate that the attempt is unsuccessful and it 
follows that the plain component is not the normal direct sequence. A 
normal reversed sequence is then assumed for the plain component and 
the proper procedure applied. Again the attempt is found useless. Next, 
it is assumed that the plain component is identical with the cipher com
ponent, and the procedure outlined in par. 54 is tried. This also is 
unsuccessful.. Another attempt, assuming the plain component runs in the 
reverse direction, is likewise unsuccessf'ul. There remains one last 
hypothesis, !!!_., that the two primary components are different mixed 
sequences. 

(2) Below is given Message No. 1 transcribed in periods of four 
letters. Uniliteral f'requency distributions for the four secondary al
phabets are shown belov in Fig. 66a, labeled la, 2a, 3a, and 4A.. These 
distributions are based upon the nO'rmal. sequence A-to Z. But since the 
reconstructed cipher component is at hand, these distributions can be 
rearranged according to the sequence of the cipher component, as shown 
in distributions labeled lb, 2b, 3b, and 4b in Fig. 66b. The latter dis
tributions may be combined-by shifting distributions 2b, 3b, and 4b to 
proper superi:m,positions with respect to lb so as to yield a single mono
alphabetic distribution for the entire message. In other words, the poly
alphabetic message can be converted into monoalphabetic terms, thus very 
considerably simpli!ying the solution. 

Message No. 1 

VMYZ GEAU NTPK FAYJ I Z MB UMYK B V I!' I 
VVSE OAFS KXKR YWCA CZOR DOZR D .E F B 
LKFE SMKS FAFE KVQU RCMY zvox VABT 
AYYU OAYT DKFE :NWNT DBQK ULAJ LZIO 
UMAB OAFS KXQP UYMJ PWQT DBTO SI IS 
MIYK UROG MWCT MZZV MVAJ 
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COIWIBE!f'f'!ld:i 

---- =- - •=•==- -= ·-h. ABCDEFGHlJKLMNOPQRSTUVWXXZ 

2a. ·-- = - --· - - - ··--· ABCDEFGBIJKLMNOPQRSTUVWXIZ 

-- § -== -- -=---~- ABCDEFGHIJKLMNOPQRSTUVWXIZ 

lb. 

2b. 

32_. 

4b. 

==-- & •=•-• --•=•IT KN P Z HM W B Q EU L F CS JAX R GD VO Y 

= iii c;: - •=- ---I TK NP Z HM W B QE UL F CS JAX R GD VO Y - -
--•--= E -= ••- ~ -· ITKNPZHMWBQEULFCSJAXRGDVOY 

-·· ~ &e •s--E ==-1 T KN P Z HM W B Q EU L F CS JAX R GD V 0 Y 

Figure 66!_. 

(3) Note in Fig. 66b how the four d1stTibutions are shifted for 
superimposition and ~ow the combined distribution presents the character
istics of a typical monoalphabetic distribution. 

•=-- e ••=-= - --•==-Th. ITKNPZHMWBQEULFCSJAXRGDVOY 

2b. - •=- --=--= EULFCSJAXRGDVOYITKBPZHMWBQ = = == 

--- . -· ---- iii ---~· KBPZHMWBQEULFCSJAXRGDVOYIT 

e •• ••--• •=--•• ~. PZHMWBQEULFCSJAXRGDVOYITKN 

~ ~ ~~ ~~~ ~ ~ ~~~ 
l~. -4~. i!1 ::::::: i!1 ~ ::::::: i!1 i!1 i!1 ::::::: i!1 i!1 i!1 ~ i!1 ::::::: - ::::::: i!1 ::::::: i!1 ~ i!1 -
combined I T K n P Z H M W B Q E U L F C S J A X R G D V 0 Y 

Figure 66!?_. 
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(4) The letter& belonging to A1phabets 2, 3, and 4 of' the mesaa.ge 
may now be transcribed in terms of A1phabet 1. That is, the two E's of 
Alphabet 2 become I's; the L of Alphabet 2 becomes a K; the C becomes a 
P, and so on. Likewise, the two K's of Alphabet 3 become I's, the N 
becomes a T, and so on. The entire message is then a monoalphabet and 
can readily be solved. It is as follows: 

VDVTG ISWNS KOFMV LIRZZ UDVOB UUDVU 
EBEMY BASCA PTURE DBILL ONETW OOKEO 
FMOMU UKWIS YVLFC RDSDL NSDIU ZLJUM 
URTRO OPSHA VEDUG INAND CANHO LDFOR 

SDIUF MUMKU WWRPZ GZUDC VMMVA FVWOM 
AB HOU RORPO SS I BL YLONG ERREQ UESTR 

VVDJU MNVTV DOW OU KSLLR ORUDS ZOMUU 
EIBFO RCEME NTSTO PAD DI TIONA LTROO 

KWWIU FZLPV WVDOY RSC VU MCVOU BDJMV 
PSS HO ULDBE SEN TV IAGEO RGETO WHFRE 

LVMRN XMUSL 
DER IC KROAD 

(5) Having the plain text, the derivation of the plain component 
(an equivalent) is an easy matter. It is mere.ly' necesaary to base the 
reconstruction upon any of the secondary alphabets, since the plaintext
ciphertext relationship is now knavn direct.ly', and the primary cipher 
component is at hand. The pri•ry plain component is found to be as 
follavs: 

BMPCBL.RSW •• ODUGAFQKIYBETV 

(6) 'lbe key words tor both meHages can nov be found, if desirable, 
by tiuding the equivalent of Ap in eacb of the secondary alphabets of' the 
original polyalphabetic massages. 'lbe key word tor No. 1 is STAR; that 
tor 1'o. 2 is OCEABS. 

(7) 'lbe student my, if he wishes, try to find out whether the 
primary components reconstructed above a.re tbe original components or are 
equivalent components, by examining all the possible decim.tiona ot the 
two components tor evidence of clerivation trom key words. 

!.• Aa al.reaq treated in par. 37, the I(, teat my be brought to bear 
in the process of matching distributions to ascertain proper superi111N>si
tiona tor monoalphabeticity. In the case Just consiclered there were suf
ficient data in the distributions to permit the process to be applied 
succesatully by eye, w1 thout necesai ta ting statistical teats. Where, 
however, the distributions contain relatively few tallies, the use of' 
statistical methods is imperative. 

9&!1PfBElillltti 
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i. This case is an excellent illustration of' the application of the 
process of' converting a polyal.pbabetic cipher into monoalpbabetic terms. 
Because it is a very valuable and important cryptanalytic wtrick, 11 the 
student should study it most caref'ully in order to gain a good understanding 
of the principle upon which it is based and its significance in cryptanaly
sis. The conversion in the case under discussion was possible because the 
sequence of' letters forming the cipher component had been reconstructed and 
was known, and therefore the uniliteral distributions for the respective 
secondary cipher alphabets could theoretically be shifted to correct super
impositions for monoalphabeticity. It also happened that there were suf
ficient data in the distributions to give proper indications f'or their rela
tive displacements. Therefore, the theoretical possibility in this case 
became an actuality. Without these two necessary conditions the superim
position and conversion cannot be accomplished. The student should always 
be on the lookout for situations in which this is possible. 

62. Solution of' isol.ogs invol.ving dif'f'erent pairs of' unknown prim.ry 
components.--!_. If each message of' a pair of' isologs has been enciphered 
with a d1f'f'erent set of' primary components, the repeating keys being of' 
different lengths, there are two procedures available for attacking such a 
situation. The first procedure invol.ves a modification of' the principles 
demonstrated in par. 61; the second procedure involves an entirely different 
technique, one which effects a direct conversion of' the text to monoalpha
betic terms. These two procedures will now be treated in the subparagraph& 
below. 

b. Given the following two cryptograms suspected or containing the 
same Plain text enciphered by different sets of' primary components and with 
key words of' different lengths, sol.ve the messages. 

Message No. l 
BWXPS 0 BY I I UYHLF KFSOP VGEYW PBVXO 

U G JP B WDXUG HSWDH KHKHC UAYKP NFSPD 

OBBYB I :N K F L WABOX PJXUV WQFXR WXYWS 

SDYZQ ZHETA JXXZW XJROS PDEEW OJONK 

GIRXR WUYDK NTJWR EVBUR DLISJ BLCKK 

FODEV DYZQZ SHCTW DIEXZ 
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CON!'rflBlt!'i-M:i 

Message No. 2 
J .R L E J MWUAH J .R U I V YNCHC HLPKD EWZJJ 

J N A H B HZ BI M TUBQE FJAKM JVBEF XNCTL 

FAAKG KIABG CVFNY FWBIQ GERS A TZUSD 

SXBUD SHAW A YXLJD CQLED HXGZL ZWBNB 

VTJSA TSU UC MI AK K JEMIY DSKGB VTJIC 

XYLZE CXLSU MVMND ONFJY 

c. Factortng discloses that Message No. 1 has a period of 4, and 
Messaie No. 2 a period of 5. The messages are superimposed on a width 
of the least common multiple (20), and a reconstruction :matrix is made, 
following the method outlined in subpar. 61!· This matrix is shown below: 

1-1 
2-2 
3-3 
4-4 
1-5 
2-1 

C'I 3-2 
~ 4-3 
Q) 1-4 
;> 2-5 
:; 3-1 
::s 4-2 
8 1-3 
-;; 2-4 
> 3-5 

4-1 
1-2 
2-3 
3-4 
4-5 

Values Message No l 

ABCDEFGHIJKLMNOPQRSTUVWXYZ 
J D VT y F M HG 
A LVT s E u HX 
AM PR K J BL 

Q E GN SKJ 
G E B AJ D 
v 0 K F ME TC 
w JNQ T I s z 

J F A L z u 
u B KA y E s J 

M H CG J D y 
x M H s J c 

v x N y I H 
F LG u A B 

z EI NB It u 
B v FDK ELY 

CJ y XZF H s 
z 'N H w E x 

M A H c B L 
NBTS WI 

A L M B c y Q u 

Figure 67. 

d. Since the pairs of components for the two messages are different, 
indirect symmetry will in this case not extend to the - line, so all chaining 
must be done within the matrix. Apparent conflicts in the matr1x are noted, 
such as the A*a in lines 2-2 and 3-3, the rest of the letters in these lines 
not being identical as might at nrat be expected. However, if we restrict 
our treatment only to the homogeneous lines 1-1, 1-2, 1-3, 1-4, and 1-5 (see 
the matrix in Fig. 681 belov), we will have data which my be interrelated 
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and which will produce an equivalent primary component, either from 
these data alone or facilitated by another fam:l.J.y of related rows of 

ABCDEFGBIJKLMIOPQRSTUVWXYZ 
1-1 J D V T Y F M H G 
1-2 Z B H W E 
1-3 F L G U A 
1-4 U B K A Y E 
1-5 G E B AJ 

Figure 68. 

x 
B 

SJ 
D 

the matrix, such aa 2-1, 2-2, ••• 2·5· The equivalent primary component 
recovered vill be that for Mesaage lo. 2, since it is the values for this 
message which are entered within the matrix and which are manipulated. 
By inverting the matrix so that the values for Message Bo. 1 are written 
vithin the matrix, a similar procedure vill yield an equivalent pri-.ry 
COQC>nent for the first message. 

e. An entirely di:tterent technique for treating these iaologs will 
now be described. We have factored the two •asagea as periods of 4 and 
5; and now ve write out the messages on the width of the least COllllOD 
multiple, retaining indications o:t the alphabets to which the cipher let
ters belong, thus: 
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eoBPmmm:Afi 

1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 
lo. 1 BWXPSOBYIIUYBLFKFSOP 
Bo. 2 JBLEJMWUABJHUIVYBCBC 

1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 

1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 
lo. 1 VGEYWPBVXOUGJPBWDXUG 
No. 2 HLPKDEWZJJJNAHBHZBIM 

1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 

1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 
No. 1 HSWDBKBKHCUAYKPIFSPD 
Bo. 2 TUBQEFJAKMJVBEFXICTL 

12345123451234512345 

12341234123412341234 
lo. 1 OBBYBINKFLWABOXPJXUV 
No. 2 FAAKGKIABGCVFIYFWBIQ 

1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 

1 2 3 4 1 2 3 4 1 2 3 4 l 2 3 4 1 2 3 4 
Ro. 1 WQFXRWXYWSSDYZQZBETA 
Bo. 2 GERSATZUSDSXBUDSHAWA 

1 2 3 4 5 1 2 3 4 5 l 2 3 4 5 1 2 3 4 5 

12341234123412341234 
Bo. 1 JXXZWXJROSPDEEWOJOIK 
No. 2 YXLJDCQLEDHXGZLZWBNB 

12345123451234512345 

12341234123412341234 
llo. 1 GIRXRWUYDKNTJWREVBUR 
No. 2 VTJSATSUUCMIAKKJEMIY 

1 2 3 4 5 l 2 3 4 5 1 2 3 4 5 1 2 3 4 5 

1 2 3 4 1 2 3 4 l 2 3 4 l 2 3 4 l 2 3 4 
lo. 1 DLISJBLCKKFODEVDYZQZ 
No. 2 DSKGBVTJYCXYLZECXLSU 

1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 

1234123412 
Bo. 1 SHCTWDIEXZ 
llo. 2 M V M I D 0 R li' J Y 

1234512345 

!· Let us arbitrarily assign the val.ue ot Ap to the first letter 
ot the plain text. Since then, in Message Ro. 1 1 Be • Ap of Alphabet 1

1 
every Be in Alphabet 1 must equal Ap; these values are entered on the 
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work sheet. Nov since the 65th and 73d cipher letters of Message No. 1 are 
5 

Ap, this establishes that the 65th and 73d letters of Message lo. 2 (Ge and 
3 
Fe) are also Ap; therefore, these latter values are entered throughout the 
work sheet where they occur. Sim:1.larly, since every Jc ot Alphabet 1 in 
Message No. 2 equals Ap, this value is entered on the work sheet under every 
occurrence of Jc• By continuing this process, all the ~·s ot the pseudo
plain text shall bave been recovered, and the work sheet v1ll now look as 
shown in Fig. 69, below: 

1 2 3 4 1 2 3 4 1 2 3 4 l 2 3 4 l 2 3 4 
Bo. l B W X P S 0 B Y I I U Y H L F K F S 0 P 
No. 2 J BL E JM WU AB J HU IVY B C H C 

l 2 3 4 5 1 2 3 4 5 l 2 3 4 5 l 2 3 4 5 
A A A 
l 2 3 4 1 2 3 4 l 2 3 4 l 2 3 4 1 2 3 4 

l'o. 1 V G E Y W P B V X 0 U G J P B W D X U G 
No. 2 H L P K D E W Z J J J N A H B B Z B I M 

12345123451234512345 
A A 

1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 
No. l H S W D B K B K B C U A Y K P R F S P D 
lo. 2 T U B Q E F J A K M J V B E F X N C T L 

1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 l 2 3 4 5 
A 

1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 
Ho. 1 0 B B Y B I N K F L W A B 0 X P J X U V 
No. 2 F A A K G K I A B G C V F N Y F W B I Q 

1 2 3 4 5 1 2 3 4 5 l 2 3 4 5 1 2 3 4 5 
A A A A 

1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 
Bo. 1 W Q F X R W X Y W S S D Y Z Q Z H E T A 
No. 2 G E R S A T Z U S D S X B U D S B A W A 

12345123451234512345 

1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 
No. 1 J X X Z W X J R 0 S P D E E W 0 J 0 N K 
No. 2 Y X L J D C Q L E D H X G Z L Z W B I B 

l 2 3 4 5 l 2 3 4 5 l 2 3 4 5 1 2 3 4 5 

1 2 3 4 l 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 
No. 1 G I R X R W U Y D K N T J W R E V B U R 
No. 2 V T J S A T S U U C M I A K K J E M I Y 

l 2 3 4 5 1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 
A A A 

l 2 3 4 l 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 
Bo. 1 D L I S J B L C K K F 0 D E V D Y Z Q Z 
No. 2 D S K G B V T J Y C X Y L Z E C X L S U 

l 2 3 4 5 1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 
A 

1234123412 
Bo. l S H C T W D I E X Z 
No. 2 M V M R D 0 I F J Y 

1 2 3 4 5 1 2 3 4 5 
A 

Figure 69. 
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i• We will DOV arbitrarily assign the value Bp to the Ve at the 21st 
2 

Position or Message Bo. l; the other Ve of Message No. 1 establishes the Ee 
ot Message No. 2 also as Bp. This procedure is continued, until all the Bp's 
in the pseudo-plain text are recovered. Continuing in this vein, assigning 
arbitrary plaintext values to all the cipher letters of .Al.pbabet 1 of Message 
No. 1, we are able to reduce almost the entire text 3 to monoalphabetic terms. 
The work sheet v1ll now look as follows: 

12341234123412341234 
Bo. 1 B W X P S 0 B Y I I U Y H L F K F S 0 P 
No. 2 J H L E J M W U A H J H U I V Y N C H C 

1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 
ACHDIIFCK ACCA FME D 
12341234123412341234 

Bo. 1 V G E Y W P B V X 0 U G J P B W D X U G 
Bo. 2 BL PK DEW Z J J JR ABB B Z B IM 

12345123451234512345 
B CE F LIAMF FBHOAM 
1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 

Bo. 1 B S W D B K B K B C U A Y K P B F S P D 
Bo. 2 T U B Q E F J A K M J V B E F X N C T L 

1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 
CEOOCD FCMAJODB MEBO 
1 2 3 4 1 2 3 4 1 2 3 4 l 2 3 4 l 2 3 4 

Bo. 1 0 B B Y B I N K F L W A B 0 X P J X U V 
Bo. 2 F A A K G K I A B G C V F ?f Y F W B I Q A 

l 2 3 4 5 1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 ~ 
DGFCA IFMAOJAIHDFOA 
1 2 3 4 1 2 3 4 1 2 3 4 l 2 3 4 l 2 3 4 

No. 1 W Q F X R W X Y W S S D Y Z Q Z R E T A 
No. 2 G E R S A T Z U S D S X B U D S H A W A 

1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 
EB EJCHCEELOOBELCF J 
1 2 3 4 l 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 

No. 1 J X X Z W X J R 0 S P D E E W 0 J 0 N K 
No. 2 Y X L J D C Q L E D B X G Z L Z W H B B 

1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 
FOBLEO HDEBOPFO FIIF 
1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 1 2 3 4 

?fo. 1 G I R X R W U Y D K N T J W R E V B U R 
No. 2 V T J S A T S U U C M I A K K J E M I Y 

1 2 3 4 5 1 2 3 4 5 1 2 3 4 5 l 2 3 4 5 
G EJCACHDIIFC ABGAH 
1 2 3 4 1 2 3-4-1-2-31J-1-2 3 4 1 2 3 4 

No. l D L I S J B L C K K F 0 D E V D Y Z Q Z 
?fo. 2 D S K G B V T J Y C X Y L Z E C X L S U 

1 2 3 4 5 1 2 3 4 5 1 2 3 4 ~ 1 2 3 4 5 
HAM FG ND BFCOOBEL 
1234123412 

No. 1 S H C T W D I E X Z 
No. 2 M V M B D 0 N F J Y 

1 2 3 4 5 1 2 3 4 5 
I JG IE .MAL H 

3 Actually m tlus particular case the reducuon is 85"/o complete 
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Note the idiomorphic repetition (representing the word ARTILLERY), pre
viously latent, which now becomes patent in the reduction process. 

h. At this point, sequence reconstruction matrices may be made of 
the tW'o nessages, the ~ line representing the pseudo-plain text and the 
values inside the matrix being the cipher text. ibese matrices are illus
trated in Figs. 70!, and~ below: 

- ABCDEFGBIJKLMNOPQRSTUVWXYZ 
l. BVHOWJGDSRIXFKYE 
2 LQWKSEBZOH C X 
3 UPV QBCXN SI W 
4 EWYPXK RTA ZG D 

Figure 70!· 

- ABCDEFGHIJKLMNOPQRSTUVWXYZ 
1 JHTFGYVDM S C 
2 SER UWAZIV N X 
3 F U CAMLH K BG 
4 ITKESZ UN AJBYQ 
5 GFECDB YJA UM L 

Figure 701?.• 

From these matrices, it is a simple matter to chain out the equivalent 
primary cipher components used for each message. Having reconstructed 
the cipher component 'for a message, the alphabets -.y be aligned and now 
the entire text converted to monoalphabetic terms. After solution of the 
messages, it is found that Message No. 1 is a case of' direct s)'Jlllletry 
w1 th the cipher component being based on the key word HYDRAULIC, and Message 
No. 2 is a case of indirect synaetry with both components being ke)'Vord
mixed sequences based on QJJESTIONABLY. 

i. The method described in subpars. 62e to h, above, involves tech
niques which have a broad application in cryptanalytics, in other fields 
besides the solution of periodic polyalphabetic cr)'l>tograms. But even in 
this latter field, it is the only approach to solution where the Cl"Y'Ptosys
tem involves non-related, random-mixed secondary alphabets among which no 
symmetry or any sort exists. -

J.• The two messages used in the example had periods prime to each 
other. If this bad not been the case, only a slight modification of either 
ot the two nethods would have been necessary. For the student who cares to 
investigate this matter further, there is given in Fig. 71, below, a nev 
Message No. 2 to be paired with Message No. 1 in subpar. 62!!_; he can then 
solve this pair of iaologs by either of the two methods demonstrated in 
this paragraph. 
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Message No. 2 
TQLGC FXQJM LZJDR CFLGL DZBZE XASVF 

TJAST YQAFV WLZAU GXOJJ FYI BS PKHBN 

UKAIL DONKK IITGL GTNTX CJJLW QLIAL 

BAB FA XJNOY TBQZC DNAUY DDYOZ RAP CO 

BFJHS ZTQLG CFXQJ KBJTB LKFVX KGRBB 

YRLCW JI Z BC T CI BG C NFC RB 

Figure 71. 

63. So1ution of a pair of periodic cryptograms involving a "stagger". 
--a. It happens occasionally that the cryptanalyst has two messages with 
ide"ntical beginnings, but after a few 1etters the cipher texts diverge; 
and the group counts of' the two messages are either identical or nearly 
identical.. This situation could arise in a pair of' isologs, when the first 
message has a letter omitted (or added) at the point of divergence, and 
the second message (with the identical beginning) has this error corrected. 
In other words, ve have a pair of' true iso1ogs except for the deletion (or 
addition) of a single letter. Such a situation is called a "stagger".4 

By treating the isologous portions of' the two messages, we may recover the 
primary cipher com;ponent by the process of' indirect synaetry. '!bis is best 
illustrated by an exa.mpl.e. 

~· Let us suppose the following two messages are at hancl: 

Message "A" 
KO I Pg I HG IS PgOKD MPV KS YKEQV SKPUS 

EPPSF KPEEE PYVXB PISWY ETDQS PIMXK 

HGFTJ GOGJT XIEQE RPG CG OEOBE YE TEW -
JEEEP UUMDK AQVOL MB 

Message "B" 
KOIPQ I HG IS PQOKP STIRN ENHQP QEQIM 

CUD TB XRVMF QIEQL RIYCC FFOWP GDOTG -
RPUVO COSUG OGGUT FLIOO UUQNK u !:..!..Q. Q 

UTMFg I BYAS HSPQB CTV 

4 Such errors are more prone to happen m machine cipher sys~ms when the addition or deletion of a 
word separator ma pair of otherwise identical cryptograms (enciphered with idenncal inmal settmgs or keys) 
causes a "stagger" Sometimes the stagger may be progressive, i e , the interval of the displacement be
coming greater and greater as additional word separators are omitted 
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We note the identical 14-letter beginnings; we also note that Message "B" 
ia one letter longer than Message "A", and that the trigraphic and tetra
graphic repetitions in Message ''B" are spaced identically as in Meaaage "A", 
except tor the tact that their position in the cipher text is one letter 
more than their counterparts in Message "A". Both messages factor to 6 
alphabets. 

c. These phenomena clearly point to a case of a stagger, with Mes
sage "'B" containing one more letter than Message "A". If' this is the case, 
and the plain texts are otherwise identical, then the Pc in the 15th posi
tion of' Message "B" seem to be the extra letter, coming as it does after 
the identical beginning. Tbe two texts are now superimposed, and the equiv
alencies are inserted into a sequence reconstruction mtrix, as is shown 
belov: 

345612345612345612345612345612345612345612345612 
•A• lllPVKSYKEQVSKPUSEPPSFKPEEEP!VXBPISWYB'D>~ 
"B" STIBIDHQ'PQli:QIMCUDTBXRVMFQIQLRIYCCFFOlPGDOTGRPU 

456123456123456123456123456123456123456123456123 

345612345612345612345612345612345612345612345 
"A" FTJGOGJTXIEQEHPGCGOEOBEBT.lltlJEEEPUUMDKAQVODfB 
"B" VOCOSUGOGGUTFLIOOWQNKUFFOQU'IMFQIBYASBSPQBCN 

456123456123456123456123456123456123456123456 

ABCDEFGHIJKLMNOPQRSTUVWXYZ 
1-2 0 U P T If S V G Y Q C 
2-3 M U A B D T E L F 
3-4 R S F V 0 G Q C U T If 
4-5 Q L H T I B 0 
5-6 S V W Q X Y C N I M G 
6-1 K 0 G R P C B H U E 

The solution, which proceeds in the usual manner, is left as an exercise 
for the interested student.5 

5 Note, m matrices of tlus kmd, how easy it is to align properly the cipher components after the 
primary cipher component (or an equivalent) has been recovered, thereby expeditmg the reduction 
of the cipher text to monoalphabeuc terms. From the data in the sequence reconstruction matrix, 
it is observed that the Uc of Alphabet 2 is under the Ee of Alphabet 1, the Mc of Alphabet 3 is 'IUlder 
the Ee of Alphabet 2, the Fe of Alphabet 4 is under the Ee of Alphabet 3, etc., thus all the cipher 
components may be quickly put together at their proper relative displacements, revealing the re
peating key in the process m one of the columns. 
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64. Solution of a periodic cryptogram containing a long latent repe
ti tion.--a. It sometimes happens that a periodic cryptogram contains a 
long passage repeated in its plain text, the second occurrence ot which is 
enciphered at a cyclical offset from the tirst occurrence. The recognition 
and delineation of the latent repetition •Y be made possible by the spatial 
relationships of ciphertext repetitions present within the message.6 It 
such a latent repetition is f'ound, and it is long enough, the equivalencies 
from the two corresponding sequences may be chained together to yield an 
equivalent primary cipher component, and thus by-pass a more laborious pro
cess of solution by the usual method of frequency analysis or making as
sumptions in the plain text of a polyalphabetic cipher. 

b. As an example, let us suppose the following message has been in
tercepted: 

ASEXZ LRCWC HXRUG LXAXW INYEB PJRDX 

._!DXWM LAIEK KTAGZ FZNCE LLTFW CRBJT 

4
ZLCVH MAAJR DXRTF MTVJH PG VP I MWYRL 

RRBJT ZLCVH DKJTA I BL F P AW NYE HPEMG 

FIRVA RXVJF JAHDF IVVTN AEZAZ J X V L Y .,. 

..,.!.JTHQ ABKXD JXHAX YWPIM IC GAN IWEFG -
WMIZJ HVIXV LYPGA YXZME KL I SB OTFOM 

VWEFG WMIZJ DZACG JV MPV NDKGK VMAIB 

LFPAW NYE HP 

An examination of the cipher text, which factors to a period of' 7, reveals 
the following striking sets of' repetitions with identical spatial relation
ships of' the repetitions (beginning at positions 27 and 147 in the cipher 
text) in the two sets: 

Set "A": JRDm •• (25) •• RBJTZLCVB •• (3) •• JRDXR •• (18) •• RBJ'l'ZLCVH 
Set "B11

: XVLYP •• (25) •• WEFGWMIZJ •• (3) •• XVLYP •• (18) •• WEFGWMIZJ 

This phenomenon could arise from a repetition of a long section of plain 
text within the :message. The presence of' the repetitions at the beginning 

6 It IS also possible mat, because of highly stereotyped and redundant plam text of a particular message, 
there might be two sets of long polygraph1c repennons of the same length m the cipher text, If these sets 
actually represent the same plam text, they may be chained together as described below to derive a parnal 
or even complete equivalent primary cipher component. 

188 



REF ID:A64563 

CONFIJ>DTI:A'L 

and end of these sets of seque~ces delineates the limits, insofar dis
cernible, of the repeated ple.intext passage. Since these two sets are 
equivalent to each other, it is possible to superimpose these sections 
and distribute the equivalencies into a sequence reconstruction matrix, 
from which an equivalent primary component may be chained, following a 
procedure similar to that outlined in subpar. 63c. The compl.etion of the 
solution of' this problem, too, is left as an exercise for the student. 

65. Solution by superimposition.--.!· In solving an ordinary repeating
key cipher the first step, that of ascertaining the length of' the period, is 
of no significance in itself. It merely paves the way for and makes possible 
the second step, which consists in allocating the letters of' the cryptogram 
into individual monoalphabetic distributions. The third step then consists 
in solving these distributions. Usually, the text of the message is tran
scribed into its periods and is written out in successive lines corresponding 
in length with that of the period. The diagram then consists of' a series of 
columns of letters, and the letters in each column belong to the same mono
alphabet. Another way of looking at the matter is to conceive of' the text 
as having thus been transcribed into superi:m;posed periods; 1n such a case 
the letters in each column have undergone the same kind of treatment by the 
same elements (plain and cipher components of the cipher alphabet). 7 

b. Suppose, however, that the repetitive key is very long and that 
the message is short, so that there are only a very few, if any, complete 
cycles in the text. Then the solution of the message becomes difficult, if 
not impossible (unless the alphabets are known), because there is not a suf
ficient number of' superim:posable periods to yield monoalphabetic distribu
tions which can be solved by frequency principles. But suppose also that 
there are many short cryptograms all enciphered by the same key, each message 
beginning at identical starting points in the key. Then it is clear that it 
these messages are superimposed "head on" or "in nusb depth", (l) the let
ters in the respective columns will all belong to individual alphabets, and 
(2) if there is a suff'icient number of such superimposable messages (say 
25-30, for English), then the frequency distributions applicable to the 
successive colU11Ds of' text can be solved--vithout knowing the length of' 
the key.a In other words, any difficulties that may have arisen on account 
of failure or inability to ascertain the length of the period have been 
circumvented. The second step in normal solution is thus by-passed. 

c. Furthermore, and this is a very important point, even if an ex
tremely long key is employed and a series o:f messages beginning at different 
initial points are enciphered by such a key, this method ot solution by 
superimposition can be employed, provided the messages can be superimposed 
correctly, that is, so that the letters which fall in one column really be
long to one cipher alphabet. Just h<JW' this can be done will be treated in 
Chapters IX and XIV. 

7 In operational parlance, the superunposed periods are said to be "1n depth". 
8 The assumption of probable 1D1t1al words of messages and stereotyped beglDlllngs is a powerful method 

of attack m such situations. 
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66. Additional remarks.--a. We have seen in pars. 60-64 that the 
chaining process between cipher-texts applies to the latent characteris
tics of the cipher components, regardless of the identity of the plain 
components and regardless whether direct or indirect symmetry is involved 
in the cryptosystems. 

b. The observant student will have noted that a large part of the 
text thus far is devoted to the elucidation and application of a very fev 
basic principles. These principles are, however, extremely important and 
their proper usage in the hands of a skilled cryptanalyst makes them practi
cally indispensable tools of his art. 'lbe student shou1d therefore drill 
himself in the application of these tools by practicing upon problem after 
problem, until he acquires facility in their use and feels competent to 
apply them in practice whenever the least opportunity presents itself. 
This will save him much time and effort ln the solution of bona fide mes
sages. 
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CJIAP.l'IR IX 

PBOGRBSSIVE ALPBABIT S?STl'.MS 

Solution of a progressive alphabet cipher when the cipher alphabets are known 
Soluuon by a method mvolvmg the 'X test 
Solution by the probable word method 
Solution by means of isomorphs 
Sol1..it1on by supenmposinon 
Additional remarks 

Paragraph 
67 
68 
69 
70 
71 
72 
73 

67. Prtl1P'pry t!llC!s•··-A.• In progressive alphabet a7etw the 
buic principle is quite aillple. 1'wo prim:ey components are arranged or 
prortded tor accorcl1ng to a key vhich mi- be varied f'roll ti• to ti.ml; 
the interaction ot the primary components reaulta in making available tor 
cryptographic purpose• a set of cipher alphabets; all the latter are ••
ployed in a tized sequence or progression; hence the designation progres
sive alphabet &J&ta. Since the number or alp!labets avaUable tor such use 
ia rather amll (usually 2&), if the te:xt to be enciphered is mu.ch longer 
tbaD the sequence of' alphabets, then the system. reduces to a periodic 
•thocl. But if the D\Ulber of' alphabets is large aa COllllP&Nd vi th the text 
to be enciphered,1 ao that the sequence of alphabets 1a not repeated, then, 
of course, the crntographic text will e:xh1b1t no periodic phenomna. 

b. The aeries of' cipher alphabets 111 such a aysta constitutes a 
keY1ni sequence. Once set ~, often the only remining ele•nt in the key 
for a specific mHage is the starting point 111 the sequence, t:bat is, the 
initial cipher alphabet employed in enciphering a given message. If this 
keying sequence must be employed by a large group of correspolldents, ancl 
it all •stage• empl.07 the s818 starting point in the keying sequence, ob
viously the cryptograms -.y simpl.y be auper111poaed without &nJ' prelillinary 
testing to ascertain praper points for superiJllpoaition. It :bas already 
been indicated (cf'. par. 65) hw cues ot this sort ~ be solved. However, 
if messages are enciphered V1tb. varying starting points, tbe •tter of 
superimposing them properly takes on a different aspect. Thia •tter vill 
be treated in par. 72. 

bets are • --a. a at case o a progreaaive p :bet ayata 
lnTOlvea tvo interacting priary cmaponents which slide against each other 
to produce a set of 26 secoru!ary alphabet•, Which are e~oyed one after 
the other consecutive]Jr in the a1Jllplest type of progression. Beginning at 

1 For instance if the cipher component of a disc cipher device were composed of 100 dmomes and no 
message were longer than 100 letters, no periodicity would be manifested 
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an initial .juxtaposition, producing say, Alphabet l, the subsequent second
ary alphabets are 1n the sequence 2, 3, ••• 26, l, 2, 3, ••• , and so on. 
If a different initial juxtaposition 1• used, say Alphabet 10 ia the first 
one, the sequence ia exactly the 88lle as before, only begimd.ng at a dif'f'er
ent point. 

b. Suppose that the two primary components are based upon the key word 
llYllRAifLic. A •aaage is to be enciphered, beginning with Alphabet l. Thus: 

Plain c~nt: B Y D R A U L I C B E F G J IC M JI 0 P Q S T V W X Z 
Cipher component: B Y D R A U L I C B E F G J K M B 0 P Q S T V W X Z H Y D ••• 

Letter No: 
Alphabet lo: 
Plain text: 
Cipher text: 

1 2 3 4 5 6 7 ts 9 10 11 12 13 14 15 lb 17 18 19 20 
l23~56789Wlll2~~~~U~~20 
E B E M Y H A S P L A C B D B E A V Y I 
E 0 G P U U E Y H M K Q V M K Z S J Q B 

Letter No: 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36 37 38 39 lto 
Alphabet llo: 21 22 23 21t. 25 26 l 2 3 4 5 E> 1 ~ 9 10 U 12 13 14 
Plain text: B T B R D I C T I 0 B F I R E U P 0 I Z 
Cipher text: E N L B B L C V B S S N J E P K D D D G 

Letter Bo: 41 42 43 "- 45 46 47 48 49 50 51 52 53 
Alphabet lo: 15 lb l 7 18 19 20 21 22 23 24 25 2b l 
Plain text: A B E S V I L L E R 0 A D 
Cipher text: P U H F K H H Y L H M R D 

!• Tb.is •thod reduces to a periodic syat• involving 2b secondary 
cipher alphabets and the latter are used in s1Jlpl.e progreaaion. It 111 
obvious therefore that the lat, 27th, 53d, ••• letters are in the lat 
alphabet; the 2d, 2dth, 54th, ••• letters are in the 2d alphabet, and so 
on. 

!• To solve such a cryptogram, knowing the two priary components, 
ia barclly a problem at all. The only ele•nt lacking is a knowledge of' 
the starting point. But this 1a not neceaaary, for •rel.7 b7 camplet1og 
the plain-cm,pouent aeqwmce and exalli.lling the diagonal.a of tbe diagraa, 
the plain tut beccmma evident. For example, let us consider that the 
f'irat two groups of' an intercepted masage are BIDCT lllUXI ••• , and let us 
aaaum that the ccmponenta are keyword-mixed sequences baaed upon llYDRAULIC. 
C~etiog the plain-cQlqK)ll8nt sequences inititated b7 the successive cipher 
letters, the plain text IRlllJ' MACHI ••• is seen to came out in successive 
steps upward in Fig. 72. Bad the cipher ccnpouent been shifted in the 
opposite cl1rect1on in encipherment, the step• would have beell"clcRrmrard 
instead of u:pnrd. If the sliding atr1pa had been set up according to 
the sequence ot cipher letters but on a diagonal, then, of course, the 
plaintext letters voul.d have reappeared on one generatriX. 
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HIDCTEHUXL 
YCRBVFYLZI 
DBAEWGDIHC 
REUFXJBCYB 
AFLGZKABDE 
UGIJHMUERF 
LJCKYBLFAG 
IKBMDOIGUJ 
CMEBRPCJLK 
BRFOAQBKIM 
BOGPUSEMCB 
FPJQLTFIBO 
GQKSIVGOEP 

Figure 72. 

e. If the components were two different known mtxed sequences, it 
would-of course first be necessary to convert the cipher letters into their 
plain-component equivalents before ccmq>leting the pl.ain-camponent sequences. 
In any case, faced With an UDkl10WD type of progressive alphabet cipher, 
com;pleting the plain-component sequences on the hypothesis of direct or 
reversed standard alphabets is the logical thing to do, and will qu1ckl.y 
prove or disprove these hypotheses. It the primary components are not 
known sequences, the methods given in this paragraph obviousl.y cannot apply; 
fortunately, however, there exist several :methods which can be used in such 
situations, as V1ll be treated in the succeeding paragraphs. 

o9. So1ut1on by a metb.ocl involving the 'X. teat.••!.• AD interesting 
general solution of a statistical nature ot a progreaaive alphabet system 
will now be discussed. The problem involves secondary alphabets aer1ved 
from the interaction or two identical mixed pri•ry components. It will 
be aaaUMd tbat the eDeJ11¥ has been using a system of this kind and that the 
primaz'y caaq>ODents are changed 4aily. 

b. Before attacking an actual problem of this type, sup:poae a rev 
minutes be devoted to a general analysis of 1 ts elemnts. It is here 
assumed that the primary components are baaed upon the H!DRAULIC •••• z 
sequence and that the cipher component is shifted toward the right one step 
at a time. Consider a cipher square Buen as that Shovn in Fig. r{3, Which 
is applicable to the type of problem under study'. It bas been arranged in 
the form. of a deciphering square. In this square, the horizontal sequences 
are all identical but mareJ.y sh1tted relatively; the letters inside the 
square are ;plaintext letters. 

193 



A 

B 

c 

- --~~~~~~~~----------------............ . 
REF ID:A64563 

Alptlabet Bo. 
, s a c & e 1 s • m n u u u a u u u m z n n • • • • 

A AULICBEFGJKMIOPQSTVWXZHYDR 
B BEFGJKMROPQSTVWXZBYDRAULIC 
C CBEFGJKMIOPQSTVWXZBYDRAULI 
D DRAULICBEFGJKMIOPQSTVWXZBY 
E EFGJKMIOPQSTVWXZBIDRAULICB 
F FGJKMBOPQSTVWXZBYDRAULICBE 
G GJKMBOPQSTVWXZHYDRAULICBEF 
H HYDRAULICBEFGJKMNOPQSTVWXZ 
I ICBEFGJKMBOPQSTVWXZHYDRAUL 
J JKMBOPQSTVWXZHYDRAULICBEFG 
K KMNOPQSTVWXZHYDRAULICBEFGJ 

m L LICBEFGJKMIOPQSTVWXZBYDRAU 
SM MROPQSTVWXZBYDRAULICBEFGJK 
-PB BOPQSTVWXZHYDRAULICBEFGJKM 
~ 0 OPQSTVWXZBYDRAULICBEFGJKMlf 
k P PQSTVWXZHYDRAULICBEFGJKMBO 
lQ QSTVWXZJIYDRAULICBEFGJKMBOP 
..tR RAULICBEFGJKMNOPQSTVWXZBYD 
o S STVWXZBYDRAULICBEFGJKMBOPQ 

T TVWXZBYDRAULICBEFGJKMBOPQS 
U ULICBEFGJKMNOPQSTVWXZBYDRA 
V VWXZHYDRAULICBEFGJKMBOPQST 
W WXZHYDRAULICBEFGJKMBOPQSTV 
X XZBYDRAULICBEFGJKMBOPQSTVW 
Y YDRAULICBEFGJKMNOPQSTVWXZB 
Z ZBYDBAULICBEFGJKMllOPQSTVffX 

(Plaintext letters are within the square proper) 

Figure 73. 

c. It, tor mere purposes of dellonatration, instead of letters Vi.thin 
the cells of the square there are placed tall1es correspol141ng in number 
with the normal frequencies of the letters occupying the respective cells, 
the cipher square beccmes as tollova (showing only the first three rows of 
the square): 
i234567s9wu~~"~~u~~~a~~~~~ 

E 

- ii - -- - - Iii iii • -= • ii - • a - -• • a • • -- iii -• = -
• 
I iii ii - = & - -- !! - -• -• • • -- I! = ii • -• -• -

= • • Iii - Iii • - -= - • = = = i i ii i • = = - -i i ii = i = = = -
ddiD'IDEiCflAL 

Figure 74!· 
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d. It is obvious that here is a case wherein if two distributions 
pertaining to the square are isolated tram tbe square, the '1. teat can be 
applied to ascertain how the distributions should be shifted relative to 
each other so that they can be superimposed and made to yield a monoalpha
betic composite. There is clearly only one correct superimposition out of' 
25 possibilities. In this case, the "B" raw of tallies must be displaced 
5 intervals to the right in order to •tch it and amalgamate it with the 
"A" row of' tallies. Thus : 

= - -
= 

• • - • i Ii • " II - !I - = .. • • = = IE = • • ,. 
1 2 3 4 5 6 1 8 9 10 11 12 13 1, 15 lb 17 l~ 19 20 21 22 23 24 25 20 

E 

• -
= 

• !i - • • J • • 2~ II - • 4 -' ~ • J l~ -= !! = !! ~ 23 2Jt. 26 1 2 3 5 6 7 10 11 14 15 16 17 18 19 20 

Figure 74~. 

e. Bote that the amount of displacement, that is, the number of inter
vals the "B" sequence must be shifted to make it match the "A" sequence in 
Fig. 74~, corresponds exactly to the distance between the letters A and B 1n 

0 1 2 3 4 5 
the primary- cipher component, which is 5 intervals. Thus: ••• AUL IC B •••• 
Tbe f'act that the pr1marJ plain component is in this case identical vith the 
pri-.ry cipher component has nothing to clo with the matter. The diapl.ace-
•nt interval is bei!!§ :measured on the cipher cF-nt. It is important 
that the student see this point very clearly. ~' if he like, prove the 
point by experi:menting with tvo different primry cmpments. 

f. Assuming that a •asage in such a ayat• is to be solved, the text 
is trinacribed in rova of 26 letters. A uniliteral trequenc7 distribution 
is made for each column of the transcribed text, the 26 separate distribu
tions being cmpiled within a single square such aa that shown in Fig. 75. 
Such a square 1llAY be termed a :f'reguency distribution sg.uare. 

I.• Bow the vertical columDS of tallies v1th1n such a distribution 
square constitute :f'requency clistributiona ot the usual type: They ahoV the 
distribution of the various cipher letters in each cipher alphabet. If 
there were m&Dl' lines of text, all arranged in periods of 26 letters, then 
each column of the frequency square could be solved in the usual manner, by 
the application o'l the sillple pr1DC1plea of monoalphabetic :f'reque1LC7. But 
vhat do the horizontal raws of tallies within the square repreaentT Ia it 
not clear tbat tbe first auch raw, the "A" rw, •rely ahan the distribu
tion of Ac throughout the successive cipher alpbabetaT And does not this 

a c icture of the distribution of corres to the se nee of 18t-
tera c i the n c aent e, a t no c ear t 
vbat baa been said of the A row Of tallies applies equally to the B, c, D, 
••• Z rant Finally, is it not clear that the graphic pictures of all the 
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distributions correspond to the aame sequence of letters, e:x:cept that the 
sequence begins with a ditterentlitter in each rov'l In other words, all 
the horizontal rova of tallies within the distribution square apply to the 
same sequence of plaintext letters, the sequences in one row merely begin• 
iiiiii with a different letter from that with which anothe1· row begins. The 
sequences of letters to which the tallies apply in the various rove are 
•rely displaced relative to one another. lov it there are sufficient data 
tor statistical purposes in the various horizontal sequences of tallies 
within the distribution square, theae sequences, being approximately a1111lar, 
can be studied by mans of the X test to find their relative displacements. 
And in finding the latter, a •thod is provicled whereby the primary cipher 
component may be reconstructed, since the correct assembling of the dis
place•nt data will y1eld the sequence ot letters constituting the primry 
cipher C011q)()11e11t. If the plain COll;pOnent is identical with the cipher cma
:ponent, the solution is imediately at hand; it the components are different, 
the solution is but one step removed. Thus, there has been elaborated a 
•thod of solving this type ot cipher syata Vithout akil!g aa.y assU!Ptions 
of values tor ci;pher letters. 

h. We v1ll DOV take up a typical problem, employing the procedures 
Just discussed. The tolloving ceyptograa baa been enciphered according to 
the method indicated, b;y progreaaive, simple, uninterrupted shitting of a 
primaey cipher cm.ponent agaiut an identical priaey plain cmponent. 
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.. Cryptogram 

WGJJM MMJXE DGCOC FTRPB MIIIK ZRYBll 
BUFRW WWW YO IBFJK OKBTT AZCLJ E P P F R 
WCKOO FFFGE PQRYY IWXMX UDIPF IXMLL 
WFKGY PBBXC H B F Y I E'l'XBF BI VD I PBX IV 
RPWTM G I K P T ECJBO KVBUQ GVGJ'F FKLYY 
CKBIW XJIXUD I P J' F U YIVSS I BR MB YZBAU 
QWGKT IUXYJ JAOWZ OCFTR PPOQU SGYCX 
vcxuc JLMLL YEKFF ZVQJQ SI Y SP DSBBJ 
UABYB WLOCX SDQVC IVS IL IWIJO OMAQS 
LWYJG TVPQK PKTLB SROOB ICFEV MIVWB 
BBB BA MRCRO VSTXE BBPVB TWKUQ IOCAV 
WBRQB FJVIR VDOPU QRLKQ BFFFZ PBURV 
WLXGS BQWHP J B C 11 N JQSOQ ORCBM RRAOB 
RKWUB IYCIW DGSJC TGPGR MI QMP SGCTI 
MFGJX EDGCO PTGPW QQVQI WXTTT COJVA 
AABWM XI HOW BDEQU AIBFK FWHPJ ABZIT 
W Z K l .B XSRUY QIOVR ERDJV DKHIR QWIDG 
EBY BM LAB JV TGFFG XYIVG RJYEK FBEPB 
JOU AH CUGZL XIAJK WDVTY BFRUC cc u z z 
I If B D F R J F M B BQLXB MHQYY YMWQV CLIPT 
WTJYQ BYRLI TUOUS RCDCV WDGIG GUBIJ e VVPWA BUJKB FPPYW VQZQF LHTWJ PDRXZ 
OW USS GAMHB CWHSW WLRYQ QUSZV D lf X A N 

~ 
V :R K B F ucvvs SSPLQ UPCVV VWDGS JOG TC 
HDBVQ SIJPB QJAWF RIZDW XXBCX YCTMG 
USESI DSBBK RLVWB VZEBP P P A 'l' 0 I A :I E il 

; IEJBR C Z B 'r B LXPJJ KAPPM JBGIK R 'l' G F 1 
BPVVV YKJEF BQSXJ QDYVZ GBRBZ QLYXK 
XAZOW RRXYK YGMGZ BYJIVB QBRVI' EJ'QLL 
WZEYL JEROQ SOQKO MWIOG MBKFF LXDXT 
LWILP QSEDY IO EMO IBJML IRSYK XJZJM 
LCZBM SDJWQ XTJVL F I R 11 R XBYBD BJUFI 
RJICT UUUSK KWDVM FWTTJ KCKCG CVSAG 
QBCJM IBYBV SSJKS DCB DY F P P V F DWZMT 
BPVTT CGBVT ZKBQD DRMEZ 00 
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emu mu1HL 

1. The message is transcribed in lines of 26 letters, since tbat 
is the total number of secondary alphabets in the s79tem. 1he transcribed 
text is shown below: 

1 2 8 ' Ii 8 7 8 II 10 11 12 13 H 15 16 17 18 19 20 21 2'l 2S :IC 25 28 

l. WGJJMMMJXEDGCOCFTRPBMIIIKZ 
2 RYBIBUFRWYWWYOIHFJKOKBTTAZ 
3 CLJEPPFRWCKOOFFFGEPQRYYIWX 
4 MXUDIPFEXMLLWFICGYPBBXCHBFY 
5 IETXHFBIVDIPIXIVRPWTMGIMPT 
b ECJBOKVBUQGVGFFFKLYYCXBIWX 
7 MXUDIPFFUYlfVSSIHRMHYZHAUQW 
1:$ GICTIUXYJJAOWZOCFTRPPOQUSGY 
9 CXVCXUCJLMLLYEKFFZVQJQSIYS 

ro PDSBBJUABYIWLOCXSDQVCYVSIL 
ll IWBJOOMAQSLWYJGTVPQKPKTLBS 
~ ROOIICFEVMBVWBBBEHAMRCROVS 
~ TXEKBPVBTWICUQIOCAVWBRQNFJV 
~ NRVDOPUQRLICQBFFFZPHURVWLXG 
l; S H Q W B P J B C B I J Q S 0 Q 0 R C B K R R A 0 I 
~ RKWUBYYCIWDGSJCTGPGRMIQMPS 
U GCTBMFGJXEDGCOPTGPWQQVQIWX 
~ TTTCOJVAAABWMXIHOWHDEQUAII 
~ FKFWHPJABZITWZKFEXSRUYQIOV 
~ RERDJVDKBIRQWEDGEBYBMLABJV 
~ TGFFGXYIVGBJYEKFBEPBJOUABC 
~ UGZLXIAJKWDVTYBFRUCCCUZZIB 
~ NDPRJFMBHQLXHMHQYYYMWQVCLI 
~ PTWTJYQBYRLITUOUSRCDCVWDGI 
~ GGUBBJVVPWABUJKNFPFYWVQZQF 
~ LBTWJPDRXZOWUSSGAMHBCWHSWW 
~ LRYQQUSZVDBXABVBKBFUCVVSSS 
~ PLQUPCVVVWDGSJOGTCHDEVQSIJ 
~ PHQJAWFRIZDWXXBCXYCTMGUSES 
~ BDSBBKRLVWRVZEEPPPATOIABEE 
~ EEJNRCZBTBLXPJJKAPPMJEGIKR 
~ TGPFHPVVVYKJEFBQSXJQDYVZGR 
33 R B Z Q L Y X K X A Z 0 W R R X Y K Y G M G Z B Y B 
34 V B Q B R V F E F Q L L W Z E Y L J E R 0 Q S 0 Q K 
35 0 M W I 0 G M B K F F L X D X T L W I L P Q S E D Y 
~ IOEMOIBJMLBBSYICXJZJMLCZBMS 
~ DJWQXTJVLFIRNRXRYBDBJUFIRJ 
~ ICTUUUSKKWDVMFWTTJKCKCGCVS 
39 A G Q B C J M E B Y 1' V S S J X S D C B D Y F P P V 
~ FDWZMTBPVTTCGBVTZKBQDDRMBZ 
41 0 0 
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.al.• A frequency distribution square is then compiled, each column 
of the text forming a se~ate distribution in columnar form 1n the 
square. The latter is •hown in Pig. 75. 

A 

B 

c 
D 

E 

F 

G 

H 

I 

J 

K 

L 

II 

N 

0 

p 

Q 

R 

s 
T 

u 
v 
w 
x 
y 

z 

1 'Z 3 4 5 e 7 8 9 10 11 12 13 14 16 16 17 18 '9 20 2' 22 23 24. 25 28 N 

-1 I 1- 1-1§1-1~1-1 1-1 I I 1~1 1==1 I I 1~1~1-1 25 

I I 1~1~ 1~1~1- -1 1-1 1-1==1 1-1~1-1~1 I 1-1§1 I 43 

==1~ ==1-1~1-1-1- ~I 1-1~1 1§1~1 -1-1~1~1~1§1 1==1 ,- 46 

-1;; %§1 I 1==1 I 1~1§1 I 1-1-1 1==1 1-1~1~1-1 1-1-1 ::::: 
34 

~1~1==1-1 I I 1§1 l~I I 1-1§1==1 1~1==1-1 1~1-1 1-1~1- SS 

==1 1§1==1 1~1~1-1-1~1-1 I 1~1~1~1~1 l~I I I 1~1-1-1- It 

~1~ 1-1-1-1 I 1-1-1§1~1 1-1~1~1 r1-1 l;::l~I 1.:1~ 311 

1~ I l~I I I 1~1 I I 1-1 1~1~1 r1~1 I l~l~I 1==1- 38 

~1 I 1==1~1~1 1~1~1-1~1-1 1-1~1 I f 1-1 I 1~1~1~1§1== 15 

1-1§1~1~1~1~1~1-1 I 1~1 1§1==1 1-1~1~1 1§1 I I l~I~ llO 

1~1 I I 1==1 1~1~1 1§1 I I 1~1=-=1=-=1~1~1-1~1~1 I 1==1- 3; 

==1==1 1-1-1 I 1-1==1~1~1§1-1 I I 1==1-1 1-1-1-1 1~1-1- 33 

~1- 1-1~1-1~1 1-1~1 I 1~1-1 I I l'I 1§1~1 I 1~1-1 37 

~1 ==1~1 I I I I 1-1~1-1~1==1 1~1 I I 1-1 I 1-1-1 1~ 14 

==1;::1-1 1~1-1 I I I 1==1~1-1~1§1 1==1 I 1-1~1-1 1==1==1 3~ 

§I I I r=1~1 1-1-1 I 1-1-1 1-1-1-1~1~,-1~1 I I l;::I 13 

I 1~1~1-1 1-1-1-1~1 1==1==1 I 1~1 I 1==1~1-1~1~1 1~1 15 

~1~ -1- ~I 1-1§1-1-1~1-1 1~1-1 1~1~1 1~1§1-1~1 1-1== 16 

-1 1==1 I l~I I 1-1 I 1~1~1 I 12:1 1-1 I I 1~1~1-1~ 89 

§1==1~1-1 l~I I 1==1-1-1-1~1 I 1~1~1 I 1~1 I 1'1-1 1- 3, 

~I 1~1~1==1~1==1 1==1 I 1-1==1-1 1-1 1-1 1~1-1~1~1-1 I 33 -, ~I I 1==1~1§1:1 I l~I I 1~1-1-1-1-1-1 1~1§1 1~1§ 53 

-1-1~1~1 1-1 I 1~1~1-1~1~1 1-1 I 1~1;::1 1~1-1~1 1~1~ 62 

1§1 1-1~1==1-1 1~1 I 1~1==1~1==1~1-1~1 I 1-1 I I 1-1~ 3• 

1-1-1 I 1~1~1 -1§1 I 1§1==1 1-l§l~l§li::I 1~1-1 1==1~ •• 
I 1~1-1 I 1-1- 1~1-1 1==1==1 I 1==1==1 I 1-1 1~1~1 1~ :rl 

1 2 a ' 11 a 1 a e 10 11 12 1a 1• 11 10 17 18 111 zo 21 = 23 ~ 21 28 1 oa 

Figure 75. 
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k. 'lbe -X.. teat vill nov be appl.ied to the horizontal rows of tallies 
in the distribution square, in accordance With the theory aet forth in 
aubpar. 691,· Since this teat is purely statistical in character and becoma 
increasingly reliable as the size of the distributions increases, it is beat 
to start by working with the two distributions having the greatest total 
numbers of tallies. These are the V and W distributions, Vi th 53 and 52 
occurrences, respectively. The results of' three of the 25 possible relative 
displacements of these two distributions are shown below, labeled "P'irst 
test," "Second test," and "!l'hird. teat." For convenience in estimati~ the 
matching propensities, the 'X. value is expressed in terms of the f;I.C. 

Iv{ ~ 0 2 0 0 2 6 
2 3 4 5 6 7 

I {24 25 26 1 2 3 4 
If' 0 4 2 1 1 5 3 

fvfw 0 0 4 0 0 10 18 

'7(.0 = 103 

First test 

4 8 0 0 7 0 0 2 1 1 1 1 1 0 6 4 0 2 4 
8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 

5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 
0 1 0 0 2 8 l 7 6 0 1 0 0 2 3 0 2 1 2 

0 8 0 0 14 0 0 14 6 0 1 0 0 0 18 0 0 2 8 

-x. = 53 52 = 106 
r 26 

f; I C = l03 = 0 9'1 
106 

Second test 

Nv=53 

Nw=52 

Zfv/w=l03 

{ 
1 0 2 O 0 2 6 4 8 O 0 7 0 0 2 1 1 1 1 1 0 6 4 0 2 4 Nv=53 

Iv 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 

I {18 19 20 21 22 23 24 25 26 1 2 3 4 5 6 s s 9 20 11 12 13 14 15 16 17 
" 2 3 0 2 1 2 0 4 2 1 1 5 3 0 1 0 0 2 8 1 7 6 0 1 0 0 Nw=52 

lv/w 2 0 0 0 0 4 0 16 16 0 0 35 0 0 2 0 0 2 8 1 0 36 0 0 0 0 %/vlrr=122 

"Xo = 122 

Iv{ ~ 0 2 0 0 2 6 
2 3 4 5 6 7 

"Xr = ~ 52 = 106 
26 

Tlnrd test 

4 8 0 0 7 0 0 2 1 

f; I C = 122 = 1 15 
106 

l 1 1 1 0 6 4 0 2 4 
8 0 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 

,.,,{: 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 1 2 3 
0 1 0 0 2 8 

lvfw 3 0 2 0 0 4 48 

X 0 =190 

2 See subpar 3'1~ on p 98 

1 7 6 0 1 0 

4 56 0 0 7 0 

'Xr = 53 52 = 106 
26 
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0 2 3 

0 4 3 

0 2 1 2 0 4 

0 2 1 2 0 24 

~IC = 190 = 1 '19 
106 

2 l 1 5 

8 0 2 20 

Nv-=53 

Nw=52 

Zfvfw=190 
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1. Since the laat ot the three foregoing teats gives a value some
what better than the expected fsI.C. of l.73, it loolta aa though the cor
rect position of' the W distribution with reference to the V distribution 
baa been found. In practice, several more teats would be mde to insure 
that other close approximtiona to 1.73 are not f'oUDd, but these will 
here be omitted. The teat indicates that the prillary cipher component 

1 2 3 4 
has the letters V and W in these poai tiona: V • • W, since the correct 
superimposition requires that the 4th cell of' the W distribution lllUSt be 
placed under the lat cell of' the V distribution (see the last superimposi
tion above) • 

m. The next beat distribution with which to proceed is the F distri
bution, with 51 occurrences. Therefore, the F sequence ia matched against 
the W and V sequences separately, and then against both W and V sequences 
at their correct superimposition; this procedure serves aa a check on the 
correct mtching of' the W and V sequences. The f'olloving shove the correct 
relative positions of' the three distributions: 

{
I 0 2 0 0 2 6 4 8 0 0 7 0 0 2 I 1 1 1 1 0 6 4 0 2 4 Nv=53 

Iv 1 2 a 4 5 6 7 8 9 10 11 12 13 14 15 16 11 18 19 20 21 22 2a 24 25 26 

J {8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 1 2 3 4 5 6 7 
" 1 1 2 1 0 0 6 3 9 3 0 2 0 0 0 2 1 1 I 2 0 4 2 O 3 7 Nr=51 

Iv/,. 1 0 4 0 0 0 36 12 72 0 0 14 0 0 0 2 1 I 1 2 0 24 8 0 6 28 %fv/r=212 

{l 1 5 3 
/w 1 2 3 4 

{5 6 7 8 
fr 0 3 7 1 

,,,,,. 0 3 35 3 

0 

Xo = 212 xr = 53 51 = 104 
26 

1 0 0 2 8 1 7 6 0 1 0 

f;I C 

0 2 3 

- 212 = 2 04 
104 

0 2 1 2 0 4 2 
5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 

9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 1 2 3 4 
1 2 1 0 0 6 3 9 3 0 2 0 0 0 2 1 1 1 2 0 4 2 

0 2 0 0 0 48 3 63 18 0 2 0 0 0 6 0 2 1 4 0 16 4 

-Xo = 210 "'X.r = 52 51 = 102 1§1 c = 210 = 2 06 
26 102 

Nw=52 

N,=51 

Z/w/r=210 

{
4 0 3 0 0 4 14 5 15 6 0 8 0 0 4 4 1 3 2 3 0 10 6 1 3 9 Nv+w= 105 

J(v+w) 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 

J {
8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 1 2 3 4 5 6 7 

' 1 1 2 1 0 0 6 3 9 3 0 2 0 0 0 2 1 1 1 2 0 4 2 0 3 7 Nr=51 

/(v+w)/r4 0 6 0 0 0 84 15 35 18 0 16 0 0 0 8 1 3 2 6 0 40 12 0 9 63 %/1v+w1/p'-=422 

'X.0 = 422 X.r = !0
; 6 

51
- = 206 fs IC = :~: = 2 05 

1 2 3 4 5 6 '1 8 
The teat yields the sequence V • • W • • • F • 
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n. The process is continued in the foregoing •nner until the entire 
pr~ cipher cc:mq>0nent baa been reconstructed. It ia obvious that aa the 
vork progresses the cryptanal.yat ia forced to employ smaller and smaller 
distributions, so that statistically the results are apt to become leas and 
leas certain. But to counterbal.ance this, there is tbe fact that the number 
ot possible superimpositions becomes progressively smaller as the work pro
gresses. For example, at the commencement of operationa the number of pos
sible points for superimposing a second sequence against tbe first is 25; 
after the relative positions of 5 distributions bave been ascertained and a 
bth distribution is to be placed in the primary sequence being reconstructed, 
there are 20 possible :positions; after the relative positions of 20 distribu
tions have been ascertained, there are only 5 possible positions for the 21st 
distribut.ion, and so on. 

o. In the foregoing case the completely reconstructed prim.ry cipher 
com:poU'ent is as follows: 

l 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 
VALWBOXFBPYRCQZIGSEBTDJUMK 

Since it was stated that the problem involves identical priJllary COllJ>Onenta, 
both components are nov at band.3 

E.• Of course, it is probable that in practical work the proceBB of 
matching distributions would be interrupted soon after the positiona of' only 
a fev letters in the primry component had been ascertained. J'or by trying 
partially reconstructed sequences ou the cipher text, the skeletons of some 
words would begin to show. By filling in these skeletons with the words 
suggested by them, the process of reconstructing the camponents is much f'a
cili tated and hastened. 

!l• The components having been reconstructed, only a 11CX1ent or two is 
necessary to ascertain their initial position in enciphering the message. 
It is only necessary to Juxtapose the two components so as to give "good" 
values for any- one of the vertical distributions of' Fig. 75. This then gives 
the Juxtaposition of' the components for that co1umn, and the rest follova 
very easily, for the pl.ain text -.y now be obtained by direct use of the cODL
ponenta. The deciphermnt of the beginning ot the cipher text is as f'ollova: 

1 WGJJMMMJXEDGCOCFTRPBMIIIKZ 
WITHTBEIMPROVEMEBTSIBTHEAI 

2 RYBBBUFRWWWWYOIBFJKOKHTTAZ 
RPLABEABDTBEMEARSOFCOMMUBI 

3 C L J E PP ••••• 
CAT I 0 B ••••• 

3 If we did not know in advance that identical primary components were involved dus fact could have been 

deduced from a study of the frequency distributions m Fig 75 Note that the distribution for col I may be 
fitted to the normal, this shows that we have identical components running m the same direcuon and that the 
setnng for col l is A p = A c 

eetJJmll""I AI. 202 
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r. The student should clearly understand the real nature of' the 
•tching process eapl.079d to such good advantage in this problea. In 
practically all the previous cases frequency distributions were made of 
cipher letters occurring in a cryptogram, and the tallies in thoee dis
tributions represented the actual occurrences of cipher letters. Fur
therllOl"e, when these distributions were compared or •tched, what were 
being ccmpared were actually cipher alphabets. That is, the text vas 
arranged in a certain way, so that letters belonging to the same column 
and the frequency distribution for a specific cipher alphabet vaa made 
by tabulating the letters in that column. 'lben if any distributions 
were to be compared, usually the entire distribution applicable to one 
cipher alphabet vaa compared with the entire distribution applying to 
another cipher alphabet. But in the problem just completed, what were 
compared in reality were not frequency distributions applying to the 
colums of' the cipher text as transcribed in subpar. 6~, but graphic 
repreeentations of the variations in the frequencies of-P1aintext letters 
falling in identical sequences, the identities of these PJ0&1ntext letters 
being UDknovn for the :mment. Only after the reconstruction has been 
completed do their identities become known, when the plain text of' the 
cryptogram is established. 

70. Solution by the FOb&ble word method.-·!· The foregoing •thod 
of' solution is, of course, almost entirely statistical in nature. There 
is, however, another •thod of attack which should be brought to notice 
because in aom cases the statistical method, involving the study of rela
tively large distributions, may not be feasible for lack of sufficient 
text. Yet in these cases there my be sufficient data in the respective 
alphabets to permit of some assumptions of values of' cipher letters, or 
there •Y be good grounds f'or applying the probable word method. The 
present paragraph will therefore deal With a method of solving progressive 
alphabet cipher systems which is based upon the application of the princi
ples of indirect symmetry to certain phenamena arising from the mechanics 
of' the progressive alphabet encipherment method itself. 

b. Take the two sequences be1ov and encipher the phrase FIRST BAT
TALioi by the progressive alphabet method, sliding the cipher component to 
the left one interval after each encipherment. 

Components 
Plain. • • • • B Y D R A U L I C B E I' G J K M R 0 P Q S T V W X Z 
Cipher.. • • I' B P Y R C Q Z I G S E B T D J U M K V A L W B 0 X 

Message 

1 2 3 4 5 6 7 8 9 10 11 12 13 14 
Plain ••••• I' I BS TB ATTAL I 0 B 
Cipher •••• EI C 11 X D SPY T t1 KY Y 
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c. Certain letter• are repeated in both plain text ancl cipher tezt. 
Couiier the tormar. There are tvo I's, three T's, and two A's. Their 
encipherment• are isolated belCJll, tor convenience in Btudy. 

FIRSTBATTALIOI 
I 2 3 4 5 6 7 8 9 10 11 12 13 14 

Plain ••••• • I • • • • • • • • • I • • (1) 
Cipher •••• • I • • • • • • • • • IC • • (2) 
Plain ••••• • • • • T • • TT. • • • • (3) 
Cipher •••• • . • • x • • p y • • • • • (4) 
Plain ••••• • • • • • • A • • A • • • • (5) 
Cipher •••• • • • • • • s . . T • • • • (6) 

The two I'• in line (1) are 10 letters apart; reterence to the cipher com
ponent will show that tbe interval between tbe cipher equivalent of the first 
Ip (which happens to be Ic) and the second Ip (which is Kc) is 10. Couider
ation ot the mechanics ot the enciphering system BOOD shove vhy this is so: 
since the cipher cOJl.P()nent is displaced one step with each enciphermant, tvo 
identical letters n intervals apart in the plain text must yield cipher 
equivalents which &re n intervals apart in the cipher cOJ1110D9nt. Examination 
ot the data in lines (3) and (4), (5) and (6) Will contirm this tinding. Con
sequently, it would appear that in such a system. the successi"ul application 
of the probable word method ot' attack, coupled With 1Ddirect symmetry, can 
quickly lead to the reconstruction of the cipher component. 

d. Now conaider the repeated cipher letters in the example under sub
par. i. There happens to be only two cases ot repetition, both involving 
Y's. -Thus: 

1 2 3 4 5 6 7 8 9 10 11 12 13 14 
• • • • • • • • T • • • 0 N 
• • • • • • • • y • • • y y 

Reference to the p1a1n component Will show that the p1aintext letters repre
sented by the three Y's appear in the order N O ••• T, that is, reversed 
With respect to their order in the plain text. But the intervals between 
these letters is correct. Again a consideration of the mechanics of the 
enciphering system shows why this is so: since the cipher component is dis
placed one step With each encipherment, tvo identical letters n intervals 
apart in the cipher text must represent plaintext letters which are n inter
vals apart in the plain component. In the present aaae the direction in 
which these letters run 1n the plain component is opposite to that in which 
the cipher component is disp1aced. That is, it the cipher component is dis
placed toward the left, the values obtained from a study of repeated plain
text letters give letters which coincide in sequence (interval and direction) 
with the same letters in the cipher component; the values obtained trom a 
study of repeated ciphertext letters give letters the order of which must be 
reversed in order to make these letters coincide in sequence (interval and 
direction) with the same letters in the plain ccmq>onent. It the cipher 
component is disp1aced toward the right, this relationship is merely re
versed: the values obtained f'rCllll a study of the repeated plaintext letters 
must be reversed in their order when placing them in the cipher component; 
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thoae yielded b7 a stu~ ot the repeated ciphertext letters are inserted 
in the plain ccm:ponent in their original order. 

e. Ot course, if' the primary components are identical sequences the 
data trcm the two sources referred to in aubpa.ra. c and d need not be kept 
separate but can be combined and made to yield the -pr~y component very 
quickly. 

t. With the foregoing principl.es as background, and given the first 
tev sroupa of an intercepted message, vhich is asa'Wlled to begin vi th COM
MANDIBG GDERAL FmST ARNI (probable word method ot attack), the data 
yielded by this aaaumed plain text are shown in Fig. 76. 

IKMKI LIDOL WLPBM VWPXW DUFFT FNIIG 
X GA M X CAD UV AZ VIS Y NUB L ••••• 

1 2 a ' & s 7 a 9 ro u n a w ~ w u ~ ro m n ~ ~ ~ ~ ~ 
Assumed plain text C 0 MM A l!l DI I G GE If ER ALF IRS TAR MY 
Cipher............ I KM KIL ID 0 L W LP BM V WP X W DUFF T F 
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ABCDEFGHIJKLMBOPQRSTUVWXYZ 
I 

K 
M 
K 

I 
L 

I 
D 

0 
L 
w 

L 
p 

N 
M 

v 
w 

p 
x 

w 
D 

u 
F 

F 
'l' 

F 

Figure 76. 

Analysis of the data afforded by Fig. 76, in conjunction with the principles 
of' indirect symmetry, yields the following partial com.ponents: 

1 2 a ' a e 7 a 9 ro u u ~ u ~ re n ~ ~ ~ ~ ~ ~ ~ ~ ~ 
Plain ••••••• A. LI C • EFG •• MB 0 •• S •••••• YD R 
Ci b {• • MK V • L W N 0 • F • P ••••• I •••• 'l' • 

Per..... D • • • • • • • • • • X 

Setting the two partial components into juxtaposition so that Cp • Ic (first 
encipherment) the tjth value, Ip =De, gives the position of D in the cipher 
component and permits the addition of' X to it, these being two letters which 
until nov could not be placed into position in the cipher component. With 
these two partial sequences it becomes possible now to decipher many other 
letters in the message, gaps being filled in trom the context. For example, 
the first f'ew letters after ARM! decipher as f'oJ.lOVB: 

1 2 3 4 5 6 7 8 9 10 11 12 
Cipher •••• I I I G X GA M X CAD 
Plain..... • IL •••• E 0 •• R 

The word after ARMY is probably WILL. Thia leads to the insertion of' the 
letter W 1n the plain component and G in the cipher component. In a short 
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ti.Die both components can be caapl.etaly established. 

i.• In passing, it •y be veil to note that in the illustratiYe •s
sage in subpar. o9b the very :f'requent occurrence ot trip1ed letters (MMM, 
WWW, FIT, etc.) indicates the presence of a f'requently used short vord, 
a :f'requently used ending, or the like, the letters of which are sequent 
in the plain component. AD astute cryptanalyst who has noted the tre
quency of occurrence of such triplets could assume the value THE tor them, 
go through the entire text replacing all triplets by THE, and then, by 
appl.ying the principles of indirect symmetr,y, build up the plain component 
in a short time. With that much as a start, solution of the entire mes
sage would be considerably simplified. 

71. Solution by means of isomorph&.--!,• One of the most povertul 
attackS in CZ'l'Ptanalytics involves the exploitation of isomorph&; 1.e., 
ciphertext sequences which eXhibit an idiomorphisa identical with that of' 
another ciphertext sequence; this method finds applicability in many va
rieties of -.nual cipher systems, and it also takes on a veey important 
aspect in the solution of many -.chine cipher systems. In progressive 
alphabet ciphers, the presence of isomorphs, if they are of fair length 
and proper composition, might enable the cryptaoalyst to derive the com
plete primary cipher ccmponent directly and thus reach a quic)t and easy 
solution of a problem; in any case, isanorphs will enable the partial re
construction of' the cipher component, facilitating further analysis and 
solution. 

b. Isomorphic sequences in the cipher text of progressiye alphabet 
syst.U -.y be brought about by identical plaintext beginn1ngs4 of a pair 
of ••sages, by identical endings 5, by a stagger situation, or by a latent 
repetition occurring within a message or between a pair of' messages. Iso
morphism my be discovered by examining all pronounced idiomorphic patterns 
in the cipher text and campa.ring patterns so disclosed for exact corres
pondences of repeated letters, i.e., isomorph&. For in.stance, the two iso
morphic cipherte:xt sequences below may be isolated by searching for all the 

(l) ••••• CV CB AU HY B HIT BL C ••••• 
(2) ••••• EXE PL ID RD DBW PC E ••••• 

AA patterns 6 in the cipher texts under examiution, and inspecting the let
ters which precede and tollov these AA patterns tor fUrther evidences ot 

4 These begmmngs need not necessanly be stereotyped beginnings The compos1uon of the plarn text is 
unimportant, the only requmte factor u that the begmmngs consist of idenncal plam text 

5 Tins s1tuat1on is, of course oft.en brought abolt by identical signatures at the ends of messages 
6 

In searching for isomorphs, it might be also necessary to examine all A -A patterns and then A - -A 
patterns if the AA patterns do not bear fruit 
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apparent isomorphism. Obviously, not all sequences surrounding AA patterns 
will be causal isomorphs; this is especially true in the case of short iso
morphic sequences, Just as short repetitions in cipher text •Y occur by 
cha.Dee and not be due to causal factors. But if an isomorph can be extended 
sufficiently (i.e., if :f'urther isomorphic patterns about the basic AA pat
terns are noticed), then the isomrphs may be considered valid, and the 
delineation ot the isomorph& to the left and right, insofar as discernible, 
may be established. 

c. As an example of a solution by means of 1scmorpba, let us consider 
the tOil.oring beginnings of' three messages: 

Message "A" 
V 11 II P B SMXWI PUC WR STGUC RMLJJ 'l'UQRI 
HSFVO J R R TD ••••• 

Message ''B" 

RWWZI YVUAK ZGMAI YDQGM EVJSS DGWGZ 
STTDB GT 0 C 11 ••••• 

Message "C" 
UZZYB RXILB YKOLG BATKO BZBTA G F P K J' 
BBAXC VY EE P ••••• 

It is noted that Messages "A" and "B" are isomorphic troll their beginnings 
to their 27th letters, and that Message "c" is isomorphic with the other 
two from its beginning to the 20th letter.7 The isomorphic portions are 
now auperimpoaed, as is shown in the diagram below: 

"A": VDPBSMXWIPUCWBSTGUCRMLJJ'ID 
"B": RWWZIYVUAKZGMAB1DQGJSSDG 
"C": UZZlBRXILIYKOLGRi!CO 

Cbains f'roa the f'oregoing diagram are derived, as f'ollows: 

"A"-"B" 

CKVRI 
IWA 
PZ 
BIK 
LJS? 
XUGQ 
TD 

"A"-"C" 

VUJC 
MXDZ 
Pr 
SRGTA 
WL 
co 

"B"-"C" 

WZ?BUIB 
vx 
DAL 
BGICI 
II) 

QT 

Using the principles of indirect symetry, an equivalent primry cipher 
ccm.ponent is recovered as fol.lows: CltVRBOXUGQllIKAFPZLJSY. Decimation 

7 The isomorplusm manifested actually begins with the second letters of the messages, 1t cannot be 

proved at tlus pomt that lt includes the first letters, but the absence of conttadictory evidence in isomorpbs 
of tins lengtll plus the fact that the isomorphs are at tile beginning of the messages, makes this a safe 
assumpuon 
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of' this sequence at an interval of -11 brings out the original keyword
Jllixed sequence, baaed on BIDRAULIC. 

!• With the cipher component nov at band, the text of' aD7 one of' the 
•&sages 'EY nav be reduced to monoalphabetic terms, it ve can aaaum tlle 
correct motion of' the cipher compe>nent; 8 in other words, a known motion 
Ekes conversion to monoalphabetic terms possible. Taking the fragment of 
Meaaage "A" as an example, and aaauming that the cipher component is slid 
to the right after each encipherment, ve have the following conversion (in 
terms of an arbitrary A-Z sequence for the plain c~nt) and its accoa
panytng un111teral trequenc7 distribution: 

C: V If I P H S M X W I P U C W R S T G U C R ML J J T 
P: W R 8 V E Z V F F Q C Q U K R J L D X B X K C K L U 

C: U Q R E B S F V 0 J R R T D ••••• 
P: F U F B E Z R D Z W :R 0 H P 

----== : _ _ _ _ : _ _ _ _ I.C. = 0.90 --- ------ ---- -ABCDEFGBIJKLMBOPQRSTUVWXYZ 

This is certainly not satisfactory. Assuming that the cipher component is 
slid to the ~' ve have the following: 

C: V B 1f P B S M X W I P U C W R S T G U C R II L J J T 
P: W P 0 P W P J R P Y I U W K P F F V 11 P J U K Q P W 

C: U Q R E B S 11' V 0 J R R T D ••••• 
P: F S B H W P F P J E T S J P 

• _ & __ ii= __ - __ = _ • _ - I.e. = 2.33 
ABCDEFGBIJELMBOPQRSTUVWXYZ 

Obviousll' this is the correct case. After solution of the monoal.phabet, 
which is facilitated in this case by tbe idiomorphic patterDB now revealed, 
it is found that the recovered plain component is the same as the cipher 
component, except tbat it runs in the reverse direction. 

e. It shoul.d be clear vby 1aologoua sequences in progressive alphabet 
systeis, unlike isologous sequences in other t;r.pes of periodic ciphers, pro
duce isOllOl'phs which lll&Y' be chained without regard to the particular alpha
bets involved, and also why the conversion proceaa is not affected by the 
identity of' the particular alphabets. In the usual type of repeatins-key 
cipher, the selection of' the alphabets used is determined b;r a key vord 

8 ThlS very important consideration forms the baSlS of solution of cryptograms produced by many types of 
cipher devices and cipher machines Thu principle will be elaborated upon m much greater detail m 
Mihtan Cryptanalytics, Part III 
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which is used for this purpose; the letters of the ke7 bear no constant 
displ.acement-relationahip to each other. However, in the case of a pro
greaaive alphabet cipher the successive elemnts of' the key, 26 in number, 
are a constant interval. apart tram each other aa measured on the cipher 
CQJll)ODent; this accounts tor the tact that, it one encipherment of' a 
plaintext passage produce& an idiomorphic ciphertext sequence, the remaining 
25 other possible eucipherments Y11l also produce idiomarphic cipher texts 
which will all be isomorphic to one another. 

72. Solution by superimposition.--!_. The discussion in this chapter 
thus tar baa, except tor special sOiutions, been 11111ted to cases wherein 
there is availabl.e a long •saage in a progressive alphabet SJStea. Suppose 
that in the traffic there are no l.ong messages, what thenT If a number ot 
short messages are availabl.e, then there should be a way to superimpoae the 
messages properly, that is, put thea in depth, even it no tvo •••ages begin 
ri.th the aame initial. key letter, i.e., start at the same point in t'be 07 
sequence. 

b. There are three principal. means tor superim,posing •aaages in pro
greaaive al.phabet systems.9 These are: (l.) superimposition by •ana of 
kDovD indicatora10 ; (2) superimpoaition by ciphertext repetitions; and (3) 
superimposition b;y a comparison of columnar 'f'requenc;r distributions. The 
first of these methods is rather obvious: it goes without saying that it 

.. 

the ene~vere still using a compromised or recovered indicator system, then A 
of course all. messages could be put in depth without &DY' analysis whatsoever. w 
The second method, tbat of superimposition b;y repetitions, is also quite 
obvious: since l.ong repetitions (i.e., long for a given sample aize) have 
a high probability of being causal, "Chen the alignment ot messages to make 
the polygraphic repetitions fall into identical columns of tbe width of the 
period will result in the correct superimposition of the messages. The third 
•thod, that of comparison of the columnar trequenc;r distributions, will be 
discussed in detail below. 

c. Let us consider a long message in a progressive alphabet cipher, 
such u that given in subpar. 691, and let us also consider its columnar tre
queney distributions given in Fig. 75. If ve bad at hand another long mes
sage, which however began at a Point in the keying sequence 5 places to the 
right of' the f'irst Mssage, it is clear that col. 1 of the second message 
would not resemble col. 1 of the first mesaage. Nevertheless, col. l of the 
second message would bear a close resemblance to col. 6 of tbe first, and 
col. 2 of the second •ssage would be very- s1m1a;r to col. 7 of the first, 
and so on. If our two msaagea bad about 4o tall.tea per distribution (as 
in the example), there vould be little trouble in finding the correct 

9 These means to be described are also apphcable for the superimpo51t1on of messages m other types 
of repeating-key systems 

10 Indicators play an important role m cryptography An mchcator is a symbol (conmnng of a letter, 

a group of letters, a figure, or a group of figures) which md1cates the spec1f1c key used under the general 

cryptosystem or it may md1cate winch one of a number of general systems bas been used or it may md1-
cate both. 
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•tching of the col'UlllD8, since this could be done easily 07 ocular in
spection. It however we bad at haDcl a pair of short ••sages (say between 
100 and 200 letters each) , then •re ocular ins;;Ction would be ot no 
avail, and recourse must be had to statistical metboda to find the proper 
superimposition. 

d. Let us assume that we have tor stu~ a set of abort •aaagea 
intercepted on a particular da7 on a naval circuit known to be paasing 
traffic in progressive alphabet syatems. It is further knavn that the 
prtmry cmponents are changed daily; therefore the traffic of one da7 
is expected to be bcmogeneoua with respect to the primary caaponenta in
volved. Two of the longest •&sages are given below, of lengths 190 and 
170 letters, respectively: 

Meaaage "A" 
BFDCS W'fQOO YCPD' IWLGP ULRIU RD'DQ BCXPS SlUPG BXUVL CUDAV 
W.ADIC ZBKXS BIPJll BllKI J'BLWT RDAAH IQSSJ VSODY EFFBI UGXLB 
IAIBH RlOIBK VSUAS CMl'Dl LAJ'BL OICDC KBZVH JSAGT ZDBX 'YERGJ' 
ZIAUJ ZSJl".r WSOQr GQOKZ WBBIC BIYCD VUUD MICZKT 

Mesaage "B" 
ItVCRV l'UBOX SD'GV ZW'l'QO OBAQP ZKBJW SPLD' WDKJW WIBLT PBOlD 
PLGRC UAIVR RSLAH OPtlYL WTRS QDTA DBQSA IURYA DZB:ZS BXXAE 
OPlU'J' tJICD[., IVSUA YGBDI BSVllP SCllLI GEGID BZBMA YPBZR CZ'l'GG 
ID.AKP lOIKOB SBLPB AY.ABX 

!• Since the period of the messages is 20, the mesaagea are written 
out on this width. What ve will DOV do is align the masagea in tluah depth 
and perform a -X. teat ot the correaponcU.ng colUllDS, arriv1ng at a value ot X 
(or a Ii I.e.) for that particular aligmaent. 11 After this teat is cmpl.eted, 
we 'Will slide Message "B" over one poaitionvith respect to Maaaage "A", and 
perfora the test again; and so on for the 2E> poaaible alipmnta. In order 
to facilitate the ccmpariaon of the texts, we vUl write out Jlesaage "B" in 
4oub1ed length, aa is ahoVn in :rig. 77 below (for the first comparison); 
the Xo values are derived :tor each co1umn and are incl1cated under tbe re
spective co1UJ11DS. 

11 Tlus procedure is somewhat akin to that demonstrated in subpar 18~ 10 connection with the use of 
the • test to detennme the number of alphabets of a relatively short cryptogram of a lengthy period See 
also footnote 11 on p 39 
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I 2 3 4 5 6 7 8 9 10 ll 12 13 14 15 16 17 18 19 20 212223 2425 26 
HFDCSWTQOOYCPXFBWLGPULRIUR 
HFDQHCXPSSBIPGBXUVLCUDAVWA 
YBKZBKXSBIPDMBIKKIFBLWTRDA 
ABYQSSJVSODYEFFBIUGXLBIAYR 
BRIMBMVSUASCKFKMLAFBLOICZK 
KEZVBJSAGTZBIBXVBRGlZIAUJZ 
SJFTWSOQPGQOKZWBRICIIYCDVU 
YXDMKZKT 

QPZKBJWZPLEIWDKJWWNBLTPIOYDPL 
DPLGRCUAYVRRSLABOPWYLWWTRSQIF 
QIFFADBQSAIURYADZBZSBXXABOPBF 
PIFFUKIELIVSUAYGEDIBSVMPSQKLI 
MLIGEGIDBZBMAYPBZRCZTGGBDAKPB 
KPIMKGBSBLPBAYABX 

2 2 4 0 2 2 1 2 4 3 5 2 0 4 1 0 1 2 3 2 0 2 4 1 0 1 ~."X. = 50 

Figure 77. 

t. In the taregoing comparison, ve note that the observed value of "X. 
tor all. the columns ia 50. We will now cm:pute the expected values of -X.a 
and Xr With which to compare the 'X.0 • Since in Fig. TI we bave 8 coJ.\111118 
of 8x7 letters, 6 columna of 7X7 letters, and 12 colwma of 7x6 letters, the 
total number of ccm:pariaons ia 8(8•7)+6(7•7)+12(7•6) = 1246. 'l'hua -x.. • 
.0667(1240) = 83.11, and "Xr = 1~46 = 47.92. The f;x.c. = __5Q__ = i.olf., ao 

GU 1if:92 
instead of' arching hia eyebrows the ceyptanal.yat will •rely shrug hie 
shoulders and go on to the next teat. 

212 



... 

u 

• 

c 

REF ID:A64563 

I.• For the aeconcl teat, ve ri.11 JIO'le Meaaage "B" one caluai to the 
right ao tbat the first letter ot' Massage "B" is under the second letter 
o'f Mesaage "A", aa shown belov, and the X values are determined u before • 

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 212223 2425 26 
BFDCSWTQOOICPXFBWLGPULRIU~ 
BFDQBCXPSSBIPGBXUVLCUDAVWA 
IIKZBKXSBIPDMBIKKIFBLWTRDA 
ABYQSSJVSODIEFFBIUGXLBIAYR 
BRRMBMVSUASCMFKMLAFBLOICZK 
KEZVBJSAGTZBEBXVERGFZIAUJZ 
SJFTWSOQFGQOKZWBRECEIYCDVU 
IXDMKZKT 

1 2 3 24 25 26 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 
, KVCRVFUBOXSIFGVZWTQOOBAQPZ 

KVC 11QPZKBJWZPLBBWDKJWWBHLTPEOYDPL 
KBJ DPLGRCUAIVRRSLABOPWILWWTRSQIF 
GRC QIFPADBQSAIURIADZIZSBXXAEOPBF 
FAD1' PBFFUKIILIVSUAYGIDIBSVMPSQMLI 
FUK1

; MLIGBGIDBZEMAYPBZRCZTGGBDAICPB 
GIG KPBMKGBSBLPHAYABX 
II IC G' I ....... ~~~~~~~~~~~~~~~~~~~~~---' 

o 4 1 2 1 3 l 2 1 3 l 4 3 3 2 1 2 o 2 1 o 1 1 2 1 o ~x = 42 
Figure 78. 

For this case, the number o-r campariaona 1a 7(8·7)i"l(8·6)+7(7.7)+ll(7.6) • 
1245, thua -Xa • .0667(1245) • 83.oi., and Xr = 12J5 - 47.88. Since ::t'.'.0 • 

lf-2, the ~I.e. in this case is 42 • o.88, vhicb •ana another shrug • 47.88 
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h. Subsequent teats still givefsI.C. •a in the close-vicinity ot 
1.00,-until the 15th test is made, as tollova: 

1 2 3 

KVC 
KBJ 
GRC 
FAD 
FUK 
GEG 
MKG 

10 11 

1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 
HFDCSWTQOOYePXFRWLGPULRIUR 
BFDQBCXPSSNIPGBXUVLCUDAVWA 
YIKZHKXSBIPDMBBKKIFBLWTRDA 
ABYQSSJVSODYEFFBIUGXLBIAYR 
BRIMKMVSUASCMFKMLAFBLOICZK 
KEZVHJSAGTZBEBXVERGFZIAUJZ 
SJFTWSOQFGQOKZWBRECEIYCDVU 
YXDMKZKT 

XSYFGVZWTQOOEAQPZKBJWZPLEBWDKJ 
WDKJWWIHLTPEOYDPLGRCUAYVRRSLAB 
SLAHOPWYLWWTRSQIFFADBQSAIURYAD 
RYADZEZSBXXAEOPIFFUKIELIVSUAYG 
UAYGEDIHSVMPSQMLIGEGIDBZEMAYPI 
AYPIZRCZTGGBDAKPRMKGBSBLPBAYAB 
AYABX 

86211433232240624001 023222 

Figure 79. 

At this alignment, the number o~ comparisons is 2(8·7)+6(8·&)+12(7·7)+6(7·6) • 
l2llo, thus X m • .0667 (1211o) • 82. 71, and Xr • ~llo • lt.7 .69. The observed 

X is './1, so the ,I.e. here is _n__ = 2.03, which should gladden the heart 
Ji7":69 

of the cryptanalyst. Thia is it. 

1. Just when the cryptanalyst is about to rel.ax and enjoy life, being 
on the verge of cryptanalJrtic fructitication, he observes With consternation 
that at the very next alignment of the massages, a pentagraph1c repetition 
would came in phase, a repetition which acamhov he bad previously overlooked: 
at the ~~h test, the pentagraph W'l'QOO would be lined up between the tvo 
messages. So with a dejected feeling he superimposes the messages anew, notes 
that 'Xm =.0&&7(1241) • 82.77, Xr = ~ = 47.73, and 'X0 • 65. This Ekes 

20 
the ~I.e. • ~ • 1.36, which in turn makes the cryptanalyst quite unhappy • 

.. 7.73 

12 The mathemancal expectation of this phenomenon is calculated as follows Message "A" u 190 letters 
long, and thus contams 186 pentagraphs, Message "B", of 170 letters, contams 166 pentagraphs The number 
of pentagraphic compansons is therefore 186x166, or 30, 876 Since there are 265 different pentagraphs, the 

probabillty of a pentagrapluc coincidence between these two messages is ~or 0026, mother words, 
26l> 

less than 3 chances in l, 000 
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rl.• Graspi~at straws, the cryptanalyst tries to save the situation 
with the + test. For the 15th superimposition, he obtains the following: 

4>o • 34o 
+r • 2(15•14)~18(1~13)+6(13•12) • ~~2 • 178 

fp • .0667(4632) • 309 

~I.e. • ii§ • 1.94 

Fine. low tor the Jbth superilq>osi ti on: 

+o • 298 

• • 3(15•14)+Jb(l4•13}+7(13•12) = 4o34 = 178 
r 2b 2f) 

~ •• 0667(4634) = 309 

c5 I.e. • ~~ • l.67 

What did not arch the eyebron, shrug the shoulders, or gladden the heart, 
now give• a sinking feeling in the pit of the stmach. 

k. Impaled on the horns of a dilema,14 the cryptanalyst is forced to 
try both hypotheses; at least there are onl)' tvo--it could have been worse. 
'l1be 15th superimposition is actually the correct alignment of the messages, 
so if he trusts the high 'SI.e., the cryptanalyst will be right the first 
tillle. The authors hasten to assure the reader that, in spite of dark aus
piciou to the contrary, the accidental pentagraphic repetition was not 
-.nipulated or forced, but really did happen accidentally. What thisex
perience teaches ua is that the '1.c. is more to be trusted than the 6I.e. 
in mtching distributions 15 , and that, evidently, in samples of this size 
the probability of a very highliI.C. being reached in an incorrect case is 

13 The procedure here is that demonstrated m subnar 18~ 
14 Of, however, a small order of magnitude 
15 In Statistical Methods m Cryptanalysis, par 22, Dr Kullback demonstrates the fact that the Xtest is 

preferable to the+ test insofar as matching dismbutions is concerned He also shows (p 49) that if two mono

alphabeuc distnbutions have been merged, the expected value of~ lS given by the formula~ = 0667(N-l) -
0564NJ. N2' where N =Ni +N2 If the two distributions are of ~qu.&_~ (i e , if N1 = N2), the expected ltLC. 

of two merged non-related monoalphabetlc dlStributions will usually be m the vicimty of 1 73-!_Q.Q_ = 1 37 
2 

Thus, when Message ' A' and Message "B' are incorrectly superunposed m flush depth as m sub par ~· the 
average liLC of the merged distributions if found to be 142, which is 1ust about what is expected 
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less than the probability of' an accidental pentagraphic repetition. In 
passing, it might be well to keep in mind the following excerpt f'rom 
Kull back: 16 

"It is not very often that statistical analysis alone will enable the cryptanalyst to arrive at the solu
tion of a cryptogram Statistical analysis will, however, enable the cryptanalyst to evaluate the des11a
bibty of purswng certain procedures and will indicate the most likely order in wluch to try varwus possible 
steps in solution " 

While we're at it, it might not hurt to keep in :mind the f'ollovi:ng quotation 
f'rom an unidentif'ied author: 

"There are three kinds of hes hes, damned hes, and statistics " 

1. It was stated in subpar. d tbat the two massages under discussion 
were 'from a set or short maasages;-the foregoing procedures would be con
tinued, adding more •aaages to the already established depth, until a suf
ficient number of meaaagea were put in depth to perai.t of' solution by means 
of' the X. teat as treated in par. 69. These first two messages :might by 
the•elves probably be unsolvable; tor the student who is interested in 
solving the•, it will be added that the signature T<llLIBSOI' is present in 
Me88age "B". 

73. Additional remarks.--!_. As has alre&ay been indicated 111 sub:pa.r. 
67a, the number of' different alphabets in progresaive alphabet ayste• is 
not necessarily confined to 26. It is poaaible to have 1' • 25, 27, 30, 32, 
3o, ••• 100; obviousl.y, where 11 is greater than 26, the cipher characters 
cannot be restricted merely to the 26 letters of the alphabet, but must 
either include additional symbols, or else the cipher text must be repre
sented by digit groups such as dinoms. If' a Baud.at systea incorporated a 
progreaaive alphabet principle, then of course the ccmponenta vould involve 
the 32 characters of the Baudot alphabet. 

b. The principles elucidated in this chapter •y, of course, also be 
applied to cases of progressive alphabet system in which the progression 
is by regular intervals greater than l., and, with neceasar7 modif'icatiou, 
to cases in which the progression is not regular but follows a specific 
pattern, such as the successive displacements 1-2-3-4-5, 1-2-3-4-5, ••• , 
or 2-5-1-3-1-lJ.-2-3, 2-5-1-3-1-4-2-3, and so on. 17 The latter types of 
progression are encountered in certain mechanical cipher devices, the 
study ot which will be reserved for the next text. 

c. There has been a liberal sprinkling of' ele•ntary cryptomathematics 
as apPlied to specific situations in the text thus tar. '!his topic Will be 
treated in tull detail in Military CmtauaJ.ytics, Part III. In the •an-

16 Ibid • p 1 
17 Cases may be encountered m winch the selection of alphabets is controlled by a 26-element key 

comprised by a keyword-mixed sequence as a mnemonic device. 
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while, the student who is interested in pursuing the subject turther 
will profit if he consults the works listed below and gleans troll thea 
what he can, depending upon his mthemtical. background: 

s. Kullback, Statistical. Methods in C 
Washington, 193 • Unclassified 

Revised Edition), 

B. Campaigne, The Index of' Coincidence, Washington, 1955· 
(Contidential./Modif'ied) 

B. Campaigne, Statistics for Cryptology, Washington, 1951. 
(Confidential.) 

For a first book on statistics, the following is highly recommended: 

s. s. Wilks, Elementary Statistical. Anal.ysis, Princeton University 
Presa, 1948. 

Three valuable tables exceedingly usef'ul for cryptanalytic work are those 
cited belov. These documents are prefaced Vith an introduction which shawa 
how the tables are used in typical cryptanalytic applications. 

~tanal.yst's Manual, Section 5-1, Table of the Poisson Distribution 
_Individual and Cumulative Terms), Washington, 1955· (Uncl.asaitied) 

~tanal.yst's Manual, Section 5-3, .Expected lfumber of x-f'ol.d Repetitions 
Binomial. Distribution), Washington, 1950. (Unclassified) 
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