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llEIDlODUll roa1 Rear A.dlliral J. I'. Wenger, Deput7 Director, In telli­
pnce, BSA 

SUBJECT1 Department ot the .lrrt BlatoriefLl Division Stud7 o£ G81'11U 
Radio Intelligence 

1. Attached tor your intorat.lon is a cob ot a ._oraudm ""re­
pared tor t le Director of lntellJ&enoe, USU, in connection with t}• 
Department ot thB .bw,r, Office ot the Chief ot •ilitary h.ist017 St~ 1 
•German Radio Intelligence•, 118 lo P-0)8. Copies ot thia maaual were 
reaeiftd trcm Dr. a. t.. Pettengill of llSA-l82B. 

2. lot 1Daluded 1D Jq" memarandm but believed. to be ot 8 h1.ato.r1-
cal interest• to 7ou is a atate.ent. to the effect tbat tbe Rus•i­
aaptured t.he filea of a Germaza intercept mit at Stalingrad and a.laoR ' 
1-ediatel.J' introduced chugea in their communicationa eeauri t)" pro- ' 
aed'Ul"9a. · · 
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Headquarflmi., USAF St!curlty Service 
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WDC/CCO ;l9.l 7 Ai>ru·1953 

StJ.BJF.CT1 Depu1illellt. ot the A.rla7 iti.J..1taey History St.u.dy of Ge.rlll&D Kac:U.o 
lDi.lllc•na• 

EO 3.3(h)(2) 
PL 86-36/50 USC 3605 

l. forwarded berewi tb are ti 'Vf! co;J.1.l!IP of a Utt~;ar'-9 •. t of t.!.e An7. 
Office or the Cli.1et or lail1t.aJ7 H.bt.017, 1i.ud1 eu.bJecta •German Radio 
lot.elligenae•. Thb t•t.ud7 Trf:l.B orlr DtU.~ ,)re.,e.red b)' t.l.e .bi.i:;t.orical 
Di'\"'iaian, Bei.d'-<uartera, luro;.;•en Com.o.1md, u1it.h:r & COliflDEaTl.lJ. ••o'Ul"1'°7 
cla$::it1caUon. It. bu~ oeen re-ur.deti H S.EC!t.ET by the De;&r.\s.ent ot 
the A.NJ'. r he • t.\IC.)" 1 t.aelt ••• t-re_-'&J"t>J Ull~er the direct.iou \or GerlriUl 
Lt. Geoernl Albert. PJ"9Ull wbo was cJdef CJf tl~ Ger; .. 1<n Ar.II)" a..i..d \,i_raed lar •• 
Sien&l Cool•a1.Ulieat1ona -...t t.le ena .,r lorld J.ar 11. Gen&r~...l. Pnm •• 
a&siated by a nmbtr ~r h1Gh ranking o!ficere connected tt1'h Qenan. Ara:, 
S11JDl:&l I~telligence. 

~. It. is t.t• ot>1n1011 C't the untlen1,:;ned 1.hat t.bi• at~ • ._ •' 
it• raised clau.1r1°"\S.or~ of SICR!'l' 1• UD.4er-cl•Hitied a.1.1d t.br.\ if no\ 
warrentJ.ng oodeword claadtleat.1on it 1hcriJ.d be at l.east TOP S!Cm and 
1 u diasemiA"> t.ioa clo••l.J aontrolle~ •once CQaDIT reo1~1ent.• wit.la a 
alur 1t.at.eaent on the docUID8Dt t.hat it oontalr.• intar .. tloa •1'*'W.. tm 
•ezaing ot the &ilf)iOGage Law1 1 !it.le lS, U. S • C • 1 Seot.1 ODI 79J, \$ 
and 797 and Title 50, U. s. c., Section• 46 and 46&. TruaaisaiaD .:.r 
revelation or its content• ln any unner \o Bil unau.thori•ed per•Gll i• 
probibitec! bJ" law. !bi• op1nicm. t•• blien brought to tl.e at.t.eat.1Gll\ ot 
Ir. lom r. 0 1 Gara, SUtJ~-.nkl Reaee.rch iranch, G-2, and it. i• ..m.­
•t.ood t.b11. t. be is purAiAg tt. •t.ter furtb9r 111itht.A t.beir own ct•an-1•. 
BD-e•er, it •r. o•c;.ra•• ett~ aeet with no re1ponae, it i• reOOll;)ea4-
ed that. the "D/I, USAF, ~ •i•h t.o bring t.be 1.at.t.er t.o the at.tenUOll of 
USCIB. Reason• tor t.he rec0.11r.l9Dded tu.rther up-,ruding of t.he atud1 
der1••• troa ibe tollcn-1nc oonsiderationa1 
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I e. 
giftD or the 
t.xt.1 

•stra\egic r~dio intelligeooe direeto.; ~.: r.1nar. t hd Rueaian 
••r yroduoUon effort ,.;rodded a weii.it.t• ot l.n.1\;riua\oloo tar \he 
en.Luat.ioD of Russ1a 1 s r.i.1J.1t.ltry ,;oioHti"'l• 01!.iiu.'. ·~ t.he general. 
d•r\.b of lO!lf~Uati..nce tele;Jhone a;:d. t.elety!J• lar;.d oiro"1u, rad­
io oolllllunicatJ.on &HWllfH3 a..a eayeoia..U.;r i;;_,'l.lrt.ant rol• !A R11ae1a 
not only ,., "11 in~trtu:ei.c•t. :::f •ili't.liry iea.dersb1~ :iut. al.ao aa JAi. 
aedi\181 of oi•il1tu1 co;Aiuuioii.:tion in a widely deoeLt.ral1sed eeon­
oay. In ke•~in,:! vith it• l..rge Tolume, mo~t ot tbi• Ruaa1 .. 
radio traffic WIH treneait.t.ed by &uto&atio 11eua, a.a ex.~lained 
in .l,..i;>eadix 7. The Gera.an ~ intercepted tr.la t.ra.ttla •i'h 
oorrespondinr 1Utomat.ic ec;.ui;ill9nt. a;.d evaluated it at the OOilll­

Ullicution int.elligenoe control oen\er. lu.l.t.ivlu radioteletype 
lin.Ju: connected Mosca. not only with the 90-oalJ.ed tronta or 
aray p,roup1 in the field, but alao •1th tbe lllillt.u)t di•W-1~ 
headquarters iD wnillgrad, Titlla, Baku, VladiTO•\oolc, ud ill 
u.ny other cities. In add1Uon, t.be radio ut.I \Aiied tor tnlaad 
DA'ti1a.Uon proYided an abuadanoe of infon&.tion. .U'hoUCb '\bia 
uolmlioall7 t.ranAi t.ted irattlc ottered a hiamr degree et 
aecuriiJJ against. intercept.ion, the Ruaeiana u.ed tb!J 1u.e Ol'J~t.o-
81•'-• •• in the field tor 1eDd1Jll iatiorta.Dt military '1Nl&g•• 
o·Hr theee circuits. lbl lar1e YOl,.. of int.eroept.ed aaterial 
ottered bett•r o~)ortunitiea tor German ·ory~tllnalleia. St.rat.ec-
io radio 1ntel.l1gence fumiesb9d .1.Afor:aation 11bou\ t.he aot.1'9at.10A 
ot new miitl" in the aone or J.llterior, induatrbl ;>roductioo re­
port•• re<;11eats for •teriel and replacements, complaint.a ortr-
1na.tJ.ng from l'.Jld .irobleas arising at. t.be i)roduotion cent.era ud. 
acb:U.nh:tr..t.1Te aeenciea in oont.rol or the v.r ecanoaJ. All thia 
ia.t'oraation .... indexed at \be OOC'.llUDica\ior1 1nt.elligeDH oon\rol 
oenter where re~ta ... re drawn U4J at regular 1ntarYal• OB the 
!ollo11inr as;>ect1 of t.he Jtulian war ;iroduotion et.rort.1 

•Plann.iag ai.d oona~otlon ot ce• t•otol'i••I 

•aelo011.tion ot armaunt. pl.Ml.el ~ ..... .). .... · ~ ···'--- .... !" .. -~"'.. 
,.,, .. "( ,2. . .. ~ C - I S CANOE v.-i· ............. :,j· .... .-k....... • ~ 
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•la• •t.rit.l •d t.l "'fulreaen\11 for 1nchaat.rial.\ plu\eJ 

•Tlllllt and pa 9ft(hleUoo t.iiUJ"•• J 

tlfr&Upar\&t.l.oa ta.ell1'1ea and ~robl••J 

•lailft71 1Al.81MS als!.pp1ag, a.nd air oOlllNBic:at,ion.aJ 

•A«rioult.ural produot.i.•1 

•rooct d1at.rlb'1'U.on ancl rationiq ......... , 

.._powrer, la"bw allo•t.f.oa, and o\t.r nle't'u\ M\t.ra. 

•1"\ratecio radio iAteUJ.cenee \bu -4• a .Uclrt. 4•t. 1A 
ihe Iron C..Wa, wbiob dlll'lar t.m war aa dram eT•D aore '1111\­
q ta.a •' preHD\1 aad ottered aOM 11l81tll\ la .. t.b9 O?tfra\iOll 
ol ti. 11a11t di•'-Dt. 81bwian proct.Uon eeDterl and t.be ~ 
OU WV ;>otent.1.al. of t.bat ae=incl,y endleH GPUH or l ..... 

3. The atu"" 1~•lf ii ot ooulderable illter••t. in t.lle r•Yi• 
u. Pl'•-'• ot Germa A.r111 ex.-rienee w1 th a1gnal 11ltellig911oe 'betor• 
and duri.Dg World War II. I• _., be not.ed, t4ilever, t.blt. '-be •1ua1a 
llDd g. s. COMDl'l' aut.mriti•• DONJuot,e(t t.boro'Cb iAYea\igatioa ot bi• 
alp&l 1.Atelligence 1D lforld tar 11 laadia'\e.1.1 alt.er t.a. cloae of 
m.Ullt.1••· Tbl• 1Dnetirat.1.on ... bo• •• •naam• and a .-,pleu 
llin• ~l•• bi•t.orf 1aoorporat.1.ng ta. result.a ot the iATeat.iagU• 
wu pnp.red 'by Arw.J houri t.7 qaq ill 1946 (a.rapean A.da Sipal 
lDW Ueno• in lorld War 11 u a.ftaled bf TlOOlii latenopUou). 
T ._ Gws1•n aut.bora ot 'Ule ~-a' report. have not. bees eoapJ.~ .... 
did 1a \Mir wr1~ aAcl a n.mber or eaiNlOM bave be-. obffl"N4 •• 
well a• a nuaber ot Yf1r7 1nter••t.1D6 poi.Du whioh the)' "" able to 
aake 1a nTie1d.ng u.lr wr-tJ.M Ol'l&nia&Uou. Allonl t.be poi.at. 
•hioh t.h., 1-.Te ooYered are ttw toU.1Jlc1 

•· In diuua•iq O.rau rMio iate.Uigae• d'Ul"'i.ac ~he Polin 
eapd.p. thq poiDt. out. tu Receae ot Oeraan radio 1.11'4tlllgenoe in 
S.d•UfJ11tr. t.he Pcllab Anq d~ .,.... d• ~ t.m Pol.••' ta1lun '° obserre raclio •U•"· 'l')lq ••••'Hid t.bat. \hi a.r... Arrq •utter- I 
.. trm an 1.nautfiei.aq ot ao'tarlHd 1.n\ercep\. • .. ner, ttwJ tailed ~ '° _,1. t.be.t t.hi• 4etioi•07 ... _, "1 a loan or aot.m-1.aed inter- . 
••Pt taoilitiea tnm .. ot tb9 r1ftl. O.nu •1pal 1nHll.1gmoe 
agenol•• t the r~n..,._,., wb:loh ... t.he la111 par\)' •ipal 1n'9Ui• 
genoe agenc1 reapoaaible to Gltrinc• TheJ al•o 009mea\ OD the pule 
aaoq the Pol1ah oomauai•»ew&:J:N... r••\J.t.1ll1 fr• Genaa air 

t1rrf01:'"" " i) IU a ,..., 
.-.--~:·~~ET \>;nfc .- I. 
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CPJ:OE 
npr-q am •1- a;..op&r•' t-.r ot ti. Pole1 ~ha' U1 t.nuai .. 1oa n­
ault.ed 1A ~ locat.ica ot the V'auai.tAer "7 Oenaa D/r ud 1.ued1aW 
atr at.t.aok OB t.he \:ranaai\\er. TM,, turt.her ooa: .ent. \bat. the Genan 
ooPNDhia\lana WooJNI tbwel.Te• e1~•••ed aiailar ....U• dllrilag t.be 
1.,...q ill"'faaion and flmJ.q oa•a\ t.hat. t.he te•r ••• aot.ual.17 ll"Om4l••• dne• it b iaPoHible i.o ~ronde the D/r •bich •ow..d be 
..... ._,.. • reault. ot th• i'oliala coillll111lica t.iona failure n.s t.ba t. 
t.m Pole• general atatt n.a mabl.• '° eoa:o.wU.onte wUJ:. 1ta own miw 
and, t.beretare, eoul1 only. t.ell tbe actl.l4l aituaUcm ot \heir force• 
traa \he Oeraan officlal n••• rel••••· tllie Genlan6 eomaentecl t..t.\ 
they corr•cted t.his m111t1:tlce in flat.Ul'9 caa14ipu1 but t.tia.i t.bey u ... 
sel.ft• det-1nded on Allied news broadCAets dU1'1n?-: tte lat.ter at.aie1 of 
t.be flar iD ti» 'Nst. 

b. ln OOlllleotion •1 t.b t.ht GerMA 1nvl\&1on of lonra,, t.he 
09rmun authora d.1.aoua1 sou ot ib• auocesi;ee tth! cb Geri;:.9.11 '4nq 1nt.eroept. 
achie'ftd but tt.ere ie no mention of the re;>ort.eC. German tacUca troa 
C(l(UT ot Br1\1U ud french J.il.IDS to l&ur!Ch C:.U:! OCC"'1t-tion 0t 10l"'W81' 
before \be Germa11 1nvas1on. Tlc;o&i invesUg~ticme ot Gel"llb la., 
COM.LIT aotiYiti•• el1o11.ed a et.at.eaient to the efteot. \hat the Ge~ 
bad read such Bri t.iab ltlld French t'lama and, '\here!ore, launched t.hlt 
Gerun 1nve.a1on Of lonre..y &S a preTent.atJ.ye •&SWee 

o. Tbe Germen authors refer t.o their euece6st'ul. i.Dt.eroept.ioa 
ot U. S. Ara7 tretf1o t"rom. UDJ.u in t.rain1'£g ritbln t.he II ud ~-7 
iDdJ.oe.te t.hftt ODe ot their •ost. uetuJ. t.oola Y&I the U0 a.•ber 1Ph1U 
they could ld•Uff 1A tralninf ao'1Yit1e1 and t.b4tn fo.l.J.ow t.o • ,. 
and eiret...U.7 over••••· fICOM 1aY••U1aUona did not. d•Yelo1 \be 
point. ihat. the Gersaaa bad be• able \o llOftitor u. s. \rai.Ai~ aeUYi\­
iea w1 UWa \be .U. Otnioual7, GeZ'IUl1 abili \J" tar 1uch ••o•••f1&1. 
int.eJ-eept can be replaced br the .Rua1Allll at. t.he vre••t. \1 ... 

d. In oonneetlcm Yith Rov;•l'• Afriaan cn?&ip, t.be Qerua 
aut..bor• 41ac"'5s the tal.m whtoh Jtomaal plaeed on Geraa aipal iawll1-
1eao• bu' \he pr"ea•\ paper iapllea that. \hll Wal d9r1Yecl Ml~ fna 
1ID1 u 1a RP~•t. ot the UrieMl Corpa. AeoordiDelJ', the Geru.n U., 
Mich Carm·ad Sigaal Intelligence Agen07 proT'ided apee1al interoept 
faeil1t1ea in ltal7 to aon1t.or t.t• enci.t1her•d traffic or tt-.e u. s. 
lilite.17 A\t.aobl in Cairo and i.t. aolut.1ona Gt h11 11e5sa.ges 1Jere \el.­
tfped '° &owl. I 1 11 ar.., 1.be ;;reaen·t. German et.u.cty raa& .. • reter.noe 
to th1a •Fallera• 1.noldent. 

•• The GerM!l au.tbora reter to t.tw &8c;;.r1t.; of O'. S. higb 
1•'"1 •...Uoat.1.ona but. IUlke t.he poa1t1ve 1t.e.taei.t. t:.r.l!lt t.ba Ameri•u 
tleld olpber device (preaumedl.1 tbe M-209) was oomprcx:i,ed Uld ooa\.1.D­
ue • ••• -•aages enoipm•~l by this lljst.e .. oould at tirst be 1olftd 
mq att.er & d~ !'roa \wo \.o fov de.ye. L& t~r Oil w hell aoro d& t.e bt.d 
be.a pthered. 1 cm.!)' I. feW bc>\U"& Mn a.Mded • • .• U.· 6. COilllilw:dC&,1oU 
1eeur1 t7 J>Mi'l• have ~eJ to dNJ' Ger;aAJ! cJ.a~s to be ve •ol ved Jll-.209 
t.raftic ill lees \baa 48 bo'la'a. 
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CANOE 
t. Tm Gerun au"11on nter '° a an k1IMI or int.eroep• opera-: 

\ions duriac t.he oloaiq dqa ol \be WU' •'-1 var vattio ... llDAiw.t. 
TM iat.ere•\lag Po1u't to ~ia ntweDc• to t.t. noe•••hl in'9r .. p~ ot 
JJIF tnttio ...., t.t. Germ AJ'll7 at. \h11 lat. dat.e h t.bat th1e iDt.rMp\ 
wu u\~ ,>nnded biJ Ge!'llm J.ir lore• mit.• wbo 1-d bee 1nter•~11--
1ng ,., vattlo t• .... t.1• preTioua1,-. 1be c.nia.n l.n7 autmr• •• 
t.bi• •'11117 &J)PeJ"-'11' peter to glo•• cner t.he tact. t.ba\ .. of \beir 
rittl• Md made th• illt.ftoept, poa.S.'bl.e. 

I• Xa CODr.t1etiOD wit.h C•rmn COIUJIT ertort.1 api.Jaa\ ••;ioaap, 
\ht 0.... au'&hoira beru to .PJ'•••nt. a l!~t. Gui t• accurate pic•v•. 11:w 
uneri'ttioal. reader of t.ha ire•ent a\""7 would ia.f'er \mt. t.be Gttnaa 
ligh Coma•nd ot tm AJ"Md Faroe• cd t.be Geru.n lanq iicaal Iat.el.ll.,,.aM 
PMlil• bid bem re1pona1 ble !or a O&J"etull7 •orked out program tor ia­
t.ercertlng the t.rarr1c, D/1'1~ \1.• location ~r the radio tra.neaitHI'•, 
and •11P;..1Z"•H10ll or \he agtrnta inYol Teet. J.ctual~7, t.be Gerat'.Jl• ..,.. 
oauaht b7 aurpr-1ae • th• •olw ot agent. tre.tt'io and the lligb Cow·Dd 
or the AnMd Force• a.eoordircq ••re toroed t.o iaproTiH ao tbat the 
German J.ny prcnided th• ory9\auq•ia, the Germ.n ••VT ;ronded ia­
~rc•pt. opera\ore and t.m GerLtaa Air Force detached a eOll&)lete intera•'' 
COll-'f'.ll:J for WOl"k in OCCupied 1r!Ul08e c:a W:~~' tl.J.:a 1Jlteroeyt .,...&OJ 
•hich ~rovide!l t.be Yllr intercept. :r.enUoneJ above) The Geruna do nter 
to their eabe.rra•saeat. at. det.e0Un1 two .kw;eian agent.1; aacag the cr>i>'-
11.n.11l:yst.s of t.he 11.gh t:o~lllend of \he lr.raed Force• e.;enq. Clos•lJr re­
·lf;.te:' \o the ru.dio agent t.raffio 1n t.he •e.ilt. ""~ the f.Lilt.i.3\10 number 
of re1io t.r1Wt.u!lie.~1on11 eu.n.a\ing t'ro• t.t.e i\us~l.au .,ar·t~1H1.i. e.n<i &\llNT1lla 
uaita comaitted bebind the GerMA .l.ir.ea i;i the ea.st. 'lbe uuaber ot 
t.hec: 9 trtir.slli; f,i ODl'i bf,oJIUfle 80 U•~ t. tb<.t t 1:1 1944 t.he Ge-.·c-• .:uia Nre 
forced to reaove & co11)lst.e aigna.l 1.L't.itlligenoo r•gi:aoni troc. oowinc 
R~ lian J.l"llY t.r•!fi c t.ti.:! auigniuf 1 t. t.o tbe part.i aa:..1 •m-j guerrilJ.a 
_UD.it.e. 1'his ia inilca:.'-ed in tt. ,,.re!len(. st.l.l.1::; 0, t.be G•r~cn A1.'fl1 aat.bora 
but they do not refer t.o the oloae relat.1oneb1~ ~•ce1sary sith the 
Oera..~ Air foroe radio 1.Jlt•lll1enc• which a.rotte tr011 t.h• .Ru~•ian •Pl"7-
aent of their long rUA(• Air Foroes t.o l>llr'Jll' tbe 1f119rr1lla buads u4 
to drop ,>aracmte •1•\a behind t.he 1111•1. One German re~>ort. &'Yail•bl.• 
to TICOM indicat.• U.t Soviet pl&aee ra:iced oYer wo•t•~n iurope and 
•T81'1 in\o s~ a1 late u l94S • 1uoh aiadona. 

h. TICOil reeorde re•e&l. that GeJ"maD a1g .. l lntel.li19noe UIU.ta 
were in ?lace as early ae Janua.ry 1941 alon, \he e&at tron.t and eap.­
\ured files sho111 a fairly detailed Ru1.ian order of bat.t.le Oil t..be 
nrioue Ruulan ana7 froqpe a•aitJ.r.c t.he German at.taok. U.rman autt.ori•1 
however, ind.ioa.t.e t.bat t.he•• reeul.t• wer• not •I! eomplew &ti bad been -
pr"1ou11.y interred. 

i. Ia i~ field or i6ersan cr,yyt.agra;·bic 1ecur1 t.y, thti praeent. , 
atw;y iapl.iee \htt. \he Ger:Awi autbore direo1.ed all phases o! a oo-
ordin~ ted Geraan oryptogra;- h1c •Hllri t)' ?ro1re.:i fro= t.bdr poai ticm 1n 
the Hi(b Com~Jr~od ot th• .A~ed fore•• ari.d tr;.e .lrzy 11gh Coa;::i:nd. .l.ot.uall.7, 
both the Gernn la11 ui.d the Gvmu Air Force differed •eTerel7 n\lt tb9 
Cer.n-':n ligh Comit'.\Jld ~.,r t.t:a A:r.1ed lore•• on the que•t1on ot the ••curi t1 
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et U. Clerua tart. le"1 oir>l:ler aehiae. As a matt.er ol tae\• C.naaa 
AU r_... 917ptiograpa.ra di8&£reed •1\h the o..-Woa cit \bt e~erta in 
•• lfilcll C...ud of the AneJ Tor••• and int.roduoed oenaa oNiac .. ia 'be tmlpa 1'1Uea. mad• it, •• tar as •• Ger-.n •lr lore• ,.... oo.ncened, 
••• IN qalu• Alli.S CJ')'~t.~aie. lt the lligla COilW.&rid (Jt ~• Armd 
for ... bad followed t.b9 reomwmdatl.ONI •"Jt tM Ger.all A1r foree ....,~ 
grapllan, u. s. and lrit-S.1ll ..,-;>tan&l.711• would m~• b9en aoae•la' 
bMdicap)>ed. It. 1• inter••tinr t.o not.•, bo"•er1 \ha\ a.,jiareAUJ' \be 
GeJ'Mll &u\bora OODtinued to ha•e ao <;'U&lu &8 t.o t.be aeou.ritJ of tblll" 
blgb lenl or;rp\ogr&;lh1c 4ev1c••, at least. up to t.bl U.ae tbeJ wrot.e 
t.he ?naent. •"11117. · 

1 laal 
hPor\ (' qa) 

~..cO· ·~ 
f~ £. #IJ,f.D 
Speeial Aeeia~t 
t. OIC, WDC/CCO 

·· rr"E eANo· t1-~\, v ~:. 

------.--1UP St&~l · ~;·_ ~- .. , ....... J.. _ 


