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WAR DEPARTMENT
OFFICE OF THE CHIEF SIGNAL OFFICER
WASHINGTON

December 1, 1924,

Nemorandum For; Comsander Kingman.

1« The study to which you referred this morning was made at the in-
formal request of your predecessor, Commander Godwin, and Lieut. Loventhal, in
comnection with & rather complicated cipher machine, which was being oconsidered
for use in ths Xawval servioce.

2. This investigation extended over a psriod of about six months,
but I did not, of course, devote all my avalladble timms to it - only such as
oould be spared from my more immediate duties in the offlce.

3. The study passed through several stages. First, a careful sur-
voy was made of the ¢ype of oryptogram produged by the apparatus. This ilnvolv-
od research into the mechanico-~electrical features of the machine, many of which
were novel, and resultsd in produsing aryptograms of considerable complexity.
Detalled investigation, however, convinoed me thut claims for indecipherability,
even of a relative nature, put forth by those Interested, were not warranted, if
all the factors comected with the use of the machine ia the military or maval
service ware taken into oonsideration.

4. The next step was, of course, t0 attempt to establish a body of
prinoiples and a method of procedure for dryptanalytic reduction of the dispatoh-
es vhich would be produoed under service conditions. In this I was successful,
and satisfied myself that such reduction was mot only possible dut very practi-
cable,

B, There romalmed, however, the question of demonstrating the truth
of the varfous hypotheses estadblished, 4 set of ton test messages was prepared,
by the Codse and Sigmal Seotion, dased upon the assumption that the enemy would
know all that there is to be known as regards the machine and its funotions, dut
would not know the wirimg of the oipher whesls. The indicator word for eash mes-
sage, in order to emadle the recipiant %o set his machine properly for decipher-
ing, was shown in olear on each message, as this wouid de the case in actual
practios unless the system were further oomplicated by the uss of a oode dook,
or some other sudbsidiary cipher systen for disgulsing the indicators.

8. T™he first of those dispatches was solved after approximately ome
week's intensiwve study of the data based on all ten meassages. This length of
time, however, gives no reliable index of the length of time that would be re-
quired in actual practice, because many other factors, such as personmel, vol-
ums of data, special information from gemsral intelligence, and so om, would all
have a very definite and important influsnoe on this question, as you are wll
aware. 1 was all aloms, as regards the analysis of the data, and had not the
slightest idea as to vhat any message was about. It is my opinion that with a
large, well-traimed staff, and sources of outside intelligence that are usually
available, the process aould be accomplished within a space of time short emough
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to make the analysis of messages of major Importance very vuluable to an encmy.

7« Hegardless, however, of how long 1t took %0 solve that first mes-
sage, the solution of the rest of them was made very much aimpler as a result of
2 most interesting series of analytic steps developed coincldent with the solu-
tion of the firet message. In fact, 1t was shown that the sclution of but two
or three lines of text of one message was all that was necessary. This would be
difficult, perhaps, depending on how much text was available, but once dons, the
rost follows ratoner easily. I do not mean to say that only two or three linss
o{ cipher text are mecessary, but that the nanlrsis of tho datu based om & con-
siderable volume of text, when applied only to two or thres lines of one message,
will result in the solusion of thoss lines, und from thut, the rest fovdlows in
rapld order.

B4 1t is necessary to say that the wiring of the plate in the rear
of the rachine wns known to me in this test, it having heon assumed that this
part of the eléotrical arrangements would be the same for all machines. It seem-
ed@ necessary, of course, to establish procedure for analysis vhen the latter 1is
unknown. While no actual messages were presented for solution, on account of the
lack of tims and personnel, neverthelese o set of about 100 massages had been pre-~
pared somé time previously, and the cipher dispatches were carefully examined in
connection with their plain text, and dilagrams of the wiring of the cipher whoels,
The data showed that gZiven a sufficient number of messages (the traffic of NAA
for one day during active operntiens would bhe more thon sufficlent) solution
conid bs achieved within a practiocable length of time. I would even go so far
now as to venture the opinion thet it micht be done vith thirty or so mescages.

9. Of course, with an wnderstnnding of {he mechanies of the avrlysois,
suggestions for the improvement of the apparatus, with a view to increasing the
degree of peoreoy, nresented themselves. These, and the methed of solution were
comrunicated to members of your section.

10s I wish to take this opportunity to say that Mr. Bogle of your
section rendercd very valuashle assistance in the way of compiling specisl tables,
under my direotion. I also wish to add that I was very glad to have had the op-
portunity to conduat this investigation, for I had the good fortune o devalopn
several new principles in analysis, the value of which will no doudbt manifest 1it-
self in my o™n work at some future %ime.

We ¥o Frieémsn,
Cryptanalyst, Signal Corps.



