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30 July 195%

MEMORANDUM FOR DEPUTY DIRECTOR, PRODUCTION
IEPUTY DIRECTOR, RESEARCH AND DEVELOPMENT
CHIEF, PLANS AND POLICY DIVISION
CHIEF, PERSONNEL DIVISION
CHIEF, COMMUNICATIONS DIVISION
CHIEF, TRAINING DIVISION

SUBJECT: "Robertson Report"

1. The attached study represents a summary and analysis of the
salient points covered in the report made by the Special Study Group
of the NSA Scientific Advisory Board (commonly known as the "Robertson
Report"). The eppendix lists & number of actions which should be taken
in order to implement verious recommendations made by the Group.

2, The attached study supersedes previous NSBA Staff Studies and
other summaries and lists of recommendations. Current directives,
including DC/S memos of 9 April and 20 May 195%, concerning reports of
implementation of the Group's recommendations, are hereby cancelled.

‘3. In order to effect implementing action, addressees will:

a. Make a careful study of the attached Swmary snd Appendix
thereto.

b. Principals meet at 0900 hours, 6 August 1954, at Naval
Security Station, Building 19, Room 19232B, for the purpose of appor-
tioning individual or Joint responsibility for each action listed in
the Appendix to attachment.

(1) chief, P/P, will prepare a consolidated report to the
Chief of Staff not later than 10 August 1954, on the results of the
meeting listing vhich action (use numbers, and letters if applicable,
appearing in Appendix) each is individually or jointly responsible for.
(Copies to be furnished addressees and S/Asst.)

¢. In each Monthly Operational Summary, effective for the

month of August 1954, report details of any significant progress made

on any action for which responsible; or so state if none. In additlonm,
effective with the month of September 195%, a verbal report on the
preceding months actions will be made a part of the Directors' monthly

briefing.,
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h. Attention is invited to the possibility that the actione listed
include some which might, in vhole or in part, be appropriate projects
for the Technical Management Board.

s

L., H. FROST
Rear Admiral, USN
- Chief of Staff

Inel:

Summary with Appendix A, Study
of the Special Study Group of
the NSASAB Submitted on 16 Oct 53
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STUDY OF THE REPORT OF THE
SPECIAL STUDY GROUP OF THE NSASAB
SUBMITTED ON 16 OCTOBER 1953

SUMMARY

1. The Report points out that it is widely recognized that Russia
now has, or will shortly reach, the capability of launching a large
scale, devastatingly effective attack against the United States. This
might be preceded by, or launched concurrently with, an attack upon
other nations allied with us, or upon ereas in which the U.5. has mili-
tary, political, or industrial interests and investments.

2. The period of time, after Russian achievement of the capability
to launch such an offensive, between erystallization of their intent to
do so, and actual commencement of hostilities, is & critical one. It
will be difficult to detect with certainty, since, although preparations
" for an attack might continue almost up to the commission of an overt act,
the actual intent to commit that act might still be either lacking or
conditional upon many factors.

3. It may be assumed, however, that there is a point in the
continuum of preparatory steps beyond which intent would be conditioned
only by factore over which Russia had no control. Among these factors
would be discovery that we were sufficiently prepared, by adequate ad-
vance warning, that the chances of a successful attack would be greatly

reduced.

k., It is apparent that forewarning of a potential attack will better
enable us to resist it and blunt its force, or even to increase our de-
fensive posture to such an extent as to cancel the decision to attack. It
is also apparent that the longer in advance of attack that warning is
received the greater are the chances of taking successful defensive measures.
Tactical warning measures, such as radar screens, aerial patrols, ground
observer systems, and the like, would give us at best an advance warning
measured in hours. Our chances would be heightened immeasurably could we
-obtain strategic early warning. This can best be done by intelligence
measures. Of the sources of such intelligence, COMINT especially if com-
. blned with ELINT, has an undoubtedly great potential, and might give us
advance warning measured in days or even weeks.

5. It is important that we cepitalize on this potential. To do this,
a congistent, coordinated, and appropriately orlented plan is needed. Such
a plan could be well based on the followlng realistic arguments:

a. In preparing for a particular military operation, the Russian
High Command must take certain specific steps.

TOP-SECRET FROTH
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b. For each possible military operation, it is possible to
postulate vhat these steps would be and the approximate time span
of each.

c. Many of these steps will require the concerted action of
a large number of persons, located at widely separated points.

~d. Coordination of these steps, spread over space and time,
will require numerous communications, wiich will cause an 1lncrease
. over normal for some of the links involved. On other links, the
initiation of, or completion of, certain steps will result in a
decrease of traffic to below-normal amounts.

e. Soviet agenclies concerned will find it necessary to use
radio over some of the links involved; they will be forced on
at least some of these links to use frequencies which are inter-
ceptable by us; some, if not all, of these interceptable links
will necessarily reflect changes from their normal traffic load
caused by the steps taken in preparing for the operation concerned.

f. Even if we are deprived of other methods of obtaining
information from these links,. we can obtain quantitative measures
of the volumes of traffic passed on each, and detect variations
from the norm of each. Conparison of actual variations with
predicted variations expected from postulated actions, should
give us a clue to steps actually in progress.

6. We should therefore adopt and develop as our basic plan for
obtalning strategic early warning from COMINT, a system whereby we might
obtaln valid indications of Russian intentions by means of quantitative
analyses of the communications on those Soviet¥ radio links which they
cannot avoid subjecting to our scrutiny. Denial of other methods of
obtaining information from Soviet communications might well make this
basic plan our "last ditch" plan.

T. The amount and quality of information obtainable for strategic
early warning can be increased above that envisaged for the basic plan
by taking the following steps:

a. Increase our intercept capabllity so as to increase the
number of signals that the Soviets cannot avoid subjecting to
our scrutiny.

*Including satellite and other Soviet-dominated nations.

-2 -
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b. Increase the information obtained from intercept by:

(1) Increasing the information obtainsble from T/A Fusion.
(2) Increasing the information obtainable from Special
Intelligence.

¢. Increase the speed of conveying information to intelligence
channels.

d. Improve the technological and personnel potential of the
national COMINT effort by:

(1) Increasing the scope of NSA's current technological
research and development.

(2) Pressing for improvement of the personnel situation
within the national COMINT structure.

e. Improve the intelligence obtainable by fusing ELINT into
the COMINT effort at all echelons.

f. Improve the use of the intelligence gained by providing
a complete and coordinated indicator system for the national

Intelligence effort.

8. The Appendix lists various actions, arranged as nearly as
possible in the sequence implied in paragraphs 6 and 7 ebove, which
are indicated as a means for implementing recommendations made by the

Special Study Group.

9. Although certain aspects of some of the recommendations made
involve considerations beyond the normal scope of internal NSA action,
the initiation of all of them is ¢onsidered to be within the over-all
scope of NSA's current responsibility and authority. Their accomplish-
ment will reflect NSA's position of Justifiably agressive leadership in
all matters directly related to the national COMINT mission. The success
of the national COMINT and Intelligence efforts will be determined when
the Russian intent to use Soviet capabilities crystallizes. When
hostilities commence, the peak of the national intelligence effort will

have.passed.
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APPENDIX A

1. Determine, by logical enalysis and postulating, the probable
preparatory steps, which of those Soviet communication Iinks currently
interceptdble by us would show significant varilations in traffic volume
if preparations were underway to attack the U.S. or areas in which the

-U.S. has vital interests.

2. Establish, for various seasons, and for other conditions the
existence of which is verifiable, normal traffic volumes for these links.

3. Devise and inaugurate a system for cobtaining rapid reports,
from stations covering these links, of any significant variation from
normal traffic volume on each.

V// k. Develop and install a centralized display and control board,
vhe

re these variations could be plotited against time; whereby, mechani-
cally or electronically, the probable purport of the sum of reported
variations could be predicted; from where checks on other potential
indicators could be initiated; and from where rapid dissemination of
evaluated indications could be made to intelligence authorities.

5. Develop machine (computer, analogue) methods for summing and
translating quantitative traffic measures into indications; weighting
these indications according to probebility; checking against collateral
informetion; and calculating most probable causes of the effects observed.

6. Expand intercept activities to the extent necessary to monitor
traffic volumes on all Soviet links determined (Step 1 above) to be
significant.

T. Develop methods and equipment which will improve reception on
frequencies now theoretically interceptable by us:

a. Improve receivers.
b. Improve audio and other recording equipment.

c. Improvel |eqpipments, including means for
. demultiplexing, unscrembling, end precision recording.

d. Install and develop methods for using propegation
measuring equipment to improve intercept control.

e. Augment NSA scientific and engineering staff in order
to assist Services in design and placement of antenna fields
and intercept positions so as to take: utmost advantage of pro-
pagation phenomena. .

S - EO 3.3(h)(2)
PL 86-36/50 USC 3605
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8. Develop methods and equipment which will make interceptable
links not now within our cepabilities to monitoz"

a. VHF
b. BHF

'EO 3.3(h)(2)

¢. Noise communications 'PL 86-36/50 USC 3605

a. |

e. Frequency dispersal aystems

9. Improve facilities for enabling the intercept operator to
determine the identity of tra.nsmitters which he hears.

a. Develop means, such as nmltiple unit antennas, whereby
operator can by himself determine direction of arrival of a signal.

b. Increase cc-locetion of D/F D MOA, and intercept
facilities. ) g,

C, Junprove eomnnmications between intercept operators and
o/F, MOA positions.

10. Improve methods off,,,r'transmitter identification:
a. Improvel:,eQuipment and analytical methods.

b. Develop MOA and other operator identification techniques,
recording and analytical equipments and methods.

c. Develop better methods of radio position fixing, such as
Inverse Loran.

d. Improve field co-ordination of sl methods with each other
and with intercept. .

11. Develop improved methods of intercepting, recording, and utilizing
-immediete action voice communications, including automatic time registering

devices.




to

12. TImprove the qunlity of intercept operations by personnel actions

a. Increase incentives for re-enlistment.

b. Improve recruitment, selection, and proficiency evaluation
criteria and techniques, including use of psychometric methods.

c. Pinpoint, intensify, and improve training given in intercept
techniques.

d. Improve training and development of intercept supervisors.

e. Train officers in intercept and transmitter identification
techniques.

f. Take action to solve problems in connection with using
civilians as intercept operators.

13. Increase T/A potential at points of intercept by:

8. Educating and training operators and supervisors in
rudiments of T/A.

b. Providing traffic anslysts for each point of 1ntercé§t.

¢. Decentralizing T/A operations to intercept stations by
moving T/A units forward.

: d. Increase exchange of T/A and collateral information between
forvard units and more centralized T/A units.

e. JIncrease authority of forward units to originate messages
disseminating urgent intelligence information derived by them.

f. Provide guldance relative to (e) above, on eppropriate
addressees; and provide adeguately repid communication chennels.

+ 14, Establish e small research group to carry out research and

(guide) development(s) on new methods of traffic analysis, including

adaptation of certain problems to high speed machines.

15. Use more extensively the existing T/A Fusion sources to con-

. struct the pattern of Soviet operations by:

a. Intensifying our intercept and T/A efforte during Soviet

-3 -
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PL'*—86—36/50 USC 3605
maneuveres in order to build up a\\éxgomplete a picture as possible.
b. Making special, separate, é}nd intensive studies of all

'I'/A Fugion material to construct an accurate pattern of the behavior
of the o

16. Perform additional and more theoretical studies in connection

7. with the T/A Fusion effort with a view to:

&. Finding new approaches in various fields relevant to the
problems. :

b. Developing new methods of enalysis.

¢. Developing new high speed machine techniques to the problems.

d. Developing new automatic semantic processing equipment for
use in T/A, voice, brevity codes, ete.

e. Applying more of the highly developed mathematical
principles of machine programming to the problems.

17. Improve the quality of T/A Fusion by personnel actions to:

a. Improve recruitment and selection criteria and techniques,
including use of psychometric methods.

b. Pinpoint, intensify, and improve training given in analytic
techniques. :

¢. Improve proficiency evalustion of analysts.

d. Establish a sound salary and promotion policy and have it
as favorable to traffic analysts as it is to cryptanalysts.

e. Improve the quality and proficiency of the analytic supervisors.
f. Provide for the rotation of personnel through the COMINT

structure to keep it sensitive. Due regard should be given to
continuity of effort.-




/
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PL 86-36/50 USC 3605

18. Improve the computational support ava.ila.ble lu NSA by:

a. Increasing the number of skilled prog;:mmnera on the NSA
staff by educating qualified NSA persomnnel in industrial and
educational institutions and by hiring programmcrs. ['_ Programmer”
includes those educated, trained, and experienced in the highly
complex theory and mathematics of progremming, as opposed to those

pkilled in scheduling machine times, applying fundamental computational

orders, meking various plugring combinations and. performing mainte~
nance on existing machines. 7 ] !

b. Investigating thoroughly the posaibility of utilizing
cleared indoctrinated pernonnel skilled in the art of progra.mming

who may be available outsides NSA.

¢. Developing and applying new types of high speed analytic
machinery. : .

19. Contipue to give the highesbt possib ;‘:riorities to the
solution of t systems.

20. Maintain a firm and consintent policy to control and regulate
the transfer of personnel familiar with the|
problems to other activities with n view to maintaining the highest
possible degree of continuity of the several efforts involved. Due re-
gard should be given to the psychological and cereer development factors

involved.

21. Augment the exinting staff on these high-level problems by
geveral additional top-flight analysts, utilizing pyschometric methods
of proficiency evaluation and selection.

22. Increase the speed of conveying information to intelligence
channels: '

a&. Continue detailed time studies of traffic delsys with a
view to:

(1) Reduction of processing times in messege centers e.t
all echelons.

(2) Routing overseas traffie through the best possible routes.

b. Reduce transit time of high precedence and oth:r traffic hy
studying and adopting some of the principles now availsble (including
those reported by the Programs Research !nit of the Johns Hopkins

University).

“FOP-SECREFT-FROTH-
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23. Seek ways to increase the number of groups per day being handled
by electrical communications:

. Monitor proposed improvements for COMINT communications
systems.

-b. Monitor contemplated developments such as automatic
switching and on-line encryption.

c. Develop better and faster encryption devices.
d. Achieve higher transmitting speeds.

- 2h. Provide more efficient utilization of radio frequencies and
existing land-line facilities:

a. Use the back scatter measurement technique to determine
the most effective radio frequency to use at a given time. (Such
methods have been published and should be carefully studied.)

b. Devise a method of pooling all availeble radio frequencies
with assignments to individual stations on an immediate basis to
meet lonospheric conditions.

¢. Provide constant attention and practice in the use of

alternate radio links and cable facilitliee that can be available
if severe Jjamming of radio circuits incident to hostilities should

render the regular circuits inoperable.
25. Improve the operations of the entire commnications networks to:
8. Insure egeinst personnel failures wherever possible.
. b.. Assure the timely delivery of messages to their addressees.
26. Improve training and imstruction of communications personnel.
27. Establish the active policy that, wherever possible, NSA will
perform initial, broad, and high-level resea.rch and establish requirements,

but that the detailed research, development, and construction work will
be done through contracts with commercial companies.

28. Study carefully the entire concept of military, diplomatic, and
comnerclal commnications to:
a. Reveal those aspects of the commnications networks which

-6 -
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are most susceptible to commnications intelligence activities.

b. Relate the value of the intelligence gained through
exploitation of these aspects to the cost of exploitation and
to the cost to the enemy of security measures which would reduce

their vulnerability.

29. Establish a competent and versatile research group at NSA
staff level to:

a. Initiate and carry out basic research ohn the theory of
communications intelligence.

b. Review constantly the current world-wide technical status
of all COMINT operations.

¢. Perform and guide general theoretical research.

d. Recognize the need for additional 'broa.d. research in
gpecific areas.

e. Relate the long range research needs to -long range lntel-
ligence requirements.

f. Monitor and study all eccessible commercial technical
-+ developments having a.pplicabil:lty, directly or indirectly, to COMINT
problems areas.

€. Relate NSA's needs to commercisl developments wherever
possible.

30. Explore thoroughly all aspects of utilizing a "captive organization."

31. Improve the research and development potential of the national
COMINT effort by personnel actions to: _

a. Improve the salary scales to induce good men <to enter
and remain in this field.

b. Provide recognition for achievementa.
¢, Improve working conditions.

. d. Explore the extent to which sclentists and engineez;s-from
universities and industrial laboratories could be usefu.lly borrowed
for varying periods of time.

-7 -
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e. Augment the existing sclentific and engineering staffs at
NSA with a view to providing direct assistahce to the Services on
all COMINT technological matters.

32. Improve the personnel potential of the national COMINT effort:
a. Establish more high-level civilian positions.

b. Proirid.e more opportunities for selective advancement of
well qualified civilian personnel.

c. Establish a satisfying caxreer COMINT Service for officers
as well as enlisted men in the Army and Alr Force and revive it in
the Navy.

- d. Assure that supervisors of all COMINT activities have
expert knowledge of the activity they supervise by:

(1) Training
(2) Selective assignment procedures.

e. Re-examine recruitment policies in the light of realistic
security limitations. '

33. Educate NSA personnel at all echelons on the general characterx
of ELINT and its applications to the COMINT effort.

34. On the basis that certain phases of ELINT and COMINT are mutuslly
complimentary, establish working ELINT-COMINT liaison between NSA and all
agencies now conducting ELINT operations. /These include ANEEG (Army-Navy
Electronic Evaluation Group), USAFSS, SAC, ATIC, and CIA_._7

35. Provide direct communications between field ELINT units and the
nearest field COMINT unit.

36. Provide adequate coordination and cocperation between ELINT and
COMINT units at all echelons.

, 3T. Include date derived from ELINT in ell pertinent COMINT processes,
studies, and developments.

38. Develop postulated, normative enemy plans:
a. Study existing postuJ...a.ted plans carefully and completely.

-8 -

TOP-SECRET FROTH




TOr Sﬁﬁ-@.&%ﬁl ﬁnla. 931 &IH

b. Study pertinent historical documents.

c. Work all available intelligence data into the plans.
d. Utilize our own operational experience.

e. Test phases of the plan by experimental operations.

39. Develop a set of integrated indicators based on the postulated
enenmy plans.

40. Quantify all intelligence information (COMINT, ELINT, collateral)
underlying the direct indicators of the imminence of war. This is especially
applicable to the Soviet Long Range Alr Force and the Soviet Air Defense
System.

41. Develop measures or indices of activities, actual or postulatéd,
of various types.

2. Develop standardized displey systems that will show the develop-
ment of the indices or measures as functions of time.

43. Measure the imminence of ‘hostilities against the postulated pians.

4, Study the possibility of applying analytical mchine methods to
- the integrated indicator aystem.
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STUDY QF THE REPORT OF THE
SPECIAL STUDY GROUP OF THE NSASAB
SUBMITTED ON 1o OCIOBER 1353

SUMMARY

1. The Report points ocut that it ls widely recognized thst Russia
novw has, or will shortly reach, the capability of launching a large
scale, devastatingly effective attack sgainst the United States. This
might be preceded by, or launchned concurrently with, an attack upon
other nations allied with us, or upon areas in which the U.5. nas mill-
tary. political, or indupirial linterests and investments.

2. The period of time, after Russian achievement oi the capabillty
to lasunch sueh an offensive, between crystallization of their intent to
do so0, end actual commencement of hostilities, 1s a c» .ical one. It
will be difficult to detect with certainty, since, alihough preparations
for an attack night continue almost up to the commission of an overt act,
the actual intent to commit that act might gtili be either lacking or
conditional upon meny factors.

3. It may be assumed, however, that there is a point in the
continuum of preperstory steps beyond which intent would be conditioned
only by factore over which Russia had no contrel. Among these factors
would be discovery that we were sufficlently prepared, by adequate ad-
vance warning, that the chances of a successful attack would be greatly
reduced .

k. It is apparent that forewarning of a potential attack will better
enable us to resist it and blunt ite farce, or even to increase our de-
fensive posture to sucih an extent as to cancel the declsion to attack. It
is also apparent that the longer in advance of attack that werning is
received the greater are the chances of taking successiful defensive measures.
Tactical warning measures, such as radar screens, aerial patrols, ground
obgserver systems, and the like, would give uR et vest an advance warning
measured ln hours. Our chances would be lLeightened immeasurably could we
obtain strategic early warning. This can best be done by intelligence
measures. Of the sources of such intelligence, COMINT especially if com-
bined with ELINT, has an undoubtedly pgreat potential, and mignt sive us
advance warning measured in days or even weeks.

5. It is important that we capitalize on this potential. To do this,
o consistent, coordinated, and appropriately oriented plan is ueeded. Such
a plan could he well based on the following realistic argusents:

a. In prepsring for a particular militery operetion, the Russian
High Command must take certein specific steps.

—[eE=EchREr—
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b. For each possible military operation, it is possible to
postulate what these steps would be and the spproximete time span
of each.

¢. Many of these steps will require the concerted action of
o larre number of persons, locuated at wldely separated polntes.

d. Coordination of these steps, spread over space and time,
will require numerous communications, which will cause an increase
over noymal for some of the links involved. On other links, the
initiaticn of, or completicn of, certain steps will result in a
decrense of trafiic 0 velow-normal arounts.

2. Soviet agencies concerned will find it necessary to use
radio over some of the links involved; they will be forced on
at least scue of these links to use frequencies which are inter-
neptable by us; some, if not all, of tiese interceptable links
will necessarily reflect changes from thelr woranl traffic load
cauged by the steps taken in preparing lor the operation concerned.

f. Iven if we are deprivecd of other methiods of obtoining
Informetion from these links, we can obtain quantitative measures
of the volumes of traffic passed on sach, ana detect veriatlons
from the norm of each. Comparisoun of zctual varistions with
predicted variations expected Irom postulated sctions; should
give us a clue to steps actually in wr-ogress.

5. Ve should therefore adopt and develicp as our bhasic plan for
obtaining strategic early warning from COMINT, a system whereby we might
obtain valid indications of Russian intentions by means of quantitative
analyses of the communications on those Soviet®* radlio links which they
cannot aveid gubjecting to our scrutiny. Denial of other methods of
obtaining Information from Soviet communications .iight well mmake this
basic plan our “last diteh” plon.

7. The amount and quality of information obtainable for strategic
sarly varning can be increased above that envisaged for the basic plan
by taking the following steps:

&. Increase our intercept capability so as to increase the

number of signals that the Soviets cannot avoid subjecting to
our scrutiny.

*Including satellite and other Soviet-dominated nations.

-2 -
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b. Increase the information obtained from intercept by:

21) Increasing the information obtainable from T/A Fusion.
2) Incremsing the information obtaineble from Special
Intelligence.

¢. Increase the speed of conveying information to intelligence
channels.

d. Improve the techmological aud persomizl potential of the
nationel COMINT effort by:

(1) Increasing the scope of WSA's current technological
research and development.

(2) Pressing for improvement of tlie perscomnel situntion
within the national COMINT structure.

e. Improve itne inteliligence vbtainzble by Jising TLINT into
the COMINT effort at all echelons.

f. TImprove the use of the intelligence gained by providin-
a conplete and coordinated indicator systen I'or the netional Intelligence
effort

8. The Appendix liste vurious aciious, crronged 28 nearl: as
poseible in the sequence implied in paragrapns ; and | above, which
are indlicated as a means for irplementing recormendstions rmade hy the
Special Study Groun.

2. Although certain aspects of sone 7 the recomendations rade
involre romsiderations beyond tihe normal scope of iLaterigl MNSA actinn,
the initiation of all oi them is Coasiderel to e within the cver-all
scope of NSA's cwrrent responsibility and authority. Their accomplish-
ment will reflect NBA's position of justifiobly agressive leadership in
all metters directly reiated to the naciong. COMINT :iission. The success
of the pational COMINT and Intelligence efforts will be determined when
the Russian intent to use Soviet capubilities crystallizes. When
nostilities commence, tue peak of the national intelligence effort will
have passed.
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APPENDIX A

1. Determine, by logical analysis and postulating, the probable
preperatory steps, which of those Soviet commnication links currently
interceptable by us would show significant variations in itraffic volume
if preparations were underway to attack the U.5. or areas in which the
J.8. has vital interests.

2. Establish, for various seasons, and for other conditions the
existence of which is verifisble, normal traffic volumes for these links.

3. Devise and inaugurate a system for obtaining rapid reports,
from stations covering these links, of any significant variation fron
aormal traffic volume on each.

4. Deveiop and install & centralized display and control board,
where these variatlons could be plotted against time; whereby, mechanui-
cally or electronically, the probable purport of the sum of reported
variations could be predicted; from vhere checks on other potential
indicators could be initiated; and from where rapid dissemination of
evaluated indicationg could be made to intelligence authorities.

5. Develop machine (computer, analogue) methods for swmming and
translating quantitative traffic measures into indications; weighting
these indications according to probability; checking against collateral
information; and calculating most probable causes of the effects observed.

G. Txpand intercept activities to the extent necessary to monitor
traffic volumes on all Soviet links determined (Step 1 above) to be
significant.

7. Develop methods and equipment which will improve reception on
frequencies now theoretically interceptable by us:

a. Improve receivers.

b. Improve audio and other recording equipment.

c. Improve ‘'equipments, including weans for
derultiplexing, unac , and precision recording.

d. Install and develop methods for using propagation
measwring equipment to improve intercept control.

e. Augment NSA scientific and engineering staff in order
to assist Services in design and placement of antenns fields
and intercept positiong so as to take utmst advantage of pro-
pagation phenomena. .

Eo 3.3(h)(2)
-1 - PL 86-36/50 USC 3605
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8. Develop methods and equipment which will meke interceptable
links not now within ocur capabilities to monitor:

a. VHF

EO 3.3(h)(2)
" PL 86-36/50 USC 3605

b. SHF

¢. Noise commmnications

“L JSYstens

e. Frequency dispersal svstems

3. Improve facilities for- embling the intercept operator to
deternmine the identity of transmitters which he hears.

a. Develop wesns; auch as multiple unit antennas, whareby
gperator can by hmself determine directipn of sarrival of a signal.

b. Increase. co-location of D/F, MOA, and intercept
facilities. ’ /

Inprove comunications between intercept operators and

D/F, DMOA posit.ions.
10. Improve methods of transmitter identification:

a. Inprove‘ J,équipment and analytical methods.

b. Develop MOA and other operator identificaticn techniques,
recoarding and analytical equipments and methods.

¢. Develop better methods of radio position fixing, such as
Inverse loran.

d. Improve field co-ordination of all methods with each other
and with intercept.

11l. Develop improved methods of intercepting, recording, and utilizing
immediate action voice commnications, including automatic time registering
devices.
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12. Improve the quality i’ intercept operations LYy personnel actions

a. Increcse incentives for re-enlistnment.

b. Improve recruitment, sclectionr, and proficlency evaluation
eriteris and techniques, including use of psychometric methods.

c. Pimpoint, iantengify, and ismprove training given in intercept
technligues.

d. TImprove training and development of intercept supervisors.

2. Train officere in intercept axnd trunsmitter identification
technigues.

f. Take action to solve problens ir connectlon with usizg
civillans as intercept operators.

13. Inereage T/A potential at points or intercept by:

a. Educating end training operators and supervisors in
rudinents of T/A.

b. Providing trafiic analysts for each point of intercept.

c¢. Decentralizinz T A operatione to intercept stations by
moving T/A unite forward.

d. Increase exchange of T/A and collsteral information between
Tforward units and more centrealized T/A units.

¢. Increase authority of forward unite to originatc messages
disgeminating wrgent intelligence information derived by them.

£. Provide guidance relative to (e) above, on appropriate
addressees; and provide adequately repld communication wiannels.

1h. Establish a small research group to carry out research and

(guide) development(s) on new methods of traffic analysis. including
edaptetion of certeln problems to high spced machines.

15. Use more extensively the existing T/A Fuslon sources to con-

struct the pattern of Soviet operations by:

a. Intensifying our intercept snd T/A efforts during Soviet

-3 -
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maneuverg in order to build up &5 complete a éicture as possible.

EO0 3.3(h)(2)
'PL 86-36/50 USC 3605

b. Making epeciel, separate, and intensjlve studies of all
T/A Fusion material to comstruct an accurate pattern of the behavior
of the

16. Perform additional and more theorctical studies in connection
with the 'I‘/A Fusion effort witlh a view to:

a. Finding new spproaches in various fields relevent to the
problems.

b. Developing new methods of analysis.
¢. Developing new high speed machine techniques to the problems.

d. Developing new automatic semantic procegsing equipment for
use in T/A, voice, brevity codes, etc.

e. Applying more of the highly developed mathematical
princlples of machine programming to the problems.

17. Improve the quality of T/A Fusion by personnel actions to:

a. Improve recruitment and selection criteria and techniques,
including use of psychometric methods.

b. Pinpoint, intensify, and improve training given in analytic
techniques.

c. Improve proficiency evaluation of analysts.

d. Establish a sound salary and promotion policy and have it
as favorable to trefflc analysts es 1t is to cryptanalysts.

e. Improve the quality and proficiency of tihe anelytic supervisors.
f. Provide for the rotation of personnel through the COMINT

structure to keep it sensitive. Due regerd should be given te
continuity of effort.
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18. Improve the computational support 'v.rallanle in NSA by:

a. Increasing the number of skilled on the NSA
staff by educating qualified NSA personnel in 1 tria.l and
educational institutions and by hiring prosra.mers [Programmer”
includes those educated, treined, and experienced in the highly
complex theory and mathemetics of programming, as opposed to thoge
skilled in scheduling machine times, applying fundemental eomputational
orders, meking various plugging comb:.naticms and performing mointe-
nance on existing machines. ‘ y

b. Investigating thoroughly the possiilllty of uiil:lzing
cleared indoctrinated personnel skilled in the art of programning
who mey be avallable outside NBA. | :

¢. Developing and applying new types of high speed a.na.lytlc
machinery. y

19. Continue to give the highest possible prlomties to the
solution of thq systems.

20. Maintain a firm and consistent policy to control and regula.te
the transfer of personnel familiar with the |
problems to other activities with a view to maintaining the highest
possible degree of continuity of the several efforts involved. Due re-
gard should be given to the psychological and career development factors
involved.

21. Augment the existing staff on these high-level problems by
several additional top-flight analyste, utillizing pyschometrie methods
of proficiency evaluation and selection.

22. Increase the speed of conveying information to inteiligence
channels:

a. Continue detailed time studies of traffic delays with a
view to:

(1) Reduction of processing times in nessage centers at
all echelons.
(2) Routing overseas traffic through the best possibie routes.

b. Reduce transit time of high precedence and other treffic by
studying and adopting some of the principles now available (including
those reported by the Programs Research Unit of the Johns lopkins
University).
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23. BSeek ways to increase the number of groups per day being handled
by electrical communications:

a. Monitor proposed improvements for COMINT communications
systems .

b. Monitor contemplated developments such as automatic
switching and on-line encryption.

¢. Develop better and faster encryption devices.
d. Achleve higher transmitting speeds.

2h. Provide more efficient utilization of radio freguencies and
exlsting land-line facilities:

a. Use the back scatter meagsurement technique to determine
the most effective radio frequency to use at a given time. (Such
methods have been published and should be csrefully studied.)

b. Devise a method of pooling all available radic frequencies
with assigmments to indlvidusl stations on an immediate basis to
meet ionospheric conditions.

c. Provide constant attention and practice in the use of

alternate radio links and cable facilities that can be avallable
if severe Jamming of redio circuits incident to hostilities should

render the regular circulite inoperable.
25. Improve the operations of the entire cormunicotions networks to:
a. Insure against personnel failures vwherever possible.
b. Assure the timely delivery of messages to their addressees.
26. Improve training and instruction of communications personnel.
27. Estsblish the active policy that, wherever possible, NSA will
perform initial, broad, and high-level research and establish requirements,

but that the detailed research; development, and construction work will
be done through coantracts with commercisl companies.

28. Study carefully the entire concept of military, diplomatic, and
commercial commnications to:

a. Reveal those aspects of the communications networks which
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are most gusceptible to commmnications intelligence activities.
b. Relate the value of the intelligence gained through
exploitation of these aspects to the cost of exploitation and

to the cost to the enemy of security measures which would reduce
their vulnerability.

29. Establish a competent and versatile research group ot NSA
starff level to:

ae. Initiate and cerry out basic research on the theory of
communications intelligence.

b. Review constantly the cwrrent world-wide technicel status
of all COMINT operations.

¢. Perform and guide general theoretical research.

4. Recognize the need for additlonal broad rescerch in
specilfic areas.

e. Relate the long range research needs to long range intel-
ligence requirenents.

f. Monitor and study all accesslble comercisl technical
developments having applieability, directly or indirectly, to COMINT
problems areas.

g. Relate NSA's needs to commercial developments wherever
possible. .

30. Explore thoroughly all aspects of utilizing a "captive organization.'

31. Improve the research and development potential of the national
COMINT effort by personnel actions to:

a. Improve the salary scales to induce good men to enter
and remain in this field.

b. Provide recognition for achievements.
c. Improve working conditions.
d. Explore the extent to which scientists and engineere from

universities and industrisl laboratories could be usefully borrowed
for varying periods of time.

~ 7 -
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2. trugnent the existing soiontific und engineering staffs at
NSA with a view to providing direct assistance to the Services on
all COMINT technological watters.

32. Improve the persommel potential of the nmational COMINT effort:
a. Establish more high-level civilian pogitions.

b. Provide more opportunities for sclective sdvancement of
well qualified cilvilian personnel.

¢. BEstgblish u sslisfying carcer CCMINT Service for officers
as well as enlisted men in the Arsy and Alr Force und revive it in
the Novy.

d. Assure that supervisors of ell COMINT activities have
expert knowledge o. the activity they supervise by:

él; Training
2) ©BSelective =ssignment procedures.

2. Re-examine recruilient policiss in the 1light of realistie
security limitations.

33. Educate NSA pcrscnnel at all echelons on the gencral character
of ELINT and its applications to the COMINT effort.

34. On the basis that certain phases of ELINT and COMINT are mutually
comgplimentary, establish working ELINT-COMINT liaison between NSA and all
agencies now conducting ELINT operations. /[These lnclude ANEEG (Army-Navy
Ilectronic Evaluation Group), USAFSS, SAC, ATIC, and CIA.

35. Provide direct comunications between field SLINT units and the
nearest fiecld COMINT unit.

35. Provide adequate coordination and cocpcration uetween ELINT and
COMINT units at all echelons. '

37. Include dats derived from ELINT in all periinent COMINT processes,
studies, and developments.

38. Develop postulated, normative enemy plans:

a. Study coxisting postulated plons carcfully and completely.

-8 -
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b. BStudy pertinent historical documents.

c. Work all available intelligence data into the plans.
d. Utilize our own operational experience.
e. Teset phases of the plan by experimental operations.

39. Develop a set of integrated indicators based on the postulated
enemy plans.

40. Quantify all intelligence information (COMINT, ELINT, collateral)
underlying the direct indicators of the imminence of war. This is especially

applicable to the Soviet Long Range Air Force and the Soviet Air Defense
Systemn.

k1. Develop measures or indices of activities, actusl or postulated,
of various types.

42. Develop stendardized display systems that will show the develop-
ment of the indices or measures as functions of tine.

L3. Measure the imminence of hostilities against the postulated plans.

L. Study the possibility of epplying analytical machine methods to
the integrated indicator system.
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