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USCIB: 14/100 Item 3 of the Agenda for the Fifty-seventh
Meeting of USCIB, held on 10 November 1950,

- SubJeoct: French Diplomatic Cryptographic Security.

MR. ARMSTRONG introduced this item and explained that it
involved consideration of the SECCOM report on the subject which
was ciroulated under date of 3 November 1950, He informed ths

~ members that the Chailrman of SECCOM was present, and might wish

to comment on the report.

MR, COLLINS said that he had nothing to sedd to the report,
but would be glad to answer any gquestions.

MR. ARMSTRONC asked for comments on %he report,

ADMIRAL JOHNSON said that he had several amendments to
propose,

" MR, ARMSTRONG sald that before the amendments were con-
sidered he would like to ask if the Boerd wished that the re-
port go to the National Security Council {(NSC) now, or be held
until later. He sxplained that the discussions on the French:
security problem had not yet reached the communications phase,
and the members might wish to have the NSC consider the report
closer to the date that the communications problem comes bsfore
it, He asked 1f the Army was anxious to have action taken at

this time.

COLONEL HOWZE replied that action was not necessary until
the question of basic French ssourity had been settled.

, ADMIRAL JOHNSON suggested that the report be sent to NSC
'4in order to acquaint them with the serliousness of the problenm,

GENERAL .CABELL said that he thought it would be best to
leave the decision to the disoretion of the negotiators who
would be primarily concerned with the problem.

DR. CRAIG and MR. KEAY agreed with General Cabell.

ADMIRAL JOHNSON said that he did not feel strorgly about
having the report forwarded now,

- MR, ARMSTRONG then asked if it would suit thes members to
adopt this policy so that it could becoms blnding on the

member agencies.

The members agreed.

MR. ARMSTRONG asked Admiral Johnson to present his pro-
posed amendments to the report.
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As a result of Admiral Johnson®’s proposals and the memuers®
comments thereon. the following emendments to the report wess
agreed upon:

a. DPage 1 - Reveras the order of paragraphs 4 and %
and re-word each toc read as follows:

"4. U,S.=French cellaboration has bscome 8o closs
as to require, in particular, the improvement of the

seourity of French communigations. _Such improvement eii- ?
‘ 7 ing the b3.3()2) |

86-36/50 USC 35605

"5, DBeeause of general French imnsecurity, the im-
mediate advantages accoruing to the security of the U.3.
by urging improvement of the security of French Diple-

matic traffic are likaly to be of limited value.” §

b. Tab 4, subparagraph la., -~ Amend subparagraph to read | 5
as 70l1ows: !

"a. Take steps t0 improve Frensh security in general \
and oryptographic security in particular. Undertake im- ;
provement of French cyryptographic security only after thare
has been established a secure group in the French Govern- .

ment which would enable the U.S. to pass to the Frensh
Government without risk of compromise.”

Following approval of the above amendments ADMIRAL STONE |
invited the attention of the members to Paragraph 8  subpara- ?
E gg%ﬁn b, and read a proposed amendment. He s&Ig thet he had

- ta . informally with the British on this peint - as a re-
- sult of which he thought the French could be given technical

-~ advice on oryptomachinery improvements. but could not be pro-
-vided with orypto material, esxcept possibly some one-time pads.

MR, ARMSTRONG asked if the members would agrae Lo acnept
- Admiral Stone®s proposed revision of 8b.-

All members agreed that this paragraph would be changad

- to read:

. USCIB: 14/100

"b., If ths provision by the U.3 or B.X. of a
oryptographic eystan for communlcations provas
to be imprectical, them use by the Freach of
thelr own best sryptographls systsm would bs
the next meoat desirsble solution

- 16 -
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ADMIRAL JOHNSON asked if this report should be forwarded
to the Searetary of State and ths Secretary of Defense for
- {nformation at this time.

MR. ARMSTRONG seild that he thought sucn forwarding would
be automatic.

ABMIRAL STONE then referred to subparagraph 84, and said
that it should include a statement regarding technical assis-
tance by the U, S, and U. X. to the Frenchn

MR. COLLINS in reply to a question, stated that this
stetement in the report (£d) meant that the French had the
tegchnical knowledge to know a good system from a bad one but
that they had insufficient money and perscnnel to exploit
their knowledge.

‘ ADMIRAL STONE expressed his opinion that without U.S.-U,K,
technlocal assistance and adviece, the use by the Franoh of their
own systems would not necessarily achleve ths result we thought

desiradble.

After a brief discussion the membera agreed thaet subpara-
graph 84 should be smended to reflect the general thought ex-
pressed by the members at this meeting. IJI¢{ was alsoc agreed that
the Coordinator would prepare the appropriate wording for this
subparagraph.

DECISION: USCIB accepied the report of the Security Committee
as contained in USCIB: 14/96, with amendments as indicated in
the above discussion. It was agreed that the decision on the
appropriate time for forwarding the report to the National
Security Council will bs dsferred for further aotion by USCIB,
but that thils report be furnished now to the Stats and Defenaa
representatives who will be engaged in detalled negotiations
with the French on this problem. These negotiastors will, at
thelr dissretion, forwardé the report to thsir euperiors.

This item %0 bve dropped from the agenda.

The full report as ravised is as follows:

- 17 -
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THIS POSITION OF THENUNITED”STATES REGARDING IMPROVEMENT
- OGRAPHIC SEbﬁﬁI

PROBLEM

l. To review French diplomatic eryptographie security
particularly with a view to establishing pertinent U, S. poiicy
and to provide guidance for the U. S. negotlators in their pro-
posed forthooming discussions with the French on improvement

of French over-all securityo
DISCUSSION

2. See Tad B,
| CONCLUSIONS

3. Thers are no methods whereby the security of French

diplomatic tographic communications can be improved
erreotivelﬂ

L, U.S,-French collaboration has becsme su close as to
require, in particular the improvement of the security of
French communications. Such improvement entails an advantage
outweighing the | i

P
- 5. Because of general French insecurity, the immadiate
advantagea aceruing to the security of the U 3. by urging
improvement of the securlity of French Diplamatic traffic are
likely to be of limited value. i

6. Therefors, steps should be taken to improve Fren@n

. diplomatic oryptographic security only as soon a8 there is
" . established within the French Government a sscure group to
which the U. S. may pass highly classified information ofEc)ss()ca

combined interest without risk of compromise. No steps p|__ 86-36/50 USC 3605

toward the improvement of French diplomatic eryptographis
security should be taken or discussed until this condition \

- . has been achlieved. However, such steps nead not await a
.+ total improvement of over-all French seeurity

l\«: éa) the preeise approach which should be uaed to undertake

7. It is not possible, at present, to detsrmine aither‘

8, If and when steps ars taken to lmprove French
diplomatic security, the following conditicns apply:

USGIB: 14/100 - 18 -
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a, Provision by the U, S, or U. X. of a oryptographic
system for French communicationd is considered to be the most
desirable solution to this problem.

S b, - If the provision by the U.5, or U.XK. ¢f a arypto-
graphloc system for communloations provea fto be impracticsl,
then use by the French of their cwn best cryptographic system
would be the next most desirable sclution.

¢, Other methods for solving ihis problem are not
gsatisfaotory.

d. It 18 counsidered that the U.S8., ar U.K. should afford
the French technical assistance and advies in connsovion with any
method adopted to improve communieations ssgurity.

RECOMMEND ATION

9. That the National Security Councii approve the attached
Statement of Policy {(Teb A).

o 19 =
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STATEMENT OF POLICY

047
THE POSITION OF THE UNITED ST:'ES REGARDING IM?RQVEMENT

1. The United States in diacugslons with tha Frenoh on
the improvement of French security should:

a. Take steps to improva Fiﬁubn seourity in genaral
and oryptographic sesurity imn particalar. Undertake improvement
of Frenoh eryptographic security oaly after thers has been
established a #9curs grpup in the French Govermment whioh
would enable the U, S. to pass to the French Government highly
clansified 1nformation or comhinaﬁ 1nterest without risk of
corpromise. '

b, Awoid plaolng the question of French diplomatio
cemmunications ssecurity on the agenda for -the first diseussion
with the Frenoh, and on subsequent agenda, until suoh time as

‘iaprovement of other security matters had demonstrated that the

French have made definite progrees toward overeall security.

¢, Postpone, on a "No-comment" basis, any discussion
in the event that this problem is raised by the Ftenoh prior
to being placed on the agenda for discussion. ~

2, This aspect of the saneral problem of Franch over-all
security will be coordinated with the U.K. prior to any approach
to the Frenoh concerning 1mprovement of their dipiomatie crypto-
graphic segurity.

3. USCIB is charged with tne reeponsibility.

a. To designate an ofricial to reprcﬁpnt USCIB in
determining, along with U.S. negothtors, the most advisable

approach to be used and the depree to which it may de ned eaaary
to| ‘EO33((Q2) |
PL 86-36/50 USC 3605

b. To develop with appropriate U, Ko authorities a
cambinad poliey affecting thia probiem B .

‘¢. To determine and aﬂvise the U So negptiators when
there have been established within the French Government th se
oonditions which are prerequisite to U.S. efforts toward t
improvement of French diplomatic oryptograpnic sscurity. No such
efforts shall be made by the negotistors without the advice and
gonourrence of the USCIB representativa

R 20 -
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TAB B t

DISCUSSION

1. The threat to U. S. sesurity which derives from the
insecurity of French communications has been a nmatter of deep
concern %0 the United brates_ror some time pust.

a, In August 1948, USCIB considered thls problem and
aubmitted a split report for decision by the National Segurity
Council. No action toward the improvement of French crypto=
graphic security was taken at that time.

b. In September 1943, USCIB, on behalf of ths U. S. C
Government, acoepted a British propoaal that a British erypto- |
graphic device be providsd to all NATO governments for use as

part of the COSMIC system. This device was adcopted by NATO,

. G, Regently the problem of Frensh ceryptographic
security has bseome inoreasingly oritical. As the scops of .
U.S.«U.K.-French collaboration has been extended, the French ’
Minister of Defense has approacghed U.S. and U.K. representatives o
with regard to improvement of over-all French security. Hence a o
re-study by USCIB of the sryptographic aspects of French security
is indicated. -

2. Any. oonsideration of French ceryptographic security must
1nvolve the questions of whether it would be advisable to take
aoction toward the improvement of French communications security
practices and procedures, end if so, the naturs and scope of

corrective measures to this end.
J. Studies conducted by intelligence agencies of the

 United States indiocate that Frenoh government departments and

agencles are penetrated extensively by the Communists and,

therefore, their present over-all security is very poor. It

would thus appear that the lmprovement of oryptographic security

at this time, without an accompanying improvement in otner EO.3.3(h)(2)
security aspeots, would have limited value. : PLseswsouscsmm

measures should be addresgsed toward elther {a] the exclusion

“of U.S., information from French diplomatic communioations or

(b} improvement of French diplomatic oryptographic security.

' Inaesmuch as the U.S. cannot completely control Frenchk dissemina-

tion of U.S. information, it is clear that optimum corrective

'USCIB: -14/100 -
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measures must include an improvemsnt in French diplomatis PL 86-36/50 USC 3605
cryptographic security. Therefore, this study has been i

directed toward 4his end.

7. Nevertheless, early steps looking toward this imrrove-
ment would eptall sdvantage through the development of sscure
somnunications prastices within the Freach Government. Goed
oryptographic security is not a conditiorn which can be imposed
all at onece. The physical machinery involved might bde provided
and distributed &n a very short time, but the intangible factors,
such as training, technicsl skill {in both use and nainisenance),
security awareness; and smooth cocoperation among widely muattersd
operating elsments, constitute a structure which requires g groat
deal of time fo vufld. -

8. Ultimately the impravement of French oeryptographic
gecurity may bve necessary on all communicetion links to avoid
leaks through retransmission to other offices or lower echelons
in poor eryptographle systems, but some advantage will accrue
frém progressive improvement commencing with specific links
earrying important lnformation of combined interest<

g, Assuming that & decision is ultimatsly nede to proceed

with the improvement of French oryptograg his security, four
possible methods exist whereby this improvement of French com-

munications aeaurity may be undertaken:

\

a. The establishment of combined cryptocenters for the
-reencipherment of all U.S,; U.K., and French traffioe paseling in-
formation of a combined interest. This system envisages the
initial encipherment of ths traffic of each nation. in ‘the arypto-
graphic systems of that nation.

22 -
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- equipment under controlled conditions,

USCIB: 14/100

b. A requirement on the French

own best cryptographic systems.

that they use their

~

¢, The provision by another forelgn oountry of a

oryptographic system for French communica

tions.

d. The provision by the U. S. or the U, K, of a erypto-

graphic system for French communications.

Although this

‘ 10. Joint oryptocenters for re-encipherment.
method would %Eear to have thel] |

seems to be the least desirable of the four

methods enumerated above.
cumbersome for efficient use.
pandable to accommodate any large number
links.
operationally to the U, 3. and the U, K,

1l.

It is doubtful that this method would be acceptabdle

This method would be too complex and
It would not be sufficiently ex-

of French communication

\ .

A requirement that the French employ their own best
gryptographic systems. 8 method would appear to have the

.__Among thef

adequate French oryptographic systems, only their military oipher

devices would appear to meet the needs of e;tensive, effiolient

communications.

12,

“EO 3.3(h)(2) .
" PL 86-36/50 USC 3605

Provision by another foreign country of a oryptographioe
system for French communloations. §n view o% the apparent -
? T the U. 5. and U. K

. K. to provid

ocapacity o
it

look elsewhere for this assistance.

e adequate eryptographioc
appears. unnecessary to

'

13. Provision by the U, 3, or the U,
sEstem foTr French communivcations., Of the
above, 8 ne would appear to be the
foreseen, it would have neither the least
| | Altho
volve the use of U, S. oryptographtg
which this Government cannot oontrol
that the risk of compromise to U. S. oryp

appears that the U. 3. and U, K. have the

X, of a og*gtograghio
~four methods enumerated
best. So far as can de

nor the greatest adverse
ugh this method would in-~

equipment under conditions
directly, it is estimated

tography is slight. 1t

capacity to provide

adequate cryptographic equipment for those French communiocation
1links whioh are expected tc carry information of combined interest.
1t may be noted that a precedent for this method exisys in the
present NATO agreement wheredy a U.K. oipher device has been

1ssued to certain elements of the NATO govarnments.
cedent, if extended within the French Government,
easily extended within other governments if simii

should arise with other NATO oountries in

-23 -
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This pre-
would be most
ar probl

the future. /




