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MEMORANDUM FOR THE MEMBERS OF USCIB S

SUBJECT: Terms of Refer Negotia.ting a New COMINT

Agreement wit

1. In accordance with the dec:ls:t”bn reached by USCIB at its
105th meeting on 13 August 1054, an a.d hoc committee was convenea.

to draw up terma of reference for negotiating a new COMINT agreement

with  The committee was ' composed of representatives of

STATE, CIA, NSA, Army, Na.vy/;, a.nd Air Force; the NSA member was
Chairmen. i
2. In its deliberations, the committee wes guided by the

provisions of paragr'e.ph 15 of the Final Report of the UKUSA

wsh/)”and paragraph 3 of inclosure 4 with USCIB 29.18/8.
3. At 11,;,5’"/ final meeting on 1 September 1954, the Committee

una.nimously,,we.pproved the inclosed draft entitled "Terms of Reference

for 'the Hegotiation and Implementation of a New COMINT Agreement with

" and agreed to forward 1t to USCIB with a recommendation for

approval.
% ranns
OHN J.
Colonel;, Arty
Chairman, Ad Hoc Committee
Incl:
a/s

Leclassified and approved for release by NSA on 06-18-2014 pursuant to E.O . 13526)
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—HOR-SECRET- 1 September 195k
TERMS OF REFERENCE FOR THE NEGOTTATION
TION OF OMINT

PHASE I - INITIAL APPROACH

l. An initisl approech will ‘be made by a repreaen ¢ tive of the

Director of Central Intelligence to the Chief of the

\ to obtein his concurrence to certai "

principles and to make arrangements for a conference to draw up an

expanded U.S.. ’(M]Iﬂ' Agreement.‘ The CIA reprea tative will
make statements to the following effect- |
a. Tha.t the U. S. COMINT authorities have a.pp:roved policy

vhich permite a new and expanded relationship with the

" the COMINT field.

b. That through thie new relationship the

expect the answers to the technical questions previously posed by them
and a good deal more as well, as the U.8. is now willing to enter into

an extensiVe technicel excha.nge on the pro'blems

being worked by thel

c. That in return for this, the U.S. has certain regnirements

for reports and materials which it would expect the to fulfill

to the best of their ability. Listed in Tab A is a swmary of major’ U.S,

requirements.
4. That if the ebove is acceptsble to the in

principle, the lf.s. suggests that a conference be planned for the drawing
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up of an agreement That the U.S. would ‘welcome

suggestions

as to the exact form such an agreement should take and on the timing of
such a conference. For the conference, the U. S. would send qualified

COMINT techniciens to participate and to ela.‘borate on‘= the technical

detalls of excha.nge
e. That the U.S. places such high hopes on this technical

exchange that it is willing to essign a fully qualified G(MINT technician

| ‘ C(MIN’I‘ Service,

to |to carry on liaison with members of the|

provided a mutually acceptable arrangement can be agreed.

f. Tha.t , 8ince this new relationship ) as envisa.ged by the U.8.,
will involve the exchange of unusua.lly sensitive 1nformation » there will
of course have to be certain mutual limitetions and safeguards for the
protection of both the :lnforma,tion excha.nged and the fa.ct of the
reletionship itself. In this connection, as a prelnde to the conference ’
the U.S. COMINT authorities woula like assurences that thel:
COMINT Service and other users of COMINT 1n§ will conform to certain

minisum standa.rds already pra.cticed by the U S., which are herewith being
provided (Attached as Tab B)
2. In addition to the above, the CIA representative will endeavor to

elicit :lnfomat:lon as to the decision on the relative roles in COMINT that

thel may have.

| PHASE II - NEGOTTATION

3. The following specific principles will govern the negotiation

with thd bf & new COMINT agreement:

TOPSEGRET
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a. As approved by USCIB 2918/8, t

rector of Central

Intelligence will be responsible for the negotia. on“ of a new COMINT

agreement with the|:|in accordance with

Conference Report (Attached as Teb c) and the tec

al \‘s“pecifications

determined by the Director » NSA. i .‘ s _
b. NSA representatives ﬁll pa.rticipa.te: i “\‘h the CIA representa.-

tives at the negotistions and, within the 1:lm:ltations of Tabs D and E, will

determine the precise tectmica.l ne.ture of the couabomtion wmi:|

c. The negotia.tors will a.ttempt to asce T “ that , under this

nevw a.greement s the |ctually represents all
d. When the Lre invited to Join the SHAPE & organ:lza-

C(MINT actzv:lt:les.

tion, the D:I.rector s NSA, w:lll be identified. 'I'herefore, the NSA representa.-
tives at the negotiations will be Introduced as represent:lng the head of

the COMINT collection a.nd production Agency in the u.S.

e. The negotiatOrs will endeavor to fulf:ll 1&111 the objectives

and requirements set forth in Tabs F and D.

f. The negotiators will endeavor to obtail agreement

that the NSA Lia.ison Officer to be stationed inl may have &irect and
frequent (at 1east twice a week) contacts withl cmm'r tectm:lcians

.Such conta.cts will be a pre-requisite for the new CGJINT agreement with the

'but the requirement will be satisfled provided the

- can make the contacts in some secure place, not necessarily actuai

COMINT installations, where full discussions, papers, and exchange of
materials and ideas may take place.
3
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g. The negotiations should take place in[

on a date mutually

acceptable to the] nd the U. s., preferably in October 1954.

h. Obtalning of Iapproval to passing copies of their

material to the U.K. and revelation of UKUSA colla'boration will be in

accordance with pa.ra. 15¢ of the UKUSA Conference Report (See Teb C).
i. For the guidance of the negotiators ) detailed minimm security
standards will be prepared at a later date and will be as agreed by the
Ad Hoc Committee. They will be attached as Ta'b G.. |
PHASE IIY - DIPLE'MENTATION |

b. It is considered that, at the outset authorities

will consider the new COMINT agreement a.a an unusually delicate matter
and will desire that it be implemented on as inconspicuous & basis as
possible. It is considered. ﬁzrther tha.t in the developnent of this
colla‘boration, th: will ’ of necessi;ty, handle it in a mammer

similar to existing Lu. S, inteliigence relations. The

progra.m for lmplementing this new a.greement may , therefore, have to

accommodate both (1) this situation in) a.nd (2) the U.8. desire

that it be handled apart from other intelli:éence relations, but without
detr:l.nient to vital non-COMINT inteiligenee f"f’rela.tions. Accordingly, the
new agreement will be implemented as follows

a. The Director, NSA, will be responsi'ble for the conduct of

COMINT collaboration with the in accordence with the terms of

this new agreement. Present CIA commitments for the provision of cash and

L

“TOP SECRET




3.3 (h) (2)
86-36/50 USC 3605

equipment to thel |uill be met under arrangeinents e,pproved

specifically by the Director of Central .Intelligenee’.

b. The Director of Central Intelligence",,-ijrill aseiet the Director,
NSA, in the development of this COMINT colla’borat‘ion. The ii;li;aiJ;‘ec'l'.or of E
Central Intelligence will be responsible for a.ssuring that COMIINT arrange-
ments are sepsarate frcm non~COMINT arrangements, insofar as practica.ble.

c. The Director of Central Intelligence and the Director , NSA,
will resolve any conflicts between COMINT and non-COMINT a.rrangements.

d. The foregoing responsibilities will be discharged in[:::::]
by the NSA Liaison Officer and the Senior CIA Representative respectively
and as follows: /" :f

(1) Each will keep the other fully informed as to the
‘development of the COMINT a.rrangements on the one hand and, on the other,
as to those problems which may a.riee in connection with the i;nter-relationship{‘ |
of COMINT and non-COMINT arrangenients. (In Washinéton the Diire%:tor, NSA, '.
end the Director of Central Int,éﬁlligence will keep each othaeriiii simila.rly
informed. )

(2) 1In assisting the NSA Liaison Officer, the Sen:lor CcIA

Representative will este.‘blish the pattern for NSA contact with

authorities on a basis mutually acceptable to themselves and the

(3) In eny instance when, in the judgment of the CIA
Representative in|:|*"/ an action on the part of the NSA Liaison Officer

in the conduct of COMINT collaboration would adversely affect vital non-COMINT
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arrangements, such action will be sﬁspended or held in sbeyance pending

resolution of the matter by the Director of Central Intelligence and
the Director, NSA.

(4) The NSA Liaison Officer will have a private crypto-
channel for direct communication with the Director, NSA. This channel
will be the exclusive channel for passing communications which must be

handled in COMINT channels  only.

EO 3.3(h) (2)
PL 86-36/50 USC 3605
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SUMMARY OF MAJOR U.S. COMINT REQUIREMENTS
WHTCH [COULD BE EXPECTED T0 FULFILL

1. A limited intercept search and development mogrém to determine

the extent ﬂ J

above and beyond their normal cweragé uéi@merﬁ;s.

3. It is estimated that approximately 100 additional

intercept operators will eventually be required to sccomplish 1 a.nd 2
above, in addition to maintaining present intercept coverage. |

k. Improved D/F support. |
5. Increased speed in forwarding of material, together with ccmfplete

copy of traffic now forwarded in skeletonized form.

6. 'Spot reports of significant developments noted in

/ daily intelligence summaries (Intsum) to

supplement the point-of-intercept reports of communication activity now
provided (Tecsum), and a modification of the point-of-intercept reports

to include more technical material.

Teb A
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MINIMUM STANDARDS "OR THE SECURITY AND DISSEMINATION OF COMINT
N _

1. Cm, 8s use¢ herein, refers to all information derived from
the processing of traffic procured by listening to foreign communications,
including voice transmiss.ons, for the purpose of producing intelligence.
It includes raw traffic, snd-products, technical materisl, methods and
techniques, working docunents, and other special materiel used in its
proc‘lﬁction. It also includes intelligence reports and summaries based
on COMINT unless the information is so generalized that it cammot be
traced ?,gck to a pa.rticu_:l.ar item of COMINT or to COMINT in generalﬂ.

2.~ E&g}_xgcovernmen;t will desigﬁate a national authority to deal
vith eli questions gf/f;qmw security and enforce these principles.

3. -péfore an indyyidual in any capacity has sccess to COMINT, be
mst be screened 1n 8CCOL3ance with standards and procedures esteblished
by the nationa} author 1t} and cleered as being of unguestioned loyalty.
The screening must be 88 ‘thorough as possible and at least as timrough 88
that given to individuals poyyng access to TOP SECRET information of
similar sensitivity. In 233ition to such clearance, these individuals
mist be specifically ma:‘:eﬁ by the national authority to have access

_to CQUINY dnformation. ‘

"-fi‘gl"ri?f to being given ¢qqags to COMINT, each individual will be
:I.ndoet;‘&dateﬁl'for COMINT by & 5%ecial warning on the sensitivity to compro-
mise of COMINT sources and will Yy required to sign a document drawing

Tad B

TOP SEC
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attention to his specilal responsibility foﬁ:‘ safeguarding COMINT information

and to 'bhé consequences provi-dediif , elther by intent or negligence, he
allows COMINT information or material to come to the notice of unauthorized
persons. It must be stressed that there is no time limit, in that the
information must be safeguarded indefinitely. |

5. Distribution of COMINT must be on the need-to-know principle,
1.e., each item of COMINT information or material shall be made known
- only to those COMINT 1ndoctrina;ted. individualé who require it in the
performance of their duties. Control lists of individuals indoctrinated
for COMINT will be maintained by each government. The 'numbér of 1ndoc-
trinated individuals will be kept to the minimum consistent with essential
1nte111gence and operational needs.

6. A1l possible steps will be taken to prevent. thé risk of cé,ptui'e
or interrogation of COMINT indoctrinees by enem:les or potentia.l enemies.
In general, no risks should be taken other tha.n those necessery for the
efficient performence of their duties.

T. The greatest care must be taken not to betray COMINT success by
sctions based on it. The source should on no account be needlessly risked.

8. Each government will observe mutually egreed minimum stendards

with respect to classification, transmission and physicel security of

COMINT.

“FOP SEERET
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TAB C
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negotiations and

Specific agreemen sgeetiel’ future UKUSA Comln ‘

arrangements with

1t is asree«!_i:rgpe’e;t of dev’eldning theﬁ,,;:r"reqn’:l“red e,cnbfnded UKUSA Comint

e) The U.S. shall be the UKUSA channel ”for the negoti

conduct of arrangements with
(3) velow).

b) I&ﬂ‘et of technical Comint ass
| shall be made contingent on‘

cchange of all Com:lnt ma.terials provide
to the U.S. ;o

¢) UKUSA collaboration will 'be revealed to the|

follows:

(1) The U.S. will request permission of th

pass the materials received from them to the

K . in

order to fulfill the request made previously.

(11) The U.S. will sta.te that, in return for this perm:l.ssion,
the U.S. will inco , , i

(111) The U.S. will state further that the above w:lll be done

with the knowledge and consent of the U.K.

(iv) The U.S. ,will inform the U.x.,» beforehand of

the El.ntended

timing of this move so that the U.K. can thereafter confirm
to the appropriate:I authorities that the U.8. approach.

was made with U.K. knowledge and approval.

4) For the conduct of UKUSA Comint arrangements with the|
Director, NSA ﬂee to station a Senior Comint representative
P

in|:|but no

e) The U.S. shall cbtain en assurance from th

personnel shall be accepted at NSA or GCHQ.

| thet they will

adhere to personnel, physical and Comint security standards at least

equivalent to the appropriate UKUSA standards.

f) Comint materials received by the U.S. from

| shall be pleced

in Comint chammels as soon as possible and be classified on the

same basis as corresponding UKUSA material.

“TFOP-SECRET-
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g) All Comint materials and Information received by ‘the U.S. from
[ 1sheall be im'edia.tely,,e’xchange thin UKUSA.
h) 1In the course of new negotiations with the_ | comint service

3

k)

1)

the U.S. shall endea,vour to a.tta.i he ob ectives stated in
paragraph 8 above. ‘ 1 ;

The U.S. 11 endea.vour to complete new UKUSA arrangements
with ‘within a reassonsble period of time (as defined in
paragraph 13): thereafter UKUSA policy toward | shall,
if necessary, be mutually re-examined vith a vievw to
determining whether a new approach is required. Until the
lapse of that period of time the U.K. will refrain fr
attempting to develop a.ny new Comint arrangements wi

The RAF will withdraw from active participation in the
development of the Comint aspects of the Early Warning
arrangements with ths soon as the U.S. can demonstrate
to the U.K. that the| = |will receive assistance from the U.8..
at least equi to that then being provided by the RAF in
all aspects ogﬂlComint activities. 1

The RAF may complete the provision of tha.t training and
equipment to which ‘the ] ; already committed as set .
forth in Tab A. If the Comint operations should reach

the stage of Justifying UKUSA technical Comint assistance
before the U.S. is in a position to provide this assistance, the
U.K., after consultation with the U.S., may provide this
essistance within the exchanges specified in para.graph 5 of
Appendix P to ‘the UKUSA Agreement. ‘ ‘

Before the RAF withdraws, the RAF ma.y, e.t a time a.greed by
the U.S8. and U.K., inform the[ | that, in conformity with
U.S.-U.K. understanding about supply of assistance to the

Comint activities, it has be rJluded that the
U.S. should take over assistance to th in Comint matters,
and that before agreeing with e obtained
satisfactory assurances that th would receive full

assistance from the U.S.




0 3.3(h) (2)
6-36/50 USC 3605

UKUSA_COMINT RPQUIRFMENTS BASED on EXI““
KNOWLEDCE OF , .

1. In the absence of dstailed 1nformet10n concernlngl\, L |
potential, it is not possible to list exhaustively the additional UKUSA Comint
requlrements which the[::::::::::]ndght be expected to fulflll. Some -addi-

ting kn | : —
are listed below. These requi lents should be reassessed on the
‘basis of analysis of the results of thej i kearch and development

programs indicated as the first requirement 1n the following list.

a. Intercept: Additional Targets.

(1) A limited seaprch and development program to determine
the sxtent of / \

| / [ above and\beyond;
normal coverage assignments. - i

(2)
(3)
(%)

(5)
(6)

b. Intercepﬁ: Positioms Required:

To accomplish the above and maintain present intercept, it is
estimated that [___ ] would have to expand from 20 positions to a
total of 46 positions as follows: :

TARGET Number of Positions

TAB D
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¢. Improved D/F support.

d. Complete copy of traffic now received in skeletonized
form.

e. Spot reports and daily Intsums to supplement the point-
of -intercept Tecsum reporting now provided, and a modification of the
Tecsum to include more material.

f. Reduction in delay in the receipt of ravw material.
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TECHNICAL COMINT AS
TO BE PROVIDED TO

l. Para. 12 & of the UKUSA Con/feféncq’fﬁéport provides tha#

the selection of \

will be coatrdiiéd by the Director, NSA,

with

end the Director, GCHQ, through ma*hinery to be agreed by them

and on the basis of agreed appreci a.tions of the téchnicel competence

of the B .
2, A list of technical COMINT materials which may be released

to is being prepared by the Director, NSA, for concurrence ‘..

of the Director, Gcm The a.greed list will be provided to the

U.S. representat:[ves prior to the negotiation of the agreenent

Tab E
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EXTRACT FROM RECOBMNDATIONS OF UKUSA
| [12-21 juLY 195h

8 ObJjectives of expanded UKUSA Comint arra.n’ eme” & with

\

t is eed that the UKUSA objectives in expa.nded Comint a.rrangements
with ‘are as follows: % _

a) To negotiate Comint arrangements with these countries that will
provide maximum assurance of continuity. :

b) To meet the requirements for a.dditional and improved Comint
materials and services listed in Tab A paragraph 14 and Teb B
paragraph 13. (It is, however, noted that the requirement for
control of a D/F station id ‘|nas not yet been formulated
in detail, and that meeting this req_uirement must be the su‘b,ject
of further UKUSA consultation) / i

¢) To expand| | Comint efforts to permit their
fulfilment of UKUSA requirements for informetion on targets not
otherwise a.ccessi'ble ‘to or not fully covered by UKUSA resources.

d) _To enable UKUSA where possible to guid.e the Comint efforts of
n tasks whose performa.nce by them is of

maximm advantage to UKUSA.

e) To improve| |00mint so as to obtain for UKIJSA
the best quality Comint results from those countries. :

£) To achieve the sbove cbjectives with minimm risk to the UKUSA
Comint effort.

g) To compartment UKUSA Comint arrangements wit} |
as far as is feasible, from other U.S. or U.K. Intelllgence
arrangements with those countries.




