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MEMORANDUM FOR THE MEMBERS, USCIB SECURITY COMMITIEE
Subjeot: Codewond for Analytic Methods

There is attached s memorsndwmm from the Coordinator whieh
requests that SEOCOM re-examine proeedures for establishing
& codaword for analytic methods,

Musmnpwmmmntmmroumm

1. A mamorendum of 15 J. 1952 from the
Goardinator to SEOCOM wiioh was circelates to
SECCOM members on 2} Janvary 1552,

2, A memorandum of 5 May 1952 fyom SEOCOM to
the Coordinator which oontained the interinm
mm tions of SECOOM with regard to this
pro

This matter will oonstitute the agenda for the SECCOM
meeting to be held in Room 2025.B, Arlington Hall Station,

5t I Vachcl.

ROBERT F. PACKARD
Chairman, USCIB Security Committes

Ensl

Oy memo, dtd 16 July 152

sub). am above, fm Coordinator
to Chairman, USCIB Seecurity
Comn 1ttee, T8
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MEMCRANDUM FOR THE CHAIRMAN, USCIB SECURITY COMMITTEE:s

Subjeets Codoword for Anslytic Methods,

1. In occordence with the recommendation centainagd in your meno.
rencum of 5 Muy 1952, the Director, AFSA, has beon afforded tha oppor-
tun? ty to roview the proceduras which have been proposed for establiuhe
ing a scparate cedeword for oryptanalytic msthods, 4m e resvlt of this -
reviaw, & firm AFSE policy position hns boen established which 18 pro-
senied in the following paragraphs,

2. Tho AFSA position on this matter remains substantially the
sam: as that forwardod for your consideration in my memorandum of 15
Januvary 1952. In addition, the following comments resulted from
DIf.#SAts study £ your memorandum of 5 May 1952

8. By tno BRUSA Agreomsnt, the bagice definition of COMINT
and of its two categories; specisl intslliigence and
trafiie intelligence, relates to the end product. Hise
torically, this has been the case since the very first
codexord wos vsed. The intention was te rsquire the
intelligenca 50 classified to ba handled in such a wsay
a8 to protsct the source. In additlen, the BRUSA Agraoe-
ment 3tipulates that TOP SECRET ccdeword protecticn shall
be acecorded to techniques related to the end produet in
ordaer to mininise the possible inference dsriveble sdouth
ODHINT succoesses. However, the two fislds of crypiana.-
lytic method and COMINT results ars, in genaral, quite
separate, both oe to materisl included and personnel ine
volved. Tharefore, iho application of separatie codawords
to tham 18 guite feamible. In the limited area of over«
lap, the convention could be that the product codeword
alone would be used gince i1te protesticon implies the
protection of the source and thersby the method.

b. The responsibllity of the Dirgetor, AWSA, to maintain

adequate security procedures within the COMSEC field is
being fully discharged. The desire to establish a sepa-
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Subjeets Codeword for Analytic Methods.

rate methods codeword is meant to reinforece even furthar
security proceduires within a particular segment of the
COMSEC field, In the light of this, the implication
that a danger to the security of COMINT would ariss if
COMSEC methods were to be raised to the sams category
does not appear to bo well founded, Since there is a
much stricter limitation of COMSEC methoda to the "need
to know" principle, the danger to the security of COMIT
by the ostablishment of a separate msthods codeword is
not evident. This is further substantiated by the fact
that there are virtually no consumers of this materiel
outside of AFSA and, consequently, compromise is wmlikely
since there is little or no dissemination in any fom.

3, At the recent U.S/U.K. Commmication Security Conference, this
gsubj-iet was discussed with membars of the London Gypher Policy Board. The
- opin.ons that were oxpressed on this matter were as follows:

8, The UK. ropresentatives stated that, in their opinion,
a gingle codeword for decuments containing methods and
techniques, as distinguished from the codeword for
documents containing only the end products of COMINT
operations, would result in greater protection for
the COITINT end products, This opinion was based on
the fact that a falr number of people who would require
indoctrination for the methods codaword would no longer
requira indostrination for the end product codeword.

b, The U.S. represartatives felt that the provision of a
geparate codeword would result in increased security for
cryptenalytic methods and teelnigues. Material of con-
siderable cryptaralytic importance, currsntly wnprotected
by eodsword, could; under the proposaly, be distributed
with a greater measure of security then 1is now possible.

6. Both the U,S. and U.K. representatives agreed that the
propossd division would simplifyy the problem of indoctri-
nation. In one cass, it would be wnnecsssary to divulge
the content or nature of the COMINT end produst to persons
cenearned oaly with metheds and technigques. The corcllary
of this would follow with respect to the indoctrination of
thcese econcerned only with the possession and evaluvation of
the COMINT end product.
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d. It was also felt that, once having adopted a ccdeword
for mathods documents, there would seldom be necessity
for changing the word on account of its actual or
suspected compromise; further, it was felt that the
codeword itself need not be classifiod as is the code~
word for the end product.

io Therefore, the USCIB Coordinator requests that you re-sxamine
the procedurss for establishing a codsword for analytic methods, as pro-
posed in your memorandum of S May 1952, in the light of the AFSA policy
position noted above, and tho agreement reached on this matter betwasn
the U.S. and U.K. representatives at the recent Commmication Security

Conferonss.

/8/ 3. N. Henger

J, ¥, VENGER
Rear Awal’ U. S. Naw
Doputy 0.S.C.I.B. Coordinator




