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telling any outsiders what they were p1anning to do,, and the now,, when,, and where 

ot the impending operation. Mutua1 confidence must be estab1ished,, so that the 

COMINT producers 1earn what the operations staff is pJ.anning,; they support each 

other. 

This ends the COMINT portion of my presentation. In the next and final 

period we'll devote our attention to CO~J!:9. 
• • • 
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The interception of the traffic is not only a complicated but also a very 

expensive enterprise, costly in numbers of personnel and equipment. I:f' there 

were time I'd show a few slides of typical intercept stations and intercept 

positions. You surel.y must realize that the business of intercepting a message 

while similar to is hardly identical with that o:f' receiving a message when the 

receiver is a legitimate member of the radio net. The intercept operator can 

hardly break in and say: "Hey, bud, I didn't get that 1ast group. Repeat it, 

please". The detection and copying or recG>l'ding the intercepted enemy traffic 

passed over modern high-speed communications systems is a very comp1icated but 

important step--and getting the intercept copy back to where it can be worked 

on, that is, getting it there in good time, is also complicated and highly 

important. Much of the traffic bas to be forwarded electrically to be of 

~ -: .. 1\w. ~~! fncca *° ~.ct.i'A..J.o N~A . -
anything more than historical interest, and this requiresl\.special communication 

e.52 ... ~~ ~ ~...;..,,_~:J .oK~.t·j ~.-r1..t~rl~ t-~ ~ s.~ "'~, 
k ef B"lP---OWn .. -&yet.ems-.. NSA is the largest user of electrical communications in 

. . -

the world; its communications center at Fort Ueade handles two million groups 

a day; it is the largest center in the world. It is fairly obvious that it's 

our communications peoples 1 job to get the tr.ll'fic to the desks o:f' the traffic 

C\ analysts and the crypta.nalysts as fast as pos~ible and as accurately as possible. 
7-..,..J.p,·" 

.1 ----·7 
.r.."~\.~'{ ~ ~ ~ 

The next step after interception is traffic analysis, that is, the 

reconstruction o:f' the radio nets of the eneucy and the location o:f' their 

transmitter stations. This gives very important information on two counts. 

First of all, establishing or reconstructing the nets gives you order of 

-9-
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telling any outsiders what they were planning to do, and the how, when, and where 

of the impending operation. Mutual confidence must be established, so that the 

COMINT producers learn what the operations staff is planning; they support each 

other. 
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If there is any last word or impression that I wou1d like to leave with you 
~ -

Co•V\ ~Ii<:.. n 
let it be that)in my opinio~the/\f'or.mer, though 411111' less spectacular and ~ 

Cn f·"' '.....i,-. ~ -\vv 
interesting than iil:le --latter, is/\"i;b.e more important of' the two. There are 

) ~ -
two reasons for D!J\ opinion. The first is that secrecy in the conduct of '"YI'\~ 

~2f-AcAk~"· >P°'-., ~~ ~f~-, .. ~~~-; 
/\military operati~s of' the highest im_p9l'tance t9~ success; ~ without 

~j. w\.~o--l,, ~·~~~ .. ~.h ...... '° ~t'W>Atl. 
secure communications ther~ can be l~ttle or no secrecy,A The second reason is 

~ 
one that is not so obvious. It is that your COMINT successes will" be eliminated 

-h4~~~~ 
unless the cOJml'lunications over which theAresults must pass to reach those who 

~ 1~~ ~ ~"'(" .r.t &-""" C"""4. ·t~. ~ cw,l ~to.) 
can use them are secure. Therefore, COMSEC is doubly important, onceA'l-ar. itself 

Q.q.~~,ti\.~11"-"""il.,+o ~~ ~ Cot-\1,.,,. p.'!b.t-:.t o-J.. s~. 
~ and once/\~-COMINT protection. I'd therefore like to present for your 

consideration and rumination the following statement of what I'll. immodestly 

~ .. ~fi 
call Fried.ma.n's Law--something patterned after Professor Parkinson's Law: ..Affti~I 

In thanking you for your patience in listening to my rather lengthy 

discourse and for your courtesy in paying such careful attention to what I 
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OW'ta1A acWcal. tne• at intellsgence, ncb u •taaal intelligence ••• 

aaS we W. too little faith 1n \he benetita ot agrea•1w Ul4 Ul'll"ecitting 

Jll.trol.1:1Da "7 cc.bat troops .. • • .. ~ u;pm 'Jla&ic '• or aipal 

tnteraepta, waa ~, p&rtieul.&l"l.7 at hl&ber echelcna J when tbe Germans 

~ ndio .~, our tourcw ot 1ntar.t10Q were &bout balved .. " 

Ia vbat I read. ~TIM& 1A tbt tir•t period, the wr4. •JWIIC" ae1me4 to 

l'ttfer cnl.1' to tM mddu tba.t,,. rocoaatrWltecl fot: •olviD& Japmeee l'oretgn 

ott'iee o01PWB1icaUca1. l&l Nalit7 tbe warcl MA.GlC wu uaed aa • aort ot code 

-- IUIC'GS the 1Aitiate4 atd 1Ddoetl'imte4 ienou vbo vw. eat1tle4 to receive 

ta. tatgbJ7 aearet infcrietion tmt cw &om tbe •ol.ut10ta ot Cleraan, ltaliu., 

-4 J&plQeH HC'et c~icatioas. '1'be "8rll wu 1ntr04uced to u 'b7 the Jlrituh 

wbm ,,. 'bqlA 'to plq tcptber iJI tbe ~o earieMJ ve tamd. it llaetul 

u4 ..Soptel it, too. Later 01l vtt ca1lll to UH otbm' aecret. worda to 4u1gnate 

th1a •-crt ot tntell1pnce Mi to ebe.np ~ vatda fl'c. °'1- to \t.ma, far aecvrit7 

rwcu. c~, caam 1a compoHd at three t)"pe1 or eateaariea ot 1ntelll

..,., u4 111' tc the areate.t 1*l"t at it ea.a trca b:LWrcepting, nc:or41ag, 

aJll •tw1Jina _..., zwtio tratt1c. Tbe thrM ~ er categariea are1 

(l.) 8plc1a.1. iatelltpnce, 'Which coam ft-Oii the •olut10Q Ud. proceaaiDg ot the 

~ .. ..,.. tbemlel.vea am tJ» ruult 1a iAtonat.tc:.. ot higbeat reliability 

'blcaUae 1t ~, ao to aplllk, •riglrt; out ot the bar•'• mouth". (2) Tntf'ic 

1zlt:.e:llipnce, vbich cc.n trcm tm •tudT or vb&t are ceu..s "the external.9' ot 
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thee•..._, data appl.ica'ble to aw:h thtnp u ti.1r calla1SQ81 the trequaciea 

~" tbe 4~1cm ar toutinp, &114 ao on w &om tbia emu iatorat:l.OA 

trca the at\147 ot 'Uae- eDlllllY''• veather ••eacea, vbicb in wartim ud even in 

PM0-'1- to a a.rtain decree, aN ~. In t.hia uU.ace it•• har4J.T 

aece•HZ'J' w mntion bow 1llpcrt;&n1; a :role ~ natber :plqm in ti. coaduct ot 

var,. Receu.tl.1' DA i.a al.ao 'beeJl uaiplO. onr.....U N&pOaai'bUi"J tar BI.Ill'r1 

or tiaotrcaic ~. Wt I woe •t go iDto 'tl:lat in tl:a1a talk. 

'Daer* 1a lallrll7 Mell!. tar • t.o gi.,.. :rou a 4etW tim ct CCMIJr.l', W't 

perh&i- .X •boU.l.4 cite ita 'tJlree pr1Ac1l*1 o'bJecti..... nnt, to provide 

aut1aen·Uo Wcra.tiOD ~Oft polJ.q ..._.., to ApFise t1*a ot the realltiee ot 

t!le intc"nat!oal. aituaticm.1 at t'be war •king e&pl'OUi'tiM aD4 wlner&'bWtiea 

of tat."*ip cowrtl'iee, aid at the ilrteD.'tiou of thoae countriee rit.b reapect to 

UO'tlle:t OOQlltq. '!Atrd, to prorlae Wlip iDtormat:Lcxl uHAtial. to the 

noceeatul pt'GMlcvtiGD, u4 Yi.tal to a~ ot, the i-ric:d ot *tUitiu. 

It wa ia "9poDee 'to thi• tb1r4 Mil lut o'bJect1ve ot CCIOll't tat World 

Vaz> ll pw a 'bl'Ul1aa:t WYft'.. I'a nre JtN. voul4 tiD! tM 4etaU.e4 RCJl'7 

ot tbe ••ce• ... at lia'f71 Arrq, .m Artq Ah' Cc:rps ~ta, am ot •tr 

oppmite mmblr• 1a ti. .. itieh Servic:ea c:m. Oeraxl, Italian am J'ap1Wne 

_,._. 111 Wcrl4 W. II- lUPl1' ~at1ag Wt ~ J\19t iA•t. t:fm. I 

tbiDk tbe coctenta ot t.lMt Mlr•bll.1-Deve;y l.ettw, troa vbicll I Ne4 a bit 1a tbe 

_,_ 
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flnt ptr1041 vUl b&Te to autf1ce .. Boveffr, 1t h iteelf 1' autf'icient to 

a;iw JOU a pretv f.1>0l 14-. ot 'tm COAt:ri~ima C<ICift a4e towara our v1xm'ng 

Varl.d. W.r II. lt 1a u:tcrtunate t.M.t QeQeral. ~sbal.l'• lJit1ic" vu diaclosed 

4''11'1DS 1'M Coaareaaicml lfeciap tor it'• no;r 1EL ti. ;public 4cma1u an4 ita 

ecmtata an w.i~ now bovn 1A all ti. ~t clancer1ea and var 

otttca t4 '\lie varlA. Gneral. Mal"aball, JW'll r...-zbcr, 1A h1a letter to 

CloYem> Devq, seat 4ur1Dg tbe lKJt pol.it1cal. eupatp ~ 1944, vu Ult:tng 

~ ~ not to 1lff cat&in inf'oraticm. DenJ aot lrt' aurnptitioua chanael.8. 

Jl8"t are •'99 4iZCtl'l.eAt 1U111tratiODS ot 'the -.nn«r ot u;pl.CQmDt at CCKIH'lt 

... °"' tM point to "the pruesit 0.11.Mm:a ie that ve have SOGe 

a-.. vitll tb1a b\\lineaa ot 4eci;pbtrillg tbeir eodd wrtU w posses• 

~ cuSa, Oel:'Jmll u well .. Ja~ao, but our mm bu1.a ot 1ntarma-

t1(11 rqardiag Bitl.c- 1• inttmt10All 1n B\&ropt 1* obtained traa !II.roll O.bim•• 

-HS" fraia Berlin repclt'tillg h1a int.er'Yiwa ¥1'\h Kitlar aD4 other 

ottioi&la to tbe ~ G<mmmmit. 'l.'lane are atill in tbe co4ff 

1mol.w4 1A the Pear1 Barbor 8'VQ.ta. 

-t'o npl.&1n f\lrtber tba critical. •tltr• ot thta aet-u.p vbich would. 

lie v1pte4 out .i.o.t 1n an imtan't tt the leut. auapicioo were arouaecl 

~1ll& 1t, the kttle ot the Ccral sea YU ...... OD 4ec1pbered 

--..• d tberetcre -OUl" ~- •hips Yel'• in the right place at tU 

right tU.. J'urther, ve vwe &'ble to caacn11rate OZL omi liait.ed tcrcea 
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yauJ.4 haw bee •a. 3,t•• 1lild wt ot ,place. 

"We bail fUl.l. intonation at the ·~ ot tbeiz' torcea 1A tbat 

.a-.we and &lao ot 'the ual l c- farce cU.recte4 ap1 ut tM AJ.eutiw 

which f1na'J11' '•""-4 tl'OO',PI Oil Attu u1 lla:ta. 

"O:peratioaa in the l?&oitic are lar&Ul7 pt4ed 'b7 the intarat:f.co. w 

~ ot ~· tlepl.o.rmenta. Ve kaaw tbeir ·~ 1n various 

"1'he be&'Q' loeaea reporte4 tram t1- to tu. wbich thq austain. 

'b7 reuoo. ot o.ir ~ine action lar&el¥ resUlu t'rom ti. tact tlat ve 

aaniai,pa'ted, 1A Jl1a deatructi-ve a'ttacka. 

******•*•*• 

1"!b,e con4uct Gr General Eiaenbover 11 au;pa.1p ad ot all operations 

ill tba :r.citic are o1oa•l.7 related in COACeption and t1ming to the 

infaraticn w •ecretl.7 obtain through tmae 1ntercept.d code•• 'fbe7 

COlltr"i'tnrte greatJ.7 to the Victory aD1 trmneZ¥1Cl\l8~ 1;o the a&Ti.Qge ot 
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~ liv'fllf, bath in tbe OODlluc'\i ot currat optrat:lona aad 1r& 

10c«1ng towv4 tbe earq t.raim.tioll a£ tbe var." 

It will bl he.1.ptul to lia't. in ••Q.'18AC• tbe •'teiia :llwolved in the product1Cll1 

i.ntm:cept operatiOGa, -.n4 toptber vith tba int.ercqt there JllUt't be 411"ect1on 

tia11Dg, vbeA JOU are vorkill8 au tbe mo'bila C0imm1t11cat1cas ot ~or foreigu 

U'm4 forces. The au.ai.w., tar naaple, bave oco;plex c&Uaip a19tem, 

oaqp.11caw lQ' ellitt1Qg ot tre~ia, ao tm.t it 1a impartaD't to be able to 

148Atif) tranamaaiOIUJ either 'by direction ti.Qd.1.llg or b7 CID8 ot two otber 

'1.pta or a.peratiOAa.. One 1a ca-Jl.t radio ~intuas,, vhich tu:ee mvaotap 

ct the tact that every wwattter .Uta el.eetro---petic ra41atiou characteriatic 

~ that traumitter amt it ia poas1ble therefore to 1481ltif7 a trao.untter bJ' 

ri\d)"ing the clara.cterutio• ot ita e1B.D&ticma. Wlaa ii.be o-i~a Nt'Ve4 

'b7' '1lia tramllitter aDl tbe t:ranaitting at&tic:m .,,..,.., tbe -.we can be 

toll.OW'ed. 'bJ' Dll9lla6 ot the trWllitter*• '!inpl'Fill't", ao to •peak. It u ai.o 

poeai'ble to 14entU7 operatar1 ~ Morse telegraph ct:-.m1catioae. That 1a 1 

ll'ftlr'T o.peratar' bu cbu'acteriatiaa at hU owa, and 7'* can~ a~ tbe1r 

~. Much vark re"Min• to be 4cae 1D directi® tiD!illg,, ill ra41o fiapr .. 

:pr1At1Dg a4 1Jl Mcrae opmrtar 14mtiticatioll. 
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'!be ~ at tbt tr&tt1e 1a not ~ a c(Upl.1cate4 'but alao a Vfl1:7 

expm:aaive m~, costly :ln number$! of ~ a1l4 •fllii-nt. It there 

,,... ts. 1'4 shaw a tfN al.14ea c4 t7,p1aal iutercept at&tiOQll &1315. 1Dtercept 

pi'tS.0.. You avel.T mwt nal.ise t!at t'b9 business ot intercepting a ...... 

W1la a1wnar to 1a ~ i4ent1C!&l With tb&t or receiving a meeaap wben the 

naeiYer 1e a ]Ag!.tim.'M ~ Ctt tM radio aet. 'fba iate:rcept opera.tat." ca 

~break 111 aZll4 .q: "lq1 btd1 I 414n 1t pt that lut tp.4oup. Repeat it, 

:p'••". Tb9 ~on and copJing or reccri:ina the intercepted --.r trattic 

pu•.S OV'd lfil'Jd~ ~1g1b-apeed casm.1cat1ona •JBtem 1a a Ttl'J!Y" complicated wt 

~ ste)--an4 pttillg tbe ~ caw 1-ck to wi.r. 1t can be worked 

oa.., that ill.; ertt1118 it t'blre in goo4 tu., 1a al.lo ccmplJ.cated &114 ~ 

111partant. MUch ot the tnttic hu to be ~orwarded electrioal.q to 'be ot 

~more than bUtoric&l intereat,, ad tbie requirff •pecW cClnlJIJll1cat10A 

ot OUt' own .,.iw. RSA 18 the larpaii user or electric-.1 ccmmmscat10Q9 in 

ti. VCC'l4J it.a OGmUDi<*ticms center at J'ort Mea4e banc.'lles two llill:loo grtNpe 

a bfJ it u ti. lal;"pat ~ :ln tblt vcrl.4. It u tairl.1' obvioue tb&t it's 

om' camtm1oatiCXMJ peopl.Ata • Jot. to pt tbe trattic to the club ot the trattic 

..:bsta aa4 the ~te u :t'aat aa posa1ble aDlt u accurate~ u poaatble. 

'l'lla next •'te» after interception 1a trati"ic anal.1Ji1a1 that 191 the 

nocmnru.ct1on ot tM r.dio net. or the QU;Y and the locaiton at their 

traaamittel" a'\at1oaa. '1'll1e givee very 1mp01"tant 1ntorat1on on two counte. 

l'ka't. at al.11 eate.l>l1alli.D6 or reconstructing tbe net.a pve• you or4er or 
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ba'ttle vhicl:l 1a VWJ ~t. The r~cOA.1tnloctiOD ot the .utvo.rka 1a not &ll 

-7 thing tor vJMm tbe callaigna aD1 treqaenc1ea are cha.tlge4 ra.pidl.1. l:t ia 

a curious tb1Dg that t:m aen.u •fMdled. to lie able to c:bange tbeir c&llaiglla 

-4 treqUmeies without too lllUCb troUbJ.a ..... ;tt pva u. a4 the :BriU..h a good 

d.e&l or tr~ aa4 we blJ4 to kAMp & goas. -.zt1' people Wtrkiq &t it all the 

~--
'l'lae nccm4 soocl reuoa tr% •naa&'na in traffic ~ia a that ever7 

oaca in a vJiUe 10lJZ ~ia Meeta a roadblock UIS. )'OU don•t :baw -

COMift 1 :I.A vh1.eA can the Olll7 thiJlg JCN. have to t&U ba.clt upon. e.l"4t a.on-CCICIHT 

good ilitor-.tiou :trm traffic ~ia tram aimpl.y watcbi.116 tbe ebb and tloW 

ot traffic, cbaJJaee 1xL rmrtinp, etc., tr'Ca. vhiah you. can -.ke inf'erencea ot 

vlat 1a ~or goiJ.\g ~happen. llow tbeae• Jh1al 70u1 are interencea ... 

tbe1' are AOt ri&ht out of tAe :bar'Ha mouth aa d.ecrn>ta are. 

!be zi.ext •Wi>1 ot ~oar.ae, u CJ.7Pt&nal.)'81a, to vAich x•u return in a 

tw -=ents, &tter l've out.l.:lAecl w!.et.1¥ tbe 1u.cce1Uag •teps iA COMiri'r 

;pro4'1C't1.oo.. It u o\JYi~ tb&t t.be 4ecrnta, 1t tl:ley ve ill foreign JJUlgU88e, 

have to be '\i.rWlate4 into good Engl 1 •h aid Vitb t:be trwl&tiOD ~e ia 

1n reception, u4 error• by cipber cl.era ..m ao m. Than the nen thiD8 1S 

large acal.e p:Qdu.cticm or exploitation. tou we not "ealing vit.h a~ or 

Just a fw --•aau a 41Q"··there are tbou.aarida or tbem.. I• U show 7au. a 
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•abtr or plnODa ... iog tbea to &Jl abaol.ute minimum. .All at tlwm have to have 

-ll.-
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he c~a Up vi th th6 answer, aboutiDg Eureka! Well, that picture 1• tar 

frCllll the truth t!leae dqa, ~or cr;yptana')"81a and CCMillT 11 "big 'buaineaa" 

nw--v.rr bis W.ine•• 1ndee4, beca\18& ve•re apeming nll over half' a 

billion 4ollara cm 1t t/Necy year AOW • 

~ia ot modern crypto-ayatems bu been facilitated, if A.Qt 

.-Ae poeeible1 b7 the Ulle and applicatim Of apecial crntanalyt1c aida, 

•<me Of which I 1ll a!M:Jv in al.idea to cane. Some are atar:Ldar4 machines, but 

110Stly ve device .&D4 m• moclUicatiaaa ot them. More 1-pcrtant.1¥, we b&'Y9 

~tl.7 gone into tbe 1nvent1ou1 developm.At, and. prod.uct1c:m ot h18hl1' 

apec1&l1-4 eJ.ect.'rozllc c:rntana'Jt1c gadgetry. At 'this poio.t I must take 

a fn momenta to clarif7 the picture and 1n aim,ple ~tell you vbat 

aadgeta clo tor ua. M l aa14 betare, the Mr• number ot permu.tations aDd 

canbi!lat10D8 attor4ed 'by a W)'J>'toaJ8tea per •• un•t too aipiticantJ it'• 

vhat they am.aunt to or 1Avo1Ytt 1n terms at cryptographic ~ess am 

cmapJ.exit7. In moderll cr~ic attacks OA tbe Cl")'l1to-camun1cat10A& ot 

Jmowle4pable govtll"mntDta what 70u are up agaSrwt u-e uaually quite complex 

eryptoayatema which ~ involve, tar their aolut1on.1tbe making ot a 

great mul.t1plic1t;y at hn>othe•e• each at which DlWlt be teated wt, one atter 

the othel", until 70u tind the correct one. '?he Job ot the cryptan.al.yat 1a 

to deTiae short cuta tor testing the hnx>tbesee1 abort cut• otten balled upon 

the uae ot •tatistica and at&ti.Jst1cal theariea having to do with the relative 

-12-
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tnqpezac7 of letters, Jlldr• ar ••'• ot i.ttua, VOl'd.a, aeta ot vardl, u4 ao 

•· Once had.Jll 4n1ae4 the ;pl'oper test or te1tta tor each hi'»otbeaia, or tor 

several. c:OAQllft"ent bJ»othe&ea,. human labor owJ.d be aet to vark DBlc:lng the 

ld.llicm ol tesu 1a ar4er to titd the carrect ~is ar :to cut out. tbe 

vut aJorf.t1 f4 izacOJ:Tect oa.ea. WhezL eech teat :la compl.1t:ated, ~ J.eDgt.Jv', 

it 18 obY1ou that JOU'4 bave 'lio laaft, u ve uae4 to aq, factorial a Cb'NM11 

to 4o the Job, or elae the job vou1.4 take •one ot time. llut it 1s our 

experteuce that~ teat which caD be M4e b7 bha.l2d can be aech&D1ze4, dDC1 

lt 1a turtber our experience tbat in ..,.t caaea it 1a practicable to build 

aabinn vbicb vUl a1re the teats. I 400.•t have to tell Jou. tat 118Ch11le• 

lc:m''t tire aa npi4.l1' a1 hU11111W1, t1Je1 don't AH4 JIUOh •leep, or time out tar 

wl•, or ~or recreat1m GI" tor eut"b thtnp u ehopp1DC, J.ave .. mJd ng, etc ..... 

•tte!' than tlle "care atl4 teed1Dg ot human t.tDp. w So, ve have crntusalJS'ba 

Vho 4ev1.ae the teatsJ then we bave Cl")'ptanaliJf;1c ugilleers who mecbaiume the 

tena, t.ben 4edae, invent, 4enlop, G4 p.-odllCe tbe mcbSaes to ::per.tara U.. 

teeta at high epeed.. We bave to bave ainteAance eag2 neers to keep the -.ch1Dea 

ill goo4 working orcle; aD4 tbe cr,yptl.oal.yt1o uaiatanta wo exua1 ne tbe O\ltPlt 

or tm mcb:l.Dea amt. vho are us~ able to take the correct qpotbes1e ar 

~- correct oraes and go on vitb tbea to tbe t1Ml stage where a. ke:r 1a 

~econre4. Bat ft 11111' have to have other •chiaes vJaicb ~ the recOYere4 

_,.. to specific es-.s lmt1. produce~ tbe plain teat. tro.m them. »ut 1D all 

-13-
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~ perform, at a high rate or speed, prooeases vh1ch the hUllBD bra1A and 

Jwat can prr.f'ana but ~ at a much •lower rate. Let • ...,U•i~e that these 

'1"h1a ~ be a good place to rea4 a ;paragt'&ph or two trca a Ver'¥ receAtll' 

published book b7 retired General Albert c. Wede•yer to abov 7ou what Id.a-

conceptio.na a.bout 017PtolOQ can 'be entertained even OD. tbe highest levels. 

General WedemiLVer states~ 1n acsmect1on vi th h1• 41acuaa1on or U .s. culpabili'tJ 

:IA the Japaneae a'ttiack ca Pearl Barbol', 1 that Prea14ent .Rooeevelt had uple 

.. 
I 

~ -

u a matter ot routim." 

Voul.4 that we W mt •uch a meld.De tbeA··ar that,,. W 1t now, tor :tt 
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•iaple tbougb.ta.. It 1a to \e boped \bat tha reat ot General. 1fedemeJW'a boolt 

.low-1 I "Wa:Dt to ehov 70'& "'1lat some ot these machines l.ook like. Here ie a 

h:lgbJ7 .. spec:t.eJ.ized Worl.4 War II me.chine tor deciphering measaps; we call it an 

ttspl.ain, x•u 887 Wu In a c~ic proceasing center 1 va try to duplicate 

vith a ffN poople what tboual\Dlla ot people on the enerq aide are doiag, 'for it 

takes thoUsaDda ot aoltUen to enc1;pher al14 decipher 'tbe mesaages of' the mB%Q' 
.... 

lwta4qua.rte1'1t iJ:Lvol.'¥911 in 1ntercocwtni cation. All theae •ssqes, or most ot 

1;o 4eeipber the mesace•. As I said bef'ore, tbe machiae9 ...,. AOt have aq 

wbat tbeu acl\f £\Ill c!o, u4 do so at & htp. rate of spted. Here •a a picture or 

nch a 4ev1ce. In tb1• AeXt elide you •ee a tabulator,, a ataJMla.rd tabulatar 

" c&l.l "brute f'Ol'oe" optn"ation.91 where you a:re trJ'in,g to solve a tbfng on the 

"bula at repetit1ou which are tew and. scattered QV'er a l&rp volume or •••_.a. 
v.u, it ;rgu•ve cot aUllons &DIS. nilliOWt ot letters, or co4e ll"0\1P81 the 

J.ocatiou o~ those ~epeti tione is a pretty laborioua tbiag if' 70u bave to do it 

-15-
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'bJ' ltaDl,, •o ve •peed the search up. A ach!.De ot th1a lr.iad vill locate these 

er m1'be hmologiea, ua it 4oee it n.utomatic~. These ntlqs are ••1; u.p 

Here ia a •ch1De Yh!.ch I personally call "Rodin", after the piece ot 

...Snee '1lat, and u eocn as 1t COiiies to a contradiction 1t eq11, "Bell, tbat*• 

DO goodJ I•U go back and take up the next one." AD4 eo on. It teata the 

4.ftlat•a cal.7 one 1.U. •eotton ot the machine. 

a f'w of 'thft. 
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Bee&UM ot tbe complexit7 r4 .:den Aigh .. grado Ol"JF.O-•J'8'telD8 1 the great 

-.1ar1't7 ot thma cannot "be aol.ved iD the tiel.4. either &t ti. 1Atercept aite 

• at a rear bea4quarter•. Cc't&il1 lov-grade •111te.m1 and a certain UIOWlt ot 

tratt1c ~i• cu 'be pertcrmad 'by field units. Aa I•Ye already •aid. acme 

CC*Ift J*'OCe••ina can bet done u the f'iel.4 to •et certain 1.,..,1ate n.teda 

ot ~iel.d er bue conepds1 er tar:cea a:'loat; bu.t u tbe crJPto-a;yatems get 

me:&'• compllcated. l au 'beg,.an1ag to be doubttul. Aa.t tar th1e cu be puahed 

wtr7 llalCh tart.her .. 

kch Service prov14e1 -rw 1ta aru apecial need• in thU ca'tego.'r)r but 

mr proceaa1ng 1a esaent1ally a complex actirtt;y u4 :mi.c!a ot it CAO. be 

4oaa veU ~ at a.JQ?' proceaaq centera Vllere the JJ.a1W numbora at M8bl~ 

u1ll-' peraonMl can .... concatrate4 am very apec1alized aaal.1tic mch1Der)r 

ean be iDStal.led am a1D'tainitd. I'\ 1e not enough to 1Datall. tbem--J'CU. kl10w 

t.be7 baft to be~ ud that'• DOt tlU'¥· There is no pool 1D. civil 

ocoui-tiau trr ~io agiDMring and -.iJlttmanoe ptt!r&mme1--tlWJ ia 

Ul impm"ta.nt f'act to l'emeaber. Ye tve aot to tnJ.A our own ill pretty aaarq 

all oases. 

I want to eq a tw YOl'4a &bc:N.t tbe great impartance ot coordinatillg 

CCllI1R act1v1tie9 rith otbtr :1ntellipDce operatiou aid vith tbe tactical 

aiti.tioo. Altbo\lab C<la1fl 1JI tbl .aet reliable, the 8Qlllt timl.7 ud, iD. tbe 

10DS run, tbe al8't inexpenaiva k1Dc1 ot intell.:tgenoe, it muat, u I've aaid 

~are, •till be eval.uated1 collatecl1 ccrrelated U4 coordinated v:l.th 
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~ cc:a1Jaa ha. other aource•, it tm' ~ tll1a rea1on1 to p-ov14e 

4&a tcr cOYer &Dll ]ll'Gteotion ot C<ICIJIT •ou:rcea.. Wbea a clecieiOD bu been ..Se 

to tU:e actim bue4 Cl1 camrr, carehl .ttorta aMJt be m4e to inaure tat the 

Mt10G cannot be attri'bited to CCIWiT alone. 'l'h18 1a 'ftlr71 wry important. 

Wba JQl•ible1 actloo -..t al.V&111 be preceded b7 auitable recoana.iaHACe AQ4 

otl1er 4ecaptin -.urea, otberviM the goose tat laya the golden esp wUl 

be killed. I - aoilaa to Si• cme trXall;Pl.• ot vlaat 1a --.nt w CCIWIT CO'VW. 

Oil a oertain 4q ill •oveaber 19"-, an Aeipiberecl code .. up vu Mnt by 

& octain Japmeae •tatt MCt10ll to & oertai!l Japmue Air rarce: unit, repst1Dg 

&tr ••cart rar ~o Gm¥0/8 CU'Z71Dc troopa to reenf'crce tb9 HlW:ppinu. 'J?be 

.. ...., s&ft the ll•wnber or ahip1, tannr•, eaco.rt 'WNaela, date~ clepartUl'e, 

port aDI. route, Md DOOD pmit1oaa tor the nut 1Hmm d.a)ta. The Maaage vu 

lf01ve4 in WubiDgton. 'lvo U,.. an.r tbe oonvcq J.ett, one Npll't, in a 

.... ..., Vbich vu alao iD1ieroepte4 aDLl aal'Nd1 at&te4 that it bid. been eighted 

by & :a-29, vith atroog 1all1cati008 that the ~ OOG"f01' W. aleo been •i&bted. 

A tw boura later / ••aasea rrca tbt•• coo.va,va reported looMe u toll.<Na a 

•ix ahips 4etizdte~ •Wik, ooe 4iaabled, cme on :ru-.. le:tc ve learne4 troa 

aath9r •ource that one aircraft carrier wu &leo sunk. But 414 you happen 

to DOtice tm.t N1fl&p about the B-29! It Jut did.Jl•t ha.ppm to be cruiaiDg 

a:raual there; 1t vu hllt tbc'• to be omerm. 

ot courn knaw'Waa aa4 experience point to tba aeceaaity ot apJ.o1t1Dg 

•V'f4'1 )Otl•ible wl"llUltaae a tactical 1it1.1&tion &1.'f'orCla, am\ the tellptatiClll itl 

•tural.l.1' "fW7 snat, 1A tbe beat ot battle, to uae CCllilfl vheDeve.:r am wherever 
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it 1.t a.valla'ble. Thia ma;{ lead to olll"e1ea3oo&s vh1eh quiek.J.7 J€'opard:tzes 

COMnlT sou.rcea.. Of cow;oae, tbs full VQ.l.ue or COM:mT cannot ~ reel.teed unless 

opsraticmal use 1a lDlde c4 it; OOT'Pver 1 "hen ac-tion bued on it 1s cont-.i>J.at..i, 

ps1ble ompromiae a! sour:o must aln.7s be bOt"ne 1n m.tn4 ad the da.'lger or 

cQUpromiee weighed apimt tbe mllita.t"y ad:vu.tage• to be g.e1ne4. A minor 

military adva.o.tage ia .1iever alone s\..ttfo1•nt uoJUds tor risking the loss or 

the aource-·tbia ia a car4inr1J ;pt"i!lC1~1e. 

Al.so -"e ll'Wtt. 1-ar 1n mind tbat. en-toa19toms ..... :!.'9 -uauru.J.y vorl.4-W"ide Ol" 

82"ea ... wide .1n cliatr1'butio.n &D<1 <.lffll.lc,oo n1B.1e aa ~ result or su.spie!('ln or 

ccm.p-adee aq theret~e bave * tar -reaoh!ne: c-or..~equen.oe on tbe a'b!l!ty to 

prod.uce Cctmfl.I ehevbere. Tiie C'oa:l&lder seeking a. atnor ad'Va.Utage by "Cs1ztg 

CC!Wft ill ane local.it)" ~ tbu& deprive- a.notber Co:r.wm"n ~ much ueetf>l" 

adv'rwtap er- even 4eny it 'to & Comn11.ndel" ot a mJm.• operntiou. 

J'ina11~; aaother &Gpcct of COG.""dinat'lon ia tbat 'bet."Cen tbe Ol'°eraticms 

ctf icers ~ the CCllim ot'ficero. The Ccttt..1fl' authar:it1e& should be co:-~ 

oriented. to Che the opt.!mw;i CO\l'el&ge ror Opel"&t10WI 1n pl"Ogt'eSS • 'J.'here &1.'e 

Just so iz.iq fa.cU:l:t1e4 and reraOi'llle''!.. available, &:id an.17 a part ot t~ 

aarmous am.ouut ot t:rat1'1e can 'be ot,tt'.~ and processed. Tbe:re:f'Ol'e it 1a 

eaaential 1.hat the COML'Tl' »t"o!.ucel'a be cOt&StMtly !utormea ot current and 

pl•Q.Ded o,perat:!ona ao u to direct attentf.Oll where most nt:?ede{'{. This 'Wall a 

veey-, Var;/ 1Jn,partaut point to get acroae. It vaa a d1tt1cult Qlle to get acroes 
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tell.111& U1" a.it1iders wbat tbe7 "7ere planning to 4o, and. the hov, Yhea, u4 v:bere .. 

CONDrr producers J.ear~ tthat the operations statt 1a pll.nnJ.ngJ they auppart each 

Witb the faregolns 'Z'ema.rks I bring 'to a c1oee ll,Y' talk on Cc:M>Jll eDl COOIR. 

U t.here 1a ai:q las-; vord or b.press1on that I voul.4 like to leave with you 

:Satereating tl:lan t.he latter, !s the !!!Ol"I! important or the two. There &l'e 

tvo r-.soria t~ Zi!J' opill1on. The ~°fr!;t is that secrecy in tbs conduct ot 

a1lltar¥ opcra~iona 1z of tle highest :fl!lportance to their eueceae, and Without 

aecur. cOPP'Dm'Jcatio.os there can be little or no seerecy. '1'he eeccnl reuon is 

cma that ie not .;o obvious It ts that 10Ul" OOMift eucces•• will be el1aiaated. 

ean me them a.re aecUl"e. Therflf'ore, CO)l3!t is doub~ 1JBpol'tant, once t,. itaelt 

u4 OACe for COMM protectt<:m. I•d the-re.tore lib to pre9•a1; tor yam' 

oana1.derat1on au4 ruml.nation the f'olloving ata'terent or vbat t•11 1mmocleatJ.T 

cc»mc .. 
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have lll"e.sented for your 1.nfl)!"!llat10111 let O!- 1nVite those ot you who care to 

exam1 ne saae ot 111',j ex."11,.,its to came- up to the tal-le l1ere and fie !"'af look ~t 



- ~ .... -~._,.._, ........ "' .. , •• ,, ......... '! ~: .... , ......... - ... .... 

£!>!!.!!v'ft 'c.."T' oNs \ NTt:..\.!-\; trN~ G"' 
this the f~~*fT.3 ~ , -

The title of/my talk, might well be "The In:fl.uence of C-Power on History", 

and lest some of you jUllip to the conclusion that I've suddenly gone psychotic 

and am suffering from a delusion that I •m a reincarnation of the great Admiral. 

Maban, I hasten to explain that the "C" in such a titl.e for my talk is not the 

~ 
word "SEA" but the letter "C" and it stands for the word CRYPrOLCXUC. The ,.._ti tl.e 

of the talk would therefore be: "The Influence of CryptoJ.ogic Power on History." 

As a sub-title I woul.d offer this: "Or how to win battles and campaigns and go 
~ ,. 

. ""' . .. .... . ... .. 
down. in history as a great tactician, strategist and leader of men; or, on the 

campaigns 
other band, how to lose battles and~ and go down in history as an incompetent 

• !. 
I ~ ~ 1: .. .-.: 

commander, a military •no-good-nik •. 11 

At this point let me hasten to deny that I'm casting any reflections 

upon certain successful--spectacularly successful commanders; names will occur 

to you without my calling them to your attention--and there will. be names of 

men in each of the two categories--11how to win" and "how to lose" battl.es and 

I. 

campaigns--and entire wars, for that matter. 
l 

-.;>~-.":t- iv.... ..... a.1\o_~e\, ...... 
' - I:: 

Sometimes the course of history is materially changed by the amount and 

I ~,.-·"' 
~Ua.lity of the COMI!ft and COMSEC avaiiable to field commanders and also how 

. 
well they use these offensive and defensive weapons. Sometimes it is materially 

changed by the absence ot cOMINT'a.nci COMSEC where it bad previoualy been in 
* • 

Re...~ o.~~\.. - .... - . 
existence and used. We · IH!ia;ll. not~nciden~ et ell'ka ·~and-we- may~e-tart-

- --r--·-- ·. ·~ 
ld.:th....an. 4aaiden'41 of' the first type, "6'"-ia which 3.ots of first-class COMINT was 

'v..i..c.0......J....1q.,..~ (Q\\<\lrl'r'" ~J; ~ 8.¥ ~ ~!.!~ °"""' r~.~ t{~"f I 
availabl.e) ~-6Uy .. men'hia&-t~ na": Peg.r.J.,~b.cr.~-many-·of' you vill.~no· . 

W.io. ~l ~ ~-t~ , ... ~ 1, c- ~~~~~-""· ut t--f"4.-~ ~~· ) ~ w_ ~ ......... 
<lo11bt thi.Dk :that~ •m: ·"RO'!ng "to go into tbat--st11.±) c:onti'over"siiriD.a <ris'astrowr· 
\4 .-..,....,],-:.-._ Jj "- Q.......i-._ iJ:_~ e.,,,.\, olT ff..')" 1-<l... ._..,..~--;~ ~. 
~is ode. iD. :talk.,. .• Qm -I'• 11G'07-J:i.ld.J.l.,. however, us.e. . .J.t_,i;l.Jil .Jt. jumping-off' 

\ 

p*t :CgJ;....what.. w.il.1.·-'1."ol.1o'li'" ·1.n "the ta1k. 
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bs11smai!: 11e"We1al.~"tbeii1t'4orw-:dCENA~t& .-.rt?(I'. --"i!rone f'amowt-tJ!'ru 

:J--f..-_~ .... 1......- \-.. ~ 
~IJ£eaeas the Battle of the BuJ.ge,~a serious catastrophe was barely 

,._ 

averted because our G-2's had come to rely too heavily on COMINT, so that when 

it was Una.vailB:ble they seemed to lack ~ information or at least they felt '\.l..:t d. 

~I said that a serious catastrophe was barely averted but even 

so the losses were quite severe, as can be seen from the following: 

"According to Eisenhower's personnel officer, American losses in 

the Battle of the Bulge totalled 75,898 men, of whom 8,687 were killed, 

47,139 wounded, and 21,144 missing. Over 8,SSS of these casualties were 

in the 1S6th Division. Because of heavy German attacks, 733 tanks and 

tank destroyers were lost. Two divisions, the 28th and 1S6th, were 

nearly completely annihilated, although the 28th Division did subsequently 

enter combat after being rebuilt. nl 

~Robert E. Merriam, Dark December, 1947, p. 211. 

What happened'l Why'l 

In an article which is entitled "Battlefield Intelligence: The Battle of 
-- ,.. .. :. - . . • . , -

the Bulge as a Case History", and which was published in the February 1953 issue 
.. . . 

of Combat Forces Journal, B.allson Baldwin said: 

"Intelligence deficiencies and an astigmatic concentration upon our 

own plans with an al.most contemptuous indifference for the enemy's, set the 

-8-
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stage in December, 1944 for the German successes in the Battle of the 

Bulge--a case history in the 'dos and don 1ts 1 of intelligence. 11 

illadequac ~~ 

There was a variety 

11In General Sibert 's word~ 1we may have put too much reliance on 

certain technical types of intelligence, such as signal. intelligence • 

and we had too little faith in the benefits of aggressive and unremitting 

... 

;i.,/ 
I 

patrolling bT combat troops ~~..§u~~..,SJ:Jer.,--t'lm..aerial 

~;ii;' ~.J!P-.badliiiihll!!> e~--
'o~~ty·itrgett~, 

"Dependence upon 'Magic/, or signal intercepts, was major, particularly 

at higher echelons; when the Germans maintained radio silence, our sources 

of information were about halved." 

ps-t@Clm;iqal aspects::of -the talk:'" 

i.. ~ p rc~J&.._) ,OU-.·O"' ,..~ 
In what I read from TIME" the word "MAGIC 11 

._., ~ to refer,.. to the 

~ ~~~t .b~~+·-~ t~,... Of<' .... ~--~· ~fVl~ 
information that came from the solution of German, Italian, and Japanese secret ' 

~ -~~~ /--~ ~" 1.tt.,.\t-7'°"""~·~ 
-
9

- I !f-r~j;t_ ~~ 
"- w-e..o ~ ~~ ~~'160.. 

\.u. ~ ---· -- .. -... .... -
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communications. 

The term was introduc~d to us by the Brl~ishwhen we began to play together in 

,• 

the cryptologic gardens; we found it useful and ~dapted it, too. Later on we 

came to use other secret words to designate this sort of intelligence and to c::f> 

"'1 
change the words from time to time, for security reasons. ~ COMINT -::: • 

is ccmposed Of three types or ~ategories Of intel.l.igence, and by far the greatest~~ 
part Of it comes from intercepting, recording, and studyillg enem;y radio traffic. Jj 
The three types or categories a.re: (1) Special intelligence, which comes from ~ '* 

~~-..t~\o ~~~t.Y~~~.~-~" 
the solution and processing Of the encrypted messages themselves,\ (2) Traffic 

intelligence, which comes from the study of' what are called "the externals" of' 

those messages, data applicable to such things as their callsigns, the frequencies 

~~ ~,~~r ~~ u.,..,_-k~. 
employed, the direction or routings, and so o~f\and (3) Weather intelligence, '.) 

which comes from the study of' the enemy's weather messages,... which in wartime 

and even 'in peace time to a certain degree, are encrypted. In this audience 

it's hardly necessary to mention how important a role the weather plays in the 

6J.o.o - J. 
conduct of' war.~ ~5A ~~ ~rJL ,~ µ::+~-:~~ if-t 
~L..\NT) ~~~er~O--u..>~..S ~~ w..l-11~-'t~~. 

There is hardly need for me to give you a definition of COMINT, but 

perhaps I should cite its three principal objectives. First, to provide 

authentic in:f'orma.tion for policy makers, to apprise them of the realities of' 

the international situation, of' the war ma.king capabilities and vulnerabilities 

. 
of foreign countries, and of the intentions of those countries with respect to . 
war. Second, to eliminate the element of surprise from an act of aggression by 

-lf/J-
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another country. Third, to provide unique information essential to the 

successful prosecution, and vital to a shortening of, the period of hostil.itieii. 

,.L -- -
,f" 
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tei\lires the aervicea Ot large numbers or communications and epec~a 
:' :~ " •-: .. -. ... .... c.· .. • I • ., - • 

-~ained 
p _ .. ·~I 

~sonnel._-- !n order that the product may be ad useful_ operati.VJ.QJ-J..J and not 
.. f .,:; ,;=.. .. J ... "' 

l'""ilr 'p 
' .. . -. -7~.~r~ori~ 1n~st1Dg, the~ ~Cept_kriw -j _-_ ~~met 

~ioualy to the processing center and after procesa 1'\he f'ina.l. resu1ta 

.~ . . ;_ ·--··~amptl:r -
~ _ ~ ~ _ - - ~t l>e trU:mit~/to the mtwst•g evaluators intelligence personnel. . -- . /.' . - , 

"" ,.• .a.,:.. .. • - I .. J .. '> ,"'~ 
..... - - ... ~ . 

..,. .. ,.. ,. .. - -
. -. . ·. t.r.i4 in -1.me cases cli;'~ct.cy to :t'1el.d commend a 

t. • •• • "' I " " " 

fastest"' uee.nS. The scheJE1 

i 

.. 
' 

"-.: 

~-= -·----w: ~ 

the e~tem~ b7 mean._· af' which th""i:~ ~ - rie was 'beaut:f.:f'ul in the Na"q, in the 
&, • .. I ~'1 ~ ...... 

. ... _ .... 
-./1.rrq axu1 in the British Services. 

' . ' 
special. crypto-syatems 1 

• It .. .r" 

~l:Peclai eecur1t1 ot:t1cers, .. .. ..... ' -,·-.• :t• .. 
ct'Q.~r/nec_~aa&r7 now beca 

.... 

t ~re vaa no slip-up. Th}lS a large processing 

af' the complexity of modern c17P"to-eystems, most 

6• - .. .. 

, at°. them: c~Ot _bt. aol ,. in the f'ieid. You can. solve low-grade, perhaps traf'fic 
• - I I -~~ I .. ,.. 

·' , ~ia FOblemB:· Some COMINT pr~eaaing c~ ~ _a~cmp~ie~~d in the f'ield as 
............. - .... 

~ 

ar4er to meet certain ilPmediate needs ot tield commanders but 
.... -

•! ~ I • .1!-'1' ...... 

-
tems get mare and mare compJ:Jcated,, lam beginning to be very doubtful. 

........ .. 

·k&bon1trt:U;t:~ a:.....ice provides ~or 1~• own special aeeda ill th~• categaey 

' . - - . 
lNt COMlNT proce~aing ia eHenti&lly a campl.ex ~t1vity am mu.ch of it can be 
... .. ~ ... .,, ........ _ ' - .,, . r . : .. 

-, .. - -;:;.· 
- .. 

.... done well 9DJ.y at major process 1ng centers vhera t~ lim.1 ted numbers o-r hiflhly . ; ,... . ... :, .. .;.,. .. .. ·- ' 
? ,- I..... I A o " : .._ ..... • - I• I • I • •) ;, "" - ... o ._ 

• .. · '~~ pers~t ~an 'be conc.;ntrated and very specialized ~1c machineey 
1 1 .. '". .. I 

; - ,._ 
' .~ I • ~I ~ J 

• . ·-;an 'tie i~ta.llef and lle.in;tained. · It ia not ~no~ to imltell them..,-you know 
. - I ~ ; 

-~ ,_. - .- : .. r ~ ,uaJJe....t.o v.f-- • -
_ _-:- ~ haft· to. lie ~. i'llere i• au JK>Ol ~civil ..,.,_t1ClD8 tor ~iD 
.. . .,\ . -- . ~ ' .. l - ' ,J)_ .f' 
.. - , ... II: "'IP.! -t.tOA, • .,~~..._~O.t•e..Q..- ~~' "' 

I.:::· .-.. ODDel-- is _1• an important tact ~ remember. We•~ got to tr~ our own 
. ·- I\. . - ~- 'Y ,.. ..... .. 

. -·-

- - -~ .. ·~-'t. 
in prettr near~ aµ. •&BRX- phe;ses"> 

. -. . . .. -- ;. . ; .. 
,. 

.· coardinating COMINT 
:I want to'-·~ a tev WC?1°48 about the great im:,portance at 

~~ . 
; 'f""' 

- -- . -~ 
.. - A~ 

_, 
-·. ~. 

-· l .. ~ ... 

... 
~ . 

... 21-



-· ...... .. ; .... :'--r ·, .. 
.- REF ID:A63391 . , 

_.' 2 , 
•. ., f!:1~·..,. -

... 
. '-""; . ,. '" '"::" 

.. "' . .. a;' ,.._, .. "!I'- -..... •;. .. · ..... 
- -~ . .. ..~ ~ ... ... _,ti',. 

.. :~ 1LC!tivit1ea vitb ~r· intelligence opl!trations and with the tactical situation. 

:. ~i · ~~,!~. ·~;~ ~t reU.~le, the ..,.t t~ ·~;:~~ 
.;t' : · : • • ' ; I ... ! •,._' -• · ;-::: :; ' ··, • • • • •_ - - • - • -

• '-inexptna:tve 1• +M: l ••8~4'Wlt .__ dee it tne11penaiu •kind of intelligence, it must) 

·: 
"·· ~.~~·p~~ ~, -

-··'f _ .. ~Ill 'be eValua.ted, collated, carrelated &Dd coarcUnated with intelligence 
" .. •"- .. 

• ' · · ' .. '!i~~t;;~ ~ •ourCea) fa tor ODl7 :::-reaaon:~ to provide data tar 
f"'• a I ~I ... • ~ 

t' r • 1, -

·,_ · Cti'f!l a.D4
1 

'Fatection ~ COMilfr eources. When a decision b&s been m.de to take 
~~ t.,11 ·., -- ~ t. :"~:-=--:- ~ -.. . -:~::1. .. 

t~ ... _ • ..... .. .. , - .. !" ~ ' .. 

... ~ .,, action· ~ed ~ ;CbMm, cUie:tui -ettarte must lie mde to lna~e that the action 
_. .. , -:=:·' --. ~ .. . . . . .. """' . ..A 

..- ...... _... .. c, J. • - IN.e 

. ,. ' .• ' -~·"~~ ~~ -::~~buted to c~ aione • ...,,Y-er-y, V8r;f im,paE'taxlt"." When possibl'!> 

... ·~~)>e 
. _-: .. -:. ·~ -~ ~~on }s-.;..-;:_-~;..eceded b,y •uitabJ.e reconnai11ance and other deceptive 

: : \ -. r 11" I - - ; - •• - 0 - -

-,,_' ;e&aurei, ot~ill~ th.; ~e tha.~ ·hp the goiden eggs ~111 be killed. X 
•• " L o '' • f :· : • •• ~ '";,,~,a....-

--~,, ~ ~-

... _ ~ ~ .u.,1&~~'";' t~}'i~ ~ • $1:Je _eDJApl~f al: itM:e "COMm cover • 
.. 4' ; .. .~· ,; -'I"' - - • 

,_:'~ a'e~~in 4q ~ lfovem.'ber· 1944, an enci~ed code message waa sent 
,,.. . ,. . ·--- ... ' - - - . -
.. - 1 - 1.._ I "" ., ,. " 1 -

-·- - 'J-',f'.. .. .. .I'• rt:' ·, ... ~ .:r- .Jrl. I ' • :-

J ,• ~ fo - _. .&"--=._ I 1 • • n "' "' ,. ,._ \ - "' 

· ,":·. -~ .. ~~ :· ~-t~-.; ~erta1n Ja.~e~ ata.H" a~ction · -£0 a c~in .fa;pa.iiese Air Poree unit; 
. . ..... _ ,· ._ I _, I .. 

" t."' ,_.'fl /' .. "4 • - I ; • •" ; •'" • - ' 

' 1. 3' fr·" " - •, .:. • • ~ .. ~ - ~... ' I .f) 
··: ,,. ~~•tin& air escort tar· two canvays ~g troopa to reentarce the 

.. 11' ' .: 

- ... '- . . ~ , 
• - \,. I 0 l ,. - t :_ I 4' t I T" I 

. - !'~"~ · •• :r~ "tae:eD. 1~t~ by a B-29.Jwith •trong' indicati~thli.t 1(be otl:Jer convoy bad 

.. -1- •of" • ....... :- .... : : ... .. • - .. •• • ,,. .. ,. - • - ,,. ft, .. .., 

_._.. - . . ' -
.... -~ · _.,., _, *1.ao been •181ite4. · A few id hours later, mseages· from these convoys 

"( "" ~ ,j' .. "' ., ' .. •' • r .. :r ;_~• - •'".,; • '_. _,. • .... "' • ' 'r, - - :.a. ,. " - -- ... - .. '--1' - •"' .. 

I' 'I .. ,~-,.:..._~·. .,,C' .._ .. ·-.,-II -I .. ,. ... •-;,"' 

. . ).'i~ted los•e• as follcws: six ehtpa' def'iu.1te~ aum:,7 

one 41ae.b~, one 
_.., , :. _ ~ Le .. ~ 

• --., ' ,,- '4"~~ :. _: ' • ,., ~ 'tl.J-" 
ill "'I• 1 r • Ir 

I - I "" C -f • -

· ,;: "'..;. . -'6n~ ;tire. ~~r :.,e learned t'ran another. ~o~ca.,,..,•· ll!Wd.t.iai one aircra.tt 
.. "O A A I I 

t l"' .... .. ' _..,I I ~~- fl • 
&t-. , ""'ti!ti ·~ r , _-,'(,.; .. , , _s I~ 

· · ·.· .: '"' ,. ,; • .· ~~f~ W:a · ili? ~Unt. f\44 you hapPeD to nOtice that meaaage about the »-29t 
-"'-\c .. '"1 I=.•.,; 

: ..: 
... .. 

.. · • ,.:... ~: f.i I 

.. ~ •' I" -

"" . 
• '• I f. i" "' .. _:P .. -. , .... _ ~~)! JI • ., • 

' .. _, 7": .• "'-· .. 
.. . ..a).-· 

."~ ,.. '\. ~· . 
~ ... --
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. ;IUat d:tc1n•t ba.p;pen to be cruising around there• 'tnrt sent there to, 'be observed:. 
···1' . . .) " ·! 

\ ' - - - --· 
. . -~-- Ot. ~~-s-~ ~~le:dp and e~:!..e~e point to t~. necess i t;y o1.' explo1 ting 

- .. . """ 

- ' __ -_1 

.. I - .... f.. ,... • "1 • • .,, :. • ·.: 

tve:ty ~pOssfb~ ~:an~ a. tactica1 situation &:rtord.s)a.nd. the temp~~ion is 

•. '. .. ~ ~t /~ tbe heat at battle_, to use COMJM whenever am· wherever 
-.. ..::: , : _.. .. - ..... - .. - .. - ' ... 

,. 

,., .. ii is availa1ile. Thie m8.)r ieaa to carelessne·s~ which q~cltly Jeopar41a:~), COMINT 
'f .... '"' • • .. • - • I ,. 

-.~ 

. · i;f~ "!'e .. ia ~; ar it~ bowevi!r, when action ;,:.ed on i.t~ontenqtl.ated, 
.. ,· 

.... ' 

: .· . · . :r'11st'bi~. _:anpranise at source must aiwa'.ys be barr.e in mind and the danger ar 
.· 

· ··~ompr&ae ~1'ibed 8-inat the millt&-y e4va.ntages to be gained. A minor 
- r .. 

• , .I .. ... • 

lllilitary advantage ia neVer eil.on.e suf'ticien\" grounds far risking the 10QS Of 
. ,; .... ~ 

., ... ~. 

r. 'the so\.U"ce--th~s is ~ cardinal principle. 
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