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R n“m”ﬁu WQR._ @r.,Aaviu L. Saluo a, nief of Cﬂmnunlc&tiens and

‘ recmrd¢ Divxslaa, Departﬂant of 5t“te.

Purguent to. your infor%al r&gus?t I aﬂve guan~completﬂd the study'

“of the degree of - cryptcﬁiaphic security aff orded By the cipher machine

known as the Codatype which. has ‘been installed in youf division by the

1.Int ernstionsl Business Wachines Corporation for test and determinstion

g to pess*ble uéefulness in State Baa&zt&@nt compunications. The fol-

‘lowxng is ¢ summary report of the reqults of thet 3tnmy and of th@ con-
clusiono ranche& tnerain: ';~ v : :

: It waa egreed between us 85 a %reliminvry that 1t ig fair

ho asgune that, in actu&l sarvice, practical considerations: zould re-

‘day's traffic and thet cnly the twa-ulal settings controlling the initinl

@uire thet a set of plug—baard connections remain the scme for a whole

polnt of eutry of. ‘the three commutotors =nd the ‘initiel point of entry

of the 12-dis¢ program device acssmbly be&changed from messcge to messEge
uitlin the. duy's traffic. wff:.f' TR T T

-2, Zn th g cage an eneny cryatunalvtic wt&ff rculﬁ not I="r1m::

E ,tae “1rinu of ‘the cemmutatora, the vpositions of the pins on the program

device, or the settings of the keying dials, Heverthelese, 1t cen be

‘stated that -ome day's traffie, if it consisted of say 40 - 50 messages,

cen be polved, although this solution might reguire oné or two weeks by

"2 well organized cryptanclytic staff. Its purposs would be not 50 much

. to learn the contents of thase megs:ges as to reconstruct the cam posi-
. ticna*wn the discs of. p“oarkm *evica mnd wir vg of - ‘the commuﬁatcrs.

Waan tbe lantmr drte havv bean obt 1red the anslysisg of
TEGELRes of sity subgeguent dnylas traffic wowld be sarticularly esgy and
could corobably be sccomplished within 6 - & hours, The nurpoue of this
anzlysis would be merely to eliminste the effests of the de ily change
in plug-board connections. (The v*rieua dl@l Petting nre of no particu-

L lar’consequ nce. in thia hgchine.),

4, When ‘the latter ef &cts ‘have' beuﬁ ascert~1ned, indiviuu&L
messages can be read reslidly, thourn of course not uewrlv Be runidly &8
the machine.cen decipher them. ﬂ ,
"5, Based upon the Porege* ng prezices, only 12 ssseages, »ll

PR

enc1ah@red.by the u»ma pxggéboar« rraugement but with different dial

ﬂgproved for Release bv NS& on D? 22 20’14 Qurau ant to E .01 135@
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NO. II30 FROM PARIS AUGUST 9, SECTIO
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NO. 387 TO PARIS JULY 29.
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NO. 394 TO PARIS JULY 30
UBYSP OZWEU DAITR LIDKW GBXRP EIAZN CRWWH RGOAR WIZLN
|

BIZKL AFFYW FRXEX DVWAH SACNV DZXHG YLHOM YJKYZ DREMU

<

- FWWOO NXXNR GMOPJ VOWXU LFPGC WFAVI" FMVDK LPKCC RKRNA
PWDEN PBHYD JVERM ATZXN IWJHE WFKTC UBENT GUKKU XAONR.
SHUHJ FGSZJ DEJCF RK?CK GBSLU JIEYB GESFL WDGND GJIVI
FVMMS GSTSM BCTHJ KXDWS BFEKX B

GI ZGABO LLMHO DZHUJ

=l
Q
|

IKZWO VCCEC TAXGL NOMEI VLULG KEJG

(@]

f

ORTILV NWBCY SNZbN
GWXZY NFJOK ZMMUB IYAZD OKNFP ULIPA WNCEV TTSXV VSAGM.
HYNNL GYTZB JTVSM ZFCRJ PJIJNOE KGFMY IHS?A RJMGB GGLEFS
WRSDY ABYOF TTAMT HEWBH FWWBY RBNEV XJXDS ZNIWV MNWDD
KLZWS BMIWR OXKRG DIYHI MOPTC MZROX MPOBX MMPTL PKRWN
AVRNR ORJCA MFRYU NGIEL KFOSU FTCDT AGJISC KCFBW UYSPM.
FALZH VUBXO YZZGM RWIMR AALLB PVFRK GOCM% AGZWP BHILH
SLMEA ZPNJK DTHJJ PJHKP EYCDI JVWXR'HEOH% LPLSZ LXFHX
DITHM JVFFT ESSXT KREIX OBWLY TAEZF HVNX% FIBNZ EWBFY
CFXFW YBIKY HVGCP RBGAT OUPNL HEJCN NTGXZ PAXIK INXBL.

UFYUI OGMCU TGRMO



REF ID:A4127215

NO. 397 TO PARIS AUGUST 2
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HCCCA ALLLS SSWWF FRREE ZZVVV VOOJJ JGGGP PKKK! |IFFF.
“LULBT UYMTT XXHCC ALLLS SSWWW. FF ;
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'?nggg UYMTT XXHCC ALLLS SSWWW FFFRR EEDDZ ZZ00G %ﬁwwa
LLLDD DGGGG GCCRB JJJJU UYYYT TTTTA AWWWW UUUMM MRRRR
RSSXD DDNNJ JSOOO 000XX |12ZZ ZMMMY WWLLD PPPNK KKRRV
VVVVY NNNNF FKKKK KBBBP UUUUM RRSSS SSSXX DDDNE EEEEZ
ZZZVY VVOJJ JGGGG GI111 VVPPP NNNKK KKKBJ JJUHH HBBTT
TTTAA AWUUU UUUMM RRRRR SSXAA AATTT JSSSS SS000 0OXXI
LUL1T ZZZMM MWWWW WKK D 1111G GGCCC CRRVY VWVYY YNFFK
BBBBB PPUAA ALLSS WWWWF FFRRE DDDZO 0OJJGG GGPPK | IFFF,

 LLLLL CCYYY YYUUU YYMMM MMTTT TXXXH HHHHH HHHHC -CCCAA
ALLLS WWWFF FFFISS SO000 OXXXI 11120 00000 GGGII 1 11VY
VPPPI (1111 IFFFL CRRRR RVVVY YNNNN FFFFF FFFFF TTXXX
XXHHH HCCCA AAAAL LLSSS SSTTJ JJJJJ SSSSO 00XXI |1Z2Z
ZZMMM MWWV WWLLL DDDDG GGGGG CCCRR VVYHH HHHBB BETTT
AAWMWW WHHCC CAAAL LSSSS WWWFF NNNEE EZZZZ ZVVVO 0000J
JGGGP KKKID DGGGC CCCRR { HHHBB TTFFK KKKKB BPPPP
PUUUE EHHHA AATTJ JRRRR DZZ0O OGGGI IVVKI IIFFF.

g iy Hﬁ§@§ MMMMT f BBBES BBPHH CCAAA AALLS

SSSSS WWWFF FFRRZ ZZVVV VVVVV VVOOJ JJGGG GGPPP KKKLL
LLLLL DDDGN NKKKK KBJJJ UUUUY YYYYY NNFFF FTTAA AWMWU
UUUUM MRRRR SSSSS SSSSS XXXDD DDNNN NEEEZ 22727 227ZV
| VVO0O ZZZ00 OOGGG | 1111 VKKI| I1IFF LLCRR RRRRR CCCYY
YYHHH HHBBB BEBTT TAAAA AAAAA AVMWWW WUUUU UUUUU UUEEE
HHHHH HHHHH AAAAA TTTTT TTTTT JJJJJ SSSO0 000XX DZZZZ
27000 00GGG GGGGG GGIPP PPKKK KKKKI 1111 111IF FFFFF,
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 LLLCY HETAA ww%ca ALLLS SSWWW FFFRR EEDDZ ZZ0OG GGI IV
VVVPP PNNNN NKKRR VVVVY YNNNF FFFMT TXXXX HHHCC CAAAA
ALLSD DDNNN NEZZZ OOOXX [1ZZZ ZMMMW WWLLD DDDGC KKBBJ
JJJJU YYYYM MTTTT TXXXH CCUUU EEHHH HHHAA TTTJS SSSSO
000XX XX1ZZ ZMMMM MWWWW LLDDD GGGCC CCLCY YYHHH HBBTT
TTTAA AXHHH HHHCC AAAAA LLSSS XXDDD NEEEE EEZZZ ZZVVO
00000 JJJGM MWW WLLDD DDDDF FFLLL LCRVY VVVYY YNFFK
BEBBB PPUEE EHHAA TWWWF FFRRE DDDZZ Z0OGG GGIPK I IFFF,

GG IPK
MWWL&LL% coyYy ;i;u% YYMMM MMTTT TXXXH HHHHH H?wpu UUUEA
ALLLS WWWFF FFFRR REEEE EDDDZ ZZZZO 000JJ GGGPP PPPKK
KDDDD DPPPP PNNNK KBBBR RVVVY YNNNN FFFFF FFFFF KAWWW
WWUUU UMMMR RRRRS SSXXX XXDDN NNNNN EEEEZ ZZVVO 00JJJ
JOGGG GI111 IIVVV PPPPN NNNNN KLLCC YYYHH HHHBB BETTT
AAWWW WPPUU UEEEH HAAAA TTTJJ JJJSS SO000 ZVVVO 0000J
JGMMW LLLDD DGGGC CCCRR VVVVV YYYNN FFFFK KKKKB BPPPP
PUUUE EHHHA AATWF FRRRR EEDDD DZZOO OGGG! IVVVP PPNNN.
“Wghgcimvvvvg,ﬁw§§T T?TgAY%Txxx XXXXX x@ww» UUEEE EEHHA
AAAAA WWWFF FFRRE EEDDD DDDDD DDZZO 00GGG GGII1 VVVVK
KKKKK 111FF FLLLL LCYYY HHHHH HHHYY NNFFF FFFKK KBBEP
HHHHC CAAAA LLLLL LLLLL SSSWW WWFFF FRRRE EEEEO 00OOX
XX000 000JJ JJGGG PPPPP VVVPP PPPNN KKKBE BEBBB BBBJJ
JYHHH HHBBB BBBTT TAAAA KKKKK KBBBB BPPPP PUUUU UMRRR
SSSSS SSSSS XAAAA TTTTT TTTTT JJJJJ SSSOE EEEDD DZZZZ
27000 00GGG GGGGG GGI11 IIVVK KKKKI (1111 I11IF FFFFF.
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