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|  VOLUME % |
Chapter I: _The History of the German Army-Signal
- .~ . Intelligence Service. _ o

' — e o : - Paragraph .
" The pre-Hitler Period {1919-1933).....c.0v0cveaveess 1
. The pre-World War II Period-(1933-1939)..cccsveccacs 2
" The early World War II Period (1939-1941)......¢..... 3
The widdle World War II Period (1941-1044).......... %
The late World War Period (1944-1945)......¢c000..2.0. 5

1. The pre-Hitler Period{1919-1933)-- The pre-

Hitler period of signal intelligence in the German Army

is very obscure. From the scanty and uncertain evidence,

howvever, the following organization may be suggested.

A Codes and Ciphers Sectlon of the German Defense Ministry
 (Relchswehrministerium Chiffrierabteilung), subordipated -
. to an Army Signal Officer, had been maintained in skeleton
force from the end of the first World War.l The Chiefs

‘were:2 5 -
'~ Lt. Buschenhagen . 1919-1927
Ma jor Schmidt - 1927-19351
- Major Fellgiebel - 1931-1932:
Ma jor Oschmann . .1932~-1934
_ Major Boetzel - 1934-1939

- The head of the Codes and Ciphers Sectlon of the '
German Defense Ministry also controlled the Minlstry's - .
_intercept network., This network.dated from 1923/4 when the
first fixed intercept stations (Feste Horchstelle, abbreviated
Feste) were established.? There 1s evidence of at least
'seven such stations operating before 1933.% - 8i1x of these .
vere devoted primarily to the interception of foreign .
military traffic; and one to the interception of foreign
diplomatic traffic. - The six for military traffic were lo-
cated at Stuttgart, Munich, liuenster, Xoenigsberg, Liegnitz,
and Breslau; the one for diplomatic traffic, at Treuenbrietzen.5

‘Lr1gpa
. Cr13p
.- o 31 62.p 5, IF_"ISI P 1
' : b 18 p 2
5'1'62”p 6
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2. The gre-World War II Period'1192§~lggg!-~ In
1933/34, the German Defense Ministry set up tiree more
intercept stations: one at Hersbruck {later moved to
Lauf); the other two, at Striegau a2nd Chemnitz.6 Wwith

" these ten intercept stations, the German Defense Ministry

intercepted foreign Army, Alr Force, and diplomatic = =
traffic. - The German Defense Ministry also set up in 1933/4
in Berlin its own military code and cipher section called ,
the Intercept Control Station (Horchleitstelle, abbreviated -

'HLS).T For this it drew a few trained cryptanalysts from
. the Codes and Cipher Section of the German War Ministry

(Reichskriegsministerium).8 Foreign Army traffic inter-
cepted by the German Defense linistry was sent to the
Intercept Control Station (Horchleitstelle); Alr Force

- traffic, to the Signal Intelligence Ageney of the Commander-

in-Chief of the Air Force (Chiffrierstelle desa Oberbefehl-
shabers der Luftwaffe, abbreviated Chi-Stelle OBd4L)

- established in 1937.9 Diplomatic traffic was sent to both -

the Codes and Ciphers Section of the German Defense Ministry
(called after 1934 the German War Ministry (Xriegsministerium)
and the Forelgn Office Cryptanalytic Section (Sonderdiemst -
des Referats Z in der_Personalabtellung des Auswaertigen Amts,

abbreviated Pers z3).10 :

3, The early World War II Périod~(;g22;;2§l}é? During
the early years of the war, the malin developments within the
German Army signal intelligence service were the following:

g a. The narrowing of the mission of the intercept service
to Include only Army traffic. In 1939 a newly formed Signal
Intelligence Agency of the Supreme Command of the Armed
Forces %Oberkommando der Wehrmacht/Chiffrier-Stelle, abbrevi-

‘ated OKW/Chi) took over the interception of all foreign

diplomatic traffic from the German Army Signal Intelligence
Service, and for that purpose the Army gave it iYo of its own
intercept stations, at lauf and Treuenbrietzen. B

\

1803 -
T1780p2

- 8 mhe German Defense liinistry was renamed the Gérman var

Ministry after 1935.
9 1Fr 181 p 15
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" b. The expansion of 1ntercept serviceor In 1939,  the
Army established two new branch stations. for the intercept
of foreign Army traffic emanating from the east, one at
Graz and the other at Tullin.l2

. ¢. The establishment of five Signal Intelligence .
Regiments {Kommandeur der Nachrichten Aufklaerung, abbreviated

"KONA"). These regiments were sent into the field as com-

plete intercept and evaluation unitie, attached to Army
Groups.l>  The KONA were given the numbers one through five.
.XONA 1, 2, 3 vere assigned to Germsan Armies on the eastern ,
front: KONA 1 to the Army Group on the southern front, -
KONA 2 to the Army Group on the centrsl front, and: KONA ' v
to the Army Group on the Northern front. KORA U was- not
attached to any Army Group but was subordinated to the .
Commanding Officer who controlled the German Armles in the

Balkans {Befehlshaber Suedost).l¥ KONA 5 was assigned to
the Army Group on the Western front.l15

d. The introduction of mathematiclans and linguista.

. To cope with the increased amount of enemy Army traffic on
all levels, and the increasingly difficult problems of so-
lution, mathematicians and linguists were drafted into the
Army in 1939 and were assigned either to the various fileld

units or to the Intercept Control Station.l6
e. An increased interest on the part of the Army in

‘the security of its own systems. This nev interest gave
rise to. the establishment of an Army Signal Security Agency

' designated as Group IV of Inspectorate 7 (Inspektion 7

- Gruppe 1V, abbreviated In 7/IV) whish was subordinated to

~the Chief of Army Equipment and Commander of the Replacement
Army {Chef der Heeresruestung und Befehlshaber des Erasatzheeres,
'abbreviated “Chef H Ruest u. BdE") In 7/1V was composed

121 85 p 3
13178 p &

Y1r 171 p 2
1517 127

61 78 p &
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of mathematicians and former actuaries whose function was
the examination of cryptographic systems used by the German
Arwy, and the preparation, printing and distribution of -
‘codes and ciphers.l7
The German Army signal intelligence aervice 1n 1939
-~ _conslsted of the following parts:
(1) at least 10 intercept stations for the interception
} " i ~of foreign Army traffic Galled Feste Horchstellen,
y . . ©  abbreviated Feste .
(2) five Signal Intelligence Regiments attached to
' Army Groups {each called Kommandeur der Nachrichten
: Aufklaerung, or "KONA™)
{3) an Intercept Control Station (Horchleitstelle, or . -
HLS) for the analysis and evaluation of- foreign
. Army traffic; -
(%) an Aruy 3ignal Security Agency (Inspectorate T/3V,
- or In 7/1IV ?n?or testing and 1ssuing‘codes and
ciphers for the Army ,

4. The Middle World War ' II Period 10411944 )~ ‘When,
An- 1941 the small staff at the Horchlelitstelle was round
to be inadequate to cope with the large amount of. traffic -

‘which had resulted from the increasing pressure of the war,
two central agencies were established to replace the

~ station: a central cryptanalytic agency at Berlin designated-

. as Inspectorate T7/VI of the Chief of Army Equipment and
‘Commander of the Replacement Army. (Chsf der Heeresruestung
und Befehlashaber des Ersatzheeres Inspektion 7 Gruppe VI, ,
abbréviated Chef H Ruest u BdE/ In 7/VI or more simply In 7/VI),

- and a central evaluation agency at Zossen designated as -
Control Station for Signal Intelligence gLeitstelle der
‘Nachrichten Aufklserung, abbreviated LNA .

In 7/VI vas organized by Major Mang of the German Army,_
‘wvhose aim was not only to increase the cryptanalytic staff _
of the new agency but also to provide reserves of cryptanalysts
to work in key areas in the field. . In order to acqulre per-
sonnel easily, Major Mang subordinated In 7/VI in matters

- of personnel and administration to the Chief of Army Equip-

. gggglgnd Commander of the Replacement Arm? (Chef Ruest u

A17I 92'p:6
18178515
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In matters of policy, however, In 7/VI was subordinated to the
Fleld Arm{ This curious form of organization is sald to
have enabled the c¢ryptanalytic service to recrult sufficlent.
persconnel without serious interference while maintaining
close operational contact with field units.l9

‘During the first few months of the existence of In 7/VI,
Russian cryptanalysis was included in the cryptanalytic work
done .at In 7/VI, and Russian evaluation was included in
the evaluation done by LNA. Both these organizations, how-
ever, soon felt that the cryptanalysis and evaluation of
Russian traffic should be carried on closer to the forward .
echelon of the German Fleld Army in East Prussia. In late
1941, therefore, some cryptanalysts and evaluators skilled
in Russian traffic vere detached from In 7/VI and from LNA

" respectively, and were sent to Loetzen to work.20 These

cryptanalysts and evaluators became the nucleus of the
organization which later became the chief cryptanalytic and

~ evaluation agency for Russian traffic, named Intercept Control -

Station East (Horchleitstelle 0Ost, abbreviated HLS Ost).

.From this point until November 19&4 signal intelligence , -
‘activities were sharply divided into Russian signal intelligence,.
- -carrled on by HLS Ost, and noneRussian signal intelligence,'

carried on by In T/VI and LNA.
In 1942, the responsibility for security testing of
existing German Army crypto raphic systems had been trans-

" ferred from In T/IV to In 7/Vi.21 From that time, the Army

Signal Security Agency, In T/IV had been confined to the -
development of new systems for the’ Arumy and to the production,
printing and distribution of current keys. and system8.22

v91 T8 p5
20y 28 PS5
2198 p 6

221 36 p 2
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- In the fall of 1943, In T7/VI had been transferred to

the newly created Department of Signals of the General Army
Office and renamed Signal Intelligence, Department of Signals,
General Army Office, Army High Command {Oberkommando des

Heeres/Allgemeines Heeres Amt/Amtsgruppe N&chrichten/Nach-‘

richten Aufklaerung, abbreviated OKH/AHA/AgN/NA) ' Minor
changes in internal organization were effected, but the

- function and operation of the agency was not changed 2

Although there was no essential change in the organi-
zation of the fleld units of the German Army Signal Intelli-
gence Service from 1941 to 1944, additional units were
placed in the field. In 1942 the eastern KONA {1, 2, and 3)
were supplemented by the addition of KONA & which was formed

~ to cover the German campeign in the Caucasus.2¥% This KONA

vas not subordinated to any Army Group but was directly
under HLS 0st. KONA 7 was established in February 1943 and |
was subordinated to the Commander-~in-Chief South (Oberbefehl-
shaber Sued) who controlled Army Group c and the German forces
in Isaly.25

The organization of the German Army Signal Intelligence

'_ Service in 1944 consisted of:

-amalgamation of the three central agencles, In 7

‘1) a central cryptanalytic agency for non-Ruasian traffic,‘
In 7/vI (latterly AgN/NA) '
2) a central evaluation agency for non-Russian traffic,

3) a central cryptanalytic and evaluation agency for
. Russian traffic, HLS Ost; .
h seven Signal Intelligence Regiments (KONAs);
-an Army Signal Security Agency for the distribution
and development of- Army systems (In 7/IV) :

5. The late World War II Period<£1944 1945). -~ In
October 19%7, the organization of the German Army :signal

intelligence service was completely changed thro/%g Ehe .
latterly

AgN/NAY, LNA, and HLS Ost, into. one central cryptanalytic

"and evaluation agency, (the Signal Intelligence Agency of the

Army High Command, the Oberkommando des Heeres/General der
Nachrichten Aufklaerung, abbreviated OXKH/GANA). - This amal-
gamation was the logical result of the retreat or HLS 0st to-

. gether with the German Army, from Eagg Prussia tAVZossen,‘

'Where In T7/v1 and LNA were situated.
23 | | |
2%

IF 190 B p h
DF 18 P 81w-'

IQSIF 172 p.2

201p. 123 p 5 6
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The Signal Intelligence Regiments (KONAs) were not
greatly affected by the amalgamation of the central ,
agencies into the GANA, although the XONAs did come "under
closer centralized control in matters of administration and
slgnal intelligence policy."27 - '

N The main changes in the Army's signal intelligence -
field organization in 1944-1945 were necessitated by the
Allied invasion.of France in June 1944. To cope with this
situation, KONA 6 was moved from the eastern front to the -

_Yestern;28 and & Senior Commander of Signal Intelligence

Hoeherer XKommandeur der Rachrichten Aufklaerung, abbreviated

‘Hoeh Xdr 4 NA) vas sEt'up to coordiﬁate and control KONA 5

and 6,29 In late 1944 and early 1945, two additional XONAs
vere formed in the east, KONA 8 and XONA Nord,30 but it is
noteworthy that these KONAs were largely composed of units

- borroved from other eastern front Signal Intelligence Regl-

ments, and the creation of these last two KONA was thus not

80 much a mark of expansion as of redeployment to areas -
‘under stress.’l ‘ : ' -

Colonel Boetzel, chief of the Signal Intelligence Agency
of .the Army High Command {OKH/GANA) stated that KONA 4 was
transferred to the West at the end of the war.32 A captured
document33 indicated that KONA 4 had been succeeded by a - :
signal battalion Nachrichten Aufklaerung Abteilung, abbreviatad
NAA) 16, in February 1945 but did not mention its transfer o

.to the West. It is probable that the KONA disintegrated

and that various parts wvere sent to the different fronts.
The organization of the German Army signal intelligence

~ service at the end of the war consisted of:

1) ‘the Signal Intelligence Agency of the Army High
Command { OKH/GANA) a central c¢ryptanalytiec and
evaluation agency for all traffic. _ »

- 2) a Senior Commander of Signal Intelligence, {Hoeh
Kdr @ NA) with control over the KONA stationed in
the west and responsibility for all signal intelli- .

E gence activities of the German Army in the West;

3) . nine Signal Intelligence Regiments [KONAs) which'
vere attached to Army Groups or Commanders in the
field. S S '

2T wri23ps

28 1 76 Appendix, Chart I
2 123p5

30 p 1402 R
31 See below Chapter IV
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Chapter II: Organization of Central Agencies of the German
- Army bignal Intelligence Service..

Paragraph

Sz

Organization of Intercept Control Station ' -
lgjj"lgala..-o..-so'ccoot..‘on.-otonuloﬂncc-o.o-.ovcn
Organization of In T/VI..
Organlzation of LNA............
Organization Of HLS OSt..e.eteceeneosooseeseeonssnseenss
Organization of GdNA...........,..........‘.........;,. 1

at..o'lQ-OQQOQO'QOQOO-OOOOQIQOU

#sPe00000080v0sT o8Bt <
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6. Organization of the Intercept Control ‘Station 1933-
1941 .. Not much Is known of the organization of the Inter~
cept Control Station (Horchleitstelle, abbreviated HLS),
before 1941. The existence of sections for the cryptanaly-
's8is and evaluation3 of Belglan, Polish, Russlan, and Brit-
‘ish traffic_gay be surmised from Mettig's account of its
activities.”? Nothing specific, however, is known from
glcomj?ources. The small staff was commanded by Mejor Dr.
Qung . .

. ' 7. Organization of In T/VI.--
o a. Inspectorate T/VI (Inspektion 7/VI, abbreviated
- In 7/VI) in the autumn of 1941 was headed by Major Mang,
and was divided into the following sections with heads as
shown: 58
_Personnel bection..,............ Captain Herbrueggen
British Sectlon.....cvevnvveanss Senlor Inspectors
A Zillman and Liedtke
French Section.....,.,.......,.. ‘Senior Inspector Kuehn
Italian 5ection.........,.......zCaptain Fiala

55‘valuation is a free translation of the German word
"auswertung" which to the Germans meant traffic analysis
the interpretation of news broadcast and plain text trans-

missions, the interpretation of radio telephone intercept,

and the interpretation of the results of successful cryptan-__"

alysis. - All these things taken together resulted in fully

. o evalusted 1nte115.gence
361 78 p 3
37178 p2

381F 190 . B App. 3 8
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Balkan SectioN......ccecvosas Senior Bpacialist Bailovic f
'Mathematical Section......... 1st Lt. Lueders and.
- . Technician Dr. Pietsch
‘—Russian Section..;; cevessses 18t Lt. Dettman -
‘Linguistic Sectlon..........; Technician Koehler
Training Section...... PEEEY SQnior Inspector Kuehn

Between 1941 and 1943 the follcwing changes in tha o
Organization of In 7/VI took place: . o
: a). the Russian section vas sent to Loetzen, uast Prna-A"
.. sla
" b) a section for cryptanalysis of USA syaﬁsms was: formed
= " with the entry of the USA into the war
" - ¢) a-section for cryptanalysis of traffic o gents
: (foreign and internal) vas added in 194241 .
.d) the investigation of the security of current German.
. Army systems was transferred from In 7/VI, the '
- former Army Signal Securitx Agency, to the mathe-
, .matical section of In 7 %2
" @) an IBM section toggther vith 1ts machinery rrom
In 7/1v was ‘added . ,

b. In TAI in Rhe spring of 1943 vas. divided into the
rolloving sectionsx
'Chief...............,..... Major Mettig '
,f,British Section....ccvc... Sonior Inspector Zillmann
- USA SectioR........ces.... Technicien Dr. Steinberg
. ‘Balkan SectioB............ Senior Specislist Bailovic
French Section...... +ese.. Technician Kuehn'
Italian Section........... Corporal Manaigo :
Mathematical Section...... Technician Dr, Pietsch
'Linguistic Section........ Technlcian Koehler :
~ Training Section.......... Senior Inspector Kuehn
~ Agents Section............ 18t Lt. Vauck - ‘
- 1BM Sectlon..eeiiceenecnnn Specialist Schenke

391 78 jo 8

401 78 p 10
%2178 p6
55178 p6

~ 441p 190 B App 4



DOCID:

3486746

'”51\58 p 2

The sections of In 7/VI were housed during this period
in buildings near the Bendlerstrasse in Berlin. The head-
quarters Training Section and sections for USA, FrencR and
Agents® traffic were located at Matthaekirchplatz U; 5.
the British and Balkan section, at Schellingstrasse 9; the
IBM section, on Vlktoriastr&SES Location of the Mathewh
matical section is not known.

In November 1943, the first large RAF raid on Berlin
destrdyed a great part of the offices of the Army High
Command on Bendlerstrasse in Berlin, among which were those
of In7/VI. In 7/VI was thereupon moved to Jueterbog,

N where 1t was 1037ted until its amalgamation in November
. 1644 into GANA.

No estimate is given of the number of peOple employed
in In 7/VI.

¢. Organization of AgN/NA when In TNI vas re- '
organized as the Signal Intelligence 3ection of the Depart-
ment of Signals of the General Army Office, of the Army
High Command, the internal organization was somewhat changed.
The previously independent sections were organlzed into.
a main section {Hauptreferat) for mathematics, and a main
section for languages. The IBM section retained its auto-
nomy.,
: The Main Sectlon for Languages, with the exception
that one section was added for Swedish traffic, covered
the same field as had been covered by the individual lan-

guage sectionsugf In T/VI. The organization of AgN/NA‘is

outlined thus: _
CRIE .. evveveesosenccnnnisennsess. Major Lechner
Main Section A for Mathematics.,. lst Lt. Lueders .
Main Section B for Languages..... Senior Specialist
: S ‘Bailovic
British Section....vevee..... Senior Inspector -
- o Zillmann
" USA Section.....ccssss+:..0.. Techniclan Steinberg
French Section....ic¢cove.... Technician Kuehn '
Balkan Section....;....;.... Senlor Speclalist
Bailovic
Swedish Section......,......,Pfc. Rohden

\

461p 126 pp 6-7
471r 126 p 6

481r 190 B App 5
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' Linguistic Section........... Techniclan Koehler
Training Secticn............. Senior Inspector |
o ‘ S . Kuehn

IBM “ection...‘..,....,...a....... bpecialist ‘Schehke

8. Organization of the Control Station for Signal
Intelligence {[LNA).<- The organization & the central

~.evaluation agency for non-Russian traffic, the COntroi

Station for Signal Intelligence (Leitstelle der Nachrichten
Aufklaerung, abbreviated LNA) 1is obscure.

According to Krause, a member of LNA, there vere sec~
‘tions for evaluating British, USA, Italian, Balkan,. Greek,
Turkish, Tunisian, Near Eastern, Portuguese and Spanish
‘traffic. Evaluation was made hoth of traffic and of the
'contents,of decoded messages passed 'to these sections from
'In 7/VI. The staff of LNA was comparatively small, con-
sisting- ‘of about-seventy-five perscns who'were-housed in
"one building gor which the ground plan iq glven in 8 CaDIC
publicanion 4 _ 3 _ , _

9 Organization of HLS ost - Tbe ;ntercept Controla
utation East {Horchleitstelle Ost, abbreviated HLS' USt)
‘was the central cryptanalytic and evalustion: center for
Russian traffic located at Loetzen,: East: Prussia from:
;late 1941 to late 1944, The exact size of the station ég
‘not known, but the orgsnization 1is outlined as' follows: V-

" Section "Z"......v.v.0..~...Personnel proplems:
.oection l.........*,..,..L..uupylj, ‘maintenance;:
. ; Prco thogratid - 'evaluatdon of; captured
;-documents and genersal- -

research into wireless

: . : 'procedures.
- Section 2.;...,.,...........hvaluation, compilation
' R . of ‘intercept.-situation
o L report 3
“3ection J..iiieveesiieeae. . Bussian cryptanalytic-
o Bk : ~ section.
Seetion 4........c.veee.....Monitoring of 1nter-?

- Soviet State traffie;
' Russian radio broadcasts
and Reuter and Tass News
Agency broadcasts

o1
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OKH/GANA) almost intact.

In the vinter of 1942-43,'the'8audot Receptioh Station

was moved from Minsk to Loetzen and subordinated to HLS/
Ost, Section 4.

HLS Ost was first directed by Col. Kettler, who later

became chief of the Signal Intelligence Agency of the Su-
‘preme Command of the Armed Forces (0XW/Chi). In the summer

of 1942, Xettler was succeeded by Baron Col. von der Osten-
Sacken, who remained its chief until July 194& when he
was igpl%cated in the plot on Hitler°s life and cummitted
suici e

10. Organization of Signal Intelli ence A encey.~-
The three agencies, In 7771 iiatterii éﬁ?ﬁ AT, HLS Ost and
LNA vere amalgamated in November, 1944, into the Signal
Intelligence Agency of the Army High Command ( Oberkommando
des Heeres: General der Ngghrichten Aufklaerung, abbreviated
In 7/VI (latterly AgN/NA),
with some slight depletion of personnel, became Group IV
of GANA, which was assigned the responsibillty for all

- eryptanalysis on foreign military traffic. LNA wvas trans-

ferred as & unit to Group II of OKH/GANA, except for those.

‘'sections which had been degling wlth wireless and news

agency .traffic. These sections were assigned to Group I
at OKH/GANA. The various sectlons of HLS Ost were absorbed

into the appropriate sections of OKH/GANA as follows:

Sectlon Z..cievieeensnnrsanseasess into Group 2
~Section l....,.,... ......... veese.. into Group V
~Section 2..... sunmemuxsmd e ems nwe s s 1060 Gyoup ILL
. BOCLION Devcsssnsrnvmenansewensnns ABLEO Group IV
Section 4.,........ tresecesssseses into Group VI (ex- .
' ’ cept the wireless
and news agenoy . :
w?ich went - to Group
I .
The organization of the OKH/GdNA which is explained

N

in the following pages is outlined on Chart 4-2, It was

in effect from November 1944 to the capitulation Approxi» |
mately 700 peOple were employed by the OKH/bdNA 53

 5irF 123 p

521F 123 pp 5-6

53411 material concerning the organization of the GdNA 13

derived either from IF 123 pp 6-14 or I 113  pp 5-12,

 the account by Major Hentze, head of Group IV of the GdNA.

12
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: GdNA consisted of the Chief,

a, Headquarters unit ‘The Headquarters unit of OKH/
S5ignal Intelligence Service
(Chef, General der Nachrichten Aufklaerung, abbreviated
Chef/GANA), Colonal Boetzel; his Chief of -Staff, Lt. Coél.
Andrae; the Adjutant, Lt. Moravec, and the Chief of the

: Understaff Lt. Xoebe.

The staff controlled the signal 1ntelligence work of.ﬂ

‘all units of the GdNA, Groups I through VI. It also.con-

trolled. two intercept stations, Feste 6 and Feste 11. :
These had been subordinated to HLS Ost before being attach-
ed to the GANA. They specialised in intercg&ting high

frequency traffic of the Red Army and NKVD.

The Understaff of the OKH/GANA supervised the inter-
cept coverage of the Signal Intelligence Regiments (Kom-
mandeure der Nachrichten Aufklaerung, sbbreviated KONA)
and thelr subordinate . units' .directly, in the case of

"KONA 1,2,3,7, and 8; and’ through the Senior Commander

of 51gnal Intelligence (Hoeherer Kommandeur der NachrichtegB‘

 Aufklasrung, abbreviated Hoeh, Kdr. & NA) for KONA 5 and 6

b.. Group - I. Group I was under the supervision of -

.Bodenmueller., It had two maln tasks:

1) the maintenance of communications between the units
of the GANA; '
2) press monitoringv_ '
For. internal communications, teleprinter was used until
the final debacle, when it became necessary to resort to
radio, To carry out the second task of Group I, prees
monitoring, there were four subsections: the monitoring'

‘of eastern wireless, western wireless, plaln text moni-

toring, and evaluation.  The evaluation sub-section {4)
was responsible for collating all information from the
other three sub-sectlons and consolidating it into reports.
The collated reports were divided into separate parts
for political, economic, or military news. They were c¢ir-

- culated within the departments of the Army High Command,

sometimes with the classification SECRET (Geheimkommando-
sache, abbreviated GKdoS). Because of the personnel short-
age, the 3BC. London Service and the Reuter Agency were - _
the. only nevs agencies monitored for westarn traffic.

5413-125 p6 _ . ’ . | .

S51F 123 p 6
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¢. ,Group II. Group II which hsd cannibalized LKA

- and conslated of shout 50 people, produced radio situation _

reports correlating the information from KORAs 5, 6, and
7. Capt., Thiel, wvho vas head of this group, had been with

. LNA for & long time and veas sald by Hentze to have been

thoroughly familier with the problems of western evaluation,
d, Group III. This group, under the supervision of
Capt Gorzolle, was responsible for the evalustion of
traffic and cryptanalytic work emanating from the Russian
front. The aepartment was divided into the following :

sections:

Traffic Sorting Office

Northern Sector Evaluation

Central Sector Evaluation

‘Southern Sector Evaluation
. Russian Specisal Police (NKVD) Evaluation
- - Partisan traffic evaluation :
o Swedlah traffic evaluation

‘e. ‘Groups IV, Group IV, under Major Hoentze, was

. responsible for all cryptanelytic work done at GENA, It

was one of the largest groups of the OXH/GANA, having been
built up from parts of three former agencies,. In 7/VI,

‘LNA and HLS 0O0st. The group was divided into separate
~sections according to the origin of the material.

- Section I, headed by the mathematician, Dr. Pietsch
was the former Mathematical Section of In TAVI. It was
responsible for the security of German Army Systems.

 Sube-section la, headed by Marquardt, vas engaged in re-

search on Cerman Army hend systems; sub-gection 1b, .
under Dr. Pietsch handled researeh cn Gemman Army machine

systems.

Section 2, headed by Kneschke, dealt with the crypt-

analysis and deciphering of non-Rusasian traffic. There

" were three sub-sections:

2a: British and USA systens;
- 2b:" French systems; . _
2¢: Balkan systams

aection 3, headed by’Lt Dettmann, wvas composed of
the- cryptanalytic sections of HLS . Ost. It dealt vith
Russian systems and had four sub-sections:

3a: Russian Specisl Police traffic (NKVD),

3bs Russian Army traffic,

14
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" 3¢: Russian Partisan traffic;
3d: Research on Russian systems.

Section 4 yas the former IBM section of In TNNI.
According to Major Hentze, this section performed mainly
statistical work. Most of the members were women used to
run the machines. The section maintained its own repair
shop for the machines. .

‘Sectlon 5 was the training Adepartment of the GdNA,
where cryptographic and cryptanalytic . courses were given

under the direction of Inspector Kuehn, who had headed the
Tralning Secticn of Im T7/VI. During the last months of

the war, the once flourishing section dwindled to a group
of forty students évery three months,

f. Group V. Group V was a mixed group containlng
three sections all of which carried out unralated activi-
ties., '

Section 1s This section‘headed by Inspector Zipper,

‘'was engaged in reconstructing Russian, British, and USA

call signs and call signs systems, and deducing units
therefrom, It covered various procedures of enemy wireless

and the allocation of wave lengths.

Section 2. ' This section under'Speéialist Block wvas.
responsible for the exploitation of captured Russian docu-

ments of signals interest, Captured manuals vere trans-

lated and descriptions of Russian equipment examined.
Section 3. This section was engaged in supplying the

XONAs with necessary intercept equipment and in maintain-
ing a workshop to service the needs of the OKH/GARA itself.

g. Group VI. Group VI, located st Potsdam under
Capt. Roeder, was responsible for intercepting and evalu-
ating special high-grade machine systems, Russian systems

,'¥ere handled by Section 1, with three sub-sections:

la: interception and evaluation of Inter-Soviet
State traffic; . ‘
1b: intercepting and evaluation of Russian Baudot,-
. les inggggeptlng and evaluation of Russian Army
¢ tr e.

‘Western teleprinter and automatic morse traffic was handled
by Section 2. (Interception was done in sub-section 2o,

evaluation in sub-section 2a).
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: h. Group Z Group Z (which 13 not shown on the
chart) vas responsible for general administrative control
of all departments within the OKH/GANA., The work was
divided into four types: personnel, communications,

pay, and drawing. A central card index was kept of all
persocnnel employed in the OKH/GANA and the perscnnel
sectlion was responsible for all transfers, elther inter-
departmental or outside the OKH/GANA. The section for
communications registered all incoming and outgolng cor-

respondence and was responsible for a2ll courier communi-

cations betveen the OKH/GANA and 1ts subordinate units.
For lacal communications, this section had its own runners;
but for long distances, the courier services of the Army -
High Command vere used. All personmel of OKH/GANA were

 .paid by the "pay" section. In the drawing section, all
-gituation maps and radic networks were reproduced. A

~ certain amount of photostat and book-binding activity
vas also carried on here,

Because of the lack of detailed information con-
cerning German signal intelligence at the end of the
var, it is difficult to appraise the effectiveness of
the final reorganization of Novermber 1944, In large

‘measure, the logical simplicity of cutline was disrupted |

in the last months. The full organization exlsted 88

an integrated unit only from November, 1944 to February,
1945. - From that time until the surrender, the OKH/GANA
vas almost continocusly on the move seeking refuge in
southern Germany. Most of the groups moved from Zossen
to Bad Reichenhall either directly or by way of Erfurt.

‘Somewhere between Erfurt and Bad Reichenhall in the

Welmar area, the IBM ssction was lost. Group VI which

- had been located agsPotsdam went firsb to Stuttgart and

then to Rosenheim

561p 123 p 6-13
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Chépter IIIE 'Organization of the German Arwy Fleld
i g ~ Signal Intelligence Service
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Organization of KONA Nord N A M AN A PG I - ¢
-Organization of NAA ll...;;;;....n;;L.;.e,;;,gqﬁgu;;;;; 21
Organization' of Feste LOeklcen 22

B & The organization of the 1’:1 ical S 1 Intelli~
gence Reglment.-~ fMhe basic element of the fieid organi=
zation of the Germsn Army signal intelligence service was’

- the Signal Intelligence Reglment (Kommandeur der Nachrichten.
Aufklaerung, abbreviated KONA). Each Army  Group .was provided.
with & Signal ‘Intelligence ;Regiment . {(KONA), which ' had*c¢on-

- trol over all signal 1ntelligence units in the area governed

_ by the Army Group. If, a5 vas the case with XONA'4‘and -
KONA 7, the Signal Intelligence Regiment was attached to’ a
Commander of the German Armies stationed in an area, the.

© Signal’ Intellioence RegimentJhad control- of- all- signal intelli-
gence units within the ares of that command.

There were, of course, variations in the organization
and manner of operation of the various Signal Intelligence
Regiments corresponding to differences in personnel, equipment
and operational responsibilities. The typlcal cowponent . - .
parts of a Signal Intelligence Regiment, however, were: 60

60 1190 p 5
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 One Signal Intelligence Evaluation Center {Nachrichten .

. Aufklderung Auswertestelle, avbreviated NAAS), designed to
work with XONA headquarters at Aruny Group level; usually -
one Stationary Intercept Company {Feste Nachrichten
‘Aufklaerungsstelle, asbbreviated Feste), designed to work
at Army level; usually two Long Range Signal Intelligence

- Companies (Nachrichten Fernaufklaerung Kompanie, abbreviated
FAK), designed to work at Army level; usually two Close.
Range Signal Intelligence Companies (Nachrichten Nahsuf-
klaerung Kompanie, abbreviated NAK), designed to work at
Army Corns level; each Close Range Company usually had two
or three Close Range Signal Intelligence Platoons (Nachrich-
ten Nahaufklaerungszuy, abbreviated NAZ), designed to work
below the NAK but :still at Army Corps level. L

In 1944, the Signal Intelligence Battalion (Nachrich-
ten Aufklaerung Abteilung, abbreviated NAA) was introduced
-into the organization of the KONA. These battalions were
small administrative units, which acted as coordinating units
at Army level. ' '

Major Hertzer, CO of KONA 1, stated that the NAA
commanders were generally elderly supervisors whose chief -
duty was to make the rounds of the units forming the NAA
gathering ovinions and effecting small adjustments in the
use of close range signal intelligence platoons. Colonel
Boetzel, head of OKH/GANA, stated that the NAA w33  not
considered. an effective improvement.Ol :

. This chapter will deal with each Signal Intelligence
Regiment separately and will glve in some detail the organl-
zatlion and history of the components of each. : '

]

61 ..
119 »5
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headquarters unit

12, Organization of KONA 1.-- KONA 1 vas organized

in the following way. To EONI headquarters were subordie

nﬂtedo 2

Sign&l Intelligence Evaiuvation Center, NAAS 1l

Stationary Intercept Coumpany, Feste 10

Close Range Signal Intelligence Company,
NAX Preuss ‘
Signal Intelligence Battallona, NAA 3 and NAA 4

3 vere suknrdinated
Long Range Signal Intelligence Company, FAK 623

Close Range Signal Intellivence Company, NAK 953
‘{later NAXK Benold)

4 were aubordinated°

Long Range Signal Intelligence Company . FAK 617
Close Range Signal Intelligence Company, NAX. 954

a. Headquarters Unit.- The headquarters units of KONA I,
vhich worked at Army Group headquarters, consisted of the .
.commandant of the KONA, his Adjutant, & Chief of Operations
(8-3), a paymaster, @ technical inspector, clerks, and truck
drivers. The folloging statistics show the breakdown of the

Officers - Enlisted Men wpmen'

Co 1 I -
Adj. 1 L -
8-3 1 | S -
_Paymastér_ 1 f-- | -
~ Techniecal . : -
~ Inspector -~ 1. - -
Clerks - S 2
?runk driyers’ _%__ Tg“ o _5_
621’198-p 5
831p 40 p 12
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b, NAAS 1. The NAAS of KONA 1 had two major oper-

ational subdivisions: 'a section: engaged in evaluation

and traffic analysis, and a sectlon for cryptanalytic

activities. There were also a headquarters section, &

communication line section, and a section of truck drivers.
The personnel, totalling eight offlcers, one hundred sixty

enlisted mzn, and fifty enlisted women were thus divided
. among the sectiou. 64 o

Section o Officers Enlistgd Men Women

Headquarters ‘ 1 18 2
Cryptaselysis 1. el il
. Comunicatton - 21 a3
‘Tf@ckibriferéi "'.*;1"g}‘: :f{f‘i3;::-?;;€; '4J:{,“"
SYRTETR. o wme e

¢. Feste 10 and the Long Rahgelintercept ‘Companies.

The Stationary Intercept Company, Feste 10, and the Long -
~Range Signal Intelligence Companies, FAXK 617 and FAX 623, -

wers similar in their organization and operation. .Each had ’
g headquarters section, monitoring platoons an. evaluation
section, 8 cryptanalytic section, and a communication line
platoon.  .The differences ‘between. Feste 10 and the- FAK were
minor. Feste 10 was less moblile than. ‘the FAK having eight :
truck drivers instead of the twelve and sixteen sssigned to
FAK 617 and FAX 623 respectively. - Rt _

>

IF 40 p 12
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- The following lists show the gubsections and strength
of Feste 10, FAK 17, and FAK 623

Feste 10 ;-f

=

~ Section " officers Enlisted Men  Women

Headquarters 1 18 2
Monitoring*?lt.v .., S 32 1 o 61
Evaluation Jj'"‘ S . j'as 8

}gryptanalysis F‘ | '1- o 15 2
Communication Ln. Plt. - - 10 -
Truck Drivers = .~-;- | .:" 8 . e
Enemy Radio Station | |

: Locators . ... . 7 Bo -
R S - S -

_FAK 617

_ ’Séction ' _officers  Enlisted Men  Women .
”Headqﬁarﬁérgil    1  : 15 . ‘3‘7
B .Monitbrihg,?lts.f.v A o 91 =
 EBvaluation 1 33 . - -
] _‘C.ryptanalysis ‘ - | B 20 -

~ Commmnication Ln. PIb. - . 23 B
Truck Drivers ' 5'“' B Ai‘ 16 =
B0 U2 - 2
65_ - T
) IF 4o p 13
o 21
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66

671 19v p 2

_FAK 623

"Section ' Officers  Enlisted Men Women
Héadquérters | , 1 - 1#  1 oy
 Monitoring Plts. 1 83 -
Evaluation. ' 1 34 | -
Cryptanalysis - : 16 _ -
.Communicgtibn Ln. Plt. 1 i 17 =

Truck Drivers ‘ - 12 R

| = 176" -

d. NAK '954.. The Close Renge Signel Intelligence Com-

pany, NAK 954, was divided into sections comparable to

those of Feste 10 -and the long-rangg intercept companies,
as the following chart indicates: - - .

Section .~ officers  Enlisted Men . Wetien.
Headquarieis. , 1 ‘ n - '-_
Eveluation - 30 S
Radio Receiving - 25 -
Communication Ln. Plt. -~ 18 -

4 Monitoring Plts. .4 112 - s
S : | 5 ) 226 =

The NAK operated by platoons, one platoon attached to
each Army Corps.67.;The strength of a platoon wvas from
twenty to thirty men, of which approximately twelve were. en-
gaged 1n radio telephone intercept, two in radio intercept,
five in direction finding, and three 1n evaluation. The .
rest of the platoon comprised clerks, drivers, cooks, etc.

:Hﬂ&)piE_
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e. NAX 953,- Up to September, 1944 NAK 953 was subordi-
nated to NAA 3 of KONA 1l; but at that time it was moved to

‘the west, leaving behind only its interpreters and er
_analysts, who continued to serve on the eastern front.

. £. NAK Benold. NAK Benold, named after its CO, was °
composed of specialists of various kinds who had been drawn
from the signal intelligence companies subordinate to KONA 1.

' As a company it formed part of NAA 3.

g. NAK Preuss. NAK Preuss, taking its name au did NAK

Benold, from its CO, was formed from forces withdrawn from

other units of KONA 1. This close range signal company was,
in contrast to the other companies, subordinated directly
to KONA Headquarters. .

13. Organization of KONA 2. -- The organization of

':KONA 2 1s not known 1n detalil. As far as can be determined
.. from Tlcgm sources, there vere subordinated to.this KONA
~1n 194%:69 ' ' ' o

“11 Signal Intelligence Evaluation Center, NAAS 2
3 Signal Intelligence Battalions, NAA 6, 7, and 8
1 Stationary Intercept Company, Feste: 7 :
3 Logg Ragge Signal Intelligence Companies, FAK 610,
19, 622
3 Close Range Signal Intelligence Companies, NAK 951

955. _
In Febrnary 1945, these componenms of KONA 2 were split'

,part of them remained with KONA 2, which was reassigned from

Army Group North to Aruy Group Weichael part of them were
attached to KONA Nord, which took the place ‘of KONA 2 with

‘Army Group North. The original components were divided

betveen .the two KONA in the following way:70

 KONA 2: |
2 Long Range Signal Intelligence Companies, FAK 610, 622

1 Close Range Signal Intelligence Company, NAK 958
1 Stationary Intercept Comwpany, Feste T

681191:;:1

69 DF 9; I1'76 Appendix

T prg
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KONA Nord-

S Long Range Intercept Company, FAK 619
- 1 Close Range Signal Intelligence Platoon, NAZ Brutus
2 Close Range Signal Intelligence Company NAK 951, 955
1 Signal Intelligence Evaluation Center, NAAS 2

E This remained the general organization until 28 March,.1945,
‘'When by order of General Praun, Chief Signal Officer, ‘Armed
Forces (Chef Wehrmacht Nachrichtenverbindungen, abbreviated
‘Chef WNV) and Chief Signal Officer, Army (Chef Heeres
- Nachrichtenverbindung’s: wesen, abbreviated Chef HNW.) XORA
. . Nord returned to KONA 2'all its units except the Close Range
; ' - 8Signal Intelligence Companies, NAK 951 and 955. TL =

: 14- Organlzation of KONA 3.-- KONA 3 vas composed, in- *
-sofar as Is known, of one NAA %10), 2 one FAK, one NAK and -
one Feste. (The FAX may have been Number 611, which was
transferred to the west under XONA 6 in October 1944) T3
Nothing further iskmown about KONA 3, which was caught by

‘the Russians in.a pocket in Kurland at the end of the war. Th

; 15, Organization of XKONA 4.-- KONA 4, was subordinated
to the Commanding Officer Southeéast (Befehlshaber Suedost)
vho controlled the German Armies in the Balkans.75 The
. responsibility of these armies appears to have been essential--
ly that of and occupational force; and XONA 4, therefore,
added to its normal task of intercepting long range traffic
emanating from the Middle East and Africa that of monitoring
the traffic of the occupled Balkan countries. This circum-
o stance may account for the fact that the organization of KONA 4 .
"~ included no mobile Long Range Signal Intelllgence Companies
and only two mdbile Close Range Signal Intelligerce Platoons,
The other units of KONA 4 were the Signal Intelligence Evalu-
ation Center NAAS 4, and two Stationary Intercept Companies '
(Feste 5 and’ 6) _ _

T pr 9 | _ |
721 76 Appendix . . N
73 1 76 Appenaix . - “ ‘ R
T 116p8 | -
. Trraimp1i - Lo e
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a. HNAAS 4. The code name for NAAS U4 was the abbrevi-
ation HASSO, which stood for Horchauswertestelle Suedost,
Intercept Evaluation Station Southeast.7? NAAS 4 was divided
into a cryptanalytic section, a direction finding section,

a tactical evaluation section, and a final evaluation section.78
‘The strength of NAAS 4 was about 80-100 men, including
interpreters, decoders, cryptanalysts, evaluating personnel

draughtmen, drivers and switchboard operators.’9
Feste 5. Feste 5 was the former Army Fixed Inter—,

cept Station at Graz. It had the following sections:

2) radio intercept section

%) radio operation and maintenance section, operating
. a radlo transmitter

}) decoding and cryptanalytic section

5 ‘evaluation section for direction finding.

1% headquarters

Feate 5 had a strength of 150-170 men and operated fifty
radio intercept sets. Its personnel was composed of radio
intercept operators, code clerks, cryptanalysts, lnterpreters
drivers, radio operators, typists, and switchboard operators. 8o
. ©. Feste 6. Feste 6 was the former Army Fixed Inter-
cept Station at Tulln. It had the same subordinate sections
as Feste 5, with a strength of about 130 wen:81

1) headquarters
- 2) radlo lntercept section
3

radio operations. and_maintenance section, operating
a radio transmitter . ;

,43 decoding and cryptanalytic section

5) evaluation section for direction finding

TTr 171 p 2
81 171 p 2
T91F 171 p 2
801F 171 p 3

8l 1115 3
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d. NAZ T. The Close Range Signal Intelligence Platoon,
NAZ T, consisted of about forty-two men; among these were
Turkish decoders who also acged as interpreters. Its -
organization wvas as follows:

platoon headquarters

radlio intercept station with 10 sets

radio operation and maintenance section
direction finding platoon ;

decoding section for Turkish only

final evaluation section for direction flnding

m@:umw

e. NAZ w.‘ The signal intelligence platoon, NAZ W, ‘
consisted of about eighty men who specialized in monitoring
internal Balkan radio traffic., Its organization was as
follows:83 ' =

platoon headquarters
radio intercept statlion
radic operation and maintenance secticn
direction finding platoon
decoding section .
| final evaluation section

N =\l DO

f. Radio Control Staticn. The Radio Control St&tion
(Rundfunkuebervachungstelle} which had been paprt of the
organization of KONA 4 vas dissolved in 1942. 84

16, Organization of KONA ' o
a, Organization through 1 44 KORA 5 was the only -

- SignaL Intelligence Reglment on the western front until. the

82

establishment of KONA 7 in February 1943. It remained through-
out the war preeminent on this front. o

\

1F171§;5'

'83xF‘i71_p.}

84

~
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.. Before February 1944, the organization KORNA 5 consisted
of a Bignal Intelligence Evaluation Center, NAAS 5, four .
Stationary Intercept Companies, Feste 2, 3, 9, and 12; and
_ ng %ong Range Signal Intelligence Companies, FAK 613 and
: 2 . A
~° Some time after February 1944, the organization of
' KONA 5 was changed.86 The reorganization of KONA 5 parallels
- changes in the German order of battle which took place on -
the western front in early 1944, " Prior to this time the
western armies had been under the command..of Army Group D,
to which KONA 5 was attached as the Signal Intelligence o
'Regiment of the West. In early 1944, however, Army Group D
“was absorbed into the Commander-in-Chief West (Oberbefehl-
~ shaber West), who took &ontrol of three newly .formed Army.
- Groups on the western front, Army Groups B, H, and G. '
- KONA 5 therefore modeled 1ts organization so that it control-
. led three Signal Intelligence Battalions, NAA 12, 13, and
14, BEach battalion was attached to a separate Army Groups
. KaA 12 to Army Ggoup D, NAA 13 to Army Group B, and NAA 1k
' to Army Group. G.

In regard to the subordination of the six component .
parts of KONA 5 to the three Signal Intelligence Battalions,
there 1s disagreement between & ggmbined Services Detailed
Interrogation Centre publicatio and a TICOM 1nterrogation
report.

851p 127 - ; S DR v“,f, P
86p127p2 T | ! )
871 76 Appendix L N e Ty
881p 127
891 76 -

90 The CSDIC report describing the grouping of the six com-
-~ ponent parts indicate that FAK 624 combined with signal
" intelligence platoon 12. to form NAA 12; Feste 2 and 12
combined to form NAA 13; Feste 613 cowbined with a short
range lntercept company, NAXK 965, to form NAA 14. Feste
"3 and 9 were left as independent units administered by
- the Kommandeur.A . E , ‘ _ _
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- NAA 14,

Chart 4-3 shows the distr’bution of the six elements -
according to the TICOM report. Feste 12 comblned with .
Feste 3 to form NAA 12; Feste 2 and 9 combined with '

_FAK 613 to form NAA 13. There is no indication whether

FAK 624 combined with other companies when it formed x

b. After 1944. . The organization of KONA 5 as outlined
above remained constant throughout most of 1944. In late:
1944, however, an attempt was made to centralize and to
strengthen the western field organization. Accordingly, -

a senior Commander of Signal Intelligence (Hoeherer Kommand- - .

eur der Nachrichten Aufklaerung, sbbreviated Hoeh Kdr d NA)
was established. This Senior Commander, Col. Kopp, was
attached to the Commander-in-Chief West (Oberbefehl-. L
shaber West) and was made responsible for &ll signal intelli-

‘gence activities in the west. 91 The strengthening of the

western field signal intelligerice was effected by wmoving

- KONA 6 from the eastern front to the western front to join

KONA 5. Both KONAs were subordinated to the Senior Com-

‘mander: KONA 5 was assigned to Army Group D, which con-
"trolled the German armies on the southern end of the western

front; and KONA 6 was attached to Army Group B, which con-
;rol%egathe German armies on the northern end of the western
ronv. ) ' : ’

With the move of KONA 6 to the west, the organization
of KONA 5 was modified. The Signal Intelligence Battalions

‘of KORA 5 were reduced to two, NAA 12 and NAA 14, NAA 13,

vhich had been composed of two Stationary Intercept Com-
panies (Feste 2 and 9) and one Long Range Signal Intelligence
Company_(FAK'613),‘wasftaken from XONA 5, broken up, and

1ts components reassigned. Feste 2 was placed under the

direct supervision of the Hoeh Xdr d NA; Feste 9 was shifted

- from Norway to Italy, where it fell under KONA T; and NAA 13

vith PAK 613 was assigned to KONA 6. KONA 5 was compensated

.for the lass of FAX 613 by the addition of FAK 626, which

was taken from one of the eastgrn KONA (perhaps KONA 8) and

.brought to the western front.9
91 |
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¥ Organization of component parts: The organization
of KONA 5, therefore, in the spring of 1945 was, as Chart
4.3 indicates: one evaluation center (NAAS 5) with two
battalions (NAA 12 and 1l4); subordinated to NAA .12, one
Stationary Intercept Company (Feste 12), and one Long
Range S 1 Intelligence Company (FAK 624); subordinated
to NAA 14, one Signal Intelligence Company (FAK 626). This

. was the organization of KONA 5 until the capitulation.

1) RAAS 5 NAAS 5, the Signal Intelligence Evaluation
Center of XONA 5, was located near Paris at St. Germaine-en-
laye. The strength of the organization was about 150 men,
consisting of interpreters, cryptanalysts, evaluators,
draughtsmen, switchboard operators, drivers, etc. In addition,
some women auxiliaries were available, particularly for
switggboarg work Tha internal organization or NAAS 5 1is
not own. : ‘

25 Feste 12, - Feste 12 wag the St&tionary Intercept

' dompany which was subordinated to NAAS 5 until eéarly 1944,
- when it joined with Feste 3 to form NAA 12,

The organlzation of Feste 12 consisted of a radio inter-
cept platoon, and a2 telephone communications unit. When 1t
vas attached to NAAS 5, Feste 12 had no cryptanalytic or
evaluation personnel since this work was being done at NAAS 5,
it 1s probable that this type of personnel was added. The
strength of Feste 12 was estimated at 120 men and 30 women
auxiliaries. 95

nl Feate 2. Accordinﬁ to a prisoner's account,96 the
organization of Feste 2 e former Army intercept ststion

at Muenster, closely approximated that of Feste 3. It had.
& radlo intercept platoon, a direction finding platoon, and
an evaluation platoon consisting of two sectlions: one for
the evaluation of content of messages (Inhaltsauswertung)
and. one. for ‘the evaluation of traffic. (Vbrke;rsauswertung)

f”‘m 127 p 2

.951F 127 p 4

B1r 127 p &
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. In 19#4 Feste 2 combined with Feste 9 and FAK 613 to
form NAA 139 ‘When NAA 13 was broken up in November 1944,
Feste 2 wgs subprdinated directly to the Senior: commander
of 81ignsl Intelligence in the West.

'4) Feste 3. Feste 3 was the original Armx intercept

station at Euskirchen. Early in the war it had been sub-

ordinated to KONA 5. At first administered independently,

. in 1944 it combined with Feste 12 to form NAA 12. When

KONA 5 was reorganized in the fall of 1944, Feste 3 was
combined with the long Range Signal Intelligence Coumpany,

FAX 626, which had been brought from the eastern front to
. form RAA 14, This organization vas valid until the end
~of the war.57

The internal organization of Feste 3 1is described‘by a.

.~ 1lisison officer, Lt. Hans Lehwald, attached to it as con-

sisting of a radio reception platoon of approximately 70
receivers, -and an evaluation platoon of 25-30 men. .. The X
evaluation platoon was broken down into sections for traffic

~analysis, cryptanalysis, evaluation, direction finding, and
- £1ling section for diagrams of the nets, c&ll signs, pepr-
. sonalities, code names, and direction finding resultsx9

5). * Peste 9. Feste 9 was a Stationary Intercept Company
formed in Frankfurt/Main ism the spring of 1942 and sent to
Norway in July of that year. It was first stationed at
Trondhiem, later at Bergen, and in the spring of 1944 at :
Ski near 0slo. {Between the summer of 1944 and the following

‘winter, most of the personnel were moved to ltaly; by

Christmas of 1944, there vas nothing. left of ths unit in
Norway.)99

Mip 127 p 5
9Br 76 p 2
PIr 120 p 6
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. While in Norway Feste 9 was organized along the lines
of & Long Range S8ignal Intelligence Company, with & head-
quarters platoon, an intercept platoon of 80-120 men, &
direction finding, a radio platoon of -about 20 men, and
an evaluation section of about 30 men. The evaluation sec-
tion had one subsection for the evaluation of message
contents, one for traffic, and one for cryptanalysis.lO0

When in Horway, Feste 9 was subordinated to KONA 5.

*I§ can be surmised, however, that its connectlion with KONA 5

a %a8 alvays more flexible than that of the other units because

. 0f 1ts geographical position in Norway. When NAA 13 was

- ‘Bbroken up, Feste 5 remained under the supervision of KONA 5

-until 1t was shifted to Italy under KONA 7.

6) FAK 6ok, FAK 624 vas formed at Montpellier on 16
April 1943 and attached to KONA 5.102  In Februsry 1944,
FAK 624 was subordinated to NAA 14 of KONA 5, and in late

. fall of that year 1t combined with Feste- to form the

reorganized NAA 14.1
- The company was composed of an_intercept platoon with

- an- advanced listening post, a communications platoon, and an

evaluation platoon. For transport, FAK 624 is said to have

- had approximately 85 vehicles with six special French radio

trucks and traillers with direction finding equipment. The
strength of the company was approximately 250 men including
interpreters, code clerks, Igtanalysts,'radio intercept
operators and ninety: drivers,

100
IF 120 p 6
O-:"IF 1434 p 2
102 '
- IF 12T p 3
1031 76 Appendix.
o4 ’
IF 127 p 3
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7) FAK 613. FAK 61} belonged to KONA 5, in so far as
is kmown, from its inception. In February 1944, FAK 613

_combined with Feste 2 and 9 to form NAA 135. VWhen thls

battalion was broken up in late 1944, FAX 613 was re- .
assigned to KONA 6, with which it remained until the end .

-of the war.105

Very 1ittle is known of the organization of FAK 613;
accord1n§ go Ir 127, its organization paralleled that of
FAK 624,10 '

.8) PFAK 626.. FAK 626 vas established in. August 19%3,

_trained until January 1944 and formally activated at that
‘time at Winniza. It was subordinated to one of the eastern

KONA (perhaps KONA 8) and vas stationed in the Ukraine area.

- In October 1944, FAX 626 was sent to Landau .where 1t was

schooled in.western traffic and reorganized. .In November

1944, 1t met FAK 624 at Landau; and both units were sent

west to XCNA 5 with which they remained untll the end or
the war, 10’

The original 8trength of FAK 626 on the Ruasian front

is said to have been 250-300 men of .whom 80-100 were inter-'

cept operators, 10-15 direction finding operators, 10-15
cryptanalysts, 5-7 translators, 10.traffic analysts. The

‘unit, however, was greatly under strength on the vestern

front.108

17. Organization of KONA 6.-- KONA 6 was activated
as an eastern KDNA at Frankfurt/Main in 1941 and stationed
in the Crimea to 109 work in the Caucasian campaign.ll0

_After that campaign, its assi§nment was the interception

of -Russian partisan traffic.lll This remained its task

“until the KONA was detached in early 1944 and reassigned

to—work on the western front.1l12

105¢ 76”Appendixt

06IF 127 P y

,1071 76. p 3

08 76 p 4

- 1%1F 295
110pp 18 p 81
lpe 18'p 81

11?1 76’Appendii
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There is no statement in TIGOM,documehts-about'the
organization of KONA 6 while 1% was in the east. The.

“organization after it was assigned to the west, however,
1s clear from I 76 Appendix.- As & western KONA XONA 6.

" had two Signal Intelligence Battaliona: NAA 9 and RAA 13.
‘NAA 9 had been brought from the east in November 1944.

Subordinated to it were the Close Range Signal Intelliﬁance

‘Company, NAK 956, which was established in October 194

and the Long Range Signal Intelligence Company, FAK 611, ;
which had been brought from the east at that time. NAA 13,
it will be récalled, had been given to KONA 6 by KONA 5.
vith the Long Range Signal Intelligence Company, FAK 613.
Jubordinated to NAA 13 were also FAX 610, which had been

_ brought from the east in November, 1944; and NAK 953 .
which had been brought from the east in October, 194& 113

&, PAX 613, FAK 613 was given by KONA 5 to KONA 6
in late 1944. As has been stated under the material on
KOMA 5, nothing 18 known of the organization of FAK 613.
It was .probably parallel to that of other long Range 31gnal

'Intelligence Companies such as FAX 624,114

b. FAK 611. FAK 611 was active on the eastern front

'_ during the Russian campaign from June 1941. It was also

stationed in Poland, vwhere it was attached to Army Group .

Center.1ll5 In November 1944, FAK 611 was moved to_the

vestern front and subordinsted to XKONA 6, NAA 9.116
Nothing i# known of the/size of FAK 611 on the ‘eastern

‘ frbnt.' On the western front it was small enough to oceupy

a houss in Zutphen, Holland, near the Vandyk church, and

- consisted of 30-40 radio- and radio telephone operators,
10 decoders and ocryptanalysts, and 25 evaluators.117

113, 76 Appendix - -,

Mhyp o7 ps o

51 55 p 4> - o R

l“‘61 76 Appéndix' o N " R

1171 T4 p 2
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-120.

c. FAK 610. FAK 610 vas_activated in 1940 Pfor oper-
ations on the eastern front.118 Subordinated to KONA 2,
1t worked,at Tilait in September 1940 and later settled

‘at Volkhov, where it intercepted Russian traffic. In

November 1944 it was transferred to the western front.
Nothing 1s known of FAK 610 on the western front except
that it was_ subordinated to NAA 13 of KONA 6.1

: 18 Organization of KONA 7.-- KONA 7 was established
in February 1943 as the 8ignal Intelligence Reglment sub-
ordlnated to the Commander-in-Chief South {Oberbefehl-
shaber Sued) who controlled the German Armies in Italy.
In 1944, the component parts of KONA 7 vere: 120

Headquartera unit
- 1 signal Intelligence Evaluation Center, NAA 77, with
' covername Krimhilde '
2 Stationary Intercept Companies, Feste 1 and 9, v1th
covernames Monika and Astrid -
1 Long Range Signal Intelligence Comnany FAX 621 with
covername Erika -

&, NAAS T. NAAS 7 was organized into sections for :
eryptography, cryptanalysis, and evaluation. The evaluation
sections included immediate, tactical, Direction Finding,
traffic, content, and final evaluatlon. The strength of
the evaluation center vas about 150 men,121

" b. - Feste 1. Feste 1, the former Army intercept station

- at Stuttgart, which had been stationed. at Strasbourg in -

1940, Brittany in 1941, and later that year at Mont llier,
moved to Italy and vas attached to KONA 7 in 1943.1 .

The main task of Feste 1, was interception. No evaluation
was done by the personnel vho consisted of radio intercept

operators, telegragh and telephone opgrators, and direction

flnding operators.

1181 62 p 3

1191 76 Appendix
IF 172 .

1211F 172 p 2

1221p 372 p 2
1231p 472
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. Long Range Signal
- Range Signal Intelligence Company whose identlty is unknown;

\

'c. Feste 9. The origin and organization of Feste 9

~ has been described under KONA 5.

d. FAK 621. FAK 621 was organized in 1942 from the.
former intercept (Horch) company 3 (H) NA 56.12% 1t¢s.
original commander was Seebohm, who was captured with
most of FAK 621 in the African campaign on 10 July, 1942,
The remnants of this company continued to work on Allied
systems under Captain Habel until May 1943, when the Allies
completed the capture of fhe unit at Tunisia.l25 Nothing
is known of the organization of the company and interro- “
gations of ‘the prisoners are not available for this report.

19. Organization of KONA 8.-= XONA 8, which was formed
in Ottober 10W% and assigned to the Eastern front, Army CGroup
South, had one Signal Intelligence Evaluation Cent r, NAAS 8;

two Signal Intelliﬁn ce Battalions, NAA 1 ang 2;126 one
telligence Company, FAX 20; one Close

and one Stationary Intercept Company (either 4 or 8& It
is known that Feste 8 attempted in the winter of 1942-3 -
to intercept Russian radic telephone traffic at: Koenligsberg;
but it 1s not certalin to what ecastern KONA this Feste was
assigned.127 FAK 620 had monitored western traffic on the
Norderney Island from August 1939 until it yas sent to the
eastern front and subordinated to KORA 8.128 Nothing wmore
is known of the units.

12 4IF 126 P 10 See 1 55 p 4 for a list of the seven

intercept companies (Horchkompanie) in the German Army.
1251 78 p 9 |
61 76 Appendix
127 :
IF 123 p 3

128
I76p3
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101 55 p 5

20. Organization of KONA Nord.-- KONA Nord was L
organized In February 1905 to serve Army Group North when
KONA 2, which had been attached to that group, was trans-
ferred to Arnmy Group Weichsel. From KONA 2, KONA Nord re-

ceived NAAS 2, FAK 619, NAK 951 and 955, and NAZ Brutus.

This organization was valid only until 28 March, when by

order of General Praun, KONA Nord was . ordered to return

to Army Group Weichsel all 1lts components except the two

Close Range Signal Intelligence companies, NAK 951 and 955.
?hese p{géably remained with KONA Nord until.the capitu- '
ation. : S a ' '

- 21. Organization of NAA 11.-- NAA 11 was a fleld unit
uniquée in the German Army Signél Intelligence organization.
Although it was assigned to the 20th Mountain Army (XX Gebirg-
sarmee ), In matters of signal intelligence it was an inde-

.pendent unit subordinated directly to HLS Ost acting in all

respects. 1lke a Signal Intelligence Regiment.l30 . :

The -original core of NAA 1l was the Long Range Signal
Intelligence Platoon designated North (Nachrichten Fernaufk-
laerungszug Nord,.abbreviated FAZ Nord) which operated in
Finland after 1941. On 1 March 1944, FAZ Nord was merged.
with the Close Range Signal Intelligence Coumpany, NAK 961,
to form NAA 11. In the fall of 1944, after Finland's
capitulation, NAA 1l retreated to Norway.l3l 1In May 1945,
when it was at Gjovik, Norway, it was ordered to turn over
all documents and papers to the 20th Mountain Army and to -
organize a group which would incorporate the experlience and -

S

'knowledge of the unit.l132 The interrogations of this group
‘'which became known as the "The Norway Party" are published
as I.55 and I 106. S s

129DFi9 .

Bliss p 5
132 _
I5503
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The major function of NAA 11 was interception, although

,1t was also responsible for direction finding, evaluation, :

cryntanalysis,tand communications. The division of per~
sonnel gives an estimate of “thé comparative importance of

these functions. OFf the 475 wmen, from 200 to 250 were .

assigned to intercept and operated seventy-five. sets;
thirty men were assigned to direction finding, forty to
evaluation, .twenty-five to eryptanalysis, and thirty to
communications. One hundred men wvere needed-for.drivihg,

_cooking, ete.133. SR

- 22. Feste Loekken.-- The Feste Loekken waE the .
Stationary Intercep% Company attached to the German military

-coumander in Denmark. Nothing is known of its organization.

I155p8 .
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VOLUME 4
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_Intercept Operations 1923-1933..................... 23
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- 8. Intercept operations of GdNA e
b. Intercept operations in the field
¢c. Disintegration of Intercept operations

23.
intercept coverage from 19 935 was made by the Codes
and Ciphers Section of the Defense Ministry, (Reichwehr-
ministerium Chiffrierabteilung). The division of inter-

- ¢cept tasks was established on a geographical basis, Mu-
nich monitored Italy (including her colonies), Yugoslavia,
Greece, Turkey, Bulgaria, Rumania, Hungary, Austria, and
Czechoslovekia, -Stuttgart monitored France (including -
her colonies), Belgium, Holland, and Spain. Munster moni-

tored England (including her colonies) and Dominions.- '
(There 1s no record in TICOM sources of intercept of United -
States traffic before 1941. With the entry of the United
States into the war, a USA section was formed within In 7
VI.) The.station in Koenigsberg intercepted Russian traffic,

-and that at Breslau monitored Polish, Czechoslovakian -

(and Russian) communications. The station at Liegnitz

- had twice the personnel of the other stations, and its

- gover was directed by the Codes and Ciphers: SBction of the
‘German Defense Ministry 140 ; |

; The personnel of eath  intercept station consisted or
~ one officer (chief .of the station), one radio mechanic, -
- eighteen or twenty enlisted men, and six or eight civilian

employees used as clorks, interpreters eto. In 19339- '

l“OIF-lBl p 2
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Army High ﬁBmman

five technicians vere added to the personnel Major Feioht-
ner of the German Air Force, ALr. Signals Regiment 352 (LN -
Regt. 352) stated that these units had no tables of organi-
zation, their personnel being detached from signal batta-

"lions and signal platoons of the Infantry, Cavalry, ete. -

Not until 1932 did the Fixed Intercept Stations (Feste

Horchstelle, abbrevisted Feste) receive their tables of

organization. The quality of the personnel of ‘the Pixed
Intercept Stations was certain to be of best because the
stations. rgceived the direct support of the German.Derense
Ministry
The material 1ntercepted daily vas atudied by the trar-

fio analysis section of the Feste, and the results were
incorporated into a daily traffic analysis report . The
deciphered radioc messages were then evaluated. All radio

- messages vhich could not be deccded by the intercept stations
‘wers sent daily to the Codes-Ciphers Section of the German

Defenss’ mtnistry. On one occaslion, when the maneuvers.of

.:}ons of the large foreign powers were being monitored,
Feichtner stated that the head of the Sub-section dealing

vith the country in question wvas sent from the Codes and

Ciphers Section to the ap pfﬂgriate 1ntercept station for the
. duration. of the maneuvers,

. 'The first real military sctivity was the monitoring
of the RIff War in the middle 1920's (Feichtner said 1930)

- The deployment end operational tactlics of the Spanish .

and French were learned in detail through the decodlng of
radio messages, and the German HQ was regularly serviced

© with reports. In recognition of the fine performance of

the Munich intercept station, its chief was given lea¥3 to

pursue ‘technical studies at the expense of the state. 3
Major Feichtner made it clear that the pericd prior

to 1933 was one of training ror ‘the Gorman intercept units.

24, ' Intercept o ration, 1933-1939-- In 1933 the
1iE(~K§§ assumed ggner “control of the

Alalxp 181 3
"1§21F 188 p4

;#3IP~181V.p 5
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intercept organizatfbnluarand the-Ihtercept cdntrol StationluS
(HLS) directed intercept coverage. A program of expansion

and improvement was instituted, with establishment of three

newiFixedvigtercept Stations at Striegau, Hersbruck, and
Chemnitz,t 511 Army intercept stations were improved.

By 1934, for instance, each had its own bullding outside -

the c¢ity limits where it was free from electrical inter-
ference, and egg? was equipped with the latest technical -
improvements, +7i In 1935, the first mobile Signel Intel-

 ligence Companies were activated, for the greater part from

Signal Corps recruits., Officers, non~commissioned officers,
and privates {gom the Fixed Intercept Stations acted as
instructors.l _ o | S g
At this time the Armmy was intercepting all Army, dip-
lomatic, and Air Force traffic. The Army-traffic was sent
for 'igﬁis to the Army cryptanalytic and evaluation .
agen:gi the Intercept Contrcl Statlon (HLS) at Berlin.
Diplomatic traffic was passed either to the Codes and Clphers
Sectionlgszthe German Defense Ministry or to the Foreign
Office. Sergeant Jering of the Si .- Intelligence =
Agency of the Air Force High Command {OKL/LN Abt 350) noted

" that during this period the Army intercepted and evaluated

foreign Alr Force traffic but did not give it so much atten-
tion as'1t'gave-tne-ground'rorce.traffic.151 The Air Force
was becoming increasingly dissatisfied with the Army inter-
cept work and in 1935 began to organlze 1ts own 3ignal Intel-
ligence Service. For three years however (1935-1938), the
Alr Force maintained close relations with the Army. Air

‘Force employees underwent. famlliarlzation training at Army

Fixed Intercept Stations and the Air Force radio intercept
stations, Wetterfunkenpfangstelle, {W-stellen) were set up
according to the Army.prototypes.15-_ By 1939, the break be-.
twveen the Signal Intelligence Service of the Army High Com~
mand and that of the Air Force High Command was complete.

14ky 78 p 2
1461 8 p3
1471r 182 P9

185560 Chapter II, Volume IV

1481p 381 p 1o

1491 78 p 2
1501 85 'p 2
1511 181 p 13
1521p 181 p .k .
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At this time the Supreme Command of the Armed Forces also

set up its. own intercept service for diplomatic traffic.
The Army gave to the Armed Forces two of its intercept
stations, Lauf (formerly at Hersbruck{ and Treyenbrietzen,
for the 1nterception of this traffic. From this periocd
on, the Army intercept service confined itself exclus;vely

- to the interception of forelgn Army traffic. .

The activities of the Army intercept service from

‘”i1933 to 1939 centered arocund the various crises of the
. internatiohal situation. In 1934, at the time of the Aus-

_traffic without cessation.

trian revolt, Munich was glven the task of monitori¥% all
Austrian traffic including internal communications, L

At the same time it monitored Italisns communications and
through its.discovery that the Italians were massing troops
at the Brenner pass brought gout the timely withdrawal

of Germany from. the affair.} In 1935, Munich was monl-
toring French traffic at the time of the occupation of ‘the
Rhineland;-and, as a result of the intelligence deiéged
German' troops’ marched in without fear of reprisal.

From 1933 to 1936, the periocd of ‘the Abyssinian War, inter-

cept stations of the Army §é§h Command monitored Italian
From 1936 to 1939, Munich

and ‘Stuttgart monitoreg ghe traffic of both factions in

the Spanish Civil War,. During this. period, the first.
mobile signal intelligence company went into the field
attached to the Legion Condor. Feichtner stated that,
in spite of the opposition. of soéme of the. regular Army

‘officers to a mobile organization of” this type, this com-
'pany qulckly assumed its role as a most: 1mp§g§ant instru-

‘ment of 1nte111gence to the Legion Command

4
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'25. Intercept operations 122%—1244-- BefOre 1939,
the CGerman General Staff had pilaced very little emphasis

upon .intercept in the fleld. Nearly all interce

been carried on by the Fixed Intercept Stetions fFeste)

With the approach of moblle warfare, however, German Army

~ Intercept operations also became mobile. The new emphasis

on fleld intercept resulted in the establishment of Signal
Intelligence Regiments (KONA) whose mobile component parts
vere designed to work with units of the Army from Army
Group to Army Corps level. The adaptation of the Signal

. Intelligence Regiments to meet the nseds of the Fleld

Arumy is one of the chief accomplishments of the Army $ignal
intelligence service.

- &, Control of Intercept ‘Coverage. ;939—1 4-- Control
of intercept coverage curing the war stemmed from the

- Intelligence Officers gf the Eastern Armies Branch and the

Western Armies Branchl - As Jodl stated, these officers
were thoroughlisiamiliar vith the general signal intelli-
gence picture, The chain of command is very clear during
the last year of the war. The Intelligence officers of the
Eastern Armies Branch and the Western Armies Branch briefed
the chief of the Understaff of OKH/GANA, who had control

-over all the Signel Intelligence Regiments (KONA) and w&ga

issued to them their directives for intercept coverage.

In the west, the Understaff worked through the Senior Com-
mander of Signal Intelligence {Hoeh Kdr d NA) whose function
gas to coordinate the intercept coverage of KONAs 5 and
163 with the other KONA, the chain of command from the

Understaff was direct. The Signal Intelligence Evaluation
Centers (NAAS) of the KONAs issued the directives :for inter-
cept coverage to all units subordinate to the XOKA..

In 1941-1944, previous to the establishment of the
GANA, the chain of command appears to have been the follovw-
ing: ‘non-Russian intercept coverage was dirscted by the '
Western Armies Branch through the Control Statiof Rf
Intelligence of the Army High Commend (OKH[LNA) 6 Russian

1601 86 p‘ 2

1617 143 p

1621F 123 p 6
1631F 123 p 6
1641 196 p 10 i
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~ the Intercept Control Station East (HLS Ost.

‘intercept coverage was directed by the Eastern Armies Branch

through the Intsrcept gggtrol Station Eest of the Army High

Command (OKH/HLS Ost). B o
: b. Assignment of intercept-- Assignment of lntercept .
vas established on the geograﬁgfcal basis: eastern, south-

eastern, western, southwestern. From the beginning of the

‘war eastern interception was given high priority and KONA

l, 2, 3, vere assigned to eastern coverage. In 1942 KONA
6 and in 1944/45 two other KONAs, 8 and Nord were formed

also.for the interception of eastern traffic.l66 Ip addi-

tion, eastern interception was carried on by three indepen--

-dent Stationary Intercept Companies, Feste 7, 8, 11, and one -

Long Range Signal Intelligence Platoon, FAZ Nord., After
1942, new monitoring of eastern traffic was a}g? done by

| )*°l  In con-
trast, southeastern, weatern, and southwestern interception

.were covered by one XONA aplece, with one central monitoring

agency for all three area, the Control Station for Signal
Intelligence (LNA). - ' - S

.1, Eastern intercept.-- The mission of all eastern
KONA was the interceptlion and evaluation of Russian

- Alr Force, and Partisan (gueérrilla troops) traffic. . Their

intercept coverage differed only in respect to the geographi-
cal origin of the traffic., XONA 1, which was attached '
during the period 1939-1944 to Army Group South Ukraine,
covered the southern part of the Russian front. It moved

in the vicinltles of Lemberg, Hinn})éa, Poltava, Relchshof,
and Novy Jicin in Czechoslovakia.l KORA 2, which was
attached to Army Group Center and covered traffic on the
central Russian front, moved in the vicinity of Warsaw
Borisov, brscha, Vitebsk, Smolensk, Minsk, and Grodno,169
KEQORA 3, which was attached to Army Group North, covered

:165IF 123 p4
-1661 19g p1l

26T1r 123 p 5
1681 116 p 8

1691 116 p 8
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traffic on the northern part of the Russian front and in
the Baltic states. It was variously at Riga/Duensberg,
Pskov, and Kurland, where in 1945 it _was caught ‘in a pocket
by the Russians and captured intact.l70 KORA 6 vas formed
in 1942 to cover the traffic of the campaign in Caucasus.i7i
While in the east the unif vas located at Rostov on the Don,
Novocherkassy, and Minsk.l72  After that campaign, 1t was
assigned to the interception of Russian Partisan traffic
and kept this. as its intercept coverage until November 1944,
vhen it was wifhdrawn from the east and reassigned to the .
western front. 175 . o . s #
The four independent Stationary Intercept Companies
assligned to work on the eastern front had the following
assignments, To Feste 11 was assigned coverage of high- .
frequency traffic on the Red Army and the NEKVD. Origigally,
this Feste was located &t Winniza, latterly at Kilev.17
The other two Feste, 7 and 8, concentrated on special Rus-
sian traffic. Feste 7 was the Russian Bsudot reception
station at Minsk. In 1942-43 it was moved to Loetzen where

.1t becams part of Section 4 of the HLS Ost and continued

to intercept Russian Baudot traffic.l75 Feste 8 was the
former Army intercept station at Koenigsberg. After 1942,
this station concentrated on Russlan wireless telephone -
traffic called by the Germans Russian X-traffic, Attempts
wvore made to pick up this traffic by equipment developed

- by Army Ordnance, Signal Equipment Testing Labbratorya;_‘ff7"

(Waffenpruefung, abbreviated Wa Pruef 7). The channels
monitored ran east of Moscow; the traffic was mainly econo-
mic. From 1942 to 1344, this traffic was successfully re-
corded; but after 1944 the Russians scrambled their wire-
less telephone traffic, and after unsuccessful efforts to
intercept this_scrambled type had been made, the monitoring
vas dropped.i76 - I |

1701 116 p 8
17lpr 18 p 81
1721 136 p 8
1731 116 p 8

1741p 125 p 12
1751r 123 p 5

1761p 123 p 2y

44



DOCID:

3486746

The Long Range Bignal Intelligence Platoon, FAZ Nord,
operated in Finland after 1941. The mission of this unit
(which was attached to the 20th German m°§ntain.Army) wes .
the interception of Russian Army traffic.277 A1l Russian
Army systems were handled by FAZ Nord except five-figure

“traffic which vas sent in an unprocessed state to HLS.178

Section 4 of HLS Ost monitored NKVD Inter-Soviet State

'trarfici7§nd radio broadcasts of the Tass News Agency from

Moscow. (Mention has already been made, Chapter II, &
the acquisition by the section of the Baudot reception
station in 1942-43, vhen Feste T was moved from Minsk)

- "2. Southeastern intercept-- Southeastern 1ntercept
vas the task of KONA §, which was the only Signal Intelli-
gence Regiment in the Balkans during the var. - For the task
of intercepting traffic in this area, the component ts
of the KONA.were located in strategic places: NAAS the
Signal Intelligence Evaluation Center, wag moved in the sum-
mer of 194) to Neon Phaleron near Athens;380 it remained
there until February 1944, when it retreated to Belgrade.18l
From Belgrade it mfggd to Graz whence it had dsparted some
four years before, Feste 5, the former Army intercept
station at Graz, was moved fg,Epanome, 30 km south of
Salonika in the Chalcildice.® Feste 6, the former Army
intercept station at Tulln, was stationed during thiguperiod
in Athens, from vhich it returned to Tulln in 1044,

The Close Range Signal Intelligence Platoon NAZ T vag located
at Kavalls on the Thraclan Sea; JAZ W, at Belgrade.l
The traffic intercepted by KONA § and 1ts'component
parts was divided into two types: -
a) long range traffic emanating from the Middle East
and Africa:
b) . traffic of the occupled Balkan countries.

Long fange trarfic of the Middle East emanated from

“Turkey, fram the British Ninth Army in Palestine and the

Tenth Army in Iraq, and from the French Armies in Syria.
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~Interception of Turkish traffic was carried gg from 1941~

1944 partly by the NAAS % at Neon Phaleron,lS0 put chiefly

by the close Range Signal Intelligence Platoon, NAZ T,;

stationed at Kavalla, whose sole mission was the 1nter-
ception and decoding of Turkish traffic.l Traffic from
the British and French troops in Palestipg and uyria vas
intercepted by NAAS 4 st Neon Phaleron,lO

: Traffic of the occupied countries was covered before
1944 mainly by NAZ W, operating from Belgrade. This pla-
toon covered the traffic of tge Croatian terrorists, the
Serbian partisans, and Tito.l Feste 5 alded by covering
Greek partisan traffic,l90 Feste 6 added Hungarian traffic
to its Ilntercept coverage in 1943 by sending a plainclothes
detail to Slovakia near Preasburg, Hungary to monitor this
traffic.291  yhen NaAS 4 vas moved to Belgrade, it con-
centrated on the traffic of the occupied countries and
ggvefgg Yugoslav, Rumanian, Bulgarian, and Hungarian trafs

c

3. Western intercept.-- The traffics assigned to

westarn idfercept emansted from:

8) The British Isles;. .

b) USA (including Iceland and American troops in
the British Isles}, after the entry of the USA
into the war; and :

c; ‘Spain, Portugal, Brazil.

d) 'Miscellaneous,

The coverage of these traffics was the task of KONA 5
which, until November 1944, was the only 81gnal Intelli-
gence Regiment in the western area.

a) Traffic from the British Isles was considered

the most important of the western traffics. It had been

" monitored intensively since August 1939, when a Long Range

Signal Intelligence Company, FAK 620, was sent to the .
Atlantic coast near Norderney Island to monitor British
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Army maneuvre’ trarfic.193 Altho FAK 620 was sent at
s later date to the eastern area,l9% British traffic con-
tinued to be monitored by the following units of KONA 5
from 1939 to 194%: -

1) Long Range 31gmallntelligence Gampany, FAK 613
This unit stationed at St. Malo monitored exi§g~
sively radio traffic from the BRitish Isles:

2) Peste 2, a Stationary Intercept Company located
until November 1943 at Husum in Holland, after °

. that at Lille, This unit moniggred exclusively
traffic of the British Isles:

'3) Peste 9, formed in June 1942, at Frankfurt/hain

"~ and sent to Norway to monitor. British traffic.

At first the unit waa stationed at Trondhjem;

later, at Bergen, where it remained until the '
‘spring of 1944 vhen it moved to Ski near Oslo. "'
"The task of the unit was to intercept traffic
originated by the British Army 1n Northern England,
Scotland, and Faroces.

4) Feste 12 a Stationary Interoept COmpany attached
to the Evaluation ‘Center of KONA 5 and located
at Louveciennes. Until January 1944 this station
monitoISg exclusively traffic from the British
Iales,

b) Traffic emanating from the United States ‘and :
Iceland, and from American troops in the British Isles was
monitored ohiefly by Feste 3 at Euskirchen and Feste 9 at

8?59 Norway. Feste 3 concentrated on traffic from the
After the autumn of 1943, Feste 3 had a special
intarcept unit for USA non-Morse radio teletype traffic
~ -designated by the Germsns as FF5 (Funk Fernschreib 5)20 200
From Feste 9 in Bergen, USA traffic from Iceland was moni-
tored. This unit watched for short wave radlo traffic
from London to Uashington via Ireland, but without succasa.zol
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¢) The traffic of Spain, Portugal, and the Brazilian
Army in Italy vas monitored from 1939 to 1942 by Feste 3
at Buskirchen. In early 1943, however, the Long Range
Signa} Intelligence Company, FAK 624, was formed at Mont-
pellier on the southern coast of France for the interception
of this traffic.202 In January 19044, the interception of
Spanish, Portuguese, and Brazillan traffic was shared with
FAK 624 by Feste 12.203 - - s |

d) In addition to the three main commitments of the
western intedcept units, two other minor traffics were
monitored: Swedish Army traffic, and French police traffic
originating in Corsica. The Swedlsh Army traffic was inter-
cepted by a subordinate unit of Feste § in Norway. This:
unit, known as out-station Halden (Aussenstelle Halden)

‘was stationsd at Halden, Norway, and was attachedasgr admini-

strative purposes to the Halden Police Battalion. The
French police traffic from Corsica was monitored by FAX
at Montpellier,205 - S

4, Southwestern intercept.-- Before 1943, the German

Army appears to have had ne signal intelligence unit in

Italy. In February of that year, howvever, XONA 7 was estab-
lished with the task ofoénterceptingvtrarfic from Italy

and from North Africa.2 The traffics consisted of British,
Amerlican, Polish, French, and Brazillan frmy traffic in
Italy and North Africa.207 so far as can be determined,
there was no specific division of tasks among the various
units of KONA 7: all units intercepted all Army traffic
from these countries, . e s -

, The most southerly location of NAAS T, the. Signal
Intelligence Evaluation;Cegggr of KONA 7, was Rocca di

Papa, 25 km south of Rome.< In September 1943, it moved
into the neighborhood of Rome, establishing itself at
Vallerano. Later it moveéd to Vicenze in northern Italy.209
Feste 1, the former Army intercept station at Stuttgart,
after sundry moves in France from 1940 to 19g§dwas ultimately -

stationed in Italy at Genzano near L'Aquila, Feste 9,
2021F 127 p 3
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which came to Italy from Norway in November 1044, was
located at Breganze sgg remained there until shortly
before the collapse.

- The Long Range signal Intelligence Company, FAK
621, which was attgched to KONA 7, had been originally
designahed as the f 2Signa1 Company 3 (Horch Nachrichten
Aufklrg., -H NA 56.)< This unit, which was particularly
active in North Africa during the campaigns there, was
captured (in part) in July 1642. . In May 1943, the entire
compeny vas captured st Tunisia.2l3 Until the time of its
final capture, this unit intercepted traffic of the British,
French, and American troops in 2§Erth Africa and of the
Egyptian.Army and Camel Corps.

AN

26, Intercept service 1994-19# -

- a,. Intercept operations of GANA. The years 1944-
1945 saw the centrallization of the German Army Signal Intel-
-ligence Service and its catastrophic dissolution in the
months prior to the capitulation. As part of the movement
to centralize the service, OKH/GANA assumed responsibility
for tne intercept and evaluation of the following types
of traffic- '

: 1§ foreign press;

'2) specilal high grade machine ciphers;
3) wireless photography .

1. Intercept and evaluation of the foreign press was
done by Section 2 of Group I, OKH/GANA. This section vas -
divided into four subsections:215

, 3 monitoring of eastern wireless zaundueberwachung Ost);
b monigoring of western wireless (Rundueberwachung
West);

monitoring of clear text (Helldienst), and
’ ds evaluation. -

Oving to the personnel shortage . during the years 1944-19&5,

Section 2 was not able to cover its commitments to any :
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- large extent. Eastern monitoring was confined for the most
part to the Moscow wireless, although in the later months -
a certain amount of Balkan monitoring was instituted for
Turkey and Rumania. Western monitoring was confined to
~the BBC London Service. News monitoring was confined to
the Reuter and Tass Agencies. From these sources the svalu-
ation center collected and collated msterlal for its reports,
2. The interception and evsluation of special high
grade machine ciphers of Russia, Britain, and the USA were .
assigned to Group VI of OKH/GANA which was located at Potsdam, -
Section 1, dealing with Russian traffic, had three sub-
sections:216 | . |
‘la) Interception of Inter-Soviet State trafflc,
1b) Interception of Russilan Baudot traffic, :
lc Interception of Russian Army traffic. —
The interception of Russian Baudot traffic (called by the .
‘Russians Z~traffic) vas carried on by the same personnel e
who had manned the Russlan Baudot station at Minsk in 1942/43,
_ In 1943, the Russian Baudot station was moved to HLS Ost
. at Loetzen, where it was absorbed by Section 4 of HLS Ost,.
When HLS Ost was sbsorbed by the OKH/bdgﬁ the Besudot sta-
tion became Ssction 1lb of the OKH/GANA. 1 _ . )
. Section 2 of Group VI was employed with the intercep-
tion (2b) and the.evaluatiog éaa) of British and American
high grade machine ¢iphers.®l0  The interception of this
traffic has been carried on by Feste 3 at Euskirchen until
the establishment of the OKH/GANA, when the responsibilitg
for interception was transferred to the centrsl agency.2l
The interception of wireless photography, called by
the Germans Y~-traffic, was carried on by a speclal unit of .
Section' I of Group VI. Thls unit intercepted traffic from
&ll over the world but the non-Russian channels are saild '
not to have yilelded any valuable information, Photos inter~
cepted from internal Russian traffie, ngever,'often con-
tained technical diagrams and charts.2

2101F 123 p 9
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 NAA 16.

b. Intercept service in the fleld.-~- The intercept
service in the field during the last year of the war main-
tained its geographical distribution: eastern, southeastern,
western, southwestern. Paralleling the changes in the war
situation, there was an increasing emphasis on western
intercept and a corresponding decreasing emphasis on south-
eastern intercept in the war situation. :

With the pressure of the Allied invasion, western
intercept assumed of necessity a position of greater impor-

tance. It will be recalled that EONA 6 was reassigned at =

this time from eastern to western intercept and that the
vestern Signal Intelligence Regiments, KONAs 5 and 6, were
subordinated to a Senior Commander of Signal Intelligence
(Hoeh Kdr 4 NA) vho was responsible for all signal intsel-
ligence operations in the west.22l ypon these two KONAs
fell the task of intercepting the traffic of the invading
Armies, | AR T -
" KONA 6 monitored traffic for Army Groups H and B which

. were stationed in the northern part of the western front;

KONA 5 monitored the traffic of Army Group G which'w%s
stationed in the southern half of the western front,222

One member of the Ling Range Signal Intelligence Company, .
FAK 626 (Hsupts), states that his unit’s original mission
vas the interception of traffic of the First French Army
and of the Seventh USA Army. Later it intercepted traffic
of the USA First, Third, and Ninth Armies.

The decreasing emphasis. on southeastern interception
was manifested by the disbandment of KONA 4. The component
parts vere apparently reassigned to various fronts. South-
eastern intercept and evaluation wvas carried on by KONA 4's
successgg3 the newly formed Signal Intelligence Battalion,

The situation on the eastern and southwestern fronts
remained, for the most psrt, much as 1t had been in the
previous year. To the easteﬁgufront were assigned two new
KONAs, KONA 8 and XONA Nord; and to KONA 7 in Italy,

2211 76 Appendices

2227 76 Appendices
223pp g |

224pp g
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'~ oné new lntegggpt unit Feste 9, which waa moved to Italy
from Norway.

A German Army Report on the 1ntercept situation about
AR January, 1945 giges the rollowing picture of the units and
oo their coverage:
. Eastern Front: _ _ o
' Units: XORA 8 for Army’Group South
' KONA 1 for Army Group Center -
KQNA 2 for Army Group Weichsel
KOHA Nord for Army Group Horth
. XK6NA 3 for Army Group Kurland
_ ~ RAA 11 f‘or 20th Mmmtain Army
~Coverage: -
o5 = Russia.n front. tra.ff‘ic ,
‘'Radio nets of IIKVD )
Rumanis. -
A "Roving ba.nds m Poland and Ukra,ine
"Espiona,ge units in operationa.l area.s
Squtheastem front: -

Unit: ‘NAAlGroranGroupE _ _
' Coverage: R
' Allied troops a.nd conmunicat.d.ons staffs '
'in Balkans

. _Soviet front traffic _—
TITO traffic éJugoslavian) '
ELAS traffic (Greek) .
" Bulgarien traffic :
. - Mthailovie traffic (Jugoslav:l.an)
Western front:

Units: Senlor Cmma.nder of Ss.gnal Intelligence
L - EKONA 6 for Army Groups H end B
EONA 5 for Army Groups G and Oberrhein

English, Amex'ica.n French rrom; tra.ffic
British traffic from British Isles
USA traffic from United States
‘French tre.ffic frmn France ‘
Southvestern front: -

Tnit: ~ KONA T

Coverage:

- ,'vaeba.g'e :

Engliah, American, French front traffic
Allied traffic !'rom western: ueditermean
. ) “and North Africa - .
‘ 4 o ' Ita.lia.n ba.nds 1n upper Italy :
225pp 9 | | . . '
226pp -9 | 52
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¢. Disintegration of Intercept Operations-- It may
be safely assumed that the constant movementQSF the German
Armies and their intercept units during the last months
of the war prevented continuocus and orderly interception
of enemy traffic. A brief resume of the movements of the

~ various Signal Intelligence Regiments will illustrate the:

confusion of these last months.227 KXONA 1 withdrew from
the eastern front into Czechoslovakla and vwas found by the
invading forces at Novy Jicin (Neutitschein); KOFA 2 re-
treated from the vicinity of Grodno to Ortelburg in Prussia,
Danzig, Holstein, and finally the Wismar area; KONA 3 was
caught by the Russians in a pocket at Xurland and captured;

'KORA 8 withdrew first into Rumania, then Croatia, and
finally to Lenz. KONA 5 in the west withdrew from Louve-

ciennes in mid-August, 1944 and went first to Viggingen

 near Metz. At the beginning of September,. it moved to
krofdorf near Glessen, where it stayed until March; from

there it went to the g&gen and finally to Dischingen in.- .
the Donauwoerth area.“<® (f the component parts of KONA 6
less 1is known. One of its units, FAK 611é moved in the
spring of 1945 from Holland to Flensbrg§6”29 Feste 3 moved
from Euskirchen into the Black Forest. ' '
The southwestern unit, KONA 7 and 1ts subordinates
retreated into northern Italy. Concerning southeastern
intercept in the last months of the war, it is known_only
that NAA 16 remained as the only unit in that area .23l
The constant shiftings of the XKONAs, and in the late
months. of the war, the disruption of internal communica-

‘tions between the various parts of the KONAs and between

the KONAs and the GANA had a disastrous effect on the whole
problem of enemy intercept.

s
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‘During the last months of the var, the internal 1nter-
cept units of the GANA were also disrupted. The units of -
Croups I end V moved with the other ggoups of the GANA to

Erfurt and then to Bad Reichenhall.? The intercept unit
- of ‘Group VI which had been covering high grede machine
. traffic at Pogggam was moved to Stuttgart and from there
to Rosenheim. The equipment was buried. in the cellar
in the surrounding neighborhood of a house, the Pioneer-
Kaserne, in Roaggheim vhere it was lsater found by TICOM
interrogators. » _

23217 123 p 12
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VOLUME 4

Chapter V: Operations of a Typical Signal
Intelligence Reglment on the Eastern Front

Section A. Introduction

Paragraph
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_ 27. Sources for this chapter.--The materials describing
Signal Intelllgence Reglment 1 (Kommandeur der Nachrichten
Aufklaerung, abbreviated KONA) provided a rather complete
account of that unit, and were generally more thorough than
reports available for other field signal intelligence formations;
therefore, XONA 1 1s discussed in this chapter as a typlcal
Signal Intelligence Regiment. This completeness resulted from
the avallability of a substantial portion of this unit's per-
sonnel for interrogation. The circumstances under which the
remnants of KONA 1 were found are not without interest:

"The full facts of the surrender of this unit
were explained by the Commandant, Major Ernst Hertzer.
The remnant of the regiment -- approximately 700
officers, enlisted men and women, first contacted
American troops on 9 May 1945 in the vicinity of
Tausing, where they were directed to a PW enclosure
at Stift Tepl. They had destroyed almost all of
their papers except those that they considered most
essentlal for reconstruction of their records. These
documents were kept in three brief cases plus one
book. In the afternoon of the 9 May, while rumors
circulating in the PW enclosure to the effect that
the Russians were moving into the area, the contents
of the three brief cases were burned. The book,
however, remalned in one of the vehicles but a minute
search of that car failed to produce it."240

Three hundred and fifty prisoners were screened at & town

near Pilsen between 23 May and 28 May. All operstional per-
sonnel were interviewed; and of these 4l were chosen for

. 2407 40 p 10
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{
. further questioning. A few reports were written near Pilsen,

’ but the bulk of documents which formed the basls for later
interrogations were written between 30 May and 2 June, at
Oberursel, near Frankfort-am-Msin, where the unit had been
moved. More specific information was given and further docu-
ments writtﬁn after the group was moved to Revin, in the
"Ardennes . The material produced consisted of 31 reports?42
supported by supplementary "Annexes" giving information on
traffic analysis, organization, etc,

Interrogations of Prisoners of War from units other than
KONA 1 were relied upon in this chapter to fill out the picture.
The outstanding of these was the Karrenberg Party report on
"Russian Radio." Corporal (Unteroffizier) Karrenberg wgﬁ
"exceedingly brilliant" wan with a "phenomenal memory. The
report was written by him and his colleagues. All were members
of the Signal Intelligence Agency of the Army High Command
( Oberkommando des Heergﬁ, General der Nachrichten Aufklaerung,
abbreviated OKH/GENA)Z
Since the Signal Intelligence Reglments were the important
field units of the German Army signal intelligence service, and
since information on one of these, KONA 1, was available, in
this chepter an account will be given of the functions and
operations of KONA 1, which may be considered typical of those
of the other Signal Intelligence Regiments operating in the
East. Because organlization has already been treated in Volume 4,
Chapter 11, organizational matters will be noted here only as
- some review of them appears necessary to a full understanding
of the operations° : :

28. Successes of KONA 1.--KONA 1 operated in the southern
sector of tThe Russian front from June 1941 until May 1942 inter--
cepting and evaluating Russian Army, Army Alr, and NKVD 5
that traffic area. Elements of this unit appear to have suc—
ceeded in reconstructing the detailed Order of Battle of the

- Russian forces, and in predicting the 1oca11tx and timing of
the Russian offensives before they occurred.2 6 Captain Roman

Roessler, Chief Evaluator of XONA 1 and Commanding Officer of
the Intelllgence Evaluation Center (Nachrichten Aufklaerung

241 IF 4o p 4

243 IF 123 p 2

2k5 NKVD is translated as "Peoples' Commissariat for internal
~affairs." During the var it maintalned frontier troops
' vhich performed counter espionage and had many military
. . police functions. See I 67 p 3.

246 1 19p, 1
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Ausvertungsstelle, Abbreviated NAAS) of the regiment, pointed'
out that even when identification of individual formations be-
came impossible, the KONA was still successful in picturing

" the overall grouping and the number of formations. He conceded

that in the case of Russian Rifle Corps and Divislons, Gerwman
Intelligence units had to rely on means other than signal
intelligence. However, he emphasized that the overall picture
afforded, by signal intelligence units of the "movements of
strategic reserves, of points of main efforts, chain of command,
intentions to attacgn" etc., were of great value to German
Intelligence units.

: Itgshould be emphasized that Roessler's style was rather
pompous, and his gagimate of KONA 1 successes may have been
overenthusiastic. :

29. Importance of Traffic Analysls on the Eastern Front.--
In general The successes noted above were due to traffic analysis
rather than to cryptanalysis. While there seems to have. been
great disagreement among the persons interrogated on the .. -
relative merits of these two methods, the evidence indicated
that the results achieved by the careful integration of all
sources avallable from traffic analysis appeared to outwelgh
those achleved through reading of the Russian low grade codes
and ciphers. This situation may be accounted for by two . -
principal factors. In the first place: although the Germans
were highly successful in reading Russian low grade systems
(as described in Volume ¥, Chapter VI), most of the Russian

- high grade codes employed by the army were one-time pad systems,
and consequently defled attack by the KONA cryptanalysts. '

Secondly: an enormous amount of information was available
"from the Russian practice in the use of indicators, call-
signs, and the generally low tEough improving standard of
Russian wireless discipline."

Because of thls relative importance of cryptanalysis and
traffic analysis the emphasis in this chapter will be upon the
Procedures through which intelligence was derived from a study

., of the aspects of Russian radioc operations. - The cryptanalysis
. performed by the field units will be discussed in another

chapter and only its organizational relationship to the oper-
stions of the components will be noted here.

The functional relationship of the units of a KONA is
plctured on Chart Number 4-4. Roughly, the KONA consisted of

- a 31?nal Intelligence Evaluation center (NAASY; of companies

(EAK subordinate to it in intelligence functlons, which

247 1 19b pp 14-15

248 1 19g pp 3-4
249 1 19pp 1
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intercepted enemy traffic and fed the trafflc back to the
Evaluation center; and close range companies (NAK), which
intercepted enemy low level traffic, 4id some analysls of
the simpler systems, and passed the results and intercept
into the Signal Intelligence Evaluation Center. To pick up
enemy traffic of higher formations, there were so-called
Long Range Signal Intelligence Companies (FAK) and so-called
Fixed companies (Feste). The first intercepted primarily.
traffic already identified; the second concentrated on net-
vorks carrying unidentified traffic. Both types of these

long range companies dlid analysis on the traffic they inter-
cepted, and passed the results and their traffic up to the
Signal Inselligence Evaluation Center (NAAS). ’
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VOLUME 4
Chapter V

Section B. Functions of the KONA Units
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30. Introduction.--The purpose of the KONA was to supply '
intelligence from signal sources to the G-2's of the Army Corps,
Armies, and Army Groups. A typical KONA consisted of one
Regimental Evaluation center and of 5 or 6 intercept and intel-
ligence companies. Chart Number 4-4 shows the layout of such
a Signal Intelligence Regilment. -

The chart gives the picture of a typical KONA as it
actually operated, with its signal intelligence platoons oper-
ating near the front lines, with its companlies situated back
near army headquarters, and with its main regimental evaluation
center in the rear at Army Group Headquarters.

Close Range Signal Intelligence platoons intercepted very
low level traffic, evaluated what they could, kept the G-2 of
thelr assigned Army Corps informed of all 1ntelligence derived,
and passed back to an evaluation platoon at company headquarters
all their results and presumably thelr intercepts.

Long Range Signal Intellligence Companies 1ntercepted

“higher level traffic; did some evaluation, the results of which

were given to the G-2 of thelr assigned Army headquarters; and
passed back evaluation reports and intercepts to the regimental
Signal Intelligence Evaluation Centar (NAAS). The Stationary
Intercept Companles operated in an almost identical manner,
vith primary emphasls on enemy unidentified traffic.

The regimental Evaluation Center (NAAS) evaluated the

| reports and the intercepts from all companies of the regiment

and passed their results to G-2 of Army Group.

More detailed functions of the NAAS, of the companles,
and of the platoons are discussed below. (The organization
of these units has already been described in Volume 4,

>hapter III). :

5
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319- Functions of the Signal Intelligence Evaluation Center
NAAS) .250--The NAAS was situated close by Army Group Head-
quar ers.251 The functions of the NAAS included Evaluation and
Traffic Analysis, Cryptanalysis, Dissemination of Intelligence,
and Direction of intercept cover.

- a. Evalgation and Traffic Analysis included fouv types
of activity.

{1) Evaluation, checking, and coordination of repprts
passed up to the NAAS by other elements of the
KONA, and the synthesis of- the results. .

(2) Traffic Analysis (including the study of Direction
Finding results) of identified traffic passed in to
the NAAS by the Long Range Companies (FAK); and of
NKVD and Russian Alr traffic, passed in (presumably)
by elther the Long Renge or-°Close Range Companies.

‘(3)'Attempts to 1dentify unidéntified traffic passed
S in by the companies, chiefly by the Feste.

(4) Keeping of full files and card indexes in which
4 ell data of any possible significance was recorded.

b. Cryptanalysis in the NAAS primarily meant the solution
of unknown systems, the study of developments in known systems,
and work on NKVD code. The NAAS worked on Russian systems up
to and including 4-figure systems. (The cryptanalytic operations
are discussed in Volume 4, Chapter VI.)

- ¢. The NAAS was responsible for the dissemlnation of in-
telligence; it passed I1ts results to the Intelligence Officer
of the Army Group to which the KONA was attached, and reported
its findings to the Signal Intelligence Agency of the Army High

-Command { OKH/GANA) .

250 por graphic representation of the functions of the NAAS see

Chart Number 4-4. It should be emphasized that this chart
portrays the main functions only, and does not represent
the breakdown by table of organization sections, which is
given in Chapter III.

251 1 19 p 1

252 119b p 6
23 1 19gp 7
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d. The NAAS had a key position in the direction of
intercept cover. It controlled the lntercept coverage of all
the lower elements of the KONA, fol&owing the overall coordi-
nation exercised by- the OKH/GANA.Z

Certain 1ltems were passed, unprocessed, through the KORNA
to the GANA. The main item treated thus was 5-figure (in-
cluding NKVD) traffic, and NKVD traffic which fell outside
‘of the area of the particular KONA by whose units 1t was
interoepted,255

. 32.- Functions of the Stationary Intercept Company (Feste) -
The Stationary Intercept Companies (Feste) were designed to work
at the next lower level to the NAAS, that of Army. The Peste
vere pre-war Army intercept stations, and though they retained

- the traditional designation implying they were "fixed" (Feste
Horchstelle), they actually were semi-motorized early in the
Russien campaign. Feste 10, the "stationary" ggmpany of KONA 1
operated for, ?d near to, Army Headquarters.

Feste 10° consisted of five functlonal sections, besides
the Headquarters section. intercept platoon (whose coverage
was controlled by the NAAS)Z5 8 covered unkndwn traffic in the
3500-5500 kilocycle ‘band, fixgg NEKVD nets assigned by the 2AAS,
and nets of moblle formetions<>? as directed by the NAAS.2

An evaluation section ldentified and reported unknown
traffic. Apparently the interception and studg of unidentified
traffic were thé maln functions of the Feste.2 :

- A cryptanalytic section contributed to the interpretation
of unknown traffic by the ldentification of keys, %130 trans-
lated plain-text messages, and did some solution.?

The Feste had a Direction Finding platoon, which carried
out the requests "of the Companies." Communications between
the Direction Finding sites and the Reglment were carried out
by & Communications platoon. This platoon passed the gesults
of Evaluation by telegram or teleprinter to the NAAS.E '

25% prp 18 p 82
225 1 19¢' p 8
256 1 19g p 6

25T See Volume B, Chapter III
258 pp 18 p 82
259 rhese were also partly covered by the FAK'
- 2601 19bp3
261 1 19b pp 3-4; pp 19-20
' 262 1 19p p 4 »
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- operated by platoon.?

266

33. Functions of the Long Range Signal Intelligence Company
FAK) .--The Long Range Signal Intelligence Companies were distin-
guishable in function from the Feste, malnly that they were con-
cerned to & much greater degree with ldentified traffic. Like

 Feste 10 {(e.g.) they were semi-ggﬁorized and were designed to
O

operate near Army Headquarters. It was planned that one should
work with each army staff covering an army sector. In actuality,
however, the operatlons of these companies {and likewise those

of Feste 10) took place further and further in the rear. The.
crush of work would become heaviest just at a tlime when safety
precautions demanded a withdrawal; and 1t was thus found more
practicel to undertake the work in the rear echelon areas where

it would be less frequently interrupted. Fakis 617 and 623 and
Feste 10 ended up by operatig% in the immediate vicinity of the
Evaluation Center (NAAS 1).200 | .

In their interception of identified traffic, the coverage of
the FAK's was directed, as was that of the Feste gy the cover
control section of the Evaluatlon Center (NAAS).Q6 The traffic
Intercepted by the FAK was studled by it as fully as resources -
would permit.  Plain-text messages were translated, and traffic
of. known codes decoded by specialists assigned to the unit. ‘A

general sectlion was devoted to card indexes and lists. (Raw

traffic which defled analysis was sent to the cryptanalytic and
traffic analysis sections of the NAAS.) £ . m "

34, Funbtions'of Close RangeISignal Intelligence Company

' %Qé_%.~—The Close Range Company (Nahaufkleerung Kompanie, ab-
rev

ated NAK) presumably worked at Army Corps level. Its main’
respensibility was to plck uﬁ and work on low-legvel (2-figure,
3-figure, and possibly some 4-figure) traffic.267 It should be
noted that, althcugh the Close Range. Company seemed:to, have been
designed’ to’ work at Army’Corps level, in practice such &' company
wa3;apparently. also stationed by thg !Kommandeur! of. the: Regl-
ment (KONA) with each Army as well.268 > |

‘In contrast to the Long Range Companies, which were designed
to operate in full cogg&ny strength, the Close Range Companles

The operations of each company was

0

265 1 19p p 1

DF 18 p 82
BET I1%h p 2
268 1 10 p 1
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“directed by the NAAS.?

divided among four platoons: Intercept (Horchzug); Direction
Finding (Peilzug); Evaluation (Auswertezug); and Communications
(Sendezug) .270 : L 3 : :

As 1in the case of ihe other units, intercept coverage was

7_ Although they were army units, in at

least one case the NAK apparently covered not only enemy traffic,
but also enemy air-ground, and air traffic as well. ‘A normal
program of intercept called for about twenty receivers.272 The
platoon usually had two or three intercept operators, while
there were generally about_twelve operators who knew Russian =
to pick up the radio talk.273 - , ‘

" The organization of Direction Finding Platoon was rather
elaborate. Normally for one company there were about eight out-
stations, separated from each other by 5 to 10 kilometers and
parallel to the«frgnt at a distance of from one to several hun-
dred killometers.2(* Each section had about five men.2
_ With each platoon was a gm&ll evaluation section, consisting .
of two or three evaluators,270 yho worked usually in & room near

the intercept station.277 Presumably their results would be

passed to the Evaluatlon platoon of the company. Only the
simplest systems were worked on at the NAK level; most of the

raw traffic was passed upwards to the NAAS,; which studied it .
cryptanalytically as well as for tactical intelligence derivable
through traffic analysis. Captain Roessler considered evaluation
at NAK level a "dispersal of strength,"270 but the NAK evaluation
must not be brushed aside too lightly, for these NAK's dld no
evaluatio9gand did pass the results to the Corps Intelligence

- Officer.2

270 1 62 P 4. The documents relied upon for the following account
are not limited to those describing KONA 1 units.  The account
in I 62 1is based upon one man's experience with Funkhorch-
kompanie 610 and 520 Nahauflklaerungkompanie on the Eastern

Front .

271 DF 18 p 82
272 1 62 p &4
273 119b p 2
274 1 62 p 4
27> 119b p 2
276 1 19p p 2
277 I 62 p &4
278 1 19g p 2
279 1 19b p 2
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VOLUME 4
Chapter V

Section C. Features of Russian Radio Communications

e

Paragraph

Introa.uctionoooc'oonoo-olocvoooo-otbuuooooo-ocooc.eo-o-ocoo 35
Some Identifying Characteristics of Russian Networks..... 36
Some Identifying Characteristics of Russian Call Sign
Practicenooonooonblo'o'vv.oo.obnooo.QQDQOOOQOOODOOODOIO 37
Some Identifying Characteristic.Elements of Procedure.... 38

 Some Identifying Characteristics of Russian Message Text

&8 Trmsmittedooetoo.aoooo.vlCeﬂeanc‘nc':..._onlloooluw..ﬂe 39

35, introduction,-~Thekcomponents of the KONA described ih
the precedling sectlon were designed to provide the most effective
overall attack upon Russian radlo communications. Since unidenti

- fied traffic formed the great percentage of German intercept in

the East, the identification and interpretation of own traffi.
was one of the most importent functions of the KONA.2 0 . Thus it
1s pertinent here to survey briefly some of the characteristics

facilitaeting German identification of Russian traffic. The

operating data (such as networks and call signs) and the visible
properties of the message text as transmitted formed the basic

-subject matter with which all units in vaming degrees were con-

cerned, and provided the clues leadling to identification.
The reports avallable did not provide sufficlent evidence

to bulld & full picture of Russilan communications. Russian nets

were discussed for the most part only in terms of types of traffi.
they passed and their call sign practices. Detalls on such data
as frequency systems, time of communication, and so on, vere
lacking. The discussion which follows is therefore limited by
the sources available, and concentrates upon the distinguishing:
features of Russlan Signal operationes of value to the:German
signal intelligence field units. , . ¢

36. Some identifying characteristics of Russian networks;-w

" Since it was frequently possIble to ildentify a station by 1ts

place 1n 1ts network structure, the first objective of German
traffic analysis was, broadly speaking, the 1dent1f1cation of

280 1 19b p 14; 1 19g p. 4
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- Russian practice of enciphering their station call signs,
Germane do appear to have had.considerable success 1n their study

eai

‘_287

‘networks of which eny station might form & part. This process of

identification was facllitated by the following characteristics
of Russian network° ~ '

a, Radio teleprinter (Baudot) traffic was characteristic
of the communications of the Russlan General Staff to the Front
Staffs (Army Group Staffs), and of that of the Front Staffs to
the "Assault Armies." Russian General Staff radio teleprinter.
transmissions were 2-channel, &s opposed to the "modulated" :
(i.e. probably multichannel) transmitters used from Front Staffs
to Assault Armies. /Also, these latter links used lower fre-
quencies.281 Automatic high-speed morse transméssion was possible
on all such higher links, but was seldom used.? (Three radio

- teleprinter links passing Air Force traffic frgm Moscow to higher %
"Alr Force headquarters were also ldentified. )283 : _

" b.. Great radio activity was characteristic of the morse
networks of Assault Armies, because og the mobility of these

Armies and their lack of land lines

c. Radio silence marked Divisional and Regimental networks

: iust preceding attacks.

d. In general, units beéow division used low frequencies

(2,200 to 3 900 kilocycles)

37. Some identiﬂging characteristics of Russian call Sign
Practice.—nApparentIy the Germans put & great deal of effort into
the study of Russian call signs, which were mentioned frequenlly

. throughout the reports. One reported stated that up to "July 1944
-the Russian call sign system was well known to the Germans and
predictions reliable. The 1233 summer .of fensives, however,

brought a change of system. In spite of the seeminglgegeneral

the

168 p 2; 1 272 pp 5 7

I
282-I 173 p 6 |
83 1393p11
284 1173 pp 8-10
BSrpmpuy
- 286 1'75 p T . , o ’
I 168 pp 3-4; I 173 P 21 .
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of them as characteristics aiding in traffic identification.
The prisoner quoted above stated that by the end of the hos-
tilities §§e Germans had made good progress in solving the
systems°
|, Two reports indicated that most Armw, Alr Force, and NKVD
call signs down to division level consisted, in their trans-
mitted form, of three-figure calls, of which the first two P
figures were Romaen letters with the third either a letter or
a number .29 Regimental networks could be distingulshed from
Army, Alr Force, and NKVD networks, because, although they used
three-figure calls, these were composed entirely of letters of
the Russian alphabet .290 Moreover, the calls of stations on
the regimental networks were "usually composed of three letters
of the cover name; they were either three consecutive letters
or three consonants of the cover name."291
One Prisoner of War stated that, provided the formations .
took their call signs from a "Basic Book for Allotment of Call
Signs (Hauptverteiler), it was possible to identify with con-
siderable certainty Army or Alr units as belonging on certain
fronts .2
Call signs of a few higher NKVD networks, of the network
of the "Artillery Reserve of the Supreme Command," and of the
traffic passed on the networks of the Alr Force ground stations
were distinctive in that they used four-element calls.293 One
Prisoner stated that the NKVD calls were mostly pronouncea.ble,294
c and another witness went so far as to declare that the "only ‘
.~ means of establishiné the central NKVD authority" was the study
.~ of call sign usage. The same reporter was of the opinion .

that Partisan traffic could be ldentified with certaintg geoause
of the consistent practice of using one. call sign only. :

38 Some identifying charecteristics of procedure.—-NKVD
traffic could- be spotted with & high degree of probabllity be-
cause of the transmittal of "NK" to separate the preamble from
the address{ or text),297 and because of the practice of tunin%
by sending a series of dots an dashes instead of by keying "
as in other Russien traffic.? The absence in NKVD Administra-v_-
tive traffic of the group separation sign "r," common in Army

2881 75 57 . |
289 1 168 pp 3-4; 1 173 p 21 1
20 1173 p21
291 1173 p 11
. 22 1ignp36 |
i - 293 1173 p 11 and P 21
_\‘5; - 2% 1 19b p 48
o .. 295 1.19b'p 36 - e
T 1168p2 o
298 1 19p p a7
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traffic, was a clue aiding identification.299 The appearance
of SMERSCH in the preamble characterized NKVD messages some-
times picked up on Army or Air nets which miﬁht be used by the
Counter Espionage organization OKR SMERSCH° ,
The appearance of "wzD" (eir raild warning signal) in the
?reamble characterized Russian Alr Force traffic. The use of
'QCO" rather than "QTC" in the preamble also was some {though
by no means the exclusive) indication that the traffic was
Air Force, . '
Partisan procedure was characterized by 1ts usecof the -
international abbreviations of amateur radio, such as the use

- of "CK" for the 8roup count. Furthermore, most of the traffic

was sent blind.3
Army traffic could to some degree be characterized by the _
absence of the features noted above.302 _ :

_ 30. Some Identif ing Characteristics of Russian Message
Text as Transmitted.--The message texts {(cipher texts) trans-
mitted by The varlous formations had recognizable features. '
Generally, high level traffic was sent in. 5-figure groups while
low level traffic tended to be sent in groups of 2, 3, and 4
figures.  For instance, the traffic passed on the operational

- networks of the General Staff, the Front Staffs, aid the Armies
" tended to be predomlnantly 5- f‘:ngure 303  One witness made the.
" - generalization that 4-figure- systems were used "from corps to

arwy and from army to army group. n304 The traffic passed from
Division downwards tended to be 2- or 3-figure.305 7
The significance of the characteristics of S-figure traffic

' in'traffic identification was emphasized in one of the reports.
" Two of these characteristics, the "blocknot" indicator and the
: "Chi-number,

" were of particular importance.

‘According to one witness, & "Blocknot" consisted of fifty '

. sheets of 5-figure random additive, 100 additive groups to a

sheet. No sheet was used more than once; thus the blocknots

 were in effect one-time pads. Fifty of these additive sheets,

numbered 1 to 50, were issued in a sealed envelope, which bore

| ;a S\figure number°‘ The additive sheets in any pad were alwaysf_

’;w2991 173 p 12
300

| Ilgb p 48
302 119b p 36

392 119p PP 36-37
2303 1173° PP 608

304:1;191 p 8"
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designated by the same block number. The 5-figure group

designating the block number was always transmltted within
the first ten proups of the message. A further 5-figure group,
usually in the first seven groups but always followlng the
clock number contained, "as the last two figures, the number
of the (additive) sheet {1 to 50) used. The middle figure of
this group indicated the formation level, e.g. '6' might. be
Corps forward to Division, '5' might be Div to Div."3 By &
daily recording of all blocknot numbers, traffic enciphered
in the same blocks could be segregated and 1dentif1ed as being
trensmitted by the same unit. .

Another characteristic of this 5-figure traffic, actually
a "message external" feature, was the serial numbering of all
messages. Every 5-flgure message was assigned & 5-figure serial
number. This was called the Chi-number by the Germans. These
Chi-numbers began at 00001 on 1 January and ran serlally through-
out the year. The number was sent always as the last group of
the messaﬁg "Newcomers of formations would start at _
000001."3 A study of the Chi-numbers assisted materially in
traffic 1dantification°: Generally, a Corps sent ten messages
a day, an Army twenty to thirty, and a "front" (roughly, Army
Group) from sixty to one hundred. Since each message was
serially numbered with & Chi-number, the progression of these
anumbers could be charted on a graph, and 1t was posslible after
a short time to determine the type of formation sending out the .
traffic from the indiyidual curves on this graph.3°9,.The im-
portance the Germans attributed to the Chi-number was great;
in fact, one non-commissioned officer who recorded the time-

of-orlgin &s a Chi-number, was threatened with court-martial. 310

The absence of blocknot and Chi-numbers distinguished _
5-figure Russian Partisan traffic from 5-figure Army traffic.331’
- NKVD messages consisted of 4 or 5 figures was sald to "be

‘easily distinguished by their characteristics from Army and Air

Force messages." This was probably due to the features of
NKVD traffic reported as follows.;; . -

. "The first group is a discriminant which in most
- cases remains constant for one line of traffico_ The
306 475 p 12 .
71 19b p 17

308175 p 12 L
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penultimate group contains the date and a number
representing the number of groups in the message

©  less a variable number according to the number of
indicator groups used. .....Exceptions to these
rules are very rare. Two and three-flgure messages
usually contained technlcal ‘wireless’ chat.!"312

Messages of the NKVD Frontier Troops'were of both 4- and 5-
figure t§fes, and in regimental networks 2-figure codes appeared
as well The 2-flgure NKVD messages could usually be recog-
nized as such because of the practice, in contrast to that of
the army, of enciphering the same system for months. Moreover,
3- and figure codes rarely changed in NKVD traffic; and once
their characteristics Ead been ascertained they were also fairly

. easily recognizable.3l

- Frontier Troop networks .3

On the whole a good deal ocharelessness prevalled in the
encoding of NKVD messages, at least in those appearing on the
1 Such a lack of security on the part
of the Russians facilitated the work of the KONA's, .
~ Alr Force traffic, which might be picked up on search by
the XKONA units, could be distingulshed from Army traffic by
several external characteristics. For instance, meteorological
messages usually carried an "X" or some other padding letter
between the numerals. Special Alr Force expressions often

appeared in 2, 3, and 4-figure messages with an admixture of

plain language. 1In plain language messages there vere mentions
of take-offs, and permission to land or to take-off. Such
messages appeared frequently, and once: picked up enabled the .
immediate spotting of the network as Air Force. "In general,
very many more plain language messages werg passed over ailr :
force networks than over army networks." Alr reconnaissance"
reports, for example, were sent mainly in the clear 21T

312 1 19p p 47 -

313 1 173 p 13 ©
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VOLUME 4
Chapter V

\

~ Section D. Direction Finding and Radio "Finger-Printing"

Paragraph

DireC!tion Findingﬂ"ﬁﬂ..v....UIO.GDQGQ.O’.G.'..'.O'.‘QOO 40
Radio "Finger- Printing"'...n.o.oo.....?..o.............. 41

40. Direction Findingo--Direction finding was of the i
greatest importance 1in Signal Intelligence activitles, and its

‘Importance increased as Russlan gadio ‘discipline and code and

cipher security were improved .31 "A relatively large number
of direction finding personnel was employed by the KONA, e.g.,

. five with each forward platggn, 50 (as against 84 intercept

operators) with Feste 10.' '3

. The NAAS evaluation section was fed by the Direction Finding
sedlons from both the FAK and the NAK. The FAK's sent requests
not only to the long range but to the close range direction find-
ing sites. FAK 617, for example, sent its orders both to three

- or four long Sange direction find sites and to about twelve clOse

. range ones

Long-range direction” finding sets were located 200 350

f3“kilometers behind the front line. Two to three direction finding
. sets at one spot constituted a direction finding group.321 fThe

supervisor worked in the company Intercept rooms, and sent re- .
quests to the direction finding operators over a command trans-~
mitter. Through this means simultaneous fixes could be taken

by two, and frequently by three sites.322

The Close Range sets were located with'the NAK platoona°

. The sets received requests not only from the Long Range Companies,

",V'but also from the Close Range headquarters 323

”.318

- 323

'1‘"The distance from company headquarters to the .
nearest outstation was generally twenty to thirty

I 19b p 38
319119 p5
320 1 19b p 38
‘;321'1 l9b'p o
322 1 173 p 34
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kilometers. Each statlion was completely moblile, and
moved with the sectors of heavy fighting. Wire com-

. munication was occasionally available, but for the
‘most part W/T /wireless/ communication was employed .
between outstations and headquarters. There was no
communication between outstations. Bearings were
requested by and at the discretion of, the duty -
officer at the Intercept statlon. The outstations,
listening on a common frequency, were advised of
active enemy frequenciles by means of messages sent
-in simple substitution cipher. Bearings were then
returned, enclphered by a daily additive. Thirty
to-sixty seconds were required to notify all out-
stations of bearings required.’ :

While generally Long Range direction finding operations
.could fix a station within fifteen kilometers, Close Range
platoon direction-finding operations_ could narrow the possi-
bility to two or three xilometers.325 '
-~ .+ - The results were screened at company 1evel, and the good.
bearings were selected, with all relevant information, and -
~reported back to the NAAS, which passed final judgment on them.326

- 41. "Raedio Finger-Printing.”--To enable the identification
of particular radlo stations, a Corporal Arno-Graul working in
the NAAS constructed an apparatus designed to "padio finger-

- print" the Russian transmitters through & study of oscillograme.

_ The method was : _

"to register the 1ncom1ng telegraphic'traffic in the
form of an image on a cathode. ray tube and analyze the
: -~ image. Analysis consists of & number. of steps, so that
B A e all details and peculiarities of the transmitter are
o comprised. The apparatus 1s attached to a normal inter--
cept set. The individual characteristics of the trans-
mitter can be recorded graphically by means of tracings
. or in the form of photostats, 1n a card index

Attempts to study the characteristics of particular radio'
operators, by the pecullarities of their sending habits, were
evidently not undertaken by KONA 1 in any formal manner.

32% 1 62 p 4
325 1 19p p 38
326 1 19b p 38
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Chepter V

. Section E. Scme Aspects of Evaluation and
Cryptanalysls in the KONA

Paragraph

Evaluation in the NAAS. . ...oeseooscersssccnoassssorsoocass 42
Evaluation in the FeSte..occooesacescssooscoosassosoonces U3
‘Evaluation in the FAK....... Cececcecsecoecas B 2
Cryptanalysls 3n the KONA:..vssssssossnspsoausssasannspns U5

Reports resulting from Evaluation......... - ceeciesnea UBO

: 42, Evaluvaticn in the NAAS.--The main duty of the NAAS was
to evaluate the enemy traffic intercepted and passed to 1t by the
Long Range and Close Range Signal Intelligence Companies,

Captain Roessler, Chief Evaluator of KONA 1, and Commanding
Officer of the NAAS, observed that "there were no prescribed
rules for evaluation, and this fact...made the suceess or fallure
of the signal intelllgence service & personal matter depending on -
the persplcacity and experiencg of a few specialists and persons
operating in key positions."32

Evaluation in the NAAS was concerned with "the observation
and interpretation of known {radio) nets,/" the study of un-
identified traffic, and the results of cryptanalysis. Roessler
emphasized that in the case of KONA 1, "the interpretation of

unknown traffic was...from a lon term intelligence point of view,
the chilef evaluation problem."325 - :
Comprehensive resesarch work was necessary to systematlze v
the evidence avallable, and the basic instruments of thils system-
atization vere the Card Indexes. The Card Indexes were exhaustive
in detail, thorough and methodical. The Germans believed that
the tiniest detail, though utterly lackling in any apparent sig- .
nificance at the moment of interception, might form part of a
Significant picture when scrutinized in context with. similar
detalls. Thus the minutest phenomenon, 1rrespective of 1ts

momentary irrelevance was recorded.330

328 1 19p p 13
329 1 19b p 14
330 1 19b p 13; T 19g p 3



DOCID: 3486746

ggiial section in NAAS 1 kept up to date all card
indexes These will be described below.

a. Personality Index. This Index listed all officers and
radio operators whose names were derived not only from radio
but from all sources {interrogations, captured documents, etc.).

" - All names were treated with caution because of the Russian pro-
pensity for using cover names. There was a speclal file for
indexing these. S

b, Unit Index. This file contained all information avail-
able from all sources on all Russian units. Each card was
designed to list the following items: unit, commanding officer,
chief of staff, components to which the unit was subordinate,
subordinate units comprising the unit in question, location,
date of first appearance, and sources of information.-

¢c. Blocknot Index. Both Blocknots and Chi-numbers were
. contained in the same index. A careful recording and study of
blocknots provided positive clues in the identification and the
tracking of formations using 5-figure codes. This index was
subdivided into two files: one, the search card index, con-
tained all Blocknots and Chi-numbers whether or not they were
. known; the other;, the unit card index, contained only known
.. Block~and Chi-numbers. Inspector Berger observed that the two
' files formed "The most important and surest" instrument for .
1dent1fy1ng Russian radio nets known to him.332

oa) Key (Schluessel) Index. This index contained all solved
keys, irrespective of the areas in which they were used.  They
vere arranged according to the German designation of the Russilan
keys. - "The German system of key designation includes & self-
- evident description of the code plus an allotted number; e.g.,
R4zC 1800: russischer 4-zahlen Code 1800 /Russian 4-figure
code 1800/ "333 The 2 and 3- figure keys especially vere

BT

331 The information on the Card Index down to but not incuding
.. sub-paragraph h, follows very closely the detailed report
. made by Inspector Georg Berger, in charge of documents in
'KONA 1. This report is No. 8, I 19b pp 16-18.

'332 1 19b p 16

333 I 19g p 10
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A"peculiér to definite formations,"” and thus certain inferences

" index was fully cross-referenced and was relied upon not only

constructed for the various Russian fronts.338

about the formation in guﬁstion could sometimes be made on the
basis of the key alone.33 - _

. e. Call Sign Index. All call signs picked up on the
entire Eastern front, known or unknown, were listed in this
index, which showed not only the call sign, but alsg the con-
nection in which it previously might have appeared.335 The

for spot identificatlon but for building new call sign blocks.

- f. Cover Name Index. The Russians used cover names
abundantly, not only for units, but for "common military ex-
pressions and tactical measures as well.” Some were so con-
sistently used that all disguise was lost, and they became -
accepted "expressions." On the whole they presented no great
difficulty and could usually be int®rpreted successfully.337
All cover names obtalned were scrupulously recorded by the Index
Section. In many cases nearly complete cover _tables were re-

g. Coordinates Index. The map coordinates derived by
solution of Russlan map reference systems were recorded in this
inde:; the coordinates being arranged both by the system and by
the unit making use of the system.339 It is significant that,

“even though the coordinate system might not be understood, the

method itself might be enough to furnish important clﬁes -
facilitating the tracking of & particular formetion.3%0 . . .

©°'h. Direction Finding Bearings. This file consisted of a
llsting of the various bearings on each Russian radio station

- obtained through direction finding, and helped the N%ﬁ% to f

estimate phe value and significance of the bearings.

1. Air Traffic Ihdex. " Russian Air Tréffic was frequently
Picked up by operators assigned to search missions. In order
;Q spot this intercept as Alr traffic, a cataloguing of its

334 1 190

: I P17
3% 1190 p17
336 1 19b p 36
337 1 173 p 25
338 1 19p p 18
339 7 19b p 18
340 1 19g p 10 o
341 I19 p38 . ) 74
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characteristics was necessary; and to accomplish this a special
index was set up in the NAAS. In this index were recorded not
only the statistics derived from German Army interceptlon of
Alr traffic, but also data supplied by units of the German Alr
Force (2nd and 3rd battalions of Air Signal Regiment 353,
operating with Local Alr Forces 4 and 6 respectively). The
statistics gathered were passed on to the Long Range Signal
Intelligence Companies (FAK), which were likely to pick up Air
traffic. The companies did not have separgte air data indexes,
but kept the data in the Army card index.342 S .
It should be pointed out that in order to insure the most
comprehensive indexes possible, liaison was meintained laterally
between the NAAS of KONA 1 and the other regiments on the Fast-
ern front. Full collaboration was effected also with OKH/GANA.
A system for exchanging current information; new interpretations,
corrections, etc., operated smoothly, the data belng passed by
telegraph or courier depending upon the urgency of the item in
question.3%43 . . . , . . S
. - Below the level of the NAAS, card ilndexes were extensively
used; but they were naturally less comprehensive, bekﬁg only as
complete as the company cover assignment permitted.3 0f the
card index in general, Roessler made a significant (and char-
acteristic) observation, emphasizing that while "the card _
indexes formed the indispensable material basls for evaluation,
memory, experiengﬁ and perspicacity of the individual evaluators
lent the spark." 5 ; . : : : o ¢,

: 43.A'Evaluétiéh in a Feste.--Evaluat;on in the Feste was a

matter of 1dentifylng and Interpreting unknown traffic, the inter

ception of which was its particular function.346 ‘Some character-
istics of Russian communications facilitating i1dentification -
have been discussed in the preceding section. The systematiza-
tion of this work as carried on by the Feste Evaluation Section

" showed how the identifying elements were studied at this level.

.. The first task of the Traffic Evaluation Section347 was to
work up the information intc a network diagram, which not only

342 1 19p p 52
- 343 1 19b p 16

3% 1 198 p 10

3%5 1 190 p 13
34 1 190 p 4 | .
347 rhe aate on Traffic Evaluation in the Feste follows closely
. .Report No. 9 I 19b pp 19-20. “ bt _
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represented the net structure but listed all pertinent informatio:
and formed the basic medlium studied. The dlagram contained:

a. The net number

b. The date - ,

¢c. Traffic woerkings with call signs ' '

d. The number and kind of messages (if any) sent

e. The "Direction finding number" . g .
f. Block numbérs and Chi-numbers on any 5- figure messages
g. Short plain text messages when avallable

In the case of 5-figure traffic, this diagram was turned over to
a 5-figure section, where an attempt was made to identify the
station from a study of the Blocknots and the Chi-numbers, which
were checked against the previously indexed or charted data. 5
. All dilagrams passed through the Traffic Analysis Section,
wvhere the call sign composition was scrutinized, studied in o
relation to the "Basic Book for Allotment of Call Signs"(Haupt- -

verteiler), and, if unidentified, recorded in the index. Net-
work diagrams and messageﬁ vere checked against the Card Indexes
of names and cover-names338 for interpretation in the light of
the evidence accumulated there. .

-+ The network diagrams were passed to the Direction Finding
Evaluation Section, which determined by the location of the

- "fixes" whether the intercept was likely to be, for example, .

Army (if in an area near the front) or Air Force; or Line of
Communication traffic (if in a rear area).

. The diagrams went finally to the final Evaluation3u9 or
Fuslon Section, where the results entered on the diagram by the
various sections were weighed and considered in the light of

- information passed to the Final Evaluation unit by the Crypt-

analytic section. From here the traffic identified by the .
Final Evaluation unit was reported to the NAAS, together with
the tactical informatlon derived from the messages. The findings
guided modification of the cover towards dropping the less im-
portant traffic and placing more sets on the "1nteresting o

clrcults.

E 44."Evaluation in a FAK.;-The Evalu&tion Section in thelf
FAKX was apparently organlized like that in:.the Feste, although
the relative dearth of evidence available precluded drawing & .

' close parallel. Presumably it differed in function from the*

348 The source did not make clear whether this function was
'~ performed in the Traffic Analysis Section.

349 Endauswertung, I19g°p 3

,7‘6'
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Evaluation section in the FAK worked on identifled traffic
as well.351

As in the case of the Feste, the basic document of evalua-
tion was the network diagram, prepared by the Traffic Evaluation
section. This diagram included all evidence by which the station
in question had been identified {in the case of 5-figure traffic,
the Blocknots and Chi-numbers) and other significant data.
Apparently, as in the case of the Feste, thils dlagram paxsed

. through various sectipns devoted to direction finding evaluation,

traffic analysis, work on unidentified traffics, contents eval-
uation3b2 and finally to fusion or final evaluation.353

: 45 Cryptanalysis in the KONA.--The details of cryptanalysis_
performed by the fleld units are discussed 1in Chapter VI of this
volume. Because of the importance of cryptanalysis in the total
evaluation, however, 1t is pertinent to note here the organiza-
tion and function of the sections carrying out this work at KONA
level. '
Cryptanalysis in the NAAS was performed by a special sectlion
separate from the Evaluation and Traffic Analysis sections. The
cryptanalytic section totalled less than 60 persons. It was
divided into subsections, the most important of which was that
devoted to "new developments." Other subsections were 2-figure,
3-flgure, 4-figure, NKVD, bookbreaking, and plaintext examinat&on.
The®re was also a small subsection devoted to administration.3
- The cryptanalytic section had the following tasks:355

"V a. To collect and work on the traffic which the ‘companies

- could not deal with (whether because of lack of material or:

preoccupation with more important systems)

b. To test and check doubtful solutions passed up by the
companies.,. : : . _ _

' '~*c}' To establish whether keys broken by the companies were
the first examples of their kind; to complete them and put them
in & handy workable form (the so-called "basic form"), and to

assign a number to each key appearing in the area of the regiment.

351 1 l9b p. 5 . S .
'“352 The section concerned with content evaluation "/worked/ on

all readable messages, (ldentified) places, names and cover-
names...and sees to the immediate forwarding of all important
messages to the NAAS. " (I 19b p 5)

1'353 I19p5 -
'35% 1 10p pp 10 1
355 1 19b p 9
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:361 I 19b p 41 -

d. To pass back down all solved key systems to companies

,who might be concerned.

The function and orgenization of cryptanalysis 1ln the long
range companies (both Feste and FAK) appears to have been much
the same in each. On paper, cryptanalysis at company level was
a part of the evaluation platoon, in contrast to its independent
position as a separate section in the NAAS;350 1t appears to
have functioned in practice independently, however, because of
the special nature of 1ts work. The evidence indicated that'
there may have been 15 to 20 persan'engaged in cryptanalytic
work in the company evaluation platoons.327 . -

"It was the task of company cryptanalysis not only
to solve systems, to recover ciphers, to decode already
known procedures, and/or to translate all this material,
but also to contribute to the ldentification and inter-
pretation of traffics on the basis of keys employed...

/The cryptanalytic section/ cooperated closely with
cryptanalysis of the RAAS, but was so organized and

. equlpped that it could work on most messages itself,"35§

The cryptanalytic group was divided into separate sections

for plaintext message translation, 2-, 3-, and 4-figure traffic

(9ne section for each), and a general section which kept card . -
indexes and lists and performed certain administrative duties.

"These sections, besides belng responsible for the solution of o

new systems, the recovery of additive, and the decoding of
solved systems, played an important part in traffic identifi-
cation through a study of the keys employed.359 The key indi-
cators, which the Russlians placed at the beglnning and often

at the end of messages, were ‘arranged by the numerical desig-
nation“arbitraré%y assigned by the Germans to Russlan keys in

" an index file.3 .

... . The cryptanalysts relied heavily upon the card indexes in-
thelr work, and alsc had at hand graphic and statistical pre-
sentations of single letter, digraphic, and trigraphic fre-.
quencies, and lists of pattern words.3bl e .

36 1196

357 1 19b p 11
358 1 19b pp 11-12
359 1 19b pp 11-12
3601 19p p 41

78



DOCID:

3486746

: They cooperated closely with the personnel engaged in the
final evaluation sectilon, often passing notes with the trans-
lated messages calling the attention of the evaluators to the
key employed on the message or to peculiaritlies which might
have a significance when viewed 1n relation to the total data.
Moreover, the cryptanalysts kept in touch with those responsible
for intercept, to the end of 8btaining the best possible copy

.for solution of new systems.

46. Reports.--The findings of the intelligence units vere
passed to the operating agencies in varlous reports, and the
intelligence in them was made avallable by an efficient reporting
system. Captain Roessler observed that "a smoothly functioning
report system was the chief problem dlscussed at almost all
meetings to consider organization."303. In general, careful pro-

vision was made both on low and high levels for efficient report-

ing. The reports were passed elther laterally to other fileld
formations or upwards through signal intelligence channels to
the higher ﬁgencies. "Hot" items were sent out in "Advance
Reports, "364 while other important but less grgent conclusions
were sent in the dally "Situation Reports."3

- The gompanies were required to provide highly detailed
reports36 They had to exercise their own judgment, showing
initlative and intelligence in selecting the items to be passed
on. A great deal of materlal was never reported at all but
simply went into the card indexes of the companies. The com-
panies had to distinguish urgent I'rom routine items, and the

-NAAS frequently rebuked the forward units for a fallure to send

back in a "flash" ghat they hsed allowed to get through only in
a routine report.3

The NAK maintained an evaluation platoon at Company Head-
quarters which correlated and interpreted the materials from
the other platoons, and reported the figgings laterally to the

Army Corps G-2 and upward to the NAAS.3

The basic technical report at company level was a "Day

362 I.l9b pl2
363 1 19b p 13
304 1 19 p 7

365 1 19b p 14 .
366 1 19b p 13 ‘
367,119&397» | »
368 1 19g p.5; I 19b p 22

7



DOCID: 3486746

Report" made by the intercept operators, listing all traffic
heard on the frequencles monitored. There were columns for
recording the time of intercept, the frequency upon which the
traffic was taken, the call signs to and from, the contents
of the transmission, the intercept number and remarks. All
intercept cperators made similar logs, which gave a picture
of the total traffic carried on a particular link or network.
These logs provided the company evaluation sections with
the subjegt matter studied in drawing up their Situation
Reports.3 A typical 3Situation Report described the deploy-
ment and status of 1dentif18d Russian units and reported any .
appearance of a new unit.3
_ The reports 1issued_ by the Feste and the FAK were much the
same, These induded;371 ,

- a. Twice-dally Network-Reports (Netzmeldungen)

b. Advance Reports (Vorausmeldungen or Sofortmeldungen)
for lmportant tactical items .

o 3 Daily Situation Reports (Tagesmeldungen) for a summary
of the day's Advance Reports and all less important data

These reports vere sent to the NAAS for further interpretation,
and significant éntelligence items were then passed laterally
to the Armies.3 A long range company needed an avera%§ of 16
typist hours to get out its daily report for the NAAS.3
The Feste on the Eastern front issued in addition to the
'reports listed above a type of report known as the "S5-figure
offer” for circulatlion by OKH/GANA to the other KONA's. The
purpose of the 5-figure offer was to assure the maximum ex-
ploitation of information available, and in effect constituted
invitations to all KONA's to check the data in these reports
with their own flles. They listed all current data derivable
- from the external ﬁharacteristics of messages consisting of
5-figure groups.
The sectlon at the NAAS for technical and tactical analysis,
collated and combined the significant findings from all these

369 1173 p 24

370 1 19b pp 21-23
371 I 195 P 8
372 1 19g p'8
3731 19b p 13

’ 37% 1 19¢g p 8
| B o . 8o
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377

reports with the data at hand, passed material not immediately

'exploitable to the various speclalists in the NAAS for a further

"squeeze" and passed 1ts combined report to the Army Group.375
Roessler referred to the dally Situation Reports 1ssued by the
NAAS as a "Lagemeldung."

. Information furnished by members of In 7/VI showed that
the Signal Intelliigence Reports issued by the Evalua ion Centers
of some regiments were called "Funklagemeldungen."37°® These
consisted of four component reports: ' .

a, pirection finding reports (Peilmeldungen)

b.. Radio traffic reports (Betriebsmeldungen)

¢. Radio clear text feports (Funkmeldungen)

d.  Radio code- text reports (Verkehrsnachrichten)

These reports went beyond In 7/VI and vere passed to the ,
"Army Group Commander &s well as to the Army High Commend and
other eche%ons and commands on a distribution list of 14 isting
listings."37 _ , o

375 1 19¢ p 8

376 1p 205 p 4 |

~These were the evaluated daily reports compiled on call
- signs (Rufzeichen) and radio traffic (Verstaendigungs- =

. verkehr) of enemy and neutral broadcasting stations
(Funkstellen)..

378 these contained the decoded and translated texts of enemy
. messages. S

379 1P 105b p 4
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VOLUME 4

&t

Chapter VI. RUssidn'Cryptanaiysis

Section A.  Organizatibn of Cryptanalytic Effort
1 against Russia

Paragraph

Review of Central Office Organization.....ceeeeeeee. 47

Review of Field Office Organization..........c...... 48

Assignment of Cryptanalytic tasks to the _
Offices and the KONA'S....eeiveunnnns [P T,

47. Review of Central Office Organization.-- Prior
to 1939, an agency known as the Intercept Control Station
(Horchleitstelle, abbreviated HLS) had a section for

- handling Russian traffic; but little is known in detail

of its achievements.’85 In summarizing German activities

“before the outbreak of war with Russia, Lt. Col. Mettig .

(second in command of OKW/Chi) stated that the Germans
were able during the first Russo-Finnish war to break a
number of two-, three-, and four-figure codes.386 " In
addition, a copy of the Russian five-figure code was
obtained from the Finnish General Staff. (This particular
code was used by the Russians in the first year of war
with Germany.337 The Intercept Control Station (HLS) was
replaced in 1941 by two agencies, Inspectorate 7/VI
(abbreviated In 7/VI)(serving as a cryptanalytic unit in
Berlin), and the Control Station of Signal Intelligence
(Leitstelle der Nachrichten Aufklaerung, abbreviated LNA)
in Zossen.333 The section for Russian cryptanalysis that

ki3 been part of HLS remalned attached to In 7/VI during

the first few months of its existence; Russian "evaluation”
was done at LNA. Both organizations felt, however, that -
cryptanalysis and evaluation should be done further forward;

and late in 1941, the Russian section of In 7/VI (including

» cryptanalgsts and evaluators) was sent to Loetzen in East

Prussia.3®9 This section: formed the nucleus for a third

3851k 181 p &
586I 78 p 3
3871'78 p-8
I78p5

3891 73 p 8 x 82
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~ central agency,_the Intercept Control Station East e
- {Horchleitstelle Ost, abbreviated HLS 08t). From this'
time until November, 1944, German Aruy Signal Intelligence
~eotivities were sharply divided into non-Russian {per-.
Pormed at In T7/VI)390, and into Russian (performed at .
HLS Ost and LNA), -
; In October,1944, HLS ost and LNA were amalgamated
- together with In 7/VI into the Signal Intelligence Agency
of the Aruy High Command (Oberkommando des Heeres General
“der Nachrichten Aufklaerung; abbreviated om{/ocnmi '
one final central agency of  the war.391
' For the ultimate breakdown. of OKH/GdNA in detail see
© Volume 4, Chapter I1I.392 1In brief, the assignment of .
. Russian cryptanalytic functions were as follows:

Group III {under Capt. Gorzolla) evaluated traffic
. and cryptanalytic work from the Russian front

Group v (under ‘Major Hbrtze)°’ did all the cryptanalytic ,

- at OKH/GANA - ‘
Section 3 {under Lt. Dettmann)~fﬂ ‘the former

,cryptanalytic section of" HLS 0Ost,

and handled

‘&, Russian NKVD traffic

b. Russian Army traffic

c. ‘Russian Partisan traffic

d. Research on Russian Systems

- 390 Discussed in’ Volume u Chapter vII

591 The amalgamation was necessltated by the retreat of .

HLS Ost to Zossen, where In 7/VI and LNA were located. = . - .
'This move was .one of operational rather than crypt-

- analytic expediency: the Russians were advancing; HLS -

- 0st was retreating; and when the home office and the -

- field eryptanalytic and evaluation offices were all close
together, 1t was certainly wmore exoedient to combine
‘them. The result°. GdNA.

392 Derived almost wholly from IF 125 D 6—1&
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Group V ° Section 1 (under Speclalist Block): re-
_ - constructed Russian call signs
Section 2 (under Speclalist Block): ex-
- plolted captured Russian docu-
. ments ' of signals interest

Group VI {under Caot Roeder .at Potsdam)
Section 1:. worked on high-grade machine
- -~ . systems .

a, Intercept and evaluation of
Inter-Soviet State Traffic

‘b. ‘Intercept and evaluation of

. Russian Baudot traffic

c. Intercept and evaluation of
‘Russian Army traffic

Section 3 of Group v 1n the above chart was the Russian
cryptanalytic section.. It may be assumed that HLS 0Ost,
although amalgamated 1lnto GAdNA,. continued very much as it
nad in 1ts duties, and that the ‘work performed earlier by
HLS Ost was identi¢al in nature to the work performed later
in Section 3 of Group IV of GANA, 393 .

48. Rev1ew of Field Office Organization.--_ Whiie

preparations were being made for. the attack on Russia, 1t

‘was found that there was an "acute shortage" of cryptanalysts

available for field work. 394 Cryptanalysts were culled from
the fixed intercept stations and trained for field work with

the newly-organized Signal Intelligence Regiments (XKommandeure
der Nachrichten Aufklaerung, ebbreviated KONA). Five of these
regiments were sent into the fileld as complete low level. .
intercept and evaluation units attached to Army Groups: two
vent to the western front; KONAs 1, 2, and 35 were assigned.

to the eastern front. These eastern KONAs were supplemented
in 1942 by KONA 6, which was sent out to cover the German
campaign in the Caucasus395 and which was attached directly
to HL3 0Ost. Low level cryptanalysis and evaluation was also.
done by KONA 8 and KONA Nord, which were made up from other -
Eastern front signal intelligenre regiments, and activated

in late 19#& and early 1945

393Nothing is'known from TICOM sources of.the cryptahalytic

activities of HLS Ost before its amalgamation into -GdNA
except a brief statement of Mettlg 1m IT78p 8

3941 78 po 4, T

395DF 18 p 81
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The organization of field units for cryptanalysis has
already been discussed in detail.396 Since the information
on Russian cryptanalysis used in this chapter, however,.

" derives as much from interrogations of prisoners engaged .

in fileld operations as from the discussion of cryptanalysis

‘of GANA 397, the reader is referred for a brief review to

the chart of organization of KONA 1 398 about which ve know
more than any other as it vas caotured in toto.399

49, Assi nment of cr tie tasks to the central
' of?ices and_the %Oﬂﬁs.--“In discussing,ihe task

of In 7/v1 Lt. Wetilg said: %00

L "Once the forward crypto- analytic units had ‘Been
‘set up and attached to the various forward wireless Sy
units it was agreed to allot to them the investigation .
‘of forward and Line: of Communication traffie which could
be solved in the field. In T7/VI remained, however,
responsible. for all army crypto-analytic work and con-
,xcentrated on the most difficult and unsolved procedures.

0f the assignments for: HLS 0st and LNA as central offices,

or for various KONAs in the field, there is no statement’ .
in TIbOM interrogations. Of GANA, there 1is only the state-
ment of Dettmann and Samsonov 401’ to the effect that "the
solution of agent, guerilla, and Kundschafter. traffic vas ,
the responsibility of Referat 3¢ Jof Group IV/." The nature,
extent ‘and ‘assignment of cryptanalytic work to these units,
both central and field, ‘can only be inferred’ ‘from"the dis-

- cussions of the Prisoners of War regarding solution and

achievement

396V’olume 4 Chaoter III

397De1,tmann and Samsonov, "A Rebort on- Russian Decryption
in the Former Gehman Army", Dublished as DF 18

4398Ch&rts 4. 1 h 4

399see also Volume X, Chapter V for discussion of the
functions and duties of the various fleld. units._ -

. ko001 78 p 8

14011 116 D 7 _
- M02pp.18 passim, for GANA; all reports quoted in this chapter,

: Eg_sim! fOr the KONAs .
_ 85
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It is clear, in all the interrogations, that actual
cryptanalysis was done on all levels of field operations
and the central offices almost lnterchangeably: - from
the lowest level (where it was considered merely a .
function of "evaluation") up through the highest level
{where it involved pure mathematics and the assistance of
IBM machinery). By inference from the interrogations, it
can be sald that, with one or two exceptions, 5> all types
of problems were handled in all units. The flexibility of
cryptanalytic assignwent was determined mainly by the
Russians?® use of their own systems. Aside from machine
traffic and five-figure codes (Army or NKVD), which 1t
can be assumed contained the most important operational
communications, the Russian tactical,,strategic, and lower
level operational cowmmunications were not carrled in- any
set category of systems, determined by their relative’
lmportance. Two-, three-, four-, and even some five- figure
traffic was used by "the Russian Air Force, the NKVD, and the

- Army at all levels: of operations. The German Arumy crypt-

analytic effort, therefore,. was oriented to fit the situation

- as determined by Russian usage. The discussion of erypt-

- . of Russian systems 7

analytic operations on the part of German Prisoners of War
vas 1lnvariably set forth 1n terms of types of encipherment
and difficulty of solution, and took the form of two-figure,
three-figure, four-figure, five—figure, NKVD, address, .
Agents® solution. As Lt. Loeffler pointed out, in: discussing
company cryptanalysis, "The strength of the various sections
was modified to cope with developments on the Russian’ side-~
namely, the shifting of emphasis from 2~figure to 3-figure,
and then later to 4-figure." Cryptanalytic sections were
divided according to this scheme in the company (FAK% the
battalion (NAA), and the central agency of the KONA (the
NAAS). The same scheme was followed by Dettmann and Samsonov
in discussing the wpo&e problem of German Army cryptanslysis
and appears to be the underlying ,

403 5-flgure codes and partisan snd agents° codes are to .
be discussed later in this chapter. _ .

hoh o g
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basis for the organization of training the "Russian
Cryptanalysis Course" given by Group IV of OKH/GJNA for
field training.%05 1In this course, more attention was

given to two-figure tables and three-figure and four- .
figure codes because of their operational frequency and their
importance for tactical and strateglc intelligence;

In short, the various cryptanalytic assignuents. seem to.
have been determined for the most part by how the Russians -
used their own systems {operational area and importance)
and by the amount of time and manpower the Germans needed

to. effect solution. A summary of the assignments follow-

two«figure codes vere vorked on mostly by ‘the companies

‘ {where, it has been pointed out, it was considered
part of "evaluation") because of the simple solution
and the immediate need for the tactical intelligence
‘involved; but it was also handled by. the battalion
{NAA), the central XKONA agency (the NAAS), and
even by the home office (GdNAi "Lt. Dettmann says
that solving the two-figurg codes was merely a
form of crossword puzzle _ _

three-figure codes were worked on in the companies, but
were also handled by the NAA, the NAAS and HLS

Ost._
405 L
51 166, complete
406 S
IF5p6
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'four-figure codes offered more difficulty in solution;

since a large amount of material was "absolutely
necessary... the majority of unsolved four-figure
codes were abandoned because of an insufficient
number of messages"407; these were handled by the
NAAS and GAdNA, rather than on company level,

because of the lack of men, machinery (IBM)" and -
time necessary for solution on a forward level., '

three-figure and four~f1gure signal codes were conv ,
sidered somewhat. special" and were handled in
the company (FAX) by "chosen crybtanalgsts,
sometimes bg ‘the. chief cryntanalyst" and’ in
the NAAS ;

‘ five-figure codes, which were generally considered

unbreakable, were handed by GdNA, though KONA 1
. for. a period did five-figure cryptanalysis inde-
pendently#10; Dettmann and Samsonov state that
flve-figure traffic was submitted for the ex~
- clusive processing of the[GdNA 11 .

agents“ codes, wh&ch had . always been done 1n the cen-'_
- tral offices*l?, were "the responsibilit '
' Referat 3c"413, mainly because solution depended
on captured material."#1% fThey were probably - .
given to these central offices by other than '
Army sources. _

4071 101 p 8

4081 196 p 11

%091 19b p 11

4101 19b p 43‘ .

"1lpe 18 p & |

4125ee v01ume h Chapter VI and 1ater in this Chapter

8131 136 p 7

pta,
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‘ .

NKVD systews formed a special group of wireless traffic
from the Russian and the German points of view,
and cryotanalysis of NKVD material was handled by
the NAASY15, &NA416 and GANA (through 4-figure)
(five-figure ) 417 o

machine ciphers were considered on the same level of
solution as five-figure code and were handled
exclusively at GANA .

Whatever systems were solved, or could be easlily solved
and deciphered, were done as far forward and with as few:
men and as little time as possible. When more time, or
manpower, or mechanical (IBM) or theoretical help was needed, .
the solution was removed as far to the rear as practicable
or necessary. DBecause of the difficulty involved in solution
of five-figure codes (Army or NKVD) and machine traffiec,
the GANA was obviously the best agency for handling these;
at the other extreme, the companies could almost always .
solve and process two-figure systenms, because of theilr
simple encipherment. All systems of intermediate difficulty,
however, were assigned not only to these units but to the
intermediate units, depending on state of solution, amount
of material necessary, number of men required, etc. Rather
than eutting across systems and thinking in terms of specific
levels of operation and levels of intelligence priority, both
the Russians and the Germans thought in terms of types of
encipherment. In discussing the German Army cryptanalytic
effort of Russian systems, therefore, the discussion will.

" take the form of two-figure, three-figqre,'fouréfigure,

five-figure, address, NKVD, etec. '

4151 96 pp. 46-47
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VOLUME 4

Chapter VI. Russilan Cryptanalysis

Section B. Cryptanalytic Achievements against
Russia

Paragraph
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5- figure OOdeS...................g.............. 53
f\ddreﬂs GOdeS....-..............--..-............. 5"’
Miscellaneous.................................... 55
a) 4-letter codes :
b) Word code
¢) Periodic and columnar substitution
dj Coordinate systems -
e ) Machlne ciphers -
NXVD and Agents’® codes.,..................o...... 56
ag NXVD codes _
b) Agents! codes

50. 2-figure codes.-- 2-fligure codes were used by
the Russian Army, Alr Force and NXKVD. In the Army, they
were used by Army Groups, Armies, Corps, Divisions, and
Regiments; and by small independent svecial units such
as Combat Engineer Brigades, Motor Regiments, and Artillery
Brigades. 1In the NKVD, they were used.on frontier regi-
ment&l networks and from divisional level downwards.

Solution of 2-figure systems was done mostly on company
level (FAK), but was also handled by NAA, the NAAS, and
the GdNA.

a) The PT-39. The PT-39 (Peregovornaa Tablica,
literally ‘tonversation table"), a 2-figure code placed in
a square 10 x 10 and then enciphered by substitution through
a 2-figure, 10 x 10 Latin square422, can be taken as the
"mother" 2-figure code.*23 :

u221 e. no figure was repeated in any row or column

%237 191 v 131°19¢ p 1
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(Actuelly, according to the Dettmann and Samsonov“au the

first 2-figure operational system used over a long period
by the Army and Air Force of the whole Soviet Union was

PT-35, a code with 100 values, re-enciphered daily within

' Par more than all other codes ‘comblned.

the individual networks. In the -last months of 1939,

PT-35 was replaced by PT-39.) From 1948 -1942, 1t was used
25 - PT-39 was used -

by Army Groups, Armies, Corps, and Divisions. The identifi-

cation of the latin square used for encipherment enabled

the Germans to establish to which Russian front or army the

wireless station using it belonged or whether it was an

Army or Air Force Station. Since the squares were often - .~

used for several months, the reconstruction of squares could .

be easlily checked; this appears to have been hardly necessary,

‘however, since the rows and columns could be solved (recon-

structed) with a minimum of 15 to 20 groups. The messages
were of @ technical signal or tactical nature, the latter
more especially after the beginning of the Russian campaign
in June, 1941. This particular code (PT-39) was used from

. the extreme south to the extreme north of the eastern front,

and in the back areas as far as the Oaucasus, middle Asia,
and North Persia.¥26
b) The PT-42 and PT 42N, The PT-39 was superseded in

 May 1942 by PT-42. There is a flat disagreement with this

statement in the report of Dettmann and Samsonov, who say

- that "at the\beginnin%7of 1942, PT-U41 came into use as the

successor of PT-30." Dettmann and Samsonov do not

‘mention PT-42 at all, but their description of PT-41. corre-

sponds to the description ‘given of PT-42. They are very
probably the same code and encipherment, misnamed by one
or the other of the Prisoners of war, The PT-42 was similar

" to PT~39 1n eonstruction except that the distributlon of

4QI‘DI" 18 P #5
%251 19¢ p 1

4o
61 19¢c p 1

har
DF 18 p 47
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#3071 196 p 2

‘values in the basic square vas made random, and variants

for values (as many as four for common letters such as

0, ®, 1, a) were introduced. The enciphering method was

the same as for PT-39; but because of the random nature

of value assignment in the baslc squere, the solution of

a rov (or column) of the enciphering square nov required
about 30 groups,” PT-42 was restricted in use to Army Groups,
Armies, or Corps. For divisions and regiments, PT-42N was
used., It was smaller, with a square 7 x 10 instead of

10 x 10, but its construction was the same as PE-42, As in
the case of PT- 42, enciphermant was performed by rovs, but

thess were rarely derived from a Latln square, It was
used almost exclusively from divis og forwards and remained
in force in some cases until 1944, It produced much
tactical information.

o) The PT-43, The PT-42 and PT-42N vere superseded
(no date given) by PT-43, which was the last general

2-flgure code used and vhich remained in force up to the

capitulation of the Germans. Unlike the basic square in
PT-39, PT-42, and PT-42N, it contained no letters.' PT-43,
¥s3ased. for addresses ggticularly by the Air Force and
the PWO (A. A. Defenses

d4) In addition to PT-39, PT-42, PT- 42N, and PT-43,
smaLl independent specisl units, such as Combat Engineer
Brigades, Motor Reglments and Artillery Brigades, had their
own home-made 2-figure codes which were often in use for
only short periods and which, besides the letters of the
alphabet and numbers, contained spﬂgsalized expressions
appropriate to the unit concerned. : -

4281 19¢ pp 1, 2
u29I 1%¢ p 2
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It 1s clear from all the interrogations that 2-figure
codes were not always in use, but were belng constantly
read. Prisoners of War of NAA 11 said that the last known
PT table was PT-43, but that they could not reconstruct it.431
But thelr statement is the only contradictory one among
many others according to which solution was not only easy
but current. Capt. Noletzko, (of Ln. Reg. 353) though
aspeaking mainly of air systems {ground/ground, etc.) said,
for example, that 2-flgure codes were used only by forward
troops and were almost 100% readable;432 he admitted that
much assistance was gained through security breaches on the
part of Russian operators, but ingisted that 2-figure traffic
was never very difficult to read.#3> For Lt. Dettmann,
solving the PT codes was "werely a form of crossword puzzles,"43'
Gerlich stated that one or two men were sufficient at NAAS 1
to cope with current decipherment of 2~figure messages,
especially as the greater part of them were already being
solved :in the companies, but added that solution was made .
eagsler when plain text was interspersed.*35 <

The Prisoners of War of KONA 1 stated categorically that
the Russians practically ceased using 2-figure codes after
1943.436 But other evidence would indicate that the Russians
continued to use them up to the cessatlon of hostilitles,
although only for forward troops. Capt. Schmidt stated
that the Armg and NKVD used 2-fligure codes up to the end of
hostilities#3T; but Gerlich said, "In the last stages 2-
figure systems only occurred where the units were engaged

-ujli.106 p.2

4321 75 p 10

433Ij75 p b

Y3%F 5 p 6
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in fighting: Thus it is to be expected that they are

8till being used in the Red8Army even if they are not

appearing at the moment. "3
51. -3-figpre codess- 3- figure codes were used by the

" Army, the AIT Force and the NKVD. - They were used first

{19 l 42) mainly by the Air Force; later, more widely by
the Army. Every Army Group, Army, Corps, Division, Brigade,
Regiment and Battalion had its own 3-figure code. The -
>-figure codes were replaced by 3-figure Signal Codes in
1943 which were used by all units from Army downwards. In
the NKVD, they were used by the Black. Sea Fleet and. from
division downwards. -
© . Solution of 3~f1gure codes WE carried on mostly in the
companies (FAK), but since the 3-figure codes offered more
difficulty to solution than the 2-figure codes, they vere
also handled by the NAA, the NAAS, and HLS Ost.
Three-figure codes were first moticed in February, 1941.

- They were used. increasingly from May, 1941 and the beginning

of the Russian campaign. From then until the second half
of 1942, the Air Force were the greatest users of this code
and each Alr Division had its.own cipher. 1In 1942, the
first Army unit (the 48th Army then in the Caucasus) started

;us1n§ a4 three-figure syllabic code.

By the time of Stalingrad practically ﬁvery Army engaged
in the battle had its own 3-figure cipher."439 Although =
they speak of specific 3-<figure codes under various circum-
stances, Dettmann and Samsonov do not discuss any 3-figure
codes -as such; it can only be assumed that they considered
the type of book and encipherment so similar to the 2- figure
PT series that they did not warrant discussion as a special
type.
Like the 2-figure system, the B-figure system consisted
of a code-book, and an enciphering table of some sort. The

first 3-figure codes were simple in 'form, and were made up

of several pages {at wost 10) which contained gommon words.
arranged alphabetically.s Originally the letters of the

438 - o :
I 191 p 4; see also DF 18, p 47

4
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alphabet were placed at the end of the book (arranged al-
phabetically, semi-rapcos, or rattom), but were soon after-
wards put into the book in their alphabetic position. After
some wonths, this total ‘alphabeticity was replaced by a
partial-alphabetic arrangement {alphabeticity meintained
only within letteﬁs ; and numbers were scattered at random’
through the book. The book could have 1,000 groups,
but 1st. Lt. Schubert stated that the. average Kas 300-800,
"in general small scope, but freguent change."4%1 "If the
code were smaller than 1,000 groups, alternat1Vﬁs were given
either to pages or first figures of the lines.% 'The methods
of enciphering were extremely varied in details, but always
involved encipherment of a single figure separately.4l3
The substitutions could be constructed without any recognizable
system or they could be made up from a Latin square; the square
usually lasted about a month, although in the Air Force, it
sometimes lasted longer.444 Schubert stated that "Towards
the end, there appeared quite isolated % to Trfigure sub-
stitution systems-- présumably private systems of the re-
spectlive cypher departments. I 1magine this to be.so as
they appeared very seldom."#45

The only specific 3-figure code refernéd to in TIGOM ,
is what the Germans called R3ZC (Russian, 3-zahlen /figure7,
Code) meﬂgioned by Corporal A. Faure .of NAA 11, the "Norway

{It was a code with 10 pages of 100 positions

each, 10.x 10, alphabetically arranged. Only the hundreds
and tens figures of each group were enciphered.) In general,
elther the 3-figure code book itself or the method of en- .

- cipherment were so varied that Prisoners of War were able to-:

remember only general characteristics, no specific examples.

I 190 pp 2 3
"6 p2

4421 19¢: p 3

443 19c, p3; 126p2

LT B3

W51 26 1 3

4467 55 p 12

195



DOCID:

3486746

The 3~f1gure code, it is clear from all 1nterrogations, B
was used mainly by the Army, but also by the Air Forces.
According to the Xarrenberg party, on regimental networks
and for less lumportant messages on the level of assault

“armies, malnly the 3-figure code (with a 2-figure latin

square encipherment) was used. 447 But the Prisoners of war
of KONA 1 stated that every Army Group, Army, Corps, i’
Division, Brigade, Regiment, and Battalion had its own
>-figure code whﬁgh it used to communlcate with 1ts. sub-
ordinate units.4 g

It is curious to note that a good deal or plain text ﬁgs o

vinserted in the 3=figure enciphered code as transmitted

Gerlich pointed out the advantages of plain-text insertion:
"They often gave words and names not contained in the code
e.e«'450; and continued, "3-figure systems were alvays
solved when sufficient. material on one encipherment was
available."451 This would appear to be the general view-
point, since Capt. Holetzko stated that 3-figure traffic

-was only slightly more secure than 2-figure traffic and

was 80% readable.452 In this case, Holetzko was talking
particularly of 3-figure codes as used by the Russilan Air
forces (ground/ground). It is known that Air Force ¢odes
were often current for much longer Beriods than ‘those of
the Army, sometimes lasting a year;

more opportunity to find depths and set up overlaps. Army
3-figure codes were nearly always changed after a blg oper-

ation and were with few exceptions never current for: more ;~"'

than a month or two, sometimes for only a week;#5% solution
was thereby made more difficult. ' Nevertheless, Lt. Starke
{(vho worked with 3-figure traffic in a NAK) stated that,
glven. depth of traffic, all codes’ vere readable,455 and

471 173 op 20, 11

4487 19¢ p 4.
4491 26 p2
4501 101, P
511 191 p 7
¥521 75D 10
4531 19¢ p4; DP 28 p 5
4541 319¢ p 4; DF 18 p 5
455175136

et

53 and would thus afford =



DOCID:

3486746

458

Lt. Col. Mettig sald flatly that from the spring of 1943

to 194 2 2-figure and 3-figure traffic was regularly de~ -
coded. 5 It can be assumed that 3-figure traffic was -
being read currently enough and constantly enough, to
provide a great amount of tactical intelligence. _

: The operational 3-figure codes were discontinued in
1943 and were superseded by 3-figure Signal Codes 45T

which were different only in-that they contained no letters,
but only words or phrases of tactical importance, and vere

- not alphabetic but had meanings grouped under various

headings such as "attack&" "defense”, enemy movements, "
“designation ‘of units", "figures or number ', "signal

connections”, etc. Each meaning had two or three 3-figure

groups allotted to 1t. As in the case of the former 3-

figure codes, qngthing not contained in the book itself was

sent in clear.458 Every unit from Army downward had its
own signal code for use with subordinate units. There 1is
no evidence that solution of these 3-figure Signal Codes
was. more difficult than solution of the 3-figure codes; -
nor is there any record of success either in totality or
currency of decipherment. Lt. Loeffler of Feste 10 did,
however, state that they were considered "special procedures
and "were studied in the appropriate section by specially
chosen cryptanalysts, for the most part also by the chief -
cryptanalyst "453 The solution time varied according to -

611808 R

'457Dettmann and Samsonov spoke of 3~rigure and b-figure '

"signal codes" described by members of KONA; but there-
are discrepancies between the two descriptions, and -
again it 1s impossible to determine where the mistake -
lies. The discussion as given by KONA 1 membera seema_-
generally more reliable. . B I,

Il9c.pu_;
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security, amount of material for overlapping, etc,;'énd
we can only assume that the Signal Codes were read as
congsistently and as fully as the 2-figure and 3-figure

codes they superseded,

52. - 4-figure codes.-- 4-figure codes were used by the
Army, Air Force, and- . They were used in the Army as
General Army Codes (called General Commanders® Codes), ,
and on lower operational levels by moblle formations such
as Tank and Mechanlzed Corps, Tank Armies, and Tank Admini-
stration and Supply Units. In NKVD, they were used on
Railway and Transport Nets. s . .

‘Solution was handled partly by the companies (FAK)
(There was a 4-figure section, as well as a 2-figure and a

‘3-figure section, in the organization of a typical company

cryptanalytic setup460, but in all probability mostly by
the NAAS and GdNA.) o ' . o
'~ 1st Lt. Schubert (of GANA) stated that, "The Russian

Army kﬁgs are 3- or 4-figure systems. The basis is the

same, "#01 Actually, the construction of 4-figure codes

- was in principle the same as in the case of 3-figure codes,

except that the basic book had a possible 10,000 groups
instead of 1,000.462 Schubert stated that there were in
the code perhaps only six or seven pagest63, each with a
block of consecutive numbers; but the description given by
the members¢ of KONA 1 indicates books of from 5 to 100

-pages. The latter seems,more~11kely.454 In any case,

the number of pages could vary from 5 to 100 {the Air Force
Codes usually had about 10,000 groups and the Army 5,000

~ or less), and each page could have variant page designation.465

460 o
I 19 p 11
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- 1ts successors "OKK 5" to "OKK 8

‘The actual construction of pages varied in u-figure code~-

books as much as it did in the >-figure code books, in
respect to alphabeticity and sequence of numbers, ete..
But the methods of enciphering the last two digits were
still more varied than those used in 3-figure systems:
substitution by row, digraph substitution (in comparison
to single-letter substitution in the case of 3-figure
codes), combinations of these two, abbreviated figures in
the substitution, and others.460 _Karrenberg, in his dis-
cussion of the "Russian Cryptanalysis course", given for
field training mentioned that "a 3-figure or ﬁ—figure code
can also be reciphered on an adder. For this purpose a

. text chosen at random 1s enciphered (likewise by the code)

and the code text added to or subtracted from (non-carrying)."u467

But there is no other indication in interrogations that

this method was met in actual practice. The general method

seems to have been variant page designations for the book

(2 figures), and encipherment of ‘the last 2 digits by

various means, includihg 2-figure Latin squares.uGG :
From May, 1941, the Air Force began to use 4-figure codes

in many different forms but often of the simplest construction.

In the middle of 1943 many mobile formations, Tank and '

Mechanized Corps, Tank Armles, and Tank Administration and

- Supply units also started using U4-figure codes. They were

also used by Rallway and Transport Nets.
Dettmann and Samsonov (of GANA) described the "first

%eneral army and alr force" code (4-figure with roughly

,600 groups, enciphered with_di%raphic substitution), and -

{General Commanders? Codes)

that rapidly replaced one another from 1939-41. OKK 5 was
captured in the Russo-Finnish war; and OKK 6, 7, and 8 were
captured in the Russo-German war. But Dettmenn and Samsonov

466 _ .
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insisted that, "All these systems were, however, recovered
by cryptanalysis before their capture and were made com-
pletely and currently readable."470 Lt. Loeffler (of Feste
10) stated that "a general army 4#-figure cipher was last
observed in use in North Persia in the winter 1941-42. It
had 50 pages, each designated by two alternative bigrams

and 100 lines to each gage,"471 There 1s no other Indication
.in the interrogations that four-figure codes were no longer,

or less frequently employed.%72 1In 1944, however, four-
figure Signal Codes (of the same form as the 3-figure Signal
Codes) made their appearance in the Army, especially with the
army groups,473 and probably superseded in great part, if.
not wholly, the 4-figure codes just discussed. IR

. Generally speaking, 4-figure codes were changed less
frequently than other codesl#74; but even tlien, the change
came too frequently to judge from Gerlich®s statement that
" a more frequent change of encipherment would have made
decipherment impossible."475 Certainly the U4-figure codes
gave German cryptanalysts a certain amount of trouble;
actually, a large amount of material was "absolutely necessary,
and the majority of unsolved 4-figure codes werﬁ abandoned
because of an’ insufficlent number of messages."476

470
"bp 18, p 55

4711 19¢ p 5 _ | o

uTQLt. Loeffler said only that a fdur-figure code was used

by the VI Guards Mech. Corps {(1lst Ukraine Front) from January
%835 to the end of hostilitles. It was captured in January,
9%45. . : . S
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478

lantain Holetzko (speaking mainly about 4 -figure air
force codeﬁ éground /ground), said that they were "only 60%
readable”.477 And Corporal Heudorf (of NAA 8) admitted
that later U-figure traffic on occasion provided some :
difficulty, but on the other hand recalled an JEngineer/
Unit in March and April, 1945, whose 4-figure messages were
read currently.%78

In the interrogations of KONA 1 members, the following

4-figure codes were listed as solved: 479

4-figure code of VI Guards Mech. Corps (lst Ukranian
Front) from January, 1945 to end of hostilitles

i figure code of 152 Independent Tank Brigade (60th
Army, 1lst Ukranian Front)

‘u-figure Signal Code of VI Guards Tank Corps (1lst
Ukranian Front) -

h—figure code of Tank Supply and Administration
Authorities of lst Ukranlian Front

4-figure code of 76th Reglonal Air Base (Russian 76 RAB)

Yopigure code of Supply Units of 13th Army (1lst
Ukranian Front)

Y-figure code of 3rd Guards Tank Army.
1st. Lt. Schubert, of GANA, said simply, "we broke. Army
three-and four-figure re-enciphered books. These were en-

clphered on a conversion table. Early in. the war wve ggad
most of this traffic, but at the end only 4o to 50%. 4

¥T71 75 p 10
I75p8
4791 19¢ pp 6-8
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53. b5-figure codes.-- 5-figure codes were used by the
Arumy, Air Force, and NKVD. In the Army, they were used by
the NKO {Defense Council), Army Groups, Armies, Corps, .
Divisions and Brigades. In the Alr Force, they were used
by Air Armies, Air Corps, Air Divisions, Regional Air Bases,
Anti-Airecraft Defense, Anti-Aircraft Corps, and Anti-Aircraft
Divisions. They contalned strategic, tactical, personnel
and supply matters, and political reports and directives.

With the exception of a short period in 1943, when KONA 1
did independent 5-figure cryptanalysis, solution of the
5-figure codes was handled exclusively by GdNA. _ _

In discussing the achievements of In 7/VI (predecessor
of GANA -),Lt. Col. Mettig said very glibly, "The breaking
of the Russian 5-figure recyphered code... was the most
outstanding cryptanalytic achlevement of In 7/VI. The . -
Russlan 5-figure was broken chiefly by Dettmann. "481 '
And elsevwhere, when rating the relative ilmportance of
cryptanalytic achievements contributing to total intelligence,
he was "most impressed by the continuous breaking of the
Russian 5-figure code despite the difficulties that were
experienced after the Spring of 1943."482 As the inter-
rogator pointed out in reference to this last statement of
Mettigi'“Even in this case, however, there exists the danger
that PW is laying more stress on organizational measures
carried out to facilitateythe'breakinﬁ of the code than .
on actual cryptographic achievement."4#383 It might be .
mentioned in passing that Dr. Otto Buggisch (of OKH/Chi and
.OKW/Chi) evaluated Mettig aﬂ {ollows: "Only a few fundamental
ideas about cryptanalysis."484 :

18
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- Certainly the evlidence from other Prisoner of War
interrogations pointed conclusively and without a doubt.
to an almost complete failure on the part of German crypt-
analysts to make any real progress with the solution of the
5-figure code. In the interrogations of members of KONA 1,
Corporal Althans (of the NAAS) clearly stated that success-
ful cryptanalysis of the 5-figure code was possible only 1if

1) there were a number of messages, at least three,

which had had the same additive applied; or

2) the 5-figure code had been captured.i85’

' Dettmann and Samsonovi86 talked at great length about
the 5-figure codes used by the Russians. According to them,
codes "0ll-A," "023-A," "OU5-A", "062-A", and "091-A",
used successively from the beginning of the Russo-German
war to the capitulation, did prove difficult for pure. crypt-
analytic solution; but they continued, "It is interesting
to point out that during the course of the wvar all the newly
appearing versions of the "cipher-code" were captured through
fortunate circumstances, and always so soon that the origi-
nals were almost always in the hands of the cryptanalyst ag
the instant of their being put into use by the Russians,"407

- Of course, this "continuous capture"” was an ald in solution,

under  such circumstances because of the one-time pad encipher-

‘ment. (See below for discussion of the encipherment itself)

As they said, the "individual" tables "offer almost complete
security against breaking. "488 .

485
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In the reports df nersonnel from NAA 11, Capt. Schmidt

stated that "with regerd to Russian traffic, the Abtellung
/Battalion/ did everything up to and including 4-figure.

5-figure they considered insoluble and forwarded to
GANA. "489 ' .
‘Corporal Karrenberg, (of GANA) discussing 5-letter and
5-figure codes used for operational orders, said, These
vere the so-called Blocknot codes, which were ohly used
once and were thereTore unbreakable."490 Elsewhere, in
his description of the "Russian Cryptanalysis course given
at GANA he stated flatly: _ _

"5-figure and S5-letter messages were not touched at
all. 1In general very little work was done on
decipherment of 5-group messages, although these con-
tained the most important operational reports. They
were only used to identify units and were oan read
if code books happened to have been captured.491

: In 1943, XONA 1 fog a period did 5-figure cryptanalysis
independently of GANA.492 But the general practice was for
a1l units to send 5-fiﬁure traffic directly to GdNA for
possible decipherment.%95 And as Karrenberg pointed out,
"even at the HQ of GANA little attention was given to the
5-figure messages and very little enthusiasm displayed in
working on it. Only the preambles were used to identify
units, from Blocknots and indicator groups.%9

*991 55, po 9 ana 11

49071 17306
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Finally, Lt. Schubert when questioned on possible success
on five-figure codes, replied- "In the Finnish campaign

~the book was captured and the Russians used the one-time pads
over again. Because of this we had considerable success.
Recently the Russians used the pads correctly, and oan very
few messages were read, these through re-encodements.” '

- This small measure of success was obviously due to the ful-
filment of the two conditions set forth by Corporal Althans
for successful cryptanalysis.496

Actually, the Finns had captured and turned over to the
Germans 8 Russian 5-figure book which was used continually
until the Russian-Finnish war. An additional copy had been
cajtured by the Germans. And though the Russians introduced
a nev 5-figure code on 1 April, 1942, the change-over was
faulty and it was possigle to establish 2,000 groups of the
new code within a week.497 But it is clear that after this
time, there was practically no success in 5-figure code so-
lution, though the Germans were able to establish the nature
of the book and the type of encipherument:

1

The 5-figure code books contained about 25,000 out
of the possible 100,000 groups, the pages belng numbered
0003999 with a hundred lines on each page. The Germans
never R?oke a book and any examples they had were cap-
tures. -

4

Alphabetic at first the 5-figure codebooks later became
partially alph&betic- they contained letters, words, phrases,
2-figure numbers, types of units, specific units of the Red
army, full stops and commas on every page, all designations
of types of tanks, ammunition, etc.

495

I15p1

496 above, p 28; I 19b report 25 p 43
kot
I178p8

4981 19¢c p 8
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. The encipherment was effected by applying additives taken
from enclphering pads known as BLOCKNOTS %& variable number of
sheets on which 50-100 5-figure groups appear:¢), Each pad
had a 5-figure number, and each sheet had a 2-figure number
running consecutively. There were five different types of
Blocknots: '

1) I - (individual): 50 pages, additive read off in
one direction only

2) 2 - (ecircular) - 30 pages, additive read off in

3) 08 {2) either direction

4) Notblock (emergency)

5) Blocknot used for passing on traffic %99

The distribution of Blocknots was carried cut centrally from
Moscow to Army Groups te Armles. The Army was responsibls for
thelr distribution throughout the lower levels. Occasionally
the same Blocknot was distributed to two units on different
parts of the front; and here the second condition for successful
cryptanalytlec success'established by Corporal Althans was ful-
filled: depth was established. "It seems that depths of up

to O were established a8t the beginning of the Russiap Campaign
but that no 5-flgure was broken after May 1943, %500

54, Address Codes.-- Address Codes (2-figure, 3-figure,
and 4-figure) were used by the Army for Army Groups, Armies,
and Independent Corps. They were used more widely by the Air
Force and the Anti-Aircraft Defense. e o
Solution of address codes was considered somewhat "special,"”
to judge from the statements in KONA 1 interrogations describing
cryptanalytic operations of the various unlts:

In the FAK: 15 to 20 people were adequate for company
o - - cryptanalysls. Special procedures-such-as
Signal Codes (3-figure and 4-figure) and
word codes and address codes (3-figure),
vwere studied by chosen crypt&nalgsts, some-
times by the chief cryptsnalyst.oO0l

y .
991 190 p 9

5007 19¢ p 10 ,
5011 19b report G‘p 11
106
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In the NAAS: Section 4 /new developments/ did the real
cryptanalysis: 1t normally concentrated on
difficult systems which the companies had
neither time nor manpower to deal with
adequately. It consisted mainly of mathe-
maticians and worked on, inter alia, addresses
(2-F, 3-F, 4-F)50z

Although mention was made in the KONA 1 interrogations of
2-figure address materilal, nothing was recorded in the interro-
gations on this subject except one statemenrt in the final
interrogation of NAA 1l personnel:

"Bigrams and Trigrams in Addresses

Blome Xnew of the two used separately, but could not
recall any case of the two in conjunction. He suggested
that this might accompany something he had seen, nanely
3 Z code mixed into 272 traffic."50 l

There was no record of extent or success of solution with
regard to 2-figure address codes. Likewise there wasz no
description of 4-figure address codes nor any statement regarding
the extent or success of solution.

Schubert of GANA stated that towards the close of hostili-
tles, the Russians were using & 3-figure code for addresses.

"in this code the clear position remained unchanged for periods,
but’ the ciphers were changed dailz These ciphers were in some
vay relqted to the call signs."50% The only description of
3-flgure address codes was given in the KONA 1 reports.505

02
I19 p1ll
5031 106 p 2
50“1 60 p 2

5051 19¢--"Annexe on Russian Codes and Ciphers"
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Three-figure address codes were used in connection with
5-figure messages;>06 their construction was similar to that

of the PT-39 or PT-42 codes,507 but they contained onlg figures,
unit designations, authorities, and words such as "for" or
"from." A code of this type was first used at the beginning

of 1944508 on the 1st and 2nd Ukrainian and the lst White Russian

fronts for communications between Army Groups and their re-
spective Armies, and Independent Corps. In the summer of 1944,
Armies began to use similar codes with their subordinate units;
and latterly the use of such codes increased still further.
According to the wmembers of KONA 1, the solution of these codes
given a fair amount of material, was generally easy.509 But
members of NAA 11 stated the following: '

© -PAddresses to verscnal names rather than titles were

- e¢ommon in 81Y Russian traffic, and this suggested the use
of initiais. The vasgueness of this ansver surprised interro-
gator who asked if the addresses, belng enciphered ¢n the
PT teble, were not read currently. The answer was that
unless the ssme address was used frequently and some outside
hint was given they were usually unable to read the address.
They supposed 1t used values which had special local wmeanings
added to the table.'510 S

5061 173 p 8

507“PT 42 was supersedéd by PT 43.. . It contained no letters
and was used for addresses, particularly by the Air Force

‘and - PWO (AA Defense.") I 19c¢ p 2

508 .
Dettmann and Samsonov gavel943 in DF 18 p 5

5091 1Gc p 4
5101 106 p 2
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55. Miscellaneous.-- Most of the statements given here
are tsken from the interrogations of members of KONA 1. It is
not the complete story, as the Prisoners of War themselves were

-aware-:

"In the above paper examples are given only of those
clphers whose basic construction was established. There
were many types of cipher which were only partially broken
and whose basic form could not be established, these are
not mentioned... . The number of Russian ciphers of all
sorts that were broken was about 3,000."511 .

a) Pour-letter codes. Two forms of four-letter code
firat appeared 1n practice traffic between Army Groups and Armies
and Independent Corps of the 1lst Ukraine Front in November, 1O44:

1} Revolving stencil: sheet of paper ruled off into
8 x 8 squares; a sheet with 16 holes superimposed
and revolved at 90° turns around the central point;
all 64 squares were filled; the text was enciphered
horizontally in 1, 2, 3, 4 positions; the cipher
text was read off horizontally. 4

2) Transposition: a keyword gave the key; the text
wvas written in vertically according to the key,
and upwards or downwards according to instructions;
the cipher text was read off horizontally.

The contents were usually about tactical signal matters
through "recently /19447 units and positions were nemed, "512

On the subject of transposition systems, Gerlich {(of GANA,
Group IV, Section 3) said only this:

"These were comparatively rarely used by the Russians...
I do not know whether such transposition systems were solved
at Sigint. Stn. 1, however, I know that transposition mes-
sages were belng read that "stencils", etc. were used; how-
ever, I think they were solved at General of Sig. Int's."513

5117 19¢ p 11

5121 19¢ p 10

2131 191 p 10
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b) Word-Code. From the middle of 1944 a word code was used
in the area of the 2nd Ukranian Front. The book consisted of
2 halves each designated by a word such as SEVER ZAPAD /literally,
North West/; clear groups were in 2 columns; each half of the cods
contained a number of columns with cover words. The words
identified were only used by the Army and contained strategic
and tactical reports and the names of units. ghey were small
in size and contained only essential groups.5l% Schubert added
that they were called TARNTAFEIN.515 There was no statement

regarding extent of solutilon.

e¢) Periodic and Columnar Substitutions. Corporal Karrenberg .
stated, 1n discussing the "Russian Cryptanalysis Course,” "/These,
rarely appear 1in Russian cipher systems... . Periodic and columma:
substitutions concluded the sections on substitution systems in
the course, Not so much time was spent on them as they are
rarely encountered in practice."516

d) Coordinate systews. "These were very varied. Armies
made up thelr own systems and arbitrary reference poilnts and
grids were used."51¥

e) Machine ciphers. The handling of teleprinter traffic
has been wentloned earlier in this chapter in description of
GANA duties. It was processed exclusively at GdNA. Lt. Schubert
stated that teleprinter trafflc was worked on in the wachine
section /Group VI7/; he thought that messages in depth had been

" read, but was uncertain whether the machine had been recovered.

He himself never worked on machines, but knew that the Russians
had a machine 1n use 8lready at the beginning of the war, but not
on military traffic.518

51#1 19¢ pp 10, 11

>115p 9
5161 166 pp 54, 62 . |
5171 19c p 11 See also DF 18 pp'72-75 for details

5187 15 pp 8-9
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Corporal Karrenberg({of GdNA) spoke of "Bandwurm," and
defined it as Russian Baudot letter "strip," not to be confused
with Russian 5-letter traffic also carried on Baudot lines. The
Germans did not capture any of the apparatus used, but felt that
it consisted of 2 parts: 1) a Baudot teleprinter and 2) a cipher
attachment consisting of 5 small vwheels driven by one large
wheel.519 Depths were frequent, but the Germans did not seem
to have any attempt to reconstruct the wheel patterns. The
system used by the Army and Air Force and to a lesser extent by
NKVD. 520 - .

Dr. Otto Buggisch {of OKH/Chi) went into somewhat more

historical detall and stated that:

1) In 1943 (He heard), Goering's Research Bureau Forschung-
samt, abbreviated FA) had claimed some success on a Russian tele-

type pachine and had recreated the aﬁtion,521
: 2? Late in 1943 and early in 1944, OKH itself began to

intercept non-morse, S-impulse traffic (called "Hughes" by
Buggisch). The Mathematics section of In 7/VI (see Vol. V,
Chapter II, on organization) vworked on it; at the end of 1943,
there was a "Kompromiss,” and a depth of 8 messages with the

" same setting was created. The section was able to recover

1400 letters of pure key, and to determine that the traffic was

~ derived from a 5-figure code. The Germans postulated a machine

ﬁ;ge the German T 43, but was not able to prove any theories they

3) Hollerith wachinery was devised to locate depths, but in
actuality only three or four more depths were found and were of
no long-termed value. : : '

4) The traffic (Buggisch thought, since he left the section
in June) slumped off in 1944, and LNA took steps to improve
reception.522 :

19_
5 91 30 p 2

5201 50 5 2

I176 p 6; I 64 p 2
5221 64 p 2
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"Buggisch stressed one fact which had surprised him, that they

. had never had information about either of these machines (he

assumed that the one the FA broke was not the same because of

"the difference of cycles) from PW or agent sources."523

The number of links, according to Corporal Karrenberg,
varied according to the number of armies, with a maximum of 8.
One end of link was Moscow, the other mobile. After 1944, no
work was done on the traffic except on the spot. No vital clues

to the system were given away by the Russians,sgﬂough their

security precautions were not considered good.

56. NKVD and Agents' Codes. NKVD Codes were simple mono-
alphabetic substitution, 2-figure, 3-figure, 4-figure, 5-figure,
and 5-letter types. They were used without any apparent reason
on two large networks: 1) the networks of the RKVD Central
Authorities’ (the networks were subdivided into those of Security
Troops, Frontier Troops, and Rallway and Convoy Troops); 2) the
networks of NKVD Formation (communication between units attached
to Army Front Staffs). 4-figure and 5-figure codes were used
on the front lines: there was a 4-figure code, for example, used
by the military police, and a general 4-figure code used on Staff-
Regiment-Battalion links. o
' Solution of NKVD codes was handled by the NAAS and GANA. .
"The traffic of the NKVD formed a special group of Russian wire-.
less traffic. The distinction applied equally to the manner
of conducting traffic and to the message themselves."525 The
German Army cryptanalysts reflected this Russian "distinction"
in their own attacks on NEVD systems, allocating the work--
again as 1n regular army and air force traffics--to levels of
operation determined by difficulty of solution. Lt. Ed. Woellner
{of KONA 1) stated that traffic was always covered, but
only by Long Range Sigint'[ihe FA§7. Evaluation and cryptanalysis
wvere done by NAAS."520 0On this same subject, Lt. Loeffler {of
Feste 10) stated that "all NKVD signals originating in the regi-

ment's area were worked on in the NAAS, others were sent on to
LNA,"527 But in neither case was there specified what type of

NKVD traffic was worked on, and what type was passed to higher
echelons. Apparently, the distinction corresponded to that
observed in the case of actual army traffic. All lower-level

5231 64 pp 2,3
5241 153 p 7
5251 19b, report 28, p 47 -

5261 19b,report 27 p 46
527 . .
I 19b,report 6, pp 9, 10 1%
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operational codes (up through 4-figure, e.g) could be handled
by NAAS. The five-figure codes were not dealt with y the
KONA, but handled by %0 to 50 men in LNA at Zossen520 where

Lt. Loeffler "thought that & good deal of success was obtained
in the case of the Far Eastern traffic." Dettmann and Samsonov
substantiated this point, In their discussion of the German
army eryptanalytic effort:523

"All the five-place message material from the Army or
the Airforce, as well as the NKVD messages, was sub-
mitted for the exclusive processing of the General
of Communications Intelligence” /GANA/

They also gave full descriptions of NKVD systems 530  (There
was no discrepancy between the facts in their report and the
facts given by Lt. Loeffler.) The details of description were
scattered throughout the report according to types of encipher-
ment. They mentioned the following:

a) Mono-alphabetic substitution systems common to all
NKVD organizations
b} Conversion systems [fubstitution and additité7
1936: 4-figure code: 2500 values; used in
- district
; : by 1939: three 4-figure conversion systems,
codebooks of up to 5,000 values; enciphered
by digraphic substitution or conversion
tables
1939: first general NKVD 4-figure code; 10,000
: book positions enciphered first by single
digit substitution. later by additive

I 19¢ p 12
>29pp 18 p 83
530

DF 18 pp 62-71
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533

At time of capitulation: three 4-figure systems:
(ZERNO, NEVA, VIZA, see infra) used respectively

by
1l) NKVD troops
2 NKVD border defense troops
3 NKVD security troops 531

(200 messages were read daily in all three)

last of larger systems: ' 5-figure railway code:
2500 groups; digraphic substitution
encipherment few 3-figure smaller codes (read
currently) letter transposition codes: never
found in NKVD traffic number serles:

1940:4-figure; single letter conversion encipherment
(1941 - 1942 ): 4-figure; enciphered by text
key (letters equalling numbersg

1942:4-figure enciphered by military technical wanual
(used by Interior troops) until end of 1G44:
general encipherment combining single digit
conversion and Gema Tables {no description of
these 1s given)

Private Huchting (of Feste 10)532, speaking primarily from
a traffic analysis point of view, gave the breakdown of NKVD

nets:
1) Networks of the Central Authority, subdivided into
a) Central Authority of the Security Troops
b) Central Authority of the Frontier Troops
¢) Central Authority of the Security Troops
(Divisions and Brigades of the Back Areag
d) Central Authority of the Railway Troops
2) Networks of Formation, consisting of communications
between commanders of the securlity troops at
front Staffs and their regiments and between the
latter and their battalions.533

5315, Schubert's report, I 26
5321 19b report 28, p 47

I 19b p 48
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A close watch was kept on the networks of la, because they
carried communications between the central NKVD authority
in Moscow and the commanders of Security troops workling
with the Army groups, the directing staffs North and South,
and the "less interesting independent Company Headquarters
Signals regiments.” The messages were not readable.5>
Messages passed on formation networks, however, were"for the
most part readable.”535 1In addition to the monitoring of

" Central Authority NKVD--Front HQ. NKVD and Front Staffs

(Frontier Regiments) traffic, close watch was kept on traffic
from regiments to battalions, because "most of the messages
could be read. They mentioned army units by name, etc."530
("Treffic of rear NKVD troovs and of the Signals regiments were
of no interest, and were not covered by KONA 1.%537 .

' Lt. Schubert (of GANA) stated, "After my studies /winter
of 1941/, I was posted to a cryptanalytic course at OKH. Since

I have functioned as a cryptanalyst. I worked on Russian Army

t11l March, 1943. Then KONA 6 was given the comuiltment of
covering Russian partisans, and I worked on that till September
of that year.. After that KONA 6 was dissolved... . I went
10 GANA... .and took over all Eastern Cryptanalysis branches:
Army, NKVD, and Partisan§7."538 Lt. Schubert was familiar

with the same codes mentioned in Private Huchting's net break-
down (la, 1b, 1d): Security Troops!, Frontier Troops®,

and Railway and Convoy Troops' codes, but.mentioned also "one
or two ciphers of NKGB... .the 4th section of NKVD, "539 con-
cerned with measures against enemy agents and thelr own active
espionage. -

5341 19b, rebort 28 p 47
5351 19v p 48

53619‘0', report 27 p 46
5371 19b p 46

5381 26 p 1

539I 26 p 3
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. Lt. Schubert spoke of two 5-figure codes: the SMERSCH
/operations of Russian agents/ organization code (with an
individual subtractor); and the Railways Troops Code (actually
a8 4-figure code, enciphered by substitution tables, the 5th .
digit representing the quadrant on the page 1ln which the

group appeared).5*0 But he was much more familiar with 4-
figure NKVD Codes, which were apparently much more exploitable
than the 5-figure codes. - '

. The Security Troops Codes were of two types. One was

used forward of regiment, when a regiment was used in approxi-
netely an Army Group Sector {"it is a cipher, therefore, used
forward of Army Group")54%1 This particular code ran for a
comparatively long period; "the last one which was still valid
in the middle of February when I left OKH, had already been
running 1 1/2 years." This code was alphabetical and contained
100 pages, 25 or 50 groups per page; it was enciphered by means
" of an enciphered indicator which provided for page and position
substitution, the result of which was again enciphered by a
substitution table. Thes¢ substitution tables were also valid
for a longer time and varied with the network.542 The additives
on the page did not change, only the substitution table.

The second type, a code used rearwards of regiment, was
enciphered by a figure subtractor originally taken from tables
(up to Sept. 1944). The same tables could appear on different
networks, and since the subtractor was used very frequently,

"it was not uncommon for 20 messages to have the same sub-
tractor."543 In October, 1945, 2 subtractors were used, taken
from different tables; and the indicators for the 2nd subtractor
were enciphered with the first one.54%4 1In spite of the potentiz?
difficulties involved in this method of encipherment, the system
vas solved by February 15, 1945, though mainly because of bad
Russian usage of the systei.

5401 26 p 4 ; see also DF 18 p 67

5417y 26 p 3 -
“5421 26 p 3

5u31‘26 P3

5441 26 p 4
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. The Frontier Troops Code was exacitly like the Security
Troops Code rearwards of regiment, with a different basic
book, at least in traffic out of Leningrad.5%5 (Lt. Schubert
made a statement on the Railways and Convoy Troops Code
guoted above). '

The four-figure NKVD codes exploited by KONA 1 were
used by front line units (reziments and battalions) mainly
employed as Military Police. "From 1933-42, RUZCU /Russian,
4-figure, Code 4/ was in use. It consisted of a 100 page
alphabetic book each with a hundred lines. Recipher was carried
out bﬁ meansg of 31 bigram tables. It was broken by the Germans
in 1940."54%0 "only one code book {known to the Germans
R4ZC 1800 and to the Russians as KODOWAA TABLICA "ZERNO") was
used by the NKVD from October 1943 until the end of 1944,

It was used from Battalion upwards to Front HQ's."S4T

The R421800 code (which was captured in the summer of
1944)548 was described by four different people: Corporal
Thomas of NAAS 1 (as report no. 29, I 19b); Karl Exter, of
NAA 11 (I 55); Lt. Loeffler of Feste 10 (as Annex I to I 19¢)
and the personnel of NAA 11.5%9 It would seem to be the most
important, if not the only 4-figure code solved and readable.
"RZ 1800 was the general code of NKVD introduced in February,

1944, as successor to RZZ%180; The White Sea Code550, broken
by NAA 11, was an older /19427 code used from 1943 to the

fall of 1944. Then the White Sea Command adopted the RZ 1800
5%71 19¢ p 13

5471 19¢ p 12

5481 106 p 5

4 . ;
> 91 166 p 5 .

550mhe White Sea Code was tackled by NAA 11 from April to
July 1944, and about 60% of the traffic was solved, almost
entirely on higher links. . There was a different "key" for
each KONA, and by them to their subordinate units, in all 6.
Solution was only relative, never basic. I 166 p 6
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itself... .It was used on the highest levels, Staff to

Regiment and Reglment to Battalion. No addition was ever
used with it. The code was still used in September 1944
and possibly in April 1945.%"551 Although there vere slight
discrepancies in the accounts, 1t can be established that.

‘this particular code was alphabetic, and had 50 pages, each

consisting of 50 lines-- a total of 2500 groups. The encipher-
ment was carried out by 1) a "chiffrant” and 2) digraphic

. subgstltution tables. The "chiffrant" consisted of flgures

0-9, in random order printed at the top of the page, {a differ-
ent order for each page): one figure in this "chiffrant,"
determined by the 3rd figure of the indicator group, was added
to the numbers of the lines on the page before they were en-
ciphered by the digraphic tables.

Ten sets of 2 digraphic tables (each 10 x 10), the sets
numbered 0-9, were used to encipher the 2 halves of the 4-figure
group; the set number for enciphering the line was the 2nd
dlgit of the indicator group; the set number for the page, the
fourth., A series of substitution tables was current for a
period of from 2 to 6 months.552 The first digit of the in-
dicator group was a dummy, and the indicator group itself waxu
inserted in clear in one of the first ten groups of the
message.553 | -

1
25 I1106p5

(s
fI 19¢ p 12

553
, 2 I 1% p 13
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» Though the emphasis was put by the Prisoners of War on
Y-figure NKVD codes, it should be pointed out that a great
variety of encipherments were worked on, though not all
read. Karrenberg (of GANA) gave the following breakdown of
nets and types of codes used:

Administrauion networks: usually sent 5-flgure messages
and, less often, 4-figure and 5-letter messages.

- Frontier networks: used 4-and 5-figure codes: on
regimental networks, also 2-figure systems.

Black Sea Fleet: used 3-figure and 5-figure codes
networks from divisional level downward: used
2-figure and 3-~figure, plain 1aﬁguage and figure
messages with plain language.55

Corporal Exter (of NAA 11) stated555 that he worked on 2-figure
NKVD {("used up to end of hostilities"); and on L4-figure codes
of the NKVD type described by him as RZ4C1800 and codebooks
enciphered with an additive. "In this latter type, they had
had considerable success with traffic of an NKVD net on the
White Sea Front, controlled from the NKVD HQ at Archangel,
but that was with a captured basic book and instructions for
the system... .They could not cope with 5-figure, that was
sent on to Berlin. 556

In general, certain elements seemed to be constant in all
NKVD codes: contrary to regular Army usage, NKVD messages were
enciphered on the same system for man g months557 ; NKVD codes
vere always arranged alphabetically559; and all NKVD messages,
yhether 5-letter or 4-figure or 5- figure, had the date in the
penultimate group.559

N
"' 173 vp 13-14

555I.55 p 11
5561 55 p 11 |
5571 167 p 5; I 26 p &4

8 J
20 I 167 p 6 -

559
"1 173 p 35; I 19¢ p 13
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b} Agents' Codes. . Agents’ Codes included codes used
by agents, gueriilas, and "Kundschafter."560 All types of
systems were used, from substitutions, double transpositions,
grilles, and subtractors to one-time pads (tape). Solution
vas always done centrally 1n Berlin. :

"The solution of agent, guerilla, and "Kundschafter"
traffic was the responsibllity of Referat 3¢ /Jof Group IV,
GANA/... .Solution depended mainly on captured material to
accomplish solution. Some agent traffic was one’time tape
and therefore unbreakable. By and large the Gruppe déd not
place much value on agent traffic and neglected 1it."561

It should be pointed out that Russlan agent systems
were not handled exclusively by OKH/GANA/IV/3c, who really
were processing the traffic from the viewpoint of military
operations (countermeasures against the partisans, for example).
The agent systems vwere also handled by:

1) The Radio Defense Corps, (Oberkommando der Wehrmacht,
Wehrmacht Nachrichtenverbindungen, abbreviated
(Amtsgruppe OKW/AgWNV/FU III) who were responsible for
locating, eliminating, or neutralizing all enemy ‘
agents' radio activities.562 Preliminary reading,
especially when the code was ca ture% or the system
recognized, was done by WNV/FU/III.5 5 For more
difficult cryptanalysis, traffic was turned ogﬁr to
OKW/Chi, and worked on in the Referat VAUCK.50
"Dr Vauek and his section used to be with OKW/Chi
but were transferred to WNV/FU/III. They continued
to be controlled by OKW/Chi and passed their results
to them. Vauck was then posted to OKH."565

560Def1ned bj Dettmann and Samsonov &s an agent dropped for a

single specific mission, e.g., blowing up a bridge; a
Kundschafter was more "localized" whereas the agent was
mobile. I 116 p 7

5611 116 p T

5621F 176, foreword
5631p 176 p 13

56L‘See also I 115 p 2 '
5651 21, p 4; cf. also I 115 p 7, par 37-40 and D 60 p 16

‘I’ | 120
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2) Some agents' traffic was picked up independently of
OKW/WNV/FU (III) by the regular police (Ordnungs-
polizel, abbreviated ORPO) who sent thelr traffic
to Kurt Sauerbiler of Goering’s Research Bureau
(Forsehungsamt, abbreviated FA), Hauptabteilung IV,
Referat 9c;50% this was.an entirely independent,

gersonal relationship between the ORPO and Sauerbiler.507
auerbier's superior in the FA, Speciallst Wenzer,

an expert in Agents' Systems, was sent from the

FA by WNV/FU/III t¢ assist Lt. Schubert of OKH/GANA,
in January, 19445 8 on Polish Reslistance Movement
Traffic. ’

There vas, consequently, a certain duplication of effort
and a2 certain amount of confusion as a result of this arrange-
ment.569 There were also conflicting opinions on the successes
achieved. Schubert reported that "Russian agents® systems were
tried by Vauck, who said they could not be solved. Later,
he said that they were digit substitutions and P/L enciphered
vith a one~-time running key derived from a book."570 But, in
another report, he stated that he could not remember enough
about agents' codes to give details which were in many cases not
known. In the widdle of 1944, for example, the Russians had,
he thought, about 3000 agents spread over all areas, and it was
impossible to pick out one system and say that it was used in
one aref ., Moreover, he pointed out that he himself had worked
only on Partisan and Kundschafter traffic and knew of other
systems only indirectly. Nevertheless, in his first interro-
gation; he stated that Agent'’s codes were of two types:

1. Double transpositions and grilles
2. Subtractors.

566See the whole report of the homework of Sauerbiler, I 164
56T1p 162

5681 26 p 7
569D 60, pp 19-20
57101 21 p &
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code
were

"Double transposition was only used by partisans end not
by sples." The system was completely unbreakable.5Tl He
vent into more detall about substitution systems.572 They
consist of three elements: :

1.

B,
3.

The basic cipher {code), 1.e., the substitution
of the plain text by a substitution system

The encipherment by figure subtractor

The enclipherment of the indicators

The basic cipher: on certain links, a 3- or 4-figure

vas used; in general, however, simple substitution systems

employed.57>

The subtractor: these were of three different kinds:

a.

They were printed on teleprinter rolls (the most
frequently used and called "Blocknot rulon" by the

Russians); the rolls had 5-figure numbers which

were given in clear as indicators in Partisan
traffic, not in Spy-traffic : . :
They were taken from tables. There were 4 basic
systems: & simple enciphering with a table of
100-300 groups, used especlally in NKGB Leningrad
traffic %501Ved); 100 enciphering pages, used es-
peclally in NKGB Leningrad traffic (solved); a
double encipherment (table of 30 lines, each line,
10 groups) (solved); a special very complicated
mixing procedure (not solved)
They vwere built up from an indicator: simple addition
in columns, simple cross addition, addition in
column with &8 key phrase, cross addition with a
key phrase, substituted cross addition, subtractor
bexes.

5711 26 pp 3, 5

5T21n the appendix to I 26, written as a single report on
code-systems of the Russian Partisans and Spies (from which
report the materia}.given below is taken

5T3por detalls, see I 26 p 8
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The indicator: 'indicators based on a&a roll, were always
inserted 1In plaln. Apart from & very few exceptions, there
vere always two indicators. The encipherment could be
broken under the following conditions:

when both indicators were enciphered in the sanme
systems

when there were messages on the same key.

when indicators consisted of 5 different figures
when indicator was known by virtue of the
circumstances.57

RO P .

Lt. Schubert also mentioned575 & third type of encipher-
ment, by occasional simple substitutlon systems; but he gave
no details on the types of substitutions or wmethods of solution.
In conclusion, the interrogator said: ,

The above gives the most important cipher used by
Russian Partisans and sples, as far as they are known
from breaks, captured documents and POW statements.
Systems used In the Balkans are not included bﬁ
are of a similar type. After the middle of 1944, W/T
traffic of the partisans and spies dropped heavily,
ags they were constantly being overtaken by the advance
of ‘the Red Army. "576

4
o7 I 26 p 13 Note: on P 5 of the original 1nterrogation,

Schubert said of subtractor systems:
"one could talk a whole day describing these methodé.

There was in existence a report of over 50 typed pages...“.
There was rarely enough depth to bresk these tables."

575

I 26 appendix : : ' R
576 '

I26p 14
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VOLUME 4

Chapter VI

Section C. ILiaison with other Agencies on Russian

Cryptanalysis
Paragraph
Liaison with the Slgnal Intelligence Agency of the
Supreme Command of the Armed FOrCeS.....eocovoses eeoe BT
Liaison with the Signal Intelllgence Agency of the g _
Air Force High Command........ o b B e B s m b ... 58
Liaiscn with the Signal Intelligence Agency of the '
Navy High Commdnd......ove.u. PR B S - e B 59
Liaison with Goering's Research Bure@U.......... basurdebs - 60
wwdlfilizon with the Forelgn Office Cryptanalytlec Section..... 61
lialson with the JaPSNEEE. . vt vve e ovnonenanes PYISTT coo s H2-
Liaison with the Finns..... Bpbarodbndbam finn oy Faskvebsses OF

57. ldaison with the Signal Intelligence Agency of the
Suoreme Command ¢f the Araed Forces.-- The lialson obetween

the Signal Intelligence Agency of the Army High Command
{CXH/GANA) and OKW/Chi was close because of the joint deriva-
tion of both offices from the Codes 2nd Ciphers Section of

the Defense Minlstry, and because of the joint and simultaneous
contrcl of OKW and OKH signal activities in the person of the
Chef ¥NW and Chef WNV {Chef des Heeresnachrichtenverbindungs-
wesens and Chef des Wehrmachtnachrichtenverbindungsabteilung).
A certain amount of jealousy existed on the top levels of
signal intelligencg operations, and "lialson between specialists
was digcouraged. 58]l Nevertheless, there were specific cases
of specialist inter-ssrvice cooperation on Russian cpryptanalysis.

58

11 50 p 10
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582

The Russian Referat of In 7/VI, under Lt. Dettwann (and,
for a time, urder Professor Novopaschenny) which was detached
to the Chief, Army Signals Communicatlon Agency (Chef des
Heeresnachrichtenverbindungwesen, abbreviated Chef HNW/(HILS)),
in Loetzen, had had considerables initlal success on & Russlan
5-figure code until the spring of 1942, In 1942/probably_
April 1, when the Russians introduced a new 5-figure code/
0OKw/Chi sent a special Russian "party” to HLS/Ost to col-
laborate with the OKH cryptanalysts there in the solution of
a Russian 5-figure code. Professor Novopaschenny, head of
that GKW/Chi party, returned tc Berlin in 1943; but the f
cryptanazlysts who had gone with him were absorbed into HLS/Ost
and remained there. During 1942-43;, Lt. Dettmenn {of HLS/Ost)
was also passing considerable Russian 5-letter traffic to
OKW/Chi in Berlin for solution.582 »

In February 1943, the language department of the Radlo
Defense Corps {Oberkommando der Wehrmacht, Wehrmachtnachrichten-

- verbindung, Funkueberwachung, abbreviated OKW/WNV/FU) headed

by Ferner, began collaboration on Agents' Codes with OKH/In T/VI.
By the end of March, In 7/VI had given to Fenner's section all
agents' traffic intercepted since 1941. Solution was begun,
and the results achleved by Fenner were passed on to In T7/VI.
Somewhat later, liaison on this particular problem disintegrated,
however, since In 7/VI was uncooperative about turning traffic
over to Fenner. :

There were no other specific examples in TICOM sources of
cooperation by OKW/Chi with OKH/GANA on Russian cryptanalysis.
It is known only that OKW/Chi regularly used the IBM machinery
of OKH in their cryptanalytic gork.5

I 316 p2

8
- 3I Go p 13; L 67 p 2
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58. Liaison with the Signal Intelligence Agency cf the
Air Force High Commanc.-- Relations between the Signal Intelli-
‘gence Service of ihe Alr Force High Comuand {Oberkommando '
der Lufiwaffe Generalnachrichtenfuehrer Abteilung III,
abbreviated OXL/Gen Nafu/III) and OKHY/GANA were on the whole
good. On a very high level, reports and information were
exchanged, and periodic meetings were held to discuss tech-
‘nlques and experience.5 On an operational level, the 3rd
Battalion of Air Signels Regiment 353 (Luftnachrichten Regi-
ment 353, abbreviated LN Regt 353) {on the southern sector
of the Russian front) collaborated with XONAs 1 and 8 of the
Ariry Lialson officers were exchanged and evaluation closely
coordinated.585 The German Air Force Signal Intelligence
Service often helped £1ll in the gaps through their work on
ailr armies when the Soviet land army observed vadio silence.586
It should be poirnted out in review that the Signal Intelligence
Regiments (KONAs) on the Eastern front intercepted and solved
- a great deal of Russlan Alr Force Traffic as well as Army and
NEVD traffic; and Prisoners of War discussed the cryptanalytic
worlik on Air Force systems not &s s special task but as part
of their general "army" assignment. Cooperation on cryptanalytic
problems was good after 1943; and it can be assumed that the
liaizon on traffic analysis and evaluation was close and
constant. : :

]

59. Ilaison with the Signal Intelligence Agency of the
Navy High Command.-- In 1%3 relations with other agencies,
the Signal Intelligence Agency of the Navy High Command
{Oberkommandc der Marine, Seekriegsleitung IV, III, abbreviated
ORM/SEL IV/II1) maintained a traditional aloofness. There
was 0o statement in TICOM sources of specific cooperation with.

58%

585
586

I 126 p 14
I130 p 15
IF 186 ' Y




DOCID: 3486746

OKH/GANA on Russian cryptenalysis. Lt. Schubert {of OKH/GANA),
who attempted to establish some sort of liaison with the Navy,
stated simply: | : ,

"I sndeavored to aschieve cooperation between the Army

- and-the Navy. This task was actually no concern of mine.
A naval officer was detached for six weeks who looked at
811 Army systems originating 1ln the West and the East and
I went to him to attempt some settlement. I tried to
achieve collaboration, but later events upset things.
There are practically no pointy of contact between Army
and Navy--as regards the Russians."507

60. ,Liaisbn with Goering's Research Buresu.-- Crypt-
analysts of the Signal Intelligence Agency of the Army High
Command {OKH/GANA) were not too well informed on the organi-

~ zation or operations of the cryptanalytic unit of Goering's .

Research Bureau (Forschungsamt, abbreviated FA). Liaison

did exlat, however, between the two organizations, and took
the form of actuwal division of tasks, gharing of personnel,
and cooperatlon on IBM developwents.583 pu, Buggisch stated
that (he had heard in 1943) the FA was able to break and

read Russian teletype traffic,589 though he did not know

know may details. On another occaslion, however, he stated
(revealing that there must have been at least & modicum of
diaison,590 "The FA had analysed a Russian cipher teleprinter
system in 1943 and recognized that it wust have been based

on 2 machine having certain similarities with the German SZ 40.
After a short time the Russians altered the system. The FA
then communicated its results to my unit and was given as a
kind of recompense a report on the solution of a German cipher
teleprinter. This was one of the very rare cases where FA and
In 7/VI exchanged results." . .

587
588

I26p2

It should be pointed out that Col. Mettig objected to lialson
with the FA, however, because of the "S5" taint, and that

Dr. Bu%gisch of GANA considered liaison with the FA "bad.
anyway" I 64 p 2 ' '

C ' .
58”f‘or details see above, Volume 4, Chepter VI, section on
machine ciphers

5901 176 p 6
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The 1laison between OKH/GANA and the FA has already
been discussed in this chapter, wlth »eference to the visit
of Specialist Wenzel of the FA to OKI/GANA to help Lt.
Schubert on Polish Resistance Movement traffic.

With regard to cooperation on IBM developments, there
was no statemsnt about specific Russlan eryptanalytlc
problems in TICOM interrogatlons., It is known that the
Signal Intelligence Agency of the Army High Comnand took
the lead in the development and application of IBM machinery
to cryptenalysis, however, and thelr machinery was made ‘
available to other agencies. Traznow (of the Signal Intelli-
gence Agency of the Navy High Coumand, {OKM/SKiL, IV/III) stated:

"Ahout March 1942 we paid a visit, in conjunction
with the GAF and the FA, to the OKH Hollerith/IBM7
department in Berlin... ."591

Since there was no evidence in TICOM sources of coordinated
application of IBM machines to speciflc Russian cryptanalytic
problems, 1t can only be aasumed that such liaison exlsted.

61. Liaison with the Foreign Office Cryptanalytic Section.--
There was no statsment In TICOM interrogations about any '
liaison between OKH/GANA and Pers Z S’'on Russian cryptanalysis.

- 62. Liaison with the Japanese.-- When asked about liaison
with the Japanese on cryptanalytic problems, Dr. Buggisch

said he "did not know about OK¥--but had never heard of any--
and as for OKH he was sure that there had never been any Japs

around in the flesh or any liaison he knew of."592 Actually,
it seenms, there was a certalin amount of alleged llaison with

5911 yu6 p 17
5921 64 p 3
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Japan; for, as Dettmann and Samsonov pointed out, “the
Russian Referat had been visited at Loetzen in 1942 by two
Japanese officers.b593 The Japanese were given a polite
reception but shown very ilttle of anyihing, and no so-
lution work: thelr tour lasted only three to four hours.
The Japanese said they had solved the Russian OKK 6 and
OKK 7, otherwise no Rusalan 5-figure trarfic.59% For all
intents and purposes, there was liaison only on paper,
certainly no collaboration on solution techniques or ex-
change of informatioii. ‘

63. lLlaison with the Finns.-- Quite the contrary wves
true ir the case of lialson with Finland. "Liaison on all
cryptanalytic matters was excellent."95 The Germans, to
begin with, had 2 very high opinlon of Finnish cryptanalysts:596
"The Finnish crypt personnel were considered outstanding
and the exchange vas a great benefit to NAA 11."597 '

The main Finnish unlt was RTK, "Radio Telegraf Kompenle."
It was of battalion sirength, with one motorized company and a
fixed unit of about 200 men, located &t Sortevala. RTK had
about 70 cryptanalytic wen, wmostly officers, headed by
Captain of the Reserve, Erkki Psle. It also had evaluation
wen.590 The Finng worked largely on Army traffic and had

- no separate unit for Alr Force Signal Intelligence coperationms.

59371 116 p 9

59%1 116 p 9
5951 106 P 3
5961 116 » 10
5971 106 p.3
5981 116 p 10 -

[}
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_ Lt. Dettmann visited Finland in 1942 and exchanged
technical letters from that time on. But the first German
liaison officer with the Finns was Captain Marguardt {later
head of Group I, GANA, not a cryptanalyst); he was succeeded
by 1st Lt. Rlemerschmidt, 'wvho was stationed directly at RTK
{the Alr Force Liaison officer, lst Lt. Vastz, was stationed
at Finnish EQ's in Mikkeli), and had a direct radio link to
NAA 11. 1In return, the Pinns had a liaslson officer at
Loetzen from 1942, lst Lt. Mje-Koja (also not a cryptanalyst),
who was succeedsd by lst Lt. Ohn; in addition, small Finhish
parties visited N3A 11 from time to time.599 :
Results were exchanged between the Finns and NAA 11

- pvery two or three days, and NAA 11 varied its cryptanalytic

priocrities to give #ull attention to any special links required
by the Finns; in return, information and solution from LNA

. to Sortavala were sent to FAA 1l: "On one occasion (the

captured RZ 1800) this was faster than the direct transmission
from LEA to NAA11l 600 The Finns solved 3-figure and 4-figure
codes extensively, with emphasls on NEVD material. They had
no sueccess with 5-figure traffiec and "never captured any
copies of those codes as far as Schmidt knew."001 This is,
of courss, not true: see the section on 5-figure solution
{Volume IV, Chapter VI) for an account of Finnish capture
and deliverg and CGevman exploltation of the Russian 5-figure
code book.602 The Germans sometimes used Finnish equipment
and vice verse, but they "gave the Finns wuch adviee..no
physieal help."603 Anad Capt. Schuidt stated that, "NAA 11
never ‘got straighit intelligence from the Finns or vice versa.
"Phis was characteristic of the general German-Finnish undewr-
standing that lapland was & German ares for operations with
South Finland allotted to the Finns. "60%4 .
It should bs pointed out, in passing, that there was no
statement in TJICOM interrogations about any lialson whatsoaver
‘with Huogary and Italy, German's other allles.

2991 116 p 10; 1 106 p 3; 121 p 2
6001106 p 3

6017 305 p 3 -

6021-15 ol

6031 106 p3
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VOLUME §
‘Chapter VI, Ru33¢an Crybtanaly31s

Section D. Successes and Failures

Paragraph
Successes and'f&ilures,......;,,..}...,..,........... 64
64, -SucceSQes and failures.-- in.EhelP criticism of

the defects of the structure of the German Army Signal
. ~ Intelligence Agency {OKH/GANA) from the viewpoint of crypt-
v analysis, Lt. Dettmann and Sgt. Samsonov made five points ;608

1) the-administration, both of the central office and
of the subdivisions, had no, or at most & very small
speclalized knowledge regerding the flelds of work...
Their effect was...mostly to hinder and not to for-

. ward the‘work

2) Becsuse the NAAS vorked closely with Army Group _
- commands, the NAAS and its technical direction /
tended to correspond mors closely to the deslires
of the Army HQ's rather bhan to thelr own central
office. _

3) The division of crypt&nalysts bétween the central L

_ K . office and the NAAS had as a result that in addition .
- ; : " to an enormous amount of "paper warfare”....work of -
- cryptanalysis and exploitation was carrled on with
almost comolete duplication.

o8 . . .. - o '
DF 13 part III -~~~ - =
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l__z

61l

4) ' The wultiplieation of effort derived also from the
. erronecus ambition of administrators in indilvidual
stations, due to-"competitlion."”- P

5) The most serious interferencs with the actuel work,

~ both in the central office and in all its branches,.-.
however, was doubtless brouvght about by the purely
military "manipulation” of this set-up, involving
treatment according to rank, not skill or compstence:
-military exerclses, fleld maneuvers, and the like. -

They were, of coﬁrse,,nbt concerned with specific details -

. of the cryptanalytic set-up, but rather the overall organi-

zational and administrative dirficulties involved. The contents
of thelr report and of the reporis of other Prisoners of War

‘on the technlceal aspecis of cryptanalysis, hovever, belied any

long-range serlous effecis on the actual functioning of the
specific cryptanalytic unlts, either 1n the cenitral office
or in the field. The only major fallure of the German Army

-vig-a-vis the Russisn systems was the Pailure to solve and

read curzently the 5-Figure codes. Maj. Dr. Rudolf Hent:ze
{head of Group IV of GANA) spoke of the accomplishments. of

- Dettmann and Samsonov in Referat 3b: -*/They7 had good success,

especially on the NIVA code, which did not change for a period
of two years and therefore could be read almost entirely up

- to ths end of 1944, This was a . 5-Figure code enciphered..

A new NIVA cane in at the end of 15644 and about 500 groups.

. of this had been recovered by the end of the war,"609 Al-
though he remarked in passing that Referat I of Group IV also.

"worked on Y- and 5-figure enciphered cocdes and had partial
success working from depths, "610 he was speaking there of only
one specific code. And in spite of Lt. Col. Mettig's two glib
statements on the "continucus breaking” of 5-figure codess;01ll

509

- ¥ -1‘113-p 6

800, 133 p 5

IT128p2; 111k p2

132



DOCID: 3486746

and in spite of Dettmsnn and Szmsonov’s boast that they always
captured the books and could read {although with difficulty),
it seems apparent, judglng from the total sum of reports from
other Prisoners of War, that the 5-figuve code was not read
currently and thet, even if the hook had been captured; the -
encivherment by &lmost exelusively Cne-time pads rendered
actual solutlon practically impossible. '
- On the operational level (1 e., outside of GANA), 1t
was generally agreed by all Prisoners of War that there was no
trouble in reading 2-Ffigure aand 3-figure traffic of all sorts,
, and only & relative difficulty in the case of U-figure traffic.
" The solution of the 2-figure and 3-figure codes was simple
enough to be carried out on company level; and what was not
finished there {either because of lack of time or lack of
.manpower ) was completed on the level of the NAAS which did
solution up to and including 4-figure material. A certain
amount of difficulty was encountered in address material in
agents'’ codes, but not enough to destroy continuity or to im-
pede the derivation of enough intelligence of & tectlcal nature
for current use. ’

In the case of NKVD codes, Detimann end Samsonov clalmed

_ th&t from cryptanalysis they were able to determine the organi-
zatlon; deployment, and general significance of NKVD a&s a
Russian organization; and were able to establish either direct
or indirect knowledge of dispositions end changes in dis-
positions, enemy orders for deployment or &ttacks, preparations
for major operations, supply, ammunitlion, losses, reinforcements,
.health and morale of %troops, conditlons rearwards of lines,
the generazl trafific situation, production capaclty of factories,
partisan movements, and f1na11y, information on the Polish
Resistance Movement.012 -

This 1s certainly an impressive amount of information to
have besen derived solely from cryptanalysis, as is the chart
made ug by Dettuwenn and Samsonov detailing actual codes
read.bl3 By comparison to other interrogetions, there seeus
to be a large amount of boasting in their repori, giving a

‘clear impresslion that &ll the informations was not strictly
true as given, at least for cryptanalysis on central.office lewvel.

612
DF 18 pp 16-33

813pp 18 p 75
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If one can assume a truthiful exposition in those cases where
their statewents agreed with the statement of other Prisoners

“of War, however, the amount o¥ crvntanalytic achievement on

the Dd“b of GANA {znd of HLS 0st) and 9f tlhe small units on
lower levels of overation and solution is atill impressive,
It muet be remembered that other elements than pure erypt-
analysls entered into the pilcture and played & large part
in the production of total intellligence: _

1) The great amount of Traffic Analysls, Direction
_rindic§ analysig carried on in the Eastern. front
area, Statements of Prisconer’s of War indicated
‘thet, although 5-figure trafiic was not read, it '
prcduced, nevertheless, a great amount of intelligence
from external characteris ics, blocknet series ~
numbers (for disposition of units using geries
ﬁ_wumbers}s ete,615
2) Ths generally "low, but improving calibre of Rus-
' sian transmission,” coupled wish bad Russian
vsecurityb As Lt. Starke stated in one place,
"although 2-figure traffic was never very diffi-
cuit to read, much assisitance was gained “Prom
security breachss on the part of Russian operators.616
There were scatiered references throughout the
interrogations to cecnversations of Russian opera-
tors which provided much real inforwation on move-
~ments of 811 kinds. Besides, as Dettmann and '
Samsonov poelnted out 1n the reference exclusively
to NKVD, but by extension to ther aystems,” the
+  fect olone that NKVD ciphers continued to be used
often for more than twvo years at a8 time must indi-
cate that the Russians did not believe it possible
that the enemy was reading the traffic."617

51u5ee Chapter V, Vcl. ¥V for details
6155.¢., I 19b report 5 p 14

_616 ' ;

I75p4 - ' ‘ _
617pp 18 p 71 -
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 Type of Nessage

3) Finally, the apparently large amount of capture
of both codebooks and tarbles. The importance of
this type of compromise in solution can not be-
over estimated. ) " :

~ - In spite of these considerations, 1t is sitill trus that
the German Army read & tremendous amount of material purely
cryptanalytically which, though only rarely of high level
operational importance, produced & steady flow of tactical
and strategic intelligence. .As an example which may or
mey not be typical, Corporal (U7ffz) Althans {of NAAS 1)
drew up the followlng chari showing the estimated monthly
average gor the year 1944, of traffic intercepted and
solved 6l : L o '

Survey of Successes 1lan Cryptanslysils

Intercepted | Dealt with | % Remarks .
2-figure | 140 - 125 . 90
3-figure ' 6,000 2,600 43
4 -1 gure 5,000 1,900 33
ixed 2,350 865 ] 37 ,
Total 13,500 5,500 | &1 1 = degree or
IClear text - 6,000 6,000 100 ~ Cryptanalytic
Practice ) 500 500 100 Sucecess
Grand total 20,000 | 12,000 § -
: V Plus B
-figure and X (not studied
5-figure - 8,000 at KONA 1) -
§ 2,000 only partially
: ; studied at
\ : : KONA 1
rand total 50, 000 ‘ v

6181 19b report. .25 p 44
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. Dettmann and Seaugonov listed the following as systems
vorked c¢n and solved:

Army and Alr Force:

1)

N -
et

3)

. -

5)

6},

Operation wys*cms fcavryﬁng text soncerning oper-
ations and traffic technique).
PP-35, PT-30, PT-41: there was a large volume of
wessages in the PT systemsy which were superseded
by "swall Godes” in 1944
Signal Codes: these vere used in tne second half
of ths war and vwere 3 and 4-flgure codes, called
CYB or "front" codes. They vere partially solved,
but ccupletely worked cut only in the rarest cases
Address Codes: these were used by any unit in the
"front” commands: interpretations were hard to make,
because of the Rusgian use of covernames, and 1t
wag difficult to solve the encipherments
"Conversion™ systems: these included codes, code
tables aud extended subsiituitions, Among those .
spacifically mentioned weme:

The Alr Force CGeneral Code "199#~57;, carrylng
information on landings. takeoffs, weather, ete.

The BAK-38, the last gensral Alr Force system
‘used to the end of 1939

The Army and Air Forse "Gensral Commanders’®
Code™, 0¥K-5 to OEKK-8 {1939-41), and OTSKX-7
{"General Central Commanders?’ Code™), used in
reay areas _
All "conversion” systems were consldered CYB, or
"front” systews '
Transpositions: pure trenspositions were used in
the Army and Air Force only 7For practice traffic
Number codes {salled by the Germans "¢ipher-code™):
thess were S5-figure ccdes for reliaying radic reports

of operational or tuactical content, direction of

troops {on the highest networks) Specifically
mentioned wvere 011l-A {19,000 code values in 390.
pages), 023-4, 045-A, 062-A 091-A (23,000 code values
in 430 pages), which was used until the capitulation.

619p 18 p 45 - N R
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NEVD
2)

3)

All these books were captured; but the encipherment
by Blocknots (one-time pads) mads solution practically
iwpcssibles there wag almest complete security 1in-
these systems.620

Operational systenis: these were used by individuval

. units until 1939, when a general operational system

{(meno~alphabetic substitution, no description was

' %1ven) was introduced

Conversion systems”: a2 4-figure code was used in
the Kasakhastan area; three 4-figure codes were in
use by 1939: three 4-figure codes were in use &t
the time of capitulation: ZERNO, NIVA, VIZA; & 5-
figure railwvay code was also 1in use
Transposition systems: these were not used by
WKVD, with the exception of oune 4-figure code (used
in the Arctic Ocean district and on the Finnish-
Russilan border) whiech was enciphsred by a trans-
peaition: 1% was read currently in part
Number series: from 1940 on, & 4-figure code was
enciphered by various methods; monographic letter
substitution, slliding number sequences, and Block-
nois. These were read currently up to the end of
the war. ‘ :

Agents'E and Partisans’ Systems:  these were transpositions

{single and double), grilles, and keyword substi-

tutions. (Though there was no statement of crypt-
analytic achievement, apparently great difficulty

vas encountered in solution; and not much success

was achieved) B

DF 18 p 61
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Dettmanrn and Samsonov concluded their discussion with
a chart of German cryptanalytic achlevements on Russian
systems.02l The detalls of which are to be found on chart
#1-2 {results of European axis crypnanalytic achievements)5 2

621
622

DF 18 p 75 : £

It should be pointed out once again that though Dettmann
and Samschoy gave & conprehensive plcture of German

“achievements, they were not to be trusted in every
detail. Throughout this chapter i1t has been shown that -

composite plcture of German achisvements in Russian
cryptanslysils as derived frow the interrogations of
‘other Prisoners of War in many cases did not agree with
Dettmann and Samsonov, but would seem to contain more
truth.

;138



DOCID:

3486746

" the German Defense Ministry.©2

VULUME 4
' Chapter VII. Misgelianebus Cryptanalysis
Section A. Beriod from 1yly‘to.iy§y
'raragfaph a

German Army Cryotanalytic Effort 1919 =19335. ..,;.;. 65
German Army Crygstanalytic Effort 19;;«1959 receaeo DO

French Systems 1Y33=1Y5Yeeseceoarocannsns N 1
Belglan Systems 1935-1Y3Y%..ceevcocssons ceetercnces DO
Dutch Systems_1953-l$j9....;..u..,,.....,.,...d.., oY
Swiss Bystems 2935-193Y v et ctvvaroiscnccesssnnnce U
British Jdystems 1Y33-1Y3Y.eeenanss “eprecsassaanes (3

Summary of the 1933-19%Y pericd........ T PO IT I -

65, German Army Cryptanalytic Effort 1451u-1433--
Before 1430, there was no Army High Commind and consequently
ne separate German Army Signal Intellilgence Service. The
codes=-cipher sectlon of the Geérman Defense Ministry which
had been maintalined in skeleton force since the end of world
War I handled the cryptanalytic work on foreipgn Army systems
and any security work done on Gernan Army systems., There
18 no record of the work done by this section. - .

66. German Army Cryptanalytic Effort 1953-19§5~- in
1953 the newly established Army High Command (Oberkommando

. des Heeres abbreviated "UKH") set up its own central agency

to handle .the Army traffic of forelgn countries. This
central agency known as the Intercept Control gtation
(Horchleitstelle) was staffed by a fev trained cryptanalysts
who had been drawn by the Argy from the Cipher Section of
Although little is known
about the organization of the Intercept Control Station,
Major Feichtner of the German fir Force states that 1t was
divided into geographical sectlions, each sectlion dealing

_6301 78 p 2
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with an individual country 631 We know that before 19)9'

there were. sectlons for the traffic of Belguim, Holland
Switzerland, Lnbland end Russia,

67. French systemsA;; 2-ivjy~- Necotly btaued that
“durlng the years 19357-193Y%, continuous and slgnificant
successes werd obtalned by the Intercept Control Station.
agalnst French Army systems.©32 1In the crises of 1Y37 and
1936, the Germans -read the systems used by the French on
the -.lreless net which radiated from Paris to the statle
Frencia forisations within France., These systems, desiy nated
by the Germans as F YU and F 120033 were described by
De., Otto.Buggisca, one of the leading Army cryycunaéyﬁts,
as French Army systems based on a faur~flgure code.
In one case, thne enclpnerment was by means of & periodic
addlitive; 1n the other it was an ordlnary tranSposition,
the transpositlon key being obtained from a key word which
itself was taken from the code. Solution, sald Bugglsch,
was obtaéngd by methods generally known in cryptanalytic
circles. '

68. legian systems 1933-1¢ >4f- The complete Order

of Battle of the Belglan Army was Known to the Germans

in 193936§; least partly through the reading of Belgian _
systems.9”° Huettenhain, one of the leading cryptanalysts
of the Signul Intelligence Agency of the Supreme Command
of the Armed Forces {CKW/ Chii described the Belglan Army
syqtem as a 3-figure code used with substitution tables

in such a way that the first figure of each group remained
unchaenged and the second and third were each sneciphered
individuglly with types og ?ubstitutions that could be
varied with each messayge. 5 C

Al

63lr 181 p 4
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. 69. Dutch systems 1933~ 1g§g-~ Mettig states that the Dutch
Order of Battle was also ava lahle to tgg German Army at least
partly from eryptanalytic achievements. 8 The maneuvers of the
Dutch6 §my in 1937 were covered by the 1ntercept statlons of the
Army. Very simple techniques; principally double transposi-
tion ciphers; were used and these were read by the cryptanslysts
of the Intercept Control Station without much difficulty. As a

. result, Dutch Order of Battle vas estaolished down to battalion
level. .

70,  Swiss systems ;9}55%829~u Switzerland, Mettig sald,
vwas only casually monitored. Nothing is xnown from TICOM
sources concerning the Swiss systems used 1in this period.

71. Beitish systems 193§°12§9-- During the period 1933-
1939, the Intercept Control Station had very little success in
reading British systems. Mettig attributed this t06 e very
poor quality of the personnel employed on the task. . The = .
Order of Battle of the Brit:ish Army, however, was bullt up from

direction~finding 1nformag&5n and the evaluation of call-signs
or other radio procedure. ' . o

72. Summary of the 1922-19%ga- The cryptanalytic effort
of the Germans from 1953 to the beginning of the war, 1939, was
fairly successful. The Order of Battle of the French, Belglan,
and Dutch Armles up to thet time was known from cryptannly,lc '
achlevements. Only in the case of Britain was cryptanalysis
unsuccessful, and here traffic analysis indicated the Order of
Battle. Agalnst Germany's feebler opponents, such as Poland,.
little was necessary, 1f we may belleve Mettlg. Mettlg stated
that the speedy develiopment and completion of the Folish cam-
paign in 1939 madée cryptanalytic effort unnecessary, particu-
larly in view of the fact that the Pole:, he belleved, trans-
mitted their radio traffic in the clear. It was with justifiable

- confidence in their Signal Intelligence Service that the Ger-
mans faced the early years of the war.

038y 78 '3
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| VOLUME 4
Chapter VII. .Miscellanéous Crypténalysis
section B. Period from 193y-1941
) Paragréph

German Army Cryptanalytlc Effort 19%9-194%1.....ce... 73 -/
Summary of the 1939»19u1 Period...... T ERETRTRRRR: T4

FR 75. German Army Cryptanalytic Effort 1939-1¢41--
- In th» early years of -the war, tne cryptanalytic staff of
the Intercept Control Station (Horchleitstelle) was unable
~to cope with the added burden of the wartime traffic. The
‘Brltish section of the Intercegg‘Control Station was un-
able to solve British systems;" the French section was
forced. to call upon the Signal Intelligence Agency of the
Supreme Command Armed Forces ((Oberkommendo der Wehrmacht
~ Chiffrier Stelle, abbreviateg KW W/Chi) to aid in the solu-
" tion of French Army systems;©%53 snd there were not enough -
cryptang%gsts to, furnish the forward unlts with adequate
staffs.
R © The fuilure of the British section of the Intercept
-~ Contriol Station (Horchleltstelle) to gchileve any success
with British systems continued. In 1940 the six people P
comprising the séction were moved to Bad Godesberg where
no success was achieved despite an abundance of materilal
with which to work.653- Dr. Buggisch, who in 1y42 looked
over the files of the British section regarding work on
. the British high grade machine, Typex, characterized the.
- work of Inspector Breede who worked in the winter gf 19)9/&0
. on the British "big machine" as complete nonsense. 4 ,
. stated that Breede described an imaginary machine which
had nothing whatever to do with Typex. No eryptanalytic
suecc¢ess vas recorded in this period In April 1940 however,

-, 650198 pu
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the British section received a copy. of the British War
Office Code capturgg,ln Norway., A second copy was ob-
talned at Dunkirk.®22 Successes with this systems:ra there-
after possible, sigcg the British continued to use this
system until 143,650

The failure of the cryptanalysts of the Intercept
Contreol Station to solve independently, the French Army
system succeeding the F 110 was another indication of
their inadequacy.: In early autumn 1939, the French re.-
placed the peace-time systems, F 4U and F 110, with a
new'war~g%ge system whose name 1s not known from TICOM
sources,.”?’. The Army «ryptanalysts found themselves unable
to cope with the situation and called the cryptanalysts of
the Signal Intelligence Agency of the Aprmed Forces, (C0KW/
Chl) to their ald. Huettenhain, one of the cryptanalysts
of OKW/Chl, was sent to the Army Intercept Station at ‘
Frankfurt/Main to aid in the solution. Among his.pagggs
vere two memoranda describing the work he did there,
In the memoranda, Huettenhain reported that the task was
accomplished,; with the zid of his own colleagues of OKWw/.
Chi by Cetober, {1939), so.that all the September material

- could be read retrospectively. The system continued to

be worked on successfully through October; and in November,
Dr,., Huettenhain returned to his own agency, the system .
solved. It may be noted that the head of .the Army station
requested Huettenhain to convey the thanks of the Army to
the Signal Intelligence Agency of the Supreme Command of
the Armed Forces (CKW/Chi) for the assistance given to the
Army*'s cryptanalytic section and remarked that in his opin~
ion such a large cryptanalytic task could not be done by
the Army High Command elther then or in the near fubure. .

_ The system was decoded by the Intercept Control Sta-
tion successfully -untll the German offensive of the spring
of 1940. At this time the French began to use systems in
the forwvard echelons which the cgggtanalysts of the Horch-
leitstelle were unable to solve, Mettig remarked that

y o
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the Army cryptanalysts both of the forward units and of
the Intercept Control Station (Horchleitstelle) finally
concgggrated on two machine systems, the C-36 and the B- .
211. Nelther was solved; however, until after the _
cessatlion of hostilities with France. According to Mettig,
the final solution of these two machines rated lower than
that of the preceding system since 1t was not tigely and
was done only with the aid of captured material. o1

~ In the winter of 1939, the dearth of field cryptanalysts
became cpparent to the German Army. When the Signal Intel-
ligence Reglments (KONAs) were preparing to move into the

field, the Army found that gggrv were no trained crypt-. .

analysts to send with them. - €ol. Randewig, the commander
of all intercept units in the west, was able to procure a
number of cryptanalysts from intercept units arcund Berlin
and filled out that number with mathematicians. and llnguists.
As a result, when the German offensive stapted in 194Q, -

the Signal Intelligence Regiments had & moderate supply of
cryptanalytic personnel; but more were neceded to cope with
the fileld problems. T : S '

74.: Summary of the 1939-1G41 Period-- Although. the

- eryptanalytic achievements of the Intercept Control Sta-

tion {Horchleitstelle) during the years 1934-1941 were
minor, their success 1in intercepting traffic and decoding
solveble known systems was of great ald to the German

Army., Mettlg stated that all messages on the French system

‘which succeeded the F11l0 were read from late 1%3Y until

the spring of 1940 when the system changed; and that these

‘messages, desplte their”adminés;rative.nature helped to
£ill in the tactical pilcture, 00>

Fpr example, the strength
of units being set up on the trainlng ground at Mourmelon .
was estimated by statistics of water bottles and blankets.
It was possible to deduce facts about the shortage of armor-
plercing ammunition with the French infantry units. Simi-
larly, the converslon of the Second and Third French.Cavalry
Dlvisions to Armored Divisions in the area northeast of .

- 6607 f8 p 4
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664

; i

Parils was ascertained in December 1939;664 By the end of
1939, the complete Order of Battle of the Fréench Army
was«available to the German Army from the readiné of Freénch
traffic. The capture of a copy of the British wWar Offlce
Code in Norway in 1940 (and of another copy at Dunkirk
in June of that year) afforded the British section its
first successes and furnished a constant and important
source of information from that time until 194;, when the
British discontinued use of the code.

In this period the Germans realized the inadequacy
of ‘thelr personnel and erfort and ‘set about correcting

them

1'78  p b
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