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Telephone Codes and Safe Combinations: 
A Deadly Duo 

''1 ; 
b) (3)-P.L. 86-36 .. 

-, J .. ; t --1 

l, 
'' 

I.PROLOGUE 

.. 

According-to the ma~ufacturer, a US Government Security 
-----------...-----' I ·~ J f1 ·{. ,_ .. \ 

Container, Class 6 Cabinet, under the tests defined m Federal Specification, AA-F-358f 
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affords protecti6n for· · '<:. 
l ~ 1. _. I 

1 Thirty m~n':minutes agamst su~r~ptitious entry · , 
l J ! I '" ( I \ ! ~ < \ "" 

·2 'Twenty man-hours agamst manipulation of the lock 

3. Twenty m~,hours ag~mst radiologic~l attack' : · 
'l 

4 No forced-entry equipment 

These standards are actually set by the General Services Admmistration (GSA) and apply 
to all federal agencies, including NSA No reference is given to the cla'ss1fication of 
material that may be stored in these safes 1 
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(U) As the above list indicates, there are a variety of ways to crack a safe. The oldest 
and most reliable system is the brute-force method. With proper equipment (crowbars, 
welding torches, pneumatic drills, sledgehammers, plastie explosives, and dynamite), you 
can force even the toughest safe open in just a few minutes. The high reliability and low 
cost .of the brute-force method make it a. favorite of bank .robbers and jewelry thieves. 
However, because of its high visibility and low aesthetic appeal, the brute-force method is 
frowned upon in the intelligence community. Forced entry is a sure sign that a safe has 
been tampered with and is a dead giveaway to the presence of a hostile agent working in 
our midst. .. . . 

(U) Most spies· and sophisticated criminals will opt .for one of the more low profile 
a}>proaches that fall under the category of surreptitious entry. As the name implies, 
"surreptitious entry" means any method of penetration that leaves no trace of the 
compromise. This could involve using various probes and meters to correctly aseertafa the 
combinations, or perhaps jimmying the lock without dialing any combination at alL As 
!orig as the penet~ator does not leave. any notice~ble trace of his activity, .he. has effected a 
surreptitious entry. 

(FOUO} 

II. THE EXPOSE. 

A. Following the Letter of the Law 
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Fig.1.°"re ..... 
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2 (U) Th1Sfigure presupposes 'W1de'to mean I x;x} ::!:10,and 'Not near zero' to mean 10 <x,<90 
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B Casual Code Combos 

I • 

(U) Chven the offi~1al rules as a baseline, the astut'e safe owner must dev;el~p som~ 
system.for choosing a particular co~hination from amongst th~ 38, 720 poss1bihti~~ Ther~ 
are many systems for choosing combinations F~r example, one could ~hoose all prim~s 
(e g, 3'1-87-53) or numbers with the same "ones" digit (e g, 32-82-52) A good decision for 
the indecisive person is to use a random number generator At any' rate, ~most 'users 
employ some mnemonic in; order to make the numbers easier to 're'member~ Indeed, 
forgetting your combination reduces your safe to a useless piece offurniture, rather than'a 
depository for information · • ' · -

' (-POUO) I 

.IT'"'l.-..TTA'\ I 
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C Breeding the Master List 

(FOUO) In order to create this list, we initially tried to consult an on-line dictionary' 
Unfortunately, our network didn't have a good system d1ctio

0

nary - at least no adequate 
one This hurdle was easily surmounted - Using varicfos sort commands ~and /a ha.ck 
developed by I lwe were able to combine four system dict10nan~s, thus, 

. obtaining a putative list of 30-,194 six-letter "words " This hst had to be pruned by, 
removing words that resulted l~ illegal combinations This reduced our putative 
dictionary to 2,113. words, tlie only specifications-being.those found in NSAJPMM 30-2 
together with the mildly rest~ictive Lo-Hi-Lo rule ' · ' , 

"'t ;;...a 
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course, we must assume that the person knows how to spell 3 

. (U) We first assumed that the typical user's voc~bulary, though it might be relatively 
large, is significantly: smaller than the unabri~ged Oxford .pictionary , Therefore, we 
threw a~ay a (~w actu~l. words that are very uncommon these included place-names such 
as lturea and I~ch!>n, scient.ific rial!les such as b1otm a?,d octo~d, and a~str_!:l~e theological 
terms such as anomia ·we also threw out most t"')o- or three-word combinations such as 

~ . <' .l.o I"' 

"all t~e," "on file," and "so be it," ,although .we kept ."nofair" and most hyphenated words 
such as "cave-in '.'"move-in" and "head-on" 

' , rl ,J 't. '.:. 
(U) · On the other hand, we ·kept mariy· possible ·words that" perhaps would not be 

frequently used These included 'most personal pronouns (Harlan, Indira, Tybalt), 
compound words (mugful, outhit, unba1t), and certain abbrev1atiohs (sgtmaj, theyre) 

(U) We next di vicl~d the Master List ·into three sublists, dependmg upon how common 
,,. ... • 1 1 . ~ 

the words were The least common and most difficult words were grouped into a scholarly 
' ' 

section called the Savant ~ist The next most common words, for people with more limited 
voeabularies,· we grouped into a secti'on ·appropriately dubbed the Dimwit list The most 
common words of all, ones that any first grader would kriow, were put mto a 'section call ea 
the.Stooge list- ·~· ·' ~ ·• • 

,(U) L~t'~ take a look at what sqr~ qf words don't mak~ th~ Di'mwit or Stf!oge, list. The 
Dimwit ~nd Stooge lists consist -of those combinations normally· used by a person .with 
limited k~~wledge and mtelligence , ~·uch a,~erson would pr?bably ~e urifam11iar with t!te 
Bible, thus ruling out such words as Hebron and Gibeon He probably wouldn't have any 
interest in science either, thus elimmatmg·such•words as brdm1c and dipole Nor wo~'ld he 
likely be versed in medicine (ampule, aortic), literature (Aeneid, Hec'ate), geography 
(Canoga; Nassau); chemistry (butane, picric), biochemistry (casein, lipids), coding theory 
(baudot), carpentry (bevels, covmg), law (lessee, h~reat), biology'(oocyte, larvae), zoology 
(conchs, botfly), agronomy {borage), philosophy (Anselm), social science (Aussie, Ubangi, 
Kenyan), religion (cupula, Fatima), grammar (gerund), aesthetics (Ionian), horses 
(dapply), ships (dmghy), mountameermg (escarp), carpentry (lathed), American Indians 
(Kiowas), fine confection (nougat), or medieval armor (greave) 

3 (U) Ironically, if the person 1s so illiterate as w not even know how to spell, our plan of attack becomes much 
more difficult, since we must expand our dictionary to accommodate all the m1sspelhngs 

81 '9NFIBENTIAL 



CONFIB!N'ftAL CRYPTOLOGIC QUARTERLY 
I (3)-P.L. 86-3(:) 

D. The Attack 
-~- -- .r-~~~~~~~~..;...;.~~~~~~~~~~~~_._··.~~~~~--~......;., 

\A' VVV/l 

-W9UO) For years, top-class criminals and. spies have successfully employed 
automatic dialers to break into safes: They are also used by legitimate locksmiths to open 
safes without ruining them. Autodialers work quite well, so well in fact that having one 
without a license is considered possession of burglary equipment and is a felony offense. 
These high-speed machines can zip through an amazing ten combinations per second. The 
ITL-1000 is a commercial brand that has been verified against the MOSLER 300 series in 
30 hours. Commercial machines have not been ~erified against the Sargent & Greenleaf 
8400 and 8500 series . 

. (FOUO) At any rate, we have assumed that an autodialer, .can try a·bout fout 
combinations per second, about sixty times as fast as a dexte.rous human. The exp~cted 
crank time (i.e., the average time needed to open a safe) for both the manual and 
autodialer methods is summarized in figure 2. 
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Numberoi Expected Cranking Time 
List 

Words Combinations Manual Autodialer 

Savant 244 224 28minutes 28 seconds 

' Dimwit 166 122 15 minutes 15 second~ 

Stooge 176 130 16 nunutes 16seconds 

Total 586 476 59 minutes 59 seconds 

Fig. 2. (C) Expected crank times 

III. GALERIA 

( u / / FOUO) ~Here we pres~nt the.476 most probable safe combinations and their associated six-
letter words This "Master L1,st" is broken up into three subsections least likely used, 
more likely used, and most likely used The first part of each section lists the actual 
combinations (in order down the columns), the second part records the associated six-letter 
words A particular combination may refer to more than one word For instance, in the 
most likely sectio~ lsee :ll a past 
or present combination of yours makes our hst 4 

b) (3)-P.L. 86-3fl 

4. (U) If you happen to notice a rather dffic,ult word m the D~mwit or St.ooge list, remember that 1t probably 
corresponds to a sunple word that mapped to the same combmat1on 
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IV EPILOGUE 

-$-I 
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(1"6U~ Fortunately for security, a new generation of locks is now on the horizon 
electronic locks These locks may be immune· to exhaustive attacks For e)C.alil.ple; the 
Moss.!Hamilton electronic lock shuts down, for forty seconds after five faded attempts 5 

However, it is dear that weakne.sses of the Jcurrent combination locks will, prov1d~ thieves 
and spies fruitful ,safec;r_acking p<_>ss1b1lit1es ~or many1years to c9me, ., , -•'' 

!t 
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5 (U) There are also certain mechanical locks that can be set to seize up under an exhaustive attack 
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Appendix A 

Combinations in the Fast Lane 

(U) A time-conscious safe user should also address the question of which combinations 
are easiest to dial. For the purpose of speed, the best combinations are· the ones that use 
just Os and 5s; and that minimize the radial.distance traveled by the dial in order to open 
the lock. By this standard, the all-around best combination is 15-5-10 which has a total 
radial distance of325 digits_. Howeyer, the use of this combination is not recommended, it 
only for 'the simple reason.that .the .numbers are not widely enough spaced to guarantee 
against failure of the l~k. 

· (U) Let us then assume that a certain combination follows the formal set of rules given 
by NSA i~ figure 1. Based upon these rules, it is possible, given three numbers x1, x2, x3, tO 
calculate the maximum, minimum and average dialing distances. This distance is given 

' ' . 
by d=x1 +2(x3-x2)+ lOOn. In figure 3 the5e values are tabulated for the various order 
relationships among the numbers. 

Rule 

x1 <x2<x3 xi <x2,xa<x2 x1>x2>x3 x1>x2,x3>x2 

n=4 n=5 n=4 n=3 

Max 522 (16-31-84) 524 (54~84-69) 454 (84-31-16) 505 (69~16-84) 

Min 446 (16-31-46) . 395 (31-84-16) 378 (84-69-16). 376 (46-16-31) 

Avg 474;6 463.9 425.4 436.1 

Fig. 3. (U) Radial dialing distances 

(U) There is a popular misconception that the Lo-Hi-Lo rule reduces the radial 
distance that the user must spin the dial i_n order to open the lock .. Although the absolute 
fastest combination that follo~s all the rules (46-16-31) does indeed follow the'Lo-Hi-Lo 
rule, on the average, the "x1>x2>x3" rule will result in a· faster combination. In fact, the 
adoption of this rule as the official NSA standard could save the gov~rnment thousands of 
dollars over the next few decades. 

'I '·' 

(U) Let us compare the average time saved .overan agency~long career for the 
conscientious employee who uses the efficient x1>x2>x3 rule as opposed to the 
unenlightened empfoyee who unwittingly uses the slower x1 <x2 <x3. Let us assume that 
it takes about one second per revolution of the dial. Assuming that an employee opens his 
safe about once a day dJ!ring each workday, the faster combinations lead to a savings of 
about one-half second per day. Now there are about 220 work days per year; once you take 
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into account fifty-two weekends, twenty days of vacation, ten paid holidays, and ten days 
of sick leave. Assuming tpe average career is about twenty year_s, the grand total of time 
saved is 

( 
220 clays) .. ( t 8;nd) ( 20 years) . (1 ~ur) .( ·1.m.inute )· = ·0.6 hours 
. year day. career (60.minutes) . 60seconds · . ;' 

•, :.'· -~:; 

(U) .In terms of dollars, this is quite significant. Let us assume .that the average Agency 
• ~ ·. ,. • ' I • , . · . 4 , , , f 

employee earns $2~ per hour. Then fqr for eve.ry 1,000 employees, the savings from using 
the fastest combination choice is an amazi~g · · · . · · · · · " 

( 
0

·
6 

hours).( $
25 

) (1,000 emplOy~s) = $15,000~00 ! 6 

employee . hour ' 

(U) As a final note, one could also s~rvey all }>OSSiblel Ito see which of 
those is fastest. Assuming, as we have, :that the safe:user employs the Lo-Hi-Lo rule, the 
fastest combination is 52-22-37, which corresponds t~ . . .· I 

Owith a rotational distance of just 382 units. We recommend that th.is word be adopted 
as the quick~a11d-dirt~ ~afe combination for safe users worldwide. 

,, 

'· 
., 

., 
•. \ ,. 

• .• ·;'>' ,.. .... " 

6. The authors hopl! [perhaps so mew ha~ naively - ~d. J to split a $15,000 f!!!-Bh award for pointing out this little-
· known fact. · · ' · · · · · · , . : · · • . 
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•' .... Appen~ix:B 

;'· ... ) ··Distribution of Words; Accordiri'g fo· Length : '· 

(U) It is interesting-~ 11ote thi:tt ~~(!~English language is r_eplete with six~let~er words. 
Only seven~letter woras·aie more common., There are actually about 300,00C) words in the 
English language (when even the most erudite gems have been accounted for), of which an 
estimated 45,000 h~.we six letters. Figure 4 depicts the approximate distribution of words 
with:~ariou's n~mt>e~s of letters.··· 'Although this 16ar-graph is ba~ed' 01ia rather limited: 
system dictionary ofi>nly'25,:134\vords, it fndi~ates'that about·15 percent of all words fo 
common usage have six letters. -' ···· · ·· · . '· . . 
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Fig. 4. (U) Number of words for each word length 

(PQUO) Four- and ten-letter words are about half as common as the ubiquitous six­
and seven-letter words. Words with fewer than four or greater than ten letters are 
dramaticaJly more scarce. In fact, the number of words decreases by roughly a factor of 
two for each letter in excess of ten or fewer than four. This indic,ates that mnemonic 
systems using four- to ten-letter words are roughly comparable to a six-letter system. 
Obviously, good mnemonic systems should have a large sample space ~of words to draw 
from. Therefor·e,- systems· thafuse fe*°er 'than· fotir Iiftters of'. more' than ten ·letters are :less 

. l .. . J,' ~~ • 

than optimal. i 
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