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HISTORICAL NOTE

4

3 The original draft of this history of the General Cryptanalytic
Branch was prepared in the Recorderts Office under the direction of

- Dre. Albert Howard Carter. Responsibility for work on the various
chapters wags assigned as follows:

Dr. &lbert Howard Carter: chapters XVII (The Hagelin Section);
XX, sections B (The Recorders Group) and D {Documents
Section).

Captain George E. McCracken: chapters V (Italian Systems);

VI (The French Systems); VII (The Swiss Systems);
VIII (The Spanish and Spanish-American Systems);
IX (The Portuguese and Brazilian Systems); X (The

o Systems of the Near and Middle Hastern Governments);

. " XI (The Far Hastern and Central European Systems);

XII (Miscellaneous Systems); XIII (The Solution of
Meteorological Systems), XIV (The Special Examination
Unit); XV (Traffic in Commercial Codes; XX, section
E (The Decryptographing Unit); XXI (Assistance from
Espionage).

Dre. Carter and Captain McCracken: chapter I (The General
Cryptanalytic Branch.

Miss Gertrude Ullman: chapter III (The Japanese Military
Attaché Systems). ’ _
Miss Ullmen and Captain McCracken: chapters II (Japanese

Diplomatic Systems); IV (Germen Diplomatic Systems).
Miss Ullman end Dr. Carter: chapter XX, section A

{The Research Section).
¥rs. Marjory Max-Muller: chapter XVI (The Machine Cipher

_ Section); XVIII (The Yellow Project).
. “Mprs. Max~Maller and Miss Ullman: chapter XIX (The RAM
Section).

Miss Dale Wallace and Dr, Carter: chapter ¥X, section C
{The Planning and Priorities Unit).

Rough drafts of the chapters were submitted to the heads of
the respective sections for approval before being incorporated
into the history; they were then edited in the Historical Unit to
conform with the general plan of the History; and finally, the
completed volume was reviewed by Mr. Frank Rowlett and revised by
Miss Ullman in collaboration with the Historien, AS-13.

For data regarding the tobtal production of B-III, attention
“is invited to Tabs 15 and 16. Detailed information as to the

production of various units of the organization will be found

’ throughout the text,

Historian, AS~-13
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HISTORY OF THE SIGNAL SECURITY AGENCY
VOLUME T#Q: THE GENERAL CRYPTANALYTIC PROBLEMS

1
CHAPTER I. THE GENERAL CRYPTANALYTIC BRANCH

Ae Organization and Reorganization

When, in 1930, the 3ignal Intelligence JService was established
under the Chief Signal Officer, with the Assistant Chief of Staff,
G-2 exercizing staff supervision, the directive under which the
new Service was to operate emphasized, so far as solution of foreign
cryptographic systems was concerned, training for an emergency rather
than solution of current systems for the production of intelligence.2

Fulfillment of the training program, howevef, necessitated
attempts to intercept sufficient raw traffic to provide material for
instructional purposes, and though establishment of adequate intercept
facilities was difficult, a certain amount of traffic was intercepted
and solved. This was at first chiefly Japanese traffic. %When success
was achieved in the solution of a given Japanese system, translations
were, on occasion, forwarded to (-2, more as an indication of what
could be and had heen done than because (=2 was expected to make use of
the specific contents of the messages thus made readable.

As time passed, interest began to grow in solution of current

l. The present volume will contain the story of all cryptanalytic
projects undertaken by the Signal Security Agency during ¥World
ar II except only those of the Japanese Army systems which,
because of their magnitude and importance, require ssparate
treatment. See volumes Three (B-II} and Five (B-IV).

2, See Historical Background of the Signal Security Agency, volume
Three, chapter V.
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traffic on an operational basis, rather than as merely incidental to
training, and by the outbreak of the ¥ar in #urope, on 1 September 1939,
there were in the Signal Intelligence Service four cryptanalytic units,
under the technical direction of Mr. %William F. Friedman. They were
designated as follows:

J Section  Japanese Diplomatic, activated about 1935 under

" Mr. Frank 8., Rowlett
G Section  German Diplomatic, activated about 1938 under
Dr, Solomon Kullback
I Section Italian Diplomatic, activated about 1938 under
Dr. Abraham Sinkov
M Section Mexican Diplomatic, activated about 1938 under
Mr. He F. Bearce
These four units were at work, under directives from G-2, on the
current solution of diplomatic traffic sent out by the governments
concerned, Organization was not rigid, however, since there was a
good deal of collaboration between the four units. Successes reached
in this early period will be discussed individually in subsequent
chapters.

No further cryptanalytic units were established before the attack
on Pearl Harbor, but soon after the M Bection began its existence it
expanded its scope to include a few other Spanish-imerican countries
{chiefly Colombia and Venezuela), and early in 1941 it also commenced
attempts at solution of the systems of Vichy France, Spain, Portugal,

Bragzil, and still other Spanish-imerican govermments, It was thus the

forerunner of all units which during the War attacked the systems based
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on Homance languages except only those in Italian, which, as we have
seen, were studied in a special section established at an early date,
Some time in the winter of 194l--whether before 7 December 1941
or as an immediate result of the momentous events of that day--the
Signal Intelligence Bervice as a whole was reorganized into four sec-

tions (Tab 1}:

4 Section Administrative
. 4=l Personnel
A=2 Tabulating Machinery
B Section Cryptanalytic
B-l Japanesge
B=2 German
B3 Italian
Bely Mexican, etce
B-5 Stenographic
B=6 Traffic
C Section Cryptographic
D Section Secret Ink and Phobographic Laboratory

The duties of subsections B-l, B=2, B~3, and Bl continued to be the
same as before: B-5 was a group of typists who prepared finished copies
. of the translated messages, and B-6 was a small unit responsible for
giving directives to the intercept stations--the officer in charge was
also commanding officer of the Second Signal Service Company--and caring
for the routing of traffic within the Cryptanalyltic Section, In addi-
tion to these two service units, there was another, Tabulating Machinery
(A-2}, the work of which was largely in support of the Cryptanalytic
S8ection, but since it contributed to some extent to the activities of
b the Cryptographic Section, the Tabulating Machinery Unit was attached
>

to the Administrative Section.
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to Arlington Hall Station in the summer of 1942 certain changes were
made. (Tab 2} The old M Section was almost at once divided, B-4 being
the designation of the new unit assigned to French traffic and B-7 that
of the unit assigned to solution of traffic in the Spanish and Poritu-.
guese languages. The former Tabulating Machinery Unit (A-2) was, at
about the same time, transferred from the Administrative Section and
set up as B-8, though of course it continued as before to work also
. for the Cryptographic Section. In May 1942 a beginning was made in
an organized effort to provide information services for the cryptan-
alysts, and this new unit was designated B~-9. Finally, & new unit
{(B-10) was set up in the same month to study weather reports trans-
mitted in enciphered forms of the International Meteorological Code.
The Cryptanalytic Section was thus organized as follows:
Crypbanalytic 8ection, 0OIC Lieutenant Colonel Harold Doud
B-1 Japanese, QOIC Major Z. H. F. Svensson
. B-2 German, OIC Captain S. Kullback
B-3 Italian, OIC Major 4., Sinkov
B-ly French, OIC Lieutenant H. F. Bearce
B-5 Stenographic, CIC Miss M. Iouise Prather
B-6  Traffic, OIC Major R. B. Schukraft
B~7 " South American, OIC Lieutenant L. M. Glodell
B~8 Tabulating Machinery, OQIC Iieutenant R. H. Adams
B~9 Information, NCOIC Corporal Ivan Bash
B-10 Weather, OIC Captain U, 3. Lyons
Five of these units were engaged in solution of the varied types of
cryptography met with in the systems of & single government or group
of governments. In Tab 3 is shown a work schedule for the period 18 - 30

. May 1942. Operations involved not only cryptanalysis but decoding

and deciphering, and finally, translation of the messages. aAnother
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unit (B-10) was engaged in applyi;g cryptanalytic techniques to a
special type of traffic sent out by a number of governments. The
remaining four units provided services of one sort or another to
all the others.

The first result of the greal expansion which the 8ignal Intel-
ligence éervice experienced in the first six months of 1942 was the
removal of the Traffic Unit (B-6} from the Cryptanalytic Section and
its establishment on an autonomous basis as & Section in May 1942,
Henceforth, the (ryptanalytic Section was no longer responsible for
interception and related functions. But the reorganization went much
further than that; the nine remaining units were regrouped, and in
some cases dissolved to rsform on a new principle of organization,
namely, similarity as regards cryptographic type of system involved.

This departure from what had previously been the norm was
probably motivated by experience in the solution of ciphers. In this
instance a knowledge of the basic language underlying the system is
less urgently needed than in the case of code reconstruction. Iidoreover,
the solution of one cipher has more in common with the solution of
another in a different language than with the solution of a code in
the same language, It was felt therefore that if solution of all
codes were made the function of one subdivision, solution of all
ciphers the function of another, and possibly also code encipher-

ments were separated from both, progress would be greatly facilitated.




Doc ID: 6554247

. Ie The (feneral Cryptanalytic Branch 6

To put such a policy into operation, the Cryptanalytic Section
was reorganized at the time of the move to Arlington Hall Station
(June to iugust 1942}, and the final result was as follows:

Cryptanalytic Section, QIC Iieutenant Colonel Harold Doud

B~l1 Miscellaneous service units, OIC Captain Verner . iurell
Translation

Decryptographing
Traffic
Bulletin
Information
' B-2 Code and additive encipherment solution, QIC Captain S,
Kullback
Code reconstruction
Additive encipherment solution
B-3 Cipher solution and solution of code encipherments
other than additive encipherments,
OIC Lieutenant Frank B. Rowlett
B-4 Tabulating machinery, OIC, Captain Perry Molstad
It will be seen that except for Tabulating Machinery, all service units
were gathered together in a miscellaneous subsection (B~1}, but while
this subsection was responsible for Japanese translation and for some
‘ of the translation in French and Spanish, it did not prepare translaw-
tions in other languages, or, indeed, all of those in French and
Spanish. ﬂoreover, its deeryptographing work was limited to solved
systems only, and its traffic function was restricted to sorting and
routing traffic after it had reached B Section: it was not responsible
for issuing directives to the intercept stations, which was then a
function of X Section.
B-2 maintained {1} a subsection which carried on code rsconstruc-

. tion in four units devoted to the French, Italian, Fortuguese, and

Spanish languages--code reconstruction was not needed in (erman, owing
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to compromised code books—; (2) another subsection devoted to solu-

tion of additive encipherments {German, Spanish, and weather systems);

and {3) also small units devoted to the study of new systems used by

the Japanese diplomatic, military attaché, and army communicationse

See Tabs 5 and 6.

It was in B-2 that the disadvantages of the new arrangement were

first keenly felt. In the Italian Unit, for example, which had pre-
. viously been successful by combining cryrtanalytic snd linguistic opera—

tions in solving the same traffic, the division of solution of encipher—

ment from code reconstruction had a hampering effect upon operations,

particularly since the additive encipherment unit was located at a

distance from the code reconstruction unit, 3

had more in common with each other than either had with other units

practicing the same technigues upon different traffic. Hven before
‘ the reorganization of 1943 eliminated this disadvantage, atteupts had

been made to overcome the difficulty ny’ assigning the units to conti-

guous quarbters; then they were joined operationally though separated

administratively; and finally, when the reorganization came at last,

they were once more amalgamated.

The same disadvantage was felt also in the French units, of which

there were actually four instead of two: French Code Heconstruction,

French Additive Solution, French [ecoding, and French Translation, but
. here thef" emergency solution was the establishment of & eoordinating

cormittee, which did much to bring sbout amslgamation of all French
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units. It must be admitted that this division of functions did not
have a bhad effect upon solution of systems using Spanish and Portu-
guese, since only the Spanish Government used additive encipherment
and in that case the codes used had been compromised and no reconstruc—
tion was necessary. The Portuguese and Brazilian systems were also al-
most wholly code reconstruction problems. ioreover, in the field of
ciphers, that is, in 3-3, the new arrangement worked remarkably well.
The Fiscal Year 1943, the first at arlington Hall Station, was pas—
sed with the four-fold organization just described, but it was becoming
obvious that a number of factors would soon demand a thorough—going
revision. The chief factor which brought this revision about was the
cryptanalytic success reached in late epring by the amall unit study-
ing the Japanese Army problems. Exploitation of this success was at
once necessary, and since this would involve tremendous expansion, the
Japanese aArmy problems were set up, 1 September 1943, as one of the major
sections {B~2) of the Cryptanalytic Branch, which the old Cryptanalytic
Section had now become. The remainder of B-2 was then amalgamated with
B-3, and & new internal organization was effected whereby & return was
made to the older form of organization by language units, with a number
of units devoted to cipher problems remaining independent (Tab 7). The
new B-3 Section also assumed certain of the functions formerly belonging
to B~1, which now retained control only of matters pertaining to the Jap~
anese language (translation, code reconstruction, and training) but gave

up everything else. The Bulletin, Information, and Liaison Units of B-l,
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were for a temporary perioed administered by Headquarters Branch, Signal
Security Agency. See Tab 8. The new arrangement of the (ryptanalytic
Branch was therefore as follows:
Cryptanalytic Branch, QIC Lieutenant Colonel Harle ¥, Cook
B-l1 Japanese Language, OIC Major Verner C. Aurell
B-2 Japanese Military Cryptanalysis, (0IC ILieutenant
Colonel 8. Kullback
B-3 General Cryptanalysis, OIC Major Frank B. Rowlett
Bel4 Tabulating Machinery, OIC Major Perry Molstad
Some ldea of the extent of the expansion in personnel strength of
the Branch is afforded by 2z Proposed Supplemental Table of Organiza~-
tion dated 1 July 1943, revised 17 August 1945, which shows the Crypt-
analytic Branch at its actual strength and the increase which was asked

for, as follows:

SUMMARY BY CLASSIFICATIONS

Classification Actual Proposed
Gfficers 157 240
Enlisted 24L0 240
givilians 1713 4,78l

Total 2110 5261,

SUMMARY BY SECTIONS OF THE BRANCH

Administrative 7 17
Section I 566 1289
Section II 5hl, 2606
Section ITT a3 312
Section IV bhb 1040

Total 2110 526,

The great increase in the needs of Section I {Japanese Language}, Sec=-
tion II (Japanese Military Cryptanalysis}, and Section IV {Tabulating
Machinery), coupled with the slight decline in the requirements for

Section IIT (General Cryptanalysis) reflects the success in solving
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the Japanese Army systems which had prescently been achieved.

Not long after this reorganization of September 1943, B-4 {(Tab—
wlating Machinery) was given an autonomous relation as ¢ Branch, and
in its place were transferred from ¥ Branch those units engaged in
Traffic Analysis, which, as was now recognized, were performing opera—
tions more closely akin to the intelligence functions of the Crypt-
gnalytic Branch than to the communicstions functions of £ Branch.
Later, in 1944, still other & Branch units concerned with Traffic
Control were also transferred to B,

From February to August 1944 a project set up at Vint Hill Farms
Station which utilized Nisei enlisted personnel for translation and
a limited amount of cryptanalysis was given the designation of B-5
(Tabs 9 and 10), but this section was later subordinated to B-l and
designated B-I-5, This produced the following organization:

Cryptanalytic Branch, 0IC Colonel Harold . Hayes

B-l1  Japanese Language, 0OIC Lieutenant flolonel Verner C. surell
B-2 Japanese Military Cryptanalysis, OIC Lieutenant Colonel
S. Rullback
B~3  General Cryptanelysis, UIC Lieutenant Colonel F. B, Howlett
B-l  Traffic Analysis and Control, UIC Captain kalph J. dcCartney
{B~57] Vint Hill Translation Section (temporarily)}, OIC Major
Gordon T. Fish
Finally, those units of the old Cryptanalytic Section which had gone
to Headoguarters Branch were, on 1 larch 1944, set up as the Information

and Liaison Branch under Captain James H. Frier, Jr., who was relieved

as Officer in Charge on 12 January 1945 by Captain John H. Connor.
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While each of these components of the Cryptanalytic Branch under-
went further internal reorganizations from time to time, no other
changes in their essential relationships one to another were made
throughout the %ar. In August 1944, however, an agency-wide reorgan-
ization resulted in the redeésignation of the Cryptanalytic Branch as
the Intelligence Division and the consequent elevation of its component

‘ gections to the status of branches. {‘ See Tab ll.) While this change had
many advan’;,ages of an adminisirative nature, it did not afiect in any
wég the organization of the five component branches of the Intelligence
Division: ILanguage, iLilitary Oryptanalybic, General Cryptanalytic

(Tab 12}, Traffic Analysis and Control, Information and Iiaison.

B. #rypbtanalvtic Liaison with the },Es:r'ivt:i.sh‘2

In the summer of 1940 the War Department had made, as we have
seen,3 a decision to exchange military information with the British,
‘ but so far as the Signal Inteiligence 3ervice was concerned, this de-
cision was not implemented by actual interchanges until early in 1941,

A mission was then sent to England consisting of Captain asbraham Sinkov

and First Lieutenant Leo dosen, who spent February and March 1941 in

Ze The plan of this History limits the scope of the present volume to
crypbanalytic attack upon all foreign systems of communications
except those of the Japanese army, which are discussed in volume
Three, but much that is sald here is sgually applicable to the work
on the Japanese Army problem. Indeed, the Sinkov-Rosen mission,

. as will shortly appear, first made arrangements for an exchange

on these problems also.

L1

o)

In volume One, chapter IV, section

!
-
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the study of information which the British possessed and in visiting
the British cryptanalytic units, then located, except for the compila-
tion unit at Oxford, at Bletchley Park, Bletchley, where they had been
moved from London to provide a somewhat greater degree of safety dur-
ing the Battle of Britain.®
According to their report of 11 April 1941, addressed to the

Assistant Chief of 3taff, G-2, "the primary mission related to German,
Japanese, Italian and Russian secret systems." 1In addition, they re-
ceived information regarding minor European powers and Latin America.S

Neither this report, however, nor the longer account6 which they sube-

‘mitted to the Chief, SIS mentioned what was probably the most signifi~

cant svidence of the willingness of the British to cooperate:7

he Originally it had been intended that Mr. William F., Friedman
would participate in the mission and, indeed, the state of his
health was one of the factors in postponing the departure. Mr.
Friedman was then, however, a Reserve Officer on active duty,
and, in spite of the fact that orders had been written, he did
not go. Later, the Surgeon General declared him to be psrman~
ently incapacitated for active duty because of physical dis-
ability, and he therefore reverted to the status of civilian
employee, which he had previously held since 1 January 1921.
This did not prevent him from making two later missions (1943
and 1945) to England, as will shortly be described.

5. Memorandum to Assistant Cpief of Staff, G~2 "Report of Techni-
cal mission to Zngland," signed by Captain A. Sinkov and Iieu-
tenant Ieo Rosen, 1l April 1941, filed in MID.

6, This is now filed in the Army Security Agency as IL 413.

7+ They omitted this fact, of course, for securily reasons, as
will shortly be seen,
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the British, after obtaining special pledges of absolute secrecy38
revealsd to these lmerican officers the existence of their "E! opera-
tions {a successiul attack upon traific snciphered by the German
high-security cryptographic machine known as the Enigma and used
throughout the ‘var by the German army, davy, alr Force, and Hailway
Service for secret communications}., "It is significant to observe
(and with some measure of chagrin) that this pledse was publicly
violated by the PFearl Harbor ﬁ.nves‘oigation."9

The report cited,evaluating the fruits of the Sinkov-iosen mis-
sion, was the firet of a long series of reports which pointed out
that "“the materiasl which was furnished . . . will result in a saving
of several years of labor on the part of a fairly large staff.® In
return, these first liaison officers supplied the ﬁriﬁish with the
greatest treasure of the 3ignal Intelligence 3ervice: the solution
of the Japanese high~security diplomatic machine and éystem, desige-
nated by the Signal Intelligence Service as the "Purple.' In addi-
tion GCCS was given one analogﬁe of tiis machine, together with all
the technical information necessary for its operation in deciphering
messages. (0CS was also supplied with the results of american work

on the Italian diplomatic problems with which Captain Sinkov had been

8. They were required to take & special oath to reveal what they
had learned of the Inigma solution only to three persons: the
Assistant Chief of Staff, G-2; the Chief, 3I8; and kr, William
F, Friedmane.

9. Colonel sbraham Sinkov, interview of 24 kay 1946 with Historian,
ASA *
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closely associated. For their part GCCS M"suggested definite plans
for « + « cooperation including the possibility of a division ‘of ef-
fort to avold duplication.” Hspecially interested in cooperating on
Par Hastern problems, 30CS was willing to supply the technical data -
elaborated by its "cipher section in Singapore,lo which is getting
fairly good resultsy if the United States would supply competent
Japanese translators to make up a deficiency in that field.ll

In addition to information concerning the results of British
study, the two american officers brought back in complete form a
hexican twenty-alphabet cipher and keys, a Brazilian code, several
German Ailr Force code books, as well as partial reconstructions of
an Argentine and & Chilean code,

At this point it will be well to digress for a moment to pay some
attention to the question as to which side gained most from the angloe
american collaboration. FPersons whose hiigh technical capacities had
coniined their ezperience to but one or at most a few fields of opera-
tion, particularly when it was in those fields that the British had
been able to make very significant contributions to the progress of
the Signal Security Agency, have often informally discussed the ques-—

tion, but because they were not in & position to assess the entire

history of the liaison and match a Sritish contribution here with an

10. Ibid.

11. The sequel to this move will be discussed in volume Three,
especially ghapter IL.
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American contribution there, no conclusion could generally be reached.
Indeed, in a guestion of this kind, when imponderables are involved,
it i1s advisable to refrain from exoressing conclusions hastily arrived
at,

Yot some definite conclusions can be stated: the British made
their largest contribution in providing a vast supply of information
concerning the results of their cryptanalytic studies of past and
current systems. Oryptanalytic continuity had begun for the British
in 191k, whereas for the Signal Intelligence Service it was broken
in 1930 when 4I-8 was dissolved. In only ons field {Japanese diplo-
matic systems) had the Signal Intelligence 3ervice been able by 1941
to amass enough data to be able to say that cryptanalybic information
was once more continuous, and, significantly enough, it was in this
very field that the 3ignal 3ecurity agency was able to gzive the Bri-
tish at the outset its most valuable contribution (the "Purplef},

On the other hand, the Americans were, all through the %ar, able
to exploit to a much fuller extent than the British the vast possibile
ities for cryptanalytic purposes inherent in the use of the newer
mechanical, electrical, and electronic technigues. Perhaps the best
indication that the inglo-american collaboration was mutually helpful
was the fact that it was continued throughout the “ar and is planned
also for the postwar period.

After the return of the 3inkov-iosen mission, the next svent in

the history of anglo-smerican liaison on cryptanalytic atbacks was a
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visit by kir. {(Commander} A. Ge. Denniston, then head of (CCS, who dis-
cussed with the several 3IS sections Ymatters of general interest in
. ok G A ; o 32 i s "
connection with joint crrptanalytic activities.! At this time he
arranged for Captain {later Hajor} (soffrey (1. Stevens to come to

13

Washington as an observer of Japanese cryptanalysis. Captain Stevens
wag to report to and be under the jurisdiction of Captain ikward Hastings,
‘ British Iiaison Officer for GCCS in ¥Washington,
The first record of a routine exchange of cryptanalytic material
is dated just after the Pearl Harbor attack., Un 14 December 1941 the
3ignal Intelligence 3ervice agreed to the proposal made by GCCS that ﬁ
"frequent exchange of material ({was] desirable! concerning the prine-
¢ipal diplomatic system ((Iz‘éi‘(l‘).y‘L Shortly thereafter the Signal Intel-
Iligence Service sent a complete list of recovered daily keys for 1930
and 191;.015 to GCCS, which, indeed, had sarlier given Captain 3inkov
. the results of their work on this system.
In May and June of tne following year (1942} Capbain Solomon

Eullback was assigned to btemporary duty at GCCS, where he studied

12, "Minutes of Conference," 16 August 1941, Lioom 3341, Munitions Build-
ing, attended by ILieutenant Colonel H. 3. Minckler, then Chief, 3IS;
Captain Harold G, Hayes, then Zxecutive Officer, 3I8; Capltain Zarle
F. Cook; Captain 4. Sinkovy lLieutenant lLeo Hosen; Mr. William F.
friedman; Mr. Frank B. Howlett; and r. 3. Kullback. Document on
file in the Office of tie Director of Communications Hesearche

13, Recollection of Colonel Harold G. Hayes, 28 lay 1945.
. li. Telegram dated 14 December 194l, copy in IL 41l4. See chapter IV.

15. Contained in Document No. IL 4lh.
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German, Japanese, French, Spanish, Italian, Middle Eastern, Near East—
ern, Chinese, South aAmerican, and Swedish diplomatic systems, German
military systems, and.other systems. The material which he brought
back was perhaps the largest siﬁgle shipment received from GCCS: it
included GEC keys, work sheets, and a technical deseription of that
system; French keys and instructions concerning encipherment; a num-
ber of reconstructions of codes, among which were French, Spanish and
Japanese codes; and, finally, the facts then known concerning the solu-
ticn of German military traffic. OCaptain Kullback had "found the
British most helpful and cooperative and was permitted access to every
section [of GCCS] at Bletchleyl6 and London.17 They were completely
frank, open and aboveboard with me and kept [back] no detail of their
operation, procedures, technique, or results."

In the month of July 1942 the President reviewed the situation.l9

16. Bletchley Park, Bletchley.
17. Berkeley Street.

18, HMajor Kullback's report, dated 1 August 1942, is filed in IL jl2.
When the Sinkov-Rosen mission went ito England, all the sections of
GCCS were located at Bletchley Park, Bletchley, about 50 miles
northwest of London. By the spring of 1942, when the Battle of
Britain had been won, and it was deemed sufficiently safe to move
gome sections back to London, the diplomatic sections, under Com—
mander Denniston were moved to Nos. 8-9, Berkeley Street, London,
and that part of GCCS was thereafter generally referred to as
"Berkeley Street." The part remaining in Bletchley was often
referred to as "the Park" or "EBPH,

19. Memorandum for General Marshall, 9 July 1942, signed "F.,D,R." 4
copy of this memorandum and of Major General Strong's reply to
General Marshall of the same date are now filed in the Office of
the Director of Communications Research. General Marshall's own
memorandum, dated 11 July 1942, is filed in MID,

‘ﬂﬁwﬁr"ﬁﬁ~wm- {
i SR = 8
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and was assured by the Chief of Starif that M"an interchange of crypt--
analytic information had been in progress for over a year and appears
to be satisfactory to both services." Indeed, the examples of the
uninterrupted ilow of materials between the two centers cited through-
out this volume show that this cooperation was not only satisfactory
but essential to the success of the two organizations.

Meanwhile, the exchange of material with the Examination Unit at
Ottawa haa begun. The Canadian organization had been founded in 1941;
but since ir. Herbert O. Yardley, who had been head of MI.2 from 1917
to 1929,20 was employed there, the Signal Intelligence Service and
GCCS refused to cooperate with EU until Mr, Yardley was dismissed.zl

Mr. Oliver Strachey, one of the most experienced members of the
GCC3 staff; was the first head of EU sent bo Uttawa after Iardley's
dismissal., He remained for one year and was succeeded by Mr. F. 4.
Kendrick, who paid several visits to the Signal Intelligence Service
during 1942 and thereafter until he returned to England in 1945. The
first recorded instance of cooperation between the Signal Intelligence
Service and EU involved the receipt from the Canadians of a copy of one

of the French codes captured in January 1942 at kiiquelon. Cooperation

20. On his work see Historical Backerounds of the Signal Security
Agency, prepared by the Historical Unit, Army Security Agency,
especially volumes Two, (chapters I~VI)} and Three {chapters
II-IV})., The reason for the attitude of GCCS and the SIS to-

ward Yardley is discussed in volume Two (chapter IV}.

2l. This was one of %the results of the riscussions with Commander
Denniston.

&
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with EU has been as cordial and profitable as that with GCCS in every
sphere in which =U operates, but it should be pointed out that iU did
not carry on a program of cryptanalytic study of any systems axcept
those of the French and Japanese.
In 1943 Mr. William F, Friedman visited GCCS, and between 2
ggrii and 13 July he studied all their operations sxcept those relat-
’ ing to German naval trai‘fic.zz This visit provided the data on which
work in the 3ignal Security Agency on (German military systems was later
to be based., L. Friedman was not only permitied to view these opera-
tions without restriction but he was allowed to orepare a voluminous
series of reports on the organization and technique of the British
units engaged on this work, something that had never hitherto been
permitted even a member of the British s‘c.a,i"fs!f3 ibout the same time
Captain Hoy Us Johnson returned from a tour of several months tempor-
. ary duty at GCCS with & great body of technical knowledge and exper-

ience to be applied to the German military problem.

22« It should be pointed out that (GCCS is an intra-service organiza-
tion and carries on work in diplomatic, military, snd naval sys-
tems, whereas in the United States responsibility for attack on
different categories of traffic is divided between the army, the
Navy, and the FBI,
See "Preliminary Report of Trip to Zngland®, & July 1943; a fuller
account is to be found in "Report on £ Operations of the GC & CS at
Bletchley Park," 12 August 1945, 113 pages; "Heport on 'ISSOS! and
1ISK? Sections,! 25 lovember 1943; "Report on 'B! Uperations of the
GO & CS," 7 January 1944 (by lieutenant Clarence 5. Barasch);
. #Report on IBM Operations," 4 Uctober 1943; and "Report on Visit to
the Intercept Station at Cheadle and War Office Y CGroup," 28 August
1943

)
w
[ ]
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Cooperation with the two GCCS centers (Bletchley Park and Berk-
eley Btreet) was also carried on by representatives of the Military
Intelligence Service. {olonel Alfred McCormack and Lisutenant Colo-
nel Telford Taylor were in fingland at the same time as ir, Friedman,
and it was agreed between the Assistant Chief of Staff, G-2Z and GCCS
to appoint an MIS liaison officer at GCCS. Colonel Taylor, who was

. designated as the first KIS liaison officer, was given space and set
up his office in Berkeley Street. For some months Colonel Taylor
divided his time between Bletchley Park and Berkeley Street, but later
in the summer Mr. Roger 3. Randolph of IS was assigned to assist
Colonel Taylor, who was then able to spend more itime at Bletchley
Park, devoting his attention to the military operations there, leav-
ing the diplomatic %o Mr, Randolph. To these men goes much of the
credit for the cordial relations between the two centers and for the

‘ rapid interchange of information. %hen, in August 1943, a regular
liaison officer was appointed from the Signal Security Agency, these
men enabled him to keep informed regarding GCCS operations at both
plaies s the 35A liaison officer made his headguarters at "the Park,"
and the MIS liaison officer at Berkeley Street assisted in keeping
irim abreast of the work at that center. WNaturally, there was a
reciprocal exchange of pertinent information.

In August 1943, when Colonel %. Preston Corderman visited GCCS,

. Captain John N. Seaman was designated as the first $34 liaison officer,

to serve at GCCS as the counterpart of Major Stevens, the GCCS liaison
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officer at Arlington Hall.zh Wwhile there, Uaptain Seaman wrote some
50 reports. He was accompanied by hir. Jobert U, Ferner, who studied
machine ciphers and worked on other problems at Bletchley Fark and in
November returned to irlington Hall. In the autumn of the same year,

dire dandolph wrote his Fersonnel Study of Serkeley Street Frepared for

Arlineton Hall,

In December Captain Z. 3. O. Thornett, head of Japanese diplomatic
work at GCO3, and Captain P, W, Filby, head of the (German code work,
spent two weeks b arlington Hall. Iiaison between the British and
American sections progressed thereafter without interruption, and
regular intercnange of information made possible the great advances
in the cryptanalysis of Japanese and German diplomatic svstems which
proved to be important factors in the winning of the War,

In March 194 Capbain Valter J. Fried relieved Captain Seaman as
384 lisison officer at GCCS. Upon nhis return Captain Seaman seb up an
office to coordinate and expedite the flow of information from irlington
Hall to GCCS and to kesp Captain Fried informed of the needs here., He
initiated the monthly informabtion Iletter to the 534 lialson officer
abroad as a vehicle for keeping him informed of developments abt home.
Capbain Fried, for his part, between 2 March and 29 November 1944,

wrote 123 reports and sent almost 9,000 pages and 32 microfilms of

2h. Hajor Stevens also served as GCCS liaison officer to OP=R20-G,
while Captain Seamsn had no eguivalent duty at the Haval 3ection
of GCCS, since OP=-20-0 had its own liaison officer there.
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technical information to the Signal Security Agency--this in addition
to the daily exchange of telegrams and the transmission of documents
regularly established between sections which, because of their routine
nature, did not require the personal attention of the liaison officer,
In the summer of the same year, from May to August, Lieutenant
Colonel Frank B, Rowlett, Chief of the General Cryptanalytic Branch,
worked in GCCS, and in the autumn Captain Herbert H. Maass and Serg-
eant Walter Jacobs went there for study. Mr. Samuel S. 3nyder, head

of the Japanese diplomatic and military attaché work at Arlington Hall,

visited #U in the autumn of 1944 to perfect the exchange of informa-
tion on Japanese diplomatic systems; in December Dr. Calvin $. Brown
was there for the same purpose with respect to French systenms,

On 19 October 1944 #r. Albert W, Small arrived in GCCS and took
over the duties of Captain Fried, who remained until the end of Noveme
ber, Ir. Small, in turn, stayed until May 1945 when Major Seaman was
given a sacond tour of duty as liaison officer.

At the beginning of the new year the value of a great body of mis-
cellaneous traffic sent on the Japanese domestic net was recognized,
and some agreement was necessary for the allocation of responsibility
for this trafiic. Accordingly, in March 1945 representative; of the
three cooperating centers (GCCS, BU, and the Signal Security Agency)

met in Washington and arrived at an agreement which increased in scope

their cooperative effort.
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Cs Cooperation with OP-20-0

Mention should be made of still another aspect of cooperation ,
sstablished long before the atiack on Pearl Harbor--that betwsen the
Signal 3ecurity Agency and (P-20-G. Throughout this volume references
to such cooperation show that, as the War progressed, the cooperation
between the two services increasgd in scope, When, in 1942, OP=-20=G
abandoned the study of diplomatic systems,25 the cooperation between
the two services involved largely Jjoint work on the weather systems
and technical consultation on machine éiphers. OP-20-( was especially
generous in making cryptanalytic-macihiine time available to the 8ignal

Security Agency.

25, 8ee volume Une, chapter IV, ssction D.




Doc ID: 6554247

3

CHAPTER II. JAPANZSE DIPFLOMATIC SYSTEMS

Japanese diplomatic systems were among the first to receive the
attention of the original nucleus of cryptanalysts in the Signal In-
telligence Service,z who had the advantage of possessing a consider-
able body of Japanese material from the files of MI-8. Between 1919
and 1929 MI-8 had recognized a total of 1 different Japanese systems,
of which 18 were diplomatic, 5 military attaché, and five naval a“‘ctaché
systems.” The personnel of MI-8 had also prepared a number of reports,
the most important being a description of the method of attack used in
the case of the so-called "U-Type! codes (JU and its relatives), which
were in use between April 1924 and March 1925. Most, but not all of

these systems, were made readable in MI-8. For the most part they were

the type of codes known as a syllabary; that is, plain-text digraphs

l. BSources for this chapter include documents on file in the Japansse
Diplomatic Section, General Cpyptanalytic Branch: progress reports,
historical accounts, descriptions of systems, diaries, publications
of the Recordert!s Group; RIP=-37, publication of (P=-20=0; historical
files of MI-8; a "Special Historical Heport on the Solution of the
'B? Machine," prepared by ¥William ¥, Friedman on 14 October 1940;
interviews with Captain Robert ¥, Packard, Messrs ¥illiam ¥,
Friedman, Samuel S. Snyder, Custavus F, 3Swift, Dale Underwood, and
Miss HElizabeth Stephenss and a lecture by Lieutenant Colonel Frank
Be. Rowlett.

2. See Historical Background of the Signal Security sgency, volume
Three, chapters 1II-IV, and Japanese Godes and Ciphers 1919-1929,
both publications of the Historical Unit, srmy Security Agency.

3. The remaining three (JD, JF and JH) are not represented by any
material in the files. It should be pointed out that MI-8 re-
ferred to the attaché systems as "Army Codes® and "Navy Codes, !
but the evidence is clear that these systems were in use for
the communications of military and naval atbtachés only.
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were represented by two-letter code groups, which in some cases stood
for a freguently-used word. An innovation first observed in the code
J&, introduced in June 1921, consisted of adding to the two-letter
syllabary a small number of four-letter code groups all beginning with
the same initial letter, in this case "B", The only other point of
interest was that codes JL and J¥W were in English and not J’apanese.'t+

Not until 1933 were the cryptanalysts of the Signal Intelligence
Service able to turn their attention to Japanese problems, In that
year Ur. Solomon Kullback and Mre. John B, Hurt were assigned some
Japanese messages which they found to be encoded in a system of the
same two-letter and four-lstter type known to ﬁI—S.s Although these
megsages and others contained no information of real value as intelli-
gence, they did provide & basis for a study of the type of vocabulary,
the grammatical forms, frequencies, and cryptographic habits to be ex-
pecbed in other Japanese traffic. Typical of the solution activitiss
of this period is that of J-6, a system using three-letter and four-
letter code gnsups.6

Between 1933 and 1935 five Japanese diplomatic systems were used

in rotation at intervals of three months. These systems, solved and

he The abtaché systems were distinctly more mature than the diplo-
matic, showing clear evidence of independent compilation.

5. Mr, Hurt gtated on 22 October 1945 that solution and translations
were accomplished in a few hours.

6. The description of the attack and the reconstruction are reported
in IR 5010-5012 (5 March 1934).
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read, were all of the familiar two-letter and four-letter type of code
with syllabary and vocabulary. By 1938 nine Japanese diplomatic sys-
tems had been read by the Signal Intelligence Service., The appearance
of new systems and the increasing complexity observed in them during

the 1930's may have been the result of the publication in 1931 of The

American Black Chamber by Herbert 0. Yardley, who had been the Chief

of MI-8, 1If this book had not been published, Japanese diplomatic
eryptography probably would not have experienced the variation and
improvement that marked its course after 1931l. Though for a time the
older, very insecure type of syllabary continued in use, the Japanese
at least as early as 1932, whether to reduce expenses or to increase
the security of their communications, were employing & machine cipher
designated by them as the "A" Hachine and by the Signal Intelligence
Service as the "Red" Machine.7

Japanese systems known to the Signal Intelligence Service during
the 10 years prior to World War II include the followings

Dieraphic substitution:

code

AW effective July 1932 to December 1934
CA # November 1936

10 I September 1938

Te This is described in section B of this chapter. According to an
unsigned typed report based on deciphered messages (on file in
the Recorder's Office, B~IIIL}, on 1 December 1938 a modification
of the Hed Machine was contemplated by the Japanese for the pur-
pose of enciphering certain messages of a particularly secret
nature,
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Polygraphic substitution:

code

XA effective (1931-327)

XB " ‘

DA “ Gctober 1932 to 15 October 1935

G " January 1933 to 15 October 1935
WI " April 1933 to 15 Qctober 1935

IK n December 1933 to October 1934

J=b " 15 October 1935 to 28 February 1938
J=7 u 1 January 1936 to 26 February 1936

Revived March 1940
. ; J=5 " 27 February 1936 to 30 June 1938

J=9 1 1 July 1936 to 31 October 1938
J~10 " 1 November 1938 to 9 April 1939
K=l n 1 November 1938

J=-11 1t 10 April 1939 to 1 January 1940
KQ " April 1939

Jul12 1 2 January 1940 to Z1 May 1940

J=13 # 1 June 1940 to 15 July 1940

Jelh n 15 July 1940

J-15 " 15 July 1940

P-1 L 15 July 1940

J-16 n 15 August 1940 to 30 November 1940
K=l " 19 January 1939 to 1 July 1940

=2 it 19 January 1939

K3 i 1 July 1940

. Kl " 15 July 1940 to 15 November 1940

K5 # 15 August 1940 to 30 November 1940
K=t # 1 December 1940 to 28 February 1940
K_’i 1

K-8 L 1 March 1941

K=3. 1t 11 March to 25 April 1941

Ree 1O # 23 June 1941 Lo 15 Aungust 1943

Spelling Tables:

JE English Spelling
English 8pelling and Vocabulary
French 8Spelling and Vocabulary
#HE" Code
umxt Code
1OG" Code
g% Code
‘ #CH" Code
' 1Y Table
PA English Spelling
CA Znglish Spelling

' ol @
it 5 &
Ea
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Transposition, used in conjunction with the earlier systems, be-
came more and more frequent and more and more complicated in the later
systems. Characteristic of all Japanese diplomatic systems, and es-
pecially of the transposition systems, was the tendency of introducing
an innovation in a simple form and following it with a series of com-
plicating changes.8 Solution of such systems would have been very
difficult had analysis been limited to the final stages of these sys-
tems. Solution of cryptographic problems is frequently facilitated
however by the reading of cryptographic-instruction messages, that is,
messages, prepared in a current system or key, giving the users in-
structions relative to impending changes in the system or indicating
new keys and the like. Hence, although cryptographic continuity is
always profitable, it was exceptionally so in the analysis and ex-
ploitation of Japanese diplomatic systems. Japanese diplomatic traf-
fic supplied the first translation for the Bulletin, submitted 28 Jan-

vary 1935, and the first transmittal of a message from the 8ignal Corps

" to G=2 in 4pril 1936, 4s solutions were made and translations became

possible, they were not always forwarded to G-2. 4t the time of the
egtablishment of the Signal Intelligence Service in 1930, (-2 had ex-
pressed the opinion that the fundamental task of the Signal Intelli-
gence Service should be training for a future emergency, not the pro-

duction of intelligence from current material. As a result, transla-

8, 4= is now known, such a procedure is not confined to the Japanese,
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tions were forwarded at first more in the interest of showing what
8ignal Intelligence Service could do than for the purpose of pro-

viding intelligence.9

Be The Red Machine

Though the personnel of the 8ignal Intelligence Service had
studied cipher machines at an early date, the first machine of this
type which they encountered in actual intercepts was that known to
the Japanese as the "AW Machine, a designation which was not then
imown to SIS personnel, who called it the Japanese "Red¥ Machine.lo
Originally the Red Machine contained, as it was later learned, two
cryptographic mechanisms hereinafter called for convenience "cipher
wheels” although they were not wheels at all in the ordinary sense.
One *wheel! enciphered the 6 vowels and the other the 20 consonants.
Thus, the resulting cipher text was composed of vowels enciphered
only by vowels and consonants snciphered only by consonantse—-an at-
tempt to reduce telegraphic expense by producing artificial words in

the cipher text. ILater the "six" wheel was used for any six letters,

9. The personnel sngaged in this early solution work, under the
direction of Mr, William ¥, Friedman, were Messrs Frank B.
Rowlett, Solomon Kullback, Abraham Sinkov, and, later Measrs
Robert 0. Ferner, Samuel S. Snyder, lawrence Clark, and Herrick
¥, Bearce. Mr. John B. Hurt served ag translator. By 1938
Mr. Rowlett had the general supervision of Japanese solution;
he and Mr. Ferner were concentrating in particular on the
Japanese Red Machine.

10. The use of colors as cover names was adopted about this time,
though not universally.
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& third mechanism, called for convenience & "control wheel", controle
led the motion of the cipher wheels. In addition to the daily cipher
sequence, 240 indicators for the three wheel settings had to be solved.
The system, put into use before 1932, was undertaken for study in
about 1935 and was solved by 1936. ‘hen work on the solution of the
"Red" diplomatic machine had already been begun in the Signal Intel-
‘ lipgence Service, Hr. Friedman, through a chance conversation with
Commander J. Ne Wenger of the Navy Code and Signal Section, lsarned
certain details concerning the information which the Navy then had
regarding a Japanese Navy cipher machine which the Navy was investi-
gating. Acting on the assumption that the diplomatic machine might
prove to be of similar trpe, the cryptanalysts of the Signal Intelli-
gence Service attempted to determine the number of wheels in use in
the machine, and this line of attack proved successful, As revealed
. in the report cited in footnote 7, page 26, a modification of the
machine was on 1 December 1938 contemplated by the Japanese for the
purpose of increasing its security. The last message received in
this system was dated 21 August 1941, the system being superseded
by the more secure "Purple! iélachine s which had alreaciy been in use
for = several months and was employed concurrently with the “Red!

Machine during those months by a few correspondents.

’ Ce The Furple Machine
The most outstanding achievement in the cryptanalysis of Japan-

ese diplomatic systems, indeed of any diplomatic systems, was the

i amtrine, e,

(o= iy g
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solution of the machine known to the Japanese as the "BY Machine and
to the Signal Intelligence Service as the YPurple!" Machine. It was
the solution of this extremely secure system which was referred to
in testimony given to the Joint Congressional Investigation into the
Pearl Harbor Disaster as "the breaking of the Japanese Code,"
Fortunately, the sarlier and less elaborate. "Red" Machine had
. already been successfully analyzed by the Signal Intelligence Service,
and the traffic in that system was readable, but it was in a special
secret Japanese cipher that messages appeared in the latter part of
1938 giving the authorization for travel for a "Communications ixpert!
named Okamoto, in order that he might put into service certain crypt-
ographic paraphernalia termed by the Japanese diplomatic offices as
the Type #B" (ipher Machine. This machine was to replace the then
currently used Type "A" Machine for highly secret communications among
. the important Japanese embaSSiesll throughout the world and the For-
glgn Office in Tokyo. On 19 February 1939 a message, bearing the
date of origin as 18 February 1939 and sent in superenciphered code
(K-1 transposed and enciphered by special "A" Machine procedure},
was intercepted and found to give the effective date of the initia-
tion of the "B" Machine as 20 February 1939. The #A" Machine was
sbill to be used by all holders for certain classes of communications.

Among the first messages received after the effective date of

‘ 11l. At Washington, Rerlin, London, Paris, Moscow, Rome, Geneva,
Brussels, Ankara, Shanghai, and Feking.
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the 4#B" Machine were three messages, originating in Warsaw, which
had a new type of indicator instead of the normal "A" type indicator,
Since examination showed that these messages had not been produced
by the "A" Machine, it was assumed that they had been prepared by the
#B" Machine; but since 6 of the 26 letters were more or less of abe
normally high frequency (as was also the case with the "A" Machine
messages) it was also assumed that the "B" Machine used some of the
basic principles of the "A" Machine. Further intercepts tended to
corroborate this theory. The A" Machine was continued in regular
use at Hsinking and Shanghal and very occasionally {spparently when
the "B" Machine was out of commission} the "A® liachine continued to
be employed at the places which had been provided with "B'" Machines.
After a brief study it was confirmed that the division of the
letters into two categories {one group of 6 letters and another group
of 20 letters}, which was the basis of the cryptographic treatment in
the "A" Machine, was retained in the "3" Machine but with & very im
portant change: whereas in the MAY Machine the six letters comprising
the "6's", as well as the twenty comprising the "20's", were enciphered
by means of what had besn deduced as being s rotating commutator, the
stepping of which was controlled by a break wheel of 47 positions
with certain skips in the cycle (the commutator could advance 1, 2,
or 3 steps at & time}, in the "B" Machine the "6's" were enciphered
by'mgans of a ssries of 25 heterogeneous and differently mixed al-

phabets, which were merely a carefully selected set of 25 of the possible
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720 permutations or transpositions of six elements taken six at a
time.

4 deciphering chart or ""development" was constructed to corres-
pond with these 25 permutations. This chart was revised and corrected
from day bo day until it became certain that all its elements were
absolutely correct. This having been accomplished {by 10 April 1939),
it became possible, as a result of cryptanalytic technigues elabor-

. ated for the purpose, to decipher the "6!s" in practically every mes—
sage of any considerable length in the "B Machine. It was found
that, so far as the "6's" between two messages with unlike indicators
were concerned, the only difference between one indicator and another
was the starting point in the cycle of 25 alphabets. There were 120
different indicators but only 25 different starting points, so that
four (in certain cases, five) different indicators represented the

. same starting point.

When the "6!'s" in a given message were deciphered, the plain-
text values of cipher letters scattered here and there throughout
the text became available, so that the skeletons of words and phrases
offered themselves for completion by the ingenuity and the imaginam
tion of the cryptanalyst. PFor example, suppose that on a given day
the six letters forming the “6's" were E, 9, A, D, &, and H, and

the following text was at hands

. Cipher: BRAXEF JCEVQZOOXHECFPDLNHGRAVAPPLCERP « o &
Plaint - HE _4&_4 _B_B_ __BR__E__REJY_BE_ ___HA_ e e
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It is not difficult to imagine that the missing letters are those

shown below:

Cipher: BRAXEFGCEVLOOXHECFDLNHGQRVGPPLCE
Plain: THEJAPANESEQOVEANMENTAREQUESTSTH

In this process of filling in the plain-text values of the "20!'st
the eryptanalyst could be guided only by two things: (1) the posi-
tions and identities of the deciphered "6's" and (2) the context,

For it speedily became apparent that any eryptographic relationship
between the plain-text and the constantly-shifting cipher-text values
in the case of the letters constituting the group of "20's" had been
most carefully eliminated, disguised, or suppressed. This fact cor-
roborated the conclusion drawn from all statistical and analytical
tests made on the cipher texts of the various mesgsages studied,

The process of filling in the plain-text values of the #20'g#
was therefore, as a rule, a very difficult mabter, depending usually
upon the particular assortment of letters constituting the "61tsh,

If the text was in Japanese, there was, in addition to the difficulty
inherent in the language itself, the added perturbation occasioned by
the fact that the Japanese Foreign Office had, on 1 May 1939, insti-
tuted a specles of "#Phillips Code" in connection with their use of
the "B" Machine, with a long series of arbitrary letters and abbre-
viations standing for numbers, punctuation signs, and frequently used
combinations of letters, syllables, words, and sometimes complete

phrases., For instance, the combination C ¥ { represented period;

]
f=3 *g

S

e

[ 3 *

e @
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C C F represented paragraph; the single letter L (not normally used
in Japanese} represented the diphthong al; P represented ni; V re-

presented long U; Q T Q represented irita (shi) itashi tashi; B K W

represented Beikoku (T United States); T K W represented Teikokuseifu

(= Japanese (jovernment); S N W represented Sukunakarazu, stc. The

difficulties introduced by this code writing alone were quite stag-
. gering as well as exasperating, for often the "text", even when fi-

nally reconsbructed, appeared more like code or a random assortment

of letters than plain text. The following sequence, usually found

at the beginning of messages, is a combination of Japanese plain text

and the code groups already alluded to:

XFCGJ WFOVD DNOBB FYXFO CFYLC CFMSG TSJVR KHIFI CGURV FEIBK WILSI « o «

¥hen separated into the proper lengths and decoded and translated,

it stood for "Number 15 {part 1 of 2 parts) Secret, to be kept within
‘ the Department paragraph On March 16th the imerican Ambassador Grew,®

slc, -

For the reconstruction of such text, the services of the Japan-
ese experts were absolutely essential, and the work went very slowly,
not only because of its difficulty, but also because the services of
these translators were availlable for this problem only a small part
of the time, when the traffic for the daily Bulletin permitted, and
this was very seldom. It was [ound occasionally, however, aiter the

. 161g" in a given message had been deciphered, that these letters and

their distribution throughout the message gave good indications of
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the presence, in whole or in part, of normal HEnglish text. In such
cases, the "guessing" process was likely to be considerably sasier
because of the absence of abbreviations (except for punctuation signs,
in which case these were a help), both because of the cryptanalyst's
greater familiarity with the language, and because a larger number

of workers was available, It happened that in several cases, after

& few words had thus been obtained by pure "guessing," a clue was
afforded as to the general nature of the message, and this led to a
frantic search for a complete document which might be available either
in our own files or in the files of other Government agencies. One
case was found in which the "B* Machine message contained a para-
phrased version of a message which had been transmitted in K-1 code.
Advantage was, of course, immediately taken of this circumstance,

but the entire text of the "BY Machine message could never be recon-
structed from the paraphrased K-l version, possibly because of the
excellence of the paraphrasing, possibly because of the presence of
abbreviations, or both.

At this point mention should be made of a favorable circumstance
without which the Signal Intelligence 3ervice probably could never
have solved the fPurple! Machine. At this wvery period the United
3tates Government was conducting negotiations with the Japanese
Government looking towards an extension of the commercial treaty
which had been in effect for a number of vears but which was about

o expire. As a result, a number of messages in Hnglish text had
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been transmitted between Washington and Tokyo, and a small percent—
age of the intercepted traffic therefore happened to be in English.
This fact greatly lessened the task of tguessing'" words, phrases,

and sentences in these specific messages, once the distribution and
identities of the 1461g! had indicated that the text of a message was
in English. Now certain of these English-text nessages could be
fairly feadily reconstructed, some of them to the extent of 90 to

95 per cent, because they consisted of quotations from documents and
the docunments in question were fortunately located and obtained, most
often through the gooperation and good offices of G—*-E.l2 Had it been
necessary to reconstruct the plain text of nessages from Japanese

text alone, the project would doubtless have failed, as did the Bri-
tish attempt being made at the same time, as wss afterwards learned.
The British, moreover, were handicapped by the fact that they were

not in a position to obtain the texts of documents cuoted in their
original English form in messages enciphered on the machine, as in
the case of the Signal Intelligence Service, which had access, through
G~2, to the State Department records. However, even the 3ignal Intelsw

ligence Service found on some occasions that to obtain a document

12. The Signal Intelligence Service was forbidden to make any
contact of this kind with any other Governmental agency, but
every recquest had to go through G-2, with attendant delays.
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from the State Department required a comparatively long time.l3

In all, the plain text for parts of some 15 fairly lengthy mes-
sages were obtained by the methods indicated, and these were sub-
Jected to most intensive and exhaustive cryptanalybtic studies. To
the consternation of the cryptanalysts, it was found that not only
was there a complete and absolute absence of any causal repetitions
within any single message, no matter how long, or between two mes=
sages with different indicators on the same day, but also that when
repetitions of three, or occasionally four, cipher letters were
found, these never represented the same plain text. In fact, a sta-
tistical calculation gave the astonishing result that the number of
repetitions actually present in these cryptograms was less than the
number to be expected had the letters comprising them been drawn at
random out of a hat! Apparently, the machine had been brilliantly
constructed to suppress all plain-text repetition. Neverthelsss,
the cryptanalysts had a feeling that this very circumstance would,
in the final analysis, prove to be the undoing of the systém and
mechanism, and so it turned out.

In all the foregoing studies, several factors stood out, First,

13« In that early period the techniques of obtaining information of
this kind had not yet been developed. In one important case,
after (=2 had reiterated that a certain document did not exist
in the State Department files, Mr. Friedman, by direct contact
with the chief of the files of that department, obtained the
document in cquestion,
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the basic law underlying the "B" Machine was of such character that
the ciphering mechanisms seemed to start from certain initial set-
TLings and to progress absolutely methodically without cyclic repeti-
tion of any sort straight through to the end of the messages, the
longest of which for which plain text had been recovered comprising
over 1,500 letters., Secondly, two identical plain-text lebtters in
seguence could never be represented by two identical cipher~text
letters; nor could two identical plain-text letters 26 letters apart
be identically enciphered., This phenomenon which was termed ''sup—
pression of duplicate encipherments at the lst and 26th intervals"
formed the subject of long and arduous study, fruitless experimenta-
tion, and much discussion. Thirdly, two messages with identical in-
dicators on the same day appeared to be identically enciphered, and
on direct superimposition (and written in a cycle of 26} showed them-
selves to be monoalphabetic within columns, but with the monoalphsbets
constantly, irregularly and unpredictably shifting from column to col-
umn., Fourthly, two messages with identical indicators on different
days (witp different plugboard arrangements into the machine} were
absolutely different. Fifthly, two messages with different indicators
on the same day (same plugboard arrangement} were absolutely different
and showed no cryptographic similarities whatsoever, Sixthly, in each
line of 26 letters two identical letters could be identically enci-

phered except at the first interval, that is, identical encipherments
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could, and often did, occur within a line of 26 letters at all in-
tervals, except at the first interval, although this phenomenon was
rare at the second, third, fourth, and fifth intervals.

At the same time as the foregoing phenomena were being studied,
intensive research was continued in an endeavor to establish primary
or basic cipher sequences of the nature of those usually found in
eryptographs with rotating commutators, rotors, and the like, such
as the Hebernlh and Enigmals cryptographs and our own.M;IBA,lé ebc,
For it was inconceivable that the mechine employed a nonrepeating
key of length corresponding to the total lengths of the messages,
Moreover, theofetical congiderations eliminated the possibility that
an infinite nonrepeating key  was being used, Somewhere, somehow,
the existence of cyclically-repeating keys or sequences must be une
covered before solution could be effected. But all efforts to dis-
close the presence of cyclically-repeating sequences were fruitless.

In one, and only one, case was there found even the slightest hint

14, On machines invented by Hebern,see Historical Backeround of the
Signal Security Agency, volume Three, chapter VI.

15. On the Znigma as used by the Germans, see below chapters XVI
and XVII. On a modification of the =znigma used by the United
States irmy (the Converter ¥-325, SIGFOY), see History of the
Signal Security Agency, volume Zight, chapter II.

16, On the ¥-134, see Historical Background of the Signal Security
Agency, volume Three, chapter VI; Historyv of the Signal Security
Agency, volume Hight, chapter II.
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of such sequences as were being sought. In & certain English-text
message the letter E was found fo be represented by G, 26 letters
away another E was found to be represented by Y, and again 256 letters
away another E was found to be represented by V, making the sequence
@YV; in the very same message the same trigraph QYV was found to re-
present three ¥'s similarly spaced. Attempts to add to this QYV se-
quence were absolutely unavailing, In this long, exhaustive and
tedious ssarch for repeated sequences or partially repeated sequences
much labor and energy was expended but it was rsalized that the dif-
ficulty wes probably due to the paucity of the text, despite the
number and length of the individual messages available for study and
for which the plain text had been reconstructed. It became apparent
that what would be necessary was to obtain, by some manner or other,
several messages in the same indicator and on the same day, or else
to convert several messages with the same indicator but on different
daﬁs to the same base, before even the existence of such cyclic se-
quences could be detected.

In all the thousand or more messages on hand there were but a
mere baker's half dozen or so cases in which there were two messages
on the same day and in the same indicator. More than two had never
been found and this was to be expected in a system with 120 different
indicators available for each &ay. In one case of this rare phencmenon

the plain text for one of the two messages was available, but very
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little could be done even then as regards the solution of the other,
For such a metiiod of attack at least 20 to 25 messages, all in the
same indicator and on the same day, would be necessary, and this was,
of course, recognized as a perfectly hopeless expectation. There re-
mained the possibility of converting several messages with the same
indicator but on different days to the same base, and while this
method of attack looked extremely difficult, it did not appear hope-
less,

A method for this conversion to the same base was developed and
termed the "identification of homologs.® That is, an attempt was to
be made to establish that a given letter on a certain dsy and another
letber on a different day were treated in an absolutely identical or,
more accurately speaking, homologous manner by the machine when set
to the same indicator, This conversion process is too involved to
explain here; it is sufficient to point out that, difficult though
it is, it was successful in two cases. Une of these yielded a set
of six messages, all in indicator 59173, which could all be reduced
to the same base. These formed the crucial set of messages from the
study of which success in solution of the machine was finally achieved.
{Tab 17)

Distribution tables of the letters constituting the text of these
six messages were made. It should be stated that in four of these
six crucial messages only fragments of plain text had been reconstruc-—

ted, here and there; the complete or nearly complete plain texts of
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only two of these six messages had been reconstructed. However,
enough data were accumulated from these two completely reconstructed,
and the other partially reconstructed, messages to yield distribution
tables, which, on careful examination disclosed here and there the
presence of repeated sequences., This, coming on 20 September 1940

at about 1400 hours, was the very first indication that a successful
attack might be possible, There was excitement at this first glimmer
ﬁof light upon a subject that had for so many months been shrouded in
complete darkness and regarded at times with some discowragement.

The nature of the distribution tables referred to is also too involved
to explain here, but it should suffice to indicate that they exhibited
certain relstionships between the successive cipher equivalents of a
given plain-text letter and the successive appearances of that plain-
text letter in the cryptographic text,.

As soon as the existence of cyclic or symmetric sequences became
clear, attempts were made Lo uncover complete basic sequences of the
type theoretically predicted. Bubl many conflicts and inconsistenciles
soon developed, owing to the fact that the cryptographic laws underliy-
ing the shifting fram sequence to sequence were still unknown. Con-
currently with the work connected with straightening out and removing
inconsistencies in these reconstructed basic seguences ran the work
of uncovering the cryptographic laws referred to, and very soon the

general nature of the latter became quite clear. All efforts were
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concentrated upon the development of the specific laws and specific
basic sequences applicable to the indicator under study, viz. 59173,
with a view to uncovering all the cryptographic phenomena in this
cagse and then searching for analogous phenomena in the case of other
indicators. Certain qualified persénnel from other ssections were
brought in to assist, and a considerable amount of night work was
found desirable in order to push this study to completion at the
earliest possible moment,

By 27 SBeptember 1940, just one week later, the work had progres-—
sed to a point where it became possible to hand in two translations
representing the very first "solution” to the "B" Machine., Two mes-
sages of recent dates, both in the 59173 indicator, were available
and were solved by applying the principles of solution by homologs,
guided by the aid of the reconstructed basic sequences. It was all
the more gratifying that this could be done on the very day that an-
nouncement was made of the signing of the Tripartite Agreement among
Germany, Italy, and Japan.

Much work remained to be done, however, since only the data ap-
plicable to but one out of the whole set of 120 indicators were at
hand. To solve the remaining 119 indicators appeared still to present
a large problem. These solutions consisted of finding the initial
settings of three 20-level rotary electrical cryptographic elements

&
of 25 points each and finding the order in which these three elements
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were brought into play within each indicator system. With but little
slackening of the pace set by the personnel themselves, work progres—
sed with vigor, and by 14 October 1940, when the first written report
on the "Purple' Machine was prepared--a report, incidentally, which
has been closely followed in the foregoing paragraphs-—solutions were
available for over one~third of the 120 indicators.

. As to the mechanics of the "B" Machine, naturally the basic prin-
ciples of its construction and operation were deduced from the crypt~
ographic phenomens observable in the messages, and immediately plans
were initiated i‘or the construction of an equivalent machine for our
own purpéses. Orders for the material for two fully automatic ma=—
chines were placed and expedited. While awaiting the arrival of this
material, persomnel of the Section designed and constructed & hand-
operated machine, which was put into operation in the daily decipher-

. ment of current Japanese traffice The cost of the parts in one "Purple”
analogue amounted to $290.97, that for one keyboard typewriter unit
$393.68. At the same time, a "Red" cryptograph was reconstructed on
the basis of the new knowledge presented by the solution of the
"Purple,” at a cost of $174.17 for the necessary parts.

It camnot be too strongly emphasized that the construction of
these analogues, as they are ter;ned in the literature of cryptology,
was based entirely on obsgervation of the effect of the unknown and

‘ unseen Japanese cryptographic machines upon the plain text of the
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messages sent in diplomatic correspondence, How closely the American
analogues resemble their Japanese counterparts is unknown, since no
American cryptanalyst has even abt this late date {June 1946} ever
seen one of the Japanese "B" Machines., It is clear, however, that
the analogues could and did perfectly reproduce the action of the B!
Machines, It would serve no useful purpose to give in detail at this

17

point an elaborate description of the machine as reconstructed,” but

it should be pointed out that a significant advance had been made by

the use of switches of the type employed in automatic telephony. Tab 26.

The solution of the "Purple" Machine was the culmination of 18
months of intensive study, but there still remained the additional
problem of the day-to-day solution of the keys themselves, the estab-
lishment, that is, of the daily plugboard arrangement or the order
and identity of the wires leading from the keyboard into the crypt-
ograph and thence out of the cryptograph into the printing unit,
Bventually it was possible to predict what sesquences were Lo be ree
peated when new ones were no longer being issued to the holders of
this system. Machine-enciphered trafiic continued to produce val-
uable intelligence and, with the changes in keys {as with the fall

of Germany) and special methods of use and superencipherment (JAA-l,

17. TFor details concerning these early analogues see the report of
14 October 1940, by William F, Ffriedman, filed in the Office
of the Director of Communications HResearch.
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JAB, JAD, etc.}, new cryptanalytic problems had to be solved. But,

in general, the processing of this traffic was speeded up to the
point where only a few minutes sufficed to declpher a message for
translation., Top priority was early placed on the handling of the
traffic in this system used for the most secret and important diplo-
matic matters, and this continued until the capitulation of Japan
in August 1945 caused the traffic to cease.

The story of the sclution of the Japanese "BY Machine has been

given in much greater detail than it will be possible to reach in

the description of other solutions which will appear in subsequent
chapters, partly because of the tremendous importance both to the
production of valuable intelligence and to the development of the
science of cryptanalysis, but also bescause from this one example
the reader may derive a fair notion of the sort of development in-
volved in all,

That solution was at all possible was due in very large measure
to two facts. The first of these, the fortunate circumstance which
made it possible for the cryptanalysts to have a considerable body
of #nglish text at their disposal, has already been treated suffi-
ciently, The other factor which contributed to the success was the
harmonious, well-coordinated, and cooperative teanwork of a group

of eryptanalysts working for more than a year and & half on the
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prc;b.lecm_.l8

Before leaving the topic, some atiention should be given to the
fact that it was solution of the "Purple" Machine which made possible
(as was brought out in 1945 and 1946 by the Joint Congressional In-
vestigation of the Pearl Harbor Disaster} the reading of a consider—
able body of Japanese diplomatic traffic which was of great wvalue in
revealing the intentions of the Japanese in the months preceding the
‘ attack of 7 December 1941l. This traffic did not, of course, reveal
the exact time and place of the attack, but it did make clear that
wer was imminent. In this connection the testimony of Major General
Sherman Miles, who in December 1941 was Assistant Chief of Staff, G-2,

as reported in the Washington Evening Star of 3 December 1945 (pe &=L),

*is of the greatest interest:

18. The report of 14 October 1940, written very soon after success was
. achieved, mentions the following names of persons who participated
in the problem: general supervision: William F, Friedman;
specific supervision and coordination: Frank B. Rowlett and
Robert Q. Ferner; recovery of the "6%g": chiefly Genevieve M.
Grotjahn, Albert W. Small, and Samuel S. Snyder, assisted at
times by Cyrus C. Sturgis, Jr., Kenneth D. Miller, and Glenn S.
Laudig; engineering problems: Leo Rosen; assistance on the
engineering problems: E. J. Hawkins, Sergeants Oscar Wilder, Jr.,
and Lawrence B, Roy; tabulationst Ulrich J. Kropfl, Mary Joe
Dunning and Hazel Dronenburg; Japanese language: dJohn B, Hurt
and Paul. 5. Cate; clerical work: Frances M, Jerome and Mary
Louise Prather; part-time assistance from other sections:
Abrgham Sinkov, Lawrence Clark, Delia Ann Taylor, Wilma Z. Berryman,
and Edward E. Christopher, Jr. Mention is also made of the fact
that through Commander L. 3. Safford, Office of Naval Communica~
tions, the facilities of the Radio Laboratory, Navy Yard, were
put at the disposal of the SIS in the construction of the
analogues.
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Mr. Gesell {counsel for the committee] informed the
committee that he will be prepared later to offer & detailed
record of the handling of important Japanese messages inter—
cepted during the week before December 7, 1941, but not
decoded and translated until a week or more after the atbtack,

Mr. Gesell said he is gathering data to show the monitor
stations that picked up each message, when it was transmitted
to Washington, whether by airmail or radio, and when it was
received for decoding.

In discussing the delay in decoding these messages today,
. General Miles told the committee:

#The astonishing thing, gentlemen, is not that these
messages were delayed, but that they were able to do it at
all. It was a marvelous piece of work."

Among the possible causes for the delay in decoding were these:

a. The necessity for intercepting a considerable volume of
traffic all sent in a single key before solution of that
key is possible,

b. The creation of a backlog of traffic by a sharp rise in
volume of intercepted traffic.

‘ ce The exbreme scarcity of competent Japanese ’cransla’cors.lg

de The faect that it is impossible to tell from raw traffic
which message will be important and which may safely be
laid aside until there is time for all., Only when a
; message has been converted to Japanese plain text can
‘any one, and then only one who knows Japanese, tell
which is important and which is not.

In making public earlier reports of investigations of the back-
ground of the Pearl Harbor disaster, the Government for security

reasons withheld certain passages. As had now been made clear by

19. On this point, see volume Four, chapter III, section 4, page 23.
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the Congressional Investigation, those passages contained references
to the success of the Signal Intelligence Service in solving the
#Purple® Machine. (The machine was not so called but this is what
was-meant.) The resasons for concealing this fact were based on two
considerations. In the first place, it was imperative that every
effort be made to prevent the Japanese from learning that their most
gsecret diplomatic system had been solved, for if they should lesarn
the fact, tuey would most certainly either abandon the system entir-
eiy, in which case the work of the best cryptanalysts for several
yvears would be nullified, or they would change as many slements in
the enciphering process as possible under the prevailing condaitions
of distribution. In either case, the loss Lo current military intel-
ligence would have been tremendous, as General Marshall eloquently
pointed out in his letters to Governor bewey ol 25 and 27 September
1944, With the cessation of hostilities, of course, this considera-
tion lost much of its force, but there was another consideration, in
the long run much more vital to the defense of the United States:

any success in solving a cryptographic system, if disclosed to the
general public, has the immediate effect of stimulating other govern-
ments whose messages may now or at a later date be under study to en-
deavor to improve their systems in such a way as to rendef them im-
pregnable, This is, of course, the aim of all cryptographic compila-

tion bureaus at all times: knowledge that a given type of cryptography
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has been solved by any government will at once greatly dccelerate the
process of research and development.,
The publication in 1931 of Herbert O. Yardley's indiscreet book,~"

The American Black Chamber, had, indeed, precisely this effect: many

governments, including some which were not sven mentioned in the book
(e;g. the Brazilian Govefnment}, at once began to prepare new Lypes
of eryptographic systems which would at least not be open to the
specific kinds of attack which Yardléy had shown to be successful,
The cryptographic techniques which had been regarded as adequate in

World War L were infantile when compared with those encountered in

Yorld War II, of which the #Purple' Machine is a conspicuous:example.
3 P D i

Had Yardley's bhook never been published, such & development in the
cryptographic art might never have taken piace.

Now that the solution of the "Purple" Machine has been disclosed
to the world, all governments have been given notice that even a system
of such high security as this is not invulnerable to attack. That
several governments were aware of the existence of the system is & good
presumption: at least two (the British and the German} are known to
have attempted solution and failed, and their cryptanalysts (among the
best in the world)} may well have regarded a machine cipher of this

type as indecipherable. Not only these two governments but all others

20, For a full discussion of this point, see Historical Background
of the 3ignal Security Agency, volume Three, chapter IV.
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now know the contrary, and the race for a really indecipherable system
will henceforth become much keener. It is not beyond the range of pos-
sibility that other governments will achieve success and that in a
future war the enemy may have provided himself with an absclutely se-
cure system.Zl The consequences of such a state of affairs to the
gathering of military intelligence are, in the light of the recent
. development of the atomic bomb and its sffect upon military techniques,
incalculable. Yst even if the enemy does not devise an absolutely in-
decipherable system but only one of relatively high security, another
war may then find the American signal intelligence services of that
period without the forunate circumstances which, added to the skill of

P

the cryptanalysts, made possible the solution of the "Purple" Machine,

D. Transposition

. Transposition, long a favorite type of encipherment with the
Japanese, became increasingly elaborate as new systems were introduced,
$ince new transpositions were usually introduced for basic codes already
in use in older systems, the new systems were all the more readily
solved. This was especially true of J-19 (JAE}, a system put into use
1 July 1941. Although a difficult transposition problem with such com-

plicating factors as a changing pattern of blanks within a matrix was

21, That this is perhaps not a purely academic possibility, bubt wmay
be achieved before we realize it, is clear from developments in
. the coryptographic art. On this point, see volumes Hight and Nine,
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encountered in J-19, fortunately the known CA code was used for the
bage in a few early messages. The four daily keys, one for each of
the four communication channels (@urope, the Americas, the Orient,
and general) varied in length from 19 to 25 numbers. In addition
to the daily changing keys, the pattern of blanks changed every ten
days. Although the basic principles of this system remained prac-

tically unchanged during the two years during which it was used,

_certain changes were introduced in the second year of its existence.

The same indicators were repeated, but changes were made in the se-
guences and patterns of blanks for the corresponding date of the
previous year. Not only were the new keys recovered, but rules
governing the changes were set up by which new keys could bs pre-
dicted. A4 special auxiliary system (32 and Q3} involving a super-
encipherment was also encountered and solved.

In order to speed the solution of J=19, & special technique
wa.s evolved,22 ah adaptation of an IBM tabulator which would com-
pare a sequence of cipher text with other sequences and show at what
position digraphs most likely to occur could be produced. This maw
echine, known as the electromechanagrammer, effectively reduced the

time reguired for anagramming and increased the accuracy of the

22. By Messrs Rowlett, Ferner, Small, and Snyder.
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tedious operation. =3

#, Organization of the Japanese Diplomatic Section

In September 1943 all Japanese diplomatic problems, formerly
scattered according to their diverse cryptography, were brought to-
gether directly under one administrative head (Mr. Samuel 5. Snyder}
and designated B-III-c-4 (later B-III-f}. The various phases of the

. work were divided among the following units: (1) Traffic and Index—
ing, (2} Purple Machine Cipher, (3) Decryptographing and Transposed
Code Solution, and (4} Additive Problems.

The orga‘;nization of the 3ection by the spring of 1944 is repre-
‘sented schematically in Tab o+ On 13 January 1945, when subsection
B-III—f:-l handling Japanese diplomatic problems became section B-III~{,
First Iieutenant (now Captain) Robert F. Packard was appointed Officer

. in Charge of the B~III-f Section.

F. The Work of the Section

The status of work on Japanese diplomatic systems in September
1943, when the group headed by Mr. Snyder was formed to handle all such

problems, was as follows. The "Purple' Machine cipher system (JAA) had

23+ Lieutenant John Skinner contributed much to developing the machine,
and those who contributed to the recovery of keys included Messrs
#illiam Bryan, Joseph Petersen, Maurice Waliz, Sergeants George
Hurley, Gwyn Bvans, and Irving Massarsky, ifisses Hlizabeth Stephens,
and Isabel kurdocik, and Lieutenant Vilar Kelly. The J~19 section

. was headed for several montns by Colonel J. J. Verkuyl of the

Netherlands Army, who later became the head of the Netherlands
cipher bureau in Brisbane.
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been solved three years previously, and all current traffic was in the
stage of exploitation, and only occasionally (where new keys were used}
of development. 4 cryptographic-—instruction message had announced the
temmination of JAE (J-19) in July 1943. BSeveral new Japanese diplomatic
systems had been introduced: JBC, JBD, JBA, and JBB. JBB {transposi-
tion} was quickly solved in the J-19 unit with assistance from the
Research Section of the General Cryptanalytic Section {B-3). 4s for

JBA, a nuch more complicated transposition system, entry into the system
was accomplished by the Research Section. This solubtion represents the
accomplishment of an umusually difficult cryptanalytic task, the solu-
tion of an unknown code using two~letter and three-letier groups with

an ‘unknown transposition. On 15 December 1943 a change was discovered
in the system whereby the pattern of blanks within the matrixes changed,
Two recently introduced additive problems (JAM and JBC) were under study
by a small unit, and the initlal entry into the JAM system had been made.
See Tabs 18 and 19 for JBA and JBC.

The newly organized Japanese Diplomatic Unit had made no provision
for solving new systems. Available personnel was already devoting full
time to the development of known systems and to exploitation. It was
not possible to solve new systems in the scanty spare time that could
be found fof such matters. Accordingly, plans were made to install
a special research group for these problems. The B=-II1 Research Unit

as it was then called, was asked to lend special assistance during
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February and March 1944, The limitations that characterize the JBC
system had been discovered, and through them entry into the system
was made. Work on JBC went forward rapidly, once advantage could be
taken of the limitgtion and of the additive pattern reflected in the
cipher texte Solution of JBD was begun in March 1944. Development

of JAM was suspended in December 1943 for lack of traffic in order to
devote full time to the more profitable system, JBC; later, in Septem=~
ber 1944, work on JAM was resumed. A4 study of the new systems intro-
duced for the Oreater East Asia Ministry (such as JBD and JBB) showed
that they were of the same general type as the diplomatic systems.

A reorganization of the Japanese Diplomatic Section was required
when, in March 1944, the Research Unit had progressed far enough with
JBC 80 that the system was ready for exploitation. A Recovery Unit to
handle JBC and JBA was set upe The decoding activities were thereupon
transferred to the Indexing Unit, The Research Unit turned its atten—
tion in July 1944 to other unsolved problems (JAO, JBE, and others).

Although JBC and JED had reached the stage of exploitation (the
key books were completely recovered and all traffic was readable), the
indicator systems remsined unsolved. Messages could be placed in the
key book by analysis and comparison of the pattern of the cipher text
with that of the recovered key., In beginning work on the unsolved
indicator systems, JBD was undertaken first, and it soon yielded to
attack in June 1944 . Following a similar procedure, the JBC indicator

system was solved.
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Ges Commercial Systems

Among the new systems facing the Research Unit was JBH, regarded
ags one of several new Japanese diplomatic systems. Unlike the additive
systems {JBC, JBD, JAM) it used kana symbols. Since the Research Unit
was concentrating all its effort on the additive problems, JBH was as-
signed in the spring of 1944 to a small group of cryptanalysts from the
Machine Cipher Section. Both transposition and autokey substitution
were involved, With the close cooperation of GCCS the traffic became
readable and the system was then discovered to be commercial rather
than diplomatic. It was concerned with the dealings of the great COM=
mercial companies in Japan, their subsidiaries, colonial development
companies, and the various trade-control bodies in the government de~
signed to exploit the conquered territories. The valuable gconomic
information was welcomed by the Military Intelligence Service, and
this provided an impetus for further work on commercial traffic.

Interest in traffic passed over the Japanese Domestic Network
began in December 1943 with the visit of a British officer, Captain
E. Be Cs Thornett. The British considered that such traffic would be
the main source of information after the War and of increasing import-

ance during the War. It was not until the autumn of 1944, however,

24 An autokey system is defined in the ASA Glossary of Terms as an
aperiodic substitution system in which the key follow1ng the
application of a previously arranged unit of key is generated
from elements of the plain or cipher text of the message,
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that interest became active. The reorganization to strengthen the
Solution Unit made possible the handling of this additional traffic,
which was of two main types, one sent in kana and the obther in digits.
Large commercial companies, banks, shipping firms, and consular offices
all sent messages in many different 'systams over the Japanese Domestic
Network, established for such purposes in the Japanese-,-controlleﬂd Greater
. Bast Asia area. This traffic was considered to be the best source of
information on economic data, and the Military Intelligence Service

valued it as much as the diplomatic information.

He Liaison
fixchange of information and the sharing with coopserating crypt-
analytic centers of responsibility for Japanese diplomatic problems had
been the rule for several years., As early as 1938 collaboration with
‘ the Navy had become very close and a complete exchange of information
was carried on. Between 2 February 1941 and June 1942 an unusual ar-
rangement to share responsibility for Japanese diplomatic traffic was
in force: the intercepted traffic was divided according to odd and
even days of the month., Although this division was fair enough as re-
gards credit, it was absurd fram the technical point of view where con-
tinuity was essential. On his visit to GCCS during February and March
1941 Dr. Sinkov informed the British of the solution of the "Purple'
Machine cipher system; since all their efforts to enter the system had
. failed, the British were delighted to receive the technical details of

this solution. Of especial importance in liaison was the visit paid
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the Bignal Security Agency in December 1943 by Captain Z. B. C. Thornett,
head of the Japanese diplomatic work at GCCS. During his two weeks!
stay a conference on Japanese diplomatic solution work was held (20
December 1943) to analyze and perfect liaison between the British and
American sections, Those participating in the conference were Major

Ge Ge. Stevens as British Liaison Officer, Captain Thornett as head of
the British Section, Major Aurell as Chief of B-I, Major Rowlelt as
@hief of B-III, and My, Snyder as head of the Japanese Subsection of
the Signal Security Agency. It was agreed that each section would
inform the other of any cryptanalytic discoveries and would provide
agvidence in support of them; that messages of cryptanalytic value would
be exchanged as well as texts of messages of intelligence value. It
was also agreed that the American short titles would be used in refer-
ring to systems; a list of short titles with full description would be
supplied ﬁapbain Thornett. Other data to be supplied included copies
of work sheets, tables, IBM listings, JAA ("Purple" Machine cipher) de~
velopment sheets, and a description éf the IBM technigue used on JAM
traffic., GCOS would in fturn supply messages and & report on JBG.

There would also be & complete interchange of JBA traffic by cable %o
eliminate the serious traffic shortage. Un 15 May 1945 many of the
commercial systems (the readable systems JHE, JJI, JLV, JLA, JKC. JLR,
JLS, and JLTj were turned over to the British as their responsibility.
All the back traffic in these systems was sent to GCCS. The Signal

Security Agency continued to be responsible for JHC, JIM, JIL, JJA-Z2,
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JIW, JLD, JHC, and JIX.

M¥r, Snyder went to COttawa on 30 fugust 1944 to spend a week at the
Canadian Examination Unit. After his return a new agreement was drawn
upt results of research would be exchanged except for systems on which
EU was known not to be working; IBM listings of research significance
would also be exchanged as well as messages containing interesting
eryptographic properties or cryptographic intelligence. EU would be
notified of new systems and their short titles. 4 copy of the IBM
decoding of JBC messages from Key Book I (prior to 1 February 1944)
and selected translations on the Tokyo-Kabul, Tokyo-Kuibishev, and
Tokyo-Vatican City circuits would be sent to EU. As cooperation went
forward other material was also sent and the agreement was put to the

test of application.

I, Training
Along with analysis and production, training was always a constant
objective. ¥From time to itime special programs varying in intensity,
length of time, and number of personnel involved were put into efifecte.
Barly in 1944 an extensive itraining program was instituted for all
personnel in the Japansese Diplomatic Secbion. This was for several
reasons?

1. To overcome isolation between groups formerly separated
physiecally and administratively; _

2« To make the Training Section more flexible by permitting
easy reassignment of personnel within the Section;
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3. To improve morale by showing the contribution of each
person to the whole problem;

4e To develop personnel for newer and hetter jobs.

A course was given in cryptographic instruction in Japanese diplo-
matic systems; the general types, peculiarities, and analytic methods
used on the systems were presented. in introduction to the Japanese
language was oi‘fe;'ed by B-I in a two-week course constantly repeated

. for new classes of students. A few persons from the Bection were
assigned every other week to this special course, ©On the basis of
performance in this introductory course, some students were selected
to bake >the intensive six-month course in Japanese language given in
the B-~I school. Further cryptanalytic training was given to these

graduates of the B-I school. From time to time also a short intensive

course on Japanese diplomatic language was given for the benefit of

‘ the cryptanalysts.




D

oc 1)

%

CHAPTER TIT. JAPANESE MILITARY EUTACHE SYSTEMS

A. Early Work

The earliest Japanese military attache systems known to the SSA
were five codes studied by MI-8 in New York. The staff there referred
to them regularly as "Army Codes! but the evidence is clear that they
were the prototypes of the later JMA systems {(Japanese Military Attaché).
They were lnown as JK, J¥, JN, JQ, and JR. JK was in use between May
1920 and February 1921, and was a syllabary using two-letter groups for
plain digraphs and & few frequently-used words. It was not dissimilar
from diplomatic systems of the same period, dJNM was a syllabary of the
same type but was used (between October 1920 and January 1921} in eleven
different encipherments, each with a distinguishing indicator, JN, in
uge between January 1921 and October 1922, was similar to JN, except
that instead of using a single encipherment throughout a message, the
code clerk might choose any of several, changing from one key to another
merely by inserting a "switch group.® J@, in use betwsen April 1921
and January 1922, and JR, used between November 1921 and Jamuary 1922,

were both of the same type as Jﬁ.

1. The statements in this chapter are based largely on interviews with
¥r. Samuel 3, Snyder, Dr. Waldo H., Dubberstein, Captain Maurice H.
Klein, and Mr. Edward E. Christopher, Jr., all of whom have long been
associated with the problem, and upon the following documents: a.
A, Sinkov and 8. Kullback, diary kept during their study of JRI-3
(8 Aprile~5 September 1938}; b. S. S. Snyder, Cryptographic Description
of the "88+,." System dated 21 July 1942; ¢, S. 8. Snyder, Notes on
RIK~5~—dJRN~k, dated 28 October 1944; d. Unsigned and undated descrip-
tion of JAQ; e. S. S. Snyder, diary of his work from 6 May 1940 to
June 1942, the period of early study of JAS; f. Mary Hill and
Kathryn Dubois (Buffham), Description of JAS (registered document
426~D). 4 report espscially prepared for this History by Dr. Charles
Prouty provided the main source of information for the later period.
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No other information 1is available concerning JMA systems until we
come to the year 1938 when on & April Drs. Abraham Sinkov and Solomon
Fullback first examined the current traffic in the system known as
"RIK~International” or JRI~3 (Japanese Rikugun Letters Wo. 3). This
system was in use from 1L Jamary 1937 to 4 HMay 1939. Intensive sﬁudy
of the messages resulted in the discovery of the genersl cutlines of
the cryptography of the system and the reconstruction of 32 of the
cipher scuares used in it.

Following JRI~3, and for =z short time concurrently with it, the
Japanese used between 1 January 1939 and 31 January 1940 a system
known in the SIS as "88.." (the four—digit discriminant regularily
began with 88). It was partially solved during the summer of 1941 by
Messrs. H. L. Clark and 3. 5. 8nyder, who had, at the beginning of
their work, the benefit of the solution by the British, broughlback
by Captain Sinkov on his preturn from his visit Lo GCCS in 1941, of
the master additive chart used for the encipherment of the indicator,
as well as the values of some of the four-digit groups.

Some progress was also made in still another system, JRN-i,
(i.e., Japanese Rikugun Numbers, No. 4) in use during 1939. The
analysts found that the basic code was the same as that of "88,.7
and that the additive keys were pages or blocks of 80 four-digit
groups. The fourth of these earlier military attaché systems,
Rikugunken, introduced in Jenuary 1937, was used during its six

years of existence for material of low intelligence value. A
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relatively insecure unenciphered trigraphic code, in 1937 it was re-
constructed sufficiently so that the traffic could be read. The Jap-
anese materially sliered the system in Uctober 1939 by changing the
permutation table from which the code groups were generated, by en—
larging the vocabulary, and by assigning code groups to plain eguiva-
lents after & new fashion. In a comparatively short time the revised
code was recovered to the point where practically zll messages could

be read.

B. The Principal System (JiS)

By far the most important of the JMA systems, however, was that
designated after September 1943 by the arbitrarily assigned short title
JAS, formerly lmown successively as: RIK=2 (after Rikugun), "Scarlet!
(a cover ngme), JRL~k, JMA (Japanese military attaché), and JAP (a
gshort title). Introauced by the Japanese on 1 February 1940, &AS was
the principal means of comminication employed during the War for inter—
communication among Japanese military attach€s and between them and
Tokyo. The cryptographic structure of JAS, while somewhat akin to its
immediate predecessors, is much more complicated. JAiS is an enciphered
code. The code iz based on: (1) a digraphic chart of 476 groups used |
to represent kana syllables, Japanese characters, punctuation, paragraph
headings, and numerals; and (2) a tetragraphic chart of 676 groups, of
which half represent further kana symbols and characters, the other

half place names and bhe letters of the Cyrililic alphabet.2

2+ These are necessary in order to gpell Hussian place names.
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Encipherment is by digraphic substitubtion using a cipher square
of 26 alphabets. The earliest square contained symmetrical standard
alphabets but later mixed alphabets were used symmetrically, and
finally, after 26 October 1943, 26 different mixed alphabets were

used, The key is taken from a key book containing a random sequence

of 135,200 letters arranged in five-~letter groups, ten rows and eight

columns on each of the 338 pages. The pages were designeted by two
letters (AA to MZ) and the second half of the alphabet provides
variants (A4 = NA). The ten rows and eight columns are designated
by letters in a random sequence different for each page,

The code clerk, naving encoded his message by the use of the
two charts, writes out a key sequence over the code text and then
converts by means of the cipher square to enciphered code text.

He hag chosen the key sequence at random, and so he must show by
an indicator the point in the key book at which he began., The
Japansse also indicated (though this was not technically essential
but was added as a check on accuracy) where the encipherment
stopped, by another indicator., The indicators are then enciphered
by the use of & 26 x 26 chart, each of the cells containing four
lstters chosen at random. Finally, the message serial number is
also enciphered by use of a 10 x 8 chart containing 80 five-digit
groups of key to be used for this purpose. (The indicator was
fomerly enciphered by a prearranged group on a page of key book;

the page was indicated by the control located in the first textual
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group).

| 41l five elements change at irregular intervals; furthermore,
the serial number chart and the indicator key chart are integral
parts of the key book and change as it changes. On 1 January 1945,
for example, the third code chart, the ninth (or "I") key book, and
the thirty-sixth cipher square were in current use, #dside from these
periodic changes of the three elements of JAS cryptography, the principal
cryptographic improvement in the system noticed since 1940 lay in the
change in the type of cipher square used. The first contained standard
sequences glid against sach other; although the second to twelith
squares used a mixed sequence, the square still exhibited direct
symetry; finally beginning with square 13, introduced on the ‘
26 October 1943, twenty-six unrelated random-mixed sequences were
adopted. The Japanese, well aware of security requirements, in
introducing these numerous changes in the elements of the system
created & variety of cryptanalytic problems, no two of which were
cryptanalytically alike., The extent of these changes is well shown
by the following list of cryptanalytic achievements: 41 conversion
squares recovered {12 had a single mixed sequence, and the remaining
29 were made up of 26 differently mixed sequences in each square};
eleven3 gserial number key tables reconstructed, together with more

than 16,000 letters of indicator key, and 862,000 letters of key

34 The serial number chart for JAS-1 has been recovered.
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in eighth key books recovered. At the end of the War the third code
chart, the tenth key book with its subtractor and indicator key chart,
and the forty-first conversion square were in use,

The successive changes (with American designations) are listed

below:
code chart key book square no. type of square date introduced
L seeesees A connenes 1 Vigenere, 1 Feb. 1940
‘ standard sequence
2 sssagnne B 5308 oo standard 25 Jul. 1940
G sensanee Aﬁ.pr. 1941
2 single-mixed 20 Aug. 1941
Dooncoooo 25 NOV; 191(.3.
3 single~-mixed 20 May 1942
E edeesoee '30,,@10 1942
F eeevenes 1 Feb. 1911-3
4 single-mixed 11 Febe. 1943
5 single-mixed 22 Mar. 1943
6 single-mixed 22 Apr. 1943
7 gingle-mixed 25 May 1943
B coveseee 8 single-mixed 10 Jul. 1943 -
9 gingle.mixed 25 Auge 1943
Hoieoese 10 single-mixed 18 Sep. 1943
. 11 ol ngie-mixed 27 Sep. 1943
12 single-mixed 5 Oct. 1943
13 random~-mixed 26 Qct. 1943
14 random-mixed 10 Nov. 1943
15 random-mixed 22 Nov, 1943
16 random--mixed 1 Dec, 1943
7 random-mixed 11 Dec. 1943
18 random-nixed 21 Dec. 1943,
3 ememevesnsomsesnen L9 random-mixed 1 Jan. 1944
20 random-nixed 11 Jan., 1944

4. No key has been recovered in the first or "A" key book, or in
the second or 'BY key book. These were already obsolete when
solution began, and the traffic is not thought likely to be
of sufficient interest to justify the labor of solution at this

. lste date.
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”L random-mixed 21 Jan. 1944

22 random-mixed 1 Feb., 1944

23 random-mixed 15 Feb, 1944

24 random-mixed 14 Mar,. 1944

25 random-mixed 4 Apr. 1944

26 random-mixed 25 Apre 1944

I sunnnaw BF random-mixed 11 May 1944
28 random~-mixed 1 Jun. 1944

29 random~mixed 15 Jun. 1944

5 30 random-mixed 5 Jul. 1944

31 random-mixed 1 Avg. 1944

32 random-mixed 17 Aug. 1944

33 random-mixed 6 Sep. 1944

3. random~-mixed 14 Oct, 1944

35 random-mixed 15 Nov. 1944

36 desossessosenseoene 36 rmdom‘-mixed 17 DBO. 19104
37 random-mixed 28 Jan. 1945

28 random-mixed 5 Mare, 1945

5 39 random~mixed 10 Jun. 1945
 ssunas KO random-mixed 6 Mar. 1945
FA random-mixed 10 Jun. 1945

This list reveals that, except for the date of the orliginal
introduction (1 February 1940), the Japanese have never introduced
a new code table, & new cipher square, and a new key book simul-

taneously. At every change in the system, at least one of the three

elements remained unchanged, and for the most part two remained
unchanged. Not until 10 July 1943, when key book G and sguare &
were introduced simultaneously, were the analysts forced to recon-
struct both a new square and a new key book at the same time., Even
then, the square introduced was of the same general type as its

predecessor.

: 5, Used concurrently with I-period key book from 5 March 1945.
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G, The Cryptanalytic Attack

By 1 February 1943 the cryptography of the system was clearly un-
derstood, and methods of cryptanalytic attack on the problem had been
developed. Some preliminary study had been conducted by the Signal
Security Agency in 1940, In November 1941 the British Government Code
and Cypher School {GCCS) informed the Signal Security Agency by cable
that it was concentrating on JAS and presented its achievements. These
consisted in the identification of the serial numbers, the control,
the structure of the serial number key chart, and the discovery that
the groups now known to be the enciphered indicators were nontextual.

A month later GCCS had discovered the nature of the indicator, its
control, and the use of the variant in one of the letters indicating the
page of the key booke. This use of a variant was for some time a trouble-
some problem, since GCCS thought that a table 13 x 26 (instead of a
standard square 26 x 26} was used to encipher the first page letter. .
This problem was finally solved by the Signal Security Agency in June
1942 after recovery of the first mixed square (the second cipher square
used)}.

In the meantime further progress had been made. The dates of various
changes in the system.ﬁere ascertained, and traffic could thus be studied
in the proper groupings. In April 1942 Colonel Tiltman of GCCS, who had
made the initial entry, visited the Section, bringing with him the re-—
sults of his study and the pertinent data on a long series of London~Tokyo
messages, These messages were carefully studied with the result that the

page numbers of the key book which they used were recovered. The true




Doc ID: 6554247

IIL, The Japanese jijlitary Attache Systems 70

structure of the key-book page was &b last understood to be ten rowa
and eight c¢olumns of five-~lebter groups.

CCS had begun the study of the more recent material and in June
1942 reported the first successful entry into the tsxt of JAS messages.
British intercept stations had gathered, in very complete form, & special
series of messages broadecast from an illicit station later identified
as Budapest. Because these messages were found to be enciphered cone-
sistently with key beginning in the top left corner of svery other
successive page, and because plain-text cribs were available, it was
possible to superimpose messages and to derive code values, first for
numbers and bhen for punctuation and simple kana. This series was the
hagis of code reconstruction, which proceeded rapidly when other messages
broadcast in normal channels (traffic between Tokyo and military attaches
in various capitals} were included in the overlaps. In Uctober 1942
structure of the tetragraphic code chart was established, and a rapid
recovery of code groups was efTected by reason of this knowledge.

With this successiul enbry into the plain {ext messages, the various
problems of recovering key from overlaps were iirst encountered. It
was decided to concentrate all efforts on the most recent traffic
svailable, that of the (" and "D (arbitrary designations assigned by
the 834} key books: "“C" was in use from 4 april 1941 to 24 November 1941
and DY from 25 November 194l to 29 July 1vi42, Preliminary study was

made of the newly instituted "E" period, but it was realized that trarfic

would have to accumulate before s successiul attack could be made,
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During the ensuing months traffic in both "C" and "D" periods was read,
and WE" period messages were gradually placed in depth and indicator

keys recovered.

D. Production Methods

The experience gained in the early recovery work proved of inestime
able value, Various cryptanalytic techniques involving indicator, key,
and conversion square were explored. The recovery of key from overlaps
was studied from many points of view; frequency tables, grilles used in
conjunction with charts of logarithmic value, frequency of code digraphs,
and isologs were all examined and exploited as a méans of rapid key re-
covery. iwowing experience and a study of solved messages for stereo-
types led to an increased production of key and deciphered messages.
The Section began to divide inte groups of specialists who became ex-
ceedingly proficient in their respective tasks. The Traffic group pro-
cessed all incoming messages and listed the important cryptogrephic
data of each message on a five-fold card, three copies of which were
used for research purposes., The Research Group recovered serial numbers,
key charts, indicator keys, and conversion squares to give the OUverlap
Unit the correct placement of messages in depth and the squares neces-
sary for the recovery of key. The Processing Unit prepared the deci-
phered and decoded messages for the translators. See Tab 20,

From that time on the Section made a notable record of production

and subsequent sclution. For example, the possibility of a simultaneous
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change of key book and conversion sguare had long been regarded as
posing an exceedingly difficult problemn. Such a change was first

made on 10 July 1943, The fact that the order for the change sent

by Tokyo was read in a cryptographic-instruction message saved con-
siderable time, (n 25 August recovery of the cipher component of

the new square was compleited by the section and sent to GCCS. From
then on sclution proceeded rapidly. Of somewhat less importance,
perhaps, was the discovery by the 33A that the cipher square introduced
on 25 October 1943 consisted of 26 differently mixed sequences. Hence the
immediate development of new techniques of indicator key recovery was
necessary since the "H" period had begun only on 18 September, and the
key recovery was not complete. Moreover, the technique that had been
developed for use with a sguere having a single mixed sequence was

no longer possible. Since the new type of sguare required more traffic
and more study for its recovery, the time lag st first was from three
to four weeks. Gradually techniques were improved to the point where
squares were recovered within three or four days of thelr introduction.
In this work, the analysts were materially aided by the fact that key
had been recovered so extensively that messages enciphered by means of
the new square could be placed by matching key to pairs of cipher and
plain text that cornform to limitations of the square; i.e., because of
the structure of the square certain constatations signified that identical
letters of key had been used and a search in the key bock could be made

to locate repeated letiers at the same intervals as those between the
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significant constatations. In the subsequent reconstruction, psrson-
nel experienced in overlap work and translators did excellent work iﬁ
recovering plain text. The great success of this unit in rapid square
recovery led GCCS to request its liaison officer to report in detail
on the techniques employed.

Courges in key recovery from gverlaps developed the talents of new
members of the Section, and courses in research technicques made exper-
ienced specialists available. Of great assistance in speeding up pro-
duction were the slectromechanical deciphering machines. By depressing
successively the keys on a typewriter keyboard to correspond to succes-
sive elements of the text, electrical impulses were set up which were
then combined by means of & plugboard with electrical impulses corre-
sponding to the successive elements of the key., A printer then printed
the resultant text. These machines made it possible to place messages
befors indicator keys were solved and in general performed tasks that
had hitherto been regarded as impossible because of the man hours re-
qguired for the manual performance of such btasks.

Another great timesaver was the use of an IBM procedure evolved after
the introduction of the square employing 26 different mixed sequences.
Listings of all possible decipherments of a column of an overlap doubled
the speed of key recovery. During bhe winter of 1943-44 ihe code texts
of a large number of deciphered messages were prepared, and an index of

solved messages was printed by IBM. This index, showing code text which
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had in previous messages followed each digraph, was most valuable in
key recovery. &bt about the same time work was begun on & noun and
topical index of JAS traffie. This, too, has been fruitful especially
in cases where only a few messages used the same key or where the con-
tent and structure could be inferred. In addition it was found by B-III
in Jamuary 1943 that Tokyo sent out each Saturday beginning 17 January
1943, a multipart stereotypic report on the progress of the war in all
theaters. This report, as was discovered in B-II on 31 May 1944, was
duplicated in Japanese Army systems, and the isologs thus avallable were
exploited by both Sections. Repeated messages and messages containing
reference to other messages were also a fruitful source of partial cribs
which. inc:_reased product ion,

The mogt serious problems facing the research group following the "G
period and the subsequent introduction of the square using 26 differert
mixed sequences were the “I" and "J% periods, when the Japanese changed
key book and conversion sguare simultaneously. In preparation for such
& problemn the research group had already made intensive studies, using
HH? period traffic for experiments in the use of new techniques., The
experience and techniques gained from this study indicated that solution
was possible if enough traffic was available and if the Japanese code
clerks continued to follow their customary practices in the use of code
and key materials.

In both instances, the Japanese inadvertently afforded considerable

help. Before 11 May 1944, the date of introduction of the "I" book,
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two valuable messages had been reade The first of these revealed

that beckause of travel difficulties, Madrid could send to Tangier by
cable (using the ';H" book) two new conversion squares for use with

the "I" book. 8ince these were to be sent by cable, it was questionable
whether copies could be obtained. Work proceeded on the basis of the
second message, which revealed that Bucharest would continue using the
HHY book and the current comversion sguare. This meant that all
circulars out of Tokyo would be sent in both "H" and "I" books and

thst plain text would be available for the "I" messages. From these
isologs the limitations of the new square were determined; that is,

the letters missing from the colﬁmns of 1 scuare, each row of which
contained a different mixed sequence. Recovery was proceeding slowly
but was speeded up when GCCS obtained coples of the Madrid-Tangier messages
containing one of the cipher sguares.

The introduction of the #J" period on 5 March 1945 brought additional
difficulties: it wss known that key book and conversion square would
both be changed and that the Japanese were taking precautions to avoid
sending isologs. A special system for circular messages wae established
since the Japanese had been unable to provide Madrid and Lisbon with
new cryptographic materialsg because of the allied blockade. Fortunately
however, the attaché in Cortina dtAmpezzo never received the special
instructions for circuler messages, and some eighty messages sent to

him in the usual way provided the needed isologs far the messages in
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the spec.ial circular system. These isclogs were ouickly and
effectively compared by rapid cryptanslytic machinery (RAM) in a
search for instances where the plain fit the cipher text and for two
such instances falling on the same page of the key book. Several over-—
laps, established in record time, made possible the reconstruction of
the current clvher square and the recovery of indicator key., A4t the
present time indicator key recovery is very nearly complete; 144
overlap pages have been set up, and 21,000 letters of key have been
recovered. A4s traffic accumulates the recovery of the remsining key
will proceed, and the information received and sent by the military
gtbaches and the War Office in Tokyo will be available,

By 3 May 1945, 40,028 message parts sent to or by Japanese
military attachés and the War Office in Tokio had been processed by
the Section for translation; 17, 565 such messages represent a complete
coverage of all JAS traffic from 18 September 1943 to 5 March 1945.
During this period nearly half of the messages received were gvailable
for translation within a few hours of their receipt. 4and even now,
after a series of changes in cryptography has posed difficult crypi-
analytic problems, scme messages are read upon receipt. The intel-
ligence contained in this traffic has been of great interest to G-2,
who consider JAS to be the most important and reliable source of
information out of Burope during the War. Indeed, it has been remarked
that the Japanese military attachdés were the most wvaluable secret agemts
working in Europe for the United States. The language is exirenmely

includes detaliled descrip-
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tion of German equipmernt, installations, and troop concentrations.

One group of messages contained information of such vital importance
about German installations on the French coast that they were flown
immediately t.or‘i*.!xe President and the Prime Minister in conference in

Teherane

E. ©Other JMA Systems

Another military attach® system that has yielded valuable informa~
tion is JAT. It was instituted in February 1943 exclusively for the
transmission of cryptanalytic material. Until November 1941 such traffic
had been sent in JAS and from that time until February 1943 in an adapta-
tion of JAS using an obsolete key book. JAT traffic, though infrequent,
did yield results when stgdied; it was found to be enciphered by & 10 x
26 square and to use fggreotyped message beginnings. The conversion
square, which was in use during the entire life of the system, was
recovered, and the traffic was reads 4 lapse in the use of this system
from October 1943 to July 1944 prevented any further study; but with an
increase of traffic after Ju}y, study was resumed, and the successful
overlapping of messages resulted.

References in JAS traffic revealed the general nature of some of
the JAT traffic, In addition the specific content was sometimes known;
e.ge Ue 5. State Department cryptographic materials. %With this inform-
abtion analysts were able Lo secure the correct materials and use them

ag cribs. The ksy thus recovered was used Lo read a long sequence of
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