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APPENDIX P 

COMlm RELAT_JQ!i.§~~P.ARTIES 1 

Ai'F.IOCJTING BRUBA. :RETATIONSHIPS 

I 

BltsIC B:UNCJPLES GOVERNDIG ~ .9~gt~ ~~~-~~:!!.!@].~ ~ 

Jl..ID.!..~ P.uR.TmB OUTSll>E THE FR&~ln'r70¥ OF ALLIED 001!!".i.NDS 

1. For PlX'Poses of this ~'..wend.ix, arrangements w.i. th Third Par.ties 

a.re defined as on:cy those "Which are- negotiated with Third :Rl.rty 

Governments or COMINT authorities nogotinting on a.n officiAl.bo.sis. 

The products of these Ar.l:'Ozlgements should be completely e:xohongeo.bl.e. 

2. Either pu-ty lllD.y negotia.te indeporidently w.i.th Third I?o.rties, subject 

to the provisions of this .ApPerulix. The negotio.ting ~ty shoul.d, ll.S 

fa.r o.S possibl.e1 keep the other pcrty currently inf'ormod of the progress 

of tho negotio.tians. 

J. Wherever a.nd whenever security oonsidorn.tions permit, the u.s. o.nd 

u.K. na.tion.o.l a.uthorities mo.y enter into rebtionsh:Lps v.i.th Third Party 

Governments or CQUINT o.uthoritios 'Iii.th tho objcot of obt...Un:lng: 

(a.) 1'0.\7 tre:f'fio {including -of type or .czuo.lity not 

reo.cli.1$ c.vn.ilnble through BRUM intoroept fa.oili ties: 

(b) eniL-protl.uct o.nd toohnicc.l rr.ter:Lo.l. \mah oo.nnot ~be. 

obtained through BRUSA f'o.cilities; 

(o) interoeption sites. 
•. "'·· .. 

4. Norixillly, either pa.rty my, m thout prior consent of the other 

a.nd sub;fcot on:cy to pror.ipt notification, ru:rnngo 'l"lith o.ny 

for the purposes sta.tod in :pnra.grnph 3 o.bove. In this· oonnootion' 
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the possi'ble soouri ty co:nproi.lisa involved in ::.:iere:cy :pros on ting raquiro~ 

t1onts shoul.d b.o oonsidat'oQ.o ~ 

5. Ei thor pr.rty T.Xl.y col!Q+aj,o ~ ,a.gr<?CL10nt which involves tho supply 

to o. Thi.rd Purty of . 

(a.) r..·w1 trn.f'f'ic selected in o.ccordn.nco with idcntifica.tion criteria. 

es W.blishad by tho. , Tqi:r;d. :Pr~ty, ( S'-¥?h sole<? ti on I).Ot being 
·. ~ . . . . 

'?'a_trospectivc), or to.kon on circuits using i'ixod. co.llsigns 

. p.nd/or·f':l.xed f'roqucnoios, i•e· circuits f'roo which the 
. . 

provision of trn.f'fic docs not disclose' tho solution of 

conplox ct'.J.J.sign nnd frcqu"noy systcr.m; 
· .. 

(b) D/F results on the tro.nsmissions involved in (a) a.bove; 

(c) T/~". do.tn (i.e. cnllsigne, f'roquencios, schedules mid 

procedures) in respect to tho trnnsnissions involved in {o.) · 

o.bove; 

(d). interception ste<n:'l.1.ge or guid.."1ico upcin trnnsoissions ot: tho 

typo involvod in (n.) nbovei ... 
~·· . . . ..... ;i: •."- . 

(e) genornl Mvice ncit rwon.ling knowledge of specific teo.bni~es 

or current probl0T.1S; · 

provided only tha.t before ioplcuonting such nn ogrec:\r.1ent; the othor 

p:irty is consulted on the toohnico.l problar.m involved, such o.s tho 

starilizo.tion of :ro:11 tr:i:ffic:. 
/6. • •• 

+ 'Reloaso.ble' equi:ipont. is defined· o.s, tl:'ll'.t equipraent Tlhioh is .. _. 

re~co.aa.bl9 under tho na.tion...'\J. IJ<?licics ·of the -country T.l!l.k:hJg ·th(a. 

dGlivory. In gcnera.1, relc..".Si:>.ble- oquipraent is consi.da.rod to ba tha.t 

'Wb:ioh ei thc.r can be .purchc.:;!od corDoroiai;ty or is !'.va.ihblo tnrougri 

gover:nment..'\l souro.os a.nd cl..'\ssifiaO. not higher thAn CONFJD!!11Tial.L9 
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BPC/F/1 (oontirru.cd) 

6. Bo!'ore entering into exchange arro.ngeroonts involVing tho :furnishing 

of end-product, or of ro.w trnffic, D/F results, toohnicnl. mter:!Al, or 
guido.nce beyond thoso specified in pD.r.'.gra.ph 5 fl.bovc, ao.oh party l!IUSt 

Th1:; dcciSien to ·relcO.~e such an.to. 

will be bc.sed. on o. oonsidoro.ticin of ·tho risk f'notora involved t\.Il.d ·the· 

bonofi t llkel,y to accrue in tho tcchnicnl or intolligcncc fields. .bUo 

weight must bo given to the .technionl coopctanoc of 1 6.nd knowledge o.J.rea.dy 

avnilAble to, the Third ;Fo.rty. 

B. In negotio.tions with Third Pc>..rtios fl.ll possible o.ssuro.noes shcruid be 

obto.incd tho.t the Third Po.rty will std'egu..'U'Cl nll r,]!1.tcrinls received,· 

will not make them a.va.ila.ble to t:1.1JY other Power, o.nd v.i.ll oonocm.l the 

. existence of its o.grecuont with tho u.s. or U.K. Tho Pl'GOise toms 

of t:"loae o.ssura.noes I:1USt be left m.thin tho discretion of tho U.S. or 

U~l~ ncgotic. ting authority according to tho oiroUI.lS ta.nccs of eo.oh Oil.Se. 

9. Both :i;nrties to the BRUS.-.. agreement will pool t..'icir knowledge of 

foreign COMINT orgo..niza.tions up to the :\greed lir.tlts of excha.ngo of 

colla.tcra.l. 

10. rn :negotu.tions m.th Thim Pnrti~s every c.f':fort should bo Oil.de to 

a.void disolostn'c of U.S./U.K. oollAborotion in tho COM.INT fiolde If 

c.nd \7hen· the question is ro.ised ·by, n Third Party, aclaissidn r:Jf the 

extent and nature of such collaboration oust be kept to a oinir.rur.l and 

/in •.• 

TOP SECRET 
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, in .:no _ca,se rev~ col~boration eicceeding the scope of the ar.rongeucmt 

II 

)3-J.SIC mnmr.:'12.S GOVEl?:;!!_I:1G .JITY COHINT .JlP ... '..NG!l.C:NTS ;w..rCFI IL:..Y BI: u.: • .DE vrITH 

THIRD :C~TlliS ':Ti'.i.':HlN THE FP-JfilY~~~~l'l2§. 

11 0 Tl-io follo,ti.ng principles w.i.11 govern any nrr'.'.l'lgcnont •lhich ray be 

.. nn.dc with Third ::_io.rtieo 'ri thin the fri1.uc.-rork of o.ll~ct"L cor:n:i.'\ncls. 

12. ;:rior to entering into c.ny COlill~ co-opcrntion \dth Third ?artics 

within nn c.lliecl coJ71u:md, which rm.y. nocessitr-.tq clisqlo:3u;rc .of ~~?1:1ia.tion 

rcg"-I'ding O!'. resulting frou U.S. cmC:. U.K. CO?illlT .'.l.ctivitics o.nd collo.bora.tion, 

.. _spocific l\rrang~r.~_?nta for. such co-:opJrc.tion will ];c agreed by tho u.s./U.K. 

COl.ITiTT o.uthori ti0s in 11<."Lvnnce. Specific o.i·rc.ngC'.:.i..:mts for roiy nllied comr.io.nd 

1Vhic~1 hAvc a be.'.'.ring on U .s./U .K. collo.boro. tion o.IT~cr.icnts under the 

3RU&i. l'.greencn t will be r.1.".dc ..Jmo=·0s to tltls ~ppa."lc1..ix. 

13. l'm'tici~i..". tion in ::'.?l .".lliccl CQ}iINT structure should be lir:U. ted to 

nr'.tions, 

(~) contributing suhst..".ntfal forces to thAt '.'..llicd cor.ir.nnd c.nd 

o.t1cquc. te CO:::.ITNT support to those fm.'OOS or, 

CJ) capable of ;:10.ki!lfl n sicnific::mt contribution to tho u.s,. and 

U .K. COi.IDlT effort within the coi:.v:io.nd. 
) 

14. Co-opcrr.tion with Third i..!1.rti.:;s within the c.llicd co;JElO.Ild. structure 

should be confined within the liT:li ts nccossc.r;y to 1:icet t!1c csscntio.J. needs 

of the co:Jr.iand. Tho rclense of u.s. c.n.cl.U.K. CONillT end-product ~o Third. 

Pnrty n.."I. tionals in o.11.ie<l coi:r:u::.nds shoulcl be ?'V~idccl if possible and in any 

event shoulc1 only be mcle n.ftcr ~rocnont, bct110cn u.s. and U.K. COMINT 

a.uthoritioso If such [\,.".torinl ;.mst be rclcr.sod to Thir<.1 I'm-tics, tho need-

to-l;no-.-r p:cincipl..:: nust be nppliccl strictly n.nd ·th;.; r.i."ttcril".l l:i.r.tl. tcd o.s 

follows: 

-4-
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DPC/F/l (continued.) 

(a.) Pco.c et:i.J?::. 

(i) Tr:lffic Intelligence noeded.,far planning ~sea provided. 

it is effectively disguised. 

(ii) Spooial Intolligonoe only Tlhan cr.1bodiccl in gcne:rnl 

intelligence sur:1r:arics f:ron Tfhich no infon.:ntion co.n 

be traced ba.ck to COMJNT. 

(b) Wartime 

(i) Trt\ffie Intelligence in ea.tegorics r.nrtunlly ngrecd. a.a 

relensa.ble in undisguised forra by the u.s. D.nd u.K. 

COMINT a.uthoritics, nnd other Tro.f'fic Intelligence 

when effectively disguised. 

(ii) SpeciD.l Intelligence effectively disguised, in 

entegorios nrutunll.y agreed a.a relo.."'.so.ble by the u.s. 

Md u.x. COMillT o.uthori ties. 

15. ..1.s a. condition of pa.rticipo.tion, there should be prior o.cceptoncc 

of a.greed socuri ty principles ba.socl on Appendix D lllld sil:dln.r to those 

given a.t Ex:hibi t 2. to Annexure I'1 to this ..j,ppcndix !llld agreed by the 

U.S. nna U.Ko COMINT authorities. 

16. In llny o.llied COIIlNr o.rrnnger.1c:mts there r:iust be no ravola.tion 

thllt u.s./u.x. COKmT coUAbora.tion exists outside the ~ticulAr coi::imnnd 

conoernod, or thllt within the comonnd u .. s./U.K. COlONT oolJAboro.tion is 

!!lOrc extensive thAn that to which Third l:t'.rty no.tions c.re o.dr.dtted. 

17. CD.MINT units of pnrticipo.ting nations would be o.t liberty to po.as 

COMil'IT n.vniJ.£1.ble to them to their no. tiono.l COMINT orgo.niZ.."'. tions nnd to 

units of other participo.ting no.tions but not to units or l'll'.tiono.ls of 

non-po.rtioipa.ting no.tions. 
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BIC53/P/Fina.J. 
04-9 

19 Mlrch 1953 

~ ~l.Tu.'1.';.NGEMENTS F<ll SA.CEtJR 

:: • GE!'IEEl.t.L 

1 • The following· principles t'.ffecting the COlllNT nrrnngemcnts for 

s.lCEUR apply to plahning for :wnrtime except insofcir ns provision is nnde 

in paro.grophs 26 - 29 below for n.clditi:onl:'.1 pec.cct:i.nc co-operotion. They 

mll be the basis on which tho U.S. and U0 K. COMmT o.uthorl. ties will 

negotiate w:i. th sacEUR o.nd on which aubsequont ncgotia.tions "l'l:i.th Third 

:Fnrty :nations should be conducted. ·Any a.J.tern.tions of principle which 

mc.y become necesao.ry o.a the :i:'oBUlt of these ncgotio.tions 'l"till be ::igroed 

between the u.s. and. U.X. COMINT authbrities and appropriate am.en&nent 

ma.de herein. 

2. ·In order· that the arrangements contained herein rNJ.y be e:ffeotive 

on the outbreak of war, it will be necessary to initiate plruming in 

pencetime. wi-t.'1 the Third Party na.tions concerned. This pla.nn1ng 

o.otivity should begin as soon .:i:.i pos&ibleo 

3. ·In order to promote the grentest possible readiness for wnr, 

it lll!ly. be necessary to extend this peo.ce time oo-opero.tion beyond the 

stage of planning. The decision Vlhen to enter upon this second stage 

will be taken by the U.S. o.nd U0 ?.:0 ro.rINT o.uthori ties a.t some lo.tar 

d.'l.te in the_ light of the then prev:llling interno.tional si.tua.tion and 

of the experience go.inod in the course of c°""opero.tion Yd.th Third 

Po.rty Illl tions on COMINT plo.nning. 

NOTE: Pertinent dofi.ni t:i.ol'lS ~or the :purposes of this p:i.per tlre 

g:i.ven o.t Ellhibit 1 hareto • 

TOP SEC1lif • 
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19. M.arch 1 953 
APPENDIX l? 
AUNEX!.JRE P1 (continued) 

4. The S.WEUR Y Structw.·o sllculc1 :1n·.ro t'.w i'olloi~1.ns clo;:1onts: 

{n) 

(b) 

;. senior y· 0f'i'ioor 0. t SH<i.P.E (S.:.CI!:L1Il · Y officar) 
assisted by a. rsta.rf'. 
Y stc.f'f's, i;-!J.cr.:i requ:i.rcc-:., .:J.t headqu..-..rtors of r.1c1.jor 

suborclinc.tc Force Co::ir.lll.ndcrs uncler S.\CEUR. 

( c.) Na. tion.'\l :i.r:.1e~l f'orcos Y uni ts pro.vidcd specifically 

i'or ::irect support of t'.1cir mm nr-.tionc.l forces 

oper~ tin:; unc:".er Sii.CEUR. 

5. The· re3l)onsibili t:· fez- forr:.u:L.'\tinp; 1'-n<l iuplcucnting 

S.~EUR 1 s ~policy nhould lie \T.i.th ...;..c. of' s. (I), SHU.PE. 

I'.>RTICIPi.T::0!-1 Ill S.:.CBIJR ~.: ·STRUCTUJ:~ 
.. ------ .... ---·------· --------
6. :..-'r.J..•ticipCtion in. the S.~.cr:UR Y Structure, including Y stcffs, 

should be open to nll nc.tions contributin::; to S:..CmJP.. cor.111'1.Ild,, 

ns a. norml •.linir=, coubnt forces equivnlont to o. u.s. or 

British Cori...Js, together with Y units o.dcq~te for their Clirect 

support, ]?'L'OYidecl thc.t these no.tions undcrta.ko to enforce nppro­

. pr.in. te sccuri ty ucnsure;s c.s set fort: i i:n Illchi bit 2 hereto, 

£'.nt". also unclorto.ke tr; a.ppJ.y tl1e principles sot forth therein, 

P..s n. ra:i.:n.ii:=, to o.11 ot:l.:ir COIIDlT o.ctivitics unclcr their 

control. 

7.. E:lcll J?'.U'ticipa tine; m ti on shoulcl. provide r.nl1 !J .. '1.into.:i.n the 

Y uni ts need.ec'. for tb c1iroct support_ cf' its .. forces under 

S.:.CElJR o.n..l should ensure their oporo. tion..'\l cfficio:r.o;v-. 
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19 1:1/:'.roh 1953 

ii.m:NDIX. p 
..:i.NN:irolRE P1 (continued) 

FU?lCTIONS OF THE fflAPE Y ST..\FF 

8. The :t\mctions of the SlL"'1?E Y Stni'f uncler .l.C. of So(I) should 

include: 

(o.) effecting c.ny neccssc..ry gancro.l co-ordin,_'1.tion of the 

.SUDEtJR Y.cffort; 

(b) es ta.blishing !:'.s far o.s no. tional cliff erenccs perrJ:i.t 

unif'orn opero.tionnl proceduros between Y uni ts of 

diffGL"ent no.tions; 

(o) giving tochnical. a.d.vice ns required to the Sliri.P.E Intelligence 

·Sta.ff on the interpretation of Y info=ti6n. received by 

SHAPE, .:i.nd OJ:T!l.nging for the the SHl..P.E In~elligcnce Staff 

to receive o.1l the .Y in:t'arr.1~.t~on :o.va.ilAbl~ in the SACEaR . 

Cornr.nnd which m.y be of vo.lue to it; 

(d) fol'l'JUlo.ting .:i.nd supervising conpliance 'l7i th security 

regul.ations nnd policies governing the production, hniidling 

o..nd dissemino.tion of y rntcrinl mth±n the $l.CEUR c~ 

in accordance \vith the a.groedaeourity principles in E:R:hibit 

2 hereto; 

(e) llrr::ll)ging for Y units to receive such toohnioo.l 11"1.teri4l,.:: 

and end-oproduct, whether produced in the St'l£JEUR c:o!Dlllld 

or reoeived from nntionAl sourcos, o:s TJAy be necessary 

for efficient conduct of· their opero.tions; 

(f) co-ordino.ting m:r:i.ngenants for the emhc.nge of tra.ttio 

between Y units within the SA.CmJR. Y Structure o.nd. f<;>r the. 

:flow of tro.ffic frou Y uni ts in tho.t structure to nc.tion 

- 3 -



DOCID: 2957880 REF ID:A2665521 

TOP SECRET 
TO BE HANDLED IN ACCORDANCE WITH Ill.SIG 

- I+ -

Di-tl 5 3/P/Final 
049 

19 March 1953 

.i.?2ENDIX P 

.i~~-:.1 (continued) 
.. 

(g) a.rra.nr;ing for r.w.teriaJ. of 'Gechnico.l COI.1INT interest} 

including prisoner of ;-iar interrogations, prisoner of war 

reports, and captured docuoents o.nd equipnent to lJe r~de 

ii~•.ledio.tely nvnilable ns upproprin.te to the eleoents of the 

~ Y Structure and to natiorui.l COHINT authorities; 

(h) esto.blishing nnd sto.ting to the o.pproprio.te authorities 

requirements for such s:;iecic.1. cm:ir.nmici:l.tiOns c.nc1. crypto-

ch.a.nnels ns 1:i..-i.y be nooessnry to ueet the opcra.tioru:'.l a.nd 

security requircoents of the Y effort wi th:i.n tho 5:i.CETJR 

FUNCTIONS OF Y ST..L"'li'S /.T SUBORDINi.TE C0Ivir!"1NDS 
--~·-··-- ... ··----..,---. -----
9. Y stn.ffs nt subordino.te cor.irn.."..lld.n should perfon:.t functions 

corresponding to those of the Y st~f £> .. t SH:i.PE. 

1 O. The r.1ain tnsk of .'.!. Y unit should be tc serve its o·:.n con-:umc1 or 

for.no. tion "IT.!. t!1 inforr.r .. ti on of L.r;1cdil.'.te vaJ.ue o.-;,,out forces c1ircctly 

opposing thn.t con,xmd or forrll.".tion. 

11 •. ~Th.en necessary o. Y unit rx:.y support n cor:iuf1.!ld or fol'.'l:ID.tion of o. 

different pc.rticipa. ti~ n". ticn. .:.:ny nrrrui.ccnents for such support 

or nny conbin.'\ tion of Y wits of one n.". tion.'1.li ty with those of nnothcr 

nntiorw..lity •r.i..11 be subject to :'.'..i;;rccaent of the r.i:ilita.ry cor.1JJlll1ders of 

the forces for whose support the wits uorc provided, or of the cogniz..'\l'lt 

no.tiono.1 COMlNT a.utJ::crity if required.· 
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~i.PPENDIX p 
.."i.NNm!RE P1 (continua:!.) 

gQ__MJ;Wr_~§. }~~--Tlm_.§i1CEOR.~..1!Q'LJ!L~_l!_D~T SUPRlRT OF FORCES 

UNDER Si~EUR 

12. :Gn.ch nn.tion with forces serving under S.'aCEUR w.y individu:lll;y 

o.rrnngc with the o.uthorities concerned to opera.to in tho theatre 

no.tiono.l COlIDlT units not' provided. speoifico.lly or exclusively for 

diroot support of the fo~s uncler S.£EUR. These uni ts will not 

ope:ro.te o.s po.rt of the St'\.CEUR Y. Structure and will not be subj~t to 

the n.r.rang~ents for intor-nllicd co-opcro.tion. 

130 The u.s. ::md. the U.K. will nc.int:U.n en opcro.tionii.i sepo.rntion 

n.nd, insof'D.r °:s. _practico.ble, a. physical sepv.ration between the Y 

uni ts ruic1 their nn. ti 6nal COMINT uni ts. 
. ... 

14. It is rcoogn:izcd thn.'.; ccrt..-tln COUINT uni ts o. t the higher 

levels ( o..g. ;i.:r:r:ry Group) "WOUld be directly . supporting both Si'.OEUR c.nd · 

their nn.tion..".l COiIINT orgnnizntions •.. Ea.ch pn.rticip..'\ting n..'\tion rrouJ.d 

hc.ve discretion nbout such untters ns the right of nccess of oth.Jl" 

l'lAtion~ls to these units. 

CO-O~ION \ITTH THTilD :;_>..:.RT:CS 'JITHlN s.'.JmlJR Y STRUC'l'\JRE --- ---- ----
15. Co-opcrl\ tion v.i th Thiro;l :. 't.,rtics rii thin the S.:O.CJ.:.'UR Y Struc turc 

shcnilA.. be confined within the lir.i:i.ts ncccssc.ry to noet the essenti.nl Y 

needs of .the .i.rrilcd Forces contributed by thm.• to st.cmm Mel t'.IUSt not 

revcnl thc.t th.oro is COUtNT collnboro.tion bet'ireen the U.S. nnd U.11:. 

outside the sphere of Y. . "\7i thin the li;:ti. ts a.greed for the release of 

COMJNT rnteri..".l proU.ueod by u.s. nnd u.K. oreruii~ti~ns (soe :[io.i-a.gro.phs 
-··-

20 !l.Ild 21 bolo\7), oo-opcrn.tion with Thirt.1 l~tios shoUid be wholchOOrted. 
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A.PPEIDIX p 
ANNEXUllE p: (cr,ntinuod) 

16,. The ohn:nnels for the prov;Lsion of tSbhnioD.l o.ssistllnoe to !rhird. . . . .. . . . . . . . ·. 
Po.rties from u.s./u.x:. nntionnl C01£1Nr sources shOl!ld ba via. ~o .. highest 

levels of"U.S~ and fr.K. Thea.tre C~ organizo.tions or vie. fao SB:APE .. Y 

staff whichever is more npproprio. te in indiviC.uo.l c~s.ca. 

17. In so f~ M consistent With tho a.greed 1U!iits fw the reloo.se of 

u.s. l'.nd u.i.. COmT t and in order to secure tho nooosst:'.ry .dogr.:ie of 

'Ullif'ormiti, Thi.rd Pt\rtie.s should be pcrsuc.dcd to a.de 1t ccrto.in common 

opcrc. tionl'.l procedures ( c?.g. those ·p.".rta of the BRUS..~ noto. ti on ays~e:.i 

us~ by the u.s. end U.K. Y units support:i.ng forces ::nd,cr.: SA!E!R). 

l!JV'EUENT OF Y Yi:..Tm!.tl.L BE'l.'\i.Ei<!N UN~B UND"~ .S.\CEGR .iOOJ THJ1ID P~.RTY. ·--·-------~----- --~ --
~TIONAL ORGllNIUl.TIONS 

18. · The Y uni ts Md Y sto.:ff's of tho pa.rticil:cl-til'Jg n..".-:;ions ,·rould 1?9. 
a.t liberty to pa.ss to their mm nntionn.l COlilNT orgo.:i.i.z..'\tio~s.~.nd to 

other pr.rtioipa.ting nntions, but to .those no.tions on]J.·, tho tcchnie:U 

I!l!l.tariAl c.nd trc.i'f'ic produced or rooOO.vod by themsolvr·t:.. The no.tiono.l 

COMlNT organiz.".tions of tho pa.rticip"lting DAtions ·should in turn prOV"ide 

suoh teohnioi:i.l supPart both to thc4' OTm Y uni :ts .;:ml t:ll'ough the ~~ 

Y ·stt-.f'f to tho Y units of other p."..rtici:pr.t:l.ng no.tions nc: they mAY cq,t¥1ider 

woUl.d be ~pproprir..te t\nd of c.ssisto...'100 to the Y oi'fort undor ~EUR. 

Such mtcrinl shnll bo hnnd.led in c.ccord.."Jleo with the rogulAtiona in 

'.l!:xhibi ii 2 herofo. 

~0_!.~Y :ERODUCED ·COMINT Ill'ID-mODUCT Bm'\fl!:Eif S.iClEUR 

.um OTmR SUPR'.l!liC AI.iLlED ~ 

· 19. l!l:mhD.ngo with othor major Commr..ndors 0£' N;i.TQ gf' interno.lly. 

produced CamNT ond-prodoot and npprcciAtions should bo ns og:reod be 
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Jil'l."EN:DlX p 
i..NNElC1JRE P1 (continuocl) 

the SUpreme. J&UJ.ied Cormnandors concerned a.nd shou1d be con:t'ined to 

the .highest levels pro.ctica.blc. Such ax.clw.ngc should to..!cc p~c.e in 

n secure oryptogra.phic cho.nnel provided exclusively for thllt. purpose • 

• :.S a. condition of such exchange, thu security principles set forth in 

:nxhibi t 2 hereto sht>.ll be 1.1.pplied c.s a. minimum· for ·the ho.nc1.l:j.ng of the 

mo.teriAl in the Co~ ·concerned. 

RELEASE OF 'l.'R4.FFIC 'mTELLIGENCE H?ODUCID BY u.s. :>ND TJ~K., Oil.G&ONiu.TIONS 

20. Tho rclc.."l.so to Third l?c.rties in the SACEUR Commo.nd of Tro.f'fio 

Intclligon0e produced by u.s .. nnd :u.K. orgn.nizntiona Tr.ill,. ;ti.thin the 

limita.tions cf the need-to-know n.na· the provisions of Ilxhibits 2 and 3 

hereto, be subjcot to the follomng conditions: 

(a.) First (rclca.sa.ble.) Co.tcgocy; 

OJ.a.as I 

This .consists cf Y nntoria.l, both end-product a.nd technical 

mo.terinl, produced by u.s. '.lnd U.K. Y units, and !llll:tori.al 

of tho same lci.nd and suppleincnto.ry to it prbduced by u.s. 

a.nd U.K. COlIDIT orgnnizntions. Thi~ cla.s.s _will· no~- .. 

· ... be r.cleo.scd · nutor:n tica.lly in wnrtir.10 but tho dooision to • 

· cemraenco o.utom."l.tic rcl<nsc of this cla.os uill be subject 

to rJUtuD.l agrocuent bcwccn the cognizc.nt U.S. and U.L 

will be withhold nt any time by both ~tjics ii'. .e:i,i;li,o;:-.~:. 

party dcoJAros that rolea.so ·would be hAso.rdous to its 

· nl\tiono.l intarcata. 

TOP SECRET 
- 7 - • 
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.'.F.8NDIX p 

.&umEXURE P1 (continued) 

T;lis consists of COMINT r.ctcria.1 1 both end-product a.nd 

tccbnicc.l 01terial Trli.ich,· o.lthougl~ produccc'i. by o. U.S. or 

U.K. cmmrr orga.niz:i.tio27 other than o. Y tmit, would be 

cn.pD.blc of procluction by Y tmi '\;s 1 o.nd which, if pn.ssed 

to o. Y tmi t, 'muld enable tho. t unit to achieve o. .. 
.. .. ~· ___ ;...: . ....... ~. ·. . .. ' ~ ·- -· .. : . . . . . . . . : ..... . 

signif'icnntly higher d~grcc of·exploitn.tio~ of its nonno.1 

to.sks. Both u.s. and u.K. ,nD:tiono.l .COJ,!INT authorities r.rust 

be in c.groo1:1Cnt before r.iD.terin.l in this cln.ss my be rcle::i.sed. 

They will continuously rcvicm the clo.ss and r.ninta.in o.gread 

lists of the m..'1.terio.l includoo in :i.t. 

(b) SGCond (Non•rclc~so.ble) Co.tcgo=z 

This consists. of .t)1c. rcn'tlndiµo of \Tro.f'fic Intelligence not 

included o.bavc. . It ':-"..Y, not bq :i::oleo.scd to Thl.J;od. Purties 

. except n.s indico. tea. in Dxhioi t 3 hereto. 

RELIJ,.".SE OF SI'JXLlL INTEL.!.~ 

21 • Specic.l Intcllige:npc will only be roloo.sod to Thim Parties in 

tho 8aCEUR Cor.ir.1.mcL in. o.cco:rdo.nce vr.i. th tlw provisions of r:xhi.bi t 3 

hereto • 

.llim£~~.!.QR...A:::'.&~DTG ITIT!i _cg.g_i~-H?.ODOCT INTRODUC_ED mTO .i..LLIED 

CHd.NNfil,S BY THIRD P."Jl.TI3S 

22. COMDIT cnd-proc1uc~ introduced by Third P!l.rties into 1;.llied 

Intelligence cho.nnels v.ill be handled in o.ccor,dance with pc.ro..gra.phs 

20 c.Pd 21 of Dxhibit 2 hereto. 
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.~"'"'P.rn'IDIX p 

.: .. m'1EJCURE Pl (continued) 

co-o~..:g:mr rn ?Li'Jm:mG OJ.. }f~.'t:Y§_"'£_S~~c~ 

23. It is agreed th.."1.t co-oporo.tion with Third Parties in plAn.ning 

the wnrtir..'le structure should begin in peo.cetii-:ie ruld. as soon ns possible, 

and thD.t there should be steP""by-step mplcmentc.tion o£ the SACEtlR y 

pz:-ogra.rm::io.in cpnson.'lnce with s.."1.tisf.'.'.Ctor:r testing of each successive 

step. It is can.siclcred a.Cl:vrn1tc.geous to esti:-.blish relations with one 

Third :i.l:l.rty nntion a.t a. tine until r>.ll faose considered eligible !:'.re 

included. Before re.king n.ny proposn.ls to individua.l. Third Pnrty nc.tions 

wh:i,ch r;ny nooessito.te the disclosure of information regarding U.S. or U.K. 

pl.:ms for Y, S.;(l::::t!R should seek the ooncurrence of the U.S. or U.K. COMINT 

a.uthori tics. 

24. In any n.ppro'.'.Ch to Third :L"orties within the &emlR Cor.mnnd with 

raga.rd ·.,o the· plAnning of n. \'lt'.I'ti.-:10 Y structure t!lc following principles 

.should a.ppl,y: 

(o.) There =t be no disclosw.·c to Third Parties of o.ny 

u.s./u.x. COMINT col~borntion outside the SilCEUR 

Coa.10.nd, nncl co-oporn.tion in plmming should be 

conducted without revealing present u.s. and U.K. 

COMINT successes or the sc~le Md n..'\turo o£ their 

prcsG:nt rmd p1."1.nncd COM]]fr cf'f'ort. 

(b) ,i.s n condition of co-operotion in plAnning the 

Slim:UR Y Structure Third Pn.rty n,..'\tions must accept and adhere 

to i:rl.nir.1uJ:l socuri ty rcgulc.tions gav·crning the produotion 

o.nd ho.ndling of Y :el('. tcri.t'U.. 
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A.."oPE!IDIX P 
ANNEXllRE P1 (continued) 

(c) Knowledge of the details bf the planning of. the SACEUR.Y 

Structure nrust be restricted to nationals of those nations· 

taking part in thn. t planning. 

25. . The pla.nning and negotiations in any approa.ch should be done b;r 

~he SACEUR. Y officer, assisted by such officers of the u.s.· nnd U~K. 

services con,cerned as it may prove nccess:.u-y to uppoint~ He and his 

stl:'.ff should estaolish, within the fr::unework of the agreed YID.rtime 

o.rrungerucnts, a skeleton orgr>.nizntion o.nd cornmunichtions. networ1c·designed 
... ' ~ . 

t.o ensure the orderly expansion ::md effective opcrt'.tbn of the Y structure 

on the outbrec.k of 1-cr. They should also develop such common or similo.r 

procedures ns mn.y be desirable and pr~tic:::.ble 0 

26. In order to carry out his pl.'lllning task, '.'.l.!ld in order to adv.Lse 

Third P'~rty nations, the SA.CEUR Y officer should be provided uith pertinent 

information on the subjo>cts listed bulow. The n..~tions concerned should 

or.ch designate the authority w:i.t:1 whom he lll.\y communicutc on these o.nd. 

other Y m::i.ttcrs. 

Types of Y uni ts 

Number of uni ts pln.nncd 

Adminis tr.'.'. tiqn 

Bnsic opcrntionul orgn.nizntion 

M.'Ulpo~Gr complOinonts (by furu::tion) 

Number of intercept positions 

(in bro~d categories, eago H/F Voice, D/~) 

Frequency rnnges 0£ intercept equipment 

Conuunic."'. tioruJ equipment of Y units 

- 10 -
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ii.PPENDIX P 
.iiNHEXtJRE P1 (continued) 

LIMITS OF P.Fil.CETD.1E CO-OPER.l.TIOI£.].EYOND PL."..NIHNG THE Wi~TIME STRUCTURE 

27. ~ planning of the wartime s.tructurc proceeds, it ne.y become 

necesscry t~ undert..'\ke further pca.cetimc co-operntion with Third Porty 

no.tion.s contributing f'orces to S.>OEtlR in order to ensure the groo.test 

possible rendiness for wo.r. 
. . 

28. The first pho.se of this furt.l-ior co-opcra.tion w.i.ll consist of o. 

limited. axchllllg~ v.i. th Third Porty :ru:i.tions of tro.ffic and technioa.J. 

mnte:ria.l. The r'.ll'.torial pt'ovided by u.s. ll1ld. British COMrnT nuthoritie.s 

rr.ill consist of ~elected. traffic a.nd toohnionl a..~tll. designed to o.saiat 

Third :Eb.rty n=.tions to tr~in Y and Intelligence personnel for eventual 

service with forces under SUIJEUR. The col!ll1lenoCl!llent· of' this phnse will 

' be subject to the o.grccraent of the u.s. a.nd u.K. COMINT authorities 

and the provision of the !Jllteria.l mo.y be progressively expanded, within 

the follow.i..ng lim:i:!ntions, c.s specifica.lly o.grecd by U0 S0 and U.K. COMINT 

o.uthorities in en.ch cnsc o.nd in tho following order: 

(o.) Rnw tro.ffio selected. in o.ccorda.nce with id.enti:f'ico.tion 

criterio. known to be :-:vnilnble to the Third Pf'.rty. 

(b) Rnw tro.:f'fic selected. in o.ccorda.nce with id0?1;tificntion 

criterio. not known to "be o:vnilnble to tho Third Porty, 

ruid not involving revelation of' more tho.n lou grc.dc technico.l 

success. 

(c) RcsuJ.ts of tr:i:ff'ic nna.J.ysis nnd pl.Ain toxt not involving 

solution of' COI:lplex co.llsign or procedure systems. 

29. ..:..s o. second. phnse nnd. depending upon developments in "\he inter­

nationAl. sitw::.tion, co-ope.ro.tion mo.y lntor be extended by agreeI!lent of 

the U.S. and U.K. COM.IllT nuthoritios 1r.i.thin the 
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.. uPrim:rX p . 
• i.NNElCURE Pl (continued.) 

oo-ope::.."!ltion. This second phase m.1::i.: be designed to cover Mtuo.l .:b.ccds 

which will by then h..·wc become nppo.rcnt. It rill be conditioned ·by 

the grca.tcr knowledge of' Third Po.rty c.otivities ::uid of' the scouri ty• 

risks involved which will hnve boon c;cquired during the ·oo.rlicr stEi.ges 

of' poc.cetime oo-oper~tion. 

30. COLIDIT disseminn.tion to Third Po.rtics in pca.ootir.ic, be;Yona. tho.t. 

provided for a.bove, '1-iill be governed by the principles o.nd regulntions 

contnincd in Exhibi"t 3 hereto, n.nd rdll comencc on r. do.to to be a.greed 

by the U.S. a.nd U,K. COM.1NT authorities D.nd Sb.GEUR .. 

.. - 1 
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1 • COMMuNICATION 
INTEU..IG'.ENOE 
(COlIDIT): 

2. END-PRODUCT: 

3. PARTICIP..i.TING 
Nl..TIONS: li · 

4.. PROCESSJNGi 

5. R..:;.W 'I'R.'Ui'FIC: 

14:th Febl'LllU':Y' 19.52 

~I1!..l?F.§ 

Intelligend.e in.forr;n ti on o.nd too:mio."1.l r.i..'1. teri:i.l 

resuJ.ting from tho interception o.ncl study "i5:t· · 

·telecoar.runicctions. (COMINT includes Y, q.v.) 

Intclligooce inforr.1!'.tion produced by .C~ ....... ~ .. ~ . · ...... 

a.otivities. 

Na.tions contributirig Y nativities to the &iOEIJR 

Y structure t'.nd cntitlod to receive the ;res1;llts 

of the OOMINT ll.ITa.ngOCJGnts for s.'.iCJEUR in 

nccordAnce With agreed conditions. 

The action required to produce COimlT fror:} 

_tra.ffic. 

0

Tr.:'.ffic showing no cvidonoe of processing for 

COMINT purposes. 

Thnt COMlNT which results £roe: 

(a.) The decryption of toxts in >lholo or·:iii-~" 

exo ept o.s . prorlded. in po.rc'.grnph 11 (b) below; 

' . 

(o) The "decryption of cnllsigns or raossage I 

hea.d.ings encrypted. in codes or ciphers of 

high security gro.dings ns no.y be spcoifiod 

by UOOIB olld LSIB; or 

(d) The int~cption of ccr-tnin types of 

transmission cs r:c.y bo specified by USCIB 

nnd LSIB; 

TOP SECRET 
- 1 -
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(e) Certn.in on.tegorics of phin texts, 

a.s agreed by UOOIB n.nd. LSIB. 

Do.to. concerning cryptographic systcr.1S 1 cor.ir.nmi­

co.tions proced.urcs ::md oethods of target countries 

and rolntcd inf'o:rr::i.~tion. 

li.ll individUllls or t'.uthori tics other th..'1n those 

of the United Sto.tes, the British '3npire, o.nd. 

the British Dooinions. 

9. T.Ri>FFIC: Interception tcleoou:n.micctions o.ctivity 

(including oesso.gc~. chatter, proecdur,\3, etC.). 

10. TRAFFIC ..:..W..U..YSIS:;; Study of cor.•:nmico.tions netuorks, procedure 

signals, callsigns, D/F benrings OJJ.cl . other 

tcchnica.1 a.ids to produce inf'oro..~tion by .:i.11 

oeans short of o.ctuo.l decoding or decrypting_ of 

the text of intercepted cor:u:JUilico.tions. 

That COMINT ·•rhich results :f':rai.1: 

(n) The study of procedure si~s, cnll­

signs, ocss:igc hond:i.ngs, D/F bc..'\I'ings 

o.ncl other externals of c01:vJUnico.tions,, 

oxoept the decryption of ccllsigns .or 

messo.ge hen.dings encrypted in codes or 

ciphers of high socuri ty groding :-.s roy 

be specified by USCIB o..nd LSIB; 

(b) The decryption of the whole or ports of 

cor.1uunicntions in codes or ciphGrs of 

such low security gro.ding th:::.t they 

a.re specific'1.lly cla.ssed a.a Traffic 

Intelligence by USCIB Md LSIB; 
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14. Y UNITS 

c.rc spocifico.lly clo.sscd a.s Trn:f'fic Intelligence 

.by uscm ruld LSm; or 

(d) Certain ca.tegories of plain texts, o.s a.greed. 

by uscm ruiCL LSIB • 

.i. period of o.otuo.l hostilities :Ln.volving SACEUR 1s 

COMINT vihich uobile field uni ts ccm derive frora tho 

timely processing of tro.ffic procured by ther.i by 

listening to enomy oar.u:runica.tions for tho purpose of 

providing intelligcm.oo for the ooooo.netars of' the forces 

which they a.re directly supporting. 

Mobile mili to.ry field uni ts exclusively cnga.gcd in 

y 0.0 ti v:l:ty. 

x Definitions · U':J.rked. with nn n.stmsk will. require oodifico. tion or ooissic.n. 

bc:f'ore boing used by tho Y Sta.ff' Officer in discussing nrro.ngal!lcnts with 

non-u.s./u.K. parties. 

- 3 .-
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HUNCIPLES FOR THE HANDLJNG OF Y 

1 • These principles shall be the basis in peace and war of all 

security regulations and policies governing the production, hand.ling and 

dissemination of Y. 

DEFINITION 

2. Y is CollllllUl1ication Intelligence which mobile field 'Ullits can 

derive from the timely processing of traffic procured by them by 
.•. 

lis~ening to eneiey- conmunioations for the purpose of providing intelligence 

for the comma.rulers of the foroes which they are directly supporting. 

It includes raw traf't'io, end-product, teohnieal material., vrorking docwnents 

and captured material used in its production. It also includes intel­

ligence reports, appreciations and summaries based on Y ·unless the informa­

tion is so generalized that it cannot be traced back to a particular item 

of Y or to Y in general. 

GENmAL Hl.Ill'CIPLES OF SIDURITY .AND DISSEMINATION 

3. Nations participating in the SACEUR Y effort must, as o. eondi tian 

of participation, agree to accept and adhere to these reguJAtions. 

4.. E'.l.oh cotm.try participating in the SACmR Y effort '17.i.ll designate 

a national authority to deal with all qµestions of Y security and enforce 

these regulati~. 

5. Ea.oh nation.o.l authority\rlll designate a Y Security Officer to 

whem Y materials and communications relating thereto shl'.ll be addressed. 

6. SAcnIR will formulate and supervise compliance with seouri ty 

regulations and policies for Y with.in 1;he Sl\CEUR comm..md. 

SECRET 
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... : .. ~bit 2 (continued.) 

7 o Before an individual in any cr.JXl.ci ty !i..n.::i c.ccess to the knowledge 

or results of the rucJEUR Y effort, he. 111!).Sf. be scrcaned end oleo.red. as being 

of unquestioned loyt-.lty by.Ji.i.s. ll;:'-ti.on,.'\l c.uthori'.ty-:. The screening :must be 

c.s thorough us possible c.nd c. t lc.:i.st ('..S thorough ••.i thD. t given :to . .individua.ls 

ho.ving n.ccosa to COSMIC infom".tion. In c.ddition to sueh cle..'U'a.ncc, each 

receive Y either by &~EUR or 'by the concerned IlL'.tioI!ll.l outhority-. In tha 

ln.tter onse tho nominc.tion must be c.pprovcd by SiiCEUR. In exccpti,.r;i~. oj..roum-

stnnoes undor opcration.::i.l conditions the .::i.bove roq1.tlremento for screening.,· 

cloora.nce n.nd nomilmtion mo.y be wnived for those 'ir.~~ividuals appointed 

to certc.in key posts, c. list of.:. which shciuld be drll.\7!1 up by s.l.CEUR: Such 

personnel mD.y be given "O.Ccess ·to Y upon: the authority o-£ the .:ippr()prio.to · 

0 O!ilnll'.nd.'3?'. 

B. Prior to being given ll.Ocess to Y, ell.Oh in5ividual v.i.ll bo Y 

indootri.nnted by n. speoio.J. \1C.r?ling on the sensitivity of Y sol.iroes to 

oomprOli!isc n.nd be required to s·ign n. document drti.l'l'ing c. ttentfon to his 

special rcnponsibili ty for s!lf'egua.rd.ing . Y o.nd to the" consequences 

'Which the l::i.w or a.dministr~tive or exoauti.ve .onler.. ~-.hi.a .ooun~,· or -0i'dar 

of SACEUR, provides, if' ci thcr by intent or. ncgligcnoa hC o.llmm Y to r.omb 

to the notice of U!Jl'.uthorized. persons. It must be stJ.•assed tb..'\t there 

is no time lir.iit in th...".t the infoI'IlL'.'.ticin raust be s~.fegub.rd.ed indefinitely~ 

.9. Distribution of Y must be on the need-to-knew principle, i.e. oooh 

itCE of Y shD.11 be !llL'.do known only to those Y indootri!lll.ted i~viduAl.s who 

require it in the perfonna.nce of their dlitieso S!\CEUr.. nill m'.:'.intnin 

oont:i:;ol lists of indootrin...-'.tcd y r0oipiflllts in forces i.lndcr his comr=d 

other tha.n those engnged in tho production of Cor.ununica.tion Intelligence.· 

- 2 -
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fuexure Pt 
Exhibit 2 (continued) 

He v.l.ll ensure t:>."..t the nur:ibcr is kept to the m:i.ni.Inura oonsistcmt with 

ossentinl intellig<31'1Ce :i.nd oporo.tion.."..l need.Se Nntiono.l authorities w.i..Jl. 

mninmin sil'Ji~ lists of their omi ~tionAJ.s a:id o.pply similllr 

restrictions. 

1 o. Y indoctrinees lllll.St not be o.J.lowed. to run o. gre..'\ ter rl.sk o'£ 

co.ptu.ro or interrogn.tion by enemies or potentio.l anemics thM. is o.bsolutely 

nccossnry for the efficient perfonn:nce of t.."lei.r duties. 'This llll.l.5t nlso 

o.pply t-o o. period. of sii r.ionths after they bD.ve ooo.soo to rooeive· Y 

rnc.teria.1 <?X')apt during ~tive opero.tions in: cllSos .i;>f impelling necessity. 

11 • The ·greo.tost care must be ta.ken not to betrl'.y Y success by o.ctions 

ba.sed. on it~ Efforts should be mrule, if' o.t all possible,· to devise suito.ble 

·cover, such o.s reoonno.isso.noe. The source should on no a.ccount be 

needlessly risked. 

12. SlsCET.1R. will detomine tho level to 'Vb=ich Y will be dissemina.ted.. 

Noroally, in ground forces this will not be below a Corps.+ .In 

exeeptiono.l instonces,. 'mere it is essential. for ir.l!iled.io.te opert'.tiono.J: ~ 

poses, infon;iation bo.scd on .y mD.y, o.s speoificalJ.y t'.uthor:i..zed by o. Y 

indoctrina.tcd comt'ID.Ilder, be disseminated beJ.ow the norrno.l levo1 to 

unindoctr:i.Mted. iridividua.ls provided the source is not disol.osed.. Whore 

possible, nauos; ti.Do, positions ona other data identicnl with tho.t .froti 

the origi.nll.l text must bo omitted, or, if tho rotantion of auoh an·it-em or 

it~ is essentio.J., must be oarofully :p!ll'nphro.sed.. Such :inf'onm tion · 

+Noto: Throughout this pa.par whare level of c~ :i.s C2tpX'O:lSod. in 8.l'l!\Y' 

tcro.s, it sha.li bo \mdarstood to include oomns:nds in other servioes with 

equi val.en t requirements. · 

- 3 -
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Xiii1oxure P1 
Ex:hibit 2 (continued.) 

must be po.ssed by a secure despo.tch service., by a. sec':ll'e line or in a 

cipher system o.pproved. by Si.\.CEUR. It must not be passed in cleo.r 

by ra.dio (including ro.dio telephone)• 

13. Knonledge of the methods ~d scope of, and the technica.l :mo.teria.l . . . 
resulting frou, the St~ Y .effOJ;'t will be restricte.d to t11e nn.tions 

o'f: the nntions 17hich pnrticipa.to in :th.e SA.CEUR Y ef'f:ort. .J.ccess to tho 

Y end-product s)lould, ns fr.r l'.s possible, be similArly restricted.. 

pr . .:il.SS.lFI~i:ON AND PROCEDURES: 

14.. ~ Y resulting from the SACEUR Y ef'f:ort will be cl.assi.fied 

SEmillT o.nd designn tod by n codeword ( ~xcept o.s provided in par~gro.ph 19. 

below)• The cL.'1.ssificntion Md .. the codewoz:l shn.11. a.ppet'.r on every sheet 

of pa.per Tihioh canto.ins or discloses the existence of Y, except thnt, o.t 

the discretion of the unit comr.lLUlder, this pi·ovi.sion need not .~c o.pplicd. 

to purely vror~ docuncnts \'Ii.thin o. Y unit. The codeword indico.tes 

tho.t the nnterio.l J:IU.St be ha.nd.J.ed in a.ccord.a.n.ce 'I'd.th 

these principles, ant. u:Jec1.. in its !.1eanin3, the .codawo+u for Y 

Th-:l codeword and 

its :L'lplice..tion shall not be r~e known to persons no~ i.nclootr~tOO. 

in Y nor shall it be uaecl in its code-rord oense in the presence 

of suoh pcrsonso 

15. In peo.cetiue, if Y doC?'\L'•ic:i?).ts nrc to be tr~mtted. by b£l:g 

v.i.thin &i.CmJR 1s Corr.lll.lld, the route nnd procedure nust be spocill.ll.y 

o.u-t;horized by SU.CEUR Mving regard to the ndcqUACy of 'dte secu.l;'ity 

of. th:c route and procedure. :qocumcnts should be doublc-wro.ppcd .~ 

£'.ddresscd to £'. Y ind.octrinntcd officer (by nnrne, not '!:unction); the 

SECRET 

• 



DOCID: 2957880 REF ID:A2665521 

84 

SECRET 

- 5 -

BE053/P/.Fin8.J. 
Oli.9 
19 Mllrch 1953 

.APPE?IDDC P 
Ai'iiiaxure iSI 
Exhibit 2 (continued) 

in.nar anvclope should 'iloa:r the o.pproprinte soourii;y_clAssil'ica.tion but 

not the codeword. In wn.rtil!IB 1 discretion will be left to the looo.l 

comr:v:i.nder ta make the UlOS1; secure o.r:ro.ngements possible. All c.. min:i.mwn, 

doour:ionts J:llSt bo sent by ha.na or officer or by a secure d.es~toh service. 

'f!• If: I i:a t%'c.r.Ed.~ lltt..~15 "~ b;r......aloatrioe:.l 

mao.ns or by nny physioa.J. menns not completel;v seourE?, _a. secure ornito­

gra.phio cbo.nnel reserved exclusively for this requirement wst be used. 

Po.rticiJXl.ting no.t~ons .cust a.ddi tiOllL\ll.y ensure that 'When Y is s~lll.t'J.y · 

tro.nsl'li tted. .in to• .out of, or exti;irnn.ll.y to the SACEOR ClOllJlllllld the 

cryptographic systez:i or s;ystems speoill.ll.y provided. ore used exclusively. 

17e The bighcst stAnclo.rd. C>f physioo.J. seourity must be applied to the 

custody of Y by no.tionAl authorities n.nd within SA.CEUlt's oOlllll!Md. No.rina.J.J.y, 

exo apt nhen in tro.nsi t under oond.i tions prescribed herein, Y m teri!ll.s ll.l'Jd. 

communicntions relAting ~ereto J:lll.St o.t oJ.J. times. be~ 

(o.). undea- the direct surveilJJmoe of o. Y :iJXiootrinated person 

responsible far their sa.feo-keeping, or 

(b) looked in a three-combirultion safe accessible only to 

· Y indootr.:i.na ted personnel, or . 

{o) stored in a. looked compartment which is under oonstnnt 

surveilla.noo by .o;n o.rmed sen~ and whioh is aooessible 

only to Y ind.octtrin:i.ted ~onnel. 

18. Y doeuments rust be destroyed. as soon o.s they have f'IOOSed. to be of . 

~e. This is pe.rticuln:r)Jr importnnt in field con.di tions where 

destruction rust be by fire. 

SECRET 
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;:iiii'CX\.ire Pl 
:r;:xh.ibit 2 (continued) 

19. In order thD.t noccssl'.ry opc1""a.tion-"..l use ccm be r.1.'l.de of ccrta.in 

typos of low-level ta.ctic1;.l Y (such .::.n D/F benri.ngs n.nd p~in text 

Dessag·cs) on which i."Dedio.te n.ction nu.st obviously be to.ken in conbo.t 

opcrotions, 8.:}.CIDJR r.10.y prescribe loss· stringent security rcgulD.tions 

which will parr.lit the disse:..U.no.tion of such 'Ii without o. code"WOrd o.nd 

o.t o. clc.ssifico.tion riot belm7 Coni'iclent_i:i.l, to uniruloe.trin".'. t~ 

recipients who need to knm•. 

20. COMINT end-product or intelligence bo.sed on COMINT introduced. 

into' 1i.J.lied intelligence chD.nnels by Third R'.rties p.."-I'tici);X'.ting in 

the I-structure of the co:imo.nd should be h.o.ndlcd in Y-ch.~els o.nd 

subjected to the sccuri ty r.1e.:i.sures prescribed for h."1.?ldling Y. Where 

such Third Pc.rty COMINT is furnished by c. p.?.rticipo. ting. Nn tion..'\l CO?mT . 

nut~ty· or orgn.nizo.tion o.nd is of' n .higher gm.de tho.Ji Y r.10.tcrial prod:uced 

within the Y-stru.cture or th."'.ll the C02IDIT supplied· to .the· Y-orgruiiz.'.l.tion .. 

by U.S./U.K. COI4INT o.uthorities, it will be po.ssed through Y-ohll.n,nels 

a.nd its distribution will be kept to :; pinirJUI:lo 

21. COMINT end-product -or inteUigonoc br..sed on COMINT introduced 

into .l.llicd intelligence chll..nnels by Third Prlrties not po.rticip-.ting in 

the I-structure of· the cornr.JC.nd should, \mcnevcr possible, be trruisf'arred 

to Y-channels nt the first point n.t mi.ich such end-product or intelligence 

cOI:le to t.'1.e n.ttention of Y personnel, o.nd fro1:i th.'.'.t. point tro.nsr.uttcd directly 

·to the Supreme ..Ulied Cor.'lr:nndor' s Y Officer~ · Cnre should be t..".ken not 

to compromise the existence of' Y•cho.nnels rui· such. The SuprCLle ..Ulie~ 

CoJ:ll:lll.Ilder1 s. Y Officer should bring r-.ny such r.ntcri-"'.l to tho c..ttantion, 

of the .. w of S (I) for dooision c..s to f'urthcr.o.ction or dissar.'d.nc:.tion. 

- '6 - .. 
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Exhibit 2 (continuoo) 

In deciding on such further notion or disscminr-.tion tho ,'£ o~ S (I) 

'lri.11 give full consideration to tho need to protect OOMINT. 

22. Na.tional. o.uthori ties :i.nd st.cEUR must expand. these pr:Lnoiples 

into a set of regulo.tions o.do.ptcd to J.oca.l conditions~ Copies of tho 

Y securitu regulations of oo.oh n.."..tionlll. a.uthority will be formi.rd.ed 

to SA.CEUR through Y oha.nncl.s t 

SECRET. 
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lOO:!IBIT 3 

REL&~SE OF U.S. iJID U.K. CCLD:NT DID-:ERODi.JOT TO THIRD 

p.JtTY N.'.TIOI~~-~-COMM..::..NDS IN P.EliCE 

t.JID WAR 

I o PF..Ac:&r:D.1E 

TfulFFIC lNTELLIGENCE 

1. ' (a.) Tro.ff'ic Intelligence (as currently definoo by UOOIB 

o.nd. LSIB) roy be :pa.ssed in peocetir.le to Third l?e.rly 

no.tiona.1s in S&\E'.m on a need-to-know basis for 

plo.nning pUrposcs und.cr tho conditions set forth 

bel.ow. 

(b) When passed to Third Porty natfor.a1s, Tra±'f'ic 

Intelligence r.lUSt be disguised cffootively, in such 

c way ns not to be a.ttributo.ble in whole or in pa.rt 

to COMINT, o.nd raust be a.scribed in precise ond 

positive tcrr.lS to another source chosen for its 

plnusibili ty. The disguise will incJ..ude o.s a 

i:O.nit:ru.-;i : 

(i) rmnoving inessentiAla;. 

(ii] pc.ro.phro.sing any rer,lL\ining text, nw.iliers a.nd 

times being rounded off and., whenever possible, 

~P!Q'.'OxitJD.tions being substituted for :precise 

statQOents. 

(c) Indoctrinated. U.S. or Britis:1 recipients or undisguised. 

Trtlf'fic InterJ..igencc in en.ch Sfu.f'f' Division in SB:iU'.Il: 

v.i.ll rcco1:v,1end to J4.o. oi' s. (I) SH/i.PE whio-h Tra£f'ic-- ·· 

J.ntelligcncc should be disserJ:i.na.ted for plnnning 

purposes to Third Ib.rty n~tionn.ls. 
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will refer c!'.ch c'.:'..se to tllJ cognizn.nt u. s. or u.K. nc.tiono.l 

a.uthority \7hich origin".ted the Tra.ffic Intelligonce (or 

'Whose COMINT uni ts did so), a.ski.ng for cle:i.ra.nce to :po.ss 

t!us pa.rticulnr Tra.f'fic Intelligence to Third Party 

no.ticnals '.'.nd forrmrding a. copy of tho disguised forr.i in 

which it is proposed to disser.lina. to the inforr,ntion together 

•nth tho proposed distribution, or requesting th..".t·it be 

:furnished to hin in disguised faro. 

(d) Disguised Tra.ffic Intelligence 'IT.i.11 not cnrry the Tra.ff'ic 

Intelligence codc-,vord. When it br'.s been disguised., o.nd 

when tho source to 1mich it is to be o.ttributed hns been 

chosen, it will C~J' the sccuri ty gra.ding ~ppropria. te to 

that source o.nd will norr.nlly be disscmnntcd ::md hD.:1d100 

in the manner custorno.ry for th::'.t source. Where it is 

considered. th".t disguise r:ny not be fully effective c.nd 

th.".t the intelligence shoulcl not be \7ithheld, it shnll 

be given specinl hnndllng through s.s.o./a..c.u. chnnnels 

in !l.Ccordll.nce w.i.th the following provisions:-

the disguised. Tre.ff'ic Intolligoncie DUSt be shown to 

dcsignnted Third Party n.'.\tiono.ls by the G2 or Chie:f.' 

Intelligence Officer or by o.n indoctrinn.ted u.s. or 

British officer on the St:lf':f 1 in ordar not to dro.w 

attention to the function of the s.s.o./a.c.u.; 

copies should not be p.'.'.ssed to Third Porty no.tionnls 

for retention by then. 

SPE:l:r.A.L INTELLIGENCE 

2. Specia.l Intelligence i tcr.is :i.s such will not be dissorJ.indcd to 

Third Pnrty Mtiorw.1.s in pea.cctfoe in o.ny foru; hmvcvcr infornntion 

derived fron such Intelligence my be dissor.lino.tcd to Third Parties 
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SHAPE if it con bo embodied in generc.l intelligenoo sur:irao.ries 1n such 

o. x:ie.nner as to ensure too.t the inf~tion oonnot be tra.oed book to 

.COMINT in general or o.ny specific i tera of COMJNT.. A.c. of s. {I) should 

inforr.i tho cogniz.'.l.l'lt U0 S. o..nd U0 K. no.tionc.l a.uthorities of D.rJY" SpeoiaJ. 

T.ntelligence he considers should. be ~e o.vailAble, and they will ooke 

every effort to oo.ke it aV'ailAble in this forra. 

CO-ORDnu..TION 

3. The. U.·S. o.n4 tr.K. nationa.l a.uthorities wi.11 .. ensure t~t ea.ch ~ 

·informed of any o.otion taken by the other under th~ a.bave :pt'O'lisions 1 

o.n.d l!l!l.terial Im.y be exol.uiied fl-om these on-n:ngementa nt ·the request of' 

either o.uthority. Tho u.s. and u.K. no.tionnl authorities will keep 

these n.rro.ngoraents under review0 

(a.) 

II. }VARTDAm. 

Tra.f'fic· Intelligence, :o.s such, ·Miethar:~·cR3:aoect·~~~, . ..:. .. 

s.'lCEUR's Co!2llll.nd or· reoeivOO: from u.s.··cn., u.x. :rl.o.tional · · 

a.uthorities, '7ill only be dissom:i.nAted to Third Parties 

if' it f'o.lls into the first · (relea.sa.ble J° 60. tegory o.s 

def':!.nod in p:i:rogrn.ph 20 of' "COmNT .AP.P..ANGEMENTS FOR sACEOR". 

(b) Disscr.iinAtion of' such Tra.f'f'io Int~lligenoe to Third Parties 

shAll be by whichever of the following oho.ml.els is 

o.ppropria te; 

(i) viii. s.s.o./c.c.u. channelaJ 

(ii) in the onse of oommonds which oan-W.n no integrated 

u.s.,/B1"itish :p~rsonnel, froo the ~p:i;lropt'i!l.te 

int~ed SACEllR OCl!Ill.TIElrid; 

(iii)f:rom a. u.s. or· U.K. Y unit or CQMlNT Unit dil"eot; to­

the · intcgra ted. SA.cEtJR comnii.nd or fot"!Iiti. t:i.on ·Wh:ich it 

supports a 
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(o) Second Category Traffic Intelligence (see para.graph 20 

(a) 

of COMINT J.RRA.NG]:.m:NTS FOR SACEUR) ;:;!1a.ll not be d.issem:ina.ted. 

as 'rra.f'f'io ·Intelligence to Third Pe.rty nationals in int~ 

allied SACEOR oommands but JDAy be d.:.ssem:i.nated.1 'llben 

neoessa.ry, in aocordanae with the re.<'.'Ulations set forth 

beJ.ow for the dissem:Lnaticn of Special rntelligenceo 

For pn-poses of 'WS.l't:ti:ne d.isseminat.ion to TbirP. Party 

national.a :l.n :l.nter--al.lied sACEUR C'.cmmands, Speoii;i.l ::"ntell.l,geiJ>:;c 

will be divided into two oategories: 

(i) conditionally reJ.ea.sea.ble .(disguised.).,,. 

(ii) unreleasable. 

(b) The u.s. and U.K. CQMJlf.r authorities will currently 

~ta:l.n an agreei · ii~ t of the ma ter~~.1 .::1.n both . oa tegor:l.es o 

CONDITIONALLY llELEIUW3LE (DIOO-UIS:'D) Sl?lOC!~ JN'i"ELL:r~:?.NC:nr-·. _,. ~· ...... : 

6. (a) Disguised. Special Int~enoe w.1..ll be pi.ssed initial..'!-v 

on1y to oorlJllO.?lds which contain o...-i :l.ntt.grated u.s. or 

British elemen'!:, but _the u.s. o:nd U.E,, ns:i;ional COI!CNT 

authorities will ::'"~ow· the s~ .. tui. t~on ::.n the light of 

later ci.rcumstl:ln".'i:i!!, TJ'.'lder ".:h".! cond.i. tic!lS set forth 

below d:!:sguised Specia.J. Dltelli.gence will be pa.ssed in 

'l'ltl.rtime in inter-o.llied. SAcE";,.?.. COl!Jllt..l'ld.3 whioh include 

u.s. a.nd Bri_tish dements do-.vn to ~ J.<Nel for ground 
- . . 

forces+ on a at..":'iot ~cedo-to-know basis th:::-ough the 

s.s.O./G.c.u. system-

~ote: Throughout this po.per where level of _oommD.n;,l._..is cx:pressed in 

n:rmy terms 1 it shall be unde:rstood to inPlill.le ~omns:in& in other 

servioes with equivalent requirements .... 

·TOP SECRET 
:- 4 :-
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(b) Except n.s provided for in p:i.ragro.ph 8(a.) below, disguised 

Spe6io.1 Intelligence mo.y only be dissemirlt\ted to Third 

P!lrty na. tiona.;ui. in such o.. -we.~ as not to be nttributo.ble 

(o) 

....... -•• ·. 1 . 

in whole.or in part to COMINT. Disguising shtl.ll include 

o.s 0. minimum: .. _. 

(i} reiwving inesscntin:L~;:··_: 

(ii) po.ra.phrnsins" the ~~ text,,· ~ers and times 

heillg rounded off o.nd, whenwer:._p.qssible, a.p!4"0xinn-.,., -
tions be:l.xig s'l.:.botituted. ror·prec~~e. l!l.":;;i.tements: 

(iii) o.aoribing the item in precise o.nd. pq$itive terms to 

another source which is chosen for its ·pJAusibility 

and which, by the · speoio.l seouri ty hcl.ndllng arro.nge­

:ments normlly prescribea for it, will permit retention 

only by u.s. or British nAtionnJ.s. 
. :·"' 

Disguising of conditionAlly releasable ·Speoio.1 Intelligence 

will be the responsibility of the aogniznnt U.S. nnd u.x. 
na.tiono.l a.uthori·ties who will ma.lee sui ta.ble aiTn.ngementa 

to prevent the oircula.tion of more than one disguised 

version of the same itam. 

(d). Di1?guiscd Specia.l. Intellizanc·e 'ldll be disseminated with 

a.-seq_ur.ity gro.d:l.ng o.p:i;iropriD.te to its a.scribed souroe o.nd 

htl.ndled in n manner· oonsis.tc:nt )nth thnt source. Copies 

(e) 

of disguised Special IntGlligenoe will not bo passed to 

Third PD.rties for tha:i.r retcntien. 

,Dis~~ed SPtlOiol. InteJ:ligence wiU not··~ the Special 

Intelligence codaworo ~-'Will -be the on:J,y version used 
'S. . . - . 

for inter-a.;tlied. purposes ·in o.ll inter-o.lli~--~ 

oommtmds. The disguised. version will ol.so be ~e 

avail.Able to u.s. and u.K. no.tionnl Intelligcmoe agenoi 

·TOP SECRET 
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The tmd.isg\lised versions of th.ese items will also be 

pc.ssed to the s.s.o./G.c.u. They will oarry the Specic.J. 

.;.ooess to the dis~ed form ~t .J:>~ restricte'a an o. 

neca..;.to-know basis tp: 

(i) officers of Third Pll.rties holding the posts of . 

COl:ll:n?l.der, Deputy COilllllD.Zlder, Chief of Sta.ff' G1, 

G31 G5 a.nCL .SigntUs O:ffioer (or thel.r equivnlents); 

(ii) a.dditionAl Third .Party officers, nominAted b~ 

~EOR on th~ reoommerid.a.tion of on a.ppropri:l.te high­

~ Brit~J.:l oru.s •. Offioer. Such Third Pll.rty· 

officers 111L1St be o.pproved by name by 'USJll3 o.nd . . 

LSlB, or in· emeptiona.l oiroumstanoes by onll. of those 

~y. 

(h) J. list.of Third Party officers entitled to see disguised 

Speoinl J.ntelllgenoe w:UJ, bo.JDD.into.ined by the s.s.o./.G.c.u. . . .. 

and reported. ba.ok P?riodioe.l.ly to uscm ~ ISIBa 

. (i). Except .a.s pc-ovided for in the above po.ragra.J;ils 

relevant to Tl!ird Pa.rty.no.tionals, disguised 

BpooiaJ. Intelligenrie must be given the same troo.t­

. :ment !lS any other form of Speoio.l Tntelllgenoe. 

m&E:RGl!mY '.EROOEDURE ---------
' 7... ... In en>eptionnl insta.noes ind.ootrintited u.s. or British trOlllJlllUld.ere 

nt the level of Arey or higherf" .mtJ.y po.ss releasable Special InteJ.liaanoe 

in operO.tion(l]. orders or other convmmioations .to Third ~ty no.tionAJ.s 
... . . 

+ 
See note· on pi.ge I+-• 
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who 'Lll'y,entl~r require ;i.t for purposes of' Yit..".l opcrotionc.l importo.noe. 
~ ... . 

Such orders or oornounic:i.tions will be so Y!orded tb..".t ii' they be 

oapture<;l the so~e could not b_e idcmtif'icd a.a SpcciAl Intelligence. 

Only esscntic.1 spcoi£ic it&JS ltl.ll be trc.nsci·ctei;L, c.nd :n.."ll:lcs, times 

positions a.nd other d..'\ t..". fro;:·. tho orit:lin':'..l texts will be pa:ro.phra.sed 

as fr'.r o.s possible • 

.• SPJOClJAL· mElJ:iIGENCE ESSENTLil. TO Ti-'8 S.LCEOR Y I:FFORT .. ·-----------------.... -----·-· .... ..,_._ ........ -... ··-----···" 
8. Ini'orre.tion f'ron Specinl Intelligencci essontinl. to the B&.CEUR 

Y effort n'\y be disser.rl.n.".tad by U.;S./U.K. n'.'.~ion..'l.1 o.uth_orities in oithor 

of _two '\_'10.ys: 

(o.) if it c~ ~usibly qc rcprosonted ~s tho result of further 

prooessinr, of Y n.."..fa:irinl l\t n'.\tionr.l centres, or if it 

cc.n be represented :is nrisin.~ f'ror.i cc.pturcd documents, 

and i£ there is no rec.son uhy it should not corJC to thfl 

lalO'\l'ledee of' Third Pcrtica, it T1ill. bo nnde a.w.il..".ble,, 

on o. necd-to-knoil b:tsis, to T'.aird. R'.rty o.s weli o.s U .s. 

a.nd British poi.rticip::i.nts in tho Si.C::tlR Y G:f'fort1 

(b) if' th0 c.bove is not c-.pplic"'blc • it l7ill be inssed by 

TOP SFDRRr COMINT chnnn,cls to an o.uthorized Spooio.l 

Intelligcnco Rooipiont addressed by n:me nt U.S. Md 

British Y uni ts m th a. need to know; tho reoipien t will 

exercise the uti:iost discretion when r.pplying - if' he 

considers it neoess-:-.ry to npply - tho Spcoinl Intelligence 

inforrl.'\tion to the Y effort of his unit. Under no 

circur.istanoos will r.nterinl in this sooond category 

be made o.vo.ilo.ble to Third Porty no.tiono.:Ls. 
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REITISION 

10. It is rc.1lized th::'.-£ .t.he l'.rrt:'.nieudrits rm: 'tlie mi.rtioe dissei:iinn-

tton of Special Intdlligonce.as doi'inod noove IJD.y need revision in the 

. light of experience o.nd future conditions, even to the e:x:tent of 

indootrino.ting f'ulJ.y o. limited. ntll:lbcr of spooificd forcigii. rio.ti~.ls 

in ~ghJ.y rosponsiblo positions ;lithin tho ~ C'OLlr.llnd. 
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Q.Q_mNT .A:fmANG.EMENTS FOR SACLl\NT 

I. GENERAL 

1. The following principles a.:f'fecting the C01£CNT a.rriingements 

for SADUNT app1y to pJ.anning f'or wa.rtii;ie except insofar as provision 

is made in pa.rSgra.phs 26 - 28 below for ndditiono.l peacetime· cooperation. 

They will be the basis on ~ihich Ch.nadio.n/U.K./U.s. car.mrr authorities 

will negotiate with SACUNT ·and on mtlch subsequent negotio.tions with· 

Third :Earty n.:i.tions should be comlucted~ ..... ~nitera:tions :i,li principl.e 

which mny become necessary n.s the result of these negotiAtions will 

be agreed a.mong cnndio.n/u.K/U.s~ cow:NT nuthorities and o.ppro:pr.!Ate 

:lmeni!ment lllllde herein. 

2. . In order that the n?TC'..ngaoents 6-ontoin"cd herein may be e:ff'ootive 

on tho· otitbrea.k of wo.r, it will bo nccossl-.ry ·to initi!l. to. plAnning in · 

poocetime with the Third Pr.rty nntiona concerned. This planning Mtivity 

should begin o.s soon o.s possible. 

3. In· order to proi;lcite the grootcat possiblo·ro...'\diness fo'r iro.r,· it 

rre.y be necessary to extend this poooetir.lo ·coopJro tion beyOnd ·tho stage 

of pl.nnning.. Tho decision '7han to ontor upon this second. stage 

will be ·tnkon by Co.n.o.diD.ll/U.K./u.s. COMINT nuthori tics o.t somo J.Ater 

date ··in the light of' the then prevo.Uing intern.a. tiona.J. si tun tion and 

of the experience gained in the course of coope:rotion rd th Third. Party 

:nations ·on COMINT plAnning. 

NOTE: Pertinent definitions for the purpose of this inpor are 

given in Exhibit 1 hereto-.. 
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II. DE'rilLED mo:roSi..LS 

sACIANT Y STRUDTURE 

4. The Sl.OIANT Y Structure should lmvc thc.J follorlng elanents: 

a. i.. senior Y officer n.t Si.CIA.NT HoodqU!l.X'tGrs (SADIANT Y 

Officer) o.ssisted. by a. Y eta.ff'• 

= 

b• Y Off'ioers o.nd Y Sta.ff a, where required, at he::idq~ters 

of' .nnjor aubordin.-i.te Commanders under. SiiCUINT. 

o. No.tiono.l. Y·uni ts provided. for support of SlllJIANT fo~es. 

·5. It ·is rec~deq_ ~h.O,t. the rcsponsibil.ity for formulAting a.nd. 

impl.ementing Si\CIANT Y pol.ioy lie ri:i.th ~. c. of s •. (I); SACLil.NT. 

~ICIPATION m Sl!PL'J:lT X STRUCTpHE 

6• Porticipc.tion in the SiiCLtl.NT Y Structure, including Y sta.fi's, 

should be open to a.ll no..tions contribut~ cor~c.t forces to SAC~ 

co!lllllllnd, together with Y units o.dequl'.te for their.direct su;pport, or 

contributing Y uni ts for ~enert'.l support of the sACUiNT ooi;n-ind. It 

shalJ. be o. condition.of pci.rticipa.tion th..~t thcso.n~tions undorto.kc to 

enforce a.ppropcit>.te security uer.suros '.'.S set forth in Exhibit 2 hereto,. 

~a. nl.so undertc.ke to o.ppl_y tho principles sut forth thcroin1 .o.s o. 

minimum, to a.l1 other COMINT activities und.ar their oon~l.. Po.rticipa.tion 

in the activities of the ~LllNT Y Structure should be l:i.mi ted to those 

nntions whose geogrc.phico.l l.oc'.'.tion nnd y units c'.'.n, in Si.C~ 1 s 

opinion# contribute to the overall. cffcctiv~ness of the.structure. 

Pll.rticipa.tion only in· the shore-based direction findar oporo.tions. will 

not necesaa.ril.y entitle o. na.tion or its n~tiono.l.s to receive other 

types of Y info.n:inti<:>n• 

7. F.nch p..~tioipc.ting .nc.tion should provide o.nd 1:11linto.in its, own 

Y units contributed for the support of _S.WLii.NT, or of forces under his 

eommo.nd, and should ensure their opcrn tiona.l efficiency. 
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~TIONS OF THE S.>CLAN~~T.hl.RTllRS Y STi..FF 

8. Within the limits of a.greed cooperation, the functions of the 

SACLllNT Headquarters Y Officer a.nd Stnff should include: 

o.. Effecting any necessnry genero.l coordinntion of the 

SAcI.d,NT Y effort; 

b. Est."lblishing a.s fa.r ns nntiona.l differences permit 

uniform oporntion.nl" procedures benrocn Y units of different no.tions; 

c. · GiVing technicnl r.dvioe a.s required to the S&aDI.r.'.i.NT 

Heo.dqunrters Intelligennc St~f on the interprorotion of Y inforc£l.tion 

·received by SdCLil.NT He..'\dqun.rters, nnd nrro.nging for the S.ICLl.NT 

Hea.dqunrters Intelligence Sto.ff to receive ~ the Y informo.tion nvnil.nble in 

tlw SACLi'>NT Co~.mic.nd which nny b~ of vnlue to it; 

d. · Formu~ting n.nd supervising complio.nco uith security 

regulo.tion11 o.nd po1icies aoverni?ig tho production, hAndling, o.nd dir;io11emino.­

tion of Y oo.terio.l within the ~ •. NT Co;-.v.l.'l.!ld in nccordiuico with the a.greed 

securi t:y principles in Exhibit 2 }?.oro:to. 

e. ~n:nging for Y uni ts to receive such technical· 

r.r.terio.l and end-products, wbether produced in tho S.'..Cu.NT .COl:li,i..i.nd. or· 

received fror:i: nntionc.l sources, a.s n"ly bo neccsst:'..I'y for officiant conduct 

. of their. opera.tions. 

f. Esta.blishing a.nd stci.ting to the appropriate a.uthoriti.es 

requirements for specio.l oor:a:nmica.tions n?l.d crypto-chrumels 1".S necessary 

to meet op~ro.ti_oruil Md security requirements of the Y effort within 

s.ll:I..Ul"T 1 s Conn'lJ'ld.. 

g. Subject to security regulations, n."lintnining effective 

lill.ison with other o.ctivitios, such ns ra.dio \70.?"f':'..re~ whiol: n'\y'rel.."lte to 

or a.f'foot the dischn.rge of his CQ}IDJT responsibilities. 

in this pE'.pcr do not includ.o :rodio mu-fa.re.) 
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h. A.rrnnging, within the procedures stipull'.ted by Nii.TO, 

for mo.terioJ. of tcchnico.l COMINT interest, includllig prisoner of m:-.r 

inte:ITogn tions, prisoner of wnr reports, ruid cnptured docurlcnts o.nd equip­

u~nt to be mo.de irm::iodio.tel.y nvo.ilr.bl~ ns o.ppropri~te to the cle11ents of 

the SAcLt.NT Y Structure o.nd to nn.tiono.l COMINT c.uthori tics. 

~1.!Q!~ .9..F.-~ .s:r~.4- .~..QRI?.:q.l..-~~-.291~ 

9. y Officers nnd y st.~.ffs n.t subordin..'l.to COi .. li:i.'.llldS shou1d perfom 

:f'unctions corresponding to those of the Y sWf '.'.t &.CL.-.:NT Hoo.cl.quarters. 

~~..Q!. Y UNITS 

10. Y units should intercept mid process r.intcrinl o.nd provide zy'F 

infol'lllll tion to meet the requireoen ts prescribed by S.LCI..i.NT. .'l:rcy" combi.nll. tion 

of. Y uni ts of one no. tionc.li ty m. th those of nnothor ,n.u be subject 

to ngrcetWnt of cognizant n-".tion...'tl. COMlNT ~uthori tics if required. 

11. Irttcrn..'\tiona.1 coopcrn.tion in y ·;ii.thin S.JJU.NT's COI:1Lnnd is 

expected to consist of: 

o.. Coordina.tod shore-bc.sed clirootion .finder operations by 

no.tion..'l.l. nets and ato.tions orgo.nizod nnd controlled o.s mu~. agreed. 

llJIIOD8 the po.rticipiting n..'l.tions. 

b. Direction finder nnd intercept opor.'.l.tions in al.lied 

vessels• 

c. Inturception ruicl. processing by n..~tioMl. Y uni ts of · e:nero;y 

corxnmioo.tions of to.cticn.J. interest to s.;.cr.:..NT. 
. . 

d. Certn.:!.n a:m!.1:'.ngc a.nd coordina.tion 1Tith S;~'s Y 

structure. 

-4TOP SECRET 
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C01DNT UNIT~ m THJ~ SACii.NT .IRE.~ NOT ENGiiGED lN SUPPORT OF FORCES 

~SACL.lNT 

12. Each nation with forces serving under S..iCLUNT may individually 

nrTange to operate in SACL.tiNT's c.rea national COHINT units not provided 

specifically or exclusively for support .of the forces under Stl.CIANT • 
. ·. . . ... . -·· . - . . . . . . .. 

These· Un.its· Wi1Cnc£operate .. iis· Pil't of the &lc~'.NT Y structure", o.na.· 
"~· ... ~ 

will not ~Je subject to the o.rro.ngcments for inter:-D.1.liocCcoopcration 

un::ess agx::ccd by. _t~c nations providing them. 

13. c~, U.K., o.M: u.s. Yli.11 n.'Unt::-..in a.n operationo.l sepil.t'o.tion 

and, ll!aof~ o.s p.ro.oticable, a. physi~o.l scpo.ro.tion between tho Y units .. · ....... ~:: . . . . . .. .. 
and their na.tionn.l COMINT units. 

~ : : : . . 

14. It is rooognizcd th:-.t ccrmin COMINT units o.t the higher levels 
... · ... 

would be dircctl,y supporting both s.:..CL.tim' and their nl:'. tiono.J. COMINT 
-~· .. ·::.::·... . . . . . . 
orgo.niza.tions. Ea.ch p..'U'ticipc-.ting nAtion would hn.vo discretion about such 

. . ... ;;.. 

r.10.tters a.s the right of n.cccss of othE:>r no.tio:nn.ls to those units. 

COOPE:Ri1.TION °!ITTH THmD P • .RT:U:S VITHJN s;.;.cLl.NT Y STRUCTURE 
~-~-~ - .. ..,. ·-··-.. -; -- -. -~ -- -- ------

15. Cooper!l.tion with Third Po..rtias within the Si.i.c~ Y structure 

should be oonf'i.ncd within thE:l limits necessr-.ry to r.1eet the essentia.l Y 
~-- .. ~ :.:.c ~ ."-i. .;;. . .. . . . ... 

ncedS . .;£>- &C!Mm" and. the :forces. un.a.ex.· his conr:io.D.d o.iid i.Uist' not"" reveal 
. . 

that there is C01DNT oollc.borntion ~-Cano.a.a.~ u':K~~- L\nd U.S~: ~iits:id~· -··· ,....._. ·-···· ··.. . .. . . .. ·,,.- ... -... ·. . .. 
the, __ sphere of Y. Tl'i thin the lir.Ji_ts agreed f'or the rclooso of' CO:MJNT 

. .. . 

!Illl.terin.1 produc:a by Crumdi.an/U.K./U.S. orgn.nizo.tions (see pa.rogrnphs 20 

c..nd 21 -~.::e{~~ f, . ~ooperc. tion with Thi~ Tu.rties should be wholcheo.rted. 

16. The chrumels -f'or the provision of tochnicnl 11'.1. tcri.n..l to Third 
. ·. .... . ~. . . 

Parties frotl Co.nadill.n/U.K./U.S~ nntionnl COliINT sources shou.ld be via 

the s.lOI..lNT Y staff. 

•·'~' . ·.v_~·.. ... . ~:. ... 

- 5 -

w TOP SECRET 
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17. Insofe.r a.s consistent with the a.greed. limits ~or __ the 

r.elease of Ca.nad.ia.n/U.K./u.s. COlfiNT, a.nd in order to secure th~ 

. ?1-E!Glesa.a.ry degree of uniform:i. ty, Third R'.rties should. be pe.rsuo.ded. 

to.~pt c~tain OO!IJl!Oll opero.tiqno.l procedures •. 

~ OF Y }4A.TmLUi BEI.'WEEN UNITS UNDm SACLtiNT AND THIRD. PARTY 

!f!TIONAf' ORGANIZATIONS 

...... 

18. The Y units i;utd Y sta!'f.s of tho ~ticipo.ting no.tions 

~be o.t lib~ to pnss to_ their ovm nC'.tiOMJ. COMINT orgniza.tions .. · . 
.:md to other po,rtici:pl'. ting M. tions, but to thoii~. nn tions only, the 

teohnioc.l mteriD.l tUld trll.ffio p:roduoed or received. by themselves • 

. 'l'he ~t;i.onAl COMJNT orga.n:l.zo.tions q£ the po.rtioipo.t:Ulg IW.tions 
. -

should. in turn provide such teclmioo.l support both to the~. own Y 

i,mits a.nd t,hrough the Si>ClANT Y s't<'lff to the Y uni.ts of otl'!.or pP.rtio;l.pl­

ting z:ntions o.s they mD.y consider would be 1:1pproprio.te. o.nd of a.ssistil.noe 

to the Y effort under StiCL.lNT •. 
.. ... . :-·~--· .. ':.' ..... · .: .. _ 

Such mt1.teriAl sh..'\ll be hcndl,ed in _llOcordo.nae 'With tho reguJ.Atio~ in 

.Eich:i.b;t 2 hereto. 

EXCHANGE OF m'I'mNAILY PRODUCED COMJNT END-PRODOOTS :BETWEEN stie:r..Um 
. - --- ... ~ -

AND OTHER SUHUlJ,lE t.LLIED COMMu.NDms 

19. ExehD..nge with other mo.jar .Comm::mdGrs of IUTO of interna.ll.y 

. produced COMnJT end-proaucts Md intelligence suznrno.rl.es. bt".sed thereqn 
. , . · .. 

shou;Lq be llS agreEid between the Bupreme •UJ.icd Q'~ders OOl:lOern.od and .... . . . ·. . 

sbould be confine~ to the highest lcwels pra.o.tico.ble. Such exohAnge 

shoul.d tnkc p:).a.ce. in o. sooure cryptogi-nphic eh..'\llncl ~ded. _exclusively 
. . . .. - . ... . . 

for such matcrio.l. iJ.s n condition of such exohAnge, tl:lc security 

p.rinoiples set forth in :i::xhibi t 2 hereto sha.ll be a.pplied ns e. minimum 

' for tho handling of the mter:i.a.J. in the ColllllDJlds oonocrned. 
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20. The rclec.so to Third Forties in the S.\!:lLtJ-fl' Co!ll!Il3.1ld of 

TI'£'.ff'ic Intelligonco produced by Cn.n::.dia.n/U.K./U.S. org['.nizations will, 

within the limi.fation.13 of the need-to-know Md the provisions o'i: Exhibit Z 

and 3 hereto, be subjeot to the following conditions: 

a.. First (r~~e_~l?.able.) Categocy; 

Class I 

This consists of Y umterial, both end-products 

and technico..J. :mo.terio.J., produced by Cono.dio.n/U.x./u.s. Y units, and mate.rial o'i: 

the same kind t.md. suppler:ionto.i·:;r to it prodlioed by no.tiona.l Ca.no.d:i.o.n/U.X./U.s. 

ComNT org:ini~ations. T"r.is cl.a.ss '\'.'ill r .. cr..nlly be relo".'1:;0{.: autol:!S.tically in 

17'....rti;.1e but the ,::'Oidon to 001.Jr:icncc autol:lll.tio r-:ilv<.sc of' t:u.~ ola.:;s will bo 

subj;.;r::t tq rnitual agrecuent a;.10ng th:: cognizant Ca.."]E..Clia.r/tr._x./u.s. CO'...am'. 

a.u'chori tics.. •.J.l or any pa.rt of thiD 1.iaturii:. l will be m thhelcl at any ti.me by 

these po.rth.'G if ono party dool.arcs that release would be ha.r.ardous to its 

national interests. 
Clo.as II 

This consists of CO!!rn'T mo.terial, both end-products 

n.nd toolmicn.l ranterinl which, a.lthough produced by a. CD.nadia.r/U.K./u.s. COMINT 

Ol"gO.niza.tion other thn.n r.. Y unit, 'iiOUlcl be capo.ble. of production by Y 

uni ts, ruid '\Vh:1.ch, if p.1.ssed to n y unit, would ennble tho.t unit to nchie\l'e 

u significnntly higher degree of cxploita.tion of its norm.'1.l to.sks. 

Co.na.dio.n/U.K./U.s. nr.tionr.l COMINT c.uthorities must be in a.grcm:ient before 

ma. tcrinl in this clo.ss roy be rclcnscd. They will continuously review 

the elo.ss nnd mnintnin ngrccd lists of the :mnterio.1 included. in it. 

b • ~.$_ond C!!£.n-rclco..s:ib'.!;.ej_Ca. teg_oi£E 

This_ consists of the rcmiind<il' of' Tro.ffic Intelligonoo 

not incJ.udod nbove. It m.'1.y not be relellsed to. Third R'.rtics except 

indico.tcd in I:xhibi t 3 hereto. -,:pp SECRET 
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21. Specic.l Intelligence will only be released to Third Parties 

in the Sli.CI.t..NT Col!llllO.!ld in o.ccordn.ncc with the provisions of.Exhibit 3 

• hereto 

HllliCIPLES FCJll _m:.i.Llm \'/ITH COla:NT END-HWDUCT lli'l'R_DDUC!D INTO ALLIED 

~\NNEtS BY THIRD P~Tms 

22., COMINT end-product introduced. by Third Parties into Allied 

Intelligence ch:J.nnels will be hc.ndJ.ed in o.cco1•dL\nce wit.'1 pn.ro.grni;ils 20 

,, nd 21 of Exhibit 2. hereto •. 

r~~J;.Q!! JI~!filLiG_2E._ u~~.Y STRUCTURE 

23. It is a.greed th:l.t cooperation with Third Parties in pla.nning 

the wi:trtir.10 structure should begin in pea.cetime and ns soon o.s possible, 

and t!1;;.t there should be step-by-step implement..i.tion of the SA.CI.ANT Y 

pi:-ogro.o in consona.nce with sa.tisfnctory testing of ecoh successive 

step. It i:3 considcroo o.dva.ntagcous to establish relntions with one 

Third Ru-ty nC'..tion o.t a. time until ::-.ll thoso considered eligible a.re 

included. Before nnking o.ny proposals to individUAl Third Party 111l.tions 

'Which my necossi to.te the disclosure of inf'orm..'\tion regord:ing Canndia.n/U.K. 

or U.S. pJAns for Y, s.'.l.CLliliT should seek the coneurre:nce .of Canadian, 

U.K. or u.s. C()},!nrr a.uthoritics. 

24-. In o.ny .:i.pproa.ch to Third Parties within the SA.OLA.NT Command 

with regm-d to the plmming of' n w.rtime Y struoture the following 

pi:'inciplcs should o.ppJ.y: 

a.. There must be no disclosure to Third Pnrties of o.ny 

Cruio.dia.n/U.X./U.So Co:!.crNT colll'.born.tion outside the SA.cL~ _ 

Cor.ano.nd, a.nd coopcra.tion in pl.."J'Uli.ng should be conducted without 
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rovonling prl)sent Cnru.'"\dit'.11/U.K./U.S. COHINT successes or the scale 

n.nd n...;:turc of their present Md pL..'\l'Ulod COMINT effort. 

b. ,'l,s. n. condition of coopera.tion in plruming the 

~~ Y structure Third P:lrty nn.tions !lDlst nocept r-.nd. o.dhere to 

z:cl.ni.nu:1 security roguL.".tions governing the production and ho.ndling. of-' 

Y rr. terit>~l:.; 

c.· Knorrledge 'of.'the detnils of tho pknning of the·· 

~~ Y s·::l'ucturo must o'c restricted to n-"..tionals of those Th."l.ti6ns 

·t~king Pa.rt i11 th~t p~~ 

25. ·The pli:.iining. =d ncgotk.tions in mzy nppror.-.ch should be done 

by the s..ar.:m Y officer, n.ssistod by such officers of the Canaru::i.n/U.K./ 

U.S. Services concerned a.s it ooy prove necessary to o.pppint. He mid 

his sto.f'f should establish, within the framework of the ngreed: 'W!lrtime 

n.rro.ngei:10nts, o. skeleton. orgn.nizo.ticn dt;Signod to ensure the ·orderly 

expansion ·"mcl cl'f'cotive operntion of the Y structure on tho outbreo.k of 

wr-.r. They should .:LI.so·· develop such cor.imon or si.r:Jib.r procedures !:1.S 

lll'.).y be desiro.ble =d prc.cticnble. 

26. ·rn order to ·carry out· his pla.nning tll.sk, and in order to 

advise· Third Pc.rty n..".tions, the SACL.\.NT Y officer sl~ould be provided 

with pertinent inf'on:ution on the subjects listed below. Tl1e nn.tions · 

concerned should ooch design.". te the a.uthori ty with whom he rrny co!mnunico.to 

on these :md ot110r Y r.i.-:.tturs.-

Types of Y units 

m.unber of uni ts planned 

li.dministro. ti on 

'. B~sic opeI'C'.tioIUll orgc.niza.tion 

M."1.J'lpower conplcrncnts 

-9-
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NULlber of intercept positions 

(in broad cntegoriC>S, e.g., &/F Voice, D/F 

Frequency ra:iges of intercept equipnmi.t 

Cornmunicntions equipment of Y units 

27. It is rC3Cognized th.~t in a.dd.:i.tion to the necessity to 

. plD.n for nr.rtiu.c C01IDIT coopcr~tion Vii thin Si~UNT, peD.Oetirae CO:i.aNT 

nr.l.'a?lgaients for ~I..'l.NT should be developed. in order to pt'Ol!lotc 

roo.dincss for wnrtiuc operntions. The progressive or· phe.sed implementt:i.­

tion of such CITru'lgcments should be o.ccomplished, within .the limits 

of. ::i.gr.ced wnrtiD.e cooperation, in o.ccordrulco with the proc6dures 

described. bclo"ll'. 

28. The Y nctivi ties include~ in the SA.Cr.ANT Y structure, 

should be crgtmizcd :ind conducted in peacetiLle r:.s follows1 

a. Ph..~se I -

..l B.'.CI..iNT Y Officer should be appointed. to begin 

laying the groundwork for agreed wnrt:L-ne nnunge..~nts, for S4.CLriNT 

to obtain the results of nntionc.l shore-bnsod direction finder 

opern.tionso ~r..JITT should keep COMINT a.uthcritios of pa.rticipiitillg _ 

nv.tions .'.'..dvised of the progress cf nny p1An.ning er L\.~ngecents with 

other NU.TO aembers thD.t P.ffoots ther.1. Mo.tions concerned. shauJ.d 

ea.oh designate t:\11 a.uthori ty with whOLl the Si\CLiUiT Y Officer oan 

comm.micate on direction .finder =tters. 

b. Pho.se II - · 

When the nbovc o.rro..ngecents for shorebllSed. direotion 

finder oparotions are rao.de, the Sl\.Cu..NT Y Officer should arrange for 

- 10 -

TOP SECRET • 
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operotionnl drills during N.~TO exercises or mo.neuvers. + 

-------------- ---.-·• ..... -~·.;,...._.· -·--------
+ The use of infor.:10.tion br.sed on D/F o.nd shipborne intercept 

opcra.tions will be in a.ccordn.nce with the following provisions: 

1. Shorcbo.sed. Di!._O_Eero.tions. Fixes and the fully 

evo.lun.ted results of shorebl'.sed D/F operations, dui:-ing NJ.TO 

exercises or Iil!l.neuvers, nay be pa.ssed to nntio:n.."l.l.s of those nations 

po.rticipo.ting in the D/F operotions. D.lritlg the ax:ercises, .inf'ormo.tion 

resulting l.'rorJ D/F fixes my be ~.ssed to n..'1.tion£Lls of nations 

pa.rticipn.ting in the exercises, even though these no.tions do not 

po.rticipc.tc in the D/F opcrntions, when tl'le following· conditions. 

l're fulfilloo: 

(1) Tihen spec.if'ically o.uthorized by SA.CLii.NT, 

(ii) When n rea.l a.dvant..'\ge to the exercise then 

(iii) 

in progress would a.ccrue, a.nd 

\Then t~1c intelligence ca.n be attributed. to 

a.nether source, or, if this is not possible, 

the truo source is not stated. 

During pest-exercise conference, shorebo.aed D/F inform.."..tion 

or results m:i.y be disclosed to nc.tiona.ls of na.tions not partic1po.ting 

in the D/F opcI't".tions only !is nlreo.dy disclosed in the course of the 

exercise. (This is not to prohibit the use, during post-exercise 

conferences, of' intelligence or si tua.tion suznao.ries issued to D.ll 

partici!X! ting units, in the exercise). 

2. Shipborne D/F..~d Intcrc~~· During exercises, 

results of shipborne D/F opGI"C.tions ruid ·che shipborne interception 

of p]Ain text or self-evident code mcssr.ges !:10.Y be pa.ssed to nn.tiona.ls 

of those nations participa.ting in the exercise. The Mal.yzed results 

of shipborne D/F and interception operations 'f!Ay be ne.de available 
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Depending on developnenta in the internn.tion..'1.l 

aitu..'1.tion, coopcro.tion mo.y l.o.ter be extended 'lrithin the .:igrced 

limi ta of w.:i.rt:Lmc ooopern tion by Co.no.dinn/U .K./U • s. a.~rceraent c.s 

a.ctuo.l needs davelop nnd o.a inoroo.sed knowledge of .Third Party. 

o.ctivitiea, o.oquircd during 'orgruiiza.tion and plAnning 1 providos 

c. better be.sis for o.ssossing the security risks involved. 

Coordin."'..tion between S.'..CEUR o.nd ~ to ensure consonAnOe of 

pr:icticcs will be required. 

29. The dissetl:i.nr>.tion o:f c~ to Third l?rlrties in 

&cr..lllT's C'ox:uno.nd in pea.cetir.le will be c.s indioo.ted in Exhibit 3. 



DOCID: 2957880 REF ID:A2665521 
8il ---

TOP SECRET 
TO BE HANDLED IN ACCORDANCE WITH IRSIG 

1. CO:Mlrt1JNIC1..TION 
INTEiiLIGENCE 
(~): 

2. COMJNT END­
PRODUCTS: 

J. PARTICIPATING 
Ni..TIONS:+ 

l,.. PROCESSING: 

5. RAW TR.t.FFIC: 
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.Annexure P2 

EXHIBIT 1· · 

DEFINITIONS 

!ntonnation and technical material 

resulting from the interception and stuey of 

teleccmununications for intelligence :purposes. 

(coimfr includes Y, q.v.) 

Intelligence in:f'o:nnation produced by COMINT 

activities. 

Nations contributing Y activities to -~~~.: .. ~ 
Y structure and entitled to reoeive the results of 

the COllilNT arrangements for ~ACLilNT in accordance 

with agreed condi ti.Ona. 

The action required to produce COMINT frolll 

traffic. 

Traffic showing no evidence of processirlg:;:.for 

COMI1'JT purposes. 

That COMINT 'lihich results fro111: 
-_ .. , . ~ .;. : ,. 

(a) The· dec:ryptipn of texts in whole or in 

part except as provided in paragraph 11(b)· 

below; 

(b) ~' ~I ' 

;'. '• . 
;\ 

/(c) 

TOP. SECRET. 
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(c) The d.ecI'Y!ltion of caJ.lsi:;ns or message 

headings .:incryptcd in codes or ciphers of 

high security gradings as may be specified 

by CRC, LSIB, and USCIB; or 

(d) The interception of certain types of 

transnissicm. a.a mAy be specified by CRC, 

LSIB, and USCIB; 

( e) Certain ca.tegories of pl~in texts, as 

agreed.by CRC, LSIB, and USCIB;··· · · · 

Data concerning cryptographic sys teas, 
···--=-..... . · .... ·~. 

coramunicatio.ns pz:9.c0dures and methoGJ.s _.of target 

countries, and related information. 

B. THIRD P.ilR.TIES: • All individuals t>r o.uthoriti.:s other thE.n those 

9. T.R.'\.FFIC: 

10. TRii.FFIC . 
:i.NLLYSIS: • 

of Cana.d.a., tho united Kingdom., ana. the United 

States. 

Intercepted te~ecomm.unications activity (including 

m•~ssages, chatter, procedure, etc.). 

Stud,y of comx:nmications net~·:orks, procedure 

signals, callsigns, D/F beerll!gs, and other 

technical aids to produce inforoation by all 

raeo.ns short of actual decoding or decrypting of 

the text of intercepted coi:nnunico.tions. 

11. TRAFFIC That COMINT ~·mich r.;sul ts fror.i: 
INTELLIGENCE:• 

(a.) The study of procedure signals, cnllsigns, 

message headings, D/F bearings, and other 

. /extdrno.ls 
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externals of conr.1unications, exc.;;pt the 

cleoryption of callsigns or mossago headings 

encrypted in codes or ciphers of high 

security gro.ding as r.w.y be specified by CRC, 

LSIB, and USCIB; 

(b) The decryption of tho whole or pr.rts of 

(c) 

coLicrunications in codes or ciphers of such la;r 

security grae.ing that they are spc.:ai:t'ically 

classeC. as Traffic Intelligence by CRC, I.SIB, 

and USCIB; 

o.rc spcoif'ically classed as Traffic Intelligence 

by CRC, LSIB, and USCIB; 

(d) Certairi cat~gories of plain texts, as agreed 

by CRC 1 LSIB, !llld USCIB. 

A period of actual hostilities inVolving 

COMINT derived fro~i tho tinely processing of 

traffic procured by listening to enemy 

oor.inunicntions for the purpose of providing 

tactical intolligvnce for the corJr.1a.riders of 

the cotJbat forces. 

COlIDTT units t:ng'lgf:;l in the r:roduction of 

• Definitions mnrkecl with nn asterisk \rl.11 roquire codification or 

Otdssion befor£; being used by the Y stn.ff Officer in di 

Ell:Tl.UlgerJents \lith non-CEmadian/U.K./u. s. pnrtios. 
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~IXP 

.lnnexure R2 

EXHIBIT 2 

1. These principles shall be the basis in pence o.nd w:l:t' ot: 

a.ll security regul...."i..tions and policies gov'erning the production, 

lm.ndling, r'.1lcl. diss01:tlnati<-·n ,_,f Y. 

JEFilfITION 

2. Y is Co.r.mrunicl'.tion Intell_igonoe derived f'ror.i the timely 

processing of tra.rfic procured by listening to eneicy cornmtmioo.tions 

for the llll"PUSe of providing tnctioa.l intelligence for the oomr.ia.nders 

of coralmt forces. It includes ra.w tro.f'fic, end-pl"od.ucts, teolmioa.l 

mn.tcria.l, world.ng docur:1ents, a.nd oo.ptured lll!l.teria.l used in its 

production. It n.J.so includes intGlligencc reports n.nc sur.miari.es 

bo.sed on Y unless the inf'or.-:ntion is so ganeraliz~ th!'.t it o_n.:nnot 

be tro.ced bnck to .'.I. p:-..rticulAr i teu of Y or to Y in genaro.l •. 

GENlil&<U, ffiINCIPLES OF S:OOURITY l.ND DISSWIN.:~TION -----------------------
3. N11tiomi pa.rtioip:i.ting in the .S.~LUN'r Y effort nru.st, o.s a. 

condition of pl'..rtioipa. ti on a.groe tu a.ccept and adhere to these 

principles. 

4. :~h cmmtry p::i.rticipo.ting in the s.'.ier.:..NT Y effort 

will dcsign.::i. te n nc. tiona.l o.u thori ty to dea.l w:i. th o.11 questions of Y 

sccuri ty a.nd en.force these principles. 

5. Dlch nn tionn.l nu thori ty will designate o. Y Security 

Of'f'icer to Tihor.i Y on.tcrials a.nd cor.11:run:io:i.tion.s relAting thereto 

shll.ll be o.ddressed. 

SECRET 
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60 S.:.CLUN'.L' v.i.ll f'OI'!:lllla.te a.nd supervise compliAnce with 

security reguJ.Ations and policias fer Y 'ldthin the 8'\.C~ o<lr.llmJ!d. 

7. Before nn individunl in ll.l'ly ca.pa.city hAs Mcess to the 

lmowlodge or results of the ~~ Y afi'ort, ho rilllBt be scr.eenod l:'..?ld 

cloored a.s being of llll.queiitioncd loyult".f by his n::i.tiona.J. o.uthority-. 

The soreaning cu.st be LU: thorough as poasible and at lea.St ns "tnorough 

:l.B thnt given to inG.ividun.ls h.o.ving ocooss to COSlllC info=.tion. In 

nddition to such alCl'.rnncc, those indi.v:i.duels servi:ng under SWL.1NT 1s 

COl:ll:lEmd mst be spcoificc.J.l.Y no:ciinn.ted. to receive Y either by SACLANT 

or by tho concarncd nc..tionD.l. o.uthcrity. In the JAttC1r ca.so th.a 

nO!:lin.ll.tion ru.st be a.pprovod by s.lDI..lNT. In o:xceptional oircUIJStll.nCcs 

undoo:' opo:ro.tionnl conditions the abovo requirements for screening, 

oloo.ro.nce and nottino.tion r.ny be mi.ivod for those individuAls appointed to 

certa.:l.n key posts, a. list af nhich should be <!ra.wn up by WCI.A.NT. lhoh 

personnel my be givon o.oooss to Y upon tho authority af the appropt':l.o.te 

o~. 

6. Prior to being gi-.ren access to Y, ea.oh ind.ivid.UD.l will be 

Y i.ndootrinnted by c. spacial 'WC.ming on the sensitivity of Y sources to 

oOtlp:t'OLii.se c.nd be required to sig?i ~ d.oouclent drawing a.ttention to his 

special rcsponsibili ty for safcgunrding Y and to tho oonsoquenoes which 

the l.:l.'17 or nd...""lini.stro.tive or executive ordar of his oomitry, or .order af 

&.cLilNT, :provides, if ei thar by intont or negligcmoo he e.J.J.Oi/S Y to oomo 

to the notioo CJi' un.:i.uthorized. persons. It LJUSt be stressed that there 

is no t:l.Lle lini.t in thr.t tho inforfl~tit'n must be sa.:t'ogunrdod inde.f'inHel,y. 

9. Distribution of Y cust be on the noed-to-knO'll' pr!miple, 

i.a., eo.ch i terJ of Y shc.ll bo m.."l.Clo laiown only to those Y indoctr::ino.ted 

ind.ivid.un.J.s mi.a require it in the perforr.:innoe af their duties. s.lCL&N1' 

will minta.:iJl. control lists of ind.octrinn tad Y recipients in forces 'lmder 

SECRET 
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bis ccmr.mid other thll.n those engaged :1.n the prod.uotion uf Canmunioa.ti~ 

Intelligenoe. He will e11sure that' t=l:ie number is kept to the r.Unimum 

consistent v.I. th esscintiAl 'intolligenoe ~d operational. needs. N~-tional. 

a.u~ritics will :-.nintnin six:d.J.ar lists of their own :nati~ls o.nd .:i.pply 

sil:rl.lnr restrioticns. 

10. Y :l.ndoctrineos must not be allowed. to run a great~ risk 

of capture ar interrogation by enemies or potenti'al enemies tqan is 

o.bsolutel,y ncoossnry for tho c:fi'ioient perf6ninnoe of their dut:i,~s. Tb:UI 

must a.J.so a.ppJ.y to a. period of six nonths after they have ceased. tQ reooive 

Y mo.teriol. except during aotiva operations in oo.sos of :1mpoll.ing neoessii\v. 

11. 1.lle groo.test oare must be ta.ken not to be'trt\Y Y su.ooeas by 

actions bll.Sod on it.. Erf'orts shouiii be made, if at all possibl~, to devise 

suita.ble cover, 'suah a.s rooonna.issnnoe. The source should on no o.coount be 

needlessly risked.. 

12. ruDL.l.NT will dotam:f.ne the level to wh:f.oll Y w:t.il be dis-

seed.no.tad. In exoeptionn.J. insto.nces, whtn"e it is essential far il:lr.ledio.te 

opcim tiOl'llii purposes, in:f'orr.n tion based on Y '!.'1J:Y, a.s speo:ti'ical.ly a.uthorized 

by a Y ind.ootrinll.ted oa:!lillmder, be diss'El!D.na.ted below the J10X'mal leve1 to 

unindootrintl.ted individ.Ull.~ provided t~ oouroe is not disclosed.. · 'ffhere 

possible, n.:1mcs, til!ios, posit:Lons, o.nd other dato. identioa.l with thAt fr01!1 

the orlgirio.i text tll.ll'lt be ooittcd., or, ii' the retention of such an item 

or items is esscmtia.l, must be carof'ully pa.r8.phrased.. Suoh il'lf'o:n!Kltion 

:cust be po.seed by a. secure oouri.er· service, by c. seoure llne,. or in 1:1. 

oiphor system c-.pproved by s.1DLANT. It must not be po.ssed in QJ.ear by 

:rodio (inclllding radio telephone). 

SECRET 
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13. Knowledge of the uethods o.nd scope of, ~nd the 

technical material resulting f:ror.i the S..:.CL.'J>JT Y effort i"lill be restricted 

to the natio:no.ls of the nations i7hich pirtici:i;nte in the Stle~ Y 

eff'ort. Access to the Y end-products .should, a.a fo.r ns pcssib1e, 

be similarly restricted. 

14.. All Y resulting from the SliCL.m Y effort will be 

classi:ried SEXmET and designated by o. codemiro (c.xccpt ns provided 

in paragraph 19 below). The classification nnd. tho codeword sha.11 

appear on r;rvery sheet of :i;e.per which conto.ins oi· discloses the existence 

of Y, except tiw..t, at the discretion of the unit corx.iander., this pro-

vision need not be applied to purely working d.ocuqents·m.thin a Y tmit. 

The codeword. indicates th.a.t the materio.l must be handled in 1.1.ccorda.noe 

. with regulations based on these principles nnd mi.en used in its 

code'WOrd sense will also beer the classification smRET. The code-

word. and its implice ti on shall not be nade known to persons not 

inc1octrinc.ted. in Y nor. shn.11 it be used in its codeword scnce in 

the presence of such persons. 

15. In pencetiLle, if Y doctµ:lents are to be tro.nsmitted 

. by bag within S.:.CLi.:.NT 1 s COI:lllllllld, the route and procedure must be 

specially autl1crized by Sfi.C~, hllving regard to the adcquacY._ of. 

the security of the rout.e o.nd procedure. Docuncnts should be double­

wrapped. c.nil. ad.dressed to a. Y indoctrina. ted officer (by nc.r.i.e, not 

:function); the inner envelope should bear the appropriate security 

classific1.1.tion but not the.oodeuord. J;n wnrtioe, discretion will be 

left to the local cor!ll!l!'-nder tu i:nke the raost secure_ orra.ngenents 

possible. as El. minimum, docur.ients raust be sent by hruld ~f off~c;:er 

or by a secure courier service. 

-4-
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16. · Except in the exceptiunD-1· instances described in 

Paragrnph 12, if Y is t:ro.nsmitted within &ICL~.NT'o cor.1Lltl.nd by 

electrico.l means or by o.ny physical o.cc.ns not conplctcly secure, it. 

must be encrypted in n secure cryptogr::-.phic cl'ltl.l'lncl ·reserved exclusively 

for this requirenent. P!lrticipo.ting na.tions J:1USt o.dditionally 

ensure tho.t when Y is transmitted into, out of, or externally to the 

SACLllNT coi:mm& it is encrypted in o. cryptogro.phic cbllnnel spooio.lly 

o.pproved. by SACIJ..NT for this purpose. 

17. The highest stnnda.rd of peysico.l security IJU.St be 

applied. to the custody of' Y by no.tiono.l a.uthorities and \ti.thin s.\CIA.NT's 

command. Nonially, except when in tro.nsit und~ c~nditions prescribed 

herein, Y IJA.ter:l.nls o.nd. cor.iaunicntions rel.o.ting thereto OlSt a.t o.ll .. 

times be: 

(o.) under the direct surveil.lo.nce of n Y 

indoctrirul.ted person responsible for their so.:f'e-keeping, or·. ··-

(b) . locked· in n tlu-ee-cor.ibinc;tion s...'"l.f'o -nccessible · 

only to Y indoctrin...'"l."bed pGrsonnel~ or 

(c) storGd in a locked coop.'\rtocnt \7hich is tmder 

consWJ.t surveillruice by nn ~ed sentry c.nd uhich is a.ccessible onJ.>y 

to Y indoctrina.tcd pGrSonnel • 

. 18. Y docunents l:lU.St be destroyed ns soon ns they ha.ve 

oeo.sed to be of use. This is particularly ir.ipo+to.nt under ho.znrdous 

conditions. 

19. In order t..lw.t necess:"'.ry cp01"0.tionn.l use cc.n be 

nnde of certain types of· low-level· t...'lOticnl Y (such a.s Direction. 

find.er results ruid pl.o.in text oessa.ges) on much hv.iedio.to aotion al.st 

obviously be ta.ken in cOl:lbo. t opern tions, $.ill~ n:i.y perrJi t the 

- 5. -
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di.ssccin!ltion of such Y, with~t o. oodovord o.nd nt po clo.ss~cc.tion 

not .bolo\7 Conficlcmtir.l,. to unindootrino.too '.t'ooipionts who nood to 

know. 

20. COHINT and-product or intelligcmoo ba.sod. on COM:m.r introduced 

into .illiod intelligonoe chn.rmBls by Third Rlrt:Les :pnrticiinting in 

tho Y-structuro of the oar:mnd should be hllrullcd in Y-chmmols nnd sub-

jootod to the security l!le..'1.S'Ul'OS proscribed for hAndlin..« Y. Where such 

Third P:l.rty COMINT is furnishod by C: :partici~ting No.ticmnl COMINT 

nuthority or orgnniza.tion a.nd is of ?- higher gro.de than Y mt'.~ori.:-.l 

produced mthin tho Y-struoturo or than the COMINT supplied to tho 

Y-org:uiizo.tion by ti&/Ulv'Cl:ullldinn C<?MJ:NT o.uthar:l.ties, it will be ~sed 

through Y.ch."'.Jmols Nld its distr:L'.lution will be kept to o. mlxrtnnm. . .. . . . . 

21. COllINT end-product or intolligcnoo based on COmNT introduood 

into .Uliod intolligonce oht:lnnols by !L'hird PD.rties not pa.rticipa:t:l.ng 

in tho Y-structure of' th<?. oOJJCXl.nd should, whenover possible, be 

trons.f'orred to Y-cha.nnols c.t tl!.e first point o.t wbioh suoh end-p:rod:uot 

or intolllgcnoo oomo to tho o;ttcmtion of' Y personnel, n.:nd fxooril th.'\t. 

point tro.nsJ:d.ttcd diroo~ to tho SUFome Al.lied Oomna.ndor's Y Of'fioer. 

Cllro should be ta.lmn_ not ·to ooopromise tho ex:l.stenoe of' Y ohn.rmels as 

BU.Oh., Tho SUprer.ie Allied Commender's Y ottj..oesr should bring Bey' such 

mtc:r:lAJ. to tho nttention of' tho~: of S(I) for decision o.s tp furt."lisr 

notion or a.issacinn.tion. In dooiding o.n suoh :f'urthor action or 

dJ.ssdn:l.tion, the AC of S(I) '17.Lll givo full considat'lltion to f;he nOOd 

to :proteot CO!IIN'l'. 

22. NntiOJW..l. o.uthorities nnd at.!UNT JlllSt ox.po,nd thes.o pr.lnoiples 

into a. sot of rogul.c.tions c.dLl.ptOO. to locnl cond.itions. CopieS" of the 

Y soour:Lty rogulntions of oooh ~~iono.l. o.uthor:l.ty will bo £orwc.rdod to 

S.:.CLJNT through Y cho.nnels. 
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.Annexure P2 

EXHIBIT .3 

RELEASE OF CAMADIAN/U,K./U,S. CO:MINT END­

FRODUCTS TO THIRD PllRTY Nll.TIONAISrn SAcr.t.NT cm::n{f.NDS 

: • I. PEACETD:lE 

la. Traffic Intelligence (as currently defined.by CRO, LSIB, and 

USCIB) may be passed lJl peacetime to Third Party nationals in SACLilNT 1s 

Headquarters on a need-to-kno';; basis for plannillg purposes under the 

conditions set forth belcr.r. 

b, When passed to Third Party nationals, Traffic Intelligence must 

be disguised cffwctively, in such a -,;a:y as not to be attributable iii i7hole 
! 

or in part to OOMINT, and must be ascribed in precise o.nd positive terms 

tc- another source chosen fer its plausibility, Tho disguise .,ill inclu.de 

as a m:i.ni.muc: 

(1) removing inessentinls: 

( 2) para.phrasing nny romo.ining text; rounding off niliriDer~ · ... -'· .. 

o.nd times; !Ind, ·.;henever possible, substituting 

approx:ima.tions for precise stnteMents, 

c, Indoctrinated OE1.na.'dian/u.K,/u.s. recipients of undisguised 

T:rnffic Intelligence in each staff Division in S/.CLl'.NT Headquarters w:Ul 

recommend to .~. C, of S, (I), which Traffic Intel.ligenoe should be 

dissemnated for planning puJ:lioses to Third Party nationals, J •• c. of 

S, (I) will ref~r each ca.se:: to the cogrlize.nt ·cD.no.dinn/u.K./u.s. national. 
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authority uhich originated the Tra:f'f'ic Intelligence (or i·Jhose COl!INT units 

did so) 1 asking for clearance to pass this particular Traffic Intel.ligence 

to Third Party ns..tiona.ls and either 1'or.1ardirlg a copy of the disgitlsed form 

in ··;rhioh it is proposed to disseminate the information, together <dth the 

proposed distribution, or requesting toot it be furnished to him :in 

disguised forr.i. •. 

d. Disguised Traf'fic Intelligence mll not oo:rry the Trai'f'io 

Intelligence codeword. When it has been disguised, and y,hen the s.c:urce to 

\'lhioh it is to be attributed has been chosen, it ·,Jill carry the seauri'li.Y 

grading appropriate to thn.t source and mll nomal.l.y bo dissaW.nated and 

handled in the .IJBllll8r oustannry for that source. Where it is considered 

that disguise Dey' not be f'ulJ.,y effective but th!l.t the intelligence should 

·. 

not be >lithheld, it mey be sho;;n to designated Third l?a.rty na.tionals by the 

/1oeC. of' s.(I)_ or Chief Intel~'Cncu Of~ioor,, or by nn :indoctrinated Canad:µm/ 

U.K./II .s. officor on the Staff 1 provided that tho natio~il CDMJNT a:uthorii;y 

conoernud has o.pprovod; copies mv not be pnssod to Third PD.rty nationals 

for retention by thom~ 

·. 
2. Speoi!l.l Intelligence itecs ns such m.11 not be disseminated to 

Third Party national.a in peacetime in any form; hmievtn", inf'orma.tion derived 

from such intelligence osy be disser~ino.ted to IlE'.tionals of Third Parties in 

SMJL.'.N'1' 1 s Headquarters on n need-te>-Im<!,l bnsis for planning purposes if it 

can be embodied in gener!l.l intell4;ence sumr.iarie s in such a manner a.s to . . 
ensure th'.1.t the :in.formation cannot be traced bnck to COMINT in general or .a:rzy-

spuci!ic item of COlilNT. l•. c. of s.( I) should inform. the cognizant 
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Canadian/U.K./tr.s. national authorities o:f a:ny Special Intelligence he 

considers should be made avaib.ble, ilrid tliEiy ·.1ill make every ef:fort to make 

it available in this foI'l!l. 

COORDINli!l'ION 

3. Cognizant Oanadi=/U.K./u.s. national authorities will ensure 

tho.t each is infomed o:f any action taken by' the others under the above. 

provisions, and material ooy be e;;:clud.::.d frcn these o.rrangenents o.t the 

request of one o:f the authorities. Canadian/U.K./U.S. national authorities 

•dll keep these arrangements under rcvie·i;. 

II. Wi:..RTI:ME 

TRAFFJ:.C INTELLIGENCE 

4a. Direction finder results may be transmitted without a COMINT 

· codevrord, but suitably clazsified, to allied col!IT.IDllders and units \7ho need 

to lmow. Intelligence basec on or incorporating D/F results but containing 

no material requiring the COMTh'T codeFord, sui tnbly classified_ ma::J' also be 
...... .- .. ..;..-.:._. - ;:; 

so tnmsraitted, 

b. Traft'ic Intelligence, .as such, received fron Canadio.n/U.K.;t.J.s. 

national authorities, will. only be disseminated to. nationals of Third. 

Parties if it f'alls into the first (releasable) category as de.fined ill 

paragraph 20 of "COUINT AP.R/'~GEH3NTS FOR SACLt~. 11 

c. . DisseJ:tlnation of such Traffic Intelligen~e to Third Pllrties 

eball be by .niichever of the following channels, is appropriate: 

(1) via speoinl COMINT channels (i.e. U.S.-SSO Systeo, 

U.K.-GCU System, etc) 

····-. 
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(2) In the case of oonanncls ·.1hioh contain no integrated 

Cruindian/U.Jt.fu. B. pursonncl, fror.1 the e.ppro:i;iriate 

inter-allied s;.CIJ.NT cor.'.iUanc~; 

(3) fra:i a Can~~ian/11.K.,ltr.s. Y unit or OOlllNT unit direct 

to the integrated S!.CLti.NT co=and or fom:\tion whi<:h it 

supports. 

C. Seconcl C..'1.togory. Trn.ffic !ntolligence (see pa.re.graph 20 of 

COlrlINT J.RRi.'iNGEMENTS FCR Si.CL:.NT) shall not be disserlinated as Tro.1'fio 

Intelli.genoe to Thirr1 Party nationals in inttir-allied S.'.DI..'.NT Comand.s; 

however info:rmation derived fror.i such traffic intelligence ma,y be 

disseaiml.ted on a strict need'-to-kna.1 basis to natian'1s of Third Po.rties 

-• 

in S.4C::.t.NT 1 s Ct'll:ll:lB.nC! if' it can be etibodied in genural intelligence SUilCl8.ries 

or operation plans and orders in suoh a manner as to· ensure that the 

ini'omation t::annot be trll.Oed bo.ok to COMINT in general or to any specific 

item of COMINT. 

SPECIAL :mTELLIG:ENCE 

5. Special. intollie;enoe as such 111AY not be disser.iinated to fmY' 

national of Third Parties in 1ACl:JiNT' s Comiand in M.Y form except as 

provided in paragraph 8 belo<r; however, information c1erived from special 

intelligenoe may be disseminated. to nationals of Thirc1 Parties in st.CU.NT 1s 

Cam:nand on a striot rieed-to-kno:: basis if it can be enbodied in gemral 

intelligence su.'!1!18.ries or! operation pl.nns !ll\0.. orders. in such a manner as 

to ensure ttui.t the infomation OO?Jnot be tra.oed back or attributed to· 

OO:MJ:NT in general or to . a:n:y specific i ten of COlilNT, 
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EMERGENCY PROCEDURE 

6. In exccptionnl instr.noes in<:~octrinc.tec1 Cann.Jian/u.K./u.S. 

co.'lllll.m1ders may pass releasable Special Intelligence in operational orders 

or other co1xnunications ·to Third P~.rty nntionP.ls · .. ho urgently require it 

for purposes of vital operntianal iuportancc. Such orders or communicn.tions 

Yrill be s0 worrl~rl thP.t if they be coi:rproniser~ the source coulc'. not be 

identified ns Special. Intelligence. Only essenthl specific itei;is will 

be transmitted, and names, times, positions, nn•l other c1ata from the· 

original texts will be pnraphrased as far as possible.-"· .. -· -··-········ ... ·-·· . 

DISSEMINATION m,°'YOND THE SCOI'E OF THIRD J.:LRTY i.RRJJ.fGEHENTS 

7. Special Intell1gence ;1111 be passed to Si..CLANT CollllifUlds in 

accord.a.nee ·.nth 'separate arrant;'ements for exchan~e nn('. -dissetrl.nation TI'ithin 

S.l.!JLilfr 1 s Co1nmand of COMlNT ·beyond the sc~p6 of' Third Party ·collaboration. 

SPECI.i>L INTELLIGENCIB ESSEl'!Til'aL TO THE s;,CLiiNT Y R&. ORT · 

B. Information from Special Intelligence essential to the s.i.CL.tiNT 

Y eff'ort may be diasacinatecl by Cl;.NJJlL'iN/u.K./U. s. national authori tills 

in either of t-.10 ;1a:ys: 

a. if it cnn plausibly be represented as the result of further 

proaessin{; of Y J:lllteriol at national centres, or if it can be represented 

as arisint; from captured. d.ocwnents, and if there is no reason why it should 

not COLle to the lmowleq~e of nationals of Third Farties, it 17111 be ma.de 

available 0n a nee<l-to-know basis aml ap:f'ropriatcly classified to Third 

Farty as well as Cl'.nadian, U.K., nnc1 u.s. participants in the SACL.i.NT Y 

effort; 

b. if it cannot be represented as in a, above, it will be 

passec~ by TOP SECRET COMJNT channels to an authorised Special Intelligenoe 

Recipient addressed by name :~t Cam.Cian, U,K., antl U.S. Y units vrith a 
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CILJCI"\ 

.. S.'.a/,E/BIJ .. . ~. .... 

noe~".-to-knm1; the recfriont ;d.11 exercise the utr.ioet discretion men 
apPly:inf;-if he conait!ere it necessary to apply-ihe SpecW Intelligonoo 

. . . 
inf'orr.28.tion to the Y af'fort of hie unit. tlhder n0 o~UC1Btnnoes \dll 

L11!1.terial. in this eeconc: co.te..;ory be mde nvailnble to Third l:'arty 

nationDJ.e,. 
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