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1. (U) In response to your request we have put together a package 
cnronologically outlining the events in our decryption (89%) of the CIA 
courtyard KRYPTOS sculpture. Also attached is a copy of the original mem
orandum to Adm. McConnell with attachments providing the cipher, the cryp
tography employed, and the respective decrypts. 

2. (U) The initial examination of the cipher revealed that it was 
likely to consist of three cryptographically distinct sections. ~asic com
puter diagnostic tools confirmed this hypothesis. Subsequent analysis and 
solution, however, did not require any compute power. 

3. ( C) Parts 1-3 were solved within two days of receiving the 
inrorma as ing l t k. rom ier, z. Anot er f Ch . - h d ay was spent on the final section 
and a decision was made to stop any further work. Given the suspected 
cryptography, the last section is too short to solve without diverting a 
great deal of effort from operational problems. 
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Chronological history of NSA personnel and their involvement 
in the partial decryption of tha KRYPTOS.sculpture 

located in the CIA courtyard 

1988 - The CIA Fine Arts Commission approves James Sanborn's 
proposal. 

1990 - The artwork, titled Kryptos, is dedicated. A portion of 
this work of art consists of a classic Vigenere Square and 870 
characters of cipher punched through two large copper sheets. 

• 1991 - While on a trip to the CIA headquarters, an informal 
group comprised mainly of Cryptanalysis interns, handwrites the 
cipher onto sheets of paper , and distributes it to any and all 
interested cryptanalysts back at NSA. 

1992 - Official challenge for solution is relayed through DCI 
at a Gold Bug award ceremony. 

• 1992 - Mr. I Ii,;> the first pers~n to decrypt a portion 
of the cipher. Tbe ciph~t-system used is a polyalphabetic sub
stitution usipg eight alphabets~ 'I'he decryp~ed text ace.cunts 
for the last 373 characters from th~ first section of 436, but 
the initial 63 characters resist decryption~ Because of this, 
analysts concede that four distinct sections are likely, with 
this being the second section. '" (bl (3) -P. L. 86-36 

1992 - Mr. is the second person to success-
fully decrypt a portion of the cipher. That portion is the 
third section involving 337 characters and employing a transpo
sition system using a matrix with dimensions 4 X 86. 

1992 - As the third successful cryptanalyst, Mr._l~~~~~~
successfully decrypts the initial 63 characters of the cipher, 
which is the first section. It also uses a polyalphabetic sub-
stitution, but with 10 alphabets. · 

1992 - An informal document is produced detailing the solution 
of the three sections. These three sections comprise the first 
773 characters out of 870 total, leaving the last 97 characters 
unresolved. 

1993 - A formal letter is sent to Adm. McConnell (DIRNSA) 
detailing the story, and is returned with a request that it be 
forwarded to Adm. Studeman at CIA. 

• 1998 - There is renewed interest from the CIA, with an eye 
towards a technical article for an internal publication. 

FOR OFFIGIAL l:JSE OHLY 
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SUB.JECT: CIA KRY?TOS Sculpture - Che.llenge ana rtesolution 
INFOR..lw!ATION MEMORANDUM ::.-

THRU: 

DIR fV\. . Q --~~~~ 
D/DI:K ·]j 7Y I EXEC/DIR ~' D ,/ 

ii 
. . 

TO: 

1. (POUO) The KRY?TOS sculpture, located at the entr2nce and 
in the courtyard of the new CIA headquart~rs, consists of a seriss of 
stone "pages" containing code which begins as Intern2tional Morse and 
increases in complexity as the s~onework extends into the courtyard. 
Inserted ~e~ween these stone "pa;es" is a flat copper sheet en~rave~ 
with lette::-s and symbols - the enciphered messc..ge - that is the foc:..:.s 
of this challenge. 

2. (::'OPo+ In November, c. cadre of cryptanalysL.s assigned to 
Z Group en~h~siastically responded tq the challenge. Within one· 
month, L.hree of the fo-..:.r cinher .sys~::ri.s used t·:J e!1crypt the 
sc-Lllptu.re' s ?lain text had been diagnosed and c::irrrplet.ely ex;-·2.oi ted. 
The crY!Jtographies err.:?loyed for the encryption c:f these· th::-ee pc.r-::s 
involved twc periodic polyalpha~etic substitGtion ciphers an~ a keye~ 
cclurr~ar tra~spcsition cipher. The exploitation 9f the sculpture's 
first t~ree parts consti~utes a reada~ility of approximately 89%. 
1he final 97 characters continue to elude soluL.icn. 

3. (-=-OPQ) Att::.ch-:d, for your -review, is a bri-sf description 
of L.he emp!cyed cryp"Lographies a!ld the plain text derived from the 
three exploited portions of the K~YPTOS sculptu::-e. If your schedule 
permits, we would be happy to present a lS-minuL.e briefing on the 
K~YPTOS sculpture solution and introduce you to -che cryptanalysts 
respo~sible for the success aca1~57 t~is cioher. 

3 Encls: 
1. Copy of Sculpture Picture 
2. Copy of Cipher 
3. Description of Cryptographies 
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THE KRYPTOS SCULPTURE CIPHER 

E M U F P H Z L R F A X Y U S D J K Z L D K R N S H G N F I V J 

Y Q T Q U X Q B Q V Y U V L L T R E V J Y Q T M K ·Y R D M F D 
V F P J U D E E H Z W E T Z Y V G W - K K Q E T G F Q J N C E 
G G W HK K 2 D QM C? F Q.Z D QM~ I AG PF X HQ R LG 
T I M V M Z J A N Q L V K Q E D A G ~ V F R P J U N G E U N A 
Q Z G Z L E C G Y U X U E E N J T B ~ L B Q C R T B J D F H J R R 
YI Z ET K Z EM VD u·F KS J HK - W HK U W Q LS Z FT I 
H HD DD UV Hi D w·K BF U F P W ~ T D F I Y C U Q Z E RE 
E V L D K F E Z M 0 Q Q J L T T U G - Y Q P F E U N L A V I D X 
F L G G T E Z 2 F K Z B S F D Q V G 0 G I P U F X H H D R K F 
F H Q N T G P U A E C N U V P D J M Q C L Q U M U N E D F Q 
~ L Z Z V R R G K F F V 0 E E X B D ~ V ? N F Q X E Z L G R E 
D N Q F M P N Z G L F L P M R J Q Y ~ L M G N U V P D X V K P 
D Q U M E B E D M H D A F M J G Z N ~ P L G E W J L L A E T G 
E N D Y AH R 0 H N L S R H E 0 C P ·· E 0 I 3 I D Y S H NA I A 
C H T N R E Y U L D S L L S L L N 0 - S N 0 S M R W X M N E 
T ? R N G A T I H N R A R P ~ S L N K E L E B L P I I A C A ~ 
W M T W N D I T ~ E N R A H C T E N ·· U D R E T N H A E 0 E 
T F 0 L S E D T I W E N H A E I 0 Y ~ E Y Q H E E N C T A Y C R 
E I F T B R S P A M H H E W E N A T __ M A T E G Y E E R L 3 

T E E F 0 A S F I 0 T U E T U A E 0 ~ 0 A R M A E E R T N R T I 
B S E D D N I A A H T T M S T E W P : E R 0 A G R I E W F E B 
A E C T D D H I L C E I H S I T E G 0 E A 0 S D D R Y D L 0 R I T 
R K L M L E H A G T D H A R D P N E D H M G F M F E U H E 
E C D M R I P F E I M E H N L S S T ~ R T V D 0 H W 2 0 3 K R 
U 0 X 0 G H U L B S 0 L I F B 3 w· F ~ R V Q Q P R N G K S S 0 
T W T Q S J Q S S E K Z Z W A T J K ~ U D I A W I N F B N Y P 
V T T M Z F P K W G D K Z X T J C D - G K U H U A U E K C A R 



' 
·.·DOC ID:' 40S0989 

PART 1 

Cryptography: Periodic Polyal:;:-he.b-etic Subs-citu:::ion employing 
10 alphabets 

Pl~in component: 
Cipher component: 
Repeating Key: 

. Index letter: 

Keyword mixed s2que!1ce ~e.sed on KRYPTOS 
Keyword mixed sequence be.sed on KRYPTOS 
PALIMPSEST 
K 

P: K R Y P T 0 SA B C D E F G H I J L M N Q UV W X Z 

Cl: ~ T 0 S A 3 C D E ~ G H I J .L MN Q U V W X Z K ~ Y 
C2: ~ B C D c F G H I J L MN Q U V W X Z K RY P T 0 S 
C3: L M N Q UV W X Z K ?- Y P T 0 S A 3 C D E ~ G H I J 

C4: I J L MN Q.U V W X Z KRY PT 0 - A 3 CD~ F G 5 
CS : M N Q U V W X Z K ?, Y P T 0 S p._ 3 C D _. _ G __ I J L 

C6: ~ T 0 S A B C D ~ _ G H I J L M N Q U V W X Z K R Y 
C7 : .S. A 3 C D .t:.. -. G .... I J L M N Q U V W X Z K R Y ~ T 0 

C8 : ""' • G •• I J L !.'1 N Q U V W X Z K 3. Y -:-.. T 0 S A 3 C D 

C9: .S. A 3 C D _. ? G n I J L M N Q U V W X Z ~ R Y D T Q 
ClO :1_ 0 S A 3 C D _. F G __ I J L M N Q U ii W X Z K ?-. Y. ? 

E~??HZL?..F AXYUSDJKZL DKRNSHGNrI V~Q~QUXQ2 
BETWEENSUB TLESHADING ANDTH..~SCE NCEOFLIGHT 

QVYUVLL T?..Z V JYQ'I'M:-<:YK!J !v'.!?D 
LIESTHENUA NCEOFIQLUS ION 

(~OHO) Respe.ced and punctuated, it ree.cs: 

"BETWEEN SUBTLE SHADING AND THE ABSENCE OF LIGHT LIES THE NUANCE OF 
ILLUSION" 
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PART 2 

C=yptogr:.:;:::hy: ?eri:::>dic ?cly:.lphabe-::.ic Su:Cs-::itu-:.ion employing 
8 °2.lphabe!:.S 

:?l:.in component: Keywcrd mixe·::i sequence ~::.sed on KRYPTOS 
Cipher component: Keyword mixed sequence ~::.sed on KRYPTOS 
~e:;:>:a't: inc; Key: ABSCISSA 
Index lett~r: K 

.. 
P:KRYPTOSABCDEFGHIJLM~QUVWXZ 

Cl : ~:a c D E F G n I J L MN Q u V'w x z K ~ y? T 0 s 
C2 : ~ C D :::. F G n I J L MN Q UV W X Z KI\ Y ? T 0 SJ!.. 
C3 : ,SA 3 C D E ~ G n I J L MN Q UV W X Z !<: ?-. :·PT 0 

C4: !: D::::: GE I J.I... MN Q iJ V :(~ Z Z K ?. Y? T ·: S ~-3 
CS : 1 J L MN Q uv W X Z K?. Y ? ':' 0 S F-. = C D :::. F G rt 
C6: ,S__?._3CD::'.FGHIJLMNQUVWXZK?.~?TO 
C7 : _.:. J!_ 3 C D ·E F G n I J ~MN Q UV W X Z K f, ! ? T 0 
ca : ~ 3 :: !) E :r G :: I J L !'<1N Q u v w x z. Z<: ?- y = T 0 s 

v·::?JijD::'.=: ?.ZW:::TZYv- GWr:!<:KQ:::. T ::;F·:2..:-NCE:G 
I TWAS TOT ALLYINVI SI3LEHOW STEATPOS 

C??QZDQM MIAG?=-xn Q ?-~ L G T I ~ -l ~Z.J_!l._NQ!..V 

YU SEO THE EARTHSMA GNETICFI ELDXTHEI 

:?.?J::..TNG::: UN.?..QZGZ!.. E:CGYGX:;::: :::N.7':'3JL3 
ONWASGAT !iEREDAND TRANSMIT TEDUNDER 

.:l:<..?..YIZ~T KZ'SMVDU? :KSJ::?:.FWH KUWQLSZE" 
ANUNKNOW NLOC~TIO NXDOESLA NGLEYKNO 

Vn?DWK3?u F?WNTDKI YCUQZ:::?-E: EVLDKFEZ 
IS?THEYSH. OULDITSB URIEDOUT T:iERESOM 

UGSYQ?FE: UNLAVIDX FLGGTEZ?F KZ3.SFDQV 
.:iOKNOWST HEEXACTL OCATION?O NLYWWTHI 

::nDRK?FH QNTG?U.:!l:.E CN'U'""? DC'M QCLQUMUN 
ASTMESSA GEXTHIRT YEIGE:TDE GR.EESFIF 

V?..RGKFZ'V OEEX:aDMV ?N?QXE:ZL G:t:::uNQ?M 
INUTESSI XPOINTFI VE SECOND SNORTHSE 

GWHKK?DQ!lf; 
SIBLE:?TEE 

KQEDAG!JV 
NFORMAT! 

QC=:T3JD= 
GROUND TO 

TIHHDDDU 
WABOUTTE 

MOQQJLTT 
EWHEREXW 

GOGIPU?X 
SWASHISL 

EDFQELZZ 
TYSEVENM 

PNZGLFL? 
VENTYSEV 
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PART 3 

Cryptog:-=.phy: Keyed Columnc.r tr=.nspcsi::.ior: 
Matrix size: Incomple~ely filled 4 x· 35 
Specific k.ev: KRYPTOS, numerically keye·:i and l:"2Deated l.3 i:.imes 

(first 12 colum~s listed be~ow) 
Route: 3ottom to i:.O? · 

~LOWLYDESP~-RATLYSLOWLYTF..ERE..."'fA.INSOFPASSAGEDE 

IASREMOVEDWITHTREM3LINGH...~SIMADEP.TINYBREACH 
I 
PLEALITTLEIINSERTEDTHECANDLEANDPEEREDINTHEH 
FLICKERBUTPRESENTLYDETAILSOFTSEROOMWITEINEM' 

1 1 1 9 8 7 
2 1 0 

3RIST.HATENCUMBEREDTHELOWERPA..~TOFT?..EDOORWAYW 

INTHEU?PERLEFTHANDCORNER.lUIDTHENWIDENINGTHEH 
OTAIRESCAPINGFROMTHECHAM3ERC...~USEDT5EFLA..l.:IETO 

ERGEDFROMTHEMIS.TXCANYOUSEEANYT=:INGO 
6 5 4 3 2 1 

"SLOW.LY DES?A..~TLY SLOw"LY TEE REMAINS OF PASSAGE DEBRIS TH..~T ENCUM
BERED TEE LOw'"ER PART OF THE DOORWAY WAS REMOVED. WITH TRE..}£LING 
~S I MADE A TINY BREACH IN THE UPPER LEFT HAND CORNER, AND THEN, 
WIDENING TEE HOLE A LITTLE, I INSERTED TEE CANDLE. AND. PEERED IN. THE 
HOT AIR ESCAPING FROM THE CH..l\....'11.ffiER CAUSED THE F~-~ TO FLICKER, BUT 
PRESENTLY, DETAILS OF THE ROOM WITHIN EMERGED FROM THE MIST X CAN 
YOU SEE ANYTHING Q". 

Note: The above is a paraphrase from Th~ Tomb cf Tut-Ankh-Am~n w~i~
ten by Mr. Howard Carter. 


