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L
“
i
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“Iranafer of these rsqnonq¢hil¢t1um uaually involveé transfer

of -some--parsonnel as well. The cnief poinﬁ qf_atﬁack‘was all

- phases of tﬁé Russian.problém,_the Chiﬁa&é_commﬁﬁist study
having endéﬁ.when'the ﬂaﬁkingﬁféﬁan circuli was closéﬁJ;n Mareh
1947, - - . |

PLas-ssféouscseos., on i ',- T S ¢ =
EO 3.3(h)(2) - The Russlen _“_2gma. ih& ASA sharﬁc,vith nhe Lavy Joint

the Ravy h&ndling all navh;, police, sh;ppinga and weanher

.cammunicat*ons, the rema;naer

- being the respansibility*of the AS4. Scme indlcﬂt on -of the.
impnrtance of thlﬁ e fort uill be aeen in.the faot EhEt the '
;'numn&r of paople ¥ho worLed on these problems 1ncreased from
. “283 at the - beglnning of- the Fiacal Year IQHT to uh’ ac the o s <
= ‘Russian 1ntercapt10n _was limited, at first by informa1 o T
agreement»w;th-thﬁ British’anﬁ-by the geocrephie locatipn of
ASA stations.. Intarcepx during—the greatsr portion oP 1946 e
"{’therafore. vas directea to Lhe Fbr Eastern hiiitary District,'b:
the menun Alr Army, the Maritime Mllitary Distriot &nd soma

2y -_thar tr&ffic. .An;agtempt uagjmgde aE vcluma.cz inta?qept_.-‘

;7 . 5. 'The Fentﬂgﬁn Plain-Text ‘Unit was inauﬁurated on—l? Apr 47
i .. - and began operations on 5 .May- LT.i The uait (8 peopls)
~ .wan- orpanized for .the purpose of expleiiing Russian -
.domestle traffic and trana’a _ng siun¢fjcanr 1tema ;Gr a
-__'the Bu.l.let B _ i :

-

"16.j1 The R@seawc .and Deva1opmenL p;ograc Dl&ﬁeu 8 very ﬂtgﬂ o Dt
»ﬁ*p“ior;ty on bnﬂ TRPEB pwdbiem of ;“Lergepb g
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" PL 86-36/50 USC 3605
© E03.3(h)2)

improved to break oul of the tomstol areae int¢ the Eest and

Viea: Siberinniﬁilitary Pietriots, but with ljttle sucnass{'

Toveard tho en: of 3he Jear,. hnweve*: intercspts vere being muda

incraas,ngly nf‘milftarv traffic on the more 1mportanu links in

'Eurcpe.

By traff’o anal?s*aﬁ tne Fax E&ata-n Militery Dlstrict_mef;

. ver somplete 1? raconstruonea. The ELnth-and Thirﬁ'(?}'ﬂir Army
-ntt% vere dfscoverad ant recanstrusted turing. thp year, Thb '
= dif ioult.hurnpcan netﬁ were studaea for continuitv, the magnrity '

of the work being done 8% LSLC.~ Baudnt 1inks: uare 1dant1fiea aﬁ'

to looation end unih anﬁ were very successfullv studieu ouing ta

the preaence of:abundant piain—text chatter vhich the Russi&ns-

'anou;d n the intereat ﬂf thelr aecurity have praventea As_

for inﬁelligencs praduced bv trafflc an&lysis, tbe staf‘ heva

¥es gvnawallv able to. deuerm ns Order of Battle dovn to. the ievsi

of divisien or bwigade and ta report. any changes in wpit laeation,

Buboruination,-acﬁ. 4ranic pwocesasn 1n Junﬁ 19#7 was a5 follows* :

P S

D55 RN ;..._.._."iaraﬁ S X .-‘--'.___..mn:!ﬂﬂ.__,....rse
;_'r,__e_on-_; e e P B ag5 S,
u,500 2&__-
S &000 ) “a, 5
- %300 o ="8,.B?"5.‘
| _ 21 koo . = - - 3,500
. 5 % B 5,504
TotEl ToEstRes 33‘3!30 R “zc 566""'—“

Donsiﬁerable oryptanalrtia uork vas done en

Systams End there waB~
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/(The Russians appeér to have bean-ﬁightéhing 8EC~
urity techniques'during the year. KNew cechn%ques in

however, have been developed bv the ASA 'Tne_intq;;igénce valus;j‘
A '

| einoe it was

in glmost universal use by .the Boviet army,‘navv, alr, ~and police
" communlcationo.' The* Russians anparent13|

*

¥ [*_facu which ahauﬂ eithe;
that they probably do . not.study tneir own trafflc or, 1f

uhey uo,'
thﬂt they are not perhaﬁw Bs proficient in. crvptanalytic uheorv
and technique as they might be._ )

ﬁbuut 80 per oent of a11

Tos inbel-- -

- -; _
EO 3.3(h)(2)
PL 86-36/50 USC 3605 _ of troops, aupply anﬂ adminietratlon problema, gonstrquiou anﬁ

-------------------

far:"
this and other ayatems, pa]it;cal indoctrinatianu, and troap
morale.

Thsre uaa no major c“yptographlc cnange during the yeal“f
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of botn military;&nﬂ aly, bub too litile had been Lrans-

latern

to gosenn

» the valoe of tne intelligencs.

be expected.

TZR &Y

' * "Wor¥ was 2lso done on 1uw~achelon systema,l
. * -
“ » *
Ll '.

*EO 3.3(h)(2)
PL 86-36/50 USC 3605

was. be¢ng operaL|ona¢1 tvanslatea.

an | ys L&m

Otnar Nations:, - As for countr;ew ofhef tnan the Sovxet

c“yptanainLS, and

o '] ' Uﬂidn .,he 'ASA carried ‘on trafflc an&l331
- 'tf“m‘. tfanaiatidn*qf al; trazf;c other than navsl from the follouing ;;
; ‘& .‘:.‘.':.‘Q '.....
) e & Sgviet Sabeli*;e Trafr ﬁ"éhaiﬁsiu Qag;diﬁéciéﬁlggéiﬁéfif&.[
“ f A1ban1an,_&ugoslevlgn,.ana::zBChoﬁiJ¢turv an5“ . . ;
Y and- the Poitsh "2 1drrc q‘,Ph nenq Hith suco Eﬁ 'f‘.
.-£n movcmber 1946 in Februarv 1047 ombt@tc fiLes vere be i g
{ B _z,maintalned and a+ation Jde ti iqét&dh.maao xhﬁhtur crvptand ybic;_ s
units . Hum;arv ﬂc:ﬂt al""lt's - 111:5}:%3;
i, | ité milita;y:- an lnbcrna-'netwo{n. :Sévérali =
i E:: }m¢1itarv qvetems;were unue‘ scnf ‘ML chJ lru,1 iSCuce Gon;ff3me7?

'tribut1na came frur transl&nloﬂh o;

&

Ted

¥

.whfchygama-~.m*

w

.

e

S R

-~
A v
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s e = h ) & o 1 . . — - -" y
n general ths prﬁﬂ;em.w&s_sp;utioa 0f & iarge number of Rimplie

uUbs 1tu4jon c*DI ns, since the systenms were very lasécurc.

_Th" Bulg&r ian gouernm@nc sent all| lon -

o ) cammc*c“ér }ines_34£ 5,827 messagss wers LCC-:CL, of which

‘ 2,030 were 1n,k§5wﬁ systeﬁs,.i,562 ig-;?li texz, eng 27 ‘in un,

kﬂown-systéﬁé.:'Pol; oE traxfic p&=~cn Oﬁoén internal arar~1a eral
“%;ff'“ “nét.ﬁithfcﬁnﬁfci i.SQE1ET”0f “She J,ll ' agel yeceived,
2,419 vere in knowrn sys»emh,-z 657 ih piuLEbGY' end 41 in .}
unkﬁo'nlwgcbemb. A:r traffic p&q e op;an interngi net-~toial
Peaeﬁveg 1,%4( but theoe uergocz ioyu ;nﬁvllxg ence valye. AT
" ' the bégiﬁni‘.ﬁéfoi;' the year 831 | |

B ox oo, B -plalntext messa@ea wera translatea, 76 summar¢zeﬂ- “Twe poiioe ®

-

‘§: e ayatems uere explo;ned, 50 Giphc“ ano 1; plaintext message; P 8

e ey b&ln\ translacea.7;ku Eh& e r-a ?3’=a:. 29 Fesﬁages“ﬁeré

. . I3 - iy e P i : .
2 ™ s =E R s - y ) i i . i ‘
' iated but *ﬂ&f?&pt_ﬂﬂ "&”.“18 nxh;;“ co 1o
) ‘. . " '
gatelld iuchax munU¥_,. clen aws
2 <~‘. -.--i“"'.-- .
- !y : fun w0 “:.\ . 2 ) e, - . L %
EQ 3.3(h)(2) UL Srech-ecmnunlcstiong ME R : oy Tt _
* PL 86-36/50 USC 3605 . - _ g, Bow Y Ta¥ ¥F BB R R O B K G
. 5t '. ¥ 2 LT .. «nf o : ) - L _:’_'_‘ &k g . § 5wt gt wE
@@ s T T
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Polish traffic cﬁmé_- mostly from 18IC end while donsider-

eble research was done on;ﬁtlat.ASﬁ,

. - Considerable study of Yugoslavién treffic vae carriec on

1= / ‘Same plein-

toxt was _&Jipi'q_ited.a ® 7 RS 3 ' §& 5 N

. The"Romanian’

Iraf: ic anmlyeis wa poss:.b”le an the J_nte'w-_-'

'.--.-u-'-'g'-"

EQ 3.3(h)2) B na'l net. tnrough studzf m mnercepts recc;j_v %G from LBIG hcrk on
PL 86-36/50 USC 3605 - ..
: - the 1ni‘.ev-na1 tr&ffic beg:u:t. in Maro..t 19LT
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. _ . %he conatantly orucial -situ&*i:ibn in Contral Europe and
@5‘1 th.e Balkana lcept the pm:l.or:l.ty aae.ignmenta for inc.eroept‘i.on of- '
satellite braffic evear; mcreaaing, but the cryptographio ays-

tems used hy thee:e comtries were sxtreme] 1y gaocure

In ‘bhe GE.JG

'. of other countriea, ‘the low- grade and’ medium-grade aystems
'; were brought to & ‘greater dogree of readabilit.y, and encourag-

1ng prograss was ‘made on- ths high—grade,

E?gaaéggg usc 3605'-: : ::.E:I.J.‘."OE Eautra-ln-u Excep'l; for the ‘ o
.'-mo-st' '“’f.ﬁ;e Gm}.‘ 'irit'ai-héi:t‘,é 'I'he Greek:s use o
eddea and co&e reconatruction has been progressing with some
‘ ‘% mc;ces.;&.."l?irst transl&‘b-i.nnrs of messages: in- a D oode VErE

wbl:.ahea five- months ‘after. :lntroduction of the systen. Some -

uae 't:aﬂ madf-""‘.f IBH machineq-* o decodlng"“v Huch of the infor- -

_..matio:!. o'btained had high mtelligence value,

'. having inclucloﬁ 82*8:1011 messag

_ The It81ians have 'beran aend" ng feuer meaaageb th_a_n former»--"

-

1v '. aeubtle&s .Largelg ‘i‘u:r ecaacmg maaon 3 yet--_ o

-

. wer*—'«'opéneg ct'um._g the vear._

-
X

*
*

1l-,hi.ch uas mtroduced despi“oe ecn‘.tinuan.ce of cu.d ccm—-

promiseu_cadeb, vas the chief vaomeu. ,

vas introduced l:l"m’. disco ui__aag‘;__: Fhe ‘Soublestiasi.” -

PoS. ;’cﬁor cﬁpher had been mtrcr dvced by “the Tipiians on the -
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e SR nlle o TN

* . . .
basie of ingtruchilont gives fhew in 1544 by ee AS) ofiicer
. @i zapimasy Ry Lele Gobv. Wiolle it vae realized tlal an improve-

1 e L 4 s nom 2 n
ment inchd. cualiity af ,z.i: W e 1o 5ysLena mighl csuse the ASA

the vesnlisnt trefiic

.|‘
pLe

e:n

\:f;s .{'ear*ed
thet mniss. Gty we::'irf: Gont, ' other ““ior:- wonld ':::e able o

. *

Tealisth nvsiess 1n Gee to the hamm of

'; . Umibed Btates.

I =, -
s
'
T
£ N -
'
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v +

“ti

'
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5
am
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EO 3.3(h)2)
PL 86-36/50 USG 3605

_ The A3L had no cOmmitment for uorg on. Spanish systems
" bihéw 1gHap m1;1tarw1 |

"~ hfter October 1946.
. @ -_ .All wilisary 1ntercép¥:

R g, whian discontlnu-
ed coverage lete in fhe current peried:

- . ‘!;I'B.f'— '
E fic wes exceedingly scant 'In'addition, there was a small

E améunu of trafflc the nature of which vas. not underatood.
2L . Pcrcuguese

o
L]
*

IpranEms were turned ‘over tc GSA%.

~

The %uias used commerci&l chanpelﬂ fch trcPflc but 1n

reduceo vblume since ouher means 01 cummun-canlon hﬁd beccme
“lpossibler
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-.mtelligence f‘rom‘ the aix Arahic countries 13 wnsiderable. _
Iraq supplied the moat mtelligenoe out of Gairo conc.ern.m,g

Tebanon vas best . -

) “on.NMoscov!s attitude towards the Arab worid.

. _.-u —.’
E033(h (2) -
- PL 86-36/50 USC 3605 - - - *

- i Lo T '. S e o ¥ -
- . % . = . E B SR L. -
” * o o T S . . SRR S - . W
LT T - ALESS I B 2 Lot g -t v B .
L - - = T @ e L ._ o e -
i & B . ' S OW _jmpp noE S
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EO 3.3(h)(2)

PL 86- 36:’50 U3C 3605

y@ranian meaaages

- Egyrt introduoed,:surprrﬁ;nglj-ehough;

has long beer a bether source of dats on

Syrilan Internal events than the Syriau government 1tgelfl,
-[::::::]'Syria, end Ishemon, vere il @ Goc BpUPCEs
. e total Jaf 4?4.ﬁ9ﬁﬁEECa uere punljshec g

L

- The governments of Lvan and Afghanicsien used dimilarly weak

‘.:-“ wret

:svhtams uhich ere easily solved. As;to intelligence value, 160

g -_Egyptian-andAEthioﬁian aya&éms_ﬁere_hlsn‘not Vervy Secure;

s -anéd this was insecurely operated and

solved.

In eummary, & large- percent&gc of tne 1ntercepned traffic

_vau decrypued Droduclng a hlgn lntﬂll gcnce value. Tnﬂ Follou-

I-|'-'-.|.-..|-'.|-.I.|-.|q.-m...-|-|-lp.-|-.l-
: Yom n W . 3 25

ing ata‘i..ist.ica are ;1luminat:.ng =

_Goun?ﬁ? g %" Intercepts DeFPEpﬁ?' Tran_[%umn. D p1/ﬁumm
:.5186: L 5080 T 2383 276
75098 " .p .o BOUSns ¢ 0 BT 08
878 - hoLo;*_;_ COL2EE T 162
3668 _;, A 5= A= I o8

: o-cais '?G 15 fet}-'__ FR 582‘-“ L Bl6

' The Latin-Amerloen anuo._ Hora on Br&ziljan intewcepms_;'

;1ncluued cryptana1v31s
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. traffic. Work on code reconstruction .w v'pusheé ahead.

Sipce the ASA hed the benefit of a,comprom;sea copy of a

Argentinian code, the chief prob_em in this traffic

decoded; tranalated,-qnﬂ suﬁﬁarized.' or the

was solution of enclphermont in some Girchltb, plua research

on oth_er Argentj_.ni_an 'syst_em-whicn vas pertially __aucceséful; -
ﬁine a}atems wore iﬁ use aujthe-ye&f endeﬁ -Traffﬁclanalyais
vas confined to materiol intercepted by station 786 which com-~
aisted dI air traffic.. During the year Axgantina appearea more;

consciaus of & need" for aecurity and more sophwsticated crypnom

graphically InterceptS'numbered of. which Vere

plaintext m%saages received, werc-transl&ted and Fumma-

i 5 o

rizea. . T : -
; & 2

The Bolﬂvl&na used ongy nﬁree

.-4lllll
i
e
L
g
[£2

T p = g
- " _ *
" . « *

I ; - ] T, MEEE N T : .' o~ .
iﬂtarcepts'of vhich |mssaagea.$ereeé&crypte@, Lrang-
;o =R R . . g ¥

lnteﬁ, anu qmmarized ) [ ";__ . -:‘ ;-

= £ - B

bhilean aystems underuent éo serious cn&nge during the g

-.'-'-"'.'

year., qr 2 ﬂntercapth, were decwypcad,‘ tranc--;.

le.teﬁ, a.nd émnhn&rized'. Tha mtevcepts no'b deq_ivypteé were

+ * ,l.t

P 'of verg lovw inuexlfgepce vaﬁue.

R -
w & -

50me encipnermsnts of Golambian-cnde mgasares vere solved'

PL 86 36/50 USC 3605

' Aotk 5 w " * e
but oni iatercepts uare rece?ved " Paveyer, messages
.,--,.. . R %
uare &ecwypte& durigg-uhe yeafc hranshateu ‘ang Lum- Ny
I.I. s t-.,. .o B B
. . * -‘l'.'_ ." 5 I 18 _. ;-aa.. ..=’ '-" -
mﬂr iSEG. - .- _‘.. ‘.‘.I."'- & g : ) -?,{a‘. G e e
...n-:l.‘.:. _f' ’;"?-.. o?_
" '%h. e ‘_';"o-o
vad =1 bl A S
R r. 3 AR

EO 3.3(h)(2) S .".'-'.f" -ﬂ;ﬁ"*
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- FOPSEGRET S

The year'‘s cry‘rtan&'lvts.c uor}: on hcuaaorm:ﬁ m.re.fx ic. .'m—

0_ % '~ volved code recovery and solutlon of two encipbering keys. The
‘code 1ig key recovery ig cqnste:ntly_ in
progress. -Of :@ntercgz&ts recelved,

trans iated, eﬁnd :uuimariz—ed o :

" The Peruvians uaeu e few syste!m

L Paraguay used- ‘8. sing‘le systam but though % -has-'beéﬁ 'étudie!i

-

f*ram tj.me o tims, -no aucceas haa been achieved Hm:ever onl';,'

encodea measages-uere interoepteo during the- year. of the

laintext messagés'- -recelved onj.y uere deemed vorthy

of Bua.letin publication and wers 'aumma::-lzed
. % .'Ihe _yr?guayans ﬁse ‘three aode systems ﬁitl_ very ligru. en-'_ |
-_.ciphermencs._ or ;Ln'l:ercepta-, were decrypted, trans- .
-_lated Ianq - summariz.ed._ Of p‘tain 'GJ{G messages -exam:med '
--flvc. were’ .t.rana'l at.e-d!and -olght- -si;zz!md“ized. " : i
Vene;ue-la-ha J -_'_ o : -
[-Bnl%:‘ N me.ﬂ‘s_;ge'a uer-e im‘.er :313 sbd mxr.mg thc yee.r o
PR T J.

'I‘raflic of, G-aa:r.enzsl-e, Honuiz_eas, 'Eex;cc, ihca.cagua.-‘:uat& o

.u - x
Ri ca, Sa‘iv&dar,. & ~‘t.he -Domin..c&n R&publm 4 .‘waq receivec ana _
’p’cceasea. In re’g&ﬁi‘ :h'Q- Mcxmc;- ouy . cm.amitl_am eovers on'b’ o
':: g i N
o i -
o‘ i ox . E
e - B
- *

; X
-dl‘l‘.. L]
ii‘.l.-.

F'L 86-36/50 USC 3605
“EO 3, 3(h)(2)
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The Duminican'Repubiic ﬁent_onry

@%& traffic. The bulk of the traffic OL.Uﬂesf countries vas verf

-

sl;ght and offered no- mﬂaor prab1em -The nonHu_an agatem

oannnn be read fox’ 1ack of trai flcl

PL 86-36/50 USC 3605 ) Chiﬁa' Interception of Ghinese raffic is difficuls enn
EO 3.3(h)(2)
: % - often poor, vhile “the systems are ré atiVelv secures. - -Ehe.policy

was - to"maintain 8- vigoraus cryptanalytic etnack

= 8 A o= E N oM EmoE R AW E

Eﬁérﬁf-'.

efrart was, srerted no proviae sOlLthn o; uns Communisn traffic,

= aw = Low

3but thia, like the militarv, failsd to yield. The 1anguage

i .-.-, 4 v

experts: méde 8 craditable record f recon*tvuctloh aqd transl&w

_%ion, The work'wau more connewaea witp

ke _”1*9 mte‘ligeﬂcv Yc.lu(; o, this traff‘iﬂ ﬁa.. Bige, . écziﬁﬁ‘riﬂ':iiﬁe:.fﬁ*

t‘
ol
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EO 3.3{(h)(2)

‘tomnereisl messages £u We 13 az 12¢

drb&?unT » of Ciinese Communizbs houwards the Unilted Simstes

forgen in Chinsa; Lu03¢42 sanu~Conrmnist nezotiations Chilasse

‘reperations claiMa’ag&inst Japan; s$py eciivitlies of Chlnese

Gormunists; the T“anen~V:e1 Ram confiict, eto.

s

Gomcercial Traffic: The ASA also riceived 20,813 coded

w
fars)
ford
~0
o
]
o
o}
1]
ad
Lo
®
: 3
o
D
o]
L

Cbmm&r”i 21 tre 1ffic peased in greeser voTUm thc' hithesric asa
- wartimé restrictionS'were‘rel&xéd. A lerge awount. © tr&ff

_Jlﬂc? of- peraonne;} howvgvex, prevented any attenph &b

viion. An armangement vas mede vhey ?} nensages engodel in

:buld ke

feeple who thVlL€C ESQLSLQEGC bg nnp Jihg 22

czcoded by-lﬁﬁ pracedureﬂ, thus gaviag (ixe G*-be‘ﬁﬂnu‘.'-TiE

.;Lnt iligenc dsr*ved fro these~ﬁamié ezl meauagea inclL ed.

financial, aeient;-ic, aﬁd L“CL} o -matuerﬂ,-peraonalities;i' F
shipping, &nd, comxun¢c£tions d PR

K

% L M, SuppartinI Taﬂlnquea

The wvork of the t:ﬁffic-anﬂlgsia anﬂ crgp"nnalvan who

attaﬂke§‘ﬁh&53'méﬁa&geﬁ_w&s' pbﬂ el bq -4 133@0 staff 0P Obhef

-

i-j
=
I
Y,
fill 512
¢ I
,0 i
b
b
Q
iz
Id

typas: £1) photsgr&phic;bfzj IJT ﬂﬂﬂ“l_ev ¢ {3) Eléetrﬁnic:aﬁé




Doc ID: 6560978

FOPSEERE

eleciromecnanical CS&&“Ln and cheTomdenn.ﬂaud (%) ing GPW“"

TEEON . -

The ‘Photographic laboratory was at Firat hampered by

L

seriouse shprtages of pholograpile paper but finally this slina-

" tion improved and it vas possible toc briag the photogrephing

of the TICCK materiels to & current basie:. AL very elaboraic

projecﬁ, conzsisting of e microfilming of the entire flies of

the Security and Opa“&tionﬂ Dlvislona, war gempletec, and
; naginning waa made on the files of tne Re%earch and Development

. Division.  PFilms of these filee vere uepoeited for safe- eeping

iﬁ_the atoraga.uepot at New Cumberlgnal;,¢.e phqtographic-labo

‘oratory also did &, considersble volume of work on ‘the project -

One of Its most lnveresilng speci&l DrOJects vas & teau of tne

-physical aecurity of ‘the one«time ped - in current use. gTvg‘

. testp were maae* in the first the pad wes opﬁnea, its conients
'.photographed -and tne pad restoreu to its original atate,'in‘_'

1 six nours.l 1n the °econd test, thl° ‘was &one in :our hoﬂré. -
if In neither 1nutance waa 1t pOﬂaible ﬁa distingujah betwaan th&
.3compromiseﬁ anﬂ uncompromiaed copies. in addition twelve pieces
- maii vere ex&mineu for aecret urltlnc snd two officers ue?e

ftrainam in.the 1aboratory, one in phocobrapny' the other 1n

secvet inks.”,f LA f:_ g, E.Q-ﬁﬁ-' g s u‘.w?'5~

#

The Agency a1ao maintaineu a . 1arge branca GEVOth to the

w

'-aﬁn11cation of IBY & echniquea iﬁ 3upport o“ crxpnanalgtlc anﬁ.‘

‘Jmown as the Shamrock-@peratiou vhich'h&q-alreadv beaﬁ'mehtioned;-
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. traffic enalysis ettack. !i_ppro::. tely 152 wschipes of all .
E QE? 'deaignﬁ were ln use during the year, the high peak belng 154

-maohineh in May and June 1947, the LO¥ in October 1946 when
theru were 151. Since. the Agency did not ‘own the mach;nes but
rentad ‘then frow the IBHM corporstion, it waa. forcec t0 puy :
" .total rental for the year of &266,856.96.- ﬂ good ide& of the -
. volume O‘Lthis worﬁamay be gaihpd froﬂ'the fact thet totﬁl
_eonsumption of ell the typea of standerd IBM cards vae. 57,272, 000.
Othgr SLpplies, 1nnlud1ng standaru IBY papers not raadily re-
ducible toaazsnmmon-deaUhinator, vere of couxaeiin addip;on tov
this figure.. ca - | ‘ | '
Gonqlderable tinme and effort vas Bpﬁnt during thc year by
_ the Agency's Research and Devalopmcnt Labor&tories on’ the aesign
... & and conatructwn of high-apeed crvp analvtic aqu.:.;nnem. continu—
ing Ono of the-most aigniflcant tranda ln cryptaneiysi* brougnt
'about by wnrtlme experience.
Finally, there vay - unother 1arge grcup of peoplﬁ assigned.
the Lnformatlon aervice. Their task vas to gather, recora,-
eand meke readily available A, hnge amsunu of 1nformat10n on |
evary oonceivable subgect which mtght be’ nesded by the onera*—l'
‘1ng secniona. A good idea of the vast eztent of thia vark may
. be- gained from the fact that nev ex Fewaﬂ uhan 152 persons Hera

fensageu on this vork, ard for fuTlr a uhirq oa the year there T-'
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Q ' ¥ere more th&n two hundrea.q

. D¢ Production Fipurse

In terms of productilon of intelligence the following
figures, furnished by the General Cryptenalytlc Breash, will
 be 11lumineting: ’ | -

Totel _Méntkg‘_ y Avge.

. Inbercepts - E 1,534,866 127,905
. Origingl Mesaages ' %;,29# 08B = 107,841
- Plain Text - ; 475,918 ; 39,495
Encrypted . ‘ _ 820 171 . 88,357
"Encrypted Measages: o ° -
"In expleoitable systems - 356,296_ - 28,025
In research , i,411 35,118
" FWot worked on g, " A 6c L6Y 2205
- Measages ﬁacrypted 1?'L 27y 14,523
" Messages Published: . _ R
Plain text : 19,725 - 810
Enuryptec . 5;,5#0 205
. & - It w11l be seen that 41 per cetit. Of uhe total num—he:r' of

encrypted NEeBSAREes Were in explcitable syatenq 21 per cent .

were decrypted, . ana 51 per cent were in varioua stages of re-
- searoh vhile less than 8 par cent were not workeﬂ on.f--

- Statiatica furnishac by thé Informat;bn and- Documenta
--Bransh of. ueaaages publiahad 1n iua D&ily Bulletin are &5 xo‘w

 igws:

- - - " , . > N -

9. Included 1n this tatal personnel figura of course are
thoss .of the Informstioun, Bu1leu1n, Libvary, Documents,
Special Projeots, and Liaison Accivities Sections‘ :
There was. & sharp gain in parsonnel in Jznuary 19%7 vith
‘the additlon of the Special Projests Section. Beginoing
‘4n Februsiry newly employea nsrson;cl were aaqignec from .
.nhe Trainir" Bchool . s . Ty )
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®e

-prepaye o uec & giver serles of mensiges, ;

« A ¢
Meapages comted by serie}) number hg, 02k
Burber of parts publisihad 76,635
hvgrage wonsials oubput 10,386
Avepape daily outpni ) ‘. LN

Wnere i¢ & diacrepenc) betweer these two sets of production

Pipures vnich mey u& ¢xpiéined by 1*-@1:&_&&’031"1::3 that f.hey ure not

intendsd Lo ‘J:‘eéc‘:rﬁ‘-bmois_ely.i-.he.-- aaue fach. The fivst set re-

eurdy the muases of ﬁz&ﬁs&gea vounted eg t.kie;a;' 1eft the crypt-

anclytic medtione for. the Bﬂllatiﬁ,_ while ithe sec',nné “racords
o , ; - :

the numbes counted ea they lofi the Bulletin in published form,

-J:’"ur‘bharmore, “the ilarge pumber of. éifferent -_crypi;pxi&'l‘yt io s'ec':'-_-'

vidne werc apt L0 count messeges by different systems. A given

Bessage received in seveval peria miga.b be counted Bx & unit by

one gYoups ae sé&reré.l rﬁeslsagea.'by another, Toe number of parts

oF messages publianed ofiers perhaps the mest rollabls gduoge

‘of productisn eince 1t reilects the amount of work nesdes %o

TR

I = =2, . T Ar N e
> " : e ““"W‘ o PR

s

e g gy T

.




O
Doc 1D 65600/8 ——
o~ T
SLOL NOMENCLATURE AND CHARACTERISTICS OF CRYPTOLOG! L _f\_A_N jejsieiriay
TYFE SHORT T MEET M/C'S TYPFE GQF OPEAATION METHOD SUTPUT TRAFFIC BPPROX APRROX FOWER ASSOCIAYED a
AR TATY WA
3 NUMNBE R TITLE 5 i BWR FROM WGRTPTMEN cAPACITY §siZE wurn) fwricaToasd suee. EQUIPMENT REMARKS
. OFF L IR K ke MIME,
Ree D YICD AT par ol MR ITERL, i, T -LINE MpIL1EY G 2] L mIHE mE
[ TRARSICS: " (M oLyl ACL ek TN AT TR e ME wIME
CRaL L T Pl CRCTENSEPL] PPES YT o WM mELATLS D 1y . wORE Let
faf Wt MDA ST w CURR 1aRE FEETY] I LTI FTA KR H A [ZELTT LHv1T L EDH ME Tiep Pass
LA E LE
N w ot ot E N Py = laur TERS, FYE R w1 mi [LROLE L & B P L] ) NE ‘W OFLIGHT WEATHER dm. T
AR L] - Lot R T ST
we} WOyt LTARLEY L LN WARGR L1} LELEIER- T GHIHY POCAE ™ hiall ol AN W7 Sn .sh:br ¥
T - ~UsE | KIERiw By I TEnmL e R RIS TR " NOHWE L8 SLICES TS VIS THIT TR BTN R Ty
i B LR T -
B S W y |k . ; LR e,
WERTY S L ] AR EENL YRS ATV O s w. NI o . ""[ - Iy o pe :-" '»;.?Is( 1 '.\'Trt- L{u‘ ::’:’ En
L = W : d i < T < t r
TLETTRE kT o RE TH p B .
BENTS "EFILICE S Gea witF wfNw ED LI l___ - e i “:":‘:5@3:‘.:5-(! 'Y:!.':w e
i < o T Ld. . i
ThoR e cf rRIAKD LR b S T LONME T fF TTRE. 3 OREDP.Mef R
WrRTiE w TE bk om EIE IR E RN o e et U he 2 33 WA T PRRCER GED T4 B
TEibTARE LY TELETENE . PS5t WOmAS T TE, FCeRTWALTER
it farer N sl iaat e " ime Tart W ng | G B B Tem 2t o avine L T T R AT
. . et
aTuiin RN uama Lo a5t T _atLasy nEBIARD AL mE FPHRTES Tak 1 T et M
LeDf b e YR i fn atri ikp ATEEWh, v bR DPEAT MG
EATER 4 Tacemar v WaRuaga t SR N wr BT TarE VE L 8 ng A TiALL | BRRLG BIAAAAT o34 OFI0M TT T TRPE Vki PREGRHLT
— ' - oI ARl f The b -
EalulL . P . 1t i s WP ARSEGIR T RIS OPCRAT G
*Ta : BT TE HAL R B e nTE TadE LEH] e . . . N
ETER L% T4 Ml s . . i t M fuooale yage: mioEast (R v Tapt
e oso- ] =
. . R naer LT #L1BRT Mot 14 e o E
[ATLE Cme e R LRI RN Pt
WA T
LA"LH s . LGRRL ! s mTER W [wD L TOEL (XL ST . LD R T 3 - &7 ea o n
. Ry
VESIER far BETES AL R TERIW TR PEAmLaR SEb LimE BeRTEI TE L] EYY ;" vhcn':‘ WO E
. eOE Y k- N SH.om L - T TER
1 ) ' T T
FLATER R P LTI oW
e O .
WERTLR P < SRET] i : [0 [ PR kR TELITTREWAITIN
S Tomap
mER i - 3
+ERTER W i FeT . LALLM E fodTue wt TE L TEELWNITL R
T LAt T v TEm
TRTER Q . TOSELTM b AFFHGN NITE
ERT T XKD »iF . . P o
vERTER TR rewser “ Mihob LA FEn isa  Fhit I WRGT mETO~ * e
wnH LA IS ARD. s CEL TaF
KYERTER CIRI YT Y 111z I PQTAMKL L mE noRE Tt TELITYPEDAITER wEATHER
1Lt AT SINAl e
LR LR H . TR ¥ TAANEEITTHMG AWD RELL, v MRl M WHISH TR 3
Fom Flrnin n” LT SISSALY i wmt TN TYOR  F sa Ll L TOMLT o7 Bars OML TERM AL e — e - EQUICMERT W LUTE
. BIGNEL S A Toms BBl LTS BT T WTT PR AIN T DT ORED
L= - R T T ST [ [ T R L < o WHLF k. T L LA totrte PR LN - o THAHLN TTimE AMS RLCE vilek
SiGm, THU rutnt
PLELTHICA: BTN A TRANHNITTING AN AECLiy M
Ein fQUPMin" ] W T E b wih ent ihd " ' k LN ML TED I e GRS S
TR B, VimaL L T T A LvTit LouweNT u BLIARS 58
o g ; - st EIECTH.Cay B b v AL THARGNTTIMG AL RECE IVING
£om EQUNPNERT amogty b hooweT ETha T e (1A g . a7 .
R I E T v " TICE BiRM Loke s DAL 14 38 AT a e cerr PRy
A E L . ™ oORLChoeims
BEzH BoUIFMEN" L romcy umME LE z o whelh SiGmAL N P—— LECTRICA, et “se e FULYVIR | JUCE PRSI
ul T MaTE a3 it Fouieag
! UwDL® OF > ELECTRIC N Fllutay TTimG ami
ton EQvFuinT o rang -8 s YOITE 4:Ghac g automat TR
diTaTE n L* 1A § e |1 cigweL U OMA Y FauLiFMEnT
LI S W TER T TR UNDER O - gma. comes B iawa oo . foECTHIGH; W LT LA AMME L iy . bR s cocE wels 4 TiOm
- it ial] : L) <t o anl b s ShLLin »* i 53T TrLLE AnTRES 8 t o
- LTS PALh MLE ELEZTets TRARTM T1iMG AN RECE viug
1f Sanremnt fancdne 2 Sidwiw . - we B [ FUETY " n i mECE v
CRIEE W * TiDHA. Ak Brawihg oLiNE EL T * 100 EOuirbur w
N n . f . TRAMSNI TN C R PN
L2 TN ST ey DER GF v a aar facy Mt b atamnces Jow L oar LEUTRICAL G RND RYCE AN
UL T maTl N S v pomeugaT
-
Do




Doc ID: 6560978

C Ry PTG ELECHIC 7r0SFE Vol e

SO P s
HECEIVED 5008 CLRoOCE GSED
e 2 (’(‘1254 é el r.j’c? .,.;,_;1/} = /457 -7

MR IIEFE L

oo
PG
P o4
Bs5o
Boa
7S
7 oo

G Jo




‘FLOW CHART FOR DEVELOPMENT OF CRYPTOGRAPHIC DEVICES.
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CRYPTOGCRAPHIC TRAFF/C
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