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Preface and Acknowledgments

“There is nothing makes a man suspect much,
More than to know a little.” — Francis Bacon

In the seemingly never-ending debate over the 7
December 1941 Japanese attack on Pearl Harbor,
one of the significant topics of contention pressed
by some revisionist and conspiracy writers, histori-
ans, and critics of the conventional view of the
attack and the Roosevelt administration’s role in it
has been the phenomenon of the so-called “Winds
Message” (hereafter referred to as Winds message).
In the years after World War II, several writers and
scholars and a few politicians espoused the position
that this message was a clear warning that the
Japanese were going to attack the U.S. fleet at Pearl
Harbor. They have also argued that, beyond the
simple fact of the occurrence of the Winds message,
the contents and importance of this message had
been revealed to senior American civilian and mili-
tary leaders. They have contended further that the
failure by Washington to warn the army and naval
commands at Pearl Harbor, even though the for-
mer had intercepted the warning, made the ensuing
calamitous attack inevitable. After the attack, the
claims continue, high-level government officials
participated in, or oversaw, a destruction of the evi-
dence that such a warning had been received. The
two commanders in Hawaii at the time, Admiral
Husband Kimmel and Lieutenant General Walter

Short, both claimed in later statements during their
testimony before the Joint Congressional
Committee reviewing the attack that if they had had
knowledge of the Winds message they could have
prepared for an attack.' To some adherents of this
claim, the Winds message had acquired a near
mythic status within the larger controversy over
Pearl Harbor.*

During and after the war, the Japanese surprise
attack on Pearl Harbor was subjected to a number
of investigations by the United States government.
In fact, the attack was the subject of eight separate
investigations from late 1941 through mid-1946.
Among them, three were conducted by the Navy
Department, three by the War Department, and
one was chaired by Associate Supreme Court
Justice Owen Roberts that began within weeks of
the attack. The final and most comprehensive was
the postwar hearings by the Joint Congressional
Committee under the chairmanship of Senator
Alben Barkley (D-KY), which, among other things,
incorporated all of the evidence, testimony,
exhibits, and findings of the previous seven
inquiries.

With the exception of the Roberts Commission,
which met in late December 1941 and limited its
review of decrypted Japanese diplomatic messages,

The Eight Investigations of the Pearl Harbor Attack:

The Roberts Commission, 18 December 1941 — 23 January 1942

The Hart Inquiry, 12 February — 15 June 1944

The Army Pearl Harbor Board, 20 July — 19 October 1944

The Navy Court of Inquiry, 24 July — 19 October 1944

The Clarke Investigation, 14-16 September 1944, 13 July — 4 August 1945
The Clausen Investigation, 23 November 1944 — 12 September 1945

The Hewitt Inquiry, 14 May — 11 July 1945

The Joint Congressional Committee, 15 November 1945 — 31 May 1946
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all of the other investigations considered in detail
testimony and evidence regarding the Winds mes-
sage in the two weeks prior to 7 December. Two of
the seven Pearl Harbor inquiries prior to the Joint
Congressional Committee Hearings of 1945-1946,
The Army Pearl Harbor Board (20 July — 19
October 1944) and the Navy Pearl Harbor Court of
Inquiry (24 July - 20 October 1944), heard testimo-
ny that a “Winds Execute” (hereafter referred to as
the “Execute message”) had been sent before 7
December. Both investigations concluded that the
Execute message had been intercepted sometime
on 4 December and that the substance of it indicat-
ed war between the United States and Japan and
warned of the attack on Pearl Harbor. Both bodies
also concluded that knowledge of the Execute mes-
sage had reached the intelligence staffs of both the
Navy and War Departments.*

Pearl Harbor Naval Board of Inquiry, July —
October 1944

On the surface, these findings appeared to have
some merit because there was a smattering of sup-
portive evidence. The Winds message, that is the
warning or alert that was known to some in prewar
U.S. intelligence as the “Execute” message, had
been intended by the Japanese Foreign Ministry
(Gaimusho) as an emergency method to warn its
diplomatic posts of a downturn in relations
between Japan and the United States, Great
Britain, or the Soviet Union. Tokyo expected that,
in the time of crisis prior to any hostilities, its diplo-
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mats would have to destroy classified papers, as
well as their manual codes and ciphers and any
cipher machines in their facilities. Tokyo also
expected that in such a time of crisis a host country
would limit direct communications between
Japanese diplomats and the Foreign Ministry, or
even totally cut off such links.

To get around this potential severance of com-
munications, the Japanese Foreign Ministry, near
the middle of November 1941, had sent special
instructions to its diplomats in the United States
and Latin America directing them how they were to
be kept informed of the status of relations between
Japan and the United States, Great Britain, and the
Soviet Union. One method involved the placement
of innocuous phrases about the weather in short-
wave voice news programs transmitted overseas by
Japanese government radio stations. This method
of sending secret messages is referred to as an
“open code.” These phrases indicated with which
country relations with Japan were in trouble:

East Wind Rain — United States
North Wind Cloudy — Union of Soviet Socialist
Republics
West Wind Clear — Great Britain

Based upon the evidence and testimony gath-
ered by the various Pearl Harbor inquests, as well
as later additional claims made by certain U.S. navy
personnel, some scholars and writers from the
postwar years advanced revisionist or conspiracist
theories about the attack on Pearl Harbor and fur-
ther claimed that such an Execute message had
been sent and intercepted as many as three or four
days before the Japanese strike. They also contend-
ed that the U.S. government had conspired to sup-
press this knowledge about the possession of the
warning message. According to their version of
events, high government officials had ordered the
destruction of critical records, doctored other offi-
cial papers, and badgered potential witnesses into
silence or forced them to make scripted and men-
dacious testimony.



The primary, and almost exclusive, source fuel-
ing these claims of a conspiracy surrounding the
Winds message was Captain Laurance Frye Safford,
the founder and first commander of the U.S. Navy’s
code-breaking unit, OP-20-G. Safford had started
the Navy’s cryptologic section in the 1920s and
commanded it until 1942. Safford first publicized
his version of events concerning the Winds message
in early 1944 when he testified before the Hart
Inquiry. He later repeated variations of his initial
story before the Army Board and the Navy Board of
Inquiry later that same year. It was largely because
of Captain Safford’s high reputation within the
cryptologic and intelligence communities that his
charges were taken seriously by the various hear-
ings before which he testified at the time.”

Captain Laurance F. Safford

Today, a substantial portion of the public still
subscribes to this conspiracy view of the Winds
message. This group could very well have grown
over the years thanks to the proliferation of web-
sites on the Internet about Pearl Harbor that con-
tain entries about the Winds message. Many of
these sites circulate the same charges and evidence
that were first raised in the written literature of the
last decades.®

Of course, there are many scholars and
researchers who are skeptical or critical of the vari-
ous revisionist and conspiracist claims revolving

around the Winds message. Most of these
researchers and scholars point to the serious tech-
nical and contextual shortcomings in the evidence
put forward by those who see conspiracy behind the
handling of the Winds message. Others suggest that
the conspiracy claims are based on a selective read-
ing of the testimony and evidence that surfaced
during the Pearl Harbor hearings and in later
years.”

Scholars and writers who have written about
the Winds message from both sides of the contro-
versy have been confronted with a mass of evi-
dence, mostly in the form of detailed and difficult
testimony during the seven hearings that addressed
this issue. On top of this considerable body of evi-
dence, there are several thousands of pages of doc-
uments to peruse as well. Generally, scholars have
restricted their examination of the sources to a lim-
ited number of basic documents, usually a small
number of translations of related Japanese diplo-
matic messages, selected excerpts from testimony
given at the several Pearl Harbor hearings, and
short, apt quotes from individual pieces of corre-
spondence of the principal personalities. Yet, even
the more detailed narratives of events still leave
questions unanswered about how the story that the
execute message might have been intercepted, the
context of the original instructions, or “setup mes-
sage,” and the timing and origins of Captain
Safford’s version of events.

The reason for the shortcoming is that the avail-
able evidence consists of more than the documents
gathered by the various hearings and published as
exhibits. The U.S. government’s departments,
agencies, and commissions collected far more
material than was ever used as exhibits. Then,
again, there is some additional relevant material
that has existed outside of the many hearings, and
this latter material has seldom been invoked in the
literature of the Winds message controversy. The
existence of all of these sources suggested that it
may be possible to examine important aspects of
the Winds message story in a deeper fashion than
before.

Page ix



To the authors of this history, it seemed that at
least two critical areas of interest in the Winds mes-
sage controversy needed better explanations. The
first concerns both the substance and circum-
stances of the Japanese warning system supposed-
ly centered on the Winds message. As we shall see
later, the Japanese Foreign Ministry was very spe-
cific when it set up the text, format, and procedures
in its instruction message to its diplomats. At the
same time, the Japanese also issued further, and in
some cases, parallel instructions for similar sys-
tems that mandated code destruction, as well as
other ways to inform its diplomats of the state of
relations with the United States. The existence of
these other systems will be told as well.

An important element related to the Japanese
warning system is how the United States radio
intelligence apparatus reacted to the knowledge of
the instructions from Tokyo intercepted in late
November 1941. Obviously, at the heart of the con-
troversy is whether or not the Winds Execute mes-
sage was ever heard. The answer to this issue is con-
tingent on understanding the actions of the various
elements of the U.S. government involved in the
story: the U. S. Army’s Signal Intelligence Service,
the U.S. Navy’s OP-20-G, and the Federal
Communications Commission.

The second area of interest concerns the evi-
dence for the various claims put forward by Captain
Safford. In early 1946, Safford offered the Joint
Congressional Committee a written and detailed
memorandum of his allegations. Usually, it is this
document to which reference is made regarding his
allegations that the Execute message was intercept-
ed and that knowledge of this event was sup-
pressed. But Safford had been making similar
charges for the better part of two years. And what
he stated initially before the Hart Inquiry regarding
the Winds message differed from what he asserted
in early 1946. At the same time, there is important
documentary information from before the hearings
that point to the origins of his thinking and his
search for what he believed was the evidence of the
missing Winds execute message.
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It is clear that only a deeper review of the docu-
mentary sources could resolve the many questions
surrounding the Winds controversy.

This history, then, intends to present the story
of the Winds message with an emphasis on selected
documentary evidence, that is, with attached
images of relevant and important documents.
While a handful of the documents presented here
have been seen either as images or in transcribed
form, such as can be found in the several volumes
of exhibits of the Pearl Harbor hearings, this single
volume contains all of the standard, critical docu-
ments. This history also includes many documents
that have not been seen before, such as the U.S.
Navy’s translation and cryptanalytic worksheets of
the 19 November 1941 Japanese Winds instruction
messages, and the translation worksheets of the
Federal Communications Commission from early
December 1941.

After reviewing the documents and discussing
their context within the chronology of the Winds
message controversy, this history should answer
the following questions: (1) What was the cryptol-
ogy behind the Winds message? That is, what were
the communications and cryptography used by the
Japanese to set up the Winds warning system and
then what, if any, warnings were actually sent? At
the same time, how did the American radio intelli-
gence and code-breaking agencies intercept,
decrypt, and interpret the Japanese messages, and
how did the Americans react to the information
about the Winds warning system? (2) What were
the origins of the controversy that encompassed the
Winds message? What claims were put forward
regarding the intercept of the Winds execute mes-
sage, as well as claims for a purported cover-up?

Two further questions are suggested by an
examination of the documents. The first is this:
Was there any way in which the warnings contained
in the Winds message, which were aimed at
Japanese diplomats, could have been construed as
a specific warning of an attack on Pearl Harbor? As
we shall see, a few of the major characters in the



controversy believed this connection existed and
some scholars in later years have repeated the
claim. The second question is, what effect did
the Winds message have upon the effectiveness of
the operations of prewar American cryptology?
There is no doubt that the Americans reacted to the
knowledge of the possibility of a Winds execute
warning message being sent. So how did the knowl-
edge of the potential warning message affect
American cryptology? Did the American reconfig-
ure their operations, and, if so, how and to what
effect on their overall workings?

Why a Documentary Approach?

One of the by-products of the eight hearings on
the attack on Pearl Harbor was the retention of the
documents that ordinarily would have been
destroyed as part of the legally prescribed records
disposition process employed by the military serv-
ices and other agencies of the federal government at
the time. Also, many personal records, especially
those of individuals important to the events of late
1941, were retained as evidence gathered by the
hearings, or for use in later memoirs or histories.
This tide of source material has allowed scholars
the opportunity to examine all aspects of the attack
in a detail seldom replicated.

Even the most highly classified intelligence of
the time — the decrypts and translations of
Japanese diplomatic messages, including those
encrypted in the cipher machine known to the
Americans as Purple, were available to the various
hearings. The intelligence from all such decrypts
and translations was categorized under the title of
“Magic.” During the various investigations, many of
these translations were entered into the record as
exhibits and were sometimes discussed in great
detail at the hearings. Along with the diplomatic
translations, army and navy personnel associated
with cryptology often discussed at length other
aspects of radio intelligence, including such arcane
disciplines as direction finding and traffic analysis.
This exposure allowed later scholars and writers to

discuss in detail these elements of codebreaking
and radio intelligence in their works.

Yet, the abundance of source material did not
always lead to a clear understanding of what consti-
tuted the Winds message or the context around it.
The Winds message phenomenon often fell victim
to the claims and counterclaims about the content,
format, timing, and meaning of the warnings con-
tained within the actual text. To the authors of this
history, many of the arguments, both pro and con,
regarding the questions of whether a Winds
Execute message was intercepted prior to 7
December and whether there was a cover-up or a
conspiracy to suppress evidence of the intercept,
appeared to be disconnected from the available
documentary evidence. Often, the explanations and
descriptions about the execute message seemed to
be talking about something not at all like what
Japanese diplomats had been instructed to listen
for on their shortwave radios. At the same time,
these discussions often paid little attention to the
context of all of the diplomatic messages during the
crisis period before 7 December; it was, at times, as
if the Winds message existed in a separate reality.

It appeared that if we were to enter the fray over
the Winds message, it was necessary to bring along
as much of the documentary evidence as we could
retrieve. So this history, really a documentary his-
tory of the controversy, is intended to make avail-
able to all sides the basic sources: the worksheets
and the translations of the pertinent Japanese
diplomatic correspondence, the logs and chronolo-
gies of events, the pertinent correspondence
amongst the major players, and associated memo-
random and notes. With these papers available
readily to everyone with an interest in the Winds
story, it is hoped that we can achieve a resolution to
the controversy.

The Sources and Nature of the
Documents

The publicly available archival sources of the
documents used in this collection were legion.
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Foremost among the collections is the evidence
contained in the Joint Congressional Committee
Hearings on Pearl Harbor (1945-1946). The con-
gressional hearings incorporated the evidence and
testimony from the previous seven hearings and
boards into its report. The Committee’s Hearings
included thirty-nine volumes of testimony and doc-
umentary evidence along with its Final Report.

B ll’

Joint Congressional Committee, November
1945 - May 1946

Interestingly, the enormous number of pages of
material — estimated by some at about 15,000
pages of testimony and 9,000 pages of documen-
tary exhibits — do not reside in only one archival
location. As several U.S. cabinet departments,
agencies, boards, and commissions contributed
material to the various investigations, the resulting
documentation can be found among several Record
Groups in the National Archives, at both the
Archives in Washington, D.C., and at Archives II in
College Park, Maryland.

There are a number Records Groups (RG) that
hold documents of interest and relevance: RG 59,
Records of the U.S. Department of State; RG 80,
Records of the Secretary of the Navy, Records of the
Pearl Harbor Liaison Office Files; RG 128.3,
Records of the Joint Committees, 51st — 98th
Congresses; RG 165, Records of the War
Department; RG 38, The Records of the Chief of
Naval Operations (CNO), Chief Naval Security
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Group; RG 457, the Records of the National
Security Agency/Central Security Service
(NSA/CSS); and RG 173, the Records of the Federal
Communications Commission (FCC).

During the research we also consulted smaller
collections of records such as the Laurance F.
Safford Collection maintained by the National
Cryptologic Museum Foundation, Fort George G.
Meade, Maryland, and the David Kahn Collection
also accessible from the National Cryptologic
Museum Library. A further useful set of material
regarding the Winds controversy is found in the
collection of papers of Admiral Husband E.
Kimmel, located in the archives of the American
Heritage Center at the University of Wyoming,
Laramie, Wyoming.

There is another minor source for this work that
merits a special mention: the working papers of the
late former NSA Historian Henry F. Schorreck.
During his twenty-one-year tenure as the NSA
Historian, Henry, or “Hank” as everyone called
him, assiduously gathered or saved important
caches of cryptologic records, especially those from
the many decades preceding the establishment of
the National Security Agency. Among his papers
were copies of the encoded versions of the original
Japanese instructions to the Winds message, the
cryptanalytic and translation worksheets, and final
translations. All of these documents are copies of
the originals, which can be found in Record Groups
38, 80, and 457. It was the discovery of these work-
sheets that inspired the authors to proceed with this
book.

The primary criterion for including a document
in this history as an exhibit was its relevance, inter-
est, or importance to either the cryptology of the
Winds message or the ensuing controversy over
whether an execute message had been sent and
intercepted. While an estimated few hundred docu-
ments and scores of pages of testimony were gener-
ated by the seven hearings and inquiries that con-
sidered the question of the Winds message, a much
smaller portion of the material actually passed



muster when it came to relevance, insight, and
importance. Those we did not include fell to the
side for reasons of redundancy, prior publication,
or because they simply did not add anything of
value to the story. Interestingly, about forty percent
of the exhibits that are contained in this history
originally were not featured as exhibits from any of
the eight Pearl Harbor hearings. These rather
unique documents were discovered during research
into the Pearl Harbor holdings of the many record
groups and collections the authors reviewed for this
history.

This volume finally came to contain fifty-six
exhibits of the most interesting and relevant docu-
ments on the Winds message controversy. They
have come from many sources and represent many
of the episodes of the narrative of the Winds mes-
sage. It is possible that some readers may dispute
our choices or press for other items. But we believe
that we have selected the documents that best tell
the story.

Sometimes a version of a document was just too
unique to pass up, and, therefore, we felt it should
be included as an exhibit. During our research, we
encountered copies of the translations of Winds
instruction messages with substantial handwritten
marginalia by William F. Friedman, the putative
doyen of early American military cryptology.
Friedman was a minor character in the ensuing
controversy, having discussed aspects of the crypto-
logic context of the Winds message with Captain
Safford. Friedman’s notes on the translations are
useful comments on Safford’s claims, and to the
authors appeared more useful (and insightful) than
unannotated versions, both of which are available
at the National Archives.®

For those who have researched any portion of
the enormous cache of records related to Pearl
Harbor, it soon becomes obvious that, while the
hearings by Joint Congressional Committee and
the other boards and courts conducted a complete
as possible and exhaustive task of identifying perti-
nent records, the documents available in the vari-

ous record groups are not originals, but versions or
copies — whether they be photocopies, transcrip-
tions, or paraphrases. This is not unexpected or
unusual. The original records belonged to the vari-
ous U.S. government departments and commis-
sions, so making copies for the purpose of the hear-
ings and investigations was the proper procedure.

Sometimes making a copy made good sense
from the standpoint of preservation or usefulness.
Some records consisted of handwritten notes, logs,
or letters on paper that would have never stood up
to the handling required during an investigation. At
the same time, some of these same records were
handwritten and for them to be easily referred to
required that the text be transcribed. Therefore,
many of the records of the various hearings avail-
able in the national Archives are, in reality, tran-
scribed versions of the originals.

In some cases, records were entered as hearing
exhibits marked as “paraphrases” of the original.
This usually occurred when documents that were to
be cited as exhibits could not be declassified in
their entirety In these cases, the paraphrase was
made when certain technical aspects of a message,
such as communications or cryptographic details
about the correspondence, or when information
regarding sources or intelligence methods required
protection. Examples of paraphrasing can be found
in some of the October 1945 messages from General
Douglas MacArthur’s Headquarters in Tokyo to
the War Department regarding interviews with
Japanese nationals relating to Pearl Harbor.?

The Terminology Used in This History

Beginning with the initial revelations of the
World War II Ultra success by the Allies in the early
to mid-1970s, notably F.W. Winterbotham’s The
Ultra Secret, the public has been exposed to
numerous arcane terms associated with the busi-
ness of intercepting messages and the making or
breaking of codes and ciphers. Unfortunately, from
the early literature on the Ultra story through
today, there still exists among many scholarly and
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popular writers the tendency to confuse or incor-
rectly mix these terms. This misuse of terms often
has led to inaccuracies such as describing the
German Enigma device as a “code machine,” or
confusing the term Purple — the covername given to
the analog device used to decrypt Japanese high-
level machine cipher messages — with the solution
of the Imperial Japanese navy’s main operational
code, known as JN-25. Such mistakes in the termi-
nology invariably lead to error-prone narratives
and some incorrect conclusions about the role and
importance of codebreaking to the outcome of
World War II. For the reader’s ease, many of the
relevant terms used in this history will be explained
below.

COMINT is the acronym for communica-
tions intelligence and can be defined as meas-
ures taken to intercept, analyze, and report intelli-
gence derived from all forms of communications.
This definition describes broadly and most accu-
rately the entire American communications intelli-
gence structure and process in late 1941 that exist-
ed to exploit Japan’s and other nations’ communi-
cations. This structure included the principal
American code-breaking centers in Washington,
D.C. It also includes the monitoring stations
manned by American soldiers, sailors, marines,
and civilians who listened in on the world’s com-
munications. It further encompasses the work of
the analysts who decrypted, translated, and report-
ed the contents of the intercepted messages, as well
as those who passed this intelligence to the nation-
al command authorities in the White House, the
Departments of State, War, and the Navy, and the
service chiefs of staff for the armed services. It
also refers to the theater sites, known as
Communications Intelligence Units, and staffs who
reported directly to the Commanders of the Pacific
and Asiatic Fleets. The structure also connects, as
well, to collaborating Allied agencies such as British
Government Code and Cypher School (GC&CS) and
its subordinate stations, especially the component
in Singapore that was part of the Far East
Combined Bureau (FECB). A closely related term is
radio intelligence, which was more commonly
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used during the period before Pearl Harbor. Radio
intelligence usually referred to intelligence gath-
ered from radio transmissions short of actual
decoding or decryption of messages, but often was
synonymous with communications intelligence.

A similar term, signals intelligence, or SIG-
INT also is often used synonymously with
COMINT. Signals intelligence, though, includes a
broader range of emissions as targets. SIGINT
includes the intercept, processing, and reporting of
intelligence derived from noncommunications sig-
nals such as radar and navigational beacons. In late
1941, the idea of deriving usable intelligence from
such signals was relatively new. At that time, the
main use the of such intelligence, now referred to as
electronic intelligence (ELINT), was to devel-
op so-called countermeasures to such signals,
exemplified best by the use of the famous British
“window” or chaff — strips of aluminum that reflect-
ed German radar signals and obscured their track-
ing of Allied bombing missions over Europe.

Another general term, cryptology, is defined
as the study of the making and breaking of codes
and ciphers. Cryptography is the study of the
making of codes and ciphers. Cryptography is often
used to describe both the entire inventory of such
items for a country or some discrete element with-
in it, such as “Japanese diplomatic or naval cryp-
tography.” A code is defined as a method in which
arbitrary, and often fixed, groups of letters, num-
bers, phrases, or other symbols replace plaintext
letters, words, numbers, or phrases for the purpos-
es of concealment or brevity. To encode is to trans-
form plaintext into a coded form. To decode is the
break the code back to its underlying plaintext. A
variation of a code is known as an “open code” or
codeword. This occurs when a seemingly innocu-
ous or ordinary word, words, phrase or number is
used in a message or transmission to convey certain
information or initiate an action previously agreed
upon by the sending and receiving entities. The true
meaning of an open code or codeword, as opposed
to its literal or accepted meaning or connotation is
supposed to be denied to anyone else who might be



listening other than the intended recipient. As will
be seen, this type of code plays a significant part in
the Winds story.

Before World War II, codes came in the forms
of pages, tables, or a book. On each page of a code-
book or table, a plaintext word or phrase is aligned
opposite its code unit or code group equivalent.
Codebooks were arranged alphabetically or numer-
ically in order of the plaintext, making it easier to
encode a message. To facilitate decoding by the
intended recipient, a second codebook was used
that was arranged alphabetically or numerically by
the code group. This procedure of using two sepa-
rate books, known as a two-part code, was
intended to complicate the cryptanalytic recovery
of the codebook, a process known as “bookbreak-
ing.”

A cipher is a method of concealing plaintext by
transposing its letters or numbers or by substitut-
ing other letters or numbers according to a key. A
key is a set of instructions, usually in the form of let-
ters or numbers, which controls the sequence of the
encryption of the text or the decryption of the
cipher back to the original plaintext. A cipher that
results from transposing text is known as a trans-
position cipher. A cipher resulting from substitu-
tion is known as a substitution cipher.
Transforming plaintext into cipher is called
encryption. Breaking cipher back to plaintext is
called decryption.

Two examples of famous ciphers from World
War II are the Axis cipher machines, the German
Enigma and the Japanese device, codenamed
Purple by the Americans, but known to the
Japanese as the 97-shiki O-bun In-ji-ki, or Alphabet
Typewriter '97. Both machines substituted letters
for plaintext elements according to daily key set-
tings for each device. Ironically, though, most
ciphers used by all sides during World War II over-
whelmingly were manual in nature. That is, they
used paper charts, tables, and key.

Many countries used various ciphers to further
secure codes they employed. This entailed applying
any one of a number of encryption techniques to
the code groups, thereby additionally concealing
the “true” code groups. One encryption method was
to add random groups of number, or digital, key to
codes that employed numeric code groups. The
resulting new, or cipher, group was then transmit-
ted. This was the technique used by the Japanese
navy to encrypt JN-25 operational code group.
Japanese diplomats used a transposition cipher,
namely, scrambling or breaking up the sequence of
the true code groups, usually composed of letters.
This method of additional encryption, sometimes
called super-encryption or super-encipher-
ment, made decoding even more difficult: before a
codebreaker could recover the plaintext value asso-
ciated with a code group, he or she had to first
recover the true code group.

Cryptanalysis is the analytic method whereby
code or cipher text is broken back to its underlying
plaintext. Traffic analysis is the analytic method
or methods whereby intelligence is derived from
the study of the communications activity and the
elements of messages short of actual cryptanalysis.
The difference between cryptanalysis and traffic
analysis can be explained through an analogy of a
piece of mail. Traffic analysis can be compared to
the study all of the external information on a letter’s
envelope and even an analysis of the characteristics
of the envelope, such as its weight. Cryptanalysis is
the reading of the contents of the letter.

Nations like Japan used a number of crypto-
graphic systems within a single service or depart-
ment like the navy or the foreign ministry. These
services often used ciphers and codes of increasing
complexity depending upon the nature and sensi-
tivity of the information that was to be protected.
Any station, whether an army unit, ship, or diplo-
matic facility, often had in its possession the cryp-
tographic materials necessary to send and receive
messages that involved a number of separate codes
or ciphers. In order to distinguish between crypto-
graphic systems used for various messages, and to
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further conceal what system was being used, cryp-
tographers resorted to the use of a discriminant
or indicator. This item was a group or some other
combination of letters and numbers that identified
to the recipient of the message what cryptographic
system was used to encode or encrypt that particu-
lar text. Some indicators appeared in the message
text, others in the message’s header. Sometimes an
indicator also identified a particular recipient or
larger audience of the message. Just as likely, for-
eign cryptanalysts who had gained a working famil-
iarity with a particular code or cipher easily could
recognize such indicators, which, in turn, could
facilitate the effort to solve the system.

To make reading easier, as well as to avoid
clumsy repetition of terms, we will use terms like
“cryptology,” “communications intelligence,”
“COMINT,” “signals intelligence,” “SIGINT,” and
“radio intelligence” interchangeably either as adjec-
tives or as nouns by which to describe the overall
American intelligence system to exploit Japanese
communications and cryptography. Using these
terms as general descriptors will not sacrifice accu-
racy and will make the text more readable. Any
other special or one-use terms from cryptology will
be identified when they are encountered in the text.

Organization of the History and
Exhibits

In this history we will refer to a particular docu-
mentary exhibit at the point in the text as neces-
sary. The reference will be contained within brack-
ets “[ 17 with the appropriate exhibit number. The
exhibits are listed in the Table of Contents and are
attachments at the end of this volume.

In the first chapter we will provide a short back-
ground sketch of the political and strategic situa-
tion in the Pacific and East Asia, especially paying
attention to the diplomatic confrontation between
the United States and Japan over the issue of
Tokyo’s invasion of China. In this same chapter,
there will also be a discussion of the early crypto-
logic operations of the United States against the
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communications and cryptography of Japan’s mili-
tary, navy, and foreign ministry.

The second chapter will recount the cryptologic
background to the Winds instruction messages,
which includes the intercept, analysis, processing,
and reaction to them. The background to the spe-
cific cryptographic system used by Japan to secure
the instructions, as well as the American solution to
this system also will be discussed in some length.
The next chapter will consider the reaction by
United States military and naval intelligence to the
instructions in the Winds messages. Specifically, we
will consider the measures taken for further moni-
toring and the subsequent intercepts that were
made, including purported and actual Winds mes-
sage. Following this, in chapter four, we will discuss
the controversy surrounding the Winds message
and examine the chronology and substance of the
claim put forward by Captain Laurance Safford
before the various Pearl Harbor hearings that a
Winds execute message indeed had been sent and
intercepted by the United States government prior
to the Japanese attack of 7 December 1941.

This book concludes with a chapter that consid-
ers the Winds message story as a way of measuring
the effectiveness of the prewar U.S. cryptologic sys-
tem in handling the apparent warning that it
appeared to be at the time. We will also briefly con-
sider how the controversy played out within the
context of the story of Pearl Harbor.

A few comments on citations used in this book
are necessary. Throughout this work, when a refer-
ence is made to material from the thirty-nine-vol-
ume set of the Joint Congressional Hearings and
the single volume Final report, the citation will be
for the specific volume, or “Part,” and the page
number of the volume. For example, “PHH, Part 8:
555,” refers to page 555 of Volume Eight of the
Hearings. This definition is important because the
forty volumes of the various inquiries, boards, and
committees carry a dual system of page notations
for the transcripts and exhibits. Whenever speakers
in the various hearings refer to a page of previous



testimony, it is to the particular hearing or inquiry
transcript page number of its testimony. The tran-
script page number can be found imbedded in the
transcript of testimony within a set of brackets, “[
].” This method of reference can be confusing to
first-time researchers using the Pearl Harbor
Hearings volumes. The natural inclination is to go
to the volume page number, but it can mean the
transcript page number. For our purpose, though,
we will refer to the volume page number.
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Foreword

For historians and many members of the
informed public, the Japanese attack on Hawaii
provoked “the never-ending story.” Multiple official
investigations and private historical inquiries into
the attack and its background have generated enor-
mous stocks of information about both the
American and Japanese sides. It may well be that
we know as much about December 7, 1941, as we do
about any event in the last century, the Kennedy
assassination possibly excepted.

However, even with this virtual mountain chain
of data, information gaps still exist, and many
important questions remain under discussion or
debate.

The discussions and debates are not simply the
province of conspiracy buffs. Academics and other
researchers interested in World War II have a
serious stake in settling the issues of the U.S.-Japan
conflict; definite answers to many of the controver-
sies would either confirm or refute theories of the
war’s origins and its meaning.

Robert Hanyok and the late David Mowry from
the Center for Cryptologic History have made a sig-
nificant contribution to our knowledge and under-
standing of two of the event’s controversies, the
Winds Message and the state of U.S. communica-
tions intelligence prior to the Hawaiian attack.

This assemblage of documents, supplemented
by the authors’clear guide to their meaning, places
the reader, as it were, right in the middle of the
behind-the-scenes events and helps the scholar and
researcher to follow them closely.

For further reading, I suggest Fred Parker’s
Pearl Harbor Revisited: United States Navy
Communications Intelligence, 1924-1941 and

Robert L. Benson’s A History of U.S.
Communications Intelligence during WWII:
Policy and Administration, both published by the
Center for Cryptologic History.

This was the final publication for the CCH by
Robert Hanyok before his retirement from a long
career in government service. I also second Bob’s
comments about David Mowry in the acknowledg-
ments: he was a remarkable man. Both Bob and
Dave will be missed.

DAVID A. HATCH
NSA Historian
Center for Cryptologic History
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Chapter 1

Background: Interwar U.S. — Japan Relations and Cryptology

In the Pacific, the years between the end of the
First World War and the attack on Pearl Harbor
saw the growth of the strategic rivalry between the
United States and Japan in East Asia, especially
centered on events in China. Japan had occupied
and detached China’s industrial north,
Manchuria, and created the puppet state of
Manchukuo in 1932. In 1937, in response to an
incident outside of Beijing, Japan invaded China
from the north and east. Tokyo’s hopes for a quick
campaign faded in the face of Chinese resistance
and the sheer territorial enormity of China.
Japanese forces could not force a military solu-
tion and were mired down. The war absorbed
Japan’s economic and military resources. Japan’s
efforts to force a solution to the “China incident”
led to the occupation of French Indochina. This
action precipitated U.S. (and British and Dutch)
embargoes in trade, oil, and the freezing of
Japan’s assets in 1941. Vulnerable, Japan plunged
into planning to seize the resource-rich regions of
Southeast Asia and the Netherlands East Indies.

Beginning in 1919, the American Black
Chamber focused on exploiting Japanese diplo-
matic messages. Initial successes in the early
1920s soon vanished. In the mid-1930s, a resur-
gent U.S. Army mission, the Signals Intelligence
Service, began exploiting a number of Japanese
diplomatic messages encrypted in manual and
machine cipher systems. American cryptanalysis’
crowning achievement occurred in September
1940 when it penetrated Japan’s primary diplo-
matic cipher machine, codenamed Purple. As the
relations between the two countries deteriorated,
Washington’s leadership leaned more heavily on
the intelligence from its code-breaking organiza-
tions for clues to Japan’s aims and plans.

United States-Japan Relations, 1919 —
1940

At the end of World War I, the strategic situa-
tion in the Pacific and East Asian regions was
dominated by the two powers at either far shore —
the United States and Japan. Because of the costs
of the First World War, the preponderant
European colonial powers in East Asia — France,
Great Britain, and the Netherlands — were far
weaker militarily in the area than before 1914.
France and Great Britain, though victorious over
Germany, had absorbed extraordinary manpower
and economic losses. London and Paris could not
afford to maintain extensive military, naval, and
security forces on station in their Asian colonies.
The Netherlands, while not a combatant in the
war, could barely afford much more than a “shad-
ow” naval presence. While adequate security and
military forces were on hand to suppress and con-
trol indigenous independence movements, pri-
marily in French Indochina, British India, and the
Netherlands East Indies, these forces could not
match the military and naval forces of any power
like Japan intent on seizing these lands. Nor could
they match the naval forces of a relatively friend-
ly power like the United States Pacific Fleet. Great
Britain especially realized the potential threat
from Japan after the Anglo-Japanese Naval
Treaty was abrogated as part of the 1922
Washington Naval Agreement. It moved, albeit
slowly, to increase its military presence in the Far
East by building a major naval base and bastion at
Singapore.

Both the U.S. and Japan had emerged from
the First World War in much stronger positions in
the Pacific and East Asia. Japan had scooped up
most of the German island possessions in the
Central Pacific. (Australia had grabbed German
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colonies in the southwest Pacific.) These island
groups, such as the Marshalls, the Marianas (less
Guam), and the Carolines would become known
to Americans in later years when so many paid
with their lives to seize them. While the terms of
the Washington Naval Treaty prohibited the
Japanese from initially fortifying these islands,
they began a rapid construction of military facili-
ties and fortifications just prior to the war.

Although the United States gained no territo-
ry as a result of the war, its financial position as
the preeminent creditor nation made it the dom-
inant economic and financial power in the world.
The major U.S. colony in the western Pacific was
the Philippine archipelago. The islands had been
liberated from Spanish control in 1898. The U.S.
then spent five years pacifying a nationalist insur-
rection among the Filipinos who resisted the
American occupation. The Philippines was to be
granted independence in 1946. Various American
pre-World War II war plans had recognized the
vulnerability of the Philippines and recommend-
ed several measures to increase its defenses.

In the post-World War I years, the U.S. and
Japan watched each other with the cool eyes of
strategic rivals in the high stakes game of Pacific
dominance. This competition had its roots back
to the turn of the twentieth century. In the imme-
diate wake of the Russo-Japanese War of 1905,
Japanese naval leaders cast the United States as
the most likely new threat." In postwar plans and
exercises, Japanese military and naval planners
continued this view of the United States as its pri-
mary potential enemy in the Pacific.* Some
observers speculated that the two countries were
going to struggle for dominance in the Pacific
basin. Whether this conflict was inevitable or not,
there did exist a number of points of contention
between the two countries that conceivably might
lead to a future war.

Foremost among them was the situation in

China. The United States had declared an “Open
Door” policy in 1900 claiming free and equal
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international access to markets within China.
During World War I, Japan undermined this
commercial access with its “Twenty-One
Demands” on China in early 1915 that reserved
certain economic activities exclusively for Tokyo.
With the Lansing-Ishii Agreement in 1917, the
United States had recognized Japan’s special
position in Manchuria and on the Shantung
Peninsula. In the decades after the war, Japan
continued to seize Chinese territory — actually a
continuation of conflicts that dated to the late
nineteenth century. It seized control of
Manchuria in 1931 and later created the puppet
state of Manchukuo. A moderate plan put for-
ward by the League of Nations would have
returned Manchuria to China and promised “con-
siderations” for Japanese interests. Japan refused
the plan and withdrew from the League of
Nations.

The United States had tried diplomatic
and economic measures to restrict Japan’s
expansion into China. In 1930 it had unsuccess-
fully lobbied the League of Nations for effective
international sanctions against Japanese aggres-
sion. Negotiations would continue through the
decade, but the plight of China, pressed by a high-
ly vocal China lobby of politicians and writers
played on the sympathies of the American popu-
lation.

However, with the full effects of the Great
Depression at its worst in the early 1930s,
American active interest in China took second
place to domestic economic and foreign trade pri-
orities. President Roosevelt refused to take an
activist policy in the region, and therefore left the
U.S. State Department under Cordell Hull and his
Far East expert, Stanley Hornbeck, to respond to
Japanese encroachments with statements about
adhering to treaties and maintaining “good
behavior.”?

In 1937, after a questionable “incident” out-
side of Beijing, Japan invaded China from the
north and east. Japanese forces could not force a



Chinese surrender, despite an overwhelming mil-
itary superiority and the use of terror tactics like
the aerial bombing of Chinese cities and the mas-
sacres in Nanking. The war, referred by Tokyo as
the “China Incident,” absorbed an increasingly
larger portion of Japanese military and economic
resources. It also led to local incidents between
Japanese and American forces, such as the attack
on the U.S. Navy gunboat Panay in December
1937. Frustrated by the interminable war, Tokyo
began to seek a solution by expanding the conflict
to the periphery of China. The Japanese believed
that China’s resistance depended upon the flow of
arms and other aid from the West that came over
the Burmese border and through northern
French Indochina. Beginning in 1939, Tokyo
moved to shut off these routes through political
and military pressure.

For the United States and Japan, the effective
spearpoints of each country’s strategic power in
the Pacific and East Asia were their respective
navies. Both the Japanese and American fleets
dwarfed the squadrons of the other powers in the
region; the table was theirs alone to play. In the
postwar period, the world’s major naval powers
had tried with the Washington Naval Conference
(1922) and the London Naval Conference (1930)
to limit the size and number of their capital ships.
Eventually, Japan, feeling threatened by the com-
bination of American and European fleets in the
Pacific, and certain that the restrictions were part
of a plan to deny its preeminent place in Asia, set
off on its own and initiated a massive naval con-
struction program. The United States belatedly
started its own building program in the late 1930s
that culminated in the Two-Ocean Naval
Expansion Act of June 1940, which called for the
construction of 200 ships, including eighteen
fleet carriers by 1946. Under this act, there were
two appropriations in May and July 1940, for the
fiscal year 1941. It was this construction program
that built the U.S. fleet that fought and won the
naval war in the Pacific.

Both countries’ naval planning staffs also con-
tinued to devise strategic maritime plans for a
campaign against the other’s fleet. Ironically,
both countries achieved a near congruence of
plans: both called for “decisive engagements” in
the mid-Pacific region near the Mariana or
Marshall Islands. Japan sought to lure the
American Pacific Fleet into a major ambush and
destroy it. The United States, realizing the funda-
mental vulnerability of the Philippines to
Japanese attack, devised a war plan that called for
its relief that would be spearheaded by a thrust to
the central Pacific by its fleet against the “Orange”
power, Japan.*

Events in the world, though, later forced a
change in strategic emphasis for U.S. war plan-
ning in the Pacific that affected related activities
such as intelligence gathering. Beginning in 1940,
the Nazi victories in the west against France and
the Low Countries, and the near isolation of Great
Britain by German U-boats, caused the United
States to reorder its priority in war planning. This
change first appeared in the American-British
Commonwealth Staff Agreement (ABC-1) con-
cluded in March 1941. The Agreement recognized
that the principal threat was Nazi Germany and
that the United States would reorient its major
military effort against Hitler.> New war plans that
were derived from the ABC-1, known as Rainbow
4 and 5, emphasized offensive action in the
Atlantic while the Pacific became a secondary
theater, one relegated to a “strictly defensive”
posture. These plans overturned Washington’s
previous strategy, War Plan (WPL) 13, which pro-
jected the offensive priority in the Pacific against
Japan.

The only concession to the perceived
Japanese threat in the Pacific and East Asia was
the permanent stationing of the Pacific Fleet in
Pearl Harbor after the completion of a major
exercise in June 1940. (Prior to mid-1940, the
Pacific Fleet’'s main base was San Diego,
California. Pearl Harbor, at the time, was a for-
ward base that lacked many fleet maintenance
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and fuel facilities that existed in California.) This
move, ordered by President Roosevelt, who may
have seen the Fleet as a deterrent, was made
despite the objections of the then Commander,
Pacific Fleet, Admiral James Richardson, who
argued that Pearl Harbor was both vulnerable to
attack and at the end of a tenuous supply line
from the west coast of the United States. In
February 1941, Richardson was relieved because
of his opposition and replaced by Admiral
Husband Kimmel.

In 1940, as Japanese and American naval
staffs spelled out their plans and the diplomats
maneuvered over the issue of China, a secret war
of sorts between the two countries already was
two decades old — the struggle between the cryp-
tologists of the two nations.

Japanese Diplomatic and Naval
Cryptography and American Code-
breaking between the Wars®

It was during World War I that Japan first
began to encrypt and encode its diplomatic, mili-
tary, and naval message traffic. Tokyo’s Foreign
Ministry, the Gaimusho, started securing its
diplomatic messages towards the end of the war.
In the decades leading up to the outbreak of gen-
eral war in the Pacific in late 1941, Japan’s diplo-
mats used a variety of manual codes and cipher
systems often simultaneously or for overlapping
periods. Initially, Japan’s diplomatic cryptogra-
phy emphasized codes over ciphers. The code
groups themselves were composed of polygraph-
ic combinations of two, three, four, or five vowels
and consonants. These codes often were supple-
ments with so-called “auxiliary” or, more accu-
rately, adjunct systems, such as speller tables for
words, notations, and expressions in Western
languages, geographic place-names, reference
number tables (message serial numbers), and
transposition or substitution cipher schemes by
which to encrypt code messages (more below on
this).
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The first Japanese diplomatic cryptographic
system, designated “JA” by the Americans,
appeared in December 1917 and was replaced in
early 1923. It was a code that used digraph (dou-
ble letter) code groups without any method of
encryption to further disguise the groups. JA con-
sisted of two tables of codes, one of vowel-conso-
nant combinations and the other of consonant-
vowel. American cryptanalysts quickly broke this
system largely because the constant repetition of
code groups allowed for the recovery of the
underlying plaintext. A number of successors to
the JA, albeit with tetragraph (four letter) code
groups, continued to be fielded by Tokyo’s diplo-
mats until the late 1930s. A variant of this multi-
ple “table” approach was the LA system intro-
duced in 1925. This system used four tables of
code groups composed of digraphs. The user
would switch among the four tables. Generally,
most of these early systems were replaced fairly
regularly with the basic differences from one to
the next being that succeeding systems essential-
ly consisted of rearranged tables of code and cor-
responding plaintext values.

In late 1932 Japanese diplomatic cryptogra-
phy took a major step forward with the introduc-
tion of its first cipher machine known to the
Americans by its covername Red. The machine
used two sets of cipher wheels and an elementary
plug board, not unlike some of the early cipher
machines such as the Kryha device.” The
Japanese machine encrypted messages between
Tokyo and its important diplomatic missions. It
was phased out over the span of two years from

1939 to 1940.

Along with the appearance of the Red
machine, but less well known, the Japanese
instituted a major advance in the security of their
manual codes with the introduction of an encryp-
tion method known as transposition. This
method of encryption required the sender of a
message to scramble the code groups in a mes-
sage according to a preset arrangement so that
the “true” code groups and their sequence were



broken up. The recipients of the message used the
same dictated arrangement, or “key,” to reconsti-
tute the original makeup of the code groups and
their sequence. (This method is explained in more
detail in chapter 2, pages 20-22.) The transposition
method increased the complexity of the cryptana-
lytic problem for enemy codebreakers and was used
to encrypt virtually all Japanese manual diplomatic
codes up to the beginning of the war in 1941.

In 1939 the Japanese began replacing the Red
machine with a new device that the American code-
breakers referred to as Purple, but the Japanese
title was 97-shiki O-bun In-ji-ki, or Alphabet
Typewriter '97. The Japanese also called the device
the HINOKI system. An encryption device, Purple
secured diplomatic traffic between Tokyo and
major world capitals from its introduction in early
1939 throughout the entire Second World War and
came to symbolize, whether correctly or not, the
zenith of Japanese cryptography.

Japanese naval cryptography followed much
the same path as its diplomatic counterpart. In
1913, a one-part, Roman-letter code was introduced
for use by the navy’s technical and logistics
bureaus. In 1918 a substitution cipher disc system
was initiated for Navy Ministry messages.® These
systems were quite primitive and ironically used
Roman letters for the elements of code groups and
the cipher. They were quickly replaced with a series
of codes that used a transposition cipher to gain
further security.

The first such system was known as the Red
Code (later notated B-Code by the U.S. Navy),
which appeared in 1925. This code consisted of
three kana character groups that were transposed
using a key. The “B-Code” was designated an
administrative code by the Japanese, to differenti-
ate it from exercise codes used by all shore and
command elements and ships of the IJN. This code
was replaced in 1930 by the Blue or “A-Code.” The
Japanese navy also used a cipher machine, known
as the IKA System, as early as the end of 1931. This

machine was used by shore activities and naval
bureaus, but was replaced in 1933.°

During the 1930s, the Japanese navy created a
number of codes and ciphers to handle various
aspects of its operations and administration. There
were codes and ciphers for reporting ship move-
ment, activities in naval yards, intelligence, direc-
tion-finding results, aircraft communications,
hydrographic reports, and auxiliary ship messages.
There were special codes and ciphers for units
fighting in China and stationed in Manchukuo.
There also was a special variant of the diplomats’
Red machine, the M-1 cipher machine (codenamed
Orange by the Americans) for naval attachés and
liaison officers.

In November 1938 the Blue Code was replaced
by the “A-D” Code, also called the Black Code by the
Americans, which was used for administrative traf-
fic. In June 1939 Tokyo introduced a new admini-
strative code, known initially to the Americans as
the “AN Code,” or by its first title as “Administrative
and Ship Movement Code.” This new system repre-
sented a radical departure for Japanese naval cryp-
tography that for years had emphasized transposi-
tion of polygraphic code groups much like those
used by Tokyo’s diplomats. The new system con-
sisted of a book filled with five-number or -digit
code groups that corresponded to plain text. These
code groups were further encrypted by a method
known as “false addition.” A Japanese communica-
tor or code clerk would consult another book, its
pages filled with five-digit groups, known as cipher
or key. He then would add the digits of this cipher
group to the digits of a code group. The method of
addition had no carryover values to the next place.
The resulting new group of digits, that is, the “sum”
of the code and key, was known as the cipher text.
It was this group and similarly derived groups of
the message that were transmitted by radio to the
recipient. At the receiving site, the code clerk would
“subtract” the same groups of key from the cipher
text, in which the digits assumed a “tens value”
when the individual number was smaller. The basic
method is quickly illustrated below:
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Code groups: 75381 90564 27801
Cipher or key: +34795 42389 16528
Cipher Text: 09076 32843 33329
Check by subtraction: - 34795 42389 16528
Original code groups: 75381 90564 27801

Encryption of digital code groups

This new system, eventually designated as
“JN-25” in July 1942 by the U.S. Navy, would
carry the brunt of the Japanese navy’s message
traffic. Prior to the attack on Pearl Harbor, the
code-book itself would be replaced by two new
editions, while the books of key would be changed
at three- or six-month intervals for a total of eight
editions.

During this interwar period, the United States
actively worked against the encrypted messages
of other countries, including Japan. The first
organized attack was by the American Black
Chamber formed and headed by a former U.S.
State Department code clerk and War
Department cryptanalyst, Herbert O. Yardley.
The Black Chamber was an office jointly funded
by the U.S. Departments of State and War.

Herbert O.
Yardley
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Situated in New York City, Yardley’s team
attacked the encrypted diplomatic and commer-
cial messages of several countries. One of his
team’s primary targets was the encoded diplo-
matic traffic of Japan.

The Black Chamber’s greatest success came
during the Washington Naval Conference of
1922. The conference had been convened in late
1921 by the major naval powers of the world to try
to reduce the number of capital ships in each navy
to a fixed ratio of relative strengths. This ratio
would be achieved through a combination of a
construction moratorium and the scrapping of
excess ships. The United States and Great Britain
pressed Japan and the other attendees to acqui-
esce to a ratio of capital ships among themselves
of 5:5:3 with the US and Britain at 5 and Japan at
3. The Japanese, on instructions from Tokyo,
held out for a slightly higher ratio of 3.5 to the
ships of the American and British navies.
Yardley’s team, working out of their New York
office, acquired copies of the encoded Japanese
diplomatic cables from the cable companies.
Yardley managed to decode the instructions
between Tokyo to its delegation in Washington.
The Japanese relied on two codes, designated JO
and JP by the Americans, used to encode the mes-
sages, as well as the auxiliary system (JE), which
contained English speller and vocabulary tables.
These systems were straight codes with no addi-
tional encryption. Therefore, one of Yardley’s
cryptanalytic techniques for solving the code



involved “cribbing,” that is, the substitution of
certain common phrases by which to recover
some of the text.

The American delegation, headed by former
Supreme Court justice Charles Evan Hughes,
believed that the Japanese ultimately would
accept a lower ratio and that by holding steady to
the demand for the lower ratio of 5:5:3, the
Japanese would accede. Part of this confidence
was built on the knowledge of a Japanese mes-
sage on 28 November, decrypted by Yardley’s
team, which indicated that Tokyo would consent
to the lower ratio. The Americans held to their
position, and by 12 December the Japanese gave
in. Yardley’s work had enabled the American del-
egation to hold firm with a reasonable expecta-
tion that they would prevail, which was based on
earlier intelligence and bolstered by the informa-
tion from the decrypted messages."®

The American Black Chamber was closed in
1929. While the output and quality of work of
Yardley’s team had declined to a fraction of its
product since 1921, the principal reason for its
closure lay in the attitude of then Secretary of
State Henry L. Stimson. Some accounts of the
shutting down of the Black Chamber have carica-
tured Stimson as naive in the ways of realpolitik
— since countries do not “read each others’ mail.”
But Stimson, a highly principled man, believed
that the relations between states should be gov-
erned by mutual respect and trust. He thought
the idea of the State Department decoding mes-
sages of other governments was unethical.
However, he did not discount codebreaking; he
felt it was better suited to the War or Navy
Departments."

As the days of the Black Chamber ground to
zero, the U.S. Army reorganized its cryptologic
activities to accommodate the assumption of the
Chamber’s code-breaking mission. The Army
combined under one shingle within the Signal
Intelligence Service (SIS) of the Signal Corps the
previously disparate production of codes, the

solution of foreign cryptographic systems, and
the intercept of foreign messages. Ostensibly
under the command of a signal officer, the true
heart and brain of the SIS was William F.
Friedman. Friedman was born in 1891 in
Kishinev, Russia. His parents immigrated to the
United States in 1892. Friedman, a dapper man
with an inquisitive personality, had graduated
from Cornell with a degree in genetics. Employed
by a businessman, George Fabyan, to work at an
early version of a “think tank,” Friedman soon
found himself drawn into the business of codes
and ciphers. During World War I, he had written
manuals on code-breaking and later joined the
staff of the American Expeditionary Force in
France attacking German cryptographic systems.

William F. Friedman

After the war, Friedman eventually headed
the Code and Cipher Compilation unit of the
Signal Corps. In 1929 he was selected to run the
SIS. While his own ability to solve cryptographic
systems was excellent, Friedman’s real contribu-
tion to early American cryptology was to organize
it around sound, practical training with an
emphasis on a scientific-technical approach to
solving systems and the accumulation of techni-
cal references and literature on all aspects of
cryptology. In 1930 he hired the nucleus of the
team that would go on to crucial interwar and
wartime successes: Abraham Sinkov, Solomon
Kullback, John Hurt, and Frank B. Rowlett. For a
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few years this team did not break codes, but spent
its time learning how to construct such systems.
It was not until around 1932 that the SIS began to
attack foreign codes and ciphers.

Even at that, the SIS was limited at what sys-
tems to try to solve, mainly diplomatic traffic. The
major problem was that the Army still lacked a
substantial intercept element to collect the mes-
sages. An early provisional unit at Fort
Monmouth, New Jersey, began to monitor and
copy some diplomatic and commercial messages
in the mid-1930s, and these, by default, became
the main target of SIS cryptanalysts. Early suc-
cesses followed against Japanese manual systems
like the early syllabary codes. In 1934, after a few
months of effort and help from the U.S. Navy’s
cryptologists, the SIS solved the Japanese diplo-
matic cipher machine known as Red.

It would be a mistake to assume that from the
very beginning of the SIS success against the Red
machine that there was an audience for its prod-
uct. In fact, for some time, the interest in the
codebreaking success of

and the Navy took a major interest in the diplo-
matic decrypts from SIS."

The greatest achievement of the SIS, and
the one most known to the public, occurred
in September 1940. After eighteen months of
sustained effort, the Japanese diplomatic cipher
machine, the “B-machine,” or what the
Americans would call Purple, was solved. A team
of cryptologists under Frank Rowlett, a former
high school science and math teacher from
Virginia who displayed a near virtuosity in solv-
ing Japanese ciphers and codes, worked at solv-
ing the device. Help from some navy codebreak-
ers, some inspired cryptanalysis, and an engi-
neering insight from other team members led to
the machine’s solution in September 1940. The
team reconstructed an analog of the Japanese
machine, a point often misunderstood by many
writers on the subject. The Purple device was
really an analog, that is, a machine that simulated
the workings of the actual Japanese cipher device.
In essence, then, the Americans had their own
version of the Japanese machine.

the SIS remained largely
within the confined circles
of army and navy intelli-
gence. It would take time
and circumstances before
the translations of the SIS
decrypts would travel to
the White House.® Yet,
ironically, it was what
the Red cipher device
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revealed in Europe that
clinched the interest in
what the SIS was doing. In
1937 the Red decrypts revealed Italy’s interest in
joining the German-Japanese anti-Comintern
pact from the previous year. While American
diplomats had reported on the negotiations
among Berlin, Rome, and Tokyo, the Red
decrypts provided direct information on the par-
ticipants. For the first time, the leadership in the
White House and the Departments of War, State,
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Purple analog device

It was the product of this success, the transla-
tions of diplomatic messages between Tokyo and
its diplomatic missions around the world, which
set American cryptology on the road to its perma-
nently important position within the government.
Combined with the solution of several other
Japanese manual diplomatic systems and their
auxiliaries, SIS now had a window into another



country’s diplomatic correspondence perhaps
seldom equaled in the history of codebreaking.

However, the accomplishment carried its own
problems. The demand from the Washington
leadership for current translations of Purple
intercepts, as well as other messages, taxed the
small workforce of the SIS’ Japanese section.
Help was asked for and received from OP-20-G. A
division of effort was agreed upon in which the
Navy worked all Japanese diplomatic intercepts
from odd days, while the Army worked messages
intercepted on even days. But this arrangement
also forced the American cryptologists to priori-
tize the work on intercepted Japanese diplomatic
messages. Purple traffic trumped all others. This
meant that some traffic would wait days, even
weeks, before it was decrypted and translated.

During the same decades, the U.S. Navy’s
cryptologic unit, OP-20-G, had developed an abil-
ity to exploit a substantial portion of the Japanese
navy’s communications and cryptography.
Through a concerted effort at codebreaking and
traffic analysis, the U.S. Navy had achieved a sig-
nificant degree of understanding about Japanese
naval planning, doctrine, tactics, and organiza-
tion."* Beginning in the mid-1920s, the head of
OP-20-G, Commander Laurance Safford, estab-
lished a regular codebreaking effort within the
organization, known as the Research Desk,
charged with solving Japanese naval cryptogra-
phy. Staffed with early luminaries such as Agnes
Meyer, and later supplemented with the likes of
Joseph Rochefort, Japanese naval codes such as
the Red, Black, and Blue Operational Codes suc-
cumbed to the Americans.

However, the navy success would end in June
1939, when the IJN replaced the old systems with
two new codes: the Flag Officers Code and a new
general-purpose system, known as the “AN
—Code,” the Administrative and Ship Movement
Code, or by the shorthand nicknames given it by
the OP-20-G cryptanalysts, the “Five-numeral” or
“Five-num.” The Fleet Officers Code would be

worked unsuccessfully for two years before it was
dropped. The AN-Code was another matter.
Initially, it was believed also to be a code for Ship
Movement. So, it was used more extensively than
the earlier administrative systems.’® But it was
the cryptography of the system that was different
from all previous systems used by the Imperial
Japanese Navy. As described earlier in this sec-
tion, the AN-Code used five numeral or digit
groups to encipher further the basic numeric code
groups from the codebook. This was the first time
American naval cryptanalysts had seen such an
enciphering method, and it took them several
months before they could strip the cipher away
and attack the underlying code groups.

The system, named JN-25 in July 1942, con-
tained over 30,000 entries. Washington’s naval
codebreakers could make only the most limited
progress in recovering the underlying plaintext
values. And whatever progress would be made
was negated since the Japanese replaced the basic
codebook one time before the attack on Pearl
Harbor, while the cipher system used to encrypt
the code groups would be superseded eight times
during the same period. By the time of the attack
on Pearl Harbor, OP-20-G codebreakers had
recovered the underlying plaintext values of
about ten percent of the code groups.

It would be a mistake to believe that this ten
percent figure meant that ten percent of all mes-
sages or ten percent of each message encrypted in
the AN-Code could be deciphered. In reality, the
situation for the analysts of OP-20-G was analo-
gous to trying to translate a tract in a foreign lan-
guage with only a random ten percent of the
entries in a dictionary being available. For the
U.S. Navy, the major intelligence fallout was that
naval cryptologists had to rely almost exclusively
on traffic analysis and related techniques rather
than cryptanalysis in order to keep tabs on
Tokyo’s fleet."®

There was an important influence in late 1940
that affected the Navy’s overall priority of crypto-
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logic targets. Washington’s previous plan for mili-
tary and naval operations in the Pacific in case of
war, War Plan 13 (WPL13), which had called for an
offensive campaign directed against Japan, was
dropped. In its place, WPL46, derived from
Rainbow Plan 5, the joint army-navy plan for mili-
tary support to Britain and France, called for a shift
in priority to the Atlantic. The effect of this shift was
that by December 1940, of thirty-five cryptanalytic
officers assigned to the OP-20-G headquarters in
Washington, only two to five could be spared at any
time to work on JN-25. A year later, of all naval
officer-cryptanalysts, civilian analysts, and code
clerks in OP-20-G, most were assigned to
European/Atlantic targets, as well as to supplement
the exploitation of Purple."” Many of the reassigned
analysts concentrated on the analytic attack against
the German naval Enigma, a project that would
prove to be unproductive and a serious drain on
personnel.’®

By the late 1930s, both the Army and Navy had
established a number of monitoring sites in the
Pacific region that could intercept all types
of Japanese communications.” The army sites,
located on the U.S. west coast, Hawaii, and the
Philippines, concentrated on Japanese diplomatic
communications. U.S. Navy sites, located also on
the west coast, Hawaii, Guam, and the Philippines
targeted Japanese naval communications. The
facility at Bainbridge, Washington, collected diplo-
matic traffic from Tokyo.*®

A final note on the intercept and decryption of
Japanese communications in the Far East should
be added. The United States was not alone in this
enterprise. Two other countries maintained units in
the region intercepting and analyzing Japanese
transmissions: the Netherlands and Great Britain.
The Dutch had a small intercept and code-breaking
element stationed in the Netherlands East Indies
known as Kamer (Room) 14. The organization was
located at the Technical College in Bandung (or
Bandeong) on the island of Java and was com-
manded by a retired Dutch army officer. The Dutch
had made considerable progress in solving
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Japanese manual diplomatic systems, but had
made little headway with machine ciphers such as
Purple, or Japanese military or naval cryptograph-
ic systems. The Dutch had an exchange program
with the British in Singapore, but it was restricted.
The British sent diplomatic intercept to Bandung,
while the Dutch sent copies of all their intercept,
including Japanese military and naval messages to
Singapore. The Dutch, on occasion, did pass some
translations of intercepted Japanese diplomatic
messages to the American military attaché office in
the East Indies.*!

The Far East Combined Bureau (FECB) con-
trolled British COMINT activity in the Far East.
This was a joint services — Army, Royal Air Force,
Royal Navy, and Government Code & Cypher
School — intelligence and communications intelli-
gence center located in the bastion of Singapore.
The FECB had been relocated from Hong Kong to
Singapore in 1939 for greater security. By 1941
there were about ninety cryptologists at the FECB,
including thirty Women’s Royal Navy Service
(W.R.N.S.) monitors and twenty civilian radio
operators (Civilian Shore Wireless Service and
Foreign Office, or C.S.W.S. and F.O.). The Bureau
was composed of two sections: an intelligence sec-
tion that translated decoded messages and a special
section (or “S.1.”) from the GC&CS that performed
codebreaking. The intercept site was located at
Kranji about four miles from the FECB complex.
The FECB also controlled three monitoring and
direction finding (D/F) stations on Stonecutters
Island in the colony of Hong Kong, Kuching in
northern Borneo, and Penang on the west coast of
Malaya.>*

In late 1940, the Bureau began exchanging
technical COMINT with the OP-20-G at Station “C”
(or CAST) in the Philippines in late 1940. Of partic-
ular interest to the two organizations were the
recovery of the Japanese navy’s AN-Code, as well as
the decrypts and translations of Japanese diplo-
matic messages.>3



United States - Japan Relations
Worsen, 1940 - 1941

From the middle of 1940 to late 1941, the
already uneasy relations between Japan and the
United States deteriorated even more. Japan’s
invasion of China remained the major issue
between Tokyo and Washington. However, it was
Tokyo’s two-stage occupation of French
Indochina, begun in September 1940 and com-
pleted in July 1941, which set off the train of
events that led to war in East Asia and the Pacific.

France had been defeated by Germany in
June 1940. That summer, mired in the fighting in
China that drained manpower and resources,
Japan looked for ways to break the deadlock.
Since 1939 Tokyo had believed that western mili-
tary and economic support had kept China in the
fight. One of the major supply lines ran along a
rail line through northern Indochina across the
border into southern China. If this line was
closed, then China’s resistance might collapse. So
with Vichy France’s acquiescence, Japanese
forces moved into Indochina and shut down the
border.

In response, Washington embargoed aviation
fuel and scrap iron exports to Japan. Tokyo fur-
ther aggravated the situation by signing the
Tripartite Pact with Fascist Italy and Nazi
Germany, the provisions of which appeared
aimed at deterring American involvement in the
fighting in Europe or Asia. In July 1941 Japan
occupied the rest of Indochina and proclaimed it
a protectorate. Japanese naval ships were now
anchored in Cam Ranh Bay. Japanese combat air-
craft were based at airfields as far south as Saigon
— well within range to strike at British air bases
in northern Malaya. In response, President
Roosevelt froze all Japanese assets in the United
States and enforced even stiffer terms of a trade
embargo that essentially foreclosed commerce
between the two nations. More importantly, the
Netherlands and Great Britain took similar meas-

ures, including the cutting off of all oil exports to
Japan.

Japan now faced a strategic crisis and the
clock was running out. Always hostage to its lack
of natural resources, Japan and its naval leaders
now calculated that the IJN had less than a year
of oil reserves on hand, even if it conducted no
major operations.>* Japanese leaders believed
that their country had three choices: abandon its
ambitions to dominate eastern Asia, work out
some sort of compromise with the United States,
or attack Dutch, British, and American posses-
sions in Southeast Asia and gain control of the
resources they held. The Japanese Army favored
war. The Japanese Navy command and staff
planned a quick campaign that supported the
army’s plan to assault Malaya, the Philippines,
and other places in the region. It also planned to
seize Pacific islands and create a defensive barri-
er that the U.S. would have to pierce.

A part of this plan was a surprise carrier air
strike on the United States Pacific Fleet stationed
at Pearl Harbor. The navy’s commander-in-chief,
Admiral Isoroku Yamamoto, realized that the
only major obstacle to any Japanese advance was
the American fleet in Pearl Harbor. After its
destruction, and with the establishment of a bar-
rier of fortified island bases, he believed that any
campaign to retake the territory captured by
Japan would be too costly for the Americans and
that they would settle for terms that recognized
Japan’s preeminent position in the western
Pacific and Southeast Asia.

The Japanese premier, Fumimaro Konoye,
favored some compromise with America. He
offered Washington the proposal that Japan
would withdraw from Indochina after the “inci-
dent” with China was settled. As part of the pro-
posed Japanese agreement, the United States
would restore trade with Japan and release its
assets. The Roosevelt administration rejected
Konoye’s proposal, as well as a further suggestion
for a later meeting between the two countries’
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leaders. The United States demanded both a clar-
ification from Japan of its intent in signing the
Tripartite Agreement and concrete plans to with-
draw from China and Indochina.

In October 1941 Konoye’s cabinet collapsed
and the minister of war, General Hideki Tojo suc-
ceeded him as premier. In early November the
Imperial and Navy General Staffs issued orders to
prepare for hostilities. Military and naval plans
were put into motion while a strategy of talking
with Washington continued. Meanwhile, the car-
rier pilots of the Japanese First Air Fleet, the
mailed fist of the Pearl Harbor Striking Force
(Kido Butai) practiced torpedo and bomb attacks
against simulated facilities and target ships in
Kagoshima Bay and elsewhere in the southern
part of the Japanese Home Islands.

At the same time, American codebreakers and
radio intelligence analysts sifted through
Japanese diplomatic and naval communications
for any clue to Japan’s intentions. By mid-
November 1941, some diplomatic messages from
Tokyo carried references to deadlines. Japanese
naval radio traffic indicated that the various fleets
of the Imperial Japanese Navy were reorganizing
for a major effort to the south. U.S. and British
observers in the region verified this latter intelli-
gence. Then, on 19 November, a diplomatic mes-
sage was intercepted that, once it was decrypted,
seemed to offer the promise a clear warning to the
start of Japanese actions throughout the Pacific.
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Chapter 2
Intercepted Japanese Diplomatic Messages Reveal a Warning
System, 19 November — 28 November 1941

At about quarter after five in the morning of
19 November 1941, a Navy intercept operator at
the naval field station at Bainbridge Island,
Washington (Station “S”), monitoring 9160 kilo-
cycles, plucked out of the air an eighty-one group
message from Foreign Minister Shigenori Togo in
Tokyo to the Japanese embassy in Washington,
D.C. The operator noted that the message con-
tained an indicator — a reference to the type of key
used to encipher the message — that marked the
message as intended for a global audience, that is
all Japanese diplomatic stations around the
world. This indicator was a five-letter group at the
beginning of the cipher text - BUTWJ.

Not all of Tokyo’s diplomats would have
heard this particular transmission of the mes-
sage. Due to reception conditions caused by the
time of day and local weather, as well as the fact
that many Japanese minor diplomatic stations
lacked their own radios by which to hear these
messages, some designated stations were respon-
sible for retransmitting the message to other
regions. The embassy in Washington, D.C., often
was charged to relay messages to stations in Latin
America. Other stations received a version of the
same message via commercial landline telegraph
or cablegram operated by the large communica-
tions companies such as Radio Corporation of
America or Western Union.

The personnel at Bainbridge recognized the
nature of the message and the cryptographic sys-
tem that was used to encrypt it. Since Navy stan-
dard intercept procedure used two separate oper-
ators, one to copy the actual message and anoth-
er to copy the accompanying Japanese radio
operator procedural communications (or “chat-
ter”), it was relatively simple to prepare the inter-
cepted message for transmission to the OP-20-G

operations center in Washington, D.C., where it
would be decrypted. The operator typed up the
encrypted message text along with the message
heading — message number, group count, date
and time — on a paper tape. He then contacted
Washington and when the connection was made
over landline, he fed the tape into his teletype
machine. It spewed out on another machine in
Room 1649 in the Navy Department Building on
Constitution Avenue.

In that building, the message was scanned by
someone familiar with Japanese cryptographic
systems. He recognized from the indicator
“BUTWJ” and other aspects of the message that
this message was encrypted in a manual system
known to the American codebreakers as “J-19”
and marked it so by pencil. The message carried
Japanese Foreign Minister Togo’s name as the
signatory. Since the intercepted message was not
as high a priority for decryption as was Purple
message traffic, the page with the encrypted mes-
sage probably was placed in an in-basket to be
worked later by a cryptanalyst with some free
time.

About six and a half hours later, Bainbridge
intercepted another message from Tokyo to
Washington, this time forty-eight groups long,
that carried the same indicator “BUTWJ” and
also was signed by Minister Togo. The message
also carried instructions the Gaimusho to relay it
to Rio De Janeiro, Brazil, Mexico City, Mexico,
and the consulate in San Francisco. Bainbridge
processed this intercept as it had the other mes-
sage and sent it along to the OP-20-G watch cen-
ter. The second intercepted message was tagged
also as being encrypted in J-19. As in the first
message, these bits of information were identified
and noted in pencil on the copy when the message
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was first scanned at the watch center in
Washington. And, like the first message, it was put
into the in-basket to be worked later.

U.S. Navy Monitoring Station “S” —
Bainbridge Island, 1940

When finally processed, the contents of the
messages would form the heart of the controversy
known as the “Winds Message.” However, before
that story can be told, it is necessary to explain the
cryptography of the Japanese manual system
known as J-19 and how the system played in the
drama of American diplomatic codebreaking before
Pearl Harbor.

The Cryptography of the J-19 System

As mentioned in the previous chapter, like
many countries, Japan relied on a mix of ciphers
and codes to secure its diplomatic traffic. Also,
Japan was one of the earliest countries to rely on
cipher machines to encrypt some of its more sensi-
tive or important communications. However, these
machines were expensive to make, maintain, and
protect. In the summer of 1940, only about ten
diplomatic missions held Red and Purple cipher
machines, though more were scheduled to receive
the machines.! Also, these devices could be avail-
able only at missions whose physical facilities were
considered secure from physical compromise to the
intelligence services of host countries. The physical
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security status of Japan’s overseas diplomatic facil-
ities was heavy on the minds of Tokyo’s diplomats.
In April and December 1940, the Foreign Ministry
queried its overseas facilities about physical securi-
ty. The results might not have encouraged Tokyo
about security at many of the sites such as the
embassy in Bogota, Colombia, and the consulate in
New Orleans in the United States where the sensi-
tive material was stored in rooms below the con-
sul’s bedroom with no sentry save the diplomat
sleeping upstairs.* In late December 1940, Tokyo
informed its embassy in Washington that it was
shipping a metal safe that was about two meters
high, a little over a meter wide and one meter deep.
In this safe would go all cryptographic material,
including the embassy’s HINOKI (Purple)
machines and all manual codes and ciphers.?
However, the security measures for Washington
would not work at most of the other facilities
because of a lack of space and insufficient Japanese
personnel to maintain security.

The problem for Tokyo in 1940 was that if an
important or top-secret message needed to be sent
to all stations — a “circular” — encrypting it with
either the Purple or Red machine was no solution.
The vast majority of Japanese missions did not
have either device. A further cryptographic system
was needed to supplement the machine systems;
yet it had to be secure to the point where sensitive
and secret traffic to all diplomatic sites could be
encrypted by it. The solution was to field a new
manual code with a particularly complex encryp-
tion system.

Japan Fields a New Diplomatic Manual
Cryptographic System

In mid-June 1940, the Japanese Foreign Office
informed all of its overseas stations that a new sup-
plementary manual cryptographic system would
soon be put into effect and that they would receive
the appropriate code books and auxiliary systems
associated with it.* The system was called MATSU
(Pine). It consisted of two code tables with digraph
and tetragraph values for Japanese Kana (phonetic



Japanese syllabary) along with two auxiliary
encryption systems, a substitution table and a
transposition cipher, designated K-5, by which
resulting code text messages would be encrypted
for greater security. Both the tables and the auxil-
iary transposition encryption system were sub-
stantial advances in size and complexity over the
immediately preceding diplomatic cryptographic
systems, notably J-11 through J-15.

About every three months thereafter, this new
manual code and cipher system would undergo
major upgrade, that is, a new code table and aux-
iliary system would be introduced, with a total of
three changes completed through mid-1941.
MATSU was labeled J-16 by the Americans. The
final system in this series progression would be
designated J-19 by the Americans. The J-19 sys-
tem would be an important part of the Winds
controversy. At the same time, the story of its
changes and the American solutions reveals
much of the situation of American cryptanalysis
against systems other than Purple.

Below is a list of the system designators, read-
ing from the left, the American designator, the
auxiliary transposition cipher designator (“K”),
the Japanese covername and the effective dates:

J-16 K-5 MATSU (pine) 15 August 1940 — 30 November 1940

J-17 K-6 HAGI (shrub) 1 December 1940 — 28 February 1941
J-17 K-7 Not available 1 March 1941 — 21 June 1941
(London Embassy)

J-18 K-8 SAKURA (cherry) 1 March 1941 - June 1941 (Special use)
“X” K-9 Not Available 11 March 1941 — 25 April 1941
(Moscow Embassy)

J-19 K-10 FUJI (wisteria) 21 June 1941 — 15 August 1943

Fig. 2 . MATSU code successor systems

The code tables for MATSU were designated
J-16 by the Americans soon after they recognized
the initial intercepted messages were encoded in
groups substantially different from the current
code, J-15. MATSU and its successors were con-

siderably more complex than the systems that
preceded them. MATSU, with its code structure
and the auxiliary systems, in fact, was a quantum
leap in size, scope, and sophistication over the
previous manual systems used by Tokyo’s diplo-
mats. The MATSU code charts were twice as
large as those tables for the immediate predeces-
sors J-11 through J-15. These earlier systems,
which were in effect from 1939 through mid-
1940, carried about 400 to 800 total code group
entries consisting of plain text syllables with the
corresponding digraphs, tetragraphs, and even
the occasional trigraph (three-letter) code group.
MATSU carried nearly double the number of code
group entries — a total of almost 1,600 code
groups. In the final version of MATSU, the J-19
system (with the Japanese cover name of FUJI),
for example, the digraph LW represented the
kana syllable SHI, and the two-letter group KP
represented the syllable HA, and so on. These
digraphs formed one code table that contained
676 code-for-text values. The American code-
breakers would reconstruct this table in an analog
fashion by creating a decrypt chart, being far eas-
ier to use for the decryption of messages. [See
Exhibit #1]°

Punctuation and format requirements in mes-
sages, such as periods, commas, parentheses, line
feeds, and new paragraphs were represented with
separate and specific two-letter code groups. For
example, the digraph “NC” corresponded to the
start of a new paragraph in the message.

An accompanying second code chart con-
tained four-letter code groups, which were used
for items of text that were too difficult or clumsy
to encode by syllable or letter substitution from
the two-letter chart. These items included com-
mon foreign words, usually of a technical nature,
proper names, geographic locations, months of
the year, etc. There were 900 such four-letter
code-for-text values on this second chart. These
code groups were nested in the regular two-letter
code text, segregated in the text by the two-letter
code groups for special characters, such as HL for
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the open “[” (open brackets) character. This latter
digraph was one of the special two-letter code
groups used to alert the Japanese code clerk who
was either decoding or encoding the message to
refer to the chart of four-letter code groups.

There were two auxiliary cipher systems that
were to be used to encrypt the coded messages:
the Q-1 substitution system and the K-5 transpo-
sition system. The Q-1 process involved a compli-
cated process of adding randomly selected letters
to single letters in a coded message text, which
were then replaced, or substituted with random
two-letter groups from either of two substitution
tables. Either of two five-letter indicators —
CIFOL and VEVAZ — would appear as the first
group of a message and pointed to one of two
deciphering tables for the code clerk to use.
However, this complicated auxiliary system
seems to have been used only rarely.®

The auxiliary transposition system, designat-
ed K-5, was used almost always to encrypt a mes-
sage encoded with J-16 and its successors. At its
basic level, a transposition cipher mixes the order
of the elements of a message’s text, whether
plaintext or coded text. Generally, the plaintext or
coded/cipher text is inscribed horizontally into a
matrix, or “cage,” of columns and rows of a
dimension specified by the length of the message.
The cipher text is created when the text is tran-
scribed vertically (or “read out”) from the
columns of the cage in a specified order, which is
established by a “key.” A simplified version is
given in the example below:

Step 1. The message plaintext, TOMOR-
ROW ALL UNITS ATTACK THE TOWN AT
DAWN, is inscribed in a

1 2 3 4 5 6 6X6 matrix horizontal-
TO MO R R ly:

OW A L L U

NI T SAT Step 2. The “key” for
TA C K T H this message is 3-1-6-2-
ET O W N A 5-4. Thetextis now tran-
TD A WN -
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scribed (or “read out”) vertically in the order set
by the key.

The transposed text now reads (The cipher
text is arranged in groups of five for easier
transmission. Extra letters or spaces were often
filled with “dummy” characters to achieve a
complete 5-letter group.):

MATCO ATONT ETRUT HAOWI
ATDRL ATNNO LSKWW

To decipher the message, the recipient
reverses the process and inscribes the enciphered
text into the matrix in the order set by the “key”
and then reads out the text horizontally.

The K-5 transposition system, and all of its
follow-on systems, naturally was far more sophis-
ticated than the above example. In fact, the K-5
system was a major advance over previous trans-
position systems. Earlier ones that were imple-
mented in 1939, notably K-1 through K-4, used an
unfilled matrix for transcribing the coded text.
Matrices or cages varied in width, namely, the
number of vertical columns, from six to fourteen.
The systems also used sets of five keys for tran-
scribing text out of the matrix that were effective
for a month. These keys were used on designated
days in the month, usually six days picked at ran-
dom or in a specified sequence of days, such as 1-
6-11-16-21-26-31, 2-7-12-17-22-27, etc.

The K-5 transposition system was a major
step forward for Japanese diplomatic cryptogra-
phy because of two innovations. The first was that
the parameters for the matrix into which the code
groups were inscribed had advanced significantly
in both complexity and size. This more sophisti-
cated matrix was the hallmark characteristic of
the new transposition system and appears to have
been the foundation for the K-5 auxiliary system
and all of its successors through K-10. The second
innovation involved the use of more frequently
changed key settings for the transposition
sequence. The K-5 system used one hundred keys



for three months as a daily-changing key. The key
also varied more in length, being as long as twen-
ty-five elements instead of the old maximum of
fourteen. As the Japanese superseded the basic
code charts in J-16, the associated transposition
system simultaneously would be replaced.

The K-10 auxiliary transposition system asso-
ciated with the J-19 code merits a detailed
description. The K-10 cipher operated in continu-
ous, nonrepeating, ten-day periods for each
month, divided by the numbered days of the
month 1-10, 11-20, and day 21 to the end of the
month. Each ten-day period used a separate
transposition matrix or cage, which the American
codebreakers would refer to as a “form.” A form
was a cage at its largest twenty-five columns wide
(horizontally) and up to thirty-five rows deep
(vertical). The significant aspect of the form was
the presence of randomly placed filled spaces in
the cage, actually called “blanks,” which resem-
bled the nulls in a crossword puzzle. The appear-
ance of blanks had the effect of breaking the flow
of the coded text and created irregular lengths for
each column of text. This was intended to make
the system more secure through irregular seg-
ments of the complete text. The Japanese num-
bered the forms sequentially and each had a
unique arrangement of blanks. The Americans
called this type of form with embedded blanks a
“stencil.” [Exhibit # 2]” The Americans designed
the blanks for their stencils used for decrypting J-
19 messages either as inscribed dark spaces or
with punch-outs, much like a grill.

As for the key, in K-10 system, the Japanese
used a daily-changing key for the stencil. This
key, which defined the number of columns used
in a form, was a string of digits from 1 to 25, which
varied in length daily from nineteen to twenty-
five positions. The predecessors of the K-10 used
different sets of key, or “banks.” The first one, K-
5, associated with J-16, used one hundred sepa-
rate keys with lengths from fifteen to twenty-five
positions. The next variant, K-6 (associated with
J-17), merely reused the same one hundred keys,

though with different indicators, that is, code
groups that pointed to the key to be used for that
period. The K-10 key took the process a further
step by increasing by nearly a factor of four the
possible key values. It is quite possible that the
Japanese had generated all possible key settings
for all possible key lengths and then randomly
selected a number of them for use. By mid-1942,
the Japanese may have exhausted this key library,
for they began to reuse old 1941 key for messages
encoded in J-19. However, they did not just reuse
old key, but devised a method for relocating ele-
ments in the key string according an algorithm 1-
3-5-7...10-8-6-4-2. A second method was devised
in which old key strips were added “falsely”
together, that is, dropping the resulting tens-posi-
tion digit.®

As mentioned above, the forms were poten-
tially twenty-five columns wide, but a shorter key
defined a “thinner” form, diminished from the
right-hand side sliding to the left. The final width
of the ten-day form was determined daily by the
length of that day’s key. The height or depth of the
form was determined by the length of the mes-
sage being encrypted: the longer the message, the
higher or deeper the form.

An indicator, a group of five letters placed in
the first position of the beginning of the mes-
sage’s cipher text, designated the key to be used
on that particular day. The Japanese attempted to
complicate further the solution of messages
encoded in J-19 by establishing separate indica-
tors (or “channels”) for four distinct groupings of
diplomatic stations: a general, worldwide audi-
ence, one for stations in Europe (which included
diplomatic facilities in North Africa and the
Middle East), another for those in both Americas
(which included the United States), and one for
stations in Asia. But American cryptologists had
readily identified the indicator. This was the
group that personnel at Bainbridge Island moni-
toring station recognized and therefore they were
able to identify the J-19 cryptographic system
used for the two messages of 19 November.
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This allocation of audiences resulted in the
situation whereby on any given day there were
four additional sets of daily key in addition to the
layout of the form that had to be recovered by the
Americans. This process of recovering the key
added to the difficulty required for the complete
exploitation of messages encrypted in J-19 and its
auxiliary transposition systems daily.® Recovery
of keys and the form often took well over a week.
For example, the keys and form for messages of
18 November 1941 were not recovered until 3
December. By one estimate, at least ten to fifteen
percent of J-19 key during the period leading up
to Pearl Harbor was not recovered.'®

The Americans Solve the New Manual
System

Shortly after the Japanese introduced the new
manual code in mid-summer 1940, an Army
code-breaking team headed by Frank Rowlett
managed to isolate it in the intercepted diplomat-
ic traffic. Frank Byron Rowlett was one of the first
persons hired in 1930 by William Friedman for
the newly hatched Signals Intelligence Service.
Rowlett was born in southwest Virginia in 1908.
After graduating from college, he took a job as a
high school math and science teacher. In 1930

Frank B. Rowlett
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Friedman offered Rowlett a job as a “junior crypt-
analyst,” a position that was a mystery to him
until he arrived at SIS. Rowlett demonstrated an
ability to beat machine cryptography, solving the
Japanese Red machine in 1935 and later super-
vised the team that broke Purple in September
1940. He also designed the major U.S. machine
system known as Sigaba, a system that defied all
Axis efforts to solve.

There is some confusion, though, with the
story of the solution to J-16 and that is in the
vagueness of the chronology of the breakthrough.
Rowlett, in his memoirs, relates that the new
diplomatic system, which eventually would be
labeled J-16, appeared about the time that the
processing of Purple intercepts had gotten down
to “a routine procedure.” The first “Magic” trans-
lations were produced on 27 September 1940, but
this “first” was achieved only because the two
translations were of messages that used the same
key. However, it would be about another three or
four weeks before translations would be pro-
duced daily. The production had to await both the
recovery of the Japanese method of key genera-
tion for Purple, as well as the construction of an
analog device that performed all of the functions
of the HINOKI machine." This would place the
“routine” production of Magic sometime in the
latter part of October.

However, available translations of Japanese
diplomatic messages encrypted in MATSU indi-
cate that the SIS team was exploiting the J-16K5
system well before the Purple breakthrough.
While fragmentary, the dates of translations sug-
gest the following chronology. As of late August
1940, a number of Japanese diplomatic facilities
had begun to use J-16, notably the consulates in
Seattle, Washington, and Honolulu, Territory of
Hawaii. On 28 August the Japanese embassy in
Geneva was informed that, as of the receipt of
that day’s message number #79, it was to begin
using MATI[S]U. It also mentioned that eight
other cities, including Washington, D.C., had



already switched to MATSU." Within a week, a
number of other stations were using MATSU or J-
16, though some stations, such as Rome, were still
using J-14 as late as 12 September.

Interestingly, the SIS was producing transla-
tions of messages in the new J-16 system as early
as 7 September 1940, some three weeks before
the first Purple machine translations were com-
pleted and several weeks before “Magic” transla-
tion production became a routine procedure. So,
Rowlett’s narrative, even as vague as it is, differs
from the records. If, by late August, the Japanese
were already using J-16 in eight cities, it could not
have come “on-line” much earlier than that
month. This means that Rowlett and his code-
breakers did not have much time to analyze the
new system and then solve it; in fact, it was only a
few weeks.'> How did they solve it so quickly?

When the diplomatic traffic encrypted in the
new system was studied, Rowlett noticed that the
groups of characters in the new system differed in
composition and frequency from those seen in
the Japanese machine ciphers systems. He sus-
pected a new manual system. Diagnostic tests
that could derive clues to the system were applied
to the groups in the intercepted text. The results
suggested that a code was being transposed, but
with a greater effectiveness than the predecessor
systems like J-14.

Rowlett initially suspected that the Japanese
were using a variation of a World War I German
military field cryptographic systems known as
“ADFGVX.” The German Army implemented this
field cipher as it prepared for the massive offen-
sives of March 1918 that almost broke the Allied
armies defending Paris. It effectively prevented
the Allies from reading German radio traffic for
several weeks until it was broken by the French in
early June in time to stop the German onslaught.
This was a system in which a plaintext message
was encrypted with a digraph substitution cipher
that used only the referenced six letters — hence
the eponymous title. The message was inscribed

into a form or tableau, but with nulls, that resem-
bled something not unlike a checkerboard. The
horizontal and vertical values, that is, the place-
ment of the six letters, were scrambled every day.
To further complicate the issue, the cipher text
then was superencrypted using a transposition
scheme. This last step had the effect of fracturing
the original cipher text digraphs, thereby destroy-
ing the frequency of their incidence within a mes-
sage — the best method for exploiting and solving
the cipher, the frequency of certain digraphs, had
been removed.'

Rowlett reported that his team worked with
an OP-20-G team on the effort against the new
system, but that little progress had been achieved
by either group. Then, about a month after the
system had been in effect, probably late August
1940, Rowlett was invited by the Navy cryptana-
lysts in OP-20-G to visit them in their nearby
offices. They revealed to him that naval intelli-
gence (OP-16) had recently burglarized an
unspecified Japanese diplomatic facility in the
U.S. They had opened the code clerk’s safe and
photographed the codebooks, key, and other
material. The haul included snapshots of the
most recent J-16 codebooks, ten-day forms, and
some of the key for the new auxiliary
transposition system. From the pictures the Navy
had taken, Rowlett now knew how the new J-16
cryptographic system functioned. He realized
that the Japanese were encoding the plaintext
and then transposing the resulting text. This tech-
nique broke up the code’s digraphs and made
solving it extremely difficult. Now, armed with
copies of the documents photographed by the
Navy, the solution and exploitation of the system,
soon to have the J16K5 designator, would be
much easier. This acquisition of the J-16 material
explains how the first published translations of
messages encrypted in J-16 were available in the
second week of September.

The United States Navy’s Office of Naval

Intelligence (ONI) had compiled a long history of
break-ins of diplomatic facilities and residences
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in various U.S. cities in order to obtain copies of
cryptographic materials and other classified doc-
uments. Between the end of the First World War
and 1941, Naval Intelligence carried out a number
of these “black bag jobs.” In the early 1920s, ONI
had purloined the main Japanese naval code
book to which the covername “Red” (not to be
confused with the Red diplomatic cipher
machine) was given. In 1935 the apartment of the
Japanese naval attaché in Washington was bur-
glarized, though nothing of value was found.
Later, in May 1941, in one of the most brazen
efforts, a team of navy and customs personnel
boarded the Japanese merchant ship Nichi Shin
Maru of the Pacific Whaling Steamship Company
at Port Costa near San Francisco. They planted
some drugs in the captain’s cabin and in the ensu-
ing confusion confiscated his copy of the current
merchant (Maru) code and several other docu-
ments dealing with communications. When the
Japanese consulate intervened and requested the
documents’ return, U.S. Customs replied they
would give the documents back when the investi-
gation was completed; presumably they meant
the drug issue. The Japanese consulate informed
Tokyo by cable of the situation. It also suggested
to Tokyo that if any other Japanese vessels were
boarded in the future, then the cryptographic
material that was on hand should be destroyed
lest it fall into American hands.*® The SIS, which
had already broken that code, was angry that the
Navy’s stunt would alert the Japanese to
American interest in their codes.'®

Despite the bounty, Rowlett was uneasy with
the implications of the Navy’s burglary and right-
ly so. While their photographic snatch had helped
immeasurably in reducing the time needed to
recover the new diplomatic code and its auxiliary
transposition cipher system, Rowlett was worried
about the long-term potential for compromise
these actions posed for current and future Army
cryptanalytic projects. If the Japanese ever sus-
pected that their facilities had been entered and
their cryptography had been compromised, they
would change whatever systems were operational
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and, therefore, place him and his codebreakers
back to the beginning. Moreover, if the Japanese
became truly concerned over the scope of the
compromise of their cryptographic systems, they
might even go further and replace the Red and
Purple cipher machines that had taken Rowlett
and his codebreakers so long to exploit."”

Rowlett went to the Army brass with his con-
cerns about the Navy’s break-ins. He saw
Brigadier General Joseph Mauborgne, who was
the Chief Signal Officer, head of the Army’s Signal
Corps, under which the SIS operated. General
Mauborgne was an accomplished cryptanalyst
and a long-time proponent of communications
intelligence, going back to the early 1930s when
he sat alone listening to his radio for foreign radio
traffic while he was stationed in the army base in
the Presidio in San Francisco, California.
Mauborgne had been promoted to the position of
the Chief Signal Officer in 1938 and had pressed
for expansion of all parts of the army’s COMINT
program.

Mauborgne agreed with Rowlett’s fears about
the navy’s second-story jobs. He wanted these
clandestine forays into foreign diplomatic mis-
sions to end before a major compromise hap-
pened. He told Rowlett that he would “take it to
the White House” if the navy refused to desist."®
However, Mauborgne, who was a technically gift-
ed codebreaker in his own right, also had reserva-
tions regarding the Rowlett’s ability to solve the
new Japanese system without recourse to the
Navy’s “lifted material.” In this, William
Friedman, who headed up the SIS, seconded the
general’s doubts. Friedman believed that the new
transposition cipher could not be broken by pure
cryptanalysis.'® Still, the Army codebreakers went
to the Navy Building next door to their offices in
the Munitions Building on Constitution Avenue
in Washington, and convinced the head of OP-
20-G, Commander Laurance Safford, to get naval
intelligence to agree to hold off for a while and to
inform the Army about any future break-ins.



Mauborgne and Friedman’s pessimism about
the effectiveness of pure cryptanalysis against J-
16 became a red flag waved in front of Rowlett. He
was determined to prove the system could be
recovered through pure cryptanalysis. He won a
concession from both the Navy and Army crypto-
logic staffs for time to allow him to attempt to
recover any changes to the new system without
any covert acquisitions. He banked upon the
Japanese tendency to regularly replace current
systems. He did not have to wait long. At the end
of November, the Japanese replaced the auxiliary
transposition system, K-5, with a new version,
labeled K-6, as well as the basic code, which was
known as HAGI (Shrub), which the Americans
later labeled J-17. After two weeks, the Japanese
slipped up. A message encrypted in K-6 was sent
as a circular. A circular message is one that is sent
to more than one station; in the case of this sys-
tem, it probably meant that the message was sent
to all of the stations in one of the four audiences.
However, one station in this group received a ver-
sion of the circular message with about fifty extra
letters of text. This additional text allowed
Rowlett to solve K-6. As it turned out, the K-6
transposition system merely reversed the indica-
tors from the K-5 system and also inscribed text
into the form beginning from the extreme right
column instead of the left.>°

Over the next year, as each new variant to the
original MATSU system was activated by Tokyo,
the Army cryptanalysts were able to solve it. The
code structure remained the same with plaintext
values merely being reshuffled to new code
groups. The auxiliary cipher systems were a vari-
ant of the preceding system. At the same time,
independently of the Americans, the British and
Dutch codebreakers in Singapore and Bandung
were also exploiting the new manual system and
its successors.

By August 1941 the Gaimusho cryptographers
were ready to activate the latest variant. Rowlett
and his team were tipped to the new system by a
message from Tokyo to Washington on 22 June

1941. In the text Tokyo announced that the cur-
rent code, SAKURA, known as J-18 to the
Americans, would be replaced by the new version
called FUJIL.*' The first two messages in the new
FUJI system were discovered to have been literal-
ly double superenciphered with the Purple
machine. After the Purple cipher had been
stripped away, the transposed code text was
exposed. Rowlett analyzed the code groups after
they had been transposed back to the original
four-letter groups. Upon inspection of these
groups, he recognized some curious combina-
tions that led him to suspect that the groups were
not from a table like the three earlier systems, but
were derived from some other source. His suspi-
cions centered on a letter count of the messages,
which revealed that forty-eight percent of the text
consisted of vowels. This did not square with the
percentages from the previous system, J-18 or
SAKURA.**

Rowlett recognized that the coding system
used in the FUJI appeared to be a derivative of a
code known as “CA,” which had been in use since
1936. The system had stopped using a cipher in
1937. Its use was often indicated by the appear-
ance of the digraph “CA” in the first group. The
system also had an auxiliary English speller table
with twenty-six digraphs substituted for the let-
ters of the English alphabet. This auxiliary system
usually carried the indicator “AQ.” This was
another point of recognition that Rowlett may
have locked onto during his analysis of the cipher.
However, the first efforts to transpose the mes-
sages back to the original code groups failed.

Rowlett tried another approach, which was to
recover the key and forms used in the messages.
From these he derived the 1,600 digraphs of
untransposed code. Then he developed an index
for the recovery of the tetragraphs. By analyzing
the new system in this manner, Rowlett looked
first for the tetragraphs that would have indicated
dates or foreign names. He found the tetragraphs
in question; in fact, they were groups from the J-
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18 table which had been reversed. He broke the
new system within a day.>3

However, solving FUJI, or J-19K10 as the
code and its auxiliary transposition cipher were
now titled by the American codebreakers, did not
necessarily mean that exploitation of the traffic
encoded in that system was easy. In fact, exploit-
ing messages in J-19 remained a difficult proposi-
tion at best. Captain Safford estimated that the
Americans failed to recover about ten to fifteen
percent of J-19 key whereas only two to three per-
cent of Purple key was not recovered.** Actually,
the key recovery rate was much lower. According
to an OP-20-G cryptanalytic report from October
1941, as of the end of the previous month only
twenty-one percent of the J-19K10 key had been
recovered.” The problem, of course, was that
each day’s key had to be recovered, while three
times during a month the form or stencil was
replaced. Estimates of time needed to exploit a
message encoded in J-19 ranged from about a
half day to as many as five, but individual mes-
sages could take anywhere from ten to fifteen
days to decrypt.2® The irony was that, while the J-
19 system was far easier to solve, it remained a
considerably more difficult system to exploit
daily. Purple took eighteen months to solve, but
its exploitation was far easier — usually the
decryption and translation of a Purple message
were completed within one day of receipt of the
original intercept, thanks in large part to the
recovery by the navy cryptanalyst Frank Raven of
the Purple daily key generating scheme.

The tradeoffs in the relative security of cryp-
tographic systems sometimes belie their ultimate
importance, as well as their vulnerability. The rel-
ative importance the Americans assigned to the
exploitation of J-19 and Purple suggests that J-19
traffic was not considered as important to com-
plete as was that for Purple. Precisely why is not
clear. It is possible that the ease of solution for J-
19 might have biased American codebreakers into
believing that, in terms of importance, it was a
secondary system relative to Purple. Also, that
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Purple machines generally were distributed to
major capitals or cities might have led the
Americans to consider the machine a far more
valuable intelligence source. Whatever the reason
or mix of reasons, Purple became and remained
the priority Japanese diplomatic target for the
army and navy codebreakers up to and beyond
Pearl Harbor.

The resulting joint effort against Purple con-
tinued to consume the major portion of time and
analytic resources available to both services. After
Purple, the two services worked J-19, PA-K2, and
the LA systems, followed by plaintext traffic and
broadcasts. The efforts against messages in sys-
tems other than Purple suffered by comparison
because of this prioritization. This deficit can be
measured in terms of messages translated, the
penultimate step in processing any intercept. For
example, from 1 November to 7 December 1941,
American cryptologists decrypted and translated
about two-thirds of all intercepted Purple mes-
sages. During the same period, only sixteen per-
cent of all intercepted messages encoded in J-19
were translated.?” Essentially, even if a message
had been decrypted quickly, it could sit in an in-
basket awaiting translation. There was, in the
words of Captain Safford, “no urgency” attached
to exploiting messages encrypted in J-19.®

November 19: Japanese Message #2353
— The First Winds Instruction Message

The first message intercepted by the monitor-
ing site at Bainbridge Island, Washington,
Japanese message number 2353 [Exhibit #3],%°
was not completely processed until 26 November.
It is not certain when it was decrypted, but there
is some evidence that the British FECB in
Singapore recovered the key to that day’s J-19
cipher and relayed it to Washington via London
on 24 November.3® The recovered key sequence
[Exhibit #5]3' used to transcribe the coded text
into the columns read: 3-17-12-4-5-18-2-10-19-7-
11-9-14-1-6-16-13-15-8. The indicator BUTWJ
designated the message for a global audience and



that form (or stencil) #8 was to be used for the
transposition cipher.

Since the message was intercepted on an odd-
numbered day, it was OP-20-G’s job to process it.
The analyst’s first step was to inscribe the code
text into the correct Form, number 8. [Exhibit
#56]3* The next step was to correctly read out the
code digraphs on a worksheet. But this required
the daily key, which was not available until 24
November. On this sheet the analyst would write
the Japanese kana plain text value under the code
groups. [Exhibit #6132 After this, a Navy linguist
produced the kana text version of the message to
translate. [Exhibit #7]3>4 A translation was final-
ly published and released on 28 November. The
translation carried two serial numbers represent-
ing the split/double duty by the two services.
There was the Army SIS number, “25432,” and
the Navy JD-1 (Japanese Diplomatic Translation,
1941), “6875.”% [Exhibit #8]>°

The main points of message number 2353
were these:

*The “execute” message phrase was to be sent
in case diplomatic relations between Japan and
one of the three named countries were “in dan-
ger.”

*There were three phrases, each unique and
signifying the state of relations with one of the

three countries:

— HIGASHI NO KAZE AME (East Wind Rain)
if Japan — United States relations were in danger,

— KITA NO KAZE KUMORI (North Wind
Cloudy) if Japan — Soviet Union relations were in
danger, and

— NISHI NO KAZE HARE (West Wind Clear)
if Japan — Great Britain relations were in danger.

*Each phrase would be repeated as a special
weather bulletin, twice in the middle and
twice at the end of the daily Japanese language
short wave voice news broadcast.

*When the message was heard, each diplo-
matic facility was to destroy all codes and impor-
tant papers.

Interestingly, the SIS revised this translation
in September 1944. This was done at the request
of William F. Friedman, who, at the time, was
preparing to testify before the first round of hear-
ings of the Clarke Investigation into the attack on
Pearl Harbor. Three Army linguists worked on
the new translation, including John Hurt, who
had been hired by Friedman in 1930 as part of his
original staff. The translation added some of the
personal tone of the message missing in the orig-
inal. The revised version differed little in the text
except for one point. In terms of relations with
Great Britain, it added that the situation also
could include an occupation of Thailand, the
invasion of the Netherlands East Indies, and the
invasion of Malaya. [Exhibit #9]3” No one
knows why these three additional scenarios were
kept out of the original translation issued on 28
November 1941, especially since the reference to
the Netherlands is obvious in the kana text.

November 19: Japanese Message #2354
— The Second Winds Instruction
Message

The second Winds message, number 2354
[Exhibit #4]3®, was decrypted and translated by
26 November, seven days after it had been inter-
cepted. The message’s encoded text was inscribed
into Form #8. [Exhibit #10]3° As with message
#2353, the analyst recovered the true code text
only after receiving the key from the British site in
Singapore on 24 November. The analyst then
produced the worksheet of the original code text
with the plaintext kana values written under-
neath each digraph code group. [Exhibit
#11]*°The translation was then produced,
reviewed, and issued on 26 November. Like its
predecessor, the final translation of message
#2354 carried two translation serial numbers
representing the split/double duty performed by
both services. There was the SIS number,
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“23592,” and the OP-20-G serial, JD-1 “6850.”
[Exhibit #12]*

The lower serial numbers by both services
indicates that message #2354 was completely
processed and released before #2353. Why this
occurred is not totally clear, though the fact that
the second message was about forty groups short-
er may have been a factor. Also, like the first mes-
sage, in September 1944 a revised version was
done at the request of William Friedman. The
revised version, though, differed little in sub-
stance from the original. [Exhibit #13]**

The main points to message #2354 were
these:

*The warning was to be sent if relations were
in danger of breaking down — “mortally strained”
was how the 1944 version translated the expres-
sion.

*Three single words were listed as the alert
codewords. These words happened to be the same
first word of the three code phrases contained in

#2353:

— HIGASHI (East) if it related to U.S.-Japan
relations;

— KITA (North) if it concerned Japan-USSR
relations; and

— NISHI (West) if it concerned Japan-Great
Britain relations, which included the situation in
Thailand, Malaya, and the Netherlands East
Indies.

*Each word would be repeated five times both
at the beginning and end of the General
Intelligence, or News Broadcast [[PPA JOHO]. In
the 1944 version of the translation, the instruc-
tions stated that the words would be inserted in
the General News Broadcast, which was a
Japanese overseas news broadcast transmitted in
Morse code. For an example of a transcription of
this type of news broadcast. [Exhibit #14]*

Page 26

The Americans were not the only ones to
intercept and process these two messages.
Cryptologists for Australia and Great Britain also
collected, decrypted, and translated the same
messages. They produced slightly different texts,
as would be expected. For example, for message
#2353, Eric Nave, a Royal Australian Navy lin-
guist, translated the introductory paragraph this
way:

Owing to the pressure of the internation-
al situation, we must be faced with a gen-
erally bad situation. In that event, the
communication between Japan and the
countries opposing her would be severed
immediately. Therefore, should we be on
the verge of an international crisis we

will broadcast twice....**

On 28 November the Commander-in-Chief of
the U.S. Asiatic Fleet (CINCAF), Admiral Thomas
C. Hart, who later headed an inquiry into Pearl
Harbor from February to June 1944, relayed the
news to Washington and Honolulu that the
British at the FECB in Singapore had intercepted
the same two Winds messages. The message
added that the British and the U.S. Navy moni-
toring station at Cavite, Philippines (known as
“Cast”), would be listening for the two broadcasts
as outlined in the messages. The message noted
that the intercepted messages contained warn-
ings that were to be broadcast if relations between
Japan and any of the three other countries were
“on the verge of being severed.” [Exhibit #15]%

The Dutch intercept station in the
Netherlands East Indies, Kamer 14, also inter-
cepted and decoded the same two messages as the
British and the Americans. The first, Japanese
serial #2353, was transmitted from Tokyo to
diplomatic stations in the Far East. The second,
serial #2354, was relayed from the Japanese
embassy in Bangkok to their consulate in Batavia
on the island of Java. The Dutch authorities
passed along the contents of the Japanese mes-
sages to both the American military and naval



attachés in Batavia. Both attachés cabled the War
and Navy Departments of the Dutch intercept.
The State Department also was alerted to the
messages by its representative in Batavia, Consul
General Walter Foote. [Exhibit #55]*® Foote
reported the two Dutch translations, though he
stated that the coded phrases meant “war” with
either of the three named nations. Yet, in the
same message to Washington, Foote added that
the second message from Bangkok to Batavia car-
ried the expression “threat of crises.” Foote, how-
ever, was skeptical of the importance of the infor-
mation from the Dutch. He noted in his report
that since 1936 such warnings of impending
Japanese hostilities in the region “had been com-
mon.”¥”

It is worth emphasizing that the Japanese
Foreign Ministry established two distinct, though
related, ways of notifying its diplomats of a
change in relations that warranted the destruc-
tion of vital papers and cryptography. The
Gaimusho intended to set up a warning mecha-
nism that accomplished three things. First, it
would be effective even if traditional lines of com-
munications were cut off. Tokyo’s diplomats
could listen over any shortwave radio for the
broadcasts. Secondly, it was a mechanism that
was unique for its intended audience. The sce-
narios spelled out in the Winds instruction mes-
sages, in which the open code (or codeword)
phrases or words would be passed, were distinct
from any situation in which a phrase or word
about the weather could be misconstrued, i.e., a
regular weather report or broadcast.

Finally, that anyone else might hear the open
code phrase or word was not important. The
meanings of the Winds codewords or phrases
were innocuous to anyone else who might be
monitoring the overseas broadcast out of Tokyo.
The security of the mechanism was that the
knowledge of the true meaning of the Winds code
was restricted to the Japanese Foreign Ministry
and its diplomats. The sense of security was

heightened by the fact that the Japanese were cer-
tain that FUJI (J-19) could not be exploited.

However, in their certainty, the Japanese
diplomats were gravely mistaken. Although the
code phrases and words were difficult to exploit
quickly, the Americans (and British and Dutch)
within a week knew in detail the instructions con-
tained in the Winds phrases and words. With this
information in their hands, the Americans now
had a way of measuring any change in the rela-
tions between Japan and the United States. A
Japanese news broadcast that contained the
Winds code phrases and words signified an
increase in “danger” in relations between the two
nations. The Americans knew that the next step
was for Tokyo’s diplomats to destroy all of the
classified material and equipment held in its facil-
ities. What could be a clearer warning than that?

What remained to be done was for the SIS and
OP-20-G to task their respective monitoring sites
to listen for the Winds message(s) and then await
their transmission. Yet what was apparently sim-
ple would, over the next ten days, become com-
plicated and confusing.
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Yet, the Roosevelt administration in Washington
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inal and conveyed that same meaning to the Americans.
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throughout East Asia that lay at the heart of the dispute
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Chapter 3
The Hunt for the Winds Execute Message,
28 November — 7 December 1941

As soon as both translations of the instruc-
tions that set up the two Winds Execute messages
were available to Army and Navy cryptologists
and intelligence officers, they went about tasking
monitoring stations to search and intercept them.
The search for these messages, more precisely the
appearance of the code phrases and words within
either a voice or Manual morse Japanese news
broadcast, was conducted against a background
of increasing diplomatic and political tension
between the United States and Japan. While at
the time it might have been presumptive to pre-
dict the certain outbreak of war between the two
nations, in the last weeks of November and into
December 1941, translations of Purple traffic
between Tokyo and its two negotiators, Saburo
Kurusu and Kichisaburo Nomura, indicated that
the current impasse might be coming to a head.

On 26 November a liaison conference of
Japanese military and civilian leaders had met
and decided not to use an American proposal as a
basis for negotiations. Moderates, though, won
another day of delay to see what Ambassador
Nomura could gain in a meeting with President
Roosevelt and Secretary of State Cordell Hull. But
the meeting on 27 November failed to achieve any
agreement. The United States still suspected
Japan’s intentions based on its continued adher-
ence to the Tripartite Pact signed with Nazi
Germany and Italy.' The growing Japanese troop
strength in French Indochina could not be accept-
ed as “defensive.” In a message of 28 November
(and translated by the Americans the same day),
Tokyo informed its two representatives that the
“negotiations will be de facto ruptured. This is
inevitable.” The message also instructed the two
emissaries not to “give the impression” that nego-
tiations will be broken off. Rather, they should
simply say that they were awaiting further guid-

ance from Tokyo.? Four days later, on 1
December, Tokyo cabled the two diplomats in
Washington and told them “The date set in my
message #812 (November 29th for the absolute
deadline to complete negotiations) [my italics]
has come and gone, and the situation continues to
be increasingly critical.”

That same day, President Roosevelt met with
his War Council, Secretaries Hull, Knox, and
Stimson, Chief of Staff General George Marshall,
and Chief of Naval Operations Admiral Harold
Stark. At this meeting, Hull stated that there
seemed to be no chance of an agreement with
Japan and that a “surprise attack” [not specified]
might be part of the Japanese plan. The council
was aware of Japanese troop convoys sailing
south, but the administration could not decide on
a specific action. Still, not all in the administration
believed the clock was running out. The Joint
Board, a consultative body composed of the Chief
of Staff and the Chief of Naval Operations and
their division chiefs, had written that time might
still exist to build up defenses in the Philippines,
which might ultimately deter Japanese aggres-
sion to the south. Some members of the State
Department suggested that Japan would hold off
until the next year to attack.*

It was into this roiling cauldron that the trans-
lations of the two Winds instructional messages
arrived. With the just published translations of
the Gaimusho’s instructions to its diplomats for
the Winds Execute code phrases and words, the
Americans believed they held at least one key that
might tip off when the Japanese might initiate
hostilities. The next step was to organize and
stage a monitoring effort to intercept the Winds
execute message. But in the next ten days leading
up to the surprise attack on Pearl Harbor,
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American cryptologists would find that the
Japanese sent out additional instructions that
weaved a more complicated warning system.
Inevitably, there were errors in identifying Winds
Execute messages, while precious cryptologic
resources, especially radio intercept operators,
radio receivers, and linguists, were tied up col-
lecting and processing plaintext broadcasts that
might contain the coded Winds phrases or words.

The Search Begins — 28 November
1941

By 28 November, with the two translations
of the Japanese Gaimusho messages setting
up the Winds code phrases and words, along with
the message from the Commander-in-Chief

ed any problems with regional atmospherics or
interference from local transmitters. These
reports included the voice programs on the high
frequency band (3 to 30 MHz), as well as those
voice and Morse code transmissions on the medi-
um frequency band (300 kHz to 3 MHz) and even
lower.® The Americans, then, already had a good
sense of the capabilities of Japanese overseas
broadcasts.

On 27 November Tokyo sent a message to the
Washington embassy that included a set of
broadcast schedules and frequencies for four
Japanese news broadcast stations to various parts
of East Asia, the Pacific coast of the United States,
and Europe.” The contents of the message were
available to the Americans the next day:

Asiatic Fleet, Admiral Thomas Hart,

which reported the British exploitation | Station
of the same two messages, American

naval intelligence was ready to act. The |JvJ
Director of Naval Intelligence (ONI), [JuO
Rear Admiral Theodore Wilkinson, |JvJ
passed a request through the Director |JvJ
of Naval Communications (DNC), Rear |JHL
Admiral Leigh Noyes, that the commu- |JHL
nications intelligence arm of DNC was | JHL
to make every attempt to intercept any |JHP

Frequency Schedule Reception Area

(KHz)

12275 6:00 PM Pacific Coast

9430 6:30 PM Western Hemisphere

12275 6:30 PM Western Hemisphere

12275 7:00 PM Coast (not further identified)
5160 8:00 PM Coast (not further identified)
5160 9:00 PM Coast (not further identified)
5160 2[1]o:00 PM  Coast (not further identified)
11980 10:30 PM Europe

Winds Execute message. Noyes sec-
onded the request to Captain Safford, adding that
it was to be construed as an order.’

The first thing the American cryptologists had
to do before any tasking could be set for monitor-
ing for the Winds Execute messages was to draw
up a list of Japanese commercial radio stations
that might transmit the phrases or words, along
with their operating frequencies and broadcast
schedules. Fortunately, in the preceding months,
the Americans had translated a number of
Japanese diplomatic messages that dealt with the
ability of Tokyo’s embassies and consulates
around the world to hear these broadcasts sta-
tions. The diplomats had reported back to Tokyo
both on the strength of the transmissions and
their clarity. In many cases, the diplomats report-
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Captain Safford took the schedule from this
message and made it the main part of a technical
message that the CNO staff (OPNAV) sent out to
a number of navy commands the very next day. In
sending out this message, he had acted quickly,
he said later, because “it would be a feather in our
cap if the navy got it [the Winds Execute message]
and our sister service did not.”® The message was
sent at priority precedence to naval intercept and
analytic elements in the Philippines and Hawaii.
But it seems that Safford may have acted a bit
precipitously in sending out this information.
Some of the data in the OPNAV message was
incomplete, incorrect, and not current. Safford
also had failed to take into consideration what
broadcasts the various navy field sites could hear



due to propagation and local reception condi-
tions.

More importantly, the OPNAV message as
sent had not tasked any navy site to listen for the
Winds code phrases or words. The sole corre-
spondence that had mentioned any monitoring
activity was the 28 November message from
Admiral Hart’s Asian Fleet command notifying
Hawaii and Washington that his command and
the British at Singapore would be listening for the
Winds code words or phrases. But this message
from the Far East was not followed up by one
from OP-20-G, ONI, or the DNC that detailed any
further tasking for navy intercept sites. Instead,
the OPNAYV message contained only the technical
information on Japanese broadcast schedules
that Safford had compiled from the translation of
the Japanese message with the schedules.

In the technical message to Hawaii and the
Philippines, Safford departed a bit from the infor-
mation in the Japanese listing. For one thing, he
assumed that all the broadcast times were in
Tokyo time. Secondly, he presumed that the
broadcast schedule times for station “JVJ” at
6:00 and 7:00 PM were for the Pacific coast.
While possibly valid, these assumptions were not
necessarily correct, either. Recall that the broad-
cast schedule had been sent only to the embassy
in Washington. The question implicit in the mes-
sage from Tokyo was whether or not these broad-
casts could be heard by the embassy.

On 27 November the Japanese embassy in
Washington had responded to the broadcast
schedule message. In it, the embassy noted that it
could only poorly receive the broadcasts from sta-
tions JUO and JVJ and that Tokyo had to replace
those stations with broadcasts from stations JAV
(27.327 MHz) and JUP (13605 KHz). Also,
Washington wanted the frequency for JHL
changed to 13605 KHz from 5160 KHz. Yet
Safford did not mention these modifications in
his 28 November message. Nor did he note in the
OPNAYV message that stations JUO and JVJ, as

well as their replacements, JAV and JUP broad-
cast in Morse code, while JHL was a voice pro-
gram, the Domei news broadcast.® The impor-
tance of this distinction was that for a monitoring
site to copy a voice broadcast required the pres-
ence of individuals qualified in the Japanese lan-
guage.

These differences took on importance when,
on 28 November, OP-20-GX, the element in OP-
20-G that was responsible for tasking the navy’s
monitoring stations, sent the same text of
Safford’s message via TWX (teleprinter exchange
via leased cable lines) to Stations “M” at
Cheltenham, Maryland, and “S” at Bainbridge,
Washington. Again, as in the earlier message, no
mention was made of any Winds code phrases.
When the message was received at the station, the
personnel there requested a clarification of the
times of the broadcasts — specifically were these
Greenwich Civil Time (GCT) or Pacific Standard
Time (PST)? OP-20-GX told Bainbridge that the
time zones were uncertain and unverifiable. On
their own initiative, the personnel at Bainbridge
recalculated the frequencies and times of the sta-
tions they could hear. The resulting schedule,
though, was quite different from the list from
Washington.'® At Bainbridge there were no
Japanese linguists qualified to monitor voice
transmissions, so it could only record the broad-
casts made by voice."!

In the Philippines at the navy’s communica-
tion intercept station on Corregidor Island in
Manila Bay, known as “C” or “Cast,” coverage of
the broadcasts was assigned to two receivers, one
for the voice and one for the manual Morse
broadcast. A Japanese-qualified linguist was
assigned to monitor the voice transmissions,
while all intercept copied from both receivers was
reviewed by another linguist for any sign of the
Winds code phrases or words.'

In Hawaii, the chief of naval intelligence for

the Fourteenth Naval District, Captain I.H.
Mayfield, acting possibly in conjunction with
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instructions from Admiral Kimmel’s command,
ordered two language-qualified officers to moni-
tor Japanese language programs broadcast by the
local commercial radio stations KGU and KGMB.
Both officers were instructed what phrases and
words to listen for during their monitoring. Both
were further told that if any such phrases were
heard, then they were to report the information
to Mayfield, Commander Edward Layton, Pacific
Fleet Intelligence Officer, or Commander
Joseph Rochefort, the commander of the
Communications Intelligence Unit (CIU) subor-
dinate to the 14th Naval District, otherwise
known as Station HYPO or “H.” Oddly, since
there was no information about broadcasts of the
Winds Execute phrases or words appearing on
local U.S. stations, precisely why the District
Intelligence Officer ordered this monitoring is
unclear.” It is possible that Mayfield misunder-
stood the instructions and believed that the
phrases or words would appear on the local
Japanese language programs. It is also possible
that the navy believed that instructions to the
local Japanese population to commit sabotage
might be passed on these same programs in the
same code.'*

Also in Hawaii, four Japanese language-qual-
ified naval officers were transferred from the
Rochefort’s code-breaking center in Pearl Harbor
and stationed in Heeia on the northern side of
Oahu. They were ordered to maintain a twenty-
four-hour watch on overseas Japanese language
broadcasts. These four officers were briefed on
the three phrases to listen for and their meaning.
They were further told to inform Commander
Rochefort if they heard such phrases.'® The offi-
cers listened to the Japanese news broadcasts and
paid particular attention to the programs on the
hour and half-hour when weather forecasts were
more likely to be sent.*®

On 28 November the SIS head of intercept
operations, Captain Robert Schukraft, after con-
sulting with Colonel Otis Sadtler, contacted, via
teletype, the Army’s Monitoring Station No. 2 at
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the Presidio in San Francisco and instructed them
to listen to the Japanese general intelligence
broadcast. He also drove to Monitoring Station
No. 7 at Fort Hunt, Virginia, and personally deliv-
ered intercept instructions.'” Some five days later,
the Army’s SIS tasked several of its monitoring
stations located in the Philippines, the Panama
Canal Zone, the Presidio in San Francisco, Fort
Sam Houston, and the Signal School at Fort
Monmouth, New Jersey, to “copy all Japanese
plain text in addition to code text diplomatic traf-
fic. Stop. This traffic will be forwarded with regu-
lar traffic.”*® The army’s message is peculiar in
two ways. First, it was sent out some five days
after the translations of the Winds instruction
messages were available. Secondly, the tasking
message never mentions the Winds Execute
phrases or words, simply to copy all Japanese
plaintext, which could result in the collection of a
high volume of traffic with no sense of exactly
what was being sought by SIS headquarters.

Late on the afternoon of 28 November, a
Colonel Wesley Guest from the staff of the Army’s
Chief Signal Officer called the chief of the Radio
Intelligence Division (RID) of the Federal
Communications Commission, George Sterling,
and asked that the Commission alert its numer-
ous radio monitoring stations to listen for the
Winds Execute phrases. The FCC was an inde-
pendent agency in the federal government
charged with management of the radio spectrum
in the United States, as well as the enforcement of
regulations for radio licensing and operations. As
part of its charter, the FCC also listened for illegal
or illicit communications. It also monitored for-
eign broadcasts and delivered full transcripts or
summaries to departments of the government
such as the Department of State. Sterling, a field
engineer with experience in radio communica-
tions going back to the First World War, had
organized a special division of the FCC, the Radio
Intelligence Division, to copy military, naval, and
illicit (agent) communications, using the FCC’s
almost four dozen monitoring stations located
throughout the continental United States and



overseas territories like Hawaii. The FCC also had
worked with the FBI in targeting Axis communica-
tions from Latin America beginning in 1940.

The Army’s instructions, though, limited the
FCC to listening for the three phrases that were to
be sent over the Japanese voice broadcasts. Guest
further asked that if any of the three phrases were
heard the FCC watch center should notify Colonel
Rufus Bratton, the chief of the Army’s Far East
Intelligence Section of G-2. Bratton gave the FCC
watch office his work and home phone numbers
and told them to contact him anytime they heard
the phrases. The Army failed to pass along to the
FCC important technical information such as
broadcast schedules, call letters of the suspected
Japanese broadcast stations, or their operating fre-
quencies. While Sterling accepted the Army’s
request, he disagreed with the Army’s projection
(based on the Navy’s data) that the Japanese broad-
cast might be heard by the FCC’s monitoring sta-
tions on the U.S. east coast like the one at Laurel,
Maryland. Instead, he assigned primary coverage to
the FCC station in Portland, Oregon."

George Sterling, Chief, Radio Intelligence
Division, FCC

If the servicemen and the FCC monitors were to
have any chance to hear the critical words or phras-
es, they were going to have to listen to a number of
Japanese broadcasts, both in the Morse code and
voice. Navy analysts and radio intercept operators
were given index cards with the relevant phrases in
Kana, the Japanese phonetic syllabary script

adapted for Morse code, as a means of quick refer-
ence to check intercept. Some officers carried the
cards around while on duty and a few even took
them home for reference in case they were called by
phone with a possible intercept. Hawaii and Station
“Cast” in Corregidor screened Japanese broadcasts
for the next several days until the war started, duti-
fully copying down Kana news broadcasts and
turning them over to a linguist to review.

A major drawback to this close coverage of
Japanese radio broadcasts was that it forced major
changes to current target lists and operations of the
affected field sites. All of the tasked army and navy
monitoring sites already had significant numbers of
Japanese communications links as their primary
and secondary targets. Now, these field sites had to
amend standing intercept target lists to accommo-
date coverage of these broadcasts. These sites had a
limited number of receivers and intercept operators
to cover the new intercept targets. While the high-
est priority, usually high-level diplomatic or naval
communications links, would not be affected, site
coverage of Japanese and other nations’ communi-
cations stations considered nonpriority would be
displaced. On 4 December the Director of Naval
Communications, Admiral Leigh Noyes, in whose
organization the OP-20-G resided, complained to
Admiral Wilkinson at ONI about the assigned
broadcast coverage. He pointed out to Wilkinson
that the Federal Communications Commission had
over 450 radio receivers to monitor overseas broad-
cast. He suggested that in Hawaii, for example, the
Navy could not duplicate the work of the local FCC
component.®® In 1941 the Navy had barely a third of
the receivers that the FCC had for its global cover-
age. Of these, about sixty in the Pacific were avail-
able for the Winds coverage, that is, at the stations
at Bainbridge, Hawaii, and the Philippines, but
most of these already were tasked with priority
monitoring of Japanese naval, merchant ship, and
diplomatic radio terminals.**

The British attached much the same impor-

tance to the possible Winds Execute message as had
the Americans and accordingly set up means to

Page 35



intercept it. The British in Singapore had inter-
cepted the two “setup” messages, as had their
partners the Americans and Dutch. The FECB
had shared this information with their station in
Hong Kong and the Americans at Corregidor. The
Bureau in Singapore instructed the listening post
in Hong Kong on Stonecutters Island to monitor
Japanese commercial broadcasts for the Execute
message. At the S.I. section in Singapore a special
receiving set was installed and a watch schedule
of Japanese language officers was started. This
special arrangement was necessary because the
nearby intercept site at Kranji was staffed entire-
ly by Morse intercept operators who were not able
to listen to Japanese language broadcasts — a
predicament similar to that at American listening
stations, where, as in the case at Hawaii, a num-
ber of linguists had to be detailed to review the
intercept of the broadcasts every day.**

Meanwhile, Army and Navy analysts and lin-
guists were literally buried under the new inter-
cept they had to review. One estimate was that the
weekly normal intercept received at OP-20-G by
teletype increased from about three to four feet of
copy per week to as much as 200 feet per day!*®
Then Lieutenant Alwin Kramer, an ONI Japanese
language-qualified officer on loan to OP-20-G,
recalled later that there were only three linguists
available to translate all of the copy and that the
volume of it was “simply tremendous, swamp-
ing.”** The Army’s analytic personnel were simi-
larly beleaguered with the demands of the new
priority coverage.>®

Considering the varying degrees of expertise
in the Japanese language and broadcasts, as well
as the partial or vague tasking to the Navy, Army,
and FCC sites, it should have come as no surprise
that there were instances of mistaken intercept,
false alarms, and confusion of the Winds Execute
message with regular Japanese weather reports.
In the week preceding Pearl Harbor, a number of
such mistakes or false alarms occurred.
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The first incident occurred on 1 December.
The navy intercept station at Corregidor
informed both Hawaii and Washington that a
Japanese broadcast station, JVJ, one of the sta-
tions listed on the technical message from OP-20-
G on 28 November, had stated on its afternoon
program that “all listeners be sure and listen in at
0700 tomorrow morning since there may be
some important news.” According to the Pacific
Fleet Intelligence officer in Hawaii, Commander
Edwin Layton, the “impression” at that time was
that the Winds Execute message would be broad-
cast then. The officers monitoring the voice
broadcasts and the Morse news programs were
ordered to listen for the important news, but no
such message or notice was heard on JVJ or any
other station.>®

Meanwhile, the FCC monitoring site in
Portland, Oregon, which had begun its monitor-
ing on 28 November, started to pick up a number
of broadcasts that contained weather phrases that
appeared to resemble the Execute message. As
instructed, the FCC watch officer dutifully called
Colonel Bratton with what was believed to be
Winds Execute phrases. On 1 December he called
Bratton at 5:45 PM (EST) and on 3 December
again called him, probably at home, at 7:35 PM
(EST). The watch officer also called George
Sterling to apprise him of the intercepted broad-
casts. But as Colonel Bratton would recall later,
these FCC intercepts were mistaken or false
alarms. Bratton also said he notified naval intelli-
gence officials, in this case Captain McCollum
and Lt. Alwin Kramer, of the FCC intercept
reports.””

One of the more significant erroneous inter-
cepts occurred at 1700 hours EST (5:00 PM) on 4
December when the FCC monitoring station in
Portland, Oregon, overheard a weather broadcast
by Tokyo station JVW3 (not on the OPNAV or the
Japanese lists by the way) that appeared, at first,
to fit the Winds format. [Exhibit #22, page 2*®
and Exhibit 23, page 1°°] The phrase “North
Wind Cloudy” was heard, which indicated a break



in relations with the Soviet Union. Within three
hours of Portland, reporting the phrase, the FCC
watch officer in Washington, unable to contact
Colonel Bratton or his assistant, reported the
intercept to the OP-20-GY watch officer, Lt.
Francis M. Brotherhood, USN, at about 8:45 PM
(EST). After checking with his superiors,
Brotherhood called the FCC back at 9:00 PM and
wrote down what the FCC site had intercepted.
Lt. Brotherhood recalled that the message
seemed to be “missing” something from what he
had been led to expect. He probably checked his
instructions and realized that there was no men-
tion of the phrase relating to relations with
America, HIGASHI NO KAZEAME.

Brotherhood then called Admiral Noyes at his
office on a special (probably secure) telephone.
Brotherhood repeated to Noyes the phrase from
the broadcast the FCC had heard. Brotherhood
recalled that Noyes had said something to the
effect that the “wind was blowing from the wrong
direction.”® More to the point, the FCC had
heard the “North Wind Cloudy” phrase only once
in the broadcast, instead of the required two
times in the middle and end of the news program.
Also, the same broadcast carried the phrase
“North Wind Slightly Stronger May become
Cloudy,” as well as the phrase “North Wind
Clear.” It was obvious this was not the Winds
Execute message. At 9:30 PM, Brotherhood did
call back to the FCC to check if any there were any
other references to the weather in the program,
but was told there were none. [Exhibit #24,

page 4]*'

This report of an erroneous winds report
echoed into the following Friday morning, 5
December. At about 9:00 AM, Colonel Bratton
was called to a meeting in the office of the Army’s
G-2, Major General Sherman Miles. Lieutenant
Colonel Otis Sadtler, a Signal Corps officer
attached to G-2, told Bratton that Admiral Noyes,
the Director of Naval Communications (OP-20),
had called him and said that the “weather” mes-
sage was in. Bratton referred to his card with the

Lieutenant Colonel Otis K. Sadtler

code phrases and words and asked Sadtler what
the message said and whether it was in either
English or Japanese. Sadtler was not certain and
said that the report might be a false alarm.
Interestingly, he said that Noyes had indicated
that the message referred to Great Britain and
Japan.?*

According to Bratton, he told Sadtler to call
Noyes, confirm the intercept and to get a copy of
it for the army. Sadtler contacted Noyes over a
secure telephone between G-2 and the DNC.
Noyes, Sadtler reported to Bratton, told him
again that it was the phrase that referred to rela-
tions between Great Britain and Japan, but that
he did not have the Japanese text. Bratton still
wanted confirmation and told Sadtler to get the
text. Bratton never saw Sadtler again that day.
Meanwhile, Bratton called naval intelligence and
spoke either to Captain McCollum or Lt. Kramer
who told him that they had not received any
Winds message. Bratton also called the SIS office
and was told that no Winds message had come in.

The SIS had seen a copy of this mistaken
Winds message. Colonel Sadtler had obtained a
copy of the FCC teletype and showed it to Captain
Robert Schukraft. He saw about two lines of text
and immediately realized it was not the correct
format and therefore not the expected execute
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message.3® Unfortunately, word of the intercept,
though not verified, continued to be spread
around the navy and army offices. Sadtler had
told Major General Leonard Gerow, chief of the
War Department’s Planning Division, and
Colonel Walter Smith, assistant of General
George Marshall, that the “Winds was in.” Later
in the day, Noyes informed Admiral Richard
Turner, chief of the Navy’s War Plans Division
(OP-12), that a weather message was in, but that
it referred to the Russians and that it seemed
“wrong.”34

Another mistaken Winds Execute message
was heard on the evening of 5 December. The
same station, JVW3, at 9:30 PM (Tokyo time)
broadcast a weather report that read “TODAY
NORTH WIND MORNING CLOUDY AFTER-
NOON CLEAR BEGIN CLOUDY EVENING.
TOMORROW NORTH WIND AND LATER
FROM SOUTH.” [Exhibit #22, page 167>° and
Exhibit 23, page 1723°] This report was repeat-
ed three times. A half hour later, the FCC moni-
tors in Portland heard the same station send a
timing signal. and then an announcer came on
the air and said, “I will now give the weather
report,” but then halted.

The Portland monitoring site watch officer
called George Sterling with a report of this trans-
mission. Sterling then called Colonel Bratton and
read him the text. Bratton realized that the format
of the transmission was not as specified in the
original Japanese instructions. The phrase did
not appear in the middle or end of the news pro-
gram. Also the phrase was not exact — “North
Wind Morning Cloudy” — and was stated only the
one time.?” Still, Bratton told Sterling, “he was
encouraged by the reporting,” and that "we have
that much more time.” [Exhibit 24, pages 177
and 181]*® This last comment suggests that
Bratton believed that with the continued absence
of the Winds Execute phrases and words that an
anticipated Japanese deadline in United States-
Japan relations had not yet been reached.
Interestingly, when Sterling asked Bratton if he
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should inform the Portland site that the weather
phrases would appear in the middle and end of a
news program, Bratton said that he would get
back to Sterling on that issue.>®

While the Americans struggled with process-
ing the increased broadcast intercept and
encountered a number of “false alarms,” the
Japanese already had begun to add new instruc-
tions for their diplomats about the destruction of
classified material.

Tokyo Sends More Orders about
Destroying Cryptographic Material

Almost within a week of the transmission of
the two Winds instructions messages, Tokyo
began to send out more instructions to its diplo-
matic stations around the world concerning the
destruction of cryptographic holdings and other
sensitive papers. These new instructions, which
were not all available to the Americans in a time-
ly fashion due to the already slow processing of
traffic using cryptographic systems like J-19 and
PA-K2, in some instances appeared to contradict
prior orders, while, in other cases, seemed to
ignore the Winds directives.

The Hidden Word Message — A
Complement to the Winds Messages

It now seems that the Japanese were not sat-
isfied with just the open code Winds message by
which to warn its diplomats of the status of rela-
tions with the United States, Great Britain, or the
Soviet Union. They provided their diplomatic sta-
tions with another method to warn them of an
impending break in relations. On 27 November,
Tokyo transmitted a quite long, four-part mes-
sage, Tokyo Serial No. 2409, encrypted in J-
19K10, to a number of embassies and consulates
located in North and South America, as well as
East Asia. The Navy monitoring station “S” at
Bainbridge Island intercepted this message. The
complete intercepted version was sent via tele-
typewriter to OP-20-GY in Washington for



decryption and translation. Station “S” copied the
message that was sent to the Japanese consulate
in San Francisco. The operators noted in the
intercept log that the same cipher text, except for
two groups at the end of part three, also was sent
to Washington. [Exhibit #16]4°

The Navy had the responsibility for process-
ing this message since it was intercepted on an
odd-numbered day. Because the message was
sent in four parts, the decryption of the trans-
posed text required four copies of the stencil, or
form, from the ten-day period of 21 to 30
November. The indicator in the message was the
group BYHBD, which meant that the message
was intended for a general or worldwide audi-
ence. The navy analysts still had to recover the
encryption key for the day. [Exhibit 17]* The
transcribed code text was then divided into the
coded digraphs that were then decoded by a navy
analyst prior to being translated. [Exhibit
18]*°A translation of this message (SIS #25600,
OP-20-G JD-1 #6985) was issued on 2 December
1941. [Exhibit #19]*

ed above is a chart of the message parts placed in
correct order. It illustrates the “analytic chain”
used to rearrange the message parts in the correct
sequence from intercept to decryption to transla-
tion worksheet.

When the Americans viewed the message, it
was clear that it carried instructions for another
warning system for Japanese diplomats in certain
parts of the world.** It instructed them in the use
of a “hidden word” (INGO DENPO) or open code
word system. The new system operated in the fol-
lowing manner. In a crisis, the Japanese intended
to send telegrams over commercial radio or tele-
graph links to the affected diplomatic missions.
The warning message would be disguised, with
certain “hidden words” placed within seemingly
innocuous plain text.

These “hidden words” were found on a table
of code words that were transmitted along with
the instructions. It consisted of two columns. The
left-hand side contained the code words and the
right-hand side listed their plain text meaning.

Intercepted Message >>>> Decryption Stencil >>>> Translator W.S.
Nr. 511 — “UUTDY” >>>> “UUTDY”/”XEICN” >>>> 818 — “XEICN”
Nr. 518 — “RFOCJ” >>>> “RFOCJ”/”LZNCW” >>>> 819 — “LZNCW”
Nr. 523 — “FLVAN” >>>> “FLVAN/”PPOGU” >>>> 820 — “PPOGU”
Nr. 520 — “NBQNC” >>>> “NBQNC”/”POUIM” >>>> 821 - “POUIM”

Fig. 3 . Sequence of processing of the “Stop” message parts. [See Exhibits 16-17-18]

This chart consists of three columns that represent the “analytic chain,” that is, the
method used to arrange the intercepted parts in the proper sequence: the transmitted
message number and the first five-letter code group from the intercepted message; the
decryption stencil with the first encrypted code group inscribed in the vertical column
under ‘1” (listed as “/” or “1” in Kanji) along with the first five letters in the horizontal
position from the stencil; and the page number of the translator’s worksheets and the

Jirst five letters from that worksheet.

Curiously, the Japanese sent the message in
four parts, and in the transmission of it, sent part
four prior to part three. This out of sequence
transmission had no effect on the decryption or
translation of the message. However, the order of
the intercept may confuse the reader. So provid-

The list contained several words and phrases that
covered a broad gradation of relationships
between Japan and other countries. There were
separate expressions to indicate “severed rela-
tions,” “not in accordance,” “military forces clash-
ing,” and for “general war.” For example, the

” &«
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codeword message for a general war between the
United States and Japan would read “HOSINO
MINAMLI.” In another case, the codeword “ASKU-
RA” meant that Tokyo “will communicate by radio
broadcast, you are to directed to listen carefully.”*®

A further distinguishing characteristic of this
method of codeword message was the use of the
English word “STOP” at the end of a message as an
indicator that this was a “hidden word” message
instead of a non-code commercial cable, which
would use the Japanese word “OWARI,” literally
“end [of message].” American cryptologists would
come to refer to this warning system either as the
so-called “hidden word” message or the “STOP
message.”

Tokyo sent three updates to the list and instruc-
tions. Two of the updates, Japanese serial Nos.
2431 and 2432, were transmitted from Tokyo to its
embassy in Rio de Janeiro for “special use in your
area.” The new list consisted of codewords for Latin
American capitals and statements about continued
passage of Japanese merchant shipping in the terri-
torial waters of these countries. The embassy in
Rio, and later the one in Mexico City, was ordered
to pass along these updates to all stations in Latin
and Central America.*® On the same day, Tokyo
sent another version of the “hidden word” instruc-
tions to the Japanese representative in Singapore,
which was unique to “the particular needs of your
localities to supplement for the already given list.”4”

The Americans apparently interpreted the “hid-
den word” warning system as a supplement to
the two Winds coded methods seen earlier in
November. Many, if not all, of the same stations
that had received the instructions about the Winds
codewords and phrases Japanese serials No. 2353
and No. 2354, also received No. 2409. The reason
for these complementary warning systems may
have been the technical limitations of the existing
Japanese global diplomatic communications net-
work. Some Japanese diplomatic missions, espe-
cially small consulates, lacked transceiver radio sets
with which to communicate directly with the

Page 40

Foreign Ministry in Tokyo. Even if a station had the
radio receivers to monitor shortwave (high fre-
quency band) Japanese news broadcasts, there was
no guarantee these programs could be heard due to
the physical properties of the propagation of radio
signals, especially those in the broadcast bands
between 300 kHz to 3 MHz and those in the high
frequency band (3-30 MHz). Reception of broad-
casts transmitted from Tokyo depended upon fac-
tors such as the frequency of the broadcast, the time
of day, weather along the propagation path, and
background signals in the reception area. A broad-
cast at a certain time and frequency could not be
heard by all of Tokyo’s diplomats. This fact of radio
propagation meant that a warning message could
not be transmitted to all stations at the same time
with any assurance that all recipients “got the mes-
sage.”

The Japanese used two communications meth-
ods to ensure that all diplomatic stations received
all relevant circular, or large or general audience
messages. In the first, Tokyo designated some
diplomatic stations as “radio relays,” that is, they
retransmitted important messages to other diplo-
matic facilities in the same or adjacent geographic
region. For example, Berlin would retransmit mes-
sages to Lisbon, Portugal, Helsinki, Finland,
Budapest, Hungary, and Vienna, Austria. The
Japanese embassy in Berne, Switzerland, would
send along messages to Vichy, France, Ankara,
Turkey, Madrid, Spain, and Lisbon. In Southeast
Asia, Bangkok would pass along circular messages
to Hanoi and Saigon. While this method overcame
many of the problems of local reception, it still was
not a complete guarantee that messages intended
for a large or general audience would receive them
in a timely manner.

A second method for communication between
Tokyo and its foreign diplomatic missions was to
send telegrams or cables over commercial radio or
cable systems, or through national Post Telegraph
and Telephone agencies (PT&T). In the United
States, Japanese diplomatic messages destined for
its embassy or consulates, or messages that were



intended for other countries and that transited
the US cable system, were handled by American
communications firms such as the Radio
Corporation of America (RCA), Western Union,
or Mackay Wireless. A courier would deliver the
cable from the telegraph office in a city to the
Japanese consulate or embassy. The Japanese
diplomats would deliver their cable, usually
encrypted or encoded, to the cable company
office for transmission to Tokyo. Very often, an
important message would go by radio and cable,
or even over multiple company cable lines. (In
fact, the famous fourteen-part final message from
Tokyo to Washington that was delivered to
Secretary of State Hull the afternoon of 7
December was sent simultaneously over both the
Mackay Wireless and RCA cable networks.)

The danger of any cable system was that it
was subject to control by the host country.
Because of censorship regulations in effect in
1941, American commercial communications
firms provided the War and Navy Departments,
and later the U.S. Office of Censorship, with
copies of all Japanese diplomatic cable traffic,
encrypted or plain text, sent through U.S. cable
terminals. [See Exhibit #20 for an example of a
cable passed to the Censorship Office.]*®

Tokyo Sends Even More Instructions,
28 November — 6 December

Even after the “hidden word” message had
been sent on 27 November, Tokyo continued to
pass more instructions to its diplomats about the
destruction of sensitive material, including cryp-
tographic material like codes and cipher devices,
to its diplomats around the world.

The first of these was a message, encrypted in
J-19K10 that was sent to the Japanese consulate
in Honolulu on 28 November. This message,
which was not decrypted and translated until 7
December, and therefore not available to
American intelligence offices during this critical
period, contained important new provisions

regarding the use of the special warning mes-
sages, in particular those in the “hidden word”
instructions. Tokyo told its consul in Honolulu
“these broadcasts are intended to serve as a
means of informing its diplomats in the country
concerned of that situation without the use of the
usual telegraphic channels. Do not destroy the
codes without regard to the actual situation in
your locality [our italics] but retain them as long
as the situation there (sic) permits and until the
final stage is entered into.” [Exhibit #21]%°

The provision in this instruction about retain-
ing codes seemed to contradict the earlier orders
that called for the destruction of all codes upon
the receipt of the Winds code phrases or words.
These new prescriptions suggested that Japanese
diplomats could retain all or some of their crypto-
graphic material for as long as they felt they could
securely and safely do so. These new instructions
also implied that the Winds execute codes did not
necessarily mean that a final break in relations
between the United States and Japan was about
to occur.

Three days later, Tokyo began to transmit
another series of messages to its diplomats
around the world that outlined more provisions
for the destruction of cryptographic material that
they held. One of the first was from Tokyo to
Washington, Japanese serial No. 2444, sent on 1
December (and translated the same day by OP-
20-G). The message informed the Washington
embassy that the diplomatic missions in London,
Hong Kong, Singapore, and Manila had been
instructed to destroy their “code machines.” The
cipher machine (Purple) in the consulate in
Batavia, Netherlands East Indies, had been
returned to Tokyo. The Washington embassy was
ordered to hold onto its machines and “machine
codes.”[Exhibit #25]°°

On 1 December, the Japanese embassy in
London received separate instructions for its
destruction measures. The embassy was to send
the single word SETUJU (“receipt” or “received”)
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to acknowledge that it had received the instruc-
tions and then to transmit the word HASSO (“for-
warding”) when the destruction was complete.>*

Another circular message from Tokyo,
Japanese serial No. 2445, was sent the next day, 2
December (but not translated by the SIS until 8
December) to all diplomatic stations. It ordered
them to destroy all codes except for a copy of the
OITE (PA-K2 code) and the LA systems. This
order included all codes for the military and naval
attachés as well. The diplomats were further told
that as soon as they completed the destruction of
this material, they were to send a one-word mes-
sage to Tokyo — HARUNA (an active volcano
located in the Gunma Prefecture in Japan).
Tokyo also instructed the missions to destroy all
of their confidential papers, but to do so in such a
way as to avoid attention or suspicion. A second
version of this circular message, Japanese serial
No. 2447, which was sent on the same day (but
translated by the SIS on 6 December) carried
much the same information. To assure its recep-
tion, Tokyo had some of its diplomatic facilities
relay the message to diplomatic missions in
Europe, the Middle East, and Latin America.
[Exhibit #26]°3

On 2 December, the Japanese embassy in
Washington received additional instructions
about the disposition of its cryptographic hold-
ings. The SIS translation of this message,
Japanese serial No. 867, was available the next
day. The embassy was told to retain a copy of both
the PA-K2 and LA code systems and to burn all of
the rest. In addition, Washington was ordered to
destroy one of its cipher machines (Purple).
When all of this destruction was completed, the
embassy was instructed to send the codeword
HARUNA. All other classified papers were to be
destroyed at “your discretion.”[Exhibit #27]*
This message, except for the reference to the dis-
posal of the embassy’s extra machine cipher
devices, was the same as the circular messages
(Nos. 2445 and 2447) sent the same day, but not
translated until 8 December.
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The next day, 3 December, the Japanese
Foreign Ministry sent another circular message,
Japanese serial No. 2461, to all of its stations.
This instruction, translated by OP-20-G on 6
December, reminded all stations to keep the “hid-
den word” list and the broadcast (Winds) codes
until the “last moment.” Tokyo added that if any
stations accidentally had destroyed these papers,
the Gaimusho would retransmit the pertinent
instructions. This message added that “it,” the
Winds code words and phrases and the “hidden
word” code word lists, was a “precaution.”
[Exhibit #28]°° While this message appeared to
reinforce the penultimate importance of both
warning systems — the “hidden word” and Winds
code — the references in the message to holding
until the “last moment” and the description of the
codes as a “precaution” suggest that even these
methods might become irrelevant or circumvent-
ed by events.

Within that first week of December, right up
to 7 December, many of Japan’s diplomatic posts
around the world reported that they had
destroyed their cryptographic holdings and clas-
sified files. The codeword HARUNA was seen on
many cable and radio circuits. On 2 December the
consulates in New York City, Vancouver, British
Columbia, and Hollywood, California, reported
that they had completed the destruction. The next
day, diplomatic facilities in the Netherlands East
Indies and Portland, Oregon, did the same. The
U.S. Navy liaison in Wellington, New Zealand,
reported that the Japanese consul there had
received special orders to destroy his codes. The
embassy in Mexico City, Mexico, reported the
completion of the destruction on 7 December.
During this six-day period, the Americans moni-
tored as many as twenty Japanese diplomatic
facilities sending the codeword HARUNA to
Tokyo. The intercept of most of these transmis-
sions was available to army and naval intelligence
in Washington within a two-to-four-day period;
most intercepts were sent to Washington by air-



mail, though a few still arrived after 7 December.
[Exhibit #29]%°

However, this flurry of Japanese code
destruction presented a dilemma to the
Americans. Army and navy intelligence officials
had come to construe the destruction of crypto-
graphic holdings by diplomats to be a good indi-
cator of an impending break in relations. Tokyo’s
numerous instructions to its diplomats and the
continuous reports of completed code destruction
strongly indicated that a break with Tokyo might
be near, but the cryptologists and others might
have wondered when exactly the rupture might
occur and under what circumstances. The early
December flurry of code disposal instructions and
the belated, nearly week-long, staggered respons-
es from diplomatic posts around the world com-
plicated any American calculation of a “deadline,”
as well as clouded understanding of Japanese
intentions.

The orders in the instructions to both the
“hidden word” and Winds code warning systems
had specified that all cryptographic material and
important papers were to be destroyed upon
receipt of the correct phrases or codewords. On
the other hand, the messages of 1 and 2 December
from Tokyo had ordered Japanese diplomats to
destroy all codes but two (while Washington and
presumably other major embassies maintained
their cipher machines). The 3 December message
had reminded the diplomats to hold on to their
copies of the “hidden word” (STOP) and Winds
codes until the last moment, or as a “precaution.”

Yet it must be recalled that the Americans did
not have all of these messages available as trans-
lations prior to 7 December. Because of the some-
times-tardy exploitation of these messages, intel-
ligence officers in the army and navy knew only
parts of the complete program. It is possible that
they viewed the Japanese actions as ominous, but
also contradictory and perhaps even confusing.
More importantly, though, the binge of code
destruction was occurring without the transmittal

of the Winds Execute message. How could the
American cryptologists account for this?

It could be argued that the instruction of 1 and
2 December amplified those in the Winds and
STOP messages of late November. The December
directives had exempted the PA-K2 and LA codes
from destruction. But these messages contained
no references to the instructions in the Winds or
STOP messages. And those orders had specifical-
ly mentioned the destruction of “all codes.” It is
possible, though unlikely, that there were other
messages that “bridged” the difference between
the November and December transmissions, but
there is no evidence for this. Another possibility is
that the 1 and 2 December messages were not
related at all to the Winds and STOP instructions,
though it is not clear why such a distinction would
have been made in the first place. Then there is
the 3 December message that reminded its recip-
ients to hold onto the Winds and STOP codes
until the last moment. This last message might
have refined the instructions in the 19 and 27
November messages.

For all of the new instructions and the
destruction activity, the point is the Winds
instructions were still in place and had to be
viewed as at least one of Tokyo’s primary meth-
ods of warning its diplomats of the situation
between Japan, the United States, Great Britain,
and the Soviet Union.

This flurry of destruction had not gone unno-
ticed and it was acted upon. On 2 December, the
United States Navy ordered some of its facilities
in the Pacific to begin destroying their crypto-
graphic material and report completion with the
single code word of “Boomerang.”®” Colonel
Bratton, after seeing the messages from Tokyo
that ordered the code destruction, approached
General Sherman Miles, the Assistant Chief of
Staff for Intelligence and Major General Leonard
Gerow and asked that an additional warning mes-
sage be sent to the Army Pacific commands. Both
generals demurred on this point and claimed that
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enough warnings had been sent. Undeterred,
Bratton contacted his opposite in naval intelli-
gence, Commander Arthur McCollum, for help.
He suggested to Bratton that Commander Joseph
Rochefort in Hawaii was the most knowledgeable
person on Japanese communications and that his
Communications Intelligence Unit (known as
Station “H” or HYPO) had been tasked to listen
for the Winds Execute message. So Bratton draft-
ed a message signed by Miles to the head of mili-
tary intelligence in the Hawaii Department,
Brigadier General Kendall Fielder, and sent it on
5 December. [Exhibit #30]>®

It read, “Contact Commander Rochefort
immediately through the Commandant Fourteen
Naval District regarding broadcasts from Tokyo
reference weather.” There was a problem in that
General Fielder did not have access to Magic
material and therefore had no prior interaction
with the navy in Hawaii concerning communica-
tions intelligence. In testimony after the war, he
recalled not seeing the cable from Washington.
However, Fielder’s deputy, Lieutenant Colonel
George W. Bicknell, did see it and later contacted
Rochefort, who assured Bicknell that the navy
was listening for the message.>®

Perhaps not unexpectedly, in light of the new
instructions from Tokyo about code destruction,
some officers in army and navy intelligence began
to question the ultimate importance of the Winds
Execute message. During the Joint Congressional
Committee hearings after the war, a number of
senior naval officers testified that they had begun
to doubt the importance of the Winds Execute
message during the final week before Pearl
Harbor. Admiral Noyes stated that the new
instructions received at the beginning of
December lessened the significance of the Winds
method. Maybe, he suggested, the messages were
still important enough to monitor for, but their
role as an indicator or warning of war had been
considerably reduced.®®
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Admiral Royal Ingersoll, the Assistant Chief
of Naval Operations (ACNO) at the time, weighed
in that even if a Winds code message had been
heard, the “most it could have done was to have
confirmed what we had already sent out [the ear-
lier War Warning message sent from the CNO to
Admiral Kimmel on 27 November] and it [a pos-
sible Winds message] was not as positive [a sign]
that war was coming as we had sent out.”®
Captain McCollum noted that the Winds message
was only one of several messages instructing
Japanese diplomats what to do with their sensi-
tive papers and codes.®®* And even Colonel
Bratton, who urged the Army brass to send out
another warning message on 5 December, admit-
ted in testimony after the war that, in light of the
2 December instructions to Japanese diplomats
to destroy their codes, “any Winds Execute mes-
sage received after that would simply just be
another straw in the wind confirming what we
already knew.”®

The questioning of the usefulness of the
Winds Execute message as a warning or indicator
of Japanese intentions for the Americans has
merit. The vague reference in the instructions to
“relations in danger” could encompass a multi-
tude of situations. Therefore, it would be hard to
define exactly what level of rupture in relations
constituted a “danger.” On the other hand, the
STOP/”hidden word” message carried a number
of more detailed possibilities, to include begin-
ning of hostilities. This system seemed to be a
more discrete indicator of what Japan was plan-
ning. Still, despite the obtuseness of the Winds
warning, and whatever doubts about the useful-
ness of the warning carried in the coded phrase or
words, the military and FCC monitoring stations
continued to listen for the messages.

7 December 1941: The Hidden Word
Message Is Sent

Shortly after 4:00 AM (Eastern Time) on the
morning of 7 December 1941, the navy monitor-
ing site at Bainbridge island intercepted a mes-



sage from the Japanese Foreign Ministry in
Tokyo to twelve diplomatic stations, including
San Francisco, Panama, Honolulu, New York,
Seattle, and Ottawa, Canada. The Japanese
radio station “JAH” transmitted the message on
the frequency 7630 kHz. [Exhibit #32]%
Bainbridge noted that the message, Japanese
serial No. 2494, was addressed to “KOSHI
[Minister] Washington” and that the Tokyo oper-
ator had sent a service message note to the radio
operator in San Francisco that this particular
message, along with another copy of the message
marked urgent for “KOSHI, Panama,” was very
important.®® The other addressees were consuls
(RIYOJI, or RYOUJI)). To further ensure recep-
tion of the messages, Tokyo had transmitted on
both the RCA and MRT (Mackay Radio &
Telegraph Company) commercial radio circuits.
The message, in Kana, read as follows:

KOYANAGI RIJIYORI SEIRINOTUGOO
ARUNITUKI HATTORI MINAMI KINEN-
BUNKO SETURITU KIKINO KYOKAINGKAU
SIKYUU DENPOO ARITASI

STOP — TOGO

The inclusion of the word “STOP” at the end
of the message marked it as a “hidden word or
STOP message. Bainbridge sent the intercepted
text to OP-20-G headquarters in Washington by
leased teletype. The trick for the navy analysts in
Washington was to translate the text and then
place the correct values to the three hidden code-
words (shown in darkened lettering).

The literal translation of the message read
thus:

“Please have director Koyanagi send a wire
stating the sum which has been decided to be
spent on the South Hattori memorial Library.
Stop - Togo”

In Washington, Lt. Alwin Kramer hurriedly
put together a translation of the codewords he

saw in the text, SIS # 25856 and JD-1 #7148.%° It
originally read: “Relations between Japan and
England are not in accordance with expecta-
tions.” “KOYANAGI” was the codeword for
“England,” while “HATTORI” meant “Relations
between Japan and ...(blank)... are not in accor-
dance with expectations.” A translation was pub-
lished that same morning and was ready for a
10:00 AM meeting in Washington of the secre-
taries of state, war, and the navy. It was slipped
into the same folder that contained the transla-
tion of the first thirteen parts of the awaited four-
teen-part message that Japan had transmitted
the day before.

However, Kramer’s initial translation was
incorrect. He had missed the significance of the
word “MINAMI,” which ordinarily meant
“south,” but in the INGO DENPO code really
meant the “United States.” So the message should
have read, “Relations between Japan and United
States and England are not in accordance with
expectations.” Kramer soon realized his error and
later that morning phoned in the change to the
recipients of the translation who were meeting at
the State Department. [Exhibit #33]%

The “hidden word” message, if considered
alone, arguably might be regarded as some sort of
indicator of an impending break in relations
between Japan and the United States and Great
Britain. As mentioned above, the code system for
the STOP message had several codewords that
referred to a number of possible situations
between Japan and other countries, including
outright hostilities. Yet the message that arrived
in Washington and the rest of North America car-
ried the word for relations “not in accordance
with expectations” and not an open codeword
that would alert the Americans that the opening
of hostilities was mere hours away.

Was there a chance that a STOP message
that indicated that war was going to start had
been sent to some other Japanese diplomatic sta-
tion(s)? On 7 December, the War Department’s
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G-2 sent a priority message to all of the army inter-
cept sites in the Pacific region with the order to
scour all of their files for any STOP messages since
27 November. [Exhibit #34]° There is no record
that any other field site had intercepted any other
version of a STOP message.

The STOP message from Tokyo had arrived on
7 December as American cryptologists were com-
pleting work on the decryption and translation of
the last part of the fourteen-part message, Japanese
serial #902, which had arrived earlier that morn-
ing. This was the final part of the Japanese state-
ment of its position to an earlier United States
diplomatic statement, the so-called modus vivendi,
which offered several points for the Japanese to
accede to if talks were to continue.®® Shortly after
this message arrived, another was received from
Tokyo, Japanese serial No. 907, which instructed
the Japanese representatives Kursuru and Nomura
to deliver the entire fourteen-part message to
Secretary of State Cordell Hull at 1:00 PM (EST).”

At about 10:00 AM, Lieutenant Kramer deliv-
ered to the secretaries a folder that contained the
translations of the STOP message, part 14 of mes-
sage No. 902, and message No. 907 that specified
the 1:00 PM delivery time. Kramer pointed out the
time of delivery to the secretaries. The interest of
the Roosevelt administration leaders was directed
at the final installment of the fourteen-part mes-
sage. The STOP message, with its incorrect transla-
tion did not add or detract anything from the
understanding of the Japanese position, except to
suggest problematic relations between Japan and
Great Britain — no surprise to Roosevelt’s cabinet
secretaries. Intelligence reports from the previous
day had reached American commands in
Washington and the Pacific, which reported
Japanese troop transports had been sighted steam-
ing from bases in French Indochina towards the
coast of British Malaya.”

In fact, it was the time of delivery mentioned in

message No. 907 (Japanese serial) and not the text
of the “hidden word” message that convinced
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Colonel Bratton that morning to have General
George C. Marshall send an additional warning
message to the various military commands in the
Pacific region. The story of the failed effort has been
recounted elsewhere. The message was delayed in
transmission and delivery through a series of tech-
nical mishaps.”?

There is little to suggest that even a correct
translation of the “hidden word” message that
referred to relations to the United States being not
in “expectations” would have influenced the already
pessimistic American assessment of the situation.
In any event, that particular set of words would
have made much less impact than the important
last sentence of the fourteen-part message: “The
Japanese Government regrets to have to notify the
American Government that...it cannot but consider
that it is impossible to reach an agreement through
further negotiations.””?

Despite the timing of the “hidden word” mes-
sage, there was nothing in its contents that would
have warned the Americans of the attack on Pearl
Harbor.

7 December 1941: The Winds Execute
Message Is Sent

It had been almost three weeks since Tokyo
had sent out instructions to its diplomats for the
Winds codeword or phrase warning system. Since
28 November, American, British, and Dutch radio
operators had been monitoring Japanese voice and
manual Morse news broadcasts for any of the three
code phrases or words sent in the specified format
during a news program. Late on 7 December, Tokyo
finally sent the Winds Execute message. But the
message that was transmitted would be anticlimac-
tic in its timing and content.

The morning of 7 December was a busy one for
the staff of the Japanese embassy in Washington.
Aside from message No. 902, which came in four-
teen parts, and the further instructions to deliver it
at 1:00 PM, Washington time, the staff was bur-



dened with further problems of getting message
902 ready to deliver because of difficulties in
decoding the last part and a late start on typing it
up to present to Secretary Hull. Another message,
Japanese serial No. 910, arrived shortly after the
other messages telling the staff to begin destroy-
ing the last cipher machine. To this, the embassy
replied that once the previous day’s long mes-
sages had been decoded, it would comply with the
latest instructions.”

Nomura and Kurusu arrived at Secretary
Hull’s office shortly after 2:00 PM. At the time the
envoys were delivering the long message to Hull,
the first wave of Japanese aircraft were in the
midst of their attack (almost 9:00 AM, Honolulu
Time) on the ships of the Pacific Fleet. In a cold
fury, Hull received the message from the two
diplomats and then brusquely dismissed them
noting that “In all my fifty years of public service
I have never seen a document that was more
crowded with falsehoods and distortions — infa-
mous falsehoods and distortions on a scale too
huge that I never imagined until today that any
Government on this planet was capable of utter-
ing them.””®

Later that night, shortly after 7:02 PM
Eastern Time (0002, 8 December, Greenwich
Mean Time), FCC monitors at the Portland,
Oregon, monitoring station tuned in to the news
programs on two Japanese broadcast stations.
For the next thirty-five minutes, these two sta-
tions, JLG4 on 17376 and 15105 kHz and JZJ on
11800 kHz, made the same news broadcasts.
About halfway through the program, the
announcer was heard to make this statement, as
translated into English: “This is the middle of the
news, but today, specifically at this point, I will
give the weather forecast: ‘West Wind Clear’.”
The phrase was repeated twice in the middle and
then at the end of the broadcast.”®

The FCC watch office called Colonel Carlisle
C. Dusenberg, the assistant to Colonel Bratton,
with the news of the intercept. Dusenberg told the

Commission watch officer “the information was
received too late.” He then thanked the FCC for
its work and added that no more monitoring for
these broadcasts was necessary. Colonel Bratton
was reached later and when told of the broadcast
asked that the information be forwarded to the
U.S. Service Corps that same hour.””

At about the same time in Hawaii, 1:32 PM,
Honolulu Time, some five and one-half hours
after the Japanese attack had begun, personnel at
the FCC field monitoring station “HA-P” were lis-
tening to the Japanese language news broadcast
of station JZI, Tokyo, on 9535 kHz. For the next
half hour, the news anchor read a long program
that recounted the day’s actions as Japanese
forces struck at numerous points across the
Western Pacific and Southeast Asia.

After a near breathless report that boasted of
a “death defying attack” upon the American naval
and air forces in the Hawaiian area, the announc-
er interrupted the news narrative to state: “Allow
me to especially make a weather broadcast at this
time, ‘West Wind Clear’.” He then repeated the
phrase. [Exhibit #31]7® At the end of the news
program, the announcer made this statement: “At
this time, let me again make a weather forecast:
‘West Wind Clear’,” which was then repeated.
This was the only phrase heard during the news
program. After the phrase was repeated, and the
news program was over, the announcer then went
on to read a statement to overseas Japanese citi-
zens written by a General Yoshizumi from the
2nd Directorate of the Information Bureau.

In a memorandum attached to the transcript,
it was noted that the translator from naval intelli-
gence that in the broadcast “Here a weather fore-
cast was made — as far as I recollect, no such
weather forecast has ever been made before. The
ONI translator also suggested that since these
broadcasts could also be heard by the Japanese
Navy it also might be some sort of code.” The
memorandum also mentioned that the same
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broadcast was made again later on 8 December,
but it appears that no transcript of it was made.

There are two obvious points about this
broadcast, as well as the one heard by the FCC
station in Portland at about the same time. The
first is that the warning phrase that was sent was
the one that referred to relations with the British,
their colonies in the Far East, and the
Netherlands East Indies. The code phrase refer-
ring to relations with the United States was
absent from these broadcasts.

The second point is that the coded phrase had
been sent over six hours after the attack on Pearl
Harbor, the Japanese landings in Malaya, air
raids on the colony’s air bases, and air strikes
against the Philippines, Hong Kong, and Wake
Island. The Japanese offensive across Asia and
the Pacific had been going on for several hours
when the code phrase was broadcast. Considering
that the original intent of the Winds Execute mes-
sage was to warn Japanese diplomats of a danger
to relations, the timing of the broadcast from
Tokyo seems almost absurdly anticlimactic or
irrelevant. Japanese diplomats in the United
States and Great Britain (and its Commonwealth)
certainly were not being forewarned through the
Winds warning broadcast mechanism. The
expectations held by American naval and army
cryptologists and intelligence officers of the value
of intercepting the broadcast(s) simply went by
the boards in the light of what was sent and when.

Events had demonstrated that the “hidden
word” message was too little to make a difference;
the Winds execute message was too late to mat-
ter.

The smoke had barely cleared from the
wreckage of the ships and facilities around the
Hawaiian Islands when calls were heard in con-
gress for an investigation of the debacle. Within
weeks a commission under Supreme Court
Justice Owen Roberts went to Pearl Harbor to
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investigate what happened. In the aftermath of
that investigation and those that were to follow in
the next four years, the Winds message story
should have been a very minor point. After all, it
had proven to be a dead end as far as intelligence
was concerned and of no value as a warning of
Japanese intentions.

Yet within two years of Pearl Harbor, the issue
of the Winds message and all of the implications
in its story became a major issue in the investiga-
tion of the disaster at Pearl Harbor. Seemingly
once done away with, the issue would return in
the decades after the war. New players would
emerge and stir up old controversies.
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Chapter 4
The Winds Controversy: Myth and Reality

Beginning in late 1943, and continuing into
the time of the Joint Congressional Committee
Hearings on Pearl Harbor (November 1945 — May
1946), a controversy ensued over the allegation
that a Winds Execute message had been inter-
cepted by American naval radio intelligence,
processed and passed to the leadership in the
Roosevelt administration at least three days prior
to the Japanese attack on 7 December.

As we shall see, the initial source for this claim
and the supporting evidence that, days prior to
Pearl Harbor, a Winds Execute message had been
sent by Tokyo to its diplomatic facilities and had
been intercepted by the U.S. Navy, was Captain
Laurance F. Safford. He made this claim during
several hearings, culminating in a session before
the Joint Congressional Committee’s hearings in
early February 1946. In response to his allega-
tions, the government made a massive search of
its records, but nothing could be found to support
Safford’s position. Safford’s claims were shown to
be completely mistaken during cross-examina-
tion of his testimony before the Congressional
Committee. His evidence was revealed as little
more than a farrago of fabrication, speculation,
poor memory, rumor gathering, and plain error-
filled opinion. Yet certain historians and other
researchers sympathetic to Safford have charged
that the American government went through
enormous lengths to discredit his claims about
the handling of the purported Winds Execute
message." Meanwhile, evidence from Japanese,
British, and Dutch sources supported events, as
they were known to have occurred — that the
Winds Execute was sent only after the attack on
Pearl Harbor.

Captain Laurance F. Safford — In the
Eye of the Controversy

At the center of the Winds message controver-
sy — in fact its primary and almost exclusive
source — was Captain Laurance Frye Safford.
Safford had played a critical role in the founding
and operation of modern American naval cryptol-
ogy. He had been put in command of the fledgling
cryptanalytic section of the U.S. Navy in 1924 —
the (Cryptanalytic) Research Desk within the
Code and Signal Section of the Navy’s Division of
Naval Communications (OP-20-G). He had over-
seen the recruitment, training, and formation of
the corps of radio intercept operators who
manned the Navy’s monitoring sites around the
world and in the United States. Safford played a
role in the establishment of the navy’s constella-
tion of monitoring and direction finding (DF)
sites in the Pacific region from the mid- to late
1930s. He had also recruited and staffed the
research Desk of the Code and Signal Section with
such notables of naval cryptanalysis as Agnes
Meyer Driscoll, Joseph Rochefort, and Thomas
Dyer. Safford had set up a program of training in
cryptanalysis of selected naval and marine offi-
cers, rotating them into the Research Desk for
periods of on-the-job training before they
returned to positions in the fleet. Safford also had
allowed, albeit reluctantly, the early experimental
use of machine aids in cryptanalysis — among
them early IBM punch card sorters to tabulate
and inventory code groups and specialized type-
writers modified to copy Japanese Kana charac-
ters sent via Morse code.”

Safford had nurtured OP-20-G through the
hard and lean interwar years and, at the rank of
Commander, was in charge of the entire section in
late 1941. He was highly respected by other cryp-

Page 53



tologic and intelligence officers from both the
navy and the army. From a technical standpoint,
Safford was a talented officer, though his true
ability lay in the collection, forwarding, and pro-
cessing — the “front end” of cryptology — and not
in the analysis of the intercept or dissemination of
communications intelligence. Sometimes he sim-
ply misunderstood the analytic process, especial-
ly the technical background to major cryptanaly-
tic breakthroughs and the fact that major systems
were changed, or superseded, and required sub-
stantial efforts to recover them. This was illus-
trated in a short history of prewar communica-
tions intelligence he authored in late 1943, “The
Undeclared War,” in which he made two glaring-
ly incorrect assertions. First, he claimed that the
“Navy had solved the primary Japanese Fleet
System (JN-25) to a partially readable extent.”
This statement greatly overstated the actual
progress that was limited to less than ten percent
of the AN-1 codebook (later notated as JN-25B).
In fact, he may have referred to the predecessor
variant, AN (later notated as JN-25A), but it is
unclear from his writing which system he meant
— a vagueness that has confused some
researchers in the decades since. Secondly, he
attributed the S.I.S. solution of the Purple cipher
machine to the fact that the “Army had acquired
a model of the Japanese Diplomatic machine and
the original set of cipher keys used with it.” To
this comment, William F. Friedman, in 1952,
greatly objected and wrote an emphatic note in
the margin of this section: “This is not true. Army
acquired it the hard way — cryptanalytically!*

While Safford had fostered the development
of OP-20-G and in 1936 had become its first per-
manently assigned commander, by the time of
Pearl Harbor he probably had come to be over-
matched by the enormous demands in time and
resources made upon his organization.® The rap-
idly multiplying targets and the simultaneously
growing workforce of OP-20-G — the worldwide
mission included some 500 people — over-
whelmed the prewar structure he had built. As
mentioned earlier, the OP-20-G mission was
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stretched globally, with two centers of interest,
the ongoing U-boat struggle in the Atlantic and
the Pacific crisis that vied for the scarce resources
of the section. The multiple demands may have
simply outstripped Safford’s ability to effectively
manage OP-20-G.

Symptomatic of the problem was his
approach to solve the German U-boat Enigma
device in the eighteen months prior to Pearl
Harbor. In 1940 Safford set up a small team ded-
icated to solving enciphered German U-boat traf-
fic. At the time, OP-20-G did not know that this
cipher traffic was generated by a more advanced
naval version of the commercial Enigma cipher
machine, a copy of which the navy possessed. The
cryptanalytic effort was small, perhaps fewer than
ten people, but it represented a diversion of
scarce resources. In the months prior to Pearl
Harbor, he resisted efforts to coordinate work
with the British in OP-20-G’s attack on the traffic.
When he finally allowed cooperation, he often
ignored their experienced technical advice in
favor of that from his own analysts like Agnes
Driscoll that proved ultimately to be an analytic
dead end. The navy’s attack on Enigma proved to
be unproductive for the first two years.®

Safford’s actions at OP-20-G in the months
before Pearl Harbor were erratic: at times he con-
trolled activities completely; at other times, as we
shall see later in this section, he seemed to let
parts of the mission slip. In testimony before var-
ious hearings that in the weeks leading up to the
attack on Pearl Harbor, he stated he had worked
longer than normal hours. He said that he was
deeply involved in all aspects of the section’s
operations. And he was. In all probability,
though, he tried to do everything, and as a result,
many problems developed, especially in the
administration of daily activities. In fact, many
officers in naval intelligence and cryptology were
working almost twelve- to fourteen-hour days.
Yet, on 7 December, Safford stayed out of his



office the entire day, only to return the following
Monday morning.”

Curiously, in early 1942 Safford had suggest-
ed to the CNO staff that, as part of a recommend-
ed reorganization of OP-20, he be replaced as
head of OP-20-G. By the spring of 1942, Safford
was gone as the commander of the code-breaking
element and was placed in charge of the office
supervising the not unimportant job of develop-
ing and fielding of cryptographic systems for the
U.S. Navy — OP-20-Q.®

Safford Searches for the Missing
Winds Execute Message

The story of Safford’s search for the missing
Winds Execute message begins about two years
after the attack on Pearl Harbor. We do not know
with much detail what he initially did to locate
records, how he went about the search, to whom
he first spoke, and when he searched. The exact
date of origin and source of his belief that such
the message had been sent cannot be precisely
placed. What we do know is that sometime in
mid- to late 1943, Captain Safford had begun
writing a short history of American naval radio
intelligence called “The Undeclared War.” It was
completed on 15 November 1943. Interestingly,
the last section of the monograph concerned the
intercept and handling of the Winds Message
instructions, Japanese serial Nos. 2353 and 2354.
The section ends on 28 November 1941 with the
transmission of the technical message to Hawaii
and the Philippines that contained the Japanese
broadcast schedule. Next to Safford’s signature is
a comment: “Not written smooth beyond this
point.”*® Ordinarily, this comment would be
interpreted simply as a comment about the unfin-
ished nature of the history. But in the light of
events to come, it now appears to have been an
omen.

According to Safford in later testimony, at
about the time of his abrupt termination of the
history project, he was reading the transcript of

the Roberts Commission (18 December 1941 — 23
January 1942) that investigated the Pearl Harbor
attack, when he realized that a warning message
to Admiral Kimmel from naval intelligence, draft-
ed by Commander Arthur McCollum on either 4
or 5 December, which Safford previously under-
stood had been sent to Pearl Harbor, in fact, had
never been transmitted.” According to Safford,
this proposed warning message to Kimmel had
resulted from the intercept of a Winds Execute
message on the morning of 4 December.

Concerned that no warning message had been
sent, Safford undertook his own private investiga-
tion to find the translation of the Winds Execute
intercept and discover what had happened to
McCollum’s warning message. His first step was
to recover the original Winds intercept and trans-
lation: the yellow TWX paper from the intercept
station that had copied it and all of the copies of
the translation (anywhere from six to over ten)
that he believed had been distributed to the S.I.S.
and various offices within the Navy. Unable to
locate any copies of the documents within the
navy, he later informally asked personnel in the
Army’s S.I.S. and G-2 “on several occasions” to
send him a copy of the translation, but he was
advised that the document could not be located,
though Safford would testify later that he believed
that it “was common knowledge [in the Army]”
that the translation existed.'”® During the search
through OP-20-G files that had come up empty,
Safford stumbled across a reference to a cancelled
navy serial number, JD-1 #7001, which he
believed was the serial number OP-20-G had
assigned to the translation of the Winds Execute
message for which he was searching.’

No doubt Safford became frustrated over his
inability to recover the missing intercept or the
translation. He also tried to locate the intercept
logs of the East Coast navy monitoring stations he
believed had copied the Winds message. But he
struck out here, as well. The station logs could not
be found. A further inquiry turned up informa-
tion that at least one station, Winter Harbor,
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Maine, had destroyed all the logs in mid-1942
with the approval of the Navy.'

During this time Safford widened his search
for evidence and wrote a letter on 22 December
1943 to the one person he believed knew about
the Winds Execute message, Commander Alwin
Kramer. [Exhibit #41]°In the letter Safford
posed a series of vaguely worded and leading
questions about the intercept of Japanese diplo-
matic messages during the week prior to the
attack on Pearl Harbor. One question, number 18,
concerned the Winds message. “We cannot find

Captain Alwin D. Kramer

the original “Weather Report” (Sent Dec. 5th) and
its translation. What became of it?”*°

Kramer’s response, which took some time to
arrive since he was stationed at the Joint
Intelligence Center, Pacific Ocean Areas, Hawaii,
came in a letter of 28 December. It did not help
Safford’s cause. [Exhibit #42]" In his letter,
Kramer noted that “The first (sic) one of the >
was not as indicated in parentheses...” It was, as
Kramer added, really one of the file of transla-
tions turned over at the meeting, which Hull,
Stimson, and Knox attended on the morning of 7
December. The folder included the Part 14 of
message serial No. 902, the STOP message, and
the instructions from Tokyo to the embassy in
Washington to deliver the message by 1:00 PM,
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the latter of which Kramer refers to as “Item 11
(first one) on how the hour tied with the sun, and
moves in progress, elsewhere.” Kramer then
added that he believed that the translations were
available in the sections of OP-20-G that handled
either collateral intelligence, “GL,” or translations
and code recovery, “GZ.”

This was not the answer Safford expected (or
wanted), and he told Kramer so in the next letter
he mailed on 22 January 1944. [Exhibit #43]"®
This letter becomes critical to the story of
Safford’s later claims for two reasons. First,
Safford created a “condensation code” of names,
places, dates, and objects that ran two pages.
[Exhibit #43, pages 266-7] This code list he
appended to the letter. Why he chose to create a
“code” for his correspondence was revealed in the
letter. He perceived an effort by people in the staff
of the CNO to “frame-up” Admiral Kimmel. This
leads to the second point in that this letter
becomes Safford’s initial statement regarding the
nature, scope, and gravity of an apparent conspir-
acy that covered up the record of the events sur-
rounding the Winds Execute message as he
recalled them.

Safford began with a warning to Kramer (with
the text in place of Safford’s code values):

Be prudent and be patient...No one in
OPNAV [The Chief of Naval Operations’
Staff] can be trusted. Premature action
would only tip off the people who framed
Admiral Kimmel and General Short. Tell
Halsey [Admiral William “Bull” Halsey]
that I knew Adm[iral] Kimmel was a
scapegoat from the start, but did not sus-
pect that he was a victim of a frameup
until about 15 November 1943, and did
not have absolute proof until about 18
January 1944. Safford [here he refers to
himself in the third person] has over-
whelming proof of the guilt of OPNAV



and [Army] General Staff, plus a list of

about fifteen reliable witnesses."®

Safford then followed with more questions for
Kramer. Then he added a “Comment” section in
which he first laid out some of the details of the
incident concerning the Winds Execute message
and the suppressed follow-up warning message
from McCollum:

message ending up with a translation and
significance of the warning in the General
Intelligence Broadcast. I read the message
in Admiral Noyes’ office and was witness
to the discussion of it between Noyes and
Admiral Wilkinson. I took for granted that
the message would be sent and did not
know otherwise until 2 December 1943. I
believe that I told you about this message

With regard to the quotes of my item 18
(about the Weather Report”) and your
items 18 and 10(c) [from Safford’s first let-
ter and Kramer’s response] you were
describing Circular #2492 — the “hidden
word” message, of which we have copies of
the original and the translation in the GZ
files...I was asking about the General
Intelligence Broadcast containing [the]
false “Weather Report” which was
Broadcast at 0430 (EST) on December 4,
1941 or December 5. (Not sure of exact
date.) It was heard by “M” [Cheltenham,
Maryland] and “W” [Winter Harbor,
Maine] and sent in by teletype. It was
unheard by “S”....who listened for it. (I
have this from the Station “S” files, plus
statements of [Lt. Lesley A.] Wright and
[Captain Redfield] Mason.) This message
(in Morse) included the words — ‘Higashi
no kazeame.’ Nishi no kaze hare (Negative
form of kita no kaze kumori.)” The warn-
ing was not sent in the manner prescribed
by Circular #2353 or #2354, but was a mix-
ture. The [OP-20] GY watch officer was not
sure of it so he called you and you came in
early and verified it. [Lt. Allan] Murray [a
GY watch officer] recalls it so do I. Either
you or Brotherhood [another GY watch
officer, Lt. Francis.M.] (?) were waiting in
my office when I came in that morning and
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said “Here it is!...

As a result of the General Broadcast,
McCollum [then Commander Arthur] pre-
pared a message — which was a very long

and stated that it had been sent. Anyway, I
was living in a fool’s paradise from 4
December to December 7, 1941. I learned
from Wright [Commander Wesley A] that
McCollum knew that the message had not
been sent (Wright had been informed by
McCollum at Pearl Harbor).>°

In the early part of the letter, Safford notes that
he did not have “absolute proof” of the “frameup”
until about 18 January 1944. Safford does not state
explicitly what the source of the proof was, or its
nature, but information that came out later that
year points probably to one or more conversations
he had with William F. Friedman of the S.L.S. as the
critical point of origin.

That Safford and Friedman should cross paths
in early 1944 was not a surprise. Both had once run
their respective services’ communications intelli-
gence sections, but had been replaced shortly after
the war started. They were familiar with each
other’s role in establishing the original COMINT
programs for both the army and navy. On occasion,
they had cooperated by sharing information on
code-breaking projects of mutual interest, as with
the joint effort against the Japanese Purple
machine cipher device. Both now were engaged in
issues relating to communications security for the
army and navy. The two happened to meet a num-
ber of times during 1944.

The discussion of interest was at one of these
meetings. When this particular discussion occurred
is not clear — perhaps as early as January 1944, but
the scant evidence available also suggests sometime
later in the year. Friedman remained vague about
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William F. Friedman

the exact date and believed it occurred sometime
in the eighteen months prior to his testimony
before the Clarke Investigations in mid-July 1945,
which would place the meeting of interest in the
first three months of 1944. Safford in later testi-
mony would not give a date. During the meeting,
Safford related to Friedman what he had found so
far about the Winds Execute message that he
believed had been sent on 4 December and how
the intercept subsequently was handled. He also
repeated his information about the disappear-
ance from the files of any trace of the translation
of the Winds Execute message. Perhaps because
he was caught up in the moment of Safford’s
story, or because he was not aware of the direc-
tion or intent of Safford’s search, Friedman relat-
ed a story he had heard regarding the Winds
translation. Earlier that year, he had met with
Colonel Otis Sadtler, who had served as a com-
munications officer with G-2 at the time of Pearl
Harbor. Friedman asked Sadtler if he knew of a
Winds Execute message that had been intercept-
ed before 7 December 1941. Sadtler said that he
was told that the material had been destroyed.
Shocked, Friedman asked who ordered the
destruction. Sadtler replied that General George
C. Marshall had ordered it. Friedman then told
Safford that Sadtler had learned this story from
Colonel Isaac (Ike) Spalding, who was head of G-
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1 Staff (Personnel) at the time. Friedman later
testified that he did not give much credence to the
story and was surprised that Safford bought into
it.*

The subject — General Marshall’s order to
destroy the Winds material — would surface later,
first during the Hewitt Inquiry, then the Clarke
Investigation, and finally during the Joint
Congressional Committee hearings. As for
Safford and Friedman, they continued to talk
about the missing Winds Execute translation. On
one occasion, 17 September 1944, Friedman
made notes of an exchange with Safford.
[Exhibit #47]°* Many of the points that Safford
made to Kramer in his letters from nine months
earlier were repeated in these notes, notably
when the Winds Execute was heard, which sta-
tion intercepted it, how it was processed and then
turned over to ONI for action. Absent, though,
were the claims of destruction of intelligence
material held by the War Department and that
this action had been ordered by General
Marshall.

Safford’s Detailed Claim about the
Winds Execute Message — February

1946

While Safford was conducting his search for
what he believed to be were the missing papers
related to the intercept of the Winds Execute
message, pressure mounted for a review of the
attack on Pearl Harbor. There was much criti-
cism, especially from the Republican Party and
critics of President Roosevelt, over the adminis-
tration’s handling of the prewar negotiations with
Japan, as well as the findings of the Roberts
Commission, which essentially placed the blame
for the debacle completely on the shoulders of
Admiral Kimmel and General Short. These two
were accused of “dereliction of duty” for failing to
consult with one another and a lack of proper
responsibility in carrying the requirements of
their respective commands.*® Pressure from
administration political opponents generated



demands for new hearings. Both the War and
Navy Departments initiated a total of five new
hearings on Pearl Harbor during 1944. Safford
would testify and offer evidence of his claims
about the Winds message at three of them — the
Hart Inquiry, the Army Pearl Harbor Board, and
the Navy Board of Inquiry. Interestingly, in the
other two investigations carried out by the War
Department, the Clarke Investigation and the
Clausen Investigation, the Winds Execute issue,
and Safford’s role in it, would emerge as an
important topic for consideration. Two more
investigations would start in 1945, the Hewitt
Inquiry and the Joint Congressional Committee
hearings, the latter of which would continue into
1946. Safford would appear at both and give tes-
timony. (Interestingly, the six hearings prior to
the congressional one were closed to the public at
the time, while some contained classified annex-
es.)

We do not intend to examine in detail
Safford’s testimony and evidence delivered to
each of the six Pearl Harbor hearings prior to the
Joint Congressional Committee hearings. The
main reason for not relating the allegations made
to the other hearings is that such a recounting
easily becomes difficult to follow simply because
Safford often offered different evidence or narra-
tives of events concerning the Winds Execute
message to all of the hearings at which he testi-
fied. In addition, these narratives, in general, dif-
fered significantly from the first chronology of
events concerning the Winds message he
described to Alwin Kramer in the letter of
January 1944. The best way to describe Safford’s
claim is through an examination of his most com-
plete and finished version of events about the
Winds Execute message. This is contained in his
memorandum to the Congressional Committee
delivered on 1 February 1946.

However, we cannot ignore completely
Safford’s testimony and the reaction to it from
each investigative board. So, before we examine
his statement to the Joint Congressional

Committee, we will briefly describe how each
hearing handled the information Safford had pro-
vided them, as well how they judged the evidence
he offered. How the previous hearings reacted to
Safford’s allegation(s) provides an important con-
text in which to understand the conclusion the
Congressional Committee reached about the
Winds Execute message.

The first hearing that took Safford’s testimony
regarding the Winds message was the Hart
Inquiry. It was charged to examine those naval
officers knowledgeable about the attack, take
their testimony, assemble exhibits, and submit
the material to the secretary of the navy, at the
time Frank Knox. Admiral Thomas Hart, who had
been the commander-in-chief of the Asiatic Fleet
in December 1941, chaired the inquiry. There was
no final report as such, as were produced by many
of the other hearings. Safford appeared as a wit-
ness on 29 April 1944. After questioning about
code-breaking efforts prior to hostilities, the
examining officer asked Safford if he wanted to
make any further statement. Safford responded
by making a four-page statement regarding the
Winds message. Among other items in his state-
ment, Safford named fifteen individuals who he
claimed had some knowledge of the message. The
inquiry board asked him no questions regarding
his statement and adjourned for the day.>

On 13 June 1944, Congress passed a Joint
Resolution directing the secretaries of war and
the navy to conduct investigations of Pearl
Harbor. In response, both the Army Pearl Harbor
Board and the Naval Court of Inquiry were estab-
lished. Safford gave testimony first to the Army
Pearl Harbor Board. Safford testified before this
hearing, though his testimony, as that of Colonel
Otis Sadtler, was considered “Top Secret” because
of its content, that is, it contained details of code-
breaking against Japanese diplomatic communi-
cations. Safford’s testimony can be found in the
Top Secret annex to the Board’s hearings. The
transcript indicates that the Army Board did not
press Safford on his evidence. On the other hand,
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it did question many army officers from G-2 and
S.1.S. regarding the existence of a Winds Execute
message. The Board completed its hearings and
issued a report on 20 October 1944. The Army
attached a Top Secret Memorandum, which dealt
with the “Magic” aspects of the case. Its finding
on the Winds Execute was somewhat ambiguous.
It said, “It is this message [Winds execute] which
the Army witnesses testified was never received
by the Army. It was a clear indication to the
United States as early as December 4. The vital
nature of this message can be realized.”*®

A year later, on 14 September 1945, the
Army’s judge advocate general wrote a memoran-
dum to the secretary of war regarding the most
recent evidence and their effect on the Board’s
findings. It contained the following statement:

Captain Safford had testified before the
Board that on 4 December he saw a Navy
intercept which contained the execute
message to the Japanese “Winds Code,”
and that two copies were sent to the
Army. Colonel Clausen’s investigation
discloses no evidence that the Army ever
received any such copies and I under-
stand the testimony of Captain Safford
has been qualified considerably by testi-
mony of himself and other Navy person-
nel before Admiral Hewitt.

Concurrently with the Army Board, the Navy
Department conducted its own Court of Inquiry
from 24 July to 19 October 1944 when its report
was issued. Safford testified before the Court of
Inquiry. His assertions about the existence and
handling of the Winds Execute message were
accepted by the Court. The Court asked him few
questions about his evidence. The Court did ask
him about whether his memory of events was
direct or hearsay. But he was not challenged to
produce any concrete evidence to support details
of his allegations.®”
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Like its Army counterpart, the Navy Inquiry
included an addendum to its report to deal with
“certain other important information” meaning
the testimony and evidence related to the break-
ing of Japanese diplomatic codes.*® The Inquiry
reported that on 4 December an intercepted
Japanese broadcast employing the Winds code
was received in the Navy Department. While the
message was subject to two interpretations, the
information from the broadcast was not transmit-
ted to Admiral Kimmel or any other fleet com-
manders. Furthermore, the Inquiry noted that,
while the Pacific and Asiatic Fleets were monitor-
ing the airwaves for these broadcasts, no attempt
was made to verify they had heard it. The report
finally noted that the [Winds] message in ques-
tion could not be located in the Navy
Department.*?

The Navy added a number of endorsements,
official approbations, to the Inquiry’s final report.
The Second Endorsement of 6 November 1944
noted that while no copy of the suspect message
could be found, there was “considerable testimo-
ny in the record as to what was done with the
‘Winds message.”® The Third Endorsement
repeated that the intercepted broadcasts had
been transmitted to the Chief of Naval
Operations, Admiral Harold Stark, and the
Director of Naval Communications, Admiral
Noyes, but that neither man could recall receiving
it.3

Between 14 and 23 September 1944 and from
13 July to 4 August 1945, the Army conducted an
investigation into the handling of Top Secret doc-
uments related to Pearl Harbor. Colonel Carter
W. Clarke, who was Deputy Chief of the Military
Intelligence Section of the General Staff at the
time, headed up the study. In 1941 he had been in
charge of the Safeguarding Military Information
section of the Military Intelligence Division prior
to the war. Though these hearings did not take
testimony from Captain Safford, the issue of the
Winds Execute message was part of the investiga-
tion.



The initial investigation had lasted just nine
days in September 1944. A number of Army offi-
cers involved in the processing and distribution of
“Magic” translations of Japanese diplomatic mes-
sages were questioned. Regarding the Winds
message, the bottom line from all of the testimo-
ny was that no Army monitoring site ever heard
the message, nor did the War Department receive
any such message or translation of it from its
navy counterparts.3® The Clarke hearings did not
issue a formal report at this time.

However, in July 1945, after William
Friedman had testified to the Hewitt Inquiry on 5
July 1945 (see below), Clarke reconvened his
hearings to investigate statements made by
Friedman. During his testimony before the
Admiral Hewitt Inquiry, Friedman had repeated
the story that he had told Safford about the state-
ment from Colonel Sadtler that alleged General
Marshall had ordered the destruction of material
concerned with the Winds Execute message.?? So
on 13 July Friedman was questioned about this
statement. In turn, those named by Friedman
who knew of the story — Colonel Otis Sadtler,
Brigadier General Isaac Spalding, and Brigadier
General John Bissell — also were queried. Clarke
reported a month later that he could find no evi-
dence that any such material had been destroyed,
or that such an order had been given, and he
repeated the initial finding that no such “Winds
Code” message was ever received by the Army or
to have been destroyed.?* The story about
General Marshall’s order to destroy all copies of
the Winds Execute message would resurface dur-
ing the Congressional Committee hearings and
will be dealt with in depth later in this chapter.

On 23 November 1944, Secretary of War
Stimson directed Major Henry C. Clausen from
the Judge Advocate General Department to con-
duct an investigation into “a number of unex-
plored leads” which appeared during the Army
Pearl Harbor Board hearings. Clausen was given
extraordinary access to personnel and records,
even Top Secret material. Clausen’s far-reaching

franchise was extended to the Navy Department
when the new secretary of the navy, James
Forrestal, agreed to Clausen’s access to naval per-
sonnel and records that directly connected to
army matters.

Although Clausen never directly interviewed
Safford, the latter’s claim about the Winds
Execute message being transmitted and inter-
cepted on 4 December would shadow Clausen’s
investigation. Eventually it would lead him to sus-
pect that the British may have heard such a mes-
sage (see pages 83-4). Clausen interviewed some
navy and numerous army personnel, including
General Douglas MacArthur and his staff. His
approach, unlike the wvarious boards and
inquiries, was to obtain written affidavits from
everyone — a legal approach that he seemed more
at home with since he was a lawyer.

Clausen kept the War Department informed
of his investigation through a series of memoran-
da from February through August 1945. His
memorandum of 23 May 1945 stated that he
could find no evidence that a Winds message, as
described, was ever sent.>®> He added that “the
evidence to date of the existence of such an imple-
mentation [message] depends primarily on the
recollection of certain Navy witnesses among
whom there is a conflict. He would reiterate this
position, though in a much stronger tone in his
memoirs.?°

The last hearings before the Joint
Congressional Committee was the Navy’s Hewitt
Inquiry, which held hearings from 14 May to 11
July 1945. This inquiry was established by order
of the secretary of the navy on 2 May and was
charged to examine all previous investigations
and to conduct any further study deemed neces-
sary. It was noted that previous inquiries and
investigations had disclosed, “matters of impor-
tance, principally concerning intelligence,
[which] had not been investigated thoroughly.”3”
There were eleven items of interest to review.
Among them was Item (G), the Winds message.
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Admiral H. Kent Hewitt’s mandate for this inquiry
read: “to determine whether or not there was a
‘winds code’ message relating to the United States.
In connection with the ‘Winds code’ message, it
should be noted that according to Captain Safford
the last time he saw the message was when it was
sent to the Roberts Commission. It should be deter-
mined whether or not the message was there or is
there now.”®

The Hewitt Inquiry took testimony from
Safford on three separate occasions, the latter two
dealt with issues not related to the Winds message.
In its final report, the Hewitt Inquiry reviewed the
evidence and made two pronouncements on the
issue. The first was that the “winds code” message
would have conveyed no intelligence of significance
which the CNO, Admiral Stark, or Admiral Kimmel
did not already have. The second conclusion was
that there was no evidence from any source other
than Captain Safford that a Winds Execute message
had been intercepted. The Inquiry noted that even
Captain Alwin Kramer, in previous testimony, had
confused the “hidden word message” with the
“winds code.” The Hewitt Inquiry finding conclud-
ed that the findings from the earlier Army Pearl
Harbor Board and the Naval Court of Inquiry that a
Winds message had been sent prior to 7 December
were based primarily on the testimony of Safford
and Kramer. It was noted that every other person
questioned by the various inquiries had denied any
direct knowledge of the message as Safford had
described, while others stated they knew of it by
hearsay only.

It is important to note that these six hearings
had been closed to the public. There emerged much
bipartisan political pressure for open hearings
on Pearl Harbor. Within days of Japan’s surrender,
both the Senate and House passed a Concurrent
Resolution calling for such hearings. Four months
later, on 15 November 1945, the Joint
Congressional Committee would begin its hearings
into Pearl Harbor. The Committee, chaired by
Senator Alben W. Barkley (D-Kentucky), had issues
almost from the moment the first gavel was struck.
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Senator Homer Ferguson (R-Michigan) raised an
objection that the minority members of the com-
mittee had just received thousands of pages of
material released under the order by President
Harry Truman to the Executive Department and
they needed time to review the papers.3’

The background to this dispute was that on 28
August 1945 President Truman had issued a mem-
orandum to seven cabinet and office secretaries and
directors that ordered them to take such steps as
necessary to prevent release of any information
regarding “past or present status, technique or pro-
cedures, degree of success attained or any specific
results of any cryptanalytic unit acting under the
authority of the United States Government or any
department thereof.”*° This was a blanket directive
meant to protect all aspects of wartime cryptanaly-
sis from compromise and not to hide Pearl Harbor
records. Two months later, on 23 October, Truman
issued another memorandum, which specifically
exempted the congressional hearings from his ear-
lier order and directed the State, War, and Navy
Departments to make available all material to the
committee, as well as authorize any employee or

Senator Alben Barkley. Courtesy U.S. Senate
Historical Office



member of the armed forces whose testimony
was desired to appear before the committee.*

Safford Tells His Story

Captain Safford appeared before the Joint
Congressional Committee on 1 February 1946. He
introduced his position by entering into the
records of the hearings a prepared statement,
which represented his most articulate narrative of
his version of events. It detailed his assertion that
the Winds execute message had been intercepted
and reported to the government. [Exhibit
#40]* It began with these short, dramatic sen-
tences: “There was a Winds message. It meant
War — and we knew it meant War.”

Safford’s version of the intercept and han-
dling of the Winds Execute can be summarized as
follows. On 28 November 1941, OP-20-G had
tasked numerous navy monitoring stations in the
continental United States and its possessions in
Hawaii and the Philippines to listen for the Winds
Execute message. Safford expected that if such a
message was to be heard by the navy sites, that it
would be heard on a Morse code not voice news
broadcast.

Shortly before 9:00 AM (EST) on 4 December
1941, a teletype message (TWX) from the inter-
cept site at Cheltenham, Maryland (Station “M”
in correspondence), arrived at the operations
center of the Navy’s code-breaking and transla-
tions section, OP-20-GY. It was a transcription of
a news broadcast, in Morse, by station JAP
(Tokyo) transmitted on frequency 11980 kilo-
hertz. The broadcast had been heard at
Cheltenham at about 8:00 AM and forwarded
over the wire to OP-20-GY some thirty to forty-
five minutes later. The intercept, on yellow TWX
(teletype) paper, was about two hundred words
long. According to Safford, all three of the expect-
ed Winds code phrases appeared in the middle of
the text. Safford said these phrases equated to
“War with England,” “War with the United
States,” and “Peace with Russia.” In the last case,

he claimed that the coded phrase for Russia,
which translates as “North Wind Cloudy” was in
“the negative form,” though Safford did not elab-
orate on how he reached that conclusion.

Safford reported that then Lt. Alwin Kramer
and the GY duty watch officer, unnamed in his
statement, had brought him the TWX. When he
entered the office, Kramer told Safford that “This
is it.” Safford says he interpreted Kramer’s excla-
mation to mean that the intercept indeed was the
Winds Execute message that everyone had been
listening for and that it was the “tip-off that would
prevent the U.S. Pacific Fleet being surprised at
Pearl Harbor the way the Russians had been sur-
prised at Port Arthur.”? Safford noted in his pre-
pared statement that Kramer had underlined all
three phrases in the text and had penciled (or
crayoned) in the translations. He added that he
was not certain of the order and perhaps the
phrase for England appeared first and maybe
there was written “No War” for Russia.**

Safford continued his story and said that he
next made sure that the “ ‘original’ of the
Winds Message (sic)” was sent to Rear Admiral
Noyes, the Director of Naval Communications.
(Recall that OP-20-G was part of the Naval
Communications (OP-20), not the Office of Naval
Intelligence or ONI). Safford ordered an
unnamed officer to deliver the paper to Noyes in
person. He was to “track down” Noyes and not to
take “no” for an answer. In due course, Safford
said he received a confirmation that Noyes had
the message. After that, he recalled that Noyes
had telephoned the “substance” of the message to
the War Department, to the “Magic” distribution
list in the Navy Department, and to the Naval
Aide to President Roosevelt. Six or seven copies of
the message/translation were “rushed” over to
the War Department as soon as possible. Here, he
says, the navy’s responsibility ended. He added
that the “smooth” or final translations (presum-
ably with both army and navy serial numbers like
all other such translations) were distributed at
noon that same day to the authorized Navy
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Department officials and to the White House.
Safford added that he had no reason to suspect
that the Army would not make a prompt distribu-
tion of the translations of the Winds message.*®

In earlier testimony to the Hewitt Inquiry,
Safford maintained that the intercept from the
morning of 4 December was not to be confused
with the FCC intercept of the “false” or mistaken
Winds intercept from the evening of 4 December.
The FCC had phoned in a report of this broadcast
to the OP-20-GY watch center about 9:00 PM
(EST) on 4 December. Safford added that on the
morning of 5 December, Kramer had been shown
this particular FCC intercept. When he read it,
Safford observed, he knew it was not the Execute
message. He crumbled up the paper and “threw it
in the waste basket.”*®

Safford went on to aver that more proof of the
existence of the Winds Execute Message came on
15 December when he, along with Kramer, viewed
the contents of a folder of “Magic” material that
Admiral Noyes was to present to the Roberts
Commission, which included the same Winds
translation. He said that he and Kramer had
checked over the contents of the folder for com-
pleteness. Safford reported that Kramer had dis-
cussed “these messages” with then Assistant
Secretary of the Navy James Forrestal for some
two hours around 10 December while Secretary
Knox was at Pearl Harbor. Safford wrote in his
statement that he believed that the translation of
the Winds Execute message had been given the
Navy serial number JD-1 #7001, because this
serial number was missing from the files of corre-
spondence and translations for that period.
Safford’s last comment on the matter of the dis-
tribution of the translation was that it was the
responsibility of the Office of Naval Intelligence.
He made the odd statement that he, Safford, had
no responsibility in the matter after he forwarded
the original message to Admiral Noyes and later
made sure that Kramer’s “folder” had the transla-
tions and that they were in order.*”
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Safford then added a new twist to the story
that upped the ante for the importance of the
Winds Execute message as a warning mechanism
for U.S. intelligence. He stated that the message
also served as a “Signal of Execute” of some sort.
He believed this “theory” was confirmed when the
Japanese navy had changed the cipher system of
the General Purpose Fleet Code system — notated
as AN-1 at the time — on 4 December some seven
and one-half hours before [our italics] the Winds
execute was transmitted. Safford added that there
was only one station JAP broadcast for the
European region that day and that it coincided
with change.*®

Safford claimed that, as a result of the inter-
cept of the Winds Execute message, a number of
messages were sent out late on 4 December to
various U.S. naval facilities ordering them to
destroy excess cryptographic material. [Exhibit
#40, page 244] In later testimony before the
Congressional Committee, he also stated that
Captain Arthur McCollum from ONI had drafted
a multipage warning message for CNO to send
out. In this draft was a reference to the warning
contained in the intercepted Winds message.*®

In testimony the next day, Safford expanded
his allegation. He offered another memorandum
that he had prepared for the Hewitt Inquiry on 14
July 1945, but that he had withdrawn at the
“suggestion” that Inquiry’s counsel, Lieutenant
Commander John Sonnett. In this second memo,
Safford claimed that Sonnett had tried to get him
to change his testimony to reconcile “all previous
discrepancies.”® Safford’s memo added that
Admiral Hewitt had told him that there was no
evidence of a “Winds Execute” message beyond
his unsupported testimony. But Safford believed
that Sonnett had “succeeded in pulling the wool
over his [Admiral Hewitt] eyes.”'

This memo contained another inflammatory
section: a list of officers “who knew, in December
1941, that the Winds Execute message had been
broadcast on (or about) 4 December 1941...



although some of them did not learn about it until
after the attack on Pearl Harbor.” Among those
named were eleven army officers and thirteen
navy officers and one navy enlisted man. The list
included watch officers, linguists, and cryptana-
lysts like Lt. Colonel Frank Rowlett, who headed
the team that solved the Japanese diplomatic
cipher machine known as Purple, as well as sen-
ior officers such as Admiral Harold Stark, Chief of
Naval Operations at the time, and General George
C. Marshall, Chief of Staff, United States Army.

Oddly, Safford restricted his list to officers
from the Army and Navy and excluded the civil-
ian leadership from the War or Navy
Departments, or the White House. He also left off
many individuals who had testified at any of the
earlier hearings and who had heard of the Winds
Execute message such as William F. Friedman. It
did it not include anyone who might have been at
the intercept station at Cheltenham where
Safford believed the message had been copied.
When questioned further, Safford then named

Name

George C. Marshall
Leonard T. Gerow
Dawson Olmstead
Sherman Miles
Clayton Bissell
Otis K. Sadtler
Rufus T. Bratton
Rex W. Minckler
Harold Doud
Robert E. Schukraft
Frank B. Rowlett

Harold R. Stark
Royal E. Ingersoll
Richard K. Turner
T.S. Wilkinson
Leigh Noyes

John R. Beardall
John R. Redman
Frank E. Beatty
Laurance F. Safford
Arthur H. McCollum

George W. Welker
L.W. Parke

A.A. Murray
H. L. Bryant

Present Rank

General of the Army
Lt. Gen., USA

Maj. Gen., USA (ret)
Maj. Gen., USA
Maj. Gen., USA
Col., USA

Brig. Gen., USA

Col. USA

Col. USA

Col. USA

Lt. Col., USA (Reserve)

Admiral, USN
Admiral, USN

Vice Admiral, USN
Vice Admiral, USN
Rear Admiral, USN
Rear Admiral, USN
Rear Admiral, USN
Rear Admiral, USN
Capt., USN

Capt., USN

Capt., USN
Comdr., USN

Lt. Comdr., USN
Chief Ship’s Clerk, USN

The Twenty-Six Government Officials Named by Captain Safford

Station and Duty on 7 December 1941

Chief of Staff, U.S. Army

Director War Plans Division

Chief Signal Officer

Director of Military Intelligence

War Plans Division (WDGS)

Army Communications, OCSigO

In charge, Far Eastern Section, M1

Chief, SIS, OCSigO

In Charge, Japanese Section, SIS, OCSigO

In Charge, Intercept Section, SIS, OCSigO
Principal cryptanalyst, Japanese Section, SIS,
OCSigO

Chief of Naval Operations

Asst., Chief of Navy Operations

Director, War Plans Division

Director, Naval Intelligence

Director of Naval Communications

Naval Aide to the President

Asst. Director of Naval Communications
Aide to the Secretary of the Navy

OP-20-G, In Charge Security Section
OP-16-F2, In Charge Far Eastern Section,
Naval Intelligence

OP-20-GX, In Charge, Intercept and Direction
Finding Section

OP-20-GY, In Charge, Cryptanalytical Section
Watch Officer in OP-20-GY

Confidential Yeoman in OP-20-GZ




more individuals who, at the time, were junior
navy officers, any one of who he believed might
have delivered the Winds translation to Admiral
Noyes that morning.>*

One more part of Safford’s charge surfaced
the afternoon of 2 February when he was ques-
tioned about what happened to all of the copies of
the Winds message translation and the original
Japanese text. In response to separate questions
about what happened to the copies of the Winds
Execute translation and any associated records,
Safford stated that material had disappeared. He
added that there was the “appearance” of a con-
spiracy between the Navy and War Departments
to destroy all of the copies.?® As to who issued the
order to do so, Safford backed off from his earlier
assertion before the Hewitt Inquiry that the
destruction was carried out under the direct order
of General Marshall. When asked by the congres-
sional inquiry whether he believed that Marshall
had ordered the papers destroyed, Safford
declined to answer.>*

Examining Safford’s Version(s) of
Events

Safford, after two days of testimony and his
two memoranda, failed to convince the Joint
Congressional Committee that a Winds Execute
message had been intercepted and disseminated
within the U.S. government prior to Pearl
Harbor. He also failed to persuade the committee
members that there had been a cover-up of the
event. Instead, his story and evidence were shred-
ded during the Committee’s cross-examination of
the evidence supporting his allegations. When he
had testified before the other panels, aside from
some queries to seeking more details, Safford had
never been questioned critically nor had his evi-
dence been examined with any rigor. Still, as was
reported earlier, even with virtually no skeptical
questioning, the majority of the prior Pearl
Harbor investigations harbored some reserva-
tions about Safford’s claim — the major issue
being that he was the sole source of the allega-
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tions about the intercept and subsequent cover-
up.

In front of the Joint Congressional
Committee, though, Safford’s story was subjected
to a thorough and skeptical scrutiny. In trying to
defend his version of events, Safford proved to be
his own worst witness. He certainly was done in
by his lack of tangible evidence. But, more impor-
tantly, the changing nature of his narrative final-
ly caught up to him, and the congressional inves-
tigators would jump on this. Worst of all for
Safford, the Committee had access to his original
letters to Kramer and the transcripts of his testi-
mony before the preceding Pearl Harbor
inquiries and boards.

What this evidentiary trail revealed was that
for the past two years Safford had been changing
significant details of his narrative of events at
each hearing. More importantly, as we shall see,
the cross-examination revealed that he had liter-
ally fabricated the text of the purported Winds
Execute message of 4 December. He revealed that
he had taken the code phrases in the original
message of 19 November 1941 and then present-
ed those phrases as the text of the purported
Execute message. As he was questioned further,
more revelations would emerge that would
expose his story as a construct of conjectures,
assumptions, and misunderstandings.

In recent decades, some writers have alleged
that elements of the U.S. government went
through enormous efforts, to include a major
search of records, as well as “hostile” questioning,
in order to discredit Safford’s claims about the
intercept and handling of the Winds Execute
message.” Yet this interpretation is simply wrong
for two reasons. First, the congressional hearings
gave Safford the best platform from which he
could make his case publicly. If he passed the
cross-examination, then his case was solid.
However, his position withered quickly as his tes-
timony and evidence were challenged and found
wanting.



Secondly, the writers miss the point that
Safford’s standing within the American crypto-
logic community commanded such respect that
when he charged that a Winds Execute had been
intercepted, it had to be investigated completely.
The cryptologic and intelligence offices of both
the Army and Navy took Safford’s claim seriously
and combed all of the relevant records looking for
any substantiating evidence. Safford even
received help from other navy officers to conduct
his own search prior to the congressional hear-
ings.”®

Another aspect of this records search, which is
often overlooked, is that both the army and navy
already had conducted searches for relevant evi-
dence about the Winds Execute a full year prior
[our italics] to the congressional hearings. In
September 1944 the navy conducted a search of
its records for any material concerning an “exe-
cute’ to the so-called “Winds” message,” but
found nothing. This search, by the way, was done
in response to a memorandum from Captain
Safford.>”

The S.I.S. conducted its own search; again it
was done more than a year before the congres-
sional hearings. That service organized a thor-
ough review of its records beginning in late
September through October 1944 by order of
then Colonel Carter W. Clarke as part of his
review of classified records handled prior to Pearl
Harbor. A team of five people combed all records
and found nothing to support the contention that
a Winds Execute message had been intercepted
and processed. An index of pertinent translations
of Japanese was drawn up and studied. Like the
navy search, nothing could be found to validate
Captain Safford’s claim.®

For this review of Safford’s version of what
happened, it will be simpler to separate the events
into four parts: the intercept of the Winds
Execute message; actions taken in the immediate
aftermath; who saw the intercept or its transla-

tion; and the matter of the missing or destroyed
records.

The Intercept of the Winds Execute
Message

Before any discussion of whether there was an
intercept of the Winds Execute message can
begin, there exists the problem with Safford’s rec-
ollection of which navy monitoring stations had
been tasked to listen for the transmissions. In his
February 1946 memorandum to the Joint
Congressional Committee, Safford stated that he,
or Commander George Welker, chief of the sec-
tion responsible for actual intercept (OP-20-GX),
had sent TWX tasking messages to the Navy’s
monitoring stations at Bainbridge Island,
Washington, and Cheltenham, Maryland, to lis-
ten for Japanese Morse broadcasts. He added
that he might have sent the instructions to other
stations, though he does not name any specifical-
ly. However, in the same statement, he men-
tioned that another site, Winter Harbor, Maine,
was listening for these broadcasts. He also includ-
ed citations from those three stations monthly
reports as evidence that they were listening to
broadcasts. [Exhibit #40, pages 233-4]

The problem with Safford’s statement is
twofold. First of all, in a statement from 4
December 1945 Safford averred that he had sent
tasking by TWX to five navy sites, including the
earlier mentioned Bainbridge Island and
Cheltenham along with Winter Harbor, Jupiter,
Florida, and Amagansett, New York. In his testi-
mony before the congressional hearings, he reaf-
firmed that these five stations were indeed listen-
ing for the broadcasts, though in his statement,
he mentions only three sites. The contradiction
may seem minor, but, within a span of three
months, Safford had offered three different lists
of stations.

The second, and much graver problem, was
that when the monthly reports of the sites were
examined, there was no record of any tasking
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being received from Washington, D.C., except for
Cheltenham and Bainbridge Island. Statements
from the radiomen in charge of operations at
Cheltenham, Winter Harbor, and Jupiter indicate
that they never received any tasking for the Winds
message.®® Their position is correct inasmuch as
they were never tipped off to the reason for the spe-
cial tasking — the Winds message. Those monthly
reports from the stations at Cheltenham and
Jupiter that Safford submitted as evidence of his
special tasking, actually reflected the mission task-
ing of those sites prior to 28 November, such as the
Japanese merchant marine broadcast (known as
MAM) copied at Cheltenham and the Tokyo and
Osaka broadcasts to Europe monitored by Winter
Harbor.®° Further, Lieutenant Commander George
Welker had told Safford in a letter that he recalled
no tasking specific to the Winds message was sent
to the stations that OP-20-G controlled.**

Safford’s statement indicated that the Winds
Execute message was intercepted by Cheltenham
shortly after 8:00 AM (EST) during a broadcast by
Japanese station JAP. The intercept was then
quickly sent in by teletype to the OP-20-GY watch
section within a half hour. [Exhibit #40, pages
229-241] Safford also wrote that an unnamed
watch officer first had shown the intercept to Lt.
Kramer. According to Safford’s account, Kramer
underlined the important code phrases — all three
were present in the text — and wrote in pencil “free”
translations which were “War with England”
(including the Netherlands East Indies), “War with
the U.S.,” and “Peace with Russia.” Kramer came
into Safford’s office and said, “Here it is.” [Exhibit

#40, page 240]

Safford’s account of the time of the intercept
contradicted virtually every prior statement he
made. In his second letter to Kramer, Safford wrote
that the “Weather Report” was broadcast at 4:30
AM (EST) on either 4 or 5 December 1941. In front
of both the Hart and Hewitt hearings, he indicated
that the intercept occurred on the evening of 3
December and had been sent to Washington that
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evening when Kramer had verified the text.®* By
the time of the congressional hearings, Safford had
settled on 8:00 AM, 4 December, as the time of
intercept. Why he had done so, as he explained to
the Committee, was that just two weeks earlier he
had reviewed monthly reports from the sites at
Winter Harbor and Cheltenham. He had seen infor-
mation in the reports which allowed him to postu-
late when the Winds Execute might have been
intercepted and by which station. Safford never
detailed what he saw, but information in his state-
ment suggests that he had noted that, according to
his calculations, both stations could have heard the
Japanese broadcast station with the call letters
“JAP,” one of the stations he earlier had speculated
might broadcast the Winds execute. [Exhibit #40,

page 251]

Yet this statement only exacerbated Safford’s
problem because his postulated time of intercept
left him with only the possibility it was heard by
either Winter Harbor or Cheltenham. In his state-
ment of 1 February, he had confidently asserted
that Cheltenham had intercepted the Winds
Execute. But here the weight of his previous testi-
mony bore down on him. In his January letter to
Kramer, Safford had written that the message had
been heard by both Cheltenham and Winter
Harbor. But, later in his statement to the Hart
Inquiry, he left out any mention of the intercept
site. (Safford claimed that Admiral Hart thought
the information “irrelevant.”) Before the Naval
Court of Inquiry Safford did not name a station.®*In
front of the Hewitt Inquiry, Safford said he did not
know what station actually intercepted the mes-
sage, but “guessed” that both sites had the better
facilities for monitoring for the broadcast.®*

Yet even Safford’s guess could not hold up to
scrutiny. In fact, the navy had interviewed the
radiomen-in-charge of the Cheltenham and Winter
Harbor stations, D.W. Wigle and Max Gunn, and
both deposed that their sites had not intercepted
such a broadcast as the Winds Execute.®® Finally,
during the congressional hearings, only a day after
he presented his statement with the confident



assertion that Cheltenham had heard the Winds
message, Safford was forced to admit to the
Committee counsel that there was no evidence
that “Cheltenham got that message.”®® His
Cheltenham claim was based solely on a conjec-
ture that Cheltenham theoretically could have
heard a broadcast by station JAP.

As for the action inside the OP-20-GY office
spaces when the message supposedly arrived,
Safford’s version of those events came under con-
siderable correction from the very people he had
named as participants. In his 1 February state-
ment, Safford did not name the watch officer who
brought the intercept to Kramer. However, from
as far back as early 1944, Safford had claimed that
at least one of the GY watch officers was a witness
to the existence of the Winds Execute message. In
his January letter to Kramer, Safford insisted that
one Lt. Allan Murray recalled the message, while
either Kramer or another watch officer, Lit.
Francis M. Brotherhood, brought the message to
him. In front of the Hart Inquiry, Safford had
stated that Brotherhood was on watch on the
evening of 3 December when the Winds execute
arrived. Before the Naval Court of Inquiry,
Safford said that Lt. Murray or “possibly Kramer”
had come in with the yellow teletype sheet and
said, “Here it is.”®” When the congressional coun-
sel asked Safford about the discrepancy in his
story, he stated that he had testified that
Brotherhood had brought him the message since
that officer had told him the message had come
in.%®

However, when Murray and Brotherhood tes-
tified to the Hewitt Inquiry, they denied they had
delivered such a message. Brotherhood recalled
the FCC mistaken intercept of the evening of 4
December and that he had notified Admiral
Noyes that same evening. Murray stated that he
was the watch officer for the day shift for both 4
and 5 December. His watch ran from 8:00 AM to
4:00 PM. He told the Inquiry that he would have
been aware if any such Winds Execute had

arrived at the time described by Captain Safford,
but he stated no such message came in.*

Alwin Kramer testified before the congres-
sional committee for almost four days. His ver-
sion of events differed decidedly from Safford’s.
He recalled that the incident occurred on 5
December. He had been handed a short piece of
teletype paper with about two or three lines of
Japanese text, not the two hundred words Safford
recalled. He could recall the text in detail, but he
said that there was only one phrase on it. He
never underlined it or translated the phrase. Nor
would he have used the word “War,” since the
instruction messages never used that word,
rather the Kana phrase WAGAHOO NO GAIKOO
KANKEI KIKEN NI HINSURU [Exhibit #7],
which was translated as “our foreign relations are
approaching danger.” He added that he had
looked at the paper for only about ten to fifteen
seconds. He could not recall whether he had
entered Captain Safford’s office. He never saw
that strip of paper again.”

Kramer’s testimony leads into the serious
question of exactly what the contents were of the
Winds Execute message that Safford believed
existed. Recall that Safford stated that all three
phrases appeared in the message. (Safford in his
statement referred once to codewords — a mis-
leading expression. He later referred to code
phrases in his statement and always “phrase” in
his testimony.) He said that the phrases occurred
during a Morse broadcast. Safford maintained
that the Winds Execute message did not have to
be sent in a Voice broadcast. [Exhibit #4o0,
page 10] That was true, but it is not the entire
story. According to the instructions in Japanese
message No. 2354, the format for the Winds
Execute in the General Intelligence (Morse)
Broadcast was the repetition of a single codeword
— HIGASHI, KITA, or NISHI - five times at the
beginning and then at the end of the broadcast.
The code phrases were to be used in the voice
broadcast. Yet, according to Safford, the code
phrases, intended for the voice broadcast,
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appeared in the Morse broadcast. Even more,
Safford could not verify if the format was correct
and if the phrases had been repeated at the end of
the purported broadcast of 4 December.”

As far back as his second letter to Kramer,
Safford had admitted that the format of the
Winds Execute was “not right.” Yet he could
never explain why, after the Japanese Gaimusho
had established two discrete formats for warning
messages intended for its diplomats, it would
then send the warning phrases on the Morse
broadcast when it previously had set up a format
with single codewords?

Safford also had claimed that the phrase
regarding relations with the Soviet Union, KITA
NO KAZE KUMORI meant “Peace with Russia”
(or “No War”). In testimony to the Congressional
Committee, Safford added that it had been
believed that “ ‘no war’ would be no mention [of
the phrase], but they [the Japanese] gave a posi-
tive, specific mention as to Russia, but in a nega-
tive sense, which we concluded meant peace, or
not war as yet.””” This interpretation was totally
opposite the meaning set out by the Japanese
message No. 2353, in which it is stated explicitly
that the phrase meant that relations were
approaching a dangerous point. The absence of
the phrase from the broadcast was the true “neg-
ative” meaning, that is, no danger to relations.

Yet Safford’s odd interpretation of the phrase
KITA NO KAZE KUMORI was not new. Back in
his second letter to Alwin Kramer, Safford had
stated that there was a “negative form” of the
phrase for Russia, KITA NO KAZ KUMORI
(North Wind Cloudy). He said that this “form”
was the phrase KISHI NO KAZE HARE. But this
“negative form” phrase actually was the warning
phrase for relations with Great Britain, which
translated to “West Wind Clear.” In later testimo-
ny, he would change his explanation of the format
for his so-called “negative form.” Before the Hart
Inquiry in April 1944, he stated that this “negative
form” was KITA NO KAZE KUMORI, which
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meant, according to Safford, “Neither North
Wind or Cloudy.””® Clearly, this translation of the
phrase is not supported by the text. During the
June 1945 Hewitt Inquiry, Safford again was
challenged on this point, but he managed to avoid
a direct answer by just restating that KITA, or
“north,” was the “negative form.””#

Safford’s confusion over the meaning of the
code phrase for Russia revealed the fundamental
discrepancy at the heart of his claim. It was this:
In early 1944, as Safford began to construct his
claim about the Winds Execute message, he real-
ized he could not recall any of the text of the pur-
ported Winds Execute message of 4 December,
including what open code phrase, or phrases, had
appeared in it. In fact, it was in Kana and he could
not read it. Therefore he had to reconstruct the
entire message, specifically the code phrases. To
do so, he simply appropriated the three phrases
from the 19 November message No. 2353 and
then misrepresented those phrases to the Hart
Inquiry (April 1944) as the actual text of the
Winds Execute message. Exactly what text he
recalled and what he added, Safford was unclear.
He revealed this ploy before the Army Pearl
Harbor Board. On 2 October 1944, during his tes-
timony, this exchange occurred:

General Russell. Now let us turn back to
the message. From what source did you
obtain these Japanese expressions or
words which are found in your evidence
given to Admiral Hart?

Captain Safford. 1 got those from the
messages setting up the “Winds” code,
plus my recollection of the events: that
two came exactly as we expected them,
that is one for America and for England,
and also the negative form of the
Japanese for “North Wind Cloudy.” I do
not know enough about Japanese to be
able to give that from memory. I mean, I
remember that it was exactly what we
expected to get on those two occasions,
and garbled up on the Russian business.



General Russell. Then the memoran-
dum from which you refreshed your rec-
ollection at that time you testified before
Admiral Hart, as a matter of fact, was the
code that you had discovered prior to
November 28, 1941, [the release date of
the translation of message No. 2353]
and that you took that language from
that Japanese code and compiled from
recollection the message of December
4th and gave that to Admiral Hart as
being the message of December 4th; that
is the truth?

Captain Safford. That is correct, it being
essential or the substance of what we
were interested in, because there was a
lot more which was just straight
Japanese news, and I couldn’t make
head or tail of it.””

This exchange also enlightens the origin of the
issue of the “negative form” of “North Wind
Cloudy.” If Safford insisted that all three phrases
appeared in the purported Winds execute, then
he had a paradox and that was the fact that Japan
did not attack the Soviet Union in 1941.
Therefore, according to the Japanese format, the
phrase KITA NO KAZE KUMORI should not have
appeared. So Safford needed to interpret the
phrase for the Soviet Union in a completely dif-
ferent manner than the original Japanese mean-
ing in order for it to have appeared in his “recon-
structed” Winds Execute message. From then on,
in order to portray his artificial Winds Execute
message as valid, Safford had to claim that the
KITA phrase meant “peace” not war with Russia,
which flew in the face of the meaning the
Japanese had assigned to it.

In essence, Safford, being unable to recall the
full contents of the Winds message he imagined
had been sent, simply appropriated the phrases
from the set-up message of 19 November and
then presented them as the actual Execute mes-
sage.

Actions Taken in the Aftermath of the
Winds Execute Message

Safford, in his prepared memorandum, stated
that he had sent the original intercept of the
Winds message to Admiral Noyes (Director of
Naval Communications and Safford’s superior
officer) by a courier. Admiral Noyes’ office was
one floor up and directly above Safford’s office.
He told the courier to deliver it to Noyes and not
to take “no” for an answer. Within a few minutes,
Safford said he had received a report that the
message had been delivered. Safford also stated
that he was satisfied that Noyes had telephoned
the “substance” of the message to the War
Department, the “Magic” distribution list in the
Navy Department, and the Naval Aide to
President Roosevelt. Six or seven copies of the
translation were sent to the War Department,
though a “smooth” (or finished) translation was
made in the Navy at that time. Safford added that
he believed the Army had distributed the transla-
tion. Eventually, a translation was made with the
serial number “JD-1 7001.” Safford also added
that two urgent messages went out from the CNO
staff (OPNAV) to various naval facilities in the
Pacific, which, in view of the critical situation,
ordered the destruction of certain ciphers.
[Exhibit #40, pages 242-245]

Again, like much else from Safford’s state-
ment, his previous statements and testimony
contradicted his testimony before the congres-
sional hearings about the distribution of the
translation. In his statement to the Hart Inquiry
as well as in testimony to the Naval Court of
Inquiry and the Army Pearl Harbor Board,
Safford never mentioned sending the intercept to
Admiral Noyes. Instead he claimed that OP-20-G,
his office, prepared the smooth translations and
distributed to the appropriate navy offices such as
the CNO, the Director of War Plans, intelligence,
communications, etc. Copies were also sent to the
State Department, the White House, and the War
Department.
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Safford stated that this widely disseminated
translation had been given the serial of “JD-1,
7001” on 4 December, but when he had tried to
locate it he discovered that serial had been can-
celled with out any explanation. However, Safford
was wrong about the missing serial being
assigned to the translation. For one thing, he
could not account for the fact that serial numbers
subsequent to 7001 had been assigned to mes-
sages intercepted prior to 4 December. A list of
Navy serial numbers showed, for example, serial
number “7017” had been allocated to a Japanese
diplomatic message to Washington that was
intercepted on 2 December. The translation was
issued on 3 December — a full day before the pur-
ported Winds intercept. [Exhibit # 4517 In fact,
when Safford testified to the Army Pearl Harbor
Board, he had admitted that he had no direct evi-
dence that JD-7001 was the serialized translation
of the 4 December Winds message. At best, he
said, there was only “circumstantial evidence.”
When pressed for a better explanation that serial
“7001” had been issued on 3 December, a full day
before his purported intercept of the Winds
Execute message, Safford could reply only that
“things sometimes got a little bit out as far as put-
ting those numbers on was concerned.”””

As for the flurry of warning messages sent out
as a result of the arrival of the Winds Execute,
Safford had some part in preparing two messages
on 4 December sent out to naval bases in the
Pacific that ordered the destruction of extraneous
ciphers. What is remarkable about Safford’s
actions after the intercept of the Winds Execute
was that he did nothing else. Yet in all of the
retellings of his narrative, as far back as his state-
ment to the Hart Inquiry in mid-1994, through
to his memorandum to the Congressional
Committee in early 1946, Safford emphasized
that the Winds message meant war, or that Japan
was committed to war. Before the Hart Inquiry he
even went as far as to state “We [persons not fur-
ther identified, but likely Naval Intelligence and
OP-20-G] believed that the Japanese would
attack by Saturday (December 6), or by Sunday
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(December 7) at the latest.”® This remarkable sen-
tence is echoed loudly in his 1 February 1946
memorandum that the Winds message “meant

»

war.

For all the urgency that Safford evoked four
years after the purported intercept, at the time he
did nothing that suggested he saw the immediate
danger of war. The two cipher destruct messages
he referred to as being transmitted in response to
the Winds warning, in reality, were drafted origi-
nally by Admiral Noyes’ office and sent to the
CNO for release. What is more telling, though, is
that the CNO had sent out similar messages about
code and cipher destruction the day before (3
December) and two days later (6 December). In
fact, Safford’s selected messages are just part of
an ongoing effort by the Navy to remove potential
compromises of excess cryptographic material.”
There is no evidence that the alleged Winds
Execute had any connection to this series of mes-
sages.

As for the warning message that Captain
McCollum supposedly was to send to the Pacific
commands based on the purported Winds mes-
sage, the record did not bear out Safford’s claim.
When the Congressional Committee asked him
about the warning message, McCollum explained
that on 4 or 5 December, he drafted a message to
the Pacific commands that highlighted recent
intelligence that suggested, or indicated, that the
Japanese might initiate hostilities very soon. He
said he took the message to his superior and then
on to Admiral Wilkinson, Chief of ONI.
Wilkinson said that it had to be approved by
Admiral Richmond Turner, the head of the War
Plans Division, who was responsible for drawing
such conclusions from intelligence. According to
McCollum, Turner edited the warning parts of the
message and then showed him the warning mes-
sages already sent to Admiral Kimmel. McCollum
took the edited message back to Wilkinson, who
told him to leave it. McCollum added that the
message was not sent. But this was not unusual,



he added. Many dispatches had gone unsent; that
was the prerogative of his senior commanders.®°

When asked directly whether the draft dis-
patch was related to the Winds Execute,
McCollum stated that Safford was misinformed.
He added that Safford’s claims that the drafted
message had a reference to the Winds message
and that McCollum had wanted to avoid another
Port Arthur (a reference to the surprise attack by
Japan on the Russian Pacific Fleet in 1904) were
untrue because there was no such Winds message
in the first place. When Safford was confronted
with McCollum’s denial, he insisted that he had
been in Admiral Noyes’ office when Wilkinson
brought in the message. Safford recalled looking
its several pages over and seeing the reference to
the Winds execute. When told that McCollum had
stated that the draft message was about one-half
a page, Safford could only claim he had seen a
multipage one.®" Safford said that he had phoned
McCollum late on 3 December and pointedly
asked him if he was going to send a warning to the
Pacific Fleet.?* But this exchange occurred a day
before the purported Winds Execute intercept.
Safford also admitted that he had never spoken to
McCollum after that time; he had assumed that
McCollum had seen the Winds message.®
Admiral Wilkinson stated that there had been a
draft message that both McCollum and Turner
had decided it was not necessary to send out. But
Wilkinson added one interesting note during his
testimony: that another such message was con-
templated when word of a Winds message first
came in, but was dropped once the report was
proven false.** This placed the incident on 5
December and tied it in with the mistaken FCC
intercept.

While Safford was limited in what messages
he could send out, certainly he could have drafted
some notice to all involved naval monitoring
sites, and to those of the army and FCC as well
that the Winds message had been intercepted. Yet
in his memorandum he records no other action.
In an earlier memorandum to the Hewitt Inquiry,

(14 July 1945) Safford stated that this very issue
of alerting monitoring stations to the intercept
had come up. He added that, after discussions
with the head of intercept operations, Lieutenant
Commander George Welker, it was decided not to
order a cessation of the collection of Japanese
broadcast because of the chance that the
“hidden word/STOP” message might be sent.?
Interestingly, though, Safford did not mention
this story in his statement to the Congressional
Committee. There is a good reason: in a letter to
Safford in January 1946, Welker told him that he
could recall nothing of a Winds message ever
being intercepted or what was done afterwards
with it.®

Finally, Safford’s actions in processing the
purported Winds Execute message seem odd in
view of the prescribed division of effort between
the S.I.S. and OP-20-G. Recall that the S.I.S. had
responsibility for processing intercepted mes-
sages on even days. Yet on 4 December Safford
did not inform the army that the message had
been intercepted. In both versions of events that
Safford told, whether he informed Admiral Noyes
of the intercept or prepared translations of it, in
neither case did he pass the intercept to S.I.S. to
produce a translation as was required under the
standing agreement. He kept it within the Navy
offices. This action should be contrasted with that
of Alwin Kramer, who, on 6 December, when
notified of the arrival of an important Japanese
diplomatic message — the fourteen-part message
that ended negotiations — proceeded to call back
in civilian S.I.S. analysts who had just left to go
home for the day, to work on the decryption and
translation.

The fact is that Safford, aside from some
undetermined role in the preparation of two mes-
sages to Pacific installations ordering destruction
of cryptomaterial, did nothing else in response
when the purported Winds Execute message was
intercepted, despite his later claims that he recog-
nized that the appearance of the message “meant

»

war.
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Who Saw the Winds Execute Intercept
or Translation?

As with all the preceding parts of Safford’s
story, his various lists of those “who knew” in
some way or manner about the Winds Execute
was a fluid affair with names on one list disap-
pearing from another, while the nature of an indi-
vidual’s knowledge changed over time.

Safford’s most recent list was one he present-
ed to the Congressional Committee on 2 February
1945 that included twenty-six names (see page
65 for list). This list was a copy of the one that had
been prepared earlier for the counsel of the
Hewitt Inquiry, Commander John Sonnett, on 14
July 1945. He explained that these people “knew
in December 1941 that the Winds Execute mes-
sage had been broadcast from Tokyo on 4
December, although some of them did not learn
about it until after the attack on Pearl Harbor.”

Yet when the Congressional Committee’s
counsel pressed Safford for more information
about the names, he was less certain about them.
For example, during the 2 February 1946 session,
immediately after he read the names of the twen-
ty-six people who he claimed knew about the
Winds message, Safford was asked who on the list
actually saw the message or translation. At first
Safford said that the named individuals had “seen
or been told about it.” A committee member
asked him again if he could verify that the people
on the list saw the message. Safford backtracked
and said that, except for Captain Alwin Kramer, “I

have no knowledge that any of these people saw
it.”87

Of the twenty-six individuals named by
Safford, twenty-two testified or deposed under
oath before the many hearings that they had no
knowledge of the Winds Execute message being
intercepted before 7 December. (One, Colonel
John T. Bissell, was mistakenly identified by
Safford as General Clayton T. Bissell.) Some
recalled that a mistaken or “false” Winds message
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had come in the week prior to Pearl Harbor.®®
Many of the witnesses said that they had learned
of the Winds message only recently from reading
the papers. No wonder, since prior hearings had
been held in camera and many of these individu-
als had not been asked to testify. At least one later
writer tried to transmute these truthful state-
ments into a lie by implying that the common
response about the newspapers appeared to have
been scripted.?® But this aspersion could not
hold. If there had been no Winds Execute, how
else could these witnesses learn about it but
through the papers or hearsay?

As for the four witnesses that the Congres-
sional Committee did not interview, two, Welker
and Chief H.L. Bryant, previously had responded
by letter to mailed inquiries from Safford in
which he asked them about the Winds message.
Both Welker and Bryant wrote back to Safford
that they never knew of such a message being
intercepted.®® Interestingly, both had replied to
Safford before he had supplied their names to the
committee. As for Commander Parke, Safford
noted before the Hart Inquiry that he had only
second-hand knowledge of the message. General
Olmstead, at the time the Army’s Chief Signal
Officer, had been in Panama on an inspection trip
from about 2 or 3 December until 20 December.**

Two days later, Safford was asked about the
claim in his letter to Kramer that there were other
unnamed people with knowledge of the Winds
message. The line “No one in OPNAV can be
trusted,” was read to him. A senator asked him to
supply the names of those he knew in OPNAV
with knowledge of the message. Safford refused,
announcing, “I would prefer not to answer.” The
committee then queried him about the line,
“Premature action would only tip off the people
who framed Admiral Kimmel and General Short.”
Safford replied that he did not know who framed
the two officers. He added that he was “referring
to the War and Navy Departments in general, but
not to any specific individual I can identify.”*



In his letter to Kramer of 22 January, Safford
mentioned he had a list of fifteen reliable witness-
es. When the committee asked him to name these
people, Safford told them that he had given the
list to the Hart Inquiry, but at this moment could
not recall one name from the same list. Grilled
more about this list, Safford admitted that of the
fifteen, eleven would no longer “make the same
statements as they did two years ago.” Only four
— Alwin Kramer, Colonel Moses Pettigrew,
Colonel Rufus Bratton, and Colonel Otis Sadtler —
could give him (Safford) some support if not com-
plete support. As it turned out none gave him
support. By the time of the Hewitt Inquiry,
Kramer had already substantially reversed his
version of events that once had seemingly sup-
ported Safford. (See section about Kramer, page
77.) Pettigrew, who was the executive officer of G-
2 at the time of Pearl Harbor, recalled that he had
been told on 5 December about a “Winds Code”
and that subsequent to this, a message had been
sent to the Army G-2 in Hawaii to get in touch
with Commander Rochefort about the Winds.??
Bratton and Sadtler testified that they had react-
ed to the “false” Winds on 5 December. They had
received notice of a possible Winds message from
Admiral Noyes on the morning of 5 December,
but it had turned out to be wrong. Colonel Sadtler
could not have known about the purported Winds
message until 5 December since was out of his
office the day before. He was attending a meeting
of the Defense Communications Board.**

The Matter of Missing or Destroyed
Records

Safford had made the charge of missing or
destroyed records an important part of his allega-
tion. It already has been demonstrated previous-
ly in this chapter that the so-called missing trans-
lation of the Winds execute, “JD-1, 7001,” was, in
fact, assigned a day before the purported inter-
cept of the broadcast. So it was not, as Safford
believed, the serial of the translations of the
Winds Execute message. The cancellation of the
serial was irrelevant.

Another major charge by Safford, which came
out in the Hewitt investigation, was the statement
that General George Marshall had ordered the
destruction of all records related to the Winds
message. Safford maintained that William
Friedman sometime before the Hewitt Inquiry
had told him this story.®® When confronted by the
Congressional Committee counsel as to who told
him and who else might know about Marshall’s
order, Safford could tell the counsel only that he
had never had any conversation with anyone
other than Friedman about the alleged order
from Marshall. Safford also was unaware of the
findings of the Clarke investigation, which had
already reviewed the basis for the charge and had
found no evidence supporting it.®

The Clarke investigation had reviewed this
incident in detail and had followed the chain of
the hearsay back to its alleged source. When
Colonel Clarke asked Friedman from whom he
had heard this story, he said Colonel Otis Sadtler
had told him this. Sadtler, in his turn before the
investigation, said Colonel Ike (Isaac) Spalding,
head of Army G-1, or Personnel, at the time had
told him®” Spalding told the investigation that he
had been told the story about Marshall’s order by
Colonel John T. Bissell, head of Army counterin-
telligence at the time. Bissell had said that certain
army intelligence papers or files had been
destroyed after Pearl Harbor.?® When Bissell tes-
tified to the Clarke Investigation, he said that this
was not true. He had no access to communica-
tions intelligence material from the S.I.S. He did
recall that the draft version of the message from
G-2 to Hawaii about the possibility of sabotage
had been destroyed shortly after Pearl Harbor.”®

As for Safford’s claim that all the records of
Cheltenham were missing, this, too, was demon-
strated to be false. What Safford did not realize
was that the navy’s standard procedure called for
the periodic destruction of outdated or extrane-
ous material at field stations. Far from being the
exception, Cheltenham, like all other sites, had
burned such records regularly. Cheltenham’s
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records from late 1941 had been destroyed in
December 1942. [Exhibit #49]'°° The copies of
intercepted messages, reports, and logs from
Cheltenham had been shipped to Washington
and were available for review."**

In fact, Safford was being disingenuous when
he insisted the records had been destroyed. A Lt.
George W. Linn, who had been one of the OP-20-
G watch officers during that period — in fact, he
was the senior officer of the watch and spent day-
time working hours in the GY office area and was
present on 4 and 5 December — assisted Safford
in his search for record evidence to support his
contention. As Linn recalled, Captain Safford had
decided to search station intercept logs for a copy
of the execute message. He believed that some
station had heard it and this would be reflected in
the logs. As Linn recounted, Safford worked out
the possible broadcast times and frequencies and
the monitoring stations that might have heard
them based on his own estimates of the local
propagation conditions. Linn would then retrieve
the microfilm records and check the station
intercept logs [our italics]. He found nothing.
Still, Safford believed that Cheltenham had heard
the message.'**

Some Observations on Captain
Laurance Safford

With all of the skepticism that greeted
Safford’s claim about the Winds Execute message
at the congressional hearings and the reserva-
tions expressed about it by some of the preceding
inquiries, as well as his continued inability to pro-
duce any supporting evidence after a two-year
search, it is probably fair to ask why Safford stub-
bornly persisted in his claim? One observer,
George Linn, noted that Safford was not
“pleased” with the lack of progress in convincing
the various boards and inquiries of his case.'*3

There is evidence that Safford believed that

Admiral Kimmel was being treated unfairly and
blamed totally for the Pearl Harbor disaster.
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Certainly Safford was not alone in his conviction;
many fellow officers believed Kimmel was a
scapegoat for the failure in the Roosevelt strategy
in preventing Japan’s attack. Interestingly,
Safford admitted to the Congressional Committee
on 6 February 1946, initially he was very “bitter”
towards Admiral Kimmel for failing to take meas-
ures to alert Pearl Harbor to a Japanese attack,
even more so since he believed the 4 December
warning message from McCollum had been sent
out. But after he learned of the unsent message,
the object of his bitterness turned, as he said, to
the men in the Navy Department and himself.
Now he felt it was important for him to do every-
thing he could to help Kimmel."** Yet does this
turn of heart explain Safford’s persistence in the
face of continued skepticism or reservations
about his allegation or his almost libelous accusa-
tion that General Marshall ordered the destruc-
tion of relevant records?

Safford’s conversion does not explain satisfac-
torily the lapses in his expertise in areas of radio
signal propagation, collection, Japanese commu-
nications procedures, and the information avail-
able in the Winds “set up” messages. Yet Safford
seems to have shrugged off the obvious contra-
dictions and technical errors that permeated his
statement and testimony. To those outside the
fields of communications and cryptology,
Safford’s claim may have appeared solid and
technically based. Yet when the details of his nar-
rative were examined, many were found to be
wrong, or in the case of the “negative form” of the
positive phrase for the Soviet Union, to be simply
absurd.

It must be pointed out that Safford was not
the unambiguously unselfish and solitary hero
who struggled alone against a government-wide
conspiracy to sacrifice Admiral Kimmel in order
to cover up its knowledge of the impending attack
on Pearl Harbor. Safford was not above trying to
convince other witnesses they were wrong, as in
the case of Lieutenant Brotherhood. He may have
convinced Kramer against the latter’s better judg-



ment that an Execute message had been sent. But
when Kramer changed his testimony, Safford
portrayed his former colleague as “befuddled.” >
Safford also claimed that individuals, such as
Chief Bryant and Commander Welker, knew
about the Winds intercept, when, in fact, in pri-
vate correspondence with him they explicitly had
denied knowing anything about the message.
Also, Safford readily passed along, without any
effort to verify it, the charge that General
Marshall had ordered the destruction of records
dealing with the Winds message. Before and dur-
ing the congressional hearings Safford had been
in close contact with the minority (Republican)
members of the Joint Congressional Committee.
Admiral Kimmel’s counsel had coached Safford
on how to answer the committee members, espe-
cially the technique of answering any question
without giving more information than for which
he had been asked. This latter ploy was obvious
during his testimony regarding who had seen the
Winds message."®® When everything about
Safford’s role in the Winds controversy is consid-
ered, he was, according to Henry Clausen, “a
strange duck.”®”

The most damaging problem for Safford was
that a major portion of his version of events and
many of the details of his evidence continued to
change over the two and half years from when he
began his search in late 1943 through to his testi-
mony before the various hearings on Pearl
Harbor from 1944 to 1946. The glaring differ-
ences in events and details that marked Safford’s
testimony at each separate inquiry finally caught
up to him when he appeared before the
Congressional Committee. The malleable clay
that was Safford’s evidence was not the stuff upon
which a solid case could be built.

In the final analysis, Captain Safford’s “evi-
dence” for the existence of a conspiracy to cover
up the Winds Execute message simply failed to
pass muster. He had not encountered such ques-
tioning in any of the previous inquiries or hear-
ings. In those sessions, his testimony and claims

were accepted, usually with only queries designed
to elicit more detail. Under the cross-examination
of the committee’s counsels and its members, his
case simply disappeared.

After its hearings, and in considering all the
evidence from the prior investigations, the Joint
Congressional Committee arrived at its conclu-
sion about Safford’s story, the existence of a

Winds Execute message, and the importance of it
all:

.... it is concluded that no genuine mes-
sage in execution of the code and apply-
ing to the United States, was received in
the War or Navy Departments prior to
December 7, 1941...it is believed that
Captain Safford is honestly mistaken
when he insists that an execute message
was received prior to December 7, 1941.
Considering the period of time that has
elapsed, this mistaken impression is
understandable.

Granting for purposes of discussion that
a genuine execute message applying to
the winds code was intercepted before
December 7, it is concluded that such
fact would have added nothing to what
was already known concerning the criti-
cal character of our relations with the

Empire of Japan. 108

The Case of Captain Alwin Kramer’s
Changing Testimony

Here the actions of Captain Alwin Kramer
need to be addressed. Kramer’s role in the Winds
controversy is difficult to assess. Some critics find
his recanting of earlier support for Safford a dark
indicator of a deep and sinister undercurrent to
the entire Pearl Harbor controversy. When
Kramer had testified before the Hewitt Inquiry
(May - June 1945), he changed the testimony he
had given previously to the Naval Court of
Inquiry (July — October 1944). Some writers have
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suggested that Kramer’s recanting may have
resulted from pressure from the Navy’s hierarchy
bent on destroying Safford and discrediting his
testimony.

Kramer’s changing testimony went like this.
On 24 July 1944, in front of the Naval Court of
Inquiry, Kramer testified that he had been shown
a message on teletype paper by the OP-20-GY
watch officer, either on 3 or 4 December. The
message contained the phrase HIGASHI NO
KAZEAME, which referred to the United States.
But Kramer could not name the watch officer who
had shown him the message. He could not iden-
tify what monitoring station had intercepted the
broadcast; nor could he recall what Safford did
with the copy of the text afterwards, though he
assumed it was shown to Admiral Noyes. This
vague recollection of events was the sum of
Kramer’s testimony supporting Safford’s position
that such a message had been received.'®®

Actually, this statement represented a com-
plete change from his first position regarding the
existence of a Winds Execute message. Recall,
when Kramer responded initially to Safford’s let-
ter in December 1943, he had construed Safford’s
reference to a “Weather Report” to be, in fact, the
“hidden word” or STOP message of the morning
of 7 December 1941. He did not recall or refer to
any Winds broadcast. In fact, it was not always
clear to Safford exactly what Kramer might have
seen or known. On 29 April 1944, when Captain
Safford testified before the Hart Inquiry, he had
not included Kramer’s name on a list of officers
who “recall having seen and read the ‘Winds
Message.” Instead, Kramer’s name was on a list
of those officers who should have “some recollec-
tion of the Winds Message.”"*°

When Kramer appeared before the later
Hewitt Inquiry on the afternoon of 22 May 1945,
he stated that he had had “no recollection” of the
Winds message when it was first mentioned to
him in early 1944. Here he was referring to
Safford’s second letter from the correspondence
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of December 1943 to January 1944. Kramer
added that later he was given some details about
the message. He never mentioned where these
“details” came from, but it seems likely that
Safford spoke to him. He recalled that a message
had been received at the OP-20-GY operations
center a few days before 7 December. He contin-
ued that he remembered showing it to Safford.
When asked by the investigating counsel what the
subject of it was, Kramer replied that it was a
“winds code message.” He could not recall the
wording, though. Kramer added that he was “less
positive of that now than I believe I was at the
time.” He said he could not recall any overt men-
tion of the United States in the message, only
maybe Great Britain.""

In front of the Congressional Committee on 6
February 1946, Kramer explained that he recalled
that on the morning of 5 December 1941, he was
shown a short TWX sheet with two or three lines
of plaintext Japanese. He said he did not write on
the sheet and that he never used the word “war”
as a translation of the Japanese text. He said that
he and the watch officer entered Safford’s office.
He testified that he might have said, “Here it is!”
but could not remember. At any rate, he said he
stayed no more than half a minute, after which
Safford departed for Admiral Noyes’ office.
Kramer noted that subsequently he never saw
that message again. In later testimony to the
Committee, Kramer asserted that originally, he
had confused Safford’s reference to the “Weather
report” with the “hidden message” when he and
Safford had exchanged letters."*

As for the story Safford told in which both he
and Kramer had reviewed the folder of decrypted
messages for the Roberts Commission that con-
tained the translation of the Winds Execute mes-
sage, Kramer said simply he did not recall it hap-
pening that way. Kramer did remember that
when such a folder was completed, Captain
Arthur McCollum from the Office of Naval
Intelligence had asked him about the erroneous
first translation of the “hidden word” message. It



was included in the folder, and Kramer told
McCollum that the words “United States” should
have been part of the correct translation."3

When the Congressional Committee asked
Associate Supreme Court Justice Owen Roberts if
he had seen a copy of the Winds message, Roberts
denied having received any such thing during his
hearings — he actually refused to review the fold-
er of “Magic” material. He later admitted that
when he had been queried about the message in a
letter from the Committee he had confused that
Winds message with a reference to a “wind blow-
ing from the east” contained in the transcript of
an intercepted commercial radiotelephone mes-
sage from Honolulu to Tokyo by a Japanese
merchant by the name of Mori who resided in
Hawaii."'4

During the hearings, some newspapers had
reported that Kramer had been confined to
Bethesda Naval Hospital for health reasons, that
he was “beset and beleaguered” by the navy brass,
and that he had been not allowed to have any vis-
itors. The newspapers added in loud headlines
that prior to the congressional hearings Kramer
had “disappeared. As it turned out, though, none
of these stories were true. Kramer had been in the
hospital prior to the hearings. But, contrary to the
press, he had been allowed visitors. He stated that
he had received somewhere between six to eight
visitors during the weeks he was in the hospital,
including committee members Frank Keefe (R-
WI) and Bertrand Gearhart (R-CA) who inter-
viewed him about the Winds message."*®

In addition, Safford had visited Kramer in the
hospital, and over chocolates and chess they had
discussed numerous topics, but nothing to do
with Pearl Harbor or the hearings."® As for his
supposed “disappearance,” Kramer stated that he
had been given permission to “subsist,” or tem-
porarily check out of the hospital overnight so he
could stay with his wife who had arrived to visit

him. Kramer noted in his testimony that no one at
any time attempted to influence his testimony.""”

Considering the permutations in his testimo-
ny and written record — the letters with Safford —
it is obvious that Kramer, far from recanting his
testimony, had returned to the same position that
he had first stated to Safford in his letter of 28
December 1943. He remembered the “hidden
word” message of 7 December (and even the
incorrect first translation), but did not recall a
Winds message of 4 or 5 December. In his initial
response to Safford, Kramer had even corrected
his friend, stating that the message was not as
indicated — a weather message — but was the
“one” he delivered on the morning of 7
December."® Whatever Safford later may have
thought of the significance of the Winds message,
it appears that, at the time of its purported inter-
cept and translation, as well as even two years
later, it made no impression on Kramer.

In a twist to this story, Admiral Kimmel, quite
possibly tipped off by Safford regarding Kramer’s
upcoming testimony before the Naval Court of
Inquiry in 1944, had written to Admiral William
Halsey to have Commander Kramer write an affi-
davit about the Winds message and send him a
copy. [Exhibit #44]"° Kimmel believed that
Kramer’s statement would help exonerate him. In
testimony during the congressional hearings,
Kimmel claimed that if he had learned of the 4
December Winds message he “would have gone
to sea with the fleet...and been in a good position
to intercept the Japanese attack.”*®

However, Kimmel’s assertion about his prob-
able reaction to a Winds Execute message is diffi-
cult to accept. While he was not oblivious to the
building crisis in the Pacific and had instituted
some important precautions — prior to 7
December he had ordered a number of security
measures in the fleet and had expanded aerial
reconnaissance missions — he had failed to act
directly to his intelligence staff chief’s reports
about the unaccounted for Japanese carriers and
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Admiral Husband Kimmel

the unexpected communications changes by
Tokyo’s navy on 1 and 3 December. In fact, he had
testified that certain of these actions had not undu-
ly alarmed him."*! It might be asked of Kimmel that
if the Japanese Navy’s unusual communications
activities had not prompted him to act, why then
would he have alerted the Pacific Fleet solely on a
vague notice to Tokyo’s diplomats of relations in
danger?

What the Japanese Said about the
Winds Execute Message

Based on the FCC and naval intercept, it is clear
that the Japanese broadcast the Winds Execute
message, specifically “West Wind Clear,” on 7
December (8 December Tokyo time) 1941.
Japanese sources, though, contradict one another
as to what time that day they actually broadcast the
phrase and what coded phrases were sent out over
the airwaves. However, it is certain from the evi-
dence that the message was sent only on that day
and possibly into the next, considering the time
zone difference.

After the war, military investigators for the

Advance Headquarters, U.S. Army Forces Pacific,
Tokyo, searched the extant records of the Japanese
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Broadcast Corporation and interviewed its employ-
ees regarding the transmission of any Winds mes-
sages. The American investigators discovered that
most of the records of the corporation, like the
records from most of the departments of the
Japanese government and the branches of its
armed forces, had been destroyed in the two weeks
between Tokyo’s acceptance of surrender terms
and the arrival of the American occupation
forces."®® So the investigators concentrated on
interviewing the corporation’s employees about the
coded Winds messages. They did this without
revealing the source of their information — the
Winds instructions derived from the decrypted
messages Nos. 2353 and 2354 of 19 November

1941.

Initially, the Japanese radio station workers
denied knowing anything about the Winds mes-
sages. Contrary to some assertions, these denials
should come as no surprise. Many Japanese civilian
government employees had heard rumors that
Americans would execute “war criminals” and were
afraid of revealing their participation, no matter
how minor or tangential, in any prewar govern-
ment activities. This fear was common among
many Japanese intelligence officials and cryptolo-
gists."®® But when confronted with copies of the 19
November tasking messages, again, without being
told their source, the Japanese admitted that such a
code phrase was sent, but not until 8 December and
that the message was most likely sent on an over-
seas broadcast sometime after 2:30 AM, 8
December 1941, Tokyo time (7:00 AM, Honolulu
and 12:30 PM, Washington)."*4

One employee, who was stationed in Rangoon,
Burma, during late 1941, told investigators that he
had heard the signal on the voice broadcast on 8
December at 6:30 AM (9:30 AM Tokyo time and
2:00 PM, 7 December, Honolulu). Upon further
questioning, he stated that he had heard only one
coded phrase, which he could not specifically recall,
but he believed it to have applied only to Japan’s
relations with Great Britain.*> The broadcast time
that he remembered was a little over six hours after



the attack on Pearl Harbor. This recollection coin-
cided with the time the FCC monitors heard the two
stations broadcast “West Wind Clear” between
12:00 and 1:00 AM, 8 December, GMT (7:00 PM,
Washington; 1:30 PM, Honolulu).

During this same period, representatives from
the U.S. Navy Technical Mission to Japan inter-
viewed Shinroku Tanomogi, the chief of the
Overseas Department of the Japanese Broadcast
Corporation. [Exhibit 35]'2° He told his American
questioners that at 4:00 AM on 8 December (8:30
AM, 7 December, Honolulu) he had received a call
from the Information Bureau of the cabinet that
Japan was at war and therefore scheduled pro-
grams would have to be rearranged to handle gov-
ernment communiqués.

When the Americans asked Tanomogi about a
Winds weather broadcast being sent at 1500 hours
(3:00 PM), he said he had a “vague recollection”
that there had been one among the reports being
readied for the news program. However, he added
that he had not listened to any of the ensuing pro-
grams. The Navy report did not specify in what time
zone the 3:00 PM reference occurred. If the inves-
tigator meant Tokyo time, then the broadcast
would have been made six hours after the one heard
by the FCC, or sometime around 1:00 AM, 8
December in Washington. If they meant Honolulu
time, then the broadcast would have been within an
hour of when the FCC station in Hawaii heard
“West Wind Clear.” But the time zone was not fur-
ther identified. Tanomogi could not recall for his
interlocutors if he had heard any coded Winds mes-
sage.

In 1960, in an article in the United States Navy
Institute Proceedings, Takeo Yoshikawa, the
Japanese intelligence agent in Honolulu who had
sent all of the reports about the Pacific Fleet and air
defenses in Pearl Harbor prior to the attack, stated
he had heard the Japanese National Broadcast give
a special weather report on its program at 0800
(8:00 AM, Honolulu and 3:30 AM, 8 December,
Tokyo) 7 December 1941. Yoshikawa said that he

had heard the coded phrase “East Wind Rain,”
which was sent twice in the broadcast. He added,
“That this meant that the imperial council in Tokyo
had decided for war with the United States.”*”

Another employee of the Japanese Broadcast
Corporation, Morio Tateno, though, disputed this
version of events. Tateno claimed in an interview
that he had read that same news broadcast with the
inserted Winds coded phrase that Yoshikawa had
heard, except that the phrase he read was not “East
Wind Rain,” but “West Wind Clear,” the warning of
a change in relations with Great Britain. [Exhibit
# 46]128

Tateno asserted that he had been told at 2:00
AM (Tokyo time) to be ready to read a broadcast
with a special weather report. However, he was not
given the forecast until the 3:00 AM program. He
said he read the phrase “West Wind Clear” twice
during the 3:00 AM and 4:00 AM newscasts Tateno
did not give the call letters of the station that broad-
cast the program, nor does he mention if any other
broadcasts were made at his station or any others
during the rest of the day. This lack of information
about the broadcast station is important since the
broadcast time and frequency would have deter-
mined what regions would have heard the trans-
mission of the coded Winds message. While such a
broadcast might have been intended for North
America, it is just as likely it would have been
beamed to Japanese facilities in Southeast Asia.

If Tateno’s version of events were correct, then
the news programs would have been heard in
Honolulu at both 7:30 and 8:30 AM on 7
December. For Yoshikawa to have heard the pro-
gram at 8:00 AM in Honoluluy, it means the broad-
cast would have been made at 3:30 AM, 8
December in Tokyo. Tateno’s version also conflicts
with the reports of the Federal Communications
Commission whose monitors in Hawaii and Oregon
heard the Winds code phrase several hours after
the attack, as well as the Navy officers manning the
intercept site in Hawaii who heard it hours after the
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strike.'®® Tateno’s version also conflicts with
Tanomogi’s narrative, which has the special com-
muniqués arriving at the station about 4:00 AM
(Tokyo time).

Even conceding that the Japanese might have
sent a Winds Execute thirty minutes before the
attack does not mean a warning could have been
sent out by U.S. intelligence. Recall that there was
no direct link from the coded Winds messages to
any particular Japanese action or deadline. So the
warning value was nil. But even if such a transmis-
sion had been heard, if we recall that it took hours
before the news of the “mistaken” Winds message
of the evening of 4 December reached the OP-20-
GY watch center, then any intercept of 7 December
would have taken hours to process, and then any
warning would have arrived hours after the attack.

Still, regarding the evidence from Japanese
sources, while some information was contradictory
about the precise timing of the broadcast of the
Winds code phrase, they all agree that none
occurred before 7 December.

What the British and Dutch Radio
Monitors Heard

The Americans had not been alone in scouring
the airwaves listening for the Winds Execute mes-
sage. It was known that the British and Dutch sta-
tions in Southeast Asia also had been listening for
the Winds code phrases. Did they hear anything?
The best evidence provided by the Dutch and the
British indicated that neither had heard any trans-
mission of the Winds Execute message prior to the
attack on Pearl Harbor. However, two cases
appeared that merited further investigation. One
incident suggested there was some slight evidence
that the British site in Hong Kong may have heard
a Winds message at some point on 7 December. In
another case, the Clausen investigation mistakenly
concluded that such a message might have been
sent days before Pearl Harbor.

Page 82

In early November 1945, the Joint
Congressional Committee considered the question
of whether the British or Dutch may have heard the
Winds execute message. On 5 November the com-
mittee requested that the U.S. Department of State
query the governments of Great Britain, Australia,
and the Netherlands if they had any records of the
intercept of such a message. The next day the State
Department sent a message to the U.S. embassies
in London, England, Canberra, Australia, and the
Hague, Netherlands, that the JCC was interested to
learn if any of these countries had monitored a
Winds Execute message between 19 November and
7 December 1941. The message also laid out the
particulars of the Japanese Winds format and the
code phrases and words. [Exhibit #36]"*°

In mid-November the Australian Department
of External Affairs reported that it had no record of
such a broadcast, though it noted that not all
Japanese broadcasts were monitored “verbatim.”
[Exhibit #37]'®" Over the next six weeks, the
American embassy in the Hague, Netherlands, sim-
ilarly relayed three messages with the response
from the Dutch that their Foreign Office could find
no such records of any intercept of any such Winds
Execute broadcast, though the note mentioned that
the records of the East Indies government had been
destroyed shortly after the Japanese attacked the
Netherlands East Indies. [Exhibit #38]'3* Safford
pointed out in testimony to the Hewitt Inquiry that,
in a private conversation with the former U.S. con-
sul to the Netherlands East Indies, Walter Foote, he
had been told that the Dutch radio intelligence unit
had listened for, but had not heard, the Winds
Execute message.'33

The British Foreign Office, though, had a differ-
ent story to tell. In its 4 December response, the
British recounted that while no evidence of any
such Winds message was received before the attack
on Pearl Harbor, it noted that the station in Hong
Kong relayed to Singapore a broadcast “by the
Japanese that contained messages in code and
which was received in Singapore six hours follow-



ing the attack on Pearl Harbor.” [Exhibit #39]'3*
The Foreign Office reported to the American
embassy that the text of the “code” currently was
unavailable, but could provide it if asked. There is
no record that the committee asked for any further
information from the British.'3®

The embassy in London did relay two further
British responses on the matter. The first, dated 15
December 1945, merely stated that a Foreign Office
“Japanese expert” had met with the embassy staff
and repeated that no “such [winds] messages” had
been heard prior to 8 December, but that the inves-
tigation was still ongoing. A final message from 31
January 1946 stated that the Foreign Office had
completed its search and had “drawn a complete
blank.”*3¢

What had happened at the British sites in the
Far East was this. At about 8:10 PM (GMT or
2010Z; 9:40 AM in Honolulu) on 7 December 1941,
the British intercept station in Hong Kong heard a
broadcast that it reported as signifying that “[a]
severance of Japanese relations? admitted immi-
nent.” [Exhibit #51]'3” While the text of the actual
intercepted broadcast is unknown, the vague word-
ing of the Hong Kong report suggests it possibly
was based on a Winds Execute code phrase — “West
Wind Clear.” A later history of the British Far East
communications intelligence organization, The
History of HMS Anderson, stated that it was the
Winds broadcast that Hong Kong monitored and
that references to both “East” and “West” were
heard. (Singapore did not hear it due to “ionos-
pherics.”) The problem with this assertion is that
this portion of the history was written without
recourse to records, which had been destroyed
when the FECB was shut down and withdrew from
Singapore before its capture by the Japanese.’®
The actual message relayed from Singapore to
London carried no statement as to whose relations
with the Japanese were being severed. The most
reasonable assumption was that this warning
referred to Great Britain.

Interestingly, almost three hours earlier,
Singapore had notified London of an intercept in
which Tokyo had informed “all Consulates that
relations between Japan and Great Britain and
United States are critical.” Singapore added that
the message was derived from codeword[s] from
table for warning telegram.” This was a reference to
the table of codes for the “hidden word” message.'3®

Singapore relayed the information about the
severed relations intercepted by Hong Kong to
London at 11:12 PM (GMT or 2312Z) on 7
December 1941 . It was received in London at 1:13
AM (GMT or 0113Z) on 8 December 1941. The
British had told the Americans at the London
embassy in 1946 that the message had been heard
six hours after the attack on Pearl Harbor. If we
convert the time that London received the message
to the time zones of Washington and Honolulu,
then the broadcast was sent at 6:12 PM
(Washington) and 12:42 PM (Honolulu) on 7
December, well after the attack. This time is within
an hour and fifteen minutes of when the FCC heard
the “West Wind Clear” code phrase.

But the British report was mistaken. The trou-
ble was that Hong Kong had heard the broadcast at
8:10 PM (GMT or 2010Z). If we take this time as the
correct time of the intercepted broadcast, then the
concurrent times in Washington and Honolulu
would have read 3:10 PM and 9:40 AM, respective-
ly. Still, even with the difference accounted for, the
intercept of the possible broadcast of the Winds
Execute occurred more than an hour and forty-five
minutes after the attack on Pearl Harbor had
begun.

There was one more claim that the British may
have heard a Winds Execute message prior to 7
December. This one arose during the investigation
conducted by Henry C. Clausen, the counsel from
the Judge Advocate General Division, for Secretary
of War Henry Stimson from 23 November 1944 to
12 September 1945. During his investigation,
Clausen had received some material from the
British Secret Intelligence Service (S.I.S. or MI-6).
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One of the items was a 3 December 1941 message
from the S.I.S. representative in Manila,
Philippines, Gerald H. Wilkinson, a businessman
who worked for Theodore H. Davis & Company, to
the S.I.S. agent in Honolulu, Henry Dawson.
[Exhibit #52]"4°

The message consisted mostly of intelligence
about military developments within Indochina.
Item “C” was the important point which caught
Clausen’s eye:

C. Our considered opinion concludes that
Japan invisages (sic) early hostilities with
Britain and U.S. Japan does not repeat not
intend to attack Russia at present but will
act in South. (our italics)

You may inform chiefs of American intelli-
gence and naval intelligence Honolulu.

cc: Col. Bicknell, Mr. Shivers, Capt.
Mayfield'#'

Clausen, who had recently been cleared to view
Ultra material as part of his investigations was curi-
ous about the source of information behind Item
“C,” that projected Japanese operations to the
south while avoiding any action against Russia.
Clausen was familiar with Safford’s story, especial-
ly that the purported Winds Execute message also
meant peace with Russia. Was the British state-
ment based on ULTRA information, possibly either
the Winds Execute message or any of Tokyo’s
orders to destroy codes?'** The issue remained
unresolved for Clausen in late July 1945. In his
interim report to Stimson dated 1 August 1945, he
had stated that British sources had never intercept-
ed a [Winds] implementation message.'?

Sometime in early August, Clausen interviewed
Gerald Wilkinson and asked him about the source
of intelligence in that passage from the 3 December
message. Wilkinson had no idea; he merely passed
along the information he had received. Clausen
then queried the British government about the
source. His question produced a response on 31
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August from the GC&CS that stated “Colonel
C[lausen] anxious to know basic source of Para. C
of telegram of December 2nd [3 December in
Hawaii], and in particular whether this was in ‘spe-
cial category.” In point of fact Para. C was based on
a B.J. Wilkinson was unaware of source...”
[Exhibit #53]'** A ‘B.J.” stood for “Blue Jacket”
and was the British shorthand way of referring to
translations of decrypted diplomatic messages.

Armed with this reply, Clausen amended his
previous interim report which then appeared in the
Army’s Judge Advocate General’s Supplementary
Statement of 12 September 1945. It read: “The
source of this intelligence was a British intercept of
a Japanese diplomatic message which could have
been based (our italics) upon a Japanese execute
message to the ‘Winds Code,” or some equivalent
message.”'#® The Statement later repeated the com-
ment, but referred to Clausen’s finding as a “possi-
ble inference” that the Winds code would have
formed the basis for the British Intelligence Service
dispatch from London to Manila and then on to
Honolulu."®

There was a problem, though, with Clausen’s
conclusion: the British message occurred well
before the date of 4 December, when Safford
claimed the Winds Execute had been sent. The
Wilkinson message had been sent to Honolulu on 3
December, a full day before Safford’s purported
Winds Execute was heard. Furthermore, the infor-
mation from Wilkinson probably originated in
London. Either the GC&CS or MI-6 probably com-
posed the message, which means that, at the very
least, the intelligence was available no earlier than
2 December. This is what the congressional hear-
ings concluded after reviewing the record of trans-
lations. The source of the British information most
likely was a 1 December Japanese diplomatic mes-
sage from Tokyo to Hsinking, China, that read in
part, “great care shall be exercised not to antago-
nize Russia.” [Exhibit #54]'4



The Winds Controversy Resurfaces:
Ralph Briggs’ Claim

The Winds controversy virtually disappeared
after the conclusion of the Joint Congressional
Committee hearings. Some of Safford’s supporters
kept alive his version, but the general trend for his-
tories of Pearl Harbor written during the next three
decades tended to relegate the matter of the Winds
message to the role of a curiosity or a mistake on
the part of Safford. But this was to change in the
late 1970s with the appearance of another source
that claimed there had been a Winds Execute mes-
sage prior to Pearl Harbor, and, furthermore, this
source actually had copied it. Within a few years the
Winds controversy returned as part of a renewed
interest in the charge that the Roosevelt adminis-
tration conspired to cover up the disaster at Pearl
Harbor.

The source behind this new charge about the
Winds execute was a former OP-20-G intercept
operator by the name of Ralph Briggs. Briggs was a
veteran radio intercept operator, one of the first
trained to copy Japanese Morse communications as
part of the legendary OP-20-G “On The Roof Gang”
(OTRG). In December 1941 he was a Morse inter-
cept operator stationed at the navy monitoring sta-
tion in Cheltenham, Maryland, about fifteen miles
east of Washington, D.C. One of the targets he
copied was Japanese Morse commercial and mer-
chant marine broadcasts.'*®

In 1977 a navy historian interviewed Briggs. In
the interview Briggs said that “On watch on the
evening of the mid-shift of 4 December [which
means he had begun work late on the evening of 3
December and finished his shift sometime between
4 and 6:00 AM on 4 December.]...I picked up
[tuned in on his radio] on schedule the Orange
[Japanese] weather BAMS broadcast circuit [mer-
chant ship broadcast]...I soon discovered that I had
copied HIGASHI NO KAZEAME, which in
Japanese means “East Wind Rain.” And also meant
a break between the United States and Japan.”4°

Briggs stated that the intercepted message had
been forwarded to the operations center (GY) at
OP-20-G Headquarters in Washington via leased
teletype line (TWX). Briggs added that he had sent
the intercept to headquarters after telling his shift
supervisor, whom Briggs never identified in his
interview but referred to him only as “DW,” had
agreed to Briggs’ decision over the phone.

In a 1986 article in a navy cryptologic veterans
newsletter, Cryptolog, Briggs embellished his orig-
inal story from the interview nine years earlier with
more telling and provocative details. Briggs claimed
that just a few days after he had intercepted the
Winds message, Captain Safford had sent a “huge
bunch of roses” with an attached note that read
“Well Done.” Attached to this bouquet was an enve-
lope that contained a classified note from Safford
that expressed his appreciation of the station’s
work.">°

Briggs stroked the fires of conspiracy by claim-
ing that in 1960, while stationed at the Naval
Security Group (a successor organization to OP-20-
G) records center in Crane, Indiana, he had
reviewed the files of the Cheltenham station. When
he checked the files for 4 December, he found they
were missing. He said that he wrote a note on the
daily intercept log for 4 December that, “all trans-
missions intercepted by me between 0500 (5:00
AM) and 1300 (1:00 PM) on the above date [of the
log sheet for 4 December] are missing from these
files & that these intercepts contained the Winds
message warning code...” [Exhibit #48]""

Briggs’ claim was fresh fodder for the Pearl
Harbor conspiracy advocates. When his story was
added to Safford’s old narrative, the result suggest-
ed that perhaps the Winds Execute message had
been intercepted, processed, and disseminated
throughout the Roosevelt administration. The lack
of records could be credited to the conspiratorial
cover-up performed by unnamed individuals at the
behest of unknown leaders. Whatever gaps existed
in the narrative of conspiracy could be filled in with
insinuation and questions. It took only a few years
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for the books to appear with Briggs’ story a new fea-
ture.

Two books appeared in the early 1980s that fea-
tured Briggs’ story. These were John Costello’s The
Pacific War, 1941-1945 (1981) and John Toland’s
Infamy: Pearl Harbor and its Aftermath (1982).'%*
Costello discussed the Winds controversy in an
appendix to his book. He averred that Safford’s fail-
ure to convince people of the cover-up was due
largely to his inability to get “backing of powerful
[naval] flag officers.”*® Costello also referred to
Briggs’ statement that he had copied the Winds
message in question. In the end, though, Costello
backed off from claiming that a full conspiracy
existed, adding that there was little evidence that
the message had been sent, just the testimony of
Safford and Briggs. But Costello left the matter tint-
ed with a hue of suspicion when he wrote that the
issue of the purported missing warning message
suggests “the lengths most senior level officers in
Washington might have been prepared to go to
cover up what could be construed as a fatal omis-
sion in not passing on vital intelligence.”>* It is not
clear if Costello meant the missing “Winds” mes-
sage or the warning message Admiral Noyes was
prepared to send to Kimmel, but did not send.

Toland, in his narrative of events, similarly
rehashed all of Safford’s charges, cloaking them in
the fabric of a massive government-wide conspira-
cy. Toland added Briggs’ dramatic wrinkles to the
story, treating them as a major part of his narrative.
In Toland’s version, Briggs stated that he had been
in contact with Safford during the congressional
hearings. He had admitted he had copied the
Winds message, and then offered to testify to this
effect. However, according to Briggs, his command-
ing officer intervened and ordered him not to get
involved. Briggs said that this order had originated
from “someone” on the JCC staff."®

Seaman Briggs' story simply was too full of
holes to hold up to much scrutiny. For one thing, he
could not pin down the circumstances of his inter-
cept of the Winds Execute message. In his inter-
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view, he said that he had worked the midnight shift
from 3 to 4 December. Such a shift would have
begun late on the evening of 3 December, probably
9:00 or 10:00 PM, or even as late as midnight. It
would have ended around 5:00 or 6:00 AM on the
morning of 4 December. Yet a few pages later in his
interview, he says that all transmissions copied by
him between 5:00 AM and 1:00 PM on 4 December
were missing. This statement suggests that he
worked sixteen straight hours across two shifts.
Now, it was not unusual for navy intercept opera-
tors to work two eight-hour shifts in one day, but
they were separated by a break of eight hours.**® In
fact, Briggs was working eight-hour shifts at
Cheltenham, according to the log he supplied
Toland.

Interestingly, for someone who claimed to have
copied such an important message, he could recall
no details of it. He could not explain at what time he
copied the Execute code phrase, how long the
transmission was, what station (callsign) sent it, or
what frequency he heard it on. Briggs tried to claim
that the station was transmitting somewhere
between 13 and 15 Megahertz (MHz). Yet this is not
near Safford’s claimed frequency of 11 MHz and
quite far from the 9 MHz on which the FCC heard
the actual broadcast.

Briggs did say he heard the weather broadcast
on what he called the “Orange” weather BAMS
broadcast. BAMS was an acronym for the
Broadcast to Allied Merchant Ships, a broadcast
message system intended for all Allied merchant
ships. What he really meant to describe what he
was monitoring was the MAM. The MAM was a
term U.S. Navy operators used to describe the
Japanese merchant ship broadcast, which was sim-
ilar in some ways to the “BAMS” system. One of the
distinguishing characteristics of the Japanese sys-
tem was that the trigraph “MAM” was used often as
the general callsign for all Japanese merchant
ships. The MAM system was a worldwide broadcast
for Japanese merchant ships, which carried
encrypted traffic, as well as shipping information
such as notice to mariners and weather reports.



There may have even been regular transmission of
short news programs in Morse sent to the ships.

However, Briggs’ intercept story is contradicted
by the Winds instruction messages. The code
phrases and words were to be sent in a strict for-
mat. If they were to be sent in Morse, they would
appear on the overseas commercial news broad-
casts and only as a single word sent five times at the
beginning and end of the broadcast. If the code
phrases, such as HIGASHI NO KAZAME, were to
be used, they would appear only in the voice broad-
cast. Most importantly, there was no provision in
the instructions for transmission over the merchant
shipping broadcast.

In his 1986 article, Briggs claimed that the mys-
terious “DW” could substantiate his claims.
However, “DW” was no mystery man after all. He
was D.W. Wigle, who, at the time in December
1941, was Cheltenham’s radioman-in-charge of
operations at the site. As mentioned previously in
regards to Safford’s claim that he had sent tasking
to Cheltenham, Wigle had contributed a statement
to the congressional hearings in which he stated
that he had never received any tasking from OP-20-
G to monitor for a Winds Execute message and that
Cheltenham had no assignment to copy Japanese
Morse news broadcast except on an opportunistic
basis. Cheltenham’s primary missions were
German naval and European diplomatic communi-
cations. The lowest tasked mission was Japanese
merchant marine broadcasts.'>”

The major problem with Briggs’ statement was
that, since he claimed to have copied just the one
phrase, “East Wind Rain,” this would have contra-
dicted Safford’s claim that all three phrases had
been part of the broadcast. It would have been dif-
ficult to have Briggs testify, as Briggs’ claimed
Safford wanted him to do, if his story did not match
Safford’s. As for being ordered not to testify, the
truth was that, if the committee had known of his
story, it would have subpoenaed him to appear. The
Republican members of the committee, especially,
would not have let the opportunity slip by. The

committee got whomever it wanted to appear. In
fact, in one case, a former naval aide to President
Roosevelt who was serving at sea aboard the USS
Indiana at the time of the hearings was subpoe-
naed. He was flown back to Washington to testi-
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Finally, the fact that Briggs discovered that
Cheltenham files were gone was not extraordinary
at all. Most of the site’s papers had been destroyed
in 1942 as part of the standard destruction proce-
dures for all noncurrent records.’® In fact, all navy
field sites had performed periodic destruction of
noncurrent records during the war. Cheltenham’s
files from late 1941 had been burned in December
1942 [Exhibit #49]"°° (Since 1941, the copies of
the intercepted messages used in histories and as
exhibits for the JCC Hearings have come from files
located in OP-20-G headquarters in Washington.
These files had been sent to Washington from the
field sites. Station logs and other papers that were
to be retained were shipped to the Navy’s record
facility at Crane, Indiana.)

Whatever Briggs had in mind when he came
forward with his claim, in the end he could not sup-
port it with any concrete evidence. During his inter-
view, he had stated that he had located the
Cheltenham intercept log for 4 December at the
Crane records facility. He said he had handwritten
a statement about the missing files on the log.
However, the log sheet he wrote on was the one for
2 December 1941. That log indicated that he had
worked the morning/day shift at Cheltenham from
5:00 AM to 1:00 PM that day. The log noted that he
(identified by operator sign “RT”) had copied press
broadcast for the entire day and not the Japanese
MAM broadcast as he had claimed. [Exhibit
#5 0]161

The Winds Execute: The Final Casting
There was a Winds Execute message. But it did
not occur, as Captain Safford believed. We have

seen that the message and the circumstances sur-
rounding its “intercept” was fabricated. Safford
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could not recall the text of the illusory message, so
he appropriated the three phrases of the Winds
instructional message of 19 November and present-
ed them as the authentic text of the Execute mes-
sage. Of course, this manufactured message left
him with a contradiction concerning the coded
phrase for the Soviet Union, which he then tried to
explain away with a convoluted reading of the orig-
inal Japanese instructions.

At the same time, his claim that the navy site at
Cheltenham, Maryland, intercepted the Execute
message was based solely on his conjecture, which,
in turn, was based on technical projections of pos-
sible propagation paths of these broadcasts and
what East Coast station might have heard the trans-
mission from certain Japanese broadcast stations.
It has been demonstrated that Cheltenham, and all
of the other East Coast sites, never received any
tasking to monitor for the Winds Execute message.
Nor had they monitored any Execute message,
Ralph Briggs’ unsupported and contradictory
claims notwithstanding.

As for Safford’s reaction to the arrival of the
Winds Execute message, there was a major gap
between what the record showed he did and what
he later claimed he did, specifically authoring warn-
ing messages, or having seen such messages in
draft form. In fact, he did nothing beyond assisting
in some fashion with the drafting of messages to
outlying U.S. Navy Pacific stations to destroy excess
cryptographic material. It has been demonstrated
that this series of messages was part of an ongoing
set of messages that had begun to go out three days
before the purported Winds Execute message was
sent. There is nothing in the record, either from
Safford himself or from any other person with
knowledge of events that suggests such a message
arrived and had an effect on subsequent actions.

There is evidence that the sum of the previous
week’s events had spurred Commander McCollum
to draft a warning message to Pacific commands,
but this message was not sent. Yet it had nothing to
do with Safford’s Winds Execute message. At the
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same time, the claim that Colonel Otis Sadtler
drafted a similar message also fails to pass muster.
As has been shown, Sadtler was reacting to the mis-
taken or “false” Winds message of the evening of 4
December. The impetus for Sadtler’s message
appears to have faded when the 4 December FCC
intercept was revealed to have been a mistake.

Safford also claimed that either twenty-six or
fifteen people, depending on which one of his lists
one consulted, saw or had knowledge of his alleged
Execute message. These two lists were largely com-
plementary and did not include other individuals
that Safford claimed in later testimony who also
might have known of the message. The names on
these lists, in fact, were the product of guesswork
only, and were not based on direct knowledge of
who might have had knowledge of the message, or
saw it. His lists were projections based upon the
standard distribution of “Magic” translations with-
in the government at the time. Interestingly, indi-
viduals who saw the “Magic” translations regularly,
such as President Roosevelt and Secretary of State
Cordell Hull, were absent from his lists.

A Winds Execute message was sent on 7
December 1941. The weight of the evidence dis-
cussed earlier indicates that one coded phrase,
“West Wind Clear,” was broadcast according to pre-
vious instructions some six to seven hours after the
attack on Pearl Harbor. At least one Japanese wit-
ness claimed the broadcast occurred perhaps a half-
hour prior to the attack, but this cannot be verified
anywhere else. It is possible that a British site may
have heard the broadcast within one to two hours
after the attack, but this only substantiates the anti-
climactic nature of the broadcast.

In the end, the Winds Code never was the intel-
ligence indicator or warning that it first appeared to
the Americans, as well as to the British and Dutch.
In the political realm, it added nothing to then cur-
rent view in Washington (and London) that rela-
tions with Tokyo had deteriorated to a dangerous
point. From a military standpoint, the Winds coded
message contained no actionable intelligence either



about the Japanese operations in Southeast Asia
and absolutely nothing about Pearl Harbor. In real-
ity, the Japanese broadcast the coded phrase(s)
long after hostilities began — useless, in fact, to all
who might have heard it.
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Afterword:
The Winds Message, American Cryptology, and History

The Impact and the Intelligence Value
of the Winds Messages

Within the tempest of controversy about the
nature and amount of available intelligence, espe-
cially communications intelligence, and its dissem-
ination prior to the attack on Pearl Harbor, the
Winds message imbroglio should have been no
more than the smallest eddy. The purpose of the
messages, as indicated in the instructions of 19
November, was limited. The alerts were intended
merely to warn Tokyo’s diplomats that relations
between Japan and the United States, Great Britain,
or the Soviet Union were “in danger.” If such a situ-
ation had arisen at the time that warranted an alert,
then Japan’s diplomats would be warned via speci-
fied open code phrases or words sent within voice
or Morse news broadcasts. Upon hearing these
phrases or words, Japanese diplomats were to
destroy their holdings of cryptographic materials
and classified or sensitive papers.

In light of the generally poor state of relations
between Tokyo and Washington that had existed at
least since the late 1930s, whatever information
could have been gleaned from the open code phras-
es or words themselves added nothing concrete to
an understanding of the grave situation that existed
between both countries. Nor could these phrases or
words have provided any clue whatsoever to specif-
ic Japanese plans or intentions in the Pacific region.
As we have seen, there simply was not one shred of
actionable intelligence in any of the messages or
transmissions that pointed to the attack on Pearl
Harbor, Safford’s postwar claim notwithstanding.
Finally, as we have seen, further instructions about
the destruction of cryptographic material contained
in messages sent to Japan’s diplomats after 28
November, when the contents of the Winds instruc-
tions were known to the Americans, contradicted,

or even superseded some, if not all, of the directions
found in the two Winds instructional messages of 19
November.

Many American cryptologists and intelligence
officers considered the messages as a very impor-
tant indicator of a possible impending break in
U.S.-Japan relations, a sort of “road sign” that
pointed to the next move by Tokyo. To give them
their due, this view initially was a valid interpreta-
tion. The subtleties of diplomatic expressions in the
Japanese language were difficult as best; the action
of burning cryptographic material and other sensi-
tive papers indicated, at the very least, a crisis in
relations was imminent, most likely a break leading
to war.

Yet, as we have seen, in the days after 28
November, when the translations of the Winds set
of messages became available, the Gaimusho sent
many new instructions to its diplomats regarding
the immediate destruction of cryptographic materi-
al. While not all of the messages that contained the
new directions were decrypted and ready prior to 7
December, enough of them had been exploited to
suggest that Tokyo, to some degree, had begun to
supersede or contravene the orders contained in the
Winds messages. While, in one message, Tokyo
reminded stations to hold onto the Winds and “hid-
den word” codewords and phrases, the case of the
HARUNA code message illustrates that the destruc-
tion of cryptographic material was underway
almost a week prior to the attack on Pearl Harbor.
The new destruction proscriptions seem, at the
least, to have reduced the singular importance
attached by the Americans to the Winds messages.
That the Winds execute was sent after hostilities
began (or, according to one Japanese source, possi-
bly at the time of the attacks) demonstrated that
this method to warn Japanese diplomats clearly
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was secondary to other warning vehicles, notably
the STOP message. For the Americans, the Winds
Execute never proved to be the indicator of
impending hostilities.

The “hidden word” or STOP message ultimate-
ly may have been Tokyo’s choice for the covered
code warning of its diplomats. The message that
contained the instructions and codeword list had
been transmitted to Japanese diplomats around the
world. Yet, even this method’s role may have been
overstated in the final accounting of events. While
the “hidden word” message was transmitted sever-
al hours prior to the attack on Pearl Harbor, the
only addressees on the cable intercepted by Station
“S” were Japanese diplomatic facilities in North
America and Cuba. American cryptologists did not
know if similar “hidden word” messages had been
sent to Japanese diplomats elsewhere.

The contents of the actual “hidden word” mes-
sage intercepted by the Americans proved to be no
more enlightening than the Winds Execute that was
sent hours after the war started. The code list,
which was available to the Americans by 2
December, contained coded phrases and words that
could be used by the Gaimusho to warn its diplo-
mats of specific impending hostilities, such as
KASHIWAGI, or “We are commencing military
action against...” Yet the code word that Tokyo sent
in the STOP message of 7 December was HAT-
TORI, or “Relations between Japan and...are not in
accordance with expectations.” This plain text
phrase added nothing to what already was known
in Washington from the Purple decrypts. The “hid-
den word” message also did not warn of an attack
on Pearl Harbor.

What the Winds Messages Tells Us about Pre-
War American Cryptology

The Winds messages may not have been useful
warnings or intelligence indicators, but the manner
in which the American Army and Navy cryptologic
agencies handled them, the appreciation of their
role and especially the subsequent search for the
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Winds Execute version, illustrated much about
those two organizations and their operations prior
to the war. The Japanese messages — circulars No.
2353 and No. 2354 — were like radioactive tracers
which a physician tracks to locate problems in a
patient’s body. The reaction to and subsequent han-
dling of these two messages highlighted some of the
inadequacies of the prewar American communica-
tions intelligence system.

By December 1941 American cryptology was a
system that was stretched to the limit and pushed
in too many directions. Conflicting missions left
few resources to attack the expanding Japanese
cryptologic “problem.” Two-thirds of OP-20-G’s
meager resources, in this case analysts and radio
monitors, had been shifted to meet the Roosevelt
administration’s strategic emphasis on the Axis
threat in the Atlantic and European regions as
spelled in the various war plans of the time, such as
Rainbow 5 and Plan Dog. This left less for Japanese
targets, especially to solve the cryptographic sys-
tems of the Imperial Japanese Navy. The Army’s
SIS, as well, was fully engaged in processing diplo-
matic messages, mostly Japanese. The army site at
Fort McKinley in the Philippines (MS-6) once had
tried to attack Japanese army communications, but
in late 1941 was engaged mostly in decrypting
Japanese diplomatic messages. Serious efforts at
exploiting Japanese military and air force commu-
nications — the main threat to the Philippines —
began only under the reality of a Japanese attack on
7 December.

American communications intelligence was
organized to attack the Japanese cryptographic
problem in a bureaucratic fashion — the mission
against Japan, especially its diplomatic traffic, was
divided in ways to accommodate the competing
ambitions of the two agencies. To demonstrate this,
we only need to consider the even-odd day tasking
arrangement for intercepting, analyzing, and
exploiting Purple and other Japanese diplomatic
communications. Also, OP-20-G had divided the
attack on the Imperial Japanese Navy’s cryptogra-
phy, especially the important General-Purpose



Code: while the Navy’s main analytic center in
Washington recovered the previous codebook (AN,
later notated in mid-1942 as JN-25A), Corregidor
worked the current codebook (AN-1, later notated
in mid-1942 as JN-25B) along with the British
FECB in Singapore. Meanwhile, the Navy’s analytic
center in Pearl Harbor (HYPO) worked futilely
against another system; it did not receive current
technical information on the General-Purpose Code
until after 7 December.

Finally, American cryptologists were hostage to
the misperception that because the Purple cipher
machine was the high-level cryptographic system
for Japan’s diplomatic traffic, therefore it would
carry all intelligence of the highest importance
about Japan’s intentions. But the Purple device was
just one diplomatic cryptographic system, and the
information it protected did not include any data
about the impending operations of the Japan’s mil-
itary and naval forces. The latter exclusion was
deliberate; the Japanese War and Navy Ministries
effectively restricted knowledge, especially the
strike against Pearl Harbor, throughout their own
offices and the Gaimusho. In fact, even large ele-
ments of the Imperial Japanese Navy were unaware
of the Hawaii operation (Hawai sakusen)!

Any one of the above three conditions would
have hampered the ability of American cryptolo-
gists to determine Japanese plans and intentions.
The confluence of all three contributed to the sur-
prise in Washington, Pearl Harbor, and Manila, at
the ensuing successful Japanese attacks at Pearl
Harbor and elsewhere across the Pacific on 7
December.

Strictly viewed as a single intelligence issue, the
effect of the Winds messages on American cryptol-
ogy in late 1941 was like one more apple of chaos
tossed into an already turbulent crisis. The subse-
quent tasking set upon army and navy monitoring
stations across the Pacific to copy and evaluate
Japanese commercial broadcasts further unbal-
anced priorities and distracted already overloaded
analytic centers with literally scores of yards of

newly intercepted Japanese text to examine. Many
Morse intercept operators and linguists (as in
Hawaii) now had to monitor or copy the broadcasts
in addition to the current mission. Some personnel
were diverted completely from other targets; other
analytic personnel had to examine this flood of

copy.

Statistically, it is not known for certain the pre-
cise impact the intercept of these broadcasts had on
intercept and processing rates for Japanese diplo-
matic traffic. There are no data to measure the
impact during the period of the search for the
Winds Execute message from 28 November to 7
December. The available data are from the period
of 1 November to 7 December 1941. These data sug-
gest that a priority system that already emphasized
Purple decryption could only become distorted
when it came to exploiting Japanese diplomatic
messages encoded or encrypted in other crypto-
graphic systems. During this period, there were 628
Purple messages intercepted and of these 417, or
sixty-seven percent, were translated. The
Americans intercepted 454 messages exchanged
between Tokyo and its embassy in Washington. Of
these 268 were translated, a rate of about fifty-nine
percent."

In contrast, of the next tier of diplomatic cryp-
tographic systems, intercepted J-19 traffic was
translated at a rate of sixteen percent. For another
less-known system, J-22, only three percent of
intercept was translated. Twenty-five percent of all
PA-K2 messages were translated, but only fifty-two
messages in that system were intercepted during
this period, or about eight percent of the Purple
total. As for the LA system, only two percent of
those messages were translated.

The result of this skewed emphasis was that
many messages encrypted in cryptographic systems
other than Purple usually took days, even weeks, to
get processed to the point where a translation could
be produced. After Pearl Harbor, when American
codebreakers got around to decoding and translat-
ing some of the pre-attack diplomatic traffic, they
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discovered that many messages carried important
details about the Japanese intentions. For example,
on 6 December 1941 Tokyo sent a message to its
diplomats in Bangkok that noted that “X-Day,” or
“Declaration Day,” was set for Sunday, 7 December
(8 December in Tokyo).> That date, the message
pointed out, was when the “notice” was to be given.
Interestingly, this single detail, the reference (and
date), “X-Day,” was never mentioned in any Purple
traffic to Washington worked by the Americans.
This particular message, by the way, was translated
on 8 December.

A far more trenchant example on how poten-
tially critical intelligence was missed because of the
mistaken priority for processing is illustrated by the
espionage messages sent from the Japanese con-
sulate in Honolulu by the covert agent Yoshikawa
Takeo and Kita Nagao, the consul. Yoshikawa’s
observations were Tokyo’s primary source of intel-
ligence about the situation in Pearl Harbor, espe-
cially what ships were in or out of port. This intelli-
gence, along with that gathered by Japan’s own
naval radio intelligence effort, was retransmitted by
Tokyo on the UTU (Blind) naval broadcast to the
Pearl Harbor Striking Force as it steamed in radio
silence eastwards to its unsuspecting target.> While
almost all of Yoshikawa’s messages to Tokyo in the
ten days prior to the attack were available to
American codebreakers — from copies turned over
by American cable companies — surprisingly few
were translated on a timely basis. Most, fourteen in
all, would require anywhere from three days to
three weeks to be translated. For example, on 1
December, in message No. 241 (Japanese serial)
from Honolulu, it was reported that U.S. battle-
ships usually spent the weekends in port. This mes-
sage was translated on 10 December.* Another
message from the consulate sent to Tokyo on 6
December, informed Tokyo that there were no bar-
rage balloons tethered over the harbor and that the
ships did not have torpedo nets. Yoshikawa noted
in this particular report with a chilling prescience,
“There is considerable opportunity left for a sur-
prise attack against these places.” This message
was translated on 8 December.
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There is no certainty, that had these messages
been available within a day or two of their intercept,
that they would have triggered an alert or defensive
action by the Pearl Harbor command which might
have altered the outcome on 7 December. But the
tardy handling of Japanese intelligence traffic out
of Honolulu ensured that even the slimmest oppor-
tunity to retrieve the situation from the eventual
catastrophe never presented itself. Instead, for
example, the 3 December message about signaling
the U.S. Pacific Fleet’s situation in Pearl Harbor by
using lights in a window or advertisements on
Honolulu radio station KGMB, literally languished
in a junior navy cryptanalyst’s in box on 6
December because the supervisor was busy organ-
izing the decryption and translation of another
Purple message, the infamous fourteen-part
Japanese message that announced the cessation of
negotiations. The translation of the message from
Honolulu was produced on 11 December.®

The Winds Message and the Historical
Process

Events had demonstrated that the Winds
Execute message had failed to be either a sort of
actionable intelligence or a useful war warning.
That the actual message was heard several hours
after hostilities and applied only to Japan’s rela-
tions with Great Britain further illustrates that the
message was irrelevant. (Even if an Execute mes-
sage had been sent within a half hour of the attack
as one Japanese national radio employee suggest-
ed, it would have taken hours to process and dis-
seminate it.) In any subsequent hearings or history
of the Pearl Harbor attack, the Winds episode
should have warranted nothing more than the
briefest reference or a footnote. It did not turn out
this way, though.

The Winds issue consumed many hours for
each of the inquiries and boards that reviewed it.
The Joint Congressional Committee took testimony
for almost three days from Captains Safford and
Kramer just on this one issue. The JCC interviewed
another two dozen witnesses about aspects of the



Winds message. The Clarke Investigation was
called back for another four days to take testimony
to address the claim Safford made before the
Hewitt Inquiry that General Marshall had ordered
the destruction of papers related to the Winds mes-
sage.

The Winds incident had been pumped up into a
major controversy that fixated a number of the
Pearl Harbor investigations and later engaged a
number of historians and the public for decades.
This phenomenon had nothing to do with the actu-
al events that transpired around the handling of the
original message, or the intelligence or warning
value of the message itself. Rather, the Winds mes-
sage became a synthetic incident, significant
because of the sinister inferences attached to it by a
single individual.

The “conspiratorial” version of the Winds inci-
dent was solely the product of Captain Laurance
Safford’s imagining of events that had occurred
prior to Pearl Harbor in the Washington, D.C.,
offices of naval and army intelligence. Whatever
motives existed behind his claims, Captain Safford
presented to the various Pearl Harbor inquiries and
boards a narrative that ranged so far from the doc-
umentary evidence and the memories of all the
other participants that it was completely detached
from actual events. Safford’s charges, though, cre-
ated a context of alleged government conspiracy
around the processing and dissemination of the
purported Winds Execute message of 4 December.
That his interpretation of events coincided some-
what with similar views about all of the events
behind Pearl Harbor which were held by other indi-
viduals was unfortunate since they provided
Safford with a sympathetic audience that, in turn,
gave an unwarranted patina of validity to his claim.

Put to the test, though, Safford’s narrative about
the Execute message simply failed to stand up to
cross-examination. The Joint Congressional
Committee shredded Safford’s story. The commit-
tee reduced it to the collection of unsubstantiated
charges that all along had been its foundation. The

documentary evidence he said was available simply
did not, nor did it ever, exist. In truth, Safford pro-
duced nothing upon which any further investiga-
tion could proceed. The best (and perhaps kindest)
assessment of his actions was that of the
Congressional Committee, which said that Safford
had been “mistaken.” The conclusion stated in the
1946 Pearl Harbor Report regarding the Winds
message should have ended that story once and for
all.

But this was not to be.

Some thirty-five years after the congressional
hearings, the Winds controversy was resurrected.
This time, a few private scholars, with the help of at
least one apparently “knowledgeable” individual,
attempted to resuscitate Safford’s allegation of a
conspiracy, which surrounded the Winds message.
These writers accepted Safford’s story as true; as far
as they were concerned, the government had not
disproved it conclusively. This stand inverted the
normal rules of evidentiary argument in which the
claimant must produce valid evidence in support of
his charges. Instead, these writers insisted that the
government had yet to disprove Safford’s charges
regardless of the fact that he never had produced
any evidence to substantiate them thirty-some
years earlier.

The scholars and researchers who championed
Safford’s version of the controversy abandoned the
rigorous evidentiary requirements of the historical
profession in order to advance their thesis. They
based their contentions on excerpts from docu-
ments taken out of context and the undocumented
statements of Ralph Briggs, who could not even
demonstrate his participation (or Safford’s) in the
events he described. Mostly, though, these writers
recited the litany of Safford’s “evidence,” which
included his own previously discredited testimony,
unsubstantiated surmises, and nonexistent docu-
ments. These scholars hewed closely to the charge
that there had been a government conspiracy in the
matter of the Winds message. Arguing from this
vantage point, they were free to discount creditable
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contradictory testimony by insinuating that it was
scripted lies; they dismissed as fundamentally hos-
tile and biased the skeptical and critical questioning
of Safford’s assertions; and where the documentary
evidence was missing, they charged that the gov-
ernment had destroyed it or continued to withhold
it after all these decades.

Ultimately, these writers had to base much, if
not all, of their case on Safford’s failed evidence
and testimony. These failed to withstand scrutiny
anew just as Safford’s had failed previously in 1946.
As we have demonstrated in this history, Safford’s
case was built on mistaken deductions, reconstruct-
ed, nonexistent documents, a mutable version of
events, as well as a cast of witnesses that Safford
conjured up in his imagination.

In the end, the Winds message controversy was
and remains an artificial historical phenomenon.
The message’s actual impact on events in early
December 1941 was limited to aggravating an
already overstretched American cryptologic effort
against Japan. The Winds message system set up by
the Japanese Gaimusho on 19 November 1941
proved to be neither a source of actionable intelli-
gence nor a timely warning. What made the mes-
sage(s) important was the later spin put on it by
Captain Safford and a handful of historians and
other writers. Their claims created a conspiratorial
aura around the purported Execute message that
had nothing to do with events as they actually tran-
spired at the time. The conspiratorial version of
events they espoused was totally interpretive and
subjective.

The artificial controversy that grew around the
Winds message never advanced historical knowl-
edge of the events of early December 1941. In fact,
the Winds controversy distracted investigations
and later historical analyses from far more impor-
tant issues about the attack on Pearl Harbor, such
as the fundamental organizational and operational
shortcomings of American cryptology, the arrogant
dismissal by American military and naval leaders of
a Japanese capability and willingness to conduct
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such an operation, and the breakdown in the lead-
ership hierarchy that made too many assumptions
about the effective operation of the U.S. Pacific
command structure in late 1941. That the Winds
controversy persisted over the decades is more a
result of the misplaced belief by some that history is
controlled by conspiracy rather than history being
the product of human folly.

Notes

1. “Worksheets for Japanese Diplomatic Traffic,
1941.” RG 38, Entry 1030, Box 165, Folder 5830/62,
“Pear] Harbor Investigations” (1 of 3). Also see PHH,
Part 37:1081-3

2. “Magic,” Vol. IV — Appendix, A-542. Tokyo to
Bangkok, # 852, 6 December 1941.

3. The issue of the radio silence maintained by the
Pearl Harbor Striking Force has been questioned
recently by some researchers. Their misperception that
the force actually transmitted and gave their position
away is caused almost completely by a misunderstand-
ing of the technical aspects of Japanese naval command
and control communications and the capabilities of
U.S. naval radio monitoring, cryptanalysis, and direc-
tion finding capabilities in the Pacific and Washington,
D.C. Their errors and speculations notwithstanding, the
task force maintained complete radio silence; that is, it
did not transmit any radio messages during its passage
to Pearl Harbor. The Japanese naval broadcast system
supported the task force as it crossed the Pacific. Tokyo
transmitted numerous support messages — intelligence
updates, weather reports, orders, and morale state-
ments — to the Striking Force (Kido Butat) on several
frequencies at multiple times. The broadcast method
consisted of one-way communications, or “blind”
(UTU) sending. Several ships in the force listened to the
broadcast and copied the messages. The messages were
then repeated to the other ships in the formation by
semaphore flag or signal lamp. The Kido Butai did not
reply or acknowledge the receipt of any messages; their
orders prohibited it. The only element of the force to
transmit during the voyage were two reconnaissance
aircraft, one each from the cruisers Tone and Chikuma,
sent out on the morning of 7 December to verify the
Pacific Fleet’s location in Pearl Harbor or at Lahanai
anchorage. The planes’ reports were sent “in the blind,”



that is, the task force did not acknowledge these mes-
sages. The aircraft reports verified an earlier report
from the Japanese submarine I-72 from the previous
evening that the American fleet was not at the Lahanai
anchorage. The submarine sent the report to the
Commander of the Japanese 6th Fleet (Submarine
Force) located on Kwajalein Island. Kwajalein relayed
the message to Tokyo, which, in turn, broadcast it to
the Striking Force. See SRN 115367, NARA CP, RG 457,
Entry 9014.

4. MND Translation, SIS # 26053, Honolulu to
Tokyo, 1 December 1941. NARA, RG 457, Entry 9032,
Box 301.

5. MND Translation SIS #25877, Honolulu to
Tokyo, 6 December 1941. NARA, RG 457, Entry 9032,
Box 301

6. MND Translation SIS #26145, Honolulu to
Tokyo, 3 December 1941. NARA RG 457, Entry 9032,
Box 301. See PHH, Part 35:303-4
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Exhibit #1: Recovered Decode Chart of
Text for J-19 Transposition System.
From “Japanese Diplomatic Network
and Crypto Systems, Pre-During (sic)
the War.”

National Archives

and Records Administration (NARA),
College Park, MD.

RG 457, E9032, Box 992, Folder 3015.
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Exhibit #2: Japanese J-19 Transposition
Matrix or Stencil.
Stencil is from period 11-21 November 1941.

“Change No. 4 to
R.I.P. 37B, 1 April 1944.”

NARA, RG 457,
E9032, Box 1137, Folder 3762, 7-119
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Exhibit #3: Intercept copy of Japanese
Diplomatic Message No. 2353,
Tokyo to Washington.

Navy Monitoring Station “S”
(Bainbridge Island, WA) teletyped to
OP-20-G Headquarters, 19 November 1941.

Center for Cryptologic History Series
XII.S, Box 22;
for unmarked version see
“Jap Msgs, Oct-Dec 1941,”
RG 38, CNSG Library,
Box 156, Pages 3803-4.
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36¢ SCDE Tﬂﬂlﬂ@’ﬂ 9 495 JC P1/5§ 38 o
~ KOSHI WASHINCTONDC
¥ ([BUNTU| NENZU CNFXA LEKFK-OHTZY GONHE KWWK SXGVB BLNQY
QQPQE MDZXT UTYQD WOPSC QDMCE MXFON VVZOU CGEYK CXDUY KLFDU
XKSXY SQZRL GVQJY MAKFD DBEUY FFUJI ZYYPY OZOAJ GAUMT SHHEJ
AMOGH CHOVE XAGBS CBIEA ZGYMJ UDYDX OCYQX RGKAX SHSZF XNDLO
VKHBH CKDHX 1YYVZ IEFEN OGCXB EVZVE GJUKYT JGKBL

G
ke AN 1342 S RJ
Y e
o i<
i
\§ N
SF DE JAB S ' NOV 41

_ 38.4
P2/36¢ 41w KOS WASHN

KNEWM BLTMV BNJVQ UHIFE UQIPN QLWCH BVXFF MUNFG UAXTC ZJKEX
EXBEW UVBMY NHWSB FGVEX WEMBL MLNCB CICID KQOFR KWXYX EXPAR
KPUEA SUSKWN KSKXL MFBFC VVLGB DDXCL UEZTE WIUYS MEAJT PXTDA

HBENU DXPXM ADCNM MRLYH FXTUJ GNQUT. VQRB 84444 BDSHD TAKAO
T0GO ek

( VQRD ) AS SENT : 1) 1333 o~
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Exhibit #4: Intercept copy of Japanese
Diplomatic Message No. 2354,
Tokyo to Washington.

Navy Monitoring Station “S”
(Bainbridge Island, WA) teletyped to
OP-20-G Headquarters, 19 November 1941.

Center for Cryptologic History Series
XII.S, Box 22; also unmarked version,
see “Jap Msgs, Oct-Dec 1941,”

RG 38, CNSG Library Box 156,
Page 3798
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Exhibit #5: K-10/J-19 Indicator
Groups and Transposition Keys
for November 1941.

NARA, RG 457, Entry 9032,
Box 1137, Folder 3762, R.I.P 37B,
Change 4, K-10 Transposition
(J-19 Basic system), 7-83.
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Exhibit #6: Message No. 2353
translation worksheet (W.S.)
with code digraph true values inscribed
by the translator. (2 pages)

Center for Cryptologic History
Series XII.S, Box 22
and NARA, RG 8o,

Pearl Harbor Liaison Office (PHLO),
Entry 167A, “Office Reference (“Subject”)
Files, 1932-1946. Winds Code,
Station“W” to Witnesses.

Folder: Winds Code - Misc Material.
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Exhibit #7: KANA texts of Japanese

diplomatic messages 2353 and 2354.
GSB 180,
6 November 1941[5].

RG 38, CNSG Library, Box 166,
Folder 5830/69, “Winds Msgs.”
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& Yovezber 151
GS8 180
From: War Department

To : Conuander-in=Chief
Advarce Hg. US Aroy Forces
Pacifie, Tolkgo

Supplesenting G5B 16 there follows full Japanese text
of two clrezlars from Tokys Foreign Office dated 19 Nov 1541:

Cireular 2353. Kanchoo fugos ateukal kokusai
Jigyoo no hippaku no kekden fteu salaku no Jital nl
tochi itaru kono hakararezaru tokors kakaru baal
wvagehoo to nitekolu tond tsunshin wn tadachl nd
teishi sorarubeki wo motte wegahoo no galkoe
knankei kiken ni hinsuru basl nl wn v¥agn kaigal .
hoosco ne kakuchi oulke nikohoo news no ehuukan oysbi
saigo nl olte texkl yohoo to shite. 1. Nichibel
kaziked no banl n! wa "higash! no kase exef.

2, Nchiso karkel no basl i wa "icita no kaze
Tmeri®. 3. Mchie! kaskel no dard ("tal” shinchuu
Taarea” Nethorlends E.I. koeoryeolu oboe fulkusu ("nishi
£o knze hara®. 02 do mutsu kurikasshi hoosoo sesh— |
imeru koto to soru wo motte migl al yorli mngoo,
gharul too telcitoo shobun aritashi. Heo migli wa |
gen ni gokuhi atoukal to seroretashi.

. Oireulsr 2354: Goluhi. Wegnhoo no galloo kanicel kike:
i hinsen to suru bael ni wn ippab Joohoo hoosoo
no bostes oyobl matsubl ni: 1. Nichibel kenkcl
hippaiu no baal =i wa Fhigmshi®, 2. Fichiso kankel
no basi niwa Meita®, 3. Flche! karckel ("tat"”
skin ch'm "=arce® Betherlsnds B.I. kooryoku cboe
folame (2o baal al we frighil, Marugo 05 do ate
sconyus subaki ni tscicl goryoock! arltashi.

Both messagos seat in * Boliove

broadcasts montioned for signalliing in clreular 2353 were
voice brondoasts and those in 2354 were Morse codo,



Exhibit #8: US Navy (OP-20-GY)

translation of message No. 2353,

published on 28 November 19441.
SIS #25432 and JD-1: 6875.

Center for Cryptologic History
Series XII.S, Box 22
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From: Tokyo
To : Was

19 November 1641
(19)
Cireular #2353

Regarding the broadcast of a special
messige in &n emergency. :

In case of emergency (danger of cutting
off our diplomatis relaticns), and the cutting off of internatiomal
communications, the folloving varning vwill be added in the middle
of the dally Japanese language short vave nevs broadcast,

(1) Ia case of & Japan-U.3. relations
in danger: HIOASHI RO KAZEAME,.®

(2) Japan-U.5.3.R. relations: EITAROEZAZE
EUMORY, ##

(3) Jlgn—hm-h relations: NISHI NO
EAZE HARE,®*

This signal will be given in the middle
and at the end as a veather forecast And each sentence will be
repeated twice. When this is heard please destroy all code papers,
etc. This is as yet to be a completely secret arrangement.

Forvard as urgent intelligence,

*East wind raln,
*#Horth vind cloudy,
Sa%5ant vind clear.

813 25432
JD-1: 6875 (Y) Ravy Trans. 11-28-%1 (s-77)
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Exhibit #9: Revision of translation of
No. 2353 issued on 26 September 1944.

Handwritten text, probably by William F.
Friedman, reads: Upper right —“(by Hurt);”
lower left — “This for Voice Broadcast —
“Twice in middle and twice at end”
There is good evidence that
“Nishi no Kazehare” was really
transmitted in this way.”

See Doc No. 4 of FCC Statement.”

Center for Cryptologic
History Series XII.S, Box 22
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SEDHET ;

From: Tokyo . TRANSLATION REVISED 26 Sept. b4,

E n=va:§: Eﬁn : Nk ) ‘
=] xr [

(719) : (3

Circular #2353 ° ; : ;

Office Chief's Code. - -
I do not know but what, as & result of the terrible

strain in our operations, we have at length come to stand amid the

unltimate evil circumstances, and if this be 80, our communicationa

vith the country (les) we are dealing with will be cut. And in

the event that our forelgn relatlions fringe on :ntautranE, then

in the Eiﬂﬂ%% and at the end of our universal broadecasts,[the form of

wveather predictions, we will repeat and broadcast twice each the

Tollovwing:

(1) In the case of Japanese-American relations

(HIGASHI NO KAZEAME). i b
(2) In the case of Japaness-Soviet relations . . . ° .
p (KITH KO KAZEKUMORI). Vo s crimi

'Ir.,?_"'-- I #

(%) In the case of Japanese-British relations -
{including their implications in Thai along
with Malya and the Netherlands Esat Indies),
(NISHI NO KAZEHARE). .

u-::.r.- LEEt P

Hence you will Mmow thet you are suitably to destroy
codes dopuments, ete.

ey fEe B

You will please pusrd this in strictesi secrecy.

woddle oul hule ok sud

L

T ﬁ,ﬁ, Voree oo dead - "
. -iluﬁtle
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Exhibit #10: True Form or Matrix
(Stencil) for message No. 2354
(reverse image).

Center for Cryptologic History
Series XII.S, Box 22

and NARA, RG 8o,
PHLO, Entry 167A, “Office Reference
(“Subject”) Files, 1932-1946.”

Winds Code, Staion “W” to Witnesses.

Folder: Winds Code - Misc Material.
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Exhibit #11: Message No. 2354
translation worksheet with
code digraph true values inscribed
by the translator.

Center for Cryptologic History
Series XII.S, Box 22

and NARA, RG 80, PHLO, Entry 167A,
“Office Reference (“Subject”)
Files, 1932-1946.” Winds Code,
Station “W” to Witnesses.
Folder: Winds Code - Misc Material.
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Exhibit #12: Translation, by US Navy
(OP-20-GY) of message No. 2354,
published on 28 November 19441.

SIS #25392 and JD-1: 6850.
Handwritten note, probably penned by
William F. Friedman, left side reads - “This
for Morse broadcast of News.” Right hand
side reads — “Safford told me (in 1944) the
‘winds execute” msge [sic] came in on night
3-4 Dec & he saw it about 0800 on 4 Dec.
It had a negative KITA, positive HIGASHI,
positive NISHI. Msge [sic] was in Morse.
If so, it meant break in relations between
Japan & U.S., Japan & Great Britain;
no break between Japan & Russia.
F[riedman]”

Center for Cryptologic History Series XIL.S,
Box 22. This translation, without the
inscribed comments can be found in

Multi-national Diplomatic Translation,
SIS # 25392, Tokyo to Washington,
19 November 1941.

RG 457, Entry 9032, Box 300
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k CLMUng
befea U
From: Tokyo .
To 1 Wa tnn
9 November 1
J19)

Circular #2354

When our diplomatic relations are
hunnu.u:g dangerous, ve will add the folloving at the beginning
and snd of our general intelligence broadeasts:

(1) If 1t is Japan-U.3. relations,
"HIGASHI".
E ot :
2) J -Russia relati "EITA".
(2) Japan-Russis re ons, S
(3) Japan-British relation=, (in-
ﬂlﬂﬂ.ihﬁ Thai, Malays u.nd ¥.B.I.}),
"HUIM o

The above will be repeated five times
and included at beginning Aand end.

Relay to Ric de Janeiro, Buenos Aires,
Maxico City, San Francisco.

Tias Wi Bt £33

Key furnished by 3ritish I.',T"a.".rj says
Singanere to London to lash. on 24 v i1,
Signed F.

(mt89)
& s Gl ghjl'l}‘uhn.-hi*hﬂwu!-ﬂim
OYs0 tv. 4 Dee- b Bol o 'h.i.-’-ilul-'lnﬂ. Hﬂ"ﬁ}
I_==r--i-v--d- Wi ren 1, rebuie H'-'s.'u-ll. PR TN
= IF‘----lf---.--ﬂ‘ dreadie wa poladeaan
E—L.Lul..-.... :'--Ji;-ﬂ— a U S, me*ﬁwﬁrﬁ
8I5 25392 g Efu_,..{,q_.-"ﬂ..l,l-um.-_ J#—-l.‘ln-'n - 'I'L...m-_ .
JD-1: 6850 (Y) Navy Trans. 11-26-§1 ()
AEnber i




Exhibit #13: Revision of translation
No. 2354 issued on 26 September 1944.

Center for Cryptologic History,
Series XII.S, Box 22.

Note Kanji characters in parenthesis
are “strained.”
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Exhibit #14: Transcription of a Morse
(Kana) Japanese news broadcast, Station
“JVJ,” intercepted at 1030 (Tokyo Time)

and 0130 GMT by Bainbridge Island (3

pages). Japanese News Broadcast by Station
“JVJ,” 8 December 1941.

NARA, RG 38, Box 167,

Folder 5830/69 (3 of 3),
“Pearl Harbor Investigations: Winds Msgs.”
Interestingly, this news broadcast was made
about one hour after the overseas voice news

program monitored by the FCC in which
appeared the phrase NISHI NO KAZE HARE
(West Wind Clear).

However, none of the three words indicating
a change in relations - “Nishi,” “Kita,” or
“Higashi” - appears in the transcript.
The first paragraphs describe the attacks in
Hawaii and the Philippines.
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JVJ 0230 SKED - PAGE § & & DEC 41
0230 SKE 3, 5721
DANHIG I TE | SHON | OFUKUMU) BOHOOKIS! TAKOKUN | MO
'?? SHngvuugﬁgE"f:EHEF"u“ OKUSEIFURA COKE I TEX |
p: U TAIGUUOYOB) TUU TEIGEMNO SWGINI
OTOZUKy THH? 0J00VAKY. TE IKETUD KITTONA 1 YUUH=
UNI OK iBIN RG] PARA.

NU TU DE J¥J YA,

0235 CL
12275KCs.
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Exhibit #15: Message from Commander-in-
Chief Asiatic Fleet (CINCAF) to Washington
informing them of British intercept of the
two “Winds” instructional messages.

CINCAF Intelligence Report, 281430, 28
November 1941. PHH, Part 17, 2660.

Note at bottom of the copy is the typewritten
note indicating that a copy of the message
had been delivered to Captain Safford.

The note was delivered by “DW” or Donald
W. Wigle, Station “C” (Cheltenham, MD)
radioman in charge of Station “C”
at the time of Pearl Harbor.
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Exhibit #16: Intercepted version of
“Stop” message (Japanese message
number 2409). Intercept by Station “S,”
Bainbridge Island on 27 November 1941.

Transmittal message numbers
(Japanese) 511, (San Francisco), 518
(SF), 520 (SF), and 523 (Washington, D.C.).

Washington received Nos. 512, 517,
and 521. San Francisco received No. 524.

Pages 4506 — 4513, and 4522 — 4524.

The third and fourth parts of the message,
Washington nos. 521 and 524 (SF nos. 520
and 524) were sent in reverse order. In
other words, part four of the message was
sent before part three.

RG 38, Entry 1040 (CNSG Library),
Box 156, “Diplomatic Intercept.”
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HTIOAL, LRCHER #9ug

"% WDE TOKYOD 93 27 10258 JG

RIYOJI SANFRANCISCO

DAIQU HQFWK BYHBD RFOCJ RBMGH JDHAW TEKIL MNPZN ZYFNK JOAWK
IRFXC RTFSW FWDOX GEHZH QOJDU OCXTZ WAOZB CPLPK NNOSJ CUCPF
MTLOC INVYO IEORC TFVOS OSHNA OCCQW BFRUV CJTNS LFEWH ZKORB
IDJFE GGTPH OKBGV GTWEV DFUZL OQWAA POZMB DMRBZ CRUBN XNCFL
JWOPL ZMWE| VCLMG TCBNC ZJVON OJFNH XOPXP THLGP

1;;2UE GL

SF DE JAB S 27 NOV 44 45UY

518 RI1Y0JI P2/43

GDZPO MSBPW JBJUR LMBYW OPCYA FCCHV WPBZI KGKCN YTWSC WKQKC
UWJWZ PLXTK SYYCO XGFGS UUIBO AWNPP PXQDE FEUBM OJNFN ZXVAH
MAFZS IMCOK FKRUC FVHGE PMWZE PWKJT WCDWQ TKJEF BGROY WDBGD
NOUJF ZURBO CCKCP CDVJL UXNJM GTJME PKFFH WCGDCY NKLOK |IHRZ

85555 TAKAOD
TOGQ,.

:L;ﬂns GL

SF DE JAB "8 27 nOv 44
4510
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[F_ N T =

520 annE 118 27 11108 JG

RIYOJI SANFRANCISCO

DAIGU HQFJK BYHBD NBQNC SVMOD# JKCPC NFEOT KPBRW NFHPW BBWCO
HCMNT KMOUA VFPOV CLYNC POVVO CCSGR WRWGJ IDLJS YPAFO IUWNW
KKMV] XOUOT SRWFS TJLZIV CVBMW BGUNO ZUFVW ODOYR WBORY ZWNKR #
OLZWI CBZDO QOWTC FDUCN OBOPZ NARCN WSYNS OQKIP WBIQW MCNCU
ORVUO BANOR ENKVW KRCCU RBGPE ZSPCE JBONC WWPXNW

%;E% G GL

S8F DE JAB 8 27 NOV 44 4512

520 RI1Y0JI P2/68

RNCIA WICNG WX000 POAHN CMGUW PSTCE YRWYW OYBLL HSRRM QWYRQ
BETUR AGAPA LDUUN NNONX REZBB VMEBZ OCVWP OGCPO GICZR IEDBYV
THCWB OEWRW NCOWM DWYRU ORFOD ORUBT PCPZD FNVIO RCUWN FOARF
KWBZR ONENY BOUVE WVNPY HDGYU WIICC AAMPP [RWEM GKVFM ZVGRO
HBHFH YUODO JYPHZ PBUYF GMSXA FOPAN jHﬂFD OMJWQ NNBON OCTBO
PNVUN CPYJO OSNCP RAPER BHOOI WBOBI UARMI AHWPY NJPFU NOLOP

XBRGN BSBNH POPCL FVYTNO RWUQK 11000 TAKAQ
TOGO,

;:ES S GL

SF DE JAB § 27 NOV 41 4513

524 S8CDE TOKYD 120 27 11208 JO
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Exhibit #17: Stencils of decrypted version
of message #2409. (4 pages)

All pages contain key listed for
27 November in kanji numerals.

Pages 2-4 also have key in Arabic numerals.

Key reads 12-4-7-13-
9-1-19-6-8-17-2-16-11-3-15-18-14-10-5.

CCH Series XII1.S, Box 22
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Exhibit #18: Translation worksheets
(W.S.) #818-821 (5 pages)
of message #24009.

CCH Series XII1.S, Box 22.
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Exhibit #19: Translation of Japanese
diplomatic message No. 24009,
Tokyo to Washington, 27 November 1941.

SIS 25609, JD-1: 6985.
Known both as the “hidden word”
or “STOP” message. (4 pages)

Tokyo to Washington, 27 November 1941,
SIS 25609. RG 457,
Entry 9032, Box 301,
Multinational Diplomatic Translations.
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(BART 2)
CODE WORD

ARIMURA

ASAL
ASAFTRA

ASIKAGA

AZTMA
EDOGUTI

HANABUSA
HANAZONOD (7)
HATAKEYAMA
HATTORI

PART

HIZIKATA
HOSINO
IBARAGT
INAGAKT

ISHIEAWA
KASHIWAGI

KOBAY ARAWA

SECHET beedid | COPY

MEANIRG

Code communications prohibited.
Communications vill be by radioc broadcasts

Will communicate by radio bradcast.
¥You are directed to listen carefully.

Reception of overaeas brosdcast
Impossible dus to interference.

Preasure on Japan increasing continually
Prepare for evacuation

Freparetions for evaclatlon have been
completed.

FPrepare to entrust Exmbasay property to
suitable foreign envoy (on comsul) there.

Felatlonas between Japan and ...
.s+s (blamk) .....have been severed.

Relations between Japan and ...

.+ (blank) ... are not in accordance
with expectation.

Japan's and .., (blank) ... military
forces have clsashed.

Japan &and ... (blank) ... are enotering
a4 full fledged general war,

Communicate to us probable date of breakin
off of relations between Japan end the
country to which you are accredited.

Have you = = 7 = the ... (blank) ,.
I have - -7- the lll{blm}li-

We are commencing milite
against ...(blank) ...

Stop issuing all entrance and transient
visas to Japan, to persons of ...(blank)..

natlionslity.
ey
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¢

SECRET ” out et COPY

(PART %) con't.
CODE WORD —MEANING

SAKAETBARA Tsuki) Month
SIGENOT (K0T Paragraph
SANZYT {Toki) Time
ITIRD
NISAKU
SANTART
YOITI
GORT
MASAROKU
SIMETARD
YASOKITI
HEISAMATU
ATUMI

S O B =1 v W W N

8IS 25609
JD-1: 6985 (¥) Navy Trans. 12-2-31 (7)
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Exhibit #20: Example of telegram sent
from Japanese consulate, Honolulu,
Kita Nagao, to the Japanese Foreign Ministry
(Gaimudaijin), 13 November 1941,
encrypted in J-19. Telegram, Kita to
Gaimudaijin, Tokyo, 13 November 1941.

NARA, RG 38, Box 167,
Folder 5830/69,
“Pearl Harbor Investigation:
Winds msgs.” (3 of 3)
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ull Muks
i R_Illl (111 §] e
Tarrid Mats [LL)

MAekay Rdio

RADIOGRAM

THE INTERMATIOMAL SYSTEM™

Hepdivars

Wil Lah (MLT)
; . Bumbe®

rga=i MEks

ipnd ks lollowing Message Foll Rols unlsss sthsrwiss checked subleci io ha terms oo back hereod. which cre harsby agresd

22 2
mmmmxmmmmm
JEXOD T¥UNTH ZPFNE THLVY YICZU SLTGI CXZPN KLELE YQUIV KZKVY
UQZOX OHLNY BFO0J ISSDY BMPWY HSGXD HXSZW LUENE OZAET CEZSI
RGELL IUULT IUXDU NIJWY MQAZP TYTSLW JRDVM TMBUR TRTMY NNOEE
XFTZ, BUNVX UEYGN ORTPR XYFDP OXYRM LYOQS YLEVI OUGZOSE BAOAU
QY00 DLWZE LSZFV TJMXV PAQUR WLOFY XVANW LWEFY AHOSS LMETS
KULJC CHNNY ELTEG RYLOU UHWEK UNEOI EMNDW BYTTE XEDGX  ZBWVD
ATIOM WSIVN AEPTV PZCAS YWOXA WNJIEU UDULG FUYEZ ZXEBL FCRIW
mﬂmummm”g“m BTPDA DZWPE 87777
M
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Exhibit #21: Translation of Japanese
diplomatic message No. 118,
Tokyo to Honolulu, 28 November 1941.

SIS 25859, JD-1: 7157,
Translated 7 December 1941.

Pearl Harbor Hearings
(hereafter “PHH”), Part 37: 668.
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SECRET

;:-: Teolye (T oge)
Nowesber 28, 1941

q19 (Priority)

#118. Re your FL3I*,

To be handled in govermment cods.

Anticipating the pessibdlity of eordimary telegraphis
communigation being severed when we are about to fuce the werst
of situations, thess hreadsasts are intended to serve as & means
of informing the diplemats in the country concarned af that
situation without the use of the uwsual telegraphie shannels.

Do mot destroy the sodes without regard to the sotual situation
in your locality, but retain them as long as the sitaatien

there permits and watil the final stage is entarsd into.



Exhibit #22: Federal Communications
Commission (FCC) Exhibits,
Certification of Secretary FCC,
dated 8/18/44, with attachments.” (5 pages)

Attachment 2 is “Message intercepted by
FCCon 12/4/41.”

Attachment 3 is message
intercepted by FCC on 12/5/41.

NARA, RG 80, 167EE,
Box 122, (JCC) Exhibit 142. (5 pages)
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NOP SNCAET SONITT
By o AT W JRTL0A
Tedarzl commnieati o Oooniass o

Fedhlogiorn, D. O,
seret 1B, 1544

I leroby corlily thal tha clizchat are toua =nples of dsowants
araszlbad ar £5llomni

wEnmnt Mo L i= a ue ooy of the warthas =nssagon whirh Pador
Vina gy Te Ouesl (oow Colonsli, .3 Army Slpnal Tnepa, regueated
deg donpdasion's metivors o one o Lee leekeal fap dn.Ualye bBroad=
gaste ard o advise Colanel Trecson; fcuy BiLlLury Dibelllgecica
L8 puy gugh passkEs was Lnberceptade  This reqaeat wee peda on
Heewgmaar 20, 1041 at apsrecsnetaly 21UAL AT

Dogurant Nis ¥ iz oa zrum ootgr of o waather sdadbp S¥as Tulitgy
gbublon JW3; _ooerzapesd by Jomedsnian eealtars st aperseinetely
22E0 0Ty Decwmier £, 1981, Gdgk b T35 gems 287, Pelombar dy
VAl Ravivg Desr wmabls Lo csrbact Gelsows Bratonte olllang

waE telethousd o Liswtenss- S=otlarkwooed; 20-G, Yalek 77 Lear,
ERYY SoartaEnb, whs alaisl i he ma athorizad bo aamph ms-
Faed 3f iloiivest L= Do onc. Tomilesls pfifizc.

oot s F Lz 2 e ooy ol o weslhar engzame Jroe Toko
shation JeD, lolav-=gded %y Cooeiiesion soslan=s b 2100 B9,
Dnopaar 5, “947, i oh 552 e ajdeass o Coloaal alla al
his resldmnoes BL 7190 Tola ST, Moiaber &, Ladds

JODUEST Hp. 4 lf a T copy af e wattlor o sebpet Lobor—
apTicd by Do 33iss kanttara Jrom Tokye atasisoe JL3 4 eod J2J
bt lween 3022 wnd 0035 &A, Dazasbar 5, 1L, ol talephonad ta
e snlorgl s O. Toaonbrry, UsH. Grmy Sorviom Co=e, At ©w e
gea ot of CGolored Tos=toanis office at apuoislibbely € vems 297,
coappanr B, 1M6l.  cwromot dse 4 aloo conteiks tha Mewa)l were
alem af shogr 358002,

oL file fp this Nomrieedon, ord Seas Lol fha prop cm el by o 1L
sl « ‘T
|

L MY LES WEIFEDY, L have Derqunto eet
i fuvl, wid amiwod = fe) of tlw
: Fodaral Cérminloabicena Semelealan to
| Saal ) e afinxgd, shio dwortv-firoh day of
sl . Lodda

e oe Jlowig
an=rn ey
2 4R BT
T2 IoOET
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3 (a)

JOGIT HO. 1

GNP OHE IO EAST WD RALN

GAUP TUC T8 HOECE WLID CLGITY AND

GROUF TERZE IS WuST WL'D CIEMR STOP

CIOUES REFEAYTSD TUISE IN -J0LE AMD AT EKD OF ERCADCAST

The ebnwve are the woather messagoa Sojor Wealey Te mat

riquastad the Commisslon to morltor on Kovamber 23, 1541,
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Page 168

COCIEET HD.

T0EY0 TODAY nawdd WL SLIG=CLY STHONOEFR MRY BRCOME
LD TUEIGET TOMCRECH SLA1ETLY OUOUDY Al FINE
WEATIER

BANAZA L PRFBCTURE TO0AY WORTH WIND CLOUDT FROC ASTLMNOON
MoRE CiCUS

CHIEA FEEFECTULY TODAY ORI WIND CLTAR HAT EECOME SLTOETLY
CLOUDY OCELT SUHFACK Calil

Toatbar cesgese Jrom anshion TN trangzit ted at Approoi-
mately 2200 G¥T, Decerher 4; .M.



3 (=}
SECHET

LOCIIENT KO, 3
|
TOOAY NORTH WIND DRNIIE: GLOUDE ATUFRNCOM OLBAR REGIN CTOUDY
EVENTNG, TOUDRLOY NCRTA WIND &30 TLTED FAD: S0UIN.  {repeated

1 uimea)

Weunller oeosaze fyur Tﬁtqr: ehotion S, Srangnd Dl as

aprsonimata]y 213D gt Cesembn™ 5, 1341.
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SHUHLT

TOTSHERR 10, 4

Pagitah Romaji

—_—

THIS Ts IN TIE MITLIE OF THR SENS WTET KO TSOAT 12 GORATRAST 54
DUT TLAAY, SEEITALEE AT THIZ TOTAT EOHSTTS0 T TONT BT 0X0 OB
T Will GIVE T3 FEATTh FEDEIAST: TETT 10HO WO CUSHTAE -as]

WAST WL, BLREAR Il KO ZART JIATE

TEST TI""_, FLE; R BLE] Lo adll 1A

TRIZ IS IN THE ID0LLE oF THD TS . EYUSE 0 ROCAT LE COLAdiwdl So
U TODAY . A2 THIS FOZR? SPECLILLY E¥S UWs wied DE To:T &1
L ELL GIVE TAl wELTHER FURECa3T Thiel TORC D J0EETLLE BAST

TESD WIND; Sud HISHT [0 5EE HOFE

ey

WHET Wikh, CLILLK TTET A0 3G WARL

sbeve mre tha tam vaathar messages from Toige atations
JL§4 and J2J transdtied by bhem Lebwger 0002 aml O035
Ot Daganter 2, 1%4Lls |

SECHLT
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Exhibit #23: FCC translation worksheets
for Japanese “weather broadcasts”
of 4, 5, and 8 December 1941.

There are two worksheets
for 8 December of broadcasts
heard at 0002 (GMT) and 0458 (GMT).

NARA, RG 173, Entry 180, Box 5,
“Personal Papers of George Sterling.”

(4 pages)
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TATA TEUFOKD -ARL DE [CHTJT #A YDMEORD X070 GA aADAASD. KoEBaN kO
KYGEIZHI CO KITh SC EARE DE SEJTINIAOUT 'O SaR0.

ELRUGAER EYD A ETTL W 22 [E ZARSIACHT OE 6000 EAMA Toiiooes
KD A OED AT RETD G AATHASD.

CHIBA BA1. K0 WA EITA M0 BRZD (AME - not clewr) KUMOEI 7O FARD,

BAIJE WA TRYA NAMD S . .

Translation
Il'nt.h&r forecaat next.  Tole roglon.  Horth wind rather etrone,
clear, way bocows cloudy temporarily (at tlmes). Tonlglt ond tomarror,
nortk wind, will be clewr wnat of €24 tims.  [Alove repeated’
Eanngama = nortn wind today, olear. In the s*Lernoon SECmEl sus]ly
= elouds w1l inorease. -

Chiba. (city of} Norith wind todey. (Raln! elsudy. On the sea thers

wLll bé waved ...

Yiraze 11 ke PATE o0 PREIBY Fooooe SAARLER
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TGAE0 FUEIA BC CIED TOLS A0 SOdhl ACENASD.
ETD WA ICHLAD 80 KAMK [P ASe W0 CCUL dn RUNUCRT, STTCRU Mh HEAERAST.
SHIZASRT, Viui.d [CAPA La7sn BUAD Gh QKT Nall'dasd.

HEORIGHL KA KITA 0 Koo, ROCHL BINAKL &0 LB T0 T30TAEVE

CHLkASLL

Haxt iz ithe seather Toracant Lo he Tolkie vicizizy.
Todey 3t ig northesst wipd., Dwdng the gorpicg L will be oloudy
ppesndng clear during the dny. However, from tnis evenlrg, alouaa
will inerenis giiii. :

IL 2ms beds reporited zhet Losoryew 4t wiil be sorthowied

but leter zoukh wimls -

CALL GMT FREL,
JYWI P118=2147 11725

ETATION
PDRDA

DATE REGIAD &
12/5/4% 14206 KD1S2R
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Todsy, egpeciaiiy at this pednt, we will pive vie
wenther foresst.
West wind, ciawr-{rapest)}
- CRLL T FREL DATE RECORD # STATHON
H JULsa ARFZ.EA3S 15165 Ko 12/8/40 14104 KO 16FF POKDA
. L2/ T et oy
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LEANSAT G
=i bhe widst of the mews crusdeaat I will mew yive the westhes
Loreohatl. Wedt wied olear{zopessed £ores tines.....boand]
CALL 54T FREC DATE RECOAD £ STATICR

J7J 7459.7532 1153¢ 1o /8/M 14205 WO.1€68 2 PONLCR2
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Exhibit #24: FCC Logs, Radio Intelligence
Division, Night Watch Log 28
November - 8 December 1941.

RG 80, Entry 167EE,
Box 122, Exhibit 142A (5 pages)
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142 A

Les. T, 1341

IlL'[' . 5‘-..-5:'11 .'J.g 3

At 748 pum. Mp. Cartar callad ir from Portlend
with the foll-oying laforosation:

TYWS 81570

TeDAT NORTH WIND MDRWING OLO0DY ASSERNQOON CLEAR 33207 CLLOUDY
SVERIEG. TOMCRROW RORTH WIHD AND LACHE PACL STHUE.
ithe sbove was repeaied thren timea]

ImiE pent 8 tlee aigonl ab 2R0OG and thent

T FILL KDY GIVE YOU B ¥EATEER REPCRT {nctblpg Turther, carfrier
on btut oo modulaticr - evidestly cetoff in Tokyo)

FRMARES AT CAPTER, .

_ Thay are getblog &4 ooTe QUEplets ploture of
tha onerstlope now opnd it ia ¢evident toet at 21305 the Tokyo westley
iz transwiceed and &% 22000 the Tokyy weatbes =od weather Ior
cther prefectures.” Fpeeption 12 gatiing Petier aid vé-imata
effialency on vhle agslzotent has inaIwsed eppraylhately tweniy-
fire peroext.

e e Lt B AR ol e e T i il

Tonad CoS, Bration snd gare hio Shs voenpgo Bt TIiED pun,

Femarig by Col. Bratton:

' Beaults still negetivc »ut am 3lessed
o _mauﬂ the nmgative regilta &8 1t mapns thet we hevs +hat
mnh Ao fitt. The infermation desived will oseur in +ke middle
of @ Srogram frd poSoibly will te repaated at fasquant irtepyvela.
{Asad Col, Erattcn if T shoyl2 somranicets the i=fovmeticn o

Portlard- ccocsrning the fact the® the deeirsd date will be 1n

the oiddis of g program.} Ho, I will have r confepence with
Lt. Oole. Iuasnbang in %=

o morning and wlll eontact Gr, Sterl
in that ragard. ing

- -k e e o R e m oA o -r-I—E—:_[—i--I-I——--"--'

LE
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UThe followlng pondwrities]

Bigst #ates Loz

How. &4th 3o Deao. 22h
2541

HETVRS Ths 0%
PRIAETIY g ia

LR A A T T A N AR T i
B TED B

N
Ln hwn%‘
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Howe B4, 1541

ov.

HoT.

XaT.
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28,

76, 1541

oS

a1

1341

laal

134T

1343

1.

At G55 PM o thz Jupervicor of the Jdosat Guard dadia Stating alb
Alexandrie, Va. telerhoned to report Lhash WEVGT was causing
verjoust Lnlerforsnes bo $oeir clrevst oo 2060 kea. LHegqueatad
Supgrrinor to ilofers thls olffoe ireadisiels iF kle i-toriaes-
Brnoes was acain hesrd.  [Ha furshor cetorts from 05 up to
midmigrt ]

at A:20 ks Supervizeor of S4-P telsaphopsd Sp fream Josipsan, Mies,
requeating infomstion Falative Lo the resigostion of Honry
Gantt,; o eporaier ob S4=10.  (3ome. —e: converaaticn plecad
or Mo, 3tezrling's deska]

Eoriled routing corxpesrordasnes end tratfic.

At G:120 7o Maritoring Officor Jove of KA-9 oallad in mogord =o
Wash.Tease 4001 aod 4002, Me,. Velntesh gavs Care the informe-
ticm reRozastad.

At 7iB8, bhe Xojor Quest belopionesd in reauestiog Mr.Sturling'a
home phobs awzper.  Fove him ths rejisstad irrerteticn. &t
g:00 pm long fSistonce operctor polled on Mo, 29890 eboating That
Dorbland , Jregon wng apll iog and dezired to scontest MroStzrling.
Inforces coorator thet Moo Ghzoling wos nos hero bob 4tat bhe
apnds b orpzched ok nie hare Evspgreen ZYBL. 0 A 1LOHED Mr.
Steriing aflled giving drgtrusiiopa ho wisned pagsed oo fo M.
Mormen, M- Herst ard XKico Poroor.

Hardlod soutinn ceroospordnpes and tralfic.



B

fie

D

Fin

Ha

netf Ba M W iLoring Officer GAa-5 (Sai=isy) telephonsd 22 reapert
chms Fergeson [YWanh. 2485} origins]l iafarosns, e pewed out of
naicztortoed gbkare ozipinnl toy elizks Eal tacz hantd 85%d Teowesdied
furttsr jrssrapticng. Told Sairiay 4o gantact 0Efiowe Eouaws of
Aubures Falise for further Inforrsticn. ALgo odfitest Forguooo

et n14n new sddpenr ror datailed dedcriztion of aignels he Dhad

béa=d praviaialy.

At Gred FLuWe woleploned Uel. DProsdon.  Sawe Lln @ @Ifsamn par
Mr. Sterling'a irptrisbicns.

Fr0e ¥,3L telophoned Xr. dterlizg oo werilioation of fraquencics
frr Portland.

G:90 P.H. PWonitoriing Dfflcar Tuocan S4=5 toliphorsed from
Tallnlasees, e, oteti=p ks hed beowd prliscstns Atatise JIRE
;Wazh, %%30) snd prebably eoils rEwe cooplats avidense of
callespsed cpemAtion wWithis —mo diys. Ha Stebed Bhat i ool jeot
wng axdouttsdlr wing a phomogrent szl lasaors Duiison resvsstold
icFormabion as 9 shetlor e eiclld razein in Tpllaressuan cx
rstuzz S0 50 Mignstine end work oo sooer Lre=mrz]lva allegel
Suovaraive cmpeds Tafomeed Dunsan to remalo in Tollatinssss two
more dAnrs wol stdearor 5o complets bie eyidenge o Nash. 3530,

Fi4h P Mo gent TWX %o Eortlepd earflrming Doejurucios.

AT T35 P. M. lonr dintgnoe ossrator s£11cd on Na 2850 asking

Ter bkx. Sterling. Opuotior sinced that Foxtlund, Orv. was

culliirg. Infermad hes tiet b Sierling waAa not Zars tub

tiat he soald W acprazbed st hls o= 2= Delllmore, Svargreen E70.
215 Fe 3 muovived THL foom 55 zelatimw wo Hik casss.

BiEn F. K. telapiazet Me. Petetnon Tor infor=atlen ccdceTring
MiE 2pdedy

Gidd W o FE-D gontelning inatructions eelative <o FDA cooms.
7:15 P.M, Lnnpg dlatarae aperatos of Foztlead, Ovn, oalisd oo B P9ES
for L. Sterliug. Iofurmsd Lep &0aT Xv. Starling whe oot in office
al pre=Rsst st what ] walld Ty to contoaod [ime

Tiel velled Lafayetts Bowlins A7y il had thed fups by, Biariiog.
Thery renoriaf That K2 Giorliiag hed el rendy deperces.

V4R LML My Smarlind enii=d ATz elTice and ilimsctad cn to izks
Tessaee [Xox M. Caster ot Eor—iars, O=:,

TrEE Bk aantactad Mr. dartsr at Portlerd, Oy mod ohtaizsd
mexiGigea o= dp, ZLupliig.

rab T.M. talaprored Col. Brostor at hio o snd daliversd
B moosegn Lnondgordenes With Mr, Starlice's anstvraabiann.

A137 Pall. Mre Bhwrliug celied tois affice sl fonsaute of masangn
from Dortinl, O waf oesd Yo Lim,
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oo, & 1. B:55 ik called M-, Bommen gt 0lz bome in Saferenze 0 peszage
Fros G5-2 copgerting br. MeEinmey. M. Worssn sdvised thst ro
Furbier agTion wal W@edininTya

., 8:12 PoMe reacivnd a megongze Crom Mr. Jarteor st Portlesd, Sre.

B, #:25% Pk unable to conboct Li. Ceol. Dusonbyrg mither et the
¥Wnz Dept. or el hls Aome.

4. Gran B tels=honed Wr. Steriing reccesting lmdtrustioss relative
~0 = massepe from Xr. Gasioos

5. 314t P colled OMI wabch effizer af Wovy Depl.to sfeerialn 1f
e wes Tereitted to accepl meesages of iLiérest te Cal. Erstion’s
offize. o offloes Lo chaspe staced That s Wa3 Dot cerfain
bt that be would izgoise oms oall me hoak.

€. 9:05 P LE. Beotanreged 20-7 Hatzh Officsr Mevy Cept. telozicoad
ta stnte that B wnd aokherized £o s2cent Dginsa in guestlion,
Jprres Li. Brotbe shsad the rsasags frem Moo Cadter.

7. 2234 P, M Li. Frotkooboo! esllsd o innuire 12 moy other redeTence
to wnmathar wes mads Sreviousiy in progrem irfercepsed by Porllasd.
Informed rim Lhak ne osbter roferencs se? =odo.

Tas. 8. 1. 7:45 F.¥. By, farder gallsd 10 Zrom Torblasd, Ope, wish & mecsaps.

B, TS0 FuE. telephooed Col. Bowtion sl 239 reoifessa and mepechd
<o mosgage Sric Ab. Jerter.

5. I1:0m BH Manitering OF™ieer Turpher of DA-6 telethoosd ir
rammeoting irformnbion oo fesk. Caes 3800, Ioformed Coaphey
wouldld Ty tn gl e Lafosmetion for RLEm IR TR0 DOrmiligs

e 5. 1. dendled reus're sevra@pondances and Sraffla.

Jez. B, 1. BT MM My, Dunpbey eelled dr, ne regulto, Told him teke oix
aues aff, than ajeusa duities For Bix pourn, bieu #lght bemze all,
alterialing with Poltiacse Tnit.

i R

Eufile, derlesther aailed in, zo peaults. Teld bim Le redacn or job
urtiL noop dber Seh ucit wen'd tolee over.  InSossed him to el
CIEF VETZE again b G100 b,

e 800 AH. ER=3 eolled e Taabingzon Cone 27ER5, of 2 eir. bHac
gavs hiz 30z8 fonteant Learizg sadfar inkeriepl eatiprenci.

. 12tGG Foom. Mp, Bhriwstiar exd M. Tlium ot oTEL29. Doe wiil
teke &:00 P. M. ko Mid., the other Ri00 L' . 7o Hoor, sandelched
Wil Ea_u.u, dhurah.

B. 12:20 Po M, W¥Wr,. Terie of Stete Trpmehnesnr aglisd o Yinukad Hr,
Py, Tically pob Mo Fiy.
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Exhibit #25: Translation of Japanese
diplomatic message No. 2444,
Tokyo to Washington, 1 December 1941.

SIS 25606, JD-1: 6984.
Translated 1 December 1941.

NARA, RG 457, Entry 9032, Box 301,
“Multi-national Diplomatic Translations”
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EN

il

The four effiess I Landss, Hompkong,
Singapore snd Manlls Rave bemn lnstructed to abandsm the use
af the gods nachines sad to dleposs of tham, The meohlns in
Batavis has besn retarmed to Japam. Regardless of the contanta
or ﬁ:lﬂﬂ-r mavsage FRLAT", ihe V.3, (offies) retains the
mag 8 and Lhe mabins ssdes.

Floase relay %o Fraoas; Ya Italy,
Trusi), Arghstine, fad ken

and from Swiltsarland] and to
ina frem ghon,
*Eot avallahls,

25606

h Toet . SE;EE E..I. Ray; Toenm, !h:],a-{,l_!l—“}“
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Exhibit #26: Translations of Japanese
diplomatic message No. 2445,

Tokyo to Havana, 2 December 1941,
SIS 25879, translated 8 December 1941;

and message No. 2447, Bern to Ankara,

SIS 25837, JD-1: 7125,
translated 6 December 1941.

NARA, RG 457, Entry 9032, Box 301,
“Multi-national DiplomaticTranslations.”
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T ey e

ol

SECRED
i Ivors  era (Ndmad)
i Liag Fukmre
, Degaminr L, 1044,
| da Ll
s af [Toicyo CiroulsT HL44T)

wrelurp havw bewec doeasd Woewr diplasaiie efflolals In
Lol Auorles (lmslaaing Mund ls ;. fessdis, FPesssss, Debie, Ao Deatih
bems | losludieg 1iser), Pliogess, Odemmel, sl 49 ALl owr wTislels
iw Brleteh (foelhetines oo hetueer le Loncoc] sed etSerlosils Gecsi-
Basy LR 180 enn e Srraediately opem the owrmimg ef ell Vhels e
wraphles selier merozk ooe ansr of Bdes and "L‘.

Eelay from Surleo o losmss, Seleiail, Selapary sl TSerwmp
emlagr from fess s Sethruss, ——) raley Froe ares ss Tiakp, Snaosrm,
TAnken,; facrisy relsy Teom dim e Baewes drees, Mee, Sradings, cee,
Eauios, Taisan, Sogtii; Toley Oros fecgpkok b el el gmng rmlag
Frms Geabai b Selhos, ———o

o SECRIT

Treees MLUWEL [2)
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Exhibit #27: Translation of Japanese
diplomatic message No. 867,

Tokyo to Washington, 2 December 1941

SIS 25640, JD-1: 7017.
Translated 3 December 1941.

NARA, RG 457, Entry 9032, Box 301,
“Multi-national Diplomatic Translations

b
°
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[ ey RIVISSE TRAMBLATION

1. Tleasa dedtror by bumiag awll of
kave ik yOUT ufﬂuh 'l'l.th the sxaapilion of ooe
the eedie baleg uned anetion H'I.*.l the madhliue,

éada |04ts aala) mad thm o gods | {Tats

. 1]
im%un cthar Ninistries® eoder whish you may ht- u your

2. Alsoc lu the sase of the ecde machlng
itll.l.f, ans sal 1= tc be destrorsd®,

J. Opesa samplating tha aborve, trossmit

"EJI- il ﬁlﬂm*i
: ke Tsn your &lmarsdlon in Aispoaing of

: . &ll text of mil“g" to and Trom your office, we well s other

]

ﬁi '
e

u l
LN rh
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mm papars.
b all of the esdas

3.
¥ your offlos by 'Illl.i[l'i & sourlsr Essaitn. [Josan-
g peed 2ol purdcs ths lndirootions aontalnad In =y

=3 ns » Fagardion getting in toush with Wexieo.)

" n wa3 BOE previsa:zly nm tyst Washiogton bed cors thar oas
tode masiicys Eewver, the followlag would iadleads thay beld
. A% leass twoi

- l Puragraph 2 dirests "ona set™ {Hitnkusi) be destrorad,

I:I.::r-;'&l dirscts retention of 1 set of masbins
) "lll' 08 3 Desambay, thy day after thle *Ssstrustion®

% __mhmm:w-ﬂm—mmumlh-

-""' {Datea 3 ]!l-unhr{ To-11 M;lu (815 F25530) Mave eourier
'II'HH‘ nev earcuts Bragll to We rlhrl to Ja

CAn she Tetsuta Maru lsavisg Lo the 25%h. Ir

©sanged £0 40 Haxles as ruml sommuisate with Mexisoe to

artangs thé Suslosss B& wax to attend %M,

W u:'-p".- s _ \ Ede 515 f ! P,
% f‘:‘rw-:.l 7007, N DAL IoA  WAYY Teams. 12341 |



Exhibit #28: Translation of Japanese
diplomatic message No. 2461,

Tokyo to (Circular), 3 December 1941.

SIS 25855, JD-1: 7123.
Translated 6 December 1941.

NARA, RG 457, Entry 9032, Box 301,

“Multi-national Diplomatic Translation.

b
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gy

Flease kesp the sode 1fod (INC0 EOLAR)™
tlueivding %0009 in wosmecsian with broadesdts) waeil the lesi
Hnna spd A W 0y ohasste you heava alFaafy Jdeeteorsd Lham
'ﬂ.i-r 1i Aeve %o bs rusoch Y8 you, a0 tleswve Dobify us of thix
Pect Loselfotaly. :

iy savengs iy vo o pressutien,

“Viisdac WerA® yele %5 b5 waed 32 plelc Japstese lofzuegs Asesiins.



Exhibit #29: Listing of HARUNA messages
from Japanese diplomatic facilities acknow-
ledging the destruction of codes (2 pages).
Read columns: Originator of message, “file
date” (date of message), intercept date and
time, date and method intercept was sent to
Washington (note mail, air, or courier), date
received at SIS, Washington, and remarks
that contain source of intercept with station
message number. [The notations “PLG3,”
next to Batavia and “PMA,” next to
Soerabaja, are the callsigns of the
Netherlands East Indies commercial radio
stations that actually received the message
Jfrom Tokyo. This use of local radio facilities
was not uncommon. |
Page two is copy of intercepted cable
from the Japanese diplomatic facility
located in Hollywood, CA, to Tokyo.
Source is SRH-415 “Haruna Messages from
Various Japanese Offices Abroad Signaling
Destruction of Codes, December 1941.”
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Exhibit #30: WDGS G-2 message of 5
December 1941 to G-2 Hawaii Department
instructing General Fielder’s office to
contact Commander Joseph Rochefort
via Fourteenth Naval District “regarding
weather message.”

NARA Box 457, Entry 9032, B1369,
Folder 4217.
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Exhibit #31: Translation by Office of Naval
Intelligence of news program broadcast
by station “JZI,” 8 December 1941
(Japanese time) on 9535 kilocycles.
This translation was provided
to the Honolulu offices of the
Federal Bureau of Investigation and the
Federal Communications Commission
on 15 December 1941 (7 pages).
“Winds” message, “West Wind Clear,”
appears on pages 3 and 5 of the transcript.
Pearl Harbor Exhibit 142D,
Federal Communications Commission,

NARA, RG 80, Entry 167EE, Box 120;
also in PHH, Part 18: 3325-3329 (7 pages)
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FIOERAL QOMWNUNICATIONS COMMISSION
Enginsering Department T
Eadis Intelllgence Diviglon
Bovembar T. 1945

Aidrean tos

609 8 fing

Homglulu 1, ®. H.

iy
VIA CLIFPER AIRMAIL

Mr. Osorge E. Sterling

Chief, Hadls Intelligsnce Diwlalon
Federal Commmications Commlanion
Vashington 25, D. C.

Dear Mr. Sterling:

I have read with intersst the extrncts froo the Arey and Nawy Fearl
Harbor boards. I agree with you that the Army's statesent to the effect
that, "On Dgcesber 7 a number of {llegal radio stations interfarsd with the
radlo operations of the Army." Ls the result of Lgnorasce and lack of under-
standing on the part of Army personsel concermed. T should like to know the
szact basis for thes statemsnt. [ assuss that something sore than the geteral
allegation was =ade.

There have been puserpus refersnces in the nevspsapers lately to the
coded Japaness weathar message which was to reveal their plass. [n resding
through the translstlions of Japanssse news braadcasts recsrded at HL-F and
translated by the O.N. I., Homolulu., I case ssroms the following with which
Fou Ar™S probably familiar. Hosever, since it Aiffers considerably from the
gurrent news stories and sary be 1a addition to the "Weather Memsage® referred
t0: 1 sz repeatizcg 1% for your laforaation. This translation was meds fros
recordings of the JII Japasess lanpuage broadcast on 9535 ko. for Decesmber B,
1941, Japan tise. The tronelation Included a report of the Japanese attacks
for the day (Decesber %, Japan time. belng Decesber 7. Homolulu time) and,
tharefore. ths "Veather Foreosst® followed rather than preceded the Fearl
Harbor attack, The O0.H.I, translator inserted the following in parentheses
batvean newe ltezs! "™Ears & weather forecnst was rade--as fAr as | can
racallect, no scch weather forecast hae evar heen mado hefare. His szact
words were: "Allow me b5 sspeclally seke a weather forecast st this time-—-
"West wind, clear'”. Since thess broadeasts are alse heard by the Japansse
Nary 1t nay be some sort of code.)* It will be moted that the O.N.I. trans-
lator was spparently unaware of any previcus search for such a forecast. The
sans westher forecagt was repeated later 1o the Deceszber £ broadoast.

Tha translatione =ade by the 0.5 1. wvers farniahed thim office and
the F.3.1. bur r. ¥a 414 mot recelive the translations for Deceaber &
until Deceaber lg. 1951, 4is & matter of fact. I belleve that the trasslations
for December 3, L, 5, §. 7 and § were all received from the 0.5, 1. on Deces-
ber 15. TEls was oot an ucusunl delay since translations had generally been
recelved Trom a weak to tws weaks after tha date of tha hroadsast.

Fresont lndicetions are, mccording to the newspaperw, that the Senate

Houmo Commitiec which Is investigating the Fearl Harbor attack will nst wlait
Hawvall for sometizng.
Sincerely yours,

fuf Lea B. Duwson
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‘Station JEl Program

Dato 12/8/41 (Jepan Tiea)
Froquedey 9535 Klloeysloa

With cur army and mavy «stering Ir a ntate of war with Dng-
land nnd jacrien ot deen of the Bth, nan Imperial doclarution of war ==
galrot Englond and Amorico was onnousced, Our ormy snd navy, hooec, hao
entorcd in o otate of war with Znelind ond Juordea. In ropned e thie,
the Imporloel amay ond novy Besdquartors at & m on tho Oth snneuieed that
our army und novy ontored o state of wnp with Zncland sad .norlen 16 tho
Wontorn Pneific ot dewn today, thoe #th. At tho awie i, oo bealliank
aolilovemunto of our omeod luorceo, teo, wors nopoudeod by L. Isperial
Army and Mavy hendquartors, as Tollewn: (1) Our Impurdod Sy wt doem
todoy, tho Bth mode u death-dofying ranid upon the Amerioun nuval cnd cir

in tho Hownlisn cras, (2) Our Tuporial Wvy ot down today s25k
tho lritish punboot ...ceoese..(sounded like Petrol) and sapiured tlo A-
m““ mt llilli!'llm -l-ih: }:’.ﬂ-’.}] -1‘ mmﬂl I.,J.l mr h-
porlal Nowvy ot cowm toeloy roidod Singnporo ohdl sohileved gront rosulfo.
(L) Our Imporiddl Moy ot dows todoy bombod eacmy ilitury cetoblichmoents
at Dawao, ¥ake ad Com. (5) Our Daporial Aruy, upen ontering into o
stote of wnr ot dese todoy, atineked Horskesg, (6) Ouwr Dgporicl Army,
sooparnting eleacly with our Ispori-l Nowy, undertock = Landing uw:-
ption in kolay.: ot dwm today =ad i3 obtadniar ot rocults,

Purtbersore; cotording $2 o Douol dispateh Trom the :I.'rt':'lt.
outr imparial clr forse 2t olpht thir mominz currlced out 1ts First raid
on Mongkon® mad rolurbhod ssfely baecx to tholr booo, DBeodi-tely sftcr-
m. a soeohd rald roportacdly oo ecorrlod out,

Thun, o Domci diapatel rrom lonolulu poported that our anwval
alr forou raldsd enolulu at F - Hamidan tine, saleh is 3105 an Jipan
L,

fagording o oo oymouneciont moda by the Whito douso, tho
etnunlty Indliated by our zie forec's radd g wery groat cod the ol
ehornge topky on Guonm, which 1o prorently bilng bopolpged by eur Imporicl
Hovy,; are throwins up laris rdwounta of caoku,

A Beltiol punbont Bas ek (Bd b odwrlena Sublosd was gup-
turod. Thin oowa oo ~Enousccd by Lhe Isperisl hesdguutors, but o=
copding to the :mpounccsent mado By the hésdaqunrtera of oue 1
Chiln: waters ot 9 =a tedny, the 8th, our Commpader-iv=Colol of tho
Floot ia the Chins waters acort hia atall ofTiecre 0 (B Iwitiay Oan-
boat IMendulli (phoootic) =9 the Snceisx Ouwibost Jilly {phesctic),
roapottively, Dmcdistely =fter owr sowtry citered 1a & atato of wer
nt 580 ma nd rogucotod thedl to amrerder for Uw Pooes sl order of
Bhenghnd s Sinee tha Prilish pobed celooed Lo marroider; W Bt S
pullad to nick jt. The awricesr pebosl v SpUrcd VilBssssssssrsnns
Thss read Lhe anounecmont,

le



Qur Imparicl srmy is ropulsing tho British troops which
hove inwndod Thoilonds In sogard to this, our ombasay in Bangkok made
the folloving nnoousoatantt ot & om todey: PFor a long timo, wo hovo boor
axpoctizg the British troopa to luvade the southern pert of Thullond
and; uf erpeoted; thoy bopgnn %0 orvas the Enleyer border onrly this
moraing. To proserve the peooe of tho EBouthern Paoifie and protect tho
indomondonce of Thollond, "our suveramart lutodintely startod o nogo=
tintion with Thoilsind wed, ot the owme tisc, siartad an atteck ngninst
tae British wroops, which are bolog proscatly wiped out, Thuo woa tho
stotemont ooacuncod by ouwr chbasay in Thallosd.

. The noxt o 4 Deowd desputel from Sheoghal, Sites dovm to=
day, Shezghal Bns boon in 3 statc of oo 2nd Yo muistels e poace and
ondcr vithin the Internstlionn]l Comecosoion, cur army aod noavy dotochmonta
node o speeiol ponotratlon., At the oo tiuo, the following announcomont
wWal rede 1o the m-ntumhmtu—mm":ufmwmﬂmwm
Mhonghal: The Joprmcose tronps have boom roinforced within tho intornat-
lonnl eencozgion, but what tho alm of the Topameso troops i1a to naintaln tho
pouco ond ordor, cnd proppority of the iotermatlionoal cottlemoat, Tho
Japuneao treops hove no hootlle Fecliny nmedrat tho reoldonts darrying”

oa richtful ocecupationn within the eoncossion,

Dur imperinl ormy hoo disormed the smorienn paribos stationed
in North Chi=n, It rapard to this, n Domol dospateh from Foking roportod 3
taat sur impuris]l aray this norning loouod ot ultimatun %o disamm to the 200
Ascriest parines st=tivwsed in 'I'I.u'l-um. foking ood Tedagtoo (7) and mince
coch weeopbod this mltinatum, the digsrming of the erines was carrisd
ek at 1 o teday.

Tod~y, his nujesty, the Fmporor, rulocsed we Imporial dooroo .
to our Inporinl Jomy od Mowy, no follows: “3inso the cutbrook of tho
Chins ioeidont, By aemy and novy hawve stolenlly fought rer over four yoars
to punish tho bad ned 1% epite of thulr grect oohiowemoztao, tho whr hoa
not boom quolled yute,  Aftor ecapldoring tho poot and scoing tho Englond
and Aworico's olainmg nre seandulous, I sttenpted to mako wy govorumont
sottle the situntion poacefully. In apite of thig, not only did Englond
phd Jowrice show no alneority to cousider poace, but instocd
their military -d cobnnxie coorelon In of attanpl to noko our CoUntTy
wiold, Hooec, to protuct cur country's cxisterco and sclf=dofonos ond
sotablich Iasting woaoe i Enwt Asic, I hove dosided to doclaro wer against
Earlund und Awricu, lbwing faith in your leynlty -nd beavory, I lock
forward to tho nceunplisfiest of cur ultisnto =mmmmntm

patlicnsl placy”,

Iz reply to this Isporicl dueroc, Wor Hiadster Tojo and Novy
Kinlower Shimnds roopostfully sade the Polleslng reply: Your mubjosts,
okl o Shipetoure, reopoetlully roply. @B eannot hulp but boe deuply
tmprunood on recciving muth o glorltus (T) decrou wed we, sublueta, ,
profgiss to ctopornbo 06lidly uod exort cur ubnegt offort el tlus cxpoet

PR ]
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to respond to your will, On bahalf of the governmest and the Army and
Havy, we, Hidoki'and mt.:putuu. your mibjesto, Hwntruur make this re=
rlrt hm 'HJ. lguq '
(Signed) Eideki Tojo, Minister of War.
Seigotaro Shinnda, Minister of
Hovy

Since our Jrmy and Mavy bas otartad a war agninot Znglond and
Anoricn in tha Jestorm PMacifie at deemn today, ouwr Covermmont at 7 sm to=
day bold sn emercency scoslon of“the cabimet at the promior's resldancd.
Outside of Foreizn Ministor Togo, all the cabinet minioters woere present.
Firatly, Miniater of Navy Shimadn reported the develomwnia of war agsinst
Zrrland ond America and based om this report, the sourse to beo taken by
the governnent wes decidesd, whersupon Pranier Tojo callod on the Emparor
anf roported tho deolsdon.

According to o Domei dispateh Irom Washington, Foreign Minister
Toge reportod by order Eowoya Murasu and Nomura to call of Decretary of
Stote Hall et 1:00 PN, on the Tth, 3:30 AN, of the Bih Japan time, and
present our govermmont's offleclel reply to the jneriesn note of the 26th.
At tho somo time, Forelgn Ministor Togo inwited Xmericon .nbassador te
Japan, Grew, to his official residesce at 7:30 A.MH. todsy cid hondod him
an officisl note sinilar to the one handed to Seerotary of State Hull,
Immediately afterwards at Tid§ AdM., bo lovited Dritish Aabssssdor to
Japan, Craiglc and explaincd to him the toxt of this roply.

DIemodiately after cur loyal Army and Huvy Bod eatersd ¢ state
of war with Esslend end Aerlea at dosm today, it vaa decidod to broak
off diplomutie relaticne with both countrles and amtor o ataks of wur,
Conscquently, our givermmont at 11:45 A.M. today doclurcd war cpgoinot Eng-
lend aed jsmeriea. At the same tine, an opdoer for the convesoticn of o two
doys spocial session of thoe Diot on the 15th was issuod. At the emergoncy
sasdion urgont bills of cppropristicns and othor maturc will be prosontod
ond, ¢t tho some timo, tho governmonto policy to copo with tho unprogos

dontcd omergoney 1o oxpocted to be cxplained by Proader Tojo ond othar
ministors,

(lcro & woathor forocast was mnde as far as I ecn recolloot,
n5 such wgathor ferocost hoa ovor boen mode bofora. Mo oxast worda wors
"Allow mo o ospociolly nake o wouther forcesat at this time, "West wind,
clear'.® Sinee theso breadoagts cre zled heard by the Jnponcse iowy, it X
asy bo scee sort of aodo,)

At B:30 AK. teodoy, our gevernmcaot neds tho Fercizn Ehm-rr
aanounce the results of the Japonoso=Rwric:n nogotiztlom :nd the Jopuaniso=
aaoriczn notos. Tho mnnoencoaont msde cloar the rocl Toots of the oiTort
cxarted by ouwr sowormment till the wory lost mimute to prosarve tho pezco
of the Posifle, Jupan's mote to Anoricd wos om oflicicl reply to Amcrien's
poto of tho 26tk cod notified the faet no sottlument can bo oxpooted avon
if ths pnogotiaztion wore to be contimucd. Tt coluslly was & Tinnl seties

g

Page 204



15 whe Pesilin pend
L WOTLE DUnED, TOr ey s
e wbifie ol Tant doril. A Tipel, s
the joint def

wlens wendids Al fimlly
serbet ooartbisal g, vpl@ad, BEE wlestiog

meh wn bo Loive wo room Tor opbinies, Sines 1F boovae slenr %hm-
%@%@3? %@E wo letopiien o seatimus ihe megubiction, our
- 2 TRl Dove T

Page 205



Page 206

[P

Fooifio has been brought about by Aroricn ond Englond. It should bo
dolfinitely stated nt this timo thnt Prosidont Roosovolt cnd Promlor
Churchill hos undortakon thoe Panoific war without considoration of tho
war's bovoo on huwsanity ac one of thelir progrom for the deminaticn of
tha world, In tho courss of the four cnd 2 half yeors of tho Chins ine-
eldent, coch and overy Japancos hon shod tears of indignntion agalnst

Englond apd amorica's wiocked hostile attitudeo, but hos remaoinod potlont

for tho sake of the ponoo of the Foeific as woll os the vorld. This
paticnoe, today bas rosched ite limit, - The tine bos coee to rise unitod-
1y and risk tho fote of tho aAstion for the couse of rigtodusness.

At dwws today, Doscnbor B, thoe mnouncomsnt of Lio Imporinl
Amy obd Rowvy Boodguzsrters to tho offoect thct our Imperial Army aod MNowy
will c¢ntor o atate of war against Ascrican 2od Britiah forcos io the
Wostorn Pocific ot down todoy was made public throughout our eountry through
the radioc and nowspapors. Every oac throughout the country hoo now .
furthor strengthoned tholr doterminatiom thot the imewitablo has ot last
cone md instontoncously, our poace loving idon has beon transforued iate
o detorminotion to punioh tho ovil and out off the sipleter bhands of tho
cutragooualy wicked England aud amorien, Today, the aky over Fapan wos
elear and dovold of oven' a spock of eloud ond under this bluo eky, which
soamod to be somgratulating the proaising future of Jopan, who has risen
to Tight Tor the cstablishment of a oow order of Eoot .oio as woll os of -
the world just like tho brilliant rays of tho sen, our oxcullomt cir Torvoo,
o8 on icdiectiom of our etrong alr doefomso, ia flylopg chout everyshorol
Ehon I recoived this roport that war op the Pacifie Lod brokon out, I hur-
Flod 10 Efececrssssssinbd o8 By way, I sow roflostcd upen Lle passcrs-by o8
woll oo thoso working, s Boercte ussooa oxprossion of soriousness, Tian
ujth the issning of tho Imporilal dosrve doclaring wor at 11145 Ak, the
patlon's dotorminstion to mareh forwurd cod support the caporor's will
gushod forth. Not leng afterwards, Premicer Tojo's confident detorminntion
of our eountry waa nnnouncod over the rodioc, md, ob the sume time, the
ochiovemcnts of our Navy, which im earrying on oporntions rgoainat Amori=-
enn apd Britich forcos frow Molays to Hemolulu with on overflowing o=
mount of powor us though tho Fooifio wore too mmnll, woro roportod through-
cut the mntion, Honeo, the eonfidence und spirit to rise againot Ens-
dand ond Amcrion md to sceure Asla co the hoven of the Asiatle rioe
throuph the catebl ishment of n now ordor of the world has Beon mado to
flore up within the hoort of the poople.

The soxt is o Dowl dospateh of the Bth froa Stockbola, which
stctos that ncconding to n Rowter's despotch of the Teh froo Sashington,
ceffialal sourcca iz Washimgton bollews thot Gormery will doclfbe war
gninat Amoriea in tho next 24 hours. i

At this tlwo, let mo agaln moko 2 woothur foregcaet “dest wind,
elonr®, (Aopoatod this foroconat),

Kow, lot uo broadensa to you the talk of Mojor Guuoral Yeahizami,
-



Exhibit #32: Intercepted “hidden word”
(or Stop) message,
Japanese serial #92494,
sent on morning of 7 December 1941
by Japanese Foreign Ministry
to several stations.
“Jap Msgs, October - December 1941,”

RG 38, Entry CNSG
Library, Box 156;
also in PHH, Part 37:729.

Page 207



Page 208

EAECE AR P
PRCERT

HATTO ARING KYgRAlLEay

i padh & P
e
5 gl alay Rog

DHESE pyaLd RPRMD RESNO RTJNG RWFUL DHONE

SN G e g 7 EN 4L 5652
622 5 TORYU L% T 65N O ROEMY HAVARA

SR BOTORYO 4907 s80E 9L RIYOJL MOR{LULY

BIOEYD 13T Bads 0 Rlvaal 2R
G5 s TERYD 13 7 55ES JG RIYEJl PORTLAR
E3% & TOKYD 19 7 B5IE U0 BAYOJN BEATRE

£98 4 ToMYe e T S8 G0 RV RERIRLERNGLR
%% 5 TORYD L3 P ABIE U REYOGUT CHILAGDILL
BE D TORWG LR T OENE S0 RIVhJE LODANGELERAL
{ BAME TENY AND BELM &5 DUR Whisosi)

lzgé i
B T

L i i NMM W &
g g@.wm o '%%@W ‘ '




Exhibit #33: Corrected translation
of the 7 December 1941
“hidden word” message.

Exhibit No. 142, NARA, RG 8o,
Entry 167EE, Box 120;
PHH, Part 37: 3321
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Fromi Talkro

Tot (Ciroular. telegram)

7 Docembeyr 1941

{Flain Japanese language using code nams)

Circular F249L4

Rels tions betwean Japey and Bagland are not
in accordence with expectations

Hoted Tho above iz the translation fumishoed the FPresidoni
and other high of ficials at 1100 (B5F) on Dace Ty 194ls
In tha rush to gat it out, oneg codes word was overlooked.
Tha ecorreet branslation reads as foellows:
"Relations batween Japan and the following countries

are not in accordance with expectation: dngland,
Tnited States."

Thisz omisaion, which was not discovered umtil Janwary,
194L, doos ot approciably change the information that
was avallabls at 1100 (EST) on Dec. 7, 18941.

Yotet The «my translation of “ireular §2494 (supplisd 4in
Berch, 1544) 1s aa follows:
fMioletions between Japan and —————————rg
ing & erisis {on the verge of danger)d
Inglard, Unitod States.”

Hotsr See JD #5985.

JT=1:TLiE SECRET (1) E’uﬂr Transs 7 Decexoar 1941 (STT)



Exhibit #34: Message from War
Department, Office of the Chief Signal
Officer, Signal Intelligence Service, to
monitoring stations in the Philippines,

the Territory of Hawaii, and the Presidio,
requesting all “Japanese clear messages
ending with English word Quote STOP
Quote.”

CCH Series XII1.S, Box 22.
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Fecs: WAR DEPARTMENT

mawemass  OCS1g0, Signal Tntalligenc

TELEGRAM /[ /3

OFFICIAL BUSINESS—GOVERNMENT RATES R.W.Minckler, Lt.Col.,Signal Corpe

DECEMEER 7, 1941

. PRESIDIO OF SAN FRANCISCO CALIF

SEND TO WAR EY PRIORITY ENCIFHERED RADIO ALL JAPANESE CLEAR MESSAGES
ENDING WITH ENGLISH WORD QUOTE STOP UNQUOTE SPELLED REPEAT QUCTE 3TC
UNQUOTE SPELIED COPIED SINCE NOVEMEER TWENTYSEVEN AND HEREAFTER

COLTON ACTING

SENT Ne 734 to Manila, 12/7
SENT KO: 530 to Hawall, 12/7

SENT NCG. [[03 to Pres. égc"ﬁET
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Exhibit #35: U.S. Navy Technical Mission
to Japan, Interrogation No. 11; Personnel
Interrogated: Mr. Shinroku Tanomogi,
30 November 1945.

NARA, RG 457, Entry 9032,
Box 1369, Folder 4217,
“Pearl Harbor Investigation and
Miscellaneous Material.”

Also, see PHH: Part 18, 3310.
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Perronnel Imterrepeted: Mr. Shinrcke Tearsogl, Heal of I.'..'"ﬂn:u :t'puinﬂﬂi%

‘Traccogi'es staff. Taneoogd reoeinsi at Eadlo Tekye wetil mbact 1600 of -13{""‘"";

U- 5. &5 TICENICAL EIGSION TO JAFAS

ISTFREOGATICR KD 3 ; : FLAJE: .
1 - ¥ DAYE ;

-

Euh ek g Bedis Pokze Brealcast Decesyer A,

¢f Jepen Fadic Proadoast lng Qerporatice in” hnmhinzﬁ
1331; presectly zssber of the Diet sad I:EEI'HLIT'
t¢ the Mialster of Tracwpertajlen, ©

In‘:ur:uﬁtnr: " Dopteln Peyten Hasrisen, USER '

Tebwrpreter: Li. {Jg) Stanley X, Oprague, TEVAL ‘f" s
Barrary: ' ' P gk

Hr, Tasecsgzi,
af prograse, ilnzluiinp rews pracrocs, besmsl to -:-rnip: eoantries. .é.'_l
news relesses were sootrellel or Toeascrof® by the Isfermetier Fureau'of -l
the Crifzet, the Coomuriceiions Bwremn &f tH Canruniont lone Iﬂ..flitjr, :n:.ﬂ'
I'-.'Il'. Geneoal El".;E-.a.a == “-"_ =

sight, H: was oa duiy Erhn :t.gr nf mzcHaer T ["nl:,rn Tiee) and rl:a...u‘.*
that Lke sepgular echadzle cof wrograck wes brosdoest. KLf sooct Dim:m'h:mzl:'hdr
B, bs received a taleplasas oell Jro ke [nfaraatica Fisena .r..:rni."‘h..:laﬂ'
thet Jeper was gt wer pod-thak sckeéaled prograse would Beve ko be -'I-‘I.‘--?—_‘,

rrTREsed =i prepesebicns Snfe for Prordoartizg imporient sovermeents -.-v-. _:1_
pemmaalgues. An officiel of the laf:raatien Burese aTcived at Radle .b,-.n:‘ﬂ Pt
Tokyo &~rly of t=e marniog of Docechor B $o wosk eut detalls Witk 5. nf@@'

Lezembes B. EHz sbrted thet ther brondemst coly whet vee give= therm: ':rr?- T ARA .
Dooel Hews or by the Infsrartion Fureml, %All nowe whe n*"ﬂl:i-:u'gnvurnbaut""
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Exhibit #36: Message, Department of
State to American embassy London,
United Kingdom (with note for repeats to
the American embassy, The Hague,
Netherlands, and the American legation,
Canberra, Australia)
relaying request from
the Joint Congressional Committee
for information concerning monitoring
of Japanese broadcasts by the
radio intelligence services of all
three countries of the “Winds” message
at any time prior to and including
the date of the attack on Pearl Harbor.

NARA, RG 59, Department of State,

6 November 1945. 711.94/11-645, 1945-49
Central Decimal File. (4 pages)
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Exhibit #37: Message, American legation,
Canberra, Australia, to Department of
State, 16 November 1945,
in response to
State cable of 6 November 1945.

NARA, RG 59, Department of State,
16 November 1945.

711.94/11-1645, 1945-49
Central Decimal File.
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Exhibit #38: Messages from American
embassy, The Hague, Netherlands, 5
December and 6 December 1945,
and 26 January 1946,
in response to State cable
of 6 November 1945.

NARA, RG 59,
Department of State, 5 and 6 December

1945, and 26 January 1946. 711.94/12-545,
711.94/12-645, and 711.94/1-2646, 1945-49
Central Decimal File. (3 pages)
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Exhibit #39: Messages from American
embassy, London, United Kingdom,
4 December and 15 December 1945 and
31 January 1946, in response to
State cable of 6 November 1945.

NARA, RG 59,
Department of State, 4 and 16 December

1945 and 31 January 1946. 711.94/12-445,
711.94/12-1545, and 711.94/1-3146, 1945-49
Central Decimal File. (3 pages)

Page 227



DS 04 ACTION COPY
CEUTHAL SERVICES N T
TELEGHAFI STCTION THEARETMENT OF 5TATE

AETTER -1 INCOMING TELEERAM
RS
3 SR T
H] Yoronhraes holfore come
G smidcebine fo fmoroie,
S4B
o -1

[l iy !

Haorstory of Dhahe
Wapblaswon

B T

BIAFR 12701, Dsuveiles b, § pom,

;IA._"_*J--'_-?_J Jl.:/ o Bowe Juot lsavesd fiom POAGET that altnmgh sheir
Fring
roda 0 Loivise pah ot sotgplets Yheds iR no prasend evidsood of

:T' > :I:J/ Frowdpn of mng wina T meescgn oelor Lo Boealwg o TIF'?P’ 152,
1 =

dar aftny Deagdl Hopbop edtpek, ©RELEDTS E.fffiﬂu/ﬂmr & ool ROLON,

Drtc 11,  FONDER gtaten & Jep byoafgeost comundoing cods Soasocnd

wer raligen fogp Bowsbors o Blraapews eted reccdeed ol Blpsgepoes

SPP=-FI1/FE" 1 1L

Bl Donrg artor Teard Sasbor eqtask,  Jep oods taxd mob pob

avallehls, W willl prepsn PORCTE Per furli:.ar.-r vatndis I degdea.

WINMT

SUBL o Uau

Page 228



R o
-
TRAL & ACTION COPY
CEMTRAL SENVICES "
TELEGRAPH SECTION DEPARTMENT OF S8TATP
ACE Y Bk INCOMING TELEGRAM
1HPOY , _
4 il L :}_Efb_-P’
o Mmmmphrasn Bufoso dom- —
o mand orting to copano. Lembon
a4 D<A
v ) [eted Oscembar 1%, 199%0G
EECRI!
ST Yac'd Ti@6 pum., 2700
s

Wasbington Y if"\_:‘f_ﬂf'rﬁ i-..._fa_-:_.,w.m’.

12161, Deceater 15, 2 p.m.’“

Hp talled thls morning +iid Foulds Jup sapert In FONCET
msaming " VIR meeseges. (BUESTE 100Gk, foceaber J). On
wia In FRCOFT juot previons Lo oo at time of Peusrl Hevbtor eod
ctotes thai fros &l parsons’ boowlsdgs o0 such Medsagsd wale
mcalved prilar o0 Deopmbar 8, 1981, FEST i1s stlll lovestd-

gating Tut keo Fet oo doformsbice vildab wouls mlbtsy that con-

teinsd in Babseay's 12721,

GhBl Y § D30

SrSI-21/¢6° 1L

o4 [eruspyuoy

Page 229



. -

DiyiSion Or
CINTRAL REHWICE:
TELECHAAFH HECLNOY

Page 230

AQTICE 1oh
Iro:

DEPARTMENRNT OF BTATE

o INCOMING TELEGRAM

ECl -7 11281 Lk L’f,;:t.t 4~ q

Pryaphraze before coo- R

sundcating Lo aoyone. Lendon e
Dated Junuary 31, 1946

SECHET

-Fee‘d %:20 p.m.

Sacreateyy ol State, . _/d"ﬁ—___—:d |

Warhington.,

0
1185, Jeouvary 31, & p.m. i=
n
Forsl Of"les offivials etate inwestigotion -
{Dapt."s » Jaiu 28, 8 p.n.) hes drvawm e ts 1
blenk and Hm cox nio point in inventigating |
rurthar. N R ==
R T 5
S5 - FIHART )]

om F__,:—: __I.

s r=mr—=
SRUFET ]

8] [PHUapyIo



Exhibit #40: Captain Laurance Safford’s
Statement before the Joint Congressional
Committee (JCC). (24 pages)

NARA, RG38, Box 166,
“Folders on the Winds Message,”
Folder 5830/69 (1 of 3),
“Statement Regarding Winds Message,”
by Captain L.F. Safford Before the Joint
Committee on the Investigation of the
Pearl Harbor Attack.

Composed on 25 January 1946,
Safford delivered this statement
before the JCC on 1 February 1946.
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& - v
: - 28" Janunry 1946
STATSENT HEGARDTNG "TDIDS VESSATE
by
Cuptain L. F. Saffori, 13

FREVIES

There was A& Winds beassape. It meoant 'rln.r--rm.i we knew L muoant War.
By the beat estluate that can be made from mr recollection and the circum-
atantinl evidence now available, the "Winds l.easage" was part of a
Japanese Overseas "Mews" Broadcast from Statisn JAP (Tokye) en 119€0 kile-
HF:III beginning at 1330 Greepwich Civll Tiwe on Thuraday, Decocber &,
1941. This time corresponded to 10:%0 p.u. Tokyo time and 8:30 a.=.
Washington time, Decexzber 4, 19i1. The broadeant was probably in Japanese
Forse code, and was originally written in the Enta-hana form of written,
plain-language Japanese. It was intercepted by the U.5. Navy at the big
radio receiving station at Cheltenham, laryland, which serves the Xavy
Department. It was reconded on 4 speclal typowritar, dovelnpesl by Lhe
Have, which types the Roman-letter equivalents of t-hl' Hd'n.punuae characters.
The Winds lessage broadeast was forwarded to the Navy DI-|1FJ.1‘1'.HH|1:. by THX
(teletypewriter exchange) from the telstype-trarsmitter in the "Tntercept®
receiving room at Cheltenham to "™iA91," the page-printer located haside
the GY vatch Officer's desk, in the Navy Departnent Conmunication
Iﬂtm Unit under my command, I saw the Winds esaage typed in
page form on yellow teletype paper, with the translation written below.
1 immediately fotnrdﬂ this sessage to my Cesmanding Officer (Runr
Admiral Leigh Moyes, USN), thus fully discharging my responsibility in the

mattar,
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Commander Welker or I sent TWX messages dirceling the intercept
stations at Bainbridge Ialand (Washington) and at Cheltenham (Maryland) te
monitor the achedulea piven in Tokyo Serial AL3 aa Meat priopity and ta
forward all plain-language Japanese intercepts on these schedulea to the
Navy Department by teletype. We may have.sent these instructions tn othm
astations also, We did not want Enpglish or coded peasapes—only written
Japaneso. lie gave the same instructions to both statlions, and semt them
out immedistely after releasing the previously-menticoned QINAV 2682301,

I have confirmation of the above orders plus knowledge of existing
receiving conditlona in the monthly reports [{rom Cheltenham, Winter Harbo:
and Bainbridge Island, extracts from which are quoted huelow:

Station "N“ - tlons = 190L1

Receiving conditions throughout the month were very good

on all frequencies. Atmospheric disturbances have been at 2

ainimm. Orders roceived from OF-20-GX at 2315 (GCT)

November 28, via teletype to give highest priority to various

broadcasts at desipgnated Japansse broadcast stations. Thess

schedules wers sovered and found to ba presn broadeasts sent

in both Kana and English. Lopg shuvets were forwardod to GI-20-0K

daily with ropelar traffic files.

Station "N" (Chelt =0 t = [ucu

Receliving eonditions during the month wers falr ta pood an
all frequencies. At 2300, 7 December 19L1, telephone ordurs
received from OP-20-CX to drop the Tokyo JICAIM schedules and
assignments; continued watch for Orange activity.

Stati i : = - 1

Receiving Conditions in General. Dally attompts werse made
to intercept Tokyo and Osaka channels employed to Eurepe, but
only on a few occasions was any intercept possible,
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w ' =
T - tiona = Novomba

During the month of November a sharp increase hns boon
noticed in the amount of message traffic sent on thu Kana
Genaral Information Broadcasts. Where before we seldom averagud
more than one or two such messages monthly, it is now not unusual
for two or three such messages to appear daily, These messiges
are sont in both number code and Xana.

On 28 Noveabur, a dircetive was received by TEX Mrom Op-20-GX
which ealled for eoverage of tha follswing stations at times
specified, with priority tranamission of intercepted maturial hy
TWX. Timeslisted werw given as PST. Aennuse the use of IOT Lime
desipgnation ls unusual, we asked for A& verification, bul wire tald
that time zone was uncortain and verlification was not peaanlible.

B @ e o

0130 {0920 JUG ’ L3I0
0200 {1000 v 1275
0300 (1100 JEL _ 51A0
04,00 {1200 JHL 51h0
0500 {1300 JHL 5160
0530 {1330 JHP 11940

Since the time mono indientued waa not cortain wo wora aeed
with the posaibility that the tiwe eould be either GCT, PAT,
sane =5, or oven A cosbipmation of these. A3 soon as the dircctive
was received we started copying all broadeasts of this sase type
which were readable at "5°. We found that in séme cases other
stations wore tled in with the Statlions listed in the aripinal
directive, and that although we could not copy the station listed
w: could eopy Lhe cornetted channel earrying the same brondesst.
The staticns and times that we oan copy arc listued bolow. Time
used is GCT.

0030 JUD 15880 JVd/IAn2
0100 JUD 15880 JVd
013 JVJ 12275
0200 JVJ 12275
0230 JVJ 12275 JUI/JUD
0300 JUJ 12275 JUD
33 Jvd 12275 JiD
JVJ 12275

0430 JVJ 12295
0500 JVd 1227 Jun
1300 JHL 6160
2200 JVJ 12275
2300 JVJ 12275

. 230 JUJ 12275
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Government wos dolng the sams thing iteelf, with o ¥owy radis sperator

Sorvice camu into existoence snd relieved the U.5. Wawy of thils duty,

igg }i% - g%’g&ﬁﬁ
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rewatantial evidones mod By peetoan

wimmu .wwﬁ}xmtion has been plotted or recorded on B single shuet, o
redueedwnize

tograph of which 15 apperded,.  Thie graph bells the story
bt ter- that

words vl shows Juet what setwelly hneeened,  T8oabeld
convince the most siceptiesl. ds I have previously testified, the frequency,
Alataneas, amd tdmeood oy werss sueh thid tho Winds &;wmw sl b hoard
on the Zast Coazta of the United States and Cenade, while b wha & physioal
inposaiblility for it to be henrd {excopt under Treak conditdena’ on the

West Cowat of the Usited States aad Cranotn, Peerl Horbee, Mamtlo, Jovn, se

y b i could not
i Bho g Tanelre. Tt wia gerth ot
sesdor An Lardon R
' Lhe sple vy
Pornplion el olher
pulots wan dreelevant . - Tokyo know m}} woll, bolsre She Winids Hosmtre s

aunt o thab 4% probably would not be recwived in Woshington or e Bia.  Thaw

wis fmoitarial--the Winds Messnge wis intendod for Lomden. {ue ability te
intereept LY wes dtue partly to good Iuek, purtly to oy Poresipht, nnd
partly to ke kigh quality of the Navy cperstors and roselving npoasation

At Ol dardhaen,

‘”‘11“
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LBk From

the Winds Auie on Decerber 'égg 1951, The
i, with the eods words prde

Bt wWaE AL

Cireulne 2353 snring in the middls of the pessnpo,

sxpented to find the code werds of Tekye Cireular 2354 in s

el 8 handeriting, the folle

Hanr with
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"This is E!' aaid Krnmer ns he handed me the Ninds Mussapu. This
wna the broadcast we had strained every nerve to intercept. This was the
feathor in our M]:.- This wos the tip-off which would prevent the 1.5,
Pacific Fleet being surprised at Poarl Harbor the way the [ussians had
been surprised at Port Arthur, This was +what the Navy Communication
Intolligence had been preparing for since its cstablishment in 1924—
War with Japaa!
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DISTRIEUTION

I issediately sent the original of the Winds Measage up Lo he
Mrector of Navel Cormunieations (Rear Admiral Noyus) by onu of the
officore serving under me and told him to deliver this papor te Adniral
Noyes in person, to track him down and not take “ne" for an answer, and
if he could not find him in & reasonsble tiee to lot mo know, T did not
axplain the nature or significonce of the Winds Message to thia offleer.
In & few minutes I received a report to the effect that the message had
bean delivered, )

It L3 my recollection that Kramer nand I know at the time that pdmiral
Moyes had telephoned the substinece of the Winds Message to the Whar Depart-
ment, to the "Magie” distribution list in the Navy Departewnt, and to the
Faval Alde to the President. For that reasen, no liswdiste distribution
of the amcoth transl:tion of the Winas iosange wa mnde In U Nowy
Departsent. “The six or seven copies for the Army wore' rushed over to the
tinr Departmont as rapidly as possible: here the Navy's responsibility
ended, The individunl ssooth translntions for suthorized Nwy Dupartsont
affieinls and the Whito Fouse wero distributed at noon on Decenbur &, 1941,
in agoordance with standard cpurating procudure. I have no raenson for
telieving that the Amy Mmiled to maku 4 praspt diatribubion of iua
T.rnnllntlﬂ;l af the Winds Message.

Iam mm satisficd in my own mind that Adalral Moves tule-
mhmmnum-im &l.n.-;: 1 ennnot bring synclf to
imagine othorwise. There is some question ns to whuthur the Admiral wnas
underatood, but this only shows the unrvlinbility of telophon. messnges.
Any aisunderstrnding of what Admiral Noyes said 'rl of nuplibibly effect
because written translations of the Winds Message wure distributed within

=Lli=
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2 or 3 hours of his t.alnphnnu calls. Inm fact it was not until 19L& that
any suggestion or criticism was offered that any official on the "agic®
distribution list - Havy, Army, State Department, or White House - had not
been notified that the Winds Measage had been received or thnt the Winds
Message had been translated in any terms ?t‘nar than War and Peace.

Ny final verification of the fact that the Winds Message translation
was typed and distributed lies in the fact that about December 15, 1941, I
gaw a copy of it in the special folder of messapges which Hargf"éggamblﬂd
for Admiral Noyes to present to the Roberts Commiszsion, T checked these
over with Eramer for completeness as well a.u for the elimination of
irrelevant material. FHKramer told me in 1944 that he had shown Assistant
Secretary Forreatal a special set of Pre-Pearl Harbor messages about
December 10, 1941, when Secretary Knox was making his personal investiga-
tion at Pearl Harbor, and that he discussed thosc messapes with
Mr. Forrestal for about two hours. This set of messapes was apparently

the basis and possibly the identical file that was givon Admiral Noyes and
i i e Bobsita: Gisindsatig &“ﬁﬂ&f’#ﬁﬁﬁ;}ﬁ‘&E&&E’Jf::‘ the
translation of the Winds Hessape was given the JD=1 Serial number of T0OO1,
because this number is missing and unaceounted for, and comes within the
range of messages translated on December 3 and 4, 1941.

The distribution of the Winds Mcssage was the responsibility of HNaval
SHEALTEganse Snd nab Navall Gomeintantionss T bl nd sappocaibility in the
mt.t.t:rlaft.&r fnm:d.ing the original message to Admiral Noyea and after

checking Kramer's "folder" to see that the messapes were presented in a

lopical and underatandable order.
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s Ehe Dallew

susret mussnneE;

VLTS (Priorlty] =~ Fot yot foirodused sy ov idiss

pop afThae Dnstraction. - Twas ealled bo bis offiee shortls helore L pon.

to n pravicus Prispicy messhpe, mnd
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important of tha [ive Q{:h wara sent on this occcasion Besauas the preced-

ence did give some idea of urgency.

OPNAV Deferred OL201T7, for action of CGuam and for information of
CINCPAC, CINCAP, COM 1L and COM 16 wns sent in the new clpher madu wffus-
tive by OPNAV QL2000. It directed Guam m. destroy excess cryptographle
aids and other secret mattor. This message was rewritten by Admiral Noyus
‘and wag reloased by Admiral Ingorsall. Iy originnl wording wos nch stronmor
than the mussage actually sent, because I had directed the destruction of
evorything oxeept the syston in which sent ahd the current edition of the
Mrection Finder Code. ku-r, I wns not trylng to use this musanpge as the
vehicla for a war warning as I had the day before in CPHAV 031B55 (pape L1,
Exhibit Ho. 37). I was just trying to insure that Guam "stripoed ship®
bafore a Japanese Commando=raid from Salpan, 100 miles awoy, captured o
complete allewance of codas and eiphers, a matter for which T was officially
rosponalble, Adadral Noyes made no mention of a 't-'lrril':nrniu when he
directed me to prepare this mesaage nnd I feel sure he did not have any such
warning in pind when he toned dewn =¥ original draft. This message had to
be sent "for Informntion' te CIMNCPAC, and others, ns notifiention that
Guam's allowance of codos and ciphers wes being reduced, and a4 reminder
te Cuam to notify the addressees what systems would be avallablo for its
future communicaticns. This measage was sent DEFEARED to ineswr: that
OFNAV OL2000 mxlil_.d arrive well in advance and thus avoid confusion and
unnecessary nessages at this eritical t.i.l.u

OFHAY 042018 and CFMAV 042019 are not important except that they help
establish the date the Winds Message was intorcepted and the tise nnd dato
that the unsent ﬁming maasage, propared by Ceemander MeCollum, wns scen
by me. ;

-17=



confirmations of the Fritlsh translation see frem the nffic]

Page 249



sted s receliving & conys

Gagaris Poosbe. wur Senler Dig £ resertative s o9

t Tndisw; on December 4, X560 {deve time],
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This message was recelved in the State Departwent at J:l9 a.=. on Decesber
1941 (Washington tise). Coples were forwarded te the War and Mavy Depart-
ments by the State Department Lialson Officer, Mr. Orme Wilsen. They were
given a wide circulstion in the Mavy Dopartment.

LUy own evaluation of the foregoing, on Desember L, 1941, was about as
followa:

(A} The Basie Japanese War Plan was dividod inte 3 acategorics

" or provided for 3 contingenciva, any or all of which might
boe follewed, namely: )
{1) War with the United States
(2) uar with Russia
(1) tar with England including the invasion of
Thailand and the eéapture of Malays and the
Dutch Esst Indies.
(B) The Winds Message gave us the answer in all J cases:
Affirmative for the lat and 3rd catesorioa, and Megatiive
“for the #nd.

(G) The Winds Message wam probably a "Signal of Execute™ of

mome BOTL.

The "Signal of Execute® theory received atrong eonfirmation frem a
sueret meéssage réceéived from the Philippines in the sarly afterncon of
December L, 1961. This message informed ua that the Japanese Navy had
l.n'l.rl;l"d- a neskcipher system for its so-called "Operaticns Code" at ob0a
GCT that data, This tine was 74 hours befors the Winds Message was broad-
cast. I might add thst therc was only one J-A-P Eurcpoan broadcast per
day, so the times coincided as closely as possible. I would like to sdd

s
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slso that sy subordinates ca Corrogider spotted and reported this chanpe
only nine hours after it mas made. The maessnge may be ldomtifiod as
Cosmandant 16th Naval Distrist Priority OL1502 dated Decomber L, 1941, and
was addressed te Naval Operations amd the Commandant LLth Mawval [istriet
but ot to the Commander-in-Chief, U.5. Pacific Fleet, So far as I know,
this mosaage has pot been introduced as avidence befare any provinus
Anvestigation of Tho Fearl Harber disastor. In fnet, this 1s the [lrat
time it has over been mentioned axcept to Admiral Hart. The unuaual hour
and unusual date at which the Japanese Mavy changed its "Operutiops Cede,"
combined with the Winds Message and othar collateral informaticn available
in the Navy Departssnt, made this sessage highly signilicant ns the probable
"Signal of Exscute™ to the Japaness Navy. Up tlll now tho dinds [fessage
has had to bear a doubls burden in sy tustisony.

As I have previously testified, we axpocted that if the Japanese did
suddenly sttack the United States this attack would dofe on & wouk-und or
national holiday. In fact, a warning message to this effect had buen sent
out in April, 1941 (page 1 of Exhibit No. 37). The War Department cver-
omphaniged the imminence of War as forvcast by the "November 29, deadlins"
and predioted that the Japanese would strike during the week-end rr
Novembor 29-30, 19.1. The Navy Department osotimatad uu- situation more
nzourntely i the Japaneas armada which had been congentrating for the
Southern Invasion was teo far from any conceivable objective te glve serious
consideration Lﬂ‘t.hh dste. Alse the covering Naval forces were not yet
deployed and other signs indicated that the U. 5. Army eatimatc was a bit
presature.



ﬁp‘! rat ﬁmﬁ:ﬁ Lopin ot T S

. Thim was potoerystal gazing o

Bense accap fewvidint.

56 ddd Capbain '&:tsenhr i

by the Jepancse thesselves, |
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Exhibit #41: Letter from Captain Laurance
Safford to Commander Alwin Kramer,
22 December 1943
that includes reference to
“Weather report” or “Winds message.”
(2 pages) “Safford-Kramer Letter[s],”

NARA, RG 80, Pearl Harbor Liaison Office,
Entry 167A, Box 4; PHH, Part 8: 3698
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- h Py GFTICE OF THE CHIEF OF NAVAL OPEEATIONS A _u, __
o Cra L atat  WASHINGTON - oy AL R
FETETIT ov i e ' 22 Docepber 1943 -0 o=k TSR

B A i \ : { e
Ry dear Kramep-Sant : _ A

Suarad 1T
_,- gt n dim Pﬂpﬂring o nurn:. paper covering avents lrhinh t..nn'h pznuu ; T,
. the warly part of Decenbar, 191, I am getting all the help bhat u.;.ﬂ!ﬂ'- :
I=mrrmunnandn~nnnmhrmmumatmmm u;r--- b3
mhhﬂmbﬁ%hlﬂh,ﬂﬁuhummhr

- preparing this menorandum, and I have foryotien or am very vapus ns
'Hl- rtﬂn things which I cloarly recalled a vear ago. 1 s mriting

uhmtuhdpuuhrurmnrhﬂ:hwu.hu. _

E

1 realize that your reply will hﬂat.nhe:un-nmuﬂthnrm
- you rast be quarded as to what you state. Also, I s phrasing my S e TR
~quustions very carsfully, in the event that py letter might I.'.nll into 75t
unsuthorized hands, I an saving a copy of mr letter so 4t will be

| morely necessary to giw the « and o brief answer,
‘which thould not disclose anythlng to an uu sidapr,

With referonce Lo events on Toceaber 6, 19,1z

: 1. What tise did you.see ¥r, . that ﬂﬁin;m:lﬂmﬂhhthapﬂ.pﬂﬂ

Was lr. H. there or waa he called In, or +iid you cee Liz First and

3. *hhat tize did you see Adndral J. I-hltuminhlnd:hwhhthr
papers?

ke 1T answer to 3 13 nogative, how and when mas Adniral S Cirst
informed?

5. How and when was sdmiral 4. first informed?

6,  Linn recesbers that you stayed till after 1 a.m.  What time did
' you leave the Navy Bullding and go hosa?

with reference to svents on Deowaber 7, 19411
7. uhat time did you el dow Lo the lavy Building the noxt mm:ng'-z_

(Hrotierhood sald it was oomstize after G700, .
B« whit time did ;mu soe Lr. d. that sorning and show hl.n ﬁﬁ'

papora?
“ 9,  was kr. H. there or was ke called In?
10.  Hy chack chows you had Part L plus another tting the

conference time at 1 p.m. 0o you recall ing any other papers .- =

S with you, and can you glve = a hint a8 to thelr contental

11, Jere Lr. 't..:md Lr. 5. onlled in that morning or were they notified ™

' in any way?

‘14, MNow long did ;.rnu stay with e, LY

1%, hen did wou see Adniral 3, that mornlng? .
.f:u“ l..h.h rni'nrmnﬁ to.a cortaln canference held that aorning, dn Fou [
ST know. who au.um-u it und how long it lasted? -

'_l--. hED
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Bag R ~ 1. Or MeCollunm,or anyone elae? Mﬂ/ﬁ'%*-’
ot A7, lihen did &ﬂ.ﬁirn.l We Tirst sce or lwarn about, - puperg? -

f,‘-;;i,_a;-r_*;.-:;.--::-m;' We can't find ﬂu*wigiml. Mieather ieport! ‘(sent. pn veg.. 5:;1 -'-f'-;;he
et L and its tranclation. Gl becwss of 147 LoD Rl
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e Hl‘lﬂ]'l-tr in here, I think he has dene a marvelous job of urmiing nt'-;inr
. mlL nt chaos, . hut his toask is by no means finished. LA L

:,I l'u:npu rou s unqumg the balsy climate of Hawaii. ctrrl..uinly
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Exhibit #42: Letter in response from
Kramer to Safford, 28 December 1943.
(2 pages) “Safford-Kramer Letter[s],”

NARA, RG 80, Pearl Harbor Liaison Office,

Entry 167A, Box 4;
also PHH, Part 8:3699-3700.
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AT L e S R . Ry oy W ' SRR T e
i EE 18-, ] a 1 .

e Jorm
LT i
...‘r., Wiy ’ o %
it ! ISTELLIGENCE CEXNTER . P
PACIFIC OCEAN AREAS Wi r |
. Commandant, Navy 128 i 34
L= cfon Fleel Post Oifice ..
:--”- » . 1 " : EH mhﬁﬂ 19” ; : ¥ : '-I'_IE
] i bpd ) i f it o . _.:
1510 Pirst inlications of arrival :
200 Complotod. Loft aftor phoning to losate ad By, Adn. Te,
EHL :’. a5 LI.H., i'id.l‘.'.,. nl..l ut-:..
b e o W I Did not, personally, but left with one of Adm, Bla
[, £ asa'to in the situstlon room on Pean Ave. wlth poultdve inetroctions
: re~urgency (to be delivored ot once), He wan enturtaining st the
tiow, but I loarned lotur in tho ovoning he hid poon its
- Loy on wll counto. Amp woo baiddn: cara of that and
I lowomr that bo ks of 4t by 2750 (soo ltew 9) sl poselldy hod
e sount it ofo Col, B, by than, !
e 3 Did not. (Soo Ltess J_and 5).
n e Deldovs Tte 5 phoncd that eve (oee next). Possibly
3 adas T did toos I know ho cos it a0 scon oo he reachod offico noxt
-'-IH- {‘.‘I]'-H.'I'I.lt mll-
Se M 2105 by phene to lds has diepo ho s eatertadadng
et oo o bda, Doand othors, told hda whab I plonned Lo do, Hiso chicl consarn
& was potting it to Itea 1 ond 2, which aro covorud alwro, Aordved ot
(=T his hoae abt 2320 whwre Loy asd Adue 0 also, @i 4t and wore informed
; ro-othars, partlonlards Item 1, 1 don't roozll wiwthor B thon phooed
re=Itan 1 Lo chock delivuey op mot. Dellowve ot tids tino Itos §
rhonad 3.
(78 Loft Iten & placo about 0030, stoppod by, thon srocooded,
T iibout 0730, o
e IMd not porsonally, lut laft firet batel chout 945,

i chout 1100 at Item 8 house, ofe Ld, O,

8 Hoj at bio offdes, Iten 11 (Tirot ono) mus shoum it
at hic hooe about 2200 previeus aijht ond he rcdo o mudor of phome
b culls includdng Item 2, looting vas thon arrenpod for Iten 2, 11
A (both) and othurs aff Jtea 2 offdce ct 10:00 Al vhors I was
pt - otructed to bo with it and asgrithing olsos LDecting hadd ot 1000 as
oetiadulod and new it (1ot bateh) doliversd togutlbur wdith old,
Gols Ea was on hamd thore too for Iten 11 (owscomt),
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'IMI:.IT S, “I._"E
INTELLIGENCE CENTER o
" FACIFIC OCEAN ARIAS } ri
iR Commandant, Novy 128 S
- efo Fleel Post Office G ik |
i T ."h.::'r_éi
: i
10, {a) I don't recall procicely how cur frlendd mehors 3"
ren in the hundreds (or thousands) but in units - s
Troa cbout 02 ta 09 op 10, : ]
: , Gt
(b) The first fow of thuso, 0T including first sen- kot
tunse last bolf this itesm, wore on hand by 0900 i
aml woro coiploted and being doliverod at O945 i
(Lo Tton B) and 1000 (seo Iteas 9 abwove). Item sy
S5 35 Ty v othero got thes about U220 at & feire
acotine bedng bold o Ihae 3 olfice. z
(¢} On returniny sbout 1020 froc Itey 9 office the =
recadndor of J0e=10 vore arriving, including this 1y
Ltoo, j...n., 1ot sentenge last hadf, and aloo quotes 4
in Iten 14,  These wora delivered to all hands, in- ‘:’g
elwling Items 11 (hoth) at Item 2 office byllOO . . 7 ied
with iy cesmnts to. It 11 (firct one) oo how the L5
hour ticd iwdth the ocua, amd ovep in pm.:mun, Tan
ulﬁ:.‘-m'l.ﬂ.'l"u- i k L --::. _:
1, Tea, ' So6 9 and 10 above. ' 3
7 L Did note Sou.d aboves o
A About 0990 ot hic offics :dth othars, and left nipght i
beflore malters. 1ot botel of aee plwven dboul 0040, Ind obout 10435
(all thls uas not poroanal bat 1"1.|_ I_II.-J aenior aide bocados of msoldng "
An promress, ooy veye passed o Lo o prooptly botiewer. :I r ]
1. Thare were 2 I knos of, and T Lulicve snother ofo Col. P
Ha I'm ona in Iten 9 ohova mes ot loest 1) houss, Another started e
about 0500 wth 10, 11, 12, .16, &0, nd othars thurc, Ln..t.ing-ﬂujﬂ
Lhat I lmow of, wel peobsuly lator. -
15156,  Refercnce obscure. «ould you elarify? I rn-mmral
socurity (i.e. 1.'.11:.-:} lats in spring, yos!
17. ) I_Lm:.r 13 and 1N wiova,
LI R Ve 5 Tha' ong of the " " wus not 5 indiented in A
| parenthoses, bub ng ted in Iteu 10=¢ above. It went Inbo Z., "5 Ceeiap
flles, GL iloeld h.u.‘rn At now unlegs It was soony Jiles Sarsed over T o S
ta Ay, : ; ik
19, Por the moct part covared above, untdl Ttem 15 (15) :

is clmifiod.

Page 261






Exhibit #43: Safford’s coded letter to
Kramer, 22 January 1944. (4 pages)
With Safford’s associated private code
listing. (2 pages)

NARA, RG 80, Pearl Harbor Liaison Office,

Entry 167A, Box 4;
also PHH, Part 8: 3700, 3703-4.

Page 263



L ' ‘l ’
N f Ve
. K] sv e e bn b
v

"

Page 264

[ Al

MNAYY DEFARTMENT
LFFICE o TEHE CHIER OF RAVAL UPEE s

WARTNNGTON

&2 Jarunrey Lok

T o Kremor-sas:

Thagks for wur Yopy preotpt reply. I odld ool recelve wour Dec. 2800
lettor £U1Y Jun. 1Tth, and had almosk piven up bopsa. Slhat & break for
you, 13 wall oz tha Covee, Lo Do ordered b Seiniyn) Hulasew's stalf.

L ¢nn 30w vhe bl of Ermvidsnese in L.

T am Begpling tor separato covEr {oir Lail] a copslananllion ¢ode to b,
I you ward Vo wild t0 16, won musbers J151-2300 dnclusivo, X would like
tn hold it dowy o o slrgla sheol of peper, I am alay sendleg by ordipacy
mnll a copy oF #35 and o elipping Lo plve to M2 8t gone guspicdous
pecaaion. Tou will urderstund bids Ieitor better ches thuy arrive,

alble pepned bo takiee P47 Arcbo emndldence, waitb satiently %or the
proper emant, wng thoem dhesl the works, Toll iim owerything bo €111
listea o aret ®haw hiz shatover docwwatory procf you b have.  Las yous
omrt Jutgpent And don't foree Fee lasud. D9 ag goox 4 Job RS you did on
4136 wird w137 In by upinion ks proper Borent Tor discloaure would be
any of tho Tollowin:
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Exhibit #44: Letter, Admiral Husband
Kimmel to Admiral William Halsey,
18 March 1944,

Pearl Harbor Exhibit 150,
NARA, RG 80, Entry 167EE, Box 120;
also NARA, RG 38, CNSG Library, Box 166,

Folder 5830/69, “Pearl Harbor
Investigation: Winds msgs.”
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Exhibit #45: Memorandum, 8 November
1945, Subject: “JD-7001, Special Studies
Covering,” and attachment showing
distribution of “JD” serial numbers 6998
through 7022 (2 pages).

Exhibit 142B, RG 8o,

Pearl Harbor Liaison Office,
Entry 167EE, Box 120.
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3 1; L 4 u& ¢ auch pumber
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not givan* ¢fhﬁra Are givam &a“falluma* *dupliaatﬁ_nf m%%@&ga
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Exhibit #46: Morio Tateno Interview
(3 pages), 30 June 1961,

RG 38, CNSG Library, Box 166,
Folder 5830/69, “Winds Msgs”
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Aot wldwey fu the UF00 newdsaet, Titews £018 Te res
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]
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i} - =1

?@&@@r? BT, Tatone's word &ﬁvﬁmm& g sEreL o8 m@rm ve*gh I L
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§&§% s hﬁ%%@? 4 R A : . :
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o : i . R
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e UNLAL noon because of -the.rudhof work stiending the cutbreak of - -
T At iR ey, e el v i - T e g i
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Exhibit #47: Memorandum to Carter W.
Clarke from William F. Friedman,

19 September 1944 (2 pages).
Selected pages from handwritten notes of
meeting with Captain Safford (5 pages)
numbered 11, 12, 15, and 16.

NARA, RG 457, Entry 9032,
Box 1360, Folder 4217,
“Pearl Harbor Investigation and
Miscellaneous Material.”
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Transcription of Handwritten Notes by William F. Friedman, 17 September 1944.

NOTE: Missing text (words and letters) are enclosed with brackets '['. Original underlines and cross-
outs are retained. Original brackets are in bold face ']'.

Page 1

2353 — Original int[ercept] — Bainbridge — 19th fl[or]w[ar]ded by teletype
[J-19 key for this one recovered by Singapore.
Passed to Wash[ington] by L[on]d[o]n on 24 Nov 41.]
Not able to read then when rec'd [received] on 19th
2354 — Same applies
Mrs. McCantley and Miss Burr were the only
two working on them — as no urgency

(as per Tokyo 843 27 Nov 1941 JD1-6899) Navy sent out on 28 Nov to all its stations to teletype in all
plain lang[uage] from Tokyo - East Coast
stations as well as Bainbridge. Give priority
in trans[missions] Time Staftion] Freq[uency]
o100 JVJ
o130 JUO
0200 JVJ
0300 JHL We sent msges to int stns
0400 JH 2 Dec 41
0500 JHL
530 JHP

On 27 Nov Notified to record Transpacific - San F[rancisco] Tokyo
radiotelephone circuit & mail all records by air mail
to [OP] 20GX
On 3 Dec Navy rec[eived] directive to cover SF International
circuit to Tokyo in add[ition] to reg[ular] assign[ment] & flor]w[ar]d all
p-l. [plain language] JG [Japanese Government] TFC [traffic] to WA9I [OP-20 G teletype address] via
TWX (in add[ition] to code TFC already being sent)

All log sheets from Sta[tion] S (Bainbridge) obtained but it did not
Get winds execute msge. Safford believes one of their East

Coast int[ercept] sta[tions] got winds execute msge but when
tried [to] find out which one, found logs of all 4

stations had been destroyed. Orig[inal] int[ercept] also

still missing.
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Page 2 Check with Safford

Safford says Winds ex[ecute] msge came in on 4 Dec

& as result was during the night 3-4 Dec 41

Wash[ington] time & was 1st seen by him at about

0800 - 4 Dec. SP Smooth trans[lation] was made &

splecial] distrib[ution] made about 0900 4 Dec in addition

to reg[ular] distrib[ution] at noon.|| He prepared msges

of distr[ibution] of crypto[graphic] at points exposed to

cap[ture] by Jap[anese]. These went out as released

by Ad[miral] Noyes & Ad[miral] Ingersoll. They went

out about 1500 Wash[ington] time 4 Dec. (filing

time). McCollum also took action in a

warning msge about 500 w[or]ds long, summary [izing?]

events from July 1, giv[es] tr[anslation] & mean[ing] of Winds
ex[ecute] msge, also other corrob[oration] of recent date

& end with specific warning war is imminent.

Warning was complete clear & forceful - masterpiece

Wilkinson who was respon[sible] but junior sub[ordinate] to Noyes
for comment??? Noyes said think it insult to

intell[igence] of Clommander] in Chief [Pacific Fleet]. Wilk[inson] said I do not
agree

with you. Adm[iral] K[immel] is very busy man & he may not

see pic[ture] as clearly as you & I do. I think it

only fair to Clommander] in C[hief] that he be given this warning

& I'intend to send it if I can get it released by

the front office !! Wilk[inson] left immed[iately] after to

give msge to R[ear] Adml[iral] Ing[ersoll] for his app[roval] or ref[er] to
Adm Stark. Safford thought msge had been

sent but didn't disc[over] until Nov [19]43 that it

had not been sent.

* Safford: Msge in Morse, Romaji. Had negative Kita,

positive Higashi & postive Nishi. Apparently Jap[ane]s[e]
mixed both codes.
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Page 3

? H---di-wash [unclear text] told Safford that McCollum was positive
attack would come sunrise Sunday morning & went

to Stark at 9:00 AM Sunday morning to beg him

to send warning msge. Stark refused. [McC told

this to Rochefort or Wright when McC was passing

thru Honolulu. Either Wright or Roch[efort] told Safford.]

Tokyo No. 901 very impt[important] == SIS 25838

..... rest of page discusses fourteen-part message sent by Japan 6-7 December.
Not relevant to Winds message...
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Safford — East Coast Sta[tions] — All st[ation]s
Comm.[unicated] to Wash[ington] by T[ele]T[ype].
Records of TT trans[lations] destroyed but later verified
by mail Cheltenham & Winter harbor
all destroyed
Copies of Sta[tion] comp[word unclear] dest[royed]
" " sent in to Dep[artmen]t can't be
loc[ated] and G [??] thinks they were
destroyed by new Comers
All in a mess. Chased out old
timers & it was mess.

6 diff[erent] witnesses have testified re WJ[inds]
Ex[ecute] Told Hart in April .ut[first letter unclear] one
E[ast] Coast st[ation]s &

logs been destr[oyed]. In Morse code but

in form prescribed for voice.
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Lt. W.H. Davis — Asst Watch O[fficer] — 6-7 Dec
Lt. Cmdr. Pering — Watch O[fficer]
Neither of them ever heard of Winds
Execute

Rochefort says Fielder never came to him
Re Winds Code
Says might have gone to see Lt. Cmdr.
E.T. Layton (F[leet] Intell[igence]) but

R[ochefort] doesn't know. Wright says he does

not think Fielder came to see Layton.

Committee didn't ask Roch[efort] anything re

Winds. Understanding was not to

be quest[ioned] re any Top secret matters.
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Exhibit #48: Operator log for station “M,”
2 December 1941 with notation by
Ralph Briggs. “Below Comments added on
12/5/60. I, Ralph T. Briggs, new on duty at
NAVSECGRUDET [Naval Security Group
Detachment] as OINC, duly note that all
transmissions intercepted by me between
0500 and 1300 on the above date are miss-
ing from these files & that these intercepts
contained the ‘Winds message warning
code’. My operator sign was ‘RT’ & these
intercepts were made at station M. ‘RT’ ” —

Naval Security Group, SRH-051.
Interview with Mr. Ralph T. Briggs on
13 Jan 1977. Also reproduced in John

Toland, Infamy: Pearl Harbor and its
Aftermath. (New York: Berkeley, 1983)
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Exhibit #49: Message of 3 November 1945
describing the destruction of Cheltenham
station logs and intercepts
in December 1942.

RG 38, CNSG Library, Box 166 Folder
5830/69, “Pearl Harbor Investigations:
Winds msgs” (Folders 1 of 3)
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Exhibit #50: Operator log for station “M,”
2 December 1941, without notation
by Ralph Briggs.

RG 38, CNSG Library, Box 167,
Folder 5830/77,
“Pearl Harbor Investigations:
Info Rqts by Capt Safford, 1946-1947.”
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Exhibit #51: Message from
Chief of Intelligence (COIS), Singapore,
received in London on 8 December 1941
(01137), reporting intercept by site at
Hong Kong that “severance of Japanese
relations? admitted imminent.”

RG 80, Entry 167CC, Box 92,
Clausen Investigation Exhibits.
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Exhibit #52: Cable from British Secret
Intelligence Service (S.1.S.) representative
in Manila, Commonwealth of the
Philippines to S.1.S. representative,
Honolulu, Territory of Hawaii,

3 December 1941,

Record Group 80, Entry 167CC, Box 92,

“Exhibit 1,” item “q,”
Clausen Investigation Exhibits.
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Exhibit #53: British government response
(GC&CS #11279), 31 August 1946,
to Colonel Clausen inquiry regarding
Wilkinson 3 December 1941
cable from Manila.

RH 80, Entry 167CC, Box 92,
“Exhibit 1,” item “r,”
Clausen Investigation Exhibits
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Exibit #54: Multinational Diplomatic
Translation #25783
(Japanese serial #839),
Tokyo to Hsinking,

1 December 1941.

RG 457, Entry 9032, Box 301.
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Exhibit #55: Telegram from Walter Foote,
U.S. Consulate General, Bandeong, Batvia,
Netherlands, East Indies,

4 December 1941,
to Secretary of State Cordell Hull.

It reports gist of two Japanese diplomatic
messages(likely retransmissions of
Japanese messages, serial Nos. 2353 and
2354) containing instructions for Japanese
diplomats to monitor for news broadcasts
with special weather phrases or words,
which are open code messages for them to
destroy holdings of cryptographic material
and secret papers.

The two messages were intercepted,
decrypted, and translated by the Dutch
cryptologic unit, Kamer-14.

NARA CP, RG 59,
Decimal Files 711.94 1945-49.
Also reproduced in PHH, Part 17:32.
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Exhibit #56: True form or matrix (stencil)
of message #. 2353, 19 November 1941.

NARA RG 80, PHLO, Entry 167A,
“Office Reference (“Subject) Files,
1932-1946.”

Winds Code, Station “W” to Witnesses.
Folder: Winds Code - Misc Material
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Glossary of Terms and Abbreviations

AN
BAMS
CAST

CINCAF

American-British Commonwealth
Staff Agreement or American, British,
Canadian Military Agreement (March
1941)

angoo or angoo koodo

broadcast to Allied merchant ships
covername for the USN cryptologic
site in the Philippines
Commander-in-Chief Asiatic Fleet

CINCPAC Commander-in-Chief Pacific Fleet

COM-14
COM-16
COMINT
CNO
ACNO
DNC
FCC
FECB
FO

G-1

G-2

GMT
GC&CS

“GY”
“GZ”

HYPO

“J-series’

JCC
“JD-"

Commander, 14th Naval District
(Territory of Hawaii)

Commander, 16th Naval District
(Philippines)

communications intelligence

Chief of Naval Operations
Assistant Chief of Naval Operations
Director of Naval Communications
(OP-20)

Federal Communications
Commission

Far East Combined Bureau
Foreign Office (UK)

staff element in charge of personnel
staff element in charge of military
intelligence

Greenwich Mean Time
Government Code & Cypher School
(UK)

Element of Op-20-G charged with
cryptanalysis and decryption
Element of OP-20-G charged with
translation and code recovery
covername for the USN cryptologic
site at Pearl Harbor, T.H.

> designator for Japanese diplo-

matic cryptographic systems.
Joint Congressional Committee
prefix for serialized translations of
Japanese diplomatic messages

“JN-"
KHz

MI
MNDT
MS
NARA

NEGAT
NSA
NSG
0CSig0
ONI

OP-16
OP-20-G

OPNAV

prefix for serialized translations of
Japanese naval messages

kilohertz

Japanese merchant ship broadcast
military intelligence (G-2)
multi-national diplomatic translation
monitoring station

National Archives and Records
Adminsitration

covername for the USN cryptologic
facility in Washington, D.C.
National Security Agency

Naval Security Group

Office of the Chief Signal Officer (US
Army)

Office of Naval Intelligence (OP-16)
Director of Naval Communications
Division of Naval Communications
charged with naval cryptology and
cryptography

The support staff for the Chief of
Naval Operations

ORANGE Covername for the M-2 Japanese

PHH
PHR
PT&T
PURPLE

RED

RG
SIS
SRH
SRNA

cipher machine for naval attachés;
combatant “color” assigned to Japan
Pearl Harbor hearings

Pearl Harbor report

post, telephone, and telegraph
Covername for the Japanese diplo-
matic cipher machine in use after
1940

Covername for the Japanese diplo-
matic cipher machine in use from
1936 to 1940.

Record Group

Signals Intelligence Service

Special Research History
Designator for translations of
Japanese naval attachés

leased teletype

Page 317



WDGS  War Department, General Staff

WPL War Plan

WRNS Women’s Royal Navy Service

W.S. Work Sheet

“X-day” Japanese designator for the start of its
offensive — 8 December (Tokyo), 7
December (Washington, Honolulu)
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