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Charman Medine Members of the Privacy and Civil Liberties Oversight Board, and fellow
pandists, thank you for the oppotunity to provide you with thoudhtson what civil lib erties and
privacy interests the National Seaurity Agency seeks to proted and howwe are currently doing
so. Forthelast fifteen yeas, | have been workingin the aeaof privacy in boh the private sedor
and gowernment. | am honored to have beenseleciedto serve as NSA’ s first Civil Libertiesand
Privacy Officer.

This is an exciting time to be amember of the civil liberties and privacy professian. Our
community is growing and esolving and will hdp inform the debae as the naion mntinues ©
reshape its expeciations for, and limitations on, intellig ence community adivities. Changesin
the naure of the threa to our naiond seaurity, alongsidetherapid advances in technology, make
my job boh interesting and dhdlenging. Advancements n tednology, whether it is big data,
data aggregation, or the Internet of Things raise rovel challengesfor government surveill ance
and evenbeyond the government. These advancements go to the heart of how we and theworld
around usview and manage our own individud privacy. Tedhnology provides uswith boh
oppotunities and chdlenges, but ultimately we mug guide and hapeits use to ersure the
fundamental rightswe Iold dearasa rationremain. Today, | would like to describe NSA'’s civil
liberties and privacy programspast, present, and some thoughtsfor thefuture.

Historical Aspectsof Civil Libertiesand Privacy at NSA

Part of NSA’s misgon is o obtin foreign intelligenceworth knowing derived from foreign
communicaionsin respong to requirementsand priorities validated and levied uponusby the
Execuive Branch Onesuch priority is counterterrorism, butthere are many other threds o the
nation, such asthe spreal of nudea, chemicd, and biologicd wegonsand hdping to gop cyber
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attadks. NSA works diredly with and suppots our troopsand dli es by providing foreign
intelligencefor military operations abroad.

While the part of NSA’s mission I’ ve described is cdled Signals Intelligenceor SIGINT, the
other mgjor portion of our mission is caled Information Asaurance. Althoughthe Information
Assuance missonis notthe main topic for today, NSA aso has theresponsbility to proted
naiond seaurity systems o prevent others from obtaining U.S. government seaets and sensitive
information.

As we consider NSA’s civil lib erties and piivacy programs ove the last sxty-two yeas, it is
important to think ébouthow thethreat technological, and societallandscgpe in which NSA
conduds its SIGINT mission haschanged

(1) Thethreat has changed. NSA previoudy operated in the Cold War erawhen the focus of
colledion for foreign intelligence wasdirecied at nation-states structured military units,
and foreignintelli gence services. While threas reman from retion-states, they now aso
come from nonstate acors, including terrorists operating in smal groupsor as
individuds. Thistrangtion requires NSA to look at more, amaller, and decentralized
targets 1 proted the nation.

(2) The technology has changed. NSA previoudy operated in an environment where the
communications betweenforeign intelligence rgets were frequently conducted ove
separate, government owned and opeated communicaionschannds and equipment. In
such cagsthey were eagerto identify and isolate Now foreign target communications
are interspersed with ordinary commercial ard personal communications. They flow over
the same wiresand air wavesand ae routed through multiple pointsal ove theworld.
Additiondly, the sheer volume and aility to andyze and manipulate big data, which has
occurred as aresult of sgnificant advances in information technology, canexpase
information of a pesond naure tha may not have been previoudy discoverable and may
not be of any foreign intelligenceintered.

(3) How society thinks about civil liberties and privacy has changed. We have caone a bng
(and podgtive) distance in thinking throughwhat ought to beprivate. Personal identifiable
information wasna a nmain streamissue 5 years ago the way it is today. In readion ©
tedhnology and busnesspradices that can organize daa, quickly provide data to others,
or crede new uses for data drealy aqquired, we've begun © reconsde what information
is aval able aboutourselves through pivacy policies and, in some cags specific
legislation.



Historical Civil Libertiesand Privacy Framework

NSA’scivil liberties and privacy protedionshave historicdly been diiven primarily by U.S.
Conditutiond 4™ Amerdmert aralysis — the touchstoneof which is whether apaticular seach
isrea®nalde under the particular circumstances NSA has dways gpplied this andysis, which
examines the dggreeto which an ation intrudes on individud privacy, to adivities conduded
unde its primary authorities, nanely Exeautive Order (E.O.) 12333 ad the Foreign Intelligene@
Surveillance Act (FISA). NSA’s privacy protedion programs imgemented this calculus by
amalyzingwhere and hav daa was colleded and the status of the individud or entity being
targeted NSA hasconsistertly conducted extersive legal aralysis asit considers new types of
colledion answering these types of questions

NSA continues o address these intereds througha strongcompliance program. The canpliarnce
program is designed to provide reasonable assurances that NSA is followingits legal and poicy
restrictionsplacel oncolledion, pocessng, anaysis, produdion, and dsseminaion of U.S.
person information. Many compliance activities are embedded into ourtednology and s/stems.
Proceduresare aproved by the U.S. Attorney Genreral ard, for certain authorities such as FISA,
thee proceduresare also reviewedand gproved by the Foreign Intelli gence Surveill ance Court
after adopion by the Attorney Gereral. Long lefore | arrived, NSA had organizaions training,
policies, procedures, internd and externd ovesight activities, and astrong compliance program
to manag these mardates and procedures. Privacy protedionsindudeactivities o ddete daa,
limit the time data can be retained, and to puttools in placeto reducethelikelihood hat
information on aU.S. pason will beobtained. In indances where U.S. pason information is
related to the foreign intellig ence requirements, identifying persond information is masked or
minimized before relevant foreign intelligence may be disseminated to authorized and
appropriately cleared personrel outside of NSA.

Evolving Our Civil Libertiesand Privacy Framework

The curent framework is digned with how NSA is governed by the U.S. Conditution, E.O.
12333,FISA, andtheir associatedupddes or amendments As | have leamed more atout NSA
and its complianceregime, it becaneclear that while this is certainly one way to address privacy
conaerns it is somewhat diff erent from how privacy concerns are addressed outside of NSA.
Overthe lad fifteenyears, Congess haspasedavariety of laws  protect privacy in other parts
of government and in the @mmercial sedor. These laws ard pdiciesfocus more onthenature
and use of the data itself nat where it was collected or the citizenship status of the individual .

With the exploson of thelnternet and dobal communications resulting in everyoneusng the
same communications infrastructure, and rew Presidential policy for SIGINT tha broadens the
privacy protedionsbeyond U.S. pasonsto indudeordinary persons of dl nationalities, | believe
we have an oppotunity to biing together NSA’s current civil lib erties and privacy analysis with
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a broade approacd to piivacy and civil liberties. This new approach is astep in the right
diredion o uppot the Rredden’s Presidential Policy Direcive (PFD-28) “Signals Intelligence
Activities” mardate o recognize that “our sgnals intelligence adivities must take into accournt
tha al pesonsshoull betreaed with dignity and respect, regardlessof their naiondity or
wherever they might reside, and tha dl pasonshave legitimate privacy interests in handling
thar pesond information.”

The Civil Libertiesand Privacy Assessment

Implementing PPD-28' s mandate is critical, but we are doing mare. As NSA’s first Civil
Liberties and Rivacy Officer, | am working to address a lroader set of civil libertiesard privacy
interests. That is why | am testing anew civil lib erties and privacy assessmen proces that
expandsNSA’s views o indudecondderationsof frameworks tha the private sedor and non
intelligence elements of government use  asess civil lib erties and privacy. To make sure we
get it right, we are beta testing this gpproac for a variety of mission adivities and we hope to
ewolve o incorporate a nore <iertific agoroach to the asesmerts. We expecttedingto
continueduring the rext yea.

For exanple, for the first timein its history, NSA is using the Fair Information Pracice
Prindples (FIPPs) as aframework for consdering avil liberties and piivacy risks. The FIPPs
have ome in many variationsove thelast forty yeas, butthey are commonly employed within
the U.S. government as thefollowing eight princples: trangparency, individud paticipaion,
purpose specificaion, dda minimizaion, u® limitation, sarity, and acountability and
auditing.

While the traditional NSA civil lib erties and privacy questionscenter onthe citizenship and
location of NSA’s foreign intellig ence targets, as well as the collection techniques that will be
employedto acquire a target s communicaions FHPPs- related questionsboil down to “follow
the cata.” Data-certric perspecivesmean privacy officials ak a dfferert set of questions Wha
data is being calecedand how will it be used? As we continueto test howwe may adap the
FIPPs framework to NSA misson opeations we are beginning to ask additiond questionsthat
start with wha daa is being colleded and for what specific purpoe. Still in its early stages, we
have desgnedaninitial template ard duing the next yearwe will refine the quedions ard
processes o ensure we are building arepeatable, meaningful, and hépful process b identify and
mitigate civil lib erties and privacy risks.

A critical part of the assessnent process 5to make sure we ae ot merely checking df boxes
but fundanentally weighing the risks associated with an adivity to form ahdlistic value
propostion. In esence, we are asking, "Should NSA condud agiven activity given its civil
liberties and piivacy risks?"



There ae several broad civil liberties and pilivacy consderationstha | think aboutwhen |
congder new or existing programs a NSA: (1) how intrusve is the progiam to theindividud
(e.g.,whattype d data is bengcdleced?), (2) how broad is the program (e.g.,am | obtaining
daa aboutmore people than my interdedforeignintelligence target?), and (3) are the gated use
and future uses appropriate gventhe type o data cdleced?

We ask questionsto enaure tha our protedionsevolve and adgpt to this new landscagpe Aswe
congder how NSA condudts its misson o proted theU.S. and its foreign dli es, we continueto
ask questionsand provide safeguardsto proted the legitimate civil lib erties and privacy interests
of ordinary individuds.

As pat of theassesgnent process NSA is doaumenting both gandad protedions, sich &
minimizaion of pesond information and ontrol on who hasaaces © the information, aswell
asany specialized took, training, policies, and pioceduresin placedesigned to protect civil
liberties and piivacy. During this &sting phase we are working to incorporate the asssment
cgpability into existing compliance processs for ead implementation and to promote work
force acepance.

Much like privacy andysis peformed in the private sedor and ohe pats of government, we are
usngthe FIPPs & the basis for analyzing what existing protections are in place | have found
tha we have safeguardsin gx of the eght FIPPs. Trangparency and Individud Participaion ae
nat implemented in the same manner asin organizaionswith amore pubic facing misson, and
warrant additiond publc discussion.

Providing Greater Transparency

In addition to evaluating spedfic activities internally for civil lib erties and privacy, we remgnze
NSA mug provide greder trangparency to the public, induding our internationd community.
This isa ceftral challenge for anintelligence Agency — both at theindividud level, and nore
broadly for pubic communications | will coninueto advocate for theindividud through my
systematic civil libertiesand privacy assessmen procesesand through my continuing
commitment to share information @outNSA activities with the publc.

Transparercy gererally mears organizaionsshoutl beas open as possible aboutther activities
and notfy individuds regarding colledion, u®, diseminaion, axd maintenance bpersonally
identifiable informaion. NSA camat providethe samelevel of information as in other parts of
the govemmert or private scbor, because it risks losing accessto foreign intellig ence by tipping
off adversares Ingead, NSA provides agred deal of information 1o its ovaersea's from al three
branchresof government.

Althoudh NSA has theresponsbility to maintain aecy regarding many aspects of wha we do,
we are increasing our communicaionswith the pubic. To dae, | have published two reports
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based on pecific NSA authorities usng the FIPPs as themodd for analysis of existing civil
liberties and piivacy protedions Y ou may find the reports and other information onNSA’s
public webdgte under the Civil Libertiestab. | dso meet with civil lib erties and privacy experts
in and outof government and oveseas 0 bdter undastand ther concerns

Recently, the Agency released more information into the pubiic domain in response to gecific
requests and dedassficdion of historicd doauments NSA’s senior leadership, induding our
Diredor, Admiral Mike Rogers, reamgnizes the neal to inform the public aboutNSA’s misson,
effediveness and dructure. We are doing so through pubic speaking engagements and
discussons with aca@mics ard thoudht leaders, and we are smilarly interested in convesations
with the international community on these topics. Additiond information ha been shared with
the pubic aboutlaws, diredives, authorities, and policies tha govern NSA adivities and
associated compliance am owversight framework.

Individual Participation

Much like trangparency, NSA cannotprovidethe same level of individud control to consent to
the olledion, ug, ordiseminaion of an individud’sinformation, norcan it provide the same
level of acces or redress offered by public-facing agerties Becaise thereis a canpelling reed
notto alert foreign intelligence trgets that they are unde surveill ance, NSA can only offer
individud paticipaion in limited instances. My office s beginning to engage with menbers of
the acaémc canmunity as well as the avil liberties and piivacy advocacy community to
identify patential additional acivitiesthat canbe undertakento strengthenthe protectons related
to individud paticipdion.

Blending the Art and Science of Privacy

Part of the onvesation| would like to have today is howwe might consder howto advarce the
discussion and reseach regarding the protedion of civil lib erties and privacy. NSA hasmary
technical experts, computer scientists and mahematicians. We would like to work with other
agertiesand ouside pgivacy advocatkesto craft a privacy tecmology ard reseacch agernda that we
can use to suppot NSA’s efforts, as well for others with smilar interests to consider.

Protecting privacy and civil lib erties to date is more art than science. We have privacy pdicies
tha are written to cove a vaiety of tedhnologes, butwe genegaly do nothavetednologes tha
identify privacy risks.

In order to move such reseach forward, | believewe reeda kroad specrum of expertise working
together to truly understand polcy, legd, technicd, and ukimately ethicd perspectives, boh in
the United Sates and anongouralli es. Today the science @ privacy hasmade otalde drides
tha indudedevdoping technology and tools tha promote privacy such as uniqueencryption
cgpabilitie s, digital rights management, and trustworthy computing. Greatwork in the private
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secbor and acaeémais adso beng developed oncoding privacy policies such that technology
suppots only specific uses

Civil liberties and piivacy protedionsneed to blend the at and sience of privacy if we are
goingto haness hepotential of technology and incorporate our core values as anation in this
Era d Big Data.

Y et despite sgnificant progress basic privacy principles, foundel in astrong scientific bags,
haveproven elusve. If we can better undestand what constitutes persond information and how
such information is used, we bdieve it will bepossible to hdp determine whether we can
devdop more practcal approachesto evaluate the inherert privacy risk to theindividud.

To that end, we are beginning to explore a scientific agproach towards a rue Responsble Use
Framework. Qur initial thoudhtsindude deelopment of five sequential building blocks:

1. Categorize Personal Information. As afirst step, wewould like to determineif it is
possible to identify and categorize diff erent types of pesond information. For example,
onecategory could indude biographic information, sich as anane or address Another
caegory could indudebiometric information. Yet another category could indude
contextud information @outan individud, such as transactional information doutan
individual’ s activities. If we can understand these variouscategories, it may then be
possible to identify relative risks and thusundestand the privacy risk of given category
of pesond information. This would lay the groundwork from which follow-on work
would buid.

2. Categorize Uses of Personal Information. Secand, we would like to determine if it is
possible to identify and categorize diff erent types of uses of pesond information.
Similar to what | justdisausseal above if it is posible to categorize basic uses of pesonal
information, it may aso be possible to identify relative risks of use and consequently, the
risk of a particular type o use.

3. Design a Processto Understand the Inherent Privacy Risk and Use of Per sonal
Information. Third, if it is possible to develop acategorizaion of both pesond
information and uss of thepersond information, it shoutl then bepossible to devdop a
scientific processto assessrisk. This processcould evaluate therisk of the use of
individud types of pasond information for diff erent purposes aswell asaggregaed uses
of pesond information.

4. Enhanced Privacy Impact Assessments. Thesepreviousthreebuilding Hodksin hand,
it shoutl bepossible to goply the esalished methodobgy to devedop repeatable and
scalabde asesmerts ard help implement the spedfic FIPPsof pupos spedficaion and
use limitation more caocretely. Here, the Art of Privacy blendswith the Science of
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Privacy; the judgment of experts must aways be part of these solutions with more
scientific methods asssting to identify ard remedate risks.

5. Movetoward a Responsible Use Framework. Ladly, a Reporsible Use Framework
holds daa colledors and users accountable for how they manage data ard any ham it
causes. Building atechnicd meansbased on pincipled scientific methoddogies ©
suppot theidentificaion of civil liberties and piivacy risks can hdp usbdter proted
civil lib erties and privacy in afluid world of big data. Disciplined datatagging, aded by
arnalyticsand metricstha tradk the movement and use of daa, is dso of utmost
importance for identif ying and mitigating risks. These activities, combined with a strong
compliance program, provide aholistic gpproach to buiding civil liberties and pivacy
protedionsinto the infrastructure of the cloud and an enterprise’s misson g/stems and
architecture.

Succes isdeperernt upon nputfrom avariety of disciplines ranging from technologsts, sodal
scientists, privacy and civil lib erties experts, ethicists, atorneys, and computer scientists, to
name afew. We would welcome the oppotunity to discuss this in mare detail and greaer
techical depths ata later time.

Conclusion

Again, I would like to thank you for this oppotunity to outine how NSA is addressng privacy
today and ourpath for thefuture. We will continueto develop and refinea multifacded
approach to drengthenthe privacy protecions atNSA. We telieve that the adrancenert of the
science of privacy, blended with the at of privacy has apotential to benefit how NSA consders
civil lib erties and grivacy within its mission activities and we believe it could benefit others. |
look forward to leaning more aboutyour views.






