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Introduction

The purpose of this guide is to inform the reader about the available settings Group
Policy in an Active Directory-enabled domain updated with Service Pack 1. Local Group
Policies, while very similar in function and structure, are not addressed in this reference.

This manual is not a how-to guide for using Group Policy in a secure configuration, but
more a map to help the reader locate specific policies within the Group Policy Snap-in for
a given Active Directory container. It is hoped that this map will alleviate some of the
complexity in managing and understanding Group Policy.

The manual is organized in the identical hierarchical structure of that of the Group Policy
snap-in. The Table of Contents mirrors the Group Policy snap-in with top-level nodes fully
expanded. The Index in the back of this manual should help the reader search for specific
policies based on certain keywords. For instance, by looking up “Audit” in the index, the
reader should be able to find all instances of policies that contain the word “audit.”
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The organization of each Policy Explanation is as follows:

= The Policy Title as it appears in the Microsoft Management Console Group Policy
shap-in.

= Next, the default configuration, or default settings of the policy are listed, followed by
all possible settings available to the administrator.

= Finally, an explanation of the policy is provided. In many instances this is taken
directly from the Explanation Tab for the policy itself. Additional comments have been
provided for policies where the MMC explanation was determined lacking.

A concerted effort has been made to make this reference as robust as possible before
general release; however, as with any large document, perfection is an iterative process.
Please inform us of any corrections or omissions.

Hopefully, the Group Policy Reference will save the reader from wildly left-clicking
through the Group Policy snap-in in search of a particular policy.

About the Group Policy Reference

This document consists of the following chapters:

Chapter 1, “Computer Configuration,” delineates policy settings available for
computers within an Active Directory-enabled domain, including Software Settings,
Windows Settings, Administrative Templates and all respective sub-nodes.

Chapter 2, “User Configuration,” delineates policy settings available for users within an
Active Directory-enabled domain, including Software Settings, Windows Settings,
Administrative Templates and all respective sub-nodes.

Index, a collection of the most useful/common keywords in the Group Policy snap-in.
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Computer Configuration

This includes all computer-related policies that specify operating system behavior,
desktop behavior, application settings, security settings, computer assigned options, and
computer startup and shutdown scripts. Computer-related Group Policy is applied when
the operating system initializes and during periodic refresh cycle.

S
)
g
5
a
£ .
)
@)
-
S
)
Q
a
@®
c
@)

Software Settings

The Software Settings node only contains the Software Installation object. Software
Installation permits the administrator to create and modify unique sets of software
packages to push out to the network users.

Software Installation

Software Installation helps you specify how applications are installed and maintained
within your organization.

You manage an application within a Group Policy object, which is in turn associated with
a particular Active Directory container — either a site, domain, or organizational unit.
Applications can be managed in one of two modes: assigned or published.

You assign an application when you want everyone to have the application on his or her
computer. For example, suppose you want all users in a marketing department to have
Microsoft Excel on their computers. A Group Policy object manages every user in
marketing. When you assign Microsoft excel within the marketing Group Policy object,
Microsoft Excel is advertised on every marketing user’'s computer. When an assigned
application is advertised, it is not actually installed on the computer. h the case, the
application advertisement installs only enough information about Microsoft Excel to make
the Microsoft Excel shortcuts appear on the Start menu and the necessary file
associations (.xIs) appear in the registry.

When these users log on to heir computers, Microsoft Excel appears on their Start
menu. When they select Microsoft Excel from the Start menu for the first time, Microsoft
Excel is installed. A user can also install an advertised application by opening a
document associated with the application (either by file name extension or by COM-
based activation). If a user who has not yet activated Microsoft Excel from the Start menu
clicks a Microsoft Excel spreadsheet to open it, then Microsoft Excel is installed and the
spreadsheet opens.

A user can delete an assigned application, but the assigned application is advertised
again the next time the user logs on. It will be installed the next time a user selects it from
the Start menu.

You publish an application when you want the application to be available to people
managed by the Group Policy object, should a user want the application. With published
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applications, it is up to each person to decide whether or not to install the published
application.

For example, if you publish Microsoft Image Composer to users managed by the
marketing Group Policy object and a marketing user wants to install Image Composer,
the user can use Add/Remove Programs in Control Panel, click Image Composer from
the list of published applications, and then install it. If users do not install Image
Composer using Add/Remove Programs in Control Panel, and if the .jpg file name
extension for the image document is associated with Image Composer, then Image
Composer can be installed for users when they first open any .jpg document.

Windows Settings

Scripts (Startup/Shutdown)

Place startup and shutdown scripts for computers in this folder. You use this extension to
specify scripts that are to run at computer startup or shutdown. These scripts run as
Local System.

Windows 2000 includes Windows Script Host, a language-independent scripting host for
32-bit Windows platforms that includes both Visual Basic Scripting Edition (VBScript) and
JScript scripting engines. You can use Windows Script Host to run .vbs and .js scripts
directly on the Windows desktop or command console, without the need to embed those
scripts in an HTML document.

Security Settings

Account Policies

Password Policy

For domain or local user accounts, determines settings for passwords such as
enforcement lifetimes.

m  Enforce password history

Default settings: 1 passwords remembered
Minimum setting is: 0 passwords, do not keep password history

Maximum setting is: 24 passwords

m  Maximum password age

Default Setting: 0 days
Minimum setting is: 0 days

Maximum setting is: 998 days

®m  Minimum password age

Default Setting: 0 days
Minimum setting is: 0 days

Maximum setting is: 998 days
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®m  Minimum password length

Default Setting: 0 characters
Minimum setting is: O characters

Maximum setting is: 14 characters

m Passwords must meet complexity requirements

I Default Setting: Disabled

Administrator may choose from among the following: Enabled, Disabled.
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m  Store password using reversible encryption for all users in the domain

Default Setting: Disabled
Administrator may choose from among the following: Enabled, Disabled.

Account Lockout Policy

For domain or local user accounts, determines when and for whom an account will be
locked out of the system.

m  Account lockout duration

Default Setting: Not Defined
When defined, default value is 30 minutes

m  Account lockout threshold

I Default Setting: 0 invalid logon attempts

m  Reset account lockout counter after

I Default Setting: Not Defined

When defined, default value is 5 minutes

Kerberos Policy

For domain user accounts, determines Kerberos-related settings, such as ticket lifetimes
and enforcement.

m  Enforce user logon restrictions
| Default Setting: Enabled
m  Maximum lifetime for service ticket

Default Setting: 600 minutes
Minimum setting is: 0 minutes, ticket doesn't expire

Maximum setting is: 99,999 minutes

UNCLASSIFIED 4
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m  Maximum lifetime for user ticket

Default Setting: 10 hours
Minimum setting is: 0 hours, ticket doesn’t expire

Maximum setting is: 99,999 hours
m  Maximum lifetime for user ticket renewal

Default Setting: 7 days

Minimum setting is: 0 days, ticket doesn’t expire
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Maximum setting is: 99,999 days

m  Maximum tolerance for computer clock synchronization

Default Setting: 5 minutes
Minimum setting is: 0 minutes

Maximum setting is: 99,999 minutes

Local Policies

These policies pertain to the computer. Local policies are based on the computer you are
logged into, and the rights you have on that particular computer.

Local Policies, by definition, are local to a computer. When these settings are imported to
a Group Policy object in Active Directory, they will affect the local security settings of any
computer accounts to which that Group Policy object is applied. In either case, your user
account rights may no longer apply if there is a local policy setting that overrides those
privileges.

Audit Policy

Determines which security events are logged into the Security log on the computer
(successful attempts, failed attempts or both). The Security log is part of Event Viewer.

m  Audit account logon events

I Default Setting: Not defined

When defined, administrator may choose to audit these attempts: Success, Failure

m  Audit account management

I Default Setting: Not defined

When defined, administrator may choose to audit these attempts: Success, Failure

m  Audit directory service access

I Default Setting: Not defined

When defined, administrator may choose to audit these attempts: Success, Failure
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m  Audit logon events

I Default Setting: Not defined

When defined, administrator may choose to audit these attempts: Success, Failure

m  Audit object access

I Default Setting: Not defined

When defined, administrator may choose to audit these attempts: Success, Failure
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m  Audit policy change

I Default Setting: Not defined

When defined, administrator may choose to audit these attempts: Success, Failure
m  Audit privilege use

I Default Setting: Not defined

When defined, administrator may choose to audit these attempts: Success, Failure

m  Audit process tracking

I Default Setting: Not defined

When defined, administrator may choose to audit these attempts: Success, Failure

m  Audit system events

Default Setting: Not defined
When defined, administrator may choose to audit these attempts: Success, Failure

User Rights Assignment
m  Access this computer from the network

Default Setting: Not defined
When defined, administrator may select which users or groups this policy will apply.

m Act as part of the operating system

Default Setting: Not defined
When defined, administrator may select which users or groups this policy will apply.

m  Add workstations to domain

Default Setting: Not defined
When defined, administrator may select which users or groups this policy will apply.

m  Back up files and directories

| Default Setting: Not defined

UNCLASSIFIED 6
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I When defined, administrator may select which users or groups this policy will apply.

Bypass traverse checking

I Default Setting: Not defined

When defined, administrator may select which users or groups this policy will apply.

Change the system time

I Default Setting: Not defined

When defined, administrator may select which users or groups this policy will apply.

Create a pagefile

I Default Setting: Not defined

When defined, administrator may select which users or groups this policy will apply.

Create a token object

Default Setting: Not defined
When defined, administrator may select which users or groups this policy will apply.

Create permanent shared objects

I Default Setting: Not defined

When defined, administrator may select which users or groups this policy will apply.

Debug programs

I Default Setting: Not defined

When defined, administrator may select which users or groups this policy will apply.

Deny access to this computer from the network

I Default Setting: Not defined

When defined, administrator may select which users or groups this policy will apply.

Deny logon as a batch job

I Default Setting: Not defined

When defined, administrator may select which users or groups this policy will apply.

Deny logon as a service

I Default Setting: Not defined

When defined, administrator may select which users or groups this policy will apply.

UNCLASSIFIED



Deny logon locally

When defined, administrator may select which users or groups this policy will apply.

I Default Setting: Not defined

Enable computer and user accounts to be trusted for delegation

I Default Setting: Not defined

When defined, administrator may select which users or groups this policy will apply.

Force shutdown from a remote system

I Default Setting: Not defined

When defined, administrator may select which users or groups this policy will apply.

Generate security audits

I Default Setting: Not defined

When defined, administrator may select which users or groups this policy will apply.

Increase quotas

I Default Setting: Not defined

When defined, administrator may select which users or groups this policy will apply.

Increase scheduling priority

I Default Setting: Not defined

When defined, administrator may select which users or groups this policy will apply.

Load and unload device drivers

I Default Setting: Not defined

When defined, administrator may select which users or groups this policy will apply.

Lock pages in memory

When defined, administrator may select which users or groups this policy will apply.

I Default Setting: Not defined

Log on as a batch job

I Default Setting: Not defined

When defined, administrator may select which users or groups this policy will apply.

Log on as a service

I Default Setting: Not defined

When defined, administrator may select which users or groups this policy will apply.
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Log on locally

Default Setting: Not defined
When defined, administrator may select which users or groups this policy will apply.

Manage auditing and security log

I Default Setting: Not defined

When defined, administrator may select which users or groups this policy will apply.

Modify firmware environment values

I Default Setting: Not defined

When defined, administrator may select which users or groups this policy will apply.

Profile single process

I Default Setting: Not defined

When defined, administrator may select which users or groups this policy will apply.

Profile system performance

I Default Setting: Not defined

When defined, administrator may select which users or groups this policy will apply.

Remove computer from docking station

I Default Setting: Not defined

When defined, administrator may select which users or groups this policy will apply.

Replace a process level token

I Default Setting: Not defined

When defined, administrator may select which users or groups this policy will apply.

Restore files and directories

Default Setting: Not defined
When defined, administrator may select which users or groups this policy will apply.

Shut down the system

I Default Setting: Not defined

When defined, administrator may select which users or groups this policy will apply.

Synchronize directory service data

I Default Setting: Not defined

When defined, administrator may select which users or groups this policy will apply.
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Security Options

Take ownership of files or other objects

I Default Setting: Not defined

When defined, administrator may select which users or groups this policy will apply.

Additional restrictions for anonymous connections

Default Setting: Not defined

When defined, default setting is: None. Rely on default permissions. Administrator may select
from among the following:
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- None. Rely on default permissions
- Do not allow enumeration of SAM accounts and shares

- No access without explicit anonymous permissions

Allow server operators to schedule tasks (domain controllers only)

Default Setting: Not defined

When defined, default setting is: Disabled. Administrator may choose from among the following:
Enable, Disabled.

Allow system to be shut down without having to log on

Default Setting: Not defined
When defined, default setting is: Disabled.

Allowed to eject removable NTFS media

Default Setting: Not defined

When defined, default setting is: Administrators Group. Administrators may choose from among
the following:

- Administrators
- Administrators and Power Users

- Administrators and Interactive Users
Amount of idle time required before disconnecting session

I Default Setting: Not defined

When defined, default setting is: 1 minute.
Audit the access of global system objects

Default Setting: Not defined

When defined, default setting is: Disabled. Administrator may choose from among the following:
Enabled, Disabled.

UNCLASSIFIED 10
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Audit use of Backup and Restore privilege

Default Setting: Not defined

When defined, default setting is: Disabled. Administrator may choose from among the following:
Enabled, Disabled.

Automatically log off users when logon time expires

I Default Setting: Disabled

Administrator may choose from among the following: Enabled, Disabled.

Automatically log off users when logon time expires (local)

Default Setting: Not defined

When defined, default setting is: Disabled. Administrator may choose from among the following:
Enabled, Disabled.

Clear virtual memory pagefile when system shuts down

Default Setting: Not defined

When defined, default setting is: Disabled. Administrator may choose from among the following:
Enabled, Disabled.

Digitally sign client communication (always)

Default Setting: Not defined

When defined, default setting is: Disabled. Administrator may choose from among the following:
Enabled, Disabled.

Digitally sign client communication (when possible)

Default Setting: Not defined

When defined, default setting is: Disabled. Administrator may choose from among the following:
Enabled, Disabled.

Digitally sign server communication (always)

Default Setting: Not defined

When defined, default setting is: Disabled. Administrator may choose from among the following:
Enabled, Disabled.

Digitally sign server communication (when possible)

Default Setting: Not defined

When defined, default setting is: Disabled. Administrator may choose from among the following:
Enabled, Disabled.

Disable CTRL+ALT+DEL requirement for logon

| Default Setting: Not defined
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When defined, default setting is: Disabled. Administrator may choose from among the following:
Enabled, Disabled.

Do not display last user name in logon screen

Default Setting: Not defined

When defined, default setting is: Disabled. Administrator may choose from among the following:
Enabled, Disabled.

LAN Manager Authentication Level

Default Setting: Not defined

When defined, default setting is: Send LM & NTLM responses. Administrator may choose from
among the following:

- Send LM & NTLM responses

- Send LM & NTLM - use NTLM v2 session security if negotiated
- Send NTLM response only

- Send NTLMv2 response only

- Send NTLMv2 response onlyirefuse LM

- Send NTLMv2 response onlyirefuse LM & NTLM

Message text for users attempting to log on

Default Setting: Not defined
When defined, administrator may add text.

Message title for users attempting to log on

I Default Setting: Not defined

When defined, administrator may add text.

Number of previous logons to cache (in case domain controller is not available)

Default Setting: Not defined
When defined, default setting is: 1.

Prevent system maintenance of computer account password

Default Setting: Not defined

When defined, default setting is: Disabled. Administrator may choose from among the following:
Enabled, Disabled.

Prevent users from installing printer drivers

Default Setting: Not defined

When defined, default setting is: Disabled. Administrator may choose from among the following:
Enabled, Disabled.
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Prompt user to change password before expiration

Default Setting: Not defined
When defined, default setting is: 0 days.

Recovery Console: Allow automatic administrative logon

Default Setting: Not defined

When defined, default setting is: Disabled. Administrator may choose from among the following:
Enabled, Disabled.

Recovery Console: Allow floppy copy and access to all drives and all folders

Default Setting: Not defined

When defined, default setting is: Disabled. Administrator may choose from among the following:
Enabled, Disabled.

Rename administrator account

I Default Setting: Not defined

When defined, administrator may rename account.

Rename guest account

I Default Setting: Not defined

When defined, administrator may rename account.

Restrict CD-ROM access to locally logged-on user only

Default Setting: Not defined

When defined, default setting is: Enabled. Administrator may choose from among the following:
Enabled, Disabled.

Restrict floppy access to locally logged-on user only

Default Setting: Not defined

When defined, default setting is: Enabled. Administrator may choose from among the following:
Enabled, Disabled.

Secure Channel: Digitally encrypt secure channel data (always)

Default Setting: Not defined

When defined, default setting is: Disabled. Administrator may choose from among the following:
Enabled, Disabled.

Secure Channel: Digitally encrypt secure channel data (when possible)

| Default Setting: Not defined
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When defined, default setting is: Disabled. Administrator may choose from among the following:
Enabled, Disabled.

Secure Channel: Digitally sign secure channel data (when possible)

Default Setting: Not defined
When defined, default setting is: Disabled. Administrator may choose from among the following:
Enabled, Disabled.

Secure Channel: Require strong (Windows 2000 or later) session key

Default Setting: Not defined

When defined, default setting is: Disabled. Administrator may choose from among the following:
Enabled, Disabled.

Secure system patrtition (for RISC platforms only)

Default Setting: Not defined
When defined, default setting is: Enabled. Administrator may choose from among the following:
Enabled, Disabled.

Send unencrypted password to connect to third-party SMB servers

Default Setting: Not defined
When defined, default setting is: Disabled. Administrator may choose from among the following:
Enabled, Disabled.

Shut down system immediately if unable to log security audits

Default Setting: Not defined
When defined, default setting is: Disabled. Administrator may choose from among the following:
Enabled, Disabled.

Smart card removal behavior

Default Setting: Not defined

When defined, default setting is: No Action. Administrator may choose from among the
following:

- No Action
- Lock Workstation

- Force Logoff
Strengthen default permissions of global system objects (e.g. Symbolic links)

Default Setting: Not defined

When defined, default setting is: Disabled. Administrator may choose from among the following:
Enabled, Disabled.
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m  Unsigned driver installation behavior

Default Setting: Not defined

When defined, default setting is: Silently succeed. Administrator may choose from among the
following:

- Silently succeed
- Warn but allow installation

- Do not allow installation

m  Unsigned non-driver installation behavior
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Default Setting: Not defined

When defined, default setting is: Silently succeed. Administrator may choose from among the
following:

- Silently succeed
- Warn but allow installation

- Do not allow installation

Event Log
Setting for Event Logs

m  Maximum application log size

Default Setting: Not defined

When defined, default setting is: 512 kilobytes. Minimum value is 64 bytes. Maximum value is
4194240 kilobytes.

m  Maximum security log size

Default Setting: Not defined

When defined, default setting is: 512 kilobytes. Minimum value is 64 kilobytes. Maximum value
is 4194240 kilobytes.

m  Maximum system log size

Default Setting: Not defined

When defined, default setting is: 512 kilobytes. Minimum value is 64 kilobytes. Maximum value
is 4194240 kilobytes.

m  Restrict guest access to application log

Default Setting: Not defined

When defined, default setting is: Disabled. Administrator may choose from among the following:
Enabled, Disabled.

m  Restrict guest access to security log

| Default Setting: Not defined
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When defined, default setting is: Disabled. Administrator may choose from among the following:
Enabled, Disabled.

Restrict guest access to system log

Default Setting: Not defined

When defined, default setting is: Disabled. Administrator may choose from among the following:
Enabled, Disabled.

Retain application log

Default Setting: Not defined
When defined, default setting is: 7 days. Minimum value is 1 day. Maximum value is 365 days.

Retain security log

Default Setting: Not defined
When defined, default setting is: 7 days. Minimum value is 1 day. Maximum value is 365 days.

Retain system log

Default Setting: Not defined
When defined, default setting is: 7 days. Minimum value is 1 day. Maximum value is 365 days.

Retention method for application log

Default Setting: Not defined

When defined, default setting is: Overwrite events by days. Administrator may choose from
among the following:

- Overwrite events by days
- Overwrite events as needed

- Do not overwrite events (clear log manually)

Retention method for security log

Default Setting: Not defined

When defined, default setting is: Overwrite events by days. Administrator may choose from
among the following:

- Overwrite events by days
- Overwrite events as needed

- Do not overwrite events (clear log manually)

Retention method for system log

Default Setting: Not defined

When defined, default setting is: Overwrite events by days. Administrator may choose from
among the following:
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- Overwrite events by days
- Overwrite events as needed

- Do not overwrite events (clear log manually)

m  Shut down the computer when the security audit log is full

Default Setting: Not defined

When defined, default setting is: Disabled. Administrator may choose from among the following:
Enabled, Disabled.
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Restricted Groups

This provides an important new security feature that acts as a governor for group
membership. Restricted Groups automatically provides security memberships for default
Windows 2000 groups that have predefined capabilities, such as Administrators, Power
Users, Print Operators, Server Operators, and Domain Admins. You can later add any
groups that you consider sensitive or privileged to the Restricted Groups security list.

For example, the Power Users group is automatically part of Restricted Groups, since it is
a default Windows 2000 group. Assume it contains two users: Alice and Bob. Bob adds
Charles to the group, through the Active Directory Users and Computers snap-in, to
cover for him while he is on vacation. However, no one remembers to remove Charles
from the group when Bob comes back from vacation. In actual deployments, over time,
these situations can add up, resulting in extra members in various groups, members who
should no longer have these rights. Configuring security through Restricted Groups can
prevent this situation. Since only Alice and Bob are listed in the Restricted Groups node
for Power Users, when Group Policy settings are applied, Charles is removed from the
group automatically.

Configuring Restricted Groups ensures that group memberships are set as specified.
Groups and users not specified in Restricted Groups are removed from the specific
group. In addition, the reverse membership configuration option ensures that each
Restricted Group is a member of only those groups specified in the Member Of column.
For these reasons, Restricted Groups should be used primarily to configure membership
of local groups on workstation or member servers.

System Services

The Administrator can configure security attributes for all existing system services on the
local computer. System Services lists all services on the machine alphabetically. The
administrator may determine which services are permitted to execute and by which users
or Security Group (Everyone, Server Operators, etc...).

All services have the following default settings:

Startup: Not defined

Permission: Not defined

When defined, default settings are:

Startup: Disabled

Permission: Everyone, Full Control

The Administrator may choose from among the following for Startup:
- Automatic

- Manual
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- Disabled

- The Administrator may choose from among the following for Permission: Any Security Group

or user. 5
=
Registry g'
The Administrator can configure attributes for all existing registry keys on the local 8
system. The Registry node is empty by default. The Administrator may add registry keys '
into this node, and configure the key with specific permissions. When adding and :' ¢
configuring a key, the following occurs: %)_
Administrator may choose from among the following registry trees: E
CLASSES_ROOT ©
MACHINE
USERS

Once a key is selected, the Administrator must set the permissions for the key.

| Default Setting for Permission is: Everyone, Full Control

Another dialog box appears titled Template Security Policy Setting. Below is a screen
shot of the dialog box with its default settings.

Template Security Policy Setting 2 x|

S| MACHIMENSOFT'wWARE YPalicies\Microzoft\Conferencing

% Configure this key ther

{* Propagate inheritable permiszions to all subkeys

" Feplace existing permissions on all sublkeys with inheritable
pEMmiszions

" Do not allow permizsions on this key to be replaced

Edit Security... I
)4 I Cancel

Once OK is selected, the key is added to the Registry node with the following defaults:

Default Settings for Permission: nothing displayed
Default Setting for Audit: nothing displayed

File System

The Administrator can configure the security attributes for all existing files and folders in
the local file system. The File System node is empty by default. The Administrator may
add files and folders to this node, and configure the file or folder with specific
permissions. When adding and configuring, the following occurs:
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The Administrator may browse among all valid drives on the system (A:, C:, etc...) to locate a
particular file or folder.

Once the file or folder is selected the Administrator must set permissions.

I Default Setting for Permission: Everyone, Full Control

Another dialog box appears titled Template Security Policy Setting. Below is a screen
shot of the dialog box with its default settings.

Template Security Policy Setting i]ﬂ

ESyaternDrivezhPEMWARE
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' Configure this file or folder ther

{* Propagate inheritable permissions to all subfalders and files

™ Beplace existing permizzions on all subfolders and files with
inheritable permissions

" Do not allow permissions on thiz file or folder o be replaced

Edit Security... I
K I Cancel

Once OK is selected, the file or folder is added to the File System node with the following
defaults:

Default Settings for Permission: nothing displayed
Default Setting for Audit: nothing displayed

Public Key Policies
Using public key policy settings in Windows 2000 Group Policy you can:

Have computers automatically submit a certificate request to an enterprise
certification authority and install the issued certificate. This is useful for ensuring
that computers have the certificates that they need for performing public key
cryptographic operations in your organization (to use for IP security or client
authentication, for example). See Automatic certificate request settings for more
information about certificate auto-enrollment for computers.

Create and distribute a certificate trust list. A certificate trust list is a signed list of

root certification authority certificates that an administrator considers reputable for
designated purposes such as client authentication or secure e-mail. If you want to trust a
certification authority's certificates for IP security but not client authentication, then a
certificate trust list is the way you can implement that trust relationship. See Enterprise
trust policy for more information about certificate trust lists.

Establish common trusted root certification authorities. This policy setting is
useful for making computers and users subject to common root certification authorities (in

19 UNCLASSIFIED



addition to the ones they already individually trust). It is not necessary to use this policy
setting for certification authorities in a Windows 2000 domain, since they are already
trusted by all users and computers in the domain. This policy & primarily useful for
establishing trust in a root certification authority that is not a part of your organization.
See Policies to establish trust of root certification authorities for more information about
certificate trust lists.

Add encrypted data recovery agents and change the encrypted data recovery
policy settings. See Encrypting File System and data recovery in the Windows 2000
Help File for more information about this policy setting.

Using these public key policy settings in Group Policy is not necessary for deploying a
public key infrastructure in your organization. However, these settings do give you
additional flexibility and control when establishing trust in certification authorities, issuing
certificates to computers, and deploying the encrypting file system (EFS).

The following four nodes are located within Public Key Policies: Encrypted Data
Recovery Agents, Automatic Certificate Request Settings, Trusted Root Certification
Authorities, and Enterprise Trust.

Encrypted Data Recovery Agents

A recovery policy refers to the policy that users in your computing environment adhere to
when recovering encrypted data. A recovery policy is a type of public key policy.

When Windows 2000 Server is installed, a recovery policy is automatically implemented
for the domain when the first domain controller is set up. The domain administrator is
issued the self-signed certificate, which designates the domain administrator as the
recovery agent.

EFS provides built-in data recovery by enforcing a recovery policy requirement. The
requirement is that a recovery policy must be in place before users can encrypt files. The
recovery policy provides for a person to be designated as the recovery agent. A recovery
policy is automatically put in place when the administrator logs on to the system for the
first time, making the administrator the recovery agent.

The following is the default settings for recovery agents:
Default Settings:
Issued To: Administrator
Issued By: Administrator
Expiration Date: 1/4/2003
Intended Purposes: File Recovery

Friendly Name: <None>

The default recovery policy is configured locally for stand-alone computers. For
computers that are part of a network, the recovery policy is configured at either the
domain, organizational unit, or individual computer level, and applies to all
Windows 2000-based computers within the defined scope of influence. Recovery
certificates are issued by a Certificate Authority (CA) and managed using Certificates in
the Microsoft Management Console (MMC).

On a network, the recovery policy is set up by a domain administrator or recovery agent
who controls the recovery keys for all computers in the scope of influence for the policy.

Because the security subsystem handles enforcing, replicating, and caching of the
recovery policy, users can implement file encryption on a system that is temporarily
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offline, such as a portable computer. (This process is similar to logging on to their domain
account using cached credentials).

Administrators can define one of three kinds of policies: a no-recovery policy, an empty
recovery policy, or a recovery policy with one or more recovery agents.

Recovery-agent policy. When an administrator adds one or more recovery agents, a recovery-
agent policy is in effect. These agents are responsible for recovering any encrypted data within
their scope of administration. This is the most common type of recovery policy.

Empty recovery policy. When an administrator deletes all recovery agents and their public-key
certificates, an empty recovery policy is in effect. An empty recovery policy means that no one is
a recovery agent, and that users cannot encrypt data on computers within the scope of
influence of the recovery policy. The effect of an empty recovery policy is to turn off EFS
altogether.

No-recovery policy. When an administrator deletes the group recovery policy, a no-recovery
policy is in effect. Because there is no group recovery policy, the default local policy on
individual computers is used for data recovery. This means that local administrators control the
recovery of data on their computers.

Automatic Certificate Request Settings

Certificate enrollment is the process of requesting, receiving, and installing a certificate.
By using automatic certificate settings in public key policies, you can have computers
associated with a Group Policy object automatically enroll for certificates. This can save
you the step of explicitly enrolling for computer-related certificates for each computer.

After establishing an automatic certificate request, the actual certificate requests will
occur the next time the computers associated with the Group Policy object log on to the
network.

Creating an automatic certificate request requires that you know the following two things:

The certificate type you want computers associated with the Group Policy
object to enroll for automatically. Computers can only automatically request

certificate types that have a purpose associated with computers, not users. Examples of
computer-related certificates would be:

Computer certificates.
IPSec certificates.

Web Server certificates.

The certification authority (CA) that can issue the certificate.
You can select from among a predefined list of CAs. The CA that you select must be
capable of issuing a certificate of the type and purpose you have specified.

Note: Automatic certificate requests work only with Windows 2000 certification
authorities (CAs) running the enterprise policy module. You also need to have
administrative privileges to establish automatic certificate requests for a Group Policy
object.

Trusted Root Certification Authorities

If your organization has its own Windows 2000 root CAs and uses Active
Directory, you do not need to use the Group Policy mechanism to distribute root
certificates.
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If your organization has its own root CAs that are not installed on
Windows 2000 servers, you should use the Trusted Root Certification Authority Policy
to distribute your organization's root certificates.

To establish a trusted root certification authority (CA) using Group Policy, the Group
Policy object that you create must have access to the root certificate. This requires that
you import a copy of the root authority certificate. To import a trusted root certificate you
will need the root certificate in the form of a PKCS #12 file (.pfx, .p12), a PKCS #7 fle
(.spc, .p7b), a certificate file (.cer, .crt), or a Microsoft Serialized Certificate Store file
(.sst).

If your organization does not have its own CAs, you should use the Enterprise Trust

Policy to create certificate trust lists to establish your organization's trust of external root
CAs.
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Enterprise Trust

If your organization does not have its own CAs, you should use the Enterprise Trust

Policy to create certificate trust lists to establish your organization's trust of external root
CAs.

A Certificate Trust List (CTL) allows you to control trust of the purpose and validity period
of certificates issued by external certification authorities (CAS).

Typically, a CA can issue certificates for a wide variety of purposes such as secure e-mail
or client authentication. But there may be reasons that you want to limit the trust of
certificates issued by a particular CA, especially if the CA is external to your organization.
This is where creating a certificate trust list and using it via Group Policy is useful.

Suppose, for example, a CA named "My CA" is capable of issuing certificates for server
authentication, client authentication, code signing, and secure e-mail. However, you only
want to trust certificates issued for the purpose of client authentication by "My CA". You
can create a certificate trust list and limit the purpose for which you trust certificates
issued by "My CA" so that they are only valid for client authentication. Any certificates
issued for another purpose by "My CA" will not be accepted for use by any computer or
user in the scope of the Group Policy object to which the certificate trust list is applied.

There can be multiple certificate trust lists in an organization. Since the uses and trusts of
certificates for particular domains or organizational units may be different, you can create
separate certificate trust lists to reflect these uses, and assign particular certificate trust
lists to particular Group Policy objects.

IP Security Policies on Active Directory

IPSec policies that are assigned to a Group Policy object in Active Directory become part
of Group Policy, and are transferred to the member computers each time Group Policy
propagates.

When assigning an IPSec policy in Active Directory, consider the following:

IPSec policies assigned to a domain policy will override any active, local IPSec policy only when
that computer is connected to the domain.

IPSec policies assigned to an organizational unit will override an IPSec policy assigned to the
domain policy, for any member computers of that organizational unit. The IPSec policy assigned
to the lowest-level organizational unit will override an IPSec policy assigned to a higher-level
organizational unit, for any member computers of that organizational unit.

Windows 2000 provides a set of predefined IPSec policies. By default, all predefined
policies are designed for computers that are members of a Windows 2000 domain. They
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may be assigned without further action, modified, or used as a template for defining
custom policies. Each predefined policies comes with a set of predefined rules and
predefined filter actions.

Predefined Rules: Like the predefined policies, the default response rule is provided for
activation without further action or it may be modified to fit specific needs. It is added to
each new policy you create, but not automatically activated. It is for any computers that
do not require security, but must be able to appropriately respond when another
computer requests secured communications.

Predefined Filter Actions: Like the predefined rules, these are provided for activation
without further action, modification, or as a template for defining custom filter actions.
They are available for activation in any new or existing rule:

Require Security. High security. Unsecured communication will not be allowed.

Request Security (Optional). Medium to low security. Unsecured communication is allowed, to
enable communication with computers that do not or can not negotiate IPSec.

The following three nodes are the predefined IPSec policies for Windows 2000:

m  Client (Respond Only)
m  Secure Server (Require Security)
m  Server (Request Security).

Client (Respond Only)

This is used for computers which should not secure communications most of the time.
For example, intranet clients may not require IPSec, except when requested by another
computer. This policy enables the computer on which it is active to respond appropriately
to requests for secured communications. The policy contains a default response rule,
which enables negotiation with computers requesting IPSec. Only the requested protocol
and port traffic for the communication is secured.

The following is the Predefined Rule for Client (Respond Only):

IP Filter Filter Action Authentication Tunnel Setting Connection Type
Dynamic Default Kerberos None All
Response

Other default settings are:

Check for policy changes every 180 minutes. Minimum value is 0 minutes. Maximum value is
43,200 minutes.

Key Exchange Values

Authenticate and generate a new key after every 480 minutes. Minimum value is 1 minute.
Maximum value is 71,582,788 minutes.

Authenticate and generate a new key after every 0 sessions. Minimum value is 0 sessions.
Maximum value is 2,147,483,647 sessions.
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Default Settings for Security Methods are listed in the table below. Each security method
defines the security requirements of any communications to which the associated rule
applies. Creating multiple security methods increases the chance that a common method

can be found between two computers. ‘E
The ISAKMP/Oalfle-y service reads .the list of security mgthods in descending order, and g' _
exchanges negotiation messages with the other peer until a common method is found. o
Type Encryption Integrity Diffie-Hellman Group : _
IKE 3DES SHA1 Medium(2) I
IKE 3DES MD5 Medium(2) ;ml
IKE DES SHA1 Low(1) ©
IKE DES MD5 Low(1)

Secure Server (Require Security)

This is used for computers that always