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explicitly specified.Thefile_typeautotransmacroadds
a type transitionrule to this macroso that the file type
transitionoccus automaticallywhenthe domaincreates
afile in thedirectoy type.

The usesshlib macroexpards to accessvectorrules
that grant a domain the ability to execue the system
dynamic loades andto execue codefrom the system
sharedlibraries. The canexec macrograrts a doman
the ability to execue a programtype without transition
ing into a new domain. The canexecany macrogrants
adomaintheability to execue ary systemprogram.

Thecannetworkmacroexpardsto accesyectorrules
that grart a domainthe ability to perform unrestricte
network communicationvia UDP or TCP soclets. This
macrograrts thedoman permissios to thedefaut mes-
sagetypesfor eachnetwork interfacesothatthedoman
cancommunicatewith systemshatdo not provide mes-
sagelabeling Whenmessagéabelingis provided, sep-
arateaccess/ectorrulesmustbe definedfor the pair of
domans that are communicating. The canicp_conrect
andcanudpsendmacrosexpandto accessecta rules
thatauthaize specificpairsof domans to commnunicate.
SinceFlaskdoesnotyetprovide messagéabelingacrass
the network, thesemacrosare only necessaryor com-
municdion acrosgheloopbackinterface

For UNIX domain IPC, the canunix_conrect and
can.unix.sendmacre expand to acceswyecta rulesthat
authaize specific pairs of domains to comnunicate.
Thesemacrs do not authoize the transferof openfile
descriptims betweendomains, so additioral rules must
bedefinedin the configurationif thatis desired.

The cansysctimacroexpards to accessvectorrules
thatgrart a domain the ability to modfy ary sysctlpa-
rameters. It might be usefu to separatepermissions
for the modpr obe pathfrom the other sysctl parane-
ters, sincethis pathis especiallysecurity-citical. The
cancreatepty macroexpards to a setof rulesthatal-
low a useror administrato domain to createandaccess
pseudderminalswith acorrespondig derivedtype. The
can.createother pty macroexpardsto asetof rulesthat
allow a domainto createand accesspseudoterminals
on behalfof anotherdomain asin the caseof gnone-
pty- hel per.

3.2 TypeAttrib utes

Eachtype canhave an optioral setof attributesasso-
ciatedwith it. A type attribute is usedto identify a set
of typeswith a similar property. Whena type attribute
is usedin arule, it is expardedto the setof types with
thatattribute. Hence type attributescanbe usedto con-
venienly grouw typestogetherandexpresssharedorop
ertiesfor all typeswith the attribute. By prefixing atype
attribute with the tilde characte a rule canalsobe ap-
pliedto all types thatdo not have the specifiedattribute.
Thepolicy languagedoesnotyet supprt asetdifference
operdor for typeattributes.

The domainattribute is usedto identify all typesthat
canbe usedasdomeins. The TE configuationusesthis
attribute in rulesto grantevery domaina standardset
of pernissions. This attribute is also usedin rulesto
allow certainprivileged domans to sendsignalsto all
processesandto inspectthe pr ocf s entriesof all pro-
cessesAn access/ectorassertiorusesthis attribute to
verify that only typeswith the domainattribute canbe
enteredoy proesses.

The privuser attribute is usedto identify all domains
thatcanchargetheir useridentity. Theprivrole attribute
is usedto identify all domairs thatcanchang theirrole.
The privowner attribute is usedto identify all domains
that canlabel objectswith otheruseridertities. These
restrictionsarespecifiedn the constrants configuation.

The privliog attribute is usedto identify all dormains
that cancomnunicatewith sysl ogd throud its Unix
doman soclet. This attribute is usedin rules that
grantthenecessarfile pernissionsto thecorrespndirg
socletfile. It is alsousedn rulesthatgrantthenecessary
socletpermissios for comnunicatingwith syslad. The
privmemattributeis usedto identify all domans thatcan
acceskernelmemorydevices. This attribute is usedin
an assertiorthat only thesedomairs have reador write
accesgso thememorydevice type.

Theexectypeattributeis usedto identify all file types
thatareusedasentrypoint executablefor domans. This
attributeis usedin the can.execanymacroto allow gen-
eralexecue accesgo theseprogams,althoudn the abil-
ity to transitionto the correspondiy domainsis more
restricted.lt is alsousedin anacceswyectorassertiorto
verify thatentrypoint execuablescanonly be modified
deletedpr renamedy administrators.



3 TE CONFIGURATION

3.3 Generallypes

Severalattributesaredefinedto identify all typesused
for a particula kind of object. For examge, file type
is usedto identify all file types,fs_typeattribute is used
to identify all file systemtypes, and netif typeis used
to identify all network interfacetypes. Theseattributes
are usedin accessvecta rulessuchasa rule to allow
all file typesto be createdin a file systemtype anda
ruleto allow thei ni t r ¢ scriptsto configueall network
interfaces.

Thepidfileattributeis usedo identify all file typesthat
areusedasPIDfilesin/ var / r un. Thetmpfileattribute
is usedto identify all files typesthatareusedastempe
rary files in oneof thet np directories. The sysadmfile
attributeis usedto identify file typesthatarefully acces-
sible by the systemadministréor domain(sysadnz).

3.3 General Types

The t ypes subdirectoy containsseveral files with
declaratios for gereraltypes(types not associatedavith
a particulardomain) and somerules defining relation
shipsamorg thosetypes. Relatedtypesare groupedto-
getherinto eachfile in this directay, e.g.all device type
declaratimsarein thedevi ce. t e file.

This sectiondescribegachgeneal typedefinedn the
configuation. Domairs and their associatedypesare
discussedh the next section.This sectionbegins by dis-
cussingypesdefinedor new securityobjedsintroduced
by Flask. It thendescribesypesfor contrdling accesso
devices, typesfor contrdling accesdo files, andtypes
for cortrolling accesso network objects.

3.3.1 Security Types Thesecurity.te file con-
tainsdeclaratios for types definedfor new securityob-
jectsintroducedby Flask. The securitysener type se-
curity_t, is usedto contol the ability to usemostof the
new securitysener systemcalls. The policy configura-
tion grarts every domainpernissionsto obtainSIDsfor
contets andto getthelist of active SIDs. The permis-
sion to obtdn a contet for a SID is basedon the type
associatedvith the particdar SID ratherthanusingthe
generic securityt type. The policy configurationgrants
everydomainthis permissiorto evely type,sotheability
to obtainthe securitycontext associatedavith ary SID is
alsounrestricted.

Thepolicy corfigurationtype, policy_configt, is used

to contiol accessto the compled policy configuation
file (/ ss_pol i cy). The pernissionto loada new pol-
icy configurationon anopeationalsystemis alsobased
on this type. This type canonly be modfied by the ad-
ministrator Stronge integrity protedion could be pro-
videdby only allowing thistypeto becreatedr modfied
by the adminstratorthroudh a specificprogam. Such
a programcould alsorequirereauthetication to ensure
thatthepolicy configurationis notrewrittenwithoutuser
consentPermissionio loadanew policy configuationis
only grarted betweernthe administrato doman andthis
type.

Thepolicy sourcetype,policy_src t, is usedto contol
accesgo the policy corfigurationsourcefiles. Thistype
canonly be modifiedby the admiristrator Sincethese
sourcefiles have no standardocation the file_cortexts
configuation shoud be customizedby eachsite to set
the locationof the policy configuation sourcesprior to
relabelirg thefile system.

Thefile labelstype,file_labelst, is usedto contmol ac-
cessto the persistentabel mappng storedin eachfile
system. The mappirg files arein the. . . security
subdiretory at the root of eachfile system. This type
canonly be modifiedby the administrata As with the
policy configuration type, it might be desiralte to pro-
vide stronger integrity protectionfor this type.

The inaccessibldype, no.accesst, is a geneal type
for files thatareonly accessibldy administrates. This
typeis not currently usedin the file contet configura-
tion.

3.3.2 Device Types Thedevi ce. t e file contains
declaratimsfor device types.Thedevice directay type,
devicet, is usedto contrd accesgo the directorycon-
tainingdevice speciafiles. All domans aregrantel read
andsearchpermissiongo directoies of this type. This
typeis alsousedasthedefaut typefor filesin thisdirec-
tory.

The null device type, null devicedt, is usedto permit
accesdo the null device. All domainsaregrarted read
andwrite permissiongo this type. The rancm device
type, rancomdevicet, is usedto permit accesso de-
vices usedto obtainrandan values. All domans are
grante readpermissiongo this type.

The tty device type, tty_devicet, is usedto contol
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accesdo tty devices. Tty devices areinitially labeled
with this type. Thel ogi n program was modified to
chang the securitycontext on the usertermind based
on the users security context. Derived types are de-
fined for eachuserdomain e.g. usertty devicet and
sysadmity_deviceLt, for this pumpose.A distincttype,de-
vity_t is usedfor / dev/ t t y sinceit canbeaccesseby
all dormains.

The consoledevice type, consoledevicet, is usedto
contrd accesgo the console.Currently all domainsare
grantel readandwrite permissionso thistype. Thiswill
be changdto only grart pernissionsfor thosedomains
thatrequireaccesgo the corsoledevice.

Thememoy device type,memorydevicet, is usedto
contrd raw accesgo memay. Theklogd domainis al-
lowedto readthistype. TheX senerdomainis currerly
allowedto readandwrite this type, althowgh the portion
of the X senerthatrequressuchaccesshouldbe sepa-
rated.

Thefixeddisk device type,fixeddisk devicer, is used
to controlraw accesdo fixed disk devices. Theremov-
abledevice type, remwabledevicet, is usedto contmol
raw accesso removable devices. The file systemad-
ministration program domein (usedfor programssuch
as f sck and swapon) is allowed to read and write
thesetypes. The administratordomainis currerly al-
lowedto directly readandwrite fixeddisk devicesto run
/ sbin/lil o, butthisprogramwill be moved into its
own domain.

The clock device type, clok device , is usedto con-
trol accesdo the real time clock. The initrc_t doman
is allowed to readandwrite this type. Note thata do-
main can setthe systemtime without having accesgo
thistype.

Themiscdevicet typeis usedo pernit accesso mis-
cellaneos devices that have not yet beenstudiedfor
proper contrd, e.g. / dev/ sequencer, / dev/ dsp,
/ dev/ audi o, / dev/ fb. The userdomairs are al-
lowedto readandwrite this type. Thesedevicesrequire
further studyto identify propercontrds andmayrequre
changstothepamconsol e modue to setthesecurity
contet on thesedevice files basedon the usersecurity
context.

The psauxt type is usedto contrd accessto the

/ dev/ psaux mousedevice. Theinitrc_t donminis al-
lowedto readthis type for kudzu. Thegpm X sener,
anduserdomainsareallowedto readandwrite thistype.
Propely contrdling accesso thisdevice requiresfurther
study

3.3.3 File Types Thefil e. t e file cortainsdecla-
rationsfor file types. At the end of the file, several
rules are specifiedto definerelatiorships amory these
file types.

Theunlateledtype unlakeledyt, is usedto contiol ac-
cesdofilesthatdonotyetsuppat labeling.No domains
aregrantedpernissionsto thistype.

Thedefadt file systemtype,fs_t, is usedto contrd ac-
cessto the file system. This typeis currenly the only
type definedfor ext 2 file systemsandit is automati-
cally appliedto anunlabéded ext 2 file systemwhenit
is first mownted. All file typesareallowedto be created
in this file systemtype. All domainsareallowedto get
the attributesof this file systemtype. The kernelt, ini-
trc_t, andadministrato domairs aregrantedpoermissions
to mourt andunmauntthistype.

The defaut file type, file_t, is usedto control access
to files. This type is autonatically appliedto files in
anunlabeledext 2 file systemwhenit is first mounted.
All roat directay typescanbe mourted on a directoly
with this type. The initrc_t and administrato domains
aregrantedpermissiongo usedirectoies with this type
asmourt points. Everydomainis grarted permissionsto
readdirectaiesandfiles of thistype.

The root directorytype, root , is usedto contrd ac-
cessto the root directoy. All domairs are allowed to
readfiles anddirectaieswith thistype.Only theadmin
istratordomans are grantedpermissionsto modify this
type.

The lost-andfound directay type, lostfoundt, is
usedto contol accesdo thel ost +f ound directaies
andfiles. Only the file systemadministrationprogram
doman andthe administrato domairs are grarted per
missiongo thistype.

Theboottype, boott, is usedto contiol accesdo the
bootdirectay andits files. The adminstratordomains
canmodfy this type. Since/ boot / ker nel . h is au-
tomaticallygeneatedduring systeminitialization, asep-
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aratetype, bootruntimet, is definedfor this file. An
automaic file type transitionis definedfor the initrc_t
doman to createthis typein theboa directorytype. All
domans areallowedto readthesetwo types.

The tmp directay type, tmpdt, is usedto contiol ac-
cessto temporay directoies. All domainsare grantel
permissios to createand unlink files in thesedirecte
ries. To provide separatioramory tempoeryfiles,asep-
aratederivedtypeis definedfor eachdomainthatcreates
tempoary files, and an automéic file type transitionis
definedfor eachdomain to createthe corresponéhg de-
rivedtypein thetmp directoy type.

Theetct typeis usedto controlaccesgo systemcon-
figuration information. This type canbe read by ary
doman but canonly be modified by the passwdt and
administrato domairs. This type canalsobe executel
by several domairs. Since severd configuration files
arecreatedduring systeminitialization, anetc_runtimet
typeis alsodefined. Automaticfile type transitionsare
definedfor theinit_t andinitrc_t domainsto createfiles
of thistypein theetc.t directoy type. Sendmairequres
write accesdo thealiasegdlatabasandthe/ et ¢/ nai |
director, so separateetc_aliasest and etcmailt types
aredefined The sendmailt dormain canreadandwrite
thesawo types,andcancreatenew filesin/ et ¢/ mai | .

Thelib_t type is usedto contrd accesgo systemli-
braries. All domains are allowed to readthis type, but
only admiristrator domainscan modify it. Several do-
mainscanexectue thistype.

The shlib_t type is usedto contrd accesso system
sharedlibraries.Tte Id_so.t type is usedto contiol ac-
cesdo systendynanic loacers.All domansareallowed
to readthesetwo types, to execute programswith the
Id_sat type, andto execue coce with the shlibt type.
Only administratodomairs canmodify thesetypes.The
setof domans will be reviewedto deternine if they all
require accesgo sharedibraries.

Thebin_t typeis usedto contrd accesdo systembi-
naries. All domairs are allowed to readthis type, and
severaldomairs areallowedto executeit. Only adminis-
tratordomairs canmodify it. The shint typeis usedto
contrd accesdo superusesystembinaries.This typeis
identicalto bin_t exceptthatinit_t canexecue it for the
updat e program.

The mant type is usedto contrd accessto system
manuwal pagedirectoies andfiles. All domainsareal-
lowed to readthis type, and the administratordomains
canmodfy it. Thesystemcrond.t doman canalsomod
ify it to updatethewhat i s files.

The usr_t typeis usedto cortrol accesdo the/ usr
directol. Thesrc_t typeis usedto contrd accesgo sys-
temsources.Thesetypesarecurrerly equivaentto the
rootdirectorytype. They areseparatelygefinedto allow
distinctpermissiongo be grantedn thefuture.

Thevar_t type is usedto controlaccesgo the/ var
directoly. This typeis currerily equialentto the root
directoy type,but is separatelylefinedto allow distinct
permissios to be grarted in the future. Separateypes
aredefinedfor severalsubdiretoriesof / var : catmant,
var_run.t, varlog.t, var_lockt, varlib_t, var_spoolt,
and var_ypt. The wtmpt type is defined for the
/var /1l og/w np file. All domains can readthese

types.

All of thesetypescanbemodifiedby theadministrato
domans. Thecatmant typecanbereadandmodifiedby
theuserdomairs. Thevar_run_t typecanbemodfied by
daemasandby theinitrc_t domain Thevarlog 1 type
can be modfied by initrc_t, syslgd.t, crondt, logro-
tatet andthe login domains. The varlock t type can
be modfied by initrc_t, systemcrond.t, andthelocal lo-
gin domain. Thevarlib _t type canbe modfied by sys-
temcrondt andlogrotatet. The varypt type canbe
modifiedby ypbird_t. Thewtmpst type canbe modfied
by init_t, initrc_t, getty.t, rlogind.t, utemptert, andthe
domans for gnone- pt y- hel per andl ogi n.

To provide separatioramory filesin / var / | og, de-
rivedtypesaredefinedfor someof thedomairs thatcre-
atefilesin this director, andthewt np file is assigned
separataype. Thel ogr ot at e programwasmodfied
to presere the securitycontets on the log files in this
directoy.

To provide separatioramory filesin / var / r un, de-
rivedtypesaredefinedfor eachdomainthatcreatediles
in this directay. Conseqantly, the pid files areindivid-
ually labeledbasedon the correspading donmain, and
theut np file is labeledwith theinitrc_var_run_ derived
type. Theinitrc_t domainis allowed to read and un-
link the derivedtypesfor the pid files for shuttingdown
the system. Domairs for i nit, getty, rl ogi nd,
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ut enpt er, gnome- pty- hel per, su and| ogi n
aregrantedreadandwrite permissiongo theut np file.

The /var/spool diredory is further refined
into separatetypes for several of its subdiretories:
at_spoolt, cron_spoolt, Ipd_spoolt, mail spoolt, and
mque_spoolt. All of thesetypescanbereador mod
ified by the administrator domairs. Eachof the spool
typescanbeaccessely thedomairsfor thecorrespad-
ing daema andclientprogams.Thelogin domainscan
testfor the existen@ of mail spoolfiles, andthe userdo-
mainscanreadandwrite mail spoolfiles. Derivedtypes
have beendefinedfor severalof thesespooltypesto pro-
vide separatiorbetweenspoolfiles createdby different
userdomairs.

3.3.4 Procfs Types The procfs.te file contains
declaratimsfor typesusedor thepseuddilesin/ pr oc.

Theproc_t typeis thetypefor the/ pr oc directoy and
its files. All domairs areallowedto readthistype. Dueto

thehighly sensitve natureof thekmsg andkcor e files,

separataypes are definedfor thesefiles: prockmsgt

andproc_kcore_t. Only thedomainfor kl ogd is allowed
to readthe proc_kmsgt type. Currently nodomainis al-

lowedto readthe proc_kcore.t type.

The process-specifisubdrectoriesof / pr oc arela-
beled with the domain of the correspnding process.
Eachdomainis allowedto readfiles labeledwith thedo-
main. Theinitrc_t andadministratodomans areallowed
to readfiles labeledwith ary domain

The sysctlt typeis thetype for the/ pr oc/ sys di-
rectoryandits files. A separateypeis definedfor sev-
eral of the subdirectoes of / proc/ sys: sysctlfst,
sysctlkernelt, sysctlnett, sysctlvmt, andsysctldev_t.
Sincethenpdpr obe pathis especiallysecurity-citical,
a separatetype, sysctlmodpobet, is defined for
/ proc/ sys/ kernel / nodpr obe. Thesetypesare
alsousedto controlthe useof the sysctlsystemcall. All
domans are allowed to readthesetypes. Only the ini-
trc_t domain andthe administratordomainsareallowed
to write thesetypes.

3.3.5 Devpts Types Thedevpts.t e file contains
declaratios for typesusedfor the pseud files related
to/ dev/ pts.

The ptmxt type is used to contrd accessto

the / dev/ pt nx pty mastermultiplex device. The
r 1 ogi nd domainanduserdomans areallowedto read
and write this type. The devptst type is the type for
the/ dev/ pt s directay. All domainsare allowed to
readthis type. Pty filesin / dev/ pt s arelabeledwith
atypederived from the doman of the creatingprocess.
Eachdomainis grartedaccesgo its own ptys. Ptyscre-
atedby r | ogi nd arelabeledwith the rlogind_devptst
type. Thel ogi n programwas modifiedto relabelthe
userterminalbasedon the users securitycortext. Con-
sequentlyptysarerelabeledy | ogi n to aderivedtype,
userdevpts_t or sysadmdevptst.

3.3.6 NFSTypes Thenfs. t e file cortainsdeclas-
tionsfor typesusedfor files from anNFS sener. At the
endof thefile, severalrulesarespecifiedto definerela-
tionshipsamorg theseNFSfile types.

Thenfst typeis thedefadt typefor NFSfile systems
andtheirfiles. A separatéypecanbedefinedor thefiles
providedby eachNFSsener, asdescribedn Section7.3.
The nfsclipper-t typeis an exanple type for NFS files
mournted from a hostnamedclipper. Currently both of
thesetypescanbereadandwritten by all domairs.

3.3.7 Network Types The network. t e file con-
tainsdeclaratims for typesusedfor network objects.At
the end of the file, several rules are specifiedto define
relationslips amongthesenetwork objecttypes.

Theany_sodet t typeis thedefault destinatiorsoclet
typefor UDP or raw IP traffic. The cannetworkmaco
grantsthedomain permissionto sendto this soclettype.
This macrois appliedto ary doman that usesthe net-
work.

Theicmp_sodet t typeis thetypeof thekernelsoclet
usedo sendCMP messagesThissoclettypeis allowed
to sendandreceie raw IP messagesThe tcp_sodet t
type is the type of the kernelsoclet usedto sendTCP
resets. This soclet is allowed to sendandreceve TCP
messages.No domainis grantedpermissionsto these
soclet typessincethey are only usedinterrally by the
kernel.

Theport_t typeis thedefaulttypefor INET port num
bers. All domairs are allowed to bind port numkers
with this type Separatetypesare definedfor several
port numters. Only thelpd_t doman is allowedto bind
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printer_portt. Only the sendmailt dormain is allowed
to bind smtpport_t. No domainis currerily allowedto
bind http_port_t. Theinetd.t domainis allowedto bind
the other types (ftp_port.t, telnetportt, rlogin_portt,
rshportt). Hence,thesetypescould be collapsedinto
asingleinetd port_t type. Porttypesareassociateavith
specificport nunbersthroudh the network cortext con-
figuration descriledin Section7.3

The netif_t typeis the defaut type for network inter-
faces. The netmsgt type is the default type for unla-
beledmessageseceved on network interfaces. Sepa-
rate pairs of typesare definedfor several network in-
terfaces:netif. ethQt andnetmsgethQt, netif eth1lt and
netmsgethlt, andnetiflo_t andnetmsglo_t. Network
interfacetypesare associatedvith specificnetwork in-
terface namesthroudh the network cortext configura-
tion descriled in Section7.3. Permissionsare grantel
for eachunlakeled messageaype to be receved on the
correspndirg network interfacetype. Theinitrct and
administrato domans areallowedto configue ary net-
work interface. Several domainsare allowed to getthe
configuationof any network interface. Thecan.network
macrogrartsthedoman permissios to sendandreceie
onary network interface.

The nock_t type is the default type for nodes. The
nodelo_t typeis thetypefor theloopbackaddess.The
nodeinternal_t type is the type for nodes on the lo-
cal areanetwork. Any of the unlabded messageaypes
are allowed to be receved from ary noce type. The
cannetwork macro grantsthe domain pernissionsto
sendto ary nock type. Nodetypesare associatedvith
specificnetwork addressethrough the network context
configuationdescriedin Section7.3

3.4 Domains

Thedonai ns subdrectorycontairs severalsubdire-
torieswith aseparatdile contairing thedeclaationsand
rulesfor eachdomain. Relateddomainsaregroupedto-
getherinto eachsubdiretory, e.g.all domaindefinitions
for systenprocessearein thedomai ns/ syst emsub-
directoy. Thedorai ns/ every. t e file cortainsrules
thatapplyto every domain.

Thissectiondescribegachdomaindefinedn thecon-

figuration. This sectionbegins by discussingulesthat
are appliedto every domain. It thendescribeghe do-
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mainsdefinedfor systemprocesses. Domairs for user
progamsarethendiscussedThesectionthendescribes
domans for userlogin sessions.

3.4.1 Every Domain The domai ns/every.te
file containsrulesthatapgy to every domain Eachdo-
main cansendS|I GCHLD to i ni t . Eachdomaincan
acces®therprocessedn thesamedomain e.g.eachdo-
main cansendary signalto otherproessesn thesame
doman. Process-specifiilesin / pr oc canbeaccessed
by ary procesawith thesamedoman. Eachdomainis al-
lowedto acces®penfile descriptioss, pipes,andsoclets
createdby processe the samedoman.

Eachdomain is allowed to obtain SIDs for security
contets andto obtainthe list of active SIDs. Eachdo-
maincanobtainthe securitycontext for ary SID.

Eachdomaincangetthe attributesfor ary file system
type.Eachdoman hasreadaccesgo thepr ocf s types
exceq for the proc_kmsgt andproc_kcore t types.Each
doman hasreadaccesgo mostof the systenfile types,
e.g. filet, roott, usrt, lib_t, etc. Certainsystemfile
typesareintentiorally excluded from this gereral read
accesssuchaslost-and-bunddirectaies (lostfourd t)
andprotectedspod directores (e.g.cron_spod t). Each
doman canaddandremove files from tmp. directories.

Every doman is grantedthe ability to execute code
from the systemsharedibrariesandto executethe sys-
tem dynamic loader Sincemary domairs only requre
execue accesso theseypes andto theirentrypoint exe-
cutable permissiorto execue othersystembinary types
is notgrantea to all domains.

Each domain can read and write /dev/tty,
/ dev/ nul | , and the randbm nunber devices. Cur-
rently, every domainis also allowed to readand write
theconsdae device, but thiswill bechargedto only grant
accesgo thosedomairs thatrequre suchaccess.

Currently every domain is allowed to createanduse
NFSfiles. Every domainis alsocurrently allowedto use
the network, bind to port nunberswith the default port
type, and comnunicatewith portmap. Theseruleswill
be replacedwith specificrulesin the appopriatefiles
grantirg thesepernissionsto only thosedomainsthatre-
quirethem.
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3.4.2 System Domains The donai ns/system
subdiretory contans a separatefile for eachdoman
usedfor a systenmprocess.

Thekernelt doman (ker nel . t ) is thedoman of
processO andthekernelthread startecby it. No doman
cantransitionto thisdomain. Thisdomainis grantecper
missionsfor mourting andunnmountirg file systemsand
for searchig the persistentabelmappirg. This doman
automaically transitionsto theinit t domainuponexe-
cutingthei ni t program.

The kernelt domainis also the target type when
checkirg permissionsn thesystemclass.This latteruse
of the kernelt domain can be eliminated. The system
permissios seemto be obsdeted by the capabilityper
missionssothey canprobablybecompetelyeliminated
If the systempermissios areretained,the calling pro-
cessdomain could be usedinsteadasthe target type, as
with the capaliity permnissions.

Thekmodt domain(kod. t e) is the domain of the
kernelmoduleloader No domaincantransitionto this
doman, soit canonly be enterel by the kernel. This
doman canusethe sysmodue capability It canexe-
cute nodpr obe, i nsnod, and shell commandsfrom
conf . nodul es. It canreadconf . nodul es, nod-
ul es. dep, andthe module objectfiles. It cansignal
ary domainsothatary processanwait onakerrel mod
uleloaderthread.

The init_t domain(i ni t . t ) is the domainof the
i ni t process.Only the kernelt domain cantransition
to this domain. Theinit_exect typeis thetype of theen-
try point executalte for this domain.Theinitctl t typeis
thetypefor / dev/i ni t ct |, ananedpipecreatedby
i nit forreceving comnunicatiors. Thesulagin_exect
typeis the type of the sul ogi n programusedfor au-
thenticatiorfor single-usemode Theinit t domaincan
create/ dev/initctl and/etc/ioctl.save. It
canalsomodfy ut np andwt np. This donain candi-
rectly run the updat e program. All proessesanbe
killed by this domain It autonatically transitionsto ini-
trc_t whenit exeautesoneof ther ¢ scripts. It autonat-
ically transitiors to getty.t whenit execuesgetty. It
automaically transitionsto sysadmt whenit exeatesa
shellorthesul ogi n progamfor single-lsermock.

The getty 't domain(getty.te) is the domain of
get ty. Only theinit_t domainis allowedto transition
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to this domain. The getty.exect typeis the type of the
entry point execuablefor this domain. The gettytmp

typeis thetypeof temporay files createdy thisdomain

This domain canupdateut np andwt np. It transitions
to thelocal_login_t domain whenit execuesthel ogi n

progam.

Theinitrc_t domain (i ni trc. t e) is the domain of
the systemr ¢ scripts. Only theinit_t domaincantran-
sition to this domain Theinitrc_exect typeis thetype
of the entry point exeautablefor this domain The ini-
trc_tmpt typeis the type of tempoary files createdby
thisdomain Theinitrc_var_run_t typeis thetypeof files
createdn / var / r un by thisdomain.

The initrc.t domain can execute a variety of sys-
tem progams, otherrc scripts,andtelinit. It
can commuicate with the initt domain through
/dev/initctl. It can examire all processesin
pr ocf s andsendsignalsto ary proess. It canmouwnt
andunmauntfile systemf ary typeandconfigure ary
network interface. It cancreatevarious systemruntime
files. It canreadandunlink PID files. This domaincan
setvaluesin/ pr oc/ sys. It canusethenetwork.

Theinitrc_t doman transitiorsto acorrespadingdae-
mon domainwhenit execues eachsystemdaenon. It
transitionsto the correspondig module utility doman
whenit exeautesa module utility. It transitionsto the
fsadmt domain whenit execuesf sck andswapon. It
transitiongo theifconfig_t domainwhenit execuesi f -
config.

The klogd-t dormmin (kl ogd. t e) is the domain of
the kerrel log daemon Only the initrct domain can
transitionto this domain. The klogd_exect type is the
type of the entry point execuablefor this doman. The
klogd_tmp.t typeis thetypeof tempaaryfiles createdy
thisdomain. Theklogd_var_run_t typeis thetypeof files
createdn / var / r un by this domain. This domaincan
read/ pr oc/ knsg and/ dev/ nem

The sysl@d_t domain(sysl ogd. t e) is thedoman
of the systemlog daema. Only theinitrc_t domaincan
transitionto this domain The sysl@d.exect typeis the
type of the entry point execuablefor this doman. The
syslgd_tmpt typeis thetype of tempoary files created
by this domain. The sysl@d.var_run_t typeis the type
of files createdn / var / r un by this doman. Thede-
vlog.t typeis usedfor/ dev/ | og, aUnix domainsoclet
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createdby sysl ogd for receving log messagesDo-
mainswith the privlog attribute canreadandwrite this
soclet andcancommuicatewith sysl ogd. The sys-
logd_t dormaincanmodify log files. It cancreateandbind
to/ dev/ | og.

The crondt domain(cr ond. t e) is the domain of
a daema usedto run schedied commands. Only
the initrc_t domaincantransitionto this domain The
crond exect typeis thetypeof theentrypointexecutale
for thisdomain. Thecrond tmp. typeis thetypeof tem-
poray files createcby this domain Thecrond.var run t
typeis thetypeof filescreatedn/ var / r un by thisdo-
main. Thecronlog.t typeis thetypeof thecronlog file.
This domain canreadfrom / var / spool / cr on and
it canreadsystemandusercrontabfiles. This doman
transitionsto usermail_t whenit exeautessendnai |
for mailing outpu from cronjobs.

The cr ond progam was chargedto transitionto a
default security context for eachuserbefore executing
ary jobsfor theuser Thecronsecuritycontexts arespec-
ified in the / et c/ security/cron_.context file.
The domainsfor thesesecuritycontets canbe definal
usingthe crond.doman macrofrom cr ond. t e. This
macrodefinesa derived domain for a userdomainthat
can be usedfor cron jobs createdby usersin that do-
main. The useof a derived domain allows the policy to
grantdifferent permissionsto usercron jobsthanto an
interactve usersession.

Sincecrontabfiles are not diredly execued, cr ond
mustensureghatthe crontabfile hasa contet thatis ap-
propriatefor thecontext of theusercronjob. Thecr ond
progamwas changd to perform an entrypoint permis-
sioncheckfor this purpase. Usercrortabfiles aretyped
basedon the domain that ran the cr ont ab progam.
The domairs definedby crond doman are grarted en-
trypaoint permissionto this type.

A systemcrondt domain is defined for system
cron jobs to separatethe permissios neededby sys-
tem cron jobs from the permissionsneededby the
daema itself.  This domain is specified in the
/etc/security/cron_context file for the sys-
temu user The systemcrondscriptt type is usedfor
systemcrontd files, andthe systemcrondt domainis
grante entrymint permissionto this type. This do-
main transitiors to rmmodt whenit exeaitesr nmod
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for / et ¢/ cron. d/ knod. It transitionsto logrotatet
whenit executed ogr ot at e.

The atdt domain (at d. t e) is the domain of an-
other daema that runs scheduld commamws. Only
the initrc_t domaincantransitionto this domain The
atd_exect typeis the type of the entry point executale
for this domain. The atd_tmp typeis thetype of tem-
poray files createdby this domain. The atd.var runt
type is the type of files createdin / var/ r un by this
doman. Currenly, this domain can read and write
[ var/ spool / at . A separatdypewill bedefinedfor
[ var/ spool / at / spool , which is usedfor output
from thejjobs. This domain andprogamwill berevised
in asimilar manneito crond.t.

The sendmé_t domain(sendnai | . t e) is the do-
main of the mail daemon Only the initrc_t domaincan
transitionto this domain. The sendmailexect type is
the type of the entry point executablefor this domain
The sendma_tmp_t type is the type of tempaary files
createdby this domain. The sendmailvar run t typeis
the type of files createdin / var / r un by this domain
The sendmailvar_log.t typeis the type of files created
in/var /| og by thisdomain Thesendmad t doman
can use the network and can bind to the SMTP port.
It canwrite to the aliasesdatalase,/ et ¢/ mai | , the
mail spooldirectay, andthe mail quaue directory The
sendnmai | progamis beinganalyzdto determineap-
profriate contol pointsto inserttransitiors to derived
domans for userssothatits privilegesareproperly lim-
ited whenactingon behalfof users.

The Ipd_t domain (I pd. t e) is the domain of the
printer daema. Only the initrct doman can transi-
tion to this domain The Ipd_exect type is the type
of the entry point executalte for this domain The
Ipd_tmpt typeis the type of tempaary files createdby
this domain The printer_t type is usedto contrd ac-
cessto/ dev/ pri nt er, aUnix doman socletcreated
by | pd. This domaincan use the network and bind
to the network printer port. This dorain canreadand
write / var / spool / | pd. Currently this domain can
directly executefiltersin the spooldirectay orin system
progamdirectaies. It maybedesiralte to transitionto a
separatelomainwhenexecting filters. For local print-
ing, permissionswill needto be addedto local printer
devices.
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Sincethel pr comnandcanbe usedto createa sym-
bolic link to thefile ratherthancopying it into the spool
directow, thelpd_t domainwill eitherneedto begrante
permissios to reada variety of file typesor it will need
to transitionto adefaultsecuritycontet for theuserprior
to readingthefile. Theexisting! pd programattempts
to prevent alkuseof its superuseprivileges by checkirg
that the device andinode numter of the actualfile are
the sameaswhenthe link was createdby | pr. How-
ever, thisdoesnotguarateethatthefile is thesame.

The gpmt doman (gpm t e) is the doman of the
consolemouwse sener.  Only the initrct domain can
transitionto this domain. The gpmexect type is the
type of the entry point execuablefor this doman. The
gpmtmpt type is the type of tempaoary files created
by this domain The gpmvar_run_t typeis the type of
files createdin / var / r un by this domain. The gpm-
ctl_t type is usedfor / dev/ gpnttl, a Unix doman
socletcreatedy gpmfor comnunicatiors. Thisdoman
cancreateandbind to / dev/ gpntt| . It canaccess
/ dev/ psaux. Permissionarenotyet definedto allow
clientdomairs to communicatewith this domain.

The xfst domain(xf s. t €) is the domainof the X
fontsener. Only theinitrc_t domain cantransitionto this
doman. Thexfs_exect typeis thetypeof theentrypoint
execuablefor thisdomain Thexfstmp typeis thetype
of tempaary files createdby this domain. This doman
cancreateandbindto socletsin / t np/ . f ont - uni x.
The X sener progam domains can commnunicatewith
this domain.

The apmdt donmain (apnd. te) is the domain of
the apnd daemon Only the initrc_t domaincantran-
sition to this domain. The apmdexect type is the
type of the entry point execuable for this domain
The apmdvar_run_t type is the type of files createdin
[ var/run by this domain The apmbiosit type is
thetypeof / dev/ apmbi os. This domain canaccess
/ dev/ apmbi os.

Thecardmg _t domain(car dngr . t e) isthedoman
of thecar dngr daema. Only theinitrc_t domaincan
transitionto this domain The cardmgrexect type is
the type of the entry point executablefor this domain
Thecardmg _var_run_t typeis thetypeof files createdn
[ var/ run by this domain. The cardmgr.dev t typeis
the type of characterdevices createdby this domainin
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[t np. The cardmg _Ink_t type is the type of symtolic
links createdby this domainin / dev. Thisdoman can
execue ashellandsystemprogams.It cantransitionto
theinsmodt domainandthermmodt domein by execu-
ing the correspondiryg modde utility. It cantransitionto
theifconfigt domainby executingthei f confi g pro-
gram.This domainrequires furtherreview.

Theinetd.t domain(i net d. t e) is thedomain of the
Interret supersergr. Only theinitrc_t domain cantran-
sition to this domain Theinetd exect typeis the type
of the entry point execuable for this domain The in-
etdtmp.t typeis the type of tempoary files createdby
thisdomain Theinetdvar_run_t typeis thetype of files
createdn / var / r un by this domain. This domaincan
usethe network and canbind to a variety of portt num-
bers.It transitiongto thetcpd.t domain whenit executes
t cpd. It transitiors to theinetd.child t domainwhenit
execuesotherdaemos.

The inetd.child_t domain (i netd. t ) is a geneal
doman for daemos startedby inetd or tcpd that do
not have their own individual domairs yet. Eitherin-
etdt or tcpdt can transitionto this domain. The in-
etd.child_exect typeis the type of the entry poirt exe-
cutablefor this domain. The inetd_child tmp1 type is
the type of tempoary files createdoy this domain The
inetd.child_var_run_t type is the type of files createdn
[ var / r un by thisdomain. Thisdomainis only a stub

The tcpdt donmin (t cpd. t e) is the domainof the
TCP wrapperdaemon Only the inetdt dormain can
transitionto this domain. The tcpd.exect type is the
type of the entry point executablefor this doman. The
tcpdtmpt typeis thetype of tempoary files createcby
this domain. This domaincanusethe network andcan
use TCP soclets inherited from inetdt. It transitions
to the rlogind_.t domainwhenit execuesr | ogi nd or
tel netd. It transitionsto the rshdt domainwhenit
execuesr shd. It transitionsto the ftpd_t domain when
it executesf t pd. It transitiors to the inetd.child t do-
mainwhenit execuesotherdaemas.

Therlogind_t domain(r | ogi nd. t e) is the doman
of the daemas for telnet and remde login. Only
the tcpdt domaincan transitionto this domain The
rlogind_exect type is the type of the entry point exe-
cutablefor this domain. The rlogindtmp.t typeis the
type of temporay files createdoy this domain. This do-
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maincanusethenetwork andcanuseTCPsocletsinher
ited from inetd.t. It cancreateptys. It canmodify ut np
andwt np. It transitiors to the remotelogint doman
whenit executed ogi n.

Thershdt domain(r shd. t e) is the domainof the
rshd daemao. Only the tcpdt domain cantransition
to this domain The rshdexect type is the type of
the entry point execuable for this dormain. This do-
main canusethe network and canuse TCP socletsin-
heritedfrom inetdt. Ther shd progam was modfied
to readan initial security contet for the userfrom a
/etcl/security/rsh_contexts configurationfile
andto runtheshellwith this securitycontext. It canonly
transitionto the usert domain, soit cannot be usedto
enteranadmiristratordomain This restrictionis to pre-
vententryto an admiristratordoman without autheni-
cation.

The ftpd.t domain(f t pd. t ) is the doman of the
f t pd daemon Only the tcpdt domaincantransitionto
thisdomain. Theftpd_exect typeis thetypeof theentry
pointexecuablefor thisdomain Theftpd.var run 1 type
is thetypeof filescreatedn / var / r un by thisdomain
This domain canusethenetwork andcanuseTCP sock-
etsinheiited from inetd.t. Theft pd progamis beirg
modifiedto transitionto a configurablesecuritycontext
for the userafter the userhasbeenautheticated. The
ftpd_domainmacrois usedto definederived domainsfor
userftp sessions.

Theypbindt domain (ypbi nd. t e) is thedonmain of
the NIS bindng daemon The portmapt domainis the
doman of a daenon that mapsRPC program numkers
to portnumters. Therpcd.t domainis agenerbdoman
for otherRPC daemams. Only the initrc_t dommain can
transitionto thesedomairs. Thesedaemashave notyet
beenstudiedfor properpermissios.

The locallogin_t domain (I ogi n. t ) is a doman
for locallogins. Only thegetty.t domain cantransitionto
thisdomain Thelogin_exect typeis thetypeof theentry
point executablefor this domain. The local login tmpt
type is the type of tempoary files createdby this do-
main. This domain canusethe network to perfam NIS
lookups. It canreadandwrite ut np, wt np, andl ast -
| 0g. It cansearchthemail spooldirectoly sothatit can
checkfor mail for theuser It cantransitionto ary of the
domans for userlogin sessionsvhenit executesa shell.
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By defadt, it autonatically transitionsto the usert do-
mainwhenit execuesashell.

Thel ogi n progam was modifiedto provide a de-
fault login context for eachuserandto allow the user
to specifya different cortext for the login session.The
| ogi n progamwasalsochangedo relabeltheuserter
minal with a securitycontet derived from the users se-
curity context. Thepamconsol e module still needgo
bemodifiedto relabelotherdevicesaccordngly.

Theremotelogin_t domain(l ogi n. t €) isadoman
for remde logins. Only therlogindt doman cantransi-
tion to this domain This domainhasa few differences
from local login_t. The remotelogin_tmpt type is the
type of temporay files createdoy this domain. This do-
main can use ptys createdby r | ogi nd. It canonly
transitionto the usert domain so it can not be used
to enteran admiristratordoman. This restrictionis to
preventunaudhenticatedemotelogins by administraéors
via. r host s files. A separatemew ol e progamwas
addedto suppet changng from usert to sysadnt after
authemicatingto pernit remde usergo entertheadmin
istratordoman afterlogin.

3.4.3 User Progam Domains The  do-
mai ns/ pr ogr amsubdiectorycontairs a separatdile
for eachdomainusedfor auserprogram.

Types and domairs for the privileged module utili-
ties are definedin the modut i | . t e file. The mod-
ulesconft typeis for the/ et ¢/ conf . nodul es con-
figuration file. The moddes dept type is usedfor the
nmodul es. dep files. Themodulesobjectt typeis used
for themodule objed directoiesandfiles.

The modpobe_t, depmadlt, insmodt, and rmmodt
domans aredefinedfor the correspading utilities, and
eachdomain hasa correspondig entry point executale
type. Theinitrc_t andadninistratordomairs cantransi-
tion to thesedomairs. Both the cardmg t domainand
themodpobet domain cantransitionto theinsmodt or
rmmodt domairs. The crondt doman can transition
to the rmmodt domainfor the/ et ¢/ cr on. d/ knod
crontd file.

The modpobe_t domaincanexecuteshellcommails
from conf . nodul es. Thedepmodt domain cancre-
ate nodul es. dep. The insmodt and rmmodt do-
mainscanusethe sysmodulecapability
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Whenexecuedby thekerrel modde loaderthenod-
pr obe andi nsnod progamsremainin thekmodt do-
main. This allows the securitypolicy to distingush be-
tweenpermissios graried to the kernelmodule loacder
andpermissiongrantedto module utilities execued by
userprocesses For example thesecuritypolicy couldbe
configuedto prohibit ary transitiors to the modpobe t
and insmodt domairs while still allowing the kernel
modue loaderto function

Thelogrotatet domain (I ogr ot at e. t e) is thedo-
main for the | ogr ot at e program. Only the sys-
temcrondt domain andthe admiristratordomans can
transitionto this domain. The logrotate exect type is
the type of the entry point executablefor this domain
The logrotatetmp.t type is the type of tempaary files
createcdby this domain. This doman cancreate renane
andtruncde log files, andit cansetthe apprgriate se-
curity context andUnix ownership. It canreadthe PID
files, search/ pr oc, andsignalarny domainin orderto
notify daemos of changsin log files. It canupdate
var_lib_t for /var/ i b/l ogrotate.status. The
| ogr ot at e progamwasmodfied to preseve the se-
curity context of log files.

The fsadmt domain(f sadm t e) is the doman for
disk and file systemadmiristration progams such as
f sck andswapon. Only theinitrct domain andthe
administrato domeinscantransitionto thisdoman. The
fsadmexect type is the type of the entry poirt exe-
cutablefor thisdomain. Thefsadmtmp t typeis thetype
of tempaary files createdby this domain. This doman
canwrite to/ et ¢/ nt ab andit canaccessheraw disk
devices.

Theifconfigt domain(i f confi g. t €)isthedoman
for thei f confi g progam. Only theinitrct domain
cardmgrt domain and the admiristrator domairs can
transitionto this domain. Theifconfig.exect typeis the
type of the entry point executablefor this domain. This
doman can usethe sysmodulecapaliity to load net-
work interfacemoddesandit canconfigue the network
interfaces.

The utemptert domain(ut enpt er . t e) is the do-
main for the ut enpt er progam. Any of the user
login domairs can transition to this domain. The
utempterexect typeis the type of the entry poirt exe-
cutablefor thisdomain Theutemptert donaincanread
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and write ut np and wt np, allowing the ut enpt er
progamto log the beginnings andendsof usersessions
on behalfof thext er mvirtual terminalprogam.

The passwdt domain (passwd. t €) is the doman
for changng passwrdsandotheruserinformation.Any
of the userlogin domairs cantransitionto this domain
Thepasswdexect typeis thetype of theentrypoint ex-
ecutabldor thisdomain. Thisdomaincanreadandwrite
/ et c and/ et c/ aut h. It canalsotestfor theexistence
of ashellandreadut np.

Sincethe ordinary programsfor changng passverds
andotheruserinformation(passwd, chf n, chsh) al-
low the supergerto chang ary users information, it
was necessaryo interpose a wrapperprogramto pre-
vent this behaior, asin [2]. The wrappe proglams
(spasswd, schf n, schsh) only calltherealprogams
if theFlaskuseridentity of thecallingprocessis thesame
astheUnix realuseridentity, andtheseprogramsdo not
passary argumentsto the real programs. Thesewrap-
perprogramswill bechangdto passunpivilegedargu-
ments. Sincethe passwdt domaincanonly be enterel
through the wrapger progams,an unpivilegeduserlo-
gin domaincanrot bypassthe wrappe& progams. Ad-
ministratordomainscandirectly execue theregularpro-
gramsandchang otherusers’information asthe supe-
ruser

The X sener progam domairs are userxservert
and sysadnmxservert. Thesedomairs are definedus-
ing the xserverdoman macroin xserver.te. The
xserverexect type is the type of the entry point exe-
cutablefor thesedomairs. The userxservertmp.t and
sysadmxservertmpt typesare the typesof tempaary
files createdby thesedomairs. EachX serner doman
cancreateandbind to a socletin / t mp with the corre-
spondhg temporay type It canconnet to the X font
senerdomain It canreceie conrectionsfrom the cor-
respoiding userlogin domain Currently it canread
andwrite memorydevices, althowgh the pottion of the
X senerthatrequresthis accesshouldbe separatedit
canexecue avariety of systemprogams.

The | pr domairs are userlpr_t and sysadmpr t.
Thesedomainsare definedusingthe Ipr domainmacio
inl pr. te. Thesedomairs areusedfor theclient print-
ing commandsl pr, | pg, andl prm The Ipr_exect
type is the type of the entry point execuable for these
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domans. Theuserlpr_tmp.t andsysadmlpr tmp_t types
arethetypesof tempoaryfiles createdy thesedonains.
Eachdoman cancreatespod files with aderivedtypein

/var/ spool /| pd. It canconrectto | pd andsend
SIGHUPto the daemon It canreadfrom pipescreated
by theuserlogin domain.

Thesendnmai | programdomainsareuser.mail_t and
sysadmmail-t. Thesedomans are definedusing the
mail_.domainmacroin mai | . t e. Thesendmd exect
type is the type of the entry point execuable for these
domans. The usermail_tmpt and sysadmmail tmp.t
typesare the typesof tempaary files createdby these
domans. Thesedomairs sharemary of the sameper
missionsas the sendmailt systemdoman. They can
alsoreadtempaary files createdby the userlogin do-
mainfor sendingmail andthey canwrite to the userdo-
main’shomedirectay typeto createhedead. | et ter
file.

Currently therai | progamdoesnotrunin a sepa-
rate doman from the userlogin domains,sinceit does
not requre ary specialpernissionsto accesshe mail
spoolfiles. To preventthe superusefrom readirg and
writing all mail spool files, the individual spool files
could be createdwith a type basedon the default login
doman for the user Alternatively, a wrapger for the
mai | programcouldbe createdwith its own domain to
ensurethat the programis only usedto accesshe mail
spoolfile for the Flaskuseridentity.

The gnone-pty- hel per progam domeins are
usergpht and sysadmgpht. Thesedomairs are de-
fined using the gphdoman macroin gnone- pty-
hel per. t e. Thegphexect typeis thetype of theen-
try pointexecuablefor thisdomain Thegnone- pt y-
hel per programcreatesnew pseudaterminalsfor in-
stance®f thegnone-t er m nal virtual terminalpro-
gramruming in the userlogin domains, and logs the
beginningsandends of gnone- t er m nal session$o
ut np andwt np. Eachof the gnone- pty- hel per
domans suppats this behaior by providing readand
write accessto the / dev/ pt nx device, ut np, and
wt mp, andby permitting thepassingf open file descrip
torsto proglamsin thecorrespondig userlogin domains
via localsocletIPC.

Thesu domainsareusersut andsysadnmsut. These
domans are defined using the sudomain macro in
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su. t e. Thesuexect typeis thetype of the entrypoint
execuablefor thesedomains. Eachsu domainautonat-
ically revertsto thedomainof thecallerwhenit executes
ashell. It canreadthe shadav passverd file for userau-
thentication It canupdatetheut np file. It canmodify
theusers. Xaut hori ty file. Sincethesu progamis
mostfrequently usedsimplyto obtainUnix privilegesfor
administratve tasksby beconing thesuperger, it seems
to beundesirale to alsochang the Flaskuseridentity,
soonly theUnix identityis charged.

The net scape domairs are usernetscapg and
sysadmnetscapd. Thesedomairs are definedusing
the netscapedomain macroin net scape.te. The
netscapeexect type is the type of the entry point ex-
ecutablefor thesedomairs. Thesedomans are lim-
ited to writing to aderivedtype: usernetscapaw t and
sysadmnetscapaw_t. The file contets configuation
usesthe usernetscap_rw_t type for the . net scape
directoies, the . mi me. t ypes file andthe . mai | -
cap file. Userscanalso apply this type to otherfiles
or directaies that shouldbe writeableby net scape.
Thesenet scape dommins are not allowed to read
a different derived type: usernetscapenoreadt and
sysadmnetscapenoread_t. Userscanapplythistypeto
filesthatshouldnotbereadhbleby net scape.

The crontab donmains are usercrontabht and
sysadmcrontaht. Thesedomains are defined using
the crontahdoman macro in crontab.te. The
crontahexect type is the type of the entry point exe-
cutablefor thesedomains. The user.cron_spoolt and
sysadmcron spod_t typesarethe typesfor the crontd
files createdby thesedomainsin / var / spool / cr on.

3.4.4 User Login Domains The donmai ns/ user
subdiretory contans a separatefile for eachdoman
usedfor anordinary userlogin. Thedorai ns/ adm n
subdiretory contans a separatefile for eachdoman
usedfor anadministratologin. Currenly, thereis a sin-
gle doman for ordinary usersanda single donmain for
administrates.

The usert dommain is the initial login domainfor un-
privileged users. The locallogin t, remotelogin t, and
rshdt domainscan transition to this domain This
doman is defined using the userdoman macro in
user . t e. Theshellexect typeis thetypeof theentry
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3.5 Assertions

point executdle for this domain. The userhomet type
is the type for homedirectaies of ordinay users. The
usertmpt typeis thetype of tempoary files createcby
thisdoman. Theusertty devicet typeis thetype of tty
devicesownedby this domain. The userdevptst type
is the type of pty devices ownedby this domain. This
doman canusethe network. It canexecutea variety of
systemprogams.It canread write or executefilesin its
homedirectoy type. It cantransitionto several of the
userprogamdomairs whenit execuesthe correspad-
ing progam.

The sysadmt doman is the initial login domainfor
systemadmiristrators. The init_t andlocal logint do-
mainscantransitionto this domain This domainis de-
fined using the admindoman macroin sysadm te.
The shellLexect typeis the type of the entry poirt ex-
ecutablefor this domain. The sysadmhomet type is
the type for home directoriesof admiristrators. The
sysadmtmpt type is the type of tempoary files cre-
ated by this domain The sysadmity devicet type is
the type of tty devices owned by this doman. The
sysadmdevptst typeis thetype of pty devicesownedby
this domain This donmin is allowedto perfam admin
istrative taskssuchasrunnirg module utilities, mownting
andunnountingfile systemsgonfiguing network inter-
faces,andrunnirg t el i ni t . It canreadandwrite all
file typeswith the sysadmfileattribute. It canexamire
procfs for all processesnd sendsignalsto all pro-
cesseslt canload new policy corfiguratiors andit can
relabelfiles.

The file contexts configuation usesuserhomet as
the type for / home andsysadmhomet asthe type for
/ r oot . This configurationmustbe customizedo prop
erly type the home directoies for admiristrators and
ordinary usersof the site. Currently all domairs are
grantel readaccesdo thesetypes. Many domainsre-
quire read accessin order to read user dotfiles. The
mai | programdomairs aregrarted pernissionto write
the correspnding user hone directay type to create
thedead. | ett er file. Thesu progamdomairs are
grantel permissionto update the . Xaut hori ty file.
Eachuserdomainis grarted pernissionsto read,write,
and exeaute its own homedirectoy type. The admin
istrator domain is also grarted permissiongo readand
write the ordinay userhomedirectay type, but not to
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execueit.

Although a usermay be authaized asan admiristra-
tor, the usershouldstill login in the usert doman un-
lessheis perfomingadmiristrative tasks.Otherwisethe
usermayunintertionally akusehis privileges. Currently
the ability of an admiristratorto login in the usert do-
mainis complicatedby the factthatthe adminstrators
homedirectoryhasa separateype thatis not writeable
by the usert domain. This problemwill be solved ei-
therby addirg supprt for multiple home directaies for
auseror by addirg suppot for polyinstantiateddirecte
ries.

3.5 Assertions

The assert.te file contairs assertionsthat are
checled after evaluatirg the entire TE configuation.
Theseassertionganbe usedto detecterras in the con-
figuration.

A few sampleassertionsreprovided but athoraugh
setof assertiontiasnotyetbeendeveloped. Someof the
sampleassertiongrethat only certaindomairs canuse
the sysmodue capabilityandthat systemsoftware can
only bemodifiedby administrates.

An assertexecutemacrois definedfor generatig as-
sertionsto verify that certaindomairs canonly exectte
codefrom their entry point execuabletype, the system
dynamic loadertype,andthe systemsharedibrary type.
This macrois apgied to a setof domainsthatshouldnot
requile exeaite acces$o ary othercoce.

4 RBAC Configuration

This sectiondescrilesthe Role-Based\ccessControl
(RBAC) configuationcontainedn ther bac file. It be-
ginshy discussinggachmd macro It thendescribegach
role.

4.1 Macros

Currently thereis only one macro definedfor the
RBAC configuration. The role_autotrans macro ex-
pand to a role allow rule that authoizes a role transi-
tion anda role transitionrule that causeghe transition
to occu autonatically whenaparticularprogamtypeis
execued. This macrois the RBAC equialentto the TE
doman_autotransmacro
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4.2 Roles

The objectr role is a precefinedrole thatis usedfor
objects,sincetherole field in an objectsecuritycontext
is not usedin accesslecisions.Any type canbe associ-
atedwith this role. A role allow rule to this role shoud
never bedefined sincea procesith this role couldpo-
tentially enterany doman.

Thesystenr roleis therole of systemprocesses Any
of the TE systemdomainsdescribd in Section3.42 can
beassociatedvith thisrole. Thesysadmt domainis au-
thorizedfor thisrole sothati ni t canenterthis doman
for single-sermode. Thefsadmt, ifconfigt, andmod
ule progamdomainsarealsoauthorizel for this role so
thatinitrc_t canexecue the correspadingprogams.

The userr role is the role of unpivileged userpro-
cessesTheinitial login domainfor thisroleis theusert
doman. Thisroleis alsoauthoizedfor avarietyof user
progamdomairs.

Thesysadnr roleis therole of thesystemadmiristra-
tor. Theinitial login domain for thisroleis the sysadnx
doman. Thisroleis alsoauthoizedfor avarietyof user
progam domains, includng domains for i f confi g,
f sck, andthemodule utilities.

Theseuserrolescanbe enteredat login. To suppat
role changesduring a login session,a newr ol e pro-
gramwascreatedThis progamreauthaticateshe user
to ensuethattherole chang@doesnotoccurwithout con-
sentby theuser The programtransitionsto thenew role
andto theinitial login domainassociatedvith thatrole.
This programis run in the newrole_t domainthatis au-
thorizedfor role changs.

5 UserConfiguration

Thissectiorndescribesheuserconfigurationcontaine
in theuser s file. This corfigurationdefineseachuser
recoqizedby the securitypolicy. It specifiesthe roles
thatcanbeassociateavith eachuser

The systemu useris the useridentity for systempro-
cessesand objects. There shouldbe no correspndirg
Unix identity for the Flasksystemu user anda userpro-
cessshouldnever beassignedhe systemu useridentity.
The systenr role canbe associatedvith this useriden-
tity.

The remainirg userslisted in this configuation cor-
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respoid to Unix identitiesin the / et ¢/ passwd file.

Theseuseridentitiesareassignedo userprocessesvhen
| ogi n createsheusershell. Theuserr role canbeas-
sociatedwith arny user Thesysadnr role canbeassoci-
atedwith ary systemadministrata

Although a usermaybe authorize for anadminstra-
tor role, the usershouldstill login in the userr role un-
lessheis perfomingadmiristrative tasks.Otherwisethe
usermayunintenionally albusehis privileges. Currently
the ability of anadmiristratorto login in theuserr role
is comgicatedby thefactthatthe admiristrators hone
directoy hasa separatdypethatis notwriteableby the
usetrt doman. This problem will be solved either by
addirg suppot for multiple homedirectores for a user
or by addirg suppot for polyinstantiatedlirectoies.

6 Constraints Configuration

This sectiondescribesthe constraintsconfiguration
contaired in the constrai nts file. This configu
ration definesadditianal restrictionson certainpermis-
sions. Theserestrictionsare expressedas booleanex-
pressiondasedntherelevart useridentities,roles,and

types.

Two corstraintsaredefinedfor the processtransition
permission The first constraintrestrictsthe ability to
transitionto a differentuseridentity to dormainswith the
privusertype attribute. Only the cr ond andlogin do-
mainsneedthis attribute. The seconccorstraintrestricts
theability to transitionto adifferert roleto domainswith
the privrole type attribute. Only the cr ond, login do-
mains,andthe domainfor the newr ol e progamneed
this attribute.

Two constrénts aredefinedfor creatingandrelabelirg
objects.Thefirst constrain restrictsthe ability to create
or relabé files with a differert owner to domains with
the privowner attribute. The secondconstraim restricts
the ability to createor relabé soclets with a different
ownerto domairs with the privownerattribute. The ad-
ministratordonmain andthe logrotatet domain have this
attribute.

7 Secuity Context Configuration

This sectiondescribeghe securitycontext configura-
tion. It begins by discussingthe security contexts for
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initial SIDs. The contets for unlateledfile systemsare
thendescriled. Thissectionconcludswith adescriptio
of thecontets for network objects.

7.1 Initial SID Contexts

The initial SID contet configurationis containel in
thei ni ti al _si d_cont ext s file. This configuation
specifieghe securitycontet for eachSID thatis prece-
finedfor systeminitialization.

A separataloman or type is definedfor eachinitial
SID sothatthe TE configurationcandistinguish amorg
theinitial SIDs. Thedomairs associateavith thekerrel,
i ni t, andkerrel module loaderSIDs aredescribé in
Section3.4. The typesassociateavith the otherinitial
SIDsaredescribedn Section3.3.

All of theinitial SID contexts usethe systemu user
identity, sincethey representsystemproessesand ob-
jects. The kerrel SID, i nit SID, and kerné mod
ule loader SID use the systenr role since they are
usedfor systemprocesses. The initial SIDs for sock-
ets(any_sodet, icmp_sodet, andtcp_sodet) usethesys-
temr role becausesocletsaretreatedaspraxiesfor pro-
cessesn the network accesscortrol modd.  The other
initial SIDsusetheobjectr role sincethey represenob-
jects.

7.2 File SystemContexts

Theunlabeledile systencontext configurationis con-
tainedin the f s_cont ext s file. This configuation
specifiesthe security contexts to apply to an unlabelel
file systemwhenit is first mourted. If no entryis speci-
fied for the device, thenthe securitycontexts associated
with thefs andfile initial SIDsareused.

Currently this configurationis unused A singleentry
is specifiedas an examge. Thetypesarethe sameas
for thefs andfile initial SIDs. Thesystemu useridentity
andobjectr role areusedsincethesecontets represent
systemobjects.

7.3 Network Contexts

Thenetwork objectcortext corfigurationis containel
in the net _cont ext s file. This configuation speci-
fies the securitycontets for port nunbers,network in-
terfacesnodesandNFSfiles. Thetypesassociatevith
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thesecontets arediscussedn Section3.37. Thesese-
curity contexts usethe systemu useridentity andthe ob-
jectr role sincethey represensystemobjects.

By default, port nunbersarelabeledwith the security
contet associatedvith the portinitial SID. Separatee-
curity contexts arespecifiedor portnumbes thatshoud
be restrictedto particulardomairs. Currently security
contets are only definedfor a few ports as exanples.
As discussedn Section3.37, several of the typesused
in thesesecuritycontets canbe redu@dto a singlein-
etd port_t type.

The security contexts associatedvith the netif and
netmsginitial SIDs are usedby defaut for network in-
terfaces.Separatesecuritycortexts canbe specifiedfor
individualnetwork interfacego distingush accesso dif-
ferentinterfaces Currently separateontexts aredefinel
for the loopbackinterface,the et h0 interface,andthe
et h1 interface.However, thesedistinctionsarenot cur
rently usedby the TE corfiguration

By defaut, the security context associatedvith the
nodeinitial SID is usedfor nodes. Separatsecuritycon-
texts can be specifiedfor an addressand mask pair to
distinguishaccesdo differentnodes.Currerily, separate
contets aredefinedfor the locallostaddressandfor all
hostswith a particularprefix. However, thesedistinc-
tionsarenot currerly usedby the TE configuration.

NFS filesystemsand files are labeledwith the secu-
rity context associatedvith the nfs initial SID by de-
fault. Separatesecuritycontexts canbe specifiedfor an
address andmaskpair to distingtish accesgo different
NFSseners.

8 File Contexts

This sectiondescribs the separateonfigurationused
to setfile securitycontexts. This configuationis con-
tainedin thef i | e_cont ext s file. It specifiesfile se-
curity contexts basedon pathramereguar expressions.
Theset fi | es progamreadshis configuationandla-
belsfiles accodingly.

Sincethefile systemnayou variesconsideraly amory
different Linux distributions and even amang different
versiors of asingleLinux distribution, this configuration
shouldbereviewedandcustonized befole theinitial re-
labeling of the file system. For examge, the locations
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of sysl ogd andk! ogd differ betweerRedHat6.0and
RedHat6.1 As mentioredin Section3.31, thelocation
of the policy soures (policysrc_t) shoud also be cus-
tomizedbefae theinitial relabeling Similarly, asmen-
tionedin Section3.33, thelocationfor administratoand
ordinary userhome directaiesshoud becustomizede-
foretheinitial relabeling

The typesusedin the configuation are describedn
Section3.3. Thesystemu useridentity andobjectr role
areusedfor all of thesecuritycontetsin this configura-
tion, sincethey all representystenobjeds. If desireda
separatentry could be specifiedfor eachuserhomedi-
rectorysothatit is labeledwith theusersidentity. How-
ever, this is not necessarysincethe useridentity on the
file is only usedto deternine the ability to relabelthe
file. Any files createdsubsequety by individual users
will becreatedwith the correspndinguseridentity.

9 Extensionsfor Installing

Whenthenew kernelis first bootedon avanilla Linux
systemall filesareinitially labeledwith thesecuritycon-
text associatedvith thefile initial SID. Sincethe entry
pointexecuablesarenotlabeledyet,apprgriatedoman
transitionsdo not occur Sinceall files arelabeledwith
asingletype,thepernissionsdefinedin the standardlre
configuationareinadeyuate.

Consequaetly, a setof extensiors to the standarcol-
icy configuation aredefinal for theinitial bootandre-
labeling of file systems. The exterded policy configu
rationis referred to asthe initial policy. After bootirg
with theinitial policy, file systemsrerelabele in accor
dancewith thefile contets configuation andthe stan-
dardpolicy is installed. The systemis thenrebmtedfor
operaionaluse.

The extersionsto the policy configuation are con-
tainedin thei ni t . t e file. Thisfile definesa new ini-
tial_bod_t domain. Theinit t domaintransitionsto this
doman whenit exeautesary file. All systemproesses
runin this domainduiing theinitial boa. This doman
is grantedextensie permnissionsso thatall systempro-
cesseganperfom theirtasksbeforeor aftertherelabel-
ing. This doman cantransitionto the sysadmt doman
sothatausercanlogin astheadmiristrator Theusercan
thenrelabelfile systemsijnstall the standad policy, and
rebod.
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In addtion to definingthe new donmain, this file ex-
tendsthe kernelt, init_t, kmodt, andsysadnt donmins
sothatthey canfunction properly during theinitial boot
andrelabelimg. It alsoexterdstheinitrc_t domain sothat
it canhande therebod.
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