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explicitly specified.Thefile typeauto transmacroadds
a type transitionrule to this macroso that the file type
transitionoccurs automaticallywhenthedomaincreates
a file in thedirectory type.

The usesshlib macroexpands to accessvector rules
that grant a domain the ability to execute the system
dynamic loaders and to execute codefrom the system
sharedlibraries. The can exec macrogrants a domain
theability to execute a programtypewithout transition-
ing into a new domain. Thecan execanymacrogrants
a domain theability to execute any systemprogram.

Thecan networkmacroexpandsto accessvectorrules
that grant a domainthe ability to perform unrestricted
network communicationvia UDP or TCPsockets. This
macrogrants thedomain permissions to thedefault mes-
sagetypesfor eachnetwork interfacesothatthedomain
cancommunicatewith systemsthatdo notprovide mes-
sagelabeling. Whenmessagelabelingis provided,sep-
arateaccessvectorrulesmustbedefinedfor thepair of
domains that arecommunicating. The can tcp connect
andcan udp sendmacrosexpandto accessvector rules
thatauthorizespecificpairsof domains to communicate.
SinceFlaskdoesnotyetprovidemessagelabelingacross
the network, thesemacrosareonly necessaryfor com-
munication acrosstheloopbackinterface.

For UNIX domain IPC, the can unix connect and
can unix sendmacros expand to accessvector rulesthat
authorize specific pairs of domains to communicate.
Thesemacros do not authorize the transferof openfile
descriptions betweendomains,so additional rulesmust
bedefinedin theconfigurationif thatis desired.

The can sysctlmacroexpands to accessvector rules
that grant a domain the ability to modify any sysctlpa-
rameters. It might be useful to separatepermissions
for the modprobe path from the othersysctl parame-
ters, sincethis path is especiallysecurity-critical. The
can createpty macroexpands to a set of rules that al-
low a useror administrator domain to createandaccess
pseudoterminalswith acorresponding derivedtype.The
can createother ptymacroexpandsto asetof rulesthat
allow a domainto createand accesspseudoterminals
on behalfof anotherdomain, asin thecaseof gnome-
pty-helper.

3.2 Type Attrib utes
Eachtypecanhave anoptional setof attributesasso-

ciatedwith it. A type attribute is usedto identify a set
of typeswith a similar property. Whena type attribute
is usedin a rule, it is expandedto the setof types with
thatattribute. Hence,typeattributescanbeusedto con-
veniently group typestogetherandexpresssharedprop-
ertiesfor all typeswith theattribute.By prefixing a type
attribute with the tilde character, a rule canalsobe ap-
plied to all types thatdo not have thespecifiedattribute.
Thepolicy languagedoesnotyetsupport asetdifference
operator for typeattributes.

Thedomainattribute is usedto identify all typesthat
canbeusedasdomains. TheTE configurationusesthis
attribute in rules to grant every domaina standardset
of permissions. This attribute is also usedin rules to
allow certainprivileged domains to sendsignalsto all
processesandto inspecttheprocfs entriesof all pro-
cesses.An accessvectorassertionusesthis attribute to
verify that only typeswith the domainattribute canbe
enteredby processes.

The privuserattribute is usedto identify all domains
thatcanchangetheiruseridentity. Theprivrole attribute
is usedto identify all domains thatcanchange their role.
The privowner attribute is usedto identify all domains
that can label objectswith otheruseridentities. These
restrictionsarespecifiedin theconstraintsconfiguration.

The privlog attribute is usedto identify all domains
that cancommunicatewith syslogd through its Unix
domain socket. This attribute is used in rules that
grantthenecessaryfile permissionsto thecorresponding
socketfile. It is alsousedin rulesthatgrantthenecessary
socketpermissionsfor communicatingwith syslogd. The
privmemattributeis usedto identify all domains thatcan
accesskernelmemorydevices. This attribute is usedin
an assertionthat only thesedomains have reador write
accessto thememorydevice type.

Theexec typeattributeis usedto identify all file types
thatareusedasentrypoint executablesfor domains. This
attributeis usedin thecan execanymacroto allow gen-
eralexecute accessto theseprograms,although theabil-
ity to transitionto the corresponding domainsis more
restricted.It is alsousedin anaccessvectorassertionto
verify thatentrypointexecutablescanonly bemodified,
deleted,or renamedby administrators.
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Severalattributesaredefinedto identify all typesused
for a particular kind of object. For example, file type
is usedto identify all file types,fs typeattribute is used
to identify all file systemtypes,and netif type is used
to identify all network interfacetypes. Theseattributes
are usedin accessvector rules suchas a rule to allow
all file typesto be createdin a file systemtype and a
ruletoallow theinitrc scriptstoconfigureall network
interfaces.

Thepidfileattributeisusedto identifyall file typesthat
areusedasPID filesin /var/run. Thetmpfileattribute
is usedto identify all files typesthatareusedastempo-
rary files in oneof thetmp directories. Thesysadmfile
attributeis usedto identify file typesthatarefully acces-
sibleby thesystemadministrator domain(sysadmt).

3.3 General Types
The types subdirectory containsseveral files with

declarationsfor general types(types not associatedwith
a particulardomain) and somerules defining relation-
shipsamong thosetypes.Relatedtypesaregroupedto-
getherinto eachfile in this directory, e.g.all device type
declarationsarein thedevice.te file.

Thissectiondescribeseachgeneral typedefinedin the
configuration. Domains and their associatedtypesare
discussedin thenext section.Thissectionbeginsby dis-
cussingtypesdefinedfor new securityobjects introduced
by Flask.It thendescribestypesfor controlling accessto
devices, typesfor controlling accessto files, and types
for controlling accessto network objects.

3.3.1 Security Types Thesecurity.te file con-
tainsdeclarations for types definedfor new securityob-
jects introducedby Flask. The securityserver type, se-
curity t, is usedto control theability to usemostof the
new securityserver systemcalls. Thepolicy configura-
tion grants every domainpermissionsto obtainSIDsfor
contexts andto get the list of active SIDs. Thepermis-
sion to obtain a context for a SID is basedon the type
associatedwith the particular SID ratherthanusingthe
generic securityt type. Thepolicy configurationgrants
everydomainthispermissionto every type,sotheability
to obtainthesecuritycontext associatedwith any SID is
alsounrestricted.

Thepolicy configurationtype,policy configt, is used

to control accessto the compiled policy configuration
file (/ss policy). Thepermissionto loada new pol-
icy configurationon anoperationalsystemis alsobased
on this type. This typecanonly bemodified by thead-
ministrator. Stronger integrity protection could be pro-
videdbyonlyallowingthistypetobecreatedormodified
by the administrator through a specificprogram. Such
a programcouldalsorequirereauthentication to ensure
thatthepolicy configurationis notrewrittenwithoutuser
consent.Permissionto loadanew policy configurationis
only grantedbetweentheadministrator domain andthis
type.

Thepolicy sourcetype,policy src t, is usedto control
accessto thepolicy configurationsourcefiles. This type
canonly be modifiedby the administrator. Sincethese
sourcefiles have no standardlocation, the file contexts
configuration should be customizedby eachsite to set
the locationof the policy configurationsourcesprior to
relabeling thefile system.

Thefile labelstype,file labels t, is usedto control ac-
cessto the persistentlabel mapping storedin eachfile
system. The mapping files are in the ...security
subdirectory at the root of eachfile system. This type
canonly bemodifiedby the administrator. As with the
policy configuration type, it might be desirable to pro-
videstronger integrity protectionfor this type.

The inaccessibletype, no accesst, is a general type
for files thatareonly accessibleby administrators. This
type is not currently usedin the file context configura-
tion.

3.3.2 Device Types The device.te file contains
declarationsfor device types.Thedevice directory type,
device t, is usedto control accessto the directorycon-
tainingdevicespecialfiles. All domainsaregranted read
andsearchpermissionsto directories of this type. This
typeis alsousedasthedefault typefor files in thisdirec-
tory.

The null device type, null device t, is usedto permit
accessto the null device. All domainsaregranted read
andwrite permissionsto this type. The random device
type, random device t, is usedto permit accessto de-
vices usedto obtain random values. All domains are
granted readpermissionsto this type.

The tty device type, tty device t, is usedto control
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accessto tty devices. Tty devices are initially labeled
with this type. The login program was modified to
change the securitycontext on the userterminal based
on the user’s security context. Derived types are de-
fined for eachuserdomain, e.g. user tty device t and
sysadmtty device t, for thispurpose.A distincttype,de-
vtty t is usedfor /dev/tty sinceit canbeaccessedby
all domains.

The consoledevice type,consoledevice t, is usedto
control accessto theconsole.Currently, all domainsare
granted readandwrite permissionsto this type.Thiswill
bechangedto only grant permissionsfor thosedomains
thatrequireaccessto theconsoledevice.

Thememory device type,memorydevice t, is usedto
control raw accessto memory. Theklogd domainis al-
lowedto readthis type.TheX serverdomainis currently
allowedto readandwrite this type,although theportion
of theX server thatrequiressuchaccessshouldbesepa-
rated.

Thefixeddiskdevice type,fixeddisk device t, is used
to control raw accessto fixeddisk devices. Theremov-
abledevice type, removabledevice t, is usedto control
raw accessto removable devices. The file systemad-
ministrationprogram domain (usedfor programssuch
as fsck and swapon) is allowed to read and write
thesetypes. The administratordomainis currently al-
lowedto directlyreadandwrite fixeddiskdevicesto run
/sbin/lilo, but this programwill bemoved into its
own domain.

Theclock device type,clock device t, is usedto con-
trol accessto the real time clock. The initrc t domain
is allowed to readandwrite this type. Note that a do-
main canset the systemtime without having accessto
this type.

Themisc device t typeis usedto permit accessto mis-
cellaneous devices that have not yet beenstudiedfor
proper control, e.g. /dev/sequencer, /dev/dsp,
/dev/audio, /dev/fb. The userdomains are al-
lowedto readandwrite this type. Thesedevicesrequire
furtherstudyto identify propercontrols andmayrequire
changesto thepam consolemodule to setthesecurity
context on thesedevice files basedon the usersecurity
context.

The psauxt type is used to control accessto the

/dev/psaux mousedevice. The initrc t domain is al-
lowedto readthis type for kudzu. Thegpm, X server,
anduserdomainsareallowedto readandwrite this type.
Properly controlling accessto thisdevicerequiresfurther
study.

3.3.3 File Types Thefile.te file containsdecla-
rations for file types. At the end of the file, several
rules are specifiedto definerelationshipsamong these
file types.

Theunlabeledtype, unlabeled t, is usedto control ac-
cessto files thatdonotyetsupport labeling.No domains
aregrantedpermissionsto this type.

Thedefault file systemtype,fs t, is usedto control ac-
cessto the file system. This type is currently the only
type definedfor ext2 file systems,andit is automati-
cally appliedto an unlabeled ext2 file systemwhenit
is first mounted. All file typesareallowedto becreated
in this file systemtype. All domainsareallowed to get
the attributesof this file systemtype. Thekernel t, ini-
trc t, andadministrator domains aregrantedpermissions
to mount andunmount this type.

The default file type, file t, is usedto control access
to files. This type is automatically applied to files in
anunlabeledext2 file systemwhenit is first mounted.
All root directory typescanbe mounted on a directory
with this type. The initrc t andadministrator domains
aregrantedpermissionsto usedirectorieswith this type
asmount points.Everydomainis grantedpermissionsto
readdirectoriesandfiles of this type.

The root directorytype, root t, is usedto control ac-
cessto the root directory. All domains areallowed to
readfiles anddirectorieswith this type.Only theadmin-
istratordomains aregrantedpermissionsto modify this
type.

The lost-and-found directory type, lost foundt, is
usedto control accessto thelost+found directories
andfiles. Only the file systemadministrationprogram
domain andthe administrator domains aregranted per-
missionsto this type.

Theboot type,boot t, is usedto control accessto the
boot directory andits files. The administratordomains
canmodify this type. Since/boot/kernel.h is au-
tomaticallygeneratedduring systeminitialization, asep-
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aratetype, boot runtimet, is definedfor this file. An
automatic file type transitionis definedfor the initrc t
domain to createthis typein theboot directorytype.All
domains areallowedto readthesetwo types.

The tmp directory type, tmp t, is usedto control ac-
cessto temporary directories. All domainsaregranted
permissions to createandunlink files in thesedirecto-
ries.To provideseparationamong temporaryfiles,asep-
aratederivedtypeis definedfor eachdomain thatcreates
temporary files, andan automatic file type transitionis
definedfor eachdomain to createthecorresponding de-
rivedtypein thetmpdirectory type.

Theetc t typeis usedto controlaccessto systemcon-
figuration information. This type can be readby any
domain but can only be modifiedby the passwdt and
administrator domains. This type canalsobe executed
by several domains. Since several configuration files
arecreatedduring systeminitialization,anetc runtimet
type is alsodefined. Automaticfile type transitionsare
definedfor the init t andinitrc t domainsto createfiles
of this typein theetc t directory type.Sendmailrequires
write accessto thealiasesdatabaseandthe/etc/mail
directory, so separateetc aliasest andetc mail t types
aredefined. Thesendmailt domain canreadandwrite
thesetwo types,andcancreatenew filesin /etc/mail.

The lib t type is usedto control accessto systemli-
braries. All domainsareallowed to readthis type, but
only administratordomainscanmodify it. Several do-
mainscanexecute this type.

The shlib t type is usedto control accessto system
sharedlibraries.The ld so t type is usedto control ac-
cesstosystemdynamic loaders.All domainsareallowed
to readthesetwo types, to execute programswith the
ld so t type, andto execute code with the shlib t type.
Only administrator domainscanmodify thesetypes.The
setof domains will be reviewed to determine if they all
require accessto sharedlibraries.

Thebin t type is usedto control accessto systembi-
naries. All domains areallowed to readthis type, and
severaldomainsareallowedto executeit. Only adminis-
tratordomains canmodify it. Thesbin t typeis usedto
control accessto superusersystembinaries.This typeis
identicalto bin t exceptthat init t canexecute it for the
update program.

The mant type is usedto control accessto system
manual pagedirectories andfiles. All domains areal-
lowed to readthis type, and the administratordomains
canmodify it. Thesystemcrond t domain canalsomod-
ify it to updatethewhatis files.

The usr t type is usedto control accessto the/usr
directory. Thesrc t typeis usedto control accessto sys-
temsources.Thesetypesarecurrently equivalent to the
rootdirectorytype.They areseparatelydefinedto allow
distinctpermissionsto begrantedin thefuture.

The var t type is usedto control accessto the/var
directory. This type is currently equivalent to the root
directory type,but is separatelydefinedto allow distinct
permissions to be granted in the future. Separatetypes
aredefinedfor severalsubdirectoriesof /var: catmant,
var run t, var log t, var lock t, var lib t, var spool t,
and var yp t. The wtmp t type is defined for the
/var/log/wtmp file. All domains can read these
types.

All of thesetypescanbemodifiedby theadministrator
domains. Thecatmant typecanbereadandmodifiedby
theuserdomains. Thevar run t typecanbemodified by
daemonsandby the initrc t domain. Thevar log t type
can be modified by initrc t, syslogd t, crond t, logro-
tate t and the login domains. The var lock t type can
bemodified by initrc t, systemcrond t, andthelocal lo-
gin domain. Thevar lib t typecanbemodified by sys-
temcrond t and logrotate t. The var yp t type can be
modifiedby ypbind t. Thewtmpt typecanbemodified
by init t, initrc t, getty t, rlogind t, utemptert, and the
domains for gnome-pty-helper andlogin.

To provide separationamong files in /var/log, de-
rivedtypesaredefinedfor someof thedomains thatcre-
atefiles in this directory, andthewtmp file is assigneda
separatetype. Thelogrotate programwasmodified
to preserve the securitycontexts on the log files in this
directory.

To provide separationamong files in /var/run, de-
rivedtypesaredefinedfor eachdomainthatcreatesfiles
in this directory. Consequently, thepid files areindivid-
ually labeledbasedon the corresponding domain, and
theutmp file is labeledwith theinitrc var run t derived
type. The initrc t domain is allowed to readand un-
link thederivedtypesfor thepid files for shuttingdown
the system. Domains for init, getty, rlogind,
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utempter, gnome-pty-helper, su and login
aregrantedreadandwrite permissionsto theutmp file.

The /var/spool directory is further refined
into separatetypes for several of its subdirectories:
at spool t, cron spool t, lpd spool t, mail spool t, and
mqueue spool t. All of thesetypescanbereador mod-
ified by the administrator domains. Eachof the spool
typescanbeaccessedby thedomainsfor thecorrespond-
ing daemon andclientprograms.Thelogin domainscan
testfor theexistence of mail spoolfiles,andtheuserdo-
mainscanreadandwrite mail spoolfiles. Derivedtypes
havebeendefinedfor severalof thesespooltypesto pro-
vide separationbetweenspoolfiles createdby different
userdomains.

3.3.4 Procfs Types The procfs.te file contains
declarationsfor typesusedfor thepseudofilesin /proc.
Theproc t typeis thetypefor the/proc directory and
its files. All domainsareallowedto readthistype.Dueto
thehighly sensitivenatureof thekmsg andkcore files,
separatetypesare definedfor thesefiles: proc kmsgt
andproc kcore t. Only thedomainfor klogd is allowed
to readtheproc kmsgt type.Currently, nodomain is al-
lowedto readtheproc kcore t type.

The process-specificsubdirectoriesof /proc arela-
beled with the domain of the corresponding process.
Eachdomain is allowedto readfiles labeledwith thedo-
main.Theinitrc t andadministrator domainsareallowed
to readfiles labeledwith any domain.

The sysctlt type is the type for the/proc/sys di-
rectoryandits files. A separatetype is definedfor sev-
eral of the subdirectories of /proc/sys: sysctlfs t,
sysctlkernel t, sysctlnet t, sysctlvm t, andsysctldev t.
Sincethemodprobe pathis especiallysecurity-critical,
a separatetype, sysctlmodprobe t, is defined for
/proc/sys/kernel/modprobe. Thesetypesare
alsousedto controltheuseof thesysctlsystemcall. All
domains areallowed to readthesetypes. Only the ini-
trc t domain andtheadministratordomainsareallowed
to write thesetypes.

3.3.5 Devpts Types The devpts.te file contains
declarations for typesusedfor the pseudo files related
to /dev/pts.

The ptmx t type is used to control access to

the /dev/ptmx pty master multiplex device. The
rlogind domain anduserdomains areallowedto read
and write this type. The devpts t type is the type for
the /dev/pts directory. All domains areallowed to
readthis type. Pty files in /dev/pts arelabeledwith
a typederived from thedomain of thecreatingprocess.
Eachdomainis grantedaccessto its own ptys. Ptyscre-
atedby rlogind arelabeledwith the rlogind devpts t
type. Thelogin programwasmodifiedto relabelthe
userterminalbasedon theuser’s securitycontext. Con-
sequently, ptysarerelabeledbylogin to aderivedtype,
userdevpts t or sysadmdevpts t.

3.3.6 NFSTypes Thenfs.te file containsdeclara-
tionsfor typesusedfor files from anNFSserver. At the
endof thefile, several rulesarespecifiedto definerela-
tionshipsamong theseNFSfile types.

Thenfs t typeis thedefault typefor NFSfile systems
andtheirfiles. A separatetypecanbedefinedfor thefiles
providedbyeachNFSserver, asdescribedin Section7.3.
The nfs clipper t type is an example type for NFS files
mounted from a hostnamedclipper. Currently, bothof
thesetypescanbereadandwrittenby all domains.

3.3.7 Network Types The network.te file con-
tainsdeclarationsfor typesusedfor network objects.At
the endof the file, several rulesarespecifiedto define
relationships amongthesenetwork objecttypes.

Theany socket t typeis thedefaultdestinationsocket
typefor UDP or raw IP traffic. Thecan networkmacro
grantsthedomainpermissionto sendto thissocket type.
This macrois appliedto any domain that usesthe net-
work.

Theicmp socket t typeis thetypeof thekernelsocket
usedtosendICMPmessages.Thissockettypeisallowed
to sendandreceive raw IP messages.The tcp socket t
type is the type of the kernelsocket usedto sendTCP
resets.This socket is allowed to sendandreceive TCP
messages.No domainis grantedpermissionsto these
socket typessincethey areonly usedinternally by the
kernel.

Theport t typeis thedefault typefor INET port num-
bers. All domains are allowed to bind port numbers
with this type. Separatetypesare definedfor several
port numbers. Only the lpd t domain is allowedto bind
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printer port t. Only the sendmailt domain is allowed
to bind smtpport t. No domain is currently allowed to
bind http port t. The inetd t domainis allowed to bind
the other types (ftp port t, telnetport t, rlogin port t,
rsh port t). Hence,thesetypescould be collapsedinto
a singleinetd port t type. Port typesareassociatedwith
specificport numbersthrough the network context con-
figuration describedin Section7.3.

The netif t type is the default type for network inter-
faces. The netmsgt type is the default type for unla-
beledmessagesreceived on network interfaces. Sepa-
rate pairs of typesare definedfor several network in-
terfaces:netif eth0 t andnetmsgeth0 t, netif eth1t and
netmsgeth1 t, andnetif lo t andnetmsglo t. Network
interfacetypesareassociatedwith specificnetwork in-
terface namesthrough the network context configura-
tion described in Section7.3. Permissionsaregranted
for eachunlabeledmessagetype to be received on the
corresponding network interfacetype. The initrc t and
administrator domains areallowedto configure any net-
work interface. Several domainsareallowed to get the
configurationof any network interface.Thecan network
macrograntsthedomain permissions to sendandreceive
onany network interface.

The node t type is the default type for nodes. The
nodelo t typeis thetypefor the loopbackaddress.The
nodeinternal t type is the type for nodes on the lo-
cal areanetwork. Any of the unlabeled messagetypes
are allowed to be received from any node type. The
can network macro grants the domain permissions to
sendto any node type. Nodetypesareassociatedwith
specificnetwork addressesthrough thenetwork context
configurationdescribedin Section7.3.

3.4 Domains
Thedomains subdirectorycontainsseveralsubdirec-

torieswith aseparatefile containing thedeclarationsand
rulesfor eachdomain. Relateddomainsaregroupedto-
getherinto eachsubdirectory, e.g.all domaindefinitions
for systemprocessesarein thedomains/system sub-
directory. Thedomains/every.te file containsrules
thatapplyto every domain.

Thissectiondescribeseachdomaindefinedin thecon-
figuration. This sectionbegins by discussingrulesthat
areappliedto every domain. It thendescribesthe do-

mainsdefinedfor systemprocesses. Domains for user
programsarethendiscussed.Thesectionthendescribes
domains for userlogin sessions.

3.4.1 Every Domain The domains/every.te
file containsrulesthatapply to every domain. Eachdo-
main can sendSIGCHLD to init. Eachdomaincan
accessotherprocessesin thesamedomain, e.g.eachdo-
maincansendany signalto otherprocessesin thesame
domain. Process-specificfiles in /proc canbeaccessed
byany processwith thesamedomain. Eachdomainis al-
lowedto accessopenfile descriptions,pipes,andsockets
createdby processesin thesamedomain.

Eachdomain is allowed to obtain SIDs for security
contexts andto obtainthe list of active SIDs. Eachdo-
maincanobtainthesecuritycontext for any SID.

Eachdomaincangettheattributesfor any file system
type.Eachdomain hasreadaccessto theprocfs types
except for theproc kmsgt andproc kcore t types.Each
domain hasreadaccessto mostof thesystemfile types,
e.g. file t, root t, usr t, lib t, etc. Certainsystemfile
typesare intentionally excluded from this general read
access,suchaslost-and-founddirectories (lost found t)
andprotectedspool directories(e.g.cron spool t). Each
domain canaddandremovefiles from tmp t directories.

Every domain is grantedthe ability to execute code
from thesystemsharedlibrariesandto executethesys-
tem dynamic loader. Sincemany domains only require
executeaccessto thesetypesandto theirentrypoint exe-
cutable,permissionto execute othersystembinary types
is notgranted to all domains.

Each domain can read and write /dev/tty,
/dev/null, and the random number devices. Cur-
rently, every domainis also allowed to readandwrite
theconsole device,but thiswill bechangedto only grant
accessto thosedomains thatrequire suchaccess.

Currently, every domain is allowed to createanduse
NFSfiles. Everydomainis alsocurrentlyallowedto use
the network, bind to port numberswith thedefault port
type, andcommunicatewith portmap. Theseruleswill
be replacedwith specificrules in the appropriatefiles
granting thesepermissionsto only thosedomainsthatre-
quirethem.
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3.4.2 System Domains The domains/system
subdirectory contains a separatefile for eachdomain
usedfor a systemprocess.

Thekernel t domain (kernel.te) is thedomain of
process0 andthekernelthreadsstartedby it. No domain
cantransitionto thisdomain. Thisdomainis grantedper-
missionsfor mounting andunmounting file systemsand
for searching thepersistentlabelmapping. This domain
automatically transitionsto the init t domainuponexe-
cutingtheinit program.

The kernel t domain is also the target type when
checking permissionsin thesystemclass.This latteruse
of the kernel t domain canbe eliminated. The system
permissions seemto beobsoletedby thecapabilityper-
missions,sothey canprobablybecompletelyeliminated.
If the systempermissions areretained,the calling pro-
cessdomain couldbeusedinsteadasthe target type,as
with thecapability permissions.

Thekmodt domain(kmod.te) is thedomain of the
kernelmoduleloader. No domaincantransitionto this
domain, so it canonly be entered by the kernel. This
domain canusethe sysmodule capability. It can exe-
cutemodprobe, insmod, and shell commandsfrom
conf.modules. It canreadconf.modules, mod-
ules.dep, andthe module objectfiles. It cansignal
any domainsothatany processcanwait onakernel mod-
ule loaderthread.

The init t domain(init.te) is the domainof the
init process.Only thekernel t domain cantransition
to this domain. The init exec t typeis thetypeof theen-
try pointexecutable for this domain.The initctl t typeis
thetypefor /dev/initctl, a namedpipecreatedby
init for receiving communications. Thesulogin exec t
type is the type of thesulogin programusedfor au-
thenticationfor single-usermode. The init t domaincan
create/dev/initctl and/etc/ioctl.save. It
canalsomodify utmp andwtmp. This domain candi-
rectly run the update program. All processescanbe
killed by this domain. It automatically transitionsto ini-
trc t whenit executesoneof therc scripts. It automat-
ically transitions to getty t whenit executesgetty. It
automatically transitionsto sysadmt whenit executesa
shellor thesulogin programfor single-usermode.

The getty t domain (getty.te) is the domain of
getty. Only the init t domainis allowed to transition

to this domain. The getty exec t type is the type of the
entrypoint executablefor this domain. Thegetty tmp t
typeis thetypeof temporary filescreatedby thisdomain.
This domain canupdateutmp andwtmp. It transitions
to the local login t domain whenit executesthelogin
program.

The initrc t domain (initrc.te) is the domain of
the systemrc scripts. Only the init t domaincantran-
sition to this domain. The initrc exec t type is the type
of the entry point executablefor this domain. The ini-
trc tmp t type is the type of temporary files createdby
thisdomain. Theinitrc var run t typeis thetypeof files
createdin /var/run by this domain.

The initrc t domain can execute a variety of sys-
tem programs, other rc scripts, and telinit. It
can communicate with the init t domain through
/dev/initctl. It can examine all processesin
procfs andsendsignalsto any process. It canmount
andunmount file systemsof any typeandconfigureany
network interface. It cancreatevarious systemruntime
files. It canreadandunlink PID files. This domaincan
setvaluesin /proc/sys. It canusethenetwork.

Theinitrc t domain transitionsto acorrespondingdae-
mon domainwhenit executeseachsystemdaemon. It
transitionsto the corresponding module utility domain
when it executesa module utility. It transitionsto the
fsadmt domain whenit executesfsck andswapon. It
transitionsto theifconfig t domainwhenit executesif-
config.

The klogd t domain (klogd.te) is the domain of
the kernel log daemon. Only the initrc t domain can
transitionto this domain. The klogd exec t type is the
typeof theentrypoint executablefor this domain. The
klogd tmp t typeis thetypeof temporaryfilescreatedby
thisdomain. Theklogd var run t typeis thetypeof files
createdin /var/run by this domain. This domaincan
read/proc/kmsg and/dev/mem.

Thesyslogd t domain(syslogd.te) is thedomain
of thesystemlog daemon. Only the initrc t domaincan
transitionto this domain. Thesyslogd exec t typeis the
typeof theentrypoint executablefor this domain. The
syslogd tmp t typeis thetypeof temporary files created
by this domain. The syslogd var run t type is the type
of files createdin /var/run by this domain. The de-
vlog t typeis usedfor/dev/log, aUnix domainsocket
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createdby syslogd for receiving log messages.Do-
mainswith the privlog attribute canreadandwrite this
socket andcancommunicatewith syslogd. The sys-
logd t domaincanmodify logfiles. It cancreateandbind
to /dev/log.

The crond t domain(crond.te) is the domainof
a daemon used to run scheduled commands. Only
the initrc t domaincan transitionto this domain. The
crond exec t typeis thetypeof theentrypointexecutable
for thisdomain. Thecrond tmp t typeis thetypeof tem-
porary files createdby this domain. Thecrond var run t
typeis thetypeof filescreatedin /var/run by thisdo-
main.Thecron log t typeis thetypeof thecronlog file.
This domain can readfrom /var/spool/cron and
it canreadsystemandusercrontabfiles. This domain
transitionsto usermail t when it executessendmail
for mailingoutput from cronjobs.

The crond program was changed to transitionto a
default securitycontext for eachuserbefore executing
any jobsfor theuser. Thecronsecuritycontextsarespec-
ified in the /etc/security/cron context file.
The domainsfor thesesecuritycontexts canbe defined
usingthe crond domain macrofrom crond.te. This
macrodefinesa derived domain for a userdomainthat
can be usedfor cron jobs createdby usersin that do-
main. Theuseof a deriveddomain allows thepolicy to
grantdifferent permissionsto usercron jobs thanto an
interactive usersession.

Sincecrontabfiles arenot directly executed,crond
mustensurethatthecrontabfile hasa context thatis ap-
propriatefor thecontext of theusercronjob. Thecrond
programwaschanged to perform an entrypoint permis-
sioncheckfor this purpose.Usercrontabfiles aretyped
basedon the domain that ran the crontab program.
The domains definedby crond domain aregranted en-
trypoint permissionto this type.

A systemcrond t domain is defined for system
cron jobs to separatethe permissions neededby sys-
tem cron jobs from the permissionsneededby the
daemon itself. This domain is specified in the
/etc/security/cron context file for the sys-
temu user. The systemcrond script t type is usedfor
systemcrontab files, and the systemcrond t domainis
granted entrypoint permissionto this type. This do-
main transitions to rmmodt when it executesrmmod

for /etc/cron.d/kmod. It transitionsto logrotate t
whenit executeslogrotate.

The atd t domain (atd.te) is the domain of an-
other daemon that runs scheduled commands. Only
the initrc t domaincan transitionto this domain. The
atd exec t type is the typeof theentrypoint executable
for this domain. The atd tmp t type is the typeof tem-
porary files createdby this domain. The atd var run t
type is the type of files createdin /var/run by this
domain. Currently, this domain can read and write
/var/spool/at. A separatetypewill bedefinedfor
/var/spool/at/spool, which is usedfor output
from thejobs. This domain andprogramwill berevised
in a similarmannerto crond t.

The sendmail t domain(sendmail.te) is the do-
mainof themail daemon. Only the initrc t domaincan
transitionto this domain. The sendmailexec t type is
the type of the entry point executablefor this domain.
The sendmail tmp t type is the type of temporary files
createdby this domain. Thesendmailvar run t type is
the type of files createdin /var/run by this domain.
The sendmailvar log t type is the type of files created
in /var/log by this domain. The sendmail t domain
can use the network and can bind to the SMTP port.
It can write to the aliasesdatabase,/etc/mail, the
mail spooldirectory, andthemail queuedirectory. The
sendmail programis beinganalyzedto determineap-
propriate control points to insert transitions to derived
domains for userssothat its privilegesareproperly lim-
itedwhenactingonbehalfof users.

The lpd t domain (lpd.te) is the domain of the
printer daemon. Only the initrc t domain can transi-
tion to this domain. The lpd exec t type is the type
of the entry point executable for this domain. The
lpd tmp t type is the type of temporary files createdby
this domain. The printer t type is usedto control ac-
cessto /dev/printer, a Unix domain socketcreated
by lpd. This domaincan use the network and bind
to the network printer port. This domain canreadand
write /var/spool/lpd. Currently, this domain can
directlyexecutefilters in thespooldirectory or in system
programdirectories. It maybedesirable to transitionto a
separatedomainwhenexecuting filters. For local print-
ing, permissionswill needto be addedto local printer
devices.

12
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Sincethelpr commandcanbeusedto createa sym-
bolic link to thefile ratherthancopying it into thespool
directory, the lpd t domainwill eitherneedto begranted
permissions to reada varietyof file typesor it will need
to transitiontoadefaultsecuritycontext for theuserprior
to readingthe file. The existing lpd programattempts
to prevent abuseof its superuserprivilegesby checking
that the device and inode number of the actualfile are
the sameaswhenthe link wascreatedby lpr. How-
ever, thisdoesnotguaranteethatthefile is thesame.

The gpmt domain (gpm.te) is the domain of the
consolemouse server. Only the initrc t domain can
transition to this domain. The gpmexec t type is the
typeof theentrypoint executablefor this domain. The
gpmtmp t type is the type of temporary files created
by this domain. The gpmvar run t type is the type of
files createdin /var/run by this domain. The gpm-
ctl t type is usedfor /dev/gpmctl, a Unix domain
socketcreatedbygpm for communications. Thisdomain
can createand bind to /dev/gpmctl. It can access
/dev/psaux. Permissionsarenotyet definedto allow
clientdomains to communicatewith this domain.

The xfs t domain(xfs.te) is the domainof the X
font server. Only theinitrc t domaincantransitionto this
domain. Thexfs exec t typeis thetypeof theentrypoint
executablefor thisdomain. Thexfs tmp t typeis thetype
of temporary files createdby this domain. This domain
cancreateandbind to socketsin /tmp/.font-unix.
The X server program domainscancommunicatewith
this domain.

The apmdt domain (apmd.te) is the domain of
the apmd daemon. Only the initrc t domaincan tran-
sition to this domain. The apmdexec t type is the
type of the entry point executable for this domain.
The apmdvar run t type is the type of files createdin
/var/run by this domain. The apmbios t type is
the typeof /dev/apm bios. This domain canaccess
/dev/apm bios.

Thecardmgr t domain(cardmgr.te) is thedomain
of thecardmgr daemon. Only the initrc t domaincan
transitionto this domain. The cardmgr exec t type is
the type of the entry point executablefor this domain.
Thecardmgr var run t typeis thetypeof filescreatedin
/var/run by this domain. Thecardmgr dev t type is
the type of characterdevicescreatedby this domainin

/tmp. The cardmgr lnk t type is the type of symbolic
links createdby this domainin /dev. This domain can
execute a shellandsystemprograms.It cantransitionto
theinsmodt domainandthermmodt domainby execut-
ing thecorresponding module utility. It cantransitionto
the ifconfig t domainby executing theifconfig pro-
gram.Thisdomainrequires furtherreview.

Theinetd t domain(inetd.te) is thedomainof the
Internet superserver. Only the initrc t domain cantran-
sition to this domain. The inetd exec t type is the type
of the entry point executable for this domain. The in-
etd tmp t type is the type of temporary files createdby
this domain. The inetd var run t typeis thetypeof files
createdin /var/run by this domain. This domaincan
usethe network andcanbind to a variety of port num-
bers.It transitionsto the tcpd t domain whenit executes
tcpd. It transitions to the inetd child t domainwhenit
executesotherdaemons.

The inetd child t domain (inetd.te) is a general
domain for daemons startedby inetd or tcpd that do
not have their own individual domains yet. Either in-
etd t or tcpd t can transition to this domain. The in-
etd child exec t type is the type of the entry point exe-
cutablefor this domain. The inetd child tmp t type is
the typeof temporary files createdby this domain. The
inetd child var run t type is the type of files createdin
/var/run by this domain. This domain is only a stub.

The tcpd t domain (tcpd.te) is the domainof the
TCP wrapperdaemon. Only the inetd t domain can
transition to this domain. The tcpd exec t type is the
typeof theentrypoint executablefor this domain. The
tcpd tmp t typeis thetypeof temporary files createdby
this domain. This domaincanusethe network andcan
useTCP sockets inherited from inetd t. It transitions
to the rlogind t domainwhenit executesrlogind or
telnetd. It transitionsto the rshd t domainwhen it
executesrshd. It transitionsto the ftpd t domain when
it executesftpd. It transitions to the inetd child t do-
mainwhenit executesotherdaemons.

The rlogind t domain(rlogind.te) is the domain
of the daemons for telnet and remote login. Only
the tcpd t domaincan transition to this domain. The
rlogind exec t type is the type of the entry point exe-
cutablefor this domain. The rlogind tmp t type is the
typeof temporary files createdby this domain. This do-
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maincanusethenetworkandcanuseTCPsocketsinher-
ited from inetd t. It cancreateptys. It canmodify utmp
andwtmp. It transitions to the remotelogin t domain
whenit executeslogin.

The rshd t domain(rshd.te) is the domainof the
rshd daemon. Only the tcpd t domain can transition
to this domain. The rshdexec t type is the type of
the entry point executable for this domain. This do-
main canusethe network andcanuseTCP sockets in-
heritedfrom inetd t. Thershd program wasmodified
to readan initial security context for the user from a
/etc/security/rsh contexts configurationfile
andto runtheshellwith thissecuritycontext. It canonly
transitionto the user t domain, so it cannot be usedto
enteranadministratordomain. This restrictionis to pre-
vententry to anadministratordomain without authenti-
cation.

The ftpd t domain(ftpd.te) is the domain of the
ftpd daemon. Only the tcpd t domaincantransitionto
this domain. Theftpd exec t typeis thetypeof theentry
pointexecutablefor thisdomain. Theftpd var run t type
is thetypeof filescreatedin /var/run by thisdomain.
Thisdomaincanusethenetwork andcanuseTCPsock-
ets inherited from inetd t. Theftpd program is being
modifiedto transitionto a configurablesecuritycontext
for the userafter the userhasbeenauthenticated. The
ftpd domainmacrois usedto definederived domainsfor
userftp sessions.

Theypbindt domain (ypbind.te) is thedomain of
the NIS binding daemon. The portmapt domainis the
domain of a daemon that mapsRPC programnumbers
to portnumbers.Therpcd t domainis a general domain
for otherRPC daemons. Only the initrc t domain can
transitionto thesedomains. Thesedaemonshavenotyet
beenstudiedfor properpermissions.

The local login t domain (login.te) is a domain
for local logins.Only thegetty t domaincantransitionto
thisdomain. Thelogin exec t typeis thetypeof theentry
point executablefor this domain. The local login tmp t
type is the type of temporary files createdby this do-
main. This domain canusethenetwork to perform NIS
lookups. It canreadandwrite utmp, wtmp, andlast-
log. It cansearchthemail spooldirectory sothatit can
checkfor mail for theuser. It cantransitionto any of the
domains for userlogin sessionswhenit executesa shell.

By default, it automatically transitionsto the user t do-
mainwhenit executesa shell.

The login program was modified to provide a de-
fault login context for eachuserand to allow the user
to specifya different context for the login session.The
login programwasalsochangedto relabeltheuserter-
minal with a securitycontext derivedfrom theuser’s se-
curity context. Thepam consolemodulestill needsto
bemodifiedto relabelotherdevicesaccordingly.

Theremotelogin t domain(login.te) is a domain
for remote logins. Only therlogind t domain cantransi-
tion to this domain. This domainhasa few differences
from local login t. The remotelogin tmp t type is the
typeof temporary files createdby this domain. This do-
main can useptys createdby rlogind. It can only
transition to the user t domain, so it can not be used
to enteran administratordomain. This restrictionis to
preventunauthenticatedremoteloginsby administrators
via .rhosts files. A separatenewrole programwas
addedto support changing from user t to sysadmt after
authenticatingto permit remoteusersto entertheadmin-
istratordomain afterlogin.

3.4.3 User Program Domains The do-
mains/program subdirectorycontains a separatefile
for eachdomainusedfor auserprogram.

Types and domains for the privileged module utili-
ties are definedin the modutil.te file. The mod-
ulesconf t typeis for the/etc/conf.modules con-
figuration file. The modules dep t type is usedfor the
modules.dep files. Themodulesobject t typeis used
for themodule object directoriesandfiles.

The modprobe t, depmod t, insmodt, and rmmodt
domains aredefinedfor thecorrespondingutilities, and
eachdomain hasa corresponding entrypoint executable
type. The initrc t andadministratordomains cantransi-
tion to thesedomains. Both the cardmgr t domainand
themodprobe t domain cantransitionto the insmodt or
rmmodt domains. The crond t domain can transition
to the rmmodt domainfor the /etc/cron.d/kmod
crontab file.

Themodprobe t domaincanexecuteshellcommands
from conf.modules. Thedepmodt domain cancre-
ate modules.dep. The insmodt and rmmodt do-
mainscanusethesysmodulecapability.
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Whenexecutedby thekernel module loader, themod-
probe andinsmod programsremainin thekmodt do-
main. This allows thesecuritypolicy to distinguish be-
tweenpermissions granted to the kernelmodule loader
andpermissionsgrantedto module utilities executedby
userprocesses.Forexample,thesecuritypolicy couldbe
configuredto prohibit any transitions to themodprobe t
and insmodt domains while still allowing the kernel
module loaderto function.

The logrotate t domain (logrotate.te) is thedo-
main for the logrotate program. Only the sys-
temcrond t domain andthe administratordomains can
transitionto this domain. The logrotateexec t type is
the type of the entry point executablefor this domain.
The logrotate tmp t type is the type of temporary files
createdby this domain. This domain cancreate,rename
andtruncate log files, andit cansetthe appropriatese-
curity context andUnix ownership. It canreadthePID
files, search/proc, andsignalany domainin orderto
notify daemons of changes in log files. It can update
var lib t for /var/lib/logrotate.status. The
logrotate programwasmodified to preserve these-
curity context of log files.

The fsadmt domain(fsadm.te) is the domain for
disk and file systemadministration programs such as
fsck andswapon. Only the initrc t domain and the
administrator domainscantransitionto thisdomain. The
fsadmexec t type is the type of the entry point exe-
cutablefor thisdomain. Thefsadmtmp t typeis thetype
of temporary files createdby this domain. This domain
canwrite to /etc/mtab andit canaccesstheraw disk
devices.

Theifconfig t domain(ifconfig.te) is thedomain
for theifconfig program. Only the initrc t domain,
cardmgr t domain, and the administrator domains can
transitionto this domain. The ifconfig exec t typeis the
typeof theentrypoint executablefor this domain.This
domain can usethe sysmodulecapability to load net-
work interfacemodulesandit canconfigure thenetwork
interfaces.

The utemptert domain(utempter.te) is the do-
main for the utempter program. Any of the user
login domains can transition to this domain. The
utempterexec t type is the type of the entry point exe-
cutablefor thisdomain. Theutemptert domaincanread

and write utmp and wtmp, allowing the utempter
programto log thebeginningsandendsof usersessions
onbehalfof thexterm virtual terminalprogram.

The passwdt domain (passwd.te) is the domain
for changing passwordsandotheruserinformation.Any
of theuserlogin domains cantransitionto this domain.
Thepasswdexec t typeis thetypeof theentrypointex-
ecutablefor thisdomain. Thisdomaincanreadandwrite
/etc and/etc/auth. It canalsotestfor theexistence
of a shellandreadutmp.

Sincethe ordinary programsfor changing passwords
andotheruserinformation(passwd, chfn, chsh) al-
low the superuser to change any user’s information, it
was necessaryto interposea wrapperprogram to pre-
vent this behavior, as in [2]. The wrapper programs
(spasswd, schfn,schsh) onlycall therealprograms
if theFlaskuseridentityof thecallingprocessis thesame
astheUnix realuseridentity, andtheseprogramsdonot
passany argumentsto the real programs. Thesewrap-
perprogramswill bechangedto passunprivilegedargu-
ments. Sincethe passwdt domaincanonly be entered
through the wrapper programs,anunprivilegeduserlo-
gin domaincannot bypassthe wrapper programs. Ad-
ministratordomainscandirectlyexecute theregularpro-
gramsandchange otherusers’informationasthesupe-
ruser.

The X server program domains are userxservert
and sysadmxservert. Thesedomains are definedus-
ing the xserverdomain macroin xserver.te. The
xserverexec t type is the type of the entry point exe-
cutablefor thesedomains. The userxservertmp t and
sysadmxservertmp t typesare the typesof temporary
files createdby thesedomains. EachX server domain
cancreateandbind to a socket in /tmp with thecorre-
sponding temporary type. It canconnect to the X font
server domain. It canreceive connectionsfrom thecor-
responding user login domain. Currently, it can read
andwrite memorydevices,although the portion of the
X server thatrequiresthis accessshouldbeseparated. It
canexecute avarietyof systemprograms.

The lpr domains are user lpr t and sysadmlpr t.
Thesedomainsaredefinedusingthe lpr domainmacro
in lpr.te. Thesedomains areusedfor theclient print-
ing commandslpr, lpq, andlprm. The lpr exec t
type is the type of the entry point executable for these
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domains. Theuser lpr tmp t andsysadmlpr tmp t types
arethetypesof temporaryfilescreatedby thesedomains.
Eachdomain cancreatespool fileswith aderivedtypein
/var/spool/lpd. It can connect to lpd and send
SIGHUPto thedaemon. It canreadfrom pipescreated
by theuserlogin domain.

Thesendmail programdomainsareusermail t and
sysadmmail t. Thesedomains are definedusing the
mail domainmacroin mail.te. The sendmail exec t
type is the type of the entry point executable for these
domains. The usermail tmp t and sysadmmail tmp t
typesare the typesof temporary files createdby these
domains. Thesedomains sharemany of the sameper-
missionsas the sendmailt systemdomain. They can
also readtemporary files createdby the userlogin do-
mainfor sendingmail andthey canwrite to theuserdo-
main’shomedirectory typetocreatethedead.letter
file.

Currently, themail programdoesnot run in a sepa-
ratedomain from the userlogin domains,sinceit does
not require any specialpermissionsto accessthe mail
spoolfiles. To prevent the superuserfrom reading and
writing all mail spool files, the individual spool files
could be createdwith a type basedon the default login
domain for the user. Alternatively, a wrapper for the
mail programcouldbecreatedwith its own domain to
ensurethat the programis only usedto accessthe mail
spoolfile for theFlaskuseridentity.

The gnome-pty-helper program domains are
usergph t and sysadmgph t. Thesedomains are de-
fined using the gph domain macro in gnome-pty-
helper.te. Thegph exec t typeis thetypeof theen-
try pointexecutablefor thisdomain. Thegnome-pty-
helper programcreatesnew pseudo-terminalsfor in-
stancesof thegnome-terminal virtual terminalpro-
gram running in the user login domains, and logs the
beginningsandends of gnome-terminal sessionsto
utmp andwtmp. Eachof the gnome-pty-helper
domains supports this behavior by providing readand
write accessto the /dev/ptmx device, utmp, and
wtmp, andbypermitting thepassingof open file descrip-
torsto programsin thecorresponding userlogin domains
via localsocket IPC.

Thesu domainsareusersu t andsysadmsu t. These
domains are defined using the su domain macro in

su.te. Thesu exec t typeis thetypeof theentrypoint
executablefor thesedomains.Eachsu domainautomat-
ically revertsto thedomainof thecallerwhenit executes
a shell. It canreadtheshadow passwordfile for userau-
thentication. It canupdatetheutmp file. It canmodify
theuser’s.Xauthority file. Sincethesu programis
mostfrequently usedsimplyto obtainUnix privilegesfor
administrative tasksby becoming thesuperuser, it seems
to beundesirable to alsochange theFlaskuseridentity,
soonly theUnix identity is changed.

The netscape domains are usernetscapet and
sysadmnetscapet. Thesedomains are definedusing
the netscapedomain macro in netscape.te. The
netscapeexec t type is the type of the entry point ex-
ecutablefor thesedomains. Thesedomains are lim-
ited to writing to a derivedtype: usernetscaperw t and
sysadmnetscaperw t. The file contexts configuration
usesthe usernetscape rw t type for the .netscape
directories, the .mime.types file and the .mail-
cap file. Userscanalso apply this type to otherfiles
or directories that shouldbe writeableby netscape.
Thesenetscape domains are not allowed to read
a different derived type: usernetscapenoreadt and
sysadmnetscapenoread t. Userscanapply this typeto
files thatshouldnotbereadablebynetscape.

The crontab domains are usercrontab t and
sysadmcrontab t. Thesedomains are defined using
the crontabdomain macro in crontab.te. The
crontabexec t type is the type of the entry point exe-
cutablefor thesedomains. The usercron spool t and
sysadmcron spool t typesarethe typesfor the crontab
files createdby thesedomainsin /var/spool/cron.

3.4.4 User Login Domains The domains/user
subdirectory contains a separatefile for eachdomain
usedfor anordinary userlogin. Thedomains/admin
subdirectory contains a separatefile for eachdomain
usedfor anadministrator login. Currently, thereis a sin-
gle domain for ordinary usersanda singledomain for
administrators.

The user t domain is the initial login domainfor un-
privileged users.The local login t, remotelogin t, and
rshd t domainscan transition to this domain. This
domain is defined using the userdomain macro in
user.te. Theshell exec t typeis thetypeof theentry
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point executable for this domain. Theuserhomet type
is the type for homedirectories of ordinary users. The
user tmp t typeis thetypeof temporary files createdby
this domain. Theuser tty device t typeis thetypeof tty
devicesownedby this domain. The userdevpts t type
is the type of pty devices ownedby this domain. This
domain canusethenetwork. It canexecutea varietyof
systemprograms.It canread,write or executefiles in its
homedirectory type. It cantransitionto several of the
userprogramdomains whenit executesthecorrespond-
ing program.

The sysadmt domain is the initial login domainfor
systemadministrators. The init t and local login t do-
mainscantransitionto this domain. This domainis de-
fined using the admindomain macroin sysadm.te.
The shell exec t type is the type of the entry point ex-
ecutablefor this domain. The sysadmhomet type is
the type for home directoriesof administrators. The
sysadmtmp t type is the type of temporary files cre-
ated by this domain. The sysadmtty device t type is
the type of tty devices owned by this domain. The
sysadmdevpts t typeis thetypeof pty devicesownedby
this domain. This domain is allowedto perform admin-
istrativetaskssuchasrunning moduleutilities, mounting
andunmountingfile systems,configuring network inter-
faces,andrunning telinit. It canreadandwrite all
file typeswith the sysadmfileattribute. It canexamine
procfs for all processesand sendsignalsto all pro-
cesses.It canloadnew policy configurations andit can
relabelfiles.

The file contexts configuration usesuserhomet as
the type for /home andsysadmhomet asthe type for
/root. This configurationmustbecustomizedto prop-
erly type the home directories for administratorsand
ordinary usersof the site. Currently, all domains are
granted readaccessto thesetypes. Many domainsre-
quire read accessin order to read user dotfiles. The
mail programdomains aregrantedpermissionto write
the corresponding user home directory type to create
thedead.letter file. Thesu program domains are
granted permissionto update the .Xauthority file.
Eachuserdomainis grantedpermissionsto read,write,
andexecute its own homedirectory type. The admin-
istratordomain is alsogranted permissionsto readand
write the ordinary userhomedirectory type, but not to

execute it.

Although a usermaybeauthorizedasanadministra-
tor, the usershouldstill login in the user t domain un-
lessheisperformingadministrativetasks.Otherwise,the
usermayunintentionally abusehis privileges.Currently,
the ability of an administratorto login in the user t do-
main is complicatedby the fact that the administrator’s
homedirectoryhasa separatetype that is not writeable
by the user t domain. This problem will be solved ei-
therby adding support for multiple home directoriesfor
a useror by adding support for polyinstantiateddirecto-
ries.

3.5 Assertions
The assert.te file contains assertionsthat are

checked after evaluating the entire TE configuration.
Theseassertionscanbeusedto detecterrors in thecon-
figuration.

A few sampleassertionsareprovided, but a thorough
setof assertionshasnotyetbeendeveloped.Someof the
sampleassertionsarethatonly certaindomains canuse
the sysmodule capabilityandthat systemsoftwarecan
only bemodifiedby administrators.

An assertexecutemacrois definedfor generating as-
sertionsto verify that certaindomains canonly execute
codefrom their entry point executabletype, the system
dynamic loadertype,andthesystemsharedlibrary type.
Thismacrois applied to asetof domainsthatshouldnot
require executeaccessto any othercode.

4 RBAC Configuration

ThissectiondescribestheRole-BasedAccessControl
(RBAC) configurationcontainedin therbac file. It be-
ginsby discussingeachm4 macro. It thendescribeseach
role.

4.1 Macros
Currently, there is only one macro definedfor the

RBAC configuration. The role auto trans macro ex-
pands to a role allow rule that authorizesa role transi-
tion anda role transitionrule that causesthe transition
to occur automaticallywhenaparticularprogramtypeis
executed. This macrois theRBAC equivalentto theTE
domain auto transmacro.
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4.2 Roles
The object r role is a predefinedrole that is usedfor

objects,sincetherole field in anobjectsecuritycontext
is not usedin accessdecisions.Any typecanbeassoci-
atedwith this role. A role allow rule to this role should
never bedefined, sinceaprocesswith this rolecouldpo-
tentiallyenterany domain.

Thesystemr role is theroleof systemprocesses.Any
of theTE systemdomainsdescribed in Section3.4.2 can
beassociatedwith this role. Thesysadmt domain is au-
thorizedfor this rolesothatinit canenterthis domain
for single-usermode. The fsadmt, ifconfig t, andmod-
ule programdomainsarealsoauthorized for this role so
that initrc t canexecute thecorrespondingprograms.

The user r role is the role of unprivilegeduserpro-
cesses.Theinitial login domainfor this role is theuser t
domain. This role is alsoauthorizedfor a varietyof user
programdomains.

Thesysadmr roleis theroleof thesystemadministra-
tor. Theinitial login domain for this role is thesysadmt
domain. This role is alsoauthorizedfor a varietyof user
program domains, including domains for ifconfig,
fsck, andthemoduleutilities.

Theseuserrolescanbe enteredat login. To support
role changesduring a login session,a newrole pro-
gramwascreated.Thisprogramreauthenticatestheuser
toensurethattherolechangedoesnotoccurwithout con-
sentby theuser. Theprogramtransitionsto thenew role
andto theinitial login domainassociatedwith that role.
This programis run in thenewrole t domainthat is au-
thorizedfor rolechanges.

5 UserConfiguration

Thissectiondescribestheuserconfigurationcontained
in theusers file. This configurationdefineseachuser
recognizedby the securitypolicy. It specifiesthe roles
thatcanbeassociatedwith eachuser.

Thesystemu useris theuseridentity for systempro-
cessesandobjects. There shouldbe no corresponding
Unix identity for theFlasksystemu user, andauserpro-
cessshouldnever beassignedthesystemu useridentity.
Thesystemr role canbeassociatedwith this useriden-
tity.

The remaining userslisted in this configuration cor-

respond to Unix identities in the /etc/passwd file.
Theseuseridentitiesareassignedto userprocesseswhen
login createstheusershell.Theuser r rolecanbeas-
sociatedwith any user. Thesysadmr rolecanbeassoci-
atedwith any systemadministrator.

Although a usermaybeauthorized for anadministra-
tor role, theusershouldstill login in theuser r role un-
lessheisperformingadministrativetasks.Otherwise,the
usermayunintentionally abusehis privileges.Currently,
theability of anadministratorto login in theuser r role
is complicatedby the fact that theadministrator’s home
directory hasa separatetypethat is not writeableby the
user t domain. This problem will be solved either by
adding support for multiple homedirectories for a user
or by adding support for polyinstantiateddirectories.

6 Constraints Configuration

This sectiondescribesthe constraintsconfiguration
contained in the constraints file. This configu-
ration definesadditional restrictionson certainpermis-
sions. Theserestrictionsare expressedas booleanex-
pressionsbasedontherelevant useridentities,roles,and
types.

Two constraintsaredefinedfor the processtransition
permission. The first constraintrestrictsthe ability to
transitionto a differentuseridentity to domainswith the
privuser type attribute. Only thecrond andlogin do-
mainsneedthis attribute.Thesecondconstraintrestricts
theability to transitionto adifferent roleto domainswith
the privrole type attribute. Only thecrond, login do-
mains,andthedomainfor thenewrole programneed
this attribute.

Two constraintsaredefinedfor creatingandrelabeling
objects.Thefirst constraint restrictstheability to create
or relabel files with a different owner to domainswith
the privownerattribute. The secondconstraint restricts
the ability to createor relabel sockets with a different
ownerto domains with theprivownerattribute. Thead-
ministratordomain andthe logrotate t domain have this
attribute.

7 Security Context Configuration

This sectiondescribesthesecuritycontext configura-
tion. It begins by discussingthe securitycontexts for
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initial SIDs. Thecontexts for unlabeledfile systemsare
thendescribed.Thissectionconcludeswith adescription
of thecontexts for network objects.

7.1 Initial SID Contexts

The initial SID context configuration is contained in
theinitial sid contexts file. This configuration
specifiesthesecuritycontext for eachSID that is prede-
finedfor systeminitialization.

A separatedomain or type is definedfor eachinitial
SID sothat theTE configurationcandistinguish among
theinitial SIDs.Thedomains associatedwith thekernel,
init, andkernel module loaderSIDs aredescribed in
Section3.4. The typesassociatedwith the otherinitial
SIDsaredescribedin Section3.3.

All of the initial SID contexts usethe systemu user
identity, sincethey representsystemprocessesandob-
jects. The kernel SID, init SID, and kernel mod-
ule loader SID use the systemr role since they are
usedfor systemprocesses. The initial SIDs for sock-
ets(any socket, icmp socket, andtcp socket) usethesys-
temr rolebecausesocketsaretreatedasproxiesfor pro-
cessesin the network accesscontrol model. The other
initial SIDsusetheobject r rolesincethey represent ob-
jects.

7.2 File SystemContexts

Theunlabeledfile systemcontext configurationiscon-
tained in the fs contexts file. This configuration
specifiesthe securitycontexts to apply to an unlabeled
file systemwhenit is first mounted. If no entryis speci-
fied for thedevice, thenthesecuritycontexts associated
with the fs andfile initial SIDsareused.

Currently, this configurationis unused. A singleentry
is specifiedas an example. The typesare the sameas
for thefs andfile initial SIDs.Thesystemu useridentity
andobject r role areusedsincethesecontexts represent
systemobjects.

7.3 Network Contexts

Thenetwork objectcontext configurationis contained
in the net contexts file. This configuration speci-
fies the securitycontexts for port numbers,network in-
terfaces,nodes,andNFSfiles. Thetypesassociatedwith

thesecontexts arediscussedin Section3.3.7. Thesese-
curity contextsusethesystemu useridentityandtheob-
ject r rolesincethey representsystemobjects.

By default,port numbersarelabeledwith thesecurity
context associatedwith theport initial SID. Separatese-
curity contextsarespecifiedfor portnumbers thatshould
be restrictedto particulardomains. Currently, security
contexts areonly definedfor a few portsas examples.
As discussedin Section3.3.7, several of the typesused
in thesesecuritycontexts canbe reduced to a single in-
etd port t type.

The security contexts associatedwith the netif and
netmsginitial SIDs areusedby default for network in-
terfaces.Separatesecuritycontexts canbespecifiedfor
individualnetwork interfacesto distinguishaccessto dif-
ferentinterfaces.Currently, separatecontextsaredefined
for the loopbackinterface,theeth0 interface,andthe
eth1 interface.However, thesedistinctionsarenotcur-
rentlyusedby theTE configuration.

By default, the securitycontext associatedwith the
nodeinitial SID is usedfor nodes.Separatesecuritycon-
texts can be specifiedfor an addressand maskpair to
distinguishaccessto differentnodes.Currently, separate
contexts aredefinedfor the localhostaddressandfor all
hostswith a particularprefix. However, thesedistinc-
tionsarenotcurrently usedby theTE configuration.

NFS filesystemsandfiles are labeledwith the secu-
rity context associatedwith the nfs initial SID by de-
fault. Separatesecuritycontexts canbespecifiedfor an
addressandmaskpair to distinguish accessto different
NFSservers.

8 File Contexts

This sectiondescribes theseparateconfigurationused
to set file securitycontexts. This configuration is con-
tainedin thefile contexts file. It specifiesfile se-
curity contexts basedon pathnameregular expressions.
Thesetfiles programreadsthisconfigurationandla-
belsfiles accordingly.

Sincethefile systemlayout variesconsiderably among
different Linux distributions and even among different
versionsof asingleLinux distribution, thisconfiguration
shouldbereviewedandcustomizedbefore theinitial re-
labelingof the file system. For example, the locations
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of syslogd andklogd differ betweenRedHat6.0and
RedHat6.1. As mentionedin Section3.3.1, thelocation
of the policy sources (policy src t) should alsobe cus-
tomizedbefore the initial relabeling. Similarly, asmen-
tionedin Section3.3.3, thelocationfor administrator and
ordinaryuserhomedirectoriesshould becustomizedbe-
fore theinitial relabeling.

The typesusedin the configuration aredescribedin
Section3.3.Thesystemu useridentityandobject r role
areusedfor all of thesecuritycontexts in this configura-
tion, sincethey all representsystemobjects. If desired,a
separateentrycouldbespecifiedfor eachuserhomedi-
rectorysothatit is labeledwith theuser’s identity. How-
ever, this is not necessary, sincetheuseridentity on the
file is only usedto determine the ability to relabelthe
file. Any files createdsubsequently by individual users
will becreatedwith thecorrespondinguseridentity.

9 Extensionsfor Installing
Whenthenew kernelis first bootedonavanillaLinux

system,all filesareinitially labeledwith thesecuritycon-
text associatedwith the file initial SID. Sincethe entry
pointexecutablesarenotlabeledyet,appropriatedomain
transitionsdo not occur. Sinceall files arelabeledwith
asingletype,thepermissionsdefinedin thestandardTE
configurationareinadequate.

Consequently, a setof extensions to thestandardpol-
icy configurationaredefined for the initial bootandre-
labelingof file systems.The extendedpolicy configu-
ration is referred to as the initial policy. After booting
with theinitial policy, file systemsarerelabeled in accor-
dancewith the file contexts configuration andthe stan-
dardpolicy is installed.Thesystemis thenrebootedfor
operationaluse.

The extensions to the policy configuration are con-
tainedin theinit.te file. This file definesa new ini-
tial boot t domain. The init t domaintransitionsto this
domain whenit executesany file. All systemprocesses
run in this domainduring the initial boot. This domain
is grantedextensive permissionsso that all systempro-
cessescanperform their tasksbeforeor aftertherelabel-
ing. This domain cantransitionto thesysadmt domain
sothatausercanlogin astheadministrator. Theusercan
thenrelabelfile systems,install thestandard policy, and
reboot.

In addition to definingthe new domain, this file ex-
tendsthekernel t, init t, kmodt, andsysadmt domains
sothatthey canfunction properly during theinitial boot
andrelabeling. It alsoextendstheinitrc t domainsothat
it canhandle thereboot.
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