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Abstract,  To move bevond dedicated Hinks and netveorks, guanian communications
i~ mi

signals must he imtsgrated mto networks carrving olassical opitieal cha mua\ &l power
mnfurn sipnals themsehes, We

fevods mrany orders of magniiude huigher than #he
demonstrate ransmuission of o 155am guantum channct with ug 1o two *;mm%t:zsamisq
A0-CiHz spaced classical telecom channels usmﬂ }3(}a it {’L(.,(“I“{ii{h{ fh? ¢ <}ptzce:: add

nology for suBiplesin

drop smaliisleser) foo
The guantum channel is used fo perform guanium key ..E}il{?h 5_(}_%(&)} i the p

of nmse genersted as & by-product of the cop mg,riganez'i of clagsicsl channels. We
& from either four-wave mixing

demaonsiraie that the donmunant noise mechangiom oo
woepiical path “ha;'aciﬁ‘s%asm as well us

I

o spontancous Remen scattering, depending on
the classieal channel parsmeters. We guantify these nmpaiments and dise mitigation
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. Entrodeciion

Orhvar the past decade, there have been significant advances m opical nei‘vmri<in@ iechnolopy that
have increased the configurabitity and transparency of fibre networks [1]. A key enabler of this
evoluiton has been the successful development and wide deployment of {hr;-, reconfigurable optical
add drop mulnplexer (ROADM) m core, metre and access networks. ROADMs move
fundamental networking functtons such as multiplexing and routing from the electronic domain to
the optical domain. The resuliing optical transparency permits the ransport of high-speed
compnunications signals using advanced optical modulation formals without requiring
iermediate nodes 10 be apgraded {21 1t also opens up the prospect of supporting even more
exotic optical signals, Sl.li,h as photonic qubifs for quantum communicabons. The most mature
guantun comnunications protecol, quantum key distribution {QK D} [3,41, offers the posability
of providing a highlv-secure key estabhishment service across g network, Opfical transparency
removes & eritical roadblock 1o sending guantom signals over previously apague networks,
However, transparency does not guaranice that quartun signals can coexast with high-power
classical channels on & shared network and mamtain sufficient fidehity between end users to
support quantim services such as QKD

While there have been several successiv] demonstzaiions of quantium technologies on

optical fibre svstems [5-217, many of these expeniments have been '}LZZ(JIIz;C(i over dedicated



acrwork mirasiractures. The foeus of the wonk deserrbed i dus paper £ o anderstand vader
caonditions guanium signals {e.g those used 1o perform ORI may be able (o coexigt with
Presently, such copxistence

what ¢
wads typically found in enterprise o metre ares tedooom networks,
10 80 edassical dense wavelongih division

is & challenge a8 coment nepworks may cary uy
=1m§ ipdexed (WIS channels on o 56-200 GHy frequency grd. While owr ;32@\f%<_>i.§5 work has
onstrated the compaitibty of 131 0qnm OK I3 with strong classieal 1350-nm DWDM
INCATIONS c,%u-tfmc 2 {13.27], there sy be adventages s placing the ORI signals in the
S{-ven wangmiasion window with the classical %égﬁ'?}%\ Potential advantages
: {'i_"*.z sorased signal reach for QKD and compatibiiny with mirasyy ve et trangparent o or
abrendy eccupied by 1300 { However, decreasing the wavels 1Epacing ?}eiv“en

guantum and classical signals substanualby increases the background noize, placing more
sivingent dentands on filtering.

A fivst demongtration of 1550 nne-based QR D with a single mi-band classical DWEBM
signal wag reported m [ 151, where the quantusns and classical signals were spaced by sither 400 or
00 GHz The networking sychiteeture assumed a statie, pomi-o-point connection between a
single QK I rransmitter and a single QKD receiver, The authors of [15] conclude that the
dormnant mmpairment fmpacting QKD performance in thesr expeoriment was imadequate fiter
wolaton of the single classical channel. Wihile an nportant first step, we mprove on thew
resully i several important ways. Fivst, we demonstrate suflicient Gl izolation (=116 dB} to
overcome the olassical channe! crossialk found o [15] Here, our improverents epable the use
of 200 Gz chanmel spacing and, allow us to measure the ransmission effects that can become
fimdamental mits o (he goexistence of OKI with classical commmunicsfions channcls. Nexd, we
explore the Impact of ups 16 two simuliancous classical channels co-propagating with the goantum
channel. Finally, we remove the peint-to-peint constramf present in the previous QRIVDWIDM
experimenis by using a ROADM nevwork elemoent, which has switching and multiplexing "
capabiliies, to emulate a reconfipurable network. The addition of 3 ROADM network element
7T u; y the possibility for transparent path reeonfiguration between QEID endpoints, which can
enable scalable quanium nuwmhmg m—a metro-size regions (211 wahouwt 1“@5L}iréng secured,
opezm} cicm;zm% ~optical {OEQ-based key regeneration, which have been proposed by other
grouns {191 _
imm‘{jved spectral filtering enables the identification sad experimes
primary impairments 1o guanium signals from closely spaced co-propagating DWDBM classical
signals, We show that the dormant impairment can arise not only from Ram 3 Seallering 4s was
previously shown [13] but also from four-wave mixing (FWM}). These two sources of noise can
be challenging to manage since they can fall divectly in the center of a passband intended for
phira-low power optical channels for KD, and one cannot use simple Ez}iumg approaches 1o
entirely reject them, However, theoretical cafculations enable us to design experiments where
these two impairments may be studicd in relative isolaion from each other, Expermmentally we
explore channel spacing between the quantum and classical signals as close as 200 GHz, and
theoretically we caloulate the effects of spacing as close as 10 GHz, We measure the mmpact of
the classical signals both with a single-photon detector and with a 1350 nm QKLY system, both
utiizing typical ns-gated InGaAs avalanche photo diodes {APDs). We demonstrate that the
path charactenistics as well as the classical

g

£y

nial mapping of the

dominant nowse mechanism dependds on the optica
chamel parameters, and discuss impsivment mitigation sirategies.

2. Physical impatrments

Even though networks are heconng move irans
gquantum chanmels through recont gura ble nodes, they are not necessarify free from impairments
at guantum signal power Jovels, This is fargely due to the fact that the classical communications
infrastructure can operate property i the presence of multi-channe! Boear erosstalk noise which

sparent, which can allow for ransmission of




v, the difference between the
snal can be =100
o power levels

“of s tvpic ksl sd & quanfu
Thug impatrments wierable m clagsicat o plicat communproalions may hi
many arders of magnitude higher than the power levels of quanturm signals uliized for QKD
While i the present work, we are primartly concerned with WM and Raman seatfertog, it i3
mportant 1o note that amplified spontaneous emission fromn optical amplifiors, imsufficient
isolation from classical signals, and other sources of light, can all play an smportant role n
determining whether it is passible to support quanturn communigations such as QKD over 2 given
fibre network. Regardiess of the source. the presence of notse photons m the passband of 5 QKD
by Hmits the range snd key generation rates of
0 RIve FISe {0 nosg

16 chamiel

comimiicati

it

£ ,{‘,i‘v’ftt' éz%cz‘cax\;a the ervor rate, which uliimat
OK Iy The next rwa subseclions deseribe how FWHM and Raman scatien :
that \wm{i significantly impact quantum signals co-propagating with classical wavelengths on the
same opiical fibre

20 Fowr Wove Mixing

Four wave mixing arises from the interaction between two or more pump fietds and the 3
nonfinearity of the optical ffhre, Three optical chanmels at frequencies /o, f, and [, (X240, ])
mix through the fibre’s third-order susceptbiiity, creating a new wave of frequency

SSANIEV )
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where Py, Py, Py ave the powers of each of the three input channels, o & the fibre atleration, 215

the propagatinn distance, yis the fibre nontinearily, and 23 is the FWM degeneracy factor, 1l

three channels present i the fibre are at unique frequencies, i is referred 1o as the nondepenerate
case, and £ =& H there are only two {thicaz channels prc@em the fourwave mixing process s
sferred (o as the degenergte case (V= f, [ = f 3, and Fr= 30 The FWH efficiency is given by

o

where the phase matching factor 457s piven by
Aff = By + B —L-5; {4}

The quantity 7 is the propagation constant of the vartous input chaunels (7, 7, and £) and the
resulting mixing product {7k}, In typical DWDM systems, channels are assigned o an equally-
spaced frequency grid, with spacings of 3¢, 100 or 200 GHz. As aresult of the periodio spacing,
she FWM product terms that are generated fall on the same grid - elther on the DWDM channel
frequencies themselves, or on other grid frequencies above or below those wiilized by the DWDM
system. In our analysis, we use two adjacent channels of equal power, thus 7=, Py = Ppand
£y = 3, resulting in two FWM product tenms, One FWM product falls one chanmel {}da}u the
lower frequency channel, and the other falls one channel above the higher frequency channel.
Using the equations above, we can cafeulate the FWM power generated by two classical DWDM

channels, Figure 1 plots the noise that falls within an adjacent passband for an average DWDM
latmch power level of T mW (0 dBim) per classical continuous wave {cw} channel. The adjacent

channel of interest, fixed at 193.5 THz in the sirmilation provided here, is rssumied for the GRI
passband, We vary the channel spacing, A7, between 10 GHz and 1000 GHz and compute the
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Figure . Calcalation of adjaceni channe] FWM noise power generated by two -dim ow lagers,
platied as a function of channel spacing for two different fibre types of 1 ks and 25 ki lengths.

{SEMF=standard single mode Obre, NZ-DSF=non-zero dispersion shified fibre)

As can be seen in the ploy, the noise power Is dependent upon channel spacing, fibre length, and
fibre type. As a typical example, the calenlated FWM noise for an SSMF fibre with 2 200 GHe
channel spacing between the ¢ Al WM channels s approximately -82 dBm at T ko and
approximately -02 dBm at 25 m,

To understand the potential fmpact of these notse levels on guantum communications signals, w18
convenient 1o convert the power levels to an equivalent average photon number within a specified
fime mierval. Noise levels expressed in the uniis of photons/manosecond are helpful sinee smgle
photon detectars i the telecom band are ofien operated using nanosecond gates. By this metrie,
the FWM noise from two 200 GHz-spaced O dBrm signals corresponds to 5E-2 photens/ng and
5E-3 photons/ns at | km and 25 km, respectively,  In contrast, using a 400 GHz channel spacing
greatly reduces the FWR product powers yielding -94 dBm (~3E-3 photons/ns} and -103 dBm
{(~4F-4Y for T ke and 25 km, respectively. FWM product powers at the aforementioned levels
can have a significant fmpact onn QKD system performance because they can add substantial nosse
relative 1o the dark fibre case where the detector dark count rates on the order of T E-5/ns himit

the sygtem performance.

The preceding analysis has considered FWM products when only 2 classical changels are present.
Chearly, this 1s a stmplified case since 2 FWM products are generated, only one of which falls mn
the QKD passband. In gencral, with N equally-spaced chaunels present, the number of mixing

products 15 {221
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2.7 Boman Scattering

}{anmz seatlering arises imm an inelastic nleraction of & pump Hght with vibrational modes
{optical phonons) in fibre. The scattered photlons are generated at frequencies above and below
that of the pump Heht, corresponding to anti-Stokes and Stokes scattering, respectively. The
equations that govern the interaciion between the pump, P, and another optical signial, 5, due @
the Raman process as a function of distance are ag follows {241,

dF A _
N_.:;nm i M(}‘E}g 4 ,L P*" —f- }f?g igz {7)
G2
ék y - . {; '(_,? }_} " _{}'J(: -
”“‘g’:' — w&&; & # F_‘s 4 _j/S L3 {E&}
where ¢, f, and yare the wavelength-dependent {ibre aftenoation, Rpoﬂ‘r neous Raman sealiening

coefficient, and stimulated Raman scatiering coefficient, respeciively. All three coefficlents are
given in per unit length. Since the pump and signal are at different wavelengihs, the subseripts P
aned & are used to differentiate the {ibre attenuation and scattering coefficients which are
wavelength dependent.  For the purposes of this study, the pump is generally one or more
classioad DW M channels and the signal §s the quamm’zs channel. Since the qu'-‘zi‘i'm‘l channe! has
viry fow power, the stimulated scatiering terms (e, those with 8 products) and the signal’s
u)i}i}'ibii‘loﬂ 0 fhc ;‘ﬁzmp g/JJS‘; can be nwlu,{f,d Bw ;ugmmm that ah 111*13&; pur;lp and signal

sE)=1 . ﬁs L &)
g g T W
r:a:S -y,
There are two important poinis to note from this equation. First, the spontaneous Raman noise 1§
proporiional 1o the initial lmmch power of the pump. Second, the fibwe atienuation value ata
particular wavelength is fixed, The consequence of these two effects is that the propagation
distance is the only parameter which changes the amount of scatiered lipht at a speciiic
wavelength for a given launch power. The peak level of the Raman noise is reached at 2
propagation distance of

(1/ct, CF, = g
Y
A 1 &y ] 10
“ ik e v iﬂ TE ; & e (Xt, { )
A, — g o




erg (L3R5 dB/kam), the Raman peak 1310 a very pood approximation
given by L. Upon conversion to finear units by the factor In{190)/7-10, the predicied Raman
e peak 1 approsimately 235 ke {n 5.3 and 4.2, we will experlraentally explore the

cion counfing messurements ai a distance just bevond this
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Figure I, Measured and modeled Ramsan spocira generated by a ow pump passing though
different lengths of standard single mode fibre, (Note the scale does notshow the peak power af
the center frequency of the ow pump.}

To understand the extent of the impact of Raman noise on quantum channels, we measure the
Raman spectra penerated by a 1560 nm ow pump propagating over several different fibre lengths
of standard single-mode fiber {Corning SMF-28¢B}. The optical specirum analyzer uses 2
bandwidih of 0.5 nm and the launched power of the cw pump is 0.84 dBm (1.2 mW). The 1560-
am pump is band-pass filtered using a narowband (0.2 nm) grating filler to suppress the
spontaneous emission noise from the laser to a level that is below the minimum sensidvity of the
O8SA (= -90 dBm) before being injected into the transmission fibre. Each segment of fiber is
{usion spiiced together 1o reduce the impact of connector losses on the measurement. The ouiput
{rom the fiber is passed through a double-stage fiber Bragg grating flter to notch out the putnp by
48.dB. The notch filter enables the OSA fo operate within its dvnamic range Hmif at If$ minimum
sensitivity, Figure 2 shows sample spectra of the spontaneous Raman noise for several lengths of
fibre. The data was corrected 1o account for the residual spectral ripple and bulk insertion loss
from the notch filter. We can see that the Raman noise increases with increasing fibre length
until it is near the predicted maximum of 23.5 k. In the experiments that follow, we have




that allow the strength of the Raman scattering at a given wavelengih fo be
ents.

varied in order o isolate the effects of different impaim

3 Expertment

cHion, we

T allow us 1w explore the ransmission imprirments discussed in the previous se
construcied a reconfigurable Jink consisting of twe main parfs described below: the UKL system,

e the classical and

s the oniical nebworking system used to combing, transmit, and
E Fat

cusntum signals. In order 1o ientity the trapsmission impalrments which affect QKL

performance, additional noise measurements arg made in the QR passhand {with the QKD

systermn disconnected from the experiment), using a commarcial single-photon counting Sysiem
Lightwave POASGUY

{Princeton

3P ORD svstam

The QKD measurements are taken with a system developed at Los Alamos for optical networking
experiments {251 It implements BB&4 [4] using weak coherent palses and phase-hased encoding.
The DKLy wavelength is 1549.32 nm, corresponding 10 a channel on the Pl -standard
wavelengih grid. The average photon numiber per pulse, 1, is seft using & calibrated variable
aptical attenvator (VOA) inside Alice, The detectors are InGads avalanche photo d todes, covled
to 210 K. The detectors are gated at the system trangmitter rafe of 10 MHy and utilize after-pulse
blocking. While the QKIF system has been deseribed elsewhere F25 261, 1 13 worth poting that it
ases Rb clocks at Alice and Beb to allow guantum clock recovery of the quanturn signal. As a
result # does not require an additienal optical wavelengih, bright-pulse time slot, or GPS for
synehranization. Finally, although the qubits are phase encoded, the phase modulators
themselves are polarization sensitive. In order to align the quanturn signal polerization with that
of the phase modulator at the recelver’s input, a polarizetion controller is periodically varied to
maximize the quantum signal detected after a polarizer. A complete QKD protocol stack is
implemented which includes error comrection {27}, privacy amplification [28] and authentication
{291

i

3.2 Networking System

As shown in figure 3, the components added 10 the QKD systera to perform coexistence
experiments consist of a bank of cw Jasers, polarization controllers (PC), a ROADM network
eclement for multiplexing and demuliiplexing the optical channels, a fibre-based polarizing beam
splitter (PRS), fibre spools, and additiorfal optical passband filters preceding Bob’s defectors. A
ROADM network element placed st a node allows the individual wavelengths on an incoming
fibre (0 be accessed, routed to another node, or dropped locally and possibly replaced by a new
signal added at that wavelength. This is accomplished in two sections. In the {ist, or “drop’
section, the wavelengths on an incoming fibre are demultiplexed and pass through a fabric of 2x2
switches which choose the ‘express’ {pass-through) or drop oufput independently for each
wavelengih. In the second, or ‘wdd’ section, another set of 2x2 switches allows each dropped
wavelength to be replaced by an added injected signal. The wavelengths are then multiplexed into
an outgoing fibre. Optical taps are also used to monitor the power levels at the input, drop, add,
and output ports,  Crur experiments represent the situation where all channels (classical and
guantum) are added via separate fibres al an add section, multiplexed together and transmitted
through a fibre, and then demultiplexed and dropped onto separate fibres at a drop section. The
sipnal path thus consists of the add section of a ROADM, 2 fransmission fibre, and the drop




section of an identical ROADM, This architecture represents a single hop between adjacen

nodes on an optical ving earrying IYWIM taffe

I these experiments, we use up to tiree channels simulianecusly of an eight-channe!
ROADM with 200 Gz (1.6 nm) channel spacing. The Gl width at ball maximum (FWHM]
bandwidths are shightly narrower than the channe! spacing to ensure sufficient channel-to-channel
isolation. Routing within the ROADM is accomplished using MEMS-based switch fabrics.
guantun channel s fixed at 193.5 Thz (154932 nm), the ghest frequency supporied by the
ROADM, and vasious combinations of classical signals are used 1o inves magntion
impairments. Note that while our ROADM does not contain optical amplifiers, some ROADMs
doand therefore would nead fo be modified 1o provide an amplifier bypass {201 o be used with

gquanium signals.

HOADHM ROADS optionad

Chd iowy

I (ow
KD ik R v R
: : : Ry

drop section

add seclion

pre-fittering

Fipure 3. Hxperimental setup used for classical-quantum coexistence {see text for details). ORI
and Ch2 are the continuous wave (ow) lasers emulating classical channels. Polarization
controliers {PC) and a polarizing beam splitter (PRS) set the mitial polarization. F1-F4 are fixed
filters and FP1 and FPZ are Fabry-Perot tunable filters.

Alice's enclave is lusirated by the left hand side box In figure 3 and includes her QKIZ system,
the add section of the ROADM and a polarizing beam splitter 1o ensure consistent initial launch
polarizations of all signals which are aligned using polarization controllers. The classical and
quantum channel powers are set at the output of the polarizing beam splitter. Although the mux
and demux Glters in the ROADM odd and drop sections provide good isolation for classical
DYWIM networking (28 dB for adiacent channels, »45 dB for nop-adjacent channelsy, they do
not provide sufficient isolation to distinguish the quantum signal from adjacent channel crosstalk,
In addrtion, the filtering bandwidth is quite wide (~140 GHz a8 FWHM]. I was necessary 1o add
a muiti-stage narrowhand optical filter fust before Bob’s input to remove excess wideband noise
that would otherwise be seen by the single-photon detector(s).

The expernnental setup contasins a ~15-GHz FWHM bandwidth Febry-Perot filier (FP1)
added 1o the ROADM drop, followed by a 200-GHz DWDM fixed filter (F1). The architecture
also includes optional pre- and post-filtering stages depending on the requirements of the
experiment. Optional pre-filtering consists of a 100-GHz pre-filier (F2) added 1o channel 2 and 2
Fabry-Perot (FP2, 5 GHz FWHM bandwidth} added to the quantum channel before they are
multiplexed together. FP2 conditions Alice’s laser pulse to better match the filter transfer
function of the drop, before the guantum signal is launched from her enclave. The FPZ loss is
internal to Alice, and can therefore be compensated by reducing the attenuation in the VOA,
while maintaining the photon number at the same level. FP2 eliminates a significant portion of
the spectrum from Alice’s laser which would otherwise coniribute to the photon number
calibration but not to the number of events detected at Bob, Optional post-filtering replaces I'




Fif

2 YW filiers (I3 and F4) Optional pre- and post-filie
ad 16 the improved conditioning of Alic

with a pair of identical 1G0-GI
5 the drop loss by ~3.2 dB, primarily atts
laser spectnun. The total quantum signal transnnssion through the drop asing the optional
filtering and 1 km fibye is ~20% (-7 & Tozs). N

i Ninple-Phoron Dereciors
tics of the nose generated by strong classical channels | we

11 channel passband a1

33 Noise Moogsuramcids v

o measure the characierls
perform single-photon measurementis of the noise {alling within the quantw
Inbts Input while the QKT sipnal 1s absent. Ag we have previously demdonstrated (311, by using
se high-isolation optical fiitering fechniques emploved here, one can suppress the linear crosstalk
resaiting from adjacent and non-adiscent DWIIM channels to negligible levels, Once the cross
1alk i mitipated, the dominant noise terms remaining are spontinecys Kaman scattening and four-
wave mixing (FWM) noise [31, 32], which as discussed in previous sections are genersied as a
result of the propagation of one or more strong classical chamnels over a fibre link. Althouph
buth seurces of noise can be present simultaneousty, we have selected system parameters (fibre
tvne and length, WM chanpel power, and DWDBM channel spacing) to operale i regimes
where either FWM or spontaneous Raman scatfering is the dompmant nolse term, in order 1o
highiight their differences in dependency on total classical power. We measure the resulting
nolse with an In(Gaas APD-based single-photon detecior. The detector is pated at a 580 kHz rate,
with [-ng gates, and an after-pulse blocking period of 12 us fullowing each avalanche. The
detector dark count rates are ~240 por measurement inferval and are subtracted from the output.
Measurements are faken using two different fransmission lengths of standard single mode fibre
{(S8MFyof T km and 25 ke Al laser polarizations are alipned with respect o the fransmission
ooyt of the PBS, ensuring repeatable worst-case contributions from any FWM products. Various
combinations of signals are launched into the ROADM add ports in order to compars single-
chanpel and multi-channel effects as classical channel launch power levels are varied.

POOO0 e : e

Counts in 100 seconds

ht

9] 0.5 1 1.5 2 - 25 2

Total classical power (MW}

Figure 4. Noise at Bob's input using the optional pre- and post-filtening measured with a
commercial InGaAs single photon counting systent. Aliee’s guantum signal was disconnected
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soise linearly increases with increasing

these measirements. Fhe
fotied configurations which is consistant with wi
piedicted in equation (9. The one exception is when Channels | & 2 are simultaneously
iaunched into the T km fibre, where the response and 6 are cubic, 1n agresment with FWM
cquation (23, Hreor bars from Polsson counting Huctuations are smaller than the size of the daa

@
LS. ”xmu the x-axis represents the sum of the power of the individua) chapnels when Chl and

wat ong would expect
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The resulis of the photon counting measurements are summarized in is.ﬁazm 4, wh "‘E’r)wa
seversd §;<>?'=e<; of dark-count subtracted 100-second nofse measurements, Channel 1 { pand
channel 2 (CH2) have frequencies of 193.1 THz (1552.52 nm) and 193.3 THz {1550.92 nm},
I‘:’:“:i?i‘&,i}‘mi\’ \-’%’han only a single channe! is present in either the 1-km or 25-km fiber, the photon
count rate increases linearly with the launched classical channel poww, as is expecied from
sponfaneous Raman scaftering {311 I contrast, when both b channels are fransmitied through the
P-kmn fibre, the noise increases r;osiiiz';early and much more rapidly with the total power, Thus
with the addition of Ch2, the FWM noise term is now present [32] and actually becomes the
dominant noise sodres over Raman scattering as evidenced by the approximately cobic
dependence on IYWDM channel power seen in figure 4. However, when both Chi & UhZ are
present in the 25 ke fibve, for this particular selection of channel spacing and SSMF fibre
dispersion, the spontaneous Raman scatiering dominates over the FWM since we are near fhe
peak Raman nofse accumulation langth (previously shown to be ~24 kinh. As g result, the noise
measuremnents when both DWEDM channels are launched into a 25-km S5ME hink are
approximately linear with Increasing total classical channel power,

4. fmpact of noise an QK system performance

in this section, we discuss the impact of FWM and spenfancous Raman noise generated by
multiplexad classical channels on QKD performance parameters, which include the guantun bt
error tate (QRER) and secref Rey rate. After adding the QKII system deseribed in 3.1 1o the
networking system of 3.2, we investigated several classical channel confzgu?'mozae nd fibve
jengths desipned to isolute the various parameters responsible for the dominant noise effects.
These experiments utilize a mean photon number of p=0.4 photons per pulse. We record ihe
OBER and secret key rate, using a typical average of 25 QKIX runs for each point in the plotied
data. The resulis of the QKT experiments with the ROADM are shown in figures 5 through 8,

where the data consists of QKD runs below a maximum QBER threshold of 11%. In part (a) of
the figures, the QBER is plotted as a function of the total power launched mto the fibre, while
part {b) plats the corresponding secret i\cv generation rates. The classical power is Intreased until
the key generations performance drops sharply. Here we explore the impairments generated using
per channel launch powers of ~0.08 mW 10~ 3 mW {-11 dBm 1o +4.8 dBm). The error bars are
the calculated standard devistion of the data.

4.1 Four-wave mixing in I km of fibve

In consideration of equation (9) and figure 1, a 1-km SSMF fibre 1s short enough 10 minimize the
Raman noise generated but still Jong enough to study the effects of FWM. The first experiment
demonstrates the impact of increasing the power of Channels 1 and 2 on QKD system
performance, with a [ km fibre. We use it as a baseline experiment, the results of which are
replotted for comparison in several of the other plots from this subsection. We also plot the
results when only Channel 2 is on, to provide a comparison of the two-channel performance with
the sinple-channci case. All of the polarizations (for both quantum and classical channels, unless
otherwise noted) are aligned with the PBS so that the worst-case FWM noise is generated.




In figure § {a} and (b)Y, we piot the QKD system pcrim“mma, as o fonction of increasing
snels 1and 2. This 200 GHz spaced experiment sets
Ty

power, which 18 spiit equally bevween Ch
Li;:-umt;—:% PiChT and channel 2 {Ch2) ot frequencies of 1037 TR (135252 nmdand 1933
FA50L97 o), respectively. The resulls In figure 5 {a) show z strong noplineanity in the QBE!
as the fotal power s Increased. in contrast, nondinear behaviour in the GBER s pot observed
e ondy Chanpel 2 is present (with the same total power a3 the Channels 1 and 2 combined).
i key rate falls off sharply as a function of inoreasing power when Channels 1 and Z are
LM; o1, due to the sharp rise in the OBER. By comparison, only a relatively minor
cred B rate 15 obzerved when only Channed 2 is present. This minor impatrment
sical chiannel indicates that there is sufficlent isolation of channel 2 Trom the
guantum channe! 1o allow observation of the nonlinear effects of FWM, When operating
Channels | and 2 21 a total power of 158 mW, the QKD system Is just able {6 perform QR with
a key rate of 56 bits per second. However, by the time the classical power reaches 2 mW,
the QRIF svstem s not able (o generaie any secret Key bifs due to the FWM impatrment, thus the
periormance is dropping off very quickly for combined classical channel power of 158 mW.
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Figure 8. QKD performance is plotted as a function of tofal cw laser power launched into the
same 1-km fibre ag the quantum signal (see text). Lines are drawn 10 help puide the eye. Note
that the key rate {or the 200 GHz spaced channels (shown as squares in the plots abovej at 1.58
mW has & lower error bar overlapping zero which is not plotted above but is indicated with an
arrew. Additionally, the zero secret bit result for the 2060 GHz spacing produced ai 2 mW is no
plofted on this log scale,

In the second experiment of this subsection, the channel plan remains unchanged b, the
classical signals are launched with thelr polarizations aligned with each other, but orthogonal to
that of the quantum channel. The two classical chennels are muxed together and added into the
orthogonal polarization PBS input port with respect to the quantum signal polarization. This tests
one possible method of suppressing the strong FWM product, which is co-pelarized with the
classical channel pumps, by later rejecting it through polarization filtering at the QKD receiver.
The results of increasing the power of Channels 1 and 2 simultaneously when co-polarized
{replotted from figures 5 (a) and (b)) and eross-polarized relative to the QKD channel are shown
in figure 6 (a} and (b). The deta show that this type of polarization multiplexing helps suppress
the co-polarized FWM product by faking advantage of the QKID system design. Bob’s receiver
passes only a single polanization and therefore suppresses a significant fraction of the FWM
component aligned 1o the olassical signals since it is (predominanily) orthogonal to the QKD
channel. Thus using classical signals which are cross-polarized with the classical channet
suppresses the effect of FWM resulting in a Haoearly increasing error rale with increasing classical

channel power.
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Figure 6. QKD performance is plotted a3 & function of two ow laser channels with equal powers

imunched into the same -k {ihre as the quantwm signal. This plot shows that launching the
classical signals in an orthogonal polarization mode to that of the quantum signal can be used to
suppress the effects of FWhL

in the fmal FWM experiment, we fix all polarizaiions so that they are identical upon
fmunch and examine the impact that the classical channel plan has on the performance of ihe
guarium channel. In figures 7 (a) and (b), we plot the bageline results for two equal strengih
classical channels on the 200 GHz grid, slong with the corresponding results for 2 400 GHz grid
{obtained by skipping every other chiznnel in the ROATDIMY. Thus ihe two classical channels are
centrad at frequencies of 192.7 THz (1555.73 nm) and 193.1 THz (1332.57 smy), creating a 400
(GHz grid with the guanium channel at 193.5 THz, Figure 7 (2) shows the nonlinear increase in
the QRER when usipng the 206 Gz spacing, but oaly a linear increase in QBER n the 400-GHy
spaced cases. As we mentioned earller, moving from a 200 GHz channel spacing 1o 400 GHz in s
-kt SSMF Hink theoretically results in a decrease of FWM noise by approsimately 10 a8 In
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Figare 7. QKD performance is plotied as a function of two ow laser chanpels with equal
powers launched into the same -Jan fibre as the quantum signal. This plot demonstrates that
larper channel spdeing can mitipate the effect of FWM impairments.

B Pacing g P

We have demonstrated several strategies that can be usefu for mitigating the impact of FWM
impairments on QKD performance, even when operating with relatively high classical channel
power Jevels. These include polarization multiplexing and operation with wider channel spacing.
Other experiments were performed such as skipping a channel between the QKD and classical
channels (which in this case keeps QKD oniside of the frequency renge of the F'WM products),
These results also gave a similar performance to the 400 GHz grid data. Overall, these
experiments show the impact of FWM on QKD signals multiplexed clusely with classical signals.
The FWM impairment occurs when the classival channel powers are relatively ligh, m this case >
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fiotal power. However, in many prs

lsunch power will be much less and FWM will not necessarily be an impai

leni,
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§.2 Coexistence over 25 km of fibre -

in this subsection, we move 10 a 23 kv fibre length, a more useful distance than 1 km for metro

and epterprise networks, Considering that 25 km s very close fo where Raman noise 15 a

it noise 35 suppressed by an order of magnitude flfm th

celfent configuration o explore the effect of
figare 8 {23 and (B}

maximum for dis fibre tvpe and the ¥
f-brm case {as predicted in fipure 1), this s ap ex
Raman noise in relative solation of FWM. The 25-km fibre measurenients io
uitiize the optional pre- and post-filters shown in figure 3. Other than the filiering
ami ihe increased Abre wm’?i2 the experiment IS carried out in the same manner ag the FWM
: 3 using 200 GHe channel spacing. The total classical power i varied when both

and 2 are idLlI‘L fed into the fibre, and also when each channel is separately turned on.
ii should be noted that the Raman noise reaches a neak at 2 frequency difference of approximstely
& D700 Gz from the carrier. The 200 GHez channel spacing here does not represent the worst
> soenario, Additiona] channels added 1o the ROADM that are greater than or equal to ~1730
from the QE&E? svsiem ar larger channel spacing than the one considered here will create
en more noise increasing the impairment to the GRI systent

tTprovements
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Figure . QKD performance iz plotted as a Tunction of total ow Jaser power launched info the
sarme 25-kn fibre as the quantum signal {see text}. In (b, the secret bit rate is fitled o a line to
ruide the eve. Pue to the relatively small %pma{i 10 KD secret bi rates, it is unnecessary o plot
the data on a vertical log scale as in figure 3. The differences m the data at zero power are due 1o

srall systematic errors,

It contrast to the I-km case, the data shows a linear increase in QBER with increasing channel
power, independent of which classical channel or channels are on. When both channels equally
share the launched power, the Impatrment is the same as when elther individual channel is turned
an with the same fola) power. In this case, the QKD system performance is limited by the
spontaneous Raman noise. Note that this Raran noise limit does not preclude the presencs of
FWh noise at a lower level, However the 25-km Raman noise {s much stronger than either the
Ramarn neise or the FWM noize for the 1-km fibre case, a3 is evident from single-photon counting
data previousty described in fgure 4. This behavior is expected for standard single mode {ibre
hecause 25 km {8 very close 1o the distance af which the Raman neise is a theoretical maximum as
discussed above.  In addition, from figure 1, the expected theoretical FWM noise affer 25 km is
an order of magnitude lower than for the 1 ki case, When one considers that the FWM swength
decreases and the Raman noise increases when switching from 1 km 1o 25 ks, the different
curves in figure 4 gualitatively agree with expectations. In the presence of two 0.16 mW (-8
dBm) classical channels through 23 km of fibre and a ROADM on a 240 GHz grid, the QKD




system occasionally produces fmal key bits al sn average rate of & bits per second ave
i Iv 25 runs.

Lid
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4.3 Considerations for other filive types and dea modulaiion

inthe previous sections, we emi{)r{fd the impact of Raman and FWM iransmission smpairments
over both 1 km and 25 ki SSMYF Tnke. Alithough the range of the applications where 1 kim hinks
can be found i3 éEIT}}It‘:{L 1 enables us to clearly lustrate regimes where FWM fibre impairments
can dominate, while spontanecus Raman seattering is not a significant impsirment. In addition, if
© pne considers other compmon fibre types (such as non-zero dispersion-shifted fibre), FWM can
have a larper impact over distances fonger than lkm. For example, the FWM noise for a 25-km
NZ-DSE link is approximately 20 4B higher than for a 25-km SSMF Hink, as seen in the
calculations plotred in Ogure 1. As aresult, FWM can quickly become the dominant inpairment
in dow dispersion fibres. This will be the subject of Bother study.

For simplicity, we stilized unmodudated ow lasers to emulate DWDM network channels.
Bravious studies have investigated the difference between ow anrd the most common moduiation
format in optical networks, non-returi-to-zero on-off-keying (NRZ-OOK Y 1t was shown that
NRZ-O0K modolated signals generate comparable FWH power to ow sigoals due to g balancing
ween the higher peak power and the pulse walk-off between the modulated waveforms {331,
herefore, our resulis should be represenative of hnks with NRZ-modnlared data. However, the
use of modulation formars other than NRZ can help w reduce FPWM. As an e\;amp?@ in [341,
dunbinary modulation was emploved to reduce the strength of FWM by T to 3 dB, in transmission
aver & 20 ki dispersion-shifted fibre {(D5SFL

—r
o

&, Conclusions

Commercial opileal nstworks are incr msma;y miemm;) muiti-channed W DM technology 1 the
.3 band. This wend i3 driven by the lower Gbre sitenuation, the availability of optical fibre
amplifiers, and inexpensive DWDM ccr;*zpmants at standard wavelengths, While in this work the
focus has been on understanding the Himits and requirements when adding quanivm channels in
the 1.5-um window, we have also previously demonstrated network coexistence with QKD
signals in the 1.3« band {12, 20]. In many cases, operating ORI} in the | 3-um window may
be a more sitractive solution for shared quantum/classical networks, due to the larger wavelength
separation between the strong and weak signals. This configuration allows compatibility with
eim;}iéﬁcd transiission links (with QK bypassing the optical amplifiers), reduces backgrounds
from Raman scattering, and eliminates FWM as a major concern. However, there are also
situations in which 1.5-wm QK3 may be more favourable, depending on the application, the type
of network, and the choice of system parameters (DWIDM channel power, channel count, fibre
dispersion, etc.). Therefore to understand under what conditions one may successiully send
quanium communications signals slong the same fibre with high-power closely spaced 1.5-um
classical siznals, we have mapped out the noise mechamisms in this regime.

in addition we have shown the impact of FWM and Raman noise on quanium
communications and, maore specifically BE84 QKD We demanstrated 1.5 classical-quantum
coexistence through ROANMSs, an optical networking technology that increases the flexibiliy,
transparency and r‘econﬁgurabie connectivity of quantum and classical networks. We caloulated
the impact of four-wave mixing for a variety of channel spacings, {ibre types, and distances. We
measured QKD performance in two regimes where the noise Bmiting factor is dominated by
different mechanisms, including FWM over a F-km fibre and Raman scatlering over a 25-km
standard single-mode fibre. We demonstrated and discussed several strategies that can be used 1o
nitigate FWM impairments on the quantum channel, including polarization multiplexing and
increased channel spacing. However, in situations where Raman noise 1s the dominate




gnpairment, s not easily d sed on exizting networks where cizss%ice‘i channei launch powers
fixed. Therefire managisg Raman-noise impaimnents remains a key challenge to the

ation of quamsm commutications into the existing oplical communications mltastructure,
from classical chanpels, and how those

are
mieps
Py exploring the guantum channel impairments generate
bmpairments may be zﬂlngciibd through aetwork planning, these results lay the groundwaork for
defining requirements for successtully enabling quantum-classical coexdstence in C-band
revonfigurable optical networks, The present work represents an Important step towards
developing a broader understanding of these radeeffs, and of the most atiractive domains of use

for QK and other fypes of quantim eommunications in shared quantumy'classical networks,
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