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}r. President -~
Aide-memoiro. CD
<3§ The British Government have inf'ormed me thut they would greatly uppre-

ciate an imnediete and general interchango of secret technical information
with the United Stated, particularly in the ultra short wave radic field. }

It is not the wish of His ilajesty's Goverumont to make this proposal
the subject of a bargein of any description. Rathor do they wish, in order
to show thoir readiness foﬁ the fullest cooporation, to Le perfectly open
with you ung to give you fyll details of any equipment or devices in which
you uro intarested without?in ony way pressing you beforehand to givo spa-
cifi¢ undertuxings on your side, although of* course they would hope you
would reciprocate by discussing certain secret Information of a technical
neture which they are anxious te have urgently.

I presume that, if you approve in principle of this interchange of

information, you would wish to discuss it further with the Tfar and iiavy
Jepartments bolore gi;ing ; decision, and, should you so wish, I wculcd be
gled to pleco my Alr Attache and the scientitic assistant to the Air At-
tache at the disposal of the staff of the €. G. 8. (General .arshall) and
the C. N.C. (Admiral Utark) with a view to their discussing what technical
natiers might be of interest to thaese Lervices.

4s to subsequent procedure, should you approvo the exchange of in=-

. formution, it has beon supgested by my Soverrment thut, in order to avoid

any risk of the infomation reaching our enemy, a small secret British !
mianion consisting of two or three service officers and civiliun scien-
tists should be dospatched inmediutoly to this country to enter into die-
cussions with Amy and Navy experts. This mission should, I sugrest,
bring with them full details of all new technical developments, especial-
‘<:a ly in tho radio field, which have boen successfullx used or experimented
with during the last nine months. Theso might include our method of
detaciting ;h; aprroech of enemy aircraft nt considerableo distances, witich
has provad so succensful;  the use of shurt waves to cnable our own air-
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craf't to identify enemy aircraft, and the applioation of such short waves
to anti-aircralt gunnery for firing at aircralt which aro concealad by
clouds or darkness. Wo for our part are probably more anxious to be per-
mitted to employ.the full resources of tha radio industry in this country
with a view to obtaining ths greatest power possible for the emission of

[
"

ultra short wauves than anything else.

LOTHIAN

e S

8th July, 1940.
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DEPARTIENT OF STATE

TASHINGTON

In reply refor to

ma

July 19, 1940

The Actlng Secretery of State present; his compliments to
the lonorable the Jecretary of Var and cncloses a copy of an
M.de-nemcrie dated July 8, 1940 fron the Britlsh Embéssy propos-
ing & general interchange of seorot technical information betwaen
the United Gtates and Qritish Govermmonts, particularly in the
ultra short wave radio field. )

It is understood that the Secretary of War is prepared to
consider such an interchange of information and the Deportment

of Stute would appreciate roceiving the views of the Sccretary

cf Tur as to the reply which should bo made to the'British

A.de-nenoire.

Inclosurse:
Alde-menoire,
July 8, 13540
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WAR DEPARTMENT
VIAR DEPARTMERT GEMERAL STAFF

Yar Plansg Division

By authority A. C. of S., W.o

Washington, D. Cs Date 7// f/ / 0 coene( WM

Initialg

;’ ' July 19, 1940

|
I
3

1
MEMORANDUM FOR THE CHIEF OF STAFF:

Subject: General Interchange of Secret Techni-
cel Information between tha United
States and British Govermments.

1. There is enclosed herewith, under date of July 19, a
strictly confidential memorandum from the Acting Secretary of
State to the Secrctary of far, transmitting a copy of an Alde-
memoire, in which is proposed a general interchange of secrst
technical information botween the United States and British
Governmants, particularly in the ultra short wave radio field,
and asking the views of tho Secretary of Viar as to tho reply
wiich should be made to the British Aide-memoire.

2, It is understocod that this jgide-memoire was considered
in the Cabinet !} eetxng of July ll and was approved by the Fresi-
dent and by the Secretarxes of ‘far aud Nevy (¥r. Dunn, State De-
partment).

3. The Secretary of iar has informed me that ir., Dumn's
statoment is essentially correct. The Secretary of ilar stated
that his poliey, in which the President concurred, is as follows:

"Give all information possible to the British to
ald them in their present struggle, and furnish them
such material asslstancc as will not interfere serious-
ly with our own defenso preparations.”

4. The Secrotary of ‘ar stated that in regard to the
presont memorandun, the furnishing of any techniocal or scien-
tific information to the Dritish must be sccompanied with an
oxplicit statement that procurenment of any of tho articles or
dovices concerned fren sources of supply in this country must
be subjoct to the approval by the .Jar mnd lavy Departments, and
such approval must be based upon noninterforence with our own
procurement program.
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5. It is to be noted that Lord Lothian's Aide-memoire in

effect asks us for all scientific or technical iaformation thet we
have in regard to;thc utilization of instruments based upon the
employnout of ultra short wave radio. This, of course, is aimed
at gotting full informaticn in regard to our airplane detector,
which npparently-ls very much more eflicient than anything the
British have. THe British in turn offer to reveal to us their de-
tector and the details of their "pip.squeak" identification system
of aircraft, as well as the application of short waves to anti-
aircraft gumnery centrol, which apparently is somewnat asimilar to
our short range detector for amtiaircralt regiments. Insofar es
wo are concerned, thesc matters arc fully covared by the policy of
the Socretary of Jar, as indisnted in puragraph 3 above. The more
sarious matter in the British Aide-niemecira, however, 1s the desirs
of the British to employ the "full resources" of our roadio induse-
try with a view to procuring the npparatus they desire. This
matter, in principle, is covered by the policy of the Secretary of
Ylar, as indicated in paragraph 4 above, however, the actusl eppli-
cation of this policy in regard to Eritish procurement may offer
considerable difficulty: Ifirst, in view of the limited preduction
facilities in this country and, second, in view of the time factor
involved.

6. Aside from the Chief Signal Cfficer end his opposite
member in the ¥avy, the principal purties in interest are: G-2,
from the military infermstion standpoint; G-4, fram the procuro-~
ment standpolirt; and WPD, from the planning staadpoint along with
the coordination of variocus activities to meot the roquiremsnts of

“our Color FPlana. Another bedy, who may ultimately come into the

picture, is the Laticnal Defense Reswarch Committee which is
asbout to take up certain projects, covered in the iide-uemoire
el the British Ambassandor, and on which the iiar Departrment repre-
sentotive is the A. C. of S., W. P, D.

7« Actioh recommended.
- T, That the %. C. of 5., G~2, bo designated as the
War Department representative fcr coordinating the dotails of the
interchange of information covered in the Aide-meumoire, and that
specifiec questions in regard to plaens, types of apparatue, testis,
demonstrationg, and procuroment be handled in ¢lose collaboration
with the Chief Signal Officer, G-4, end the ilar Plans Divieion.
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That the letter herewith be signed by the Secre-

tary of ilar and dispatched to the Acting Secretary of State.

by AGO 7-22-40.,

DISPATCHED
C:{. 1:0 G-zo
AC*/ehb.

16 AG O
JUL 22 13940
Recelved

Ccncurreﬂgg:
A, C. of 5., G~2 (51).
A. C. of 8., G-4 (PCM).

Incls:
kemo. from 5D 7-13-40)
s/Aide Wemoire.

Ltr. for signature of §/%.

ml

JUL 22 1940
APPROVED
By order of the Secretary of War
G. C. MARSHALL
Chief of Staffl

/8/ 0. H. Bradley.
by 0. N. Bradley
Lt. 001t. G.8.C. Asst. Sec. WaDoGaSe

OXHB

Hoted - Deputy Chief of Staff
OllB ’

Roted - Chief of Steff

Recoived 4, G. 0O,
{x=q)
Jill, 23 1940
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/s/ Geo. V. Strong

GEO. V. STRCHG,

Brigadier General,
Assistant Chiefl of Staff,

19
o8 ‘“‘W

1 General Strong showed tais
to ST who statod that the word’
n_lﬂl_Tn quoted par. in Par 3

I'should be used advisedly.

] -

- - - - am-

—

(&) T

1Y

b

T g dc¢ .‘:"./ 15 3jo-lrox

- -m-r_v-m_-:,‘\cvlf-‘wl-c‘nq AT \ YT YT dyn=

.- . h\\



J
. GVS 0cs b
GCiA
WD 400,3296 {7~19-40) . —
W=D [ .
' The Honorable, i JUL 22 1940 P
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The Aoting Secretary of State.
- i

14

Dear kir. Seoretary:

I em in receipt of your atriotly confidential memorandum
of July 19 in which is enclosed a copy of un Alde-memoire, dated
July 8, 1940, from the British HEmbassy pjroposing & general inter-
chenge of secret technical infermation betweon the United States and
British Govermments, particulerly in the ultra short wave radio
fields 1In view of the action taken on this memorandum in the
Cebinet Heeting of July 11, the '/ar Deporticent is prepered to under-
take conversotions with 2 small secret Dritish Wission, consisting
of %wo or three service officers and civilian scientists, which will
be dispatched to this country for the purpose indieated in the mem-
orandum.

There are two basic questions which will arise from the
contemplated conversations. The first is the full and free inter-
change of technical inleormation which presents no particuler diffi-
culty in view of the Presidential approval of the Ailde-memoire, end
the second, whichh presents more possibilities of complication,
involvaes the procurement of material by the British in this country.
In regard to the latter, I believe that the furnishing of any toch-
nical or scientifioc information to the British should be based on the
understauding that tho prccurement of related articles or devices
from sources of supply in this country should be subject to approval
Ly the Viar and Novy Depnrtments, such approvel being dependent upon
roninterference with our own procurement progrem.

Genersal Sherman Hiles, Assisbant Chief of Staff, G-2, has
been designated as the Wer Depuriment representative to coordinate

ZSPATCHED the deteils for the interchange of information, covered in the jide-
AGO 7-22-40. lﬂeﬂloir@.
|« to G"z-
ACT/ ehb. Sincerely yours, .
JUL 22 1940
CUT 4:08 QUT N
18 AGO0 Office of . HRMRY L. STINISOH \“J'
JUL 22 1040 Chief of Staff Secretary of iar. Vi
fecoived ﬂ%\é
- SRy
ml I s towm Y
ame heesie et T REGISTER NO. 900438
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September 4, 1940

MEMORANDUM FOR THE CHIﬁF OF ORDIANCE:

Subject: Exchange of Information with
Representatives of British
Govermont.

1. Reference is made to paragrsph 1 of your meino~
randun of August 2, 1940, on abovo subjeot (350.05/7).

2. The present pclicy of the Secretary of War is
to broaden the field of exchange of secrot technical in-
formation and particularl: not to bar the disclosure of
infornation on items still uader development on the soln
ground that they are under development.

3. -1t is desired that the list of items recom-
nended by you to be excluded frum any axchungh of in-
formation be reconsidered in the light of %this bronder
policy and resubmitted., In caso of devices, instruments,
or systoms under developnant, it is dosired that those
whose exclusion is still recommended be listed specifi-
call;, with reasons noted.

(sgd) SHERMAN MILES,
. Brigadier General, U. S. Army,
Acting Assistunt Chief of Staff, G-2.
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THE SPCRETARY OF WAR
IRt G5 ANSWERS TO THIS
RAIO A% FOLLOWS:

AlJLLE WITHIK 12 HOURS
W ALLV IS UNNECESSARY.

£ ARMKER 1S NHOT SENT
WITIN T NAYS HEAGON
MUST e, STALLD,

oo CONLIY
Atiter Heneiel,
Thr Addutand ticarral.

RADIOGRAM

(ITP} ; Received at the War Department

V47 “aptember 5, 1940,

= ——————

From . London, Filed 1:30 P, W,
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Copiva furnishyd as nnted:
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London No, 401, September 5, 1940.

Are you prepared to exchange full inforration
on German, Italian and Japanese code and cryptographic
information therewith? Are you prepared to agree
to a cuntinuous exchanre of important intercept in
connection witih the avbove? Please expedite renly.

This messape for Chief of Staff from Strong.
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Rec'd Var Dept. Message Center, 10:44 A. . -, -epbember 7, 1940,

(ITP)

28uVP --- Fort logmouth, M. J., Septemter ~ . ~o40s

Signals, v

Veshington, D. C.

As matter of utmost importance to HNatiznxz. -~ .~ense strongly urge

concurren_ge Chief Staff in pronosal G=:o-” “.srong that this

govornment exchange complete technical -7~ ~:=ion re Japanese

German and Italian codes and cipher sysse~- -- - Polieve gonatant

exchange 1ntercepted traffic unnecussery. /4 2h povernment should

rely upon ovn intercept sorvices for co..:%>: -3 Waterial and

. o Tie 2
translation. Unnccessary to diseuss Fz o™ .»4s A, C, D and E of

. e '
Akins' memorandum because not belleved -~ -7t Jtrong's radio.
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VAR DEPARTIENT

Var Department General Staff
Military Intelligence Division G-2

WASHIHGTOXN ,
September 9, 1940 ———
[
MEICRANDUK FCR THE CHIEF OF STAFF:
Q
Subject: Directive to G-2 Covering Interchange of s

Secret Technical Information with Repre-
sentatives of British Govermment.

I. 1. In sccordance with the agreement provided by the "
Ade-tlemoire of the British Ambessador of July 8 and the reply

of the Secretary of State thereto, War Department representa-

tives have been engaged since August 28 in the interchange of .
secret tachnical information with membars of the British Tech- b
nical iiission headed by Sir henry Tizard. >

2. Letter of the Secretary of idar to the Seeretary of
Stote, dated July 22, 1940, (Tab A), states the conditicns
governing the ar Department's participaticn in this interchance
and desimuates the Assistant Chief of 3taff, G-2, to coordinate
the details. Thia letter constitutecs the gole directive from
hipher authority under which the interchanpges of information
have bteen conducted,

The Secretmry of "ar has stated verbally to the As~

eistant Chiefl of Staff, G-2, that his policy is to furnish full

and complete information to the fritish on all subjects, with-
holding only informaticn whose exclusion is specifically recom-
monded by Chiefs of Branch or by the Javy Department., In the
former cmses, the Secretary of Var will reserve finel docision
to himself. Pursuant to this nolicy, the Assistant Chief of
Steff, (-2, has sent mppropriate instructions in writing to
Chiefs nf Brench concerned.

8. As the conferences proceed and the growing importance
and extent of the informmation exchanged become apparent, it is
believed desirable that the Asgistent Chief of Staff, G-2, be
furnished a written direotive from the Socretary of ‘iar confinm-
ing the verbal instruction heretofore reoeived and defining the
information to be given and withheld. Eecause of the secrecy
nttached to this subject and of the noocessity for prompt end
frequent contact between this Division and Chiefs of Branch, it
is also believed desirable to authorize diroct written comuainica«
tion mnmonp these concorned without going through the idjutent

Cenoral,
-
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4+ The action recovmzended bolonr hes boen gone over
and approved hy representatives of the Chlefs of Branches
concerned and the Judge Advorate Gensral's office (Patent
Bra.DCh) .

iI. Action Recommended:
The Secretary of VWar directs as follows:

le The Assistant Chief of Staff, G-~2, is hereby desig-
nated as the War Dopartment representutive to coordinate de-
tails for the interchange of infoma%ion with weubors of the
British Technical iidssion or other authorized represcntativaes
of the armed forces of the British BEapire.

2. The poligy of the Jocretary of “7ar in this respect
is to furnish full end complote inforaution to authorities of
the British dupire, subject to pontent rights not ovmed by the
United Stetes Government and to the concurrent interast of the
Kavy Departmont where that interecst oxists., Inforzation recom-
mended specifically for exclusion by Chiefs of Branch will ba
reforred by the Assistant Chiel of Jtalf, G=2, to the Secretary
of War for his final decision,

3. Information to bLe given to authorities of the British
Enpire will include tha {ollowing cutagories:

(8) Tochmical inforintion on munitions, devices,
- or processes of manufacture owmed by the United States
Governmont.,

(b) Cryptanelytic informotion. ' {No infomaation
winich conoceras our own codes, cyphors, and methods of
cryptography will bo divulped.)

(o) Infomation roceived from abroed concerning
foreign armies, their organization, equipment, morele,
and operationsy muniticna uader development; political,
economic end psychologienl information on foreign coun~
tries: provided in oll casos that the information has
net been obtained frow other Depurtments of the United
Stetes Government.

4, Information on devlioes or procosses of manufacture
which are not ommed by tha Unitad States Govermment will ba

handled as followst

{a) Information furnishod by reprosentativos of
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the War Department will be of such general nature aes
not to Jeopardize patent rights or trade secrets.

€;> (b) Should authoritics of the British mpire
desire to manufacture, or have manufactured, separa-

tely or Joinmly with the United S5tates Governmment,
by other than the patontees or the originel manu-

facturers theroof, eny such given devices, or to in-
corporote féntures of such given devices in other in~
strunents of systems they moy devise, the suthorities
of tho British Enpire must meke such arrangements as
may be necessary with the patentees or the original
manufacturers of the given devices for the reproduc=
tion or use of any features . thereof, and must guaren-
teo to seid patontees, their assignees, or menulacturers,
the right to establish a claim against tho responsible
Govermment concerned for entire and reasonable compen-
sation for such repreoduction or use of the given devices
or any of thoir faatures where such arrangements have
not been satisfactorily concluded prior to suoh repro-
duction or use, Furthermore, the responsible Zovern-
ment concerned nust apree to protect the rights of

such United Siates natentses or manufacturers or their
assigness ageinst the filing of applications [or Lettsre
Patent by others in Ureat Britain, its Doainions aond
Colonies, on any such pgiven devices or any features
thereof .

6. Communicaticns betwesr Chiofs of Branch and the
Assistant Chief of Staff, G-Z, on matters touching these nego~
tiations will be direct and will not pass through the offioce :t
of the AdJutent (eneral.

%
Sep 11 1940 . Wy

APPROVED .

By order of the Secretary of Var :
G. C. UARSHALL '
Chief of Staff .

/8/0rlande Ward '
by Orlando Viard /s/ Shermen Kiles
Lt. Col., G. S. Co Sec.W,D.G.S. Shermen iiiles,
. drigedicr General, U. S. Arny,

16 A GO . Acting Assistant Chief of Staff, G-2.
szP 11 1940 ¥OT®
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Ootober 4, 1940.

VEMCRAMDUY for Lieut-Colonel E. :A. Rognler, Alde to Secretary of Wars
" Subjectt Codes and Ciphora.

1. It 1s -strongly recommended ag absolutely ecssential to Mational
Dufonsa and particularly vo the Aruy that thore bo avranged between the Governe
m nts of the United States and Great Britaln an irmediate exchango of informa~
tj_nn concornine military, mititary attache end dipleastie codes, ciphers, clpher
Mvicen and apparatus amd cods and cipher systeme employed by Germany, Italy
and Japan, together with £ll informatlon concerning the methods employed to
golve reazagos An codea or clphers of the cluasea meationed,

2, Information which can bo furnished by the United States will
Jnalade amenn obher thluzp ile detaile of the soluticn of the most difficult
Joonesn moehine cleher crgten used for "ubtwat seerot" diplematic correspondence,
Yool B3 jUst beea e, cattued by Amay erypbantiysts arfieor eighteen months of

~tensive worls,

3, ‘This exchange i1s recomnended for the following reasonss

First, it would afford us technical informatlon on tho golu-
tion of tho code and cipher systems empleyed by tho Armfes and Air Forces 1
of the porors in qus jon. Intercepted moterial pertaining thereto is i
not now aveilable, Dren if the inberecptad mntorial were obtainable, o (
len= porlod of inter:aiva study would be nscessary befors solutions could _
bo achivved. In %is presont crncrgeney, the caving of time is of the ' . !4
i

fFrentest inportonce.  The-cxnoriences pained by the British in operations
aradnat tho forces of the povers in question should provide invaluable in=
forastion, inclwiing captwred codes, ciphor devices, ciphers and related

decusents, . I;

Second, it would afford us technical information on tho aclu~-
tion of the avatema, perhainirﬂ to codes and ciphers, cmployod by the
pllibary rbvochos, f:f'm."n of fieas, apd dinlemabice ¢ TR2 consular rosragonte
:7 cu carmany and Italy, vhis infercniion ia ol tho hichest ivmpriance
at this tlna, capeeially for the disclesurcs it might o .;:.':ld in connaction

vith Ads Sntentiona, plans and operaticns in the Cannl Zons, Caribbcan
aran o n G ontrel ond South America. It ray clso discloso eopionage,
pabota-s ninns ard fifth colwan activities in this cowncry and ils possess-
icna, & .;rﬁn.ul inirms that rmisht be disclesed are tho plans and inton-
Licng of (on *_uy and Italy with regpect to the Far Last, Russla and the
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French posscssions in tho Western Hemlsphare. Although it night be
possible for this Governuent to esoive the systens ugad witiiout the

aid of inforestion cupected to be geined by thia exchange, the time '
nocesszary to obltein such results might ectend from hall & year to j

two youra. The edgencies of the present energency fortid such deluy. 4
Third, Our inforeation on the above subjects would, we are _
confidont, bo of material aid to Great Britain. |
4. The Navy Departmeat is opposed to any exchange of infermation on !

eryptanalysis of foroirn codes ad ¢ipaers. 1 understand that this opposition r
ia btoscd on & Zear that any information we give on our mwtliods of eryptanalysis
zay eid the oritish in brealdng devn owr codes end cliphera. )

Shorman Lilco.

Bripadier Uenerel, U. S. ARy,

heu 3 fcting hosistont Chiel of Staff, Gez.
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TAR DEPARTINZIT
The Adjutant General's Office

Yashington
AG 400.3295 (10-18-40)A=TTPD-i4 dovember 4, 1940.
I
SUBJECT: Interchange of Technic¢el Information ::sssrsssrssssszssss
with British Represontatives. : SECRET : _
tAUTH: T As Go ;
:Initials 72,8 |
:Dato: 1l1-4~40, : L.
T0: Cniefs of Arms and Services. terrerrsiTeeILLLLL

(Seo Distribution Sheet Attached).

The following extract from a joint letter from the Secretary
of War and the Secretary of Nevy to the National Defense Research
Committee, represents the iiar Department policy reforence interchenge of
technical information with British representatives, and is published
for the information and guidance of alli agencies of the Tiar Pepartment.

"It is agreod that all devices, instruments, or systems
in use, developed for use or under development by the Yar and Nevy
Vepartments will be offersd for releuse to the renresentatives of the
British Governrent except tho following:

"Portaining to the Armys Bomb ballistic tables.
"fertoining to the lavy: Ihe bombaight and the

entenud :mine with two-
way firing devico.

"Should the British Government request drawings, specifi-
cations, pertormance data and any other detailed information relatiug
to items available for release, such informetion will be furnighed by
the Depurtment concerned.

"In all cases of exchunga, it must be understood thet
the 1nt‘oma.tion to be furrished relates to the existence and the operation
of speocific given devices; and thet should the British Govarnment desire
to manulacture or have manufactured by nther than tho patentees or the
original manufacturers thereof any such given deviceos, or te incorporats
features of such given devices in other instruments or systcms they may
dovise, the British lovermment must make such arrangements as may be
nncessory with the patentees or the original manufocturers ol the given
dovices for the reproducticn or use of any features of such given devices,
l’“ wrantecing to sald manufacturers or patentess a rijht to astablish a
clainm against the British Governnant for entire and rensonahle conipensution
fer such reproduction and/or use of the given devices or any of their
fuatures where such arrangements have not besn satisfactorily concluded
prior to such reproduction and/or use; and further, tho Britisn Joveru-
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ment must agroe to protect the rights of such manufecturers or United
States patentaes nzainst the filiug of apnlications for Letters Patent
in Great Britain, its Dominione-or Colonies, on any such givon devices
or any features thereof."

By order of the Secretary of War:

/8/E. S. Adams
iiajor General,
The Adjutant General.
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Moy 13, 1942

R-110

Froam Travis STOP Uaotain l{estings, R. Xavy is
returning to “ashington shortly STCP Yo propose nnd
hopo vou will agree that he auy represent 4.C. and .S, |
on matters of policy STOP Also Propose attnch to him
Lajor Stevens, Essex, Fichting Area who will mssist him
azd represent Y.C.C.5, in the teehniesl aspects of
the work, Naval, military, and air,.
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liny 19, 1942
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The reprcﬁﬁntntion of G. d. & Cs S, by Captain

Hastines and Mnjor Stevens in the capacity indicated in ; f‘

vour 110 is conaidorad highly satisfoctory, © | - f“:f"" -
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Cuuliuoss speanalynio; TeoDele aotivitios aal 1imiszon \ith
f.he Dritinh,.

le On Jaturday afternoon, 6 June 19f+~, T snn 1331:1'!101.'.0(1
by Cxdr, won50r to promare Yarrumition® for you yor u tull with
Sdrdial :iorao toduy 1n_conmoetian with 1he Briti.a (captain
Zunling?s) :ove $o doul oaly vAth the F.b.le on - EOrD 10w
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Lot Las Dals 1300 25asy ror soveral rensonn: {1) {ho alelioce
c.g23u betuoon "‘hﬂ Ueide uiid --:.r.‘“uicul ouur-.\ll u'xt—l'n arg 50 fioilc-
rﬂ"ta..l.r 2isforont that o (tho lLavy or tho Ved.) gan .-z's'wonc.
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L2 £t thot LWiaro oo citlronioly fow o' Sure v oo .-Jx_,_(m S lenps
Zeslilellly foriler with tha motter, (3) tho exnilaciva pqlury
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of Lo of ry opdulons wro unpeovable or lay w5 Auvsceurate
in gertelin do solomionio of tha duat covoral tonthe ctgh vieh I

D100 noU b o nlile, ....1. are navorticioss :.:*..;--- ~y C'\Q\.l,'... 1'-._11.
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thoe o:mout-utlon of retting Gorman Ilavy aystous. for ‘that roason
it v Doly thul bofore uccopting the ofier onn of ocur men should
visglt Incland to find out scmwthing of wvhat thoy lad to oi‘fer.
Jacordincly the promozal wos apaln rofusod.

Sarly in tho fall of 1940 the wholo iasue wae
blascted wide open witnout olthor Uede. uutmri.t._; 50 foar s I
s LbATIy T coasuliation mt."a_ the iwvy, by Ganoral Gtrong vaen
Lo visited JSanland as head of S3ny Lwar Plang Jivision, Adalral
irk, t.._on C.ai_:!:u:ln und iiele, ¢oseribes tha oceno a3 a staflf
4ol of uinh SPtich Javalel.llitary offiolals vAth various
socroti-rlon, ot.e. prosoni. (wnoral Jtroag cu:m oat bavore tho
s0o0la asss, cluce witho an alloy to (ive t.oa: all tho Orance Din
EFestile LOPd wAS 4 doad gilenos at tho indiscroulom, particuw
"Q""lj' o3 the part ol thoso conlar Hrltlsh offiocors uho knov of
tho netlvily. on thoy reedvorod thoy at onco aacantorl the
ofrer. -asaiagdoa o tion inforzod. vhe hoads of TN, I,

‘ 0; .-.,,), .:\.1 .'....,'-...1 Corps wors withiut eooptlor oppdsed, Lu.u

ALl et Lo nmutor tas now out of tlolr hunds wal a matbor
woo Cuollizn by 5lc.ar eulisTitye LIS fucciulon A5 put UO.Sro

LT aLan Cd Bl U0, ulislool .,1.:.*.., and Shoir L0 _n..ra't.u"‘ca,
o Uy i Ceemvag ween 1s - au-."u, Tons Ll u....vlﬂ.l.a.l 1y -.3 ...;.10
LUoLn3 TLALS AL, Ll -1'::.*.1..::‘.;, an pare oi his podlcgs

Hall St ald Lo Ladoaint doecldod GO coryy Lt cule

Who detalls &f ke cichince are Tairly well X.oum
5o 1wl st —o dato 1....,... 1o, ong "C."‘w ‘bo rulami that wille o
cave tisa cvoiytlinn Lo :;...:1 in Jehruury 1041, tooy rofuood to
rocinroci o in sovoral catotories, .md o:.ly inconplotoly in
bt:.'.::.: Enbil LooDhy o read luabsy oi'vir Yrojuunt :.-:.,‘......:...xu.-..-o;l...
c-“ "“ l'-hni we Lfl.:: har) -..--U.LJ.-.J .l.‘:-‘ir:: t.::-: :--ﬁui’gl dn—-—--l-v.; :.:1 » "'.2.-."1".'.1

ao uow euzdl ..-.1' erg vedlulioal L:..b..l.-..rl:j-‘ ) b\..la-a't'a-& VO LU CulBliuh.

Luat cusoer the Tpitleon cinrke? on ap axtonsivoe pro-
rray of orpunaing t: QLY woannd. Loxrvico crpanication in Ciw .otle
oxrs ..c"-“h..:m, nartlenlaiy in t.".n Unltod Ctuicss Coovain
a :S’ .’L!".._., 4‘.—-0' 4 Taounar Camldion D..-.-—D’ 4] e HEL) hf ol LIH-:'?
wrivian. 1In \'.sf)a of hio otatus 1o 1...,.:. ooy alaatlion, & Lwas?
anloy of tho T STLVAILA wuB20T ..c::-'.':'.co 15 werTante.l bc..«.s.... Tasiag
vy Copralin Tusvla; 1z acoavatics

3e ’;."\ ptnien Joenlen COSlen, dnslduidae Soonob agwies
IR R U RN ST A ) S -\- .. I: wpink Lol o2 ---l\:'uljll
20%er “orld Tk T tho Lritich oram atmn in crpit-
=-‘:3"i c*" vetavity Las ;.L.....L 'y ta Tho TDOSOIN i’ se UV=UN {n
ik by 0 .2y, th onwy, Lhs ) e e g and ulso thy Jueclm €l
n..... t': A ..1.'13 derp2o Ladllang T ...-..1 Juaw thelr oy idaad U .“..:ﬂ"'.s.

M IR SR SR | D -q.-A-l-e-‘—--J-:-: 22 the o vwe TNy :.w'..:‘. R L A |

i wetornLing Lo cobslAiaty Lia L...,ll Gaplice . 1on Law d.!.:..--u.-n...r.t-l
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of atort vore :ot b.r plaecinz all activitios of thin kind undor

o Porolifm Offleos Thore wviero sovaral £05d reasons for thils;

tho anlooyy with t.m :ﬂoa..eut nrestico, closect to the Kinr

S 1‘::'_:“ Anloctsr, who BV tinmes held th!.a poreLolio also, vian
thn Foroisn 00flco; tho 0. h..\d a capcsblo proup of oryptanalysto;
155 o2k wpo o *“a 1norcaso 1n that ora of conlorcncod by cohie
trast to tho ~inor fx:ediato ch a..tor or innoriuice of tho Arrye
vy of2ort In peeno tiin; and the Torelrnn ufTico controlled tho

scerct service wllch can ald suwok efforta to a proat dograo,.

Foroizn Criico control externds not vlone to tho dlye-
lo:ets and thelr tnai.nical attacho's such 08 noval, r:ilita"y.
coniaeinl, ooicdiamal, Tiunoneisd, ond cultuamdy 1t includos

..:r:L ‘n aviies ..-;_‘J.JS u.au.:rcovor u-e“.s, clvillan’ L.toll‘;-_o::ea

livicuuls wud o 'alz_ulom, T10 uadorlever coeate carvice

a:,anr. o.Jani atizi, wnd nuaval=:zilltory otents; 1t al::a lncl“f‘
ccnbral of tho charcetar aad ..ocu:.t" of "all orypto whis aidesn
usal by tho obovo to iusurs tho inberont sofety of ""'*...r oun
eorrminiestlons. This last ment 1oaed control, wihleh oxtonds to
L1l D :,, wivas oyalons, i handlod uy tho Covorrmont vodo
azl Siv Qo wehodl, e nunc uhica is ueed also o a- .COVOI=UDn or
o 1:aa_l.c~.l sz ,.1:.1....1 -‘1::1:.. Churior under the Joralrn oifico. ...'."'.18
&1l o :.':.'."..i.::. ot Lhs 1..‘..:.3\. Unrammueost i th _'..-..ci::n Liolé w
u:u‘.er ~oiren winico cunk ralizod control.

™ cqmdamy qpndi d =y L Al ey e annmy
!"- .l..‘al} L L A | dUicl" L-U- J-Lu‘-.r-:.u‘
[y S T SR e R A e e e e )

Tho Stata Da-mr""ﬂnt's Ow... 20l of ity diplonats wnd
tholr atiacho'n i9 aa c.“..‘:. cosparablo Lo the Joroua O9flco., In
othor riocads of cetlvity it o qui‘c.a difroront fron Dritaiaia.

(2) Sxor: danz oontact witi ..no stuto Donartiant, both
dlrielal anl wn .’1‘1#1:11. T kaow tont usdoneovor asonts and saios
havg Loon no ot ie: 21l noneoxisctont i tho tredibion of ocur dlne
13 11tis GoODVica. -.P.: -vrE sunlored sor® In cortalp oaioag, ohlofly
outolde tin oaataon liends ma"h.:r, a8 ail Lha Arsye Wk offort s
nlaor in oxtent su'.:'l Pegults, W3 oo of ouwr Intolllosies cowo
S0 QU acy ..J... 3l n."a’ aad aa.:::-'m 23 oL eloe fvom salp
v:..... o and vo.ta veadV intow nts. Yo et e ..aod Jor iatsecifleoe

LiT a0l areatly ﬁ':'m'ulod oflors i $419 1ln: Gthao Cl.C.I. vao wot
up L1 3ota 3551, Toe% oxistiys uadersovey nooitc enmd gples of
‘.""" avT wors trauslorred to Tta 3'“-13.1;&‘.10:1 axrtonding vorld
WwIdZ C.oBuh Jor th2  cotanm pailepnons aalsh racolns sa loase ovy
#J-hl-t. *

(b} Tho tostora Monlsnioro voa placod unlor Hel.T.
“rladietlon vor eountonasnlonana wirTo.sda, not fox asniangn
RS TTG uad a nod st o el al v th, ...1.'5.1 Luoaiebaaes

L v

-...t-.._‘.. 17 to 1939 waen Lhay were in ado Drisrils ¢ Llro

[ - I lq..u., Q.. ‘LO.&\.& -\) hlgl\: ..--luﬂu""'n'.'! . .1.1-.. u .:'3 Nl W )-.. MJJU u.
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Ao vmp to ba oxmocted, thoy pracrossed slovly in this difficult
Ti0ld, aad wore fulded und tradned vrincipally by UliieX. ond

. IT.0¢ Vhlsh had jolnt reajponaikcilities itk thom In thls work,
Tho ¥.B.I. Was Lroucht up ia a tradition of orininal prosecution.
Thoy nado thelr reputztlon on tho thoroushnogs of their preparve
tion av' a case {or court mresantatian. 4Wiocy obtzined a porconte
arn of convietions in the hizh ninoties, with Infomous Ypublic
onamy" oy undormrorld ricuros furaishing the color fur publicity
ard honadlires. ut countoroshionaco work difforsd in rany onued
£ on t!" usual crimnal nrccodurs becauso Qquly accereditod
offieicis of fareisn sovernments wero invoived. Tho FeBel. bel
to ta tousht to —ork cn theso cases without infrin-~inc diplomatis
pratoeol cnd vithiout cxncetation of courtd rrosecution, bui instoud
aiwin~ touard kemdicaraint: or provonting cffcetivo vork, or do-
voloning dinloantionlly wdnlssabla rezcons o1 declurins then
Peapsana non crata'e Jolnt Antyellavy = #,D.1, offorts in this .
1ine culmdnetcd in closing of Axics coansulatos by tho Jtato De-
partoent last sucmar, : '

inésoendont F.loIe offort continued to be tho
=oliscran arnronch, aimad at court convictione UWioy vere suce
cosol in vz exun of run potty shies or uobavs rartliovlaily
ooy whe oot aront resictration aect vas susdod Lo fecllicace
gy wanli,

TUIn Bn0 er ede wad siven Junicliction o contore
gapiona e in tho Latin Jrwricce thoy Lok nold wiith susto, secde
ip= oo o Lhelr wa dnin In un attonnt 0 2% up un effective
ercaninction, Wofnc mon wore, hovever, lackings the baclkzround
and 4raininn To2 Lhis wonlie Yhoy womo gelqntlileally tralned
molleenan wadisin: VIthin the lecaliastlo 1lit.Sions of thair ot
=aricneca, Thar oocn Cave W uny pietanga of oin: undarcovey
ecowrtor arontn oud Pa=orlentod thelr vholo offort to bacoiling
so0=cnlled Ytac'nical advisors' to tho molice oo the differont
Latin feerlcon natlonse 43 auch, thoy woro on famdliiur ground
o thoy huvo dong ood worl: In dicsoslactly; seleatific police
rethodse ut ohizrly they have boon usorul in estodllubing jole
ncnal ecaatnet vith the polico, and in nroviding a chwmel ior
aichuenre of Inf'mevtlon. Their stotus is imim and approved by

tha sovernromnis soncexned ond In Tuet tuny of than ere openiy listed

nd clvil attochan of tho Ueds dininmutic pouige

Tt is thio liaizon oul olonowutive status with
tho nolice of irtin froriea thut tho Dritish Sywerat Zorvice connot
Lom 00 mobeh ind it is for this ronmsh that e fwitizh Jaeret
rYice has esunnlishod wad Fostored o gluse liaizson witin the

T S
{c) Crmatonramiie widn, Ss0. vdies ond clplors, Hevo
Alamrs gne tracovad By 0rcl Uy se SOVUSRI N G020 SLE Ll Db
39 Zdgpundontlys In recont years JS2ure.uvy cdsluberetion b
-t “!f-
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boaa inersasin~ to tho point that now rutually developod nethods
and srotons are frorumtly usad by bothe Tho chiol other uscy

of cuius niwd ci;::m;-s 1a tin Ltate D-:s:."-a-. tments ‘Tholr syztons in
tiio maot kaye boon the lmuhing svocis of the worldd's Blaoclk

Cx ahart. It 19 onl,f in tho nast goveral years ti.:t, ng a roe-
Sulo of ..mye .u"}' ronrosoatytions, thoy stu tod woing non2 obe
goloto Iluvy u‘yuuc ur r.,:r~o raedntly, larooly throush tho

oo ondatlons ol 1..‘1_ Dofenen Coraund uui....n !33::'.1. thay havo
acdoeed a Tov ra:-.l"" "acu_a 3ystonise  Othar movorament goone 1’*9,
sdeit o Lroasury, - .;..I., Cormoree, oto. aza on 1hc~:.- om. Thig
uiolo nlotuso cuntrasta with the Erxitish contirulised orzen Lo
aavolos wnt of c-,r ybopraniite u:.ds and for aovaluztia; or annrovin~
vaad SHCUNItY AU Lot "3 woisr to usa by sny brench of tho 2rikii:
coaverrients Thlo aTonn i the Gavorn:'v\nt b.mo gnd Cipher .ichool
ud—a.‘-rn- .uC..."G"‘ ‘JJ t-w -01'0..__,1'1 l\}:‘:icel .

() Crywtanalysis in tho Uaitad itotesn is 'JI."I."" 2Ly
Gogolnt Josyelavy ooLor rlzol Collaborstion is cluse, poitlculalie
-7 o rorals o dinlsonvie srolonse Hlliteryensval J'"i:e-'x:' oo
oicde@ by T mooulehive lepvleo. Cho ormualzmaticn thuz cone
nans of a dietiial ey oand a gictinet uvy undt {recly crobonse
Ly ifcog, Tub Co '.:'-1'\"'“;: iz=fonarder tl. rater thy J -al Gavng

et e vn GOl IIIMLCLUISTUe  LollDP hlu tha L2770, 1IN tho Uao3g

mimd Yary iz e oonl) uwaft whic woricd unier ik Tpeoounr o

. - e - ="} l - - - . - u a .
..:.~=--_--, Fobgnl e ,.:....:..,, srocle, wid elinndosiine Lral;!.c in ;ozeo

SL.ry Wb is oen wecorvized by tho.lltvve Who MeDeXs bun ocntueow
in cwntys .al_;::-.f.- 'La a =inom c::‘...a.l.t Jfrﬂc A%k, surely on nolice
X c':..:::.*,..l troan of tmallie Lol resontl; ’_ vtk Coast Conrd wid,
2 g Yo werna einndestine oystonse The Telele wnit is nart
of tanir tlocelnlenl I:-.'ucr::to*y" vhich Aoas ruch of thelr sclene
It polico wark lacluldlns goerot Ink atudy. Thelr unit is
Sri2ll ang tholr o"nnf-illt" c9 ara ed-ittod YWy theasolvas to be
1iitod, cinge thwy havoe coufonged tholr 1lasbhility to take over
c:'"‘“r-l,-,r o7on tho r:."'ﬂa Go~un olundostine iraiilo from South
rorion viich in omnll In valu'“.o end OF conprratively oloiientury
0.’.‘1‘1"‘ LT foom oo wﬁ'::::u:'.;'tical point of view. The Ltnto e
-1-11‘...::.* £ iws no orrymanclysis unlt. vtiwr covoranunt areans hawv:
oruine Jrontal offorts in tils riold, orlm(o a fou aateurs (m.a
T.Cule), Or 2o 1-.raininc a 2ow en vwith fuly pucooss (Cenesralhid).

(e) FollinArn; the deoision on oxcluinzo vith tho
Deitinh, A 1,_r- --"5' 1*"*"05-:.-:1*..‘:‘;1\'05 vizitad EHnslead in dFebzuary
RERAN FEA i ashineten, .... tha rocuvost of London, liuinon voo
cbrhlicked <1t ihe Bpritich bassy foval AGtacuct ror the Tl
ma52 o furtinr sourier o.:r-“rmr-o ot uavior end for tho mwhoso of
f".'.rr.....'.i.'.':': th2 Tritlsh Sbassador with a 1iritad enount off 40
W00 Juoasteat Cran-o doer owiod nessnsos, paitainy Gl ostiblilie

Lt ool naglal cioZnels bobucan owr sorvices cod Lo Tritisa
C. |:. - -....,. ~his chiconcl or o...c..a'l;',o “ags aolah. i::.h‘-d M oeun
EHIR WD nlaghi. o ceonrrobisns o Bl eitisk heo s
-
" i !
w Tt A 1 ovws - e ——y ¥ 2, wa . . . e gueegEm— v 0
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atonned by rutual agroenent. Courlier service to London’ via
Lahor continuod throush the Lritish lel. )

The abova is an outline of ths U.3. plcture when
Camtain llasting oatb on the socene in tho. lato susior of 19%L.

De Cantaln liastins®a netivitics.

As an Lc‘i'.mnoe arant of the Britizh Fomalen O0ffico

Saoret Sorvice, Cojtala Lasting quiciclly and efflolontly ostebe
1ished close ond frieudly rolations vith Dellels, ilaledey Op=i0,
{3-77, the Glsma) Corng, tha .tato Dovwartront, the Coust Guonrd,
tho 3.1, Proasury, Comxomco, tho ¥.l.Cep :nd fimy other groups
and hish orficlals of tie Yo goveramont. ls status tvag 5000
what chdouro ut Lho ting, but iaeliuded wnons obhar thingss rfull
authority to doal wvith the U.Je Lrmy cad Davy cryptdaalytisal
unica £k the Iritlsl G4 & Code 70 tool over tho courloer ¢i-
ohnano work £aom tho Hritich li.de 10 roquostel at tizss cortein
dasrrntions bsoarin~ on Ao finanelal gad conlonese ectivitios

in woush anerica, Il vas ummally? sudportad in tlicuo requests
wrodianatchos yroo tha Yorolsn Cf2ilcos 18 @ lwal LPficor by hed
ponle angnod 2 0.5 Tl and tho Dlovy Jowartrent wileh wag focoling
Lith ofllears of tumyy Jodilish 2igslons v toeme 4 oua Tinitlsh
intnlli--ongo ravrounulailivg L9 wms o ¢lose cud frlondly Ysong
VIEh tho F.0.T4, Ch=loe=ll, ond Male2e?s countarzanionuse socilsas,.
42 2 Colla & Do opTosontatlye Lo /0t L0 Lot Cuend €0 Jwemizh
hi= thols deexvptlorns of Corman Clandesting 'erafcle,. 1la trug statun
dovolonod surmivhat lutor vhen thoro arrivod in .low Yoriz a Lx,.
covenaol who w3 amointed hoed of tho Dritish wooret Jorvise

in tho Unlted States and the w.wotorn iloaisphoro. Yils oxponded
activiiy vas set up ulth full Ul.de apprroval as u codporativo ac~
tivity In counteresplonufa.

Withln thls group wng gatablizhed a smwll unlt to
study tho Co:x.an clandostine radio pleture. Thoy had contuct
with the Yavy Jonorti-ont (On=20-C) on this, and In Dovesber 194
ropresontod thelr work as being a dosire to pool in azo placo
all tho 3ritiglh, Cavadlan, aixl Ue.de T3sulta in oidor to get o3
completo a picture as pozslble., Thuy further stated, "Aaz soon
as tha Unltod Jtatos 13 ablo to fully tein ovor this Lor-an olane
destino radlo worl: wo (tho 3ritish) vunt to tura it cooploicly
ovor Lo tho Unitod Jtaotes." In vimr of the £a26t that Lheldf a
dozon Vede Oxranivations seore latorcenting or procossing thin

CEraffic and collaborztlon by Lhs Ary=lavy orpzalzutions vith tha

ovlora vus nerliritlo for various reasonc chlully involving
S.curdiiy, ead durther, bocouso t'o IDritisa~Consdlion offort hnd
eortala covoraes vwvo imi:od, tholr sugsostion wvug consldored
C.rollont 2.4 =3 an-roved.

rantaln usting cecordingly bozan to «olleet cad

Lol
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roeoivo full infornation on this subjoot froa all U.3. azonclos
fuvolved. Sinco tho Coast Guard had dono ;most of the U.S, work,
on Commn elandsatino, his rolations vlth then viore olose end

clud-:sﬁ full Tilos or decryptod systems. In roturn tho Hritish
sacot Sorvice wilt in Iow York furnished infornation to the
Cunot GuciGae

In tho easulnn ronthc, ‘under the etress of wer and
tho soricus shortaso of cuncu.l.e eryntaunalyticnl talont, the
wirency of elindnavien dunlicution of efrort, or ot least co-
ordirating the oz fort, wWos nore azd nore otronzly folte Por-
coznl cortaots vero eatablished with tho othor un!.ta as’'a Dree
Lolsiomam €0 ©2is ende L tazch o thiz vear tre Coast Cunrd
oxgntuinalysis unit wus brousht under dircet On=20-0C supervizion.
I vou intusliy docnicd vict ell 2 au-\.«o...st Gunrd intnll:‘.c,e:‘.:'.
.....1 Tovoerch on \.-:!:.‘ i clandiontice vould be cond eracl in ti Coact
¢ wad thelr oubpub vould b3 clm--:aolod throush tia ootorlliahoed
TV e .'....,._..._ir.atj..;.. groton in CulieIe Thlu wos a firat aoten end
O ISudu ONCe

i e intoyweaing soek bofore this vas nut nto
civest, LW3 suvascaactes of wantaln mstias, you 11l rooall,
valoonne & YiIDit, St A Loirmed of 4o silan otooavopdal wo
U3 cuT) TAu0 oull R LA .c*:m Lind d-cr.'-:ticn:; »1on tha vuuse .

ool BLILTLWLE WD LI LD whdiae WOl Cadlod tw i o thls talin
= wheSh 731 ToCa what I ozugnested that $he Drootr praro~viuivs o
h‘J e~ be.w—u—‘,a U-.fu il 'w--U vEws ua.--: .!‘.'-u:liml .'_;-‘.J"Q‘..- .'.'E.'.T.S ..l-:l a

11'.... s o' Wi Lencl ccondination, 22 tho Ueds Tull ofrort om
......... AL AT LAY c.:':.:.:_{a."' Farta of our ‘1101-'.11'0 on uoiman Clile

Aot Wise uhil seuttsrod botuoon -‘\rr.w. Luvy, Cougt uuard, tio

' Tedeley 1o ......r..., tio <tate Doaartiont, coasorshilep, wrd ihe

CGelane I wun7astoc taut L0 SSuid ;.eyuri:"c".t g tho o) .c..l
..;_',;:-s;' Yo J.-..t......._.., Such a ZIt=1Lo atbor and uo:.:.ovcﬂ tivt €20
Seele LI LTLLIIO SuCA & :.:'at'?'"- ko Ir itish exprospod tontae
Lore saticloe.l o ulan Lo Llea, -.:'--"f iy ul ] ..aLl.u. a3 talk
it wiioh I was waliemiillox, shar cineousodd o dosira to bave tho
tacea o-oTont wrtangonsnt it tiD Coist Lasrd conbiaug 200 o wiiilo,
Thiz oo not u....J' areucd ta, Lut ..va"x stron ‘thonod at our i v0se
Tita Ty wocldy magtins av the Cpast uurd Tor oxchanye of tcehe
nical datae -..o 3 r.m-tirg,a contlinuod botuwon reprosentativas of
hﬂf—n—.—:‘n T -..A._,a T L'J We Goarld ol tho HJVY 'l.mtll last waos uud
r.::n':ﬂ ratallsr valunSle and aboudt oqually benoficial o bLoth siues.

SO Gavo alfter Li apdvg Sulll Lha Dellle viocea nuch
a peonducul il the J.u‘.'.‘.,c:.', U0z 120 ultoratioas sujsested by
_3, wag et LY L, Hunrles  LAd2bly tlworoerclr tha viest m...!."";
Lad Lond Diolire D22letz oflico c..-i..-aa.;. ranreseatutives oot i Ry
qlov0 - :..':cic..J, gxeant Cornarahin il Ltk Co0,T. vhiza wor)y onlr
intl.zedly Intorested or kil u, .co-ml Lo Grep ous of ‘.....a wiCLUTCe
oy AU o hds ond otho rwottues Lo e e snd el ek La

vtlnolen in Yeu. ofvarts will o rnntlone s lovoy Siuwo v

P
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(%) cnould o ccasilored in the 1153 of othor activitios of Cauta:.n-
ifmuting and t..a “5acTot Sorvicos

TN

'y personal rolotlons vith Cr.-n.ai.n ilngting havo boen
qulte f“ic*xd.l,{ ir 2ot cordinl. Jor savoral nanths ulter kis
wrorlval 0 had "'-r‘- ment businacs contacto end & nwabasy of lonn
] convorsevloncs Im the daculi:r nonlilont of being attoched t0
0leley, Bub '..'--- '-in- in 28-8, I weos conoulted by. Adidral Wwilicinaon
on ratiers bro '"r'.:ﬁ; to nin b" -"amain .n%ln.'; wileil 1_..{ at hear o
Co:zmunic-bion Taszlidsecen, illo 4a.Cp-nid T ams ua-.'..u....:,r it
t. 3 U\J llDZ‘G\:ﬂ T:-'Jsa:tt u..O-u- \.lq,l .l'tln.; :IﬂSt!-n.‘ ::.!ld GQCQ Gu- rl l-\jl -.ﬂtt@rﬂ
to a:.'.-.':‘: upe ot lz:ss t:m Cp=20 buniasss vep satlrely vith 10 in
\:.-:*-:'::..,_3*1 2i%har ish desierdys of Toaslon o u:: “;'p"f'.l iatolilionce,

At bls oo ponue 1:" ro‘- d:or:':xt"ons Ty Losret J2rvion uza
o:.' 'a ket SRS B ..1.,_....1.,“ Joioa bt latter prpoudurTe B G
viglitinoa of the 11..1“'-'"‘1;'\..&1. ~ with Lomdon of the provious Jung
".:E-.::-:s cazos wawd aach raforrod to the DJi.I., bub nince they

a1 o bosind Ly '1 2aspabeh £ron tho Joreign Culice tioy
vora always '“'.::‘.'.:"_'.".".. .

pouraigus this llaigon of ton nrt....., na~tlceularly
I~ zzma of oy ocopls oo~ telto with hin, gacseln oestins hed Yol

[ S F A e B S5 ol Lot fi *::.':.'.-':' ‘:'...-:: el o8 a a..._‘.:..:-.a.. veda o I
PR EILE. PORRRLR T FHE = B ..a ha wused DO CUCD LD GTMI TGN Joua

& oiranaslenl saing oA vAtw ol Lo we UpA1is 0anarionco. POT r |
ars fuxocudnol-hiln Doasons wnr Shla chould nob b tho cute in
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ouions T baliive Lo '.'nll wmam Lo-yoiie U Y al of une o
thiza tzlas I madn Ly morvirls to Captalin .a..t;.-._, wae I a....l.o.rcfl
I couls yovorse 1y stond unl \'3:.-.‘.1 L) a5 FUron; an aygaaone Ior
ool ac oozl wiit as I had r'_amua:.n > arainut 1t.  Adcivad
Yoyes m.: faamt fully arm:-.-'u.nnd of tio dotoila of thovo talis a.d

S3ionl JAlkinaoa of thlir ton0p.

Cantaln Bastingts nHrosalyting olfforio voro carvicd o

WL ooy othsrs earpizont o Lz e "-;.::.ul,_ tlerl actlvliy vl li-
Cul oo Covantllianue Sl WO2Y MoonLowd with a doud oar oo Lho

w2gt _-.z*t, v Lo .-‘. Yome NIl ThO JeC.Ca Llildd fte il Poucis
s wnd LAmast fnvoriasbly carviod on -.:.‘.-': 1:1:iivid1ml.. in tuo

hY-hizr eanidone.al 1anacy »moyor o o Jagt thoushh Loty
Lor timner o wiigr tio LI2fesoury BoCrecy a..lr..:n clooleq ti:wone bae
hinld tha zeenos eotlivitiod, Wt the faev of thalr taxlan pluoe
Uel novertholoos Mool in ooy vult o .m.tn ih bt el
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outolde the, lavy during tho lato apring poriod yhilo crforonscsif
wure in progroes ained at coordiacting tho U.d. effovt, 1s not |
eosrinitely iaan, but the csaforencos thensedves us woil us reo-
aut (evelopuont mor elvo a clun,

6. U, "Coordinasicn" conSoroncod,

The Mrat stop totmrd coordingting U.3. eflext 13 cove
arod cbove in connoeotion. v'ith Lho Coust Cuerd. The circunstances
Aaadins un to tho Stato Janmortuent conlerenco nre algo ovtlinoed,
Ag o rosult of thls conferenco cortaln prineinlos wero anraad
unon chiafly concoyred iiith Cinal actlcay 4o be teken on decryptod
35033 melt0ue  CANIRVAOAS L1t pldenyuGient, fcosslil end wlocidinade
ir~ oo retorecd to tho Intelll-gmeo Cortvdlttaa vihose nethoard arc
tha posd of G°L, 1T mnd tiie WX, Whls corritloa decided thot
Lo vide wroaneoiwent vas-doslrablo, cnd sinco the prineinlss of
final actior hnd been docliicd, a subecOmitieo vitlel they appolnie
cd shoalid sctwiy end ronovt on tho o cuastiona of Yprooossing!
end “iinsorinetlon” of d-qeryptod intelllsonoce,

™15 gonforonecs ere L2ld battotn W=20-G, tho Si-hal
Coormiz, D30, TT, wild i JODe  Wio final mancri ocutailinel U
LiuLTy Lo, acoeaviiics wndy U Lodaranes, the esnnliliting of
LIt obran Ualie vooeok CIuzo oz, rraeoruimdod Hivlietion So tmyn, 017
VAV hid Sonst Ganid)y il ULa FII, nal Deeosmandod 1iiAtatiaad I
o aLLoondnstaoie Ao 20t ip nw i the Rondr o thao Yatallle
fanee ConATROA miiltin®g av-roval hoforo fwrther actlonm com b
Loxan Lo put a9 doeowmiandatlaons Lo olTocl.

I aldidltlon Lo ths above, asothor fomm=d ot wan
Tl st Lie il of hy uhon Ay agcacd to transior oll Lioir
Carvada clntiosbline woris o ths Const Cuord nool vihiel thus had
abaut LU o LVho averall Ua.de actlviiy aoa Goxion olendesting undsy
its clvirio. This sot-up thue nractieally olininated U.s. aumlicge
tion o olTort aud diasparsion of wetivity In thla catormory A
el Wuellly ewnroronocos vlth Lritish conlinuing fwnishod roarly
an idoal arranserant Tor Oritishel.s. oszesanso on Gorrion clandsstine.
DUV U0ws wield coxtoin flaes in tho pletuo.

. A% the Initlal .itcto Dapartront conlforernco susrcestod

€7 i3 Deilele, e Fiy o tho 00 stiengly udvoestod a esutral
rinrla Ul.le Dlask Chanber,. This ray kave bosn airody 2% om

.02, wnliaflusiced oy olhirse &M% iho eonlerances with tho ¥

LY 8Livonly whilu thuly e culszico of diplartio waliic, Wb
prian o ow straichtformmrd bull iy £inally a’roed o 4 sorione

ed Ll tendatlon Lhat Lhey o ineluded in aleaunination or onlu
Loy Uetdsvitern eliputestiz Louffe,  Thrmichoub tho poriar of
w233 EATNDCNEGT 2irod ot Soandilaving .. OVTORNS tho woouloe
netivalizs of Lactoln msting i thig =astlioulor fi010 word ol 2uro,
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advantaso to both orgenizations, fostered and ineraased thelir
c~11akonation in "eountaroanionans' w ri in lotin “nerlca, It
wvan dnsirable that the ¥X 1, of Caitan clandostine offort, :
fomded on about 3G, traffic coveruso fuinlahed thet: by the ICC,
ba odded o tha manl for soveral »ousond. Uhe DTN, o rcationed

curlics, odsittedly ocould not unlorteke the viholge effort vien

ofrarcd to then, daunite the fuet tho ervplatalytiezl orgauisstion

wag bon tines tho sizne of the Coast Gueid.

' w0 rade tho offor bocnuzo e wantol tc uso tha Couets
Gt Tor othor ~polc-eta. Tll ¥OC treffio and EE collaisogl
L-5n18mnee womla F702 aut ko 1U,%0. loel In oo Corlt Luopd.

G0 TIT 1%c0ll hud «mona than it counld ap oprontly hanélo wAith
€l enininal oo of aeotorerens, theli lositl ote Tield, Whis

i-vcronico L3 €5 Lo Qivam o tpom the Coob they hve olftes oalled
o1 ftag Qonst wnrd rarileunloasly, on wmll o Arw=invy, 2o cid.
Wienddr, admont ¢ho o 40t TIminhcd rooduet o L0 2TI D ke
(prom ol aoting 2000t 155 wunlicntlon of 4O Lelnr deoiw
Gt L e oot pmvntLan sionn Uhnoted Doawnlis (rueeotod L XIS
U UOUINLDS VoaTon U 4 XSl Lo neviianl Loubllu.

- . . 1 L Y r, - - . 4% - T Rl
v ten el s oD o eordilione pUNLin
., Y a . - . e . b LI I ooy s T - £
L0 UHIS VLU R el . STRSTL, il LaLnd eepne Lnivioo n
. -y P -— . — & ean e - & Y ., ¥ - .
Tt ournnt L) ownmEelS o cLntiiity, wnnarmas b 1ol LRt raunie

d= bl wl o ggast WMol thot oll fpitior ginlun~o end 0pllisoTae

d - LI -9 . . Pl S 1 3. e . = - ]
.-t Lla Lhogna wonll enans, Ll el Lo ofonenLUor Leasy theluni
- =, LI ) [ Mo o s mam® amnr e 1 . - - g, 0 . .
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1. Sk oy avelunivaly ATe0 citich colliborutisn in tids nulte
fct. 1 o latin frosican clundentino Jleldd, vicre aro suostionn of

ST oremrileny e Ut Staro o Vieh o undicy dleh heve lzon Lilntad

LN, UL LI be SZliv iUl ruvihios one ool ho monrtiss,

.
L. Lamivt COL3%0e of 200 Lntorost hog resently tokun ploce Ao
1o Mot whlel shhousl v wiucirstoode . .

. £ ® ary T eale T & peeyd
Ve ) Tnne Tl Cainode,
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Deeramr s boon wnoaeadlin~ L roculince b ovarisue undorcavsln

Vooaad o tiboy of Joroln dlnlonmetic and a Tew idunor huval
¢t e 2alatald corpvtocoanliit ratanlal,  Vhose metlods va
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in covolopin: it rurthor ho has nroduoced oourandablo resulis,
Tut, tecuuso it vms doue without tis culdenco of Op=20=G (via
C.L), ovorythinzg prodacod thls sprins to dato io in tho honds
of tn FUI, ilncludins wl] the o -1._.111::1 £ila0, , This 13 becouse-
I'srfonden Bad obtalned no carera of his ovm aud had to coll in
1._;.; 73I, uhich hoo plont'r of monoy for caroras, in urder to do

tie jobse Tio #ZI (Too..nical Laboratony) Lo very lilely to ate
turpt to exchanso ¢ .!.s l'.".:'teritﬂ. vith the Dritich for ravorlal
noy to tharcelves in ordor to conmmt thelr rolutions further
with tho Britlieh Secrot uuwioa ao well as to inercuse thelr om
dao:::';ptin: cmrur"co. =hn I3I moy elroady havo dono so since
taey have tho Yilii3 ond this rkay po cnothor reanson for tho
Deitlsy: vanting to doul priserlly vith the FBI.

A noint in thils counocticn, ellirhtly clsquloting two
vecla ¢30, was [arfcuden’s ronark anout "'L'rs fron the LBritishY,
comeomains valeh b was very roticont. This point bocanoes
uinturb*'xn in wiow of l:at. l‘riuny'n dovol --*er-.tn and, l..:"'t-il
c_.._i...;.-.:l, sucoriers ore t.un a cuuspielon tihnt the .,-...'L‘.L th
Soemot exvice hmleucrters in lou \‘o;".: AL0 1Y i.::l..‘l" use of tho
c oo ‘..‘_;,' SOIVONLL Uawe LYY SOLeUD, by oairoct oo wacs (tho
TulTD ) O 122 linely throush e = iien 1330508rkly 48
2o Vowly LOsvclubed iyl Laval Tutoiilionce L4800

} Coruiny no~agts, LOU cv..r, bordered aa tb-:: lars ,.
CUT L0V D00l Lot alnlsitn Pl .,..u.l taren jobs and Li.'.roro.l vk

praa.‘a\'.ct oo thieo L'l'fD.:".‘O..u eouricr trips sﬂncod a \mck or two
LWt Losowd W Drllese L ocloeo of Lo woris (Lho wed tho

co: .:'ic:.‘) SOYVO us i:'.:'.f.‘.'..tidn wact pornona .utsico of hic
orcandization voro involveds La tho t,:.r‘l'1 ar trina our tollis vith
hin haro concornod ciaiefly hls nethols, resyl tu, and plons, 19
il o Mhoeolunesl ust tor .:- zion" certain feotures of the cueso,
SASR20.U0 W WA TaRAnl beldn; an oBsential of tils wbrxk tho
TOLIG L Dde Yibcdue W o trEey Lot .....L_,.,c“w, hovevaor, tho

G -I'-l- B pl Ui\- .-’ .-.'..o:u g oot -Uhlqth‘)\— hie -\1 lﬁl 1‘. ——t -l l'ﬂ =U"-‘-‘ ""i.'.‘-';iﬁ"

Lawun oL QVLONG cuduis savh vhich I Rod ..*.’.1 gt iwad escoiziiec
T ......L...ml ....a vublect of canlae Yhis had bson oo oonlr “'"tiall.'.'
0ol ia puonlen in provious socikk, vl w0 Prow Tromoeontaluy stotae
v of hids ond Iron o W '"0 itels obis .;.n pui | uh'\t Iy hud solve
Ty Lao0lone  Who dirceet cueaticon sliclted t azing inyoprane

1.5. 22wt a Srlvish agent, 0 wosan, boé bcc:* u.;od i‘o“ 3 seal

j— Y )

Mo is ro miastion ....:t Vaffondon hian ‘*os.: thorotji=
ANy i'L:n‘t:‘f_".--.e-: ‘n discrnsioi. I rou eovoars that In i3 he
LY SVRR o moaaioy el iinoeldad Dt oaot ..uu'alu'- {{T] 11'*"0...4.;. 0020
it =;i.:-:."- wanielon tlnt ti‘.m - the peoult of ritizh lnsiug gt
- '..!-.-1 ::.;..:. .1 dd uvehnr 6 1*1.-'1 ax "LiasY en z‘ero.. 1 €380 aCw-
eition in i Ul g ‘.;.:_- slLowllal ava ooty to tho 13 nooelo in
AL B, Lntend toany 2: LT L0 Lo no-rmeir of #ll ashoots
9w neclll aveo c.:u-u*a iy LLar can, .,,'---u..“'“ 1.‘1'.: L 'op“" COltm
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trolling vgency through which the lnltlal exchange took place
und work direct with unita of it wlthout our knowledge. - Credlt
ror this would be due Captain Hesting's spade work for the
British Seocret Service headquarters in llew York..

If $he British Seoret Service is not a model of
ethics for the "Ipeoial Lilzsions" section of our proposed
"coremnication Ralders” it le certalnly a nodel of organiza-~
tion for aoquisitlion of foroign enorypted systoms we may want.
Porhaps etvhiocs do not velong in this field. : i

At any rate, further leuks of this kind were . .
cweaarily stonpsd s soon uo Cormandor Venpger and nyself rirst
loarnod the faots last ‘Jednosde)ys Perding pushing throuszh of
g DI0~3 caiera raquisition lUaffenden will rotura to tho pro-
cedure usevd several dozen ilrece in the pact, of calling on us
foi Lolp for Buch vori.

This episode siiould ba olosed with a vord of cau-
tion on tho surnloes involvosd, withourh thero 1s nuch to subctans-
tiats tho ploturs, ‘and in this hush-hush £isld it is usually
inpossible to do wmovo then £111 in vith leonical surniacs thoe
cutlinin: facin. Pocitlive informm-tion on thlso opisods should
b2 krovm In a Yew days vocauce anothcr Job is holng sat up with
a Tazresensative o tiis oii'ico, tut ot of the FBI or Lritish,
nresent.

E. Eaourity.

This subjesct 1s the very heart snd soul of the uge
of all codecs and clphors, and, of oourse, of attempts to break
thom by cryptonalysis. Fallure in securlty of one's ovm com-
nunicatisa systicns obviously »asult in loat ships, vattles, if
1ot logt werg, and iosus diplomatie oconferences as gurely as
a gtud pokor player losces to opponouts who read hls hole cards.

Fut valle possitlo conpronise of our own gystsns
cen ususlly ko rooiziled beloro ilrreparable loss by changing
ofton 19 soeurc unconnroniaod systens, cryptenalysis is a flover
of aoncidoruvly greater dolicacy. Yoars of ciffort of a larpe

- G aeizgtion can £old up like a priekod balloon ot one indig-

eirvtion, since conpronise of the fact that wo are readins even
a log wceurlty nyuton invarlauly louds to its eancalletion and ro-~

. Plusuant vy a nore déifflcult systenr, or olss to repleoo::.ont by

Lrriuuny o panproxinately egual sesowrity at moro froquent inter-
*"la. 4.: tondoney of covery natioa is toward wore sogure Aystonna,
1. o ense of Oraago, inhoroust sceurity huas iicroased in the

7% Jow vesrs in ebout a jecometric ratio. Donnito the advaunco

o Lha opratacalytiecal avt, i% 1s olouly but turely losinse sround
U Inerorsed e aloxity sod neaurdty, waile tio nurmbor ou systana
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that bocome blanks to the eryptanalysts is increasing,

Parullol with thiz development has grovm the tendoncy
in rocont yoars to muko greator use of aspionage to obtain for=-,
eirn syatoms. Yhis tendency will increase as the art of crypsananl-
yais v:Athers. And thut brings us back to the Lritlsh and the
F.A.I. A8 indlcated earlier in thls memorsandum, tho Brltish have
a full appreciation ¢ the needs. Tie Scoret Service under tho
foroirn Office 1s in an ideal position to work for tho G.C. & C,.S,.
also uader taat office, rnd the weight and support of Britich
Foreia Officoe Diplonacy can ald Dy a dslicate assist or diserate
nrod i;hon eonsiderad feasible and desirabls. Tha U.9. hap no
compar+ole orsunization ror tals work except such as Lie U.d.
1'avy has dovelopad vAthin our borders.

The F3I annreciates tho security features sssentlal
to exypteinalystical efrort oanly to tho dogroe that is to be az-
pested of taeir elenontary oryntanalytical abllitioo and oxpere
ionco. Thoy custonerily hoadle and dlasseninate erymntanslytioal

2suls3 in the swin rnlt.or as oftaos routine couticoe.tial luntelll-
5STCU.  <oDjuaALvelt, U0 SSia.n L2oT hKav) ween »2adins ers only
oo Lttior Qovmion plonwesilile oues. Woly anve consocuently not

L2404 L a 2OSLTA0L WO 40 LG QL. "G

Ga the other hand ths 1'GI's putentialities of irroe
arradla @aco in this wlack Chenber work ere inhersnt in thoir
sr-anination, tradition aend murnose. iipgh #8531 officislu lhave ine
o3 vy inb if tho Distrlet Attorney, or tno Attornay Gonoral
calla 25 conpleted Gecrypiioas to nss in proea20utias a o0 Or
a8 aviéonco In court, the TSI ruct oomply. Thalr Trenk ednission
of 1 -Ax lialplesidiens to onarmd the srourity of eryntanzlrtical
rooulia i3 rntoand only by ta:ir capizcent accoptencs of tha
aitucrtion; en mocentunce whleh sives a furtlhiar oluo to thalr laznk
of apr>zeletion of eryptenalyticel scourity.

Tasdocuate underatanding of' the neoessary soourity
and caforuards has boen respopsible for harmfully nisdireooted
cffoxt or for loal'ares =nd comnromicos of our work in the past.
Iapv yoar in April tho Stats Dopartrent ceme close to counpromicing

ur t.aald Ooin-o Din effort by nishandling of materiel ¢on thot a
leai: to the Geminn Secret Sorvice was pussed on to the Janacse,
In 2CLC tho 3T nhotosrdphed 21l tho Cocunonts of a Caroan dip~
Iascie ecurisry who wes ioreibly dotoined in Panana for this
LTl attony; ovhers. Tho offort vias alngat uselesns tor 2leek
Chretbor uwarnooss and misht havo htoen very haruful if v hal baon
ecdie s the aysters,  A=aln, last yosr in !'cy, the noraotico

. »eodle thls tina, seimed, nhoto:ranted and thus opsnly c2.1)ro-

ol e danamence Laval nygten ugud chieily to ccutral Lha Jusuioso
toieaant fleot, but useu or aiip movo.ent murposen by cxiw o

o dirTaless Iavy.  I4 tiao cocp of this  ~»pigelar oitoten uonad

L2 saitearlsy co.proaico I oena saew: wAth upeeizl veslins sines
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in orde? to obtalm it, I twwlce rioked my neck by entering a
darkened roonz in vhichn there was a forelgn armed guerd vho wes -
=nowm co bLa resting, thoush on duty, sl was osllsved to bo
usleaps 7Tals syten we had been reading for a yoar befors it

vas ozounly compronioed and wes definitely scheduled for use
thraich the end of 1942, porecapo loter. The sratenwhich re-
nlacod it iz stlll a blank, with few proapeots or eraoking in
viou of other viorx of highar criority and ilmportance for winning
tiio Tur. ' . . .

inny otaer instances nood not be listed here othor
than to remark that both the ilte !louse »nd the Jtate Dopairtnent
havo bkeon involved. 1In viaw of t.o ¥Taot that in general tie only
poopla yualified to ley doim the derree of ceourity necessary to
insura continuancn of ewrptnnolytic 2fort ore thes noople fanlliar
with the intricociles of the problans snd those charged vwith ex-
opelzing or instituting the sadequards noacesusary to contlnued
suegens, and furtheimore, sinco in the Unitad States the Ay
und avy ore tim covermaont oranna thun qualifiod cnd reanonslble,
w2 oord to the cucstion or desidorata in this eifort.

Co Palier,
rooan thn goehonoo wlth the Erlitish tag doeldénd 1

toe fall oF 2940 anu carrled thoonga in Halruury and iavea of
12L1, the U.3. or~ans vardlsr with the fact o tha ezehanne

wars the Amsy, tho Yavy, and-tha Vhito iouoce. i'or B0 roason
=ot o to nynalf, the Jitate Danasu.oat el not consulicd on
tho initilcl &Seisios, nor informed of the subseguent aotion until
ruca lator. Xn donruopy 1041, Adriral Momura, tho now Japanese
Anbassedor o uhs Unltcid States arrivod in iashington. Shortly
Licaeafsor Antor:al convorsations bvotvoon hin and ir. Hull looke-
fugy voverd fincing shme ooriion Poungs Lor euclioretluy diffor-
ences teticen our rpvearnmants vuyars lnew urated end in time dovelon-
ed inco oificinl pwsotiusticug.

)

: It 1s beside tho polnt v@ are discuscinz thut thoy
cvactuully relled., ubet ls to thes polnt is thut for a prriod of
paveral zonths tho Rritiah sovorrnont was fenilier with all do-
trilo of our nosotimtions vith the Jaranese, btut 1t 1c en eiazing
Tuet thot this ves not kotm to 1. ifull uatil late. in iy of 1941,
Jusnlic intizsso rol-tions detvocn tho Niritish rovernr®nt and ouwr-
welvag, their dlnlowts diseretly dli not pentlen it L0 ocur Lbein
Lopart:ante It 13 of courcs likcly tint thoy assuned our Statn
D.paxtront vas avrare of our havliay tursaed ovsr pll tho Oraonce
fiplosittic syetors to tho iritied ol thaxt thnir discretion wms
47 danginetive roeult oU tuelr 1o3; sgpesicncs cnd haekoround with
Litls Ss00 of intellitenca.

. Lacik 2 UeSe ccuriinctica end sufficlont caatrol vas
eliarlly rospoasible Tor owr Inltlal relationa sdsh tao Sritlsa

- 1;'-,.-
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in tho crypta nul rvleal *101&, as pdinted out above in the General
Strons episode. thetner this 1s for rood or Yad rouelns to be
ceen. Tut certainly a feature which is bad 19 the vy ve could
be Torccd into an undertaking without control of the approach or
tho decision. I% must be borne in nind that I an talking about
tho rvotens, not the derived indolllijence, Ungquestionably it is
good Tor wuc demoeratle euuse to furnish 4m“cr,ant intelli~ence
dorived Cron cryptunalysis to the Dr Lhifh-

The RSSULTS, i.e. intelligence, is a diffcrent mattor.
Tha excliange can cuntinLe as long ag w0 are ul;lDS, and will b2
mich oasier to eace out of if we want to do so aflerwards. Iu=-
cihan—~a of 5/F and traffic analysis would have heon nado in eny
casec. Also taerec would unaouotedlg nave beon a full and ﬂo"'lcta
czchun"c of «ll tyypes of militcrye-ncval Operational aand technical
nct 1a1 lﬂ"O?ﬁutiOu s w2ll as intelliceancs in the poolzd coffort
to nln whe war. : L .

To couwe back aczain to the 3British Yorelgn Offico
crot Saxrvice o:ranldutian, orficers in €I hava hoen dispatlce-
ci with the Deitish Soerst Jorvice “a531n3 waval information o
I {iroarsh vhies 1t than tilters berore telns meosed on o avy.
sv nave a1t tuct vhe nronar chonnels sihould be via either -

(a) Cur 3.3, in London or Ottava.
(b) *hn T“l*‘sn Hoha 1n_i:s lnjt.h, Circet to O3,
(¢) I: Sapbain iasting of tin Secrabt Sorvicee nad 1,
he iaformation should be passed direct to ¥avy,
sOﬂ via the F3l. )

Boglides the often inadrmigsable delays lavolved
by 1nfarrntio passinzg throurh cinothor organ, it woulld avpsar ire
propoer ror the il to be in 2 04J1u101 to exsroise discyotion on
"hﬂt 1o o2 in not of intercsit to the ilavy.

I do not prosume to renrosont the above as the
policy of the D, I._., tut as 2 facet of the cll "nur“clnu Eritica
orrunizagion with uniech 2C-0 deals, and in viewr of taz ¥BI anslzs,
I feol it chould be mentioncd. If thls Seerst Service reteolas
cornizanco of our e¥change with the Tr:tlsh, ald also of naval
uatters s, mosotiations arnd actual ezcnﬂnge thoreon mst be with
the ilavy Doparthent direct, not via a thlrd egencye.

S laot Pall €0l o as a Dpitish Jolao,
his oxmarlence on ono off il rccent vinits to Churonhill, wihen
afveor winmper vaey »layed for 4in a full reecord of hig tf“’“-ﬂ‘
lagtic plione cowvorsabions of tlhe jrovicus nizlt with Roosovsli.

Inrry Nozikin

“el

[}
n

burciill cuive frankly told llopitins he did not want

Yertins o be winare of tile faet. Waina ineidant is “.Lulasﬂ'
20 warnasize the polne that Mritlish diviaancy nilsses r'ow Lricie

| wi5e
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of this kind, B0 for as I an avare no British diplomet®s phomo
S ceavorsetions to Juslond have evor bosa rocorded by tho United
ntatog. The llavy has done this 3o the oage o tho Japaneso.

. ™it, rogamlloss ol how fully opon~=handed and trustlnfr
‘.'.c::::ovalt and Catrenlll aro with ocoh otker now, noliticul loadoro
gd only LoDorurye Wae poroanent undorscercturios .ami bha top
"civil corvico“ o Zoitain ure tho vrivze polley mukons, whcse wWill

ic hont oaly when, ‘un unusuelly forooful politic.zl logder 19 in
p:r or sucl 09 hurc!zill. with a roturn to peaco and the intrifues

iipleinoy wo viould b0 nalvo to o/spoct that ™ .111* not to
flm.uo.. out agail Livto inpoeiotesble wallse Groentinn thoat the
nast var .'luOi-il oxdor may Lo cuite d;.r;fero.ﬂ: regardlons of viotor,
1% io alwst Sncoucuivabi: $0 Cmuet tant Yad swue coaturios to
¢LU3 our ma imtiong’ intercsto will Lo o purallol and ungons
DALGELas that al) o otlaticas vith o thisd rowur ill Do gutie
pautaly oatrusted to “4no nnoulauga mi' tho other.

12, Booorrendationg,

{l) Cuntiio Uel. i-l » Clusiber offore to Army=aavy,
c.ocne for Luovtic Intornal 'ut)-.’ﬁ wialek noirnlly fall wador tho
= TUiNes & Lo 0T, 2 oF tho Uresoury and its soveral intullie

:_;:-3:. * J‘ - —OUJ‘

) alnao .;aom;......“,,r imon her sovaral dimos In tho
TN DIpRnInsd ooy zeserd 1IN LIY RUaSuleo necossary to ralne
sl :'-?.SL."‘] u,,' 28 Luia eirort, uad '*i.ws othor intarabwd 80204183
aeod ot g Lsate — not: catb soaforcaca thet o netlica should te
tcken on daorypied Latslli-sacc -riticut relor reft.rc.me Tty ATL)=
Tavy, alsoe:idnotion of doerywtod utola..L:,c'zca of a d.t'na:ut..c,
r..*llt"ry nuval, or lataraatisual eaol ..-c..nr Should Lo c.aGe caly
R Nde g 'L"'- salogaerds el v oy fomy c'xc. LAVT .

. st A L

(3) Q) cuchiancos that may he sado with roroipn cove
ermnanis in roatien cancurn.‘!.n crynt.urul.;ais r.mst bo only with
tho unnroval of taose ggoelos fully sojal.aat of this uc.....vi‘u;
exd tho cons cquenoas of oucii o.chanso, ::.::.r..-J.;,' tho Army ard oy

(L) Cthor agaoneica of our sovdazassat io —ay ensaso

!! i in‘.:?:.'ce;ut 20 ...‘.vit.‘.::r I eonmootion wii their :*.:).c..ul Tuleelang,
= nariiculier Loo JCC und Conso: 'u.iu.‘a. .,............1 Tumiish oo c:u...d.

M

SOTEo whasy perwlxd o LD Ja retavy Jdrorystion walt. Tala is
W a danmo etiont how un.n-', -..a.-o oo U voluny o '..:J*s, M W
st Lo 'L"“l“!:.'u:. wo dingict on Li, &F o polidleul or Suwx
TTASLDY TICSG RS uaroat of -::‘ao;:;,u;;u.

g ¢*

- P =
.-

{5) non ,"""‘1.1.1.\11}, starting ub RGO, wd as auite
u'a‘.'.o acensiorng preso oy alld Swsthor 9maiuligo W0 LIWlY Gy L
reod orgtans witihh thwe drdibiall., Lakelallyr Thiz Liotod un, Ly unly
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ta diylosatlo syotons, since it vould appecr dosircblo ta con=
£inmio full collaborntion on toreiqn navel-nillitary systoms rfop
ti:xo curetion of the vare Theo 'Eritish heve ofton und vith ade
vantope to themselveo, enfuped in “limitod" ozcikanze, for ve

1o of this in tho cass of Firlind, tho Frednoh, and ourzoclvon
lﬂi'ioldl:'-y . N

(6) Ceatinuo oxchanco of Intalifrones, including that
dorivod fron oryntanclysis, with the STiTich oo ciamplaotely c2d
Tor as lons e poriod ap corsidorod dasirable., Uha offeets of
this exchanso v eqa rach wore teadlly control than tho offcots

oY exsohanro o1 hasie sratems und mroccduros and mathods for ale

el oH i be b iga Lo o 8 :

1ovet If T hovo eppoarsd to set nyzell up as & one wall
countor Britipn coapionopo unit, such waas not the 1uatont whiech
vms ained rathor at moking noro offcetiva our ovmx nationel
acdort and owr jolnt o cilort with nussestions tazod on ny
obecyvaticug, erparicnes, nnd cenvioticna,

A. D TRET,
L‘b—ﬂ:z.‘f.'.:'., Vs Be oYY,
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de Booaumo of tan =7lde Al foroncon totioon thy Teds
cend ;pitloh hesle fntelld enoo ovppmivation, vith rooticuloyw
roforcnes to orjntanulsuis end t23 Zoroira . cwlue, Wil bo=
¢ ubd 1ull fontual indoradion in fntolil vheo oca 2ovoer bo
conmloto, & frauk outlind of oninion supnartol L7 avallablo
Taot 1e usad as tho approach £or tald NUNOPaNaAte

20 Tasuth tho U.d. o8 LS ar lesa nroscurad™ into
3 002322250 wilt.. %o Drivich 23 oo fis -J...ca, ral ticns '.:.i.'::.'.'.

thy 2itlah CeCoe o5 Code OO DOV ca-'d:l.al l-:i.u tooanical gxehon>
O 119G0e

. o Oritich loreisn Offico controls not only its Gine
lomate, but all wouivitlos In vho Jodoisa rivid i.:'.o...ud.n,, t..m
3230t ..c::-!.ca, The -.t.-: v..2thor elviliun, nnval, or millv

ol OUUMSILRYLGTIAG ol TANA A chocvwribod co.swunio stion oy .r..o::::.

Le = panti ok, In U Lnliid Ltaune tha ..uata “J"f.l:'t-
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vith i'o pol:.oa a J.atin .mr:loa. \!1110 tao FUT 18 ancdouo to

J.e“':z Ioo 1aa Selhinn il Lo moasivlo, oxntond thalr el to

Alurit$ioaul Tl sis wurs o vhidead tho L2ltich Jaerot
sl bf.bw.l D (GsVE Uy, sladka 00

Se¢ . Capinin jawting, n arond of tho LT t..l...... SGErat (A=
vigo, i8S O0Lt.0US U1 SRLInLIY ton s wich nll U.i. ...1-. {30 BN
axtivition aad runy oniar hleh 08.'l1001s e r Iatal arycvane.e e
Lay hom posalrtin: In v siaus ovardora to ThaTsher 1.... L5 of
n capined Vil ik Chin bor, Goapits itz u .:l.n:u-nh" tivr ::"'an
o Ueia pm.::.t. ol %iovie "-:.--...::...'u srranizueiid 1 Ao Gloe
i“t‘..".ly Luricé In Lhoy sy tod civy wnsor oular logliinuata cotive

t10Je .

Tulad out o Sug 1raocout Lnelr roenl, Taa JLatd Doe
roresxtt doco not boivo o wesialenl Sl n. buoi -:.'mln.l 20 (=
:-..z.L g :.1., Sav il 1:....;.....3:'., sopararmt 2ad tratntas 2o nnorth
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politicul viclspitulop and whins which have o:zdmoamd tivse
cylfoita in ko imgte Whe . .i and u.;v:,r hoi.x_ far tho uout
n-\rt. non-~palitienl und objoct in ou aa.-, o heving tho
J_'i.n. v ind orennination vhioh han Covalinad aloet all of
suceaiss to datoe 1o tro :ml.v nPONOT Piuce o thi.s pctivity
L'l o waitoa tatns.e

He Garum clandostine traamtnaln..s fron Jouth Anexloa '
huvo In the lant your_ ar tao araatod an undesirzble Rlael: Chaooa
1':"f.:'----a 2 td Uele TA0 a'rntox..a varg of ninor “aortanoa r2d
LI 3ulbt7s konas, In aefault of swny=cavy offort on thin Loscuse
O YNHIUY ..'t.'.m Y.t suidor naval ool ul*:lo.r-tl.c *'fatnm,. and
o LY i . ol it o) ra-l.' e our: rt'."""or--o' toau COnBt .un>d '
his smuecaatvlly ancortalkan £o tmak %o,  Uho ST vocotly
Laouitn .'«.ntaroutaﬂ, rad, vith Coaot Currd cid, has had nisor
GUGEI3S. & 1y mitillad arutours in iiin 700 have zlad brokch o
L 'c"a. ..Jcau.ua af tiuiz duanlioution vad d:l..po:'slm ef offort

M R A AL i, eclaremagn uit~d b onardin
L Siim i eem. allin: tiis voss wore ioadd tale o “1‘.‘..,",..

. Cavtndn oL .t‘.nt":i canocxmnt that e vould Con
::---.:'- .l.\.'l -ll." -“: : -h - c- --.‘\"‘a“—--lo r":la" o ‘-. “ro:--l. |*“
;..‘--:. wesone ok PRTTES o‘....'e....._co.: r¢l ey to oulvased by soll

eaIVLL Ji LUl w3 OLULLId uecrot Jrvice ond tio NI,

Te- Vo ITX el Gao Titigh Ueerot Carvico cepoer to
o U '.....* hl -'-‘.. Ul & Gova i ;.hw .uorsovnT o) m:n‘--"!.a: in
L Toni wataout owk moviledre, Uhls vop suirlnelly stoou wlcen
v.0 ...uu.“.ca oy *t. e Poovt viAll wo oozl el blye

ﬂ =

—S BToUTIlY essdiutlol 40 ocontinuod sucecas in cr;pt-
sy u....: c.... Lo Tuy adniooccstod ondy Ly thosd sho ore al:4210a
t..u;' This du a oaackant ooncorn, £07 seourlty in practico
:..:lt.-.s on t.ocoovrh "metr Dkl oF tho woonoias Lo v m ..'19
......a.l.....L 2UO0 S8 ke Shei I Sractien, 5% Lo poanldle €
L lostrinat onldr o £ poraan -..-al-m'.;". Jar that razuom r-' v
goanaiowsion Lelowr "“"-‘.‘c‘.‘*':'.:':", -2 ...c.:y' "G L =Spaoinl i anl
i0 gansicared LI-woonor ond Lo .:.o. uutoe ZLimwor ol-toiriectiuve e
L2 toloratal a_.q W t..o“n ls no vl acrt tio=un Leteman the
ansInatLd .;_.to.;_;u'a;.:.o ma 185 sourcos %0 ¥AL hnbltos ully un:
oizznlliny Ll :utuplal Eoouuad o luel: o oo =colution o3 Uoe
.........:n Ly 120 L7 luoi of cavnixalytical ozporlenso ond h:; b..u!.c
Laomluntden fzcoshble of meistaluing: tho neodsmury sscupity

Ce ~31l doelincy wlih thn ..-"t!.f'.h An.vattor: c.:::e--:'.'::'-;
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THE ©HITE HOULE

- HASITIGTON

July 9, 1942

wmanEnnuwt FOR

GLVTRAL (MDSHALL:

Some time ngo the ¢rime lMinister stated that
our cipher experts of tne United Statos and British Kavies
wore in cloasc touch but that he wns under the L:preossion
that thern wos not a sinilar intimate intorchanpe botwrecn
T wonder if you could iaito this up with

mir fiwo Arnaies,

Zenernl Dill and Jot ma knew,

F.D.R.
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July 9, 1942

peOPALDUE FOR:  Chlof of Etnff

1. Refrronco iz made to attached moemornandum for
GCenorul Hnrghall, dated July ¢, 142,

2. Insimato 1unterchinnne of tuchuioal cryntenalytic
inforantion betweon the Rritish nnd tha suerican Armies has
hoon in wrogroea for over n year, and appears to bo quite
saticfagtnry ta hoth aidoa. E¢uziles and corlersnces pertain-
ing tc a aimilar exchanre of tuchnical crynte;raphic infornn-
tlan tz facilitate enaaupiention mang the Azerican Army on
10 e side and the IF and the Z-itish aymy ot tha othar
aidn 4r gll eebeleong hove heen in 2rosross for about three
wortirs, oud will he conmleted very soor. If intorchence of
#izllnr moterizl spogars no Le wzre ndveteced Letveen the
Britigh llavy and the paerican Vavy, 1t is becanso actual .
irtorconmmiontion brtueen thase two gservices han baen
necescery tor & nuch lonyer periold o fine,

3. Draft of liemorovdun for the tresident herg-

with,
Gnorge ¥, Strong,
Major General
Aspigonzt Chial of Stafl, U-2
Lthachod:

Hemn, T=0=42
Mamy, for t'rosident,
 T=10-40, .

er=g=4 UYeI T3 39940 fears jo "{O;CH 1e070Ge Ik

T TR S e e setgers & mma, = - v rwe ——— - e g =

(ér=L~L) E9°11% VSoCa
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July 10, 1942,

Rt POR T PRESINGNT,

Iefcrencs vour lomerandua of July 9, on the intimato
interohange of inforrmution hértvmen t!w'uiphur oxperta of the
Fritish and Americun Armles, asuch interchange of tnc}n;ioal
nrestanalytic informintion hus been 1::: prc\;;rn.-:s for uver n
gunr and andears to be antisfretory to beth services. A
#izilur wixchange of tethnical eryptopraphic informntion to
'ncilitong conmunication botveeon the Amerlean trmy and the
2.7 nnd tho nritish Amy irn all echiclorns is new heinp atudiod

and will be put intoc effeot §n the near futurao,

Chiel of Staff,

17 38O AR Dxeh,oCIndn, 5.5, (7-0-47)
« L SLLGAD 7. 7-42)
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July 11, 1242,

LEIRANDEL FOR THE PRUSIDINT:

I have taken up tio nuestion of interchange
of infuitetion betwee: cipher exnerts in the Britizh
wid Americaz Armies with Sir John DilL,

To find thnt an intarchange of oryptennlytic

fr.l'orantion has boew in prugress for cver & yenr end

n~ranre to be setisfactory to both services. A similar
rrannnge of technienl oryotenrazide informasicn to
fesilicnte nomimicaticna betweon the amarican Army,
the PAZ, nnd the Seitizh ey in wil echelong is now
Loire gtudied and will he 0t inds eff'vet in the nenr

BTy ure,

(8pd) 4,0, Enraball

Vhief of Starf
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(COPY)
—SPPER-SECRIEE August 17, 1942
. “DCSA 350.05 (B-17-42)
ITORANDUM FOR COLOWEL NOX!AN B, PISKE: . r
Room 202, Public Health Building, .

Reference to securlity measures, certaln operations,
the following lists are sutmlited:

(a} List of persons now having knowledge, Office
Secrotary of «apr:

aecretary of var
Colonel E. .. Marrison

0frice Chief of Staff, Ueputy Chief of Staff:

Chief of Stalf
Deputy Chief of Staff
Colonsl J. R. Decane ' —
Colonel &, ¥, Youns. -
Colonel . T. Sexton '

Colonel <. ¥, Schulgen

Golonel U, L. welgon

HMiss lona Xason

Mrs, Virzinla Cooksay

155 liilrae “Yensen

kr, Frank liurley

ip, G, A. Spcers |

-
B

(b) Security officers desianafed: ' l

Colonel R. ¥N. Young and
Colonecl ¥, T. Sexton alternate.

(szd) R.M. YOUNG AUG 18, 1942
R, 3., ¥YOQUXG, STAMP

. Colonel, General Staflf

Lost. wearctary, Goneral Staflfl

Offico of Chiol
of Ltall
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vy doar Sir Jobn:

Refcrence your secrat and personal note of 2nd December,
in recard t2 Dr. Turing, it anpeurs that Ur. Turing ceme over hera
ns a ropressntutive of the Post Uffico-Department in the capacity
of a Cryntographor and Cryptanalyst. As far-es I can deternmine,
hc dld not contact muy person in autherlty cithor in G-2, or the
Siznnl Corns, or in Joint Security Coartrol, nor was he vouchsd for
by tho British Joint Staff Missian to a1y of those authorities.

L understand, hovever, that a relntively junior orficer in the Sig-
nnl Corgs was agked by Laptain Hastings for permicsien 3 have DPr.
Turing visit the 3ell {alLoratcries for the purpose of consultation
on a hirhly secrzt devico thet if bLeins; thore developed. In view

- of the provedure tkar, I think vou will agree witk me that the
denial of the requcst wes proper ani that the British avihorities,
.under similar circuustances, would havo take:n simllnar eectiom,

I heve issued orders that this device, In its prerent
stage, be held ir.the ultra svuret class and there nre vory few
offiecers, cven in the imericorn serviace, who have nny inkling as
to what is geing on in this line. Unsor the cirsumstuncos, I see
ne useful purpose to be served et tho prerent time in permitting
Dr. Turing to visit the Bel)l Luboratuzries for purpose of cenaultu-
tion on thiz devine. If, ne and when development hus recched the
stage when it will serve a useful purpese to ~llow n Auly accredited
roprescentativo of the British Jovernmwent to lock intoe the mattar, 1

. 8hall be vory plod fc srant perniasion for hin tc do so. In the
‘moantime, if you so desire I shall be very zlad ta diroct that every
courtesy ba extondod to Dr. Turing in the oryptantlyticel fiold.

Faithfully youra,

Chiof of bLtaff,

Fleld Marsghal Sir John Will,
Cumbinad Chiefa of WYtaff Euilding, , .
?:n-ﬁl'&ir.stcn » D +C»
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B ' . RTTIET Tomue 6ohrr weresIon

I
p . ""IGL‘:; Of THE COMBILED CUIRFS OF .‘;TAFI" .

TVASHINGTON

lu.u

@ 2d Decenber, 1042,

Dear Yarshall

This is not a big question but I have to write to you

about 1t bncuuoe I am told¢ thnt people concerned sre acting on your

direct order. '
. A certain Dr. A, i, Twring, who iz our lending nubhority
on scraxbling devices, bas come over from Fngland in the belief thet
-he wéuld be allowoed to visit the Sell Latoratories fer ecnsultetion

.on a highly secrat telephone. "seroabling

device wrich is boing de-
weloped there. T wuderstond zow thet the oqnstructién of wour
serenblive doviee is woll ndvanced,.hut ig gnrnsidered too secret ts
allow Zr. Turing g look i on id,

General Clostond knows nll sbout the situction and a1l I

will sey is thet Or. Turing is absolutely roliable end is in on avery

secret ve pogssess about ceryptanalyst {I think that iv the right word!)

devices. I am told that we are working together on these questions
in rull co-nperntion,
Can you left the ban on Dr. Turing?

Yours aver

J. . Dill,

Gonernl 3. C. Yarshall
Chiel of Ttall,
Poom 2050,

Tar Ofpﬂ:fwont
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Dooembor 4, 1942

LEXMORARDUN FCR GELERAL STROKG:

1. Reforence tho atiached comnuniontion I huve this
dato interviewed Ceclonel D, ii. Crawford, Signel Corps, who aa
tho ropresentutive of the Chief Sicnal Officer, Ja responsibile
for tho {ornmulation of their policy in ocowmeotion with this
highly socret scrumbling davice. '

2, Coluonel Croviford rdvises me thet Doctor Turing
ras come ovor to this oowntry posing ac & Cryptagrapher rnd
Cryptanalyst, but thot in his opinioa, his (Turing's) chicl
mission 18 to obtain information rclative {o the scrambling
dovico, CUolonsl Crawioerd states that several days 0o ho Was
inforied of Destor Turing'e procence hers and that he callod
Genornl Stonsr and asked him to Lip off both you end tho Unief
of Stuff in advance cougorning the roul purpoze of Turin;'as visit,
Stouor told hlm that this hid been done. Cslonel Crewford aloo
stuted thut he nad Loen aporsuched Ly Cupirin testings and Brig.
Homs with » vicew to heeliy poraicslion rrafted to Dector Turing to
vigit the Bell Leboraterioes idor ths purnoss of consultstion on ihdo
device. Coloneld Crocford 4old thlene » oslo ket thia dovice had
been deemed uwlbre eecret vy Seo Sided ol 5300 wnd that wndsy ra
considerction could permission be granted to Loctor Twring.
Crawford further stated that only & £: v days agd ne received a
phoro caull coout 10130 in the morning steting that Doctor Turing
was leaving for liew Yourk on n 1:C0 train and could arrangements
be modo foir him to vislt the Bell Luaborntories, '

3« I% in Colonel Crrwferd's opinion, and also iy wwm,
that this is just ono moro “back docr®™ atempt %o pein inforaation,
not caly on this scrumbling dovieo, but slso on ewr socrot cods
picsions. In both of theso cuzoz, na you are wwell tamaro, permission
to soc thesoo devwicen hes alwiys been donied ropresentutlives of foreign
governmonts,

CLRTIR Vi. CLARKE,
Colonel, Gonoral Staff.

PR

[ A T Tat
~ "y {
o Pra- =TT

T

b wet pem . -

T B R PO P TR N S S YOT. 1ol M-&m“

vy o= =y

- L S
- e - - e st 4y

-
Ly

— e b

- M



COPY

Konai R

Gen. liclarney took this
letter in to Gen, larshall

ut I-don’% know if it has
éiacn sgd,

®J
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Decomber 6, 1942,

NEMORANDUK POR THR G!E_'I:EF ar STIFF: . o

Sublect:; Dr. A, U, Turing,

!'

Dr. Turirf cane to this cowntry.ms a renronecteativo of ]

the 5ritizh Poat 0ffico, aupnoswidly as e Cryptographer nad orypt- .
analyst. lim did nvt contact this office ond, as far as I know wor
not vouchud for hy tie Jritigh Staff ‘issien. Jowever, Cavtain
Yaetines, who 15 sceroditnd as a liaison officer botweca tho Brit-
iah Admiralty amd the Havy Dezartment saxd who has no atanding
whatever with the Tier Donartment, did approack az officer in the
Sisnal Crrps vwho i chorped with the reapepaibility for the execu-
tion of pelicy ir contecticn vith the highly seernt tolephone .
scrunmblir: dovice, ~nd noked that aermission be rranted to Ur,

Turinz ¢ vinrit the Pel! Laberateries fur thoe purpoce of consulte-:

tien on this davien., Lrlconel Urswtord, in aceordarnce with his
erders, "old Teatndp laptirea that the device vma ultre seoret ond
the* ariar no consideraciom anvled rorai, gion bhe crented 2o re-
aweated. & few dnys later 2al~n.l Seaviford, 7.C., rocoived a oall
about 10:50 ir tho mornfz atuting that pr. Turing was leaving for
Now fork orn the afteriron traln ald ronueshivg thed arranceneats bho
mada for him, Dr..Turiug. tn vigii the Uell Laboretories,.

Thin incldont conmtituies Just cne more pedn in the neck
resultirpg from tho concistent practice of British represeutetivea
to thir comntry usins brek-door wethods to zain informetion, nat’
crly in rerard to this purticuler scrnnhli-:* devico but ~lsv on

gecrat code migsicng wnd devicou, p--rniuni'_n to gae vaizh hee always

beor: donioid reprosentatives of forelgn cevornmernts, inclwting the
p o

Aritish, who have cxactly the smme palmf in regard to thi a type of e

matorinl,

Instanseg of thig kind wil) conatantly occur until tha
British ore edusated o tho degree of putticg all the anrds on the
table end te dealing witah respinsible orficurs instond of roinz on
their cvn aud snooping with underlings., If the British cannot be

- oyt ms . - W —_— a P T s reSwemm s A WU L WA w T UM RS . »
- —

£ aeme ]

17

7

RS Y




trany ond, on secrot infornation, deal on the nroper level after
he ving heen proverly introduced and nceredited, they can exnoot
na othur trestmont thun they heve recolvoed.

_ 1 rceofmond thnt the enclosed leotter be gent to 8ir
T ML 1n ronly to his of December 2, .

4

SHD. Y. STROXG,
Hajor Senorcl,
Asl, 0! 5., G-2

2 tnelsg
Ltr., froo.t4r Joha 0111
t2 Con. Uarshnll, 12-2-42,
Henly 1o Sir Jobxn Jillte
lettor.

T rRemey | e oigme LR . .- LI b R CE L BT Y s e SU L LR TRE TR Y ]




[P B W .-I‘-‘JJ.- .

. coPY .

c. 7V uAR DREPARTMENT .
OFFICT OF TUP CI'IEF OF STAYF

December 8, 1942,
WIMNGAMDIL: FOR  Careral lcNarney:

“hen Dill spoko to me ebout this matter of Dr. Turing
nnd tha PRall Laboratories he mentionod the fact that Turing had
accots to all of the wert seoret dovelopments in England, If
that is tho care would thore continue to be objection to his
hoing nllowed to aseo what is golug on?

G.C.H.

nels.
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v»yrgA 095 Turing, Dr. -
o (12-G-42) . - 3542
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Doocember 9, 1942,

]
ITOPAIYLH FOR FIMLD MARSHAL-STP JORN DILL:
Hear' Di1lt ,‘
]

1n answer to your note rogarding Dr. Zuring, ' ;
1 rind that this project hes been placed in theo ultra
sncret 01828 und informatior conczraing it has been . . :
rortritted tu the fewest possible ofificern, I am : . :
L2ld What thie sore polioy is breing followed ny your
intellirence pecnle and that there is net interchenge -
of information resardin; thess ulire sccret develop-
:!ll-'“tﬁc .

I regret that Dr. Turiz;; should have been
vopmrransed by a last-rinute rafucal after he had
mades plars €2 ge to Now York., The misundorstanding
i Lhi~ wntter vins duo to M, Turin;'s having oeun-
terr] i, svhordirates in the Vnr Pennrtunont who

rL kave suthority to deeide these quastiona,
v .21 silfflculties will be eliminnted if renuaste .
rre civle o our lillitary Intellloence Division, and }
! have 1nstructed that divisirn %2 extend him every
, *~41ulo courteay,

Faithfully yours,

(8¢d. 2.C. inrshall

Shief or Staff,

Ty Orizinnl dispntchod I'vnm .
ves 12/9/42
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. ¢ . " BRITISH JOILNT STAPF MISSION . .
' OFFICES OF THE COMBINED CHILFS; OF STAFF To

Y — ' 15th Yecembar, 1942

Dpayr karshall .. : _ ) .
I an nmest groteful to you far your letter
of thlr- 9th Decomber eanc‘erning Dr. Turing. . .
1 ¥as horrifiod when I iearnt t.hn.t we
werg nob giving you all our wltro seorat d;w;\lo;:monta in )
this field and t2ok action accordingly.
1 am now told ths.ct- we hi4de nothing from
oo July suthenticated peoplc: ar:d oven keep tham
wiurned ot projacted developmenta, If eny of

gutr peaple still hnve eny doubts subout this, I

hopa you will let me know.

Youre evor

(84gned) J. g. pill

Grnarnl Caorge €, tinrshall,
Chiof of Staff,
Roon lo. 3:024,
Pontagon Puilding

"--n-r:"-. .
'
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Decombor 17, 1042

VENGRANDUM TO COLONEL BRATTOR:

Subjoct: Axis Clondoatine Commoroiel Rudio
Traffic.

1. According to information roceived from Captain
atdaont ol tho British Soowrily Cuordination Servico, the
British ara intercepting about aight tnousand words por day
-r fineenn elundastine traffic on the comtinent of Ewropo, He
stantan, "This traffic has been of wvast importance to the
9rteigh fron en intelligenco stondpoint." ile was scwewhat une
nartain vhother all or evton the groater portion of this traffio
wilit nlso ko of Aimportance to the United Statos, but partiou~
Inrly in vlaw of our inorecceed par¥icipation in Europoan opeor=
niinng, o oxpresscd the opinion that thet we might find thia
i.otedllnenece of morae then eordipary inportance., Ha aloo stated
4oL the intolligones obtainod by the British fron olandestine

traitie Lo currontly being made aveilable to General Elsonhower!'s
n!-h !'!'.

o.wici

------

Ll )
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Docember 17, 1942

HENORANDUNM FOR GENERAL STRONG:

1. 'Reference is made to the attachcd copy of
memorandum, (A), which, I believe, was prepared by you in
enswer to letter from Sir John Dill to General Harshall.

2. At the request of Captain Hastings I went on
Decemter }2 to his'office where he showed e u series of
dispatches and communications_which hed passed between him-
self and Travis on the subject of Doctor Turing. Throughout
all these messazes there is the one central thought, to wit,
that every effort should be made by Hastings, Tiltman and

. othors to convince us tint they heve no urojects, no matter
how secret the natwre, which they are concemling from us.
lastings kept repeating tiat he velieves that we have made
aviilable to them everything which we have except this ultra
secret scrambler and the wiring dioprams of our ECM's.

5. Hastings also stated that he had been directed

by Bir John Dill to make formnl request of the Lilitary Intell-

igence Division for Doctor Turing to visit the Bell Labarétori;s
and inspecf this new device, He further sta_ted that he hud besn

directed to obtain either permission or a direct refusal of this *

request,

4, Un December 14Dat the request of' Colonel Bullock,

1 went to Arlington Hall whore he showed me a message which had
‘e .
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baen received from London, {Copy inclosed/B). This message seemed
to imply that the deocision to deny Doctor Turing permission to visit

7
cs .
the Dll Laboratoss was in reprisal for the failure of the British

to give us certain oryptographic information relating to olg;destine
traffic.. As shown by Bullock's reply, this assumption is entirely
erroneous.,

5. On December 14 Captain Hastings, Colenel Tiltman
and Lieutenant’ Dudley-3mith, R.H. visited this office and azein
brougﬁt up the Turing case, They mppeur to be very determined to
get Doctor Turing into tho Bell Lnboraégg;i They set forth the
claim that in connection with this whole sub ject of spcret com-
munications equi.ment,eithor volce scrambling, cipher machines
or anything of a similar nature, the speciallsts,wvho are experts
in crypteanalysis or deczcrambling, should bo in on the initiel .

developuent of the equipment . In that way these experts, {according

to Tiltuam, et al))cun point out weaknesses in design whioh could be

corrected in the development period. They claim that hundreds of
man hours could be saved if this procedure were followed rntheyjthen
to have & machine developed in one laborntory end then to giveéto
unother laboratory the job of Lreaking down its traffio,

8. In my opinion, this is morely anothor attempt to
cwin technical informetion on our socret cipher machines and ultre
focerct scrasbling device and is not a plrus_lble argugment, |

7. In connection with this latest lottor dated December 10

e T h o,
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from Sir Jobn Dill from General Karshall I huve agnin discussed this

entiru mutter with Brigndier General D. K. Jroawford of the Signal
Corpa. Crawford confirms my'previous report to you and snys that
so fur as he knows the only things of this nature which we have ever
deniod to the British has been our cipher machines and the ultre
se¢rot serumbler. On all other S.I.S. matters we have made aveil-
able to thom all information which we possess., Both Genoral Crawford
and 1 urgently recommend that we adhere to our Iirmly established
polley. of reserving to ourselves the technical details of owr most
socrot cryptographic division and that we continue to deny them this
information. (The roason behind such policy are well knowm to you).
1 should like to point out hore, howsver, the possibility that higher
wutnority, to wit, the ".'hlte Housa, m:.r-ht overrule us in this motter.
B. As for the question (1) on General Kroner!s note asking
what secret material or things we think the British are holding from
us, this cen only be answered by sayiny that we have not received from
them any dotailod information on German clandestine traffic, (this l;e.s
been pronised but not yet deliverod), the Cermen Army Field traffic,
cryptozrophic motorial derived from Glavie uations, or the details of

tiioir high speed analyzer.

CARTER f. CLARKE,
Colonel, General Staff,
Chiof, Special Branch,
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Dooomber 21, 1942

WELORANDUET FOR GEJERAL STROND:

l. RNeferanoo iz mads to tho attachod copy of
momorandwn, (&), which, I believe, was prepared by you
in sugwor to letter from Sir John Dill to Uenoral Narshall,.

2. A% tho reguest of Captain Haatinze I went on
Dasanbor 12 o hla office whure ha chowod mo & nerioa of
dispatonens aud communications which hud pagssed bot.reen hime .
golf wnd Travis on tho subJoct of Doator Twring. Throughout
all these masbagow there is thoe onae contral Shoucht, o wit,
that overy oirlort should bo zads by {lastiuge, Tiltumn end
othars to ccavince us that thoy havo no projects, no zatter
how secrot the nature, which they are cousealiny from us.
Bastings kept ropoating that he ballzves that we have nade
evailable ¢o them everytaing whica wo hove excopt this ultra
escret serambler mnd tas wiring disgrums of owr ECM's,

3. Eaatircra alzo stabod thni ba hed beon direoted
by &ir John DIll 49 zoke fornal rogusst of the Lilldsry In-
tz1llizenee Divialen for fDoster Turing o viaif ths Bell Labe
oratorisa and izupest thls now dsvite, it Puriher statad thet
ho had Leon ddrsctod to ¢btaln ecithar pegraission oy a diroct
rofusal of this rogquost.

4. 0On Decembor 13, at tho request of Colunel Bulloolk,
I went t9 Arlirgbon Hull wherae ke ghowed me & messaso vwhich had
bsen reccived from London, (Sopy ircelosed, B). Thiy roessnso
seemed to imply that thoe Accleion to dzny Dvoter Turlug permission
to vislt ths Holl Laboraisrics wos iw reprical flor the failure of
the British to pive us gertain oryptoprcpnic infornation relating
te clandestine traffic. As.shown by Bullook's reply, this assump-
ticn is ontiroly orronoous. '

S. On Devember 14 Captain Iastinga, Colonel Tiltmon
end Licutenant Ludloy-Salth, R. 1. vicited thius office and again
brouzht up the Turing cass. They apponsr t0 bo very determined to

3
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gst Doctor Twring into the Bell Laboratories. They-sot furth

the alaim that.in conneotion with this wholo aubjeot of assorst
somauniocations aquinment, either wnloo sormmbling, olpher machines
or anything of a similar nature, tho vpecielists, who are oxperts
in oryptunalycin or degorumbling, should ho in on the initial de-
velopmant of the equipmant. In that way those experts, (sesording
to Tiltnman, et al), can point out weabnesses in design vhich could
be correctad in the developuont paried. They olais that hundrods
of iann hours ovuld Lo seved if thiy procvedurs wore followed rather o
thon to have a machine developed in once leboratory and then €0 givo
to unothor 1nbora*;o.:.-y the Job of breoking down ite traf'fic,

6, In my opinion, iy is merely muother attompt o gain
technloul informution on our seorut oipher nechinus wid ulira socret
agorembling device and iz not a plausible arpument,

7. In ooimootion with this lateost lettur dated Docember
18 from Sir Jolwm Dil)l grox General litrsiiell I have osvin dducussed
this ontire matter with Bripudier Gonsiul D. H. Crawviord of the
8lrnal Corps. Crawlord oontirms my vrevious report to you and says
that we ler no e knows Lhe only *hlngs of this natwro which we have
over dunied to lhe Eritich has boes our cipher mackines ond the vltra-
pevcut seratbiors (i Al vunar S.7.5. peboors wo s made cvalloble
to thea wll indurimation whioch we vossecs, 3ot Conmrral rowford and .
I urcently regotnend that e sdhero to ow firaly astablished policy
of oo 50 curstlvas the techudowl dotells of cur most secret
cryprorra shle divislon and thrt wa continue Yo Jdeny them this inlor-
aotlon,  (Phe rensons bshind cush policy are woll nein tw youw), I
should 1i%e to podnt oub hore, howevor, the posribility that kicher
avibority, 4o vit, the Thite liouse, mipht overrule uws in this metter.

8. Ac for the questlen (1) on Genorwd Eronor's nute saking
what sserot material or things we think the Dritish are holdin; frem
uz, this con cnly be ancwored by caying that we have not rocsived fron
Liem any dotniled informeticn on German clmndontine +froffic, (this hos
Boen rocized but nod yed delivered), the Grruma Lruy Fleld truffip,
orypwsrupnie maverinl derived from Slavie nutions, ur tho detsxils of
Lielr hich apsod onalyzer..

CARTER Vi. CLARKE,
Colonel, Gonoral Staif,
Chief, Spocial Branche
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YR DCPSRTINT GTMMSAL STARF e
DISFOSITION FOR '

Lack of Exchanre of Irnformation betwen:
Britiah and &moricen Ropresintatives Date lecenber 22, 1942

r

X Seerotory, (General Staff

Forwarding for the sierature of the Chiof of Staff n

Coporandun to Field darshal Sir John Dill.

nela;

§20. Y. STACTG,
fmjor Ceneranl,
’il co "1!' ::c; C-?-

Mel, 1 ==~ ¥ote from Sir Johr

51110 .
lngl, 2 =+« VYamo, for Sir Johr
Dill for C/S sig. Doc. 23 1942
¥oted - Chlef of ﬂtnlf
&'lF.

Noted Ueputv Chisf of Sta.ff
S,

R 1 VI wOR M L

.chuied,_,hr nety frem Fiold karshal Sir Jolm Dill of

“eesthuye 15, gnd informivy him of soveral instances of the lack of
* el wvelionpy nf infarention op tho pord: of Dritish ronresontativc...
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Docombor 23, 1942
.

7DCSA 350.05 (12/22/42) ) L

EEMORANDUN FOR FIZLD [ARSIAL SIR JOIZN BITL:

Donr M1ll:

Loference your note of lbth Uocewber, in
which you request that I let you kaow the facts in
regurd to lack of full exchanpge of information
begween our two servicee,

G-2 tolls me that we have been 'neble to
set Prom your people any detailed infermption on
Cnr=an iruy fiold trafilec, on UYerman clandestine
trnr'ic, although tho latter hus beon promiscd, or
n eryntosraghic materinl derived fron Slnvie uations.
W+ heve also boon urable tu get comwlete details of
you so=culled-high speed wralyrer,

{Sgd) G.C, iinrshall

chief of Staff.

vree 234 1942

Uriginal Digpetoled From
’'fica Chief of Staf?
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UROPAYDUN FOR FIELD “"!bl'AL SIR JOIR! DILL:
I . .

Near Dill:

Refcrence your noto of 15th December, in which you
request that I let you know the facts in rogard to luck of
full nxchenzo of informatiou bstween our twn services, I um
infyrned that wa have beer: unable to pot from your outhorltics
nny dotailed informstion on Curman srmy fiecld tral'fic, on Ger=-
unn ¢londestine truftic, althouzh tho letter har bsen promiszed,
or on ervptographic material 4 r1vud frem Slevic nationz. e
have nlsu beer wiable tu get cumnlota dotails of your so-callad
hizh apeed analyeer, .
Iay I reiterate tho thought, axprossed in my Yemoran-
dum of Decomber 9. to the effoet that it wouln he far bhotter if
duly ncered! ted reprosentatives o1 the British Usverrment doult
with accreditod represontetives of the ‘aor Uspartmont, spocifical-
Iy . 2, of ., G=2, rathar than deelins with snubordinrntes who:
nvn ne authority in the prexzises.

Fatthfully yours, -

Chief of Steff

STrp— R T
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STAFR HIS5I0H

S PFICES OF TET CLBINED CHIEFS OF STAFF

WASHIEGTOH

Dear #arshall:

26th Decenmber, 1042,

Thanlk you for wour letier of 23rd Decenmbier.

-

in my latter of 15th Decemier that all our

into.magtion including the

T wish to confirm the assurance I

gave you

¥out Secret

items quoted in your letter

. of DNecencer 23rd are avalleble to a duly aubhorized

United States representatlve, indeed U.3. officers

are already worlking with our sutiorities in London on

thicoe matters.,

The difficulties wnich

have arisen

nave ween due to a mutual misunderstancing of the

~pritisihh and U.S. procedure

in na'ing these regquesta,

Thn duly authorized Zritish orsanization vhich controls

; Lhese matters is namcd the
3chool under the direction
wer tihe Forelgn Office.

tlve in ¥ashinrton, Captain

Lise senior officials mak%e occasional visits

heral Rieop g, ilarsiall,
cilef of bpaff,
v e Lab G =0

e <17 AL -
Feoubu SO LA GLILT .
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Government Code and Cipher
of LBrigadier Stuart ienzies
This iody has a reprc;enta-
F.G. Hastings, R.%Z., and

onn licisdén
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wgfk. One of.these, Colonel J.ﬂ.-Tiltman, is at
present In this country and I em directing Captain
~astings and Colonel Tiltman to clear up any misunder-
sennalingn whir:lj. astill .obtain.

Uw{ng to a similar iack of knovledge oﬁ,
our pnrt, the application for br. Turing to visit Bell
Lnoratories was made throuph the wrong channels and I
hope ne will now be vermitted to make this visit.

I am so'éla@ this exchange of letters has
sz led us to talle Lthe necessary steps to eliminate
any ature misunderstaﬁdings in the conduct of thic
viunl wori.

" Yours ever,

‘ SR /s/ J. C. Dill
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(CoPY)
Jamuary 1, 1943.

NEIORATIIAIL POR THE CHIEF 0“ STAFF

Subject: Letter of Field ¥Marchal Sir John Dill,
+ dated December 6.

1. Hefcronce paragraph 1 of this letter, I have had a
Lulk with Colonel Tiltman who has promised to clear up the
iffleulty in resard to-the first shree ltems covered In
-nw" etter of Decenver 23 to Sir John Dill, Detalls aro

.ein: worked out between folonel Tiltmen and the 5.I.S.

se ideference parazraph 2 of the letter herewith, the
isnail Yorps and Havy Cormunications stronzly urpe that
'wrﬂlnﬂ'ﬂ of the ultra secret voice scrambler now under
slopaendé at the ell Latoratorles, Hew Yor':, se withheld
feot all forsign countries and that forelzn reprosentatives
0 dﬂnicd narnission to view it., In thls connection, the
Ly Ghiaf of Stalf asked Admiral Wing, on December 28,
s Lo tho attitude of the “avy Uepartwent in the premisen.
Ladeyr dnte of Deceaber 29, Admiral Kinpg informed the Deputy
siiuf of wbaff that ne desired the ultra secret volce
surwibler be kept in the same secrecy classification as the
15=C avnaratus., 1 concur in these views.

» Under the circumstanges, two lines of action can
''th: DMipgt, tae no actlon on paragrava 2 of 5ir John
's letter; or second, tell him perfectly frankly thet

o Lbonnicnl peovle, durinz the present deveslopment staje
!l L.n vcice scrambler, are onoosed to allowins anyone,
u»lr" vaan thz pesrsonnel cnarhed with the experinenuution

< cvelopment, viauin, this apparatus or teing informed
“l Lﬂ droress made, and that at present you do not feel
ra02ed to overrule them,

GEDQ, V. STRONG,
] "aJur uenara],
.-"--'.']:' \, C. of "-; U=i2,
str. to Jen, marshall
Iram Sir John Lill,
1iz- =wG-12

Copy for 3CS Jan. 1, 1943
SHAL
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From London, January lot.

Following for TILTZAL from TRAVIS.

Your « Jolmear hus §'inished his timo with
ity amd T am forwerding his regport to Var Departmont

by next bag.

Your . Jobnsun nov in Kut 6. Can you uot
pll.-;hl aith ARLINGTOH or v-2 to aveist in mnttor of |
TURtLING. I have rofrainod froa taking reteliatory
steps in rogard to Vohnson wnd it would help cuoper:-ttion

senerevlly it they weuld reciprocate,

v e -
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BR i.!sOm'l.. I,J.lb:iI.:T
COoOPY U.S,8ECRET

. To Loadon, January £nd 1943,

Following for TRAVIS from TILTHAN
Question of TURIKG being token up on highest level

and should bo decided shortly,
"(not relevant)

At long mn?tins with General Strong, this morniné he told
rme he accepted my word that nothing was deliberately withheld
by ds. Big interest is chiefly on long term intelligencs
grounds and I suégcated thut he wiould et best satisfachion
if he npplied for acgess to all decodes mad intellifcnce
evaluu;ions at B.P. for a peruancnt competent representative
oif G-Z. il is gerding Licutenmnt-Colounel HelOXWMCK on siwrt

r

visit ann will direct him to repurt on the bLest method of
implementing ny sugsestion. I wsked hin at sarme tine to
direct Lieutcrnant-Colonel bicCORMACY to satisfy himself in

conjuncti.n with Colonel BICH:IR that wve withhold nothing.

(ST RSP I I A
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i To Lundon, Jeonuary b 1043, .

i

Following for TRAVIS from TILTHAN.

1 Your XXX of Junusry 4th.

‘1 A. Repret my sugpestion to Btrung nout aocuptablo to Dircotor.

: Doos he undorptand, that G-2 under Strong has comploto control
of ¥ polioy? Recent sorious misundorstandiug in matter of
TURIFG and suspiolun of vur sincerity arise largsly froa G-2's
reluctance tov tako advice on polioy frun A.IIL'II!GTUH oxporta
with whom all vur contact krn boon hitherto, I wm convinood
thorv is doangor of further sizunderptandings unlovs 0-2 is
placed fully in ufoturo at u.P. 50 far wwr Jepartowunt onunot

be rejnrded o nuviing bewm reprosontod on Y .puliey nt 8. P.

at all,
B. ' Tar Dppartiuoni's exporlinmts t_mrdn new form of E boube
at Jull Lnbaa-ntuu?- were vnly dicclosed to mo yeetorduy.
EACIUS knows detuils and TURITG will now bo allowed to sco.
They have ordored 2 bombaa to be counloted bLy Gpriné. I wos
i not awarc of thia co::dtount vhen I saw Stronp and I still
'-'.'l : hape thut oy su;gestlon way natisly Strong and thercfors save
: ¥ tho Jireotor frou konvy proasure in rear future to nllow K.
: vapluitution hory by uer Dopartount. Situation is Leccalug
"'. Involved und * fusl it is noocionry to adopt renllstio altitude.
.; T wns oblipud to tazo tho lino with Stronf that wo vithhuld
' botiln: whinluver frou duly wocreditod reprosuntetives in UK.
i ‘s Fudurvg the richi 19 diac wree Juplloitisu "viwere our
“ 0 s Mubu onre '.'l‘u.l 1s n:'z‘vctc.'l: .
!
i ' TR oRee L pgtedunt on potiel wiel ha is wirdi
,' PBU7 v Lnke mavler b Yii.e.
|
i -
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Froa London, January 4 1943

Followlng for TILTIAY from TRAVIS.
Your pare C.

Inform Genoral Ytroup that Yolonol WMeCORMACE should
diascugs vith 4. M.I. any compluints reogarding lack of smenoral

intulligence. Director docs not(repcat not) approve of your

suzgestion. Thore are U2 oui'ficers in {f.I. every day and -

theroe 1s a U,S5, meoober of J.I1.C. '. ad .
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To London, Jamiary §, 1943, R

Following is lor V.S.5, himself.

A. - Yowr of' December %0th. Secret dovices in question
aru cxclusively for 8.1.5., and wo huvo not invelved you

further.

B. tofurence __ of Jeruury 4th from TRAVIS. Yonoral
Strong ig Lusis;nnt C.0.5. G-z, ia the Aruy king-pin fpr
all Y puliey w.d ic personally zost seourity couscious,

Bo i at lust persusded thut you nru the Prectur of G.C, &

.5, nnd ot DK, I.

c. To avoid fwrthor misunderstandings I strongly urge you
Lo meleomo LoCORACK us Strong'e represontuztive end not

divert hin to D.il.I.

. I am couvincod that this is Llhu correot pélicy for

fulure smooth couperntiot:.

Ce
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WAR DEPAR TRIENT
OFPICE OF THE SECRLTARY
' Il OR AXVDUM

‘ Gen Strong:

: Ylease note and

] retum. 1 preswne you
may wish to discuss this
witn the Chlef.

g/ =y

Noted - GVS (s)

1 e e & aa e ——— i ma.



Youngg--

o Mis with C©/5 who will

(. I have discussed
@ Wk to Sir John on
5, 2

/s/ Vs
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BRITISH JOINT STAFF MISSION
OFFICES OF THE COMLINED CHIZFS OF STAFF
WASHINGTOH '

Wi ¥ 4

January 5, 1943

Dear f.larshall:_

. You will remcmber taat in ny lotter of the
26th Decamver 1 told you that one of the sentor orﬂci‘als
of our Govermment Code and Cypher School, Colonel J,H.
?1liman, wes now in this country and that L was telling
nim to clear up any misundorstandings which still obtained
over tie exchanse ol hiznly sceret information in crypto-
graphic matters.

Colonel -'I'iltman tells me that he hed a
lonz discussion wiih Genersl Strong on Jamtary.?. end
cxplained to him the wniole position whereby we make
avallable .ttl.a any propoerly accredlted 1-epreaa_ntative.of
the ar Departnent all the processos and reaults oi‘ any
cryptorrapnie investizetion at the bBritish Uovernment -
Soce awd Cypher Schodl. General Strong was apparently
-gn-u-_.u.irm.i to a:reo that .no l;.’xin;_; was delibverately withheld
Ly us from :;oﬁr- peonle. .

on the subjsct of pemmission to Dr. Turing

mg il :}.U. UTIN l.."l.l.;.’

O
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to visit the Bell Laboratories for consultation on the
telephone scrambling device, General Strbng informed
Colonel Tiltman that the matte£ was now out of his hends
and that a declision by you would be requlred. As there
ia some urgeney in getting Dr. Tﬁring back to Eng;land,

I aa writing this to yoﬁ to aslk whether the necesasary

authority could now be given to him.

Yours ever,

/9/ J. C. Dill.

b 7 -
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Goneral llurshell’s lotter of 6/1/43 4

General Strong tould mo on 2/1/43 that he wished 1o be

in u position te soc all our decodes o that tho sLnff of U-2

mi.chd carry out its own lung term evaluation., I am not aware

that G-2 has over nude this request officianlly, unless it

ran June so through the DesiuI. T osugpested to Yenorul Strong
Lhut he should epply for "acvcuss to ull decodos and intellipence
cvrelutlivns al Blotchley 'Pux'k for & permanent coupetent rop-
reasnt tive of 6-2". I wired the Meud of the U.C. & C.5. to

troe nuove eflect bhul my sugpustion nes not yob net witn epproval.
I =hall, however, meke cvery offort to ubtgiz.z my diroctourtus

“p 1val of this policy, as I balieve it to be vital tint G-2,
whivn guntrols all Y polioy at the hur Departamunt, should

a0y itsell thet we witihold nothing,

- L] A Ar my
’
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~ January 6, 1943 . |

! . . .
woOUAKDUM POR FIELD HARSHAL SIR.JOHH DILL . 1
beax D111 .

Replylnz to your two communications of December
2neh and January S5th regarding secrecy matters:

First, with reference to the 2cll Latoratorles
il the telephone scerambling device which Dr. Turing
woshiel to o Into, 1 find that this involvaes other
iaucrests than the Vaar De?artﬁent ad I have Leen unalble
15 ¢lear it in Dr, Turinz's fevor. _ .

Az to the matter of cryptozraphy, I understand P

Fer veoneral Strwonz that he wanted further information t

recarding; the Germanz which is not wise for mo to refer {

to in more detail, so that our >-2 could do its own evaluat-

5. e tells me that ne has teen unable to cecure this, [

il w0 arees with ne that turning this informetion over

to us doss actually involve increased hazard. ‘Therefore !

i opinion is that your peonle should not relcoase to us ;

tiere detailed data of this kind than they do at prosent. ]

a3 I said befora, General Strong has accepted this view. l
S |

I will have %o talk to General Stmwng again in 39
sodntion to Velonel filiman to soe if there are details .
1 arding this cryptosraphic matter with whlch I an not '
vuirleiently familiar to discuss at the moment. 1 apolo=
aize Tor the delay in handling this, but most of 1t has
‘oun due to my effort to meet your desires.

{8ed) G.C. MARSHALL ,
chief of Stafl -

Original dispatched from OCS
1/6/43
QC3 jellow copy ’
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Gonural Hurshell's letter to Fiold Harshal of 23/12/42.

High-3poed nnalyzers

Tiis can only refur to the very vxtensive and custly
scaunlng nuchinery which hus I:umn responsible for our suu;:or.s
in keopinyg abreast of the Gorman service high-l;rn_:lq t;'n'.ﬁ.'ic
enciphored vy means of the Lnipmn machine. A :‘.linslion consiuting.-
of # U.S. Hovy und 2 U.S, srmy officers visited Bletchloy frum
Fabruary to April 1941; With the conourronco of the Primo |
~inlster vur wuccesses with thu service enipymn were disclosod to
tho membors of the nissivn who were ruquired tu’'give o pledpe oI‘-
scercey wnd to stl..-Lu to whun theoy rmuldl pats the lni‘o::tnxutiOI;.
They wore nlluvod free accesr to all stages of tho work and had
the i:unctiuns of the scmmnling machinery exvlained to tham. They
uwere nob ot tho tioe eflvied to tude notes, nor were thoy ;ivon
futl det-ila wn p:..:ar:r. Subsequantly in 1941 the interaal wiring
ul' ell the viwels of thu Verman #ray and «ir Forcos machino vore
cuna niealed to the U.S. pervices.

In 1942 the pachinery in c;t.mstion hus boen shovn to
Brigudicr-Vonernl Stonor und Lieutenant-Culonwl bicher, It wus
Fuliy studied by P.‘.l;jor hullbeck, (nwv. vno ot Lhe gundor ury;:t-.-
analylie exp rtz at arlinrglon} during Lis 2 moaths! nttmin-un.t._

Cnpiain Juhnsva (nlso rrum ariingten) 1s at prosent stwlying tie

same prubles ot Llutchley, lnolwding ull thu latest dovelopmnents. |

Thu de.bubls of Lhe spocinl Germmn submurine mnchine
have boen di:;clum-ll Lo tho .l.:.w;-,' department, bub nol, % the bost
of' my i-:::cq‘rlt;di;c, to L o UDepdortaent.

Lo I'mr frea Lot being in popsension off 'Lhu connlete
detnlle off sur "hivh wp el npaivaer® vhe vaa Detarbment hn:-: buun
expreriniglans ot il oweboprst m Les bewa s the production of
Adwte Lolicd kbt e beticd o He duetalls provided by ous onand
I cur LFoerliaer, sk experlienbks Leneds realler orticiency

Rre, ol caureo, o i YLest daeerboanes Lo b, bdabe Lo el
L
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lines uI‘ the ezporinantn wero communicuted to me only for "the

first tims on b/1/4% and no hint of'.thu expurin.uuts hus ‘nithurto .

rencnud ouwr tuochnienl liwison of'ticar with tho Sur and Kn.vx.'
. b

Depurtaments, hajor Stevens. ) ) L .
!
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Goneral Horshull's lotier of _';‘.:5/12/42. S

Gorwan army Flold Traftic T .

Phis was fully disclosed to injor hullback and
ctudied oy him. 'ti)no u,s, Aray Officer und 3 V.8, srmy -
#.C.C's have buen working us part of the scction dualing

with this traf‘l‘i‘t'; at Bletchley fur the pust 2 months.

German clandestine trnilic

Hero 1 am not in pussession of nll the lactu, but
imugine r.imtl suw of° the reyuits of deocoding clendestine
traffic in Burope vere not forthooming uptil the sorth-ifricar
axcraliol s and ve may have been late in punsing to Goneral

Jiscravers 1 beliove this het how been aluared up,

Cry sto;rashic naterinl dorivod from Sloavic Nutions

This proswwmbly rofers tv our solutivns of Hussion
and othor Slavonic lmujusge ciphorn. All such rosults viore
dizclosud to the »merican Sorvives kicsion early in 1941, The
general linea of our iuvaotigution of Ausslan siplers up to
Juno 1941 have been discursed with U.S, army officors. The
dotails wora not, to the best of ny knowledpc, nakod for, Thoy
cun be providod without difficulty if required. On the outbreak
ol wir belucen Ucrponuy und Xupzia the ¥ Board decided to cunse
Luls, reuptlon of busulin gsorvice trulfic, tue %A intercveption
fbs ro relwwed balng wpplicd Lo mure urgont basks. ®lnce that
dibe v Fueeire or Wainan fwvestipulions fwve Lazen place ut the
doo. & L, Yoera 32, o bellova however, a sunll Polish astation
An Laglund viich explaitn very iovw=zradn Russian riold ard nirelo-

cruwmd oighers,  bowe wrder-uf-bulilo delails wny bo derdved from

e 1



Sk

topy

2w

_this traffic, but the stetion is not undor the inmediate control.

of the G,C. & C.S.

It is just possible that the rufercnce may be to the

results:-of our liaison un Y matters with the Russ;ln.ns. liere our

A

limison has been nost disappointing. We have received rie
"eryptographic" information, only some Germen policeraw matcrial.
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BRIT1S8E JOLR! STAFF MIS
OFFICES OF THi COKBINED CHI
WASHINGTON

SION
EFS OF STAFF
r a
Gen, Strong:

Discuss thiils thie
morning witi Sec, of

- g War, Snow ulm my
letter to Dill and
P111's other letter
. to re,
' ) ’ ) /F/ G.C.KE,

7th Jsnuary, 1943

With reference to'your letter of January &th
and our conversation todey, the matier which causes me
ihe most concerrn is to uphold the principle of complete
frankniess and reciprocity between your people and ours
an &1l these hizhly secret matterss Our position is per=-
nnns easier than yours Iin that all ﬁhis business is con=
centrated in one agency in Ingland, the Yovermment Code
and Cipher School, whereas in your case there is morve
Lilan one Department chcerned;

It secens to me hoviever that tne dproposals in
vour letter derozate from the nrinciple of full reciprocity.

Viir position, 1 understand, has been made guite clear,

wo are prepared to shiow your people everything in Insland,

but we reserve the right to rofuse to nllow "exploitatlon'

in the ¥.s5, of vitally secret tralfic wherc we are ciiielly

e

concerned, unlcess wo ars satislied ns to the necessity.
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‘ie have, for example,.pérmitted such "exploitation" by
the U,5. Navy in one particulér type of traffic.which we
arreed was of ?ital Importance to them,

It appearé however from the refusal to permit Dr.
furing to havé access to the scrambling device exﬁgrimentq
at the iell Laboraﬁory that - the U.S5. wish to reserve the
ri:ht not to show our people everythihg even in this
country qulte apart from the question of permitting para-
llel experinments in.the U.¥., This is a new principle |
contrury to .the spirit of existing agreements., It would
scerlously distusb our people at home and would cf_cﬁupsé
2lzo involve the U.S. Havy vho are very much dependent on
fr¢ce exchange with our people. i

or. Turing was sent out from IEngland for this one
task as our expeff representative, and if he has to return
empty handed, it coulé not fgii to have an unfortunate
elfrct, I am sure you will agree with me that it is of
thie utmost importance ir this vital matter not to allow
any feeling of mistrust to arise. _Complete matual confi-
dence is all-important. : - Cn
/5/ The above is perhaps rather crudely wd;ded o
but I did it in a hurry to caten you before’
you looled into the matter tomorrow.
Yours ever
General G,C. ilarshall, /s/ J. C. Dill
Lalel of w=taflf,

Agam SE~G84,

nrt e iae A '.'.-..
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From London, January 9th 1943, " ,

Following for TILTMAN for STRONG,

Regret conflicting views contained in D.M.I.'s letter
to SUMNER WAITE of December 16th and telegram 184 from TREVIS to

you of January 4th, due to pure misunderstanding,

A1l information derived from R,S$,8. affecting E.T.O. P
RN

i1 rfven to General EISENHOWER: equally anything affecting O.S.S.'J\

As regards "Y', am discussing this with D.M.I. and hope
to telegraph shortly on best method of dealing with this matter,

I trust it is fully appreciated that General EISENHOWER

12 Arcated on precisely the same terms as any British Commander.

LY

/

)
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WDCSA/ 350,05 (1-9-43)

January 9, 1943,

Licutenant General G, N, Macreedy,
Britisn Staff Mlselon,
Room 35b, Public Heslth Building,
Washington, D,C,

Denr General Macready:!

In General Marshell'e absence I nave inouired into
the meiter of exchenge of secr=t informztlon between the Brit-
isu and our:zelves which n&as besn tiie subject of conslderable
corresnondence betwszen General Maresiiall and Field Marghal Sir
John D111,

L arm in complete ugresment with the idea exoreeeed
in the Field Marsnal's letter of January 7 tnat we s:ould
have complete frankness znd recirrocity in all highly esecret
mgtters, For this reszsson I nave instructed our Aselstant Cnlef
of Staff, G-Z %to permit Dr, Turing to vislt tsne Sell Labpora-
tory for trie purpose of inspecting tne scrambling device ex~
periments wilel are being conducted there, GHowever, the War
Depsriment must aleo reserve the right to refuse to psrmit the
“exploltation" of tuess gecret davices by the British unless
sucl, uee 1s aporcved in eacn instence,

I wieiz you would exprees my regret snd apologles to
Dr, Turing for any inconvenlence tist e has been caused by
these nisunderstandings, It ls hioped that thls matter s
been finally settled to tke mutual benefit of both the United
S8tzter snd The Unitved Kingdom and to the benefit of our war
effort,

Sincerely yours,

{Sgd) JOSKPH 7. KcNEENEY |
Acting Chlef of Staff,
v [ o] -
Gopies pent CG, 8O3, January 2, 1943
1-11-43 .
ORIGINAL EISPATCHED FROM
OFICE CHLEF CF STAFF
1-10=43
by Lizleon

———— e .
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BRITISH JOIK™ STAFP MLSSION

CFFICES OF Ti:k COMBINED CHLEFS CF BTgFF

WASHLINGTON

CENERAL STAFF

M/1/%/ L34, R N e

Dear General McNarney,

Thank you for your letter of Sti January
regerding Dr, Turin%'? yislt to the Bell Lsbkoratory,
It ic with much eavisfactlion thst I learn of tie

aporoval for thnlg to take vplace,

It is quite understood tnet eack countiry.
regerves the right to refuse to permit thie "exvlolte-
tion' of these secr=t devices by the other country,

Keny thanke for your essistsnce in tilse

natter,

Yours sincerely,

Lieut, Cenersl J.7, MceNerney,
Acting Chlef of Staff,

Room 3E, 944,

Pentagon Bulldaing,

Arlington, Va,

/e/ G, N, Mscready,

13th January, 19435
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SP3IS 311.5-General

9

HEADQUARTERS ARLINGTON HALL STATION

OFFICE OF THE COMMANDING OFFICER SPSIS-7
ARLINGTON. VA.

Fei)ruazy 8, 1043

Lemorandum to Colonel Corderman:

l. It is estimuted that our E solving macuinery will begin to
bo assembled and installed in suitable fuarters in tho Operations .

Builgine B by ARRiledeedadga Lt Will shortly thereafter be in con-

dition ready for practical coperctions.

2. For our operaticnel exnsloitation of the German irmy and Air
Foroce L communications for which this machinery was designed four
princiral classes of items are essential:

a. Specially treined personnel. Steps are now being taken to
obtain thom.

b. Troffic, including docuwaonts epoplicablo to its effective
gethering (froguencies, schedules, etc., pertinent thercto). e
do not now rececive cny of the anolicable trafiiec {rom the British
nor do we have the Gorman Army call-sign books, inforwation on
diseriminanta, etc., vhich are essential for practieal intercestion
of this material. As regards the traffic desired, we ars now
dependent upon the British intercept service for it., It is truo
that we are currently receiving 2 small amount of interoespt material
of this category from our stations &t Vint [iill, Yewfoundland, .and
Iceland. Intercept service from these points will probably incrense
in effectiveness as time goes on but beczuse of geogravhicnl localions
these stations con noevor nrovide complete intercept coverage of the
German &rrmy and Alr Force B traffic sufficient te permit of rezular
solutions nor the required continuilty.

c. Special information and comnlex special proooduros applicable
to the solubtion o this traffic have been developed during the past
several yeers by G.C. & C.S. as & ro2uzlt of concentirated worls and
practicnl cxpleoitation on a larpe scale. This information ond the
procedures are extrecoly importont, il not wital, I'cr efiicient
sipleitotion of this trasrfic.. .¢ do not have Tiis spocicl iuforsation
or proocedurcs aud hove uut doveleved the nucessary procedures,
Loreover, to do this iwould talke severnl yuars,

e om.

T orie, 5.'
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P 37,011 9=0un,
al Gordormmn

d. :h_.u'ciul comwnication chamels end cryptographioc opparatus,
az not f'orth in subsequent parngraphs.

3, Rucauso mnttors of palicy deturmined on a very high level
are lnvelved, n casual reyuest by us for items b and o above would
reapsody bu honorod at ance by G.C. & €.8. Very informal discussion
o” the gabjook with Colohel Tiltman makes it oloar that the speciml
in’ -1 {rmonew, resulting from their exploitatica of this mmteriel,
tu uwf Lol furmishod our forces in the ETC and in ilerth Afriea,
Al wallo galurial of tho nature ol thoat desirod is aveiloblo to our
nparnrly neeruditod roprosentatives vho visit G.C. & C.5,, oné can
1o pru jod Lhore at any time, serious resistance to sending the
waturiul’ to .ashington will be encounterod, unless we make o good
rane, Ly stublnp important reasons viby we st cperate and have
i wata ,oro, This position, Coluonel Tiltmon indiontes, is dictoted
ot leely T eomsiderations of seourity and their grest fear that
Crwcent, oxnloitation of this troffic may be juopurdized by allowing
e naba Lo lunve dEnglacd.

%, will a vio. to ostablishing our cesv in en cdequate wanner,
L e an wutod that a telepram substantially as follavs be fent ta
baily 2= LN, ut an early date. . . -
"l. ilowr typo rapid analytioel rachinery is now under
¢-antrustion ané will be rcedy for operation herp in about
Yuur wonlhs. {ur type of machinery bears no oxternal or
fnuoranl rosoublanco to Four 'bombos! or to assooioted
v pipawnt und is cupable of solving verious types of erpto~
neecohic probloms, Ameng latber is solution of Germsn Army
an. Ajr forco B traffia,

<. Trafric and collateral solution data whick vwill
“tildn 43 holw to solve Geraan Army ond Air Foroe E mmseages
snrticularly applicable to Hiorth Afrioan Area are urgontly
desived nt nn oar)y date so that w0 oun undertake oxploitation
of' tLia atorial in sashington. "‘.:f"-';

3. It Is ronlized that specinl intellijenco rosulting
=i vaur exnlojtution of this truffic at Dlotehlay Park 1s
4 % avellnile to our forcos in Morth Africa and in England and
“ ol luchunco to somd out of the country mtorial of nature
e taeb reduentud in- paracronh~2-i6 bosed entiroly upon con~
didurallons of nocwrity. lovertheless high suthoritius hero
W it dusirnble and nocessery for-us to undertalze oporational
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3 To: Col
g 2/8/43

2

v Nt sk .

. »
4 . u'\" "h'

Ln Lo e A7 mst be in pos;.'lnon £o solve tralfic.

5¢518~7, 511.5-Gen, '

Sordorman

4
exploitation of this traffic in :iashington under adequate
safeguards for following reasons .

e e ven © FRY t

a. It is probable thal we-here can maxe important
stechnical contributions in respect to type of machinery em-
ployzd becguse of new design piving greater operatiomal spoeds
and more {lexibility. Developmenits no¥w in progress give fair
promisc of ovurall operational speeds somewbat in excoss of those
noid possible with your types, but only »ractical operation on
actual traffic can establish this point. If successful, you WA
will receive direet benelit from our developmenis.

T e .l piara

b. Ib-is-desirod to render all possible assistance to &7

.,neu'w:.th view to obiaining widest coveraje and complete exploita-
tion of 2ll {erman army and Air Force E traffic. This probably
is nol now nossitle in vicw of its large volume and shortape in
m...chlnor;r and ::ersonnel rejuired for cor-nlo‘ta COVOTrago.

{,. FE R -~ -
¢. OGur undertalzinz asuistances in exploiting traflic ap-
plicedle o Yorth ifvison trea cives prowise of possibly better
coverase of other areas in wnich 7¢d may have primary interest
ond &re not now &wle Go cover .l‘ull_, o Sepe

a

d. Possibility that CGCerman Army and Alr Foree mey introduce
fourtl wieel in their service must Le visualized. If actually
introdauced it would Lecome nuch nwre diff ic..r.lt to obiain evon
aresent coverane 25 regards solubion and: V8 vrould bo m nogition
to assist very rmterially. . iy PEAE SRR

»

b 4 e

o, It is Lelt that overatisin of our special machinery on

prectical problems would afford best possible training of eur &' -

crypitanalytic persomnel wmi this sort of training is highly
desirable in view of possibility tinet additional areas may
vecome active thuaters in which dmerican forces will have pri-
mary interest and tncrefore should be praepared %o exnloit vrithe-
out imposing additional burdens uvon G.C. & C.S,

f. Indications of possible adoption of & wachine by
Janancse hray have been noted in racuml,/ solv.d Jupunhese
L. J.lltnry Attacne messares. I actually adovnted by Jananene,

o Although it is undersiood thot four present machinery
is well distributed it ceens wise to vrovide a;ninst even the
mest remove contingency oi Jwholesnle destruetion of eyuiopment
and speeinlly gualified key porsonnel in mnjluand,

PR — - . S e R 7 rnan eaan U L e s it
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SPSIS-? » 311 - 5-6011 [
To: Cordayrman

2/8/45:,;
@

G
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4, SignwlSecurity Service is not now in position to
obtain muchd the type of trafiic desired but hopes to provide
forces in Africa with necesst ary mteroopl. equiptwnt us soon as
practicablo. Until then it is assumed tha.o arrangoenments for
telographic forfurd.:l.ng of traffic by y-ou to qrs\ can be made,

Chitnm

5; Establizhment of direct comlunicat‘ions using high grade
eryptographic eguipment between Tfashington' and Algiers ean
afi'ord adequate chamels for saf'e and spos dy transmission of
spocial imbtelligence resulting from puy Drono.sou oexploitation
of traffic requeqteu. )

*,
-’

6. Until our equ:.nment is ready for e.ctunl operation the
traffic and sinocial cryptanalyiic data such es|
egoentinl for cxploitation information ¢an Lo sent by mail or
sni'e hand., A8 soon us actual exwloitation of current traffic
is wndertoien speuia)l communication cihmmmels for electrically for-
warding traffic Yo .iashington con doubtless be arrannmed.

e
7. Commliance with or comments upon our re.|uest are
regently desived. It is hened.our request widd be favoradly
conuldemd and an affirwtive decision cormmmicated at an early
dﬂ.'he."

-’.n LR

g o ;1!-..--.

. :
5. Before souding a telegram such as that proposed in the
foregoing parngraph, steps must be telen to ascertuin {a) whether

"the communication channels mentioned in parapgranhs 5 and 6 of the

proposed telegram can bo made avauilable and (b) whether the necessary
cryvtepraphic apparatus for the protection of these cormaunications
chammels roguires coordination with Arsy Coaumunications Division.
Coincidont with the making available of the comaunications channels
the $83 Cryplogruphic Section can moke available thu necessary crypto-
grophic ansparatus,.

8. iec are now exchanging Japanese Army intercent material with
the British end this fact should constitute some basis for estadlish~
ing similar olichunges as rezards German Arny and Adr Ferce intercepts.

7. 1In this connection I may add that if tho British should nccede
to our request for traffic it will put our ¥ section in w position to

furnish (-2 with W71/I reports on Corman Amy commmicubions in th

)
1
r
3
1
L
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SBIS-7,511,5=Con,
“o: CUol.lorderman
2/8/45

®

snm0 YAy as we now provide WT/1 reports on Japancse Army commmnications,
durthermore, once we got a good start on kB solution methods, ete,, we
con progreas rapidly, if necessary by oursulves and without further
dopendunco upon the British.

R T I T B

. 8, After the stops outliuved in paragraph 5 of this memo have been
tuizon, I asswne that this memorandwm will be taken up with Colonel Clarl:
; fur corcurrence in rososect to the proposed telegram to G,C. ¢ C.8.,
vhich, in my ovinion, should be coordinated with Captain Hastings.
Yossiuly the telegram itsell should b¢ sont by laptain Hastings bub this
point is subject to discussion. If you deem it desirable or necessary

- I would be glad to Ffurnish any additional technical details or viewpoints
: in discussions with G-2. :

o] b I I}

iilliam ¥, Friedman
Director, veframications
Resoarch

L
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Tar Deparinent
Clossified ..essae Center
INCOMLNG S 8SAGE Feb 7, 1943
01232

I'roms Cairo
To: AGUAR

Ko. AZS.E 4493 Ted 6, 1943

dpdio intercept stction is contemplated in
vivinity of fLismara Hriirea per jour 3087. ti'or
larsihall. Hecammend this possitility be recon-
sidered and lntercept station e located at a
point wore geosrephically consistent vwith our
toeatre and lozatad ot sueh 2 paint thot )l
lend itself to be capable of receiving from all
croas Yo thz north east and west. 1 svel
ctation iz ©
lccotod in the Jolro oren sleie nedsonnel cupnlies
1o eioed Lwad pindoronees touvid e

vyt Pt <
£ - il S 5 e k" O A . -
ninized. 1t iz belisved taot boe asasra aroa
o

x T
Lia Aaamt Hala
]

PR TR
15 not desiralule for intercont stadion due te
its ruprad sorrephical vorrain and furiiurmore
tixe posulbilivy of locations for 30 receiving
stziions is not believed leasible in that area.

-

rootnolo:
Letion: oro

Information: &=2

305~

A

=3

Cl=-Li=-341G6 (7 Tob 43) 0655 £ mvs

CcCrD

Reference 3087 is CL-OUT=94805 (24 Jan 43) CPD

Sonyr ilo. 31
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By authority of the
JEAGARTIS ARLINCGTQH GIALL STATYIOH Chicef Simmal Cifficer

S¥5TS~5 311.5-Ceneral Cffice of the Comranding Oflicer 1443 2/4/%3

L (2=a-43)

2

e

Airlincton, Ya.

February 8, 1943

MAIDEM for Colonel 77, Preston Corderman
Subject: Hadio Intercept Stabion in Alrica

1, Heferance is made to rodiopram fron Goneral Zroreton
(Ciass Jf;,l 2-7~43).  Tins r._H.u.o--re.n points cut vhe fact that
Agnara L oen un dcszrdalc: logation for sudl a raito station. An
alternate lozation at lairo is suggested in the zane mcssa Q.

Gairo is nobt conzidered desirable due to the larpe iritis

interecept crd radio intelligence installation Lhere.

2. In orver o carry oub the nurpose for vhich the dsmara
ctation was proposed, it is recommended that the followdng sction
‘De tﬁ:: Cclit

a. sbasdon plens for 2 fixed »tation al ismara, Dritrea.

L. Yirget the sy ’_'rou::‘; Yorces Lo order two signal
radio nitelli:e: ice co: sownias {170 11-77) %o V:i.":"' (111 eamis Station,

~exventon, Yirginla Zor or,.n“‘o::».t:.ow at vihe cerlissy praclicalls cate.
After arrival et viot 411 fars :,-t:;*.;ion , :28¢ coipanies to have

their peraennel and cqu':-:'.c.xt cheched fTor comdleteness and to
receive gpecial instrvctions as to their tasis,

C. &8 soon &s orienuation is complete and not more than
thirty dos aiver srrivel at Tint 511 Fores Stotion, these
cormanios to LR azssirmed for opsration overssas ::r:d::' tue £1lic
sorce .cidquariers, ilorth Lfrica, aftor arpts c‘.l a% illied Torce
Leadquaricrs tiose WO companies Lo e arsloned for acitive opera-

tion wnder the Signal Inbelli;once Service, .'..'.’. -ed 'oree cauquartars,

d. Tlie Cirmel Intellijconce 3ervice, Allied Force jlezd-
quartsrs wnd s tio radio intellisonce companies {122nd, 220th)
pluc v tvo additional comandes csslined, to e Jluce'.: undcr the

serailongl control of tihe Siihal Seourily Jervice, Jrlinston lall
Station, virginia,

ciiannal, 1ith sritable cr,:ptag;r:phic equipment, betvsen 21licd

Jeree Jlew uarders, .Tricz md .ashington, U. G, for the sole pur-
pose of w_.'..._:::'. irntercented material oid operoyionsl instrictions.
Tais coivnel o 0@ in operalion Ly late of arrival of the two rodio
mielll once componias. '

‘ee e esteblishnant of 2 gsecial rodio commwnicabion

—1..
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3. Tae action recommended in peragraph 2 will provide a

total o lour s .gnal radio intelli:ence companies, plus trhe signal
intelli-ence service at an setive tucater under the Sipnal Sccurity
Service, Thls vill provide the tactical military and air traific
desirad over o communicuolion channel cepable of speedy results,
Mig action shiould render wnnecessary tih:e ostanlisiment of o fixed
station at eitior Calro or Asmara, and ¥vill permit flexibility in
folloving futwre military developrments in the African Yheater.

/s

He 0D, rovn
3
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I certifr t'ds is & true ad
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it . WAR DEPARTMENT
Sr5le 511.5-Goneral OFFICE OF THE CHIEF SIGNAL OFFICER SPSIS-7 .
WABHINGTON .
LI
. . Pebruary 10, 1943

! & ti2ANDIA For: Colomel C, if. Clarke

f

In vonnccetion with tie matter of obteining, from the Pritish G C end
! §,Lrafiic and collateral data on Gorman ilitmiy and Air Force E traffiec,
*Lu rollering acditional pointc are submitted for your information.

1. a. Tt is bolieved that the preocautions taken from the very
Ineontion nni now in effect with regurd to our developments in this field
ut'faru purfucily adoquateo security. Security officors are now assigned
ror duky at the plant vhere the machinery is being menufactured and as-
aunblud, Furtiormore, vwhen the machinery is ready for shipment it will
tu eogvoyed by aopropriete officer fuards.2gthe quartora in viich the C‘V
saeiineey will be ingtalled at Arlington Hall Station are also to bo
t 0 L wnd undor adeguate specinl protoction, Dvery person conmacted

ta Lao cuyalopaent and mamufacture who hes had to hove imparted to him
¢ L avion considered imoortant was cleored throush the nroper caannels
sedune such i'ermption wes laparted. For the nost part, the worlers
1etvn i1y connocted vwith the construction of the machinery huve ausolutely
¢ weowedeiu ol ite purpose or its method of oporation.gg

2o In EWis s:me eonnection, the following is quotod from a report
«au Ly oujor G.G. -Stevens, Britich Liaison O{ficer at this station:

( "l. Sucurity. The fect thet only standard eguipment is used

/ Jeznuns 1.0 security problen corsideraoly. To zy untutored eye

( twre iz 1little in the accexbly of the machinc that would give
wio undinury prtison mich idea of what -it would be for. I have

{
o~ « % meeadn the agsorbly plant nor do I imow what orecautions ere

-"l‘._'

L h 0 l

tniun Lhero but 1 hevo the impression thet the safeguerds in the
i hiing we visited were unobtrusively vory effective.”

« 1t chould be emphasized that our machinery can be used for
veblens otiwr than the B, The following is quoted fyom :ijor Steven's
e oré,

e plexitbility, T understand that, owing to the abandonment
{ ‘t.-.--_ ruliay notion, this machine is readily adapted for uco egainst
il obor thun thut for which it was originally decisned.”
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3. Attention is invited to the fa¢t that it tock over eightesn
months of coneentrated erfort on the part of SSB to uvolve the Purple A
rachino.&&ﬁot only were cormplete details of the solution inmparted el
Lo Luw Mritish ¢ C and © S vwhen our {irst ciryptonalytic mission vas
sont o London (Jauuary-iarch 1940), but also two or more machines p
woro vanccially constructad by us "and turncd over to them. All of this jﬁ{ﬁf
wna done without any pressure having been brought upon us by the British
and Lthe contribution wus rmmade &z an ovidenco of our desire for conm nlete
rucisrocity in tho exchange of technical information. C:gg_§y. necd
hardly point out that the Purple traffic has yielded the most vital
intoreation to the Allied Cause ond- in fact it might be said that this
solution and sne ability to reed this fraftfic constitutes our secrot =~
vunpon in our struggle with Jepan., iten the contrloutlon caa mnde there
woro no strings attached to it and f'rom the very fivst, S8 hap*boon
tho londer in solving modifications and new dcveloymeuté"in that field
i in cach inctance as soon as 4 nev discovery was made the rosults
wera imparted inmediately by fastest possible means to the British.

it Crcdopn_

. Preston Corderron
Colonel, Signnl Corps
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1. On or 'obout April 1 new type ultrea-scerot, high-gspeed
nnolytisael mnchineryﬁwhinh has been developed by our oryptaualytic
exnerts will be assembled and instelled, ready for practicol opera~
tions, !

2. This wmechinery wes developud for paneral applicatiom
apdl in sultuble for the solution of vericus tyves of oryntanelytic
aroblems. It bears no externul or internal rescmblance to the so-
¢nllud "Combes" or assoclnted equinment develoned by the British,
It is, however, sdrpted to the colution of certein hipgh-rsrede Ger-
wev Lreny und Air Foroe trelfie.

3. YVhen the experimentul development of thits wachinery
wes 'mdertalen there was no immediute intention on the part of owr
eryotunalysts of underitaking the exploitation of thia tyne of traffie,

4. Now, however, in view of gur aperafions in the North
African arca and ol projected operations, togelhsr with the feeb that
Livere are irdicntions thet the Joonnese may »oesibly adopt this saine
Hi1pe of machine wg is emoloyed by tie Gerpwan army and sir Force, 1%
1z Felt that we should withent delny engese in the operational explaita-
tion of this trnflis,

G, Before this oneratiomal ezploitntion can be undertaken,
four nrincipal clarses of items are essential:

(a) Specinlly truined perroumel. Steps are
now belng takan to obiain them.

() Lraffic, including: decwaents applicable
to its effective pathoring (froquoncies, cohedw
ules, ete., poertinent tiereto). ‘e do not now
recsive arv of the aopliceble traffic from the
British nor do we huve the Uerpan Army call-
sign Looks, inforuation on discriaminants, ete.,
wilch arc ogsential lor practical intercantion
of' this muteriul, Ay resuards the trarfic de-
sirod, we Arc now denendenrt uvon the British
intiwrgepl sorviece for it, It is true that we
are eurrently vecediviie' n osunll wowt of intore
cept matorinl st this cntejory froa sur shations
at Vipt Hilh, hewlowaalaod, wed Lo bwged.  Inter-
copt sorvice froa these points will probably
ireresae in aiicehiveness us bHime poos on but
heocausa of proprughicul loecntions these cuntions
ciut never orovide cowriote Lntoracph eovorase of
Lhe Yarman Army apd Lir Yoree ¥ tenpflic surtieciant
to nornii of regular solutiens nor the roauired

conlinuity, T L T
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Initinls
Fobruary 12, 1943

UEHORANDUL FOR GLEYRAL STRONC:
SUDJECTs Roadio Intercopt Station in Africa

1. Rof'orence is nade to the radiogran from Generab.
Broroton, CH=IH~3516 (7 Feb 43) 0668 Z. This rediogram implloes
that Asture is an undesirable location for wun intorcept stntion
such nu we are considering for thuet point. Of course, thiu can
not bo definitoly determined until tosts on tho grouud heve been
condusteds. It hug, however, wlusys tuan my underctunding, und
this ig wonflrnod by Gunoral Stoner, thet Asnara ie o toyr more -
su..tv.blc louation tnr... anys otiwr ,,omt i that Lnncrul Arcie
furthermore, there is already avelinbie at swimre e fixed radio
Gt-..ul{."'l threugh whicn the in Lcrcon" trarfic ogould bwu cheinelod

L )

to hashington wish tho wininmug of dolay.

2s As Jor Uenersl Breruton's wupggestion mnd recons
mondation that the stetion be locatud in tho Celro uren, we,

I beliove, are nll ngreed thut Caire hns uany wsicrireble
feetures, not the least ol whiah is thw fact that the Britich
plrondy huve & lurpe intercopt wil radio intellipenco installa-

tion at thut point.

3. e are goln: nhosd with our piats to detemine
whether o not demara 15, {run o technicel stendpoint, “ LUl
uble locetion for ¢ {fixea statisn. In tho ovent tests inldicnte
that Asmeru ls wunsuitebleo, or if for the zake of expedicney vo
nny docido to drop tho pian, wne foliowing aiternate plin is
recossaendeds

(a) thot two ndditionu)l radiv intelli;ence
24y

companios bu glven a specinl courso of training
at Vint Uiil Ferms for o poriud not to oxcced

thirty duys;

(L) thet theso o coapraiiezyg thon be sont
to fiilicd Force Letsiawuricrs, ..urtix Africo and
wsdined fur aclive operution with the dipual
intusiipeney corvice, Allicd Force licndguuriers;
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(c) that ithu Si{zaal Intelllzonce Sor-
vico, 41liuvd Yorge ilvadquarters, with {tp
oxisting redio lntvilljounve coupunios, vlua
the tuo ndditionul compkgidss assipgaud, Le
placed unduvr tha o.mrat!.uual cunirol of tho
biynal Svourlty Sorvice (in t.xi csunoction
ploase 500 Aludy pubmitted Loduy, aubject
Molations Betunon the birnnl uomu' ity Ser-
vica wd Fiold dgencies Performing Signal
Seourity Tunctions™};

(d) thet a spwoinl radio communioation
chawmol with sujitable cryptogruphic vquip=-
mont bo osteblishod betucen siliod loreo
.t.nmlnpwrtt-r.a. Affrica, nad Arlington Hall

Zor tho sule burvoas of passing intercupt.
naverinl ond oporationel inguructiong, this
chimmel o bo in gperution vy wnie o ar-

rival of' the twe radio intoliigonce Goipuriote

2

of four rudio irtoliivsnicu coavrnies in this thoator.
srovida Sriington Hall with the techndenl, miiitary, end air
traffic docired over o comnuilcation chwnmnel capsblo of spoody

rJsualis.

tablickeoont wi' o fixed

1

This wevlon Wiil nossibly render wanccossary

te  Tho foregoin. recenmondation wiil give ug a tetal

it will

the es-

d station at either Quiro or Aszura and

will poradt rlexdbility in following fubure militury dovelop-
mentg in tho Alfricun thoater.

to nllow &

hava in ¢

b, If the Alr Tarps accedos Yo your recuimondation
irlingien disll to preszcribe operacionul dirsctives for
Air (fur'*u radio intellirosgo cempanivs, tno couptny which thaoy

of the four conpunles at o)lliod Forece Leadquurtors,

CART Y. CLIRIE
Colonel, Senornl ituff
Chiof, Upecial Branch, M.I.S.
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. My, Friedman's statercnbs 2-15-43 :
. é
Tho machinery which we hove developed iy of pgenoral ) . 1
applicability. Don't wanl them vo r'uvel we startod off with -]
i‘madinte intention of working on enigna. e de\relopo/d nachinery .
@ suitable r'or verious types of problems and in view of increase - N [_______. '
in "8 trafitic and the wwork of our Yxpeditionury furces in 1 By }
. t Py ey
i Arrien sand having machinery makes it now possible for us to
¢a intn exploitation. Tiltman fult bad because we did not
! cansulb thanm,
!
i
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HEnORALRDUY FOR CaSiEithl STROUG:

Attachsd herawith lc o draft of a propoged mexorandus
frua sou to Ucneral Harsnsll and a druft of & proposod lwiter
frum Genorul ~arshall to Sir John Dill on the same suv jeot,
CARTHR T, CLAZKE
Culonei, lremorsl Steff
Chiefl, Suwoinl Breach, A l1.S.
£
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WAR DEPARTMENT
WAR DEPARTMENT GENERAL sTapr CJ suthority A. C. of S , G- ;

MILITARY INTELLIGENEE DIVIBION Q-1 {
NGTON pate...2=/7-48 { Pk ) =
whsHl Initials ]
* February /17, 1948 . :
{
wOpAEDUM FOR GLEERAL LARGHALL: -

PP,

SURJBECT: Operaticvnal Txploitation of
{ German Army and Alir Force Traffio i

‘ 1. Reference is nade to the correspsndenoe vhich passnd
] bes bweign Yo wnd 8ir Johe Dill on the oase of Doctor Turing and his )
9 visit tv the Deoll Laboratories in ¥ew York City. DParticular attem- )
tion in irvited to that rortior of Sir John's letter in which he

statos that complote mutual confidence is all importent and thet it
is of’ the utmost importerce rot o allow eny feeling of mistruct to

urise,

2. 8ir Jomm furthoer stated that the Eritish were pro-
qered to show gur people evsrything in =pr;luni, but thet they re- .
wopye tue rircht to refuse to ellow expicitavior in the United Stater )
o vivally sucret trar'fic where they were chiofly concerned unless
e eare setlaflod us to the neceasity.- He further stated thet they

i ey de it S

hrve nermitted exploitation by the U.5. avy of one partioular type o 1
of* trnesdo which they agreed was of vital iwjportence to our havy, :i '
1 3. Tho traffic to which 8ir Johr referred was a very i

snceinl type of Worasn traffic.

4. It hao now become necesszery for the irmy to enter

; u-mn axuloitatior of traliiec of & similar naturc, but pertainane to ot
: tie Gorran Army ard Air Fo-ce cormuciecaticns, Te shauld,tharet‘ore, &

reenive fron the British the enne treatuent und ocomsideretion as N.
3 Lhoy now give tho ke

k 5. A detaniled explanatiuva of this whole nroblem is at-
J tnchod in TAB (A).

; a lettor eubstantinlly as

G.. It is recor !
yov te Sir John Dill. ;!

outlined in 723 (3) be difpatched j

ll—u":\'(nu\
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ke G, V. STROLO,

I %t WAl Lader Urnessl
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(¢) Specinl infcrmation and complex special
procedures applicnvle to the solution of this
trarfic have been devaloped during the past sev-
oral years by G.C. & C.S5. as a result of concen-
trated work ond practicnl exploitation on a large
scale. This inforuaatior and the procedvres are

axtremely important, if" not vital, fer elflciont
oxploltation of tnis ovreffic. e do not heve
thls specinl information or procedurus ard have
not devoloped the necessary procedwes, liorsover,
to do this would taoke scveral ycurs,

(d) Spocial comnmunication channels and
crypvographic appuratus, as set forth in sub-
sequent paragraphs.

€, It is reanlized thet special intelligercce resulting
from the British exvloitution of this traffic is new in sll proba-
bility evailable to our foreces in North Africa sud in Unplend.
It is alsu reelized that any reluctanse wnien the British mieht
have to sendine this material out of ®nzlend is based ontirely on
considerations of security. In connection with this mutter of
security, however, wo ara confident that tho yrecautions taicen from
the very inception mnd rov in etlect with regurd to owr develop-
ments in this ficld atford perfectly adequate gecurity. Security
officers nre now asgsigned for duty at the plant where the mocitinery
iz being mmnulactured nnd assembled. Furthermore, when the machincry
is ready for shirment it will be convoyed by muwprovriatc officer
guards, The qumiters in wiiich the machinery will be iugtalled at
frlington ¥nll Station erre also to be senregated and under adequnte
special vrotection. ZIvery person cornected with the development
ind manufacture who hag hod to heve imparted to him information
considered important wes cleared through the vroper channels
before such information wos imprted., For tne most port, the
workers actnully comnnectud with the construction of the machinery
have avbsovlutely no knowleusge of its purpose or its uwethod ef opera-
tion, In this same connection the following is guoted frum a
regort mude by zajor G. G. Stevans, British Liaison Officer at
Arlington linll: )

"14., Security. The fact that only standard
equipmont is used leunsens the security problam
cousiderably, o my untutored eye thore is little
in the ngsembly of the machliae that would give the
ordirory artisan much idea of whet it wovld be for,
I hevo not smsn the azseubly vlant nor du 1 low
wnet precnutions nre toren there but I have the
impression that the sefeguards in the building we
visited wore unocbtrusively very effcctive,”

-l : .
SR T PP -
e Y

i Tl b e O

PR PR, =

7

K R S

T

N

L ]

Pty

T



o d o

IR TV B TR DO

. S : .

7. Ageain referring to this wmhole question of mecurity,
attuntion is invited to the fact thet it took over eightsen months
of concontrauted effort on the part of our people to solve the so-
called "Purplo® machine. MNot only were complete details of the
solution imparted to the British Y.C, and C.S. when our first
oryptanalytic mission was sent to London (Junuary-iiarch 1940}, but
also two or more maghines were especially constructed by us and
turned over to them, #1l of this was done without any pressure
haviag beon brought upon us by the British and the contribution
way made as sn evideonce of our desire for complete reciprocity in
the exchange of technical inrormation, ie need hardly point out
that tho Purple traftic has ylelded the most vital information to
tho Allivd Causc and in fact it might be said that this solution and
the nbility %o resd this traffic constitutes our secret weaspon in
our strupgle with Jrpan. TVhen the contribution was made there were
ue otrings wttached to it and from the very firet, we have becn the
luader in solving modifications and new developmente in thet fiald
and in esch instance as soon as A now disoovery ias made the results
wero imparted immediately by fastest possible means to the British.

8. Thers is mo question whatsoever that the British
aruv entirely justified in considering this German traffic vital,
But wo ulso compider the Japanese "Purple" traffic vital and, if,
ay Sir John Dill states, “complete mutual . confidence is all im-
portant”, we should also "uphold the prineiple of couplote franke
noss and reciprocity between tne British and curselves in all
these highly secret mattars." :

. ERT
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DISPOSITION FORM' A
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CURJECT: Uperational ﬁxpléitation of German frmy and Air Force Traffie.
- _ . DE&,_LFebruary . 1943
90 |0/S G-l i G2 G=3 G, Air Staff
TG ___OPD .. Usy ASW . ASHA CG AT
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+"X S8ce. General Staff
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hraft of reply

Remark and recommendation

. Nevesgsary acticn
Information for reply

Lirect reply ~ Inviting attention to - Ind. approved
__hpproved See notation of R Primary intercst
____Disapproved ___Information Hotation and return
Ile - Censult No ted
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WAR DEPARTMENT
THE CHIEF OF STAFF
f WASHINGTON

T—

February 19, 1943.

Dear Dill:

Within a short time new type ultra-secret, high-
speed annlytical machinery which has been developed by our
eryptunalytic experts will be assembled and installed ready
for practical operutions, In order to utilize this new
type of machinery it will be necessary that we receive from
Bletchley Park certain vitally secret data.

The new machinsry will permit cryptanalysis of
Geriran Army and Air Foree traffic. It is felt that our
experts in the United States should without delay engage
in the operational exnloitation of this type of traffic in

view of our present operations-in Horth Africa, of projected -

operations, and more partlcularly since there are indications
that the Japanese will possibly adopt the same type of
machinery as ls employed by the German Army and Air Force.

You may recall our conversation on this subject
during Doctor Turing's visit in this country and the attached
information prepuared for your convenience covers our prob-
lem and what we propose. Will you be kind enough to furnish
this to the proper authorities at Bletchley Park?

Faithfully yours,

Field Marshal Sir John Dill,
Combined Chiefs of Staff Building,
Washington, D. C.

e BEEE R —— r eAngbie e .



"}, New type rapid analytiocal machinery is now under cou-
gtruotion and will be ready for operation at Arlington Hall in about
four months. This new type of machinery bears no external or inter-
nal recsomblance to our 'bombes' or to asgoclated equipment and is
oapable of solving various types of oryptographic problems. Among
latter is solution of Uerman Arumy and Air Forge E traffic,

2. Traffic and collateral solution data which will en-
ablo Arlington Hall to solve Germean Army and Air Foroe E mescages
particulerly applicable to North African Area are urgently desired
at un early date so that they con underteke exploitation of this
material in Washington.

3. It is realized that special intelligemnce resulting
from exploitation of this traffic at Bletohley Park is now available
to Ameorioun foroces in Korth Afrioa and in England and that reluctance
to send out of tho ocomtry material of naturo of that refserred to
above is based entirely upon cunsidcrations of gecurity. Neverthe-
loss high authorities here deem it desirable and necessary to under-
take operational exploitation of this traffic in Washington under
adoquate safeguards for following reasons:

a. It is probable that Arlzngton Hall can make
important teohnical comtributiona in respect to type
of machinery employed because of mew design giving
greater operatlonal speeds aud more flexibility,
Developments now in progress give fair promise of over-
all operational speeds somewhat in excess of those now
poasible with our types, but only practical operation
on actual traffic can establish this point., If success-
ful, we will receoive direot benefit from their dovelop~
ments »

b, The Amerioans desire to render all possible
ssistunce to us with view to obtaining widest coverage
and complete exploitation of all German Army and Air
Force B traffic. This probably is not now possible in
view of its large volume and shortage in maohinery and
porsonnsl required for complete coverage,

o. Undertaking assistance in exploiting traffio
spplicable to North African erea gives promise of pos~-
pibly botter coverage of other areas in which we may
have primary intorest and are mot now able to cover fully,

d. Posaibility that Yorman Army ond Air Force may
introduce fourth whoel in their service must be visualized.
if netually introduced it would becomo much more difficult
Lo obtuin even presont coverapre as regards solution and
Arlinglon Hell would be in position to nssigt very materially.
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0. It is felt that operation of this new specinl
machiuery on practical problems would afford best possible -
training of Awericon cryptanalytic personnel and this soert
of training is highly desirable in viow of possibility that
pdditionsl arsas may become activo theaters in which Ameri-
can forces will have primary interest and therefore should
be prepared to exploit without imposing additional burdens

- upon G.C. & C.S.

f. Indications of possible adoption of E nachine
by Japanese Army have been noted in regently solved Jopanese
Military #Attache messages. If actually adovted by Japonese,
‘Arlington Hall must be in position to solve traffic,

g. Although it is understood that our present machin-
ery is well distributed it secms wise to provide mgainst
even Lthe most remote contingency of wholessle destruction
of equipment and specially gualified key personnel in
knglande

4., Arlinpgton Hall is not now in position to obtain much
of the type of traffic desired but hopes to provide forces in Africa
with necessary interoept equipment as soon as practicable, Until
then it is assumed thet arrangements for telegraphic forwerding of
traf'fic by you to them can be made,

5. Esteblishment of direct communications using high
grade cryptographic equipment between Yiashington and Algiers can
afford adequate chamnels for ssfe and speedy transmission of special
intelligence resulting from proposed expleoitation of traffic requested,

6, Until the new egquipment is ready for actual operation
the traffic and special oryptenalytic data sueh as cribs, ete., essen-
tisl for exploitation information can be sent by mail or safe hand.

As soon us actual exploitation of current traffic is undertaken spocial
coimunication channels for electrically forwardin: traffic to Washing-
ton can doubtless be arrmnzed,

T. Complience with or comments upon this request are de-
aired, It is urged that thic request be favorably considored and an
affirmative decision communicated at an early date.™

L L
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WAR DEPARTMENT
THE CHIEF OF STAFF
WASHINGTON

WDCSA 311.23 (2-17-43) ‘
Februery 2, 1943.

LEMORANDUM FOR GENERAL STRONG:

Subject: Operational exploitation
of Gerwen traffic.

Reference the recommendation in your
menorandun of February 17th for letter tc Sir
John Dill. First, please take up your recuest
personally with Captein Hastings, R.N.o and see
if you can clear it in that menner.

..‘G.C.M. ' Cjzi;éﬁy/’

Incls.

L
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" MILITARY INT LLIGE'CE SERVICE
WAR DEPARTMEHT

B

2/23/43
From: To:
; : The A. C. of Su, (-2 euliicwsssces;
: uecrotcr,/, G-2 Staff o
g = : The Chiel, M. I. 5. :
1 : Executive Officer :
A :+ EXECUTIVE GROUP :
; : Military Attache BEranch :
4 . Irs ’ .
: : Personnel Branch :
: : Finance Section :
A : Geopolitical Section :
; : Chief Clerk :
A t Nlecord Section :
) : Hail Reom :
3 .
1 : INTELLIGENCZ GROUP :
{ : MARIC :
3 : ATC :
' H Dissemination Group : ‘
¢ COUNTIRINTELLIGENCE GROUP :
t FOREIGI LIAICON ERANCH :
. : i
s TRAINING ERLICH E
: Translation Section : :
1 : PSYCAOLOGICAL WARFARE ZRAICH &
: ! PRISONER OF AR BIANCH :
wmy . s ‘ o
i: lAI-JOu, BD LCOJ -Y;fPL : '-'-;
: SECTY., INTER=-Ai{IR.DEr.ED, :
¢ SECRETARY, GEMNERAL STAET :
¢ EXECUTIVE OFFICELR, T
t ADJUTART GEWERAL'S OITFLCE
_ ¢ DUREAU QF PUBLIC NELLTIC:S
; : Necessary aclion :
; 1 Preparation of reply :
i + Recomnendation or remark s
b t A5 2 matter of prinary Int. _
: Hote and return ;
: Information :
: Mail Woted Lt
¢ File Sipnature :
Gen. Strong: Memorandum for your
sipnature to Captain lHastings, making
1 formal request for teaffic and collate:
‘ al solution data for Uperational !
Bxploitution of Yerman Army wund Air ¢
4 Force Traffic.
£,
q :1 e LUIVM

! o C.mac
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; ./ M.I.80 911, sB/cvic/hr
. Tl i B 72662
STAYBACK » 2 WSS
- ..'ah,: P e /‘":\ m E
" ) ) ' oy -'Jmn (. ﬁ'a {
' Ty aulherity A. C. o
. Late.......5x28=43 __ (OWC~
' Cﬂi . -I ; Fobruary 23, 1943
J
f

IERORALDIS FOR CAPTALK HASTIHGS:

SUBJELT: Oporationsl Bxploitution of
Geraan Arsy and Air Force Traffio

1. In accordence with tha uishos of §ir John Dill
and at the direstisn of Uunersli targhall, formul roquest is
ngreeitn uaae for tat orerils and collisteral solutiun data
ymilen w1ll enablo Ariiugtun Lall o svlve Gurswi -imy nnd Alr
Force "IEY" rossazosu,.

2. I ux ipformed thnt by she timo Ardinzton 2all
is in u position to undarsake the day to daoy colution of this
traffie thare will boe in goeration w dircet cnble sontoet
with Bletochloy Park ovor which this vital traflia and wolution
duta mny Ye pussoed,

G0, Vo 5UT0LG,
ajor Voneral
.‘l- U. \If 5.’ U-z

————
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LETTYR ADDREUSED TO FIELD WAPSHAL SIR JOHM DILL
BY_CHIEFS OF STAFT. ;-
(ﬁ? You hnave alrcady been made familiar with certaiu asvects of the position

betwaen U.8. Army Intolligence, U.5. Navy Intelligence and cur own Intelligence
sorvices in regord to our Most Secret Sourcec by tho steps you took last

pucomber snd January (during Colorel Tiltman's wisit) to clarify tho mattor with-

Guneral Parshell. Copies nf the correspondence you had with him are in our

handa.

In norticular your letter of 7th January 1943 and Genorsl MeNarney's reply
of Oth January have lald dowm a jeneral principle, intended to sover the aubjeot
of" aur ozt Secret Sources of Intelligence, in a most sautisfactory way.

~¢ now vish to meke thitc generrl prinoinle operetive throughout the bBritish
and Lhe Amorican "Y" Services, laying down more specifically sertain pruvisious
uz n dlrective to the officers who have to deal with the mony points that arise
nlmost Juily in commection with operatiuvnal hndling of the meterial in questio:
The iunenvion is to cover all mattors connectod with SPPCIAL and "Y" Intelligent
Inte ree piion, Cryptograrhy and Socurity, fron tho decoding of Axis messejos in
Viwatr nl hect orade cyvhors down to the extraction of Intolligence from plain
HATPRD TR t.--lnphong.' travseittud from slireraft and field ntutions. Ve foel swre
tant b Laerican "Y" Servicez will welcome this suggention os it must be &s
dirr muu. t'or their officers to deal with ours es for ours with tt'ar- and thay

are, ng e gnuv, #s anxiouc aocut security us we are,

Yo dulicate however iz tho tech:aiquc of hnndl:l.ng thia type of Iutelligence
thot i1 absolute socurity is to be mnintainsd it is essential thnt the sane
melhoda should be pursuod by both ocurntries at every levsl and in evary area
concerncd, sineo o leakage At ary one point would Jeopercizo this svurco of
irlelllgence not in one area oply but in all theatres of var an? for all

5 i"i..;h!:ing unrvicea.
“he points cn which wo are anxious to achieve ngreement in oloborntion of
tis: sarrsl agresmont for complute reciproeity reached betwsen ynu and Ceneral

Yurehnll are zob out below anc ve would auygest that you should submit them to
Lo Combined Shiafs of Staff in order tha.t AR directive on theu lines cen be

fanngd,

SO BCID UF GCIEL I}"I'!-.LLIG..!!'JF.

1
{a} Curtalu hizh grade Axis codan and cyphora hnve been solved and, dus to
Lheir cumplexity and valuo for intelligence purpaseg, have boon speclally
handled ns resnrds cecurity. These ars specified below;und nre the
rowrees I'resn whicn, end from which nlons so cailod $PYLCIAL INTLLLIGENCE

fn dorived. They urep~
{1} 211 forxe of Gerxan Enlema mechine cyphors used by the Gorman

fi=vd Forces; oll forne of 4-vwhusl waifma caciine adepuad for
J.rman Secruet servise and Nilitary awd Paval atvtachos.

1= - . Sty A et - Eal b A i R e 1:“!!'-"-‘
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circunstances dictate, in mutual agreement., .

i

.(1i) All forme of German Secrét Telsprinter Machine, 1. e

. - : oo . . -2-

(111) Itelian ﬁngelin Machine and SIGMA submarine code.

(iv) Japunese Diplomatic Machine (Purplﬁ). _ o C
(v) espanese Naval Code inown as J.M.28, . '."

{(vl) Jupanese tillitory Attache Code..

Other cyphoers nay hLe ‘added to this list by elither country as the -

LTATION OF SPECIAL THTELLIGHICE,

(b)

~he exploitation of items (i}, (ii) eng (iil) will be left in British
knnds in wull theatres ol war in Euvope, or in proximity to Europe, or
where the Commmnd is Critish. German Kaval Enigmasubmerine keys will
continuo to be exploxted by America, end thc dr:tiah af now,

Item {iv) will be exploztnd mutually as at present.
Item {v) will be exploited by Americas in the ¥,W. Pacific (ccngelrtly
with the british unit in Anstralia) and in the Command crem of the

U, in C, kngtern Fleet by the Britirch,

Item {vi} will be exploited mutunlly es now. !

DINTRIAUTION AID BECTRITY CR SPU'CIAL AUD "Y" INTHLLIGEECE,

()

(<)

(v}

Britinh or U.8. Commanders-in-Chief of Navel, Military or Air forces will
roceive all SPECYAL INTTLLIGENCE necessary to them for the conduct of
thoir operntions from oithar British or U,5, exploitation centres es may
be mutually agreed. I

Tho diatribution of intellitence from the sources in guestion will be

- peveread by the funcamental prineiple that distribution will be

restrictod to the minimum and will therefore be confined solely to thosge
who require fo receive the intelligence f'or the proper discharge of their
dulbion. ,

A1) raciplents of SPECIAL or "Y" Intellipence, whether British or American
O rigers, shull be bound by the same regulations, the regulations now in
for¢e in the thestres of war where British forces arc oporating to be
neesptod at the presont time. If at a later date aither country wish to
w3 3ify thiem in the light of further cxperience then this may be dono by
reitan b ongeeomont, The axtension tu officors of a knowledze of the
nriztemee o1 such 1ntelligence shall be corfined to ac liuited n number

s porsible and restricted to tne levels of commmnd in conformity with

Lhe nbove mentionad regulatione. Urect stress is luid on the prizciple
vt Ltellicence from these cyphers should not be intermingled in reports
with tpat Trom olher rsurees, IT, bewsver, Lt hecones imperative to do

w3 the winle munt he treatod as 3“ CIAL LNTRLLICENICE nwed piver tho oame
strictl, limitad dicteibution. Undor no vircumstances is it pormissitla
b pans SPTUIAL INTRELLIGITCE in a eyphor which cun be read by other then

the nuthorigeq Yﬂclpiouts.




@

() Althcough mw" Intalliﬂonce is not subjeot to the sama atringont regulv 1ons
ng SPESIAL INTELLIGEICE, since the two wre closely connactod, it is
casontlinl to maintnmn a hizh darreoo of eecrezey in tho handling ot ™"
[ntelliygence also. I any action taken upon it and in any documents or
tolegroms besed upon it it is essontial thet its origin sheuld be dis-

guised and the cyphors used for ita :disaseminution abaolutoly secure,

[} dpeclally nppoirted otficera shall have full acoess 1n the ®ritish
Admirally, Mar Offico and &ir Ministry to all SPRCIAL and "Y™ Intelligsnce.
The sume privilego will be extanded to British officers in Ameriom.

con i ATION OVOR BPLSEARCH T CRYPTOGRAPHY ANLD ;lO5T SECHET DEVICES, -
(%) Iozoarch on cryptography and all the means mechanical mnd scientvific
apnertainicg thoreto shall be on en entirely reciprocal bewis, together
with nll cxperiments and’ f':..:".h.nga. C.6. Linigon officers will continue
to bn wnlcome at thc British "Y™ Centre in the U.Y. and from thoso
anircially accrodited nothing will be withheald. - Similerly in the U.S.
quilified British representatives will have 80coss to all inf'ormetion.
!-snh--r t.ountry reserves the right tuv rafuse "exploitation" of §2MCIAL
LELALTIELCE to tho other untll 1t is satisficd that the nsoecsity for
dand exploitation exists and that the information is to be dir.seminatcd
unly to thosu to whom it 1s exsential.

CCUTL ALY COORDINATION OF THE "¥Y" SIRVICCS.

(t}  lo9ncrasiur betwean and coordination or U.S. ard 3ritish "Y? offort must
Fules: nlaca at all levels, tectmical crmfﬂr,raphic information beiug
uxt.lm.'--_;-s..l mutually at the samne levsl and each country to acree not
Lty .lrcrnde such information or the intelligence derived from 1t bolow
taxt Leval without autual agreement,

-
-

—
P

hsch gountry shall inform the other of' the um,:loyme-lt a.nd soope in
snch theatrs of war of thoir "™Y" upits In the fiold. )

7th Uarch, 1943,
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DEFIRITICKS

ty" SPRVICE., The branch of ull threo Servicen which %8 concerned with

intercupting, docoding, interpreting, greding end dissemination of enemy

{nnd ueutral) si irnals, and the use of D/F_nppnrntus for establishing
locniimms of enemy tranﬂmltters.

SPLEIAL INTELLIGENCE, Certain cnemy oyphers have bean planed in a

opecinl- category, owing to their importance and difficulty of solution,

The intelliponce derived from these cyphers is knowm as SPECIAL INTELLIGEXCE.
Such matorial is treated with most stringent segurity measures, a copy of
which is attanhed hereto, ' -

" LNTELLIGENCE. Intelligencb derivad from the solution of lower grade

cyphers,  Such oyphers may under certain circumstances be-upgredaed to the
"special” elass. The digrsemination of "Y" Intolligence is wider though
always trented us Host Secret.

Vharews SPECTAL INTFLLIGEKCE is confined to a very striotly limited muwber
of the most highly place offiners and ir meinly of strategical importence,
"{" Intelligence may be used tactically.

AL DIFA*IO‘" has no commerciul significauee but it used to cover the

Gneoding, ictorpretation, grading end disseminotion of all intolligence
dorived’ Ir01 the activities of the "Y" Service.

Curtein prefixes are used in the digsemination by telegram of SPECIAL
el LIGENCE and these prefixea may ococur,.leosely wsed, to denote SPLCIAL
[nT8l LIGFECE in seme of the documents that have from time to tims been

uxchanged with the U.S§., authorities,
They ares=

UILTRA = SPFCIAL IUTELLIGENCE passed froum U.X. abroad or
to ships et sea,

ZYUGTIC =  SPRCLAL IBTFLLIGENCE originating from Melbourne,

e e T

SENAR = * " " "  India.

SWELL " " " "  Yiddle Last.

Py RN |

i

s weyr o

=t S ol z N
. - — e

k Cthera will be allotted from time to time as necessary.

lio prefixes at present oxiet for "Y” Intelligence.

1 26th February, 1043
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B
OFFICES OF THE COMBINED CHIEFS OF- STAFF 'ﬁ'ﬂ"‘ﬁfﬁﬁﬁ—'% ;
WASHINGTON i J

-'ﬂ-

! February 26, 1943, «
i : T

!
MEMORANDUM FOR MAJOR-GENEKAL GEC, V, STHONG4 3

SUBJECT: Operational exnloitation of
German Army and Air Force Traffic.

In accordgnce with your memorandum of February 23, g

1 forwarded your request to the Director of the Governmcnt Code Y

and Cipher School and have today received his reply stating that
the whole .question has been referred to the British Chiefs of

Staff and is now under discussion with General Kroner.

it 5 "'

i SIS

_.
*  cedmda

E,G, Hastings,
Cc.pta in N R.N,
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WAR DEPARTMENT—OFFICIAL BUSINESS

OUTGOING CLASSIFIED MESSAGE
MILITARY LNYELLIGLNCY SERVICE Data _Moroh.8,. 1948 cmerm—t"

@ R B g U
. spooial Branch/FncBL/cnc/he v Tolophone 72602 e

o ) i —_— prmdonco m&fmm"_umgj

lusaficatinn ‘liessciciad—Coutdaptial—Fectet)

. . f

wo:  Ue 8. KILITARY ATTACHE

semn mgneustanmne i

LOLGON, LXGLAND

! A UNABLE TG ALuleT YOUR CGUCLUSIGRS AN TO GRAVE URDESIRARILITY
Foit B180a70ll OF RAY HATIELL T0 ULITLD STATES RO 10 I SFE AMY
L wlG SUOURIVY dCULL "'!' VY WISY B JREOPARDIZED DY 2RITISH

DopleNISEING TS TRAFFLC WIICT I DLAIRL EXPLOITED MHETE. YOUR i.';!':"i.Sl'.GE

Vo eas FIRISULI LLSTINGS LANCH 4. FLOUG STNOLG TO KRONLR. EXPLOITA~
Taul OF TRAFFLIC O ADLINGTON HALL £ .2:3.TLLL TU OUR Wiali EFFORT
kLD 1 OWIRIDG YOU PRLGG PRIC POINT TO THD ..I‘.!I"‘ OF 'YUUR A8:ILIZY,
I¥ YOU K. I:D TLCHNICAL ADVICE AND ASSISTANCE CONSULT CAPPAIR
JORUGUN OF THa SIGLAL CORSS et TRISOJAMILY AT DLETCULEY DLRK,

Thio acsouge in on offiolal
business und ia for the publie ’
cerviceo

Content und classification

Haink 1ins: a uuthenticutod by =
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WAR DEPARTIIENT
CLASSIFIED LIESSAGE CENTER

wAR B radaat = et iy
T' /1;.'3.? INCONIMG  [UE Sgﬂ@h?
nlt

®

PRAOBITY

Ppom Anerbacsy Loadon
Toe MYLAD

in reply elfe: 4414, Narea 13, 1043

Have made closmesi contact with very hﬁghau%
antioxity gusi ghort 0 Poime Winister TeIaT & .s.’q*
vaur ingtruetionsy €ih Horeh (Porsconal gprivate for
wi o only faon Broner sxd Hashem). Weaniiy sad
?:Thﬁ&]@ﬂll? iz youxr nam:z "Hd,yﬂ" high poaliicn gske

all »ew urailfic ag wow diregisd D¢ ocent B34 for ome
u?o'“wtlan at 2 mail, The seshababie ancyer at the
nmoAacRt ig el particdpation in UR oo expisitation
in TBAM, X canpot say that your dogirce are uader-
aeood Bat I do 2iand erery indication to maw, URA
adeds for -A*eli‘rewcﬂ Hsvever Dritich 911l neot

A pirezgent agree Lo eiploitatist Ap UHA of rav pa-
cerial procurszd Rere short 8% direct corder fram BY,
The voy cusn bo mnde o appenl to PH 42 you wiah.
IL hut I recomnend waitizg nnell Bir Jobm Pill peto
Bricich Chiefo of 8tall prw o;o*'tion to lay melcre
Gamepal Harchall o2 vhilca ny cable through Tavtiage
vwas brie? surmerv. I do hope yeu ﬂgpreciatm that .
I cauald not pefuuve offer of ta2 HesCirngm chaanasl
and Rer owr ovh soensity 1 4id mof wish to repoat

——

mooimne threough oup ova chagns: lqu Pavidaons long -
Aoetor Paply o vours amd Beltish Cha@f‘ 34 BLny:

iotter to Bill are ia aty n;ii Qﬁﬁ probanly araive
woaoit d do, 1 an boend w3 231 von Lpa Redbich

Aany egreal ﬁﬁ@rc Ly Sawoer:l Xorghnlls lottor Oth Jop-
wnxy £3 to Six JgHobp PLRL ia whlch ia, Marashall,
arrmac that Seition ealoeid 200 gend pove Taw &nr'en ;
mRUOwini e WA and giniod "isnersi Seyeny aloo

NI ﬁni: gigs®, Fuiinterez2 Ghio letiar surprice

‘i-,:-._-: [ ately YRR - " s Peks -
L‘-t --m"d‘-.-.:& Lot e = 1 1 li—\? '.'.3) ::{. .’Y :-
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4 ' vJAR DEPARTMENT
' * CLASSIFIED MESSAGE CENTER

-' INCOMING RIESSA

Fron: Aﬂnwbaesv Lomdion
Tas HMiLID

I1a roply cited 4414, Murch 11, 1943
i - o me. You will find Buvidaoa vefers to it.

Faced a3 wo are with defimite rofusal of Brite
ish to give vav German materlal for explolvation in

k 34 I believe your ult&uuﬁg ohjective is ncir pore

] ) likely to bo walinsd by i¢he atop by stem aethoed., That
A ¥ \mifvsmate contrlbuto espleit kore ag sart of
combined nhee of B Forwacd o oworatic al schslong
inver dovelon rear sceihelom lookipp €O lcnﬁ Kndabittngd]

valnen and 34 omeeiad ﬂnﬂorwmﬁu uv erpiattation ia
S, Ru omnimos s very v“h RY RO% €0 BRing I ﬁs bacon
wy wou wdash dt. 1 have halaed very pwldveuely €

Johaoon ond RBichor vwhao omeh u:““ﬁ“cnv DG v‘th a3
hat methed poenioed htne of witiznda suctese for Ul
whmdend Laslatenda ¢n direet matihed night Jjeospordize
avren proseant arrengoments. 1 anbult that ao one,

suve youwroel?, covld lay BS8A wmint of vievwr hetora
Redtich more frankly and norointeatly ?ban 1 have. !
Thar arag Jécnaat e refuonl your 2@@39 ¢ bt I conndt dotost
the -‘"zhhggu hoatllity tornerd your or 4&& i their ro-
fugal $o poraig rapioicui Lesy 05 chils troaffic im 3A,

it i JQP‘ Eod TEeY raXnwal i pased seleiy on prelogie

lup ef This wital 1ink to gmeratizar ond hag wmothiny
vhatever €0 do wilth lach of ¢oufidzaca in your ”ocu“ity
1¢osiy, 1 &'!u seon how Pridich commaaders are haadled

In thile patier. It in movere apd postrictive backed

by orgores oF yriﬂﬁ mlnlstar.,

-~ =a3

T

J : 1t erly remaina fonr you (o cfae here yorrsolf
! grd daydie Four ToMs en P'nga to Tk mrsiq I conld
- . HROE peaormesd MLy ong olud onmving gnedot ve hoep the

Gechnieal poople aiways ou vho job da g Both placeg.

We will pechobiy loave hendon afternoasn 12¢h

3 end MAIiCary Attaelnr wi3L ﬁajerm Fou exgel tine cepar;u

.; wra. WwiElle 1 fe npot onpuch funther wenly Teon y weta il

| . l
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SECRET

WAR DEPARTMENT
CLASSIFIED RIESSAGE CENTER

ﬂ?\ﬂ@@uﬂﬂﬂ\“@ NESSACE )

Pron: Anopibassy Londop
TG MILT2

in reply cite: 4414, March 11, 1943

np““aciate czble moyimg you hauve rocoived thds.

llo Sig
HLITIONS  CEV. STUONG
- IN-§523 {11 ¥ax 43) 10292
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WAR DEPARTMENT
: HEADQUARTERS, SERVICES OF SUPPLY
: OFFICE OF THE CHIEF SIGNAL OFFICER

WASHINGTON, D.C. lLiarch 17, 1y43

\

& \

1T..0RATDUL for Colonel Corderman

Subject: Traffic Exchange with B. S« C.

1. Attachod to this memorandum is & repert shoving
the velume of traffic received from and sent to the British
Seeurity Coordination durin: February, 1943.

. 2, Troffic received from ond sent to Britich Security
foordinotion represents messanes exchanged vith both the Britisn
and the Canadianse It is impossible to state exactly how many
mesusnses wers oxchan~ed twrith cach, inasmuich as the British Secur-
ity Coordination office in How York rearcsentz both the United
dingdon and Cennda in $reffic exchienszes In some ceses o xiven

(1 H

nessu-e forvarded by this office to Briticzh Security Ccordinntion

iz ineended for Conadaj i other casep Tne messars nay ve intsnded
for Britain; and in guite o nmumber of casps the one messase moy
be intcended for both Britain and Cenada. This gection forvierds
¢ach day to Britich Security Coordination such treiiic as is re-
miested on the combined Tnited Einsdom=Cancda list, leaving tae
final decision us to wiere the messaze shall ultimaiely be sent

to British Security Coordirction in ifew York.

3. The agreement tc exchense intercepted Diplomatie
¢ traffic on o threce=-viny basic betwneen the imited States, Cansda,
and the Tnited Kin~dom was rceched in a ecrnference held at Arle
iazbon Hall Jenuery 15, 1943, altended by ropresentatives of
the Signel Security Servieo, Assistont Chief of Staf'f (-2, the
Tnited States lavy, Cannda, and the United Kinndem. At that
timo it vuns decided thet each country would e provided yrith
Diplemetic coverage schedules of the other countries and tha
from these schedulas recuests for traffic would be propareds
Thig aoreencat has beor in elfcet sinee thot tine mnd trafiic
has been exchanred reqularly cn thet basise Revised requests
arec prenwred fron tinc to time by each countrr to conlorm with

enongcing coverass sehwdules.

4, The cxechanse of Japanese Aray traific botween
e+ Bho United States nnd the United kingdom orisinated apvroxi-
BpEVICTORY pately two yosrs aso wid hag eontinued civee thoat tiwe., At
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the present. time this office is sending to the United Kinpdom
gnpanese Army traffic intercepted by llonitor Station 15 vhich
rapresents avproximately 40 per cent of ell the Je cpungse military
tratlic intercopted by jfmerican Zimy intercopt staticns, ULhis
trarlic is relayed to Britinh Security Coordination the scme day
it renchoy Arlington ilall, In exchonie e receive the tobol
Jugmese Army intercept irom the two Canadian stations. In addi-
tion, we rcceive more of this moterinl from the British in Indie,
and throurh our ronrecentetives in tho Centrel Bureau in Austrelia
v recoive further intereepts copisd by Auwstralion stotions.
Fven thousi some of thic troffic arrives hsre several weolis after
ingercurtion it still hos-much wmlue for the trallfic analysis
scetion an well as Tor "BY section.

S5 At the prcuent time the exchaup ge of treffic bo=-
treon Arlin;ton noll Station and Biitish uecur:L‘Ly Coordination
is consined princivally to Diplomotic cnd Joepancee Army materw
inl. <o giccoatinue tihe oxehanre e'-r“enc:';'l_t__ at this time _would
cut off v wery vn.lt nble ..ou:'ca of trese im ")OI"bunu tioeegs DBe-
eouse Lhe United 1’111:&0*11 has moritor s‘c'w.t* ons in ereas which
nt present are uot covered by fmcricen intercent steatiens, ve
are anle to rocoive [rom Iritein reny messccos which ve could
noi othorise hope B2 o~te iz n.-:;l:.cs narticulorly to trafiic
trenemitied vathin thy centinent of ¥urepe wincrec leovmITequency,
lat-powsr:d ctubions snn bo neard oy Jrilish '-:cﬂitor giations
'uc.-c.tu.,o 0. their relatively close position but which Jdmorican
nonitors #ail to receive, 4ihus, .we ot from Jrvtalu wugh of

< the trallic entnating rem S‘.mdcn, E-n\.._.x, Svritzerland and the
countrics of Central Xurope wnder German domination.

6+ Similerly Jozonese Army trafflc roceived {rom

¢ Uritein and Connde renrc sewi;e anprozirately 30 ver coent ol our
tated volume of intyresnts of thiz tynes The ..cud*_r ol such
tralfic Ly our Graitie Lu'-nlvstr- orovides us with mony frequencies,
eireuits ond o shier oporationcl éutn which our ovm intercernts do
rot aflord. Zritisa 1".-cerc.r.r~t.,, for exmanle, cover Burme,

v *hailand, (.l'-:ma and the Duteh Bast Indios mueh Detter than our
American intercept stotions are able to dos. .08t of the moter-
izl recoived from Canecda, India, ond Austrelin rcprcscnts trofiic
not interoevted by our ovn monitor stationc. .The dersrec of dupli-
clt-on - e'suro.c...n._tcly 10 per cent =~ rothor thon rote uraing

affio annlysis or eoryptantlysis serves o useful purpese in
chr‘c!:x.ﬂ'- —-"rulcs and venfym doubtful informotion,

7. 1o i‘ac‘li toto the tronsmigsion ef oxchonre traffic
hetieen Londen snd Dritish Steurity Coordinetion in liow Vorl' it
iz plamied Lo hve f411 tinme eable facilitiss awvuilable within
n short Hlao.e lion Uhin cable boconecs opcr.';'.'i:i‘:'d == on or choul
Tnpeh 3l -~ Brigish uctoeriel will be trancoritted over tict elir-
¢t fvaq Lowdon te bow vcrl' wid trerco retaved to us vy tele-
wrees  The teletyne eireuit linldng Sinal Securidy Scerviee
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vith tho British Seourity Coordination office in Mow Yerk is
already in operation. At tho prescnt time much of the traffic k

wo reecive from Cougda is forwarded by telet pc from Ctiamm '
to Britisit Security|Coordinution in itew York und relayed oy .
teletypo fvom Uritish Security Coordination to us. Similurly, &
British traific now; cabled or air mniled to this country is
forvarded by teletype from British Security Coordination teo ]
our off'ice. Iraffic vinich ve gend to tho Britisn und Conadians :
is trunzmitted over this toletywe ceirouit to liew York, and re- -
- layod f'rom thore to Otiowva anqﬂ:r London by British Sscurity K
Coordination. i !

8. ‘During the period ve have been exchanging diplomatic 4
traflic vith tho United Kinpdom mueh of the watericl has not yet
wrrived from Londen, becauso of the delays invelved in sending
this material by soa bos. the use of the cablo eircuit contom=-
platod for this purpoco will overcomo such delays and show e
rreator volume of motoriml recoived coach day fyrom tho Britich.

He 1.cD, Bfown
nejor, Si:mal Corps
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Arsnatina
Hel;duwn
Bolivia
Braznil
Hul o
i le
Chiua
Calambin
Lenurls
Minluand
Mrmaen
Giernany
ypong
guutenala
Lo ey
Tl

whaaan

L enclhiurloio
" axico

R EEPLORTH
Poryrn Tugy
Peru
Poland
orbuzal
eannia
dusnin
Grnin

meden

Hnitrerlmgd

Tandlond
Turley
Tenanuclis

Tunerlnria

WOLAL

Fidlda
1 -7

6%
f

4
8
15

29

23
13
155
G4
ed
43

2R

2150

.
-~ H
'5—-"‘3

DIPLOATIC
TED. FED.
B ~ 14 15 - 21

N

13
B
21

12
647
463

Purple
J=19
Li
J=22

liiscelloneous

(CA,YO,Plain
Pext, ctcs)

36

23
18
110
i
23
55
b

12

59

o
(L Y-

Lo

-3 1 D gm
GNP <

L]
o

%2
1

“»
£+
L ]

vai'f

TRAFFIC ST T0 BRITISH SECURITY COORDINATIOH
(CAADA AITD USITED RINGDO.I) DUNIF G VERIOD FEBIUARY 1 - 28, 1943

YEBe

22 -

03

=
= o

732
449

13
272
1457

B L

28 TOTAL

306

44
2002
1941

25
27
1

-

49

€16
3688
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freontina
Chileo
{igraan
Jupan

TOTAL

Jnpun

Army

Hvy

Jia/ 0
TOTAL

Dinleomatic
Corrmerein]
Filditeay
Abtacho
denther

Jap. rilider

Py
LR V)

CCLJERCIAL

Fil. FEB. FLiB.

8 =-14 16 - 21

6 3
1

1
1 10
B if

MILITARY ATTACHE

TLBa YEB. FiB.
1 -7 & - 14 18 - 21

316 177 61

FitD o W8 PP
1 -7 3 - 14 15 - 21
6 A9 a9
) ] 5
[ 3 €5

JAPAUTSE ITTLITERY & 1TAVAL

FyHiN FZD. B,
1 -7 8 ~ 14 15 - 21

8831 6455 g240
3 15

15
Ta50 6310 6255

RCAPY TULLTION

N B, FiB,.
1 -7 . 8- l4

GOG G5 574
1] 14

TEB.
22 - 28

s a

FEB.
22 = 28

235

TFE3.
22 - 28

2l

e
{.'1{ [

YEB,
23 =~ 28

61256
16
51

619%¢.

ala 177 Gl 233
4 51 BG 25
W35 5510 GaBs ¢102
L7 GY i G U
W Wty ¥ "MW
G R
Lind JOo ATy TRY &L - rﬂ_v o

TOTAL

o 1=
b’.'np-l-'l-'to

TOTAL

766

TOLAL

125
&7
171

TOLLYL

27691

36
__ 66
27705

TORAL

1945

25

36
171
27705
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FBa
LETTO l -7
hr;unting S
Lolivie
Brazil 5
Bulsnria 2
Cihile 17
Columbio
sinlund 1
SrEAGe 168
Goranny 173
hunrory 1
Italy 21
#Jman 154
manchuluo
Foru
Porturel 6
Ruwnanio 4
Russin .6
Sonin 18
Svroden 1
Wwiitserland 23
Theilend 2
Tarley

R T T

CAIFTIC ICEIVED 0. BRILISH SECURIYY COOKDITATION
{CAADA ND WiITED KIiGD0) DURILG FERIOD FEBRUARY 1 - 28, 1943

WITAL 808

¥ ZTneludes mecsaves fran venanoese Yar sestern Diplonntic not

Sibﬁu?

DIPLOIATIC
I'vB. TEB.
8 - 14 15 -« 21
19
i |
& 3
17 14
72 1
1 2
16 3
168 535
Purple 250
J-19 258
LE 203
J=-22 1
Y0 1
1'igeellnnoous
{Pinin text,
press, otc.) 226
als
6
1
27
183 14
R 2
() 3
7
365 378

IEBe
22 - 28

2

oy
= QWY o,

14
469

A
R N S LN

A L Y FT e S pIR T

TOTAL

30
1

5
2
2

ed

. —————

Cpm e = -

e A wrom

- i e ——— i



U T LIF F X, TP 1)

COLENCIAL
FEB, FEd, 0y 04 - 1Y
]
fr,anbinn | & 1
Jul cerie 1
Ll i 9
Traneo f 3
Coriugyy 107 ) 42
ey 1
JL ) 22 S
BRI sce 1721
bapbrienl 1l
e Qe S 3
S.oltnerlend _ 7 1
WOTAL asT 78
PMILITARY ATUVACHE
il Pyt I ma,
1 -7 0~k 16 = 21
S 2 320 150
. JAPKESS FILLTAE & TAVAL
3. il ¥EE,
1 -7 8 - 14 15 - 21
Loy 5275 9254 617%
iuvy 33 b29 Gl
JLy M e 1372
T000L 54 N o) 7622
RECAPI TULATTON
YEl, TER, PES.
l1-7 8 - 14 15 - 21
Dijlouctic 2150 2703 2267
Corzroreinl &Ln7 176
wWilitouy Attoalie a3 350 180
Jaesancgo 1ili-)
tery o Eaval 5306 L1785 A
TOLAL L0os%5 1556 e
i T

FEB.
22 - 28

Ay
- il 8

22 - 28

641

L]
o .

22 - 28
10074
165

1)
1027€

FEB.
22 - 28

3764
Gial

10276
Zutl

-

P -
N N W
OO D =arm b=

&

TOLAL

1253

TOTAL

3o ™
786
1411 :

97T«

FOTAL

12902 -
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1283
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24 MARCH 1943

SEMORANDUZ FOR cOLONEL DOUD:

TOTAL PURPL& MESSAGES RECEIVED (ALL SOURCE&}“*SJL“JL*WJLMM

1 MARCH 1943--23 HARCH 1943 | 443

TOTAL ORJGINAL PURPLE MESSAGES RECEIVED ntﬂ...ﬁ... .l.z;.,p

[ALL SOURCES) SAME DATES

TOTAL PURPLE MESSACES RECEIVED FROM BRIT!SH A
SOURCES 173

TOTAL ORIGINAL MESSAGES RECEIVED FROM BRIT&SH&*

SQURCES . 147 Q

PERCEMNTAGE OF ORIGINAL PURPLE MESSACES
FURHIISHED BY BRITISH SauiE PERIOB

PERCENTAGE OF ALL PURPLE WESSAGES FURIIISHED
Y BRITISH, SAME PERIOD

CARL ISLE G, TAYLOR
18T, LT., SIGHAL CORPS
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. asatnat sndotaga, British Security Coordination was training in Canadn British

Hritish Chiefn of Staff deslrsd to coordinate the work of the U.8. and British

w g -agy

arch 26, 1943

SMORALDUM FOR COLOVEL CIA}!KE!

Subject: Liaison Between British Security Coordimation and L

?Is 4 uem
Sop7
1. In a mexorandum by the representatives of the British Chiefs of
Stnff to the Combinad Chiefs of 8taff, subjnct "Security Heasures in Iatin
America” :::;:Ld that the British Chilefa of Staff were anxiduu"to gee an oand
of Axim machinationm in Latin Amsrica. It was stated that q; order to crants

a security orsanizntion whose mauders could be troined to protect kay points
nf"icinls in key mositions in commanies operating in South America. Iikewise
it »na stntad that the Canadian authoritiss wore cooparating with the British

Security Coordinetion end arrangenents were being made for mambers of Canadian

comnani~g t0 train in the same way as the British. The reprensntatives of the

o —-aed

necurity ornanlnhtions and requested information as to which U.S. puthorities
British Security Coordination should desxl with, .
2. On Sentember 16, 1943, in a memorandum by tha Joint U.8. Chiefs of
SWtnff to.the Comhtnod Chiefas of Staff: the British were 1nformnd that the
Azerfenn Intellipence Ccrmasnd was undartaxinz a nrogram m& adequate

to rert security measures in latin Americe. The British Chiefs of Staff were

o e @ =W E—e——— T

tnforzed that 1t wns the firm convictlon of the Joint U.S8. Chiefa of Staff

thrt the etatue ruo should e mainteined in Latin America, nes the introduction
[y 1 '
af fis third party into the area might neriously imofip the ncecomrlishment of

the projecterd oroeram of the Amerlean Intellirance Commond nnd thus harm thaid

A

b
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our combined war effort. In a memorandum for the Security, British Joint
Staff Mission dated September 19, 1942, Colonel Duff of the AIC was designated
linigon of “icer in YWashington with whom the British Director of Sscurity
Coordination should deal on cuestions of security measures in Latin America.

3. 1t was as the result of these mamorandums éhat contact with the British
Security Goor&in&tiqn wvas established by AIS. Since that time éhe FBI ras taken
aver respotisldbility for plant protection in Latin Americs, and the British have
been authorized to deal directly with the FBI on this subject. ‘AIS has continued
to maintain lialson with the British Security Coordination. From information
avallable it is indicated that the AIS representaotive accomnanied the British
officers and U.S. Havy off'icers on their tour of South America and the=Caribhean
lelnnds at the direction of Colonel Heard. |

‘4, Two incidents in the relstion between AIS and Britiéh Security
Coordination may be of interest to you, First, it is believed that the British
attemnted to penetrate our undercover intelligence by sending one of thelr
agents Lo our officer who 1s responsidble for selectggjagents. Secord, the
British were particularly anxious that Colonel F. M. Harris should continue
the trip around latin Americe with the British officers because the 3ritigh

Q,C.C,c‘lc(vr—; .&l fna i ""pﬂ‘l"'ﬂﬂ"?_'
were ablqito obtdin from him more informntion concerning our system of under-
|

cover intelligence than rrom any other officer.

b. From a relieble source it is stated that the British have permitted

. e ¥ (\,l.a..u\,t
0SS to use their diplomntic vwouch“ig Ar~entina to the U.S8, “Yyuihifwsents

Thia i@ interesting to note, because 0SS is)by directive)forbidden to enter the

fFrrmane v

Latin American area. [ , e R LT :
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From: USFOR-London ! .
To ¢ War . .

in Reply Cite: B288, Harch 29, 1943 , F |

Believed inexpedient Tor (uoialp Roy B M " ]
Johnson C417580 Sigpal Corps to bhe withdrawn ot ' :
grezens station unless replacement be provided T K '
first., Ageead to by Briiish., (cite ETAGO siga~ v & o

T T _

cd Andrews) your R 5949 Masch 251600Z 5P313, nowve 1
ilost ndvantapoous to keep SIS comtact at RBF. o .‘._.'z!
: - .

Cug~cat cowsuli Geaeral .iGroner whe is cognizant ;
ol situation. ' ; .. ,

No Sig, ol L .
’ h-A Vot ‘ '
¥ | ;
Na o |
: LA <
FOCTNOTE:  Reference not identified im WD chC, (= 1.0

v e | i
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Proposed Basis for fgreement with the British:

h. Crypteanalybic and Gr},'n‘wgmnhic

1. Full inteldipence “of t-rvpt.andlyhc data, in-
cludinz machine deviees, covering all "M intelligence and
wyt inference.

iy =T

2. As to special intelligence, wie should have (a)
mutuality on Purple and JuA and (b) freedon to develop our
own technique for dealing with Enigma snd Tunney, the British
to furnish vs with some traffic and some cribs to help us
develop contimuity, eventually working into a supplementary
position so as to improve joint coverage,

3. Cooneration on cryptography (includirg keys,
systems, and mechanical developments) on 2 caselbasvs orly.

B. Intelligence \ \3

1. TFree and full interchange, with due regerd for
securi ty, of all "Y¥" intelligence and "I" inference.

2. Tree end full interchange of all snecial in-
tellipgence of a divlemetlc or semi-diplomatic nature, including
Enropean clandestine.

3. As to speclal intelligence of a military nature,
vwe will folluw the British proposal, except that the tar Depart-
mert should have the same status as the Commander in Chief of
a {i=ld force, and therevy get access to British special military
intelligence on the same bzsis 23 our theater commanders do,

4. Follow the Sritish proposal on intelligence liaison b
officers, but also we should have access in Britain to the foreign
office, ircluding the Sesret Service at St #lbans,

7T
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FRELDOX ALGIERE _
OUR APPAPRATUS FCR ¥WOPE QI GERVAI BICH COLHALD HASY TRANFIC 1});.3'3-0TE'0
TO BE READY BY LAY FIRGT PD IM ORDER TO DEVELCP TUCLENICAL BACKGROUND
IR CUR PIRODOSLD !.'.'J’.I'I..UI'.'.'}-.TI\'J!I CF THIS TRAFFIC PAREN TC COL IAYES
FREDDOU ALGICRS FROU GPUIS DeSE VT ZIGNYD OLISTEAD PAREL T VISH TO
EXCu Ix ALY SPOUXAL INTRLLIZERCE RUSULSING FEON G.C ALY € S LYPLOITATICN °
OF TILT TRACFIC RULATING TO YOUR THEATLR LD I'OYW BEING FURITISEED .ﬂ.'l:"HQ
ALD TF SO DOUDGA THAT TYPELG COLaA TG WHAT "’X'.'I‘L'T'T COHEA AND THROUGIT
CIIRT CTALYTLS ARP TURGL RTSULTS PURNISHED THAT IS vl ..."“i D1RE CTLY.

TC ¢ TT0 R DIRECTLY TC YOU

SSLD IM SPLCIAL BADA SYST.N . . . .

(2l
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INCOIUING JMMCOACH Dato Ciled APRIL 3, 1943

Time Tiled ?ﬁqsf—_:m
FpRo: PUREDDYS ALCGIBRS —— m——

e, “FA TS N4

Ry 1142

pomn CoMpLOTY AHSWER YOUR FIVE ONY ZERQ LINHUT POR SPSIS PPT SPEIS

DASED ONE FROL HAYES SIGLED EIGEE HOWEE CAN BE GIVEN IT IS LiCST NRCESSARY

I BY ADVISED CONCERMILG YOUR AGRUITINNT WITH GO ALD C8 CCRCLRNILGT YOUR
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pPlense rewrite this co that we will be sptisfied.
Gon., Strong says he wants to inelude full, freo, and .rark
tr.terchanre of technical data, solution data, and military
foterontion; put in under heading of "exploitation” of
speainl invellipence only whatever we think is reasonable
and practicrblo; in the heeding "auplication” {employment,
rennlting action, or utilization to us) make prevision for
ur net only te got it but also to use 1t; pive due regord to
all phases of socurity; be roasunable and conservative.

~s will work or & copy over here and get tegethar,
and reconcile our differencos before we submit the paper to
fien, Strong. ‘
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LETTHR ADDRE"SED TO FIELD YARBHAL SIR JOHH DILL

BY CUIFFS OF STAFF,

Fa
You have alroudy boen made familiar with certain nspects of tho position
botwopn U.S. Army Inteiligence, U.S5. Havy Intelliponce and our own Intellipence
Servicos in ropard to our Yont Pueret Sources by tho stops you tuck last
Nusombor und January {during Colonel Tiltmunts visit) to clarify the mattor with

Gonural Lutrshalle Coples of the correspondente you had with him aroe in our

indsg,

In purticular your lettur of 7th January 1943 and Coneral Meliarney's reply
of 9th Juwnuery have laid down a general principle, intended to cover the sub ject
of our Yost Sccrot Sowrcos of Intollijence, in a most sautisfactory wuy,.

To now wish to make this renoral prinoiple oporative throughout tho british
and the Anericun "Y' Sarvices, laying down more specifically cortmin provisions
ap n diroetive to the officcers who have to downl with the meny points that arise
almost uwily in commection vwith operetivnal handling off the materinl in question,
Tho imwontion is Lo cover all mattorn connoctod with SPICIAL and "Y' Intelli,cnce,
Intorcention, Cryptopruphy and decurity, from the decoding of Axis mousssjos in
Lieir hihost _rade eyuiers down tu the exsraction of Intellijence {rom ploin
linuane tulophony troancoitted from aircraft and field statious. Lo feel sure
that the Sawricen "' Scrvices will wolcome this sy sention as 1t must be aa
difficult sor their officers tv deal with ours us f'or ours with thew wed they
are, g wo know, &8 auxious nbout scourity s we arce

S0 delizate however is thoe tochniouo. of hundling this type of Intelligence
that ir wbsolute sccurity is to be maintained it is essential that the sane
methods should Lo pursued by both countries wt every level and in uvvery area
cuncerned, sinco n leakoge ot any one point would joopurdize this source of
intullizeuce not in oue wrea only but in uil theatres of war and f'or all
3 Fightiny Sorvicos,

The points on which ve wre unxious to achieve ajreoment in claboration of
tho ceneral agroonont for complete reciprocity reuscied botween you wnd Getwral
tarshuall wre ot out below and ve would suigost that you shiould submit thon to
tie Combined Chiefs of Ytal'd in order that a directive on thoso lines cun be
issuoed,

CNURCT R DY SPLOIAL IETELLIGINCH.

(a) Certein high prode Axis codos nnd cyphers have been solved and, due to
thelr complexity and value for intellipence purposes, havo buon speclally
handled us repnrds gocurity. These ars spucilied below und uro the

ey

suireea from which, and from witich alone so calloed SAUCLAL INTULLILINNCE
is dorived. Thcy uro:~ '
(1) All forms of Gorcan kalem muching eyphers usoed by the Gernan

Arrod Parces; all foruas ol 4-wheol Hndgous suachine adeptoed for
[ . L
Uorat Beerct Service wad Dilitery eaid Luvel Abtachos.
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DEFTHITIONS

1) "Y" SERVICE. The branch of all three Sorvieces whioh 1s concerned with
Intorcnptiug. decoding, interpreting, rrnuxng md disdemination of erieny
(and neutral) signals, and the use of L/p npparatus for establishing
logntiens off onomy trausmitiers.

2)  sercial, InTrLLIGENCL. Cortein armemy oyphers huve buen placed in e
Bpocinl cutagory, owing to their importunce and difficulty of solutilon.
“ho intollijunce derived from those cyphers is knowm ag SPECIAL INTELLIGENCE.
auch maberial is troauted with must atringent cosurity mecuuros, & copy of
whicii 18 attuched heroto. -

3} MY INDLLIGCH. Intelligence dordved from the soluticn of lower g-ude
Cyphoros  ousii cyphors mey undor certoin circumstesces be upgroded to the
“upacinl® class. The dissemination of "Y" Inlulligence is widor though
ulwnys trosted us Loust Scorpt.

Therans SPLCIAL JHTULLICENCE is conf'ined to o very striotly limited number
ar’ thae toust hiprly plece officers wnd ic wmainly of sirategical impurtonce,
"I Lniellipunce moy be usad tacticelly,

4y ™Moo TIoUN" hus no cormorcisl cirnifioance but is used to cover the

'
e ns oy mn e Pyt —

ducuads;, itorprotutisn, grasing and dissceminstion of all intellipence
1 v
du-ived 1rem the metivition of the "™ Service.

Corbnin provixes are used in the dis,cnirut*un by tulegroam of SPECIAL
LETLLLTG 10N and thiese prefixes may ocour, loosecly used, %o denote SPICILL
INTRLLICRLCE du some of the documents thnt havo from time to timo woon
vxchanged with the U.8. authoritiocs.

&
S

They nra:=

ULTRA = SPRCIAL INTHLLIGENCE passed from U.K. abroad or .
to ships at soa.

&YLOTIC = SI'ECIAL INTILLIGENCE origirating from ilellourne.
SITig 2 ¢ " " "  India,
SCELL " " " " Middle last,

Othors wiil be allotted from time to time as necessary. :

o prerfixos nt prosont exist for "Y" Intelligoncc,

a6t Fobrwery, 1243
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(11) AW forms of Corman Seorct Toleprinter Mashinn, - o
(414) Italimn Hagolin Lachine and SIRA wubmarine code.
r
(iv) Jupmnoso Diplomatie Hachine (Purpia). _ 3

(v} Jopaness liaval Codo known na J.N.25.
(vi) Jnpanena Military Attache Codo.

Other ayphors uay be added to this 1list by oithar ommtry a8 thn
olrcurstuncos diotato, in mutunl agroociont,

TXIMLITATION OF SPLOIAL INTRLLIGOMCE.

(b) The exploitation or itoms (1), (41) and {111) will be lof't in British
‘hands in all thoatres of war in Burope, or in proxiwity to Burope, or
whore tho Command is dritich. Gorman Naval Lnipma subuwrine koys will
continue to bn exploited Ly Amorica, and tho British as now, .

1tem {iv) will be oxploited sutually ns nt present.
It.a (v) wiil bs exploited by America in the &,%. Pacliio (conjeintly
with Lhe sritish wit in sustrallia) and in the Corsanl nrez of tho

C. in C. Zastern Fleat by thu british.

l1tom (vi) will be exploitod mutually as now,

UT37T:IPUTION ALD SECURITY OF SP.‘.:GIM: A "Y" INTELLYCENGE,

{c) nvritish or V.S. Comasndors-in-Chief of laval, Military or sir Foroos will
ruculve nll SiCCEAL INTU.LICCHCE nocessury to thon for ths conduct of
thulr operutions from eithor British or U.E. esxpluitation centrus ns nny
be autually agroeod.

{d) The gistribution of intollizence from the mourcus in qucation will be
coverned by the funcnauntal prinoiple that :listributlon will be
rostrictod to thy minimua snd vill thercfore Lo cunf'ined suleiy to thope
wio require to receive the inteulligonce yor the proper tischarye of their
diulien,

(o} A1l rooipionts of SPHCIAL or "Y" Intelligonoc, whother British or imerican
0 Cigors, chnll bo bouud by the zano regulations, thoe regulations now in
foree in tho <hoatreas of war vhore British forces wru uporating tou bo
ucgevted at thoe prosent tinw. IP at e lutur doate olthor country wish to
mauity thom in thu light of furthur. exporiouou thou this muy be Jdona by
mtaul mprvunuut.  Thy extension to ofl'lcurs of a kunowledge of tho
uxicivenge of such intellizonco clmil be confincd o oz linited o number
as poLsible and restrictod to thy lovele of corymad in cunflorslty with
tho aloevo uontionod ru;,ulni:ionu. Lroat octross is lald un the principle
et intulli~unop frum sittoo cyviiers shoulil nob be irtt-minvlwi ia rogorts
with tant fron othor usurcos. 1, h:r'n.vur, i ‘noc.u...cu lay»raSize £ty do
wo U6 wiale st bo Sreoied as 8FLULL ALT JREL and rivet: tho sano
strloli. liudtus dislrivution. unaur to uirm-... Shagbhz 18 Lo o iiednie
Lo pita LLCTAL JRTILLIC. D du o eyplwr vhick can be 1'cne b obbar Lhaa

419 authurlssd rooipiota, i ' ‘
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(£) Althoush ™Y" Intelligence is not subject to the sawe stringent regulations

(c)

UnaP,

Y ) - | >

as SPECIAL INTCLLICELCYH, sinco thu two are olosely comneotod, it la
oasontinl to maintnin n high dogree of esoreay in the handling of ™"
Iutulligonce alpo. In any action token upon it and in any documonts or
tolugrams based upon it it is ossontial that its origin should be dis=-
zuiged and the oypnors used for its diysominution mbsolutuly secure,

Jpaciully wppointed officers shall have full mcovsa in tho “ritish

Aniralty, Var Officu and Adr Miniatry to all SPECIAL und "™Y™ Inteliligenos.

Tho samo privilego will be extended to British offiours in Amorloa.

PATLION OVIH BUSEARCH TN CRYPTOGRAPHY AND ROST SECRET DEVICHS,

(h)

c O

Rosoarch un oryptojraphy and all the moans moochenioal and selentifio
upportiining thureto shall bé on an entirely rociproonl basis, topether
with all exporimonte wnd findings.- U.8. Linison officers will coutinue
to bo wolcono at tho British "Y' Centre in tho U.X. and frum thoso
spoolally ucorodited nothing will be withhold, Gimilarly in the U.S,
yualified British revrosentatives will havo nccess to all infurzatiom.
Eithor country rosorvos the right to refuse "exploitation” of SPRSIAL
10E: LLIGHLCY to the othor until it ia catisf{icd that the noovsgity for
dual exploitation oxists and thet tie informotion is to be diszominated
only to thosu to whom it is eusentinl.

RATLON 20D CCORDINATICH O THE "Y" SEHVICLI,

(1)

(J)

Couperation betweon and ovordination of U.5. and British "Y' effurt must
tuke plnce ut ull lovolo, technicel cryptopraphio infurmation bolng
oxchmigod wutually ot tho sane level aud ench country to ajgree nuot .
to Jdujroade such inforantion or tho iatelligonce derivod froa it below
that leval without mutunl ogrcenent.

lach country ahnll_inform the othar of tho employmont and soope in
unch thentre of var of their "¢" units in the fiold.

7th linrch, 1943,
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1 HEADQUARTERS ARLINGTON HALL STATION -
ARLINGTON, VIRGINIA 8PrSI8-1

DATE: fpril 3, 1943. - -

THFORAL MEH0 PRt Colonel Clerke.

1. It ~anoara from the second paragreth of the
Dritlsh document 1wt they huve seized upon cnd
are rroposin;c to exploit to the fullest soxe’hing
which Genercl iciarner arld in 2 letter deted Jan.
9, 1943 to Field hiarshel Dill. -

In ry proposed draft of pn agreement with’
the Fritish I hove omitted the five preliminery
poracTepns of tieir peper, since I thinx they have
nn pluce in » formml zareerent. .

cE o wm Smug,

WAC
. Presion Gorderman
Colonel, Signal Corps

' Comanding
- - -y _
RBHPICTID _CONPTYEYTTAL SECRER |
aprearrall . %‘5?’ *

OQhime T .- R TTVRyrper ey
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1 .
) 2nl. Corderman's "points™ re the cownterproposal to present to
@ the British.
1. Vg wnut to dznnnd on several of tho narnuraphs thet have been
j included in tho British docunont.
; 7. Un want to zwnnd the whole tu includn not unly tha field of
J eryptannlysis but also aryptovrnphy.
3. Te have converted this te Amsricnn fron Engllsh. Y7o. inoludo

n definition of oryptography and cryptenulysis.
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ST GONCKRIEING COOPERATION I ALL MATTERS RELATING TO SP‘:‘CQ
» AHD TMFFIC ANALYSIS Ti INTELLIGENCE
1. Certain hiph grade Axls codes atid ciphars bave been solved end,
A o Lheir conmplexlty and velue for intelligence vurposes, have bLeen
oertebly Jue nlle.l as regurds security.’ These nre anecl.{':r.ed below:
2. A1l forms ef German Etuuﬁx :-u.cqme ei phers uded vy the
Germen Afmed Borees;.all forns of Enigma Machines adspted
for Gormsn’S cruu ‘.c.rv;iaa “dnd H:I.lit-nry and Neval Attuches.
L. Al for ms oi‘ :ierﬁu.nt:ecre.. Teleprinter lfachine.
T
g. Itallan Hngel;.n ﬁ..u..h...ne and SIGHA submerine code.
1, rnnu,..ﬁ Dip...om..ntir: cchine (Purple).,
LIPS £ u. ue:;c.ll-u.w.l Co-ia kncr-'n as J.N. 25,
:‘_. : e ,n.m.-u uu.Lt...r:.' Ixt‘tache Systen.
"r. p. Joponese Diplomatic J-19 (Fuji) Systenm.
h. Germon Diplomstic Keyword System (Floradors).
OLher systems mwy be ndded to this liat by either country us
e mirarssimes: dictate, in mutunl egreement.
EYPINTETIY AR PEGTIAL DITRLLIGRHCE LMD TA THTELLIGRHCE. ’
Se TUUCTAL INTHELLIGLNCE and TA Intelligence in eil theaters will be
o daited conperntlvely st o1l exploitation centers, with e full, {ree, und
Ur.v's dnte reiray 0 of Tow meterlal, technicrl data, solution date und
! eab Vet fubelliprence,
. DL TGTLRL AUD SUCURITY OF SPECTAL AGD TA INTFLLIGENCE .
: 1. UWritlsh or U.5. Commnnders-in-Chiaf of Navel, Military or Alr
T #1111 rocedve nll SPECIAL and Th Intellipence necassely to then for
' el of chielr opovetions from either 1315.1'.15.1 or U.%. axnloltntion
GRSy b mituslly vgroed. There will be zn exchange of liaison
coet P Jar Ui purpose of facilitating the executlon of thls provisien,
: . e Theodinteilubion of inteilipenee from the sources la questinn
: STV Ve vown et by b Cundaments.l wrdineinle bhnt Meiribution will be
: ro teriete 8o bn e pinimwa ond will therefore be eonfined anlely to thosn
! o uir: Lo rveeive Lho intelligence for the proper digchirze of thelr
] R
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'

-—q1-—-
l-‘
Sulnd.

. —t




'.

] ﬂF - n-n._
AFR ST TN

5. All reeiplents of SPECIAL INTELLIGENCE er—2f-Tnitelddpence,
wheother British or American officers, shall he bound by the same regula-
tinns, the ropulntions now in force in tle theaters of war where British
forees nro operating to e ecceptod at the present time. If at o later
dnte vither country wish to modify them in the light of further experience
then this moy Le done Ly mutusl ogreement. The extenslon to officers of
n knowledpe of the existence of such intelligence shall Le confined to
ps llmiterd o mumber us possible and restricted to the levels of commsnd
in conformity with the ubove mentioned reguwlctions. Great stress is laid
on Lhe ineiple that SPECIAL el Intelligence should not be inter-
mliy-led in reports with genorel intelligence from other sources, If,

Ha rever, it becomas imporstive to do so, the whole munt be treated as
nfpYCIAT, I4THLLIGYHCE end glven the samne strictly limited distribution.
Unler no circumstances {a it permlsalble to pees SPECIAL INTELLIGENCE in
a cryptorraphic syster which cen be read by other than the authorized

roclpoients.

6. flthough TA Intelligence is not subject to the some stringent
royeulationa ns SPECIAL THTELLIGENCE, since the two are closely connected,
it Is ensontial to mnintsiln a high degres of secresey in the hondling of
TA Intellisence olso. In any action token upon it end in any documents
or b.derremn based upon it it is essentlal thot its origin should Le dis-
fuiaed aad the cryptopraplie systems used for its dissemlnaotion absolutely
sueure,

7. Specially appointed U.S. officers shall have full access, at all
Pritish headouarters, to all SPECIAL and TA Intélligence. The some privi-
lege will be extended to specially eppointed Hritlish officers at all U.S.
headouarters.

8. The British and the U.8. Signel Intelligence Servicee cre per-
nitbed to investignte »nd to setisfy themselves as to the officucy of the
sactirity mossures taken by the other Service for the protectlon of the
operutions nnd actlvities of the sigmdl Intelligenes service. In particu-
lar, euch Service will immadicztely notlfy the othor Service when one hus
informntion indieating compromises of cryptoyreaphic systems used by the
other, this baviny heen ascertidned ss o result of the solution of enemy

-

communications Limliceting suech compromlises. i

COOPERATION TH CRYPYMIALYSIS, AMD IN CRYPTAHALYTIC, INTERCEPT, D/F, AMD
TA_APPARATUS.

9. Reseurch Ih oryptonalyeis 2nd in the development of: eryptnnnlytle,
intercept, D/F ud TA appurotus shall be on sn entirely reciprocul basis,
topether with &1l wiverinents ond findings, Specirlly mcoradited U.S.
representatives will coantlaue to be welcome et all British Signal Intelli-
ponce centers, oud 'rom them nothing in the field covered by this para-

groph will Le wikthhwld. Similarly, spoeially sccredited Eritish representa-~
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niGial, INTFLLIGEHCE SERVICE. The branch of all three Services
vhirch 15 concerned with intercepting, decoding, interpreting,
¢lassifving ind dissemination of enemy (and neutral) comrunica~
tlows, nd the uge of D/F and other specialized apperatus for
nele Blishing locr tisns und identities of enemy trensmitters.

ceenift TH F‘L[.IGT.&CE. Intelligence derived from the texts of
Tulvud cryptogryns is knm'm a8 SPECIAL IRTFLLIGRHCE. It is divided
into twn en L\.LOiiGB.

a, Tint embracing the cryptographic systems enumerated in para-
mraph 1, which 1s based on their importance and difficulty of
solutlon, Such material is treated with most stringent
=agurlty measures.

L, All other systems.

TA_(TR'FTIC AVALYSIS) INTFLLIGENCE. Intelligence rideh is derived
froa the octuly of comrmuniertlions with a view to penetrating the

r: e Tlape unenn-uosed upon the commmicsntlions notworks for Durposes
o seewrity, .‘;‘-pnclric..ll_v, it involver ihe recoastruetion of com-
sanlesdion uetworks by noting chenges iu the volume, dircetion, and
v, ia of meacngies; ;. correlating the tronsaission fracuencles 2nd
whe fuhins omployed; loeating the tronsmitters; developing the systenm
n' :-:s.-.i.;:nln;; and cranging cell simis; cud stud;ing overators! con-
voeasbbonn within the networks. The Glsseminstion of Ta Intelligence
i" =ldor, though nlways treuted »s SECRET .

TYPIALT TIOH" covera the decoding or deeiphering of enemy crypto-

i.tems cnd tronslating, classifying und diasemi:mtinb the intelligence
v Lved t-hv.rg from,

Gert-in profixes are used in the disseuination Ly telegrum of SPECIAL
PPOYTLIGENCE and thiese prefixes may occur, loosely used, to denote
oSG0 DITTLLIN'USE in some of the documents th:t hmre from tize to
Lime been exelengod with the U.S. suthorities. They are:

ULTRA  ~ SPECIAL INTELLIGEWCE pussed from U.X. abroad or to
ships ot sea.
2YTIC -  OPECIAL It -'IELI.IGFIICE orig:lmtinc from Melbourne.

SIRDAR. - " " Iadin.
EEL - . " " " Jiddle Eust.

Lhars wlll be allotted [rom time to time as necessery.
W0 prefizes ut presont exist for TA Intelligance,
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Liven will continue to be welcome at all U.S. Signul Intelligence centers
w111 from them nothing in the field covered in this peragreph will be with-
5o Inr na nracticable, the securlty regulatlons adonted for the
srptocklon of tho cctivities et the opsrations centers of the Signal In—

L lil~new fervices will be identical.

i‘l"l'lo

ConEnTION _AND COORDINATION OF THo SIGNAL INTELLIGENCE SFRVIGES,

11, Cooparation between snd coordination of U.S. and British Signal -
jntel)isonce offort must toke plece ot oll levels, technical cryptanolytile
infores tion belne exchanged smtually at tha seme level and each country
ta e not Lo lower the classificention of such information or the
inted ilpence derived from it below tihzt level without mutual apreement.

1. ¥ach country shall inform the other of the employment end scope
lnt eneh thenler of war of thelr Signal Intelligence units iz the {isld.

£ W RTI0Y YTTH OTHER MEMBRRS OF TIE UNITED DATIONS,

17, Il is apreed thet bofore enrapging in cooperntion in signel
tnb 11 o relivilies with any other menber or menbers of the United
i Lo, oand b fore [wrnlshing eny of the latbsr with SPECIAL or TA In-
Led 1D e, Lhe Britlsh Signal Intelligence will comsult with the U.S.
tunel intelligence, wnd vice versa, in order to obtain epprovel of the
nrononed action,

coapnening IH CRYFTOGRAPHY.

13, Vhere necessury for the estalilishment of cryptographic systens
Forr entthined onerations, the British znd the U.S. Signel Intelligence Serv-
feeey ill axchanpge teehnical inforumation relutive to the systens propozed
o v or rebunlly in use, Fach service reserveg the right to withhold
say-or 1l iaforemtion relastive to oryptogruphic systems not in or proposed
v pete n combined operstions. It 1s further egreed thet neither Service
w1l jvovlde new eryptogrephic systems or technleal information for the
I, mowvermnt of existing eryptographie systems to sny other members of the
Unail-d jintlons without prior consultution with and approval of the other
Servica,
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DEFINITIONS (cont'd)

GRYPTOGRAPHY . - That branch of lmowledge which treats of the varlous
T g, aothiods, znd devices for converting plain lengusge into
ervut.n;_'r.n.m form rnd for reconvertlng the eryptograms into thelr
sinin-L.npurge form by a direct reversal of the ateps or proceases

caployod in the origionl conversion.

CIYITAIALYSIS. That Izanch of lmowledge which treats of the vurious
b U003 mr-thods, and ‘devices for solving cryptogroms, that is, de-
riving their plaln-langusge con-t.ents, without knowledge or possesslion
o Lhe specific method, means, or key employed in the production of
Lia: eryjptolTuRG.,
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‘Col. -Clarke -

(1) I have not coneulted Col. Corderman on this -
he has been out of town. .

{2) I have not seen Gen. McNarney's letier, on
which perfidious Albion relies.

(3) 1 have writ at lenghth herein on matters
@ I do not understand.

(4) On reading it over, I seem to have gone
- on a 1itb, but its my best guens.

4]
N

T.T.

s

-.-.a-'d‘

AT
oYW

. [

R Y
-~

)

T

Rilaal £ ek aici s Ot g e



Hewnd e oy

l ,_‘:i oyl
LA
PR RN T
' - ., LY Y
] l'~."'I |' '
B a Tkt wn

WAR DEPARTMENT
WAR DEPARTMENT GENERAL STAFF
MILITARY INTIO LIGENCE DIVISION G-2
WASHINGTON

April 5, 1943

MEMORANDUM TC COLONEL CLARKE:

Subject: Cooperation between United
: States Signal Intelligence
~ Service and British ¥ Service.

References: (1) Letter to Field Marshal
Sir John Dill from the British
Chiefs of 3Staff, dated February
26, 1943,

{2) Col. Corderman's memo-
randum and redraft of the EBrit-
ish proposal, dated April 3,
1945- E

A. Nature of the Problem

In considering the 3ritish proposal embodied
in rcference letter to Field Marshal Sir John Dill, and
Col. Corderman's counterproposal, we must keep in mind
(1) the manner in vhich the present "crisis" in our re-
latione will be resolveq, (29 the long~term interest of
the United States Intelligence Service, and (3) our
particular strengths and weaknesses in the fisld of
signal intelllgence at the present time.

1. The Chiefs of Steff of the United States
and British Governments will not countenance an out-

£t breach between the United States and British Sig-
nnl Intellipence 3ervices.

The principal cause of the British proposal
ﬁg the current controversg over exploltation of German
rmy and Secret Service "Enigma% traffic.. This contro-
veroy has arlsen between the United States C-2, as

pollcy-maker in signal intellligence, and the British

-
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officinls in control of their Y Service. But 1f G-2
and the British intelligence officials do not reach

a eolution, the problem will undoubtedly be settled

at a higher level, probably by the Joint or Combined
Chiefrs of Starf, although the possibility of involve-
ment of the Fresident and the Prime Minister must not
be forgotten. Ilndeed, the Eritish Chiefs of Staff
suggest in thelr letter to Fleld Marshal Sir John Dill
that the Combined Chiefs of Staff should consider this
matter and issue a directive, .

Bignal intelligence is a highly technical
and the High Command will no doubt be guided
largeiy by the advice of the experts. But, if con-
fronted by disagreement between United States and
British experts, surely thelr first impulse will be
to tell the experta that they rmust reach sn agreement,
and 1f none is then forthcoming the Combined Chiefe of
Staff will by directive to the experts estzblish an
agreement themselves.

From time to time within G-2 and 5.5.D, there
has been discussion of a complete breach of relations
with the British Y Service, in the event that they
ehould persist in their demands for a British monopoly
of "Enigma" ex»loitation. Certainly, in the employment
of the delicate weapon of c¢cryotanalyasls-<hardly less
useful 1n peacetime than in wartime~-it is wlse to keep
under constant scrutiny the advantages and dlsadvantages
of sharing some or all of our techniques with any other
country.

But this ie wartime, and the Combined Chlefs
of Staff will no doubt treat signal intelligence as one
of many important wartime weapons. From a military
standnoint, the United States and Britaln have both
profited from signal intelligence cocllaboration, 1In
other military matters, so far as 1 know, the trend 1is
toward 1ncreasingly clote collaboration. As military
activity in the European theater intensifies, the two
countries must, willy-nilly, become increasingly inter-
dependent. The Conmbined Chiefs of Staff will eurely
approach this particular question from that standpoint.
Unique as the field of eryptanalysis is, I cannot con-
ceive that they will countenance a severance of sipnal
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2 . intelligence relations. And I think that we must ap-
& . proach our immediate problem on that premise. Further-
S, more, 1t scems to me that it would be poor tactics for

\ ue to mention the poesibility of breaking off relatlions
/ either to the British or to the Chiefs of Staff. I
' think the Chiefs of Staff wlll be so deflnitely opposed

L\to such a result that this kind of talk is liXely to

j
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arouse impatlence snd constitute an obstacle to our
pecuring an advantageous solution of this problem.

e 2 M v K

Captain Hastings has, 1 think, striven hard
[ to convince us that the British Y Service is Quite
4 . ready to break relations if we do not accept their
; - proposal. lNo doubt the British Y Service has surveyed
i : the advantages and disadvantages of collaboration, just ,
as we have done, - But I think this Xind of talk--ag C
well as Captain Hastings' frequent disvaraging allusions
to the Purple and to our signal intelligence performance -
! 1n peneral--is intended primarily to frighten us into
i accepting the British proposal and I strongly doubt
* whether they think su'ch an upshot possible,.

|

1f necessary, I think we can perhzvs turn
Gautaln Haetings' talk to our own edvantage by charac-
terizing the Britich prorvosal, accompanied by these
i oral threats, as an ultimatum, and pointing out to
1 the Combined Chiefs of Staff the abgurdity and impro- |
priety of any such ultimatum in times lixe these.

We should also bear in mind that the British
proposal comprehends Naval Signal Intelljgence, I do
not know the nature of the relations between the Brit-
ish and our Mavy in this field; certainly the Army does
not want to find itself i1eolated when this matter is
gettled.

in short, I conclude that {a) there will be
no breach of relations with the British, {b) we should
not threaten a breach, (c¢) we ehould, if the record
will support ug, put the British in the position of
having threatened a breach, and (d) our whole effort
ghould be concentrated on Becuring the most advantageous
: (from our standpoint) basis for British American collab-
oratlon.
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2. The long-term interest of the United States
requires the greatest posgible self-sufficlency in the
. r.eld of signal intelligence.

I
This ia an established War Department policy

and peeds no. proof. But we mucet insure that United
"3tates representatives on the Combined Chlefs of Staff
(1f the matter is settled there} are made fully aware
of the importance of this policy. Self-sufficlency will
become increasingly important as the war progresses and
the military slituation improves. When pogt-war politi-
cal adjustments move towaxrd the center of the stage,
diplomatic signal intelligence will bLe at a premium.
And the closer the end of the war appears to be, the
less eager the British will be to share their diplo-
matic secrets with us. When the parting of the ways
comea, &8 1% probably will, the United States must be
in full command of the art in its then state,

3« At _the tresent time, the United Stetes has
much to gain from colleporation with the Britich in the
ficld of signal intelligence,

‘ Much could be said on this point, but 1t seems

1 - ¢ enough to point out that the present situation arises

j directly ‘out of our request that the British supply us

; with traffic and "“cribs" so that we can start to handle

4 "Enigma." We are pressing that request to the limit:
certainly 1t would be an ungatisfactory result for us -
E ! to fail to get what we want so badly. Breaking off re-

1 * latlions would not give us what we want.

! Furthermore, there are numerous other types
¢ of traffic in which we do not as yet have a foothold.
/  Before the war, our efforts were largely concentrated
‘ on Japanese diplomatic traffic, and we achieved con-
\ spicuous success, Eut events are pushing us deeper
| and deeper into the European picture. In working on
. | European traffic we are suffering from lack of erypt-
i analytic continuity, inadequate intercept facllities,
|\ and a shortage of fully trained personnel. British
\ aselstance can greatly expedlite our progreegs, and we
i &re now in a position to reguire that assistance. Ve
- should make hay.
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Finally, concrete resulte hsve been obtained
from joint attacks on difficult problems, notably JMA
and German KW. %e are not yet into Japanese Army, and
ahould not cut ourselves off from assigtance in crack-
yng this nut. The same holds true for several Itelian
gsecret diplomatic codes and Scandinavian Hagelin and
doubtlens for many other current problems,

ﬁB:_ The British Provosgl

Vs
1. Egsence of the provosal.

The "high pointe" of the British proposal are
ng follows:

a. It establlishes the category of "svecial
intelligence." Iteme included therein of var-
ticular interest %o the Army are Germzn Army

- "Enigna"; German Secret Service and semi-diplo-
matic "Engima'; Germany "Tunney'; Japanese
Purple; and JMA,

b. It provides that exploitation of the
three German items shall be a Eritish monopoly.

¢. It provides that exploitation of the
two Japanese items shall be mutual.

d. 1t lays down general princirples govern-
ing the disseminztion of special intellipgence.

e. It provides for liaison intelligence
officers between the British and American exploi-
tation centers,

f. It calls for joint and reciprocal re-
pearch and technical collaboration in the field
of “eryptography," by which I believe is meant
cryptanalysis.

£. It calls for reciprocal disclosures of
the employment of field signal intelllgence unite,
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2. Principal defects of the British pro-

ponal, ¢
& i

One defect with the British propossl is 1ts
vague and cloudy language. For instance, paragraph (h)
enlls for ccmplete reciprocity in research in "cryptog-
raphy, " but apparently (though not certainly) the scope
of this parsgraph 1g confined to eryptanalysis. Further-
more, no specific provieion has been made for exchange
of what the British call "Y Intelligence." There are
other ambipuities that should be c¢leared up.

But the most important feature of the pro-
posal and the most undeeirable from our stendpoint, is
the apparent exclusion of the United States from all
participation in cryptanalyzing German "Enigma“ and
"Iunney” traffic or disseminating intelligence derived
therefrom.

I do not think we should agree to this feature
of the proposzl, If the matter is kicked up to the Com-
Lined Chlefs of 3taff, we should make every effort to
convince them that they should not aporove this restric-~
tlon on us. And I think we csn be successful in this
ei'fort, because it is obviously and inherently unreason-
nble. Britain is relying heavily on American manpower
nnd productive capacity to reduce "fortress Europe.'

In a military sense Europe is now German. How can it be
! arpued that, in a Joint British-American attempt to over-
throw Cermany, we should not even learn how to handle
"Enigma® treffic? To say nothing of the further consid-
erntions (a) that Blechley might be bombed or suffer
other catastrcphe, in which case elementary security
requires that we be in a position to f1ll in, and (b)
that there ic more “Enigma® traffic than the British .
can handle, so that supplementary exploitation by us
vould be 1mmediately helpful.

. On the other hand, 1f this matter reaches the
vombined Chiefs of Staff, our reocuest should be so
ﬂﬁﬁﬁ?ﬂ Eh%t it will meet a symoathetic reception., We
CUMAR ROL phrase 1t so broadly that it seems to envig-
nife i dunlicate operation at Arlington Hall, or to im-
potic undue burcens on the Britlish in supplying us with
trafflc and other aids, '

What we really want at thie time 18 to gain &
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foothold in "Enigma" and develop technical competence,
and gradually develop a supplementary operation so as
to improve Jo nt coverage. “hat we ultimately want is
independence,  but if we get the foothold and develop
our technldue, independence will come anyhow. As our
position in Eurore gete better established, we will be
less dependerit on the British for intercept assistance;
s our gkill in dealing with the traffic grows, we will
need less help in securing "erita.M

There are other bothersome points in the
British proposal, but they do not apvear lnsuperable
and probatly are the result of English draftsmanship.
These-are_dealt--with below-under-the-recommendations.,

€. Colonel Corderman's Pronosed
Revision of the British Pro-

posal.,

Colonel Corderman's memorandum of Aprii 3,
1943, encloses a redraft of the Eritish proposal which
makes nine changes therein:

1. He revises the language of the British
propeosal .80 a8 more nearly to correspond to cur termin-
ology and includes definitions of cryptography and
cryptanalyaie. Thls seems to me a desirable change,
but not an important one.

2. He adds J-19 and German KW to the cate-
gory which the Britieh call "Special Intelligence."
Agaln, thls seems to me to be all right, but not very
1mportant.

3. He completely revises paragraph (b) of
the British proposal, with the result that the exploi-
tation of all Special Intelligence 18 made a mutual
and cooperative proposition, This is highly desirable,
and would rectify at one stroke the critical defect in
the British provosal. However, I am afraid that Colonel
Corderman's solution may need a little qualificatlon,
if we are to prevall.

4, As a result of change No, 3, the whole
nature of “Speclal Intelllgence" as defined in the

P T oy - - T - - e A . [



Britisch proposal is changed. Under Colonel Corderman's

redraft, there 18 no monopoly in Special Intelligence;
there 18 merely a specification of those codes which
are so secret and important that speclal security pre-
cautions are desirable.

5. Colonel Corderman‘s redraft specifically
ecnlls for complete reciprocity in the fields of ¥ Intel-
ligence and ¥ Inference. This is an extremely desirable 5
change; furthermore, I doubt that the British wlll raise ;
any objection.

6e He widens the access of United States and
British intelligence officers who are performing llaison
functionsa. This, again, is a desirable change.

7. He provides that the Britieh and American
8ignal Intelligence Services may investigate each other
in order to insurc that proper securlty measures are
being observed. I cuestlon the desirability of this
provision, as 1t would seem to allaow British officers
to go wherever they please in the name of investigatilon.
I don't belleve we would lilke this, and I doubt whether
the British would like To have our officers snooping
around., :

8. He provides that neither England nor the
United States can ccoperate in the glenal intelligence
field with other members of the United Nations without
the agreement of the other. I qQuestion the desirability
of this provision.

8. He adds a provision svecifically reserv-
ing the right to withhold information relative to crypto-
gravhic systems, I agree with the purpose of this pro-
vision, but Jdoubt 1ts necessity, particularly if the
general language of the agreement is revised in accord-
ance with change No. 1 so that the agreement is in terms

‘applicable only to cryptanalysis.




D, Becommerdations p

1, The British proposal in its present form
Le not accepted.

2. ¥Ye proceed on the premise that there will
be no breach of relations, and submit a counterproposal,

3. That the proposal be that embodlied in
TAB A attached hereto.

TAB A consiats of Colonel Corderman's draft,
amended in the following lwportant particulars:

A. Paragraph 2 thercof has been qualified
in a manner which I belleve will give us all we need
at the moment, and standy a better chance of accept-
ance than Colonel Corderman's proposal would.

b. A sentence has hteen added to paragraph
7 of Colonel Corderman's draft so as to 1lnsure that
we in Washington will be able to get full access to
intelligence available in London, and vice veraa.

¢. Paragraph 8 has been very much restricted.
d. Paragraphs 12 and 13 have been omitted.

&. Definition (No. 3) of traffic analysis
has been amended.

&9
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AGREEAENT COUCERNIMG COCPERATION TH ALL ZATTERS WHLATIIG 7O SYRCTAL

AND TRAFTIC AWALYSIS INTELLIGIHCE/

1, Certain high grade ixis codes and ciphers have been solved
and, due to their complerity and value for intelligence purposes,
have been specially hendled as regards security. Tnese are speci-
fied below:

2. All forms of German Enigma machine ciphers used
by the Uermen bknnad Forces; ll forms of Inigma

Machines adapted for Germen Secret Service and
Military and Haval Attaches,

b. All forms of German Secret Teleprinter ¥achine,

Iteliﬁn Fagelin Xachine end SIGIA submarine code.

(L]
.

d. Japanese Diplomatic lachine (Purple).

Japarese Haval Code knowm as J.}, 29,

1
.

Japarese Hllitary Attache Systenm.

1+
L]

g. Japenese Diplomatic J-19 (w‘n"") Systen,
h. Gemman Diplomatic Keyword System (Floradora).

Other systens may be addad to this list by efither country
as the circumstances dictate, in mmal agreement.

r2 oL b T T GEHC R P~ TN T RTINS CE,

EXPLOT TR TTON S8

2. SPECIAL INTALLIGHICE~and- TA-Inteliigence "in all~-theaters
wlll-bte-exploited -covseratively-at-2ll- exploitation -centers, -with
a—-full,  free, snd Lrak interchanf.;e of - rew-material, ..eu‘m_.c...].-data,
solnfion-date -and -collateral iutclligencc. It is rer'ornized that,
at the present time, the exploitution of items a. and b, above is
primrrily a Pritish responsibility, and that of items u. L+ and g,

a responsibility of the Urited States, However, with respect to all
items, fvll adventage shall be taken of the intercept,. cryvtenalytic
and olher sipgnal irtelligance fecilities of the Unitec‘ Stafes and
Britain, in order to improve covaraze ontl gmard opainst interruption
of onereaticns, To this end, the United States wIl1) furpish Britain
with all raw waterial under ilens d. f. dand g which the British

NP Sy

LT RN

— i

& o —

At me e . e



- HERIENE Y Ve e Lt e o

ey

fadum,

Ly e .

. Y : i
. PR RIS T TIPT R I B SRy WPR L PUPEIL SUTRPS VI TIPS PR SR S F FAT T ‘-. Ay rierd o nei ek mhai a2

lack together with such technical date, solution data and

collateral intelligence as may be needed by them; Britain vill

furnish the Uniited Stotes with safficlent raw meterial and all

technical data,l solution data end collateral intelligence under

4tens a. and h. 50 that the United States explojtation centers
_will be able to furnish supplemental coverage at 21l times, and

provide securi}y against interruptions in British operatlons. P

W '
qﬁﬁg%armgraph-onmaxemﬁ-g;—ﬂndmg._uhichﬂxhe—ﬁawy;musy o ! o
.\m.l,-u_e_?"‘ . . ' B !I.".‘-l [
' oy f*},iuk
NISTRIBUTION AJD SECURTTY OF STECIAY, AND Th THTWLLIGENCE. 'F”// v
—— ,\.L it " S
3. Brltlsh or U.S. Commanders-in-Chief of Naval, leitary//
or Air Torces vill receive all-SRETFAir-and—ay dtellvgence hedessary
to them for the conduct of their operations from either British or
1'.5, exploitation centers as may be mutnally ngreed, There vill be
an exchange of lieison officers for the purpose of facilitating the
execution of this provision.

L. The dstrilmtion of intelligence from the scurces in
question will be governed by the fundamental principle thaot distri-
bution will be resiricted to the minimum and will therefore be con-
fined solely to those vho require to receive the initelligence for
the proper dizcharge of their duties.

5. All recipiente of SPECIAL INTELLIGIHCE whether British
or American officers, shall be bound by the some reguletions, the
repulations now in force in the theaters of war where Rritlsh
forces are ogerating to be accepted at the present time, If at -
a later date either country wish tu modify them in the Jight of
further experience then this may be done by mutual agreement. The
extension to officers of a knovledge of the existence of such in-
telligence shall be confined to as limited a number as possible
and restricted to the levels of command in conformity vith the
above mentioned regulations. Great stress is laid on the prin-
ciple that SPECIAL Intellipence should not be intermingled in
reports with genersl intelligence from other sounrces. If, however,
it becomes imperative to do so, the whole must be treated =s SPECTAL
TNTELLIGINCE and given the same strictly limited distribution, Under
no circumstances is it permissible to pass SPECTAL THTHEILIGEMCE in
2 cryptographic system which can be read by other than the authorixed
reciplents.

6. Although TA Inte11tgnnce i5 not subject to the same
stringant remlations as SPRCTAL THTELLIGEUCE, since the two are
closely conrected, it is =ssentizl to mpinta-n a high depree of
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secrecy in the handling of TA Intelligence also. In any action
taken ugpon it and in any documents or telegrems based upon 1t it
in essential that its origin should be dispulised and tke crypto-
rraphic 5_‘]51‘.emffi used for its dissemination absolutely sscure,

1« Speclslly appointed U.8. officers shall have full access,

© at al) British! headquerters, to all SPECTAL and TA Intelligence,

he same priviflege will be extended to specially appointed British
officers at all U.5. headguarters. Through these officers there
nhall be full and free exchange of SPECIAL and TA Intellipence of
m1 types, between the responsible 11,5. and British authorities
in Vlashington and London.

He The Dritish and the U.8. Signal Intelligence Services
will immediately notify each other when either has information,
from any sources, indicating compromlses of cryptographic systems
uned by the other,

COOPYi TION T8 CRYPTARALYSIS, AMD TM CRIPTAMPLYIIC, TNTERCERT, D/F,

ety n J“."I'J‘lLl\’ﬂS.

9. Heseprech in cryptanzlysis and in the development of cryot-
aanlytie, intercept, N/F, and TA apperatus shall be on an entirely
racipreen] basls, together vith all experiments and findings.
Sp#ein)ly accredited U.S. representatives will contimue to be welcome
at a1l British 5ignal Intelligence centers, and from them nothing ¥
{Le—finldevoverad=iy—biriswrareurswh wvill be withheld, Similarly,
specinlly accredited British representatives will continve to be
r-]wma nt. all V.5, S* gnal Intelllg,cncﬂ centers,and Ifrom tham nothirnp
i wmpaeaaph w11l be withheld, BSo far as
p:"c.t.lc'\blc, the securlt,r :e@ldtlons adopted for the orotection of
Lthe nctivities at the operations centers of the 8Sipnal Intelligence
Servicae will be identical,

.'.

FOOPERATON MND COOUDINETON OF THE SIGHAL INTEILIGTICE SERVICES.

10. Cooperation hetveen snd coordinztion of U.5. and British
sirnnl Intelligence effort must take place at 211 levels, tcchnicel
aryplanzlytic informntion being exchanged mutuslly at t.hz. same level
s each ecountry to agree not to lower the classification of such
information or the intelligence derived from it below that level
without muinal sgreement,

11. Each country shall inform the other of the employment and

seone in each theater of war of their Sipnsl IntelliPPrcP units in
e feld,
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1. SYGNAL INTEILIGFHCE SERVICE. The branéh of 211 three Services

; (53 Wiich 15 corcerned v oh intercenting, decoding, interpreting,

] classifying and dissemination of enemy (and neutral) communica-

i tions, and the use of N/F and other specialized apparatvs for

; establishing locations and jdentities of enemy transmitters.

.‘ﬁ 2., SPRECTAL THTELLIGEMCE., Intellipence derived from the texts of i
i solved cryptograms i85 knovm as SPIECTAL IHTELLIGHNCE. It is |
: divided into two categories: .

a. Mat embracing the cryptographic systems erwvmerated in para-

~ graph 1, which is based on their importance and difficulty .
of solution. Such material is treated with most stringent '
security measuras.

b. All other systems. ‘
3. TA (TWAFFIC AMALYSIS) THTRLLIGENCE. Intelligence which is
derived frem the stucdy of communications, without resert to
cryptionolysiss Specifically, it invelves the reconstruction
of ccmmunications networks; correlating the transmission fre-
guencies and schedules emplojed;locating the transmitlers;
analyzing the volume, direction and rouling of messages;
developing the system of assigring and changing call signs; .
studying overators! conversations; noting correlations betwesn |
transmission and ather circumstances or evidence; deriving all '
] possible intellipence from the foregoing studies and all othker
features of the traffic, without resorting to cryptanalysis.
* ithe dissemination of TA Intelligence is wider, though always

N

treated as SECRET,

L. "EXPLOI'TATION" covers the decoding or deciphering of enemy
. eryptograms end treaslating, classifying and disseminoting
the intelligence derived therefrom,

5« Certain orefixes are used in the dissemination by telegram of
SPECIAL IKTELLIGIEICE and these prefixes may oceur, loosely used,
to denote SPECTAL INTZLLISINCE in some of the documents they have
from time to lime Ueen exchanged with the U,U. authorities. They
ares .

LT R ALy L

ULTRA -~ OSPECIAL INTELLICKECE passed from U.E. abrozd or
to ships at sea,

ZYS0TIC -~ SPECIAL IHTHIYJIGEICE originating from lielbourne.
[}

STulait - " " " Tndia.
DRELL - " " " ® liddle East

. Others will Le sdlotled from time to time as necessary,
E ' Mo prefixes «U present exist for Th Intelll jence,

e
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- DEPFINITIONS (cont'd) . 1

CRPTOORIHY,  That branch of knowledge which itreats of the
various means, mnethods, and devices for converting plain
language into eryotogram form end for reconverting the crypto-
grom into their plain-lanpuape form by & direct reversal of
the steps or processes employed in the oripinal conversion,

CIYPTANLLYSIS,  ‘That branch of knowledpge which treats of the
various means, methods, and devices for solving cryptegranms,
that is, deriving their plain-lanpuage contents, without
knowlege or possession of the specific methed, means, or key
amploved in the production of the cryptograms,

1
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LEMORANTUM FOR GEMERAL STRCNG . 1
SURJECT: Cooperation between United Staetes
and British Signal Intelligence
Services :
1, In considering the Britigh proposal ombodied in
the nerresnondence handed you by Sir Jolm Dill, I believe that
we must kecp in mind:
' t
(2) the macner in which the present crisis '
in our relations will be resolved;.
() +the l3ng term intcrest of the United
Stntes Intcllipgerce Service;
{¢) our perticular strength and weakresses i

in the fleld of Siznal Intelligence at
+ the presant time.

2. I firuly believe that,regardless of what Captein
I'nstings says to me, to you, or to enyone else, the Chiafs of
Starf of the ynited States and British soveraments will not L
crmtenance an cutright break end severance of contact between
our respentive intulligence services.

3. The British proposnl is submitted as the result
of the current controversy over whather or not the Americans
nhnil be permitted to exploit German Army and Secret Service
“Enipen” tratffic, The controversy has arisen between the
Unltud States Aroy G-2 as the policy maker in Signal Intelligence
wrl the corresponding British oifiecials., ¥e must besr in mind
that 1f G~2 nnd the British Intellipence officiels each acting
in uccordnnce with what they consider to be their respective
syvarurents?' best interests do not reach m solutidn, the problem
vill unioubtedly be settled at a higher lovel, probably by the
Juint ur Combined Chiefs of Stnff, althouzh the possibility of
fnvolyomot of tho Yresident and the frime #hinistor must not
ba Porcotien, Az a matter of fret, thye British Chiofs of Staff
in their lotter to Field Marshal Sir John Dill cugpest thot the
PR nomnined Coiei's of Staff should comsitder thisz matter and issue
ENLIALLY n Jirective,
'f'."( Y
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4. Signal Intolligencs is s highly technleal fleld,
and the High Command will no doubt be gulded largely by the ad-~
vice of tho experta. But, if confronted by disagreement be-
twesn United States and British exncrts, sursly their firat
impulse will be tc tell the experts that they must reach an
nzreemeut, and if nono is then forthcoming the Gombined Chlefs
of ptaf? will by directive to the experts establish an egroement
thymselvea, ’

G. From tims to time within G-2 and 8.8.D. there has
bcan disousgsion of a complete breach of relstions with the
British ¥ Service, in the event that they should persist in
thair demands for a Britiah monopoly of "Enigma” exploitation,
Cortainly, in the employment of the delicate weapon of orypt-
anulysic-~hardly less useful in peacetime then in wartime--it
in wine tu keep under oonstant acrutiny the advantepes and dis-
ndventages of sharing some or all of vur techniques with any
athyr cowatry,

6., But this 1s wertime, and the Combined Chiefs of
S&nlf will no doubt treat siimal intellipence us one of many
important wnrtimz weapons. From a military standpoint, the
Unitrd Htutea and Britain have both profited from aiprel intel-
ligrnce collaburation. In other military matters, so far as 1
koow, the trund is toward ineressingly ologe collaboratiom,
An militery activity in tho Buropean theater intensifies, the
two countries must, willy-nilly, become incrensingly inter~
donendent, The Combined Chiefs of Staff will surely approach
this particular quostion from that standpoint. Unique as the
rleld of oryptaialyais ia, I carnot concelve that they will
rowilomance o aeverance of sipnal intolligencs relations. And
I Liing thew wa muct appronch our immediate problem on that
prembve.  Furthormore, it ssems to wme that it would be poor
bactics Por us to mention tho possibility cf broaking off re-
Inticne either to the British or to the Chiefa of Staff, I

_ thinii the Chlef's of 2taff will be so definitely opposed to such

n rusult that this kiud of talk L3 likely to arouse imnatience
A donrtitute an obstacle to pwr securing an advantageous solu-
tion of this problem,

7. Cnptaln Hastings has, I think, striven hard to
convinen wo that the Eritish ¥ Service is guite remdy to ureak
relntiona if we do not accopt their proposnl. Mo doubt the
Britinh ¥ Lcrvice has surveyed the advanta es nnd disedventeges
ot colluhoration, just as wa havo demea. R2ut I think thin kind
of Anfk=snn wel) o Cantain Hnatings! frequent dlaparaging al-
luglouz o the Purplo nad to owr rigral tntalligence porformunces
In sraeralaais intendod nriwerily to friziten ue into wocupting
the Hritlsh propasel and L gtrongly doubt whothor thoy think
wuch an upghot nosgsible, * .

R
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8. I hove a feeling that the British "ultimatum" offers
an opportunity to clarify the whole signal intelligence problem and
to set our own housa in order. Furthermore, before submitting this
proposul to Sir Jolin Dill, it may be well te point out to General
liarsghall the absurdity and impropriety of anything whiech approaches
the nature of an ultimatum in times like thesc.

/

9. We ihould bear in mind thet the British proposal
cumprahends Naval signal intelligences I have nover baen able
to learn the exact nature of the relations botween the Dritish and
our ovm Navy in this field. Certainly wo would prefer not to find
oursalves isolated when this metter is finally settled. There is,
howevar, one very important point which I would like to stress.
Thie point is thot {irst, last and always the primary mission of
our Army Signnl Intclligenco Service is to intorcept and solvo all
uvailable enemy wray traffic. Tverything else {s, or should be,
subordinate to this primary mission. The {'act thet we are not yet
sulving tho army traffic of our principal foe, to wit Jepsn, doos
not chango this projosition. I firmly believe that very shortly
vio will be solving this trafific and will be in a position to furnish
they rasuldting intelligence to the field commanders. s also have
nn wrmy in contnet with the Germens., The Fmot that it is an allied
force is ol no importunce. .o will sooner or loter bo in oconteet
with the Germans with an indepnudent smerican Army and should be
iu o position to do for that army the amme thing that we hope to do
for Gonernl (lacArthur ond his forces. Regardless of whet we cug do
or will in the future bo able to do, tho point ic that we should
never put ourselves in the position of having any foreign government
toll us what we can or cmnnot do in the matter of intelligence for
our ovi forces.

10. 1In short, I conclude:

(a) thnt there will bu no breach of re-
lations with the Dritigh;

(b} that we shovld not threaten a bresch;

{c) that we should omphesize the fact that
it is the British, not ocurselves, who are
threatening a hreach;

(d) +that our whole effort should bo con-
centrated on securing the nost advan-
tojeous bnsis (from our standpoint)
for n British-imerican eollaburation;

1
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L SR ' {e) +that we should submit the attached
counter-proposal ; -

(f) that if the British reject this

; %39 cocunter-proposel our next move

i should be to forget the vhole
matter and let Bletchley Park

and Arlington Hall co their resg-

pective ways, exchanging inforna-

tion when it is mutually advantage-

ous to do so,.

11, Referring now to Paragreph 1 (b}, "the long term
interest of the United States Intelligence Servisce™, it is on
ostablished policy of the Ter Depsrtment that we should have the
rpreatest possible self-sufficiency in the field of signal intel-
ligoncoe, This statement, in my opinion, needs no procf. Ve
must, however, insuvre that the United States representetives
on the Combined Chiefs of Staf’f (if tho matter is settled there)
nru made fully awere of the importance of thip polizy. Self-
matficiency will become increasingly importunt not only as the
wrr progresses and the military situetion improves bLut alaso
wiren it renches its final stopes, ends, and we sit dowm to
tho peance table. In this latier period when poste-war politicel
ndjuztments move townrd the center of the stage diplomatic
sinl intelligence will then be at a premium end the closer
Yhe ond of the war sppears to be the less eager the British
wiil be to shars thelr diplomntic secrets with us. Then the
pnrbing of the woys ccmes, as it most assuredly will, the
United States must be ir full command of this art in its
than stote,

Ly s

12. Discucsing 1 (c) above, "our particular strengths
end wealmesses in the field of Signnl Intellizence at the pres-
el Lime', 1 fee)l thet the United States has wuch indeed to gain
fron cullaboration with the British in the field of signal intel-
Itpenes,

13. Yuch could be said on this point, but it seems !
" enough to point out that the present sitvation orises directly
out uf’ our requeat that the Dritish supply us with treffic and
"eribs" su that we can start to handle "Enigma." e are press-
ine thet roguest to the limit; certainly it would be an wnsetis-
. Fanelory result for ns to fail to get what we weaxt su badly,
1 Sreaking off relations would not give us what we want,

3 14, Furthormore, there are numerous other types of

treffic in wnicit we do not as yet have a foothold. Beforuv the

1 war, ouroatforts vere larzely concontrated on Japernoso dinleo- '
wnblic treflic, nd we nchieved conspicucus succoas. But events

1 ' .o .
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are pushing us deeper and deeper into the European pieture. 1In
werkinz on Buropean traffic we are suffering frof leck of crypt-
analytic continuity, inadequate intercept facilities, and a short-
nge of f'ully trained persvnnel. British nssistance can greatly
exncdite our progress, and we are now in a position to require
thnt assistunce. Ve should moke hay,

15. Finally, concrete results have been obtained
from joint attacke on difficult problems, notebly JifA and G2rmen
wr,  If we can meintain A cooperative relationship with the
8ritish we may be able Yo get help from them on other unaoclved
zyntems, e.g., certein Italian secrot diplomatic codes and the
conndiinavien Hereline

The British Precposal

1. Esserce of the proposal,

The "high points™ of the British proposal are
as follows:

(2) It esteblishes the category of "special
intmlligence,” Itens included thereiln of particular
interest to the army are Cermswn Army "Enigma; German
Seeret Service and sepi-diplesntic "migne’; Cerman
"Tunney"; Japancse Purple; and Jilk,

(b) It provides that exploitation of the
three German items shall be a British monopoly.

{e) It provides that exploitation of the
two Jnpnnese items shall be mutual,

Ay

{d) It lays down general principles govern-
in; the dissemination of special invelligence,

(e} It provides for liaison intelligence
orfficerv between the British end American exploitation
eontnrs, .

{f} It ealls for joirt and reciprocal re-
ﬂvnrch #ind technicul collaboration in the field of
cryptography,” by which I believe is meant cryptanalysis,

{(g) It calls for reciorocal disclosures of
the employment of ficld signal inteiligenca units,
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2« Principal defocts of the British pro-
posal. ;
Ono defect of the British proposal is 1ts vegue
and cloudy ladguage. For instance, para#rnph {h) calln
for complets jfeciprocity in research in "cryptography”,
but epparently (though not certainly) the scopa of this para-
graph is confined to oryptenalysis. Likewlise, their pro~
posal does not refer to traffic analysis (which they call
MY inference™), elthougn it is an important festure of
ogienal intelligence work.

But the most important fanture of the proposnl
and the moet undesirablo from ocur standpoint, is the
apparent exclusicn of the United States {rom all partici-
pation in oryptanalyzing Germsn "Enigme" traff{ic or dis-
seminnting intelligonce derived therefrom.

I do not think we should agree to this feabure

¢l the propossl. If the matter is lkicked up to the Com-
biunnd Chiofs of 3talf, we should make every -effort to
convince them that thoy should not apprave this restric-
tion on use J4nd I think wa cen be successful in this
eii'ort, becuuse it is obvleysly and irherently unreason-
ntle, DBritein is relyins heavrily on .iericon manpower and -
productivo capacity to reduce "foriresc Burope.,” Ik a
militory senss Burops is now German. How can it bs argued
that, in & juint British-imerican attespt to ovorthrow
Germany, we sihould not ovan lcarn how to handle "gnigna®
trarfic? To sny nothing of The further considerations
(a) that Bletchley'nlght be bambed eor suffer other catas-
trOphe, in which case elemgntary security requires that

we bo in a position to £ill in, and (b} that there is more
"Inigan" traffic than the Jritish can lendle, so that
supplamentary exploitation by us would be inmediatoly helpful.

Gn the other houd, if this mattor reschas the
Combined Chicfs of Starf, our request slwould bo so
Crapicd that it wlll meot e sympathetic recoption. We
should not phrase it sc broadly that it secns to envisago
n duplicutn opuration at Arlingten Hall, or ta impose
wiiie burdous on the British inm supplying us with traffic
und othar aids.
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AThnt we really want at this time is to gain a
foothold in “Enigma" snd dovelop technical competence,
and gradually develop u supplementary operation so as
to improve joint cevorage. Vhat we ultimately want is
independence, but if we get the foothold end develop
ouwr technique, independsnce will coms enyhow. As our
position in Europe gets hetter established, we will be
loss dependent on the Dritish for intercept assistance;
ay our slzill in dealing with the traffic grows, we will
need loss holp in securing "eoribs."

There are other bothersome points in the
British prorossl, but they do not appear insuperable
and probably are the result of Inglish drattsmenship.

16. It is recommended:

(a) that the British oroposal in its
present form be not accepted;

(b) that we proceed on the premise
that there will be no breach of
relations;

(¢) that we submit the counter-proposal
embodied in Tab (L) atteached hareto,

CARTER ¥, CL&%KE
Colonul, General Staflf
Chief, Specinl Branch, .I.S.

=
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1. fertain hiph grade ioda codes and ciphers have beon

solved wdd
sanet purp
neey riiy.
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s oBoaNSe of their comploxity and value for intelli- )
oucs, hive Lten '-'uaciall;: lierdled ayg regards
hous are ppecificd Lelow:

a, A1) forms of Cerman imipna machine ciphers used
by tha German Arned Forees; &1l forms of Enimn
nuchines adenied for Lerman Secret Service o
Military and fLaval Attachos.

—— e, e ——

£1Y forms of Lorsen Secret Telenrinter lacliines,

[[~3
.

Tirlian Fezalin Yachine rnd SY0IMA submarine code,

Le]
I.

de Japanema Diplomstic lacihine (Purple).

e, .apansue iavel Code kaem ng J. L 25,

NPT ——

_1:.'_. Japeneas iilitary [ ttackd Systen,

o Jdopamese Piplematic J-19 (Fuli) Sustene

R —
-—

he Gormun Diploastic seyword Hmien (Floradora).

Other systoms pay bo addad to this 1ist by either ;

couniry & Lhe clrcumstenves dictado, in muiual z:{;rement. i
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pleitation of ilsus .,_ cod be stove is prigorily a sritish
rasgomsi 4 Ly, mal 3las of “{tamn tey 1‘. srd e 48 primerily
a responsiliiity of the United Siugos. Hoveves f wl Lh reepect
to rll Liasns, Tell cdvandese shall be trken of lho intercont,
ar Lo naL,
Uniliad dlates ol .eivain, in order Lo imorsva covercyea end juard
rreainsh interroption ol ovrnbiont, T 4ais ond, thn Undted

'.'1 LOF Y l .-.l'.!- 'p{t—" - o} 11 e, 40y -|'|1 43 rlmv L.-. (1 f
vl wiLL O critoine vlen add raw mater wneer Jleng dl, Y.

e Th Ly recopnised t'::m., at the prasent time, the cry=-

-

—— ot .

sade ondd otlear ziiacl intelliponee Lazilities of tro
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-
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+7

#ni g s yvhigh e trmitioh Yrck fo,catlsr with snoh tesimjenl “falz,
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crlulien data o collzvarsd inbellicence £o may bo needad by them; . '
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Britain will furnisb the United States with cufficient raw
asterial anl 21l tachnical data, solution datk and collateral
intelligence under Jtame a. @nd b, so that the Lnited ltates
axploiteiion centers will bo able to furnish mpplenenial cover-
cpo ab ©ll tines, und provide security apuinst intersvptions in
British operationu,

TYCTRIM TN (0D SDCURLTY OF EPRCTAL LU™ TA TUTTLLYGHICR,

PR

3. Dritish or V.S5. Comnanicra-in=Chief of laval, Uilitary
ar My Forees will receive 21l intellironco dorived from the
pystemrlisted in paragreph one, which is nocescary o thom for
the conduct of thelr operations, frou either Nribtish or U,5.
exploitation centers ns nxy he mutvally ajreed. There vdll be
en exchanpe of lizison officers for the purpose of facilitating
the execution of ihin provision.

ke The dintribution of intcllirencs fron the sources in
aesticn vill ba governed by the fvndmeenisl prineiple thad
¢iokrivubion will L resuricbed to the ninlixzn ond w1l theroefore
be corrined solely Lo These ko remuira Lo roceive the intellipanco
for i aoper diussharfe of wLolr cu JLles,.

S« All rogipiency of OHFLoIAl ILUILLIGLICE whather Dritish
or Jrerlocan officars, shall be beund by the ooma repdaticons, tho
rerulexsions now in foree 'in the theaters of var where Nritish
forces sre operating to te acccyved at the pyrcoent time. I8 ad
a later dale either country wich to nodily then in Lhe lisht of
further exserience then this may bo dono LY mutual eprecient,
e exlension wo ofTicers of e imonleupe of hoe cxistence of such
iubellircnee shall be confined to a8 limited a uuzber as possible
ol resiricted to the levels of commord in conformity with the
ahove menbicned ronlusions. Urnat atress is loid on the orin-
ciple Lhat SPISTAL THTILTUCE should not be interinsled in
repsrds vith genorol felelligence from other sources. If, however,
1% Lacones imperative te do so, the whole rust be ireatsd as SOUCIAL

TUTLLIGUIKE and iven the #umo siricily ilrmdted disiritetion. Undoer

LR TrITE]

no elreemsionces 1o it parmdusible to pnog LEECYAL TUTTLLIGINGE in
4 eryplosraphic urston which can be read by other than the euthorized
recipienis,

Ge #l¥Purh Ta Intellipence i not subived to the came
sirinzent remiloviens as SULLTIL TNNLIIGONCN, since the two are
elerely sonnected, b is eosontinl Lo msinboin e hich dopree of

v m, s
. e s e A gt - — A gy » me e
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sacrecy in tho handling of Th Tntelligence also, In any action
an upon such Intelligence and in my documents or taleprans

beaed upon 14, it 1o essential that its origin bo dinpuised und

thet the cryptuprapide ..rate-na used for ity disagainstion ba

ebaaluloly sneum.

7o upm:!.ftl‘.ly szpointed U.8. of ficers shiall kave full access,.
at 81l 3ritish heedauarters, o all SPFOTAY and TA Intelligence.
Tha samo privilogpe will be exterdled to spocially enpointed Gritlash
cifficors at adl M.5. headmarters, Drouch speclolly sceradited
lizinon orficara thore shall bo 13 ond Iren axchanro of GPREITAL
end TA Tutolliponca of sll types, Lotween tho responsible U.5. and
Gritish outhoritles in hashington snd lo:mlon.

8. e Dritish end the U.5. Signsl Intslll;rence Services
11111 ienediately notify cach sthor whin either ha:; :ln:l‘omatmn,
fron ony aoureos, intlesting corproaises of cryptomap!nc systens
vocd oy tho other,

1T T YT ALISTG . M T CRYPTAVALTNG, TTSRLEDT

:!-! . . =t £ . .-.-..

G« naczorch in cryptenelraiy and in the develoxziont of crypte
snalytic, intervept, i/T, and A noparatus stell b2 on an entirely
recinracal basis, topether with ali cxperizents sad findings.
inacially faceroidtod U.5. rea-csentsls vus vill continue a ka
wolcomo at #ll .rltish "¢ centers, end from then nothing w1l be
vd thheld. Gimtlerly, sceclally acoredited Aritish reprecentetives
+111 conthimie 5 be wolcomu at all U.S,. Si.r,r.nl InseXlipenica centors
and frem them pothing will be withheld. So far as practiocalids,
tho Jocurily repulet] ens edoptad for ihe protection of tho cetivi-

iea ol the oncretlons coenters of the Signal Inlalliponce Servicen
wlil ze identicel,

RNE RN 00 (QQATTRTION OF T STQAL TUTESLLTLRICE GERVICES,

10, Cooporation betyorn end coordination of U.G. end 2ritish
vin effert mist trke vlace ot all lovels, wecknicnl eryptanalrtic
inforantion bolng exchanged mutually at tha avow level 2nd onch
country %2 rrro2 not Lo lover tho clansificntion of such Anformife
tion or tle intelligonce dorived from it xdlow ilmt lavel s2thout

“eulusl ogreamont.

11. U¥ash eountry shill inform tho siher of the eaplowmont apd
ocepe in each theater of war of thols "Y¥v ynlis in the {lodd,
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oy Gravicn O STGUAL TUTRLLIG! iCE SiRYiCL. The Aritish,

Uelds »rly, &6l U.de vy services concorned with intarconting,
decoding, interproting, clessiryvimg and diasoaination of oneny
(sd neutrnl) courmnicationa, md the wme of Ti/F ami othar

. specialized apparatus far eztoblishing locations and fdentities ]

of onemy transaittors.

SPTCIAL IHMIAEG.20S. Intellipence derived from the texts of
GO1ved Orysicproas {oneny and neutral) is knowm oo SPEUTAL
LTl 08, Tt jg dividad into two coabtepories:

ay  Tuet.ozbresing the oryptoprsshic asters enumorated in para-
greph 1, idch is baced on thair impartence end difficulty
of, golution. “uch meterinl ia trested with aost sivinrent
securiiy measuroa.

Ve ALl other syatsso.

TRT O PR (RTTTN LRINTTS) TOL TGN, Intelligende which
Ag ¢orrdiveel Jvon S o owiy of cormuenictofong, without resort to
ery teneliraise Copeeilierldly, it involven tha roronnTruction
of corvmnicationa nesuorizay corrulniving Sie trencaiccion fre-
grencles end schadvlen ammlorred; locazing the trensad tiers;
znsdyeing woo volusg, dirsation md ro_tin: of mossgieo;
drveloning the syssew of roaigning anst cham-ling; enll airmag
studying ocrctory! conversziions; noting corrcintlions botvween
transniuvsion and other cirawvsionced ar evidence; derivirng ell
1asaiblo intnllicence fron ihe Tureroing nbwlien ad 2ll other
fazturrg of tha traffic, without rosording o crvotunaliuis,
Tho disswaination of TA Intollizance {ia wider, thomph 2lways
trontod 2o 2UCTHLT.

"LWGT T TN eovers e decodlny or deedpharin,; of enwy
cryplosrras and raersls tloy, claecdfying ond dlssaslnating
the intelligenca dorived uhurelnoz,

Cortidn prefizos nm xod in e Jissoaination by toles-em of
OfLLAL TN S1LI0.LE and thoge profixes maey ocevr, loosely vsed,
to danote SPICILL TUHLELIICTIOD in zone of tho dacuments thoy have
from tirs Co tinw bLocn axcuioyed with the N.S. auitnoritica., They
aral

WLTA - SDIGTAL THTOLLTGIZ.ON petsed from U.h. abroad or
to sripgu 2t ro=,

OtV e NATTTY THOLLIG. HCE oripinoting from Melbsurne.
(LIS T 1] 1] [ 1] [1] Indm.
— - " " " " 140d)e Naat.

ivierg vl be allotied froo Vine to tinc 5 nrecesnary,
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DSFIHITIONS {cont'd)

CRALAOG.ARI f,  That branch of kuswledpe which troats of
tils varioua azeans, mwethods, nnd -dovices Lor converting
nlain lanzutge into cryptograam fomn mnd for rocornverting
the cryvterran into thelir plain-lansuafoe form by a .
direct ravorsal cf the steps or procoesses emplcyed in
the oripginal coaversion.

CYPTANALYSIS. Thet brauch of knowledgs which treats of
tho various Linans, methoda, cnd dovicoa lor solving
er;ptogresns, that is, deriving their pluin-lungusge con=
Yents, without knowlodro or possession of the specifio
mothod, manns, or Loy oaployoed in the production of tho
cryptograns, '
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IETTER ADDRESSED TO FIELD JARSHAL SIR JOHY DILL

BY CIIZEPS OF STALFT.

¥You hoave already been made familiar with certain aspects of the position
betwean U.S. Army Intelligence, U.B. lavy Intellipence and our ovm Intelligence
Serviees. in regard to our llost Secret Sources by the steps you took last
Decerber and Jamtary (during Colonel Tiltman's visit) to clorify the motter with
Cenerall Morshall. Copies of the correspondence you hod with him are in our
honds,.

In particular your letter of 7th Jamuary 1943 end Generel Jiciarney's reply
of 9th Jarmery have laid dovn a general principle, intended to cover the subject
of our lost Secret Sources of intelligence, in a most satisfactory way.

Vle now vish to make this peneral principle operative throughout the British
and the Americen "Y* Services, lsying down more specifically certain provisions
nz o directive to the ofi'icers vdw have to deal with the many voints thot arise
almost deily In comection with operational handling of the material in quoation.
The intention is to cover all matiters connected with SPRCIAL amd "Y'V Intelligence,
Interception, Cryptography and Security, from the dscoding of Axis messages in
their higheat grade cyphers doisy to the erxtraction of Intelligenoce frem plain

. Yanmiarre telephony transmitied oo sircraft and field stations. Ve feel sure

that the American "Y' Services will welcome this suggestion as 1t must ve as
did'f'icult for their officers to deal with ocurs as for ours with them and they
are, us we hnow, as anxious sbout security as we are.

So delicate however is the techmiaue of handling this type of Intellizence
that if' absolute security is to be maintoined it is essential that the seme
methods chiould be pursued by beth courmtries at every level and in'every mrca
concerned, since a lezkage af any one point would jeonardize this source of
dulelliyence not in one aree oply but in all theatres of vwar and for all
3 Pirhting Services.

The points on vhleh we sye anvious to achieve apreement in elaboration of
the peneral apreement for complete reciprociiy reached between you and General
larshull are set out below and we vould sugzest that you should submit them to
tiwe Combined Chiefs of Staff in order that a directive on these lines cen be
issued.

SCUNCES OF SECLAL IMILLIGECE.

(e) Certain high grode Axis codes and cyphers have been solved and, due to
their complexity ond value for intelligence purposes, have been spacially
handled as regurds security. These are specificd bhelow and are the
sources {rom viiich, and from which alone so called SPSCLL IITELLIGIICE
is derived. They are:=
(i) 411 Torms of German Enigea mochine cyphers used by the German
iArmed Forces; all forms of L~wheel Hnigna lMachine adspted for
Gorman Secret Service and Hilitary and Naval Attaches.

(ii) A1l forma of German Secret Teleprinter Machine.

(4i1) Italian lapelin Machine and SIGIA submoarine code.

(iv) Jnpanesc Diplomatic Machine (Purple).

(v)  Jopeusse 3evol Code kiowm as J.1ie25.

(vi) Japmuese 1iiliteaay Abtache Code.

Qther ¢rsizes may Lo acded o this Jiot by el lhar eountry ae the
cirewwtaneos divtate, ia rotual o vesaent.
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EAPLOTTATIGE OF SPECTIAL LTrLLICGEIDE.

o ) - C

2.

(v)

The exploitation of items (i}, (ii) and (iii) will be left in British
hands in all theatres of wor in Europe, or in proximity to Burcpe, or
whiere the Command is British.  German Haval Enigma submarine keys will
contiime to be exploited by America, and the British-as now.

Tton (iv) will be exploited mutually as at present.

Item (v) will be exploited by America in the S.W., Pacific (conjointly
with the British unit in Australia) and in the Command area of the

C. in C. Bastern Fleet by the British.

Iten (vi) will be exploited matually as now.

DISTRINUTION AlD SECURITY OF SPECIAL AMD "¢" TWTELLIGHITE.

(c)

(@)

(1)

Britisi or U.8. Commanders-in-Chief of MNaval, Hilitery or Air Forces will
receive all SEACIAL LTELLIGEHCE necessary to them for the conduct of
their operations from either British or U.S. exploitation centres as may
Le mtually apgreed. '

The distrilmtion of intelligence from the sources in cuestion will be
governed vy the fundamental principle that distribution will be
rostricted to the minimum and will therefore be confined solely to those
wtho require to receive the intellipence for the proper discharpe of their
duties.

ALl recipicnts of SFECIAL or "Y® Intelligence, whether British or American
Of'ficers, shall ve bound by the same repulations, the regulations now ia
force in the theatres of var where Brivish forces are operating to be
accented et the present time. If at a later datc either country wish to
rodiiy them in the light of further experience then this may be doue by
mutual aoeeemcent. Tie extension to officers of a knewledge of the
exintence off such intellicence shall be confined 4o os limited a ruuaber
an pousiible and restricted to the levelas of commond in conformity vith

the wbove muntioned regulaticns. Greal stress is leid on the prineciple
that Jutelligence from these cyvphers should not be intermingled in reports
with that from other sources. If, however, it becomes imperative to do
so the whole mst be treated as SPECIAL INTHLLIGEIGE and given the same
strictly limited distribution. Under no circumstances is it permissible
to puso SPRACIAL LEWJLLIC:ICE in a cyvher which can be read by other than
the mthorised recipients.

Although "Z" Intellirence is not subject to the seme stringent repuletions
g DLHCTIAL DULLICHINE, sinca the two are closely connected, it is
cuucntial o maintain a high deeree of sccrecy in the handling of 'Y
Intellizence 21so. In ayy action talkien upon it and in any documents or
teleprams based upon it it is essential that its origin should be disguised
and the cyphers used for its dissemination absclutely secure.

Opeelally armpointed officers shall have full access in the British
Admiralty, Wor Office and Air Ministry to all SPECIAL and "Y" Intelligence.
The same privilepe will be extended to British officera in America. .

COCITRATION GVt ESEATCH I CIVEIOCGRARN AMD 1081 SECRET DiEVICES.

Q o

Research on cryptogravhy end all the means mechanical and scientific
appertaininy thereto shall be on an entirely reciprocel posis, together
viith 2all exocriments ang findings. U.S. Liaison officers will contiiue
to be woleome at the British WY Centre in the U.¥. and from those
speeiclly vecredited nothine will be withheld.  Siadlorly in the U.3.
asliticd British remascutetives will heve sccess o all information.
Bithor country reserves the ricit to refuse "exploitation" of BECIAL
LI olliGe 08 to the obher until it is satiszlied thoat the necessity for
dund exploitation exists ond thab the informution is to be disseminaied
only to Hhwss to whom it is easential, !

COUESRATTON A0 COCMDTATIGE CF T "Y" SLRVICHS.

(i)

s - e - i —

Cooperaliion babwzon v erprdic-lion of U.S5. and Britich "Y' offort munt
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toko place at all levels, technical eryptographic information being
exchonged matually at the same level and each country to agree not

to degrade such informution or the intelligence derived from it below
that level without mutual agreement. .

(j) Eoch country shall inform the other of the employment and scope in
each theatre of war of their "Y" units in the field.

; ' 74h Moxrch, 1943,
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2)

3)

4)

5)

(7 SECRER Az/235

DEFINITIGIS 4

-

WM SErVICE.,  The branch of all three Services vhich is concorn’
inverct n:,t 'ng decodr:g, interpreting, grading ond dissemination &
(2nd new ralj signals, and the use of D/P apparatus for e...to.bl:l....;:‘
locatvions of eneny transmivters. \.‘
et

SPRCIMAL TITELLIGECE. Certain enemy cyphers have been placed in a {
speciod catesory, owing to their imwortmce and difficulty of solutioni
The intellizence derived from these cypners is known os I“.}GL.L LlirLIs
Such meterisi is treated vdth most stringuut security meassures, a copy o
wihich is attached hersto. '

L'-

L
Yy DITELLIGEITE. Intelligence derived from the solution of lower prode
cypilers.  Such cyphers may i.ulc‘ler certoin circumstances be uppraded to th”
Mepecial” closs, The dissemination of MM Tatelligauce is wider {hou:™ -
ul iy,

3 treated as licst Cecret. (

. —— R Y . s . . . - \
Vherets STOOCIANL IITOLLIGZCE is confined to o very strictly limited mu.
of the rost higaly pl_.cet. oflicers ard is mainly of sirategical Limportance..

"y* Intelligence moy be used tactically, _ -

f

"EYPLOTIAYICI" has no commercial significance but is used to cover the { '
decoding, interpretation, grading and dissemination of all intellizence i
N

derived from the activities of the ™Y “ervioe.

Certnin orefings are usad in the dlssomination by telegram of SPECIAL
LUTLINT 0L and theoe mrolines moy ccour, locsely used, to dencte SPECIAL
T". i I X

o2 LIS 0% dn cone o tar dacumients that hiave from time to time been

cxeivnized vwith the U.8. suthorities.

They cre:-

ULTRA = SPECILL LTEILIGEIDE passed from U.K. abroad or
to shirs a.t sea.

ZOITIC = SPICLML, LWILLIGEGHE originating from Melbouwrne.

SOERR = " n f " fndia.

SN = w " " v jHadle Bost.

Clluan will be clledbed vy 1in: bto iime a9 necossary.

Toovraiizes st vreosent ettt for YO Liiellisencd,
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WAR DEPARTMENT
WAR DEPARTMENT GENERAL STAFF
MILITARY INTELLIGENCE QIVIGION G-2
WASHINGTON

& April 12, 1943

"

MEMORANDUM FOR THE CHIEF OF STAFF:
Subject: Cooperation between United

States snd British Signal
Intelligence Bervices,

SUIR{ARY

1. The British Cryptanalytic Service {(*Y" RN
Service}, through Field Marshel Sir John Dill, has put 7,
sor-ard A proposal (TAB 4) under which the Britieh A
vaulid hove a2 complete monoroly in the handling of German
armed forces and Yecret Service communications. Thils }
manopoly would extend not only to the ftechnical pro-
cesaing of the traffic, but clso to the dissemination
af intellipence derived from it. The British have sug-
veatad informally that, if we do not agree to thelr
propoonl, they may brnak off entirely cooperative re-
lations between them and ourselves in the signal intel-
ligence rield,

2. The British proposal is unreasonable, and
it doen not meet the reculrements of the situation. The
“"’tvd Statea Army cannot consent to a vrovosal vhich

would exelude 1t from any participation in the techni-
e+l handling of German Military traffic, and from any
rhare in disseminating derived 1nte111gence.

3» 1 have prepared a revision (TAB B) of
the Britich proposal, which I belleve is a reasonable
dolutlon of this Question.

4. Aection regoméenged' That the attached

:sggt TAB B, be presentefj to th4 British for concur-

-
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WAR DEPARTMENT

WAR DEPARTMENT GENERAL STAFF
MILITARY HTELLIGENCE DIVISION G-2
WASHLNGTON

April 12, 1943

MEMORARDUM FOR THE CHIER OF STAFF:

Bubject: Cooperation between United
States and British Signal
Intelligence Services,

1., During the past 2 years, the British and
ourselves have been exchanging cryptanalytic information
and intelligence derived from enemy encoded communica-
tions, This exchange has been of substantial benefit to
both countries. Recently, however, the British officers
in control of their crycvtanalytic service (which they
call the "Y' Service) have put forward a proposal which
threatens the continuance of this mutually advantageous
rclationship.

2. The Britlsh have succecded in developing
a techniaque for “breaking' highly secret cipher systems
(Xnown as "E* traffic) used by the German armed forcee
and Sceret Service., A very few United States llalson
officers were shown the technidue in England, and as a
recult we have developed an analogous (%hougﬁ not iden-
tical) method for handling this traffic, However, our
progress will be much retarded unless the British co-
operate by furnishing us with some "raw" intercepted
messages and collateral intelligence which taey, by
virtue of thelr proximity to Europe and their longer
cxpericnce in thls fileld, can and do obtain more easily
than we can by the utilization of present facilities.

3. To date, the Britlsh "Y' Service has de-
clined to cooperate in this respect. They have taken
the attitude that the cryptanalysis of "E" traffic and
the diareminntion of intellirence derived therefrom
uhou%d be left entirely in British hands. Furthermore,
ﬁhc Sritish have recently put forward, through Field
Enrqhnl Sir John D1}1, a proposed general agreement

ctween the United States and British Signal Intelli-
gence Services, Under this proposed agreement (attached

!
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hereto as TAB A), German "E* traffic, Japanese secret
giplomatic traffic, and a few related types of CGerman
and Japanese secret systems are placed in a special
cnxcgory called "Special Intelligence.?! The "explolta-
tion? (which includes both technical handling and dis-
gemination of intelligence) of German “E" traffic 1s
declared to be a British monopoly; the Japanese traffic,
to which the Britich contribute leas than 40%, is to be.
"explolted" on a mutual and cooperative basls as here-
tofore. The British have suggested informally that 1if
we do not agree to their proposai they may decide %o
break off relations entirely in the signal intelllgence
ficld.

4, I believe that the British #Y" Service

io mistaken and, indeed, duite unremsonable in demand-
ing & British monopoly for the handling of German Mili-~
tary and Secret Service communlcations. 48 you can
wrll understand, this le one of the most lmportant
nources of military intelligence in the European-african
theater. There is more of this "EY traffic than the
British are equipped to handle, and our participation
rhould yleld more intelligence than 1s now being pro-
cured from this source. Furthermore, Britaln is not
vt immune' from bombing, and the possibility of inter-
ruptiona in Britlich exploitation of this traffic muet
not be overlooked. Elementary security reduires that
the United States be in a position to provide both
materiel and tralned personnel if necessary, But, more
fundamentnlly, the attitude of the British "Y" Bervics
neemn to me strangely out of keeplng with the times,
The Drltish and ouraselves have embarked on the gigantic
tank of destroying German military power. I do not see
how they can reasonably say to us that we should not
cven lenvn how to handle German millitary secret commun-
lcatlonn nnd extract intelligence from them. Nor do I
understand why the British "I" Service should serve an
ultimatum" on us under these circumstances, and demand
“???liancc as the price of continued collaboration in
oiaer Lypes of signal intelligence. I cannot believe
Vhal the British members of the Combined Chiefs of Staff

ﬁﬂﬂﬁdeanprove the attitude which the "Y" Service has
HEY) it} »

5, However, there is one matter which the

L ™
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Britich "Y" officers have repeatedly raised, in connec-
tion with which, they are on firmer ground. As you Xnow,
intelligence derived from cryptanalysls muet be handled
under rigorous securlty safeguards lest the source be
adricd uo. The British "Y' Service 1s highly centrallzed;
the disseminatfon of intelllgence ie carefully controlled
at central headquarters, and theater commanders are glven
orly such information as is vital to them. Our Signal
Intelligence Service is quite different. Signal intelli-
gence units sttached to the theater commands are not
directly controlled by the War Department, but operate
semi-independently under the theater commenders, Often
we have very little information in Washington about the
operations of these units. The British belleve this ise
poor securlty, and point to thls situation ag a reasan
why we should not be entrusted with a share in exploit-~
ing YE" traffic, I think thelr eriticlem 1e, to a degree,
well-founded, thuat we shoula promptly take steps to
rectify this situatlion, and that we should so inform the
British, '

6. With resnect to the British "Y" Service
proposal submitted through Fleld Marshal £ir John Dill,
I do not see how we can agree to it in its present form.
If we do, we deprive ourselves of any participation in
extiracting intelligence from German military secret com-
munlcations, and any share in dieseminaving derived
intelligence.,

7. Attached hereto as TAB B 4ig a revision of
the British egreement which I belleve is 'a reasonable
eolution of this duestion., There sre a few other short-~
comings in the British proposal, but I do not belleve
the correetion of these, as proposed in TAB B, will pre~
sent any serious problemns,

8., Action recommended: That the attached dreft,

TAE B, embodying a revislomgof the British proposal sub-
mitted through Field Marshal S5ir John D111 (T4B A), be
presented to the British For concufrrence therein,

xEQ, V., STRONG
Hnjor General
Ao €. of 3,, G-2
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LEl“T:'ﬁ'{ ADDRESSZE TO FISLD MARSHAL SIR JOHN DILL

BY CIIIEFS OF STAFF.

You havo already been made fmmilinr with certain aspects of the position
between .. Arny Intelligence, U.5. Navy Intelligence and our own Intelligence
Servites in rogard to our Host Secrot Sources by the steps you took. last
Docemhor tnd January (during Coloael Tiltuwen's visit) to clarify the matter with
Ganeral llarshall., Copies of the correspondence you hod with him ere in our
hands.

-

In particulaer your lottser of 7th January 1943 and Gemersl iiclinrney's reply
of 9th Jununry hinve lald dowm a poneral principle, intonded to ¢over the subject .
of our Lost jjucrot Hourcey of Intellipence, in a wmost satlslmctory way.

Yo now wlsh to mnlte this gonerel principle operative throughout the Britieh
and the Amorican "Y" Sorvices, laylng down more specifically certain provisions
a8 o diroctive to the officors who have to deal with the meny points that erise
alrost daily in connoction with operantional handling of the meterial in question.
The intention is to cover cll matters connected with SPECIAL and "™ Intellizence,
Interception, Cryptography miud Security, from the decoding of Axis messages in
their hiphest ;s ude cypnors down to the exiraction of Intellipgence from plein
languege tolopi.wiy tresswittod firom alrcrals and field stations., 1le feel sure
that the imerican "M Services will welcome this suggestion as it must bo aa
difficult for thelr of“icors to deel with ours ag for ours with thom and they
are, &g wo kiow, v anxious about security np we are.

S0 delicutu howevar is the technique of handling this type of Intelligence
that if absolute gacurity is to be meinteined it is cesentiel that the same
nethods should Lo pursusd by both oountries at every lovel and in every erea
concerned, sincu n lonkege at any ope point would jeopardize thls source of
irztelligeace nvl in one area only but in all theaters of war and for all
% Fighting Sorvices. :

The points un which wo are anxiocus to ashieve agreement in elsboration of
the gexoral wivacuunt for complete reciprocity reached beiween you and General
Larshell ara »ot out below and we would sungost thet you should sulmit them to
the Combinuud (hiols of Staff in order that a dircctive un these lines can bo
issued. :

SOUTICES OF 51Muiil 1LTRLLIGEICE.

(a) Cortnin i prede jxic codas and eyphers havo been solved and,' due to
their conploxiVy und value for imtelligence purpozes, have beon specielly
hoirdlud ni zopurds socurity. These aro specilied Lelow and are the
sources frou whick, and from which alone so called SPECIAL INTELLICENCE

is darivad. ';'hu:.,- nra ;=

(1) A% Comin ol Gorman Enigau mnohine cyphers usod by the Gorman
frmed torcas; all foras of 4-vheel ixiges jfachine adapted for

[h]

SbeeW) liecral Servico wnd Lilitary ond Maval Attachos.
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(1i) All forms of, German Secret Teleprinter lachine.
(1i) Italian Hagelin Machine and SIGMA submarine code.
(iv) Japanese Diplomatic lachine (Purple).
(v) Japanese Naval Cc;de lnovm as J.H.25,
(vi) Ja.mne e L'ilitary Atache Code,

Other cyphers may be }added 4o this list by either country as the
circumstances dictate, in mutual apgreement.,

Oil OF SPECTAL IVTRLLIGENCE.

(b) The exploitetion of items (1), (ii) and (1i1) vi1l be left :in Dritish
hands in all theatres of wur in iurope, or in proximity to turope, or
where the Comnand is Sritish. German Naval Inignra submarine keys vill
continue to be exploited Ly America, and th¢ Sritish as now,

Ttem (iv) will be exploited mutually as at present, -

Ttem (v) will be expl&ited by dmerica in the S.W. Pacific (conjointly
viith the British unit in fugtralia) and in the Comiond area oi the

C. in U, -astern Fleet Ly tae sritish.

Ttem (vi) vill be exploited mutually as now.

DISTRIBUTION MDD SJCU:LLT.L SPECTAL AMD WY THTHLILIGHNCE.

(e) British or U.S. Commanders-in-Ciief of Maval, ¥ilitary or Air Yorces vill
receive a2l) SPLCIAL I#TELLIGEFCE necessary, to then for the conduct of
their operations Irom either British or U.S5, exploitation cenires as may
be rmutually zgreed.

(d) The cdistribution of intellipence from tne sources in question will ve
governed by the fundenentel principle that distribution will be
restricted to the minimmn and will therefore Ve confined solely to those
wio require to receive tne intelligence for the proper discharge of their
duties.

(e) A1l recipients of SPECIAL or "I% Intelligence, vhether British or fmerican
Officers, .snall be bound by the same regulations, the regulations now in
force in the theatres of wor where Britisn lorces ere operating to be
accented at the present time, I1f at a later date eitiier country wish to
modily. them in the light of further experience then this may be done by
mutual acreement, The extension toofficers of a knovwledge of the
existence of sucl intellipence shall be conifined to as limited a mmber
a8 possible and restricted to the levels of command in conformity vAth
the above mentioned repulatlons. Great stress is luzid on the principle
that Intellirence from these cypners should not be intormingled in reports
with tiod fram other gsources. 1L, hovever, it vecunes imperative to do
80 the wiole must be treatod as SPLECIAL INERLLIGEICE and given the same
gtrictly limited distribution. Under no circumstances is it permissible
to pace EPECIAL 1WIRLLIGLICE in a eypner vhichh can Lo read uy‘ obtlier than
the authorized rec;plentb. e .- ' - I
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(£) Although "Y% Intelligence is not gubject to the same stringent regulations

as SPECIAL INTRELLI (ZlCE, since the two mre closely connect.ed, it is
essential to maintain a hipgh degree of secrecy in the hamndling of WY»
Intelli;gence also. 1In any action taken upon it and in any documents or
telegrans based upon it it is essential tuat is origin should be dis-
guised and the cyphérs used for its dissemination absolutely secuvre.

() Specially appointed dfficers shall have full access in the British

Mniralty, lar Office and Air ldnistry to all SPECIAL and “Y" Intelligence.

The sane privilege 1.:1.11 be extended to Eritish officers in fAmerica.

COOPEZRATION OVl RE SEJu'f.CiI IN CRYPTOGRAPHY I\I\"D 5OST SKCRET DVICES.

(n) Nesearch on cryptography and all the means mechanical and scientific
appertaining thereto suall be on an entirely reciproczl basis, together
with all experiments and findings. Y.5. Liaison officers will continue
to be viclcome at the Zritish "Iv Centre in the U,K. and from those
specially aceredited nothing will be withheld, Simdlarly in the U.S.
qualified British representatives till have access to all information.
Either country reserves the gight to refuse “erploitation' of SPECIAL
IFTELILICENCE to the othior until it is satisfied that the necessity for
duel exploitation e.xists and thab the information is to be disseminated
only 1o those to thom it is essential.

COQECRATION MDD COORDIVATION O T7E wYW SERVICES.

ey

(i) Cooperation between znd coordination of U.S5. and British #Yt effort muat
take place at all levels, tecimical cryptocraphic information being
excianged nutuall,f at the same level and oach country to agree not
to del,x'ade such information or the intelligence derived from it below
that level without mutual agreement.

(j) ?*ach country shall inform the other of the employment and scope in
eacii theatre of war of their "Y' units in the field.

T7th idarch, 1943,
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. DEFIRLTIONS

1) mym nEnviCE. The branch of 2ll three Services which is concerned vith
Tniurcupting, decoding, interpreting, grading and dissemination of enemy
(a0 nuubral) signals, and the use of D/F apparatus for establishing
locntions ol encmy t.ran?mitters.

2) sbinral Tei=LLIGDNHCE. Certain enemy cyphers have been placed in a
upuciul cateyory, ovr.i.ng’?; to their importance and diificulty of selution.
T intellizence drived from these cyphers is knovm as SPECIAL TKTELLIGEMCE,
cuch malerial is treated with most stringent security measures, a copy of
vhilch Ls atbached hereto.

3)  wpe ol LioiniCE,  Intellipence drived from the solution of lowor srade
Coplart.  Suc cyphers may under certain circumstances be upgraded to the
Ugpecinl®  class,  The dissemination off WY Intelligpence is wider though
alwery Lreated as iost Secret,

Verngeias SPLCIAL INTELLIGENCE is confined to a very strictly limd ted number
o Lie wonb hipaly place oltlesrs and is mainly of stravesical importance,
wiv fpelli, ence may be used tactically.

A) Wi LUEIOUN has no comnmercial significance but is used to cover the
doe van , SSbaerpretotion, grading and oissemination of all intellipence
der,y e pron the activitios of the MY" Service.

5) Certdn g iEes are used in the dissemination by telegram of SPECIAL
i Ll TULD end bnese prefixes may occur, loosely used, to cenote SPECILAL
Li.lwdd ol in some of the documents tnat have from time to time been
oxc.auyed withy the U5, authoritivs,

They i

LLIHA = SPECIAL INTELLIGEHCE passed from U.K., abroad or
10 stiips ot sea.

L TIC S LPECTAL INTLLLTCRENCE origineting from lklbourne,
S:aint = [ " L n India.
Bidl, = ou n " W ldddle Zast.

Otners i1l iw allolted from bime to time as necessary.

WO prafiten at present exist for rye Intellicence.

26th Felruary, 1943
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AGHEXMENT COMCERSTUHG COOPERATION IN
MATTHHS RELATING T0 SIGUAL INTELLIGENCE

i
L., Certain high grede Axis codee and cicthers have been
aolved ond, because of their complexity end value for intelli-
gence purposes, Wave been speclally handled as regards
socurity. These are specified below:

&» All forms of German Enigma machine eciphers used
by the Uermsn Armed Yorces; 211 forms of Enigma
machines adarted for German Secret Service and
Military and laval Attachés,

. All forms of German Secret Teleprinter Machines,

c. Ilteliegn Hagelin liachine end SIGHA submarine code,

4. Jeapanese Diplomatic ifzchine (Purvle).

&. Japanese Neval Code known es J. ¥, 25.

£. Jepanese Militery Attackt System,

&»  Japanese Diplomatic J-19 (Fuji) System.

German Diplomatic Keyword System {Floradora).

i

Other systems may be added to thise ligt by either
country as the circumstances dictate, in mutual sgreement,

LXPLOITATION

2. It is recognigzed that, at the present time, the ex-
rloitation of items p. and b. above is primarily a British
reeponsibility, and thzt of items d., £. and g. 1s orimerily
a resvonsibility of the United States. However, with respect
to'all items, full advantage shall be teken of the intercept,
cryptonelytic and other signal intelligence facilities of the
United States and Eritzin, in order to improve coverage cnd guard

riontnet interruntion of operastions, To this end, the United
Strtes will furnish Britzin with all row material vnder items d., f.
and g. which the British laekx together with such technical deta,
solution data and collzteral intelligence as may be nceded by them;
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Britain will furnish the United Staztes with sufficlent raw
material and sll technical data, solution datz and collateral
intelligence under items g, and b. so that the United Stztes
expolitation centers will be able to furnish supplemental cover-
age at all times, and provide security egeinst interruptions in
British operations,

DISTRIBUTION Auli} SECURITY OF SPECIAL AND TA IWTELLIGHICE,

3. PEritish or U.S5. Commanders~in-Chief of Naval, Military
or Air Forces will receive all intelligence derived from the
systems listed in parzgraph one, which is necessary to them for

- the conduct of thelr operationg, from either RBritish or U,S,

exploitation centers as mey be mmtuelly agreed. There will be
an exchange of liaison officers for the purpose of facllitating
the execution of this provision,

4, The distridution of intelligence from the sources in
guestion will be governed by the fundameatzl principle that
distribution will be restricted to the minimum and will therefore
be confined solely to thors who require to receive the intelligence
for the proper discharge of their dutiea,

5, All recipients of SPECIAL INTELLIGENCE whather British
or Americsn orfficers, shall be bound by the same.rezulations, the
vegulations now in force in the theaters of war vhere bBritish
forcey are overating to bte accented at the vresent time, I at
a later date either country wish to modify them ia the light of
further exnerience then this msy be done vy mutual agrosument,
Yhe extension to officers of a knowledge of the existence of such
intelligence shell be confined to as limited a number as possidle
end restricted te the levels of commend in conformity with the
ebove mentioned regulations. Great stress is laid on the prin-
ciple thnt SPECIAL INTELLIGENCE should not be intermingled in
reports with generzl intelligence from other sources, If, however,
it becomes imperative to &0 so, the whole must be treated as SPECIAL
INTELLIGHEICE and given the same strictly limited distridution., Under
no circumstances is 1t vermissible to pass SPECIAL INTELLIGEGRCE in
a cryptographic system which can be read by other than the aunthorized
recipients,

6, MAlthough TA Intelligence is not subject to the same

stringent resulztions as SPECIAL INTELLIGINCE, since the two are
closely connected, it is essential to maintain a high degree of
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secrecy in the handling of TA Intelligence glso, In any action
taken upon such intelligence and in sny documents or telegrams
based upon 1t, it is essential that its origin be disguised and
that the cryptographic systems used for lts dissemination be
absolutely secure,

7. ©Specially appointed U,5. officers shall have full access,
ot all British headguarters, to 211 SPECIAL end TA Iatelligence.
The same privilege will be extended to specially appointed British
officers at 21l U.S. hezdgueriers., Through specially accredited
liaison officers there chell be full and free exchange of SFECIAL
and TA Intelligence of all types, between the responsible U.S. and
British authorities in Yiashington end London.

8, The British and the U.S., Signal Intelligence Services
will inmediately notify each other when either has information,

“Irom any sources, indicating compromises of cryptographic systems

used by the other,

CCOPXRATICH IN CRYPTANALYSIS, AND Id CRIPTATALYTIC, LiTERCZPT,
D/, &ND TA APFARLIUS,

. ZResearch ip cryptanalysis and in the develonment of crypt-
analytic, intercept, D/F, znd T4 spperstus shall be on an entirely
reclorocal besis, together with 211 experiments and findings,
Specizlly accredited U.S, represeantatives will continue to be
velcome at all British “Y¥ centers, sznd from them nothing will be
withheld. Similarly, specially accredited British representatives
will continue to be welcome at all U.S, Signsl Intelligence centers
and from them nothing will be withheld. So far as practicable,
the security regulations adopted for the protection of the activi-
ties at the operations centers of the Signal Intelligence Services

will be identical,

COOPERATION AND COORDINATION OF TH SIGHAL INTRLLIGENCE SERVICHS.

10. Cooperation between znd coordination of U.S. and Eritish
"YH effort must telke plece at ell levels, tecinical cryptanalytic
information being exchanged mutualiy at the same level and each
country to agree not to lower the classificetion of such informa-
tion or the intelligence derived from it below that level without

mitusl agreenment,

11, ZEach country shell inform the other of the employment and
scope in each theater of war of their *Y" units in the field.

N :Jr)

P i
N -




il

C}

- e e T

'lo

Za

3.

TN

T, TRED 3Ty, FER, nem CTTAD

N, ’ . ) 4

DEFINITICHS

#yr STAVICE OR SIGHAL INTRLLIGK.CX SERVICE, The EBritish,

U.5. Arwy, and U.S. Havy services concerned with intercepting,
decoding, interpreting, classifying and dissemination of enemy
{end neutral) communications, and the ise of D/F &nd other
ppeclzilzed apnaratus for establishing lncations and ideantities
of enemy trznsmitters,

SPECIAL IVTWLLIGHUECE, Intelligence derived from the texts of
solved cryptograms (enemy and ncutrel) 1is Jmown as SPECIAL
INTELLIGENCE, It is divided into two categories:

That embracing the cryotographic systems enumerated in pare-
graph 1, whick is based on their importonce and ailfficulty
of solution. Such material is treated with most stringeat
security megsures, ’

_ﬂo

b. All other systems.

¥5/1 OR TA (TRATFIC AMALYSIS) IiPRLLIGHHCE, Intelligence which
is derived from the study of communications, without resort to
eryptanalysis, Specifically, it involwes the reconstruction
of communications networl:s; correlating the trgansmission fre-
quenclee snd schedules employed; locating the transmitters;
enalyzing the volume, direction end routing °f megsazes;
develonirg the zystem of assigring and changicg cell siznsg
studying operstors' conversations; noting correlations between
transmission and other circuwistsznces or evidence; deriving all
possible intelligzence from the foregoing siudies end all other
features of the traffic, witnout resorting to cryptanalysis.
The dissemination of TA Intelligence is wider, thouzh always
trested as SECRET, :

"EXPLOITATION" covers the decoding or decinhering of enemy
cryptogrems and translating, clessifying and disseminating
the Intelligence desrived therefrom,

Certoin prefixes are used in the disseminztion by telegram of
SPECIAL INTELLIGENCE snd these nrefixes may ocewr, loosely used,
to denote SPLCIAL ISTELLIGHICE in some of the documents they have
from time to time been exchanged with the V.S, autherities, They
ares

SPECIAL IYUTZLLIGEICE passed from U.¥. abroesd or

to ships at sea.

SPHCIsL IHTELLIGHICE originating from Melbourne,
India.
Middle East.

ULTRA -~

ZYACTIC -
SI HDAR « u it i N

Syl - M " : iy .

Others will be allotted from time to time as necessary.
ilo prefixes at present exist for TA Intelligence.
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DEFINITIONS (cont'd)

CRYPTOGRAPHY. That branch of lmowledge which treats of

the various means, methods, =nd devices for converting
plain language into eryptogram form and for reconverting
the cryntogram into their plain-langusge form by a
diract reversal of the steps or processes employed in
the original coaversion,

CEYPT/ANALYSIS, That branch of knowledge which treats of

the variocus means, methods, and devices for solving
cryptograms, that is, doriving their plaln-lenguage con-
tents, without knowledge or possession of the specific
method, means, or key employed in the production of the
cryptozgrams,.
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WAR DEPARTMENT

WAR DEFARTMENT GENERAL STAFF
MILITARY INTELLIGENCE DIVISION G-2
WAGSHINGTON

{ April 16, 1943

i
HEMORANDUM TO COLOHEL CLARXZ
Subject: Blechley Ferk v, Arlington
Ra1l,

1, I feer our gentle Allles will not be

happy with "dropping the whole thing," They are
1likely to pursue thelr efforts tc obtain a directive
embodying their oroposal, They won out in the Turing
cese, They heve direct sccess to W. C. and thorefore
to F. D. B, Tre Sea Lord knows we nreoersd a counter-
proposals he will now deduce thet wé couldn't rut it
acrose. Cur cousins will went to get us tied up now,
while they own & hot iron,

2., Our counterproposal 1s so cleerly reason-
tble end sound that it muet kave been turned down for
reasone other than the merits, FPerhaps the C, cof &,,
having been let down on Turing, ie rfearful of belng
let down egaln,

3. Likewlse, we will never mrkc progresg &p
long ns‘the Britieh (#) can play verious U, 5, orpsnize-
tions off egsinst eech otker, and (b)‘heve a direct

—

charrel to W, C, zrd F. D, R. while we have none,
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4, ‘Ergo, we must solidify our poaition as
rapidly ss possible, ¥e heve, I think, a potential
Ally in the State Department%, which le dependent on
ua for diplomatic intelligence of this type, I
think General Strong, or you, should discuss the

antler with Sumner Welles,

5, We should slso recapture from our ecilors ‘

the function of "servicing" the Wnite House with this
intelligence, end develop a channel thereby,

6, We should elso, as soon zg poceible,
comnence construction of a fixed intercept stetion in
tke Suropean theater,

Snokenr rashly snd out of great ignorsnce,
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WAR DEPARTMENT

WAR DEPARTMENT GENIZRAL STAFF
MILITARY INTELLIGENCE DIVISION Q-2
WASHINGTON

April 16, 1943

omp AT,

UHUORALDUR FOR CRUERAL STRIONG:

Discussions with Sritish regarding
Blctehley Park vs. Arlington Hall

SUBJECT:

1. In ordcr to get on paper the thoughts whizh I
rather vnguoly voiced to you this morning I wovld like %o
gubmit for your considerstion the following alternatives:

Tirst: We can continue to press this
metter vith both Gexeral iarshall end the
British; or

Second: We drop the whole aff{oir pad
emplay another tack.

2. s for the first line of action, mingce owr
counter~prapoenl is 8o clearly renconadle and sound, Gezernl
Haralinll muat be "side-stepring' for rensons other than the
nerits of the chze.  Perbinps having buen let dotm in the

Turlrs anse he is fearful of bLeins let dovm azain. Does
Genernl Marsholl reslize that lerze as our S.5, operetiong

are cunpered to whoat they were a year aco, they are still

1o very, very smell scele comnared with vari-sus comprrable
upersiions of the British. This is also true of the intel-
tirenue alde of the oicture, and suv long as it remains truc

wo- will eentinue to be at a disandvantage ir dealing with the
dritizh in thic field, At present they receiws from us, in

nreoway ar another, the wheole outrut of cur radio intarcept
welivities,
eleose bt vive us, Of the enornosus number of Coatinental
furapesn mesangen which they ingercept and read--said by
Tritish officers ta run as high as 4,000 per day of Germen
Lenr'fie nlone-~they sive us nothing in its original form, ard
rrackienlly pothiag in any other form, - They niva our Ceneral
whe eormencl 2llied forces such iufornation as, in the opinden
e whe aritish nuthorities, is "necessary’ in the oonduct of
eperettong, and they have nn exchange of naval Lraffie and
infersmtior with our Yavy, xcept for what iz obtained in
thami fwo ways, wo et the intelligonce derived fram Sritish
Jrtrreent faedlities only when it becomes publin inforsation,
v JAven to thn eprunomie warf'sre suthorities, or coin-
momnieated tn b Snbe Departrient or sanc other U,5. ngency
e wepese of induein: wetion or baeause the British

»
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think it to their advantage to lceep us informed. Thus there
are today 2 classes of intercept intelligonce~~thut which is
A British moponsly and that which is shared equally with the
British. The first includes the bulk of tha intelligence
about Furope, This situntion leaves us in ignorance of a
maas of informetion cbout Zurope which, in the nature of
things, must add up to a considerable body of intellipence.
Though the British def'end their nosition on security grournds,
it is obvious that they can maintain it only bacause they
think they have nothing more tc ~ain from us In this field;
that if preosent reletions were to be severed we would lose
much more than they, They do not have a high opinion of
Arlington Hall, and they knew that thejr intelligence
activities in the cryptanalvtic field ere on a muck largor
scale than ours, with the result that they get more informea-
tion and better information than we do, and they get it more
quickly because their tacilities are better and thoir trained
manpower more numorous. Thile we may be able to break down
the Sritish insistence orn n complete monopoly of German "E"
truffic-=the class of Continental Fwrenean traffic heving the
preatest militory sipmificaice--we will never get on a parity
with the Britich in the field of irntercept intelligence, un-
less and wntil we attain greater independence in the crypt-
analytic ficld mni pzy more attertion to the intelligence
nepnects of thot field. Unless we aro caretul, therefura,

we are as likely as not to end the war in the position of
havirg shared with our ally ovur one great cryntanalytic nt-
tainment--the bresking of the Javanese mechine cipher end
reconstruction of the nachine~-and heving got very little

in return,

3. In view of the rumblings that are pgeing on
beneath the service snd the possibility e¢f a strong come~
back by Donovan, I fuel that we would be unwise to press
General Harshall any fnrther. e might be playing too
strongly into Donoyan's hands. .

4, As for the second vrcposal, to drop tho vhole
thing, I greatly fear that the British would nnt be at all
happy with, nor will they consent to, dropning the whcle
thing, They ars very likely to nursue their effcrts to ob-
tnin a directlve embodyirg their proposel. They woen out in
the Turing casec by having direct access to ¥.C. end thernfere
to ".D.R. They, of eourge, ¥mow that we prepared a counter~
preposal, and they will now deduce that wo were unnble to
put it across, They will, thercfere, nake every effort to
ret us tied up now while they have control of the hot iron,
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5. I am oonvinced that we will never mnke real pro-
gress so0 loug as the British can continue to nley various U.S.
orsanizetions off] one agairst the other and have at the same
time o direct charnel to ¥.C. and F,D.R, while we have none.
I think thnt we should inmedistely send to London at least six
of the ablest and most ngressive officers that we ocan find.
These officers would gc into the Air sinistry, the Foreign
Offico, the O0ffice of the D,H.I., Office of D, ¥.I,, ete., andl"
dovote their entirc time to discoveringz and transmitting to
us all possible intellisence. At the same tinme 4rlington
llall can be Aoing the swme thing at Bletchley Park.

6., Thile this is goinp on we should on this gide
of the wntor be striving to so0lidify our nosition as rapidly
af pocaible. e have, I think, a potential ally in the
S5tnte DHepartment which now is totully dependont on us for
dinlomntic intallibcnce activities. I strongly recommend
if vou can do so, that you disecuss thla entiro matter w1th

f/s" —W . Sumer Yelles. Ye should also

"recapture” the function of serviecing the Thite House with
our particuiar intellicence, develoning an sdditional chan-
nel to the highest level.

7. I heve riven corsiderable theught lately to
the advigability of moving this Branch out of the Pentagon
Building to scme secludad spot separated physicelly from
the rest of G-2 and also from aArlington Hall, There are
certnin functions in connection with cur activity which we
have not develonod, mnd which the Pritich employ ta their
very great advantage, whieh-we-hoveTob—devetoped, and which
il developed at all should obviously be kcpt separate from
our normal intellipence and counter-intelligence orgenization.
By this latter I mean or information service,or secret ser=-
vice if you prefer, patterned wf'ter the Uritish Secret Ser-
vice but created with our ovm verticular nrobtlems and national
naychology in mind. I am prepared to embark ou this under-
taking whenover I get the greon light from you.

[t




ax

Vvl .'.LI'.--J -. ' . GVS

3

loril 50, 1943,

L L

| o

e SOPARIUM FOR IPIGARITR d. RFLGIAA,
Ercretary, Lombined Cniwi's of ftaff.

1. Telerunce our conv.rs:blon yoherday aflornoon, Lhe esln
r-o.ln 9 ot dllference emcermn the alloc.tion and Lhe Yeraloltzticn®
0" th> paoters covord tn the Fomor.n: -uu of the Lritiah Solnt Calufe
0l WLy IJ', datad Lorech 7. I vill nole thet thin alleetiosn wuts
T..wu ), & and 3, from a practical a.-::.:zdnoint, ~a2tizely in the honds
A oo omVlithe A5y oen ITiat Ly 0 oone & oore conelrnudg Lae retior
!oasncaad Lnrds. dne pat recult 1oy L0 o choote o look ot it

tLoen doslurte tleal el agsolnt, the Reatlen keus op 75 ner oAt 1nbore
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Zy T ol liov Mmaloolia L. Lhv Srovisitaes o oS0 LU R nlse
tritunion of tns cenloct s y 2% wa¢ mTmar oy, LoLa el very
ve il to i thetd cw wnbsreecnad Lhostor commiendsr is cattirh ot ouzh
Litartulen 22w eancidomd neceanmtys  The faet remaina thot thils
C iy Wledr LU ol ieine sndh vavnlebin: odlic ry 1nl;-.'ll:|..mnrr.\
W i .l. Vi bera 65 wmll 20 b5 tha Jeant wd Custdnec Chlors of L4 7,
&o2ely u ome otiet Ly nechler uneer the pTATO. el ceiemn, if Ve Tor
“l JaPLAL AL W r.l..raj. .-l....: in the Unisrd ol L.-'.. ivy W reeod 20 tho
GGerd tate e o this dear ur, o Tanate Uer :.:' e enixnoriont
e Ta ot f..'_..f:.. H \.-v.".', Pv i Wi be botley defials r-ly 50
o oL e ey cnhoon wlth the war :

Je I vwvnwirr Llttle ~ymibhy with the provlisions of Lhe menow
roowd dnove s rd 1o secenlis T et de st omnbt o Toel Lhia acciion,
Ciona priet bk Lbiadcadnt, vocs aoh ioprt Yot reinensly nound,

T Lirvy wan sop Dot bmons o et LE ceerr e Sl of Lhls
Uty ia rame roeracoba,
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Le In vorard 4o tho definltions anpended to the Documint, that
of Mumnloitition? s tobally unacernt: able. Uneee no cireuastenceo
w111 T be towmnd Lo secapt & Drdlish internretsiion on my plece of
intellivences Y will ploce my own interpretrtion thereon., 1 would
not promuna to domend or rorudre thet o Dritdish Genoral Etaif 0ffi-
cor be viund to zueopt ny o t.nr-\r tation, for instance, of a pigee
off inlommzation ohtuinad Yrom fowricun cources,

et the hasle tronblo izt in the unyille~

B TH Eeamy o e
{nrnang of the Feiliszh Lo prradt fmeriemms Yo entsr the CGonmasn
Jioide Inmemrach az vao Unised Shates Wre fntora:Le 4in these mnte

tepu, onite fuperare ond ..’.'i siinet from Britich intercitsn, the plaa
.n.cumty dooy noY mzety L Srficient resson Lo deny Aucerican

of
Lenindng And senivity in ‘i..‘i.s Tivld.

. T Lrurt Ahe cormanronise dirs . you took avay yesbendny aftote
noon will be roane 19 booa poaroias e folution,

G0 To UG,
Hujor Genecsol,
¢ e
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AR
BRITISH JOINT STAFF MISSION LN R’
OFFICES OF THE COMBINED CHIEFS OF STAFF
WASHINGTON

CIOGEY

| May 16, 1943,

Dear Colonel Clarké,

Colonel Corderman and I have, I hope, come to

apgrcement on British and U.S. co-cperation over Special

Intelligence, etec,
OQur problem was, so far as I see 1t, to ensure that: - e

((a) ;-2 obtain the long term intelligence
they require from the "E" source, (that is
they do not wish to have purely lccal
(U,8, requirements)( operatiocnal intelligence.?

P o W o ¥

T
=2
S?

4 U.8, section is formed to gain
actual experience in the solution of the
YE" type of cyrpher. . j

L

~
o
—

Intelligence from "LE", so vital to the
British, 1s restricted toc those who have the
"need tc know" for the prosecution of the .
war and for the same reason duplication of A
the work of solution is avoided. &‘

(British requlre-
" ments)

—~
u
~

The highest security standards are
adopted for the handling of this intelllpgcnco..

e

TN TN TN TN P Voo Y amn Ve Ve

There is, however, one outstanding matter over which
I foresee some difficuity, and I think with some justification, and
that is the refusal of the U.S. (so far) to give access to the

systems employed in U.S. cyrhers(we don't want the keys or wiring)

Jihich will be used for transmission of Special Intelligence.

'.7?



The British have afforded the U.S. full lmowledge of all

their cyphers and future cyphers, and I ccnsider that the withholding

of lmowledge of U.S. cyphers may rankle and in some cases impede the

war effort.

Another point I would like to make is that whilst this

agreement gives both sides every right to appoint Liaison officers |

I hope that at B.P. we may be allowed to work cut matters with
Colonel Taylor. Our reporting orggnisation has had very great
experience and once given directioné as to what is required will,
I know, carry out these directions loyally, and Taylor will have
the full access to everything te see that this is so. I think
LieCormack and Téylor should go carefully intﬁ the matter as soon
as we are agreed here and prepare with our Intelligence officers

a direction of what should be sent to you.

The reason for keeping the number of officers to a
minimum is the great Adifficulty in accommodation for officers at

Bletehley.

I am hoping to see you tomorrow afternoon at 2 p.m,
\ ;
\?VWQL\J{?
vl
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Agroemcnt botwoon Uritish Govermment Code and Ciphor School aud V.S. War

vurtrent concorning cooporation in mattors relating to:

Y .5, - " fritich
Spoelal Intelligenco A . Special Intelligonce
specinl Intellizonce B Y Intollijenco
TA Intolligonoe ¥ Iufercenos

A distinction ia made in nomenclature snd procedure in handliné intolligence
derived frus the goluticn 6f ernony high grodo and that obtained from low srads
codes d ciphors. The presorvation of ssorecy in ropard to elthor eategory is
a matter of groat concorn to Loth countrioa and if tho highest degree of sccurity
ig to Lo muintained, it is esgentisl that tho s:ua'.a- mothods should Lo pursued by
both countrios et overy level aud in evory aroa councornod, since u lealtago ot ony
eno point tould juesardizo intelllicnes fron these ssurces not in one area only hut
in ol Glsenere o s wad for all sorvices.

nig agrevaent iy limited to the truitic spooif'icully dosijpeted heroin, If
doas not covoer trafflc cmanating from nun-sorvice enomy or neutral sovurecos. ZThuse
subjucis will Yo cuvored by future nesotiations botween Virector, G.C,C.5. and
Aefe O L., U=2, Lor Dopurtaont,

{1) Zoth the V.3, and #ritich ngree to oxchange complotoly all information
cuone.rning the dutection, ldentifioation and.inturception of sipurls from, ond thgse . .

sulstlon ui' codos nnd ciphors used Ly, tho iidlitary and &ir forcus of tho Axis poin

Uig sow Voo WL ussian np & nnin rosponsibility the reading of Japaneso

ors, lnslu-ing georet services (fbwehr). 1 -

Wil bory it fir-cottun end eiphors,
(«) @l drliish will asswic #s u mein rosponsibility tho rending of Geruan

and Luadiel D Ulilery rud Alr codes wnd ciphers,

go

Ao




(4) Doth countrios ngroe that specin)l scourity regulutions shall aupply %o

*atol)lgonco obtaiuned from docoding tolaéruma in eaumy high groade cgodos and

@ Jhoro, . !

() Bath countriocs sprve 1o uso their mont gosuro codos ond ciphors for trans-

wln;iun of the docodon of nmeny slgnals and tranmsmisaion of teohnioal oryptunalytic
dnta, ‘ ‘ ‘

(6) British or U.5., Commanders~in-thief, #ilitary or Alr, will recelve. all
Spocial Intolliponse uoocsswy ‘o them for tho condust of thelr operationn from
oitlier british u# U,S. cenbora us mmy bo autually ugreod., Liaison officers will
bo i ;puinlod as desdred for fasilitating this, They will be given full accons to
ull d.cotug.

\7) Tho dimtrilution of invellijence frum tho gources in question will be
gov-ried by Lhe [undagontal principic that distribution will bo rostricted to the
minlina wnel will therefore be confined solely tq those wilo require to reocoive tho
inuaill tengu fur the prépur discharpge of thoir dutics.

{J) M1 rociplents of Special intolliyence &, whothor Dritish ﬁr Amorican
offizzie, slull ba bound by the same rogulutlons, tho rozulations (Appondix B)
pou in forée in thu thoators of war where Pritish furces ere operating to bo ag-
copl+d nt the wrovent tiwe, If at n luter dato oithor country wishos to modify
the In the licht of further oxporicnce then this mey be dono Ly mutual aprocument,

(3} Tho extonslon to offlcers of u Jmowlodge of tho cxistence of such intol-
ligence shull bo confined to ap linited a number Ju vaseible und reatricted to tho
lovels of cusind in conforzity with tho nhove montionsd rngul#tious. Groat atreco
fo 4102 un tho principle that Specinl Intollipunca A should net ba intermingled in
re -Vt wlva penoral intelliconou Pro; other courcos. If,lhawovnr, it bocoses inm-

rerntiis Lo du owo, the wholo nust be tronted as Ypooinl Inbtellijonce A sud given

COASPENT R e e Y P oamee oy - e e e atat el SRR ol o ke e i I L
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th snmo.ntrlctly limited distribution. Under no circumstances is it p;rmiasible
e:} puss Spocial Intelligenoce 4 in u code or cipher which oan ho ;oud by other than
. authorigod rooipionts. f

(10) Although specinl Intolligonce B is not subjuct to the same stringent ropu-
lationa ap Hpecial Intollig&;co A, sinon the two are olosely oonnectuod, it is ogsen~
tinl to maintain o high dogreo ﬁf socrecy in tha handling of Speoial Intelligence B

“algo, Iu any action tnlon upon puch intellironce and in any documonis or tologroms
bosod upon it, it is essentinl thut 143 origin bo disgulsed and thut the ocodes ;r
cipliors uged for its disnominﬁtion be absolutoly secure.

(11) All intolligenco nvallable fronm decodos shall Lo made avaiiablo to
Lioicon officers, and if theoy deem noceseary 1t will he exchanged botwenn London
cud Luchington. These Lialson officers will be gpuciaily apoolutod and given full
faciliting for this purpbﬂe.

(12) British and U.5. will notify oune onother without doluy, giving fuil por-

ticulars, whon eithor hes inforsmtion frun any source indlcating the coapromise of

ary code or cipher used by the other. iotion on such infarmation will be most caro~

fully consldsrod iu order not to compromiso tho svures und if possible mutuul agree-
ment in such action will ba zoupht.

(13) Cuoperation botweon and cvordinntion of U.S, Sipnul Intelligonco Sorvice
und Britlﬁh ™" Sorvioce must teko place at all lovola, techmiocal information boing
oxchangod mutuully at the samo levol and each ocountry to ngree not to lower tho
clngsificaticn of such information or the intelliyonco derivoed from it bslow that

loevol without mutual acreeacnt,

-3-
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(14) Lach country chall inform the other of the omployment and soupe in’

®

«ch loint theuter of war of thoir Sipral Intelligence (Y) units in tho £isld.

{1b) Tidn wgrovaont or the appendivos theroto iny bo supplenetited or wodi-
fiod froa tinme to tieo governing aay spocial faonture For which oither party
wighos to maiku spocicl provision.

(16) Buflnitions: '

{u) Y orvice ur Jipual Intellirence Jervice, Tho Britdish, !

U.3. dArmy, und U,S5. Novy services concorned with interospt-

ins, decoding, interpreting, classifying and dissenination
of eneay {and neucral) corounicntions, ued the veo of D/F
watd ohhier zseelnllsed arparctus for oatubllshiny locations

anc ifdentities of wnemy trunemitters, .

(2) vouelial latslli wacu e Cerintn ciphers ers plused in

& special calejory, owing te theipr Loportarnce and difficulty
of coluticn. Ths lutelligeinesn derived from theoo eiphers is
Xrowm as Speciul Inveiiljwuue A, Sueh meteriwl is troated
with nost stringentd ccouwrity neusures. Speoinl Intnlligencé

A Le counfined tv o vory strictly limited number of thu most
highly placud oifficoras mnd iy suinly of stratoglical importanoco.

(o) Speeial Intoliienve 3. Intuiligonce derived from the

solution of lowor grade clpaors,  Such ciphors moy under

certeln circuastuncas bo upsraded to the "Spocial A" clusse
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Tae disscmination of Special Intellijence B ia wider thougﬁ
alwnys traatod aa British Hogt Sccret--V.3. Sooret. Special

Intellinonos B auy be used tactically.
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APPENDIY (A)

S=eeial Provisions Resgarding Vork cn German Hachine Cliphers

Since it is bolicved unnecessary end impr.;ctichhlo to
dupllcaie v:ork_ on Geraan machine ciphers ond in view of the large
mmver of personnel requirad and the unzvoldablo extra risk to
the security of the aour;:e involved, agreement which follows has
boen arrived st, This mgreesent provides that:

(2) 411 desired intellipence from this source will be
wedo svallshle to the Viar Daprrizent in YViaahington.

(b) U.J. percomnel will obitain exparience by engaging
in the solution of this Hpe of cigher in Creat Mritain.

{c) Résearch into new metheds of attzck will Ls made
in Yashinscton,

(4) rensmission of Intelidirence b Commenders-in-Chief '
in tho field 11l he ac'.‘.-am.pl:'_shed b:,;' speclal routes and staffg
v w111 acintain a wetch over the use of the intelligence to
fuard apalnat compromise of ihe source.

(1) U. 5. liaison officers will be appointed at
Ue Uy & Co O, to eximine mesuveses snd sammaries end select those
desired for transuivtal o Vashiagton for (-2 or the Theater
Comnndara. #11 decoded 1w 4erial will be made avallable to

thane of ficors: Deccdes givine {nformption regarding Order of

T T A R N 2 A A RTELe s e Tr Sl orm wMR we ae n e R -_— oo TR L
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Battle wil) bo handled as at prosent, 1.e., through U. S.
1lisicon officers in har Jffice and Air Niniztry, reosectively.
{2) Ducodea or surmaries to bo prased Lo Tashington
throuch exiating Uritish chpnnsla,
(3) V. 3. party to cffeet indopendent solution
of woys will he estiblishad in Greet Hritain, but se co-
ordinated by rutusl cpresment to avsld duplizntions Thio

tah in rag ..rd Lo Lzsus and

carty will cooperawe sdth the 3rid
will ba givon avery possisuics for i .s‘.;_ruct.:‘.on of porsonnel.
They will be {ernished FSritish mpachines. Dlecodos fream hig
secuion will Le pasnod %o Metchly Durk ror omunceuion, wwans-

Jotlon fad JioWioatlilng bt Lo Lo orrly wAlY zondiuct complete

’ ploceorily, inclucling (zendoiion wnd trsprlation %o such an

nrlany #8 Lhoy desirs,

(L) Torqulss will ve suoplicd by Great Aritain for
vsg on cachirog now av frifiazton iHall.

{5) ¥, 5. to undestise ranearch for firdine » new
mevhod for solution and Lo be remlered evary asgictonce hy ihe
Getiink for this purnosc.

(6) Tn confmwmity vith Drilish ualicy. Y. 8.

srrdomnul angeced in calulion ok 1"1 Craet Uritsin wil)

novw be wracafaread sliser sre excopt Lo very v rreant PRCCUND,
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{7) Suecial Intolligonce irom this source will
@ be pansed Lo Comnanders-in-“hief in the field through the
5sceial Oritish Qnits orovidod for ihis purpeae. The
o fiecer in c-:or.-.::zapd of theoa wnits will have direct access
<o the Coma.'ﬂ.qf'f-in—(:l'ﬂ_ef #nd edvise a8 nzeossary on the

socur’ ty espest of hendiing and uvoing this {ntalldipoce.

Thera an imericon oflicer s Conmurxier-in-chicel,an Laericon

sPficar, progsoely trained erd indeciiinited 2t Bletchly Fark,

P A

w111 be ghtached Lo tho uvnit Lo advise and net ng liaison

cificer to cvorcorme difficulitesa that nay arise in regord
o fifforonces in 1onits“C.
3 et}

1) lan owdrester of the ue G0 5 C. B. w1l hove

Senr

r oy 1 e . - " LI .-
the ffinnl deciolon unn anoborg of noou

intellipencs 1%ems (posuln) s a9 W wihabt ta passed W

foonarderg-in-thiof in the {ield,

o

T e i - gy ————
. ——- - - T A ST % bk v f AR e g gt ety

Tl

Sy

10

o
=y

- -



v

L,

" - . s g e . .
—— Y/ ke wm—a e g ._J.- e . -, el Ay " - . . .
~ —— - B ok

e
- [ X LT R IR ! .

LEPENPTE (B)

British Security Remlotions for USueuial Intel)irence

CO=MCTI TTON UF PORTING, SECURY 7Y L7 VS OF D2DPTAL THARLLYG

»
= 'rrt T

1) SITOTAL ITTALTGTHUE 18 the orren? neme for the hijghly secrot ine
farnrtion ob..a-nu'* by cryptorraphic meanrs from enemy hiph grade
ol hora,

2) La-"-\r rrade.cryn t.aﬁraphi" metorial olsased in l'ﬂ.th'al ag "y Ine
Lotligzence, 15 not includad in the definition of HP¥CTHEL IV TTLLIGRICE.

PLRT T ¢ GTOOETD Y PTLVUEH PNAD

aart TV

1) A1 SRIGTAL FHTLLIGHICE eoanating fros the United idnelon and
wraninlletd Lo vorravia abrapd w11 recelve the prefix Witrat.

S0 NI UL YA UV IGUTE prernating aawer convrees oshor bhan the
Ao r T srrnaml bad etk s ke Lrdned slacdon ov
L2k o owomiem Lbrosd, I calve dio grefix spociilly
Polaea WD opnen prelully centre §0 rollovgr -

i
.

Ty

LialT Fondin _ aabink
Lt hTUL TN arelix)
J
.-Ju---..'..‘f:;; J [A T::J
)
FILIITE Jj :
1- IJ“ .la |‘fh-).;‘ i 5‘u1l-.o.:..| a

3} TUTTLLIVOND provivecd By Ueddhe SORWwes elihor in VW54, or
pla Ctere Af brrnewte La-l cyer deidinh ravten elthor 10 the United
iy dow or o rdisish Gomeoyeis ov run:w, i3 Lo raceive the profix
of ha Dpnand or centra Wirouph whleh it is diostrituted,

@ Vlers 4L 4 neconsepy fop NOTYAL TWIELLMGNT 10 be tranand tted Loe
wen Chaunds 57 2endros clivd wion vhe Ll Lineanm, usn0)ol

raeles and 2lshrs ara Lo e erracced ond spsroved by London,

I AL A IO

D e
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oA e Tharp. Loabove) fulorse tlon can he rorvrdled g oralisbla god
AcLtin cin i Loedn on i, oul en2slores Les nanan Lt e £1lowing
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The 1 x:nost. sncroéy 40 ™ bu uLsSed in da Aing with SLTW 4nformadlon.:
Abtuent Jg galled to tho fact that 1€ from oy donent that adphd
Sall into W hando of o onasy or Iron any museorpe vt tho encoy
nirht intercoypy, Iiog any word hat misht e reveoled by o prisonor
of war, or from euy ill-cunsidored aciion based upon &b, the cromy
werd o gusposi Lho exiswnco o the WITRA gourcey that scurce would
srsbzbly forever bo lout W oour cauiu.

Th*s losd-voudd vitslly allset opuratiany @11 fronta, not only the
articular frent on widch the sourco hed bnen conuroniced,

Comacnding Oificers of those Comaends antherized to recoive ULTRA infor-
aation, f.€.y notaally onmly Senornl end AL ofTigors comtaanding frmios

amd hir Yoregs, &re o be instruswed Mab ULTPA scuseraes are for them,
gty aprsanial rep wasunawve, and thefr Canlor Tuiellircsnce urd Cperoe
tiong 2wt olf{lcer only, and o nct W La acon by, roud to, or dite
cudstd vl iy omar coracn, U TEA msssneng are Lo bu danet ro,f.,d by
firo Simeiiplady notien brg bogn 48ken on tham, Yo records of
Tneiliponse bosed on UITRL InToradiion mey Lo kepi, exdent at the
Ya o ol tho Councnden~in-Thial,

L TL2DE faformption 13 Lo ba usod by the Comviindor of on Army or an
L70 woad 232 Louia for osileon w Lo binden Uy oa svoordinnleo nnrmr.nr!
Lo oinerartion et be moneliaved, when onased to tha mubssiinale

Cle wlldy LAL0 LI of onoolnslbloml oridar, Lo voadnd that L" captured
LS e s zL Wl wy e Lo Ao orlan Ld Whe Jaueenilon could nesw b
Sroralwese W VUL sl '.-’_-, delay 9'.'x;c‘-a waL naver contoin the
e ol ey U3 LD Ol DDy oppsntion ru'\fl'ﬂ‘-t.\l by VLT
s oa durs boout oo ROy L J.i Lroosailied by 3/7T must Bo

9:1-.":'icc' crl;f :.r'. auihor l‘aru. Lrdor no circuasioncen wanlover

ig L. o.Aaliaciioay W s Lnforzulion g omch to lover
'.'uz‘:'-,u!,!.mu.l.

n remeral, L8 ony action i to ba telien baged vpon VITRA fafornaetion,

. . - .
’ 3 ! =l

U3 1axk zeonier ip 8 cntere dlat meeh pe <'on anvnot be trosaed baok
ky Lo eneny Lo the recestlon of ©1THA Tntollipenco nlona, A nonentory
cerenl edvinin e e nol mallleleny pround Tor teking any risk of coue
:r-.r-ﬂf" ne i guuree. W pation noy he tnken erninst s'.)‘=::5..-.1c. 20 or
Ll a8 povesled by ULTRA unlesy op .t'\J-’h iate Ajr o lnnd regon-
nnt: ..m:u;c Wu also b:en uidertohken.  lines of eneuy ahips revealed by

LoV BRI LY rover Lo olotl

The whimasty care o 10 bn triem 4n briefinn pilloty {ov an operation basad
on UV HE Inforartion thrd enly sich detrils ore given thea ap night have
vron oIt 'nad by other nerre, ©.ch ng Alr reconnsl saance, ond only such
L4 OT¢ voZentindl W lhe soscons of wha ouporaiions.
?'o reTeriroa Lo D inforrcation v
vevae Jimiumd dha eirewlsiitn.  Ra dlscucsion of fL g wernisaille
sens botveon Lhe sonior ofiicers who oo im mdintely concarned wioh Vo
.--\.;cn Wb whan ujen L.
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ta by mode in any suwremry rhalooever,
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IT it i2 necossary to nsh questions, or nake commonts on UITEA
za ,er*nl whether on natturs of Inteilizeénce, (perationa, Ronting
or ."_‘f:“:t‘i.l.‘,f, suth moDSaSes ars *o bde trananlt bad anly over tho

"ﬂ-."

g*ch‘l channcl znd in the szedial ciphera provided for ULTHA
trelfic. ‘

201LONS outsic’ wir Heedyartors, 1574 goessages virich have boen

Protzients of "‘i‘h nay tdt vnder nny circumstonees cacry on thelir
dolivered Lothen, ;’
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WAR DEPARTMENT Ly aunthority &. C. of 8., G=2
WAR DEPARTMENT GENERAL STAFF  Date ~b%o0/y3- ,M y

MILITARY INSELIJGENCE DIVIBNON 62 ‘mms
WASHINGTON

June 1C, 1943.

WECRANDUIL FOR THE CHIZF G STAVS:

Subject: Agreement betreen British Government Code end
Jipher School end U.S. er Lepertment in regard
to certain "Specizl Intelligencs.*

I. Discussion.
l, There is attached en original copy of the agreement between the

British Government Coée end Clpher School and the U... war Department,
signed by . w. Travis, Leputy Director (cervices), G.C. and C.S., act-
ing for the British Chiefs of Staff, and by the undersiged, ecting for
the Chief of Steff, U.S. Army.

2. This agreement covers the praduction, exchsnge znd dissemina-
tion of all specizl intelldgence derived by cryptenalysis of the com=
mmications of the military and eir forces of the Axis povers, including
thedr secret services. It does not cover treffic from non-service enewy
or meutral sources. It provides for complete interchenge of teclmical
datz and special intelligence fron the sources covered, through llaison
ofXicers siztioned 2t ‘.ashingtom and at London, end for Sissemdnation ™
of such intelligence to £ll fleld commenders through aveclsl chermels
end subject to special security rezulations. ZProvision is elso made
for United Stztes persomnel to obtain evperience by engasing in the inde-
pendent solution of keys in Great Britain.

Miadqn

The United Stetes assunes as a mein responsibility the reading of
Japanese militexry and eir traffic; the 3ritish assume 2 like responsi-
bility for German and Itelien militery and elr traffiec.

3. This agreement, vhen implerented, will enable us to flfill our
immedlate needs for specizl intelligence fran these sources =nd will
sefeguard our long term interesie by ellovidng us to gzin tke esperience
required for achieving indevendence in this field, APPROVED

By order of ths Seoretary of War
II. Action recormended. OSEPH T. McNARNEY

Lpproval of this agreement is recomaended, Ohief of Staff
Approved; by order o2 the Secretary of Tar.

15 JUN 1943
JOSEPH T. McNAPNFY,
Lieut. Generzl, U. S. Army ' Al bo the Deputy Chief of Staff

_ Deputy Chiel of Steff.
1 inclosure

kgreenent betweenRBritish - o
5.C. #nd C.Y. and U.S. Ler G20, V. STGi7,
Departmant tajor Generel,

A.C. of 5., G-2.
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From London, 16th June 1945.

CYG 26 : . K L

Following ror-ﬂnnfings from Bripndier Uenzies,

Please conwey to Yeneral Strong parsonally fror me my approciation

for his cordinl reception of “ravis and the facilities that were afforded v}
him, both at the war Department snd wt Arlinpton. I nlso wish to thank '
Wi for serding Colonel Mclormack nnd lr, Friedmnn whose visit heres has- '

bezr of great assistance to us in diccuaging our jeint cndeavours,

Yo are rled to have Licutenant-Volonal Taylor still with us.

Py
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Dear Menzies:

Refarence 1s made to paragraph 8 of the agreemont, dated
17 May 1943, botween the U,3, War Departmert and dritish Yovernment
Code and Cipher Schod, which provides that all recipionts of high-grade
aignal intelligsenco ("ULTRA™), whether Sritish or “merican, shnll be
bound by the sgecurity regulstions annexed to the egreement, and that
if at a later date either country wishes to modify them in the light
of further experience, this may be done by mutual agreement.

As you know, U,5, regulations conforming to the raquirements of

‘the agreement were issued in Cotober 1943, #lso, in March 1944, the

Ylar Yapartment accepted a modification of the security rogulations, pro-
posed by G.C, & C,5, pursuant to the apgreement, but limited its acceptance
o tho Burapean, North #African and ldiddle East Theatery of Cperation
bacause tho modifications proposed appeared unsuitable in certnin resvects
for the Pacifiec and dsintic theaters, for which the U.S. under the agree~
muat has assumed the mgin responeibility with reapect to Ultra.

There 1s inclosed herewith a new sat of regulations, which are pro-
pesed ns a modification of existing regulations for the “acific and Asiatic
Theaters. These reculations have been prepared with special regard to the
fact that Japnnese Yltre is produced not only by the Yar Uepartment and
G.C. and C.5, but also by a U,5, - Australian organization in Brisbane and
both British and U.S. organizations in India. Decause of that fact and
bocause of the differemnt intelligence requirements of the soveral widely
soparated thoaters in the Pacific and Asias, it 1s felt that tha collation
and ovaluntion of Japanese Ultra from all sources and the preparation of
Ultra messages to field cormands cannot be confined as in the case of
Gorimnn Ultra to n single disseminating agency for all theaters, but must
take place within enmch theater as well ag in Washington and London. The
propnsed rogulntions permit that to be done, and orovide for centralized
control only of the sacurity aspects of the handling of Ultra within
thantora,

The inclosed regulntions, like those for Burope, North Africa and
tha llddlo Fnst, recopnize that in combined Y,S. ~ British operations
vilithin any theater the mnaximum security and efficiercy in the handling of
Ultra can bo nchioved only by having a single spency tormceiva all Ultra
and dissaminate it to bhoth V.S, and British reeipicnts within tho theator,
Huwevaer, ronulntions for the Pocific and Asintie thentors must take into
neeount the fact that wt present seme of thone theaters include onmly
Vil forcen.  Algo as the situation dovelops in thenters of combined

— =TT

8




W S 17 SR i

[y Co

. e ra r——

dr s e o £ e

e ke a b — Al e m e

T

oporations it may become impractical tec adhere in every cnse to the
requirement of only n single such agency within onch thester. %he proposed

repulations thorefore nrovide for a combined agency oaly in theaters of
cOmbined operations and permit geparate Y,5, and British agoncies in such
theaters when the situation requires,

The proposed regulations are being forwarded by the Hap Deoartment
to the U,5. Theater Commanders concerned, for their commonts prior to
final adoption., They nre therefore proposod at the present time subject
to such changes as may avpear desirable after the commanta of the ‘heater
Lommanders arae recelved.

CLAYTOR BISSELL,
Ha jor General,
A- C. Of ba. G-z

Tnel, - Regulations
dtd 19 iny 44. - - Lo~ oL s

ia jor General Stewsrt U, Monzies,
Chairman,

Signal intelligerco Board, London,
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. DERINITIONS (eont'd)

6. LRYPTOQRAFYY, That branch of knowledge wvhich treats of

s

the vesrlous means, methods, mnd devicen for gonvertiang
plain language into cryptogram form and for reconveriiug
the cryptogram into their plain-langusge forn by a
direct reversal of the eteps or procenses employed in
the original eoaversion,

CRYPTLEALYSIS. That branch of kKncwledge wbiah traste of

the varisus means, wethode, snd devices for solving’
eryptograme, that is, deriving thely plain-lronguagoe cog=-
tents, without hnowledge or rospesuion of the specific
rethed, means, or key esployed in the production of the
eryptogramn,
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