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A disrussiun of electronic warfare activities that are closely related to cryptology.

The cryplologic partpership in its present form has evolved from a
long series of reorganiratlons. In the process. functions which were
similer or interdependent, but geparately organized and perhaps not well
coordinated, were brought closer together. The togetherness wad accom-
plished by organlzational mergers and by improved lialson.

By current definition, we now havecnly COMINT and COMSEC activities
withio the borders of cryptology, On the comspc side, our cryptographic
security and transmission ewourity reeponsibilities extend to all types
of electronic emlssion. On the cowmmT side, however, a distinction is
made between *'‘communications'® and ‘‘mon-communications’' signals.
Only the former are within the province of COMINT .

ELINT actlivities remain outside the borderm of cryptology. FLINT
arrangements probably are better known to the cryptologist than the
arrangements for any of the other bordering activities. inmany respects,
COMINT  and ELINT functions are similar and interdependent; a cloger
organigationa! merger is being developed; the term “SIGINT" (which
covers COMINT and ELINT ) has been added to our jargon.

In this article. we ahall consider other bordering activiiies which
currently or potentially have an important effect on cryptology, and to
which perhaps the cryptologist has not given much thought. Thoae ac-
tivities are jamming and electronic deception in particular, and slectronic
warfare In general.

Although we may observe that ceortain electronic warfare activities and
cryptology or RIGINT are similar and interdependeni, we do not intend to
relse here any questlons of further reorganization. From our broad
review of current relatiouships, however, we should recognize at least
the potentialities for close lialson among the bordering activities.

The two major subdivisions of electronlc warfare are electronic
countermeapures (ECM). and electronic counter-countermeasures
(ECCM). Jamming and electronic deceptlon sre examples of active
ECM. Search. intercept, D/F, range estimation, and signal analysis, when
conducted for siecrage of active ECM, are examples of passics ECM. The
steerage of a Jamming operation, for indtance, would include the trans-
migslon frequency and identifying characteristics of the signal to be
jammed. The term ECCM covers anl-jamming or enti-deception mean-
ures,
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ergalions are subject to USTB approval in advance. USIB has specified cir-
cumstances in which this advance apnroval has already been given. USIB
han alao prescribed the conditions for conducting an operation when time
doee not permiti the obtalning of advance approval. NSAis required to ar-
range for milltary commandera to be ndvised of the status of approval for
& glven operation. In addition. NSA ia required to arrange for the necesgary
SIGINT  support, While 81GINT units would give, they would alao receive.
When SIGINT activities are performed outside the scope of NSA'S au-
thority, there would be an arrangement whereby the resulte would be
furnished to RIGINT unlts doslgnated by N3A.

While the cryptologiet will be alfected Dy ELM eoria of the U.5.
he will aleo play an lmportant role in those aituations in which the U, 8,
observes or lg the victim of foreign ECM., The COMSEC specialist
participates in the development of anti-jamming measures. He develops
authentlcation ayatems and other anti-deception meeasures. Interception
and analysis of foreign ECM signals 18 a 3GINT task. The analysis of
foreign imitatlons of IJ. 3. signals, however, would concern the COMBEC
aspeclalists more than the SIGINT people. The latter wowld be concernad

with technical studies of Jamming eignals and with techniques for seeing
| through manipulative deception.

: Elsctronlc warfare actlvities bave little noticeable effect now upon
cryptologic or SIGINT activities. The Soviet signals which Jam the Voice of
America have been gubjected to thorough technical aoalysea by ELINT
acHvities. Aslde from the extensive Soviet jamming of the Volice of
Amerion and of similar broadcasts by tbe West, there is practically no
evidence that active ECM operations are being conducted now by the
Soviet Bloc or by the West. Active ECM cperations by the U. 3, are limited
in view of the various risks mentioned above and the high-level controls
which oall for special authorizations. Stmilar controls have been aatab-
lighed in the electronic warfare policy of NATO. Inadditon to the risks we
have meniioned {e.g., the possible loss of SIGINT security, or the posalble
interference with sIGINT colleclon). there is the danger that Iacreased

In view of the poasibilities of sccurity compromises, interference, and
self-deception, U.3, communications jamming and imitative deception op-
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active ECM operations by the West now would atimulate greater use of
active ECM by the Soviet Bloc.

Although current use of active ECM lalimlted. much effort must now be
devoted to electrontc warfare problems. We should not attermpt to
predict here the molutions to the problems. but we should mention some
of the major isaues which would affect ¢cryptology.

The electronlc warfare policy promulgated by the Joint Chiefs of
Staff provides for the development of an effective ECM capability.
Similar provisions are contained in the NATO electronic warfare policy.

The development of an effectlve ECM capability lmplies the readiness
of active and passive ECM specialists, sultably trajned and equipped to
handle operational tasks on short notice. Several NATO countrles look to
the U.3. for assistance in training and equlpping units for active and
passive ECM. It Ia difficult to provide for realistic training in passive
ECM without revealing sensitive technical SIGINT information.

The problems of asmisting in the development of an allied country’'s
ECM capabllities are conalderably more complex than those encountered
in the development of U. 8. capabilltles. The complicating factors include
the U.5. restrictlons on COMMNT., %RLINT and COMBEC collaboration with
forelgn countries. The problems are also conmplicated by the several
fundamental differences which are indlcated in individua] nations’ views
oh COMINT-ELINT-COMSEC alectronic warfare relationships. If our present
restrictiona were to be relaxed, the rigks of compromise of course would
in¢rease, bul we wouldbe in a position to advise the recipients on security
principles. ¥ our restrictions were to be maintained. we might expect
geveral NATO countriee to exchange their sensitive technical information
in arrangements which would exclude the U. 8. Inthat ovent, the lnforma-
tion might be handled under increased risks of compromise without the
banefit of U.S. advice on security principles. Among the fundamental
differences of views on COMINT-ELINT-COMSEC electronic warfare relation-
shipa, some NATOC countries have expregeed ihe vliew thal passive ECM
unlts should not only be tralmed and equipped. but also cperational now;
that they should contribute to an international exchange of electronic
warfare intelligence,

While fundamental differences may exdst in individual nationa' views,
there are also problems within the U.5. on the matier of determining
details of COMINT-ELINT-COMAFC  electronlc warfare relationahips. The
exact bordera of cryptology may often be questioned. Attempts have been
made to draw the line according to raw materials or processea, but those

attempte have nol been completely puccessful. Having decided, for ;‘
example, that COMINT and ELINT are digtinctive, we can eapily {llustrate ‘;’
the digtinction in terms of radio-telegrama and radar signais. We might
have some difficulty. however, in determining whether anew type of;

signal from an earth satellite vehicle Ls in the province of COMINT of
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ELINT. A8 far as processes are concerned. we might attempt to place
within the borders of cryptology the '‘specialized’ processes in crypto-
mathematics. crypto-linguistics, etc.. but on close examination scme of
the specialized processes are borderline. They resemble work done.in
non-cryptologic areas of government, industry. and educational institu-
tions.

The bordering activities which we have considered are summarized
below in chart form. The chart probably takes in all of the main sub-
divisions In the electromic warfare complex. but we are not absolutely
certain that it does. We know, for example, that active ECM includes
jamming and deception; U there are other types of active ECM, we do
not know what they are.

Elecurunic
Dartars

Ami- Transmlanan

Cryplo- ‘
Seeority

Sacarlty

In our comments here on exiating relationships amongbordering activi-
ties, we are criticizing and applauding as little as pogsible. Bul it must
be apparent that these relationships are not perfect. Not all aignificant
igsues have been settled yet. Some which have been pettled are still not
enslly understood. Some which may be understood do not seem entirely
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logical. The imperfactions cannot be traced to flaws ina master plan for
the relaied actlvities; there I8 no such plan. The authorities who drew
up natlonal policy on COMINT, ELINT, and CUMBEC were not the same as
those wha developed electronic warfere policy. The need for & master plan
wag nol apparent when the seperate policies were budding. Good progress
has been rmade, especially during the past few years. by the several
authorities concerned toward satisfactory seitlement of individual issues,
The progress is likely o cootioue by working oo lndividual problems
instead of attempting to solve them all at once by drawing up & master
dealgn now.

We have indicated the potentialities for close limison amoog the
bordering activities. The individual cryptologist may wonder whal his
own role will be. The laison chaonels are still in an early stage of
development. Relatively few cryptologists have been deslgnated to conduct
such llaleon. As the oumber grows, the individual's duties will be
apparent in technical instructions. lerms of reference, sppointments to
panels. etc. The majority of cryptologists may never be designated to
perform s lialson function, but they may heverthelesa expect to he asaigned
asome tasks which will support electronic warfare activitles. or ta be
consulted by laison people on some aspect of those activities,
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