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Warnings

® Do not attempt to implement any of the settings in this guide without
first testing in a non-operational environment.

® This document is only a guide containing recommended security
settings. It is not meant to replace well-structured policy or sound
judgment. Furthermore this guide does not address site-specific
configuration issues. Care must be taken when implementing this
guide to address local operational and policy concerns.

® The security changes described in this document only apply to the
Solaris 9 Operating System and should not be applied to any other
operating system.

® The recommendations in this guide were written for SPARC based
systems. Some scripts may need to be modified to work on x86 based
systems.

e SOFTWARE IS PROVIDED "AS IS" AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE EXPRESSLY
DISCLAIMED. IN NO EVENT SHALL THE CONTRIBUTORS BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING,
BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE
GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT
LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF
SUCH DAMAGE.

® Downloaded information and utilities are valid as of 1 July 2004.
Newer versions have not been tested for this guide.
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ABSTRACT

This document provides additional security measures beyond those specified in
the Center for Internet Security (CIS) Solaris Benchmark. The document was
developed to provide system administrators with steps to create a more secure
Solaris 9 operating environment running on a SPARC processor.

The document is written to give a detailed step-by-step description on how to
secure a system running Solaris 9. Guidance is provided on how to set up the
partitions, apply the latest recommended patches, and configure system settings.
While the CIS Solaris Benchmark consists of security actions for multiple
versions of Solaris, the additional information provided by the National Security
Agency (NSA) only applies to Solaris 9. Many of the steps in this document will
need to be repeated on a regular basis to maintain system security and all of the
steps should be reviewed if the system is upgraded for any reason. This
document should be read in the order presented since some Items build upon
previous Items.

The information in the CIS document is the collaborative work of several
agencies, including the NSA, colleges, and company representatives. The NSA
configuration guide is comprised of industry best practices, academic expertise,
practical experience, and Solaris 9 documentation.
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How to Use This Document

Shaded Items

Systems deployed as desktop workstations typically have different security expectations
than systems deployed as network servers. In an effort to facilitate use of this benchmark
on these different classes of machines, shaded text has been used to indicate questions
and/or actions that are typically not applicable to desktop systems in a large enterprise
environment. These shaded items may be skipped on these desktop platforms.

System Configuration

This guide was tested on an newly configured system with the End User Cluster
(SUNWCluser) installed. Several of the items in this guide require installing additional
packages that are found in the SUNWCall cluster but not the SUNWCuser cluster. These
packages are: SUNWhea (header files), SUNWsprot (make utility), SUNWsprox
(SPARCVY libaries for make utility). For compiling software, the following packages are
required in addition to installing gcc: SUNWgemn, SUNWarc, SUNWarcx (for 64-bit
systems), and SUNWbtool. For System Accounting, the following packages are
required: SUNWaccu and SUNWaccr. Also, several of the servers enabled in Chapter 3
are only applicable if they were previously installed. These include kerberos, 1dap, http,
and dhcp servers.

Root Shell Environment Assumed
The actions listed in this document are written with the assumption that they will be
executed by the r oot user running the / shi n/ sh shell and without nocl obber set.

Executing Actions

The actions listed in this document are written with the assumption that they will be
executed in the order presented here. Some actions may need to be modified if the order
is changed. Actions are written so that they may be copied directly from this document
into ar oot shell window with a "copy-and-paste" operation. The "copy-and-paste"
operation applies to all sections with the exception of sections containing red shaded
variables <os>, <ver>, x.x.x.x etc. The red shaded variables denote instances where the
system administrator must input the appropriate information

Reboot Required

Rebooting the system is required after completing all of the actions below in order to
complete the re-configuration of the system. In many cases, the changes made in the
steps below will not take effect until this reboot is performed.
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Backup Key Files

Before performing the steps of this benchmark it is a strongly recommended that
administrators make backup copies of critical configuration files that may get modified
by various benchmark items. If this step is not performed, then the site may have no
reasonable back-out strategy for reversing system modifications made as a result of this
document. The script provided in Appendix A of this document will automatically back
up all files that may be modified by the actions below, except for the boot scripts
manipulated by the various items in Chapter 3 of this document, which are backed up
automatically by the individual items in Chapter 3. This guide is intended for
configuration of a new system. For older systems, a full backup may be appropriate.
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1 Patches and Additional Software

1.1 Partition hard drive to compartmentalize data

Action:

Keeping their uses in mind, create the following partitions during the install process. The
number of configurable disk slices is limited to seven on a SPARC platform and nine on
the Intel platform. However, Solaris 9 allows for soft partitioning which can be used to
subdivide disks into as many as 8192 logical volumes. Slices that are used for soft
partitions cannot be used for other purposes.

The following disk slices are commonly used and should be created on the system.
/

files and directories that make up the operating system; once installed, very little is
added to this directory.

swap
at a minimum, this should be 512 MB; a good rule is to make swap equivalent to RAM
size unless large loads are anticipated, in which case a setting of 1.5 times fast
memory is appropriate for standard applications (e.g.1s, Ip, vi, etc.). The swap
partition is typically mounted as / t np.

/usr
documentation, system programs, and library routines

These directory names are commonly used and hard or soft partitions should be created
accordingly.

/var
for logging; when using Basic Seurity Module (BSM), logging data can grow quite
quickly so make sure this partition is sufficiently large in size. If using the savecore
feature, allocate at least twice as much space as there is physical memory for this
partition.

/ opt
for third party software; software is most frequently added here as new applications
and tools are marketed so make this partition sufficiently large to accommodate new
software.
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/usr /| ocal
for local workstation software (e.g. open source software like Perl, GNU tools, etc.)

The following partitions have suggested names that may be changed as desired. These
directories may or may not be needed, depending on the function the machine serves.
/var/ spool / mqueue
for local queuing of mail before sending; remember to avoid using the same name for
this directory as the directory used by the mail server.

/ export/ hone
each user should have an adequate amount of space for the work they are doing;
estimate the number of users and plan accordingly.

/anonftp/incon ng
if anonymous ftp upload is allowed, make the writable directory its own partition.
Once the partitions are created and installed, set the permissions for these directories
as recommended in this guide.

Discussion:

Partitioning data will help security in a number of ways, including: protecting against a
denial-of-service system failure by users filling their home directories or by logs filling
up, making it easier to manage space and back-up routines, protecting against NFS
weaknesses, and making it easier to protect data and prevent unauthorized changing of
data by separating it into its own partition.

The administrator must already have a plan for what size each hard partition must be.
This requires knowledge of which software cluster is needed, the system's intended use,
and who will use it. Soft partitions can be enlarged after creation if space is needed, as
long as space is available on the underlying device. Once enlarged, they cannot be
reduced.

Information on planning for disk space can be found in the System Administration Guide:
Basic Administration book. Information on creating soft partitions can be found in the
Solaris Volume Manager Administration Guide. Both of these can be found on the Sun
documentation site htt p: // docs. sun. com

1.2 Apply latest OS patches

Action:
1. Download Sun Recommended Patch Cluster into / var / sadm
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Sun Recommended Patch clusters can be downloaded via FTP or HTTP from
http://sunsol ve. sun. com pub- cgi / show. pl ?t ar get =pat ches/ pat ch- access

Patchfinder, Patch Reports, Recommended Patch Cluster README files, and Y2K Patch

Clusters can also be accessed from this site.
ftp://sunsol ve. sun. com pat chroot/cl usters

Look for 9_Recommended.zip.

2. Execute the following commands:

cd /var/sadm

unzi p -qgq 9_Reconmended. zi p
cd 9 _Recomended

.linstall _cluster -q

By default, when . /i nstal | _cl uster is run, it checks if sufficient disk space exists for
the installation of the Patch Cluster. If there is insufficient space, the user can abort the
install. The "-q" (quiet) option supresses this interactive option. It's recommended that
the CLUSTER_README file be read for details.

Discussion:

Developing a procedure for keeping up-to-date with vendor patches is critical for the
security and reliability of the system. Vendors issue operating system updates when they
become aware of security vulnerabilities and other serious functionality issues, but it is
up to their customers to actually download and install these patches. In addition to
installing the Solaris Recommended Patch Clusters as described above, administrators
may wish to also check the Solaris 9 patch report file, 9_pat ch_r eport, (available from
the same HTTP site as the patch clusters) for additional security, Y2K, or functionality
patches that may be required on the local system. Administrators are also encouraged to
check the individual README files provided with each patch for further information and
post-install instructions.

Automated tools for maintaining current patch levels are also available, such as the
Solaris Patch Manager, PatchPro Interactive, and PatchPro Expert. It's recommended
that system administrators research these tools to determine which, if any, should be
implemented. For more information on each of these tools, visit the SunSolve Patch
Portal (htt p://sunsol ve. sun. com pub- cgi / show. pl ?t ar get =pat chpage). For
information on Solaris 9 patch management, including a comparison of patch
management tools, see Chapters 15 and 16 of System Administration Guide: Basic
Administration, part of the Solaris 9 9/04 System Admistrator Collection
(http://docs. sun. comf app/ docs/ doc/ 817- 6958).
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During the cluster installation process, administrators may ignore individual patch installs
that fail with either return code 2 (indicates that the patch has already been installed on
the system) or return code 8 (the patch applies to an operating system package which is
not installed on the machine). If a patch install fails with any other return code, consult
the patch installation log in / var/ sadm i nst al | _dat a/ <cl ust er nane>_| og.

1.3 Install TCP Wrappers

Action:
1. Create / et c/ host s. al | ow:

echo "ALL: <net>/<mask>, <net>/<mask>, ..." > /etc/hosts.allow
where each <net>/<mask> combination (for example,
"192.168.1.0/255.255.255.0") represents one network block in use by your
organization.

2. Create / et ¢/ host s. deny:

echo "ALL: ALL " > /etc/hosts. deny

3. Turn on TCP Wrappers

cd /etc/default

awk '/ #ENABLE TCPWRAPPERS/ { $1 = "ENABLE TCPWRAPPERS=YES" }; \
{ print }'" inetd > inetd. new

nv i netd. new inetd

chown root:sys inetd

chnod 444 inetd

pkill -HUP -u 0 -P 1 -x inetd

Discussion:

TCP Wrappers allow the administrator to control what hosts have access to various
network services based on the IP address of the remote end of the connection. TCP
Wrappers also provide logging information via sysl og about both successful and
unsuccessful connections. Solaris 9 now includes the TCP Wrappers distribution as part
of the operating system (assuming the administrator has installed the SUNW cpd software
package).
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The above actions will only provide filtering on standard TCP-based services that are
spawned by i net d. To protect UDP and RPC-based services that are spawned by i net d,
consider implementing a host-based firewall such as Sun's SunScreen software, which is
bundled into the Solaris 9 operating system, ori pfilter (see Item 4.7). See the
documentation provided with the TCP Wrappers source code release for information on
using TCP Wrappers-style filtering with stand-alone daemons that are not spawned out of
i netd.

1.4 Reference system random number generator

Action:
For applications needing random numbers, configure them to use / dev/ r andomor
/ dev/ ur andom as appropriate.

Discussion:

Solaris 9 ships with random number generator devices / dev/ r andomand

/ dev/ urandom These are preferrable to generators such as pr ngd, which are not native
to the operating system.

1.5 Configure IPsec

IPsec is a network layer protocol that employs a robust set of security mechanisms in
order to secure network traffic. IPsec consists of two network packet protocols: the
Authentication Header (AH) and the Encapsulating Security Payload (ESP).

Authentication is accomplished by using either the MD-5 or the SHA-1 algorithms to
produce an integrity checksum based on the data and the key. The Authentication Header
provides strong integrity, data authentication and partial sequence integrity (replay
protection).

The Encapsulating Security Payload uses the DES (Data Encryption Standard), 3DES
(Triple DES), or AES (Advanced Encryption Standard) encryption algorithms to provide
data confidentiality and traffic analysis protection. In addition, the ESP is capable of
providing authentication (There is some overlap in the functionality of AH and ESP).

Because IPsec operates on the network layer, it is transparent to network applications and
protects all traffic including TCP, UDP, and ICMP.
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More informaton on Solaris [Psec can be found in the Solaris System Administration

Guide: 1P Services. It can be downloaded from the Sun Microsystems website at:
http://docs. sun. conf db/ doc/ 806- 4075

Additionally, the "IPsec in the Solaris 9 Operating Environment" whitepaper can be

downloaded from the Sun Microsystems website at:
http://ww. sun. cont sof t war e/ sol ari s/ 9/ whi t epapers. ht m

Install Solaris 9 Data Encryption Supplement

In order to use the AES encryption algorithm, it is necessary to install the Solaris 9 Data
Encryption Supplement. Encryption algorithms DES and 3DES are provided as part of
the base Solaris 9 installation.

Action:
0. Before installing the Solaris 9 Data Encryption Supplement, verify that the necessary
packages are not already installed. The following command can be used:

for ver in SUNWry SUNWry64 SUNWTryrx SUNWryr ;

do echo $ver VERSION "pkginfo -x $ver | sed 1d | awk '{ print $2 }' \
| cut -f1 -d, ; done

If each of the four packages are VERSION 11.9.0 or higher, then the AES and
encryption algorithm is already installed. If not, then the Solaris 9 Data Encryption
Supplement must be downloaded and installed.

1. Download the Solaris 9 Data Encryption Supplement. It can be downloaded from the

Sun Microsystems website at:
http://ww. sun. conf downl oad/ product s. xm ?i d=3e3af 5a6

2. Once downloaded, install the necessary packages:

unzi p sol-9-sparc-crypto.zip
pkgadd -d sol -9-sparc-crypto/ Encrypti on_9/ sparc/ Packages all

The "all" option will install all packages available in the Solaris 9 Data Encryption
Supplement.

3. Remove the package file after installation:

rm-f sol-9-sparc-crypto. zip
rm-rf ./sol-9-sparc-crypto/
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IPsec Configuration

Solaris IPsec provides various means of protecting network traffic. It can protect all
traffic between two hosts, protect individual services, be used as a Virtual Private
Network (VPN) and also perform simple packet filtering. The following is a procedure
to secure all traffic between two IPv4 hosts using ESP (using its own authentication) with
shared keys. In this example, traffic between 10.1.1.2 (testbox1) and 10.1.1.3 (testbox2)
will be secured. This procedure is intended to secure traffic between two Solaris 9 hosts.
In order to use this procedure on a Solaris 8 host, the Solaris 8 optional encyption
packages must be downloaded and installed. They can be downloaded from the Sun

Microsystems website at:
http://ww. sun. conf sof t war e/ sol ari s/ encrypti on/ downl oad. ht n

The Solaris 8 optional encryption packages provide the DES and 3DES encryption
algorithms for use with IPsec. These algorithms can be used to secure traffic between a
Solaris 8 and a Solaris 9 host.

Action:
1. Configure the Security Policy:

For security purposes, this procedure should be carried out when logged in as superuser
on the system console.

The following commands should be run to create the security policy file. This can be any
file; however, it must have the correct ownership and file permissions (see below). For
this example, / et ¢/ i net/i psec. pol will be used.

On the first host (testbox1), run the following commands:

cat <<EOF>> /etc/inet/ipsec. pol

{ saddr 10.1.1.2 daddr 10.1.1.3 } apply \

{ encr_algs 3des encr_auth_algs nd5 sa shared }
{ saddr 10.1.1.3 daddr 10.1.1.2 } permt \

{ encr_al gs 3des encr_auth_al gs nd5 }

EOF

Set the file's ownership and permissions:

chown root:root /etc/inet/ipsec.pol
chnod 600 /etc/inet/ipsec. pol

The /etc/inet/ipsec. pol file will now read as follows:
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{ saddr 10.1.1.2 daddr 10.1.1.3 } apply { encr_al gs 3des encr_aut h_al gs
nmd5 sa shared }

{ saddr 10.1.1.3 daddr 10.1.1.2 } pernit { encr_algs 3des

encr _auth_al gs nmd5 }

The first line specifies the policy for outgoing traffic. It indicates that all traffic with a
source IP of 10.1.1.2 and a destination IP of 10.1.1.3 will use the 3DES encryption
algorithm, the MD-5 authentication algorithm, and used shared keys. The second line
specifies the policy for incoming traffic. It indicates that all traffic with a source IP of
10.1.1.3 and a destination IP of 10.1.1.2 must use the 3DES encryption algorithm and the
MD-5 authentication algorithm.

On the second host (testbox2), run the following commands:
cat <<EOF>> /etc/inet/ipsec. pol

{ saddr 10.1.1.3 daddr 10.1.1.2 } apply \

{ encr_al gs 3des encr_auth_algs nd5 sa shared }
{ saddr 10.1.1.2 daddr 10.1.1.3 } permt \

{ encr_al gs 3des encr_auth_algs nd5 }

EOF

Set the file's ownership and permissions:

chown root:root /etc/inet/ipsec.pol
chnmod 600 /etc/inet/ipsec. pol

2. Generate random keys:

The strength of encryption relies on the quality of random key generation. Solaris
provides the / dev/ r andompseudo-device to generate random keys for encryption
purposes. Four different keys must be generated; one for the AH, one for the ESP and
one for each Security Parameters Index (SPI). The Security Parameters Index is a
random 32-bit (8 hex digit) number that specifies to the device recieiving the packet
which Security Association (SA) to use. This SA contains contains the necessary
information on how the receiving device will decrypt the packet.The SPI cannot be
encrypted within the packet because the receiving machine must use this value to
determine the correct SA to utilize.

To generate the keys for the AH and the ESP, the following command is used:

od -x -An -N 48 </dev/random | sed 's/ //g" \
| awk '{printf("%\n", $1)}"

The output will be 96 (pseudo) random hexadecimal characters similar to:
cbf 503c4d505d3c8254aal2f eOef 941d
48078bf a312893bbb7b0ac133449f 71f
7d8a4f 32128d6298f 37¢3e44057032a2
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Each algorithm requires a key of a specified length. The number of characters used from
the above output is dependent on the algorithm used. Below is a list of the keylengths for
each authentication and encryption algorithm:

MD- 5 (128 bit) 32 characters
SHA- 1 (160 bit) 40 characters
DES (64 bit) 16 characters
3DES (192 bit) 48 characters
AES (128,192,256 bit) 32,48,68 characters

For example, if MD-5 were to be used as the authentication algorithm, the following 32
character string could be used from the output above for the key:

48078bf a312893bbb7b0ac133449f 71f

To generate the keys for each SPI, the following command is used:

od -An -N4 </dev/random | sed 's/ //g" | awk '{printf("%8s\n", $1)}"'

The output will be eight (pseudo) random octal characters similar to:

06075310

The SPI has a keylenth of 8 octal characters. Each SPI must be unique. Run this
command once for each unique SPI required. In this example two unique SPIs are
required.

Each of these keys, as they must be identical on each host for IPsec to function properly.
3. Configure the Security Association:

Add the following two lines to the security association file. This can be any file,

however, it must have the correct ownership and file permissions. For this example, use
/etclinet/ipsec.sa.
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Run the following command on each host:

cat <<EOF>> /etc/inet/ipsec.sa

From10.1.1.2 to 10.1.1.3

SPI: <Uni que 8 character SPI>

Auth Alg: M>-5

Auth Key: <32 Hex digit MD>-5 key>

Encr Al g: 3des

Encr Key: <48 Hex digit 3des key>

add esp spi <Unique 8 character SPlI> src testboxl dst testhox2 \
auth_alg nmd5 encr_al g 3des authkey <32 Hex digit MD-5 key> \
encrkey <48 Hex digit 3des key>

# From 10.1.1.3 to 10.1.1.2

# SPI: <Unique 8 character SPI> //Different SPlI from above

# Auth Alg: MD-5

# Auth Key: <32 Hex digit MD-5 key> //sanme MD-5 key from above
# Encr Al g: 3des

# Encr Key: <48 Hex digit 3des key> //sane 3DES key from above
add esp spi <Unique 8 character SPlI> src testbox2 dst testboxl \
auth_alg nmd5 encr_al g 3des authkey <32 Hex digit MD-5 key> \
encrkey <48 Hex digit 3des key>

EOF

HHHHFHH

Note: In the above action, choose the key sequences from the 96 character hexadecimal
ouput from step 2. Also, use the same authentication key throughout as well as the same
Encryption key throughout the above action. Use unique SPI keys (total of two in this
example) throughout.

On each host, set the file's ownership and permissions:

chown root:root /etc/inet/ipsec.sa
chnod 600 /etc/inet/ipsec.sa

4. Enable IPsec at boot time:

On each host, add the following to/etc/init.d/ipsec:
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cat <<EOF>> /etc/init.d/ipsec

#!/ bin/ sh

#Startup script for |Psec.

case "\$1" in

start)
/usr/sbin/ipsecconf -f
/usr/shin/ipseckey flush
/usr/shin/ipseckey -f /etc/inet/ipsec.sa
/usr/shin/ipsecconf -a /etc/inet/ipsec.po

stop)'
/usr/sbin/ipseckey flush
/usr/sbin/ipsecconf -f

*)
echo "Usage: \$0 { start | stop }"
exit 1

esac
exit O
EOF

Link the script to the startup directory and set the ownership and file permissions:

In -s /etc/init.d/ipsec /etc/rc2.d/ S69i psec
chown root:sys /etc/init.d/ipsec
chnod 700 /etc/init.d/ipsec

IPsec will now be enabled at boot time and protect all traffic between 10.1.1.2 (testbox1)
and 10.1.1.3 (testbox2).

Additional information:
To manually start and stop IPsec. Use the following command:

/etc/rc2.d/ S69ipsec { stop | start }

To display the current Security Policy, use the following command:
i psecconf -1

To display the current Security Association, use the following command:
i pseckey dunp

Discussion:

This is the manual method for configuration of IPsec. Solaris 9 now employs it's own
key management facility: Internet Key Exchange (IKE). This method can also be used to
configure IPsec on Solaris 9. See the Sun documentation [Psec and IKE Administration
Guide (ht t p: // docs. sun. com! app/ docs/ doc/ 817- 2694) for the appropriate Solaris 9
release for more information.
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It's recommended that keys be changed regularly to decrease the impact of compromised
keys. This can be accomplished by manually editing the new keys into the Security
Association file on each machine and restarting the service.

1.6 Configure SSH Server

Action:
The following script is intended to modify the default sshd_confi g file installed with
Solaris 9.

touch /etc/issue
cd /etc/ssh
/etc/init.d/ sshd stop
if [ ! -f /etc/hostname6.* ]; then
nawk ' /#ListenAddress O\.0\.0\.0/ { sub(/"#/,"") }; \
/ListenAddress ::/ { $1 = "#ListenAddress" }; \
{ print }' sshd_config > sshd _config. new
mv sshd_config. new sshd_config
f

nawk '/ #Banner/ { sub(/~#/,""); $2 = "letclissue" }; \
/ #1 gnor eUser KnownHost s/ { sub(/"#/,""); $2 = "yes" }; \
/ KeyRegenerationlnterval/ { $2 = "1800" }; \
/Logi nGraceTine/ { $2 = "60" }; \
/ ServerKeyBits/ { $2 = "1024" }; \
{ print }' sshd_config > sshd_config. new
echo "Kbdl nteractiveAuthentication no" >> sshd_config. new
nv sshd_confi g. new sshd_config
chown root:sys sshd_config
chnod 600 sshd_config
/etc/init.d/sshd start

Discussion:

Sun developed a version of SSH based on OpenSSH and began bundling it with their
Solaris operating system as of the release of Solaris 9. Sun's version has many of the
same configuration options as in OpenSSH, though privilege separation, a feature that
contributes to the security of the system through use of an unprivileged process, is still
not available.
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The configuration options above do not include the options Al | owG oups, DenyG oups,
Al | owUser s, and DenyUsers. Any one, but only one, of these options can be used to
specify an access control list. It is strongly recommended that one of these options be
used to further restrict access to the server to authorized users only. The man pages for
sshd_confi g explains how to specify user or group names with these options.

Though the above Action is specifically for the server, similar options also exist for the
ssh client. See the man pages for ssh_confi g to learn how to set host defaults for ssh.

For information on building OpenSSH from source, see ht t p: / / www. openssh. org. Sun
also publishes information on building OpenSSH for Solaris as part of its Blueprints
series (see htt p: // www. sun. com bl uepri nt s/ 0404/ 817-6261. pdf ).

1.7 Install NTP

The following configuration is for an NTP client that will function as a local server.
Action :

NTP server information:

1. Create the nt p configuration file

Note: Enter the correct ip address for your site.

cat << END_SCRI PT > /etc/inet/ntp.conf

# subnet

#The netmask used in this exanple is for Cass C networks
restrict x.x.x.x mask 255.255.255.0 notrust nonodify notrap
# ip address of this systenis time server

restrict x.x.x.x noquery nonodify notrap

# ip address of this systenlis tinme server

server Xx.X.X.x key 2

enabl e auth

# Add drift file if necessary

driftfile /var/ntp/drift

keys /etc/inet/ntp.keys

trustedkey 1 2

END_SCRI PT

chown root:root /etc/inet/ntp.conf

chnod 600 /etc/inet/ntp.conf

2. Create the dri ft file

touch /var/ntp/drift

chown root:root /var/ntp/drift
chnod 600 /var/ntp/drift
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3. Key setup
Note: The following steps assume that a key file already exists on the system. The
newly added keys will be appended to the end of the current nt p. keys file. If a

nt p. keys file does not exist, the file will be created in the following steps.
cat <<END SCRI PT >> /etc/inet/ntp.keys
#keyi d key type key val ue

1 M keypassl
2 M keypass?2
END_SCRI PT

chown root:root /etc/inet/ntp.keys
chnod 600 /etc/inet/ntp. keys

4. Start ntp daemon
[etc/init.d/ xntpd start

NTP client information:
1. Create the ntp configuration file

Note: Please enter the correct ip address for your site.
cat << END_SCRI PT > /etc/inet/ntp.conf

# ip address of tinme server created above or known network tine server
restrict x.x.x.x noquery nonodify notrap
server Xx.X.x.Xx key 1

enabl e auth

# Add drift file if necessary

driftfile /var/ntp/drift

keys /etc/inet/ntp.keys

trustedkey 1

END_SCRI PT

chown root:root /etc/inet/ntp.conf

chnod 600 /etc/inet/ntp.conf

2. Create the drift file

touch /var/ntp/drift

chown root:root /var/ntp/drift
chnod 600 /var/ntp/drift

3. Key setup

Note: The following steps assume that a key file already exists on the system.
cat <<END SCRI PT >> /etc/inet/ntp. keys

#keyi d key_type key_val ue

1 M keypassl

END_SCRI PT

chown root:root /etc/inet/ntp.keys

chnod 600 /etc/inet/ntp.keys

4. Start nt p daemon
/etcl/init.d/ xntpd start
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Discussion:

It is important for the computer system to maintain correct time, especially if databases or
auditing tools are running on the system. The dri ft file is used to store the time
difference between the local clock and the network clock. Because the value is stored on
the system, it does not have to be recalculated every time synchronization occurs. The
drift file should be used if multiple servers are listed in the nt p. conf file.

The key file information above is an example. These keys are used to compute the digital
signatures for the NTP transaction. The key file must limit read permissions because it
contains authorization data. The keyid can range from 1 to 4294967295 but must not be
0 (zero). Each key number must be unique. There must be a space between the keyid
and the key_type. The key_value field, shown as keypass1 above, should be an arbitrary
string of up to eight characters.

The keyid and associated key_value must be known to both the server and the client
attempting to access the server. If the correct key information is not provided, time
synchronization will not take place. The key information should be transferred to each
client in the most secure manner possible. For example, the key information can be put
on a disk and the system administrator can load the keys on each system. If ssh is used,
the keys can be transferred over the network. NTP version 4 has a built in key
distribution process. Information about this process can be found in the NTP version 4
documentation.

In some situations, such as a router in Defense Message System (DMS) architecture, it is
appropriate to utilize at least two NTP servers. Adjust the action as necessary if more

than one NTP server is appropriate.

Additional information on how to configure a NTP server and client can be obtained from
http://ww. sun. com security/ bl ueprints/

2 Minimize i net d Network Services

2.1 Disable standard services

Action:

cd /etc/inet

for svc in tine echo discard daytime chargen fs dtspc \
exec comsat tal k finger uucp nanme xaudi o \
netstat ufsd rexd systat sun-dr uui dgen krb5_ prop;
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do
ank "(\$1 == \"$svc\") { \$1 = \"#A\" \$1 }; {print}" \
i netd. conf > inetd.conf.new
mv i netd. conf.new i netd. conf
done
for svc in 100068 100146 100147 100150 100221 \
100232 100235 kerbd rstatd rusersd sprayd walld; do
anwk "/A$sve\\// NS = A"\ A1 }; { print 3"\
i netd. conf > inetd.conf.new
mv i netd. conf.new inetd. conf

done

for svc in printer shell login telnet ftp tftp; do
awk "(\$1 == \"$svc\") { \$1 = \"#" \$1 }; {print}" \
i netd. conf > inetd.conf.new
mv i netd. conf.new i netd. conf

done

for svc in 100083 100229 100230 100242 \
100234 100134 100155 rquotad 100153; do
awk "/A$sve\\// { \V$L = \"A" \A$L }; { print }" N
i netd. conf > inetd.conf.new
mv i netd. conf.new i netd. conf
done
chown root:sys inetd. conf
chnod 444 i netd. conf
pkill -HUP -u 0 -P 1 -x inetd

Discussion:

The stock / et ¢/ i net/i netd. conf file shipped with Solaris contains many services
which are rarely used or which have more secure alternatives. Indeed, after enabling
SSH (see Item 1.6) it may be possible to completely do away with all i net d-based
services, since SSH provides both a secure login mechanism and a means of transferring
files to and from the system. In fact, the actions above will disable all standard services
normally enabled in the Solaris i net d. conf file.

Most of the remaining actions in this chapter give the administrator the option of re-
enabling certain services--in particular, the services that are disabled in the last two loops
in the "Action" section above. Rather than disabling and then re-enabling these services,
experienced administrators may wish to simply disable only those services that they
know are unnecessary for their systems. Services colored in red are re-enabled in this in
this chapter as needed.

Note: Items 2.2 through 2.7, 2.9 and 2.11 have been moved to Appendix C. These
Items enable tools that decrease system security. These tools should only be enabled
if there is a mission-critical need.
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2.8 Only enable CDE-related daemons if absolutely necessary

Question:
Is there a mission-critical reason to run CDE on this system?

If the answer to this question is yes, proceed with the Action below.
Note: Workstations must have CDE-related daemons enabled.

Action:

cd /etc/inet

sed 's/ " #100083/100083/' inetd.conf > inetd.conf.new
mv i netd. conf.new i netd. conf

Discussion:

The r pc. t t dbser ver d process supports many tools and applications in Sun's CDE
windowing environment, but has historically been a major security issue for Solaris
systems. If this service is enabled, it is vital to keep up-to-date on vendor patches. Never
enable this service on any system which is not well protected by a complete network
security infrastructure (including network and host-based firewalls, packet filters, and
intrusion detection infrastructure).

Since this service uses Sun's standard RPC mechanism, it is important that the system's
RPC portmapper (r pcbi nd) also be enabled when this service is turned on. For more
information see Item 3.11, "Only enable other RPC-based services if absolutely
necessary."

2.10 Only enable removable media daemon if absolutely necessary

Question:
Is there a mission-critical reason why CD-ROMs and floppy disks should be
automatically mounted when inserted into the system drives?

If the answer to this question is yes, proceed with the action below.

Action:

cd /etclinet

sed 's/"#100155/100155/"' inetd.conf > inetd.conf.new
mv i netd. conf.new i netd. conf
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Discussion:

This item re-enables the r pc. snser ver d process that works with the volume manager
(see Item 3.16 below) and the CDE file manager application to automatically mount CD-
ROMs and floppies when the user inserts the new media into the system's drives (the
mount command is normally a privileged command that can only be performed by the
superuser). Be aware that allowing users to mount and access data from removable
media makes it easier for malicious programs and data to be imported onto your network.

Since this service uses Sun's standard RPC mechanism, it is important that the system's
RPC portmapper (r pcbi nd) also be enabled when this service is turned on. For more
information see Item 3.11, "Only enable other RPC-based services if absolutely
necessary."

2.12 Only enable GSS daemon if absolutely necessary

Question:
Are there any security-related services in use at this site that make use of the GSS API?

Note: In Solaris 9, the GSS daemon is generally needed only when Kerberos is being
used to secure NFS.

If the answer to this question is yes, proceed with the Action below.

Action:

cd /etcl/inet

sed 's/"#100234/100234/"' inetd.conf > inetd.conf.new
mv i netd. conf.new i netd. conf

Discussion:

The GSS API is a security abstraction layer that is designed to make it easier for
developers to integrate with different authentication schemes. It is most commonly used
in applications for sites that use Kerberos for network authentication, though it can also
allow applications to interoperate with other authentication schemes.

Since this service uses Sun's standard RPC mechanism, it is important that the system's
RPC portmapper (rpcbind) also be enabled when this service is turned on. For more
information see Item 3.11, "Only enable other RPC-based services if absolutely
necessary."
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2.13 Disable multicasting and routing discovery

Question:
Is there a mission-critical reason to run multicasting network services at this site?

If the answer is no, proceed with the Action below.
Note: Ifipfilters will be used (see Item 4.7), then skip this step. Changes to

/etcl/init.dlinetsvc are likely to be overwritten in a future patch or update. They
may need to be reapplied after patching.

Action:

awk '/Setting default I1Pv4 interface for nulticast/ {$1 = "#"$1}; \
[ add net 224/ {$1 = "#"$1}; \
/add -interface/ {$1 = "#"$1}; \

{ print }' /etc/init.d/inetsvc > /etc/init.d/inetsvc. new
nv /etc/init.d/inetsvc.new /etc/init.d/inetsvc
chown root:sys /etc/init.d/inetsvc
chnod 744 /etc/init.d/inetsvc

Discussion:
By disabling multicasting, router discovery can not be performed. In addition, the
following action will disable routing functionality.

touch /etc/notrouter
chown root:sys /etc/notrouter
chnod 644 /etc/notrouter

2.14 Disable IPv6

Question:
Is IPv6 in use at this site?

If the answer is no, proceed with the Action below.

Action:

1. Remove all IPv6 hostname information
cd /etc
rm host nane6. *
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2. Comment out all IPv6 TCP and UDP information from i net d. conf
anwk ' (( $3 == "tcp6" || $3 == "udp6" ) && ( B1 '~ /"¢ )) \
{ $1 = "#"31}; \
{ print }' /etc/inet/inetd.conf > /etc/inet/inetd.conf.new
mv /etc/inet/inetd.conf.new /etc/inet/inetd.conf
chown root:sys /etc/inet/inetd. conf
chnod 444 /etc/inet/inetd. conf

Discussion:

If the system is configured to handle IPv6 and it is not being used, IPv6 related services
and interfaces should be disabled. Some services, such as time, echo, discard, daytime,
and chargen, require tcp6 or udp6 in order to function properly. Commenting these
protocols out of the i net d file will also eliminate those services' IPv4 functionality.

2.15 Enable encrypted remote administration if necessary

Action:
Enable X Graphical User Interface for administration if necessary

On the machine that is to be administered, the following commands must be issued

locally as root. Ensure that no ssh sessions are active before beginning.
/etc/init.d/ sshd stop
cd /etc/ssh
awk '/ X11Forwarding/ { $2 = "yes" }; \
{ print }' sshd_config > sshd_config. new
nv sshd_confi g. new sshd_config
chown root:sys sshd config
chnod 600 sshd_config
/etc/init.d/sshd start

Discussion:

Remote administration must be done over an encrypted channel to protect against
information or control leakage. SSH is an appropriate communication encryption tool to
use for remote administration. The box that is to be administered remotely must first be
configured locally to allow X11 forwarding.
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3 Minimize Boot Services

3.1 Disable | ogi n: prompts on serial ports

Action:
pmadm -d -p zsnobn -s ttya
pmadm -d -p zsnon -s ttyb

Discussion:

Disabling the | ogi n: prompt on the system serial device makes it more difficult for
unauthorized users to attach modems, terminals, and other remote access devices to these
ports.

This action may safely be performed even if console access to the system is provided via
the serial ports, because the | ogi n: prompt on the console device is provided through a
different mechanism.

3.2 Set daemon unask

Action:

cd /etc/defaul t

awk '/ "CVASK=/ { $1 = "CMASK=022" }\
{ print }' init > init.new

m/ init.newinit

chown root:sys init

chrmod 444 init

Discussion:

The system default umask should be set to at least 022 in order to prevent daemon
processes from creating world-writable files by default. More restrictive unask values
(such as 077) can be used but may cause problems for certain applications--consult
vendor documentation for further information.

Note: Although this is already the default configuration for Solaris 9, this action serves
to reinforce the default or to change the setting back to default in case it has been altered.
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3.3 Disable inetd if possible

Note: If inetd is disabled, it may get re-enabled in a future patch. This setting should be
checked, and reapplied if necessary after applying patches or updates.

Action:

cd /etc/init.d

LINE="awk '/\/usr\/sbhin\/inetd/ &&\
P/N[/ { print }' inetsvc’

if [ -n "SLINE" ]; then
grep -v /usr/shin/inetd inetsvc > inetsvc. new
cat <<' EONew netd' >> inetsvc. new

lines="grep -v '*#' Jetc/inet/inetd.conf 2>/dev/null | \
we - | sed 's/ //g"

EONew net d

echo '[ "$lines" '="'0" ] & \c' >> inetsvc.new

echo $LI NE >> inetsvc. new
mv i netsvc. new i netsvc

fi

chown root:sys inetsvc

chnod 744 inetsvc

Discussion:

If the actions in Chapter 2 result in all the i net d-based service being disabled, then there
is no point in running i net d at boot time. The code added to the i net svc boot script
will result in i net d automatically being restarted at boot time if services are ever enabled
ini net d. conf. However, it may be necessary to manually start i net d if the
administrator wishes to enable some of these services without rebooting the system.

3.4 Disable email server if possible

Question:
Is this system a mail server--that is, does this machine receive and process email from
other hosts?

If the answer to this question is no, proceed with the Action below.
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Action:

cd /etc/default

cat <<END DEFAULT > sendnai |
MODE=

QUEUEI NTERVAL="15n{

END DEFAULT

chown root:sys sendnail
chnod 644 sendmi |

Discussion:

It is possible to run a UNIX system with the Sendmail daemon disabled and still allow
users on that system to send email out from that machine. Running Sendmail in "daemon
mode" (with the - bd command-line option) is only required on machines that act as mail
servers, receiving and processing email from other hosts on the netw