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1 Internet Protocol Security (IPsec) Minimum Essential Inteoperability Requirements
1.1 Networking

Threshold : IPMEIR.NET.1
IPMEIR devices shall support UDP as sde=il in RFC 768.

1.1.1 Internet ProtocolVersion 4

Objective : IPMEIR.NET.IPV4.1
IPMEIR devices shall support IPv4 as sdesd in RFC 791-792.

1.1.2 Internet ProtocolVersion 6

Threshold : IPMEIR.NET.IPV6.1
IPMEIR devices shall support IPv6 as sdesil in RFCs 2460-2463.

1.2 Traffic Protection

1.2.1 Cryptography

1.2.1.1 Key Fill

1.2.1.1.1 Internet Key Exchangeversion 2

Threshold : IPMEIR.TP.CRYPT.KFILL.IKEV2.1
IPMEIR devices shall treat thierst hex character of a Shared Secret HMI entry as the MS Nibble
of the MS Byte.

Objective : IPMEIR.TP.CRYPT.KFILL.IKEV2.3
IPMEIR devices shall allav corfiguration of a 96 headecimal character string through the HMI
representing a 384 bit Shared Secret.

Threshold : IPMEIR.TP.CRYPT.KFILL.IKEV2.4
IPMEIR devices shall allav corfiguration of a 64 headecimal character string through the HMI
representing a 256 bit Shared Secret.

1.2.1.1.1.1 Certificate
Objective : IPMEIR.TP.CRYPT.KFILL.IKEV2.CER T.1

IPMEIR devices shall support loading of Suite B X.509v3 End Entity SignaturefiCatés as
defined in RFC 5759.



Objective : IPMEIR.TP.CRYPT.KFILL.IKEV2.CER T.2
IPMEIR devices shall support loading of Suite B X.509v3 Self-Signed CA fG=tes as daned
in RFC 5759.

Objective : IPMEIR.TP.CRYPT.KFILL.IKEV2.CER T.3
IPMEIR devices shall support loading of Suite B X.509v3 Non-Self-Signed CAf@aits as
defined in RFC 5759.

Objective : IPMEIR.TP.CRYPT.KFILL.IKEV2.CER T.4
IPMEIR devices shall support loading of Suite B X.509v2 CRLs dsdd in RFC 5759.

Objective : IPMEIR.TP.CRYPT.KFILL.IKEV2.CER T.5
IPMEIR devices shall support Suite B X.509v3 End Entity Signature fi=ate Creation with Suite
B X.509v3 End Entity Signature Cdrtiates as damed in RFC 5759.

Threshold : IPMEIR.TP.CRYPT.KFILL.IKEV2.CER T.6

If Suite B X.509v3 End Entity Signature Céitate Creation is locally supported, IPMEIR/ides
shall support Suite B X.509v3 End Entity Signature @edie &porting with Suite B X.509v3
End Entity Signature Ceficates as daed in RFC 5759.

1.2.1.2 Suite B GCM
1.2.1.2.1 Encapsulating Security Rayload Version 3

Threshold : IPMEIR.TP.CRYPT.SBGCM.ESPV3.1
IPMEIR devices that were the IKE_SA initiator shall populate the 96 bit IV input to GCM with
salti concatenated with ESPv3, uring encryption.

Threshold : IPMEIR.TP.CRYPT.SBGCM.ESPV3.2
IPMEIR devices that were the IKE_SA responder shall populate the 96 bit IV input to GCM with
salti concatenated with ESPv3, luring decryption.

Threshold : IPMEIR.TP.CRYPT.SBGCM.ESPV3.3
IPMEIR devices that were the IKE_SA responder shall populate the 96 bit IV input to GCM with
saltr concatenated with ESPv3, Buring encryption.

Threshold : IPMEIR.TP.CRYPT.SBGCM.ESPV3.4
IPMEIR devices that were the IKE_SA initiator shall populate the 96 bit IV input to GCM with
saltr concatenated with ESPv3, Buring decryption.

Threshold : IPMEIR.TP.CRYPT.SBGCM.ESPV3.5
IPMEIR devices shall populate the imgety datafield of the ESPv3 paek with the 128 bit ICV
output of GCM.



Threshold : IPMEIR.TP.CRYPT.SBGCM.ESPV3.6
IPMEIR devices shall include the SPI concatenated with the Sequence numbeAdditienal
Authenticated Data (AADfield input to GCM as per Section 5 of RFC 4106 during encryption.

Threshold : IPMEIR.TP.CRYPT.SBGCM.ESPV3.7
IPMEIR devices shall include the SPI concatenated with the Sequence numbeAdditienal
Authenticated Data (AADfield input to GCM as per Section 5 of RFC 4106 during decryption.

Threshold : IPMEIR.TP.CRYPT.SBGCM.ESPV3.8
IPMEIR devices shall discard all encrypted ESPv3 gaskhat &il integrity checks of the ICV

Threshold : IPMEIR.TP.CRYPT.SBGCM.ESPV3.9
IPMEIR devices shall pad the ESPv3 payload with 0-3 bytes of cryptographic padding such that
the size of the encrypted data is aligned on a 4 byte boundary

Threshold : IPMEIR.TP.CRYPT.SBGCM.ESPV3.10
IPMEIR devices shall populate the ESPv3 InitializatMectorfield per RFC 4106 - Section 3.1.

1.2.1.2.2 Internet Key Exchangeversion 2

Threshold : IPMEIR.TP.CRYPT.SBGCM.IKEV2.1
IPMEIR devices shall discard all IKEv2 paets that&il integrity checks of the Inggity Checksum
Data in the IKEv2 encrypted payload.

1.2.1.2.2.1 IKE_SA AES-CBC

Threshold : IPMEIR.TP.CRYPT.SBGCM.IKEV2.ISACBC.1
After a successful IKE_SA_INITxehange, IPMEIR deces shall generate sk_d, sk_ai, sk_ar
sk_ei, sk_ersk_pi and sk_pr as detailed in Sections 2.13 and 2.14 of RFC 4306.

Threshold : IPMEIR.TP.CRYPT.SBGCM.IKEV2.ISACBC.2
After a successful IKE_BATH exchange, IPMEIR daces shall generate sk_ei, salti, sk_er and
saltr for the CHILD_SA as detailed in Section 2.17 of RFC 4306 and Section 8.1 of RFC 4106.

Threshold : IPMEIR.TP.CRYPT.SBGCM.IKEV2.ISACBC.3

After a successful CREFA_CHILD_SA echange to create aweCHILD_SA, IPMEIR deices

shall generate sk_ei, salti, sk_er and saltr for the CHILD_SA as detailed in Section 2.17 of RFC
4306 and Section 8.1 of RFC 4106.

Threshold : IPMEIR.TP.CRYPT.SBGCM.IKEV2.ISACBC.4
After a successful CREFA_CHILD_SA echange to rety an IKE_SA, IPMEIR deices shall
generate sk_d, sk_ai, sk, ak_ei and sk_er as detailed in Sections 2.13 and 2.14 of RFC 4306.



Threshold : IPMEIR.TP.CRYPT.SBGCM.IKEV2.ISACBC.5

After a successful CREFA_CHILD_SA echange to rety a CHILD_SA, IPMEIR deices shall
generate sk_ei, salti, sk_er and saltr for theyett CHILD _SA as detailed in Section 2.17 of RFC
4306 and Section 8.1 of RFC 4106.

Threshold : IPMEIR.TP.CRYPT.SBGCM.IKEV2.ISACBC.11
IPMEIR dervices shall pad the IKEv2 Encryptedy®oad with 0-15 bytes of cryptographic padding
such that the size of the encrypted data is aligned on a 16 byte boundary

Threshold : IPMEIR.TP.CRYPT.SBGCM.IKEV2.ISACBC.12
IPMEIR devices shall populate the Encrypteayfbad - InitializatiorVectorfield per RFC 3602 -
Section 3.

1.2.1.2.2.1. 128-bit Key-based Suite

Objective : IPMEIR.TP.CRYPT.SBGCM.IKEV2.ISACBC.S5128.1
IPMEIR devices shall support the Suite-B-GCM-128 Suite per RFC 48609.

Threshold : IPMEIR.TP.CRYPT.SBGCM.IKEV2.ISACBC.S128.2

IPMEIR devices shall support the IKE_SA_INIkehange with the Suite-B-GCM-128 Suite for
the purpose of creating an IKE_SA - firmnsform types and their associated transform IDs and
Attributes are shen in Table IPMEIR. TECRYPT.SBGCM.IKEV2.ISACBC.S128.2.

Table - IPMEIR.TP.CRYPT.SBGCM.IKEV2.ISACBC.S128.2

EncryptionAlgorithm (1) ENCR_AES_CBC (12) Key Length (14) - 128
Pseudo-random Function (2) PRF_HMAC-SHA2_256 (5) None
Integrity Algorithm (3) AUTH_HMAC_SHA2_256_128 (12) None
Diffie-Hellman Group (4) 256-bit random ECP group (19) None
Per Section 3.1 of RFC 4869.

Threshold : IPMEIR.TP.CRYPT.SBGCM.IKEV2.ISACBC.S128.3

IPMEIR devices shall support the IKE_ UWWH exchange with the Suite-B-GCM-128 Suite for the
purpose of creating thfeast CHILD_SA - theTransform types and their associated transform IDs
andAttributes are shen in Table IPMEIR.TRCRYPT.SBGCM.IKEV2.ISACBC.S128.3.

Table - IPMEIR.TP.CRYPT.SBGCM.IKEV2.ISACBC.S128.3

EncryptionAlgorithm (1) ENC_AES_GCM (20) Key Length (14) - 128
No Extended Sequence Numbers (0) None
Extended Sequence Numbers (1 None
Per Section 3.1 of RFC 4869. Per IPMEIRIKEV2.83, Extended Sequence Numbers are obchiote that the
Integrity Algorithm and Difie-Hellman Group transform types are omitted from the &Adad.

Extended Sequence Numbers (5




Threshold : IPMEIR.TP.CRYPT.SBGCM.IKEV2.ISACBC.S128.4

If supporting the CRERE_CHILD_SA echange to create aweCHILD_SA, IPMEIR de&ices
shall support the CREA&_CHILD_SA echange with the Suite-B-GCM-128 Suite - Tmansform
types and their associated transform IDs Attdbutes are shen in Table
IPMEIR.TRCRYPT.SBGCM.IKEV2.ISACBC.S128.4.

Table - IPMEIR.TP.CRYPT.SBGCM.IKEV2.ISACBC.S128.4

EncryptionAlgorithm (1) ENC_AES_GCM (20) Key Length (14) - 128
e 256-bit random ECP group (19) None
Diffie-Hellman Group (4) NONE (0) None
No Extended Sequence Numbers (0) None
5
Extended Sequence Numbers (5 Extended Sequence Numbers (1 None

Per Section 3.1 of RFC 4869. Per IPMEIRIKEV2.83, Extended Sequence Numbers are obgdthe Diffie-Hellman
Group transform type is ommited if Perfectrward Secregis not desired. Note that the Igt&y Algorithm transform
type is omitted from the SAdyload.

Threshold : IPMEIR.TP.CRYPT.SBGCM.IKEV2.ISACBC.S128.5

If supporting the CRERE_CHILD_SA exchange for the purpose of reying an &isting IKE_SA,
IPMEIR devices shall support the CREE_CHILD_SA echange with the Suite-B-GCM-128
Suite - thelTransform types and their associated transform IDA#nithutes are shen in Table
IPMEIR.TRCRYPT.SBGCM.IKEV2.ISACBC.S128.5.

Table - IPMEIR.TP.CRYPT.SBGCM.IKEV2.ISACBC.S128.5

EncryptionAlgorithm (1) ENCR_AES_CBC (12) Key Length (14) - 128
Pseudo-random Function (2) PRF_HMAC-SHA2_256 (5) None
Integrity Algorithm (3) AUTH_HMAC_SHA2_256_128 (12) None
Diffie-Hellman Group (4) 256-bit random ECP group (19) None
Per Section 3.1 of RFC 4869.

Threshold : IPMEIR.TP.CRYPT.SBGCM.IKEV2.ISACBC.S128.6

If supporting the CRERE_CHILD_SA echange for the purpose of reying an &isting
CHILD_SA, IPMEIR deices shall support the CREE_CHILD_SA echange with the
Suite-B-GCM-128 Suite - theransform types and their associated transform IDA#ntbutes
are shwn in Table IPMEIR.TECRYPT.SBGCM.IKEV2.ISACBC.S128.6.

Table - IPMEIR.TP.CRYPT.SBGCM.IKEV2.ISACBC.S128.6

EncryptionAlgorithm (1) ENC_AES_GCM (20) Key Length (14) - 128
. 256-bit random ECP group (19) None
Diffie-Hellman Group (4) NONE (0) None
No Extended Sequence Numbers (0) None
5
Extended Sequence Numbers (5 Extended Sequence Numbers (1 None

Per Section 3.1 of RFC 4869. Per IPMEIRIKEV2.83, Extended Sequence Numbers are obdthe Diffie-Hellman
Group transform type is ommited if Perfedrward Secregis not desired. Note that the Igtiy Algorithm transforn
type is omitted from the SAdyload.




Threshold : IPMEIR.TP.CRYPT.SBGCM.IKEV2.ISACBC.S128.7

IPMEIR devices shall populate thedf Exchange Data of thedf Exchange &yload with the
Diffie-Hellman public &y of total length 512 bits per Section 8.1 of RFC 5903 wheotrating
a 256-bit random ECP group.

Threshold : IPMEIR.TP.CRYPT.SBGCM.IKEV2.ISACBC.S128.8
When using 256-bit random ECP group (19), IPMEIRides shall devie the Difie-Hellman
Shared Secret (girx) per Section 8.1 of RFC 5903.

Threshold : IPMEIR.TP.CRYPT.SBGCM.IKEV2.ISACBC.S128.9
IPMEIR devices shall populate the 128 bit Igtey Checksum Datéeld of the IKEv2 encrypted
payload with the 128 bit ICV output of HMASHA256-128.

1.2.1.2.2.1. 256-bit Key-based Suite

Threshold : IPMEIR.TP.CRYPT.SBGCM.IKEV2.ISACBC.S256.1
IPMEIR devices shall support the Suite-B-GCM-256 Suite per RFC 48609.

Threshold : IPMEIR.TP.CRYPT.SBGCM.IKEV2.ISACBC.S256.2

IPMEIR devices shall support the IKE_SA_INIkehange with the Suite-B-GCM-256 Suite for
the purpose of creating an IKE_SA - firmnsform types and their associated transform IDs and
Attributes are shen in Table IPMEIR. TECRYPT.SBGCM.IKEV2.ISACBC.S256.2.

Table - IPMEIR.TP.CRYPT.SBGCM.IKEV2.ISACBC.S256.2

EncryptionAlgorithm (1) ENCR_AES_CBC (12) Key Length (14) - 256
Pseudo-random Function (2) PRF_HMAC-SHA2_384 (6) None
Integrity Algorithm (3) AUTH_HMAC_SHA2_384 192 (13) None
Diffie-Hellman Group (4) 384-bit random ECP group (20) None
Per Section 3.2 of RFC 4869.

Threshold : IPMEIR.TP.CRYPT.SBGCM.IKEV2.ISACBC.S256.3

IPMEIR devices shall support the IKE_ UWWH exchange with the Suite-B-GCM-256 Suite for the
purpose of creating thfeast CHILD_SA - theTransform types and their associated transform IDs
andAttributes are shen in Table IPMEIR. TRCRYPT.SBGCM.IKEV2.ISACBC.S256.3.

Table - IPMEIR.TP.CRYPT.SBGCM.IKEV2.ISACBC.S256.3

EncryptionAlgorithm (1) ENC_AES_GCM (20) Key Length (14) - 256
No Extended Sequence Numbers (0) None
Extended Sequence Numbers (1 None
Per Section 3.2 of RFC 4869. Per IPMEIRIKEV2.83, Extended Sequence Numbers are obchiote that the
Integrity Algorithm and Difie-Hellman Group transform types are omitted from the &Adad.

Extended Sequence Numbers (5




Threshold : IPMEIR.TP.CRYPT.SBGCM.IKEV2.ISACBC.S256.4

If supporting the CRERE_CHILD_SA echange to create aweCHILD_SA, IPMEIR de&ices
shall support the CREA&_CHILD_SA echange with the Suite-B-GCM-256 Suite - Tmansform
types and their associated transform IDs Attdbutes are shen in Table
IPMEIR.TRCRYPT.SBGCM.IKEV2.ISACBC.S256.4.

Table - IPMEIR.TP.CRYPT.SBGCM.IKEV2.ISACBC.S256.4

EncryptionAlgorithm (1) ENC_AES_GCM (20) Key Length (14) - 256
e 384-bit random ECP group (20) None
Diffie-Hellman Group (4) NONE (0) None
No Extended Sequence Numbers (0) None
5
Extended Sequence Numbers (5 Extended Sequence Numbers (1 None

Per Section 3.2 of RFC 4869. Per IPMEIRIKEV2.83, Extended Sequence Numbers are obgdthe Diffie-Hellman
Group transform type is ommited if Perfectrward Secregis not desired. Note that the Igt&y Algorithm transform
type is omitted from the SAdyload.

Threshold : IPMEIR.TP.CRYPT.SBGCM.IKEV2.ISACBC.S256.5

If supporting the CRERE_CHILD_SA exchange for the purpose of reying an &isting IKE_SA,
IPMEIR devices shall support the CREE_CHILD_SA echange with the Suite-B-GCM-256
Suite - thelTransform types and their associated transform IDA#nithutes are shen in Table
IPMEIR.TRCRYPT.SBGCM.IKEV2.ISACBC.S256.5.

Table - IPMEIR.TP.CRYPT.SBGCM.IKEV2.ISACBC.S256.5

EncryptionAlgorithm (1) ENCR_AES_CBC (12) Key Length (14) - 256
Pseudo-random Function (2) PRF_HMAC-SHA2_384 (6) None
Integrity Algorithm (3) AUTH_HMAC_SHA2_384 192 (13) None
Diffie-Hellman Group (4) 384-bit random ECP group (20) None
Per Section 3.2 of RFC 4869.

Threshold : IPMEIR.TP.CRYPT.SBGCM.IKEV2.ISACBC.S256.6

If supporting the CRERE_CHILD_SA echange for the purpose of reying an &isting
CHILD_SA, IPMEIR deices shall support the CREE_CHILD_SA echange with the
Suite-B-GCM-256 Suite - theransform types and their associated transform IDA#ntbutes
are shwn in Table IPMEIR.TECRYPT.SBGCM.IKEV2.ISACBC.S256.6.

Table - IPMEIR.TP.CRYPT.SBGCM.IKEV2.ISACBC.S256.6

EncryptionAlgorithm (1) ENC_AES_GCM (20) Key Length (14) - 256
. 384-bit random ECP group (20) None
Diffie-Hellman Group (4) NONE (0) None
No Extended Sequence Numbers (0) None
5
Extended Sequence Numbers (5 Extended Sequence Numbers (1 None

Per Section 3.2 of RFC 4869. Per IPMEIRIKEV2.83, Extended Sequence Numbers are obdthe Diffie-Hellman
Group transform type is ommited if Perfedrward Secregis not desired. Note that the Igtiy Algorithm transforn
type is omitted from the SAdyload.




Threshold : IPMEIR.TP.CRYPT.SBGCM.IKEV2.ISACBC.S256.7

IPMEIR devices shall populate thedf Exchange Data of thedf Exchange &yload with the
Diffie-Hellman public &y of total length 768 bits per Section 8.2 of RFC 5903 wheotrating
a 384-bit random ECP group.

Threshold : IPMEIR.TP.CRYPT.SBGCM.IKEV2.ISACBC.S5256.8
When using 384-bit random ECP group (20), IPMEIRi@Es shall devie the Difie-Hellman
Shared Secret (girx) per Section 8.2 of RFC 5903.

Threshold : IPMEIR.TP.CRYPT.SBGCM.IKEV2.ISACBC.S256.9
IPMEIR devices shall populate the 192 bit Igtey Checksum Datéeld of the IKEv2 encrypted
payload with the 192 bit ICV output of HMASHA384-192.

1.2.2 Encapsulating Security Rayload Version 3

Threshold : IPMEIR. TP.ESPV3.1
IPMEIR devices shall initialize the Sliding/indow Counter to ZER), dropping ay receved paclkt
with a Sequence Number of ZBRon an SA.

Threshold : IPMEIR. TP.ESPV3.2
IPMEIR devices shall erify that a receed packt contains a sequence number that is not a duplicate
for the life of the SA.

Threshold : IPMEIR. TP.ESPV3.3
IPMEIR devices shall reset the Sequence Number to@E&ch that when the SPI of an SA changes
due to a rey thefirst paclet transmitted under theweSA contains a Sequence Number of one.

Threshold : IPMEIR. TP.ESPV3.4
IPMEIR devices shall increment the Sequence Numberveretransmitted paek.

Threshold : IPMEIR. TP.ESPV3.5
IPMEIR devices shall discard all paets receied with thevalue 59 Decimal spdioed in the Ngt
Headeffield of the ESP trailer without indicating an error

Threshold : IPMEIR.TP.ESPV3.6
When supporting a 32 bit sequence numB&YIEIR devices shall reky or delete an SA prior to
the transmission of the 2732nd patkn that SA.

Threshold : IPMEIR.TP.ESPV3.7
When supporting a 64 bit sequence numB&YIEIR devices shall reky or delete an SA prior to
the transmission of the 2"64th patlon that SA.

1.2.2.1 Network AddressTranslation Traversal



Threshold : IPMEIR.TP.ESPV3.NAT-T.1
When a M\T device has been detected, IPMEIR/@es shall encapsulate all subsequent ESfdraf
on the SA in UDP datagrams.

Threshold : IPMEIR.TP.ESPV3.NAT-T.2
When encapsulating ESP in UDPMEIR devices shall format the UDP header as detail@@bie
- IPMEIR.TRESPV3.MT-T.2.

Table - IPMEIR.TP.ESPV3.NAT-T.2

Source Port 16-bits 4500 decimal
L . Initiator=4500 decimal
Destination Port 16-bits Responder=afiable
. The length in octets of this datagram
Length 16-bits including this header and the data.
Checksum 16-bits Set to ZER (0).

Threshold : IPMEIR.TP.ESPV3.NAT-T.3
IPMEIR devices shall not alidate the UDP Checksum of pat& recaied on port 4500.

Threshold : IPMEIR.TP.ESPV3.NAT-T .4
When a MT device has been detected, the initiating IPMEIRice shall set the encapsulating
UDP Source and Destination ports of all ESHfiirab 4500.

Threshold : IPMEIR.TP.ESPV3.NAT-T.5

When NAT traversal is in use, responding IPMEIRvat®s shall use the source address and source
port receved in messages as the destination address and destination port for the IP-UDP header of
paclets transmitted on the associated SA.

1.2.2.1.1 Tunnel Mode

Threshold : IPMEIR.TP.ESPV3.NAT-T.TNMD .1
WhenTunnel Mode has beengatiated, IPMEIR déces performing T Traversal shall use the
Tunnel Mode DecapsulationAY Procedure detailed in RFC 3948, Section 3.1.1 #1.

Threshold : IPMEIR.TP.ESPV3.NAT-T.TNMD .2
WhenTunnel Mode has beengatiated, IPMEIR déces performing T Traversal shall use the
Tunnel Mode ESP Encapsulation procedure detailed in RFC 3948, Section 3.4.

Threshold : IPMEIR.TP.ESPV3.NAT-T.TNMD .3
WhenTunnel Mode has beengatiated, IPMEIR déces performing T Traversal shall use the
Tunnel Mode ESP Decapsulation procedure detailed in RFC 3948, Section 3.5.

1.2.2.1.2 Transport Mode



Threshold : IPMEIR.TP.ESPV3.NAT-T.TRPMD.1
WhenTransport Mode has beengmiated, IPMEIR déces performing T Traversal shall use
theTransport Mode DecapsulatiorAN Procedure detailed in RFC 3948, Section 3.1.2 #1.

Threshold : IPMEIR.TP.ESPV3.NAT-T.TRPMD.2
WhenTransport Mode has beengmiated, IPMEIR déces performing RT Traversal shall use
theTransport Mode ESP Encapsulation procedure detailed in RFC 3948, Section 3.2.

Threshold : IPMEIR.TP.ESPV3.NAT-T.TRPMD.3
WhenTransport Mode has beengmiated, IPMEIR déces performing T Traversal shall use
theTransport Mode ESP Decapsulation procedure detailed in RFC 3948, Section 3.3.

1.2.2.2 Tunnel Mode

Threshold : IPMEIR.TP.ESPV3.TNMD.1
IPMEIR devices shall support reception and transmission of user data in HBRw&| Mode.

Threshold : IPMEIR.TP.ESPV3.TNMD.2
IPMEIR devices shall format ESPvBunnel Mode paadit as spedied inTable -
IPMEIR.TRESPV3.TNMD.2.

Table - IPMEIR.TP.ESPV3.TNMD.2

CT IP Header Variable
Security Rrameter Inde (SPI) 32 bits
Sequence Number 32 bits
Initialization Vector (V) Variable
Original IP Racket Variable
Cryptographic Bdding Variable (0-255 octets)

Pad Length 8 bits

Next Header 8 bits
Integrity CheckValue Variable

Threshold : IPMEIR.TP.ESPV3.TNMD.3
IPMEIR devices shall encrypt all information from the Original I&cket to the Net Headefields

inclusive.

Threshold : IPMEIR.TP.ESPV3.TNMD.4

IPMEIR devices shall be able to decrypt and properly decapsulate an inner B packatenated
with TFC pad octets.

1.2.2.3 Transport Mode

Objective : IPMEIR.TP.ESPV3.TRPMD.1
IPMEIR devices shall support reception and transmission of user data in H&hsport Mode.

10



Threshold : IPMEIR.TP.ESPV3.TRPMD.2
IPMEIR devices shall format ESPvBransport Mode padts as spefied inTable -
IPMEIR.TRESPV3.TRPMD.2.

Table - IPMEIR.TP.ESPV3.TRPMD.2

CT IP Header Variable
Security Rrameter Inde (SPI) 32 bits
Sequence Number 32 bits
Initialization Vector (V) Variable
Transport Layer Datagram Variable
Cryptographic Bdding Variable (0-255 octets)

Pad Length 8 bits

Next Header 8 bits
Integrity CheckValue Variable

Threshold : IPMEIR.TP.ESPV3.TRPMD.3
IPMEIR devices shall encrypt all information from theansport Layer Datagram to thexXtle
Headerfields inclusie.

Threshold : IPMEIR.TP.ESPV3.TRPMD.4

During encapsulation of an ESPVBansport Mode paek, IPMEIR deices shall copthe PT IP
header's Na Header (IPv6) or Protocol (IPvfigld as appropriate, into the ESPMailer Next
Headeffield.

1.2.3 Internet Key Exchangeversion 2

Threshold : IPMEIR.TP.IKEV2.1
When sending an IKE_SA_INIT request message, IPMEiIRtds shall send the request message
addressed to UDP Destination port 500.

Threshold : IPMEIR.TP.IKEV2.2
IPMEIR devices shall accept IKE messages fromg BfDP Source port.

Threshold : IPMEIR.TP.IKEV2.3
IPMEIR devices shall send all IKE messages addressed to theédfess and UDP Destination
port from which it receles IKE messages.

Threshold : IPMEIR.TP.IKEV2.4
IPMEIR devices shall be able to accept and process an IKE request message while it has an IKE
request message outstanding.

Threshold : IPMEIR.TP.IKEV2.5

IPMEIR devices shall delete the IKE_SA or initiate a CREA CHILD_SA echange to redy
the IKE_SA prior to the Message ID reaching (2*32)-1.

11



Threshold : IPMEIR.TP.IKEV2.6

After a successful IKE_SA_INITxehange, upon receipt of a retransmitted IKE request message
within the declaretvindow Size, IPMEIR deices shall retransmit the corresponding IKE response
message.

Threshold : IPMEIR.TP.IKEV2.7
IPMEIR devices shall not send payloads with the Critical Bit set to ONE unlesdispduerein.

12



Threshold : IPMEIR.TP.IKEV2.8
IPMEIR devices shall format the IKE_SA_INIT request message asrsioTable -

IPMEIR.TRIKEV2.8.

Table - IPMEIR.TP.IKEV2.8

IKE_SA Initiator's SPI (64-bits)

Per RFC 4306 Section 3.1.

IKE_SA Responder's SPI (64-bits 0 decimal
Next Payload (8-bits) 33 decimal
Major Version (4-bits) 2 decimal
Minor Version (4-bits) 0 decimal
Exchangé€Type (8-bits) 34 decimal

00001000 (binary)

IKE Header Flags Field Brmat = XXR/IXXX
. X = RESERED
Flags (8-bits) R = Response Bit
V =Version Bit
I = Initiator Bit
Message ID (32-bits) 0 decimal
Length (32-bits) Per RFC 4306 Section 3.1.
Next Payload (8-bits) 34 decimal
. e Critical Bit (1-bit) 0 decimal
SecurityAssociation Byload RESERVED (7-bits) 0 decmal

Payload Length (16-bits)

Per RFC 4306 Section 3.2.

Proposal Substructure

0 (last) or 2 (8-bits)

Per RFC 4306 Section 3.3.1.

RESER/ED (8-bits)

0 decimal

Proposal Length (16-bits)

Per RFC 4306 Section 3.3.1.

Proposal Number (8-hits)

Per RFC 4306 Section 3.3.1.

Protocol ID (8-bits)

1 decimal

SPI Size (8-hits)

0 decimal

Number ofTransforms (8-bits)

Per RFC 4306 Section 3.3.1.

Transform Substructure

0 (last) or 3 (8-bits)

Per RFC 4306 Section 3.3.2.

RESER/ED (8-bits)

0 decimal

Transform Length (16-bits)

Per RFC 4306 Section 3.3.2.

TransformType (8-bits)

Per RFC 4306 Section 3.3.2.

RESER/ED (8-bits)

0 decimal

Transform ID (16-bits)

Per RFC 4306 Section 3.3.2.

Attribute Type (16-bits)

Per RFC 4306 Section 3.3.5.

Attribute Length (16-bits)

Per RFC 4306 Section 3.3.5.

AttributeValue (\ariable)

Per RFC 4306 Section 3.3.5.

Next Payload (8-bits) 40 decimal
Critical Bit (1-bit) 0 decimal
RESER/ED (7-bits) 0 decimal

Key Exchange &yload Payload Length (16-bits) Per RFC 4306 Section 3.2.
Diffie-Hellman Group Number (16-bits)  Per RFC 4306 Section 3.4.

RESER/ED (16-bits) 0 decimal
Key Exchange Data @riable) Per RFC 4306 Section 3.4

Next Payload (8-bits) 0 decimal

Critical Bit (1-bit) 0 decimal

Nonce Ryload RESER/ED (7-bits) 0 decimal

Payload Length (16-bits)

Per RFC 4306 Section 3.2.

Nonce Data (ariable)

Per RFC 4306 Section 3.9.

13




Threshold : IPMEIR.TP.IKEV2.9
IPMEIR devices shall format the IKE_SA_INIT response message agrsimorable -

IPMEIR.TRIKEV2.9.

Table - IPMEIR.TP.IKEV2.9

IKE_SA Initiator's SPI (64-bits)

Per RFC 4306 Section 3.1.

IKE_SA Responder's SPI (64-bits

Per RFC 4306 Section 3.1.

Next Payload (8-bits) 33 decimal
Major Version (4-bits) 2 decimal
Minor Version (4-bits) 0 decimal
Exchangé€Type (8-bits) 34 decimal

00100000 (binary)

IKE Header Flags Field Brmat = XXR/IXXX
. X = RESERED
Flags (8-bits) R = Response Bit
V =Version Bit
I = Initiator Bit
Message ID (32-bits) 0 decimal
Length (32-bits) Per RFC 4306 Section 3.1.
Next Payload (8-bits) 34 decimal
. e Critical Bit (1-bit) 0 decimal
SecurityAssociation Byload RESERVED (7-bits) 0 decmal

Payload Length (16-bits)

Per RFC 4306 Section 3.2.

Proposal Substructure

0 (last) or 2 (8-bits)

Per RFC 4306 Section 3.3.1.

RESER/ED (8-bits)

0 decimal

Proposal Length (16-bits)

Per RFC 4306 Section 3.3.1.

Proposal Number (8-bits)

[®]

Proposal Number corresponding t]
selected proposal.

Protocol ID (8-bits)

1 decimal

SPI Size (8-hits)

0 decimal

Number ofTransforms (8-bits)

Per RFC 4306 Section 3.3.1.

Transform Substructure

0 (last) or 3 (8-bits)

Per RFC 4306 Section 3.3.2.

RESER/ED (8-bits)

0 decimal

Transform Length (16-bits)

Per RFC 4306 Section 3.3.2.

TransformType (8-bits)

Per RFC 4306 Section 3.3.2.

RESER/ED (8-bits)

0 decimal

Transform ID (16-bits)

transform.

Attribute Type (16-bits)

transform.

Attribute Length (16-bits)

transform.

AttributeValue (\ariable)

Key Exchange &yload

transform.

Next Payload (8-bits) 40 decimal
Critical Bit (1-bit) 0 decimal
RESER/ED (7-bits) 0 decimal

Payload Length (16-bits)

Per RFC 4306 Section 3.2.

Diffie-Hellman Group Number (16-bi

Diffie-Hellman Group Number
rresponding to selected Bé-Hellman

group.

RESER/ED (16-bits)

0 decimal

Key Exchange Data @riable)

Per RFC 4306 Section 3.4 andjotated

IPMEIR cryptographic suite.

14
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DataAttributes corresponding to selected
DataAttributes corresponding to selected
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Next Payload (8-bits) 0 decimal

Critical Bit (1-bit) 0 decimal
Nonce Rwvload RESER/ED (7-bits) 0 decimal
Y Payload Length (16-bits) Per RFC 4306 Section 3.2.

Per RFC 4306 Section 3.9 andjogated

Nonce Data (ariable) IPMEIR cryptographic suite.

Threshold : IPMEIR.TP.IKEV2.10

When sending an IKE_SA_INIT message, IPMEIRides shall generate nonces such that the
length is at least half thek size of the lagest proposed pseudo-random function in the Security
Association Ryload.

Threshold : IPMEIR.TP.IKEV2.11
After a successful IKE_SA_INITxehange, IPMEIR daces shall generate SKEYSEED as detailed
in RFC 4306 Section 2.14.

Threshold : IPMEIR.TP.IKEV2.12
After a successful IKE_SA_INITxehange, IPMEIR deces shall set th&/indow Size to ONE.

Threshold : IPMEIR.TP.IKEV2.13
IPMEIR devices shall not use SPalues 0-255, when getiating an ESPv3 CHILD_SA.

15



Threshold : IPMEIR.TP.IKEV2.14
IPMEIR devices shall format the IKE_ATH request message as wimon Table -

IPMEIR.TRIKEV2.14.

Table - IPMEIR.TP.IKEV2.14

IKE_SA Initiator's SPI (64-bits)

Per RFC 4306 Section 3.1.

Per RFC 4306 Section 3.1.

IKE_SA Responder's SPI (64-bits
Next Payload (8-bits) 46 decimal
Major Version (4-bits) 2 decimal
Minor Version (4-bits) 0 decimal
Exchangé€Type (8-bits) 35 decimal
00001000 (binary)

Flags Field Brmat = XXR/IXXX

Encrypted Ryload Header

IKE Header
. X = RESERED
Flags (8-bits) R = Response Bit
V =Version Bit
I = Initiator Bit
Message ID (32-bits) 1 decimal
Length (32-bits) Per RFC 4306 Section 3.1.
Next Payload (8-bits) 35 decimal
Critical Bit (1-bit) 0 decimal
RESER/ED (7-bits) 0 decimal
Per RFC 4306 Section 3.2.

Payload Length (16-bits)

[g]

Per ngotiated IPMEIR cryptographi

Identification - Initiator Ryload

Initialization Vector (\ariable) suite
Next Payload (8-bits) 39 decimal
Critical Bit (1-bit) 0 decimal
RESER/ED (7-bits) 0 decimal

Per RFC 4306 Section 3.2.

Payload Length (16-bits)

ID Type (8-bits)

5 decimal (ID_IPV6_ADDR when
operating in IPv6). See
IPMEIR.TRIKEV2.15.

1 decimal (ID_IPV4_ADDR when
operating in IPv4). See
IPMEIR.TRIKEV2.90.

RESER/ED (24-Dits)

0 decimal

A single 16-octet IPv6 address.

Identification Data (®riable)

A single 4-octet IPv4 address.

16



Authentication Ryload

Next Payload (8-bits) 33 decimal
Critical Bit (1-bit) 0 decimal
RESER/ED (7-bits) 0 decimal

Payload Length (16-bits)

Per RFC 4306 Section 3.2.

Auth Method (8-bits)

2 decimal (for Shareddy Message
Integrity Code)

9 decimal (for ECDSA with SHA-25
on the P-256 cue)

10 decimal (for ECDSA with SHA-3¢
on the P-384 cue)

RESER/ED (24-Dits)

0 decimal

Authentication Data @riable)

See IPMEIR.TRKEV2.17 for Shareq
Key Message Ingrity Code.

See IPMEIR. TRKEV2.CERT.15 for
ECDSA with SHA-256 on the P-25
curve.

See IPMEIR.TRKEV2.CERT.17 for

ECDSA with SHA-384 on the P-38
cune.
Next Payload (8-bits) 44 decimal
. L Critical Bit (1-bit) 0 decimal
SecurityAssociation Byload RESERVED (7-bits) 0 decimal

Payload Length (16-bits)

Per RFC 4306 Section 3.2.

Proposal Substructure

0 (last) or 2 (8-bits)

Per RFC 4306 Section 3.3.1.

RESER/ED (8-bits)

0 decimal

Proposal Length (16-bits)

Per RFC 4306 Section 3.3.1.

Proposal Number (8-bits)

Per RFC 4306 Section 3.3.1.

Protocol ID (8-bits)

3 decimal

SPI Size (8-hits)

Per RFC 4306 Section 3.3.1

Number ofTransforms (8-bits)

Per RFC 4306 Section 3.3.1.

SPI (32-bits)

Per RFC 4306 Section 3.3.1.

Transform Substructure

0 (last) or 3 (8-bits)

Per RFC 4306 Section 3.3.2.

RESER/ED (8-bits)

0 decimal

Transform Length (16-bits)

Per RFC 4306 Section 3.3.2.

TransformType (8-bits)

Per RFC 4306 Section 3.3.2.

RESER/ED (8-bits)

0 decimal

Transform ID (16-bits)

Per RFC 4306 Section 3.3.2.

Attribute Type (16-bits)

Per RFC 4306 Section 3.3.5.

Attribute Length (16-bits)

Per RFC 4306 Section 3.3.5.

AttributeValue (\ariable)

Per RFC 4306 Section 3.3.5.

Traffic Selector Initiator &load

Next Payload (8-bits) 45 decimal
Critical Bit (1-bit) 0 decimal
RESER/ED (7-bits) 0 decimal

Payload Length (16-bits)

Per RFC 4306 Section 3.2.

Number ofTSs (8-bits)

Per RFC 4306 Section 3.13.

RESER/ED (24-hits)

0 decimal

Traffic Selectors (@riable)

Per RFC 4306 Section 2.9 and Section

Traffic Selector Respondeajdoad

3.13.1.
Next Payload (8-bits) 0 decimal
Critical Bit (1-bit) 0 decimal
RESER/ED (7-bits) 0 decimal

Payload Length (16-bits)

Per RFC 4306 Section 3.2.

Number ofTSs (8-bits)

Per RFC 4306 Section 3.13.

RESER/ED (24-Dits)

0 decimal

Traffic Selectors (@riable)

Per RFC 4306 Section 2.9 and Section

3.13.1.

Encrypted RyloadTrailer

Padding (\ariable)

Per RFC 4306 Section 3.14.
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Pad Length (8-bits) Per RFC 4306 Section 3.14.
Per ngotiated IPMEIR cryptographi
suite.

(9]

Integrity Checksum Data @riable)

Threshold : IPMEIR.TP.IKEV2.15
When operating in IPv6, IPMEIR dees shall support sending an Id&nétion - Initiator/Responder
Payload with an IdenticationType of ID_IPV6_ADDR.

Threshold : IPMEIR.TP.IKEV2.16

When operating in IPv6, IPMEIR diees shall support receipt of an Idéitttion -
Initiator/Responder &/load containing IderficationTypes ID_IPV6_ADDR, ID_FQDN,
ID_RFC822_ADDR, or ID_KEY_ID.

Threshold : IPMEIR.TP.IKEV2.17

When using\uthentication Method-Shared(Message Inggrity Code in the IKE_ATH request
Authentication Ryload, IPMEIR deices shall populate th&uthentication Data prf(prf(Shared
Secret, "Ky Pad for IKEv2"), msg octets). Note: 8¢ Pad for IKEv2" is déined as the binary
representation of the string & Pad for IKEv2" not including quotation marks; msg octets (see
Authentication BRyload) is the InitiatorSignedOctets and ifimed as the folling:
InitiatorSignedOctets = RealMessagel | NonceRDataGé&diDForl; GenlKEHDR = [ four octets
0 if using port 4500 ] | ReallKEHDR; ReallKEHDR = SPIi | SPIr | .. . | Length; RealMessagel =
ReallKEHDR | RestOfMessagel; Noncelgl®ad = RyloadHeader | NonceRData;
InitiatorIDPayload = RyloadHeader | RestOfInitIiloa; RestOfInitiDRyload = IDype |
RESER/ED | InitiIDData; MACedIDForl = prf(sk_pi, RestOfInitiDByload).

18



Threshold : IPMEIR.TP.IKEV2.18
IPMEIR devices shall format the IKE_WBATH response message aswhon Table -

IPMEIR.TRIKEV2.18.

Table - IPMEIR.TP.IKEV2.18

IKE_SA Initiator's SPI (64-bits)

Per RFC 4306 Section 3.1.

Per RFC 4306 Section 3.1.

IKE_SA Responder's SPI (64-bits
Next Payload (8-bits) 46 decimal
Major Version (4-bits) 2 decimal
Minor Version (4-bits) 0 decimal
Exchangé€Type (8-bits) 35 decimal
00100000 (binary)

Flags Field Brmat = XXR/IXXX

Encrypted Ryload Header

IKE Header
. X = RESERED
Flags (8-bits) R = Response Bit
V =Version Bit
I = Initiator Bit
Message ID (32-bits) 1 decimal
Length (32-bits) Per RFC 4306 Section 3.1.
Next Payload (8-bits) 36 decimal
Critical Bit (1-bit) 0 decimal
RESER/ED (7-bits) 0 decimal
Per RFC 4306 Section 3.2.

Payload Length (16-bits)

[g]

Per ngotiated IPMEIR cryptographi

Identification - Responderayload

Initialization Vector (\ariable) suite
Next Payload (8-bits) 39 decimal
Critical Bit (1-bit) 0 decimal
RESER/ED (7-bits) 0 decimal

Per RFC 4306 Section 3.2.

Payload Length (16-bits)

ID Type (8-bits)

5 decimal (ID_IPV6_ADDR when
operating in IPv6). See
IPMEIR.TRIKEV2.15.

1 decimal (ID_IPV4_ADDR when
operating in IPv4). See
IPMEIR.TRIKEV2.90.

RESER/ED (24-hits)

0 decimal

A single 16-octet IPv6 address.

Identification Data (®riable)

A single 4-octet IPv4 address.

19



Authentication Ryload

Next Payload (8-bits) 33 decimal
Critical Bit (1-bit) 0 decimal
RESER/ED (7-bits) 0 decimal

Payload Length (16-bits)

Per RFC 4306 Section 3.2.

Auth Method (8-bits)

2 decimal (for Shareddy Message
Integrity Code)

9 decimal (for ECDSA with SHA-25
on the P-256 cue)

10 decimal (for ECDSA with SHA-3¢
on the P-384 cue)

RESER/ED (24-Dits)

0 decimal

See IPMEIR.TRKEV2.19 for Shareq
Key Message Ingrity Code.

See IPMEIR.TRKEV2.CERT.16 for

Authentication Data @riable) ECDSA with i‘:ﬁ‘:% on the P-255
See IPMEIR.TRKEV2.CERT.18 for
ECDSA with SHA-384 on the P-384
cune.
Next Payload (8-bits) 44 decimal
. L Critical Bit (1-bit) 0 decimal
SecurityAssociation Byload RESERVED (7-bits) 0 decimal

Payload Length (16-bits)

Per RFC 4306 Section 3.2.

Proposal Substructure

0 (last) or 2 (8-bits)

Per RFC 4306 Section 3.3.1.

RESER/ED (8-bits)

0 decimal

Proposal Length (16-bits)

Per RFC 4306 Section 3.3.1.

Proposal Number (8-bits)

Proposal Number corresponding {
selected proposal.

[®]

Protocol ID (8-bits)

3 decimal

SPI Size (8-hits)

Per RFC 4306 Section 3.3.1

Number ofTransforms (8-bits)

Per RFC 4306 Section 3.3.1.

SPI (32-bits)

Per RFC 4306 Section 3.3.1.

0 (last) or 3 (8-bits)

Per RFC 4306 Section 3.3.2.

RESER/ED (8-bits)

0 decimal

Transform Length (16-bits)

Per RFC 4306 Section 3.3.2.

TransformType (8-bits)

Per RFC 4306 Section 3.3.2.

RESER/ED (8-bits) 0 decimal
. Transform ID corresponding to selegted
Transform Substructure Transform ID (16-bits) transform.
Attribute Type (16-bits) DataAttributes corresponding to selected
transform.
Attribute Length (16-bits) DataAttributes corresponding to selecgted
transform.
AttributeValue (ariable) DataAttributes corresponding to selected
transform.
Next Payload (8-bits) 45 decimal
Critical Bit (1-bit) 0 decimal
RESER/ED (7-bits) 0 decimal
i - Payload Length (16-bits) Per RFC 4306 Section 3.2.
Traffic Selector Initiator &load Number ofT Ss (8-bits) Per REC 4306 Section 3.13.
RESER/ED (24-bits) 0 decimal
Per RFC 4306 Section 2.9 and Section

Traffic Selectors (@riable)

3.13.1 and RFC 4718 Section 4.1

D.

Traffic Selector Respondeafoad

Next Payload (8-bits) 0 decimal
Critical Bit (1-bit) 0 decimal
RESER/ED (7-bits) 0 decimal

Payload Length (16-bits)

Per RFC 4306 Section 3.2.
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Number ofTSs (8-bits) Per RFC 4306 Section 3.13.
RESER/ED (24-bits) 0 decimal

Per RFC 4306 Section 2.9 and Section
3.13.1 and RFC 4718 Section 4.10.

Traffic Selectors (@riable)

Padding (\ariable) Per RFC 4306 Section 3.14.
. Pad Length (8-bits) Per RFC 4306 Section 3.14.
Encrypted ByloadTrailer Per ngotiated IPMEIR cryptographic

Integrity Checksum Data @riable)

suite.

Threshold : IPMEIR.TP.IKEV2.19

When usinghuthentication Method-Shared(Message Intgrity Code in the IKE_RATH response
Authentication Byload, IPMEIR deices shall populate tiuthentication Data with prf(prf(Shared
Secret, "Ky Pad for IKEv2"), msg octets). Note: & Pad for IKEv2" is déined as the binary
representation of the string & Pad for IKEv2" not including quotation marks; msg octets (see
Authentication Ryload) is the ResponderSignedOctets andfiaek as the folling:
ResponderSignedOctets = RealMessage2 | NoncelDat&€etMBForR; GenlKEHDR = [ four
octets O if using port 4500 | | ReallKEHDR; ReallKEHDR = SPIi | SPIr | . . . | Length; RealMessage2
= ReallKEHDR | RestOfMessage?2; Noncay®ad = RyloadHeader | NoncelData;
ResponderID&yload = RyloadHeader | RestOfRespl®foad; RestOfResplC#yload = IDype

| RESERED | ResplDData; ME&edIDForR = prf(sk_prRestOfRespID&yload).

Threshold : IPMEIR.TP.IKEV2.20
IPMEIR devices shall alidate theAuthentication Data and terminate the IKElange if the
validation fils.

Threshold : IPMEIR.TP.IKEV2.21
When sending the N(NO_ADDITIOAL_SAS) Rayload, IPMEIR deices shall format the payload
as detailed iTable - IPMEIR.TRKEV2.21.

Table - IPMEIR.TP.IKEV2.21

Per RFC 4306 Section 3.2. IPMEIR
devices shall code the MePayloadfield
Next Payload 8-bits of the IKE Header preceding the
N(NO_ADDITIONAL_SAS) Rayload

as 0x29 (decimal 41).

Critical Bit 1-bit 0 decimal
RESER/ED 7-bits 0 decimal
Payload Length 16-bits 8 decimal
Protocol ID 8-bits 0 decimal

SPI Size 8-hits 0 decimal
Notify Messagélype 16-bit 35 decimal
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Threshold : IPMEIR.TP.IKEV2.22
IPMEIR devices shall format the INFORMAONAL request message as shoin Table -

IPMEIR.TRIKEV2.22.

Table - IPMEIR.TP.IKEV2.22

Per RFC 4306 Section 3.1.

IKE_SA Initiator's SPI (64-bits)
IKE_SA Responder's SPI (64-bits Per RFC 4306 Section 3.1.
Next Payload (8-bits) 46 decimal
Major Version (4-bits) 2 decimal
Minor Version (4-bits) 0 decimal
Exchangé€Type (8-bits) 37 decimal
Per RFC 4306 Section 3.1.

Flags Field Brmat = XXR/IXXX

Encrypted Byload

IKE Header
. X = RESERED
Flags (8-bits) R = Response Bit
V =Version Bit
I = Initiator Bit
Message ID (32-bits) Per RFC 4306 Section 2.2 and 3.1.
Length (32-bits) Per RFC 4306 Section 3.1.
Next Payload (8-bits) 0 decimal
Critical Bit (1-bit) 0 decimal
RESER/ED (7-bits) 0 decimal
Per RFC 4306 Section 3.2.
c

Payload Length (16-bits)

Initialization Vector (\ariable)

Per ngotiated IPMEIR cryptographi
suite.

Padding (\ariable)

Per RFC 4306 Section 3.14.

Pad Length (8-bits)

Per RFC 4306 Section 3.14.

[¢)

Per ngotiated IPMEIR cryptographi
suite.

Integrity Checksum Data ériable)
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Threshold : IPMEIR.TP.IKEV2.23

IPMEIR devices shall format the INFORMAONAL response message aswhan Table -
IPMEIR.TRIKEV2.23.

Table - IPMEIR.TP.IKEV2.23

IKE_SA Initiator's SPI (64-bits) Per RFC 4306 Section 3.1.
IKE_SA Responder's SPI (64-bits Per RFC 4306 Section 3.1.
Next Payload (8-bits) 46 decimal
Major Version (4-bits) 2 decimal
Minor Version (4-bits) 0 decimal
Exchangé€Type (8-bits) 37 decimal
Per RFC 4306 Section 3.1.
IKE Header Flags Field Brmat = XXR/IXXX
. X = RESERED
Flags (8-bits) R = Response Bit
V =Version Bit
I = Initiator Bit
Message ID (32-bits) Per RFC 4306 Section 2.2 and 3.1.
Length (32-bits) Per RFC 4306 Section 3.1.
Next Payload (8-bits) 0 decimal
Critical Bit (1-bit) 0 decimal
RESER/ED (7-bits) 0 decimal
Payload Length (16-bits) Per RFC 4306 Section 3.2.
Encrypted Ryload Initialization Vector (\ariable) Per ngotiated Isu'\i/lteElR cryptographic
Padding (\ariable) Per RFC 4306 Section 3.14.
Pad Length (8-bits) Per RFC 4306 Section 3.14.
Integrity Checksum Data ériable) Per ngotiated Isu'\i/'l[ER cryptographic

Threshold : IPMEIR.TP.IKEV2.24

Upon receipt of an Securifyssociation Byload in a request message, IPMEIRides shall select
oneTransform ID for eachiiransformType proposed in the selected proposal.

Threshold : IPMEIR.TP.IKEV2.27

IPMEIR devices shall ignore unkmen TransformTypes and be able to continue processing a
SecurityAssociation Ryload.

Threshold : IPMEIR.TP.IKEV2.28

IPMEIR devices shall ignore unkmen Transform IDs and be able to continue processing a Security
Association Byload.

Threshold : IPMEIR.TP.IKEV2.29

IPMEIR devices shall ignore unkmen Attribute Types and be able to continue processing a Security
Association Byload.
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Threshold : IPMEIR.TP.IKEV2.30

Upon receipt of an IKE_SA_INIT request message, if none of the proposed cryptographic suites
are acceptable by pojiclPMEIR deices shall send an IKE_SA_INIT response message with a
N(NO_PROPOSAL_CHOSEN) &yload as the only payload within the IKE_SA_INIT response
message.

Threshold : IPMEIR.TP.IKEV2.31

Upon receipt of a CHILD_SA request message, if none of the proposed cryptographic suites are
acceptable by polic IPMEIR deices shall send a CHILD_SA response message with a
N(NO_PROPOSAL_CHOSEN) &yload; the N(NO_PBPOSAL_CHOSEN) &yload shall be

placed within the Encryptedayload, and the Securifssociation Ryload,Traffic Selector -

Initiator Payload,Traffic Selector - Respondeaytoad, and Ky Exchange &yload (if applicable)

shall be omitted.

Threshold : IPMEIR.TP.IKEV2.32
When sending the N(NO_RHPOSAL_CHOSEN) &yload, IPMEIR deices shall format the
payload as detailed ifable - IPMEIR. TRKEV2.32.

Table - IPMEIR.TP.IKEV2.32

Per RFC 4306 Section 3.2. IPMEIR
devices shall code the NePayloadfield
Next Payload 8-bits of the IKE Header preceding the
N(NO_PFOPOSAL_CHOSEN) &load

as 0x29 (decimal 41).

Critical Bit 1-bit 0 decimal
RESER/ED 7-bits 0 decimal
Payload Length 16-bits 8 decimal
Protocol ID 8-bits 0 decimal

SPI Size 8-bits 0 decimal
Notify Messagélype 16-bit 14 decimal

Threshold : IPMEIR.TP.IKEV2.33

Upon receipt of an IKE_SA_INIT request message, if a proposed cryptographic suite is acceptable
but the Difie-Hellman alue recaied in the Ky Exchange &yload vas incorrect, IPMEIR deces

shall send an IKE_SA_INIT response message with a N{INY KE_PAYLOAD) Payload as

the only payload within the IKE_SA_INIT response message.
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Threshold : IPMEIR.TP.IKEV2.34
When sending the N(INM_ID_KE_PAYLOAD) Payload, IPMEIR deices shall format the payload
as detailed iTable - IPMEIR. TRKEV2.34.

Table - IPMEIR.TP.IKEV2.34

Per RFC 4306 Section 3.2. IPMEIR
devices shall code the NePayloadfield
Next Payload 8-bits of the IKE Header preceding the
N(INVALID_KE_PAYLOAD) Payload

as 0x29 (decimal 41).

Critical Bit 1-bit 0 decimal
RESER/ED 7-bits 0 decimal
Payload Length 16-bits 10 decimal
Protocol ID 8-bits 0 decimal

SPI Size 8-bits 0 decimal
Notify Messagélype 16-bits 17 decimal

Accepted Difie-Hellman Group. Pe

Notification Data 16-bits REC 4306 Section 3.10.1.

Threshold : IPMEIR.TP.IKEV2.35

If the CHILD_SA request messagaswgenerated by an outgoing plaxtigaclet, IPMEIR deices
shall include the source address, source port and protocol of the outgoingpfsntet as the
first trafic selector in th@raffic Selector - Initiator &yload.

Threshold : IPMEIR.TP.IKEV2.36

If the CHILD_SA request messagaswgenerated by an outgoing plaxtigaclet, IPMEIR deices
shall include the destination address, destination port and protocol of the outgoingaicet
as thefirst trafic selector in th@raffic Selector - Respondeajdoad.

Threshold : IPMEIR.TP.IKEV2.37

Upon receipt of an IKE_WTH request message where none of thétraélectors proposed in the
Traffic Selector - Initiator &/load and thdraffic Selector - Respondeayload are acceptable by
policy, IPMEIR devices shall send an IKE_WH response message with a
N(TS_UNACCEPTRBLE) Payload within the Encryptedaload.
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Threshold : IPMEIR.TP.IKEV2.38
When sending the N(TS_WACCEPRBLE) Payload, IPMEIR deices shall format the payload
as detailed iTable - IPMEIR.TRKEV2.38.

Table - IPMEIR.TP.IKEV2.38

Per RFC 4306 Section 3.2. IPMEIR
devices shall code the NePayloadfield
Next Payload 8-bits of the IKE Header preceding the
N(TS_UNACCEPTRBLE) Payload ag

0x29 (decimal 41).

Critical Bit 1-bit 0 decimal
RESER/ED 7-bits 0 decimal
Payload Length 16-bits 8 decimal
Protocol ID 8-bits 0 decimal

SPI Size 8-hits 0 decimal
Notify Messagélype 16-bit 38 decimal

Threshold : IPMEIR.TP.IKEV2.39

Upon receipt of a CHILD_SA request message where all tHectsatectors proposed in theaffic
Selector - Initiator Ryload and th@raffic Selector - Respondeaytoad are acceptable by pglic
IPMEIR devices shall send a CHILD_SA response message Witafaic Selector - Initiator and
aTraffic Selector - Respondeajdoad identical to the one reced in the CHILD_SA request
message.

Threshold : IPMEIR.TP.IKEV2.40

Upon receipt of a CHILD_SA request message where the union of all subset(s) ofithediedtors
proposed in th&raffic Selector - Initiator &load and th&raffic Selector - Respondeajdoad is
acceptable by polic IPMEIR deices shall send a CHILD_SA response message Withfic
Selector - Initiator Ryload andraffic Selector - Respondeaytoad containing the subset(s) of
traffic selectors.

Threshold : IPMEIR.TP.IKEV2.41

Upon receipt of a CHILD_SA request message where the union of subsets ofiithedtattors
proposed in th&raffic Selector - Initiator &load and th&raffic Selector - Respondeafdoad is
not acceptable by polidout one of the acceptable subsets contains thefigpeaffic selector source
address and destination address that initiated the CHILD_SA request message, |PWeR de
shall send a CHILD_SA response message wittatic Selector - Initiator &/load andrraffic
Selector - Respondeaiload containing the subset of fralselectors that encompasses the §peci
traffic selector source address and destination address.

Threshold : IPMEIR.TP.IKEV2.42

Upon receipt of a CHILD_SA request message where the union of subsets offithedtattors
proposed in th&raffic Selector - Initiator &load and th&raffic Selector - Respondeajdoad is
not acceptable by policIPMEIR devices shall send a CHILD_SA response message Witafeic
Selector - Initiator Ryload andraffic Selector - Respondeay@oad containing an arbitrarily chosen
acceptable subset of tfiaf selectors.
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Threshold : IPMEIR.TP.IKEV2.43
When sending the N(ADDITIOAL_TS_POSSIBLE) Ryload, IPMEIR deices shall format the
payload as detailed ifable - IPMEIR. TRKEV2.43.

Table - IPMEIR.TP.IKEV2.43

Per RFC 4306 Section 3.2. IPMEIR
devices shall code the NePayloadfield
Next Payload 8-bits of the IKE Header preceding the
N(ADDITIONAL_TS_POSSIBLE)
Payload as 0x29 (decimal 41).

Critical Bit 1-bit 0 decimal

RESER/ED 7-bits 0 decimal

Payload Length 16-bits 8 decimal

Protocol ID 8-bits 0 decimal

SPI Size 8-bits 0 decimal
Notify Messagelype 16-bit 16386 decimal

Objective : IPMEIR.TP.IKEV2.44
When deleting an IKE_SA, IPMEIR diees shall send an INFORMAONAL request message

with a Delete Ryload.

Threshold : IPMEIR.TP.IKEV2.45
Upon receipt of an INFORMPONAL request message with a Deletg/@®ad to delete an IKE_SA,
IPMEIR devices shall send an empty INFORMKNAL response message.

Threshold : IPMEIR.TP.IKEV2.46
When sending the Delet@fdoad to delete an IKE_SA, IPMEIRees shall format the payload
as detailed iTable - IPMEIR.TRKEV2.46.

Table - IPMEIR.TP.IKEV2.46

Next Payload 8-bits Per RFC 4306 Section 3.2.
Critical Bit 1-bit 0 decimal
RESER/ED 7-bits 0 decimal
Payload Length 16-bits 8 decimal
Protocol ID 8-hits 1 decimal
SPI Size 8-hits 0 decimal
# of SPIs 16-bit 0 decimal

Threshold : IPMEIR.TP.IKEV2.47
When deleting a CHILD_SA(s), IPMEIR dees shall send an INFORMAONAL request message

with a Delete Ryload.
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Threshold : IPMEIR.TP.IKEV2.48

Upon receipt of an INFORMPONAL request message with a Deleteyf®ad to delete a
CHILD_SA(s), IPMEIR deices shall include a Delet@fdoad in the INFORMAIONAL response
message.

Threshold : IPMEIR.TP.IKEV2.49
When sending the Delet@yload to delete a CHILD_SA(s), IPMEIRwlees shall format the
payload as detailed ifable - IPMEIR. TRKEV2.49.

Table - IPMEIR.TP.IKEV2.49

Per RFC 4306 Section 3.2. IPMEIR
devices shall code the NePayloadfield
Next Payload 8-bits of the payload (or the IKE Header
preceding the Deleteayload as 0x2A
(decimal 42).
Critical Bit 1-bit 0 decimal
RESER/ED 7-bits 0 decimal
Payload Length 16-bits Per RFC 4306 Section 3.2.
Protocol ID 8-bits 3 decimal
SPI Size 8-bits 4 decimal
# of SPIs 16-bit Per RFC 4306 Section 3.11.
. Per RFC 4306 Section 3.11; SPI(s) of
SPI(s) Variable inbound CHILD_SA(s) to be deletef.

Threshold : IPMEIR.TP.IKEV2.50
IPMEIR devices shall be able to process an INFORMANAL request message with multiple
Delete Ryloads.

Threshold : IPMEIR.TP.IKEV2.53

Upon receipt of a CREFE_CHILD_SA request message toeglan IKE_SA and the IPMEIR
device is in the process of creating, egixg or deleting a CHILD_SA, IPMEIR d&es shall send
a CREAE_CHILD_SA response message with a N(NOOPRSAL _CHOSEN) &yload as the
only payload within the Encryptediiload of the CRERE_CHILD_SA response message.

Threshold : IPMEIR.TP.IKEV2.56

Upon receipt of an INFORMPONAL request message with a Deletey®ad to delete a
CHILD_SA(s) that does noiest or the IPMEIR deice is in the process of deleting, IPMEIR
devices shall send an INFORMAONAL response message without a corresponding Delete
Payload(s).

Threshold : IPMEIR.TP.IKEV2.59

Upon receipt of an unkmm payload with a Critical Bit set to ZER IPMEIR de&ices shall be able
to process the Né¢ Payload, Critical Bit, Reserd, and Byload Lengttields to determine the
beginning of the net payload to process.

28



Threshold : IPMEIR.TP.IKEV2.60

Upon receipt of an IKE request message with aamilfar payload with the Critical Bit set to
ONE, IPMEIR deices shall reject the IKE request message and deem thattienge hasiled
entirely,

Threshold : IPMEIR.TP.IKEV2.61
When sending the N(UNSUPPORD_CRITICAL_FAYLOAD) Payload, IPMEIR deices shall
format the payload as detailedTiable - IPMEIR. TRKEV2.61.

Table - IPMEIR.TP.IKEV2.61

Per RFC 4306 Section 3.2. IPMEIR
devices shall code the NePayloadfield
Next Payload 8-bits of the IKE Header preceding the
N(UNSUPPORED_CRITICAL_RAYLOAD)

Payload as 0x29 (decimal 41).

Critical Bit 1-bit 0 decimal
RESER/ED 7-bits 0 decimal
Payload Length 16-bits 9 decimal
Protocol ID 8-bits 0 decimal

SPI Size 8-bits 0 decimal
Notify Messagélype 16-bit 1 decimal

PayloadType of the unrecognized

Notification Data 8-bits Critical Payload.

Threshold : IPMEIR.TP.IKEV2.62

Upon receipt of an INFORMAONAL request message with a N(SET_WINDOSIZE) Rayload
as the only payload in the INFORMPONAL request message, IPMEIRwWees shall send a
corresponding empty INFORMAONAL response message.

Threshold : IPMEIR.TP.IKEV2.63
IPMEIR devices shall support the receipt of a N(SET_WINNDGSIZE) Rayload in ag IKE
message.

Threshold : IPMEIR.TP.IKEV2.64
After the establishment of the IKE_SA, upon receipt of an IKE message with Message ID outside
the supportedlvVindow Size, IPMEIR deices shall drop the message.

Threshold : IPMEIR.TP.IKEV2.66

Upon receipt of an IKE_SA_INIT response message with a N(COOKiEp&d, IPMEIR deices

shall retransmit the IKE_SA_INIT request message with payloads identical to the payloads sent in
the preceding IKE_SA_INIT request message and include the N(COOHKj#)ad, identical to

the one receed in the IKE_SA_INIT response message, in the retransmitted IKE_SA_INIT request
message.
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Threshold : IPMEIR.TP.IKEV2.67

Upon receipt of an INFORMPBONAL response message without a corresponding Dedgledt(s)

to delete a CHILD_SA(s), IPMEIR diees shall locally delete the CHILD_SA pair(s) as indicated
by the SPI(s) in the Deleteajload(s) sent in the corresponding INFORMANAL request
message.

Threshold : IPMEIR.TP.IKEV2.68

If there are no other IKE_SAs established with the to-be-established authenticated |@dMhELR
devices shall include a N(INITIAL_COMNACT) Payload in the IKE_ATH request message within
the Encrypted &yload.

Threshold : IPMEIR.TP.IKEV2.69
When sending the N(INITIAL_CONACT) Payload, IPMEIR deices shall format the payload as
detailed inTable - IPMEIR. TRKEV2.69.

Table - IPMEIR.TP.IKEV2.69

Per RFC 4306 Section 3.2. IPMEIR
devices shall code the NePayloadfield
Next Payload 8-bits of the payload preceding the
N(INITIAL_CONTACT) Payload as

0x29 (decimal 41).

Critical Bit 1-bit 0 decimal

RESER/ED 7-bits 0 decimal

Payload Length 16-bits 8 decimal

Protocol ID 8-bits 0 decimal

SPI Size 8-hits 0 decimal
Notify Messagélype 16-bit 16384 decimal

Threshold : IPMEIR.TP.IKEV2.70

Upon receipt of a N(INITIAL_CONACT) Payload in a successfulalidated IKE_AJTH request
message, IPMEIR dg&es shall locally delete sipreviously existing IKE_SA established with the
authenticated identity andy@HILD_SAs parented by the IKE_SAs.

Threshold : IPMEIR.TP.IKEV2.72

When usindiuthentication Method-Sharedd{Message Inggrity Code in the IKE_RNTH request
Authentication Byload, IPMEIR deices shall use the Shared Secret associated with théi witn
Data of the Idenfication - Initiator Ryload for the calculation of thuthentication Data.

Threshold : IPMEIR.TP.IKEV2.73

When usinghuthentication Method-Shared{Message Intgrity Code in the IKE_RATH response
Authentication Byload, IPMEIR deices shall use the Shared Secret associated with thei witn
Data of the Identication - Responderayload for the calculation of tuthentication Data.
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Threshold : IPMEIR.TP.IKEV2.74

Upon receipt of an IKE_BTH request message, if tAathentication Data does noahdate,
IPMEIR devices shall send an IKE_U'H response message with a
N(AUTHENTICATION_FAILED) Payload as the only payload within the IKBJAH response
message.

Threshold : IPMEIR.TP.IKEV2.75

Upon receipt of an IKE_BTH request message, if the Idéimtation Data of the Ideritcation -
Initiator Payload can not be matched and thus a Shared Secret can not be associated, FAMESIR de
shall send an IKE_BTH response message with a \{FHENTICATION_FAILED) Payload as

the only payload within the IKE_ATH response message.

Threshold : IPMEIR.TP.IKEV2.76
When sending the NWTHENTICATION_FAILED) Payload, IPMEIR deices shall format the
payload as detailed ifable - IPMEIR. TRKEV2.76.

Table - IPMEIR.TP.IKEV2.76

Per RFC 4306 Section 3.2. IPMEIR
devices shall code the NePayloadfield
Next Payload 8-bits of the IKE Header preceding the
N(AUTHENTICATION_FAILED)

Payload as 0x29 (decimal 41).

Critical Bit 1-bit 0 decimal
RESER/ED 7-bits 0 decimal
Payload Length 16-bits 8 decimal
Protocol ID 8-bits 0 decimal

SPI Size 8-hits 0 decimal
Notify Messagélype 16-bit 24 decimal

Threshold : IPMEIR.TP.IKEV2.77

Upon the receipt of an IKE response message containing a Nayilyde - Notify Messagéype

with an unknavn ErrorType, IPMEIR deices shall deem that the corresponding IKE request has
failed entirely

Threshold : IPMEIR.TP.IKEV2.78

Upon the receipt of an IKE request message containing a Natytpdtl - Notify Messagé&ype
with an unknavn ErrorType, IPMEIR degices shall ignore the Notifyaload and continue
processing.

Threshold : IPMEIR.TP.IKEV2.79

Upon the receipt of an IKE request message containing a Natytpdtl - Notify Messagéype
with an unknavn StatusType, IPMEIR degices shall ignore the Notifydyload and continue
processing.
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Threshold : IPMEIR.TP.IKEV2.80

Upon the receipt of an IKE response message containing a Nayilyae - Notify Messagéype
with an unknavn StatusType, IPMEIR degices shall ignore the Notifydyload and continue
processing.

Threshold : IPMEIR.TP.IKEV2.81

Upon the receipt of an uauiiliarVendor ID Ryload -Vendor ID, IPMEIR deices shall be able
to process the Né¢ Payload, Critical Bit, Reserd, and Byload Lengttields to determine the
beginning of the net payload to process.

Threshold : IPMEIR.TP.IKEV2.82
IPMEIR devices shall be able to process IKE messages with paylogatszed in ayp order ecept
where otherwise spdied herein or in RFC 4306.

Objective : IPMEIR.TP.IKEV2.83
IPMEIR devices shall support the getiation of Extended Sequence Numbers for ESPv3
CHILD_SAs.

Threshold : IPMEIR.TP.IKEV2.84

Upon successful completion of an IKE_SA_INKckange and the subsequent IKE)TAd exchange,
IPMEIR devices shall use the nesk_ei/sk_er to protect IKE_SA tfaf on the nevly-created
IKE_SA.

Threshold : IPMEIR.TP.IKEV2.85
Upon successful completion of an IKEUAH exchange, IPMEIR degces shall use the ne
sk_ei/sk_er to protect CHILD_SA tfaf on the nely-created CHILD_SA.

Threshold : IPMEIR.TP.IKEV2.86

Upon receipt of a Deletealpload to delete an IKE_SA, IPMEIRdees shall release the IKE_SA
and the associated CHILD_SAs if the idéet IKE Initiator's SPI and IKE Responder's SPI are
valid for the source IPMEIR dg&e sending the Deleteafload.

Threshold : IPMEIR.TP.IKEV2.88

Upon receipt of a Deletealyload to delete a CHILD_SA(s), IPMEIRwWlees shall release the
identified CHILD_SA(s) if the identied SPI(s) arealid for the source IPMEIR de&e sending
the Delete Ryload.

Threshold : IPMEIR.TP.IKEV2.89

Upon receipt of a CREFE_CHILD_SA request message toeglan SA, if releying is not
supported, IPMEIR deces shall send a CREE_CHILD_SA response message with a
N(NO_ADDITIONAL_SAS) Rayload as the only payload within the Encryptegli®ad as shen
in Table - IPMEIR.TRKEV2.21.
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Threshold : IPMEIR.TP.IKEV2.90
When operating in IPv4, IPMEIR dees shall support sending an Idé&ostion - Initiator/Responder
Payload with an IdertfiicationType of ID_IPV4_ADDR.

Threshold : IPMEIR.TP.IKEV2.91

When operating in IPv4, IPMEIR dees shall support receipt of an Iddicgtion -
Initiator/Responder &/load containing IderftcationTypes ID_IPV4_ADDR, ID_FQDN,
ID_RFC822_ADDR, or ID_KEY_ID.

Threshold : IPMEIR.TP.IKEV2.92

Upon receipt of a CREFE_CHILD_SA request message where none of thiedisélectors proposed
in theTraffic Selector - Initiator &/load and th&raffic Selector - Respondeayload are acceptable
by policy, IPMEIR devices shall send a CREE_CHILD_SA response message with a
N(TS_UNACCEPTRBLE) Payload as the only payload within the Encryptegl®ad.

Threshold : IPMEIR.TP.IKEV2.93
Upon receipt of an INFORMPMONAL request message without cryptographic protection IPMEIR
devices must not respond with an unprotected INFORMMNAL response message.

Threshold : IPMEIR.TP.IKEV2.94
IPMEIR devices shall ignore the Critical Bit for supported IKE payloads.

Threshold : IPMEIR.TP.IKEV2.95

Upon receipt of a message with a higher magzsion numbenPMEIR devices shall drop the
message and send an unauthenticated N{LMY MAJOR_VERSION) notfication containing
the highest grsion number it supports.

Threshold : IPMEIR.TP.IKEV2.96
When parsing a Securifyssociation payload, IPMEIR dees must check that the totadyfoad
Length is consistent with the payload's internal lengths and counts.

Threshold : IPMEIR.TP.IKEV2.97
IPMEIR derices shall support the Initiator use of UDP port 45@@rm@iess of whether or not there
is a NAT, even at the bginning of IKE.

Threshold : IPMEIR.TP.IKEV2.98

Upon receipt of a cryptographically protected IKEJ A, CREATE_CHILD_SA, or
INFORMATIONAL request message with an anfiliar payload with the Critical Bit set to ONE,
IPMEIR devices shall send a corresponding IKE response message with a
N(UNSUPPORED_CRITICAL_FAYLOAD) Payload as the only payload within the Encrypted
Payload.
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Objective : IPMEIR.TP.IKEV2.99

When narrwing traffic selectors to an acceptable subset of thdseedfby the initiator it additional
subsets are possible for creation of separate CHILD_SAs, IPMEiBedeshall include a
N(ADDITIONAL_TS_ POSSIBLE) Byload in the CHILD_SA response message.

1.2.3.1 Certificate

Threshold : IPMEIR.TP.IKEV2.CERT.1
IPMEIR shall support ceficate data origin authentication.

Threshold : IPMEIR.TP.IKEV2.CERT.3
Upon the receipt of an IKE_SA_INIT request message, IPMEWR ee shall send a Cdrtate
Request Ryload in the IKE_SA_INIT response message.

Threshold : IPMEIR.TP.IKEV2.CERT.5
Upon the receipt of an IKE_SA_INIT response message, IPMBIRaeshall send a Cdrtate
Request Ryload in the IKE_ATH request message.

Threshold : IPMEIR.TP.IKEV2.CERT.6
If a Certiicate Requestayload is included in the IKE_ATH request message, IPMEIRviEeSs
shall place the Ceficate Requestdyload within the Encryptedaiyload.

Threshold : IPMEIR.TP.IKEV2.CERT.7
When sending the Cdiitate Requestayload, IPMEIR deices shall format the payload as detailed
in Table - IPMEIR.TRKEV2.CERT.7.

Table - IPMEIR.TP.IKEV2.CERT.7

Per RFC 4306 Section 3.2. IPMEIR
devices shall code the NePayloadfield
Next Payload 8-bits of the IKE Header preceding the
Certificate Requestdyload as 0x26
(decimal 38).
Critical Bit 1-bit 0 decimal
RESER/ED 7-bits 0 decimal
Payload Length 16-bits variable
4 decimal
Cert Encoding 8-bits 12 decimal
13 decimal
CertificateAuthority variable Per Section 3.7 of RFC 4306

Threshold : IPMEIR.TP.IKEV2.CERT.8

Upon receipt of a Ceficate Requestdyload in the IKE_SA _INIT response message that ifiesti
a CertficationAuthority certficate which can be associated with a loaded End Entityicatd,
IPMEIR devices shall send a Cdrtiate Ryload(s) containing cefittate(s) that can bekdated
to an identied CA in the IKE_AJTH request message.
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Threshold : IPMEIR.TP.IKEV2.CERT.9
If a Certiicate Ryload(s) is included in the IKE_UN'H request message, IPMEIRvitees shall
place the Cerficate Ryload(s) within the Encryptedaifload.

Threshold : IPMEIR.TP.IKEV2.CERT.10

Upon receipt of a Ceficate Requestéyload in the IKE_ATH request message containing a
CertificationAuthority certficate which can be associated with a loaded End Entityicat#,
IPMEIR devices shall send a Cdrtate Ryload(s) in the IKE_BATH response message.

Threshold : IPMEIR.TP.IKEV2.CERT.11
If a Certficate Ryload(s) is included in the IKE_UN'H response message, IPMEIR/bes shall
place the Cerficate Ryload(s) within the Encryptedaifload.

Threshold : IPMEIR.TP.IKEV2.CERT.12

When sending multiple Cefittate Ryloads to praide an End Entity cefficate chain, IPMEIR
devices shall order the Ceiitate Ryloads such that thigst Certficate Ryload contains the public
key used to sign thAuthentication Ryload -Authentication Data.

Threshold : IPMEIR.TP.IKEV2.CERT.13
When sending the Cediitate Ryload, IPMEIR deices shall format the payload as detaile@iahle
- IPMEIR.TRIKEV2.CERT.13.

Table - IPMEIR.TP.IKEV2.CERT.13

Per RFC 4306 Section 3.2. IPMEIR
devices shall code the NePayloadfield
Next Payload 8-bits of the IKE Header preceding the
Certificate Requestdyload as 0x25
(decimal 37).
Critical Bit 1-bit 0 decimal
RESER/ED 7-bits 0 decimal
Payload Length 16-bits variable
4 decimal
Cert Encoding 8-bits 12 decimal
13 decimal
Certfficate Data variable Per Section 3.6 of RFC 4306

Threshold : IPMEIR.TP.IKEV2.CERT.14

If an End Entity cerficate cannot be associated to a @egtionAuthority certficate, IPMEIR
devices shall use Shared Secret data origin authentication (Authentication Method-Styared K
Message Inigrity Code).

Threshold : IPMEIR.TP.IKEV2.CERT.15

When usindAuthentication Method-ECDSA with SHA-256 on the P-256 eurvthe IKE_AJTH
requesAuthentication Byload, IPMEIR deices shall calculate thuthentication Data as detailed
in RFC 4306 Section 2.15 and RFC 4754 Section 7 and 8.
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Threshold : IPMEIR.TP.IKEV2.CERT.16

When usingAuthentication Method-ECDSA with SHA-256 on the P-256 eunvthe IKE_AJTH
responséuthentication Ryload, IPMEIR deces shall calculate thfuthentication Data as detailed
in RFC 4306 Section 2.15 and RFC 4754 Section 7 and 8.

Threshold : IPMEIR.TP.IKEV2.CERT.17

When usindAuthentication Method-ECDSA with SHA-384 on the P-384 eunvthe IKE_AJTH
requesAuthentication Byload, IPMEIR deices shall calculate tieuthentication Data as detailed
in RFC 4306 Section 2.15 and RFC 4754 Section 7 and 8.

Threshold : IPMEIR.TP.IKEV2.CERT.18

When usindAuthentication Method-ECDSA with SHA-384 on the P-384 eunvthe IKE_AJTH
responséuthentication Ryload, IPMEIR deces shall calculate thfuthentication Data as detailed
in RFC 4306 Section 2.15 and RFC 4754 Section 7 and 8.

Threshold : IPMEIR.TP.IKEV2.CERT.19

Upon the receipt of aAuthentication Ryload containing ECDSA with SHA-256 on the P-256
curve-Authentication Data, IPMEIR diees shall alidate theAuthentication Data as detailed in
RFC 4754 Section 8.

Threshold : IPMEIR.TP.IKEV2.CERT.20

Upon the receipt of aAuthentication Ryload containing ECDSA with SHA-384 on the P-384
curve-Authentication Data, IPMEIR diees shall alidate theAuthentication Data as detailed in
RFC 4754 Section 8.

Threshold : IPMEIR.TP.IKEV2.CERT.21
Upon the receipt of multiple Ceiitate Ryloads (End Entity ceficate chain), IPMEIR deces
shall validate theAuthentication Byload -Authentication Data using tHast Certficate Ryload's

public key.

Threshold : IPMEIR.TP.IKEV2.CERT.22

Upon the receipt of multiple Ceifitate Ryloads (End Entity ceficate chain), IPMEIR deces
shall \alidate the chain of End Entity cditiates to ensure that the End Entity éedte chain is
validated by a CefficationAuthority certficate.

Threshold : IPMEIR.TP.IKEV2.CERT.23
If an End Entity cerficate receied in a Cerficate Ryload is present in the IPMEIRWee's End
Entity certficates, IPMEIR déces shall terminate the IKExehange.

Threshold : IPMEIR.TP.IKEV2.CERT.24

Upon receipt of an End Entity cdrtiate in a Cerficate Ryload, IPMEIR deices shall alidate
the signature with a CefittationAuthority certficate and terminate the IKEk@&ange if the
validation fils.
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1.2.3.2 Multiple CHILD_SAs

Objective : IPMEIR.TP.IKEV2.CHILD .1
IPMEIR devices shall support the capability to createa @#H1LD_SA.
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Threshold : IPMEIR.TP.IKEV2.CHILD .2
When initiating a CRERE_CHILD_SA echange to create aweéCHILD_SA, IPMEIR de&ices
shall format the CREPE_CHILD_SA request message aswhaon Table -

IPMEIR. TRIKEV2.CHILD.2.

IKE Header

Table - IPMEIR.TP.IKEV2.CHILD .2

IKE_SA Initiator's SPI (64-bits)

Per RFC 4306 Section 3.1.

IKE_SA Responder's SPI (64-bits

Per RFC 4306 Section 3.1.

Next Payload (8-bits) 46 decimal
Major Version (4-bits) 2 decimal
Minor Version (4-bits) 0 decimal
ExchangeType (8-bits) 36 decimal

Flags (8-bits)

Per RFC 4306 Section 3.1.

Flags Field Brmat = XXR/IXXX

X = RESER/ED

R = Response Bit

V = Version Bit

| = Initiator Bit

Message ID (32-bits)

Per RFC 4306 Section 2.2 and 3.

Length (32-bits)

Per RFC 4306 Section 3.1.

Encrypted Ryload Header

Next Payload (8-bits) 33 decimal
Critical Bit (1-bit) 0 decimal
RESER/ED (7-bits) 0 decimal

Payload Length (16-bits)

Per RFC 4306 Section 3.2.

Initialization Vector (\ariable)

Per ngotiated IPMEIR cryptographi

[g]

suite.
Next Payload (8-bits) 40 decimal
. L Critical Bit (1-bit) 0 decimal
SecurityAssociation Byload RESER/ED (7-bits) 0 decimal

Payload Length (16-bits)

Per RFC 4306 Section 3.2.

Proposal Substructure

0 (last) or 2 (8-hits)

Per RFC 4306 Section 3.3.1.

RESER/ED (8-bits)

0 decimal

Proposal Length (16-bits)

Per RFC 4306 Section 3.3.1.

Proposal Number (8-bits)

Per RFC 4306 Section 3.3.1.

Protocol ID (8-bits)

3 decimal

SPI Size (8-bits)

Per RFC 4306 Section 3.3.1

Number ofTransforms (8-bits)

Per RFC 4306 Section 3.3.1.

SPI (32-bits)

Per RFC 4306 Section 3.3.1.

Transform Substructure

0 (last) or 3 (8-hits)

Per RFC 4306 Section 3.3.2.

RESER/ED (8-bits)

0 decimal

Transform Length (16-bits)

Per RFC 4306 Section 3.3.2.

TransformType (8-bits)

Per RFC 4306 Section 3.3.2.

RESER/ED (8-bits)

0 decimal

Transform ID (16-bits)

Per RFC 4306 Section 3.3.2.

Attribute Type (16-bits)

Per RFC 4306 Section 3.3.5.

Attribute Length (16-bits)

Per RFC 4306 Section 3.3.5.

AttributeValue (\ariable)

Per RFC 4306 Section 3.3.5.

Nonce Ryload

Next Payload (8-bits) 44 decimal
Critical Bit (1-bit) 0 decimal
RESER/ED (7-bits) 0 decimal

Payload Length (16-bits)

Per RFC 4306 Section 3.2.

Nonce Data (ariable)

Per RFC 4306 Section 3.9.
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Traffic Selector Initiator &yload

Next Payload (8-bits) 45 decimal
Critical Bit (1-bit) 0 decimal
RESER/ED (7-bits) 0 decimal

Payload Length (16-bits)

Per RFC 4306 Section 3.2.

Number ofTSs (8-bits)

Per RFC 4306 Section 3.13.

RESER/ED (24-hits) 0 decimal
Traffic Selectors (ariable) Per RFC 430638;3§t|10n 2.9 and Section
Next Payload (8-bits) 0 decimal
Critical Bit (1-bit) 0 decimal
RESER/ED (7-bits) 0 decimal
i Payload Length (16-bits) Per RFC 4306 Section 3.2.
Traffic Selector Respondeafioad Number ofTSs (8-bits) Per RFC 4306 Section 3.13.
RESER/ED (24-bits) 0 decimal
Traffic Selectors (ariable) Per RFC 4306381e§t|10n 2.9 and Section
Padding (\ariable) Per RFC 4306 Section 3.14.
. Pad Length (8-bits) Per RFC 4306 Section 3.14.
Encrypted ByloadTrailer Per ngotiated IPMEIR cryptographic

Integrity Checksum Data ériable)

suite.
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Threshold : IPMEIR.TP.IKEV2.CHILD .3
When responding to a CREE_CHILD_SA echange to create aweCHILD_SA, IPMEIR
devices shall format the CRBA_CHILD_SA response message asnghan Table -

IPMEIR.TRIKEV2.CHILD.3.

Table - IPMEIR.TP.IKEV2.CHILD .3

IKE_SA Initiator's SPI (64-bits)

Per RFC 4306 Section 3.1.

IKE_SA Responder's SPI (64-bits

Per RFC 4306 Section 3.1.

Next Payload (8-bits) 46 decimal
Major Version (4-bits) 2 decimal
Minor Version (4-bits) 0 decimal
ExchangeType (8-bits) 36 decimal

IKE Header

Per RFC 4306 Section 3.1.

Flags Field Brmat = XXR/IXXX

Flags (8-bits)

X = RESER/ED

R = Response Bit

V = Version Bit

| = Initiator Bit

Message ID (32-bits)

Per RFC 4306 Section 3.1.

Length (32-bits)

Per RFC 4306 Section 3.1.

Next Payload (8-bits) 33 decimal
Critical Bit (1-bit) 0 decimal
RESER/ED (7-bits) 0 decimal

Encrypted Ryload Header

Payload Length (16-bits)

Per RFC 4306 Section 3.2.

Initialization Vector (\ariable)

Per ngotiated IPMEIR cryptographi

suite.
Next Payload (8-bits) 40 decimal
. L Critical Bit (1-bit) 0 decimal
SecurityAssociation Byload RESER/ED (7-bits) 0 decimal

Payload Length (16-bits)

Per RFC 4306 Section 3.2.

Proposal Substructure

0 (last) or 2 (8-hits)

Per RFC 4306 Section 3.3.1.

RESER/ED (8-bits)

0 decimal

Proposal Length (16-bits)

Per RFC 4306 Section 3.3.1.

Proposal Number (8-bits)

Proposal Number corresponding t]
selected proposal.

Protocol ID (8-bits)

3 decimal

SPI Size (8-bits)

Per RFC 4306 Section 3.3.1

Number ofTransforms (8-bits)

Per RFC 4306 Section 3.3.1.

SPI (32-bits)

Per RFC 4306 Section 3.3.1.

Transform Substructure

0 (last) or 3 (8-bits)

Per RFC 4306 Section 3.3.2.

RESER/ED (8-bits)

0 decimal

Transform Length (16-bits)

Per RFC 4306 Section 3.3.2.

TransformType (8-bits)

Per RFC 4306 Section 3.3.2.

RESER/ED (8-bits) 0 decimal
Transform ID (16-bits) Transform ID corresponding to seleg
transform.
Attribute Type (16-bits) DataAttrlbutes;r(;?]r;?srpnc])ndlng to seleg
Attribute Length (16-bits) DataAttrlbutestr;c;]r;?srprgndmg to seleg
AttributeValue (ariable) DataAttrlbutestr(;c;]r;?;rp)n?ndlng to seleg
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Next Payload (8-bits) 44 decimal

Critical Bit (1-bit) 0 decimal
Nonce Rwvload RESER/ED (7-bits) 0 decimal
Y Payload Length (16-bits) Per RFC 4306 Section 3.2.

Per RFC 4306 Section 3.9 andjogated

Nonce Data (ariable) IPMEIR cryptographic suite.

Next Payload (8-bits) 45 decimal
Critical Bit (1-bit) 0 decimal
RESER/ED (7-bits) 0 decimal
. - Payload Length (16-bits) Per RFC 4306 Section 3.2.
Traffic Selector Initiator &load Number ofTSs (8-bits) Per RFC 4306 Section 3.13.
RESER/ED (24-bits) 0 decimal

Per RFC 4306 Section 2.9 and Section
3.13.1 and RFC 4718 Section 4.10.

Traffic Selectors (@riable)

Next Payload (8-bits) 0 decimal
Critical Bit (1-bit) 0 decimal
RESER/ED (7-bits) 0 decimal
' Payload Length (16-bits) Per RFC 4306 Section 3.2.
Trafiic Selector Respondeafioad Number ofTSs (8-bits) Per RFC 4306 Section 3.13.
RESER/ED (24-hits) 0 decimal

Per RFC 4306 Section 2.9 and Section
3.13.1 and RFC 4718 Section 4.10.
Padding (\ariable) Per RFC 4306 Section 3.14.
Pad Length (8-bits) Per RFC 4306 Section 3.14.
Per ngotiated IPMEIR cryptographi
suite.

Traffic Selectors (@riable)

Encrypted RyloadTrailer

[g]

Integrity Checksum Data ériable)

Threshold : IPMEIR.TP.IKEV2.CHILD .4

Upon receipt of a CREFE_CHILD_SA request message to createva@elILD _SA, if the addition

of a nev CHILD_SA is not acceptable, IPMEIRwlees shall send a CREE_CHILD_SA response
message with a N(NO_ADDITIOAL_SAS) Rayload as the only payload within the Encrypted
Payload as shen in Table - IPMEIR.TRKEV2.21.

Threshold : IPMEIR.TP.IKEV2.CHILD .5

When sending a CRHA_CHILD_SA message to create a CHILD_SA, IPMEIRices shall
generate nonces such that the length is at least haltsizle of the ngotiated pseudo-random
function.

Threshold : IPMEIR.TP.IKEV2.CHILD .7

Upon receipt of a CREFE_CHILD_SA request message to create a CHILD_SA, if a proposed
cryptographic suite is acceptablé the Difie-Hellman alue recaied in the Ky Exchange Byload
was incorrect, IPMEIR deéces shall send a CREE_CHILD_SA response message with a
N(INVALID_KE_PAYLOAD) Payload as the only payload within the Encryptegli&ad.

Threshold : IPMEIR.TP.IKEV2.CHILD .8

Upon successful completion of a CREHA CHILD_SA echange to create a CHILD_SA, IPMEIR
devices shall use the wesk_ei/sk_er to protect CHILD _SA tfaf on the nely-created CHILD_SA.
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Threshold : IPMEIR.TP.IKEV2.CHILD .9
Upon unsuccessful completion of a CREA CHILD_SA echange to create a CHILD_SA,
IPMEIR devices shall not tear @ the IKE_SA.

1.2.3.3 Cookie Mode

Objective : IPMEIR.TP.IKEV2.CMD .1
IPMEIR devices shall support Cookie Mode.

Threshold : IPMEIR.TP.IKEV2.CMD .2

If the number of half-open IKE_SAs thabwuld trigger Cookie Mode is reached, upon receipt of
an IKE_SA_INIT request message with availd cookie or no cookie, IPMEIR dees shall send
an IKE_SA_INIT response message with a N(COOKI&)l&ad as the only payload within the
IKE_SA_INIT response message.

Threshold : IPMEIR.TP.IKEV2.CMD .3
When sending the N(COOKIE@BKload, IPMEIR deices shall format the payload as detailed in
Table - IPMEIR. TRKEV2.CMD.3.

Table - IPMEIR.TP.IKEV2.CMD .3

Per RFC 4306 Section 3.2. IPMEIR
devices shall code the NePayloadfield
Next Payload 8-bits of the IKE Header preceding the
N(COOKIE) Rayload as 0x29 (decimal
41).
Critical Bit 1-bit 0 decimal
RESER/ED 7-bits 0 decimal
Payload Length 16-bits 16 decimal
Protocol ID 8-bits 0 decimal
SPI Size 8-bits 0 decimal
Notify Messagelype 16-bit 16390 decimal
Notification Data 64-bits Per RFC 4306 Section 2.6

Threshold : IPMEIR.TP.IKEV2.CMD .4

If the number of half-open IKE_SAs thabwld trigger Cookie Mode is reached, upon receipt of
an IKE_SA_INIT request message withaid cookie, IPMEIR deéces shall continue processing
the rest of the message.

1.2.3.4 Liveness

Objective : IPMEIR.TP.IKEV2.L VNS.1
IPMEIR devices shall support kenesslest.

Threshold : IPMEIR.TP.IKEV2.L VNS.2
IPMEIR devices shall support the receipt of inboundftcabn the IKE_SA or anCHILD_SA as
an indicator of the remote peer\glness.
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Threshold : IPMEIR.TP.IKEV2.L VNS.3
IPMEIR devices shall use empty INFORMAONAL messages to determinedness, as described
in RFC 4306, Section 2.4.

Threshold : IPMEIR.TP.IKEV2.L VNS.4
If remote peerdilure is determined, IPMEIR diees shall not transmit on the IKE_SA ang a
its CHILD_SAs.

1.2.3.5 Network AddressTranslation Traversal

Objective : IPMEIR.TP.IKEV2.NAT-T.1
IPMEIR devices shall support Netwwk AddressTranslationTraversal (MT-T).

Threshold : IPMEIR. TP.IKEV2.N AT-T.2
IPMEIR devices shall include a NANT_DETECTION_SOURCE_IP)a&yload and
N(NAT_DETECTION_DESTIMTION_IP) Rayload in the IKE_SA_INIT request message.

Threshold : IPMEIR.TP.IKEV2.NAT-T.3
When sending the NINI_DETECTION_SOURCE_IP)&yload, IPMEIR deices shall format
the payload as detailed Table - IPMEIR. TRKEV2.NAT-T.3.

Table - IPMEIR.TP.IKEV2.NAT-T.3

Per RFC 4306 Section 3.2. IPMEIR

devices shall code the NePayloadfield

Next Payload 8-bits of the IKE Header preceding the

N(NAT_DETECTION_SOURCE_IP|

Payload as 0x29 (decimal 41).
Critical Bit 1-bit 0 decimal
RESER/ED 7-bits 0 decimal
Payload Length 16-bits 28 decimal
Protocol ID 8-bits 0 decimal
SPI Size 8-bits 0 decimal
Notify Messagelype 16-bit 16388 decimal
Notification Data 160-bits (N APTe_rDRE'fI'(I:Eé?'(I)gI\?_eg(I)OLT F? C.:lEO_.IlP)

43



Threshold : IPMEIR.TP.IKEV2.NAT-T.4
When sending the NNT_DETECTION_DESTIMTION_IP) Rayload, IPMEIR deices shall
format the payload as detailedTiable - IPMEIR. TRKEV2.NAT-T.4.

Table - IPMEIR.TP.IKEV2.NAT-T.4

Per RFC 4306 Section 3.2. IPMEIR
devices shall code the NePayloadfield
Next Payload 8-bits of the IKE Header preceding the
N(NAT_DETECTION_DESTIMTION_IP

Payload as 0x29 (decimal 41).

Critical Bit 1-bit 0 decimal

RESER/ED 7-bits 0 decimal

Payload Length 16-bits 28 decimal

Protocol ID 8-bits 0 decimal

SPI Size 8-bits 0 decimal
Notify Messagelype 16-bit 16389 decimal

Per RFC 4306 Section 3.10.1

Notification Data 160-bits (NAT_DETECTION_DESTIMTION_IP

Threshold : IPMEIR.TP.IKEV2.NAT-T.5

Upon the receipt of a N(NI_DETECTION_SOURCE_IP)&yload and
N(NAT_DETECTION_DESTIMTION_IP) Rayload, IPMEIR deices shall include a
N(NAT_DETECTION_SOURCE_IP)&yload and N(WT_DETECTION_DESTIMTION_IP)
Payload in the IKE_SA_INIT response message.

Threshold : IPMEIR.TP.IKEV2.N AT-T.6

When recaiing N(NAT_DETECTION_SOURCE_IP)&yload, IPMEIR deices shall compare

the hash contents of the N\l DETECTION_SOURCE_IP)a&yload with a hash calculated using
the IKE_SA Initiator's SPI, the IKE_SA Responder's SPI, the CT address and port of the remote
IPMEIR device's interce used in the IKE getiation as input; IPMEIR deces shall mark the
IKE_SA as requiring WT-T if the comparison of the NNT_DETECTION_SOURCE_IP)&/load

hash with the locally generated hash results in a mismatch.

Threshold : IPMEIR.TP.IKEV2.N AT-T.7

When recaiing N(NAT_DETECTION_DESTIMTION_IP) Rayload, IPMEIR deices shall

compare the hash contents of the NINDETECTION_DESTIMTION_IP) Rayload with a hash
calculated using the IKE_SA Initiator's SPI, the IKE_SA Responder's SPI, the CT address and port
of the local interéice used in the IKE getiation as input; IPMEIR deces shall mark the IKE_SA

as requiring MRT-T if the comparison of the NANT_DETECTION_DESTIMTION_IP) Rayload

hash with the locally generated hash results in a mismatch.
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Threshold : IPMEIR. TP.IKEV2.N AT-T.9
When NAT is detected, IPMEIR dces shall format the IKE message UDP header as detailed in
theTable IPMEIR. TRKEV2.NAT-T.9.

Table - IPMEIR.TP.IKEV2.N AT-T.9

Source Port 16-bits 4500 decimal
Destination Port 16-bits Initiator = 4500 d_eumal
Responder ¥ariable
. The length in octets of this datagram
Length 16-bits including this header and the data.
Checksum 16-bits Per RFC 3948 Section 2.2.
Non-ESP Markr 32-bits 0 decimal. Per RFC 4306 Section 223

and RFC 3948 Section 2.2.

Objective : IPMEIR.TP.IKEV2.NAT-T.10
When a MT device has been detected, the IPMEIRide behind the NT shall initiate sending
NAT-Keepalve paclets.

Threshold : IPMEIR.TP.IKEV2.NAT-T.11
IPMEIR devices shall format NT-Keepalve paclets as detailed ifable
IPMEIR.TRIKEV2.NAT-T.11.

Table - IPMEIR.TP.IKEV2.NAT-T.11

Same as used by UDP-ESP

Source Port 16-bits .

encapsulation.
Destination Port 16-hits Same as used by UDP-ESP
encapsulation.
. The length in octets of this datagram
Length 16-bits including this header and the data.
Checksum 16-bits Set to ZER (0).
Keepalve 8-bits OxFF

1.2.3.6 Orphan SecurityAssociation Recgery

Threshold : IPMEIR.TP.IKEV2.ORPHRC.1
IPMEIR devices shall support Orphan SA Regeoy.

Threshold : IPMEIR.TP.IKEV2.ORPHRC.2

Upon receipt of a cryptographically protected IKE request message withumkdg SPIs, IPMEIR
devices shall send an oneaw INFORMATIONAL response message with an
N(INVALID_IKE_SPI) Payload.
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Threshold : IPMEIR.TP.IKEV2.ORPHRC.3
IPMEIR devices shall format the oneay INFORMATIONAL response message with a
N(INVALID_IKE_SPI) Payload as shen in Table - IPMEIR.TRKEV2.O0RPHRC.3.

Table - IPMEIR.TP.IKEV2.ORPHRC.3

Populated with the receid IKE
e m request's (i.e. the IKE request mesdage

IKE_SA Initiator's SPI (64-bits) with unknown IKE SPIs) IKE_SA

Initiator's SPI Field.

Populated with the receid IKE

. Lcprequest's (i.e. the IKE request message

IKE_SA Responder's SPI (64-bits with unknown IKE SPIs) IKE_SA

Responder's SPI Field.

Next Payload (8-bits) 41 decimal
Major Version (4-bits) 2 decimal
Minor Version (4-bits) 0 decimal
ExchangeType (8-bits) 37 decimal
IKE Header 0010X000 (binary) where X is the

inverted IKE request's (i.e. the IKH
request message with unkmo IKE
SPIs) Initiator Bit.

Flags (8-hits) Flags Field Brmat = XXR/IXXX
X = RESERED
R = Response Bit
V = Version Bit
I = Initiator Bit
Populated with the receid IKE
Message ID (32-bits) request's (i.e. the IKE request mesdgage
with unknavn IKE SPIs) Message 1D.
Length (32-bits) Per RFC 4306 Section 3.1.
Next Payload (8-bits) 0 decimal
Critical Bit (1-bit) 0 decimal
RESER/ED (7-bits) 0 decimal
Notify Payload Payload Length (16-bits) Per RFC 4306 Section 3.2.
Protocol ID (8-bits) 1 decimal
SPI Size (8-bits) 0 decimal
Notify Messagelype (16-bits) 4 decimal

Threshold : IPMEIR.TP.IKEV2.ORPHRC.4

Upon receipt of a cryptographically protected IKE response message withwmk€ie SPIs,
IPMEIR devices shall discard that IKE response message.

Threshold : IPMEIR.TP.IKEV2.ORPHRC.5

Upon receipt of an oneay INFORMATIONAL response message with a N(INMD_IKE_SPI)
Payload, IPMEIR deices shall send an empty INFORMKONAL request message on the IKE_SA
indicated by the IKE SPlIs in the IKE Header of the og-iINFORMATIONAL response message.
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Threshold : IPMEIR.TP.IKEV2.ORPHRC.6
Upon receipt of a cryptographically protected ESP pawith an unknan SPI, if an IKE_SA does

not eist with the peelPMEIR devices shall send an oneawINFORMATIONAL request message
with a N(INVALID_SPI) Payload.

Threshold : IPMEIR.TP.IKEV2.ORPHRC.7
IPMEIR devices shall format the oneay INFORMATIONAL request message with a
N(INVALID_SPI) Payload as shen in Table - IPMEIR. TRKEV2.ORPHRC.7.

Table - IPMEIR.TP.IKEV2.ORPHRC.7

IKE_SA Initiator's SPI (64-bits) 0 decimal
IKE_SA Responder's SPI (64-bits 0 decimal
Next Payload (8-bits) 41 decimal
Major Version (4-bits) 2 decimal
Minor Version (4-bits) 0 decimal
ExchangeType (8-bits) 37 decimal
Per RFC 4306 Section 3.1.
IKE Header Flags Field Brmat = XXR/IXXX
. X = RESERED
Flags (8-bits) R = Response Bit set to 0.
V =Version Bit
| = Initiator Bit set to 1.
Message ID (32-bits) 0 decimal
Length (32-bits) Per RFC 4306 Section 3.1.
Next Payload (8-bits) 0 decimal
Critical Bit (1-bit) 0 decimal
RESER/ED (7-bits) 0 decimal
Payload Length (16-bits) Per RFC 4306 Section 3.2.
. Protocol ID (8-bits) 3 decimal
Notify Payload SPI Size (8-bits) Z decimal
Notify Messagélype (16-bits) 11 decimal

Populated with the receid ESP paait's
Notification Data (32-bits) (i.e. the ESP paeit with an unknan
SPI) SPI.

Threshold : IPMEIR.TP.IKEV2.ORPHRC.8

Upon receipt of an oneay INFORMATIONAL request message with a N(IMVID_SPI) Payload,
IPMEIR derices shall send an empty INFORMI®NAL request message on the IKE_SA parenting
the CHILD_SA as indicated by the SPI in the Noétion Data of the oneay INFORMATIONAL

request message and the source address of the peer that sent thg BME@RMATIONAL
request message.

Threshold : IPMEIR.TP.IKEV2.ORPHRC.9
Upon receipt of trdfc to be sent on a CHILD_SA to a remote peer that has been desledd f
IPMEIR devices shall attempt to establish ainequvalent IKE_SA and CHILD_SA.
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Threshold : IPMEIR.TP.IKEV2.ORPHRC.10

Upon receipt of a cryptographically protected ESP etwahkth an unknan SPI, if an IKE_SA
exists with the peelPMEIR deices shall send an INFORMAONAL request message with a
N(INVALID_SPI) Payload on the IKE_SA.

Threshold : IPMEIR.TP.IKEV2.O0RPHRC.11
When sending the N(INAMLID_SPI) Payload, IPMEIR deices shall format the payload as detailed
in Table - IPMEIR.TRKEV2.O0RPHRC.11.

Table - IPMEIR.TP.IKEV2.ORPHRC.11

Per RFC 4306 Section 3.2. IPMEIR
devices shall code the NePayloadfield
Next Payload 8-bits of the IKE Header preceding the
N(INVALID_SPI) Payload as 0x29
(decimal 41).
Critical Bit 1-bit 0 decimal
RESER/ED 7-bits 0 decimal
Payload Length 16-bits Per RFC 4306 Section 3.2.
Protocol ID 8-bits 3 decimal
SPI Size 8-bits 4 decimal
Notify Messagélype 16-bit 11 decimal
Populated with the receid ESP paait's
Notification Data 32-bits (i.e. the ESP paek with an unknan
SPI) SPI.

Threshold : IPMEIR.TP.IKEV2.ORPHRC.12
Upon receipt of an INFORMPBONAL request message with a N(IRVID_SPI) Payload on an
IKE_SA, IPMEIR deices shall send an empty INFORMKNAL response message.

Threshold : IPMEIR.TP.IKEV2.ORPHRC.13

Upon receipt of an INFORMPBONAL request message with a N(IRVID_SPI) Payload on an
IKE_SA, IPMEIR deices shall locally delete the CHILD_SA as indicated by the SPI in the
Notification Data of the N(INXLID_SPI) Payload.

1.2.3.7 REKEY

Objective : IPMEIR.TP.IKEV2.REKEY .1
IPMEIR devices shall support the capability to eglan SA.
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Threshold : IPMEIR.TP.IKEV2.REKEY .2
When initiating a CRERE_CHILD_SA echange to redy an IKE_SA, IPMEIR deices shall
format the CREAE_CHILD_SA request message aswshon Table -

IPMEIR. TRIKEV2.REKEY.2.

IKE Header

Table - IPMEIR.TP.IKEV2.REKEY .2

IKE_SA Initiator's SPI (64-bits)

Per RFC 4306 Section 3.1.

IKE_SA Responder's SPI (64-bits

Per RFC 4306 Section 3.1.

Next Payload (8-bits) 46 decimal
Major Version (4-bits) 2 decimal
Minor Version (4-bits) 0 decimal
ExchangeType (8-bits) 36 decimal

Flags (8-bits)

Per RFC 4306 Section 3.1.

Flags Field Brmat = XXR/IXXX

X = RESER/ED

R = Response Bit

V = Version Bit

| = Initiator Bit

Message ID (32-bits)

Per RFC 4306 Section 2.2 and 3.

Length (32-bits)

Per RFC 4306 Section 3.1.

Encrypted Ryload Header

Next Payload (8-bits) 33 decimal
Critical Bit (1-bit) 0 decimal
RESER/ED (7-bits) 0 decimal

Payload Length (16-bits)

Per RFC 4306 Section 3.2.

Initialization Vector (\ariable)

Per ngotiated IPMEIR cryptographi

[g]

suite.
Next Payload (8-bits) 40 decimal
. L Critical Bit (1-bit) 0 decimal
SecurityAssociation Byload RESER/ED (7-bits) 0 decimal

Payload Length (16-bits)

Per RFC 4306 Section 3.2.

Proposal Substructure

0 (last) or 2 (8-hits)

Per RFC 4306 Section 3.3.1.

RESER/ED (8-bits)

0 decimal

Proposal Length (16-bits)

Per RFC 4306 Section 3.3.1.

Proposal Number (8-bits)

Per RFC 4306 Section 3.3.1.

Protocol ID (8-bits)

1 decimal

SPI Size (8-bits)

Per RFC 4306 Section 3.3.1

Number ofTransforms (8-bits)

Per RFC 4306 Section 3.3.1.

SPI (64-bits)

Per RFC 4306 Section 3.3.1.

Transform Substructure

0 (last) or 3 (8-hits)

Per RFC 4306 Section 3.3.2.

RESER/ED (8-bits)

0 decimal

Transform Length (16-bits)

Per RFC 4306 Section 3.3.2.

TransformType (8-bits)

Per RFC 4306 Section 3.3.2.

RESER/ED (8-bits)

0 decimal

Transform ID (16-bits)

Per RFC 4306 Section 3.3.2.

Attribute Type (16-bits)

Per RFC 4306 Section 3.3.5.

Attribute Length (16-bits)

Per RFC 4306 Section 3.3.5.

AttributeValue (\ariable)

Per RFC 4306 Section 3.3.5.

Nonce Ryload

Next Payload (8-bits) 34 decimal
Critical Bit (1-bit) 0 decimal
RESER/ED (7-bits) 0 decimal

Payload Length (16-bits)

Per RFC 4306 Section 3.2.

Nonce Data (ariable)

Per RFC 4306 Section 3.9.
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Key Exchange &yload

Next Payload (8-bits) 0 decimal

Critical Bit (1-bit) 0 decimal

RESER/ED (7-bits) 0 decimal
Per RFC 4306 Section 3.2.

Payload Length (16-bits)

Diffie-Hellman Group Number (16-bi

ts) Per RFC 4306 Section 3.4.

RESER/ED (16-bits)

0 decimal

Key Exchange Data ériable)

Per RFC 4306 Section 3.4.
Per RFC 4306 Section 3.14.

Encrypted RyloadTrailer

Padding (\ariable)

Pad Length (8-bits)

Per RFC 4306 Section 3.14.

[¢]

Integrity Checksum Data ériable)

Per ngotiated IPMEIR cryptographi
suite.
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Threshold : IPMEIR.TP.IKEV2.REKEY .3
After rekeying an IKE_SA, IPMEIR deéces shall format the CRBA_CHILD_SA response
message as sa in Table - IPMEIR.TRKEV2.REKEY.3.

Table - IPMEIR.TP.IKEV2.REKEY .3

IKE Header

IKE_SA Initiator's SPI (64-bits)

Per RFC 4306 Section 3.1.

IKE_SA Responder's SPI (64-bits

Per RFC 4306 Section 3.1.

Next Payload (8-bits) 46 decimal
Major Version (4-bits) 2 decimal
Minor Version (4-bits) 0 decimal
Exchangé€Type (8-bits) 36 decimal

Flags (8-bits)

Per RFC 4306 Section 3.1.

Flags Field Brmat = XXR/IXXX

X = RESER/ED

R = Response Bit

V = Version Bit

| = Initiator Bit

Message ID (32-bits)

Length (32-bits)

Per RFC 4306 Section 3.1.

Encrypted Ryload Header

Next Payload (8-bits) 33 decimal
Critical Bit (1-bit) 0 decimal
RESER/ED (7-bits) 0 decimal

Payload Length (16-bits)

Per RFC 4306 Section 3.2.

Initialization Vector (\ariable)

Per ngotiated IPMEIR cryptographi

suite.
Next Payload (8-bits) 40 decimal
. L Critical Bit (1-bit) 0 decimal
SecurityAssociation Byload RESER/ED (7-bits) 0 decimal

Payload Length (16-bits)

Per RFC 4306 Section 3.2.

Proposal Substructure

0 (last) or 2 (8-hits)

Per RFC 4306 Section 3.3.1.

RESER/ED (8-bits)

0 decimal

Proposal Length (16-bits)

Per RFC 4306 Section 3.3.1.

Proposal Number (8-bits)

Proposal Number corresponding t]
selected proposal.

Protocol ID (8-bits)

1 decimal

SPI Size (8-bits)

Per RFC 4306 Section 3.3.1

Number ofTransforms (8-bits)

Per RFC 4306 Section 3.3.1.

SPI (64-bits)

Per RFC 4306 Section 3.3.1.

Transform Substructure

0 (last) or 3 (8-hits)

Per RFC 4306 Section 3.3.2.

RESER/ED (8-bits)

0 decimal

Transform Length (16-bits)

Per RFC 4306 Section 3.3.2.

TransformType (8-bits)

Per RFC 4306 Section 3.3.2.

Per RFC 4306 Section 2.2 and 3.1.

[g]

@)

RESER/ED (8-bits) 0 decimal
Transform ID (16-bits) Transform ID corresponding to selegted
transform.
Attribute Type (16-bits) DataAttrlbutes{r;?]r;?srpnc])ndlng to selected
Attribute Length (16-bits) DataAttrlbutestr;c;]r;?srprgndlng to selected
AttributeValue (ariable) DataAttrlbutestr(;c;]r;?srp)n?ndlng to selected
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Next Payload (8-bits) 34 decimal

Critical Bit (1-bit) 0 decimal
Nonce Rwvload RESER/ED (7-bits) 0 decimal
Y Payload Length (16-bits) Per RFC 4306 Section 3.2.

Per RFC 4306 Section 3.9 andjogated

Nonce Data (ariable) IPMEIR cryptographic suite.

Next Payload (8-bits) 0 decimal

Critical Bit (1-bit) 0 decimal

RESER/ED (7-bits) 0 decimal
Payload Length (16-bits) Per RFC 4306 Section 3.2.

Diffie-Hellman Group Number
Diffie-Hellman Group Number (16-bit)rresponding to selected é-Hellman
group.
RESER/ED (16-bits) 0 decimal
Per RFC 4306 Section 3.4 andjogated
IPMEIR cryptographic suite.

Key Exchange &yload

Key Exchange Data ériable)

Padding (\ariable) Per RFC 4306 Section 3.14.
. Pad Length (8-bits) Per RFC 4306 Section 3.14.
Encrypted ByloadTrailer Per ngotiated IPMEIR cryptographic

Integrity Checksum Data ériable) Suite

Threshold : IPMEIR.TP.IKEV2.REKEY .4
After a successful CREA_CHILD_SA change to redy an IKE_SA, IPMEIR deices shall
generate SKEYSEED as detailed in RFC 4306 Section 2.18.

Threshold : IPMEIR.TP.IKEV2.REKEY .5

After a successful CREA_CHILD SA echange to redy an IKE_SA, IPMEIR deices shall set
the Message IDs (Local Message ID - the Message IDutdwse for sending a request message
to a peer and the Remote Message ID - the Message tilid wpect to recete from a peer
request message) of the eg&d IKE_SA to ZER.

Threshold : IPMEIR.TP.IKEV2.REKEY .6
After a successful CREA=_CHILD SA echange to rety an IKE_SA, IPMEIR deices shall set
theWindow Size to ONE.

Threshold : IPMEIR.TP.IKEV2.REKEY .7

After a successful CREFA_CHILD_SA change to redy an IKE_SA, IPMEIR deces shall
delete the old IKE_SA within the IKE_SA used for the IKE_SAegielkhe peer that initiates the
INFORMATIONAL exchange with the Deletealload is the peer that initiated the successful
IKE_SA reley.

Threshold : IPMEIR.TP.IKEV2.REKEY .8

Upon receipt of an INFORMBONAL request message with a Deletgy®ad to delete an IKE_SA
that has been reked, IPMEIR deices shall mark all CHILD_SAs parented by the old IKE_SA
as being parented by the egkd IKE_SA.
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Threshold : IPMEIR.TP.IKEV2.REKEY .9

Upon receipt of an INFORMPONAL response message with a DelesglBad to delete an

IKE_SA that has been reked, IPMEIR degices shall mark all CHILD_ _SAs parented by the old
IKE_SA as being parented by the egi&d IKE_SA.
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Threshold : IPMEIR.TP.IKEV2.REKEY .10

When initiating a CRERE_CHILD_SA exchange to redy a CHILD_SA, IPMEIR deices shall
format the CREAE_CHILD_SA request message aswshon Table -
IPMEIR.TRIKEV2.REKEY.10.

Table - IPMEIR.TP.IKEV2.REKEY .10

IKE_SA Initiator's SPI (64-bits) Per RFC 4306 Section 3.1.

IKE_SA Responder's SPI (64-bits Per RFC 4306 Section 3.1.
Next Payload (8-bits) 46 decimal
Major Version (4-bits) 2 decimal
Minor Version (4-bits) 0 decimal
ExchangeType (8-bits) 36 decimal

Per RFC 4306 Section 3.1.

IKE Header Flags Field Brmat = XXR/IXXX
. X = RESERED
Flags (8-bits) R = Response Bit
V = Version Bit
I = Initiator Bit
Message ID (32-bits) Per RFC 4306 Section 2.2 and 3.1.
Length (32-bits) Per RFC 4306 Section 3.1.
Next Payload (8-bits) 41 decimal
Critical Bit (1-bit) 0 decimal
RESER/ED (7-bits) 0 decimal
Encrypted Byload Header Payload Length (16-bits) Per REC 4306 Section 3.2,
Initialization Vector (\ariable) Per ngotiated Isu'\i/lteElR cryptographic
Next Payload (8-bits) 33 decimal
Critical Bit (1-bit) 0 decimal
RESER/ED (7-bits) 0 decimal
Payload Length (16-bits) Per RFC 4306 Section 3.2.
Notify Payload (REKEY_SA) Protocol ID (8-bits) 3 decimal
SPI Size (8-bits) 4 decimal
Notify Messagélype (16-bits) 16393 decimal

Per RFC 4306 Section 3.10; SPI of

SPI (32-bits) inbound CHILD_SA to be reyed.
Next Payload (8-bits) 40 decimal
. s Critical Bit (1-bit) 0 decimal
SecurityAssociation Byload RESERVED (7-bits) 0 decimal

Payload Length (16-bits) Per RFC 4306 Section 3.2.

0 (last) or 2 (8-bits) Per RFC 4306 Section 3.3.1.
RESER/ED (8-bits) 0 decimal

Proposal Length (16-bits) Per RFC 4306 Section 3.3.1.

Proposal Substructure Proposal Number (8-hits) Per RFC 4306 Section 3.3.1.
Protocol ID (8-bits) 3 decimal

SPI Size (8-bits) Per RFC 4306 Section 3.3.1

Number ofTransforms (8-bits) Per RFC 4306 Section 3.3.1.

SPI (32-bits) Per RFC 4306 Section 3.3.1.

54



Transform Substructure

0 (last) or 3 (8-bits)

Per RFC 4306 Section 3.3.2.

RESER/ED (8-bits)

0 decimal

Transform Length (16-bits)

Per RFC 4306 Section 3.3.2.

TransformType (8-bits)

Per RFC 4306 Section 3.3.2.

RESER/ED (8-bits)

0 decimal

Transform ID (16-bits)

Per RFC 4306 Section 3.3.2.

Attribute Type (16-bits)

Per RFC 4306 Section 3.3.5.

Attribute Length (16-bits)

Per RFC 4306 Section 3.3.5.

AttributeValue (\ariable)

Per RFC 4306 Section 3.3.5.

Nonce Ryload

Next Payload (8-bits) 44 decimal
Critical Bit (1-bit) 0 decimal
RESER/ED (7-bits) 0 decimal

Payload Length (16-bits)

Per RFC 4306 Section 3.2.

Nonce Data (ariable)

Per RFC 4306 Section 3.9.

Traffic Selector Initiator 8yload

Next Payload (8-bits) 45 decimal
Critical Bit (1-bit) 0 decimal
RESER/ED (7-bits) 0 decimal

Payload Length (16-bits)

Per RFC 4306 Section 3.2.

Number ofTSs (8-bits)

Per RFC 4306 Section 3.13.

RESER/ED (24-hits) 0 decimal
Traffic Selectors (riable) Per RFC 43063Sf§t|10n 2.9 and Section
Next Payload (8-bits) 0 decimal
Critical Bit (1-bit) 0 decimal
RESER/ED (7-bits) 0 decimal
) Payload Length (16-bits) Per RFC 4306 Section 3.2.
Traffic Selector Respondeafioad Number ofT Ss (8-bits) Per REC 4306 Section 3.13.
RESER/ED (24-bits) 0 decimal
Traffic Selectors (ariable) Per RFC 4306381e§t|10n 2.9 and Section

Encrypted RyloadTrailer

Padding (\ariable)

Per RFC 4306 Section 3.14.

Pad Length (8-bits)

Per RFC 4306 Section 3.14.

Integrity Checksum Data ériable)

Per ngotiated IPMEIR cryptographi

[g]

suite.
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Threshold : IPMEIR.TP.IKEV2.REKEY .11

After rekeying an CHILD_SA, IPMEIR deces shall format the CRBA_CHILD_SA response

message as sia in Table - IPMEIR.TRKEV2.REKEY.11.

Table - IPMEIR.TP.IKEV2.REKEY .11

IKE Header

IKE_SA Initiator's SPI (64-bits)

Per RFC 4306 Section 3.1.

IKE_SA Responder's SPI (64-bits

Per RFC 4306 Section 3.1.

Next Payload (8-bits) 46 decimal
Major Version (4-bits) 2 decimal
Minor Version (4-bits) 0 decimal
Exchangé€Type (8-bits) 36 decimal

Flags (8-bits)

Per RFC 4306 Section 3.1.

Flags Field Brmat = XXR/IXXX

X = RESER/ED

R = Response Bit

V = Version Bit

| = Initiator Bit

Message ID (32-bits)

Per RFC 4306 Section 3.1.

Length (32-bits)

Per RFC 4306 Section 3.1.

Encrypted Ryload Header

Next Payload (8-bits) 33 decimal
Critical Bit (1-bit) 0 decimal
RESER/ED (7-bits) 0 decimal

Payload Length (16-bits)

Per RFC 4306 Section 3.2.

Initialization Vector (\ariable)

Per ngotiated IPMEIR cryptographi

suite.
Next Payload (8-bits) 40 decimal
. L Critical Bit (1-bit) 0 decimal
SecurityAssociation Byload RESER/ED (7-bits) 0 decimal

Payload Length (16-bits)

Per RFC 4306 Section 3.2.

Proposal Substructure

0 (last) or 2 (8-hits)

Per RFC 4306 Section 3.3.1.

RESER/ED (8-bits)

0 decimal

Proposal Length (16-bits)

Per RFC 4306 Section 3.3.1.

Proposal Number (8-bits)

Proposal Number corresponding t]
selected proposal.

Protocol ID (8-bits)

3 decimal

SPI Size (8-bits)

Per RFC 4306 Section 3.3.1

Number ofTransforms (8-bits)

Per RFC 4306 Section 3.3.1.

SPI (32-bits)

Per RFC 4306 Section 3.3.1.

Transform Substructure

0 (last) or 3 (8-hits)

Per RFC 4306 Section 3.3.2.

RESER/ED (8-bits)

0 decimal

Transform Length (16-bits)

Per RFC 4306 Section 3.3.2.

TransformType (8-bits)

Per RFC 4306 Section 3.3.2.

RESER/ED (8-bits) 0 decimal
Transform ID (16-bits) Transform ID corresponding to seleg
transform.
Attribute Type (16-bits) DataAttrlbutes{r;?]r;?srpnc])ndlng to seleg
Attribute Length (16-bits) DataAttrlbutestr;c;]r;?srprgndlng to seleg
AttributeValue (ariable) DataAttrlbutestr(;c;]r;?srp)n?ndlng to seleg

[g]

@)

ted

ted

ted

ted
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Nonce Ryload

Next Payload (8-bits) 44 decimal
Critical Bit (1-bit) 0 decimal
RESER/ED (7-bits) 0 decimal

Payload Length (16-bits)

Per RFC 4306 Section 3.2.

Nonce Data (ariable)

Per RFC 4306 Section 3.9 andjogated
IPMEIR cryptographic suite.

Traffic Selector Initiator &load

Next Payload (8-bits) 45 decimal
Critical Bit (1-bit) 0 decimal
RESER/ED (7-bits) 0 decimal

Payload Length (16-bits)

Per RFC 4306 Section 3.2.

Number ofTSs (8-hits)

Per RFC 4306 Section 3.13.

RESER/ED (24-Dits)

0 decimal

Traffic Selectors (@riable)

Per RFC 4306 Section 2.9 and Secti
3.13.1 and RFC 4718 Section 4.10.

Traffic Selector RespondeafAoad

Next Payload (8-bits) 0 decimal
Critical Bit (1-bit) 0 decimal
RESER/ED (7-bits) 0 decimal

Payload Length (16-bits)

Per RFC 4306 Section 3.2.

Number ofTSs (8-bits)

Per RFC 4306 Section 3.13.

RESER/ED (24-bits)

0 decimal

Traffic Selectors (@riable)

Per RFC 4306 Section 2.9 and Section

3.13.1 and RFC 4718 Section 4.10.

Encrypted RyloadTrailer

Padding (\ariable)

Per RFC 4306 Section 3.14.

Pad Length (8-bits)

Per RFC 4306 Section 3.14.

Per ngotiated IPMEIR cryptographi

[g]

Integrity Checksum Data ériable) Suite

Threshold : IPMEIR.TP.IKEV2.REKEY .12
When sending a CRHA_CHILD_SA message to reka CHILD_SA, IPMEIR deices shall

generate nonces such that the length is at least haltsizie of the ngotiated pseudo-random
function.

Threshold : IPMEIR.TP.IKEV2.REKEY .13

When sending a CRBA_CHILD_SA message to rekan IKE_SA, IPMEIR deces shall generate
nonces such that the length is at least half gyeske of the ngotiated pseudo-random function
of the old IKE_SA and at least half theyksize of the lagest proposed pseudo-random function in
the SecurityAssociation Ryload.

Threshold : IPMEIR.TP.IKEV2.REKEY .14

After initiating a successful CRHA_CHILD_SA echange to rety a CHILD_SA, IPMEIR
devices shall delete the old CHILD_SA,; the peer that initiates the INFORMINAL exchange
with the Delete Ryload is the peer that initiated the successful CHILD _Sayrek

Threshold : IPMEIR.TP.IKEV2.REKEY .16

Upon the establishment of redundant IKE_SAs after concurrent IKE_®psrakthe releyed
IKE_SA with the lavest nonce was created by it, IPMEIR diges shall initiate an
INFORMATIONAL exchange to delete that redundant IKE_SA.
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Threshold : IPMEIR.TP.IKEV2.REKEY .18

Upon receipt of a CREFE_CHILD_SA request message toegln SA, if a proposed cryptographic
suite is acceptablaibthe Difie-Hellman @alue receied in the Ky Exchange &yload vas incorrect,
IPMEIR devices shall send a CREE_CHILD_SA response message with a
N(INVALID_KE_PAYLOAD) Payload as the only payload within the Encryptegli®ad.

Threshold : IPMEIR.TP.IKEV2.REKEY .19
Upon successful completion of a CREHA CHILD_SA echange to rety an IKE_SA, IPMEIR
devices shall use the nesk_ei/sk_er to protect IKE_SA tfef on the nely-created IKE_SA.

Threshold : IPMEIR.TP.IKEV2.REKEY .20
Upon successful completion of a CREHA CHILD_SA echange to redy a CHILD_SA, IPMEIR
devices shall use the wesk_ei/sk_er to protect CHILD _SA tfaf on the nely-created CHILD_SA.

Threshold : IPMEIR.TP.IKEV2.REKEY .22

Upon receipt of a CREFE_CHILD_SA request message toegk CHILD_SA that does nokist
or the IPMEIR deice is in process of deleting, IPMEIRwiees shall send a CREE_CHILD_SA
response message with a N(NO HROSAL_CHOSEN) &yload as the only payload within the
Encrypted Byload of the CRERE_CHILD_SA response message.

Threshold : IPMEIR.TP.IKEV2.REKEY .24

Upon receipt of a CREFE_CHILD_SA request message toeglan IKE_SA that the IPMEIR
device is in process of deleting, IPMEIRwiees shall send a CREE_CHILD_SA response
message with a N(NO_RHPOSAL_CHOSEN) &yload as the only payload within the Encrypted
Payload of the CRERE_CHILD_SA response message.

Threshold : IPMEIR.TP.IKEV2.REKEY .25

Upon receipt of an INFORMPONAL request message with a Deletey®ad to delete a
CHILD_SA(s) and the IPMEIR d&ce is in the process of reking the IKE_SA, IPMEIR déces
shall send an INFORMAONAL response message without a corresponding Desstio&d(s).

Threshold : IPMEIR.TP.IKEV2.REKEY .26

Upon receipt of a CREFE_CHILD_SA request message to create oeyekCHILD_SA and the
IPMEIR device is in the process of reking the IKE_SA, IPMEIR deéces shall send a
CREATE_CHILD_SA response message with a N(NO_ADDITKAINSAS) Rayload as the only
payload within the Encryptedayload of the CRERE_CHILD_SA response message.

Threshold : IPMEIR.TP.IKEV2.REKEY .27
Upon receipt of a CREFE_CHILD_SA request message toeglan IKE_SA, IPMEIR deces
must not accept a proposal withaue of "NONE" for the Diie-Hellman transform.

Threshold : IPMEIR.TP.IKEV2.REKEY .28

When including a KE &load in a CREAE_CHILD_SA Request message toeglkn SA, the
Initiator must use the same random ECP groupassused in the IKE_SA_INIT

58



1.2.3.8 Transport Mode

Objective : IPMEIR.TP.IKEV2.TRPMD .1
IPMEIR devices shall support the getiation of ESPv3ransport Mode CHILD_SAs.

Threshold : IPMEIR. TP.IKEV2.TRPMD .2

When ngotiatingTransport Mode for a CHILD_SA, IPMEIR dees shall include a
N(USE_TRANSPOR_MODE) Rayload in the CHILD_SA request message within the Encrypted
Payload.

Threshold : IPMEIR. TP.IKEV2.TRPMD .3

If local policy supports ngotiation ofTransport Mode, upon receipt of a CHILD_SA request
message with a N(USE_TRANSPDRMODE) Rayload, IPMEIR deices shall include a
N(USE_TRANSPOR_MODE) Rayload in the CHILD_SA response message.

Threshold : IPMEIR.TP.IKEV2.TRPMD .4

If local policy does not support getiation ofTransport Mode, upon receipt of a CHILD_ _SA request
message with a N(USE_TRANSPDRMODE) Rayload, IPMEIR deices shall not include a
N(USE_TRANSPOR_MODE) Rayload in the CHILD_SA response message.

Threshold : IPMEIR. TP.IKEV2.TRPMD .5

If local policy only supports rgpotiation of alransport Mode CHILD_SA, upon receipt of a
CHILD_SA request message without a N(USE_TRANSPONODE) Rayload, IPMEIR deices
shall send a CHILD_SA response message with a N(NOPRFSAL_CHOSEN) &yload as the
only payload within the Encryptediffoad.

Threshold : IPMEIR.TP.IKEV2.TRPMD .6

If a N(USE_TRANSPOR_MODE) Rayload vas sent in the CHILD_SA request messagjeniot
receved in a CHILD_SA response message and localydbes not support getiation of a
Tunnel Mode CHILD_SA, IPMEIR deces shall delete the CHILD_SA thaawestablished in
Tunnel Mode.
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Threshold : IPMEIR.TP.IKEV2.TRPMD .7
When sending the N(USE_TRANSPDRMODE) Rayload, IPMEIR deices shall format the
payload as detailed ifable - IPMEIR.TRKEV2.TRPMD.7.

Table - IPMEIR.TP.IKEV2.TRPMD .7

Per RFC 4306 Section 3.2. IPMEIR
devices shall code the NePayloadfield
Next Payload 8-bits of the payload (o.r the IKE Header|
preceding the
N(USE_TRANSPOR_MODE) Rayload
as 0x29 (decimal 41).
Critical Bit 1-bit 0 decimal
RESER/ED 7-bits 0 decimal
Payload Length 16-bits 8 decimal
Protocol ID 8-bits 0 decimal
SPI Size 8-bits 0 decimal
Notify Messagelype 16-bit 16391 decimal

1.2.3.8.1 Network AddressTranslation Traversal

Threshold : IPMEIR.TP.IKEV2.TRPMD .NAT-T.1
When ngotiatingTransport Mode CHILD_SAs whenAY is detected, IPMEIR deces shall send
aTraffic Selector - Initiator &/load containing one address, the local host IP address.

Threshold : IPMEIR. TP.IKEV2.TRPMD .NAT-T.2

When ngotiatingTransport Mode CHILD_SAs whenAY is detected, IPMEIR deces shall send
aTraffic Selector - Respondeayload containing one address, the remote host IP address.
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RFC4306 Internet Key Exchange (IKEv2) Protocol
RFC4718 IKEv2 Clarifications and Implementation Guidelines
RFC4754 IKE and IKEv2Authentication Using the Elliptic CuevDigital Signaturéigorithm (ECDSA)
RFC4869 Suite B Cryptographic Suites for IPsec
RFC5759 Suite B Cerfiicate and Cefficate Reocation List (CRL) Prble
Elliptic Curve  |A supplemental technical reference for IPMEIR IS.
Cryptograply Group!
IPMEIR IS

61




