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SUl:JJ:.OT: Use ,.t Mr.c:.i:1as .:n Solv~ng Ci~ hvro - Ko1.oal,.babetic 
Substitution 

'!'hert: has been recent d.:scu.-s= ·non 1..~· 1J...cr t.hc.t aut'11'::.t"(' c.'T.l'"U~ rrs 
o::· daU.. J.'l'"CB.J&::I nt; ne.cl·ires .. .!1d1t. pl.£.· :! ,, t,·11. r. :llt.1.m of c ';.J: t"c.•:. • Tt is 
l':IC!l'.o:-ar.d.um diacus19es Ol!C ot Lhc siltpluJt case·, na.. c~·,, a. :10r.o-::. tr~·=~hc 1. 
sul.:.t.ltutiJi. clrl·er. It io; ho-:.ed t .at. the • t T ol' a. .:1frn:lc ~:-&su ~.l~ 1 be 
o:' f,0'1t' hrlp in w10 r. t&.:-.d.in-- the :·olr of 1rachincs c..:c-. t.1:,1il· li&il. io1,s. 

Oe.:crip~!.un or C.i rhcr '!'m..-t. 

'rte ciph<"r t.e:...1. conG,j,sts of 100 lot.t.01•... Tl.use a-:-e div·W.ec: into 20 
five-lottur grc>UJ'H w:l.t.h ?10 :..n:arcl'lt lr:.d.~ cat.i.011 0£ ll.D1' p:-oper rA.rd ai\·i:.j on. 
'•'I' t.'-.:.1. anion.rs in r.J • .: ~on:. of pertor: 1.i\>r.s 1.n a tape and it is as::.w;ud 
t.ht:.t. t.t:e 118.c~J.nc can rc:d t.l.ia. rt. is &l.&o ~EUl.:.r GI. tl::::.i the ria.uhll"~ 

1

ldll 
l::r;•~ out. t.lro aolut.ion en a. pa.~r t:...re, !.n C'1fitnl lot.t~n, w-~ t.. tl.t= i:ro}IOr 
wnrd separation bu~ no furt.ho~· pw-ctuati~n~ 

J"'l ord.cr to restrict l!i.c operat.-ior.s ·re sta!'"t qu~ by 1.aaY..iri,- er:- ...... ·n 
·~:..~umptior'8. We UC> not inqui.re ir.t.o !.he justitlcat.io!l i·or tl~•·1a. 

l. Tht.. ceypto.II"Bl'll. i~ a s!~o i'.1.l}:h..i.bet substitut.ii:.n ciphe..:1• l\'iLh 
wrd se~'l~ti.>ns a.n.d pmic\.\.:a:l.ion onJ.ttecl. 

!2. The t'l.a.in text is in st.l"&.i";ht tc.•rwa:rd Eru:lish 1.1.l.!.out co..ir 
words 311.d tJ.er(, .to.as been r:.o et.tort :iade ~'> make tne aiphtr lnt.o !-. puzzle by 
1:1troduri1!~ 1.cll.Uflual ~rds and phru.:soologico. Thero Jr.&y be unu~·ual 'lOrds in 
tn'l no!"-..a.l cour:..tJ ot ~1u111.s, tawever. 'Mlo1·e ma:· al.no btl worJ.s \:1.icl. have 
nut. fcr.md. t•.eir 'hQ.Y !1.to tl.c dict.lorua.r::. 

!t is neccsc-::.:-:, to prov.:.do ror 1.!1•. '!JOBtdbilit.;r t.hat. 1.0 so~-:...-tion is 
obtain\!Ci. ln r.r&cll.cE' ti i:1 would ueu.all,~· bJ: "Jec&uoo t.he a.sts'3:.ptlunc are 
incOM"e"Ct.. '!'ha plal11 t.i.:xt mc.:1-t. ror e.xnDl}.•J" be in Spanish. 

Sc.lut.~n 

Thr &ol iJ.L!on to t:c outllnrd l:-RlOlo" !r. tiC\t. well thou,rh t. o&it., .i.nd ::. I. 
prchet,i_v t.'tluld br nxlitiud !r. ill!pc·l"t ,nt, llctc·ils at lco.~t. t:.owcver,, at tho 
J •rP1s...::1+ :... ta,·o wt.at. ia necJrd ia A..."'! Ulustrati ve ::ol\.t.icr., and a11 exact. 
upt.j. U...1 ! l'OCOOW"!:! ls r.ot. o! &;rt'~t. i.1:11 ·Jrt. Lul.E'e 

It. lo sur.:=cotcd t.h:tt. Lht.. !"ollowiru' nan.t.erie.l, Lrr:.nged in or-~er ot 
1:1a10::.1..i.· er, be ate.red in ~,:e 1.achi•·e: 

" 
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• "'" .. •• -I L..,_ i,. ~' 

" ... 
1. The rolativc frequency of the lett.ers in l!:nglish., 

2. Tt!e relative freq11~ucy of :ill d:LuapJ:l.s.. Thare are f56 of 
these. Soric of Lbe::ie.. such as j,~ arc ver"J 1-Qre bu.t a.11 may occur. 'rhe 
rarost ones nay be said to have a i·roba.bility of apprt.ixirnatel.f zel:'o. . ' ... 

I"' ..... 

;. • 'l'he re la ti ve f1•equer.c;v of about 1.0000 trlera.Ph&. These ar~ 
sor.-1e 17000 of theoc but. it would sc>enl wmeceflsarj· to list t.hof .. e whose 
prob::tbility is substi'.:l.ntia.lly zero. Pcrhapc 10000 a1·e mmeoeeaari l.v 11iany. 

s 
4. A list of l.he 10000 most trequr.:nt tetra.graphs. 

;. A list of 10000 most frcquer.t words.· Tho~a should be r;rourcd ,: 
by len;;tt., one letter word.1~ twv Jett.er, throe letter, etc.. Within each 
suet /'TOUJ.1 the listincr may be alpl'!ahetical end it would pcrhar3 be advant.a
r,eous to ha\'e alpht1hotical J.i:5t..in~s startin,~ wtth the second, third, etc., 
kt l:.ers as we:ll as by tb.: fir3t. ! orhaps 10000 is an ur..neccssarily la.rGe 
mnabcr of words (<!~~d l.rigraphs c.?1d tutra~ra.phs). 

The followinr arc t.he :.>up;Q;c~ted stq·s in the solution. 

1. l·~ake a frequc·ncy count of the letter:'.;. 

2. t·iAAc a skeleton of a tE:ntat.ive solution by putting o's for 
'\,he most freq:..tont letter, t l'or the next most frequent, e-tc. JI until about. 
one-halt of thi:; letLcrs have been rerlaccd. This n:ia perhaps rnaci.c l.lSe of 
!,un diff t:rent letters whi oh we may a:; sumo to be 

~Laoinohrd 

3. Jnm:tne the digraphs. 'The numl>c:::' of thes•.:: Hill ve.ry !ro.1:1 
m,1asa.J:_-:e to message but is usu..1.lJ.y not far fro:r.i an f.\verage of 25. Tl~~1·e arc 
only 100 possi .,ili t:..cs and on]~: a few of them are ver:r i.'Tlr-robable. Among 
the~o are au,a,~,ao and hh. In adJ.itlon to looking .for l..he individual. 
rossibiliticn we divide t.he diE;raphs i:1to classes as 1'ollo\·1s: 

A - vowel, vowel 
B vowel, consonar.t 
C conJonant, vowel 
D - consonant, ccnaonant 

fl ei.nrl C si .ou.ld r rodo;:rl.na tc:. Ir A ~nd D prcdornina te or if B and C don 1 t 
predon:in.:.te ..,uf'ficic:m'\.1:,- it i::; an in.dicat:i.9n that com!o:r.ants awi vowels 
~hocld l)C iritcrcl.an,sl.d. ':'l·us tbe Fr'Jcedurc is to i~rl,11rc: a:i.,:-:e t ..rit.h e, a, 
o, ntc. and r..otc whetl·cr ~!:1.: conditions i!1Lprove. Si.11ilarl.v. n, c~, etc. may 
be tuc:Lativ(:l:• ex.chang~d with j, ;"'' etc. When cla.sses 0 and C rred::>r.tln.n.te 
Sllff:i ciently it 13 prob3.ble th.lt the as..;iour.<mt as bcbre~ n vowels and 
consonants are fur tx:c !:.ost ~r l"'t correct, but witl~in t!:esc g1•om•:; t.i1cre .:.s 
:ir1r·lc rnom for ·3rror. a and i are d.i.fficuli.. to distingui~h. 
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4. The tri;i:ra.phs ma;..- he a~sur .• ed to uvt:rate ten or th"PlVC', wt th 
half !:.'le lt:t.l.t1rs .in rlacc, bt:t. Ll!is number io subject t.:i var~at.i.ontt, t.1.Vrc so 
Lhan tile nl11·1be't'" al dii!.rap>s. ":'o t.~ e ~ter.t. t.ha.t tr.cy occur t:.c.,. a.re now 
r.xaminant for }Jrol:-&.bi): t.,,•. If vr l ... : irr,J rob~blc onos oct.1u- t.b? i'ound lett.crs 
a:·.: jntcre:t:.anvcd tw.tativc ~ until t.hc trip:repl:s become :l'orc. probable. In 
tJ.c.:.;c ooerationb ~ t is to cc e.x}:l('cted tl.at soi::.e p·og:ress will ~c.. r..e..ctf !.l 
•• ?1.t.!'C. \" : •• 1 ~ a::::s!pn11•mts within tric vo11r.""el lroup atid witliin t.~ c• consona.h. ~roup 
3.S l«.l!. as bct.'tn...•m t.he f"t"OUr=. Durin~ these OPf.ra.tions t.crit.a.th"e ~t.ei
cbrl"li"Cs het1:ecn the let tr.rs alre· .. iy ~laced and thi;, more f'rlf. ·!uc-:.i.t. ol.' tbose 
nol ; et rl~ccd (r• rhar.s 1, 'l) t.hr..uld also be attd1.:J-Lcd. 

~. 'flie 1.1:..:~ c!.•it.1 !'~.o!'l tJ ~t.t.on::it. id t.h~t o.f t·.e t<.~rar:·ap·.1->. 
'1} Ca<~ ::..ro l'er,i.· f~;r, perl·aps f.:. v" • n t.1,r:: ax'lra&'-, rind thi::r rn:: ber is .;t•i'.~ect. 
to Vt !i· l ... r,,;;~ variatio:is. ~.Cl:"el1Vl ·, ,. >s+, of t.r.cr.i have a. ve:.r·.- low ··rc..:ia:...i!it.~r 
but h:lV\.I to b~ U{.COt:ted ir: :.n;• cu.~u.. Tb~ ._r"c.Jdurc WO'.iJ d be to r" t..tMt. M3 

UJ.dc:r the tr~".ra1 Ls. 

f. . ':'h-, next strp i:;; ~o •,t. • onr,t to as:. ilfl a value to ti!.' Jic:xt most 
~rc.qucnt.. let"..cr, tt.~ r.:1 event}. U."ldcr our a.ssum?t-4-oml. ~·;e fj r~t 1.r.: 1.l u rnoct 
cormn.on 01 t.hosc tt.;.t a:-c le.ft. 'i'hio ;-iVl)S rleo to~ nw·b~r of di :·d.l.iis,, 
Lr-1'e;raphs 1 etc. a~c1 tl osc can be cxr-!ct'3J. to C!oternir:.e wr.rLi.~.t· it 11.::.c a 
{:oqd c:hoicu. j r ".I, \IQ.S nut .. 1.e nc.·:~t l"'ost frt";qucr.t one is ll'iud .a·1 :o £01-th. 
!•'it 13 diJ.'ficult t.o f:_r1c a sat.isf:t.~1.ory £jt., at'.t:.1uJ..ts should be. ~·r.dc tu 
~nterchnnr.;e lt."ith 011(' oJ' t.l.l·:.i.: a~ I'\!ady :.i.ssir:ned .. 

•r:ie ot"'icr lc.tt&1•0 ~re ~ JJ.ed o!lc by one in l.J•c sa.u.c w.s.rncr. 

('. The. ntJ:~t ::;.o.;'!..c.:U stcr. :is to at.le:npt t.o broa.~ 1:1-- t..i·c t:.ent&t:i ve 
tP..,.,,t. i.1to word:... Tt ·.J penr: adv:inta,.revus t.o begin wit.h tl.r. lf"ar,l fre=-!,'l£.r.t 
l1't.t.n1"'l:i. That is be~ 11it.h ti.a lettC'l' z ll.lld try to ueteri.A.ine tl-.B words in 
t! f tuxt uf "1\ich it. !.s & part. Then rr 'lCtJOd to X, -,t.c • 0nf> poin.t in 
r. ~or .if tt-i.s 1s ti .itl. t.he~·e ;.re ft,.';• words t.o scl"ct. rrc...n ara Ute s~arc~ 
need nol, •. c lonr.. Anol.h<:r po.:nt is L:1at f:.h\..:JC .:..11.'requcnt l<'tters a·rc rathe1• 
li.l:el!r t.o bnve O'"'i:?n incorr\Jctly ar3iblled so ti.c re ie an or:ic-rt1.:.1.L1 t~- :·~r 
:.18.k.i.nrt: correcticnF cE-r}J in the ope ::-c.tior • Cncu tl.is rroces:l ~e"-.. · .mrle!" 
wa~· tJ.e corrt.ct.!...:: n:> that &.r~ .1£?.de a.r•· ~>:£ q,o.< :;t.ar.ce in what fol '!..vw3 r.t1n it 
ehould be -:-'°::rnH'1c t.o i1cntif:r subs(;Q'J.ll't ll.~;?'ds that occu?.· in lj.'" ~.!.-~. if 
t.hc;• arc also in t.1.0 sl.ol'ed liat. CJf woi.•1b. 

s. 
C...J rear~ t<> t>e 
wit: thC" word 
c].1)Su1t by an 

Ev.:'~ uation 

A!t'-!r thi..s proccso hos bel.n carried as i"P.r as JX,.o .. ~-~, (' t\:ere 
1.:>t.i1i11t,: no1·•..: t taat ca.i be J.o~a CYC'1iJl. "to t.n,e C'U~ •.: •• , iia:"<'rlal 
sn:~cinF,s :.'ouul. I! uu ! ~1u~lon wa.s found t11: .. w ... lJ t.e d~.s-

·!xt.:~iri:-1.1.ion o;• a humar.. 

'l'he mdhCJO outl incd cu.nr.ot be ~·~lj 3.;_ Ot1 tv ::j ve ... cor1, lof ,... o;o:. it ion. 
:':t. J:'lay bo in. ~!-n first J,lace thai. t.ue !uetlou nc:netiJ!lt B f:i.:.lu \.u d.r.ri. VO ::i.t. 
'"'vcn 'l!l ap1.ro:d.nation. We are r.ot nuch conceruec' w"_11 t. ·~: s ca.r.e b .c'l12no .it 
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is belloved tr.at this on:J.J.• ha.P}:'en11 because_ the mes.sage is b.io .Short. or 
bccauac some or thf.: trocesses ot:.t.lined havo 1101,. been '\Jell t:houet1t out. We 
aro cor:cemed, however, with t.ha eVt··i'Lua.lity that the results are correct 
i."l the main but the rei:ml ts as printod et;Ul 11...'"\.l incom.rlet!' • 

I f • 

It is tho1~~ht that sucJl oaeeo ltould occur and t.urther that in most of 
these caaes it woJl].d be possible for a burr.an being tp look at the prlnt.ed 
ans\irei· and dcduco the co?Tect. a.nswor vcey quickq. This is because the 
human :Qeinr. ha.a relatively large span of perception so ti10.t he cui judge 
by how trord.s fail 'Lo 1'lt t.ogetl~cr what correc"l:ions muat pe made. He can 
al.Ee detect incorrect word division by the samo moana~ 1''urt.hcr, he can 
locate garbles (caused citt:.er by a."l enciphering •rror 9:\" by raulty trwis
r.d.3sion). Herc albo the means is ossentiall.37 a long -porception span • .. 
_ We may al.so sar tru~t we }I.ave not been able to proer!!'I the ma.chine to 

Urake use of the sOI:1EJJ"1tics o! the text but only the structure nn a. rather 
small scalo. It does not np!'Oar thut. the :matter o! semt.ntios vs. structure 
is the same as •.ro natter or lar;~e pcrccpticn span vs. short. span but the 
effect is s:l.milb.r. 

We hh.vc only beer. able to PM:""ra:A irito the me.ct-ine.a· Mans ~r maldng 
USO Of the fine Stl'UCturc aW what i.a looking is the inve~ti•_,n or·~ tno&.r1S 

fc•r !1'18.kin"' an ov.:?rall cxa.':!ina.t.:.on of the ::ncesa11re ar.d take coJr·ectiw ater-s 
jn accordanca wi~h tte :1ndln~3. · 

It n<ay be corcludcd th&t ir1 thl #J.1>senoe ar such mc"ans it is an esqential 
pa.rt. or tre sulution that a huma .. '1. be:i.n:; s.i-oul l examine tl&e t.entat~Vf' 30lution 
Cf.S it. car..cs from tho Jracl.inc. 

If thiB must be done the qw..st.ion ;i.rises whette::.• it. mi&b~ riot be b'1tt.cr 
t.o ha\re the examir.at..!.on nade n.t A.."1 c;. ... ·llcn-~eto.1 e ~· ~l f" proc.·-£!".i ~s. The 
mR.chinG is at : ts teat in tho early .stages uhen what is l"C<:ui rru is co1ll'1ting 
and other simplf. oi:-cr<a.tions. It is not d?ing 1(9-"well in t.t:.u -::;t·:i.r.c~ wt1e:r. tl.e 
la.st few· letters are being fr1trod11ccd one at ~ ia1r..c:. :-1. m~:· be that :.£ tl•c 
pa1-t.ial work were submitt.ed for inspection at a ti.'llo when 90% o~ the letters. 
ha.VI.:' been inserted that a hW!Wl being could complete the solution very 
quickly. Thie woulJ sa.vo quij;iJ a littl~ comparison work in connect.ion with 
these last letters ~d also tl~e ')l()rk a! word division. .:"" 
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