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SOLUFION 'GP THE JAPAMESE "RED MACHTNE"
The earliest farm of cipher messages used by the Japanese
Diplometic Commmications Het jroduced cipber text which conformed
mmunmmw'ammm;mu,mnw-
mwmwnmumm,mmmm
within the mesning of the regulations. This faet posaidly was the e«

Mngmm@héo&a Jepemese to sdopt the type of

,
[ M\' L\.\_L,.ﬁ,qn(.\.-.Lb Caprastnancns ¢.—~‘C— WV

cipmmmmwmﬁm The orthographicel construction

meammzmmmwmmt—m-
consonant end vowel-for-vowel substitutions on their plain text
to produce cipher text vhich conformed to the above-mentioned
Tegulations. It 13 interesting 10 note that none of the languages

_ of the other great povers of the world possessed this charseterigtic.
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the Diplomntic circuits. In the Japanese controlled Far Esstern

net, hovever, mm“wmhﬂnhﬁum
of the year. All these amgnages exhidited the characteristics of
consonsnt- for-cansanent. and vowel-for-vovel substitutions noted

m-i':ﬁu u;‘__":,.. b, |
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: W‘,
the ahove-mentioned type of substitution sud hed indiscriminately
nixed the vowel and consonant subgtitutions; that is, a vowel or
conscnant could be represented either by a vowel or a consonant.

AL
All eipher messages from this date on possessed these same charac-

texristicsa.

Osebe
The smount of cipher message text transmitted por day gredually

- 1934 T
mmw.-mmamupmmm% Sefay

da the machine and 1ts 4dstridution was expanded. Duxring the
Manchurian ingident it was used extensively and as many as ten snd

fifteen masages On & single dsy was not an uncommon ocsurrents in

. dm-\o,ﬂwwc"‘*

(.

4. ,q+...wlw,-1uﬁ~h ety \-L).-Mre.... ub a “”T"" weewrabpbat e

[




S
REF ID:A67330

' can B T ,,,—a-—a;eu-—z\-—ws-———: TN N = e~
Ti__jrj o niempd adme 10 & o« A&, o4 4
' - the Yer Bsstern Diplomatic Net.
_ By this time considerable traffic had sccumlated and it was noted
‘that 8 great many messages wexe being sent in what we called for
lack of & better neme the "Pive-Rmber System.” (Mhis tera arose
;. from the fact that eath message in this system cculd be identified
i by means ef-en indicator -of-flve-mzbers swrrivd-at—the-twni-ef-the
m;) Extracts from these files when subjected to dlagnostic
stndy indicated the following:
1. The text was definitely a form of cipher.
2. e mature of the substitution was such that repetitions
_ were purmitted to occur.
3. A radical changs took place on the first, eleventh,
and twenty-first of each mouth.
b. The keying element produced a very long ¢ycle which at
that tine sppeaved to be cn an indeterminate length.
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" ose these fais vere establisted, 1t ves doemsd to be most

- advisable t0 go back to the sarlier type of traffic axnd concentrate

our efforts on the longest message which could be found. The message
selected had been sent undexr date of Decembexr 21, 1933 and was
slightly over two thousand cherueters in length. The first study
made on this messege was an effort to deteruine if there wvas any
relation anong the vowels, and I{f a sequence could be foxrmed by
mans of a statistical study of sequent letters in alternate
positions in the cipher text. ¥For this purpose a tabulation of

the vowels following each of the vouels at the intervel 1-3 was

made. The results of this study are given herevith.

;_c\_e,_xu.._
e A B I O U X
A 16 19 35 2 12 X
E 7 5 2 2a 13 J33
I 8 13 26 3¢ 17 22
o [33 % =23 13 18 17
v 1 T 17 9 W
YT 2 19 » A 3L
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The best sslection of letiers from the above table produced

t_mm

s

B b

w e

After these tivee latters vere sslectsd, the remaiuing three letters

soemnd to it best in the following arrangement

RPN AP A
233 23 33

Tuls left the problex of auslgemsting the two foregoding sequences
‘o fora one seguence of six letters. mmtucsctthe
Bommjl text sre such that long sounds in Japanese axe formed by
doubling the vowels on vhich the sound is based. For exmmpls,
JGID and BKY0 KYOTET become JOOEOO end BOCKYOO XYOOIEX in telsgraphic
plain text. A tabulation, therefore, of the sequent vowels (interval
La)m_mmmmammmm

sequent in the vowel sequence of the eipher system. The results

of such & tadbulation follows:
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| A .6 9] o & &
| P 5 2 (8 2 3 3
| I 5 6 3 1 5 (8
| o & & o 3 7
; v 90 2 2 6 o 1
T 3 1 5 Q4 o &

W
i ¥hen each af the highest of the foregoing tabulations exs uped to

build up & chain of letters the following sequence resulig:

2 b é
“’ﬁ% x‘”%*i‘
9 13 W% 8§ &8

O Poli=

It will be noted that this reswitiag sequence corroborates the odan o
- m.a_?..m.b‘,w
i Lt G m@tmﬁmt&MMm&eMl—&
The fact that & sequence could be derived from the intervals

1-2 and 1-3 when coupled with the fect that repetitions occurred

in the eipher text itself led us o believe that the fundamental

seture of the cipher machine used was somevhst similar to that
used in the Kryhs cipher mechine, but the stepping interval of the
alghadetic seguence had to be mOre or less regnlar, eves though it

‘
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| profmed & long keying yeriof. The cbvicus step was thevefare to
make an attempt to reconstruct the eonsonant sequence incorporated
in the mechine by means of the same sort of statistical tabulatiom.

e Renh of wetnad Dong wacees .
m:uMmme},mmnuﬂnmmuthmm

j2d
mmmumumﬁzﬁmumw

; to roduce a seguence which could be uged with any degree of suxety
. Qg - ; S
&mwﬂgmkv --C_en--‘-v"'-"-“"*1~“"“
that the errangeasmt of the lotisrs was coxrrect. Jothis-wessen e eho
cljpdibiton
. A . Lldiin g Ty
@ova’ﬁuitmwuh“mwmamamm ‘j‘"r"‘*."‘g’ta*
. Bt e
in vhich considerable treffic was available, snd make an attempt [ivo 9 &
.L.a T
J‘h,ww
by statistical means to determine the length of the keying cycle A fundes M

H-uun‘&"‘-r“!.l'.d-
applied to the two sequences. wts x-e.*:t:L
NI, N an.J-ﬂ*h !H‘H:';._, ovntatte fod 5 Ha i“(’gﬁ*"l"'&"__’:&'
the second ten days '.‘"‘-EE-E:‘*" A
. i . \ ‘ g M
of Deceuber 1930, apd )1 musages boaring the dates December 11 mkw-m-"*
TR IR LT A e e gt b " ef
0 20 were selected exd frequemcy tebies msde for emch. Rumerous - Soi-dv
—-*'i ' ALALTL, wena a.m}&
_ [ V. 4 odeo a
sepetitions were found, and wost sotewertdy of-pii-the-points e
| q e Ra 1
e € vttt e kT Lo Sy e 2
| Dokdced-was that six of the twenty-six letters stood out in frequemcy 4&.ld
; Ry
: : ' ﬂ K
: wetl sbove the other twenty. When thess letters were wvith their &4-.:.,'
I .,M,p-él‘-'f_f"" Y '
wo 3t b e
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mmmmmmwu&m
porcentage obtained for—thum from an sctual comt of their occurrences
nhmqew %d....,'..w’).

his cbservation led at coce to the cbvious couclusion that the
cipher mochine was eggentially the same e that used in Decexber
1933, anl that the aix vowels were replaced by s mixture of vowels
mwmmwmmmw-uxmm
of the alphsbet. The question then orose: “Can the method used
for the reconstruction of the vowel sequence for the message of
Decenber 21, 1933 be applied to reconatruct the coxresponding
sequence of six letters used in the period of December 1l to

1936 '

meam-z;g" Inagmach 88 these six letters of high frequency

of cccwxrance in the cipher taxt for this period were the letiers

B, B, I, B, 0, anl X, 1% was thought that the charecteristie
tendency of the letter "0" t0 goour &8 & plain text doublet
xight permit the use of the method vith some success. The method

8
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| from all the mssages weee, Wil ss-a-dasio-for-the tsbulstiong. .

d“
mmu#mmwmmm,
wmntil finally attempts to reconstruct the ssguence were thrown swey

! i diagust. However, it vas moticed that within a single long

meBoagn, mmu&ﬁmux-zmmmmu,

but vhen compered with tabulations from 6 second long message which

also gave somsvhat conpistent results on the gaxe interwval, the two

sequences formed were the exact reverse of each other. |

This last obearvation led to the advicus intermetation: In

soue nesseges the segences vere used in one direction, while in

! other megsages they were used in reverse directions. Accordingly,

an effart vas made t0 segregate the nesssges of the period uadex
i study into two classes, one in vhish the sequances wire used in a
relative normal or direct erder, avd & second in which the seguences

wxe uaed in & relative xwverse avder. Hepetitions Detween messages

| gave & £ira besis for classification into these two cetegories, and
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catagories without much guestion. When tasbulations were mede on
the basis of interval 1.2 for each eategory, the seqgencss recon-
mumm,m“mthmechcﬂsnu
,a,\—ru..gdh..;.w.,-
mmnmmm,mm
ohservation that a means of reversing the sequences had been
incorporeted in the machine in its comstruction.
Up to this point nothing had been discovered vhich tended
%o discloge sny clues ss to the lemgth of the kmying cyele. In
discussing the results of cwr studies wvith Lieutenant Wenger#
of the Navy Code and Sigmal Section, Ir. Friedmon wves advised
by kim to make & stuly of the messages mesd on the sssuption
) &v:vb.
that the dbesie Xeying cycle wus a regult of superixposing & btesak-
Mdﬂnwmtdhm“ﬁmm. Bince a

mhmﬂmmmmmn’\mm
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tyaffic, he thought, that the Diplommtic Net might use a-similar

machine. mmmmtmm-morw
teath, on vhich scma teeth were inoperative, and which coused &
M
mcmnmmawmm‘;ﬁm,
et .

m&dhw&(&hwxum-m
letter. Ope, two, or three teoth haid been found to be cmittied,
and the Tesultant Juxp or skip corresponding thereto consisted of
one, two, ar three letiers in the alphsbet sequences. A4lso, in
sone messages, the two sequemces would be used in one direction
mnmstmmum,ﬁwwﬂa*m%hwmw*
B> Cdbsn it *‘-WGUMMM

Aecordingly, it was concluded thet separate coincidence tests
cught to be znde for the six letters and forr the twenty letiers.
Based on the product of each the mmbers from 30 up to 47 with six
snd with twenty, the total length of the lkeying cyele far each.

8ince 31 x 6 x £0 gives a product equal to 3,720, =nd since we had

2o message of even bolf that length, such & coincidence test vas

impossible. However, if only the letters in the six sequence were

v g
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" considered 1n the coincidence test the grestest length for the cycle

wes product of A7 and 6, or 28} Vith this i xind, the nessags of
Decesber 21, 1933 vas stulled, und coincidence counts for the pwoducts
csuﬂ;mumm-mntawmu,mm
only the vowsls in our counts. The greatest mmber of comts ves

obtained for the interwal 1 - 255; which indiceted that the boeak-

vheel hod A3 effective toeth.

Insofsr as the messags of December 21, 1933 wvas concerved, wo . i-
could b %\—;MW&M‘?"
wwhmthat&tmmwﬂmdaowm
mbw

possessing the following chavasteristics:
1. The machine vas sizller to the Kryha in operation.
2. Instesd of one sequence of twenty-six letters ss in

the Kryhs, two sequences, one of twenty cousonants and

méﬂnot.dxmmw.

T

3. mm&wm

MM»&_ o Logtia.

4, fhn&h~%&ﬁuwm@¢~vmeﬁw(c*b&>
MMW ‘e_‘a""""“ MML “(MW
ot AvONIE, e, olon "E“"“"“"Q ¥

T L, T '=""f‘~ o =
e o




|
|
|
i
i
|
|
!
L

REF ID:A67330

. e e T TTTR T
e 2 - TR . ; - o)
R E . . g e : ;oo
- oY - __ o WS A 2T o aals” . ew e’ o 4
T < 4 i e

The last two points noted above led to the following pxroposition
mmlumoummwmmt@mmh
ascertained by attempting to decipher the vowels, sssuming (1) an
effective cycle of 43 echaracters and (2) identical sequences for the
plain and cipher componsmts of the wvowels? Bince the plain-text vowel
coubinations YUU and YOO were of high expectancy in Jepenese plain-text,
these conbinations mist be represented by certain of the three-vowel
combinations appeering in the cipher text. Also, if the agtion of the
cipher machine was similar to the Kryhs, vhen the nmessage was written
msﬂdthct;3mm,thedfoetdmmm1mﬂdhe
pogressively constent down each column vith & corresponding constant
columay displacement or stepping of the alphabets, Aceordingly, the
mmpummmmtmmmummmamm

of 43 characsters and t0 look for favarabls spots to check the thyee-

vowel cipher conmbinatioms appearing in the same three coluwms.
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was noted that in the last three colums (columns M, 42, and 43) two
sets of three cipher-text vowel cambinations appesred. The combination
00Y ves found in line 18 and the coubination OUD at line 36. These
vare considered particularly favorable since by inspection it was
noted that the last two letiers of each, OY and U0, vere sequent letiers
in the sequence AUDOYIR which resulted from the interval studies noted
ebove. Also both combinations of eipher began with the letter O,
whichitmhapedwﬂdremmtplﬂn—tat!. It vap easy to test
these possibilities Dy simply completing the eipher ccmpouent and
determining if the plain-text combinations YUU and YOO could be logically

derived. The results of this test ere shown below:

Line 18 Line 36

-3 3 N L -]
oG NMrqOoa
AP QAL O

4 ©
O

SPWH4O
HMIOSDWHHKO
OCh>Wrd

carn
-3 3
odd>
-8 3 J O
b 204
Cl = 04
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It was most encouraging (in fact, it vas cos of those rare exciting
moments in a Wﬁ life) to note that both plain-text poseibilities
YOO and YUU underiined sbove resulied from a simple step-hy-step pro-
gression in identicel positions from lines ssparated by a multiple of
6 (36 ~ 18 « 18). Obviously, the next step wvas to extend the test
_'beymdﬂw_aeﬂn'ae.colm in both diredtions, to see if further ensouraging
e;rmaxiceeamnbemmi. A sectlon of oipber u@um:ﬁmmn

portion of line 19 which followed, was selscted because this part of the

mtcontnnhdahrymmberorvmh. The results are shown below:
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The underlining above indicates the pattern of a simple lﬁap-by-step

| advancement of the vowel ciphex component m-@h slde of the plain-text.
!DOMM. mntmm:;wlﬁWmcolmazmks
locked very good as plain-text; likewiss those of line 19 from columns
1tnrmgh7mammmu§; Vuile the latters rreceding colum
32 wvere not very encouwraging, it was concluded that it mightﬁ expecting
oo much .to hope that the simple astep-by-step pattern extended without
'mwionmngutamhorcwm.

The results of tue foregoing test, while not contyedictory, were
a8till not conclusive, and additional testing was needed. Accordingly,
1% Ve Gecided to exauine other sections of the cigher text using
ﬂuawnemmw It vas noted that, in colums 2, 3, and b, there
mawocmmumamm,mmmsmmmmm,.
sindloy in pattern to those found in colums bl, 42, and 43. These

canbinations appesred on lines also sepsrated by s mltiple of 12

{20 - 8 » 12). The test for these combinations follows:
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23% 234
Idne 8 ERA Iine20 EIE
AAU AR A
vUo VAU
00i¥ 0 Ul
Y1 Y0Y
118 IYI
BRA EIE
AAU ABA
vuUo VAU
00Y ouo
YYIX YOY
IIE IYX
Tentative Y0 O YUU
Platn-Text

mieuppem-of!obnndminnhtdpmtumam:om
nmmtomnnnuwormpanawumﬁupthsmmn-m
it was concladed that as the next step efforts should be made to relate
the averlapping texts of lines 15 and 19 with & view to ascertaining
tmemmmrumuummocmaﬁmln@mm.

mnnmmmgﬁmnuwumhummmwmmumsauu-mw

ascribing the alphabetic designation to the tentative plain-text:

Ciphex AUOYIS
Alphebet 1 AUOYIE
2 RAVUOYIX

3 IXAUOY plain
& YIRAUO
5 OYIRAU
6 TOYIRA

The results of the applioation of this square to the texts of lines

18 - 19 and lines 19 - 20 are as follows:

37
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Colum § IIFFPITPBPOMNMMILZINSGE6T78910111213
Iines 18 -~ 19 A ULAACTIOOTYOGOORIBING QI HO

Tontative Platin 0 O -« B I - A Y 0 0-EBX«X-Uow - I = A
Yool Alphabet # 5 6 1 2 3 b 5 6 1 23b56123h5 6 1 2 3
ums_i9-m EAWVOGCAZDAUTEIBEREUPRI UDI L
YUU
3b5

w&ml:bhi‘:ﬂ' \%_ALMM%,LG‘L-’! < t [T M\I,%,Md
~Sheforegoing led to the comslusion that the relative columar

) ¢

displacement vas a multiple of uiz)hu u)nd it vas quite possible

that this displacement resulted from the application of & L7-tooth

vheel to the alphabetic seguence. If such were indeed the case,

then it appeared that all the vowels in column: 34 through colwmn
b inclusive could De reduced to plain-text, assuming of course the
stepping pattern t0 be constant through these colums. OGbviously,

the naxt step vas {0 apply the alphadetic degsignations to theae

feise 19 - >0 ‘S“"’
of the-work-gsheet and derive the plain-text f the vowels. The results
of this test sre-shomrin-Pigwre—.- g-rf-ﬂ""”

™e plain text results for the vowels seemed most satisfactory;

however, the gquestion of vhat to do about the consomanta still bed

18
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40 Do emswered. After giving some thought as to the desirebility of

cqnﬁmhgmkmmmh,itmmmmtmwku
‘- the work on the consousuts needed to be dome. Also, 1t was thought
| mtummmmasm%mmww

to two sequences, one fuxr the vowels and the other for the comsonants,
i 1t would be possible to [roject its effect to the conscuents and test
the results statisticslly. If & A7 tooth motor wheel wes used and it
caused a aingle step displecenent of the consonsnt sequence for each
lstter enciphered, its effect vould de to displace the sequences &
total of 47 steps betwean sdjecent lotters reading down the colum of
the vork sheet of Figwe _ . Accordingly, starting srbitrarily with
any given letter of the section Detween column 34 through column 7

| inclusive, it vould be possible to asoxibe esch of the consomants of

this section t0 one of twenty alphabets.

If the foreguing sssmuptions were carrect, the frequncy of
ocourrence of & given oipher letter in each of the twenty positions
_! would comrespond t0 the plain-text expectansy of the latter it yepre-

sented in each alyhadet.

TTn o TTEY - T Iy T T
N T R -t 7 .

|2
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It wvould therefore be possidbls to recover the cousanant segquence

by tebulating the gecwrrences of esch cipher letter in each of the

twenty siphabets and matching these distributions egainst each other.




