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SECRET M-

Historical Background of Traeflfic Analysis apd Communicetion Intelligence

1. Introduction

8. Geperal. When 443 traffic analysis begin? Who was the firat
to perform traffic amalysis and vhat were the circumstances? In searching
for the answers to these questions, we soon renlize that traffle analysis in
in reality & very nev subject becense 1t is dependent primerily upon the
existence of ralio commnication. The related field of cryptanalysis is bun-
dreds of years old--writings dating back to the year 157k sre recorted.l But
since radio was not fnvented until 1895, and not put to common use until afier
the invention of the vacuum tube in 1906, traffic smalysis and radio commmi-
cation intelligence are still less than 50 years old,

b. History of Electrieal Commmmication

{1} A quick lock at the history of the development of electrical

communieation will help to give us a backirop against which we can study cormmpi~
cation intelligence's begimmings and development. Morse invented the first
gractical electrical telegraph in 1835,° and Bell invented the telephone in
1876. The theory underlying radio communication was established by Maxwell
snd Hertz in 1865, but not until 1895 414 Mercont send a message, over a dis-

tance of 1 3/k miles. Several years later, in 1901, he received a message in

: Bieo Bimonetta'’s mazusceript in Letin, written in Pavio, Italy, b July 1h47k.

Ref. Articles om Cryptography and Cryptanalysis, sp—sitw p. 187.

2 As early in 1753, & letter to the 8cots zine in Seotland suggestied e
®oith ball telegraph® which would consis¥ of an lpsuiated wire for each letter
of the alphsbet, epnding in s light ball suspenlled over a plece of paper with the'
letter written upon it. As an electric charge came over the wire, the ball
would attract the paper, and messages could thus be spelled out. Twenty years
later such n system was built in Switzerlapd, amd in ether countries. Spark
telegraphs, telegraphs which indieated letters of the alphabet by electro«
mpetic deflection of neeldles were Geveloped In the early 19th century,w-~
Encyelopedis Britamnica, 1952 editiom, Vol. 21, p. 882.
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Newfoundland consisting of the letter "G" in Morse sode sent across the
Atlagtic from England by assistants. De Forest in 1906 invented the vacwum
tube, which mede possible grest and repid sdvances in the development of
yadio, In 1909 the practical side of raldic was dramatically brought before
the public when 1500 lives were saved by the use of radic after the collision
of the Republic and Florida.

{2} Radiotelephony developed in the decade from 1910 to 1920,
sl commereisl radio hrosdeasting began in 1920 by the first station, XIKA,
Pittsdburgh. One of the first raldio programs to reach the public was the news
of the outcome of the Harding-Cox election returns in the seme year. Tele-
printers and “teletypewriters” started to come into general use shout 1525,

slthough farms of “printing telegraphs" are as old as Morse's invention, since
his first model (printing Gots and dashes) was & printing model. Television
vas eounceived ag early as 1920, and experimental bhroadcasting began in 1937.
Frequency lochﬂation (") ves invented as recently ss 1939. Fecsimile, which
is »ot really a single device, but a Wiole eategory of devices, dates back to
1843, vhen Alexanier Bain cbtained a British patent covering the principle of
#lectrical transuission of pietures. Other sarly workers 7 included Arthur
Xorn in Germany, Bdousrd Belin in France, and many others.

=, gz_._i_gg Use of Rlectrical Comminication

{1) The first use of electrical communication in time of war

was in the U.B. Civil War, vhen telegraph was used for calling up troops of
the Union axmy, and used for the fivst time in a wor in the field., War news
bad travelled so slowly before that time that in 1812, General Andrew Jackson
wm a victory over tbe British at New Orleans two weeks after peace had been

2
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walo.d Radio wes not put to sny practical milttery use in the field prior
t0 Warld War I, although the British experizented with i% in the Boer Ver in
South Africa in 1899. The first fleld rsdio equipment in the United States
Army sppeared in 1903, and wvas used in n;muvers heid in Kentucky. BSince
1906, the principal armies of the world have had same radio cquipment.h

{2) Radio was soon recognized ss a walusble means of signmal com.
munication fox forces whose wovements were rapid. In World War I, the British
sxtered the war with radio provided to a limited extent for independent cavalry.
As the war progressed, the use of radio increased, and by the end of the war its
value hed been demonstrated not only to cavalry but also to sviation, artillery,
tanks, and forvard infantry units of the nations om both sides of the conflict.

{3} Petween World War Y and World War 1Y, there was a period of
Ifwrther stealdy development of radio for military use. When Vorld War II began,
¥sdic was universally regarded as & useful commmication means in rapid-soving
conbat, and most armies were well-equipped with radio. There was for the first
time extensive use of frequency modulation, particularly in front-line commmni-
cation, snd frequencies in the very high range, Teleprimter commnication was
uséd for high echelon military commmication of the principal warring powers,
sxcept for Japan, which was backvard in this regard. Rediotelephone was used
extensively at low echelons and in aobile operations.

{4} In the following parsgraphs, we will survey highlights of
the history of commmmication intelligence from the standpoint of traffic analysis.
Becouse they are en integral part of the sawe story, cryptenalytic develomments

will be discussed alszo, but in mxch less detall.
-'-—3--———- Voolclet Published b Emcychopaedia Brhacaica
N Modern cmatmn,Am#., P. El.r =p
Noran, Maj. K.B., in an article, "Povers and Limitations of Radio Commmuni-

catlon vithin a Modern Field Axmy," . 91, July- L
1936, Beprinted in Articles on Cry; h,fmﬂﬂ’gﬁ”




a. The first record of radio intercept for intelliigence purposes
4s in 1908, when the Austrians intercepted Italian radioc treffic onm the con-
tivent and at wes, and perforsed eryptanalysis upon it.” The Austrisns were
baving a dispute with Itsly concerning the amnexation by Austria of Hosnia
s fSerzegovina. In 1911, the Austrians intercepted radlo traffic from doth
sides in the dispute between Italy and Turkey-~the first time that a neutral
4hird party followed the wilitary operations of two other nations at a 4is-
tance, wove by move .G

b, Also prior to World War I, the French maintained an organiza-
¢tion called the Deuxieme Pureau of the Frepch General Staff, which followed
foreign radio traffic (especially German and Italian) for the purpose of devel-
aping knowledge which eould be used in tizme of war.!

¢. Although there is no record availeble to this writer of British
activities in this field prior to World w;r I, 1t 1s Enowp that sctive inter-
cept qfﬁmmmdhwtraﬂiehwlbesunnuhefmthem. The
Russians, Germans, snd Ytalfans spperently were still quite inept in the field
of vadio intercept or commnication inmtelligence &uring this period.

d. The United States 4id not degin its radio Intelligence work
witil during World War I.

3. Apslysis During World Wer I (191k-1018)

s. Geperal comment. It is of interest that the texm "traffic
suelysis” does not appear in any of the svsilsble writings concerning commani-
egtion intelligence activities prior to or &uring World Wer I, but the tech-

4 Gylden, Yves, The Contribution of the Cryptographie Buresus in the World

War (World Wer I), THEDFRGSEEDY, 5.
¥licke, Wilhelm F., War Secrets in the Ether, Parts I and II, {RESTRICTED),
?. 2,3 )

T fv14, p. 5 =g
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niques we now regaxd &s comprising traffic analysis were used sxnd spoken of
as "H/T Intelligence,” “radiogoniometry® (i.e., &irection finding), "radio
work,” "evaluation,” and simply "analysis.® It was apparently not until
World War IY ar the period preceding it that the term "traffie analysis™
appeared.

h. Ibe Allles

{1) According to evailable reference documents the British
sx»d the French appsrently were the first to put to practiesl use the tech-
tigues of traffic smelysis; both were wsing studies of this fype in the early
gart of World War I. Concerning the British effort, Flicke tells us:®

¥The English were the fivst in World War I to create a
fechnically exact and fast vorking system of evsluation, a system
which can be regarded as modern today. 'Direction finding! sta-
tions were connected with esch other and with the central office,
and 1aid out here by the aid of silk threads on a great orientation

mounted borizontally. In the cipher bureau sat the

vho day apd night deciphered every incoming intercepted radio-

gfax. An smormous card file containing all station ecallsigns which
bad hitherto appeared in the intercept service, along with all other
wvillable data, and this made 1t posaible to recognize currently
the systems according to which callsigns were changed in German
txaffic, 1o reconstruct these, and even to tell in sdvance what
eallsigns this or that Germen station would have tomorrow ar day
after tomorrow or a week hence. The collaboration bYetween direc-
tion finding, evaluation, and deciphcrment was sensible and well-

organised . *
Gylden, a Bwedish code and cipher expert, wFiting in 1931 along similar lines

gsoncérning snalysis done in the Rritish Nevy, uyazg

*By & eombined is of the location of the stations sending
the raliograms, the ignals (i.e., eallsigns), the amount of
traffic, and partial eomplete cryptographic solutions, the coop-
arating radio and cryptenalytic mervices succeeding im very greatly
facilitating each other's work and were able to Yring the comnenier
ﬁrtg:e {n'ituh Fleet extremely valuable strategic and tectica) infor.
mation.

1
:
:

Flicke, War Secrets in the Ether, Parts T and IY-(RESTRIOSED), p. 118

7 Gylden, The Contribution of the Cryptographic Bureaus in the World Var
{Wor1d Var 1) {RESTIOOEGDY, 3. 20
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{2) Barly in the war, the Prench also were using techniques
which we now assoclate with traffic amalysis. They were able to distinguish
the various German radio stations on the besis of the mumber of radio stations
sach contacted, and the durstion of the sctivity of stations, and by the call-
signs. Results obtained were studied against decipbered radiograms, and the

" sctivity of types of units and specific German units could thus be followed
4n detan .0

(3) The United States entered the war st a comparatively late
date, in 1917, but for the period of our participation in the war, our Radlo
Intelligence Sub-Section mede sxtensive use of traffic anslysis principles,
particularly in conjunction with direction finding. As ememy codes became

‘more &ifficult to solve, increasing iwportance wes attached to the Radio
Gontometrie (direction-finding) Bervice, Moorman tells us.'l Another traffic
spalysis technique, ntuay of message wolunes, was used dy the U.S. in studying
Germen high command messages enciphered in a system called the "AIFGVX" system,
By muking a chart based wpon the mmber of such messages intercepted, St was

possible to discover certsin things adbout the tactical situation, and, with
12

seme degree of sssurance, predict what might happen.
(i) There is very 1ittle fnformation concerning communication
iutelligence nctivities of Russis, Italy, or other Allies in World War I,
but they are belleved to have been limited in scope.
e, Central Powers

(1) T™he Germans entered World War I ill-prepared for cxrypto-

graphic snd eryptanalytic work; there vas a lack of understanding of both
L Ivsd., p. 31. Also, Flicke, op. cit. p. k3.
! woorman, ¥raok, Bedio Intelligence Section, Genersl Staff, General Head-

g%ggrs, Aﬁ't Yinal mﬁ ﬁf the TRESRNIEHRD : D

¥riedman, W.¥., Commmications Intelligence {SECRET), s lecture
29 Septesber 1950 — ’ !
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£




- REF ID:A676%98

£42lds, sad tn the Services there was a lack of persomnel weysed in these
mm.‘s Por the period 191k to 1916, the Germans 41d practically no com-
sunications snelysis of any sort, although they were early slarted to the
valoes of commmication intelligence &uring the Battle of Yamnerburg in
Angust 191%, when the Bossisns used radio extensively for the transmission

of many messages in the clear, and the Cersan High Command made many of its
erucial decisions based on the knowlsdge t‘msgimd.lh The Germens came to

be moxe efficient in this field toward the end of the war, although there is
e evidepce that they performed inmtegrated amslysis studies of the type carried
on by tha British and the French.

{2) ™e Avstrisns, as we have poted, already had s erypt-
snalytic service before the war, and were thus shle to gain almost immediate
smecesges in this field agalnst the Russisns. A succession of cryptographic
apd commnication Mlunders on the part of Fussisns made it possible foxr the
Aunstrians t0 know intimate details of the Russian‘'s troop dispositions amd
fntentions. Against the Italians, the Austrians used some of the methods of
tratfic soaliysis. Cylden writea:

"During the frequent changes of call signals sade in the Italian
, ‘the great majority of the radio stations tried, for purposes of
#ontrol and check-up, to get in econtoct with the other radio stations,
Yoth those located near them and those located far mway. This gave
rise to the circumstance that many siations which hed been silent for
sone tme betrayed thelr location. They were identified by raudiogonio-
setry. We can realdily understand the importance for the Anstrian Com-
mand of being able in this wey to check up periodieally, at lsast in

the main, on any changes that might have been made in the grouping of
the Italians .*

i

w W‘, @- Git-, p. 17’ h'3
. ¥licke, op. eit., p. 27 £¥.
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Later in World War I, Italian eryptogiaphic systew underwent vast improve-
sment (probably as a result of assistance from the Premch), snd subseguent
results of the Austrian intercept s2yvice were as a result of techniques
other than cryptanalysis--probably including direction finding, traffic
snalysis, and espionage .15
k. Apalysis Between the Wars {1919-1939)
a. QGeneral Comments. Developments in the field of camminieation

intelligence between World VWar I and World War II were slow--there was mat-
urelly & great declive in efforts in this direction. %The writer has been
ahle to find mo record of rafdio intercept in comnection with the only large
uilitary sctions in the period, the Itallan.Bthiopilan war in 1935 xnd the
Spanish Civil War in 1936. In general, coganizstions performing aunalysis or
cryptographic development were cut to miniwnm size and operated under aiffi.
sulties. It was, however, a period of development; in Burope, nations fol-
lowed each otherts military maneuvers and minor skirmishes, and in America
there were developments in the field of cryptography.

b. United States. The Cipher Burean (MI-8) in the Milftary
Intelligence Division of the War Department, which had been created on

10 June 1917, moved in August 1919 to Mew York City where it continued to
function until Novenmber 1929 as a highly secret and well-hidden signal intel-
ligence agency of the War Department, This group was the “American Black
Chaxber,” concerning which H.0. Yardley, its head, wrote g book after it was

4iscontivued in 1929 vhen the U.8. Btate Department withdrew its shere of

funds supporting the organization.l6 There was continuous effort in the
5 Gylden, p. S0, 81.

The publishing in 1931 of Yardley's book, which discussed techniques of
cryptanalysis of codes vwhich were still in use, has been generidlly blamed for
mking the tasks of all commnication inteiligence much more atfficult than
Tormerly. Its revelation of the solution of Japanese diplomatic messages re-
lating to the Washington Disarmament Conference of 1929 1s believed by manyr
'{’,’;’?,"3'?' %o have led to the Japanese demmciatim of the nsval limitation treaties

8 :
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communication intelligence field by the U.3., however, because s seperate
group in the Military Intelligence Division vhich had been ia the code
eoppilation business from 1921 to 1929 was transferred to the Office of
the Chief S8ignal Officer in 1929, and wus given hoth code compilation and
solution responsibhiliity.

Yor the perfod 1929 tu 1930, this amall group, sufferping from
iack of ajdequate funds, operated as the Sigual Intelligence Service and
1aid & groundwork for later expansion. Plans for this expension were
stcelerated in the period following the mounting tension in Europe; inten-
sive training of selected people in cryptography and cryptanalysis was
undertaken by extension courses, and steps were taken o improve United

8tates eryptographic syatems.
e. ¥rance, Great Britain, and Other Countries. According to

Flicke, during this period the French had an active intercept service vhose
focal point was directed toward the cbservation of foreign armies. The
British mintained a comprehensive effort aimed at complete coverage in the
intervational political fileld, The Itallaps, although well equipped from
& technical standpoint, fell far behind the British, Germens, snd French,
in the fisld of resulis. ¥Ylicke also asserts that many other countries,
fucluding Cyechoslovakia, Poland, Russia, Austria, Hungary, ¥Finland,
Iithuania, Spein, Yugoslovia, Norway, Demmark, Portugal, and Sweden also
meintained communication intelligence efforts on a larger or smaller degree.
The cooperation between varicus cambinations of these countries in the
fntelligence field was & tangled web of intrigue and eounter-intrigue.l7?

4. Germany. After World War I, there vas a cutting back of com-

mounication analysis effort in Germany, but at lesst a sub rosa contimation

I piicke, op. ctt., p. 22 ££

s E Em‘. i -
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of 1t, Flicke tells us.” There were two organizations at the time, ona

ia the Yoreign Office carrying out cryptannlysis of foreign diplomatic
eryptographic systems, snd the other, in the Ninistry of Defense, crypt-
enalysing and evaluating results of foreign military radio txarfic. The
smphasis in the latter group vas on the “evaluating,” which included
systematically pilecing together mumerous single phenomena in foreign radio
traffic for the purpose of getting an over-all picture of the situation
in the ares being observed.

Beglming in 1928, there were a muber of military mancuvers
which gave the Germen amalysts good experience., Im that year, the British
held Rbineland mancuverd; in 1929 there were maneuvers in Czechoslovakia}
in 1930 and subsequent years there were s series of French militery and
sir mneuvers vhich were obaerved by the Gemnz.lg

¢. Jopan. Very little 1s known concerning the efforts of the
Japanese in the field of communiecation intelligence prior to Vorld War II.
They apparently performed 1little original analytieal work, Judging by the
writings of Towhiyukl Yokoi, a Japanese Naval eryptanalyst.m They solved
a U.8. Bavy strip cipher in 1932, and succeeded in surreptitiously photo-
sraphing an American diplometic code in 1933. A Japanese naval officer and
an ;nhtaub came 40 the United States in late 1937 and travelled all over
the Bast and West comsts, secretly imtercepting U.S. Naval hroadcasts and
plecing together information concerning our Navy's performance, morale,
and #raining routives. By 1938, the Japanese had intercept stations throughe
‘—.jlj;;l—:l:he, op. ¢it., p. 166 -

Flieke, 1bid., p. 151

20
Yokol Toahgllkl The Jepanese Version of the Black Chanber, 1ished
by m‘l‘m é Ir"'3 - ’ Flm

e . R
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3
out their entire Pacific Ocean ares, ani after studying ammual U.S. Naval

mapeuvers, Yokoi reports that "4t was possible to obtain fairly accurate
sstimates of exemy conditioms by the use of the wireless direction-finding
apparatus and by lsarning the enemy's commnication condftion even though
the enemy codes could not be read. It was learned that this was very ad-
vantageous when making an estimate of batile plans.”

5. Apalysis During World War IT {1939.1945)

s, Geperal Comments. During World War II there vere a muuber of
dramatic incidents which bad behind them accomplishments by the cryptanalytic
bureaus of the varring nations--Yemamoto wag shot down; the Battle of Corsl
Sen wes brought to & successful conclusion largely as & result of successful
United Blates cryptanalysis of a Japanese Naval Code; throughout the war
the Allies were successfully exploiting Germmen eryptographic systems. On
the other hand, the Germans were successfully reading many Allfed systems,

vwhich, for exmsple, accounted for Rommel's initial successes in North African
battles. Behind all these successes, however, traffic apalysis vas playing
its part in s very wvalusble way by providing a stesdy flow of intelligence
$anformation throughout the war when successful cryptenalysis wvas not posaible,
s by providing s framevork within which decrypted messsges conld dbe inter-
preted vhen cryptanalysls was successful. The importance of eomsunication
ixtelligence in World War I is probably best summarized by the following
statenent which appedrs In the Report of the Pearl Barbor Investigating Come-
mitee of the 79th U.8. Congress:
- "All witnesses familiar with communication intelligence mat-
#risl throughout the war have testified that it contributed enor-

msly to the defest of the epemy, greatly shortened the war, and
saved mny thousands of lives."
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b. IUnited States.

)

aeat

ey,

.
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{1) During the esxrly pert of the World War II, the commni-
cation intelligence orgentization of the United States War Department under-
wert 8 sexrles of changes in 8esignation, Yut for the last two yesrs of the
war, 1t vas called the Signal Security Agency. On 15 September 145, it be-
ecame the Army Security Agency, sud was detached from the 3igonal Corps, and
established as a separate organization unfer the assistant of Chief of 8taff,
G-2. During the War, the United States Navy maintained a separate commani-
cation intelligence organization, called OP-20-(,which covperated with the
Army orgenization. The Army Becurity Agency had the sssigmment of producing
commmication intelligence of both enemy ground forces and enemy alr forces!
OP~20-G bhad the mission of producing communication intelliigence of exemy
Raval forces.

{2) T™e United States anl Great Britain cooperated in the
coemmmications intelligence field throughout the war. As s resuit of agree-
ments made during 1942, the United States sccepted primary responsibility
for producing intellfgence concerning the Japanese in the Pacific Theater and
Oreat Britain had sz 1ts primary responsibility to produce intelligence con-
cerning the Cermens and otbers in the Rwropean Theater. YThis dlvision of
affort applied to all the military services, and to btoth cmt;nalytic and
traffic anslytic effort. Intercept coverage was split roughly along the
sapé 1ines, but both ourselves and the Rritish provided supporking cover and
limited snalysis in the otber's sphere of responsiblility.

(3) A great deal of success wves achieved against the Japanese

in ull phases of the commnication intelligence effort; Jspanese srmy, air
foree, anl navsel codes ylelded to cryptanalysis, and traffic snslywls provided
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& contimiing plcture of the Japanese radio nets. rield_ rocessing centers
located in Australis and India vorked on the Japanese army snd alr force
problem, but the main effort weas in Washington. The main effort on the
Japanese ngval problem was in a field center in Hewali. Other supporting
naval field centers were located in Australie and Ceylon, snd speclalired
technical research vas carried on in Weshingtom.

(%) In the first year of the wer, the United States studied
German commnications, but after BRUSA (British.United Hitates) agreements
in the field were resched, the primery effort was carried on in England.

e, Great Britain and BEritish Comonwealth

(1) The British communication intelligence organizetion wes
called Government Code and Cipher Scnool (G.C &L .8.) during World Wer XII.

As intimeted in the previous parsgraphs, the British snalyzed the German‘s
eommunications, and also those of the Italians, achieving great success
both from a traffic snalytic and a cryptavalytic standpoint. The fact

that the British had contimued intercept efforte in the period between the
two wars enabled them to change quickly to a wartime footing with a minfmum
of wasted effori. Im addition to work on the two major enemy targets, the
British intercepted apd analyved the radio traffic of many other Ruropean
nations.

{2) Australis and Canada hed fairly large commmication intel-
ilgence organizations Suring World Wear II, both of which were directed pri-
narily ab the Jepanese problem in the Par ¥ast, and which worked very closely
with the United States.

4. Russis

{1) Little informetion is svailmble concerning the aperations
of the commmieation intelligence organisation of the Soviet Unfon during
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World War II, but it is certain that its effielency hsk vastly taproved since
World War I. PFlicke, speéaking from the viewpoint of the defeated Germans,
vextured the opinion that the Russians lost the ralio intelligence phase of
World ¥ar I, but that they won it in World War IX.%} They bad taken tremendous
strides in the field of communication secwrity since their World War I errors,
and on the basis of avallsble documents, it can be assumed that by the time of
¥orld War II they oot only possesgsed knovledge of advanced uryptaq’alrtic tech-
aiques, but also were well aware 0f and used traffic analysis potentialiities .22

{2) Flicke reports that from the spring of 1942 om, the Rusasimns
wire éxtremely well informed about the Cerman combat strength, imtentiomns, and
a1l phases of their battle order. Although wuch of the information probadly
saoe from partisans, some from prisoners of war, and some from agents, there
was 1o question in his mind but that the Russians must hsve succeeded in resding
Gerzan eiph:ars.

{3} A partial pleture of the Russian intercept service in the
surly part of World War II is given by an interrogation of the former cperations
afficer of the Soviet fixed ktercept station,Z3 in Minsk s Bergei Grigorivieh,
who was ¢sptured by the Gerwans in early 1942. At that time, the Russisn Army
had o series of fixed stations in the Far East and West, ss well as a mumber of
intercept battalions attached to Military Distriects in the Western USSR, Pre-
n;mahly the Navy and Police also hsd their separate intercept services end
intercept stations. Assigmments were passed on to the intercept operators to-
gether with such informmtion as was ntcessary to cover targets efficiently.

1 Flicke, War Becrets in the Rther, Part III, p. 492 (rough drafi)

2 Particularly valuable in this respect is a Soviet-prepared Memual For the
is and Utilization of Radio Intelligence Material, (Hoscw,%ch in

chapters outlines the Soviet approach to traflic analysis. e
ﬂammtionisoneinpermnent quarters, not des for & mobile

operation.
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secrET MU

According to the interrogee, no analysis was carried on at the statlon.

Compartmentation of persommel was carried to extremes.-the operation of

the intercept units wvas apparently fairly efficient, although the people

at the station hed no knowlelge regarding the degree of success nn various
problems. At Moscow, commmication intelligence was earried out in the
Intelligence Bection of the Fecples! Commeissarlat of Nationsl Defense (NKO),
which consisted of e nunber of separrte evaluation sections .21‘

®, Other Allfes. Although it is almost certain that many of the

other Allies such as Yrance and Norway were also in the communication intel-
ligence game, there 1s no information evailsble to this writer conceraing
their operations.
f. ermany

{1) During World War II, the Germans placed great reliance
upon radio intelligence as a prime source of operational intelligence, Con-
trary to Allied practice, the Germans asppesr to have concentrated on low
level redio nets for thelr cryptanalytic ani traffic snalysis studies. As s
Yesult, their tocticsl intelligence effort benefited, but their strategic
intelligence effort suffered .25 The Germans claim to have been particularly
successful in thelir traffic apalysis of Americsn, British, snd Italian com-
mnfcations, but as the war progressed, they had increasing difficulties
against the Soviets in getting a clesr picture of the radfo situstion.26

Allied alr communications proved especially vulnerable,

{2) The importance which the Germans attached to traffic enalysis

can be appreciated by considering statements made by several German prisoners of

war:27

B the Russisn Y Service {FoP-SRORET),I¥-82, published by C8GAS-1k, 29 Bept 47.

25 Gernan Operstional Imtelligence, {RESTRICTED), p. 27

55 ¥licke, op. eit., p. 350,443;als0 EXCERPTS PROM GERMAN TICOM REPORTS ON
m:.ism -emp-mg-, .1

27 BXCERPTS FROM GERMAN TICOM nuclgxms CONCERNING JAPANESE AND GERMAN T/A",p.k
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JODL: "Another important success, as far as analysis of
#litary traffie was concerned, was working out the Allied oxder
of battle. This information was particularly important for a
kncwledge of the situetion in England prior to D-Day, end wns
obtained mainly from treffic anslysis.”
LUDMIG: an expert on Allied Air Order of Battle: “It can be
stated that no attack of the 8th Air Force came &2 a surprise.
General advanced warnings were given Bome hours before the reids.”
TRANOW: ™A1l squedrons and groups in these commands (the IX,
XIX, and XXIX Tactical Afr Commends} had fixed callsigns. These
calleigns were known without exceptlion from ouwr observation and
from captured material. From this, we could say on every raid
what unit and the type or types of planes in the formatlions were
on the vay."
{3} In the writings of German authorities on eommnication
intelligence, the statement 1s made that normslly German Intelligence from
1y
this source accurately sppralsed the situation, but that particular toward
the end of the war, Hitler consistently refused to heed its warning, but
preferred to trust to his own Intuitive hunches as to what the true situation
m lm
{4) As an {ndication of the scope of German communlcation
intelligence, it is reported that in 1945 at the end of the war there were
12,000 persons engaged in the effort in the German Army mlcve 29
& Italy. Information conceraing the Italian intercept and analysis
effort 1s lacking. By inference, however, we can suwrmise that the Itallans
weié not overly-skilled in the art of commnication intelligence, since they
mde e very poor showing in their campaign against the Greeks in 1941, using
the same communications data they hed used in the previocus year in their
meneuvers, and their redioc nets could be_easily followed, ylelding moch intel.
ligence 30
iw“

Praun, Germen Radio Intelligence, -GENFIDENTIAL; p. 112;
29 1vid. p. 161

30 F14cke, op. cit., p. 359 {unpublished rough:draft).
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B. depen
(1) According to Flicke, just prior to their joining forces
with Germany againat the Allies, the Japanese Ambassador to Germany, Oshima,
sought and received complete cooperation with the Germans in the field of
eryptanalysis {presumsdbly inciuding all phages of radio intelligence)}, as
one of the conditions for entering the war on the side of Germany and Italy
sgaingt the Untted States, Grest Britain, and the Netherlangs 3t
{2) The performance of the Japanese in the field of communi-
eation intelligence was only fair; they had much Aifficulty in thelr attempts
¢o read onr cryptographic systems. Interrogation of sgeveral Japanese Eaval
Intelligence officers revesled details concerning the communication intelligence
effort, particularly traffic analysis .32 The center of activity was at
Owads, Japan, where Allied trensmissions were Intercepted,sopled, and analyzed
by areas. Traffic anslysis was used in conjunction with direction fipding
to produce intelligence; perticular attention was paid to peaks in traffic
volume as representing a "erisis,” although the Japanese could wt necessarily
tell vhere the erisis would materialize.
{3) From a TICOM report based on other interrogation of
Japsnese prisoners of war, we read: .
®The Jepanese Army had great difficulty in obtaining operational
Intelligence due ¢to 1ts failure to break enemy codes and to leck of
' systematic research....In order to cope with this situation, the Army

a8 a counter-measure resorted to the evaluation of 1g§elligence by
means of iraffic enalysis begiming 1 Qetobér 194k

3t Ylicke, op. cit. p. 458 £

32 Interrogation No. 431 (RESERIIFED} ard No. 808 of the Japanese Intelligence
Section, G-2, USSES, dated 20 November 1945. Cited in "Enemy Traffic Analysis,”
qrtic:l.e in July 19%6 issure of Security Bulletin, published by U.S. Chief of
Neval Operations.

33"mccerpts from ¥icom Documents concerning Japanese and Germen Traffic Ang-

lysis", {SESREE}; p. 10
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Apparently the Japanese considered cryptanalysis and traffic anslysis to be
an *either-oe® proposition, snd 41d not appreciate the fadt that for best
results the two work together as a teanm,

6, Apalysis Since World War IT (1945-1953)

2. Q{eneral Comments. 'The perilod since the close of World War XTI

has been marked by s continuation of almost full-scele commnication intel.
ligence efforts by principal natiouns of the wvorld, in contrast to:khe period
Yetween Vorld War I and World War II when activities in this field were
areatly diminiehed. The coutinual world tension, and the United Nations
police action in Xorea begimning in 1950 were motlvating factors.

Bb. United States. Several reorgenizetions have been the most

signifieant developments in co;zmunication intelligence In the Unlted States.
Whereas there had been separate organizations for the Army and the Nevk {(Army
Security Agency and OP-20-3, respectively), the Afr Force officislly entered
the commnication intelligence and security fleld with the formation of the
Alr Force Security Berviece in . Amost simltaneously, in May 1949, the
Secretary of Deferse {in the trepd toward unification of the services)
suthorized the formation of the Armed Forces Security Agency (APSA). The

basic directive states that the Apymed Forces Security Agency was established
in order to provide for the placing under one authority the conduct of commni-
eation intelligence and commnication security activities within the Natiomal
Military Estadblishment, except those which are to be conducted individua.ily

by the Departments of the Army, Navy, amd Air Force.later in October 1952,
AFSA became the National Security Agency (NSA), which had broad powers over

nil phases of communication intelligence activities carried on by the U.8.
The three separate service organizations continued to exist, with their

activities being generally integrated and delineated by ®SA.

., SECRET
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At the close of World War II, the United Btates gradually xe-
prientated its efforts 1n the COMINT field toward Boviet Russia and the
Comminist block of nations. The major field of study has heen the Russian
problem, with efforts also being directed at Communist Chins, the Greek
Guerilliss, North Korea, Yugoslavia, and certain other nations.

The United Netions police action iz Korea from 1950 to 1953 was
a fertile field for commnieation intelligence. The U.S. wes quite suc- {
cessful egaingt the Commnist China and North Korean oppoments, particularly
in low level radictelephone intercept from forward positions. In the air
phoce of the sction, radio intelligence also played an important role. Mahy
commanders wvho bad previously been skeptical of the valuve of COMINT becanme
econvinced of 1ts value through experience, snd at the ssme Lime reslized
more clearly the importance of commupication security.

¢. Great Britain and the British Coomonwealth. %he British and

Canadians, particularly, comtinued to cooperate with the United SBtates in
the commmication intelligence field. In the intereats of sconomy and

Other developments during this period in the British

organization, now ecalled Govermment Commmnication Headguarters {GCHQ),

and in the Capadian organiration, Communications Branch, Rational Reasarch

Council (CBERC), have parzlleled United States developments.

d. Russia, Our knouledge of developments in the communication
intelligence field in the Soviet Union since World War II ia very sketchy.
From isolated screps of information, bowever, it can be stated that an
extremely efficient argenisation continmued to be mctive in the field of
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raldio intercept, and that failrly finished analysls was belng carried on at
field centers for the benefit of important local commanders, with copies
of these rcports being transuitted or courfered to higher inmtelligence
beadquarters. The Soviets continued to meke active use of radio direction
finding in locating radio transmitters of others.

Again detalls are not known, but 1%t is suspected as likely that
close cooperation has existed between intercept services of Satell?,te pations
and the services of Russia.

¢. Other countries., It 1s lmovn that ective intercept and analysis

organizations functioned after the wir in a muber of other Eurcpean countries,
including France, Italy, West Germeny, Sweden, and Norvay.
?. Concluding remarks. The history of commnication lntelligence

continues to be written, and =8 future events unfold, it will continue to
play the importent role of furnishing herd-to-get intelligence which can
aesist our pation's leaders in the formulation of policles and in fubure
military actions. Although commnicatiorn intelligence has perheps h=d its
most drapatic moments in times of war, 1t can and has contributed much to

the prevention of.war, and should not be thought of primarily as a war-time

activity.




