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Decree of 9 June 1947, taken from "VEDOMOSTI" 16 June 1947

Concerning Respounsibllity for Divulgling State Secrets

and for Loss of Documents, Safeguarding State Secrets

In the alm of establishing unified legislation and resnforcing
responsibility for divulging information appearing to be state
secrets, & llst of which has been established by the Councll of
Minlsters of the USSR in its decree of the 8th of June, this year--
the Presldium of the Supreme Soviet decrees:

1. Divulging information contalning state secrets, particularly
In the case of individuals entrusted with this Information, or who
may have recelved this informatlon by reason of thelr officlal
position, lnsofar as these actions may not have been occasioned by
treason to the fatherland or esplonage--is punishable by lmprison-~
ment in a correctional labor camp for a term of elght to twelve
years,

2. Divulging by an official of the military service (War
0ffice) of information of a military character, composed of state
secrets, Insofar as these actions may not have been occasioned by
treason to the fatherland or esplonage--1s punishable by lmprison-
ment in a correctional labor camp for a term of ten to twenty years.

5. Divulging by a private person of information composed of
state secrets, insofar as these actlions may not have been occasioned
by treason to the fatherland or esplonage is punishable by imprison-

ment in a correctlonal labor camp for a term of five to ten years.
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4., ILoss by accountable parties of materials, documents and
publications containing information composed of state secrets, 1f
these actions by their own nature do not bring upon themselves, by
law, more severe punishment--~is punishable by imprisonment in a
correctional labor camp for & term of four to six years, If these
violations involve more serious consequences, it ls punishable by
imprisonment in a correctional labor camp for a term of six to ten
years.

5. Loss by officlals of the mllitary service of documents,
contalning information composed of state secrets, 1f these actions
by thelr nature do not bring on themselves, by law, more severe
punishment--1s punishable by lmprisonment in & correctional labor
camp for a term of filve to sight years., If these violations 1lnvolve
more serious consequences, 1t is punlishable by imprisonment in s
correctlonal labor camp for a term of eight to twelve years.

*6.; Disclosing or transmitting abroad of inventions, discoveries
and technlcal improvements containing state secrets, produced
within the borders of the USSR or produced abroad by cltizens of
the USSR, in the service of the state, 1f these violations may
not have been occasioned by treason to the fatherland or esplonage--
1s punishable by lmprisonment in a correctional labor camp for a
term of ten to fifteen years,

T. Military Tribunals &hall have jurisdlctlon over violations
descrlbed in this decree.
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8. In connection with the publication of the present decree,
the followlng are superseded:
a, The decree of the Presidium of the Supreme Soviet
of 15 November 1943; "Responsibility for Divulging State Secrets
and for Loss of Documents containing State Secrets"

b. Point "a", Page 25, Statute on Military Crimes.
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SUBIEGT: Comments on ‘Speciil Report R310/rvp, dated 19
» Jan. 1988" 4n re 8. 1019 —

- mam
’

fﬁz‘ ¢oordinator of Joint Operations, USCIB-UBCICE

L

1. The following comnintu apply to Encloaure (A) to
thou:ubjact report: e
] ‘a. (1) Page 1, third paragraph, second sentenoce:
Reconmend insertion of the word "pescetime® in seccnd line,
immediately before the word "protection®. _
- ‘(2) Rcaaonf"+1n wvartime, although it is stiii
necessary to prove intent to injure the United Statea, thn'
temper of the public, the very stringent psmalties under Sec.
£ of the "Bapionage Aet“h(up to death or thirty years im-~
prisonment), and the normal csution exercised by all citizens
in vartime are sufficient for the proteotion, during wartime,
;Eninst leakage of vital information of the type contemplated
under B, 1019. It is under peacétime conditions that B, 1019
would be most desirable, for "intent to injure" vould be much
wore &ifficult to provo!and the temper of the public is guite
different. Hbvovu;: from our point of view, leakage fn pedce-
time Is just as disastrous &s in vartime.
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b. (1) Page 1, third paragraph, last line: The

statement {s not completely acourate, and its inacouracy has
far-reashing conseguences oh the subsequent reasoning.
{2) Reason: {a) The Act cited, that of 10 June
1933 (48 stat. 122), is quite limited in its scopo, It by
no means, &s claimed in the proposed statement, makes it a
srime “to disolose details of any Adiplomatic ocode.™ Pollow-
ing is the complete wording of the Act:
That whoever, by virtue of his employment by the
United States, shall obtain from another or shall have
austody of or access to, or shall have had custody of
or socess to, any officlal diplomatlic code or any matter
prepared in any such code, or which purports to have besn
prepared in any such code, and shall willfully, without
authorization or competent authority, publish or furnish
to another any such code or matter, or any matter which
vas obteined vhile in the process of transmission
between any foreign goverpment and its diplomatic mission
in the United States, shall be fined not more than
$10,000 or 1m€r1-onad not more than ten years, or both.
Act June 10, 1933 (48 Stat. 122; 22 U. 8. €. 135).
It is obvious that under this Act, so long as the alleged
violator doss not bublish or furnish to snother”™ sither (a)
the aotual code $tself or {b) the oontents or text of a
mossage, that is, "any matter prepared in any such sode™, no
indictment could be drawn, much less could & conviction be
obtained. In order to understand the limited applicabllity
of the Act ¢ited, its history must be underastood. It was a
compromise reached only &fter the storm aroused by the in-
troduction of & bill allegedly infringing freedon of press
and spesch had died down., Further, referring to the matter

on page 2, fourth line: in viev of the remarks mmde ahove in
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eonnection with the Act glited, 1t is believed guite unvarranted
to say that "That Act ... providea a high degree of protegtion
for that part of our communication intelligence effort which
may be directed solely against foreign 4iplomatic codes ...,
sinoe a person might publish in full detall a complete acscount
of the whole ASA and CBAW organizations, their special fapilities,
techniques, successes and failures, and so on, and yet not
viclate the provisions of the Aot cited. Bo long as no diplomatioc
codes or texts are published or hended over, there is no viola-
tion of the provisions of the Act in question and there can
therefore bs no punishment.

(b} Por the foregoing reason, it is suggested
that the sentence of referencs (3rd line from bottom of page 1)
be changed to read:

"The Aet of 10 June 1933 (48 Stat. 122) makes it
& erime punishable by a $10,000 fine, or 10 years in
ail, or both, to furnish to another any official

iplomatio cods or matter whish has besn prepared in

such & code, It may be noted that the Act in question
vas rushed through under special circumstances In 1933,
It arose from hasty attempts to prevent further revela-
tions by Yardley after the publication of his sensational
book 'The American Black Chamber' in 1931, The bill
first dravn up in the excitement caused bg the disclosure
that Yardley had vritten & second book, the manuscript
of which vas already in the hands of & pudblisher, was
of such & broad scops that it immediately aroused the
most strenucus opposition from the press and even vithin
the Oongress 1tself. When the atorm aroused by this bill
died dowvn, the innocuous measure passed on 10 June 1933
vas the most that sould then be obtained in the vway of
protecting oryptanalytio secrets. It was, hovever,
el'fective to mest the emergency situation, for 1t was
kunown that Yardley's proposed second bogok was replete
vith the astual texts of messages, With paasage of the

—SEGRET—
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measurs, publication of ¥Ysrdley's menusoript was pre-
vented; and this Aot serves as a deterresnt agalast the
publication of any book which discloses & diplomatic
gode or messages vhich have been prepared in such &
gcode, However, 1t is very important to note that this
Act Is quite limited in its acope; anybody who is the
possessor of detalled communication imtelligence
Information can disclose &1l of it without any punish-
ment whatsoever under the Act, as long as he does pot
publish or hand over physically any code itsell or &

opy thersof or apny messsges which had been grog%red
§E the code, 1is sort of protection iz not wvhat we
nov need or are seeking in the present bill. ¥We are
seeking legislation vhich will protect the large amount
of genarel &nd speciflec technical informetion which is
sxtremely vital to national security &nd which we have
built up at great pains and expense over the past Lvo
or three decades, using the people's mcney. It can all
be rendered more or less worthless, without handing over
any code apd wvithout publishing any solved measages,
merely by telling in detall vhat wve knov, or have, or
are acoomplishing in this field. Also, it is important
to note that the Act of 10 June 193> only applies to
dlplomatic codes and therefore does not extend to that
part of our communication intelligence effort whioh muy
be directed ageinst foreign military, naval, air and
other codea, nor to tho codes used our own military
aptablistment and intelligence agencies.”

= e s e TSR =

(Cancel first 10 lines on page 2, if foregoing 1s edopted.)
o, Page 2, lines 13-16: What we hope to ascomplish

by B. 1019 is the prevention of leakage by well-meaning people
who have no intent to injure the U.8. but who simply close
their syes to the gonaesgquences~-sither for monetary gain from
potential publishers or Tor personal vanity, prestige, etc.
The wording beginning in line 14, "with ostensibly innocent
intent, & method which is just as effective &s direct delivery
in getting the information into the hands of an intended
forelign-government-sgent-recipient”, and the fact that this

SEORET-
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argunent is given first place in bringing up the EBsplonage
Act, implies that the chisf or at least one of the Iimportant
reasons for legislation such as that contemplated in 8. 1019
is to prevent such & mource of leakage as the one ¢ited. It
is highly questionable whether this is an important reason.
At any rate the argument at this point {s 30 wsak as to make
& ohange advisable. A method such as Iis implied therein, as
a means of getting information into foreign hands, is rather
far-fetched, fer the person is really acting as a foreign
sagant; & person who s&cted on the ssoret assumption that he
sould say, if detected, that he had no intent to injure the
U.B., could very probably be proved to be an agent. On the
other hand, the peopls at vhom 8. 1019 is aimed are ot
potential or actual enemy agents of the foregoing type. On
the contrary, & person who constitutes a serious securlity
hazard so far as communication intelligence information goes,
mey really feel completely iunnocent of intent to injure the
U.8. For example, Yardley stated time and sgain that far from
baving any intent to injure, he was really acting as a
patriotic aitizen by "disclosing things which showed the
blindness of bureaucratsz in closing 'The Black Chamber'.”
There is %o guestion that the Kspionage Aot closes only part
of the gap in proper legislation to protect communication
intslligence information, but the argument that is smpleyed
to discolose this ias faulty and can be replaced by & better
one. The follovwing wording is suggested;

-SEGRET
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"This Act cannot be invoked to punish people vho
dimclose vital information without any intent to injure
the United States. This category inocludes people who,
for reasons of personal prestige or vanity, or from
misguided motives such as in the Yardley csse, or in &
desire to profit in a monetary wvay, procead to tell all
about their wartime experiences (am others are doing,
wltness Capt. Butcher's My Three Years with Eisenhower?t,
Uapt. Zacharias' 'Secret Intelligence!, Col. Allen's
fLuocky Forward'). Publication of information concerning
our communication intelligence sotivities by people who =
fall in this category is Jjust as sffeciive as dlrest dutans
delivery, by secret agents, of the information to foreign
governmenta. Communication inteliigence information 1im
peculiarly wvulnerabls to sven the most indirect roundabout,
and piece-meal revelation," ... Bte. T
The remainder on page 2, ssentence beginning on line 17, is
satisfactory.
4. (1) Page 3, at snd of 10th line, insert:
"Establishment of & means that would make possible the.”
(2) Page 3, line 13, after the word “information"
add: "by preventing reconsiruction of those systems from a
comparison of the code texts with the plain texts of message
vhieh had been transmitted in thoss systems.,"
¢, Page 7, line 1%: The statement regarding “our
indbility to decode the important Japansse military communica-~
tions in the days immediately lesading up to Pearl Harbor" is
an understatement. The truth of the matter is that we vere
unable to read a single high-schelon Japanese Army or Air Force
message until April 1943, a period ef well over a year after
Pearl Harbor; and it took ancther six months, once the nature
of the system was understood, to build up the procedures and

the staff to & point where guantity production of transistions

-SEORET—
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became & possibility. It is impossible to estimate the far-

ok daathnenath . 202 WD MG ST A3

reaching consequences that & reverse of the actual situation

in this regerd might bave had on the teactical and sirategical
plans of the U.8, Had wve bheen able to reald all these high-
echelon Japanese communications during the first year or two

of the war in the Papific, the entire course of that wvar might
possibly have been different. It is suggested that the sentence
be changed to read as follows;

"It 18 not far-fetched to suggest that the entire
course of the wvar in the Pacific might have been very
4ifferent had the U.S. been able to decode all Japanese
Army and Japanese Alr Force high-echelon saoret communl-
catlions upon the outbreak of the war there and for the
Lirst year or two of that war. For it Is 8 fact that
vhereas in 1931 Japanese military codes were childishly
simple and naive, by 7 December 1041 they had become so
complicated that it took almost two full years' time and
the work of thousands ef people hefore the U.S., Army
vas Iip & position to decode these high-echelon communica-
tions. It is impossible to estimate vhat this two-year
struggle with these high-echelon communicationa cost the
U.8. people in money and in the lives &and health of iis
s0ldiers who fought the Japanese more or less blindly
for that perlod of time."

£. (1) Pege B, last sentence, continuing on page 9i

-
-

It 1= very doubtful whether an exception would be made to the
general and long-standing rule that "“ignorance of the law is

1o excuse."™ There is nothing in the billl which provides for
an ex¢eption to be made in the case of a person who pleads
ignorance of the meaning of the indications of c¢lassified
status, or of the faoct that the information is olassified, 1if
an Indication is not present. It is understood that the inter-
pretation of non-appllcability of the penalties Lo & person

- —-— i A — - -
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vho pleads ignorance of the classified ststus of the informition

hY fru-
o - # - -
o

. X

1s an interpretation submitted by some legal authorities whguh;__

.
=

-
were consulted by the I & 3 Buboonmittee. However, it im feit
that when the (Gongress comes to examine this bill there will _

=H =

be a considerabls amount of questioning raised on this pointe.

e

-

It would appear that an innocent person vould in the final ==

analysis be at the mercy of & court or a jury, for whether a

court or & Jury would give credence Lo & plea of ignorance
would be within their province,

!F!

f

ﬁq41

)

(2) For the foregoing reéson, and because it is
too late to change the wording of the bill, it 1s suggested

It

|’l
'l
L]

AT

a\'ﬁl‘-zd

that the sentence in guestion be allowed to stand, with the

insertion of the word "probably” immediately before the word
"safe",

My b

1

Ie
i
[

{

1

g. (1) Psge 9, 12th line, the sentence beginning
"That such & person has not yet come to light ...” -- The

T 1||I] 44 ¢

argumient here is eéxceptionally weak and might lead to the

| I

casting anside of the entire measure, since some member of
Congress might well aask: "If that is true up to now, vwhy
should not the situation continue to rest on the same basis?"
Moreover, it is believed that the statements "That such &
porson has not yet come to light indicates loyalty, patriotism,

and restraint” ... and "it must also be regarded as evidence

of inoredibly good luck” are erroneocus. In the firast place,

the end of the vear has not yet formally been declared termipated

and therefore the more severe penaltles under 3ec. 2, Title I

]
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of the Esplonage Act &re still appiicable, and serve as a

& Bpwmr  me oentme ew ==

deterrent to those who would violate the provisions of that
Act. In the second place, there have already been sone
instances of leakage of aryptanalyti¢e information by persons
*with no actual malice."™ All three services have already
encountered such cames. And even during the war there were
at least tvo instances in which leakage of vital communication
intelligence information occcurred "with no malice"--the dis-
closure of the Navy's reading of the Japanese Naval trsffiec
prior to the Midway Battle and the disclosure of the Navy's
reading of the Japanese Naval traffic concerning the inspec~
tion flight by Admiral Yamemoto. Prosecution of the persons
who alloved this information to be disclosed was not possible
for various reasons, principally because of the difficulty of
proving "intent to injure” and because it vas felt that in the
absencé of proper legislation & prosecytion ending Iin an
acquital might be more damaging than taking & chance that no
satagstrophic conasequences would follow the diaclosure.

{2) For the foregoing reasons, it is suggested
that the sentence beginning on line 12 be delsted and the
folloving tvo sentences be substituted:

"Already there have been instances of leakage of
information coneoerning U.B. oryptanalytic sucoesses in
the lest war and as tne date of the formal declaration
of the termination of the war approsches, and as more
and more persons publish thelr wartime experiencea with

consliderable monetary profit, the temptation to
cgpitalize on their cryptanalytic experiences may prove

SEBREY-
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$00 great for some pesople who have had such experience

to resist. It may therefore be anticipated that books

9r articles on the subject will be forthcoming sonner

or later~-unless proper legislation is nov enscted to

prevent such an eventuality. We can afford to take no

shances in this situvation and trust to good luek,®

n. (1) Page 10, 10th 1line: The statement "It might

be asked vhy this legislation is needed now when we got through
World War II without it", implies that there were nc moments
when very seriocus apprehensions were entertained on the score
of leakages. That there were plenty such momente can hardly
be guestioned, and the implication should be eliminated.
Continuing, the statemsnt goes on to say: "The answer is that
sven though several potentimlly aerious leaks agtually oceurred
during the war they apparently did not reach the onemy, pro-
bably because of the protection afforded by wartime censorkhip
plus the fact that asctivity of enemy agents in the U.B. vas
sffectually curtailed.” Unless recollection is inaccurate,
vithin & few veeks after the Midway lesk, drastic changes
bagan tc be introduced in Japansse Navy cryptegraphlic systems
&nd cormmunication procedures. Thess caused the U.8. Navy a
great deal of trouble spnd hindered successful cryptanalysis
for some time thereafier.

{(2) It is therefore suggested that this portion
of the argument be changed to correspond more nearly with the
facts, The folloving is suggested as a replacement for the
tvo sentences beginning on lipe 10, page 101

"It might be asked why this legislation is nesded

now when ve agpgrentlg got through World War II without
1t. The ansver 1is t ve very nearly didn't get throughe-

10 HE;
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there were iimes vhen authorities on the highest level
spent many anxious days In apprehension &s to the
possibly serious conaeggenoes that might result from
cortain leakages that 4id occur-«leakages that mighi
have been catastrophic, and in one case was actually
extremely serious in its effect. Of course, wartime

censorship helped and the eliminatiocn or curtailment
of effective work by enemy agents helped.”

{The rest, beginning with "But in peacetime ...¥ to remain
unchanged. )
1. The remsinder of Enclosurs (&) appears to be
satisfactory.
2. ZEnclosure (B) should be modified in the light of

the comments made in Par. 1 above.

HAROLD G. BAYES
Qolonel, Signal Qorps
Chier, irmy 3ecurity Agency

i1

-
Al 2l
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Supersonic Security

It is debatable whether the editors of
Aviation Week magazine acfually injured
mational security in publisliing the story that
an Air Force experimental rocket plane has
gone faster than the speed of sound. If,

as the magazine's editors contend, the Air |

Force had been preparing a release of its

own: on this accomplishment in breachmg

the supersonic wall, then all the subsequent
fuss is meaningless. Prevention of the Jeak-
age of vital information is of course a matter
ot the utmost importance. But the lesson
in‘the present case will have been lost if

‘tb»only result is an effort to penalize the |-

mﬂﬁazine. More than anything else, the
incident demonstrates the need for a unified,
mature security policy in national defense.

‘That there lsnomchpolicynowisonlytoo

obvlous._

=

THF VASHINGTON POST
Vashington, L.C.
3 Jemuory 1948

g

It cannot be denied that some information
has been published that may be harmful to

our long-range security. Much of this in-i

formation has been of a technical nature, i
such as was contained in the Smyth report |
on atomic energy. As one top scientist put |
it, we have been doing the Russians’ re-:
search for ihem. If our defense is to be
adequate, then manifestly we must have
some milita. y secrets which we do not dis-
play in a showcase. A situation in which !
important information leaks out merely for :
want of a coordinated security policy is of
¢écurse dangerous. At the same time we
cannot afford to go to the opposite extreme
of a completely clamlike approach in which
the label “national security” is applied to
every scientific advance.

The problem is one for Secretary Forres-
tal. Part of the difficulty lies among his
subordinates in the various services. There
is. still a tendency, no doubt a hangover from :
preunification days, for each service to |
strive to outdo the others in “competing” for ;

"publiggtion space. A little less Hollywood .

press agentry and a little more accent on'-g
unity would Be helpful. Secondly, there '
must be recognition that the American press
as an entity is not only loyal but is anxious .
not to violate the requirements of genuine |
gecurity. Consequently, a basic step in en..
listing cooperation of the press is to define
what those requirements are. :
More than that, there must be an eﬂort-
to understand the particular problems of |
the press—to understand, for example, the
reaction when the results of a reporter’s
initiative are bottled up for “security” only
to have them released inconsistenly else-
where. What is needed above all else‘is one
agency to which the press can refer its se-
curity questions, an agency open 24 hours
a day. Not only must this agency have au-
thority to lay down a security policy with
respect to outside publication, but there
must also be assurance that its decisions
will be respected within the services as
well. The prime requisite of this office is that
it have the confidence of the person with
whom it is dealing. There will be no diffi-
culty in enlisting cooperation of the press
if the press is convinced that security policy .
is a matter of intelligent planning and not |
a helterskelter affair left to whim and

. caprice.
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| Voluntary Cehsorship

! A good example of the inadequacy of the
' hodgepodge military security system under '

which the country is now operating was the

story in Sunday's newspapers about the
operation of the world’s first low-pressure -

supersonic wind tunnel at the University of -

California. Funds for the development of
. this tunnel were provided by the Office of
Naval Nesearch. Yet the Secretary of De.
fense hid no prior knowledge of the release.

tually constituted a breach of security is

are some areas of research in which
maintenunce of secrecy is essential to na-
fional security. Top scientists associated
with the Goverhment are genuinely con-
"~ cerned about the military implications of
some of the technical information which
already has found its way into print.

Whetha the announcemenl in this case ac-

pot the question. The point is that there *

A reader has seen in our editorial of last -
- Saturday, “Supersonic Security,” an im-

sorship such as existed during the war un.
formal connotation. What we suggested
was the establishment of a single office or
agency; respected by the press, with au-
thority to coordinate and pass upon military
information vital to the national security.
Our suggestion was inspired by the presen!
- unintentional leakage of such information
for want of a consistent security policy.
It is obvious that from the security stand-
point the Government’s left hand does not
know what the right is doing.
~ Conzress recognized the existence of an
area in which secrecy is paramount in_pass-
ing the Atomic Energy Act of 1946. Indeed.
the Atomic Energy Commission already has
' instituted a reasonable procedure for the re-

plied plea for a return of voluntary cen- '

der Byron Price. We intended no such ;
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‘lease of important Information. The
Espionage Act of 1917 also covers military
. secrets, although there is some difficulty of
[ application in ordinary cases because of its
. concern with “intent.” Within the frame-
 work of these laws there is always a certain
+ amount of voluntary censorship by the
" press. The trouble is that in many instances
the press is not competent to know what is
and what is not information vital to se-
curity. We think there ought to be a clear
definition of such information. The way
to obtain the cooperation of the press in

this cause is not by enacting additional '

‘legal penalties but by substituting for the
present willy-nilly approach a unified secur-
“ity policy administered by the Department
“of National Defense.
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