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ALLTED FORCE HEADQUARTERS
OFFICE OF THE CHIEF SIGNAL OFFICER initialg ..
APO 512, U, S. ARMY
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X419 18 April 1944
SUBJECT: Fixed Call Siguns.
T0: Chief Signal Officer, War Department, Washington 25, D. C.

Attn: SPSIS

Inclosed herewith for your information is a copy of memorsndum on
fixed call signs prepared by a member of the local YNA committee.

For the Chief Signal Officer:

grldoio”

“R. E. SCHU

1 Inecl: Lt Col, Sig C

Memo dtd 13 Apr 44, file B.389/753/6

Leclassified and approved for release by MSA on 01-26-2015 pursuantto E.O 13529
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1. A oopy of 3iga 9 telegrem No 85270 dated 8 ipril has been circulated

towmmnmmumwxsw Seourity.

2. Appendix 7, whioch I submitted to X Prwnch, is almreoterised as an
*Attaak on far (ffice ‘ovligy governing Major Clrouita”. It sesmm tihat I
wmmmnamaummmﬂm

3. e original “ITALT Mamal of digral seourity which is decarided
an "exseollent” in para A OFf telegrem 85270 omtaims aimllar words at the
begiming of the paregerh an fimed oallsigns { ¢ £ chapter ITI para 5 "tiw
-r-tnd‘dlmmﬂnﬂulhw mmmn

_ ge") aa the equivalant para in the rrinted Xww 1565 edition
ah $ " the aysten of allotting fimed onllsigns to oartain s'mtlc
avmttmmmqmﬂmmuumuyw

b urdrg the viait by the 35 0 in 7 to our atation at !LLI "I, I
mantioned the Aifficully we are mhming in reareating by s$reffic annlysis
diagrame of G networks and of sording treffic, owing to the fact that
G L une ohanging oallsigns for AL their stations whethey static or
mobile. :.ux! conssantly mmke changes dovised to hinder ths task of our
intaros;c.ion servioe., 1 expresasd the opinion that our methods assmed to
be detori-mating sinoe previcusly the uae of {ixed oanllaigre wes restricted
to the ... 0" A3 HAIN betwoon comnands and theatres. ard nowr their use had

been expnded to fixad stations,

5. Immmuuhdmm;anSdmmenum
the reasans Juatifying the statsummt that the aystem was °

irherently
imsscurs” ware felt to be indifferently expresssd. This I 418 and pere 5
was altared anl the Appendixz B wos added.

6. Jhapter X pare 4 of the lLarmmsl ocontains the following:“a distinotion
has beon mads between the proosdures oo whioh -Iii. be adhexed to, and that
mwumnum—mmtmmtommumt
dsgree/as ponsible®. 1f despite this, the repetition of the statasuent in
mm-&mu&m*mmhww'umum
“attask on ¥ar Cffice poliay governing major olrouiss” womld it not be fair
to suggest thot ths firset Auplioated editien whioch referred
a ‘oontained the sttagk rather than the subasuent
tion whave the pizescology wes changed #o “werkin betwesn and within
oomemnde *.

7 The Y intercamuniostion network has bHeern dirsatly affectsd Ly
thiz expassion 4in th: uwse of fixed oellsigme. ‘hen the receasity fer

A links bDetween il "M stations was firast sxperisnced; charging oallaigns
wore ‘allotted, now all our mein stations including rescte 27 stations use
fixed onllaigns. e sine and activity of aur Y strategionl network ie
thaa 1aid bare to the enmy.
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em aa wivense $an plage, sewl naw soredrwms are cpandd, new sallcigs
e alletted. "on sn asrvirems ssates 0 be wsed sallsign lagees.

I wndenvtand that cur present Ay woten of ellsigw alletsmmt is
4o nef cloage *oun e wilt m an ssyelreme replaces ansthar.
I em tedd thad e B and N eallaigns eun penarnlly be distinguised ;|
the ferser sre smpesed of Lgitny [hawrs lettax. She latter of figyrs (lamxe letyer.
T presd $0 air sallaips are not wailer disssssion.
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All stations with few cxeeptions, wes daily changing

sallsigne csmpesed of xbised figeres and lettars. Thay are

ammlly weed o8 link and not double eallaigms.
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enabls them to sstimate conocentrations and obsasrve moves.

Any obange in the "oodesign - {ixed oallsign Junction point” of
the above will asaist, and also probably reveal changes of subordination.
the nasber of zeasages that regiire retremmission between & Oorps or v H,,
in ressrve and Auring refitsting, to higher formmtion i’z is nprobably higher
than vhen aperatiornally exployed.

19, The use of fixed callaigns for orts, kXailheads, important towns.
Districts and billeting areas will tend to give atmilar information in view

of the inevitable shanges in the volume of traffio, cmsequent on conventrations
or departures.

The allotment of additional {ixed oallsigns to towms or other stations,
and the lapsing into silemos and non-use of others will also rovids information
of infiltretion and inoressed or deeressed comoentretions. T™he exiatawe of
BRITIJH /T statioms in TURYEY was mentioned by an ITALIAY aryptographer and
disclosed by the use of JC ocellaigrne of new stations oommunionating
with QAIRC (JoJC).

T GEHMAY jwlioe used to use fixed omllsigre. In 191, the
LHRAN infiltration into ROUMANILA was spetied as a resuls of this, and cmused
search o be mmds for Army stationa us changing osllaigns in that ares.

oring to the innesareay of D/P and the ty of the omllaign procedure,
this search wms not comalusive tut comfirmatory.

We are sware from oaptured documents thas . R¥AN intercept stations render

a daily retum of fometions or units subordinatad to senior foxmations, Thia
assists thair records of our Order of Battle, Car osllsign system facilitntes

There aye probably othar compromises of direot military wlue. based
baakgramd nowledge asquired by persistent interocption and traffio
amalysis.

3

Jmpter 111 para 5 sab-para () "It provides aids to ermmy
mtm‘phio attachk on cipher traffia-.

There oan ba no doudbt that the enmay has a larges aryptographie
orguaisation. Unless ouyr high peds machine and book oiphers are
abaolutaly secure, Sheriiumeb—tl wcﬂl&-igm ayntam mnables him

(&

(1) to dstermine the originating statiom and the
receiving station without doudt Crom day to day of

ouch message;
(4% to sart all traffic accordingly;

(411 to follow the ocoauwe of re-irsnsaitted msusages
and from tho T o IC imstruotion in the prefix to try out
possible re-tramsmitted re-enciphers of the vame meseage.

If a mowsage addressed from a station within the
fixed oallsign area to a stetion in tha Aaily changing
oodsnign sone is not re-enciphared, the ohanging oodexign
is compromised with the {ixed eallaign and possibly from
day to day. 1 gather that ashortage of cipher staf? renders
this latter eallsirn ocogromise inevisable. The nlternutive
Beemn %0 be two aipher vervions of one weusage.

s B The aysten seens to facilitats wnewy aryptographid attack &n that
(1) any indiscretion and couprauise oen be worked on
{34 routine mesasgos oan be collected from day to day;

(114 eaptured filss of telegramu or oipher dsouments oAn
be sxamined agairet eariier cipher trusr'flo intercepted.
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. The pressxd systes Jresents fower diffioultiss than the "cld wave
esde eallaign syeten” where cash Savminal at a largs station hed a different
eallsign. I, the smmer of 15h1, the writer with two yeceivers and mme %X
yrodused s dfagrem of WIDRAIY atatie stations in the area OYTHUS, IJYRIA,
PALASYIEE, OYT, and TDAN whan the wave oode sysiem wpa in fures.

. ) ) the abovy statemnts oones from prisonsrs and
1ligesrsnd ITALIANS ' ' arrival ARROLY®, ref SIFTAR/¥59, was

wmumm-wmmmmukuq and a8 a

Solaprinter operetary. The eass with whish smemy interosmpt is ocemireldled

bolng res;ameible for BALFKAN ares, No 7 for I'PALY
. Fo & BARELN ban
Ry at BKIGRADE ( 20 dtaien )

8. e prisener wenbed at Mo 6 intereapt station at ATHEG, and stales
et all types of Wwuffis and ezypbamlysis ave dses there. Hia
apinien was Shad BTSN Semerity was pear, that grewps wsing fimsd

Waumummwhmmh
- b adhisved.
the ppmdix thare are imaginery reperts fram the GRRAN fntarewt

(4) fer Shn resx 15k WMlst MUITISK weed fimed esllsigns

(14) ant (114) for tue swessssive weaks in 1943 afber a change
te dally chenging callsigns.

I} 4o Mped parusal of thess my sasisg.

0. The prestical &ifficultiss of adepting changing sallsigna te fimed
aebmeks are s0id to de great, if delay in remifing truffis is net to resuls.
9 GERMARE, hawersrsoveresne this. Aim up 40 dabe uoalysis of their wmllaign
the prellen.

8. Oongrondss of ealls bosks weed by cpesmtionm]l wnits ooculd be
tvarecns by the provisies of o new bask far fhd stations. If wdl designed,
is,
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