JOINT SCCRITY CONTROL
washington, D.C.

Serial 2135

UE.ORANDUM FOR: Seccretary, Joint Chicfs of Staff
VWar and Navy Department Agencies
{See Distribution)

Subjects TOP SLCRET Control Prccedure

References. (a) AR 320-5, carrert, dnd Section VI, WD Circula:r No, 7,
dated 8 Januery 1947
(b} ¥.5 ¥. Reg., Article 7€, current, and CNO Letzer, Serial
No. 856016, 31 larch 1944
(¢) Combined Security Classifications Agreement, CCS .10/4,
21 Februar; 1947

2

1. RESCISSION. Joant Securaity Contiol lLemorandum, Serial 2992, ile No,
JSC/C15 dated 2B February 1944, subject sarme as above, 1s resciaded, aid the
follomng substituted therefor.

2. TOF SECRET CONTROL PROCEDURE. Ueasures necesgsary i¢ safegaard all
matters falling vithin the TOP SOCRLT category are contained in the references
listea above, Certain of tlese measw.es, pl.s addational precautionary ones
relating to handlinz and transmassion oif "0t SECRET matters o«ire lazc dwm
herein, ana vll we referred to as TOP SECHLT Control Procedure,

3. TOP SECRET CONTROL OFFICERS AMND CHANMYIS. a. Darectors or chmefs of
organizaiions vho i1nitrate, receive, or process TOP SECRET documents 1 ill main-
tain a system ior handling such documenis by tae selection and apnointment of
TOP SECRET Control Officers, defined as those officers of highest integrity
and proven dascretion specifically designatea to represent their orgarization
in the processing of TOP SECRET matters. Tne cuties of a TOP SECRET Control
Officer inclade receivang, controlling distribuvion waithin thre orgenization,
accounting for and transmitting outside the organization, all TOP SECFET
documents.

be The reans of processinz TOP SECRIT documents through TOP SECRET
Control Officers is referred to a3 the TOP SICRET Control Channel

"4e JOINT SSCURITY CONTROL, WAR AND NAVY DEPARTMEWT TOP 35..CRET CONTROL
OFFICERS AND CHANGLS IN WASHINGTON. a. Jount Securaty Control, the agency
eslablished by the Joint Chiefs of Staff to safeguard the security of mlitary
information, has been authorized by the Var and Navy Departments to erercise
over-all control of the transmssion of TOP SECRET matters between the Joant
Chiefs of Staff Organization and the offices of the War and Javy Depa tments
in Washington.

b. Tne control exercised by Joint Security Conlrol consists of the
1ssuance of TOP SDCRET Control Proceduare instructions and the mainteaance of
a consolidated »oster of TOP SECRET Contirol Officers of &ll apnropraate
organizations in Vashington.

c. Each organization, agency or office in Wasnington yvhich 12nadles
TOP SECRET documents willl meintain an accurate current roster of its [OP SECRET
Control Officers and furnish a copy of sarme to Joint Securaity Control. Joant
Security Control wall maintain a current consolidated roster of TOP SECRET
Control Officers of these organizations, and will furnish copies to each
organization for convenience and aid in handling TOP SECRET documents.
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5. DETAILED PROCEDURE. a. vwarikiny and Lnvelopang. ALl TOP GDURLT
documents v1l1l be enclosed in two sealed envelones vhen trarsmivtedi b,- courier.
The inner envelope 3111 be marhed TOP SECHET and the addressee speci icd by
title, however, ~here desirable for reasons of additional securitv, t'c inner
envelope nay be addressed to a particular indivadual by name. The cucer
envelope will be aduressed to the addressec by title. In zadition, 11 every
case where such inforration is available, the address 'rill also irclule -
"Attention: " y,2th the name of the receavaing TOP SICRET Control
Officer showvn. Alternate TOP SECRET Ccntrol Officera may be indice.el in
order to insure delavery. The 'ords "TOP SECRET" vall not onpear on the outer
cover.

b. Transmssion. (1) TOP SECRET documents v21l ve transmitted in
cccordance 1tn the provisions of paragraph 27, AR 380-5
and Section VI, WD Circular Jo. 7, 1947 or Article 76,
U.S. Jdavy Regulations, or as permatted an (2) or (Z) below

TOP SECRET documents ray be iransmticd fr~r one TCP SICRET
Control Ufficer directly %o another.

whenever practicaple, TOP SECRET docyments may be {ransmitted
ty direct contact beth ee. persomnel authorizea nece ss to such
«nformation, provided t1e proper TOF SLCRET Contro. Officers
are apwropriavel; notified.

c. Handlaing., ‘ihen tle decument 15 not in use 1f (2311 be k pt in a
suitable safe as prescribed in referenced regulations. When not actielly being
referred to, 1t A1l be Lept face mn or closed .nenever persommel .re pressut
vho are mov authorized to see 1t. In addation to bhe prescribed secirity mark-
ings, each docurent vall have ¢ cover sheet vhich 1211 be blank exceolt for the
phrase NTQP SECRET" and the document er {ile nunoer. .

d. Distributaon. bastribuvion of each document . 111 be coifined to
specific addressees, their aeputies, or to the TOP SECRET (ontrol Officer.

e. Persons Havang Access %o TOP SLCRET .latter. In the processing cf
TOP SLCRFT decuments, cortain officers «rd clerks in a hewquarters must see
and vorz «1th there docurents. THIS GROUP [{ST BE RKEPT TO A JIVIfl.. ol rmst
be individually Jsarned sbout aisclosing such ratter to persomnel vhose dusies
do not require iv, FEoth mlitary and civiliaa personnel in this grcup muat be
specifically selected and approved. The TOP SLCRIT Control Officer for eaca
office handling TOP SECRET materiaol +ill =ezintain o resisier of imxavaduals to
uhom such inrormation may ve released, OSicn i1ndivaiduals are not to be con-
sidered TOP SECRET Conbtrol Officers, nor required to be deri-mated ¢s svch.
Only personnel i ho absolutely need w possess " hole or partiul lmoiledge of
the contewts of the document - 111 be permttea to see tle necessary portions
vhich pertain to their particul ar interests.

6. CLASSIFICATION OF AD.IINISTRATIVE DETAILS. administrative ¢ etails
groving out of TOP SECReT matter .11l be classified in accordance w th tleair
own contents ivhen they do not of themselves reveal, in facht or br inference,
information requiring TOP SZCRLT classafication. Such adminostrati re ratters
include rovement orders fur personnel, equiprent, or rmiterael —hich ~hen
properly prepared, can be sent through usual chabrnels in the approp iate cate-
gory of SiCRETY, CONFIDLNTIAL, RESTRICTID or unclassified. Such cormnications
should be prepared so that thej ao not disclose the projected opera.ior or
project for which the psrsonnel, euipmert, or rmteriel 1s intendel, nor contain
vital parts »f the plan proper, nor refcrences to special eguipnent the nature
of w.bich would divulge the plan ¢r project. It 15 essential thas a1l matuers
relatiag to TOP SCCRET informavion be exarmined prior to release fron TOP SECRLT
chanrels to insure thet tnere i1s no compromise of 11ormation throuzh corpar.son
«1th other commnications.
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7. TOP SECRET CCJTROL PROCEDURE JUTSIDE OF VASHINGION. Outsiwe of
washongton 1t 1s sapgested that these instructions be used as a guide or
TOP SECRZT Control Procedure inasmuch 28 such procedure 1s 2 Junction md
responsibility of the indiviaual Services concerned.

For Joint Security Control.
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